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1. Abstract 

This paper discusses the steps required to implement a successful security patch-

management solution which can be used to help protect the enterprise.  Patch management 

is about mitigating risk to the confidentiality of your data and the integrity of your systems.  

Patch management can be the most effective tool used to protect against vulnerabilities and 

the least expensive to maintain if implemented effectively.  The goal of this paper is to 

describe how to establish a routine patch-management procedure and to make it a part of 

standard operations. 

2. Overview 

All companies must rely upon data for business transactions, accounting, reporting, 

human resources, eCommerce, or marketing.  The more accessible the data is made by 

technology, the greater the risk of it being disclosed or modified by an unwanted source.  

Security controls are only effective if there is no means of circumventing them.  If a 

vulnerability exists that enables someone or something to bypass one set of security controls, 

then potentially all other security controls around that system could then be rendered 

ineffective.   
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 In the software world, rarely, if ever, is an application developed without having the 

need to be corrected, upgraded, or modified.  Because of this, a process must be developed 

as part of the software lifecycle to regularly distribute patches to fix such issues.  Errors can 

exist in functionality, configuration, compatibility with other systems, and even in architecture, 

which all have the possibility of creating vulnerabilities.  The need to make software systems 

available for a business should be coupled with the need to ensure that these systems are 

running securely and efficiently.  The following quote from the Burton Group illustrates how 

vulnerable systems can be exploited if they are not patched:  

 “Large numbers of vulnerable systems exist today, predominantly because the 

designers and implementers of those systems, or components of those systems, are unable 

or unwilling to produce systems that are free or close to free of those vulnerabilities. A large 

number of attackers have the skills required and discover these vulnerabilities at a significant 

rate. Once found, automated attack programs are implemented to exploit vulnerabilities and 

are widely distributed. Attack programs can then be launched by multiple individuals to cause 

significant harm to vulnerable systems, and can also be integrated with viral spreading 

mechanisms for rapid global distribution. The result of this combination of threats, 

vulnerabilities, and consequences is significant risk to large enterprises and the global 



© SANS Institute 2007, Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 7

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

Patch Management 

Brad Ruppert  7 

computing environment.”(Cohen, 2004)1 

Patch management is a process that must be done routinely and should be as all-

encompassing as possible to be most effective.  In a network of hundreds of systems, all it 

takes is one machine to become compromised to open the door for multiple other machines 

to be compromised as well.  This is not to say that all systems should be treated equally; each 

company should prioritize its assets and protect the most critical ones first.  But that being 

said, it is important to ensure patching eventually takes place on all machines and not just the 

most valuable to the company.  Patching will not only require the effort of system 

administrators, but also requires the business’s support as well to agree upon a specific 

maintenance window.  Patch management plays an important role in upholding a good 

enterprise security posture but it should not be treated as the solution for all security 

vulnerabilities.  Having multiple security controls, of which patch management is a part, is the 

most effective means of protecting against potential threats. 

                                            

1 Cohen, Fred. (January 2004) Enterprise Patch Management: Strategies, Tools, and Limitations.  

http://www.burtongroup.com 
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3. Scope 

For the purposes of this paper, patch management will be examined from the 

standpoint of how to establish a successful process.  In accordance with the Code of Practice, 

the ISO 17799 recommends creating policies and procedures that align with your company's 

mission statement and to ensure these documents follow what is practiced.   Technologies 

mentioned in this paper may not be the best solution for every organization depending on the 

size, budget, and flavor of systems being supported.  The degree of difficulty required to 

establish a successful patching process will depend on the size of the company, number of 

employees, number of systems, locations of systems, and vendor types.  The basic principles 

of this paper can be applied to any company looking to implement patch management. 

4. Aligning with the Code of Practice, ISO 17799 

The ISO 17799 Code of Practice was developed for security managers by a 

consortium of United Kingdom corporations that needed a codified method for implementing 

security for information assets in an organization.  The Code of Practice is broken into 12 

steps that relate to “Plan, Do, Check, Act.”  Below is an example of how to apply the 12 steps 

to patch management. 
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1. Establish Importance - how does patch management relate to our business 

objectives?   What impact could a compromise of our information systems have on 

our enterprise? 

2. Define Scope – identifying critical information assets/systems that need to be 

patched; cover systems and supporting infrastructure that are connected with the 

business objectives. 

3. High Level Policy – define high level security objectives and develop a policy 

specific to patch management.  This will help demonstrate management’s 

commitment and provide reference to patch management standards. 

4. Establish Security Organization – develop a patch management committee that will 

own the policy and be responsible for implementing patch management. 

5. Identify & Classify – identify all assets that impinge on the Information Security 

Management System (ISMS) and classify them from highest to lowest priority. 

6. Identify & Classify Risks – perform a risk analysis of your company’s assets 

identified in step 5. 

7. Plan for Risk Management – prepare for a risk treatment plan based on threats and 



© SANS Institute 2007, Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 7

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

Patch Management 

Brad Ruppert  10 

vulnerabilities.  Prioritize risks from high to low. 

8. Implement Risk Mitigation Strategy – implement a patch management strategy 

based on the plan outlined from step 7. 

9. Statement of Applicability – provide a list of every control related to patch 

management and compare to the ISMS suggested controls; provide gap analysis. 

10. Training & Security Awareness – provide patch management security training for 

management, staff, and maintenance groups. 

11. Monitor & Review – utilize patch management tools to capture activity logs and 

audit the logs to ensure compliance 

12. Maintain & Improve – hold routine match management reviews with the committee; 

improve processes and correct outstanding issues. (SANS, 2005)2 

 

                                            

2 SANS Institute. (August 2005). SANS 17799 Security & Audit Framework. www.sans.org 
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5. Where to Start 

Finding the right approach to patch management begins by examining all the steps 

involved with the process.  Some of the most important steps include: identifying goals, 

assigning roles and responsibilities, forming a committee, documenting policy and 

procedures, deciding upon what/where/when/how to patch, designating test systems and 

contingency plans, and documenting implementation details.  Identifying the goals of patching 

establishes objectives and outlines milestones, which is important throughout the patch-

management process.  Assigning roles and responsibilities ensures accountability, provides 

direction, and helps coordinate patching efforts.  Awareness and communication, the 

cornerstones of a successful patch-management process, are products of a patch-

management committee.  The committee should meet regularly to discuss the progress of 

patch-management and is responsible for maintaining accuracy of patching policies and 

procedures.  Having patch-management policy and procedures creates a holistic view, 

clarifies objectives, defines roles and responsibilities, provides instruction, and outlines 

compliance.  The details of what/where/when/how should be captured in the patch-

management documentation to eliminate confusion, establish routine, provide guidance, and 

to enable practices to be auditable.  Environments should be segregated to facilitate testing 

and contingency plans, which will provide direction when having to deal with unforeseen 
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issues.  Documenting the implementation details is important to provide a more granular look 

into the specifics of the patching process.  This will include specific systems or groups of 

systems and the timeframes associated with patching.  These details help patching support 

groups understand when their services are needed and should facilitate a smoother transition 

between teams.  

6. Establish Importance 

Establishing the importance of patch management and gathering executive support is 

the foundation for establishing a successful patch-management process.  Without these two 

key components, it will be difficult to get other groups to comply with the patching initiative 

and could delay or derail the project altogether.  An effective means of relaying the 

importance of patch management to executive management can be to site specific examples 

of security breaches that have recently occurred and translate the loss into dollar amounts.  

There are many websites devoted to collecting such information including the following: 

http://www.privacyrights.org/ar/ChronDataBreaches.htm 

http://www.idtheftcenter.org/breaches.shtml 

It is best to site specific examples of companies that have been affected and in an 
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industry similar to your company.  Along with providing the importance of patching, it is also 

necessary to incorporate patching requirements into a high-level security policy.  If a high-

level security policy does not currently exist, this would be a perfect opportunity to create one.  

A patch-management policy is required to help provide direction, establish goals, enforce 

governance, and to outline compliance.  The policy can be very high level, but it should 

include the purpose for patching and the objectives to be achieved.  It should be well-defined 

and unambiguous because adherence to the policy is mandatory.  It can be written by 

members of the information security group but should be ratified by executive management.  

Below is an example of the contents that should be part of a patch-management policy. 
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Figure 1: Defining your Patch Management Policy (BECTA, 2006)3 

7. Identify what to Patch 

Identification of what systems are currently used or supported in your company is the next 

step in the patch-management process after a policy has been established.  Initially, it may be 

more effective to focus on the major systems of a specific vendor, and then incorporate 

smaller systems of a different vendor after routine has been established.  If your company is 

entirely a Windows shop or Linux shop, your tasks are a bit more simplified.  Despite having 

                                            

3 British Educational Communications and Technology Agency (BECTA). (March 2006) Patch 

Management. http://www.becta.org.uk 
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multi-vendor environments, it is still recommended to combine the maintenance period 

because that will be when you have all your I.T. resources on hand.  It is also important to 

ensure that the focus is not just given to external facing systems because “there has been a 

growing number of targeted attacks against application and database servers that begin with 

the exploitation of a known vulnerability. For this reason, security configuration and patch 

management processes must be applied to these systems as well. Organizations should 

implement a process to prioritize critical security updates on these systems and to quickly 

remediate critical vulnerabilities.”(Nicolett and Colville, 2006)4   

Prioritization of systems should also be taken into account.  If a major vulnerability is 

announced that pertains to half your servers, it will be important to patch the most business 

critical first.  The greater the number of systems supported by your company, the more 

important it will be to have them prioritized.  The prioritization will depend on which systems 

are most vulnerable to a threat along with which systems are most valuable to a business.  A 

prioritization assessment may consist of “a self-evaluation, whereby organizations essentially 

fill out questionnaires to establish risk profiles. In other cases the solutions perform technical 

                                            

4 Nicolett and Colville. (August 2006)  Patch Management Best Practices. http://www.gartner.com 
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scanning of an environment in order to catalogue information systems. Such tools often 

closely mirror vulnerability management products. But the important point is that critical 

computing environments are identified and prioritized, which is necessary functionality for 

automated patch management as well.” (Cohen, 2004) 5  

Depending on the business model, each company should have its own prioritization 

queues.  Typically business connectivity and communications systems, like domain 

controllers and email servers, rank among the most important.  This might be followed by 

external facing business applications like web servers, application servers, and backend 

database servers.   

8. Roles and Responsibilities 

After identifying what systems to patch, it is important to define roles and 

responsibilities. These responsibilities should include a patching coordinator, patching 

administrator, system or application support, systems monitor, and patching auditor.  These 

roles should map to domain or system administrators, application engineers, configuration 

                                            

5 Cohen, Fred. (January 2004) Enterprise Patch Management: Strategies, Tools, and Limitations.  

http://www.burtongroup.com 
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management engineers, quality assurance testers, information security analysts, and 

network/system operations monitors.  The Information Security team is responsible for 

evaluating newly released patches to ensure they address actual vulnerabilities in your 

particular systems.  They are also responsible to audit systems after patches are applied to 

ensure compliance.  The domain or system administrators are responsible for acquiring the 

patches and pushing them to the systems.  Application engineers and members of 

configuration management need to provide shutdown and restart procedures for applications 

that require special handling or care.  They may also be needed during the patching window 

to troubleshoot any application specific issues that happen before/during/after the reboot, 

including rollback planning and execution.  Quality assurance groups are needed to run 

smoke tests and to verify application functionality.  This includes outlined test procedures, use 

cases, verification of workflow and validation of data integrity to provide assurance that all 

processes are back online.  The network operations group provides real-time hardware and 

software monitoring on all systems in the event of a system failure.   

The most important role is the patching coordinator which should be filled initially by 

someone from within Information Security that can take a holistic approach to patch 

management.  This individual will need to understand the importance of enterprise patch 

management and be able to effectively communicate this to both the business and I.T.  This 



© SANS Institute 2007, Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 7

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

Patch Management 

Brad Ruppert  18 

person will be responsible for identifying vulnerabilities and explaining the risks to both the 

business and I.T.  If patch management is not an already adopted process, it may be difficult 

to encourage the business to provide this maintenance window.  This is specifically why patch 

management is ultimately driven by risk.  Identifying and elaborating on the risks, and more 

importantly, costs associated with failing to patch systems, should enable the business to 

make the best decision. 

  Along with providing risk awareness, the patch management coordinator is 

responsible for organizing the patching effort before, during, and after the maintenance takes 

place.  Prior to patching, the coordinator should designate the patching timeframe, provide 

communication to the business and I.T., coordinate with members from each division, and 

provide a testing window.  During patching the coordinator should host the conference bridge, 

record minutes, coordinate transition between groups, and see that any action items are 

assigned.  After patching the coordinator should host a patch review for all groups to evaluate 

the patching effort and congratulate the team.  According to the Burton Group research, the 

security role and I.T. operations role are defined as:   

“• The Security Role — The IT security organization drives the creation of a process 

that governs IT operations activity in response to the disclosure of a new vulnerability or the 

release of a critical security patch. The security organization is also responsible for monitoring 
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for new vulnerabilities, evaluating risk and working with IT operations to determine the priority 

of a vulnerability-related patch or configuration change... The process needs to be sanctioned 

and supported by both IT and business management. 

• The IT Operations Role — The IT operations team is responsible for maintaining the 

availability of the infrastructure overall and for implementing security patches and 

configuration changes. Within the operations team there are different groups responsible 

specifically for the configuration consistency of the network, servers and desktops, often not 

only with different teams but with different processes and automation as well.”(Cohen, 2004)6 

Patch management acceptance by the business is just as important as having the 

acceptance of I.T.  Because I.T. is responsible for distributing patches, typically after normal 

business hours, patching may not always be looked upon favorably by I.T. resources.  The 

best means of addressing this is to ensure that patch management is routine, predictable, 

well-defined, and well-communicated.  The more patch management is looked upon as 

routine maintenance, the less it will be negatively perceived.  After patching becomes a 

                                            

6 Cohen, Fred. (January 2004) Enterprise Patch Management: Strategies, Tools, and Limitations.  

http://www.burtongroup.com 



© SANS Institute 2007, Author retains full rights.

©
 S

AN
S 

In
st

itu
te

 2
00

   
   

   
   

   
   

   
   

   
   

   
 7

, A
ut

ho
r r

et
ai

ns
 fu

ll 
rig

ht
s.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

Patch Management 

Brad Ruppert  20 

routine part of the business, it may make sense to transfer the role of patch coordinator to an 

I.T. operations manager.  This will allow information security to focus more on an audit and 

risk assessment role.  Below is a summary table of roles and responsibilities associated with 

patch management. 
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Role  Responsibility  Job Title 

Patching Coordinator 

Coordinates patch management and patch 
evaluation meetings.  Facilitates establishment 
of a patch management committee. Acts as a 
liaison between IT and the business.  Notifies 
business and I.T. of patching timelines  

Information Security 
Architect 

Patching Administrator 

Acquires and deploys the patches.  Groups 
systems into patching blocks by 
time/function/environment.  Runs summary 
reports. 

Domain or System 
Administrators 

System Support 

Brings systems back online after patch 
deployment and reboot.  May require 
troubleshooting with other groups 

Configuration 
Management 
Engineers 

Application Support 

Brings applications back online after patch 
deployment and reboot.  May require 
troubleshooting with other groups  Application Engineers 

Quality Assurance 

Runs tests against systems and applications to 
ensure functionality has been restored after 
patch deployment.  May require 
troubleshooting with other groups 

Quality Assurance 
Engineers 

System Monitor 

Verifies systems come back online after patch 
deployment and reboot.  Notifies patch 
management committee in the event any 
issues arise. 

Network Operations 
Engineers 

Patching Auditor 

Runs compliance reports and verifies patches 
were deployed.  Brings outstanding issues to 
the committee 

Information Security 
Analyst 

Business Approval 
Provides authorization to deploy patches 
during specified maintenance window 

Change Management 
Board 

Figure 2: Roles and Responsibilities 

9. Forming a Committee 

To develop a successful patch-management strategy, it is best to form a committee 
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involving Change Management, I.T. Operations, Business and I.T. Directors, Information 

Security, and Audit.  Each of these groups contribute to the support, development, security, 

controls, and functionality of the enterprise.  Change management facilitates the process of 

enabling modifications to business systems and provides the coordination between business 

and I.T units.  I.T. Operations provides the actual administration and maintenance of the 

systems.  Business and I.T. directors provide the authoritative signoff to make system 

changes.  Information Security provides the risk analysis, security awareness, and 

governance of all processes and systems.  Audit verifies changes and ensures policy is 

followed.  As a whole, the committee assumes ownership of the patch-management 

procedure, ensures its directives are followed, and is required to maintain its accuracy 

through annual reviews.  If the size of the committee becomes an issue, a key representative 

from each group should be nominated to represent their team.  Monthly meetings of this 

committee will provide analysis and feedback regarding existing patching strategy and 

outcome from scheduled deployments.   

Communication is often one of the biggest challenges when initially implementing a 

patching procedure.  At the beginning of the process, it may be important to involve more 

members in the committee to ensure everyone has an equal understanding of requirements 

and goals.  To provide additional I.T. support during the actual patching window, you may 
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consider creating a patching support distribution list.  This list should incorporate additional 

network, system, and or application monitoring groups that may not be on the patch 

management committee.  Although these groups may not be involved with the committee, 

their help may be needed for troubleshooting or to bring systems back online during the 

patching window. 

10. Documenting the patch-management procedure 

Putting together the patch-management procedure requires input from just about every 

division involved with patching.  The document must include scope, roles and responsibilities, 

timeline, functional guidelines, and procedures.  The scope is used to outline what systems 

are addressed with patching.  It should include reference to servers and desktops and flavors 

of operating systems.  The scope can also be used to define a high-level timeline of patching 

efforts such as monthly or quarterly.  The roles and responsibilities should specify actual 

groups or persons required to perform a function.  This is required to ensure accountability 

and provides reference for individuals not directly involved with the patching efforts.  The 

timeline should include events before, during and after patching.  Examples of this are: when 

to evaluate patches, when to deploy to test systems, when to send system announcements, 

and when to deploy to production.  The more granular details of specific system names, exact 
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times, and groups responsible should be contained within a document described as the 

patching implementation details.  Below is an example of the patch-management cycle and 

monthly timeline. 
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Figure 3: Patch Management Cycle  (BECTA, 2006)7   

                                            

7 British Educational Communications and Technology Agency (BECTA). (March 2006) Patch 

Management. http://www.becta.org.uk 
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 Week 
before 
patches 
released 

Patch 
Tuesday 

Friday 
 

Cutoff for any exception requests.  Evening deployment to all 
servers and workstations 

Deadline for all patching related tickets to include business 
approval and rollback procedures 

Any servers not patched on Friday will be patched Saturday evening on 
the same schedule 

Patch coordinator will email committee of upcoming patching 
and create patching ticket for change management and business 
notification the week prior to patches being released 

 
Following 
week 

Monitor patches in production. Be prepared to activate contingency 
plans.  All exceptions or failed patch attempts are to be patched the 
weekend following the initial patch deployment date. 

Microsoft releases monthly patches.  Select committee members 
will evaluate patches. Deploy to test environments.

Wednesday All groups to monitor test servers for issues related to patches  

Thursday Weekend patching schedule is emailed to committee and System 
Announcement is distributed 

Friday 
prior to 
patches 
released 

Monday Change management meeting regarding monthly patching 

 
Sunday 

 
Saturday 
 

All server patching shall be completed 

 

Figure 4: Sample Monthly Timeline 
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The procedures should include all the details of how something is accomplished and 

who will be performing the function.  Patch acquisition, testing and staging, deployment to 

production, contingency plans, escalation path, reporting requirements, exceptions, and 

emergency steps should all be included in the procedures section. 
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Figure 5: Sample Patching Procedures 

  

 It will also be important to provide documentation on how to handle patching in the 

event of a zero day exploit.  In such instances, you may not have time to go through the 

normal patching process and would most likely require a smaller timeframe to begin action.  

Below is an example of an emergency patch timeframe. 

 
 

 

Day 1 

Emergency Patch is classified by Information Security and the Patch 
Management Committee is notified via email.  Information Security Emergency 
Contact Number: ###‐###‐#### 

Rollout Critical Patch to all test servers followed by production servers and 
monitor for anomalies. 

Ticket is created to notify Change Management and to track all emergency 
patching actions.  The Information Security Officer must decide if the patch must 
go out immediately or wait for business approval.   

 

Day 2 
Hold Patch Management Committee meeting to provide feedback for post 
implementation review. 

 

Figure 6: Sample Emergency Timeline 
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11. Decide Upon Patch Deployment Software 

The acquisition of patches should be the responsibility of the system administrators and this is 

usually coupled with the technology used to deploy the patches.  Depending on the size of the 

environment, number of systems, and I.T. resources, manual patching may be an option.   

“The main drivers for market adoption of patch management systems are the increased cost 

of patching systems, the increased frequency of patches, and the reduced time to patch 

before harm results. According to some authors, the cost of manual patches can range 

between hundreds of dollars and a thousand dollars per computer. While this may be 

acceptable for high-investment systems like major servers, the need to patch tens of 

thousands of computers around the world clearly drives enterprise customers to seek more 

cost-effective solutions. The sheer number of patches is also growing, with more and more of 

them being considered critical because of looming viruses. Without automated patch 

management, an enterprise with 10,000 computers may have to spend hundreds of millions 

of dollars per year in patching activities.”(Cohen, 2004)8 

                                            

8 Cohen, Fred. (January 2004) Enterprise Patch Management: Strategies, Tools, and Limitations.  

http://www.burtongroup.com 
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If patching each machine individually is not feasible, given the maintenance window 

constraints, there is a multitude of enterprise-management options available.  For Windows 

environments Microsoft provides several security update management solutions that include 

Window Update, Windows Server Update Services (WSUS), or Systems Management Server 

2003 (SMS).  For Linux environments, each flavor has its own website dedicated to receiving 

security updates.  Most of these products are free as long as you have an Enterprise license 

agreement with your vendor.  For additional details on Microsoft or Linux environments, you 

can follow the links listed below: 

http://www.microsoft.com/technet/security/tools/default.mspx  

http://www.reallylinux.com/docs/security.shtml  

Choosing a free patching tool might seem like the best option in the short term, but keep in 

mind, you get what you pay for.  If the free patching tools do not meet your company’s needs, 

you may choose to go with another vendor that provides other options like perhaps an easier-

to-use interface, better reporting, better auditing, or better deployment options.  Some of 

these tools may include: 
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Patching Software Vendor Website 
Altiris Patch Management www.altiris.com 
GFI LANguard Network Security Scanner www.gfi.com 
Patch Authority Plus www.scriptlogic.com 
PatchAdvisor www.patchadvisor.com 
PolicyMaker Software Update www.desktopstandard.com 
WinINSTALL www.attachmate.com 
PatchLink Update www.patchlink.com 
ANSA www.autonomic-software.com 
SecureCentral PatchQuest www.adventnet.com 
PatchWorks www.rippletech.com 
Cenergy Patch Manager www.tallysystems.com 

Figure 7: Patch Management Software 

For more information on patch management product comparisons see: 

http://www.patchmanagement.org/comparisons.asp  

12. Identifying Your Assets 

The next step in the patching process is to identify systems and to categorize them by 

function, importance, and environment.  Documenting these groups is necessary to determine 

a patching order and patching priority.  Typically, the domain controllers comprise their own 

group, followed by email systems, web servers, application servers, database servers, and 

presentation servers.  The order in which one chooses to patch what machines depends upon 

the environment, system dependencies, and allotted downtime.  To minimize business 
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impact, it is generally recommended to separate node one and node two clusters or load 

balanced systems into two separate patching time frames.  This may provide some fault 

tolerance while one machine is being patched and rebooted, the other can support typical 

functionality.   

Along with identifying systems assets, it is important to designate resource assets that 

are responsible for each system or group of systems.  The domain administrators may be 

responsible for deploying patches, but the system administrators should be responsible for 

ensuring their own machines come back online and the proper services are restarted.  

Application-support groups should also be identified to verify their components are working, 

along with having quality assurance testers to verify workflow and data integrity. 

13. Designating Test Systems 

Before deploying changes to production systems, it is important to test these changes 

on less critical systems.  Depending on the size of your company and resources available, 

you may already have designated test or quality assurance systems that mirror your 

production environment.  If this is not the case, you would want to test the deployment of 

patches to your least critical business systems first.  Having completed the identification of 

your assets will greatly help to determine which systems can be used for testing.   
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Testing should be done in a completely separate time frame from production 

deployment.  The amount of time between releasing patches to test systems and production 

rollout will be based on test procedures, variation of environments, number of patches, and 

most importantly, tolerance to production systems being vulnerable.  This last point is of major 

concern, specifically because the timeframe between release of vulnerabilities and release of 

targeted exploits has continually gotten smaller every year.  It is becoming increasingly more 

difficult to justify an extended testing period because of the risk you assume by not patching 

your systems.  One question that needs to be addressed is whether your company is more 

comfortable with risk of having planned downtime or unplanned downtime.  The answer to this 

question may help determine the length of your testing period.  Whether you decide upon a 

long or short testing period, it is important that you document all test procedures and rollback 

plans in the event issues arise from deploying a patch.   

14. Define the Patching Implementation Details 

Along with having a high-level timeline of when patching, testing, and notifications take place, 

it is also be important to define the granular details of which systems are patched during what 

interval.  This is typically dictated by the domain or system administrators that will be 

performing the actual patching.  The purpose of this documentation is to outline required 
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patching steps, assign responsibilities, identify system hierarchy and system dependencies, 

minimize downtime, and provide notification to supporting teams.  Having this documented 

will help minimize confusion and enable specific groups to focus on key priorities.  Below is an 

example of a patch implementation details guideline: 

DAY OF PATCHING 
Day Time Task Responsible Group 

8:00 AM  verify patches are ready  System Admins 
12:00 PM Cut-off for all exceptions All groups 

1:00 PM 
Configure patch groups for deployment 
(Domain Controllers, Virtual Machines, 
Email Systems, etc.) 

System Admins 

9:00 PM Dial into conference bridge line  
Patch Lead, Network 
Operation, System 
Administrators 

9:00 PM 
Domain Controllers (remote only) 
patching and systems that require 
manual installation 

System Admins 

10:00 PM Node 1 Server patching and corporate 
systems System Admins 

11:00 PM Node 2 Server patching and remote 
systems System Admins 

1st Day 

11:00 PM Workstation patching Workstation Admins 
12:00 AM All Servers remaining - begin patching System Admins 
12:30 AM Generate 1st patching report System Admins 

1:00 AM 

1 - Dial into bridge line.   
2 - Begin bringing applications online. 
3 - Send email to committee when 
complete. 

Application Support, 
Database Admins, 
Config Mgmt 

2:00 AM 

1 - Dial into bridge line.   
2 - Start testing systems. 
3 - Send email to committee when 
complete. 

Quality Assurance 

Next Day 

4:00 AM Email summary of patch process/issues 
log Patch Lead 

Figure 8: Sample Implementation Details 
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15. Where the Rubber Meets the Road 

After documenting the patch-management procedure and incorporating input from all 

involved parties, the next step is to decide upon a patching date.  The two focal points that 

need to be addressed are outstanding patches from previous months and patches that are 

scheduled to be released.  You may want to designate a specific patching weekend that will 

be used to bring all systems up to compliance levels of the current month.  Going forward, 

you will want to set a routine patching period to address future patches that are released from 

your vendor.  Typically, patching is done outside of normal work hours, like nights or 

weekends, so be cautious not to overwork your I.T. resources.  Because this is always a 

concern, you may want to coordinate the patching of your systems along with your vendors’ 

patching release cycle.  Whatever is decided, the focus of patch-management should be to 

establish routine, maintain consistency, expand awareness, extend communication, and 

embrace business and I.T. support.   

16. Covering the Bases 

Once a patching date has been decided, the coordinator needs to ensure proper 

notification is sent to both business units and I.T. resources.  This helps facilitate planning 

and resource allocation before, during, and after the patching takes place.  Email notification 
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to the committee should include identifying the point person from each group that will be 

involved with the current patching cycle.  To help the communication effort, a conference 

bridge telephone number should be set up and I.T. resources should be required to dial into 

the line when performing their part of the patching process.  A specific escalation path should 

also be defined in the event any issues arise.  All of this information should be components 

outlined in the patch-management procedure documentation. 

17. Performing the Patch 

The coordinator should be the first person to dial into the conference bridge, followed 

by the network operations group and system administrators.  The coordinator should be 

responsible for keeping a log of all activities that take place and times associated to every 

action.  In addition to the log that the coordinator keeps, it is beneficial for groups to signal the 

beginning and end of their role in the patching process with an email to the committee.  This 

helps notify other groups of the patching progress and provides up to date statistics without 

having the need to jump on the conference bridge.  Any issues that arise can be 

communicated with an email to the committee so that other groups not actively on the 

conference call can offer assistance if needed.  After all patching and testing is completed, 

the coordinator should end the session with a summary email. 
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18. Completing the Loop 

After patching has taken place, a follow-up meeting should be held to evaluate the 

processes, workflow, and any issues that may have arisen from the maintenance cycle.  

Successful operations as well as those that needed improvement should be discussed and 

solutions should be documented.  Outstanding issues should have action items associated to 

them and possible follow-up meeting should be scheduled to address such issues.  All groups 

involved should be congratulated for their efforts and rewarded for their commitment to 

helping maintain the company’s security posture.   

19. Conclusion 

Effective patch management is a critical aspect to protecting the confidentiality, 

integrity, and availability of any company’s information and systems.  It should be as all 

encompassing as possible because the more systems that are patched within an enterprise, 

the less likely the enterprise is subject to compromise.  Patch management should not be 

thought of as the “silver bullet” that solves all security problems but rather as a cornerstone to 

effective protection and routine maintenance.  Along with patch management, research has 

shown that: “There are many ways to reduce the risks associated with [patching] 

vulnerabilities.  For example, network firewalls can mask vulnerabilities, rapid detection and 
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response to exploitation attempts can limit their spread in some cases, and redundant layers 

of protection can be applied so that common mode vulnerabilities are less likely to occur...  To 

mitigate the risks associated with security-related faults, the use of wrappers, integrity 

controls, configuration management, good design and sound implementation, and a wide 

range of similar approaches to protection can also be effective. However, these techniques 

are not as widely used today as they should be, and they do not completely eliminate the 

need for patching systems...  Patch management is mandatory for cost effective operation of 

the information technology infrastructure of substantial enterprises because of the high cost 

associated with patches and the criticality of patches due to the large volume and severity of 

security weaknesses in these systems”(Cohen, 2004)9 

   

 

 

                                            

9 Cohen, Fred. (January 2004) Enterprise Patch Management: Strategies, Tools, and Limitations.  

http://www.burtongroup.com 
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