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Practical Summary
This paper is submitted as response to the practical requirements for the 

GIAC Certified Forensic Analyst certification.  

Part 1 is a forensic analysis of a floppy disk that was confiscated from an 
employee from the fictitious company “Ballard Industries.” The paper shows the 
step by step process used to analyze the disk and extract data that was hidden, 
deleted, or otherwise obfuscated from the casual observer.  The evidence 
conained in this section of the paper could be used in a legal case againt the 
employee caught with the disk.

Part II is a validation of the use of SSH as a tool for forensic work.  The 
tool is introduced and described.  Then the tool is used in the creation of disk 
images and shown to be both reliable and efficient.  The tool is recommended 
for use by Forensic Analysts due to its speed, relative ease of use, and 
accuracy.
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Part 1: Forensic Analysis of a floppy disk

Case Synopsis

Ballard Industries, a designer of fuel cell batteries, suspects a leak of propriety 
information and/or intellectual property from their company to a competitor.

Ballard Industries produces specialized batteries used by thousands of 
companies around the world.  For several years, Ballard has successfully 
marketed a new fuel cell battery.  Recently they noticed that several clients were 
no longer reordering this battery from them.  The VP of sales called several 
companies and discovered that one of Ballards major competitors, Rift, Inc., has 
been taking orders for this new battery.  This was a new fuel cell battery that 
was unique and only available from Ballard Industries.

Initial investigations into the possible leak or misuse of proprietary information 
have turned up little.  The only unusual event discovered was a floppy disk being 
taken out of the R&D labs, which is against company policy.  Robert 
Leszczynski was carrying out the disk on April 26, 2004 at approximately 4:45 
pm Mountain Standard Time.

The suspicion is that a customer database, or portions of it, along with other 
proprietary data were removed from the company and somehow obtained by Rift 
Inc.

David Keen, the security administrator, has asked for the confiscated floppy to 
be analyzed.  A report of findings will be compiled and delivered back to Mr. 
Keen.

The only item currently being analyzed is identified as follows:

• Tag# fl-260404-RJL1
• 3.5 inch TDK floppy disk
• MD5:  d7641eb4da871d980adbe4d371eda2ad fl-260404-RJL1.img
• fl-260404-RJL1.img.gz
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Examination Details

An image of the disk, in compressed format was obtained from a centralized 
server at http://www.giac.org/GCFA_assignment.php. This image was 
downloaded to the primary security analysis workstation: g5security.  This 
workstation is configured as follows:

Apple Dual 2GHz PowerPC G5 Workstation•
S/N G84194W2NVBo

4 GB DDR SDRAM•
1 x 160 G internal drive  (operating system and executables)•
1 x 500 G external drive (Drive images for analysis)•
Mac OS X 10.3.5•
The Sleuth Kit 2.03•
Autopsy 1.72•

The first action performed was to verify the image downloaded was identical to 
the original image supplied by the security administrator.  To accomplish this, 
the file needed to be uncompressed, and then create an md5sum to compare 
with the md5sum provided by Mr. Keen.
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Comparing the two md5sums shows that the original image and the 
downloaded image are identical.

Now that we know the copy we have for analysis and the original image are 
identical, we can proceed with analysis.

This analysis workstation has Autopsy installed, which is a good choice for 
analysis of this disk image.  It will perform much of the detail work automatically 
and allow the analyst to concentrate on the information being discovered.

We go ahead and launch Autopsy and get the case setup, the image imported, 
and we are ready to go.

The first analysis step we want to perform is to create a timeline.  In this window 
we can simply click on the “File Activity Timeline” button.
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We are now presented with a new page and instructions on how to create a 
timeline in Autopsy.  It is, as indicated, a two step process. 
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We’ll go ahead and follow the instructions to create our timeline.  First, we’ll 
click on “Create Data File.”  Making sure to select the image we need to create 
a timeline for, we’ll then click “OK”



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

And we’ll continue our timeline creation by clicking on “OK.” On the next screen, 
since we have no time limits to input, we’ll go ahead and click on “OK” again.
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And we receive a window indicating that the timeline was created.  However, as 
the screen indicates, it is often easier to view the timeline in a text editor than in 
the browser.
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For this small of an image, it should be ok to view the image in the browser.  
After clicking “OK” in the above screen, we are given a month-by-month view of 
the timeline.
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We can click on the Summary field and receive a listing of all dates in the 
timeline and the number of activities on that date.
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Lets start by exploring the items in February.  By clicking on the “Feb 2001” link 
in the window, we are taken straight to the listing for that month.

Here we see that the file camshell.dll was last modified on Feb 3, 2001 @ 
19:44:16.  That file has since been deleted as noted by the (deleted) at the end 
of the entry.  If we click on summary and then on April 2004, we’ll see lots more 
activity on this disk.
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And three more entries that didn’t fit on the screen.

Here we find several more items of interest.

Index.htm which was last modified on Friday Apr 23 2004 10:53:56 but is now 
deleted.

Index.htm and camshell.dll were both last accessed Monday April 26, 2004 at 
00:00:00
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Then, camshell.dll was last changed on Monday April 26 2004 09:46:18 and 
index.htm was last changed on Monday April 26 2004 09:47:36.

Other items of note on this page are the unusual times of 00:00:00 on April 25th

and April 26th.  We can’t be entirely sure of the time that these changes were 
made, but the fact that two nights in a row a change was made at precisely the 
same time and an unusual time causes concern.  Also, on the 26th, every file on 
the disk was accessed at the same moment.  This leads one to think that there 
was possibly some type of automation in accessing these files.

The changed value cannot be manually modified like the modified or accessed 
times can be (through use of utimes), but this value will reflect the actual time 
that utimes was used to modify the other values.  For instance, its possible that 
the perpatrator used utimes to modify the last accessed value of all the files on 
the disk to be 00:00:00.  This would be supported by the fact that every file on 
the disk was last changed within a few seconds of each other on the morning of 
Monday April 26th, from 09:46:18 through 09:47:36.  He would have modified the 
files in the following order:

Camshell.dll
Information_Sensitivity_Policy.doc
Internal_Lab_Security_Policy1.doc
Internal_Lab_Security_Policy.doc
Password_Polciy.doc
Remote_Access_Policy.doc
Acceptable_Encryption_Policy.doc
Index.htm

So at this point, it looks like Robert manually modified the time stamps to be 
identical.

We also see that index.htm and Camshell.dll have been deleted.  The other 
documents appear to be Microsoft Word documents, although it’s interesting 
that the last changed and accessed times have been modified.
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Lets do a keyword search on the unallocated portions of the disk and see if we 
find anything interesting.  We do find several interesting items:
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In the first screen shot, we find what appears to be an html page and several 
references to a camouflage shell – or camshell.  In the second screen shot, we 
see several more references to camouflage and what appear to be Visual Basic 
commands. 

Next we can go to the Internet and run some basic searches for some of our 
keywords.
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I like the fifth one down because it references another key word that was on our 
drive image: http://www.camouflage.freeserve.co.uk
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So selecting that we get:

Down near the bottom of the screen, we see a link for “Camouflage” which 
allows the user to “Hide files in Windows by encrypting them then attaching 
them to any file.”  
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However, clicking on this link gives us:

So, the original home page is gone.  Lets do some more searching and see if 
we can find any other sites for this software.
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Lets try viewing the camshell.dll file in ascii, strings, and hex format and see 
what it shows.  We get some additional words that might help: “Twisted Pear 
Productions”.
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Running another search with more terms gives us better results:
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Clicking on the “Camouflage Home Page” gives us a great discovery.
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So lets go ahead and download the tool and see what we get.

We have a windows executable file.  We’ll need to use a windows system to do 
some testing with this software.

We move over to the windows system and install the software.  For this 
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exercise, we are using an old Dell laptop running windows XP.  This box was 
chosen because it is a spare box and can be removed from the network while 
we install and use the software we just downloaded.  This will protect the rest of 
the network from any unknown side affects or malware that may accompany the 
camouflage software.

We go ahead and install the software.  It seems rather “professional,” not like a 
traditional hacker tool.
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Interesting here at the end, where it allows you to “change camouflage settings 
now”.  From the readme.txt file, it appears that you can rename the menu entries 
to hide the fact that camouflage is installed.  This would be handy to prevent a 
casual user from noticing that the software has been installed.  This is 
something we’ll need to mention to the Sys Admin group to watch.
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Now we’ll go ahead and try to decrypt or “uncamouflage” the 6 files that we 
found on the disk.  It prompts for  a password when you select uncamouflage.  
For the first 3 files, I try a blank password and it fails.  
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On the fourth file, “Internal_Lab_Policy.doc”, the blank password succeeds.  We 
can see that the actual policy has a file named Opportunity.txt encrypted and 
hidden inside of the MS Word file.  We’ll go ahead and extract this file.
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I finish trying to uncamouflage the remaining files with a blank password with no 
success.  However, according to the Opportunity.txt file, Robert has also 
supplied a sample of the Client Authorized Table database, as well as the latest 
schematics.  

At this point, following the idea from “Opportunity.txt” that the other files are 
available “as we discussed – ‘First Name’.” I try to uncamouflage the other 5 
files with Robert.  No success.  The software instructions do indicate that the 
password is case sensitive.  I try every derivative of Robert that I can think of.  I 
even try foreign language versions of Robert.  No success.  So I decide to go 
back to Autopsy to see if I can find out anything else about the files on this 
floppy.
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First thing I do is to run a strings against the file we were able to Uncamouflage 
and look for any “tell-tale” signs of the camouflaging process.

I notice that after the last real word in the document that strings identifies, there 
are several random characters.  Next I check one of the other documents –
Acceptable_Encryption_Policy.doc.  This file actually ends with the word 
Ballard. 
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I check the other files looking for any pattern.  It turns out that 
Internal_Security_Policy.doc, Password_Policy.doc, and 
Remote_Access_Policy.doc all have random data after the Company name that 
MS Word lists in the file properties as the “Company” for this document“Ballard 
Industries Inc.” The other documents all end at the “Ballard Industries Inc.” In 
fact, Password_Policy.doc and Remote_Access_Policy.doc both have lots of 
random data after this last MS Word entry of “Ballard Industries, Inc.” This leads 
me to believe that these two documents both have the other images 
camouflaged inside of them.
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So I go back to trying to hack the password in Camouflage.  This time I 
specifically target the two files I’ve identified as likely containing the hidden data.  
I once again try every spelling of Robert that I can think of.  Then I try the First 
Names of the Companies Involved.  I spend time searching the notes to see if 
we have any other names I can try.  At this point, I decide that the First Name 
must be of something other than a person.  Finally it dawns on me that the file 
names are names.  I try the first word of each respective file name Password for 
Password_Policy.doc – and I have success.  I can now pull out the other data 
that has been hidden.

First we see the files hidden in Password_Policy.doc

And we can open them up and see their contents.
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Then we can see the files hidden in Remote_Access_Policy.doc
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And we can open it up also.
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Now I want to capture the files used by the Camouflage program.
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It would be interesting to see if the file Internal_Lab_Security_Policy1.doc is 
identical to the Internal_Lab_Security_Policy.doc file that we extracted from 
within Internal_Lab_Security_Policy.doc.  So we do an md5sum for comparison.

The original file that was used to hide the demand letter from Robert is identical 
to another copy of the file on the disk.  

This makes sense.

Robert Leszczynski downloaded a copy of Camouflage to enable him to hide the 
data he was trying to steal.  He used the Camouflage software to take the 
schematics, encrypt them, and hide them inside of the Password_Policy.doc 
file.  He also used Camouflage to encrypt and hide a sample of the Customer 
table inside of the Remote_Access_Policy.doc file.  Finally, he created a simple 
notepad doc with his demands and offerings, encrypted it without a password, 
and hide it inside of the Internal_Lab_Security_Policy.doc.  He then went and 
set all of the access and modify times on all of the policy docs to be identical –
presumably to prevent anyone from noticing that they were different than the 
original policy documents.

It appears that Robert had made initial contact with someone to sell them the 
data to recreate this unique battery and also a list of the current customers.  
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However, I found no evidence that Robert had actually given them any data yet.

One frustrating factor about this case is my lack of ability to extract the program 
or anything else from the camshell.dll file.  I ran a file command against this 
recovered file.  It is listed as an html document, not a dll.  Also, the deleted file 
index.htm is identical to the first 2 sectors of the camshell.dll file.  In fact, 
index.htm and camshell.dll both start at sector 33 on the disk.  Index.html is only 
in sectors 33 and 34, while camshell.dll continues on through sector 104.  I tried 
extracting both files and uncamouflaging the camshell.dll file, however this didn’t 
work with any password I could generate.  I took another look at the strings 
output of this file, and had an unusual layout.

Sectors 33 – 34 html codes
Sectors 35 – 40 blank
Sectors 41 – 45 Data of some type
Sectors 46 - 78 Program data
Sectors 79 – 88 Blank
Sectors 89 – 100 data of some type
Sectors 101 – 104 blank.

After reviewing these sectors manually, it doesn’t really appear that the 
camouflage.exe program was camouflaged and put inside of the index.htm file –
you can still see the Visual Basic commands of the program.  However, the 
sectors with raw data are interesting and I cannot currently explain them.  Given 
more resources and time, and potentially access to more of Mr. Leszczynskis 
equipment, it would be reasonable to assume that we could extract more of the 
deleted data and develop even more of the picture.
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Forensic Details:
Mr. Leszczynski used a program called Camouflage.exe to hide data 

inside of other files.  This is a type of Steganography, which is defined as 

“The art and science of hiding information by embedding messages 
within other, seemingly harmless messages. Steganography works by 
replacing bits of useless or unused data in regular computer files (such 
as graphics, sound, text, HTML, or even floppy disks ) with bits of 
different, invisible information. This hidden information can be plain text, 
cipher text, or even images
(http://www.webopedia.com/TERM/S/steganography.html).

This program was used by Mr. Leszczynski sometime between April 22, 
2004 @ 4:31PM mountain time and April 26th, 2004 at approximately 9:46AM 
Mountain time.  In this time frame, Robert created the files used to hide data 
within, then encrypted and hid data within the original files, and then modified 
the last accessed times to make them all appear the same and hide which files 
he had actually modified and when.  This program will take a file, and a 
password if desired, and encode them into the end of an existing document.  
Most software, like Microsoft Word, will only read the file until the MS end of file 
code and ignore all data after that point.  The Camouflage program takes 
advantage of this “feature’ of many software packages.  Camouflage takes the 
file you want to hide, encrypts it along with the password you used, if any, and 
appends the data onto the end of an existing file.    This is why the files with 
camouflaged data attached are larger than their original size.  Also, the md5 
sums of the original file and the same file with camouflaged data don’t match.  
In a file view under autopsy that displays all data of the file, we were able to see 
data after the end of the Microsoft Word formatted section of the file.  This was a 
clue as to which files contained hidden data.

Program Identification:
The version of this program that we used was downloaded from 

camouflage.unfiction.com and not from http://www.camouflage.freeserve.co.uk
because this site is no longer available.  We were able to download and use the 
file.  Once I uncamouflaged the data from inside of 
Internal_Lab_Security_Policy.doc, I compared the now original 
Internal_Lab_Security_Policy.doc file with the 
Internal_Lab_Security_Policy1.doc file, which was believed to be the actual 
original from the company servers.  Both of these files were identical as 
indicated be an md5sum comparison in the course of the investigation.  This, 
along with the ability of the camouflage program I downloaded to uncamouflage 
files and reveal the version of camouflage used to create the camouflaged files 



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

shows that this was the program used by Mr. Leszczynski.

Legal Implications:
Among any other laws that may have been broken by Mr. Leszczynski, 

we need to be concerned about California Senate Bill 1386.  This bill specifically 
applies to personal data that is accessed or obtained by non-authorized 
persons.  Quoting from the California state government website:

This bill, operative July 1, 2003, would require a state agency, or a person 
or business that conducts business in California, that owns or licenses 
computerized data that includes personal information, as defined, to 
disclose in specified ways, any breach of the security of the data, as 
defined, to any  resident of California whose unencrypted personal 
information was, or is reasonably believed to have been,  acquired by an 
unauthorized person.  (http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-
1400/sb_1386_bill_20020926_chaptered.html)

Because Mr. Leszczynski was not authorized to work with customer data, 
we could be in violation of this law.  To verify our violation, we simply have to 
look and see if any of our customers reside in California.  We find that yes, 
Edward Cash is a customer from Santa Barbara California.  To further 
investiage this potential issue, we continue with the law: 

(e) For purposes of this section, "personal information" means an 
individual's first name or first initial and last name in combination with any 
one or more of the following data elements, when either the name or the 
data elements are not encrypted: 

(1) Social security number.
(2) Driver's license number or California Identification Card number.
(3) Account number, credit or debit card number, in combination with any 

required security code, access code, or password that would permit access 
to an individual's financial account.

We do appear to have the full name and a password that was compromised by 
Mr. Leszczynski.  So I believe we are in violation of this law and need to work 
with our legal team to determine the specific impact and violation, along with our 
response.

Additional Information:
California State Government SB1386 Law:

http://info.sen.ca.gov/pub/01-02/bill/sen/sb_1351-
1400/sb_1386_bill_20020926_chaptered.html

Camouflage Home Page:
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http://camouflage.unfiction.com/

Definition of steganography:
http://www.webopedia.com/TERM/S/steganography.html
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Part 2 Option 2

Scope:
This forensic tool validation will cover ssh as a data collection tool –

specifically, using SSH as the data transport method of sending a disk image 
over a network to another system.  SSH is Secure Shell and is used to make 
encrypted connections to servers running an SSH daemon.  This test will cover 
the ability of an SSH client to transmit a disk image to a remote system over a 
network similar to methods utilizing netcat, windows shares, or other traditional 
processes.   This test will show that using SSH as our transport method is 
accurate. 

Tool Description:
SSH is being analyzed because it has many advantages over the other 

methods of transporting a bit level disk image from one computer to another, but 
I have never seen it listed as an image transport option.  

SSH can be obtained from both commercial vendors and from open 
source sites.  OpenSSH, an open source version, can be obtained from 
http://www.openssh.org/.  This site has versions available for OpenBSD, 
FreeBSD, NetBSD, Linux. Solaris, AIX, IRIX, HP-UX and many other operating 
systems.  The Helix CD also contains an SSH client.   For this test, I’ll be using 
an intel laptop, booted from the Helix 1.4 CD running OpenSSH 3.8 to create my 
image and sending it over a network to Mac OS X server running OpenSSH 
3.6.1.  

SSH is as fast of a transport method as Netcat without all the hassles of having 
to connect to the remote server and setup a netcat listener on a specific port.  
SSH is much faster than a windows share mapping, just like netcat.

By simplifying the setup of transporting an image to a specific server, many 
individuals can start the image creation process without the manual involvement 
of setting up.  In many environments, non-security personnel must initiate the 
disk imaging process.  The use of SSH is simpler to setup than netcat and 
much faster to complete than use of a windows share.

By speeding up the time it takes to collect an image, the Forensic analyst can 
start his analysis sooner.  It also allows a mission critical system to be put back 
online faster after making the image or be available for recovery faster after 
making the image.  In this day of always-available systems, it is important to 
return a company to normal operations as quickly as possible.  
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Use of SSH as our transport method will improve our response times both for 
the investigation and for the company to recover from an incident and allow us 
to use non-authorized and potentially non-trained individuals at the incident 
location to do the data collection.

Test Apparatus:
For my testing, I’ll be using the SSH client that is already built into Helix 

1.4 bootable CD.  I will treat the intel based laptop as a system that has been 
compromised but is dead.  So a static image can be taken by booting from the 
helix CD.  The remote host accepting the disk image is my primary analysis 
workstation running Mac OS X 10.3.5 with the built in OpenSSH Server.  This 
test will be limited to the SSH Client built into the Helix 1.4 CD. 

To monitor the time expired for each image transmission, I will be using 
an atomic clock.  This clock is synced with the NIST clock in boulder Colorado.  
This is the most accurate clock available for this testing (no stopwatch was 
available).  All tests will have their start time and finish times, as defined by the 
atomic clock, recorded by the tester.  We will also record the manual steps 
required to setup the transport method.  

Environmental Conditions:
The connectivity for this test will be over a Local Area Network with a 

Cisco 2400 switch between the two computers.  These two systems will be the 
only traffic on the switch.  By limiting the switch to only traffic between these two 
computers, and using the same client and server for all my testing, we will be 
able to accurately compare the results.  There should be no outside impacts to 
the time it takes to move data between the two systems.  The only factor that 
will change is the method used to transport the data over the network, either a 
netcat connection, a windows share, or an SSH connection.

Description of the Procedure:
Target system is a standard Dell Latitude C 800 System with Windows 

XP installed.  This system will be booted from the Helix 1.4 CD.  The analysis 
workstation will be receiving the image directly from a dd command.  This 
analysis system is a Mac Dual G5 desktop system with 4 G RAM, 1 x 120 G 
Internal hard drive containing the OS and 1 x 500 G external Lacie Bigger disk 
for capturing and analyzing disk images.  The only activity on the G5 will be the 
capture of the disk image from the target system.    The boxes will be connected 
to a simple network with a Cisco 2400 switch.  We have verified that the G5 is 
running OpenSSH 3.6.1 and the Helix CD has OpenSSH 3.8 installed.

The process will be to make a single disk image of the entire disk, not to 
make individual partition images.  Before beginning the disk image, we will 
calculate an md5sum for the drive and once the image is completed we will 
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calculate an md5sum for the disk image created on the G5.  These two sums 
must be identical.

Criteria for Approval:
For the test results to be considered valid, the md5sum of the original 

disk and the disk images must be identical.  If the sums do not match, the test 
is considered invalid and the results will be discarded.

The tests will give us data in the form of “Amount of data” transferred in 
“Amount of Time.” Since we are keeping the amount of data consistent, we will 
be mainly concerned with the amount of time required for transmission of the 
images from the target to the host.   We will also be concerned with the amount 
of manual intervention to setup the image transport.  A configuration requiring no 
interaction by the image creator will be favored over one that requires manual 
steps to receive the disk image.

Data and Results:
Verification of md5sums.

Original md5sum: dbd569bcd9294e30fbfa960e5a6ae4a3

Disk images:
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nctest is the Netcat tetst, sshtest is the ssh test, and wintest is the windows 
share test

Image size: 40 G  (40,007,761,920 bytes)

Netcat time to complete:  58 minutes 26 seconds  (2:36:35 to 3:35:01)
SSH time to complete: 68 minutes 47 seconds  (1:22:06 to 2:30:53)
Windows Share time to complete:  7 hours, 12 minutes, 37 seconds (3:45:00 to 
10:57:37)

Windows share manual steps:
Possible to do with no manual setup
dd if=/dev/had of=\\g5security\images\WinTest.img

Netcat manual steps:
Access to the destination server is required.
Authority to issue netcat command is required.
Coordination of port chosen for listener on destination system and port 

used as destination from target system is required.
dd if=/dev/hda | nc g5security 4747

Prior work on g5security:
Nc –l –p 4747 > nctest.img

SSH Manual steps:
Possible to do with no manual setup.
dd if=/dev/hda | ssh user@g5security /bin/dd 

of=/Volumes/Images/SSHTest.img

Analysis:

As the md5sum results show, all three methods of data transfer produce 
a valid image.  Also, the netcat connection and the ssh connection were both 
fairly quick – about 1 hour each.  The windows share connection was 
significantly longer. The 7+ hours required to do a windows share image are 
inappropriate for use in a production environment.  However, the requirement of 
the netcat connection to manually setup a netcat listener is less than desirable 
also.  The simplest and quickest way to create a remote disk image is through 
the use of ssh as the transport protocol.

Presentation:
The best way to present the data from this analysis would be to first 

display a screen shot showing that the images created by all three of the 
methods produce identical disk images.  Then use of a chart showing the 
transfer times for each method should be developed.  Lastly, a listing of the 
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steps required to perform the remote disk imaging should be developed.  This 
will show that while Netcat and ssh are similar in speed, SSH can be used 
against any ssh server, similar to the ease of use of windows share.

Because this process relys on the dd command, and is simply a transport 
mechanism, the data will be preserved in a common format suitable for use in 
any forensics investigation.  This is simply a better way to transfer the data of a 
dd command from the target system to the destination system. 

The use of md5sums will be critical to prove that the image wasn’t 
changed during transport.  This is true no matter what mechanism is used.

Conclusion:
SSH is a superior tool for transport of dd output than either netcat or 

windows drive mappings.  Because SSH is a common protocol, it is simple to 
setup an analysis workstation with an SSH Server running.  This makes the 
connection as simple as a windows share.  SSH also provides the speed of a 
netcat connection.  This allows faster imaging of the target disk so that the 
suspect system can be imaged quickly and returned to the appropriate group for 
rebuilding, thus helping get the system back on line faster.

Because SSH is a secure protocol, it lends itself well to use in forensics.  
This tool will give Forensic Analysts the ability to use personnel at the site of the 
incident to create an image.  It also allows the analyst to hand off manual 
repetitive parts of the disk imaging process to less costly resources.  A Helix CD 
can be distributed to local administrators with instructions on how to initiate a 
disk image through the use of SSH, and no setup on the remote destination 
system is required.  Personally, this means that at 2am, when an incident 
occurs in Hong Kong, the local System Administrator can begin a disk image 
without needing assistance from anyone in the US.  Once the image is 
complete, the forensic analyst can be contacted to begin the process, instead of 
having to setup the communications (ie. Netcat) and then waiting around for the 
image to be completed (potentially several hours).  

There are no improvements or changes that I would recommend currently 
to the SSH tool.  Because it is a secure tool, it is easily used to improve forensic 
processes.  I think this is a case where the forensics community benefits from 
an existing tool in another related discipline.


