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Abstract

This practical assignment completes one of the requirements for the SANS GIAC
Certified Forensic Analyst (GCFA) certification. The assignment is primarily divided into
three sections.

The first section details the forensic investigation process used to determine the
contents on the USB JumpDrive. The process includes determining the files on the
USB JumpDrive, recovering files that were deleted on the USB JumpDrive, and finally
analyzing the purpose of these files.

The second section describes the legal issues based on information discovered from
this investigation. The section provides the Canada Laws that have been violated.

The third section provides recommendations as to what should occur after this
investigation.

© SANS Institute 2000 - 2005 Author retainsZull rights.



Notation

Many of the forensic analysis in this assignment involve Linux commands. All of these
commands are presented in 11 point Courier font, using the following format:

[root@LinuxForensics gcfal# command arg .. arg
result

Where:
root is the current user.
LinuxForensics is the name of the Forensics workstation.
gcfa is the folder where the analysis is being done.
command is the Linux command.

arg .. arg are the list of arguments or options that are passed to the
command.

result is the information that is returned after the command has been run.
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Acronyms

uSB
FAT
MD5
TCP
UDP
MAC
NTFS
UFS
DOS
GIF
GUI
SYN
ACK
FIN
EOF
ICMP
PING
DLL
API
ADSI

COM

Universal Serial Bus

File Allocation Table
Message Digest 5
Transmission Control Protocol
User Datagram Protocol
Modified, Accessed, Changed
New Technology File System
Unix File System

Disk Operating System
Graphic Interchange Format
Graphical User Interface
Synchronize

Acknowledge

Finish

End of File

Internet Control Message Protocol

Packet Internet Groper

Dynamic Link Libraries

Application Programming Interface

Active Directory Services Interfaces

Component
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SDK Software Development Kit
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Analysis of an unknown USB JumpDrive Image
Introduction

On October 29" 2004, Leila Conlay (an employee at CC Terminals) made an official
complaint on Robert Lawrence (another employee) to the corporate security office. Ms.
Conlay’s complaint stated that Mr. Lawrence has been harassing her. He also made
numerous attempts to meet her during and outside of work hours. Ms. Conlay also
stated that Mr. Lawrence has contacted her through her personal email address. On
the evening of October 28" 2004, Ms. Conlay was having coffee with a friend at a
secluded location when Mr. Lawrence suddenly appeared. Upon receiving this
complaint, the corporate security office ordered an investigation on Mr. Lawrence. After
hours of search of Mr. Lawrence’s cubicle, Mark Mawer (the security administrator at
CC Terminals) found a USB JumpDrive. This USB JumpDrive was entered into
evidence as follows:

Tag #: USBFD-64531026-RL-001
Description: 64M Lexar Media JumpDrive
Serial #: JDSP064-04-5000C

Image: USBFD-64531026-RL-001.img

MD5: 338ecf17b7fc85bbb2d5ae2bbc729dd5

The purpose of this practical assignment is to analyze this USB JumpDrive image and
determine how Robert Lawrence had used it.

Executive Summary

A forensic analysis of the USB JumpDrive found in Robert Lawrence’s cubicle has
revealed clear evidence to suggest that Robert Lawrence obtained Leila Conlay’s
personal information without her consent. This information was obtained by using a
network wiretap program to intercept Leila Conlay’s private email conversations.

Through the use of this network wiretap program, Mr. Lawrence was able to intercept
an email conversation between Ms. Conlay and her friend. From this network wiretap,
Mr. Lawrence was able to obtain Ms. Conlay’s and her friend’s personal email
addresses. Mr. Lawrence was also able to obtain the time and location of the planned
meeting between Ms. Conlay and her friend. Since Ms. Conlay did not give Mr.
Lawrence the consent to wiretap, Mr. Lawrence through his actions has violated the
Invasion of Privacy Law in Canada [33].

Forensic analysis tools were used to establish a timeline surrounding the actions of Mr.
Lawrence. The timeline shows that Mr. Lawrence had deleted a total of four files on the
USB JumpDrive. The deleted files include a network wiretap program, a program that

contains libraries for the network wiretap program and the wiretap network capture file.
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This wiretap network capture file contained the actual email conversation between Ms.
Conlay and her friend. It is believed that Mr. Lawrence deleted these files in an attempt
to conceal the fact that he had downloaded, installed and used a network wiretap
program. Mr. Lawrence also deleted a fourth file. This fourth file contained a map of the
meeting location between Ms. Conlay and her friend.

There were three other files on the USB JumpDrive. These files contained the email
messages that were sent by Mr. Lawrence to Ms. Conlay and his emails were
becoming more aggressive over time. The contents of these email messages revealed
that Ms. Conlay repeatedly rejected Mr. Lawrence’s attempts to meet with her outside
of work hours. Mr. Lawrence however ignored Ms. Conlay’s rejection and he continued
to pursue her. At one point, Mr. Lawrence went so far as to threaten the possibility of
harming Ms. Conlay. Through this action, Mr. Lawrence has violated the Canadian
harassment laws, which state that it is an indictable offence if anyone knowingly utters
a threat to cause bodily harm to another person. This offence is liable to imprisonment
[35].

The results of this forensic analysis have produced sufficient evidence to warrant a
legal action against Mr. Lawrence if this is the action Ms. Conlay wishes to pursue.
Furthermore, it would be within the rights of CC Terminals to discipline Mr. Lawrence.

Examination Details

The file GCFAPractical2.0-USBImageAndInfo.zip was downloaded from the SANS
portal website. The cryptographic MD5 one-way hash of this image is
338ecf17b7fc85bbb2d5ae2bbc729dd5 (also obtained from the SANS portal website).

The MD5 hash of a file is essentially a digital fingerprint of the file. The MDS hash is
calculated from a complex mathematical algorithm and is 128-bit in length. The MD5
hash is also known as a one-way hash, which denotes that the calculated MD5 hash of
a file can never be reversed to obtain the original data. Furthermore, “no two different
files can create the same hash” [1]. The MD5 hash is important as it can be entered
into evidence and can be used to prove if a file has been tampered with. Thus, the MD5
hash is often used to verify the integrity of files. In this forensic analysis, the md5sum
utility was used to calculate the MDS hash.

The forensic analysis machine used was an IBM S50 Thinkcentre desktop computer.
The Redhat Fedora Core 2 Linux operating system was installed on this computer. The
operating system was fully patched. The SANS Track 8 Linux forensic tools were
installed on this computer. Since the content of the USB JumpDrive image was still
unknown, the forensic machine was not connected to the network.

Validate and Uncompress USB JumpDrive Image

The first step was to copy the downloaded file to the forensic machine via a Sandisk
512MB JumpDrive. The next step was to uncompress the file GCFAPractical2.0-
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USBImageAndInfo.zip. The downloaded file was assumed to be a zip file because of
the .zip file extension. Therefore, the unzip utility was used. This unzip utility will
uncompress any file that has been compressed with the zip utility.

root® LinuxForensics:/gcfa
Eile Edit View Terminal Tabs Help

[root@LinuxForensics gefa]# unzip GCFAPractical2.0-USBImageAndInfo.zip
Archive: GCFAPracti 2.0-USBImageAndInfo.zip
End-of-central-directory signature not found. Either this file is not
a zipfile, or it constitutes one disk of a multi-part archive. In the
latter case the central directory and zipfile comment will be found on
of this archive.

GCFAPractical?.0-USBImageAndInfo.zip may be a plain executable, not an archive
cannot find zipfile directory in one of GCFAPractical2.0-USBImageAndInfo.zip or
GCFAPractical?.0-USBImageAndInfo.zip.zip, and cannot find GCFAPracticalZ?.0-USBEImag

eAndInfo.zip.ZIP, period.
[root@linuxForensics gcfal#

Figure 1 — Uncompress the USB JumpDrive Image using unzip

Figure 1 shows that the result of the unzip process. The result indicated that the
downloaded file might be corrupted or it might not be a zip file, ie the file extension was
labelled incorrectly.

The file utility was used to examine this file further. The file utility determines the file
type by looking at the file header and then comparing it to the list of known file types.

root® LinuxForensics:/gcfa

Eile Edit View Terminal Tabs Help

ImageAndInfo.zip

.0-USB
ressed data, was "USBFD-64531026-RL-001.img

geAndInfo.zip: gz npr
sion

55

Figure 2 — File type classification of the USB JumpDrive Image

The file utility indicated that the downloaded file was a gzip file. The next step was to
change the existing file extension to a gzip extension with the mv utility and use the
gunzip utility to uncompress the downloaded file.

; root® LinuxForensics:/gcfa
Eile Edit View Terminal Tabs Help

[root@Linux

fal]# gunzip GCFAPracticall.0-USBImageAndInfo.gz
fal#

Figure 3 — Rename USB JumpDrive Image file extension

The uncompressed file name was “GCFAPractical2.0-USBImageAndinfo”. This was
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the USB JumpDrive image file. The md5sum utility was used to obtain the MD5 hash
of this uncompressed file. The MD5 hash was then compared to the one that was
entered into evidence (338ecf17b7fc85bbb2d5ae2bbc729dd5).

Eile Edit View Terminal Tabs Help

root@LinuxForensics gefal# ' ractical?.0-USBImageAndInfo
F17b7 fc85bbb2d 29dd5 GCFAPractical?.0-U5SBImageAndInfo

gcfal# [l

Figure 4 — MD5 hash of the USB JumpDrive Image

The MD5 hash was identical, and so it was confirmed that this was the correct image
file to be examined. The next step was to use the file utility to determine the file type of
this image file.

Extracting Partitions

Eile Edit View Terminal Tabs Help

[root@LinuxForensics gefal# file GCFAPractical?.0-USBImageAndInfo
GCFAPractical2.0-USBImageAndInfo: x86 boot sector
[root@LinuxForensics gefal# D

Figure 5 — File type classification on the USB JumpDrive Image

The file command was then used, and indicated that this image file was formatted by a
x86 machine. The mmls utility was used next.

The mmis utility reads an image file and returns the primary, extended and logical
partitions that have been allocated to the image file. It also returns the location and size
of these partitions. The mmls utility was run with the -t dos option. This option
specifies the operating system used to create the partitions.
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Eile Edit View Terminal Tabs Help

[root@linuxForensics gcfal# mmls -t dos GCFAPractical?.0-USBImageAndInfo
D05 Partition Table
Units are in 512-byte sectors

End Length Description
————— 0000000000 0000000000 0000000001 Primary Table (#0)
————— 0000000001 0000000031 0000000031 Unallocated
00:00 0000000032 0000121950 0000121919 DOS FAT16 (0Ox04)
[root@LinuxForensics gcfal# I

Figure 6 — Partitions on USB JumpDrive image

The information gathered from the mmis utility (Figure 6) indicated that there were
three existing partitions: the Primary Table, an unallocated partition and a DOS FAT16
partition. All three partitions were extracted using the dcfldd utility for examination.

The dcfldd utility is used to create an image of a harddrive or partition. It can also be
used to extract partitions or files from an image. The dcfldd utility is similar to the dd
utility with the exception that the dcfldd utility provides a percentage completion status
during the imaging process and the dcfldd utility can calculate the MD5 hash of the
created or extracted image file.

To extract the partitions from the USB JumpDrive image, the dcfldd utility was run on
each partition with 7 options:
- if — this option specifies the input image file, partition or harddrive devices that
the dcfldd utility will be imaging.
bs — this option specifies the block size.
skip — this option specifies the starting point of the imaging process.
count — this option specifies the length (in blocks) to copy.
hashwindow — this option specifies the amount of data that must be processed
before creating a MD5 hash. The hashwindow=0 invokes the dcfldd utility to
create the MD5 hash of the image once the imaging process has completed.
hashlog — this option specifies the name of the file that the dcfldd utility will use
to store the MD5 hash.
of — this option specifies the output image file name.

© SANS Institute 2000 - 2005 Author retainpfull rights.



root@ LinuxForensics:/gcfa

File Edit View Terminal Tabs Help

[root@LinuxForensics gcfal# defldd if=GCFAPractical2.0-USBImageAndInfo bs=512 skip=0kd
count=1 hashwindow=0 hashlog=usbimage-primary-table.md5 of=usbimage-primary-table

[1"1:-1:-t':§4Lin1.1:-:Fn:-rensii:-q gcfal# I

i:igure 7 — Extracting the primary table partition

Figure 7 shows the command that was used to extract the primary partition and the
MDS5 hash of the primary partition.

File Edit View Terminal Tabs Help

31+0 records out

[root@LinuxForensics gecfal# cat
51596dda30fc

[root@LinuxForensics gcfal# I

Figure 8 — Extracting the unallocated partition

Figure 8 shows the command that was used to extract the unallocated partition and the
MD5 hash of the unallocated partition.

root@ LinuxForensics:/gcfa

File Edit View Terminal Tabs Help

[1"|-|-t"4L1n1.1-rF|-1 ensics gcfal# decfldd if=GCFAPractical2.0-USBEImageAndInfo bs=512 skip=3 ki
2c 19 hqahwzmdu w=0 hashlog=usbimage-fatl6.md5 of=usbimage-fatl6

l’lbdh blocks (59Mb) written.

121919+0 re ds in

121919+0 re ds out

@LinuxForensics gefal# cat usbimage-fatl6.md5
5f830a763e2144483£78113a8844ad52
cs pefal# I

i:igure 9 — Extracting the FAT16 partition

Figure 9 shows the command that was used to extract the FAT16 partition and the
MD5 hash of the FAT16 partition.

Forensic analysis on the Primary Table partition

The file utility was used to determine the file type of the primary table partition.
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ge-primar
[root@LinuxForensics gcfal# I

Figure 10 — File type classification on the primary table partition

Figure 10 shows that this is the boot sector partition. “A file system boot sector is the
first physical sector on a logical volume. In the case of hard drives, the first sector is
referred to as the Master Boot Record and contains a partition table which describes
the layout of the logical partition on that hard drive” [2].

The strings utility was used to examine the partition further. The strings utility parses
through a file or image and outputs any readable string. If the file or image is unknown,
the readable strings can provide hints as to what is on the image or file. This utility was
run with the following option:

-a — this option extracts all the readable strings in the file

File Edit View Terminal Tabs Help

t+a’ j

Invalid partition table
Error loading operating system
Missing operating system
[root@LinuxForensics gcfal# I

Figure 11 — Strings output for the primary table partition

Figure 11 shows the strings utility output. It was concluded that this partition was just
the boot sector partition and that it did not contain anything worth examining further.

Forensic analysis on the unallocated partition

This unallocated partition should contain no data since the mmils utility classified it as
unallocated. The khexedit utility was used to confirm that this partition contained no
information. The khexedit utility opens any file and displays the content of the file in

hexadecimal format.
[root@LinuxForensics gcfal# khexedit usbimage-unallocated
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file:/gcfajusbimage-unallocated - KHexEdit
Eile Edit View Documents Bookmarks Tools Settings Help

@D EHE8 9 @E@@f_‘] %@Q

0000:0000|00 00 00 0O

0000:0010|00 00 00 0O 00 ﬂﬂ ﬂﬂ ﬂﬂ 00 ﬂﬂ ﬂﬂ
0000:0020|00 00 00 00 0O 00 OO0 00 00 00 00
0000:0030|00 00 00 00 0O 0O OO 0O 0O 0O 00
0000:0040|00 00 00 00 0O 00 OO 0O 00 0O 0O
0000:0050|00 00 00 00 0O 0O OO 0O 0O 0O 00
0000:0060|00 00 00 00 0O 0O OO 0O 0O 0O 00
0000:0070|00 00 00 OO0 OO 00 OO OO 00 0O 0O
0000:0080|00 00 00 00 0O 0O OO 00 0O 00 00
0000:00%0|00 00 00 OO0 OO 0O OO OO 00 0O 0O
0000:00a0 |00 00 00 OO0 OO 0O OO OO 0O 0O 00
0000:00b0 |00 00 00 OO0 OO 0O OO 00 00 00 00
0000:00c0 |00 00 00 OO0 OO 0O OO 00 0O 00O 00
0000:00d40|00 00 00 00 0O 00 OO0 00 00 00 00
0000:00e0 |00 0O 00 OO OO 0O OO OO 0O OO 0O
0000:00£0|00 00 00 00 OO 0O OO 0O 00 0O 0O
0000:0100|00 00 00 OO0 OO 00 OO 0O 00 0O 0O
0000:0110|00 00 00 00 0O 0O OO 0O 0O 0O 00
0000:0120|00 00 00 00 0O 0O OO0 QO 00 0O 0O
0000:0130|00 00 00 OO0 OO 00 OO OO 00 0O 0O
0000:0140|00 00 00 00 0O 0O OO 00 00 00 00
0000:0150|00 00 00 00 0O 0O OO 0O 0O 0O 00
0000:0160 |00 00 OO0 OO 00 00 00 00 0O 00 00 00 00 00 00| ... iuuannnns
0000:0170|00 00 00 OO0 OO 00 OO 0O 00 0O 0O 00 00 00 00| ... inennnn. o]

Hex @+ Find [1Backwards [ ] e
Hex +]] [ Fna |

Bl

00 00 00 00| ... inennnn.
00 00 00 00| ... inennnn.
00 00 00 00| .. enunannnns [
00 00 00 00| ... nunnnnnas
00 00 00 00| ... inennnn.
00 00 00 00| ... eiuunnnsnas
00 00 00 00| ..o iunnnnnas
00 00 00 00| ... inennnn.
00 00 00 00| ..o iuunnnnas
00 00 00 00| ... innnnn.
00 00 00 00| ..o iunnnnnas
00 00 00 00| ... nunnnnnas
00 00 00 00| ..o iuunnnnas
00 00 00 00| .. nuunnnsnas
00 00 00 00| ... iuennnn.
00 00 00 00| ... inennnn.
00 00 00 00| ... inennnn.
00 00 00 00| ... eiuunnnsnas
00 00 00 00| .. nunannsnas
00 00 00 00| ... inennnn.
00 00 00 00| ..o iuunnnnas
00 00 00 00| ... eiuunnnsnas

Signed 8 bit: Signed 32 bit: Hexadecimal: 00 |

|

Unsigned 8 bit: Unsigned 32 bit: Octal: 000 |

|
|

32 bit float: Binary: | 00000000 |
|

Signed 16 bit:

LLL

Unsigned 16 bit:

64 bit float: | 0.000000E+00 Text: : |

Show little endian decoding [ ] Show unsigned as hexadecimal Stream length: | Fixed 8 Bit v|

| Encoding: Default | |ovR [size: 15872 Offset: 0000:0000-7  |Hex [RW
Figure 12 — Khexedit of the unallocated partition

Figure 12 shows that the unallocated partition was filled with all “00”s. The “00”s
indicated that there was no data on this partition.

Examination of the DOS FAT16 partition

According to the mmils utility, this is a DOS FAT16 partition and should contain data
that will need to be examined. Therefore, the first step of this examination was to
obtain the timeline.

Every file in the Windows or Unix file system has a last modified time, the last
accessed time and the last time the content of the inode was changed. These
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timestamps are also known as the MAC timeline — the modified, accessed and
changed times). The inode of a file contains information such as the MAC times, the
file size, the user ID and group ID of this file, the file type, the inode address and the
permission of the file. The MAC timeline is extremely valuable as it provides an
accurate representation of the events that have occurred in a file system. The MAC
timeline is usually obtained first in order to avoid any accidental modification of any of
the timestamps. For example, if a file is accessed accidentally, this will change the last
accessed time and therefore, the timeline will not be accurate.

The fls utility can extract the MAC timeline of an image. In addition to that, it can also
extract other inode information such as the inode numbers, the name of the file, the
permission, the size, the owner and the group of all the files, including the deleted files.
The fls utility was run with the following options (Figure 13):
- -f — this option specifies the image file system type (eg. FAT16, NTFS, Linux

ext2, Linux ext2, Solaris UFS, etc).

-m / — this option invokes the fls utility to obtain the MAC. The / indicates that the

fls utility will start the operation at the root of the partition.

-r — this option indicates that the fls utility will traverse through all the child

folders.

The mactime utility takes the results from the fls utility and chronologically sorts the
events based on the MAC time so that the timestamps are in readable format. The
mactime utility was run with the following option (Figure 13):

-b — this option indicates the fls timeline output file.

Eile Edit Wiew Terminal Tabs Help

/ -r usbimage-fatl6 > timeline.fls

# mactime -b timeline.fls > timeline.mac .
al# i [+

me of the FAT16 partition

ITELINUXEOTENS1CS

Figure 13 — Fls and Ma

&t

cti

Figure 13 shows the sorted timeline was written to the file “timeline.mac”.
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root® LinuxForensics:(g

File Edit View Terminal Tabs Help

w

.doc
.doc
.doc
y.doc
y.doc
y.doc
/WinPcap_3_1_beta_3.exe (_I

= o e LD W

NPCA~1.

=
]

S -TWRTWHTWX /WinDump.exe (_INDUMP.EXE)
(deleted)

Wed Oct 23: u v =/ -TWXTWXTWX
NPCA~1. )

Wed 0O 4 16:23:54 d L C =/ —TWXTWXTWX
NPCA~1.

[
(=]

/WinPcap_3_1 beta_3.exe (_I

-~

/WinPcap_3_1_beta_3.exe (_I

[
(=]

S —TWRTWHTWX /WinPcap_3_1 beta_3.exe (_I
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Figure 14 — Timeline of the FAT16 image

Figure 14 shows the timeline extracted by the fls utility. The first 5 columns represented
the time, in day of the week, month, date of the month, year, and time. The 6" column
shows the file size. The 7" column shows the MAC flag to indicate which MAC times
were associated with each file. The 8" column shows the file permission. The 9" and
10" columns show the user and the group IDs. The 11" column shows the inode
address and the 12" column shows the file name. The file names appended with
“(deleted)” in the 11" column signify that these files were deleted.
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According to the timeline, there were 4 deleted files:

No. | Deleted File Name Inode Addresses
1 WinDump.exe 12 and 14

2 _ap.gif 16 and 17

3 _apture 15

4 WinPcap_3_1_beta_3.exe 7 and 10

Table 1 — Deleted files

Recovery and Analysis of the deleted files

In order to move forward in the investigation, the 4 deleted files (Table 1) had to be
recovered. The content and program identification of these files would be used to
provide hints as to why they existed on this partition and why they were deleted from
this partition.

Windump.exe

The WinDump.exe file was recovered using the following procedures:

First, the fsstat utility was used. The fsstat utility provides information such as the file
system type, file volume name, data content, sector size, etc on the image file. This
information does vary between file systems, for example, the result of fsstat on a
FAT16 file system is different from a Linux EXT3 file system. The fsstat utility was run
with the following option:
-f — this option specifies the image file system type (eg. FAT16, NTFS, Linux
ext2, Linux ext2, Solaris UFS, etc).
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 root@LinuxForensics:

File Edit View Terminal Tabs Help
[rootBLinuxForensics gefal]# fsstat -f fatl6 usbimage-fatlé
FILE SYSTEM INFORMATION

File System Type: FAT

OEM Name: MSWIN4.1
Volume ID: OxO
Volume Label (Boot Sector): NO NAME

Volume Label (Root Directory): . .
AP R TR S P LT pmmm— T his shows the file system type of
this image file.

Sectors before file system: 32

File System Layout (in sectors) This shows the size of this image
R At e I file (121919 sectors).

* Reserved: 0 - 0
** Boot Sector: 0
* FAT 0: 1 - 239
*= FAT 1: 240 - 4“'
* Data Area:
“% Root DireLtDr":
** Cluster Area:

Range: 2
Root Directory: 2

CONTENT INFORMATION
———————————————————————————————————————————— This shows the size of each
Sector Size: 512 sector (block) 512 bytes.
Cluster Size: 1024

Total Cluster Range: 2 - 60705

FAT CONTENTS (in sectors) This section shows the content on
N this image. There were three files
50 (40) -> EOF on this image.

QD (40) -> EOF

130 (40) -> EOF

DDTﬁLlnu\FDrEHHltH gcfal# I

Figure 15 — Fsstat of the FAT16 image

The istat utility was used to extract the inode information based on the inode address.

There were two inode addresses (Table 1) associated with the WinDump.exe file. The

first inode address 12 was tested. The istat utility was run with the following options:
-f — this option specifies the image file system type (eg. FAT16, NTFS, Linux
ext2, Linux ext2, Solaris UFS, etc).
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Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gecfal# istat -f fatl6 usbimage-fatl6 128
Directory Entry: 12

Not Allocated

File Attributes: File, Archive

Size: O

Num of links: 0O

Name: _INDUMP.EXE

Directory Entry Times:

Written: Wed Oct 27
Accessed: Wed Oct 27
Created: Wed Oct 27

Sectors:
Recovery:

File recovery not possible
[root@LinuxForensics gefal# I

i:igure 16 — Istat on inode address 12 of the FAT16 image

Figure 16 shows that the file recovery of the inode address 12 was not possible. The
second inode address 14 was tested next.

This shows the inode address 14.

This shows the inode address was not
allocated. Therefore, the file associated
with this inode address was deleted.

This shows the file size (in
bytes).

This shows the name of
the file that was associated
with this inode address.

This section shows the
blocks that this file had
occupied.
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Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gecfal# istat -f fatl6 usbimage-fatl6 143
Directory Entry: 14

Not Allocated

File Attributes: File, Archive

Size: 4505860

Num of links: 0O
Name: _INDUMP.EXE

Directory Entry Times:

Written: Wed Oct 27
Accessed: Thu Oct 28
Created: Wed Oct 27

Sectors:

lrin

1543 1544 1545 1546 1547 1548
49 1550 1551 1552 1553 1554 1555 1556
1557 1558 1559 1560 1561 1562 1563 1564
1565 1566 1567 1568 1569 1570 1571 1572
1573 1574 1575 1576 1577 1578 1579 1580
1581 1582 1583 1584 1585 1586 1587 1588
1589 1590 1591 1592 1593 1594 1595 1596
1597 1598 1599 1600 1601 1602 1603 1604
1605 1606 1607 1608 1609 1610 1611 1612
1613 1614 1615 1616 1617 1618 1619 1620
1621 1622 1623 1624 1625 1626 1627 1628
1629 1630 1631 16 1633 1634 1635 1636
l]3? 1638 1639 16 1641 1642 1643 1644 J
Flgure 17 — Istat on inode address 12 of the FAT16 image

Figure 17 shows that file recovery for inode address 14 was possible. Figure 17 also
shows the starting and ending blocks of this file (1541 and 2420). Thus, the
‘windump.exe” file contained 880 blocks (the number of blocks from 1521 to 2420).
The size of the file was 450560 bytes. With this information, the dcfldd utility was used
to extract this file from the image.
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Eile Edit Wiew Terminal Tabs Help

hashwindow=0 ha shln:-g;l'l' infump.exe.md5 of=WinDump.exe
768 blocks (OMb) written.

[root@LinuxForensics gefal# cat WinDump.exe.md5
Total: 79375b77975aa53alb0507496107bfEv
[root@LinuxForensics gefal# 1s -1 WinDump.exe
-rw-r--r-- 1 root root 450560 Dec 20 22:57
[root@linuxForensics gefal# I

i:igure 18 — Dcfldd of the WinDump.exe file

Figure 18 shows the first recovered “WinDump.exe” file. The size of the recovered file
matched the file size indicated from the timeline and the istat utility in Figure 17. The
MDS hash of this recovered file will be used later in the investigation to locate this file
on the Internet.

Eile Edit Wiew Terminal Tabs Help

[root@LinuxForen

W y.exe: MS

Figure 19 — File type classification of the WinDump.exe file

The file extension indicated that the “WinDump.exe” was an executable file. To verify
the file classification, the file utility was used. Figure 19 confirmed that the recovered
“‘WinDump.exe” file was a DOS or Windows executable file.

At this point of the examination, the assumption was that the “WinDump.exe” might be
a Windows version of the tcpdump utility. The tcpdump utility is a Linux sniffer. It is
used to capture (intercept) network packets on a network segment. The next step was
to use the Google search engine to find a copy of “WinDump.exe”. “WinDump.exe”
was used as the search parameter in the Google search engine. The search led to a
site http://windump.polito.it/install/default.ntm. This site contains the WinDump.exe
version 3.8.3 beta executable file and the source code (as of January 3, 2005). Both of
these files were downloaded and copied to the /gcfa/verify folder of the Linux forensic

machine.

The md5sum utility was used next to calculate the MD5 hash of the downloaded
“‘WinDump.exe” file. The MD5 hash of this file would then be compared to the MD5
hash of the recovered “WinDump.exe” from the unknown USB JumpDrive image. The
result would indicate if both files were the same file.
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Eile Edit Wiew Terminal Tabs Help

v
Figure 20 — MD5 hash of the downloaded WinDump.exe file

The MDS5 hash of the downloaded “WinDump.exe” file (Figure 20) matched the MD5
hash of the recovered “WinDump.exe” file (Figure 18). It was concluded that the
recovered “WinDump.exe” file was a Windows sniffer. At this point of the investigation,
it was assumed that Mr. Lawrence had used the WinDump program to capture
network packets. However, it was still unknown as to why he chose to initiate this
action.

ap.gif
The next step in the investigation was to recover the “_ap.gif” file. The same recovery

procedures were used. There were two inode addresses that were associated to this
file (Table 1). The inode address 16 was tested first.

Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gefal# istat -f fatl6 usbimage-fatl6
Directory Entry: 16

Not Allocated

File Attributes: File, Archive

Size: O

Num of links: 0O

Name: _ap.gif

Directory Entry Times:

Written: Thu Oct 28 11:17:46
Accessed: Thu Oct 28 00:00:00
Created: Thu Oct 28 11:17:44

Sectors:

Recovery:
File recovery not possible
[root@LinuxForensics gcfal#

Figure 21 — Istat on inode address 16 of the FAT16 image

Figure 21 shows that the file recovery of the inode address 16 was not possible. The
second inode address 17 was tested next.
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Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gefal# istat -f fatl6 usbimage-fatl6 17
Directory Entry: 17

Not Allocated

File Attributes: File, Archive

Size: 3814

Num of links: 0O

Name: _ap.gif

Directory Entry Times:

Written: Thu Oct 28
Accessed: Thu Oct 28
Created: Thu Oct 28
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oot@LinuxForensics gcfal# I

Figure 22 — Istat on inode address 17 of the FAT16 image

I

Figure 22 shows that the file recovery for the inode address 17 was possible. This
figure also showed the starting and ending blocks of this file (2525 and 2542). Thus,
this file contained 18 blocks (the number of blocks from 2525 to 2542). The size of the
file was 8814 bytes. With this information, the dcfldd utility was used to extract this file
from the image.

Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gecfal# decfldd if=usbimage-fatlf bs
skip=2525 count=18 of=_ap.gif

18+0 records in
18+0 records out
[root@LinuxForensics gcfal# 1s -1 _ap.gif
-rwxr-¥xr-x 1 root root 9216 Dec 20 23:01
[root@LinuxForensics gefal# I

F:igure 23 — Dcfldd of the _ap.gif file

Figure 23 shows that the recovered file size did not match the file size indicated from
the istat utility (Figure 22) and the timeline (Figure 14). This was due to the fact that the
actual file “_ap.gif” required only 17.21484375 blocks (the actual size of the “_ap.gif”
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8814 bytes divided by the block size 512 bytes). However, it required a total of 18
blocks to contain this file because each block is 512 bytes. Therefore, 18 blocks were
extracted by the dcfldd utility (18 blocks multiple by 512 bytes = the size of the

_ap.gif” file 9216 bytes). Thus, the actual blocks required by the file were subtracted

from the number of blocks extracted to give the blocks that were not used by the
_ap.gif file (18 - 17.21484375 = 0.78515625). This result was multiplied by the block
size (512 bytes) to obtain the unused space in bytes (0.78515625 * 512 = 402 bytes).

The khexedit utility was used to remove the unused space in the “_ap.gif” file.

[root@LinuxForensics gcfal# khexedit

ap.gif

file:/gcfa/_ap.gif - KHexEdit

Eile Edit View Documents Bookmarks Tools Settings Help

D EEHE 9 eHROPHLOOOR

0000:2210 |31
0000:2220 |ad
0000:2230 |43
0000:2240 |62
0000:2250 |44
0000:2260 |35
0000:2270
0000:2280
0000:2290
0000:22a0
0000:22b0
0000:22c0
0000:2240
0000:22e0
0000:22€0
0000:2300
0000:2310
0000:2320
0000:2330
0000:2340
0000:2350
0000:2360
0000:2370
0000:2380

bo
40
2f
6a
41
&5d

25
e’
54
11
80
02

a9
b
37
64
b3
c3

3b
23
76
5b
b4
dg

6c
25
91
39
cd
cl

71
ag
c0
&5
82
b9

B9
b6
8f
al
b7
04

53
33
la
96
b6
40

33
le
3d
36
c2
b9

ad
1f
6l
94
o3
80

39
32
5b
89
912
00

|

| [ Backwards []

Flsy

09 |1'%®;1g.S3n9. A.
b3 |n@g (#%@713..21.1°
36 |c/TTv.A..=al["'N*6
2e |bj.d[%ef.6. . .W+..
d4 |OA.* A.-qAA.I-E

5] .AUAL.DP1...;

................

K
[«]1

Signed 8 bit:
Unsigned 8 bit:

Unsigned 16 bit:

. o
[ o
Signed 16 bit: | 0|
[ o

Unsigned 32 bit:

Signed 32 bit:

|

32 bit float: 0.000000E+00
64 bit float: 0.000000E+00

Show little endian decoding  [] Show unsigned as hexadecimal

Hexadecimal: |

00 |

000 |

00000000 |

tream length: ‘ Fixed 8 Bit v|

Selection: 0000:226e 0000:0192 | |OV|

R Size: 9216

Hex RW

Offset: 0000:2400-7

Figure 24 — Khexdit of the recovered _ap.gif file
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The unused space was located at the end of the file. Each hexidecimal digit represents
4 bits of data. Therefore, 2 hexidecimal digits represent 1 byte of data since 8 bits
equals 1 byte. Therefore, the total number of hexidecimal digits deleted from the

“ ap.gif’ file was 804. The file was saved after the modification. Figure 25 shows that
the modified _ap.qgif file was 8814 bytes.

file:/gefa/_ap.gif - KHexEdit

Eile Edit View Documents Bookmarks Tools Settings Help

tlDQG@%?@@E%Q@@@

0000:20f0 |el 12 35 76 3f aa 5b f1 a7 £7 be de |a.5vk?f*I [yAE<KE
0000:2100|3b d4f 78 e3 9? 3e f3 58 a? fe eb e7 5e £8 a9 7b|;BxA.>6X.léghed |
0000:2110 |3e £f1 90 Af ba Af 6b of £f 7a de 67 3e e5 %9a 67 |>A.A*RkivzEg>a.qg
0000:2120 |74 d5 1b Of £8 cd 5b be ec af 8f bb c0 f1 dd d4 [10..eI[%i .»AAT0
0000:2130 |b7 4b 57 £8 b3 c¢7 7c e9 Bf 6e 79 ed 3If le f9 98| -EKWe?C|é.nya?.1u.
0000:2140 |0f Te ec 7Tb 4f fd c3 a3 le fb 56 4f Te e0 7f ce|.~i{ovAf.avo~a.l
0000:2150 |7b e8 fb de e9 ba bf 7e £f5 6d ef 7d e3 0b df f5|{édbé:~dmiléa.Rs
0000:2160 |ca 1f 33 41 51 db fec dl 9a de fe d2 ¢7 be fb b7 |E.3AQUuN. BpOCHG -
0000:2170 |ef fa £d £7 7d ff 60 Af be ef ¢3 bf e7 ¢3 3f fe|iuy+}y Buil:chA?p
0000:2180 |4b 3f e0 bb be c4 e3 3e cd 8b 3e db 3b 0 21 73 |Kza»%BRa>I.>0;A1s
0000:2190 |0f 05 9b bf 70 63 37 8f a3 3c bl ab be bf cb ba|...ipe7.E<telEe
0000:21a0 |de Bb 3e ca 4b bd ce 63 3a c4d db 3a 9e ¢3 40 0Oc |EB.>ER4Ic:A0:.A@.
0000:21b0 |d4 c0 al eb ¢0 ¢l 23 be db c¢b ¢0 d3 23 be o5 b3 |0AjeAA#UTEAOHYA
0000:21c0|c0 d6 2b be 02 4c be a8 7a b7 1f 13 ac 60 8b 13 |AG+%.L¥% z-..7 ..
0000:2140 |ad4 03 b9 92 £3 cl1 92 e3 ¢l 98 03 c¢2 91 cb ba 86 |=m.1.6A.&A. .A.E=,
0000:21e0|1b el £3 Ob c2 22 54 42 99 4b c2 26 f4 be 21 B4 |.A&6.A"TB.RA&SY! .
0000:21f0 |39 ea 6b 38 24 ec 41 ad O0b c2 b3 8b 28 %9e f2 9a|9&k8%iA .A3.(.5.
0000:2200 |d8 4a b8 al e9 b7 A0 43 9c e4 03 25 aa 59 18 16 |@J,j&-DC.A.%°Y..
0000:2210 |31 b9 25 a9 3b 6c¢c 71 89 53 33 a4 39 95 b8 cl1 09 |1'%@;1qg.S3m9. A
0000:2220 |ad 40 e7 7b 23 25 a9 b6 33 le 1f 32 cec 9b 6c b3 |oa@¢{#%©73..2I.1°
0000:2230 |43 2f 54 37 76 91 c0 8f la 3d 61 5b 27 4e aa 36 |C/T7v.A..=al['N*6
0000:2240 |62 6a 11 64 5b 39 65 a3 96 36 94 89 57 2b 1f 2e|bj.d[9ef.6..W+..
0000:2250 |d4 41 80 b3 b4 c4 82 b7 b6 c2 3 92 49 b7 45 d4 |[OA.* A.-9AA.I-EO
0000:2260 |35 5d 02 c3 d9 c0 b9 04 40 b9 80 00 00 3b [ 5] .AUAL.DL...;[]

Hex # Find [ Backwards [] .
[Hex +]| | Fna |

0 |
Unsigned 32bit | o] Octal: | 000 |
32 bit float: Binary: | 00000000 |
|

&

E

[<]

Signed 8 bit: Signed 32 bit: Hexadecimal: 00 |

Unsigned 8 bit:

Signed 16 bit:

LLL

Unsigned 16 bit:

64 bit float: | 0.000000E+00 Text: |

Show little endian decoding [ ] Show unsigned as hexadecimal Stream length: | Fixed 8 Bit v|

| Encoding: Default | |oVR [Size: 8814 Offset: 0000:226e3  |Hex |RW
Figure 25 — Khexdit of the modified _ap.qgif file

This indicates the
size of the file.
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The file extension of the “_ap.gif” indicated that it was a GIF file. The file utility was
used to verify this.

_rootd@ LinuxForensics:/gcfa Z
Tabs Help

cfal# file _ap.gif
a, version 89%a, 300 x 200
[root@LlinuxForensics gecfal# I

Figure 26 — File type classification on the _ap.gif file

The file utility in Figure 26 confirmed that the “_ap.qgif” file was a GIF file. The xview
utility was used next to view the “_ap.gif”.

This is a map indicator. The
“‘McCa” street was unknown
as the map did not show the
entire street name.

Eramilin Ave I-l Hollywood & McCal

Hollywood Eld g

Hawtharn Aue Hawthorn dve el bk

152U
any Aihay

I Sunset Blud

Twar— e

De-Longpre e
B0 Michsok Corp E2003 MavTech , and forGOT, .

Figure 27 — The Map

ook —tue

Figure 27 shows that the “_ap.gif” file was a map. It was assumed that Mr. Lawrence
had used http://www.mapblast.com to locate the address “Hollywood & McCa”.
However, the cross street “McCa” was unknown at this point. It was concluded that the
actual name of the “_ap.gif’ was “map.gif” thus the file was renamed to “map.gif’.

File Edit View Terminal Tabs Help

[root@LlinuxForensics gcfal# mv _ap.gif map.gif
cs gofal# I

[root@LinuxForensic

Figure 28 — Rename of the _ap.gif file to map.gif

It was concluded at this point of the investigation that Mr. Lawrence had some interest
in this location. However, the reason for his interest was still unknown.
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apture

The next step in the investigation was to recover the “_apture” file. There was only one
inode address 15 associated (Table 1) to this file therefore the istat utility was run on
this inode address.

File Edit Wiew Terminal Tabs Help

[root@LinuxForensics gefal# istat -f fatl6 usbimage-fatl6 15
Directory Entry: 15

Not Allocated

File Attributes: File, Archive

Size: 53056

Num of links: 0O

Mame: _apture

Directory Entry Times:

Written: Thu Oct 28
Accessed: Thu Oct 28
Created: Thu Oct 28

Sectors:

2421 2422

v
2

0 2430

7 2438

2448

2454

2482

g 2470

72478

2486

2494

2502

0 2510

7 2518

[root@LinuxForensics

Figure 29 — Istat on inode
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ddress 15 of the FAT16 image

Figure 29 shows that file recovery for inode address 15 was possible. Figure 29 also
shows the starting and ending blocks of this file (2421 and 2524). Thus, this file
contained 104 blocks (the number of blocks from 2421 to 2524). The size of the file
was 53056 bytes. With this information, the dcfldd utility was used to extract this file
from the image.
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Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gecfal]# dcfldd if=usbimage-fatlf bs=512 5kip=2421l’
count=104 of=_apture

104+0 records in
104+0 records out
[root@linuxForensics gefal# 1s -1 _apture

-rw-r—--r-- 1 root root 53248 Dec 20 23:04 _apture
[root@LinuxForensics gcfal# I

Figure 30 — Dcfldd of the _apture file

Figure 30 shows the recovered file size did not match the file size indicated by the istat
utility and the timeline. The same procedures that were used to determine and delete
the unused space for the file “map.gif’ were used again. The actual file “_apture”
requires only 103.625 blocks (the actual size of the _apture 53056 bytes divided by the
block size 512 bytes). However, it required a total of 104 blocks to contain this file
because each block is 512 bytes. Therefore, 104 blocks were extracted by the dcfldd
utility. The actual blocks required by the file were subtracted from the number of blocks
extracted to give the bocks that were not used by the “_apture” file (104 - 103.625 =
0.375). This result was then multiplied by the block size (512 bytes) to obtain the
unused space in bytes (0.375 * 512 = 192 bytes).

The khexedit utility was used next to remove the unused space. The total number of
hexadecimal digits (192 bytes multiple by 2 = 384) was deleted from the “_apture” file.

The file was saved after the modification. The size of the “ apture” file after the
modification was 53056 bytes.

The file utility was used to determine the file type of the “_apture” recovered file.

Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gecfal# file _apture
_apture: tcpdump capture file (little-endian) - wversion 2.4 (Ethernet

, capture length 4096)
[root@LinuxForensics gcfal# I

Figure 31 — File type classification of the _apture file

Figure 31 shows that the “_apture” file was a tcpdump capture file. The file was
renamed to “capture” as showed in Figure 32.
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File Edit View Terminal Tabs Help
cfal# mv _apture capture E

gcfal# |:| ]
Figure 32 — Rename of the _apture file to capture

The ethereal utility was used to further examine this “capture” file. Ethereal is a GUI
based network sniffer, which can be used to capture network packets on a network
segment. It also contains options to allow a particular TCP data stream to be followed,
filtering by destination or source addresses, filtering by particular TCP or UDP port
numbers, displaying the captured data and many capabilities to analyze captured
network packets. The ethereal utility can also read tcpdump network captures. Figure
33 shows the capture file in the ethereal utility.

Forensics gcfal# ethereal capture

capture - Ethereal

File Edit View Go Capture Analyze Statistics Help

DEx B B> 9T QG B e X &

|N0.. |Time |Source |Desrinari0n |3r0mc0I|Inf0
1 Z004-10-258 11:10:54 0335558 Z .10 A 3 TCP 2038 > http [SYM] Seg=0
2 Z2004-10-28 11:10:54 090712 197 . 168.2.1 192 .1658.2.255 SHMP TRAP-Y1 SHMPwZ-5SMI::enter
3 2004-10-25% 11:10:54.112808 64.4.34.250 192.1658.2.104 TCF http > 203& [SYM, ACK] Se
4 Z004-10-28 11:10:54 1125831 1972 .168.2.104 64 .4 .34 . 250 TCF 2038 » http [ACK] Seg=1 A
5 Z2004-10-2% 11:10:54 113010 192 168 .2.104 B4 .4 .34 250 HTTP PFOST scgi-bindpremailsZ49
6 Z2004-10-2% 11:10:54.113030 192 .165.2.104 64.4,34,250 HTTF Continuation
7 2004-10-28 11:10:54 113055 192 168 .2.104 B4 .4 .34 . 250 HTTF Continuation
8 Z2004-10-28 11:10:54 174035 64.4.34.250 192 .165.2.104 TCF http > 2038 [ACK] Seg=1 A
9 2004-10-28 141:10:54 174847 64 .4 .34 . 2580 192 .1658.2.104 HTTF HTTP- 1.1 100 Continue
10 Z004-10-28 11:10:54.224375 64 .4.34, 250 192.1658.2.104 HTTF  HTTP-S1.1 200 0K
11 2004-10-25 11:10:54.224430 192 .1658.2.104 64 .4 .34 . 250 TCF 2038 » http [ACK] Seq=231
172 Z2004-10-28 11:10:54 233166 54 .4 .34 . 250 192 .1658.2.104 HTTF Continuation
13 Z004-10-28 11:10:54,256937 64.4.34,250 192.168.2.104 HTTF Continuation
14 2004-10-25 11:10:54 . 257022 192 1658 .2 .104 G4 .4 .34 . 250 TCF 2038 > http [ACK] Seqg=231
15 Z004-10-28 11:10:54 . 265800 &4 .4 .34 . 250 192 .1658.2.104 HTTF Continuation
16 Z004-10-28 11:10:54 . 7290217 &4 .4 .34 . Z50 192 .1658.2.104 HTTF Continuation
[¢] | [*]

b Frame 1 (6Z bytes on wire, BZ bytes captured)

b Ethernet II, Src: 00:90:4b:5e:e3d:cf, Dst: 00:0c:41:50:29:2c

b Internet Protocol, Src Addr: 192.168.2.104 (192.165.2.104), Dst Addr: 64.4.34.250 (64.4.34.250)

b Transmission Control Protocol, Src Port: 2038 (Z2038), Dst Port: http (80), Seq: 0, Ack: 0, Len: O
0000 00 Oc 41 50 29 Zc 00 90 4b Se e3 cof 08 00 45 00 ..AP), .. KMl L L LE.

00410 00 30 97 5 40 00 80 06 3c f4 c0 a8 02 B8 40 04 oI = DA G o=

0020 22 fa 07 6 00 50 f1 16 00 25 00 00 Q0 00 70 0Z B L S 2

0030 40 00 23 &F 00 00 02 04 05 b4 01 01 04 02 Bo#..oon oo,

4- Expression... | bgearl Qj’ ﬂpply‘ File: capture ¢ P:; 113 D: 113 *:

Figure 33 — Ethereal of the capture file

The first step in the analysis of the capture file was to change the time format. The
initial time format was based on the seconds since the beginning of the capture. The
time format was changed to date and time of the day. Immediately, it was concluded
that that this network capture started on October 28" 2004 at 11:10:54 am.
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The next step was to investigate each TCP data streams to determine what information
was captured. A TCP data stream consists of the following:
A TCP session 3-way handshake to establish the TCP session between the
client and the server. This 3-way handshake is as follow:
o The client sends a SYN packet to the server.
o The server responds with a SYN, ACK packet to the client.
o The client responds with an ACK packet to the server.
Data that is passed in this session.
A TCP session completion to indicate that the TCP session between the client
and the server is finished. This TCP session completion is as follow:
o The client sends a FIN, ACK packet to the server.
o The server responds with an ACK packet to the client.

The ethereal utility can follow the TCP data stream by first looking for the TCP session
3-way handshake. The TCP session 3-way handshake indicates the beginning of a
TCP data stream. Once the 3-way handshake has completed, the ethereal utility looks
at the TCP Protocol data. The TCP Protocol data contains information such as the
source port and destination port, the actual data payload, and the Sequence Number,
Acknowledge Number and the Next Sequence Number. Therefore, each TCP packet
(other than the initial handshake and session completion) has a sequence number that
represents this TCP packet, an Acknowledge number that acknowledges the previous
TCP packet, and a Next Sequence Number that indicates the next TCP packet. With
this information, the ethereal utility can follow a particular TCP stream and display the
data inside this TCP stream.

The first packet was highlighted using the right-click mouse button and the “Follow
TCP Stream” option was selected.

This shows that
the external host of
this TCP session

is the
www.hotmail.com
email service.

A

-

This reveals the
actual content of the
email.
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Follow TCP stream

Stream Content

FOST scgl-binpremall/Z245Z2 HTTF/1.1

Accept: 1lmagesglf, 1magesx-xbltmap, imagesJjpeg, 1magespjpeg, applicationswnd.ms
Feferer: http:/ bylzfd.baylz . hotmall .msn.comscgl-binscompose?kourmbox=FO00000000
Accept-Language: en-us

Content-Type: applicationdsx—www—form-urlencoded

Accept-Encoding: gzip, deflate

User-Agent: Mozillas4.0 (compatible; MSIE 6.0; Windows NT 5.1; .MET CLR 1.1.432
Host: bylZfd.baylZ . hotmaill .msn.com

Content-Length: 576

Conmection: Keep-Aliwve

Cache-Control: no-cache

Coockie: MCLl=Y=3&GUID=49A5SBZZA00Z94ALABLIF11881BF3C264E; y=1; MsFPAuth=30r3f0LU3BS | |

[+]

bhaction=&plaintex

HTTF/1.1 Z00 0OK

Conmection: close

Date: Thu, 28 Oct 2004 19:10:54 GMT

Server: Microsoft-IISA6.0

#—Powered-Buy: ASF.HET

F3F:CF="BUS CUR COMNo FIM IWDo ONML OUR FHY SAMo TELo™

Cache-Control: private

Content-Type: text html

K—-XFS—Error: 600

HMServer: H: BAY1Z-F4Z.phx.ghl V: WINZK3 09.09.00.0054 1 D: Oct 19 Z004 1Z:10

Chtmlr<headr<{script language="JavaScript">
IsHotBulkEnabled=IStatus=IsPrintEnabled=NewMenu=TJunk=FutInFldr=Attach=Tools="";

UM = "curmbox=FO00000001%a=fe0Z8h28282c8al 87 P262742182d9dkb ", E]

< [»]

QSave As H 4 Print H Entire conversation (20666 bytes) < ‘@l ASCIl O EBCDIC () Hex Dump () C
‘ Filter out this stream ‘ ‘ %X Close ‘

Figure 34 — The TCP Data Stream

The examination of the TCP stream (Figure 34) concluded with the following:
This was a network capture of a Hotmail session. Hotmail is a Microsoft product
that provides web-based email services.
The highlighted area in Figure 34 showed the activity of the current mailbox
‘curmbox’. This highlighted area is displayed below:

curmbox=F000000001&HrsTest=& Hmaction=Send&FinalDest=&subaction=&plai
ntext=&login=flowergirl96&msg=_&start=&len=&attfile=&attlistfile=&eurl=&type=8&sr
c=&ref=&ru=&msghrid=b16479b18beec291196189c78555223¢c_1098692452&RTE
bgcolor=&encodedto=SamGuarillo@hotmail.com&encodedbcc=&deleteUponSend
=0&importance=&sigflag=&newmail=new&to=SamGuarillo@hotmail.com&cc=&bc
c=&subject=RE%3A+coffee&body=Sure%2C+coffee+sounds+great.++Let%27s+m
eet+at+the+coffee+shop+on+the+corner+Hollywood+and+McCadden.++1t%27s+a
+nice+out+of+the+way+spot.%0D%0A%0D %0ASee+you+at+7pm%21%0D%0A%
0D%0A-Leila

The current mailbox information showed the following:
- This person was sending an email.
This person’s hotmail login name was “flowergirl96”. Therefore, her email
address was flowergirl96 @hotmail.com
The recipient of this message was SamGuarillo@hotmail.com
The subject of this message was “RE: coffee”
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The body of this message was:

“Sure, coffee sounds great. Let’'s meet at the coffee shop on the corner
Hollywood and McCadden. It's a nice out of the way spot. See you at 7pm.
—Leila”.

The body of the message was littered with these %3A, %2C, %27, %0D, %0A.
The % indicates Unicode and they translate as follows [3]:

3Ais : (colon)

2C is, (comma)

27 is * (?7?)

0D is an empty space

OA is an empty space

O O O O O

The flowergirl96 and SamGuarillo@hotmail.com were added to the dirty word list. The
dirty word list is a list that contains interesting strings that can be used at a latter time
to search through an image file using the strings utility. The dirty word list usually
grows in size as the investigation progresses.

At this point of the investigation, the following can be concluded:

- From the tcpdump capture, Mr. Lawrence was able to determine Ms. Conlay’s
email address. This would explain how he was able to send emails to Miss
Conlay’s personal email address.

Mr. Lawrence was also able to determine Ms. Conlay and Mr. Guarillo’s meeting
time and location. This would also explain the existence of the map.qgif file,
which correctly displayed the meeting location (Hollywood and McCadden).

The rest of the capture file was analyzed and there was no interesting information that
could be gathered from it.

WinPCap 3 1 beta 3.exe

The next step was to recover the last deleted file. From the timeline (Figure 14), the file
name of this deleted file was “WinPCap_3 1 beta_3.exe” and the inode addresses 7
and 10 (Table 1) were associated with this file. The istat utility was used to determine
more information on the inode addresses 7 and 10. The results indicated that the data
associated with inode addresses 7 and 10 were not recoverable. However, the inode
address 10 did provide some valuable information that could be used to extract some
portion of this file.
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~ root@ LinuxForensics:

Eile Edit View

Directory Entry:
Not Allocated

File Attributes:
Size:
Num of links: 0O

Directory Entry
Written:
Accessed:
Created:

ctors:
01 502
O 600
7 608 B

o )

7=

[=x oy

[ =3
[ I i
0=

- 090

[

Terminal Tabs

10

File, Archive

Times:

Wed Oct 27
Thu Oct 28
Wed

[7=]
|

o= T ¥ Ry B
=5 A

=Ry
=Ry

[ I

A aly

(=)
Wr PSS
=N

[=

- )
SRy

[ =)

File recovery not possible
[root@LinuxForensics gcfal# I

Help

[root@LinuxForensics gefal# istat -f fatl6 usbimage-fatl6 10

This shows the file size.

485810

LT | I o A s | NiS Shows the file name.

[ # 4]

This shows the file name
might have occupied these
sectors previously.

Figure 35 — Istat on inode address 10 of the FAT16 image

Figure 35 shows that the file may have occupied the blocks 591 and above. However,
the fsstat result from Figure 15 shows that blocks 591 to 630 had already been
allocated. Therefore, it was concluded a new file had overwritten some parts of the
blocks that were occupied by the “WinPcap_3_1_beta_3.exe” file. Therefore, a partial
recovery of this file was attempted. The actual file size was known to be 485810 bytes
(the file size was gathered from the istat result in Figure 35 and the timeline in Figure
14). Thus, a total of 948.84765625 blocks were needed to contain this file (485810/512
= 948.84765625). The file system requires a multiple of 512 bytes blocks to store a file.
Therefore, this number was rounded up to 949. The dcfldd utility was used to extract
this file. The starting block was set to 630 because there was already a file that
occupied blocks 591 to 630. This was determined from the fsstat results shown in
Figure 15. The file that occupied blocks 591 to 630 was “coffee.doc”. This was
determined by using the istat utility on the “coffee.doc” inode address 18. The
“coffee.doc” used a total of 39 blocks (the file size 19968 bytes divided by 512 bytes =
39 blocks). These 39 blocks must be subtracted from the total number of blocks
required for the “WinPcap_3_1_beta_3.exe” file to obtain the remaining size in blocks

(949 - 39 = 910).

© SANS Institute 2000 - 2005
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Eile Edit View Terminal Tabs Help
[root@LinuxForensics gefal# defldd if=usbimage-fatlé b
count=910 of=WinPcap_3_1_beta_3.exe

768 blocks (OMb) written.

91040 records in

910+0 records

[root@LinuxForensics gcfal# 1ls -1 WinPcap_3_1 beta_3.e
-rw-r--r-- 1 root root 465920 Dec 20 23:10
[root@LinuxForensics gefal# I

Figure 36 — Dcfldd of the WinPcap_3_1_beta_3.exe file

Figure 36 shows the partial file that was extracted by dcfldd utility. The next step was
to look for a copy of this file on the Internet. The Google search engine was used and
the “WinPcap_3_1_beta_3.exe” string was entered into search field. A copy of the
“WinPcap_3_1 beta_ 3.exe” was downloaded from this site:
http://www.oltenia.ro/download/pub/windows/network%20tools/ethereal/

This downloaded file was copied to the /gcfa/verify folder. The mdSsum utility was
used to calculate the MD5 hash of this file.

icsy/gcfajverify

File Edit View Terminal Tabs Help

3_1 beta_3.exe > WinPcap_3_1 beta_3.exe.md5E
bptq

t 485810 Dec
verifyl#

Figure 37 — MD5 hash of the downloaded WinPcap_3_1_beta_3.exe file

The size of the downloaded file (Figure 37) was exactly the same as the file size
obtained from the istat utility (Figure 35) and the timeline (Figure 14). It was assumed
at this point that the partially recovered file was the same file as the downloaded file.
Since the downloaded file was the complete file, it would contain the missing data that
could be used to complete the partially recovered file. Therefore, the plan was to
rebuild the partially recovered file by obtaining the missing parts from the downloaded
file. Once the missing parts were copied into the partially recovered file, the md5sum
utility would be used to calculate the MD5 hash of this new recovered file. The MD5
hash would then compared to the MD5 hash of the downloaded file.

The first step was to use the khexedit utility to load both the downloaded and the
recovered files.
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file:/gefa/WinPcap_3_1_beta_3.exe - KHexEdit
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Signed 8 bit: 73

Unsigned 8 bit: 73

Signed 16 bit: -21431

Unsigned 16 bit: 44105

Show little endian deceding

Signed 32 bit: 1930079305

Unsigned 32 bit: 1930079305

32 bit float: 1.098681E+31

2.381670E+289

[[] Show unsigned as hexadecimal

64 bit float:
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49 |
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111 |

01001001 |

3
3
Binary: |
|
Stream length: ‘

Fixed 8 Bit

T |

|Encoding: Default

| |OVR [size: 465920

Hex RW

Offset: 0000:0000-7

Figure 38 — Khexedit of the partially recovered WinPcap_3_1_beta_3.exe file

The first 5 bytes of the file shown in Figure 38 were “49 ac 0a 73 22”. These 5 bytes
will be used later to determine how much data must be extracted from the downloaded
“WinPcap_3 1 beta_3.exe” file.
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file:/gcfa/verity/WinPcap_3_1_beta_3.exe - KHexEdit
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Figure 39 — Khexedit of the downloaded WinPcap_3_1_beta_3.exe file

The first 5 bytes “49 ac 0a 73 22” of the partially recovered file were entered in the find
field in the Khexedit of the downloaded WinPcap_3 1 beta. This was done to locate
the starting point of the partially recovered file in this downloaded file. Once the first 5
bytes were located, the data prior to these 5 bytes were highlighted (this data was
assumed to be the missing data from the partially recovered file). The Khexedit copy
function in the edit menu was selected. This highlighted data would be pasted into the
partially recovered file as shown in Figure 40.
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00
00
00
00
da
19
00
00
00
00
00
00

|

00
00
00
cd
20
65
00
00
00
00
00
00
00
00
00
00
00
00
00
00
02
00
00

00
00
01
21
6d
72
00
00
00
00
00
00
00
00
00
00
do
70
02
00
00
10
00

00
00
00
90
75
20
00
00
00
00
00
00
00
00
00
00
01
03
00
00
00
00
00

0o
00
0o
a0
73
57
00
0o
0o
0o
0o
0o
00
0o
0o
00
0o
0o
00
0o
0o
00
00

| [1Backwards [ ]

2. ... . Iy, LI, .
This program mus
t be run under W
in32..§7

Signed 8 bit:
Unsigned 8 bit:
Signed 16 bit:
Unsigned 16 bit:

73
73

-21431

44105

Signed 32 bit:
Unsigned 32 bit:

32 bit float:
64 bit float:

1.098681E+31

2.381670E+289

Show little endian decoding [ | Show unsigned as hexadecimal

1930079305

1930079305

Hexadecimal

49 |

Octal

111 |

01001001 |

Stream length

|
|
Binary: |
|

Fixed 8 Bit

T |

Encoding: Default | |OVR [Size: 485888 Offset: 0000:4200-7

Hex RW

Figure 40 — Khexedit of the “pasted” WinPcap_3_1_beta3.exe file

The size of this file was not the correct
Lsize

Figure 40 shows the recovered file after pasting the highlighted data in Figure 39.

Since the size of this file was not the same size as the downloaded file, it was
assumed that there was additional unnecessary data at the end of the recovered file.

© SANS Institute 2000 - 2005
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file:/gcfa/verity/WinPcap_3_1_beta_3.exe - KHexEdit
File Edit View Documents Bookmarks Tools Settings Help

D HEE 9B ARAOO OB
0007:6830|de ba ef 4c e7 47 97 £f 05 71 65

0007:6840|2a 61 46 db 67 2c 71 dB8 fe o5 89
0007:6850|ec B6 2c 41 60 1f 44 6c dc fe 93
0007:6860|eb ¢l 25 3b 4b ee 67 18 cb dd 7b
0007:6870|f6 BT 43 2a B0 4f 32 3e 34 9b 50
0007:6880(91 52 37 45 64 £3 34 2c 42 82 eb
0007:6890 |66 B8 60 69 fa 2f 91 55 %9a %9a el
0007:668a0 |42 91 6e fe de f1 ee 57 56 bf 61
0007:68b0 |85 d6 b3 05 45 42 5¢ 5d 5¢ 3e 24
0007:68c0|ab 6c 44 b3 1d 69 52 24 Bc b8 b4
0007:68d0|dd 37 93 ef dAf 35 fa 16 e5 bf 34
0007:68e0 |a2 £7 4c c4 5a d3 4b 51 7f 52 4f
0007:68£0|3a £2 fb aa fe 86 94 96 bbb 76 47
0007:6900 |bf c¢f b9 ba ee 87 Ta cc bf Tc £5
0007:6910 |f4 Be 4a 88 B1 54 £7 0f 1lc 39 58
0007:6920|£3 18 13 dc fe 49 3f o1 56 T7f 25
0007:6930|24 7c 87 ce 73 el a2 el cd B8f 7f
0007:6940 |b4d 35 45 a0 45 22 55 13 ££f 20 8f
0007:6950 1f b4 41 49 30 20 07 b4 ae
0007:6960 |82 b5 47 26 04 81 be ba 1d a0 e5
0007:6970|38 22 35 9c 62 cl fe 17 Bb a8 c9
0007:6980|3a 1f ba 50 36 b8 d4 39 51 14 26
0007:6990|00 4 01 00 b2 69 07 00 00 00 0O

m&]

50 be Bec 21 |U%iLgG.¥.geUPY4. !
85 81 13 79 |*aFUg,gebA.....y
bl 43 £2 77|i.,A .Dl10b.¥iCow
cb a4 07 a7 |éA%;Kig.EY{UEn.§
a9 da f5 1d|é-Cc*.02>=.PAEUS.
6d 9b 85 f8|.R7EdS64,B.&0m..@
ba bd 5a Ta |f. ij/.U..4] k%=
77 7f de el |B.npbPEfiiWV:avw. Ea
51 e3 a2 db|.62.0B\]\>-IQ4¢0
96 £0 45 96 |¥1M?*.iR-., D.8E.
f8 24 4f d1 |¥7.iR54.4:47=2-0N
38 bf 78 53| ¢+LAZOKQ.RO98.:x8
6a b5 64 06 |:61*b...nvxAjud.
bb a5 17 c2|gitzi.zi;|dms¥.A
39 6a bec d4|6.J..T+..9X.95%0
c7 ff Oe 83 |6..UpI?AV.%iCYy. .
b4 82 a5 26 |§|.Isatal... .¥&
01 02 7a 39| 5E E"U.¥y .i..z9
cl Oa 63 e7|EP. AID . ®.A.cg
c8 fa 94 fd|.pG&..%®*. a[Ed.y
cB8 9¢ 40 ¢7|8"5.bAb.. ESE.@C
1f 02 00 74 |:.2P6,090Q.&4...t
14 ec 07 00| .&..%1.......10. |

(L

[FY]

[N

p o

n
o

[
o

o

0007:69a0 |00 00 00 00 ba df Oc 00 00 00 00 47 49 50 45|....%B...... GIPE
0007:69b0 |4e 44 ND ]
] o o 0 [

Signed 8 bit Signed 32 bit: 5265907 |  Hexadecimal: | 4D |
Unsigned 8 bit Unsigned 32 bit: 5265097 Octal: | 115 |
Signed 16 bit: 23117 32 bit float: | 7.379234E-39 Binary: | 01001101 |
Unsigned 16 bit: 23117 64 bit float: | 4.246503E-314 Text: | M |
Show little endian decoding [ | Show unsigned as hexadecimal Stream length: | Fixed 8 Bit v|

| Encoding: Default | |OVR [size: 485810 Offset: 0000:0000-7  |Hex RW

Figure 41 — The end of file (EOF) of the downloaded WinPcap_3_1_beta_3.exe file

Figure 41 shows the end of the downloaded file. The last 6 bytes of this file are “47 49
50 45 4e 44”. These 6 bytes would be used to locate the EOF of the recovered file.
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file:/gcfa/WinPcap_3_1_beta_3.exe [modified] - KHexEdit

File Edit View Documents Bookmarks Tools Settings Help

I RDEEE e eDPIXOQO0R F

0007:68b0 |85 d6 b3 05 d5 42 5¢c 54 5¢ 3e 2d 49 51 e3 a2 db|.62.0B\]\>-IQ&a¢rl
0007:68c0 5 6c 44 b3 14 69 52 24 8c b8 b4 40 96 £0 45 96 |¥1M*.iR-., D.&E.
0007:68d0|dd 37 93 ef df 35 fa 16 e5 bf 34 6a f8 2d 4f 41 |¥7.iB50.4:4j=-0fF
0007:68e0 2 £f7 4c ec4 5a 43 4b 51 7f 52 4f 39 38 bf 78 53 |¢+LAZOKQ.RO98 :x!
0007:68Bf0 |3a £2 fb aa fe B6 94 96 b5 76 47 41 6a b5 64 06| :6h4°*b...uvxAjud.
D007:6900 |bf cf b9 ba ee 87 7a cc bf Tc £5 6d bb a5 17 c2 |gil®i.zi;|Bms¥.]
0007:6910 |f4 Be 4a 88 81 54 £7 0f 1lc 39 58 91 39 6a be d4|6.J0..T7+..9X. 954
D007:6920|£3 18 13 dc fe 49 3f ¢l 56 7f 25 ec c7 ff Oe 83 |6..UbI?AV.%iCYy. .
0007:6930 |24 Tc 87 ce 73 el a2 el cd 8f TE£ 10 b4 82 ab 26 $|.is&¢éi...'.¥i
0007:6940 4 35 45 a0 45 22 55 13 ££f 20 B8f fc 01 02 7a 39| 5E E"U.y .1..z¢
0007:6950|ca d0 1f b4 41 49 30 20 07 b4 ae 8b el 0a 63 e7|ED. AIOD .'@.ﬁ.cq
0007:6960 |82 b5 47 26 04 81 be ba 14 a0l e5 5b ¢8 fa 94 fd|.uG&..%°. A[Ed.j3
0007:6970(38 22 35 9c¢ 62 cl fe 17 8b aB 9 35 ¢8 9c 40 c7|8"5.bAb.. "ESE. @
0007:6980 |3a 1f ba 50 36 b8 44 39 51 14 26 34 1f 02 00 74 :.“PEJ&BQ.&4...1
0007:6990 |00 4 01 00 b2 69 07 00 00 OO0 00 OO0 14 ec 07 O00|.&..%1....... i..
0007:69a0 |00 00 00 00 ba d4f Oc 00 00 00 00 00
0007:69b0 |PEwEwd 00 00 00 00 0O OO OO OO 00 00
0007:69<0 |00 OO0 00 OO0 00 0O OO OO OO OO 00 0O
0007:6940 (00 00 00 00 0O 00 OO0 0O OO 00 00 0O
0007:69=0 |00 00 00 0O 0O OO0 OO 0O OO OO0 00 OO
0007:69£0 (00 00 00 00 00 OO0 OO 0O OO OO0 00 OO
0007:6a00
4]

Rl R

o [ e TR ]
[T+ W
[»

oo

o

oy

Signed 8 bit: Signed 32 bit Hexadecimal: | 47|
Unsigned 8 bit: Unsigned 32 bit: Octal: | 107 |
Signed 16 bit 32 bit float: Binary: | 01000111
Unsigned 16 bit. 64 bit float: Text: | G
Show little endian decoding [ ] Show unsigned as hexadecimal Stream length: ‘ Fixed 8 Bit - ‘

| Encoding: Default I |OVR [size: 485888 Offset: 0007:69ac-7  |Hex [RW

Figure 42 — The end of file (EOF) of the recovered WinPcap_3_1_beta_3.exe file #1
The last 6 bytes “47 49 50 45 4e 44” of the downloaded file were used to locate the

EOF of the recovered file. Figure 42 showed the EOF of the recovered file. The data
after the “47 49 50 45 4e 44” were 00s.
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file:/gefa/WinPcap_3_1_beta_3.exe - KHexEdit

Eile Edit View Documents Bookmarks Tools Settings Help

29O EEHS 9 @@@f_‘] %OG @@

D00D7:6890 |66 BB 60 69 ba bd 5a T7a|f. ij/.U..&a}KZ=z
D007:68Ba0 |42 91 6e fe de fl ee 57 56 bf 61 ff 77 Tf de el |B.nbPiaiWV:iavyw.Pa
0007:68b0 |85 d6 b3 05 45 42 5¢ 54 5¢ 3e 2d 49 51 e3 a2 db|.02.0B\1\>-IQ4¢0
0007:68c0D|ab 6c 44 b3 14 69 52 24 B8c b8 b4 40 96 f£0 45 96 |¥1M?.iR-., D.8E.
0007:68d40|dd 37 93 ef 4f 35 fa 16 e5 bf 34 6a f8 2d 4f 41 |¥7.iB50.4:4j@-0ON
0007:68e0 |a2 £f7 4c c4 5a 43 4b 51 7f 52 4f 39 38 bf 78 53 | ¢+LAZOEQ.RO98:x8
D007:68f0|3a £2 fb aa fe 86 94 96 b5 76 47 41 6a b5 64 06 |:00°h...avxAjud.
0007:6900 |bf c¢f b9 ba ee 87 7a cc bf Tc £5 6d bb a5 17 c2 |gitei.zi: |Sms¥.A
0007:6910 |f4 Be 4a B8 Bl 54 £f7 0f 1lc 39 58 91 39 6a be 44 |6.J..T7+..9X.97ub
0007:6920|£3 18 13 de fe 49 3f el 56 7f 25 ec e¢7 ff 0e 83 6..ﬁbI?ﬁV.%iQ?..
0007:6930(|24 Tc 87 ce 73 e0 a2 el c¢d Bf 7f 10 b4 82 ab 26 $|.i3&¢éi...'.¥&
0007:6940 |b4 35 45 a0 45 22 55 13 ££f 20 8f fe¢ 01 02 7a 39| 5E E"U.¥ .14..29
0007:6950 |ca 40 1f b4 41 49 30 20 07 b4 ae 8b ¢l 0a 63 e7 |ED. AIOD .'@.ﬁ.c;
0007:6960 |82 b5 47 26 04 81 be ba 14 a0 e5 5b c¢8 fa 94 fd|.pc&..%*°. A[EQ.¥
0007:6970 |38 22 35 9¢c 62 ¢l fe 17 Bb a8 «¢9 35 c¢B8 9c 40 7 B“E.bﬁb..-EEE.@G
0007:6980|3a 1f ba 50 36 b8 d4 39 51 14 26 34 1f 02 00 74 :.“PGJQQQ.&ﬂ...t
0007:6990 |00 =4 01 00 B2 69 07 00 00 0O 00 OO i
0007:6%a0 |00 00 00 00 ba 4f Oc 00 00 0O 00 0O
0007:69b0 44

0007:69cD
0007:6940
0007:69e0
0007:69£f0
0007:6a00

v
Hex @« Find [1Backwards [ ] b4

Elsy

Signed 8 bit: Signed 32 bit: Hexadecimal: 00 |

|

Unsigned 8 bit: Unsigned 32 bit: Octal: 000 |

o |
o) |

Signed 16 bit: E 32 bit float: Binary: | 00000000 |
o |

Unsigned 16 bit: 64 bit float: 0.000000E+00 Text: . |

Show little endian decoding [ ] Show unsigned as hexadecimal Stream length: | Fixed 8 Bit v|

| Selection: 0007:69b2 0000:004e | |OVR [Size: 485888 Offset: 0007:6a00-7  |Hex |RW
Figure 43 — The end of file (EOF) of the recovered WinPcap_3_1_beta_3.exe file #2

Figure 43 shows that the unnecessary data (00’s) were highlighted and deleted.
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file:/gefa/WinPcap_3_1_beta_3.exe - KHexEdit

Eile Edit View Documents Bookmarks Tools Settings Help

5 eXx]

&

0007:6840 | 2a
0007:6850 | ec
0007:6860 |eb
0007:6870 | £6
0007:6880 |91
0007:6890 |66
0007:68a0
0007:68b0
0007:68c0
0007:684d0
0007:68e0
0007:68B£0
0007:6900
0007:6910
0007:6920
0007:6930
0007:6940
0007:6950 | ca
0007:6960
0007:6970
0007:6980
0007:6990
0007:69a0
0007:69b0
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E

2c
25
43
37
60
6e
b3
44
93
4c
fb
b%
4a
13
87
45
1f
47
35
ba
01
00

41
3b
2a
45
69
fe
05
b3
ef
cd
aa
ba
88
deo
ce
al
b4
26
9¢
50
00
00

60
ib
80
64
6a
de
das
14
daf
S5a
fe
ee
81
fe
73
45
41
04
62
36
b2
ba

1f
ee
4f
£3
2f
f1
42
69
35
da3
86
87
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fe
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34
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8¢
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fe
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7b
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el

£5
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£f£
49
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41
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91
ec
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fe
8b
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35
34
00
00

|

bl
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77
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b4
01
cl
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cB
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14
47

43
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da
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el
£0
2d
bf
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ff
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fa
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02
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f2
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£5
85
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de
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45
4f
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17
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Oe
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Ta
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o7
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77
a7
14
f8
Ta
el
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06
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26
39
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fd
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74
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| [1Backwards [ ]

i.,A .D1lUb.¥+Cow
éA%;Kig.EY ({UEx. §
&-0%,02>=. PABUS.
.R7Ed64,B.&0m. .o
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.02 .0B\1\>-IQ4¢0
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P R e R
c...%B......CGIPE

ND |

X

Signed 8 bit:
Unsigned 8 bit:
Signed 16 bit:
Unsigned 16 bit:

LLL

Show little endian deceding

Signed 32 bit:
Unsigned 32 bit:

|

32 bit float: 0.000000E+00
64 bit float: 0.000000E+00

[[] Show unsigned as hexadecimal

Hexadecimal
Octal

Binary

Stream length

00 |

000 |

00000000 |

Fixed 8 Bit

T |

|Er|coding: Default

| |OVR [size: 485810

Offset: 0007:69b2-3

Hex RW

Figure 44 — The complete recovered WinPcap_3_1_beta_

© SANS Institute 2000 - 2005
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The size of the file showed the correct size (485810

bytes).
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The md5sum utility was used to calculate the MDS hash of the complete recovered file.
This MD5 hash was then compared to the MD5 hash of the downloaded file to verify if
they are the same file.

File Edit View Terminal Tabs Help

[root@LinuxForensics gcfal# mdSsum WinPcap_3_1 beta_3.exe

-3
4511ee3b4e5d8150c035a140dfbay2c0 WinPcap_3_1 beta_3.exe l
[root@LinuxForensics gefal# B

Figure 45 — MD5 hash of the complete recovered WinPcap_3_1_beta_3.exe file

Figure 45 shows that the MD5 hash of the complete recovered file matched the MD5
hash of the downloaded file. This demonstrated that the partially recovered
‘WinPcap_3_1_beta_3.exe” file from the USB JumpDrive image was in fact the
downloaded “WinPcap_3 1 beta_ 3.exe”.

A further investigation of the purpose of the WinPcap_3_1_beta_3.exe from
http://windump.polito.it/ revealed that WinPcap contained libraries that are required by
WinDump to capture network packets.

Finally, the 3 files that were not deleted were examined. In order to do this, the mount
utility was used to mount extracted FAT16 partition on /mnt/usb. The mount utility was
run with the following option:
-0 ro,noexec,noatime,loop
o the -o indicates options and these options used were as follow:
" ro - this instructs the mount utility to mount the image in read-
only mode.
"= noexec - this option does not permit executables on the
image to be run.
= noatime - this option does not change the accessed time on
all the file in the image.
= loop - this option mounts an image on a loop device.

(VB i
Eile Edit

[root@LinuxForensic
[root@LinuxForensic

View Terminal Tabs Help
gcfal# mount -o ro,noexec,noatime,loop usbimage-fatl6 ,.-"'1t111t,.-"'1.15b_n__
gefal#

Figure 46 — Mounting the FAT16 image

]
]

The Is utility was used to list the files on the FAT16 patition. The Is utility was run with
the options:
I - this option lists the files long format (ie the owners, groups, time,
permissions are listed)
t - this option sorts the files based on the last modification file (starting with

© SANS Institute 2000 - 2005 Author retaing5ull rights.



the last modified file — descending order)
r - this option reverse the sorted order, ie (list the files that were edited the
earliest — ascending order).

Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gefal# 1s -1rt /mnt/usb

total 60

-rwxr-xr-x 1 root root luuhb Oct
X 1 root r

09:32
09
2024

[ I

o0 e

xr-x 1 root roo O
[ruutﬂLlnu (Forensics "-Iq]# I

Flgure 47 — Files on the FAT16 image

The existence of these 3 files validated the timeline gathered from the fls utility. The
timeline (Figure 14) indicated that 3 files were not deleted. The Is listing also indicates
that the “her.doc” file was last modified on Oct 25 at 9:32am, the “hey.doc” file was
modified on Oct 26 at 9:38am and the “coffee.doc” file was edited at Oct 28 at 20:24.

File Edit Wiew Terminal Tabs Help

ft ”IIlu- D
yft O0ffice D

[root@LinuxForensics gcfal#

Figure 48 — File type classification of the files on the FAT16 image

Figure 48 shows that these files were Microsoft Office documents. These documents
were therefore loaded into Microsoft Word.

W Microsoft Word - her.doc -0l x|
”@ File Edit Yiew Insert Format Tools Table \Window Help -|5’|£|
¥
DRy d oo @@ B
“ Marmal * Courier Mew 10~ B I U | = = -
EEIIIZ |---4---|---5---|---ag
[ | —
Hey I =aw wou the other dav. I tried to =say "hi"™, but you
dizappeared??? That was a nice blue dress you were wearing. I heard
that your car was giving wvou some trouble. Mavbhe I cah give you a ride -
T to work sometime, or maybe we cah get dinher sometime? .
. =]
Hawve a nice day
F
= | b
|Page 1 Sec i 11 At 1” tln1 Cal i |REC |TRE| [ExT |ovR [wedl| G| 4
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Figure 49 — The her.doc document

her.doc Properties

General Summary |S13h'sh’cs| Conbents' Custom'

2=

Title:

Subject: I

Author: IRobert Lawrence

Manager: I

Company: I

Category: I

Keywords: I

Comments:

Hyperlink
base: I

Template: Mormal.dot

I Save preview picture

Ok I
Figure 50 — The properties of the her.doc document

Cancel I

Figure 50 shows that the owner of the “her.doc” file was Robert Lawrence.

il hey.doc - Microsoft Word

JFiIe Edit View Insert Format Tools Table Window Help

=101 x|

JDEE|§I},J|E|.¢1, %l:l|1nn% 18

J Marmal -

Eﬂ

o
3
== |

Hey! Why are you being so mean? I was just offering to help vou out
with your car! Don't tell me to get lost! You should give me a -
chance. I'm a nice guy just tryving to help you out, just because I

- think you're cute doesn't mean I'm weird. Perhaps coffee would be £
better, when would be a good time for you? e

F

; | 3

|omw~ 3 & | Auoshapes - N N OB B - L-A-=S=E8a.

| Page 1 Sec 1 1 [at1” ln1 €ol1 [REC [TRE EéT [ovR | G | 7

Figure 51 — The hey.doc document

Again, the properties of the “hey.doc” file showed that Robert Lawrence was the owner.

© SANS Institute 2000 - 2005
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'-'_E. coffee.doc - Microsoft Word ;lglﬁl

JFiIE Edit View Insert Format Tools Table Window Help
JDiE|%@.J|%|ﬂv|%D|mD% - 32
E% Toeo v 2 | B B S R -

—
=
o
=
3
[F18
1

.
1%

L |»

Hey what giwes? I was drinking a coffee on thuraday and zaw you =top
buy with some guy! You =aid you didn't want coffee with me, but vou'll

go have it with some random guy??? He looked like a loser! Guy=s like
- that gre nothing but troukle. I can't believe you did this to me! You (o
should stick to vour word, if vou're not interested in going to coffee +
with me then you shouldn't be going with anyone! T heard rumors about Jg
- a "bad batch™ of coffee, hope you don't get anv... =

JDrawv[ﬁgC,|AutoShape5v\\ADDH-‘.|& L-A-=E=gBa.
|Page 1 Sec 1 Y1 [atr Ini col 1 [REC [RK [Exm [ovR 15K | A
Figure 52 — The coffee.doc document

The properties of the “coffee.doc” file also showed that Robert Lawrence was the
owner.

Conclusions

To summarize, the examination of the unknown USB image confirmed Ms. Conlay’s
harassment claim. The examination showed that Mr. Lawrence had installed a network
sniffer (WinDump). He also installed WinPcap, which is a set of libraries that permits
WinDump to capture packets. He used the sniffer to capture network packets to and
from Ms. Conlay’'s PC. This explains how Mr. Lawrence was able to obtain Ms.
Conlay’s private email address and how he was able to discover the meeting location
and time between Ms. Conlay and her friend. Mr. Lawrence even tried to delete certain
files to conceal his actions. The properties of the 3 files that were not deleted show that
Mr. Lawrence was the owner. The content of the documents were the emails that Mr.
Lawrence had sent to Ms. Conlay and these emails showed that Mr. Lawrence was
becoming increasingly aggressive.
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Image Details

There were three Microsoft Office documents on this USB JumpDrive image. The
properties of these documents show that Robert Lawrence was the owner.

Eile Edit VYiew Terminal Tabs Help

[root@LinuxForensics gefal# 1s -1rt /mnt/usb
total 60
-rwxr-xr-x 1 root root 19968 Oct 25 09:32

26 09:48
 20:24

Figure 53 — File listing of the FAT16 image

There were three files that were recovered completely. The fourth file
‘WinPcap_3_1_beta_3.exe” had to be rebuilt as it was only partially recovered.

Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics recovered]# 1s -1rt
total 992

-rw-r--r-- oot root
-rWw-r—--r—-- root
-TW-T——T—— root 6
-rwW-r--r-- 1 root root 814 C
[root@LinuxForensics recovered]#

485810
450560
0 capture

¥Forensics usb]# mdSsum her.doc
R6738f9deb73d8be 57978  her.doc

cab01d4f8138717dcaddel7aBeclf%edl hey.doc
[root@LinuxForensics usb]#

Figure 56 — The MD5 hashes of the hey.doc file
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Eile Edit View Terminal Tabs Help
usb]# mdSsum
c931e0cyBdl

s ush]#

coffee.doc
coffee.doc

Eile Edit VYiew Terminal Tabs Help

79375b77975aa53al1b0507
[root@LinuxForensics

[root@LinuxForensics gefal# mdSsum WinDump.exe
-
!

File Edit VYiew Terminal Tabs Help

GRafadabhb

cfa]# mdSsum map.gif

map.gif

File Edit VYiew Terminal Tabs Help

97b7b0a%fedb4238b

ot@LinuxForensics gefal# mdSsum capture

Eile Edit Wiew Terminal Tabs Help

[root@LinuxForensics gc

4511ee3b4e5d8150c035a140dfbav2c0

[root@LinuxForensics gcfal# I

fal# mdSsum WinPcap_3_1 beta_3.exe

WinPcap_3_1 beta_3.exe

Figure 61 — The MD5 hashes of the WinPcap_3_1_beta_3.exe file
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root® LinuxForensics:(g

File Edit View Terminal Tabs Help

[root@LinuxForensics gefal# cat timeline.mac

2004 : B . WNTWNT WX
2004 08 G —TWXTWXTWX
2004 08 . —TWNTWNTWX
2004 H .a. ~TWXTWXTWX
2004 06 ‘. ~TWXTWXTWX
2004 . ~TWXTWNTWX
2004 :00: g .a. WNTWNT WK

ra
w

.doc
.doc
.doc
y.doc
y.doc
y.doc
/WinPcap_3_1_beta_3.exe (_I

P B B3 R R

o~ T @ F e e

= o e LD W

=
]

S -TWRTWHTWX /WinDump.exe (_INDUMP.EXE)

[
(=]

[ -TWXTWXTWX /WinPcap_3_1 beta_3.exe (_I

-

J=TWXTWXTWX /WinPcap_3_1_beta_3.exe (_I

[
(=]

[ —TWHTWXTWX /WinPcap_3_1 beta_3.exe (_I

[ -TWXTWXTWX 7 /WinPcap_3_1 beta_3.exe (_I

~TWXTWXTWX ] /WinDump .exe (_INDUMP.EXE)
27 2004 16:24:04 { .. C =/ -TWNTWXTWX 2 /WinDump .exe (_INDUMP.EXE)

/ -TWHTWRTWXE 4 /WinDump .exe (_INDUMP.EXE)
(deleted)
Wed Oct 27 2004 16:24:06 ] o =/ —TWHTWHTWX
(deleted)
28 2004 00:00: 4 .a. -/-TWXTWXTWX
. WXTWXTWX

[=]

/WinDump.exe (_INDUMP.EXE)

p.gif (deleted)
/WinPcap_3_1_beta_3.

oo

NPCA~1.EXE) (deleted)
{ —TWXTWXTWX
—TWXTWXTWX
—TWXTWXTWX
WXTWXTWX

/_apture (deleted)

_ap.gif (deleted)
ffee._doc

/WinDump.exe (_INDUMP.EXE)

oo oo
cooo

(deleted)
Oct 28 124 ..C WXTWXTWX
2004 11:11: ‘. ~TWXTWXTWX
2004 11:17:44 “ d —TWNTWXTWX
4 .. ~TWXTWNTWX
2004 11:17:46 4 m.. —TWNTWNTWX

pture (deleted)
_apture (deleted)
_ap.gif (deleted)
_ap.gif (deleted)
_ap.gif (deleted)
_ap.gif (deleted)
coffee.doc
fcoffee._doc

—ITWXTWXTWX
—“TWXTWXTWX
WHTWHT WX

cCoocooooo
coocooooo
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The following is the screen capture of the dirty word list.

Eile Edit Wiew Terminal Tabs Help
[root@LinuxForensics gcfal]# cat dirty-word-list

Timeline:

WinDump . exe ] )
WinPcap_3_1_beta_3.exe from the Timeline.

e ey | N€SE key words were obtained

Capture:

flowergirl96 These key words were obtained
from the network capture.

WinDump . exe
/tepdump/master/tepdump/addrtoname.c,v 1.96.2.6 2

:31 guy Exp § (LEL)

: pcap_loop: %s rodram
d packets received by filter program.

windump R EEEEe——— | NeSe key words were obtained
icmp6: router advertisement from the WinDump.exe

1 packets captured
version %s, based on tcpdump version %s

WinPcap_3_1_beta_3.exe:

OLEAUT32.DLL

\npf.sys from the

data‘Main' 3‘\wanpacket.dll

data‘\Main‘ 4\packet.dll program.

These key words were obtained

\packet.dll WinPcap_3_1_beta_3.exe

data‘Main® 5\packet.dll
data‘Main' B\npf.vxd
data‘\Main' 7\wpcap.dll

[root@LinuxForensics gcfal# I

Figure 63 — The dirty word list
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Forensic Details

The investigation revealed that Mr. Lawrence used the “WinDump.exe” 3.8.3 beta and
the “WinPcap_3_1_beta_3.exe” executable programs.

The “WinDump.exe” is a network wiretap program that captures network packets on a
network segment and saves this capture to a file. Therefore, if the usernames,
passwords, email conversation, etc are transmitted across a network segment, the
WinDump.exe will be able to capture all this information. The “WinDump.exe” program
is based on the Linux version of tcpdump utility. This program was accessed on Oct 27
2004 at 00:00:00 and again on Oct 28 2004 at 00:00:00.

The “WinPcap_3_1_beta_3.exe” is an executable program that installs the libraries that
are required by WinDump.exe to capture network packets. “It includes a kernel-level
packet filter, a low-level dynamic link library (packet.dll), and a high-level and system-
independent library (wpcap.dll, based on libpcap version 0.6.2). The packet filter is a
device driver that adds to Windows 95, 98, ME, 2000, and XP the ability to capture and
send raw data from a network card, with the possibility to filter and store in a buffer the
captured packets. Packet.dll is an API that can be used to directly access the functions
of the packet driver, offering a programming interface independent from the Microsoft
OS. Wpcap.dll exports a set of high level captures primitives that are compatible with
libpcap, the well-known Unix capture library. These functions allow to capture packets
in a way independent from the underlying network hardware and operating system” [4].

Mr. Lawrence first used the “WinPcap_3_1_beta_3.exe” to install the libraries that were
required by WinDump. He then used the “WinDump.exe” program to capture the
network activities initiated by Ms. Conlay. This was evident as there was a WinDump
capture file with information on a particular network session between Ms. Conlay’s PC
and www.hotmail.com (an email service). Mr. Lawrence was able to analyze this
WinDump capture file and find Ms. Conlay’s private email address, and the meeting
time and location with her friend. Mr. Lawrence then used http://www.mapblast.com to
determine the meeting location. It was also apparent that Mr. Lawrence knew that he
had violated his company’s policies because he deleted the capture file, the WinDump
and WinPCap programs once he had finished analyzing the capture file. This was
probably done in an attempt to conceal his activities.

The “WinDump.exe”, “WinPcap_3_1_beta_3.exe”, WinDump capture file, and map of
the meeting location were recovered using the following methods:
- The FAT16 logical partition was extracted using the dcfldd utility.
The fls and the mactime utilities were used to gather the timeline of this FAT16
logical partition. The timeline showed the four deleted files (WinDump.exe,
WinPcap_3_1_beta_3.exe, _ap.gif and _apture) and their associated inode
addresses. The timeline also indicated when the “WinDump.exe” and the
“WinPcap_3 1 beta_ 3.exe” were last run.
The four files were deleted, thus their inode addresses were changed from
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allocated to not allocated. However, the actual data associated with the files
were still on the partition. The istat utility was then used to extract inode
information such as the file name, file size and the blocks that the file occupies.
With this information, the dcfldd utility was used to extract the four deleted files.

The Google search engine was used to locate both the “WinDump.exe” and the
‘WinPcap_3_1_beta_3.exe” files.

The “WinDump.exe” was found at http://windump.polito.it/install/default.htm. The
md5sum utility was used to calculate the MD5 hash of this downloaded file. The MD5
hash was then compared to the MD5 of the recovered WinDump.exe file. The MD5
hashes matched. Therefore, it was concluded that the recovered file was the WinDump
3.8.3 beta.

The “WinPcap_3 1 _beta_3.exe” was found at
http://www.oltenia.ro/download/pub/windows/network%20tools/ethereal/. Again the
md5sum utility was used to calculate the MDS hash of this downloaded file. Since the
‘WinPcap_3_1_beta_3.exe” could only be partially recovered, the MD5 hash of the
downloaded file could not be used at this moment to match the MD5 hash of the
partially recovered file. Thus, an attempt to restore the partially recovered file into the
complete file was initiated. Both the downloaded and partially recovered
WinPcap_3_1_beta_3.exe files were analyzed using the khexedit utility. Approximately
20% of the data was missing from the partially recovered file when compared to the
downloaded file. Therefore, the missing data was copied from the downloaded file to
the partially recovered file. Once the extra bits at the end of the partially recovered file
were removed, the md5sum utility was used to calculate the MD5 hash of this file. The
MD5 hash matched the MD5 hash of the downloaded “WinPcap_3 1 beta 3.exe” file.
Therefore, it was concluded that the partially recovered file was the WinPcap version
3.1 beta 3.

The “_apture” file was also recovered. The file utility indicated that this was a tcpdump
capture file. The ethereal utility was used to analyze this capture file. Further
investigation on this capture file revealed the personal email address of Ms. Conlay,
her friend and their meeting time and location. It was indicated in Ms. Conlay’s email
that the coffee shop was at an out of the way location. Since Mr. Lawrence had
appeared unexpectedly at the meeting location, it was concluded that he knew about
the meeting time and location. At this point, it was fairly conclusive that Mr. Lawrence
was the person who downloaded the WinDump and the WinPcap programs. He then
ran these programs and analyzed the WinDump captured file in order to determine
where and when Ms. Conlay was meeting her friend. This also explains how Mr.
Lawrence was able to obtain Ms. Conlay’s personal email address.

In order to analyze both the WinPcap and the WinDump programs, a VMware session
of Windows 2000 Professional SP2 was used. The IP address of 192.168.2.1 (the
gateway) was assigned to the VMware and 192.168.2.10 was assigned to the
Windows 2000 Professional SP2. VMware is a program that allows different virtual
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operating systems to exist within an operating system. Thus, a session of Windows
2000 can be run on the Fedora Core 2 Linux operating system. The VMware session
can be configured such that any activities executed in that session will not affect the
main operating system. This is very useful in forensic cases that involve analyzing
unknown programs or potentially malicious programs.

Both the WinPcap and WinDump executable programs were copied to the Windows
2000 VMware session via a floppy to the C:\gcfa folder. The SANS Track 8 Course CD,
which contains the Windows forensic tools, was mounted on the Windows 2000
VMware session on the D:\ drive. The md5sum utility on the SANS CD was used to
verify the MD$S hashes of both the WinPcap and WinDump programs.

“] G WINNT " System32',cmd.exe

C:sgefarxd:ispesponse_kitswinZk_xpsmdSsum WinDump.exe
SAI375LYP5aa53a1bASAYATE1AYRE £ 7 =#Civhgef as s UinDump . exe

Cisgefardisresponse_kitswin2k_xpsmdSsum WinPecap_3_1_heta_3.exe
~4511eedb4e5d8150cB35a148df ba?2cB =C:issgefassWinPcap_3_1_beta_3.exe

Figure 64 — MD5 Hash of the WinDump and WinPcap programs

WinPcap 3 1 beta 3.exe Program Analysis

The WinPcap_3_1_beta_3 program contains the libraries that WinDump requires.
Therefore, it must be installed first. The strace utility was used to monitor the
WinPcap_3_1_beta_3 installation. Strace is a utility that monitors the interactions of a
program and the operating system during the program’s run-time process and writes
the interactions to a trace file. A copy of the strace utility was downloaded from
http://www.bindview.com/Support/RAZOR/Utilities/WWindows/strace readme.cfm and
installed on the C:\gcfa folder. The strace utility was run with the following option:

-0 output.txt — This option invokes the strace utility to write the trace to the

“output.txt” file.

&4 | C2 WINNT 3 System32', cmd.exe

Cisgofar

.Figure 65 — Strace output for WinPcap installation
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& | L2 WINNT  System32% cmnd.exe

C:wgefardiyr winpocap.txt
Uolume in drive C has no lahel.
Uolume Serial Humber iz 94Z2D-DSAE

Directory of C:sgeofa

12-31-28084 18:26a 2,811,831 winpcap.-txt
1 File<s?> 2.811.831 hytes
8 Dir<s> 3.307.868%.6649 bytes free

Figure 66 — Strace output “winpcap.txt “ file

The notepad tool was used to analyze the strace output file “winpcap.txt”. The strace
output “winpcap.txt” file is long, therefore only the pertinent sections of the strace
output file will be displayed and analyzed.

No. WinPcap Strace Output

3701 NtCreateFile (0xc0100080, {24, 0, 0x40, 0, 1244476,

"\ ?2\C:\DOCUME~1\WINFOR~1\LOCALS~1\Temp\1P743063\
WinPcap 3 1 beta 3\splash.bmp"}, Ox0, 128, 1, 1, 96, 0,

0, ... 292, {status=0x0, info=1}, ) == 0x0
3702 NtSetInformationFile (292, 1244532, 40, Basic,
{status=0x0, info=0}, ) == 0x0
3703 NtClose (292, ... ) == 0x0

Table 2 — WinPcap.txt Strace Output #1

The definition of the NtCreateFile, NtSetinformationFile, and the NtClose functions
can be found in the MSDN Library. The definitions are listed below:

“The NtCreateFile function either creates a new file or directory, or opens an existing
file, device, directory, or volume...NtCreateFile is equivalent to the ZwCreateFile
function documented in the DDK” [6][7].

The NtSetinformationFile function is equivalent to the ZwSetinformationFile function.
“The ZwSetinformationFile routine changes various kinds of information about a file
object” [8]. In Table 2, if the MAC times of a file are changed, the NtSetinformationFile
with the Basic value will be set. If a file is to be deleted, the NtSetinformationFile with
the Disposition value will be set and the file will be deleted once it is closed with the
NtClose function.

The “winpcap.txt” strace output file contained many temporarily files and folders that
were created during the WinPcap installation but only a few of these files were
analyzed.

The strace output of the “winpcap.ixt” in Table 2 indicates that the NtCreateFile
function was first used to create the temporarily file “splash.bmp”. The
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NtSetinformationFile with the Basic value was used next to indicate the MAC times of
this file were modified. The NtClose function was used to end the file operation.

No. WinPcap Strace Output
14215 | NtCreateFile (0xc0100080, {24, 0, 0x40, 0, 17497612,
"\??\C:\WINNT\System32\packet.d11"}, 0Ox0, 128, 1, 1, 96, 0, O,

. 328, {status=0x0, info=1l}, ) == 0x0
14216 NtSetInformationFile (328, 17497668, 40, Basic,
{status=0x0, info=0}, ) == 0x0
14217 |NtClose (328, ... ) == 0x0

Table 3 — WinPcap.txt Strace Output #2

Table 3 indicates that the “packet.dll” file was created in the folder
C:\WINNT\System32. Again, the NtSetinformationFile with the Basic value was used
next to indicate the MAC times of this file was modified and the NtClose function was
used to end the file operation.

No. WinPcap Strace Output

20173 |NtOpenFile (0x10080, {24, 0, 0x40, 0, O,
"\?22\C:\DOCUME~1\WINFOR~1\LOCALS~1\Temp\1P743063\
WinPcap 3 1 beta 3\splash.bmp"}, 7, 2113600, ... 284,
{status=0x0, info=1}, ) == 0x0

20174 NtQueryInformationFile (284, 1244160, 8, AttributeFlag,
{status=0x0, info=8}, ) == 0x0

20175 NtSetInformationFile (284, 1244208, 1, Disposition,
{status=0x0, info=0}, ) == 0x0

20176 |NtClose (284, ... ) == 0x0

Table 4 — WinPcap.txt Strace Output #3

Table 4 introduces the functions NtOpenFile and NtQuerylnformationFile. The
NtOpenFile function indicated that a particular file is open for file operation [9]. In Table
4, the NtOpenFile function opened the “splash.bmp” file. The NtQuerylnformationFile
with the AttributeFlag value returns the attribute of the file, eg if the file is hidden, read-
only, system [10]. The next function NtSetinformationFile with the Disposition value
indicated that this file that will be deleted once the file is closed. The “splash.bmp” file
was deleted after the NtClose function.

The complete analysis of the WinPCap executable program indicates the following:
- The npf.sys, packet.dll, wanpacket.dll, wpcap.dll and pthreadVC.dll were
installed in the C:\WINNT\System32 folder.
The npf_mgm.exe, daemon_mgm.exe, rpcapd.exe, NetMoninstaller.exe,
Uninstall.exe, and Install.log were installed in the C:\Program Files\WinPcap
folder.
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WinDump.exe Program Analysis

Since the MD5 hash of the recovered WinDump program matched the MD5 hash of
the downloaded WinDump program from http://windump.polito.it/install/default.htm,
this program was classified as a known program. Thus, prior to any program analysis,
the function of this program was already known. However, the methodology used for
analyzing an unknown program would consist of using the strace utility to:
- monitor what files are installed on the system during the program execution.
monitor when these files are used during the program execution
monitor the registry keys that are installed during the program execution
monitor the network connections the unknown program may have initiated
during the program execution.

The strace utility was used to monitor the WinDump program with the following
options (Figure 67):
-i2 — This option invokes the WinDump program to use the active network
interface on the operating system.
-w windump-capture — This option invokes the WinDump program to write the
output to the “windump-capture” file.

WIMNT S System 32 cmd.exe

Ciswgofarstrace —o windump.txt "windump.exe —-1i2 —w windump—capture
windump.exe: listening on “Device~MPF_{FB6CEBZ216—-67C2—4343-9758-E4E124EC3CF83

8 packetsz captured

18 packets received by filter
@B packetsz dropped by kernel
“C

Ciwgofar

Figure 67 — Strace output for WinDump capture
Once the WinDump program was executed, a PING to 192.168.2.1 (the gateway) was

initiated (Figure 68). This was done to generate network packets so that WinDump can
capture these packets.
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C:' WINMNT Y System 32 cmd.exe
C:~>ping 192.168.2_1

Pinging 192.168.2.1 with 32 hytes of data:

Reply from 172.168_.2.1: hytes=32 time<iBms TTL=64
Reply from 192 _168_2_.1: bytes=32 time<l18Bmz TTL=64
Reply from 172.168.2.1: hytes=32 time<iBmsz TTL=64
Reply from 172.168_.2.1: hytes=32 time<iBms TTL=64

Ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 4, Lost = B (B

Approximate round trip times in milli-—seconds:
Hinimum = Bms, Maximum = Bms,. Average = Bns

CosD

Figure 68 — Ping 192.168.2.1 (Gateway)

SWINNTY System 32y cmd.exe

Civgefardir windump.txt windump—capture
Uolume in drive C has no lahel.
Uolume Serial Humber iz 942D-DSAE

Directory of C:ngcfa

123128004 18:41a L84.414 windump.txt
Directory of C:ngcfa
123128004 18:41a 744 windump—capture
2 File<s> L85 ,.158 byutes
B Dirdsd 3,387, 225, 888 byteszs free

C:wvgefard:sresponse_kitswinZ2k_xp'ndS5szum windump—capture
~28d58hA4888eche?ddd?ebh?hli 8780723 =C:ssgefasswindump—capture

Cisgefar

Figure 69 — MD5 hash of the windump-capture file

Figure 69 shows the strace output file “windump.txt”, WinDump capture file “windump-
capture” and the MD5 hash of the “windump-capture” file. The “windump-capture” file
was copied to the Linux Forensics workstation /gcfa folder via a floppy disk.

Eile Edit View Terminal Tabs Help

[root@LinuxForensics gcfal# 1ls -al windump-capture
-rwxr—--r-- 1 root root 744 Dec 31 11:20
[root@linuxForensics gocfal# mdSsum windump-capture
90d50b04088ecte7ddd9eb9b187807a3 windump-capture
[root@LinuxForensics gecfal# file windump-capture
windump-capture: tcpdump capture file (little-endian) - wversion 2.4 (Ethernet
, capture length 98)
[root@LinuxForensics gcfal#

Figure 70 — MD5 verification of the windump-capture file
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The md5sum utility was used to verify the MD5 hash of the “windump-capture” file. The
file utility was used next to verify that the “windump-capture” was a tcpdump capture
file. The ethereal utility was used next to examine this “windump-capture” file.

windump-capture - Ethereal

File Edit View Go Capture Analyze Statistics Help

DExfE Q4P 97T Y QEEQ BHHeaX @

No. . Time Source Destination Protocol | Info
1 0:41:45 192 5.2 L0 5.2, : Fcho (ping) regues
2 Z004-12-31 10:41:45 192.1638.2.1 192 .168.2.10 ICMP  Echo (ping) reply
3 Z2004-172-31 10:41:46 192.168.2.10 192 .168.72.1 ICMP  Echo (ping) reguest
4 Z004-1Z-31 10:41:46 192.165.2.1 192 .168.2.10 ICMP  Echo (ping) reply
5 Z004-1Z-31 10:44:47 192 .168.2.10 192 .168.2.1 ICMP  Echo (ping) reguest
B Z004-17-31 10:41:47 192.1658.2.1 192 .168.2.10 ICMP  Echo (ping) reply
7 Z2004-12-31 10:41:48 192.16%.2.10 192 .168.2.1 ICMP  Echo (ping) reguest
8 Z004-1Z2-31 10:41:48 192.1638.2.1 192 .168.2.10 ICMP  Echo (ping) reply
[« | [2]

b Frame 1 (74 bytes on wire, 74 bytes captured)

b Ethernet II, Src: 00:0c:29:bd:e3d:ad, Dst: 00:50:56:20:00:08

b Internet Protocol, Src Addr: 192.165.2.10 (192.1638.2.10), Dst Addr: 192.163.2.1 (192.1
b Internet Control Message Protocol

[<]
Q000 00 50 95 cO 00 08 00 Oc 29 bd e3 a4 05 00 45 00 N . Joun E.

0010 00 3c 04 1b 00 00 80 01 bl 43 cO a8 02 0a cO a8 e O

Q020 02 01 08 00 45 Sc 02 00 05 00 61 62 B3 B4 BD BB e FhLL L o3bodef

0030 67 68 6Y ba 6Bb Bc Bd Be 6Ff VO 71 V2 73 74 73 VB ghijklmn opgrstuy

0040 77 Bl BZ 63 B4 65 BB 67 63 B9 wabcdefg hi

Eilrer: 4= Expressian...l bgearl o Apply ‘ File: P81

Figure 71 — Ethereal of the windump-capture file

Figure 71 shows 4 ICMP Echo requests (from 192.168.2.10 to 192.168.2.1) and 4
ICMP Echo replies (from 192.168.2.1 to 192.168.2.10). This result was expected as
there were 4 PING replies from 192.168.2.1 (showed in Figure 68).

The notepad tool was used to analyze the strace output file “windump.txt”. The
pertinent section of the strace output file “windump.txt” will be displayed and analyzed.

No. | "WinDump.txt” Strace Output

97 NtQueryAttributesFile ({24, 0, 0x40, 0, 0, "\"?2\C:\WINNT\System32\wpcap.dll"}, 1243076,
... ) ==0x0

100 | NtOpenFile (0x100020, {24, 0, 0x40, 0, 0, "\?\C:\WINNT\System32\wpcap.dll"}, 5, 96, ...
32, {status=0x0, info=1}, ) == Ox0

117 | NtQueryAttributesFile ({24, 0, 0x40, 0, 0, "\??\C:\WINNT\System32\packet.dll"}, 1242952,
... ) ==0x0
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120 | NtOpenFile (0x100020, {24, 0, 0x40, 0, 0, "\??\C:\WINNT\System32\packet.dll"}, 5, 96, ...
28, {status=0x0, info=1}, ) == 0x0

144 | NtQueryAttributesFile ({24, 0, 0x40, 0, 0, "\?2\C:\WINNT\System32\WanPacket.dll"},
1242828, ... ) == 0x0

147 1 NtOpenFile (0x100020, {24, 0, 0x40, 0, 0, "\?2\C:\WINNT\System32\WanPacket.dll"}, 5,
96, ... 32, {status=0x0, info=1}, ) == 0x0

Table 5 — Strace output for WinDump program #1

Table 5 indicates the following:

- The WinDump program first checked if the “wpcap.dll”, “packet.dll” and
“‘WanPacket.dll” files exist through the use of the NtFsQueryAttributesFile
function. This function determines if a file exists on a file system. This function is
often used because it does not change the last accessed time on the file [11].
The “wpcap.dll”, “packet.dll” and “WanPacket.dll” files are the WinPCap library
files. These files were installed in the folder “C:\WINNT\System32” during the
WinPcap installation process.

Once these files were located, the strace output showed that the WinDump
program open these files. This established the WinDump’s reliance on the
WinPcap libraries.

The following libraries were found throughout the strace output “windump.txt”. These
libraries were opened using the NtOpenFile function.
- iphlpapi.dil — This is the IP Helper API. It is used to retrieve network
configuration settings on a Windows operating system [12].
icmp.dll — This library is used by the PING utility [13]. The PING utility is used to
determine if a host is on the network.
mprapi.dil — This library is used to configure the Microsoft Windows 2000
routers [14].
samlib.dll — This library is used for the Security Authority Manager API [15].
netapi32.dll — This library is used by applications to access a Microsoft network
[16].
secur32.dll — This library contains Windows Security functions [17].
netrap.dll — This is the Net Remote Admin Protocol dynamic link library and this
library is part of the installation of the Windows 2000 operating system [18].
dnsapi.dll — This is the Domain Name Server API dynamic link library. It is used
by DNS resolvers to initiate DNS name lookups [19].
activeds.dll — This is the Active Directory Services Interfaces (ADSI) API dynamic
link library [20].
adsldpc.dll — This is one of the Active Directory Services Interfaces dynamic link
libraries [21].
rtutils.dll — This is the routing utilities. It is responsible for generating diagnostics
for the Windows Routing and Remote Access Service components [22].
setupapi.dil — This library is used by installers and setup applications [23].
userenv.dll — This library is used to create and manage user profiles [24].
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rasapi32.dll — This library is used to control modem connections [25].
rasman.dll — This is the Remote Access Server Manager DLL. It is used by
applications to initiate remote access functions [26].

tapi32.dll — This is the Microsoft Windows Telephony API client DLL [27].
dhcpcesve.dll — This is the DHCP Client service DLL. This library is used to
provide DHCP client services [28].

clbcatqg.dll — This library is part of the Windows COM services [29].

No. “WinDump.txt” Strace Output

3917 | NtCreateFile ... 428, {status=0x0, info=0}, ) == 0x0

3919 | NtDevicelIoControlFile (428, 0, 0x0, 0x0, Oxlcf7, 0x0, 0, 26, .
{status=0x0, info=26}, "N\NOP\OF\00\00\00\00\0O\N0OO\NOONOO\NO3\OG\O",
) == 0x0

3921 | NtDeviceIoControlFile (428, 0, 0x0, 0x0, 0x80000004,
"\5\1N1N0N4N0NONONONONONONONONO™, 15, 15, ... {status=0x0,
info=15}, "\5\I\N1\N0\4\0\0\NO\NO\2\0\0O\O\NO\O", ) == 0x0

3922 | NtDeviceIoControlFile (428, 0, 0x0, 0x0, 0x80000000,
"\N17N1IN1IN0N4N0NONONON2N\ONONONONO™, 15, 15, ... {status=0x0,
info=15}, "NI17\1\1\0\4\0\0O\0\0\2\0\0\O\O\O", ) == 0x0

3925 | NtDeviceIoControlFile (428, 0, 0x0, 0x0, 0x80000000,
"\N16\IN1INO0N4\0NONO \ONO\NONONONO"™, 15, 15, ... {status=0x0,
info=15}, "\16\1\1\0\4\0\0\0 \O\NO\O\O\NO\O", ) == 0x0

3928 | NtDeviceIoControlFile (428, 0, 0x0, O0x0, 0x2578, "@B\17\0", 4, O,

{status=0x0, info=1000000}, 0x0, ) == 0xO0

3929 | NtDeviceIoControlFile (428, 0, 0x0, 0x0, Oxlcfe6, "\200>\0\O", 4,
0, ... {status=0x0, info=16000}, 0x0, ) == 0xO0

3930 | NtDeviceIoControlFile (428, 0, 0x0, 0x0, Oxl1lcfs,
"\377\377\377\377", 4, 0, ... {status=0x0, info=-1}, 0x0, ) == 0x0

3982 | NtDeviceIoControlFile (428, 0, 0x0, 0x0, 0x2346,
"\6\0\0\0 \0\0\O", 8, 0O, ... {status=0x0, info=8}, 0x0, ) == 0x0

Table 6 — Strace output for WinDump program #3

Table 6 shows that the NtCreateFile function was used to create a file with an
associated file handle of 428. The file handle is a number that is assigned to every
created or opened file. The file handle is used because it is easier to reference a file
through the use of a number rather than the use of the filename. The

NtDeviceloControlFile function [30] was used multiple times to write the data that was

captured from the network device to the file handle 428.

No. “WinDump.txt” Strace Output

3984 | NtCreateFile (0x40100080, {24, 24, 0x42, 0, 1244428, "windump-capture"}, 0x0, 128, 3,
5,96, 0,0, ...412, {status=0x0, info=3}, ) == 0x0

© SANS Institute 2000 - 2005

Table 7 — Strace output for WinDump program #4

Table 7 shows that the file “windump-capture” was created because the WinDump
program was run with the “-w” option (show in Figure 67). The file handle 412 was
assigned to this “windump-capture” file.
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No. “WinDump.txt” Strace Output

3986 | NtWriteFile (412, 0, 0, 0, "\324\303\262\241\2\0\4\0\0\0\0O\O\O\
0\NONO "\O\NONONINONONO"™, 24, 0x0, 0, ... {status=0x0, info=24}, )
== 0x0

Table 8 — Strace output for WinDump program #5

Table 8 shows that the NtWriteFile function was used to write the tcpdump file header
(\324\303\262\241\2\0\4\0\0\0\0\0\0) to the file handle 412. The file header is in octal
format. Using the Windows XP calculator tool, the file header was translated to “D4 C3
B2 A1 02 00 04 00 00 00 00 00 00” in hexadecimal format.

Figure 72 shows the khexedit of the “windump-capture” file. The highlighted area
displayed the tcpdump file header in hexadecimal format.

e EDEHEB I eEDHHROOIOR

00 00 00

0000:0010 |60 00 OO0 00 01 OO OO OO0 B& 58 43 41 cb d8 07 00| ....
0000:0020 (4a 00 00 00 42 00 00 OO0 00 50 56 <O 00 01 00 Oe|J...J

Hex Find [] Backwards [ ] e
Signed B bit: 0 Signed 32 bit: 1610612736 Hexadecimal: 00
Unsigned 8 bit: 0| Unsigned 32 bit: 1610612736 Octal: 000
Signed 16 bit: 0 32 bit float: 3.689349E+19 Binary: 00000000
Unsigned 16 bit: 0 64 bit float: | 7.201125E-304 Text:
Show little endian decoding [ | Show unsigned as hexadecimal Stream length: | Fixed 8 Bit »
| Selection: 0000:0000 0000:000d | |OVR Size: 744 Offset: 0000:000d-7  |[Hex |RW

Figure 72 — Khexedit of the windump-capture file #1

No. “WinDump.txt” Strace Output

3988 | NtReadFile (428, 0, 0, 0, 256000, 0Ox0, 0, ... {status=0x0, info
=0}, "", ) == 0x0

3989 | NtWaitForSingleObject (424, 0, {-10000000, -1}, ... ) == 0x102

3990 | NtReadFile (428, 0, 0, 0, 256000, 0Ox0, 0, ... {status=0x0, info

=1921},"i\235\325A\270\314\3\0J\0N0O\N0OJI\NONONON24\0\NONONOPV\300\0\
10\0\14)\275\343\244\10\0ENO\NO<\4\33\0\0\200\1\261J\300\250\2\
12\300\250\2\1\10\0F\\2\0\5\0abcdefghijklmnopgrstuvwabcdefghi\0
\N01\235\325A\12\316\3\0J\0ONONOJ\NONONON24\0\N0ONONON14)\275\343\244
\OPVA300\0\N1I0N10\OENO\NO<\361=\0\0@\1\4 (\300\250\2\1\300\250\2\12
\O\ON\\2\0\5\0abcdefghijklmnopgrstuvwabcdefghi\0\0", ) == 0x0
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3991 [ NtWriteFile (412, 0, 0, 0, "i\235\325A\270\314\3\0J\0\0O\NOJ\O\O\
o", 16, 0x0, 0, ... {status=0x0, info=1l6}, ) == 0x0

3992 | NtWriteFile (412, 0, 0, 0, "\NOPVAN300\0\N10\0\14)\275\343\244\10\
0ENONO<\4\33\0\0\200\1\261J\300\250\2\12\300\250\2\1\10\OF\\2\O

\5\0abcdefghijklmnopgrstuvwabcdefghi", 74, 0x0, 0, ... {status=
0x0, info=74}, ) == 0x0

3993 | NtWriteFile (412, 0, 0, 0, "i\235\325A\12\316\3\0J\0\0O\N0OJ\0O\O\O",
16, 0x0, 0, ... {status=0x0, info=16}, ) == 0x0

3994 | NtWriteFile (412, 0, 0, 0, "\0\14)\275\343\244\0PV\300\0\10\10\
OENO\NO<\361=\0\0@\1\4 (\300\250\2\1\300\250\2\12\0\ON\\2\0\5\0abc
defghijklmnopgrstuvwabcdefghi™, 74, 0x0, 0, ... {status=0x0, nfo
=74}, ) == 0x0

Table 9 — Strace output for WinDump program #6

Table 9 shows that the NtReadFile function was used to read the data from the file
handle 428 and then NtWriteFile function was used to write the data to the “windump-
capture” file (file handle 412). The same process was repeated again in Table 10,
Table 11 and Table 12.

Figure 73 shows another khexedit of the “windump-capture” file. The highlighted area
in this figure contained the same data that was written by the NtWriteFile function (No.
3992) in Table 8. This confirmed the write process.

file:/gcfajwindump-capture - KHexEdit
Eile Edit View Documents Bookmarks Tools Settings Help

HeDEHEB 9 eEHIKOOIO0R
00000000 d4 3 b2 a1l 02 00 04 00 OO0 OO0 OO0 OO OO0 OO QO 0O
00000010 |60 00 OO0 OO 01 0O 0O 00 B& 58 43 41 c6 48 07 00
0000:=:0020 |4a 00 00 00 4a 00 00 00 00 50 56 <0 00 01 00 Oe
0o00:0030 |29 75 84 83 08 00 45 00 00 3ec 01 54 00 0O 80 01
0000:=:0040 b4 08 c0 a8 02 0a c0 a8 02 01 08 00 42 5¢ 02 00
IDDDEODEDRERGTINAE]1 62 63 64 65 66 67 6B 69 6a 6b 6c 64 Geli®
DD ERE T 70 71 72 73 74 75 76 77 61 62 63 64 65 66 &7
00000070 | R3] & 58 43 41 a2 49 07 00 4a 00 00 00 4a 00
a3

Signed 8 bit: -122 Signed 32 bit: 1104369798 Hexadecimal: 86
Unsigned 8 bit: 134| Unsigned 32 bit: 1104369798 Octal: 206
Signed 16 bit: 22662 32 bit float: 2.641822E+01 Binary: 10000110
Unsigned 16 bit: 22662 64 bit float: | 1.091695E-308 Text:
Show little endian decoding [ ] Show unsigned as hexadecimal Stream length: ‘ Fixed 8 Bit v|
| Selection: 0000:0052 0000:0020 | |[OVR Size: 744 Offset: 0000:0072-7  |Hex |[RW

Figure 73 — Khexedit of the windump-capture file #2

INo. [ “WinDump.txt” Strace Output |
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3996 | NtReadFile (428, 0, 0, 0, 256000, 0OxO0, 0, ... {status=0x0, info
=192},"jJ\235\325A\350\250\3\0J\0\N0ON0OJ\0O\NONO\N24\0\NONONOPVA300\0\
10\0\14)\275\343\244\10\0E\O\0<\4\34\0\0\200\1\261T\300\250\2\12
\300\250\2\1\10\0E\\2\0\6\0abcdefghijklmnopgrstuvwabcdefghi\0\07j\
235\325A\211\251\3\0J\0N0O\N0J\0ON0O\NO\N24\N0\N0O\NONONL14)\275\343\244\0PV\
300\0N10\N10\NOENONO<\361>\0\0@\1\4"'\300\250\2\1\300\250\2\12\0\0OM\\

2\0\6\0abcdefghijklmnopgrstuvwabcdefghi\0\0", ) == 0x0
3997 | NtWriteFile (412, 0, 0, 0, "3\235\325A\350\250\3\0J\0\0\N0J\N0ON\ON\O",
16, 0x0, 0, ... {status=0x0, info=16}, ) == 0x0

3998 | NtWriteFile (412, 0, 0, 0, "\NOPVA300\0\10\0\14)\275\343\244\10\0E
NONO<\4\34\0\0\200\1\261TI\300\250\2\12\300\250\2\1\10\0E\\2\0\6\O

abcdefghijklmnopgrstuvwabcdefghi", 74, 0x0, 0, ... {status=0x0,
info=74}, ) == 0x0
3999 | NtWriteFile (412, 0, 0, 0, "3\235\325A\211\251\3\0J\0\0\N0J\O\O\O",
16, 0x0, 0, ... {status=0x0, info=16}, ) == 0x0

4000 | NtWriteFile (412, 0, 0, 0, "\0\14)\275\343\244\0PV\300\0\10\10\
OENONO<\361>\0\0@\1\4"'\300\250\2\1\300\250\2\12\0\OM\\2\0\6\0abcde

f
ghijklmnopgrstuvwabcdefghi™, 74, 0x0, 0, ... {status=0x0,
info=74}, ) == 0x0

Table 10 — Strace output for WinDump program #7

No. “WinDump.txt” Strace Output

4002 | NtReadFile (428, 0, 0, 0, 256000, 0Ox0, 0, ... {status=0x0, info=
192}, "k\235\325A\350\251\3\0J\N0\N0ON0OJ\NONONON24\0NONONOPVA300\0\10\O
\14)\275\343\244\10\0E\O\O<\4\35\0\0\200\1\261H\300\250\2\12\300\
250\2\1\10\0D\\2\0\7\0abcdefghijklmnopgrstuvwabcdefghi\0\0k\235\
325A\200\252\3\0J\0\N0\N0J\0\NO\N0\N24\0\0\N0O\NON14)\275\343\244\0PV\300
NONIO0NIO0NOENONO<\3612\0\N0@\1\4&\300\250\2\1\300\250\2\12\0\0OL\\2\0

\7\0abcdefghijklmnopgrstuvwabcdefghi\0\0", ) == 0x0
4003 | NtWriteFile (412, 0, 0, 0, "k\235\325A\350\251\3\0J\0\0\N0J\0O\O\O",
16, 0x0, 0, ... {status=0x0, info=16}, ) == 0x0

4004 | NtWriteFile (412, 0, 0, 0O, "\OPVAN300\0O\N10\0\14)\275\343\244\10\
OENO\NO<\4\35\0\0\200\1\261H\300\250\2\12\300\250\2\1\10\0OD\\2\0\7

\Oabcdefghijklmnopgrstuvwabcdefghi", 74, 0x0, 0, ... {status=0x0,
info=74}, ) == 0x0

4005 [ NtWriteFile (412, 0, 0, 0, "k\235\325A\200\252\3\0J\0\0\0J\0\0\O",
16, 0x0, 0, ... {status=0x0, info=16}, ) == 0x0

4006 | NtWriteFile (412, 0O, 0, O,
"\0\14)\275\343\244\0PV\300\0\N10\10\0E\O\
0<\3612\0\0@\1\4&\300\250\2\1\300\250\2\12\0\0L\\2\0\7\0abcdefghij
k

lmnopgrstuvwabcdefghi™, 74, 0x0, 0, ... {status=0x0, info=74}, )
== 0x0

Table 11 — Strace output for WinDump program #8

INo. [ “WinDump.txt” Strace Output |
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4008 | NtReadFile (428, 0, 0, 0, 256000, Ox0, 0, ... {status=0x0,
info=192},

"1\235\325A'\251\3\0J\0\0\0J\0\0\0\24\0\0\0O\OPV\300\0\10\0\14)\275
;43\244\10\OE\O\O<\4\36\O\O\200\1\261G\300\250\2\12\300\250\2\1\10
SC\\2\O\10\Oabcdefghijklmnopqrstuvwabcdefghi\0\01\235\325A\314\251
;\OJ\O\O\OJ\O\O\O\24\O\O\O\O\14)\275\343\244\OPV\300\O\10\10\OE\O\
0<\361@\0\0@\1\4%\300\250\2\1\300\250\2\12\0\0K\\2\0\10\0abcdefghi

Jk
Imnopgrstuvwabcdefghi\0\0", ) == 0x0
4009 | NtWriteFile (412, 0, 0, 0, "1\235\325A"'\251\3\0J\0\0\N0OJ\O\O\O",
16,
0x0, 0, ... {status=0x0, info=1l6}, ) == 0x0

4010 | NtWriteFile (412, 0, 0, 0, "\OPVAN300\0O\N10\0\14)\275\343\244\10\0E\
0\0<\4\36\0\0\200\1\261G\300\
250\2\12\300\250\2\1\10\0C\\2\0\10\0abcdefghijklmnopgrstuvwabcdef

ghi", 74, 0x0, 0, ... {status=0x0, info=74}, ) == 0x0
4011 | NtWriteFile (412, 0, 0, 0, "1\235\325A\314\251\3\0J\0\0\0J\0O\O\O",
16, 0x0, 0, ... {status=0x0, info=16}, ) == 0x0

4012 | NtWriteFile (412, 0O, 0, O,
"\N0N14)\275\343\244\0PV\300\0\N10\10\NOENONO<\361@\0\N0@\1\4%\300\250
\2\1\300\250\2\12\0\0K\\2\0\10\0abcdefghijklmnopgrstuvwabcdefghi",
74, 0x0, 0, ... {status=0x0, info=74}, ) == 0x0

Table 12 — Strace output for WinDump program #9
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Program ldentification

The WinDump version 3.8.3 beta source code (WDumpSrc.zip) was downloaded from
http://windump.polito.it/install/default.htm. The WinPcap version 3.1 beta 2 source
code (3.1beta2-WpcapSrc.zip) was downloaded from http://windump.polito.it/misc/bin/.
Both of these source codes were uncompressed to the C:\Windump folder on the
Windows 2000 Workstation VMW are image. In order to compile the WinDump, the
WinPcap source code must be in the same root folder as the WinDump source code
[31].

The Microsoft Visual C++ 6.0 Professional Edition compiler (January 2001) was
installed on the Windows 2000 W orkstation VMW are image. This compiler was
needed to compile the WinDump source code [31]. Furthermore, the WinDump
readme.w32 file indicates that the November 2001 (or late) edition of the Microsoft
Platform SDK is required. The Windows Server 2003 Platform SDK (February 2003)
was downloaded from
http://www.microsoft.com/msdownload/platformsdk/sdkupdate/psdk-full.htm. This SDK
was installed to the C:\Program Files\Microsoft SDK directory on the Windows 2000
W orkstation WMWare image. Once the SDK was installed, the Microsoft Visual C++
6.0 must be configured to use the Microsoft Platform SDK. This configuration was
done in the Microsoft Visual C++ 6.0 tools, options and directories setting.

The WinDump project file was loaded into Microsoft Visual C++ 6.0 compiler as
indicated on the WinDump site [31]. The WinDump project file contains all the source
codes that must be compiled in order to build the WinDump executable file. The
compiler can compile a debug or a release version of the WinDump program:

- The debug version of any program is compiled with symbols and no
optimization. This version of the program is used primarily for debugging
purposes only [32]. The debug version is larger in size than the release version.
The release version of any program is compiled without symbols and it is fully
optimized [32]. The release version is the final release version of the program.

The Microsoft Visual C++ 6.0 was configured (under the Build option in the menu bar
and Set Active Project Configuration option) to compile the release version WinDump
source code since the objective was to determine if this compiled WinDump was the
same as the one used by Mr. Lawrence.

© SANS Institute 2000 - 2005 Author retair@Aull rights.



Set Active Project Configuration 2|

Praject configurations:

winDiump - Win3:2 Releaze

whinDump - 'windz Debug Cancel |

Figure 74 — Compile the release version of WinDump

*.. WinDump - Microsoft Yisual C++

File Edit Wiew Insert Project Buld Tools ‘Window Help

[alzae s =elo- o [BE @ <l

ENaMEmEen L” [&ll clazz memberz] ;”[Nu:u members - Create CAC++ Member Funu:ti-:un...LI 1‘*:{ -

M= WinDump clazzes

0 Clasetvien [ [ Fiebiew |

El[zstr=ep o -
Al Tepdunp . o
util. o
Cowwindumpstopdunpsutil  o(432) 0 warning C4013: 'close’ undefined: assuming
Linking. ..
WinDump.exe — 0 errori=). b2 warningi(=)
=
w
| [ » I, Build { Debug % Find in Files1 3 Find in Files2 3] 4 | r
Ready p

Figure 75 — Compiling WinDump (Release version)
Figure 75 shows the Microsoft Visual C++ 6.0 after compiling the WinDump. The

WinDump.exe executable program was built in the
C:\windump\tcpdump\win32\prj\Release folder as shown in Figure 76.
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W WINNT S System32 cmd.exe

G swindumpstepdumpsswin3d2sprjsRe lease *dir windump.exel!
Uolume in drive C has no lahel.
Uolume Serial Humber iz 942D-DSAE

Directory of Cwindumptcpdunmpswin3d2sprjsReleasze

81152885 @3:52p 442 368 WinDump.exe
1 File<s> 442,368 butes
B Diris) 643,387,392 bytes free

G swindumpstepdumpswin3d2sprjsRe lease >

4 k o
Figure 76 — The compiled WinDump program (Release version)

L WINNT Y System32' cmd.exe
Crwwindumpstepdumpswin3d2sprj“Release>d“response_kitwin2k_xp mdSsum windump.exel’

~aBhl1dshf63297dd?hdBf 8cV51bad?bh68 =Cowindumpsstepdumpssawrind2ssprjssRelease s ui
ndump . exe

Figure 77 — MD5 hash of the compiled WinDump program (Release version)

Figure 76 shows that the compiled WinDump program was 442368 bytes in size.
Figure 77 shows the MD5 hash of this compiled program. Both the MD5 hash and the
size of the file were different from the WinDump program that was used by Mr.
Lawrence. However, this does not indicate that the two WinDump programs were
different. If the WinDump program used by Mr. Lawrence was compiled with a different
version of the Microsoft Platform SDK, then different libraries would have been used
and thus the size of the program would be different. Therefore, it was necessary to test
the compiled WinDump program to determine if the output was the same as previous.

The compiled WinDump program was run with the same options as shown in Figure
67.

Again, a PING to 192.168.2.1 (the gateway) was initiated. This was done to generate
network packets so that WinDump can capture these packets.

WINNT System 32t cmnd.exe

C:swindumpstepdumpswind2sprj«Releasewindump —i2 —w windump—cumpiled—capturel!
windump: listening on “Device~NPF_{F86C8216—-67C2-4343-2758-E4E124ECICF8>

8 packets captured
8 packets received hy filter
A packets dro d by kernel

Figure 78 — Testing the compiled WinDump program (Release version)
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SWINNTY System 32y cmd.exe

Cswindumpstepdunpswin32spr jsRelease >dir windump—cumpiled—capturel’
Uolume in drive C has no label.
Uolume Serial Mumber iz 942D-DSAE

Directory of Cowindumpstopdumpswin32sprj~Release

A1.-15-2805 B4:17p 744 windump—compiled—capture
1 Filec(s> 744 hutes
B Diris? 641,974,272 bytes free

Figure 79 — The WinDump capture file

Figure 79 shows the compiled WinDump’s output file “windump-compiled-capture”.
This file was copied to the Linux Forensics machine.

File Edit Wiew Terminal Tabs Help

[root@LinuxForensics gecfal# file windump-compiled-capture

windump-compiled-capture: tcpdump capture file (little-endian)
- version 2.4 (Ethernet, capture length 96)
[root@LinuxForensics gefal#

Figure 80 — File type classification on the WinDump capture file

Figure 80 shows that this file was a tcpdump capture file. The Ethereal utility was used
to further analyze this file.
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windump-compiled-capture - Ethereal

File Edit View Go Capture Analyze Statistics Help

B D@ xS Q4dp | 92y QGQ BhHe X &

|Nt1 . i |Suurce |Destinati0n |}r0tocol | Info

1 20 01-15 1b:16:59 192 .1 .1 L1 ICMP Echo (ping) reguest
7 2005-01-15 16:16:59 192 .168.2.1 192 168 .2 .10 ICMP  Echo (ping) reply
3 2005-01-15 16:17:00 192 .168.2.10 192 .168.2.1 ICMP  Echo (ping) reguest
4 2005-01-15 16:47:00 192 .168.2.1 192 .168.2.10 ICMP  Echo (ping) reply
5 2005-01-15 16:17:01 192 .168.2.10 192 .168.2.1 ICMP  Echo (ping) reguest
6 Z2005-01-15 16:17:01 192 .168.2.1 192 .168.2 .10 ICMP  Echo (ping) reply
7 Z2005-01-15 16:47:0Z2 19Z.168.2.10 192 .168.2.1 ICMP  Echo (ping) reguest
8 2005-01-15 16:17:02 192 .168.2.1 192 .168.2.10 ICMP  Echo (ping) reply
[« | [2]

b Frame 1 (74 bytes on wire, 74 bytes captured)

b Ethernet II, Src: 00:0c:Z9:bd:e3:ad4, Dst: 00:50:56:c0:00:08

b Internet Protocol, Src Adder: 192.168.2.10 (192.165.Z2.10), Dst Addr: 192.168.2.1 (192.168.2.1)
- Internet Control Message Protocol

[+] 1B
0000 00 30 56 cO 00 08 00 Oc 29 bd e3 a4 08 00 45 00 P Too... E.

0010 00 3c 15 4e 00 00 80 01 a0 17 cO0 a8 02 Oa cO a8 O

00z0 02 01 08 00 46 53¢ 0Z 00 05 00 61 62 B3 64 BT B6 ... FhLL L L3bodef

0030 67 68 B9 ba 6b bc 6d Be 6Ff 7O V1 Yz V3 74 73 V6 ghijklmn opgrstow

0040 77 Bl BZ B3 64 65 BB BY B8 B9 wabcdefg hl

=ﬂ= Expression... | &:.Qearl Q‘j} &pply| File: windt P: 8D: 80"

Figure 81 — Ethereal of the compiled WinDump capture file

Figure 81 shows that there were 4 ICMP Echo request packets and 4 ICMP Echo reply
packets. This result was the same as the result produced by the WinDump program
used by Mr. Lawrence. Therefore, it was concluded that the compiled WinDump
program was the same as the program used by Mr. Lawrence

The source code for WinPcap_3 1 beta_3.exe could not be found. However, this
program was easily identified because of the file name. The google search engine was
used to locate the file name WinPcap_3 1 beta_3.exe. This file was downloaded from
http://www.oltenia.ro/download/pub/windows/network%20tools/ethereal/. The
downloaded file has the same file size as the one indicated by the timeline in Figure
62. It was determined in the examination details section that the downloaded file was
the same file as the file indicated by the timeline. The strace output in the forensic
details section indicated that this program installed certain libraries. It was also shown
that the WinDump program used these libraries. The WinDump site
http://windump.polito.it/ indicates that the WinDump program requires the WinPcap
libraries to function, thus the WinPcap_3_1_beta_3.exe file was identified.
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Legal Implications

It was determined that Mr. Lawrence, a sales representative at his firm, had used a
wiretapping program to intercept an email transaction between Ms. Conlay and her
friend. The purpose of his action was to determine personal information on Ms. Conlay
for personal use. In this particular act, Mr. Lawrence has violated the Invasion of
Privacy Law in Canada. Subsection 184.(1), Chapter C-46 of the Canada Criminal
Code states that [33]:

184. (1) Every one who, by means of any electro-magnetic, acoustic,
mechanical, or other device, wilfully intercepts a private communication is guilty
of an indictable offence and liable to imprisonment for a term not exceeding five
years.

It should be noted that Subsection 184 (1) does not apply if Ms. Conlay had given the
consent to Mr. Lawrence to wiretap her private communication. Subsection 184.(2),
Chapter C-46 states that [33]:

184.(2) Subsection (1) does not apply to

(a) a person who has the consent to intercept, express or implied, of the
originator of the private communication of the person intended by the
originator thereof to receive it;

It was obvious that Ms. Conlay would not have given the consent to Mr. Lawrence, as
the email transaction was a private communication between Ms. Conlay and her friend.

It should also be noted that Subsection 184.(2) (a), Chapter C-46 of the Canada
Criminal Code does not apply to system administrators who are intercepting or
monitoring their network traffic for the purpose of protecting their network from being
used illegally, as indicated by Subsection 184.(2) (e), Chapter C-46 of the Canada
Criminal Code. However, this exception should be used with care, as it does not permit
a system administrator to gain information on individuals for personal use. Since Mr.
Lawrence was a sales representative at his company, he would not fall under this
exception. Furthermore, Mr. Lawrence used the wiretapping program to obtain
information on Ms. Conlay for personal use only.

Subsection 184.(2) (e), Chapter C-46 states that [33]:
184. (2) Subsection (1) does not apply to
(e) a person, or any person acting on their behalf, in possession or control of a
computer system, as defined in Subsection 342.1(2), who intercepts a private

communication originating from, directed to or transmitting through that
computer system, if the interception is reasonably necessary for
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(i) managing the quality of service of the computer system as it relates to
performance factors such as the responsiveness and capacity of the
system as well as the integrity and availability of the system and data, or

(i) protecting the computer system against any act that would be an
offence under subsection 342.1(1) or 430(1.1).

Subsection 342.1(1), Chapter C-46 states that [34]:
342.1(1) Every one who, fraudulently and without colour of right,
(a) obtains, directly or indirectly, any computer service,

(b) by means of an electro-magnetic, acoustic, mechanical or other device,
intercepts

Subsection 342.1(2), Chapter C-46 defines “computer system” as [34]:

‘computer system” means a device that, or a group of interconnected or related
devices one or more of which,

(a) contains computer programs or other data, and
(b) pursuant to computer programs,
(i) performs logic and control, and
(ii) may perform any other function;
Besides violating these laws, it was also shown in the investigation that Mr. Lawrence
had harassed Ms. Conlay. The documents on the USB JumpDrive clearly indicate Ms.
Conlay’s intent of having no relationship with Mr. Lawrence. However, he did not
receive Ms. Conlay’s intent in a welcome manner. He even indicated in one of the
documents that there may have been a bad batch of coffee and sarcastically hoped
that Ms. Conlay did drink not the coffee. This implied that he has the intent to harm Ms.
Conlay. By doing this, Mr. Lawrence has violated Subsection 264.1(1), Chapter C-46 of
the Canada Criminal Code, which states that [35];

264.1 (1) Every one commits an offence who, in any manner, knowingly utters,
conveys or causes any person to receive a threat

(a) to cause death or bodily harm to any person;

(b) to burn, destroy or damage real or personal property; or
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(c) to kill, poison or injure an animal or bird that is the property of any person.
(2) Every one who commits an offence under paragraph (1)(a) is guilty of

(a) an indictable offence and liable to imprisonment for a term not exceeding five
years; or

(b) an offence punishable on summary conviction and liable to imprisonment for
a term no exceeding eighteen months.

In addition to violating laws that can result in imprisonment, Mr. Lawrence may also
have violated company policies. Most companies have acceptable use policies, which
usually define the acceptable and unacceptable use of the computing and network
resources in the company. Therefore, policies such as no unauthorized installation of
software, no unauthorized use of software and no unauthorized wiretapping of the
company’s networks would usually be included in the acceptable use policy. Mr.
Lawrence would have easily violated these policies by installing the WinPCap libraries
and wiretapping the company’s network using WinDump.
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Recommendations

The investigation is now complete. The following are some recommendations as to
what should happen next.

It was shown in the investigation that Mr. Lawrence had installed and used a
wiretapping device to intercept an email communication between Ms. Conlay and her
friend. He did this without Ms. Conlay’s or his company’s consent.

The first recommendation is to contact the firewall administrator at CC Terminals for
the firewall logs dating from October 24" 2004 to October 29" 2004. The purpose of
this is to determine two things:

If Mr. Lawrence had download the WinDump and WinPcap programs

If Mr. Lawrence had visited the http://www.mapblast.com

If Mr. Lawrence had downloaded the WinDump and WinPcap programs at work, the
firewall logs would indicate these activities. Furthermore, if Mr. Lawrence had visited
the http://www.mapblast.com at work to determine Ms. Conlay’s meeting location, the
firewall logs would also indicate that activity. This information can be used to further
substantiate Mr. Lawrence’s actions.

The second recommendation is to conduct an interview with Mr. Lawrence, the security
administrator, and a HR representative. The purpose of the interview is to obtain a
confession from Mr. Lawrence, stating that he was responsible for the actions
identified in this investigation. In this particular case, the approach of the interview
process will be direct because there is substantial evidence to prove that Mr. Lawrence
had done something unacceptable. The following indicates the interview questions for
Mr. Lawrence and the reasons for the questions:

1. We found a USB JumpDrive in your cubicle. There were three Microsoft Word
files on this USB Jumpdrive drive and the properties of these files indicate that
you are the owner. Furthermore, these files contain the emails that you had sent
to Ms. Conlay. Ms. Conlay also has copies of these emails in her mailbox.
Therefore, can you confirm that this is your USB JumpDrive?

The purpose of this question is to establish the ownership of this USB
JumpDrive. By mentioning the contents of the USB JumpDrive and the fact that
Ms. Conlay probably has copies of the emails, it would be difficult for Mr.
Lawrence to deny ownership. The expected answer from Mr. Lawrence would
be “yes”.

2. How did you find Ms. Conlay’s private email address
flowergirl96@hotmail.com? It is very unlike you could have guessed it.

Mr Lawrence will likely have no answer to this question. Therefore, his likely
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respond would be “l can’t remember or | don’t know”. The purpose of this
question is to increase the anxiety of this interview process.

3. Do you know that you can undelete files that have been deleted? We were able
to recover 4 deleted files from your USB JumpDrive. Since this is your USB
JumpDrive, can you please explain what these files are used for?

At this point, Mr. Lawrence will likely claim the fact that he has no knowledge of
these files. The purpose of this question is to show the ability of the investigation
team who had investigated this incident. Mr. Lawrence should begin to feel
some pressure.

4. Two of the four recovered files are WinPcap and WinDump. Do you know how
to use WinPcap and WinDump?

Again, Mr. Lawrence will likely continue to deny the fact that he knows how to
use these two programs. However, the purpose of this question is to disclose
the identification of the two recovered executable programs.

5. The other recovered file is a WinDump network capture file. This WinDump
network capture file contains an email conversation between Ms. Conlay and
her friend. From this email, we were able to determine the meeting time and
location and Ms. Conlay’s private email address. Is this how you discovered Ms.
Conlay’s private email address? Is this how you were able to discover the
meeting time and location? Would you like to add anything to this?

Without mentioning the last recovered file, there are enough evidences that have
been presented to cause Mr. Lawrence to confess at this point of the interview
process.

The questions below are likely not necessary. However, to complete the interview
process, these questions should be asked.

6. The last recovered file is a map of the coffee shop. Did you find the meeting
location through the use of the WinDump program and then use a web-based
map finder to determine the location?

Again, there will have been enough evidence presented that have been
presented. Mr. Lawrence will have difficulty denying his actions.

7. Do you know that it is a violation of the company acceptable use policy to use a
network wiretapping program and that the consequence of violating such policy
is termination of employment?

The purpose of this question is to re-iterate the consequence of violating the
acceptable use policy. Mr. Lawrence would have already understood the
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company’s acceptable use policy and that it is in violation of the policy to use a
network wiretapping program. If he did not know of the company’s acceptable
use policy, he would not have concealed his activities. He would not have
deleted those files.

8. Do you know that according to the Canada Criminal Code, it is illegal to use a
network wiretapping program and that the punishment can be imprisonment?

9. Do you know that it is in violation of the company’s harassment policy to harass
another individual and that the consequence of this type of actions could be
termination of employment? Do you know that according to the Canada Criminal
Code, it is illegal to harass another individual and that the punishment can be
imprisonment?

The purpose of the questions #8 and #9 is to inform Mr. Lawrence that
according to the Canada Criminal Code, it is illegal to use a network wiretapping
program and the potential punishment is imprisonment.

It is in the interest of CC Terminal to terminate Mr. Lawrence as an employee
especially given the fact that he may face a lawsuit from Ms. Conlay. It is within the
rights of Ms. Conlay to inform law enforcement of this harassment. The law
enforcement will investigate this incident and will likely require the cooperation of CC
Terminal. Thus, all the evidences collected throughout this investigation will have to be
turned over to the law enforcement using the proper chain of custody process.
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Additional Information

Stevens, Richard. TCP/IP lllustrated, Volume 1. Reading: Addison Wesley Longman,
1994. This book details the TCP/IP protocol suite. It present information the TCP, UDP,
IP packets are constructed. It is a requirement to understand the TCP/IP protocols in
order to analyze tcpdump network captures.

The http://undocumented.ntinternals.net website provides information on most of the
Windows NT/2000 kernel functions. This information is useful during the analysis of a
strace output. The strace utility, when executed in a Windows NT/2000 environment,
will generate a strace output. The strace output contains many Windows NT/2000
kernel functions.

The http://msdn.microsoft.com/library/ website provides additional information on the
Windows NT/2000 kernel functions.

The http://www.liutilities.com/products/wintaskspro/dlllibrary/ website provides
information on some of the common Windows dynamic link libraries. A program,
during execution, may call other Windows dynamic link libraries. This process is often
seen in the strace output. Therefore, this site provides some definition of these
dynamic link libraries.

The http://laws.justice.gc.ca/en/C-46/index.html website details the Canada Criminal
Code. The information provided at this site is useful as it states what is legal and what
is illegal in the context of invasion of privacy.
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