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. Executive Summary

A suspected harassment case has been reported to corporate security on October
29, 2004: sales representative Mr. Robert Lawrence was reported to harass sales
representative Ms. Leila Conlay through emails and in person both during and
outside of work. Security administrator has authorized the initiation of a computer
forensic investigation upon finding a USB drive in Mr. Lawrence’s cubicle.

The following evidences were found in the USB drive and suggest Mr. Lawrence
had spied upon the privacy of Ms. Conlay, complied harassing emails and installed
unauthorized software in his workstation(s):
a. Mail bodies of harassing emails;
b. An electronic copy of a private email by Ms. Conlay obtained through
unauthorized and unethical means;
c. Programs used to spy on Ms. Conlay’s privacy.

In addition, usages of a “network sniffer” — capable of stealing corporate sales and
other sensitive information from the network, and is not required by Mr. Lawrence’s
job function — had been detected in the scene. The evidence suggests Mr.
Lawrence had violated corporate security policy and gained unauthorized access to
electronic information not in his custody; investigations on whether Mr. Lawrence
had used a network sniffer to perform other unethical acts are recommended.

Nevertheless, the investigator has also identified a number of concerns during the
investigation; and suggests the following in depth investigations be performed
before concluding:
a. A forensic analysis on Mr. Lawrence’s workstation(s);
b. Review attendance records or departmental user sign-on logs of Mr.
Lawrence and Ms. Leila on Oct 2004, days 27 to 28;
c. Review Internet access records on proxy servers for the period Oct 27 2004
16:00 to 16:30 and Oct 28 2004 11:00 — 11:30.
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Il. Objectives of the Investigation
The objectives of the current investigation include:
1. Investigate the following in a forensic copy of evidence received:

List all files in the forensic copy of evidence
Identify the MAC time information of the files in (a)
Identify the owner of the files in (a)

Identify the file size of the files in (a)

Maintain accurate MD5 hash of the files in (a)

LS N

2. Analyze the datain (1) to:

a. ldentify any programs used by Mr. Lawrence
b. ldentify how was a program in (a) used
c. ldentify when was a program in (a) used
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lll. Computer Evidence Analyzed

A forensic copy of the USB Drive obtained in Mr. Lawrence’s cubicle has been
created by Security Administrator (Mark Mawer), the name of this forensic copy is
USBFD-64531026-RL-001.img (thereafter refer as IMAGE) and has been
compressed to ease handling.

Evidence# 1

Tag #: USBFD-64531026-RL-001
Description: 64M Lexar Media JumpDrive

Serial #: JDSP064-04-5000C

Image: USBFD-64531026-RL-001.img

MD5: 338ecf17b7fc85bbb2d5ae2bbc729dd5
Obtained by:  [Mark Mawer (Security Administrator)
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IV. Relevant Findings
The findings in the current investigation are as follow:

1. Evidence suggests offensive messages were complied by Mr. Lawrence was

found in the IMAGE (evidence #2, #3 and #4).

2. Evidence suggests Mr. Lawrence had spied on Ms. Conlay’s privacy was found
in the IMAGE:

a. Private email messages of Ms. Conlay was found in the IMAGE (evidence #5
and subordinates);

b. A map referring to the contents in Ms. Conlay’s private email was found in
the IMAGE. Suggests Mr. Lawrence had read the private message of Ms.
Conlay (evidence #6);

c. Programs used to spy on Ms. Conlay’s privacy were found in the IMAGE.
Suggests Mr. Lawrence had spied on Ms. Conlay’s privacy on purpose
(evidence #7 and #8). In addition, use of these programs is also a violation of
corporate security policy.

Useful information to comprehend this paper has been included in Appendix I.
Details of the evidences identified have been attached in Appendix II:
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V. Investigative Details and Supporting Details
A. Methodology Applied

The general accepted practices of computer forensics will be followed to identify,
acquire, analyze, and present the evidences.

In the identification phase, the type of investigation to be performed will be
accessed and a preliminary plan to list the tasks to be performed based on the data
to collect will be established; other factors including forensic equipment
requirements, social profile (if needed) will be accessed as well.

In the acquisition phase, sufficient data will be collected for analysis in a later phase
for evidences. Maintaining accuracy and integrity of the data are crucial to a
successful prosecution if the evidences are presented in a court later. Thus,
techniques used to collect the data must not change the data themselves.

In the analysis phase, the data are analyzed by various techniques such as
correlations, aggregations, transformations ... etc, to prove or disprove hypotheses
made. In practice, there are multiple rounds of acquisition and analysis, until
sufficient evidences are collected.

Lastly, in the presentation phase, evidences identified will be grouped and
presented. They will be further verified for validity.

B. Examination Environment

To investigate the content of the IMAGE, all investigation was done on equipment
emulated by Microsoft Virtual PC 2004. The forensic workstation on the emulated
platform has no network connection to the host equipment and allow using an
“‘undo disk” to prevent persistent information to be stored.

Information of the host equipment:

Intel PentiumM 1.6GHz processor

Windows XP Traditional Chinese and Service Pack 2 and latest patches
Microsoft Virtual PC 2004

Norton AntiVirus

Timezone GMT+8 (Hong Kong)

> > > > >

Information of the forensic workstation on the emulated PC guest:

+  Windows 2000 Professional English

Hex Workshop

NWDIFF

VDK

MD5SUM

Default TimeZone (GMT-8) (Pacific Time with Daylight Saving Time)

> > > > >

A brief description of some of the programs used has been attached in Appendix lll.
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C. Examinations Performed and Findings

1. A working copy of the IMAGE (contents of evidence #1) has been extracted
from the zip file.

2. The image is renamed to case0604.img and is marked as read only.

Making the image read only is a good practice; the results of the investigation will
not be changed as long as disk content is not overwritten accidentally. The
renaming is to reduce typing later.

3. The MD5 sum of the IMAGE has been verified against the chain of custody.
The following was executed on a command window (cmd.exe):
md5sum case0604.1img

The result was “338ecf17b7fc85bbb2d5ae2bbc729dd5” and matched the
information in the chain of custody received from the security administrator.

Crwbocunents and SettingsAdministratorsDeskiop

<DIR>
<DIR>

1
<DIR>
62,439,424

[ I

Cislocuments and SettingssAdministratorslPesktoplrenane ushbfd="1.1img caselsB4. i1mg
Cislocuments an gssAdministratorsxDesktopndhsun caselbE4. 1mg

q
J3GecFl17YhYFc8hh hheP2Fddh =caze@bbd. ing

Cislocuments and SettingssAdministratorsbesktopro

To support investigations to the contents in the USB drive, the security
administration has created a disk image (IMAGE). The IMAGE is an exact copy of
the USB drive in terms of contents created by bit-stream data copy. A hard disk
holds data in streams of Os and 1s; a bit-stream copy is a lossless duplication of a
storage medium. On a formatted hard disk, a file system is created to organize the
data into files; in addition, a master boot record is created in the first sector of a
storage medium to describe the layout of a disk. These structures may provide
information to the investigation and will be included in the bit-stream image.

A MDS5 sum is then generated on the IMAGE; the MD5 sum serves as a signature
and ensure integrity of a file, any changes in contents of the IMAGE or the USB
drive will cause a different MD5 sum be generated.
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MDS5 itself is a hash algorithm to generate a 16-byte digest (representing 24128
possible values) based on the content of the IMAGE. While a pair of different files
could share the same digest theoretically (called birthday pair), there is no known
method to construct a sibling to match both the hash and to carry meaningful
contents. Therefore, verifying the MD5 sum to be identical assures the content
being investigated has not been tampered (from the time of receiving it from the
security administrator)

4. A copy of the IMAGE was mounted in write blocker mode with VDK, and the
disk content is scanned through.

The following was executed on a command window (cmd.exe):

vdk start
vdk open 0 case0604cpy.img /wb

The VDK mounted drive was opened in a Windows Explorer, 3 Microsoft Word
documents (coffee.doc, hey.doc and her.doc) were found, they were scanned with
WordPad and offensive messages were found, in “coffee.doc” written on 28
October 2004 7:24PM in particular. The following was executed to close the
mounted drive:

vdk close O
vdk stop

WINNT system32h cmd. exe

C:~Documentz and Settingz“AdministratorsDesktopicopy casebdbB4d.img caseB6B4dcpy._inm

o
1 fileds?» copied.

C:“\Documents and Settings“Administrator~Desktopiudk start
Uirtual Disk Driver for Windows version 3.1
http:sschitchat.at.infoseek.co.jp/vmuware

Started the Uirtual Disk Driver.

C:=~\Documents and Settings“Administrator~Desktoprvdk open B caseBb6B4cpy.img ~wh
Uirtual Disk Driver for Windows version 3.1
http:sschitchat.at.infoseek.co. jp/vmuwares

Failed to decide type of ’'caseBbB4dcpy_ing’ .
Open az a simple sector image file.

Access Type : Urite—Blocked

Disk Capacity : 121952 sectors (59 HMB)
: (GC> 59 = (H> 64 = (5> 32
=1

FLAT 121952 C:»\Documents and Settings“Administrator:DesktopscaseB6oB4dcpy. i
mgy

Partitions

Start Sector Length in sectors Type

121952 ¢ 59 MB> <disk>
121919 ¢ 59 MB> B4h:FAT16

C:~Documents and Settingszs“AdministratorsDesktop’
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=10l x|

File Edit Wiew Insert Format  Help

Dld| S @ iled-] B
IEDurierNew j|1u jl\a\-‘estem j B|j|g|@||§§|§| =
O R SRR RS RN R SN R TR R T

Hey what giwves? I was drinking a coffee on thursday and saw you stop
buy with sowe guy! You said you didn't want coffee with we, but you'll
go hawve it with some randomw guy??? He looked like a loser! Guys like
that are nothing but trouble. I can't bhelieve you did this to me! You
should stick to ywour word, if you're not interested in going to coffee
with me then you shouldn't be going with anyone! I heard rumors about
a "bad batch" of coffee, hope you don't get any...

For Help, press F1 MM 2

The documents do indicate possibility of harassment, later investigations must
identify if they were indeed written by Mr. Lawrence.

5. The first sector of the IMAGE was opened in HexWorkshop.

00000000 [B3C0 BEDD BCOO 7CFB 5007 SOLF FCEE 1B7C BF1B 0650 S7ES ESOL|3..... | sBaPesis] osFWais
00000016 (F3A4 CBED BEO7 E104 38&E 007C 0975 1383 510 E2F4 CD18 BBFS|........ Bn.|.M..eaennans
00000030 [83C6 1049 7419 382C 74F6 AOBS 07B4 0788 FOAC 3C00 74FC BBO7|...It.B,t......... Lot
00000048 |00B4 OECD 1DEEB F2BEB 4E10 EB46 0073 ZAFE 4610 BOVE D408 740B|........ H..F.z=.F.."..t.
00000060 |807E D40C 7405 AODBE D775 D2BD 4602 0683 4608 0683 S60A DOEB|.™..t....uw..F...F...V...
00000078 (2100 7305 ADBE O7EB BCS81 3JEFE 7DS5 AAT4 OBGO 7EL1D 0074 CBAD|!.s....... 1 S S
00000090 |BE707 EBA9 8BFC 1ES7 8BFS CBBF 0500 8AS6 00B4 0SCD 1372 23BA|....... W Noas r#.
000000AG [C124 3F98 BADE BAFC 43F7 E36B D186 D6B1 06D2 EE42 F7EZ 3956 |.57.....C......00.un B..9¥
000000CD (0DAT7 2372 0539 4608 731C BBO1 DZHB 0O07C BE4E 0288 S600 CD13 | .wi#r.9F.s...... | .. V...
00D0O000OD8 | 7351 4F74 4E32 E4BA 5600 CD13 EBE4 BAS6 DO60 BEAA S55B4 41CD|sQOtM2..V...... V. ..U.A.

ODOODQFOD 1372 3681 FBSS AA7S 30F6 C101 742B 6160 eADD GROD FF7& DAFF|.x6..U.ul...t+a’j.j..v..
00000106 (7608 6A00 6800 7C6A Dl6A 10B4 4288 F4ACD 1361 6173 OE4F 740B|v.j.h.|j.3..B....aas.0t.
00000120 |32E4 BAS6 O0CD 13EB Debl FIC3 496E 7661 6C69 6420 7061 7274|2..V..... a..Invalid part
00000138 (6974 696F GE20 7461 626C 6500 4572 726F 7220 6C6F 6164 A96E |ition table.Error loadin
00000150 (6720 6F70 6572 6174 69GE 6720 7379 7374 656D 004D 6973 7369 |g operating system.Missi
00000168 |6EET 206F 7065 7261 7469 sEeY 2073 7973 7465 6DO0 0000 000D |ny operating system.....
000001800000 0000 0000 QOO0 0000 0000 0000 0000 QOO0 0000 0000 QO0D|....c0ceerearsaransnssna
00000198 (0000 0000 0000 Q000 0000 0000 0000 0000 QOO0 0000 0000 Q000 |....v.ciisreansinnusnsnns

NONMONDIEOIONNN_DOnn_ O A4AES 1873F N70S Nnnn _annt nOi0n _nAY0 _I30Fa  F0nm N i
00000120 |32E4 BASGE OOCD 13EB Deel FO9C3 496E 7661 EC63 6420 TOBL 7274|2..V..... a..Invalid part |
00000138 (6974 696F G6EZ0 7461 626C 6500 4572 726F 7220 6CEF 6164 B96E |ition table.Error loadin
000001506720 GFT0 6572 6174 GISE 6720 7379 7374 6560 004D 6973 7369|g operating system.Missi
00000166 |6E67 206F FOES 7261 7469 6E67 2073 7973 7465 6000 0000 000D |ny operating system.....
00000180 (0000 0000 0000 Q000 0000 0000 0000 0000 Q000 0000 0000 0000 |....cccieveunsannannsnns
00000198 |00DD0 0OOO0 OODO OOOO OOOO0 ODOD DOOD O0DO0 QOO0 0000 D000 0000 ........cccennannannn
00000D1B0|0DDO DOOD OO0ZC 4463 152E O7C3 DOOD 8001 D100 0410 20F9 2000 ...:.s DCtsarransans _—
Q00001C8 |0000 3FDC 0100 0000 QOO0 0000 QOO0 0000 0000 D000 000D 0000)..7.......000c000e0eceens

padnniEn lRaan ARnA AANh ANAA AMAN ARG AOR0 AAAA AR0N ANAA ANAN Ao

It was identified the disk to contain a Master Boot Record (MBR) and a single
partition of information, the information of the first partition has been extracted as
follow:
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Information identified Byte Offset from Value
0x1BE

a. [Value of 0x80 indicates the partition is active. 0 0x80

b. |Value of 4 indicates the partition is FAT 16 formatted. 4 0x04

c. |The first partition starts at LBA address of 0x20; therefore it starts 8-11 0x20 (32)
at 16,384 bytes (32 * 512) or 0x4000 from the beginning of the
disk.

d. [The size of the partition is 121,919 sectors (0x01dc3f). Thus, the 12-15 0x1DC3F
size of disk is roughly 59.5MB. (121,919)

It was identified the total size of disk to be 121,952 sectors or 62,439,424 bytes.

The disk geometry was reviewed to gain an idea of what is on the disk to support
planning for further analysis.

The disk we are analyzing has a Master Boot Record (MBR). MBR has a size of
512 bytes; it includes a program to boot the computer from the active partition and
a partition table to define the layout of storage areas (partitions). The partition table
includes four entries of 8 bytes each and defines the layout of the disk.

In our case, the partition table has only 1 entry (marked in physical address Ox1BE
— 0x1CD inclusive), indicating the disk to contain only 1 partition. This partition is
formatted by DOS (point b. above) and occupies the remaining of the disk. A brief
review on the partition table and the file system contents will be the next step to
assess what to collect for subsequent investigations.

One question is that it is not a common practice to place an MBR in a USB drive
without making the first partition bootable (msdos.sys and io.sys were not found, as
described in later investigations). In addition, the partition type indicator (value
0x04) suggested the volume to be <= 32MB, yet the actual disk size is 59.2MB. In
addition, the disk is very clean, that most of its data area are filled by Os.

6. The first partition (at 0x4000) of the IMAGE was reviewed using a hex editor.

O00D3FFO | 0000 0000 QDOO 0000 QD00 ODODO QOO0 OOOD EB3C 904D 5357 494E
00004008 |342E 3100 0202 0100 0200 0200 OOFs EFO0 2000 1100 2000 0000
00004020 | 3FDC 0100 8000 2900 0000 OD4E 4F20 4E41 4D45 2020 2020 4641 7
00004038 |5431 3620 2020 33C3 BED]1 BCFC 7B1e O7BD 7800 CS76 OD1E S616
00004050 |55SBF 2205 89VE 0089 4E02 B10B FCF3 A406 1FBD DO7C Ce45 FEOF
00004068 | 384E 247D 2080 €199 ESVE 0163 EB3A 66A1 1CTC 6638 078A SPFC
00004080 | 7506 BOCA D288 S602 BOC3I 1073 ED33 C9FE 06D TDBA 4610 98F7
00004098 |6616 0346 1C13 SE1E 0346 OE13 D18E 761l 6089 46FC 8956 FEBS
00004080 | 2000 FYE6 8BSE 0BO3 C348 FTF3 0146 FC11 4EFE 61BF 0007 Eg828| ...."...H...
000040C8 |0172 3E38 2D74 1760 B10B BEDS 7DF3 Aeel 743D 4E74 0983 C720|.

000040E0D | 3EFB 7ZE7 EBDD FEOE D&7D 7BAY BEJF 7DAC 9803 FOAC 9840 740C |;
00DD40F8 |4874 1384 DEEB 0700 CD10 EBEF BEBZ TDEB EGREE BO7D EEE1 CDIé |
00004110 |S5EIF 668F 04CD 19BE 817D &B7D 1ABD 45FE 8A4E ODF7 EL03 46FC|™

00004128 | 1356 FEB1 04ES8 C200 7207 EAQ0 0270 0052 5006 S36A OledA 1091 |.V......r....p.RP.
00004140 |8E46 1BAZ Z605 9892 33D2 F7F6 91F7 Fed4l B7CA F776 1ABA FZ2BA | .F..&...3......B...v....
00004158 |[EBCD CCOZ DACC BEBO1 0280 TEDZ2 DEFS 04B4 428B F4BA 5624 CD13 |..vucusras Meat. Bl VS
00004170 |e161 7208 4075 0142 035E 0OB49 7577 C303 1801 270D DA49 6E76 |aar.8u . B." Tuw....'..Inv
00004158 |616C 6964 2073 7973 7465 6D20 6469 7368 FFOD OA44 6973 6B20 |alid system disk...Disk
AAANATAR | AQIRF AFTINA E£ETT TIAE TFIEE NONNOA EJLEE FTALT L1879 GETFI TALR E&ETNIT A% ~Aveae (= R Y
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00004188 |616C 6964 2073 7973 7465 6D20 6469 V36B FFOD DA44 6973 6B20 (alid system disk...Disk
00004 1A0(492F 4F20 6572 726F 72FF ODDA 5265 7O6C 6163 6520 7468 6520 |I-0 error...Replace the
Q0004168 6469 736B 2C20 b616E 6420 7468 656E 2070 7265 7373 2061 6EVY|disk. and then press any
00004100 [206E 6579 ODOA 0000 494F 2020 2020 2020 5359 534D 5344 4F53| key....IO SYSHEDOS
00004 1E8 | 2020 2053 59533 7FO01 0041 BEOO 0760 eetdA DOES 3BFF 0000 S5AA 53 R TR 3 PRI |
00004200 |FBFF FFFF 0300 0400 0500 0600 0700 0800 D200 DADD OBOD OCOD |.:vassvsnvansnsnsnasnassas
00004218 |0D00 DEQOD OFDO 1000 1100 1200 1300 1400 1500 FFFF 1700 1BD0|..cuscvssascnasassnassas
000042301900 1A00 1BOO 1CO0 1DO0 1EQOQ 1FOO0 2000 2100 2200 2300 2400 |..ccivensravens 1" #.5,
00004248 | 2500 2600 2700 2800 2900 FFFF 2BO0 2C00 2000 2EO00 2F00 3000 (%.&.° ~.0
000042603100 3200 3300 3400 3500 3600 3700 3800 3900 3A00 3B00 3C00|1 R .
00004278 | 3000 FFFF 0000 QOO0 OOOO OODO0 ODODO DOOOD DOODO OODD ODO0 DOOD |=. . c.eieianensinannanaus
00004290 | 0000 DDOO OODOD QOOO OOOQO OODOO ODOOD QOOD DOOOD DODD ODODOD DODD | . ccusevsnascnssnsseassans
000042A8 | 0000 ODO0 QOO0 QOO0 OOOQO0 QOO0 0000 QOO0 D000 QOOQD QOO0 0000 | .. eneranenaransearsas
000042C0 (0000 0000 QOO0 0000 QOQ0 Q000 0000 QOO0 0000 Q000 0000 0000 |...cvevssacnnarsannannns
00004208 | 0000 DDODO QOO0 QOO0 DOOQOD OODOO 0DODO DQOOD DOOO DODD ODOO0 DOO0 |useesvsvanassnssnasnasaas
000042F0 (0000 OOOO OOOO OOOOD DOOOD OODO ODODO DOOOD ODOO0 QOOOD 000D OOO0D |..c.veiiinninnrannnnnnas
00004308 | 0000 ODOD OQOODOD QOOO OODOOD OQOOO ODOO QOOOQ DOOO DODD DODOD DOD0 | . ccusevsravenssassesssns
00004320 (0000 0000 QOO0 0000 0000 Q000 0000 QOO0 0000 0000 0000 0000 (........cccvvnnvua- s

AfARAEI8 L ANAR ARRA AR AAAA AAGH ARAS AR A/AA AGHA ARAR AAAA ARAH

The boot sector in the first partition was reviewed, the following information has
been identified:

Information identified Byte Offset from Value
0x4000
a. |The OEM name indicates the file system is created in a Windows 95 3-10 “MSWIN4.1”
OSR2 or Windows 98 system.
b. |Each cluster contains 2 sectors, or 1,024 bytes. 13 0x02 (2)
c. |There is 1 reserved sector. 14 -15 0x01 (1)
d. [The file system has 2 file allocation tables. 16 0x02 (2)
e. [The file system can contain 512 entries in the root directory. 17-18 0x200 (512)
f. |Number of sectors per file allocation table is 239. 22-23 OxEF (239)
g. |The volume is formatted in FAT16 43-53 “‘FAT16

For a file system formatted with FAT, the first sector is always the boot sector. It
contains an OEM ID, the bootstrap program (a linkage to the “kernel loader” to start
the operating system), the BIOS Parameter Block (BPB) and the extend BPB (bytes
12 to 62 in FAT16). Valuable information about the file system can be read in the
BPB and the extended BPB.

In this case, firstly, the OEM ID ("MSWIN4.1”) (point a. above) indicates the file
system was formatted by a Windows 95 OSR2 or a Windows 98 system; and
installation of driver software is necessary to support proper functioning of USB
devices in these operating systems. Therefore, the device driver for the USB drive is
likely to exist in Lawrence’s workstation if it is running Windows 98 or Windows 95
OSRZ2, if he is using Windows 2000 or XP, traces of USB device installations can
be identified in the local machine registry hive under
\System\CurrentControlSet\Enum\* and possibly in the event log as well. In
addition, it has been identified the cluster size to be 2 sectors (point b. above).
Depending on the file size, up to 1023 bytes of spaces in the last cluster allocated
to a file could be left unused. These spaces are called slack spaces and may store
information of a previously deleted file or other contents.

After the boot sector, there are 2 file allocation tables (FAT): the first is the original
and the second a backup copy for contingency. The root directory and data area
come after the 2 file allocation tables.
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the disk layout.

As the file system being analyzed holds 512 entries in its root directory (point e.
above), and each entry in FAT16 is 32 bytes, we can calculated the root directory to
occupy 32 sectors on the disk. The information up till this point allows us to identify

Region Descriptions Starting Ending |Region Size in| Region Size in
Sector Sector Sectors Bytes

Master Boot Record 0x000000 0x000000 1 512
Unused 0x000001 0x00001F 31 15,872
First Partition Boot Sector 0x000020 0x000020 1 512
First Partition File Allocation Table 0x000021 0x00010F 239 122,368
First Partition File Allocation Table Backup 0x000110 | OxO0001FE 239 122,368
First Partition Root Directory 0x0001FF | 0x00021E 32 16,384
First Partition Data Region 0x00021F | 0x01DC5E 121,408 62,160,896
First Partition Data Region that cannot be used 0x01DC5F | 0x01DC5F 1 512

7. The file allocation table (in 0x4200) in the first partition was reviewed using
a hex editor.

00004188
00004 1A0
0o004 1B8
00004100
00004 1E8
00004200
00004218
00004230
00004248
00004260
00004278
DO004290
00004238
000042C0
00004208
0oo042F0
00004308
00004320

Afff A28

B1B6C
492F
6469
2068
2020
FBFF
oDnoo
1900
2500
3100
3anono
ooDo
oooo
Qoo
oooo
oooo
oooo
Qooo

A A

6964
4F20
7368
6579
2053
FFFF
OEOD
1A00
26800
3200
FEFFF
oooo
0ooo
0000
oooo
oooo
oooo
0000

Lalalely!

The File Allocation Table (FAT) was reviewed, it is identified that

2073
B572
2C20
OD0A
5953
0300
OF00
1800
2700
3300
oaoo
oooo
Qoo
0ooo
oaoo
oooo
oooo
0000

[alale Tyl

7973
T26F
B616E
oo
JED01
0400
1000
icoo
2800
3400
oooo
oooo
ooo
00oo
oooo
oooo
oooo
0ooo

R aTaly

7465
72FF
6420
494F
0041
o500
1100
1000
2900
3500
aoog
i fuli}
oo0o
0ooo
aooo
oooo
aooo
nooo

iR

6020
0DoA
7468
2020
BE00
0&00
1200
1EDD
FFFF
3600
ooono
ooono
oooo
oooo
Qooo
oooo
Qoo
oooo

[alalelyl

6469
5265
B5EE
2020
0vel
0700
1300
1FOD
Z2B00
3voo
oooo
000D
0000
noQo
oooo
oooo
000D
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portion of the data region is currently being used.

kay .
SYS5.. A

... 10

alid system disk...Disk
I-0 error...Replace the
disk. and then press any
SYSMEDOS
B I.

feaal

T R TR, R~

only the initial

For a FAT16 formatted media, storages are allocated in clusters. The clusters
allocated are marked in the file allocation table as a link list with nodes of 2 bytes.
The first node start from the 5" byte in the file allocation table (the first 2 nodes =
first 4 bytes are not used), the content value could be a number from (0x0003 to
OxFFEF) to indicate the next cluster of data, OxFFF7 to indicate bad sector, or
OxFFF8 to OxXFFFF to indicate end of file.

Thus, we can see 3 contiguous files in our case, and all the spaces used by these
files are allocated from the beginning of the partition. There is a good chance for us
to chain up non-overwritten clusters to recover part or whole of deleted files in the
disk in this case, since most clusters are not overwritten by another file.

8. The root directory (in 0x3FEO00) in the first partition was reviewed using a

hex editor.

© SANS Institute 2000 - 2005
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0003FDFB 0000 0000 0000 0000 K845 5220 2020 2020 444F 4320 1823 0344]........HER poc .#.D |
OD03FEL0 (5931 5931 0000 0444 5931 0200 O04E 0000 4845 5920 2020 2020 (Y1¥l...D¥1l...N. .HEY J
O003FEZ6 [444F 4320 18BA 0346 S5A31 SA31 0000 0546 SA31 1600 004E 0000 (DOC ...FZ1Z1...FZ1...H..

0003FE40|ES65 D074 0061 DODOSF 0033 OO0OF OOFE Z2E00 &S00 780D G500 DOOOD|.e.t.a._.d..e.a@.X.B.as
0003FESH |FFFF 0000 FFEFF FFFF ES57 0069 00eE D050 0063 OOOF OOFB 6100|.........W.i.n.P.c....a.
DOD3IFE70|7000 S5FO00 3300 S5F00 3100 000D SFOO0 5200 ES549 4E50 4341 7E31l|p._.3._.1..._.bh..IHPCA™]1
0003FES8 |4558 4520 003F FBBZ SB31 SB31 0000 FCBZ SB31 0000 0000 QOO0 |EXE .7..[1[1....[1......
0003FEAQ|ES6S 0074 0061 00SF 0033 000F OOQFG ZEOO 6500 7800 6500 0000 |.e.t.a._.3......8.6.8...
O003FEE8 |FFFF D000 FFEF FFFF ES57 0069 DDeE 0050 DO&3 OODF OOF8 &100)|.........W.i.n.P.c....a.
0003FEDD | 7000 SFOOD 3300 SFO0 3100 000D SFOO 6200 ES49 4ES50 4341 TE31 |p Jealaw._ bh..INPCA™]

D0D3IFEER | 4558 4520 0D3F FBBZ 5B31 SC31 0000 F982 S5B31 2ADD B269 0700 Eﬁf-.?T.[ixlf...[l-..1..
Q003FFO0|ESS7 0069 O0GE 0044 0075 OD0F 0054 eDO0 7000 ZEQO 6500 7800 (.w.i.n.D.u...Tm.p...®.X.

0003FF168 6500 0000 0000 FEFF ES49 4E44 554D 5020 4558 4520 001B 0283 |®........ INDUMP EXE ....
0003FF30|58B31 S5B31 000D D383 S5B31 0000 DODO OOOD ESSY DOA9 OOGE DO44 | [i[l....[1l.......W.i.n.D
0003FF48 | 0075 DDOF 0054 6DO0 7000 ZEOD0 6500 Y800 &500 OODD OODO0 FFFF|.u...Tm.p...B.X.®.......
DOD3FFE0 |E549 4E44 554D 5020 4558 4520 001B 0283 5B31 5C31 000D 0183 |.INDUMP EXE ....[1s1....
0003FF78|5B31 0502 O0EQ Q600 ES41 5054 5552 4520 2020 2020 083D OC39|[1....... AFTURE L
0003FFS90(|5C31 SC31 0000 &05% SC31 BDO3 40CF 0000 ES41 S020 2020 2020 |~1~1..°¥%1..8....AP
NMANIAITEAR | ATAQ ARIN 1AE9EF TFEEA &M 31 EMI1 NANAN SFITFEA EMI1 NNMm eann nNnnnn iaTe % ETY 1% 1 TP 1

DOD3FF90 [5C31 SC31 0000 6059 FC31 BDO3 40CF 0000 ES41 5020 2020 2020 [~1~1.. ¥:1..@....AP i
O0D3FFAS |4749 4620 183E 365SA 5C31 5C31 0000 375A SC31 DODOD 000D DOOO |GIF .>BZwInl. . 7251l...... |
QOD3FFCO (ES41 5020 2020 2020 4749 4620 183E 365A 5C31 SC31 0000 375A(.AP GIF .»62%1%1,.72
OOD3FFDE |5C31 F103 6E22 0000 434F 4646 4545 2020 444F 4320 182A 1798 [~1..n"..COFFEE DOC .=, .
OO0D3FFFO|5C31 5C31 0000 1898 5C31 ZAOQD ODOD4E 0000 0000 DOOO OOOD OOOO [IwLl....wl®..N....ocuuan
00040008 | 0000 0000 DODOD OOODD OOOO OOOD OOODO OODDD OOOO0 DODOO OOOD 0000 |........... .
00040020 | 000D 0000 DODD OOOD QOODOD OOOD DOOOO QOODD OOOD DOOOD ODOD DOODO |4 cwsvessesnassnasassnaan
Q0040038 (0000 Q000 0000 OQOO0 Q000 0000 Q000 0000 QOO0 Q000 0000 0000 (.. ..o irinrrsrraranrenns

aandnnEn | Annm Aann BRnRn AAnA AN ARNA ANAR ARAN ANAR AR GRAA Ao

The root directory was reviewed, it was identified that some files have been created
but are now deleted from the USB drive; 16 file entries including 13 deleted entries
and 0 directory entries were found. Some of the files used long file names and span
over multiple entries.

Each directory entry in FAT16 (FAT12/32 as well) is 32 bytes and could refer to a
directory or a file with 8.3 naming convention to hold information such as time of
last modified, accessed and creation, file size ... etc. Nevertheless, FAT16 do not
store ownership information and the resolution of time in FAT16 is 2 seconds for
the last modified and the created timestamps; also, only date information is
recorded for last accessed timestamp.

In our case, a few points have been identified. One, there are deleted files, as the
first byte of some FAT entries has value of OxE5 indicating that they are free for
reuse. Second, instances of “Windump.exe” and “WinPcap_3 1 beta 3.exe” had a
long file name and span over several entries. Lastly, only a small number of root
directory entries are in use.

Point to puzzle is some file entries repeated themselves; from the investigator's
own experiences, this might happen when a file is saved through Microsoft Internet
Explorer, copied over the network, ... etc. Yet it is unsure at this point if they did
actually happened, however. In addition, “Windump.exe” can be represented by a
single directory entry but is now spanning over several entries.

9. AccessData FTK evaluation was installed to the forensic workstation for
further investigations.
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Since only a few files (including deleted files) have been identified on the IMAGE,
evaluation version of AccessData FTK software, capable of processing 5,000 files
have been chosen to support further investigation. The advantages of choosing FTK
is that the image we are processing has only a few entries and used only very
limited spaces. Also, FTK is easy to install and requires minimal configuration, thus
is ideal to complete the investigation before the assigned deadline.

10. Information in the IMAGE was analyzed with FTK

FTK found 36 items from the IMAGE, to summarize the information found:
+ 3 Microsoft Word documents (as identified earlier);
7 deleted files including duplicates of:

>

B  Map ("ap.gif’) of a part in Hollywood, Los Angeles created/downloaded
using Microsoft MapPoint.
B Executable “Windump.exe”
B An unknown file with the name “WinPcap_3_1_beta_3.exe”
B An unknown file with the name “lapture”
+ The executables were created and accessed on 27 October, while the map
“lap.gif’ and the unknown “lapture” file were created on 28 October. The
offensive text “Coffee.doc” was written on late 28 October.
+  One instance of “WinPcap_3_1_beta_3.exe”, “WinDump.exe” and “lap.gif’ has
a logical size of 0 bytes.
+  Other items included slack spaces, master boot record, empty spaces ... etc.

© SANS Institute 2000 - 2005

File in root directory Identified File Type Created Time Modified Time Logical
(* indicates deleted file) (Sorted) Size
her.doc Microsoft Word XP|[25/10/2004 8:32:06 25/10/2004 8:32:08 19968
Document
hey.doc Microsoft Word XP|[26/10/2004 8:48:06 26/10/2004 8:48:10 19968
Document
WinPcap 3 1 beta 3.exe* |Unknown File Type [27/10/2004 16:23:54 |27/10/2004 16:23:56 0
WinPcap 3 1 beta 3.exe* |Unknown File Type [27/10/2004 16:23:54 [27/10/2004 16:23:50 485810
WinDump.exe* Unknown File Type [27/10/2004 16:24:04 |27/10/2004 16:24:06 0
WinDump.exe* Executable File 27/10/2004 16:24:04 |27/10/2004 16:24:02 450560
lapture* Unknown File Type [28/10/2004 11:08:24 |28/10/2004 11:11:00 53056
lap.gif* Unknown File Type [28/10/2004 11:17:44 |28/10/2004 11:17:46 0
lap.gif* GIF File 28/10/2004 11:17:44 |28/10/2004 11:17:46 8814
coffee.doc Microsoft Word XP([28/10/2004 19:24:46 |28/10/2004 19:24:48 19968
Document
15
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A number of items are of particular interest. One, the programs “WinDump” and
“WinPcap” are well-known freeware network sniffer to steal packets off a network;
“‘WinPcap” enables a network card to operate in promiscuous mode and capture
packets intended for other nodes on a network, and WinDump is capable of saving
the captured packets for further analysis. In addition, considering the file creation
time, the file “lapture” is likely to be a network packet dump and information in
“lap.gif’ is probably generated with reference to information in “lapture”. Also, for
one of the “Windump.exe”, the last modified time (Oct 27 16:24:02) is 2 seconds
earlier than its creation time (Oct 27 16:24:04), suggesting the file has been copied
from another source or location.

In addition, FTK has confirmed the “*.doc” files to be Microsoft Word documents;
therefore, we may attempt to recover the file owner information from the Microsoft
\Word document files.

Therefore, the following will be the subject of further analysis: i) to test if the files
‘WinPcap_3_1_beta3.exe” and “WinDump.exe” are the network sniffer programs
with the same name; ii) to confirm if the file “lapture” is a packet capture file; iii) to
confirm if the information in the GIF file “lap” is contained in “lapture”; and iv) to
retrieve additional information form Microsoft Word documents.

An item to puzzle is the file “lapture” was created on Oct 28 11:08 and modified on
11:11; if it is indeed a packet capture, it is unlikely for the capture to be done on
random, given the short duration of the file. Reviewing the contents of “lapture” may
provide some clues on the matter.

A point to note is the information in the map supported our initial setting of the time
zone to GMT-8, since Hollywood, LA is on the Pacific timezone.

11. String searches were performed on the IMAGE with FTK

The following words (ignoring letter cases) were searched in the IMAGE: “Robert”,
‘Lawrence”, “Leila”, “Conlay”, “Coffee”, “meet’, “Hollywood”, “Blvd”, “Sam”,
“flowergirl” and “hotmail”. The results: “Coffee” — 17 hits; “Meet” — 4 hits; “Hollywood”
— 2 hits; “Robert Lawrence” — 32 hits; “Leila” — 2 hits; “Hotmail” — 68 hits; “Sam” — 34
hits and “Flowergirl” — 6 hits. The words “Hollywood”, “Leila”, “Hotmail”, “Sam” and
“Flowergirl” were all found in the deleted file “lapture”.

17
© SANS Institute 2000 - 2005 Author retains full rights.



Indexed Search  Live Search |

Search Term:

| v [ 2aa ] temTyee

Search Items

% Text
[ rype [

Edttem |

Delete fem

v ascl

W Unicoce

[~ Casze Sensitive

I Regular Expression
" Hesxadecimal

Mz Hits Per File:

| ezt | Sesrch

[ Search Performed 4/12/2005 8:12:09 PM -- &7 Hits in 15 Files
@ Query: "coffee” <ASCILUnicode, Case Insensitive - 17 Hits in 7 Files
Cuery: "meet” <ASCIIUnicode, Case Insensitive™ -- 4 Hits in 3 Files
Cuery: "holywood" <ASCIT/Unicode, Case Insensitive > -- 2 Hits in 2 Files
Cuery: "rabert" <ASCI/Unicode, Case Insensitive > -- 32 Hits in 9 Files
H Cuery: "lawrence” <ASCII/Unicode, Case Insensitive > -- 32 Hits in 9 Files
[ Search Performed 4/12{2005 8:14:35 PM — 2 Hits in 2 Flles

- Query: "leila" <ASCI/Unicode, Case Insensitives -- 2 Hits in 2 Files

o EENEE 2R S

=]
ol g~
2 g e ‘ H e ||@ O | 9 o IUnfmered j| m IAII Columnz =l
¥ File Name | Full Path | Recvil,.. | Ext | File Tvpe | ateqot’ | Subject | Cr Date | Nﬂ
15 ummarylnformation caselE044Part_14H0 NAME-FAT164her docs #|... OLE 2 Summ... Other Mo H_]
I5ummarylnformation caselE044Part_14H0 NAME-FAT164\hey. docs »]... OLE 2 Surm... Other Mo
I5ummarylnformation cazelB044Part_14H0 MAME-FAT 1Ehcoffes.doc... OLE 2 Summ... Other Mo M
lapture caselE044Part_14H0 NAME-FAT 16\ apture Unknown Fil..  Unknown 10/28/2004 11.08:24... 11
q= RS AT oy ;IJ
indexed Sesrch  Liny Seanch l = Search Performed 41272005 8: 12:09 FM -~ 87 HEs in 15 Fles -
= Quey: “coffies” <ASCIL Unicods, Cap Insanskivas <« 17 Hitsin 7 Fies
1 Eem
Sanrch Tomy 3 (I | 2 Typ=: G 1 Mt - casebeO+iPart_LING NAME-FATIS
e — TToe T 51 HE == caseDSO¥|Pat_LIND NAME-FATIS hay. o
F Az %1 Hit - cassel4iPart_LING NAME-FAT161hey, docs WordDocunent
Fe Uricode # 3 Hts = case0S04Part_I\NG MAME-FAT 161 lapture
[M Casa Sensthve F 4 Hits - cass0BiPart_11HO NAME-FAT 18 poffes, doc
[~ Fepasr Expresson G- 4 Hits - cassDGlH|Part_IYND MAME-FAT161coffes, doc > SWordDooumer
' Heosdscimal - FHRS - casa0GIPart_IIND MAME-FAT 161 DavefreeSpace]
[ Quuery: “meset” <ASCIAUnkcods, Case Ineerakive > — 4 Hts in 3 Flss
MHIWFHE 1 Query: Teobyeood” <ASCILUGdS, Cade Iniansking> -- 2 Hts in 2 Files
Edt R I Duslats Psrry | Reel 1 Fas— | I [ Query: “robert” <OSCMUnkcods, Crse Tnesneives — ﬂl-lsmﬂFtsI -
4 L3
il z]a, v g a ble
00000aE0 (77 £d 61 65 G0 3 6e £5=T7 256 74 &€ 3d 53 | sl l=newstos |
R ERRRIT 75 61 72 63 6c 6c SL-40 68 &L T4 6d &L 65 ¢ = |
00000ax0 | H3 26 63 63 3d-26 62 €3 63 3d 26 T3 75 coschoosa s
00000ab0 (62 da 65 €3 T4 34 52 45-25 33 41 Ib 63 £f £ 64 (bjecesRESIA+cofd
00000acd |65 65 26 62 6f 64 72 3d-53 75 T2 65 25 32 43 Ib |eechody=Suresac+ -

[Selection shart = 2702 length = 22 chusber = 555; logical vechor = 2426: physical sechor = 2450

)

BER @ae=0

& o |unittered

=] [Tl fn cowrmns

=

¥

[=] _'I 15 ummnandrformstion
E N ] IS ummandirfomation
=) B urmmnandrformaton

:'.r Hpmb o

© SANS Institute 2000 - 2005

[ Fulpath Iscyd. et | Piatvpe | Cofacry  |isobieck ooty W)
capelEIM\Par_1\NO MAMEFAT 184hes doci | OLE 2 Sumwm... Dithes H

cavelE04\ P10 MAME FAT 16\ hey dogs 21
capslETHNFa_1WH0 MAME FAT 18 noffes dac
mra WA D 1’.I.|I'|IMUI'-'TI-"M|M-¢

OLE 2 Sumen, Dithes B3 H

OLE 2 Swmem . Dithes M N

[ Sty . R | P A PR T 1|ﬂ
*

18

Author retains full rights.



e SeEr I.mseuml = Seanch Performed 41122005 8:12;:09 P - 67 Hits in 15 Files
- Query: “coffes” <ASCIUncode, Case Insensitive > = |7 Hits in 7 Flles
) A Rer
Serch Tem: I = Type - Cuery: “meet” <ASCIfUnicods, Cass Insenstiv - 4 Hits in 3 Fles
Search [hems IT'EH I L - Query: “holywood”™ <ASCIUnicode, Case Insengitive > - 2 Hits in 2 Files
¥ asa B Gueey: “robeet” <ASCHUnicods, Case [rseriive — 32 Hits in O Fles
F Unicode [ Cuery: “Tewrenioe™ <ASCIL Unacode, Case Insensitive -~ 32 Mibs in 9 Flles
™ Case Sensiive = Seanch Perforred 4112/0005 8:14:35 PH -  His in 2 Files
I Feguse Exprasasn B Query: Tlells” <ASCIUnicode, Case Insenskive - 2 Hts iIn 2 Fles
T = 1 . cassOSOMIPart_IINO NAHE FATLG aphrs
s T4 (2937 - - clpdan s e nen
MascHesPerFis [ 200 | 5 1 4 o CasOSO4IPaL_ LD MAME.FAT 161 DreveFmspacel
| ot | mem | s 1" | ,
Y| GR35 =S
Q0000bS0 |30 44 25 30 41 I5 30 44-ZF 30 4l 53 63 65 Ib 79| 0DS0ARODOASee+y ﬂ
00000bED |6 T5 Zb 61 T4 b 37 T0=6d I5 32 31 25 0 44 25 |ousar+Tpakileib =

QOODObT0 |30 41 25 30 44 25 30 4Ll-Zd

2e 36 | oARODROA-TEERE. &

00000bED (81 41 d4F a7 02 00 3c 00-00 00 3o 00 OO0 00 00 S0 <K= cagescen

O000bS0 |4 Se &d cf OO0 Gc 41 50-29 Zc 0% 00 45 00 00 20|K* =< hF)

edachon shal = 2907, bngth = 5: chutte = 253 kapeal techn = 2405 phyital pecha = 2050

o B

|
LA

© SANS Institute 2000 - 2005

§ BES @ REED|@ o fuomen =] [T s cobaree =
Y Fia Harne [ Fupah [recyel.., [Ext [FiaType [ caegory | Subiest | Croms [ Mo
[z cmﬂ]ﬂ?ut_lm MPHE-FnTlmaﬂut [ Uninowe A0 1108234 1
5§ DoveFreeSpace] caselED 1E\Dmvefrees Divve Free S SlacksFree S Mt ML
s Search  Live Search l = Saarch Performed 471 2{20065 & 12:09 PM -- 67 Hitz in 15 Fillex
[ Query: “coffes” <ASCIUrcode, Case Insenskive == 17 HEs in 7 Flles
i1 | eemT
MTW[ |LJ| =+ I & e - Query; heet”™ <ASCIIUnscods, Cass Inderakive > — 4 Hbs in 3 Fles
Taarch Daas | Type | Tl - Query: Tholbywood” <ASCIIUnicode, Case Insensiive > = 2 Hts in 2 Fles
¥ AsCE 5} Qury: “robart” <ASCIUrscods, Case Tnssnaitive’ — 32 Hie in O Fiss
¥ Uricods [ Query: Wwwence” ASCIUncode, Case Dsenskives == 32 HEs in 9 Files
[T Cate Senstnes = Saarch Pexformed 471 12005 §:14:35 PM -- 2 Htd in 2 Fles
[~ Fgpder Expression w1 Query: ela™ <ASCIL Unicode, Case Ingenitive > = 2 Hits in 2 Fles
 Hexpsdecimal - Sealch Pewformed 4712005 5:21:04 PM - 102 Hits in 3 Files
=1 Query: hotmal® <ASCIUnkods, Case Ersenskine > -- &3 Hts In 2 Flss
Mox Fits Por Fles | 200 | & Query Sani <ASClliricode Case rseetivs> - 34 Hs 13 Fies
|| B o | | " Query: MoneeoiT enscm.-m.- Case Inserstive> - 6 Hits in 2 Fles

Ly =|m, w g mE e e

0B0024e0 |63 67 Ge 34 22 6c 65 66-74 22 20 T6 6l Gc 69 67igna"lefe” walig =]
ORO0ZAL0 |6m 3d ZE 64 69 64 64 Ge-65 2Z Je 3¢ 66 6L e T4 |ne"middleTr<fonc =
ODO0ZS00 |20 63 Ge 1 73 73 3d 22-47 22 3e claza="5"

QoOoZ5L0 35 X6 S0-8628 &L T4 &d Bl 69 &¢ Ze Einormail.

00002520 |62 &€ &d 3¢ Zf 66 &L EE-74 3 30 ZL 74 64 38 30| Comd S OTd F Tl _I
ielachon start = 3483, length = 10: clusier = 365; logeeal sactor m 2435, physical seciod = 2471 E
BEBE @@ XD |@ = l."'-.-'-.l j rrﬂ[.uﬂm:- j

¥ Fils s | Fudl Piath | . | Ext | Fie Cr Chabes Mod
= 7] lephae wmwm_muwzmnwwa Urbnown Fi..  Unknown /22008 110224, 102
E' DureeF et pacel canelEl 1 WD MAME FAT 16 \Drvefneas Durve Fiee S S Fiee S M [T Y

Before recovering the deleted files and performing further analysis, an exhaustive
string search was performed on the IMAGE as a whole. The information collected
may prevent errors if it reveals conflicting elements, and may ease subsequent
investigations.

The words for initial search were chosen with respective to the information
identified until this point. “Robert”, “Lawrence”, “Leila” , “Conlay” were the name of
the suspect and the victim in our case; “Coffee”, “meet” has been the subject in
“‘Hey.doc” and “Coffee.doc”; “Hollywood” and “Blvd” are information revealed in the
map “lap.gif’. The words “Sam”, “flowergirl” and “hotmail” were included upon
completing our initial search, as email address have been seen in our search of
“‘Hollywood”, in the file “lapture”. In short, it appears that “lapture” included email
communications between flowergirl96 @hotmail.com and
SamGuarillo@hotmail.com.

12. The document information in the Microsoft Word files were reviewed with
FTK.

Information acquired in the document summary section of the Microsoft Word
document files were listed below:
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File name Title Created Last Saved
Coffee.doc Hey what gives 10/28/2004 7:23:00 PM  |10/28/2004 7:24:00 PM
Her.doc Hey | saw you the other day 10/25/2004 8:30:00 AM  |10/25/2004 8:32:00 AM
Hey.doc Hey 10/26/2004 8:47:00 AM  |10/26/2004 8:48:00 AM
Overview Bigote |  Graphies | Ema | Seach | Bookmak |
_-E. [ & m [P [&H:‘FI-_:};\!?: 518"
:.%mﬁsem : I j" ¥ i i @ | ole)
=S Part_1L .
=) B NO NAME-FAT16 Summary Information
5] coffes:doc
=] her.doc
é e clog Name Value
2 i el Title Hey what gives
Subject
Author Eobert Lawrence
Eeywords
Comments
= Lizt a1 descendants Template Mormal dot
% B BB ..ﬂ Q _-;; (3 ir-i oFF -il.hhtered j Iﬁl_inu Colrns ;]
T File Name [ Full Path [Recyl.., |Ext [FleType | Category |
gl ICompOky carelEDAPat_TAND MAME -FAT 1B colles doc. . OLE Siream Unkrown
[A4 ] PecumentSunmarylnlemation  case0804\Parl_1\ND NAME-FAT1E coflee doc.. Office Docu..  Other
) ] 1Summandnicimaton cazelB04\Pat T\ND MAME FAT1E\colfes.dec. . OLE 2 Summ. Other
& 7] 17abke cace0B04\Past_1AN0 NAME-FAT1B\colles. do OLE Stream  Unknown
= Q FileStzck caselB0Pl_1\ND HAME-FATB\coffes doc File Slach ShackFres 5
[4 ] 'WeidDocument cazelB04\Part_1\ND MAME-FAT 18 coffes doc., Microscit Wo.,, Other

|

In addition, it was identified that all files were created with “Microsoft Word 10.0”
(Microsoft Office XP) and is of component object class “Word.Document.8” (version
8). “Robert Lawrence” was identified as the “Last Author” in all three documents.

There was a difference in timestamps between those carried in Microsoft Word and
those in the file system collected earlier. It can be accounted by the fact that
creation timestamp in the file system records when the document is first saved to
the disk, while creation timestamp in Microsoft Word records when a file is first
edited before it is saved to disk. In addition, Microsoft Office does not store the
timestamp down to number of seconds.

13.Information in FTK was exported for further analysis.

Files (including actual and delete files) were exported through FTK. All instances of
“‘WinPcap_3_1_beta_3.exe”, and the 3 files with logical size of 0 bytes were not
recovered. MD5 sums were generated on the recovered files.

20
© SANS Institute 2000 - 2005 Author retains full rights.



= LA WINNT system32 cmd.exe

C:~Docunents and Settings“Administrator Desktop “FIK-Export2>dir
Uolume in drive G has no labe
Uolume Serial Number is 982F-9 "'ﬁEi

Directory of C:sDocuments and Settings“fAdninistratorsDesktop FIK-Expowrt2

B9 :87p CDIR>
B9 :8%p .
ii: C3,.856 Tapturel26]
11:17a L8144 tapl2B] £
@724 L 768 coffeel29].doc
HE:32a 17, ﬁ. her[?].doc

H 9 8 heylit]l.doc

WinDump[25].exe
}.

rsktopsFIK-Export2 mdSsum =
h #tapture [26]

r[?]. 111.11.
cabBlds ec *hey[l&]__
793750779752 i in Dump [2

C:xDocuments and SettingssAdministratorsDesktop~FIK-Export>

For each 32 bytes directory entry in FAT, the last 6 bytes contain the starting cluster
and the file size information; if the information were lost, chance of automatic
recovery of data is slim. In our case, FTK was not able to recover the 3 files with
zero-ed starting cluster and logical file size. However, since all these entries were
duplicated (in file name at least), the content had been recovered through their
alternate entries. In addition, manual recovery (or through other tools) of
‘WinPcap_3_1_beta_3.exe” may be possible, since one of its two entries has a
valid starting cluster and logical file size.

14.WinPcap_3_1_beta_3.exe was recovered manually from the IMAGE.

Using HexWorkshop, 485,810 bytes (0x769b2) of data from physical address
0x4DEOO was extracted and saved to “WinPcap”. the MD5 sum of the recovered
data was “b794de4b880683e80de523c3b35eeaab” (See lower right hand corner in
figure below shaded in

000C47 10

Q00C4728 |B

000C4740 ((SEE

0004758 ([

DOOC47 70 [ Elaks

000C47858 | EpRE IF02 0074 0 0

O00C47A0 | (NI ADF 0000 0000 0000 4749 '||“' SR 0000 0000 QOO0 ||
000C47BE (0000 DOODO IIIIIIIIEI 0000 DOOD QOO0 0000 ODDO ODODOD 00DC 0000 QOO0 |..eerewronsssmsss
QoO0C47D0 (0000 0O0O 0000 QOO0 DOOO 0000 QOO0 DOO0O0 Q000 0ODD D000 0000 ([.cecvrerersrannas
OO0C47ES |0000 0000 0000 DOQO QODO 0000 OO00 QOO0 ODOD 0000 0000 0000 |..uevs cnsssvasss
@cuwﬂﬁmrml
ﬂaﬂ'set-.:ii@‘;ﬂ‘ﬁ[lb'tﬂ. M EEDD] ill:?matuof‘dkﬂla}'fmrdhcam.m

ol Sigred Byte 46 % Address Length

UHl Ungigned Byt 208 0004 3E00 0000004

G Sagreed Short 12336 DOHEEDD CODDO00S

WHENUnsigned Short 53200 OO04DEDD COODO00E

FHT Signeed Lt-'n] =535 T03600 :J

\'..I:lah Inspector l.':. Slruciuirs Wavwar Ju" '\L‘omput hdﬂckﬂ.\m ‘:'\Find r':l Bockmarky Jilln'.bdpql ‘ur
e bo postaon 000040600 (318976) {Offsst: D004DEDD  (Sel: 076002 bytes 62430424 bytes
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Reviewing the root directory content, it can be confirmed that both “Coffee.doc” and
‘WinPcap_3_1_beta_3.exe” start at cluster 42 (0x2a) or physical address 0x4DEQO.
In addition, the size and starting cluster information of the deleted files reveals that
deleted file were allocated on the disk in a consecutive order and did not overwrite

each other; making manual recovery of deleted files much simpler.

0003FDFE | 0000 0000 0000 QOO0 4845 5220 2020 2020 444F 4320 1823 0344|........ HER poc .#.D
O0D3IFE1D(5931 5931 DODD D444 5931 D200 OO4E 00DOD 4845 5920 2020 2020|Y1Yl...D¥1...H..HEY
O0OD3IFEZ8 [444F 4320 18BA 0346 S5A31 SA31 0000 0S46 SA31 1600 OD4E DODOO|DOC ...FZ1Z1...FZl...H..

O003FE40|ES565 D074 0061 DOSF D033 OOOF DOFEB 2E00 &S00 7800 €500 DODOD|.e.t.a._.3......B.X.@...
Q0Q3FESE |[FFFF 0000 FFEF FFFF ESS7 0069 QO0GE 0050 0063 QQOF QOOF& 6100).........W.i.n.P.c....a.
O0Q3FE7O0 (7000 SFO0 3300 SFOQ 3100 0000 SEO0 6200 ES4% 4ESO 4341 7E3Ll|p._.3._.1..._.b..IHPCA™1
O003FEBA | 4558 4520 003F FBEZ2 5831 SB31 0000 FC82 SB31 0000 OOOD DODOO|EXE .?..[1[1....[l......
O003FEAD|ES6S DD74 0061 DOSF 0033 OOOF OOF8 ZEOD &S00 7800 &S00 ODOD|.e.t.a._.3......8.X.®

O003FEEBB |FFFF 0DO0 FFFF FFFF ESS7 0069 OOD6E 0050 D062 OOOF OOFE &l0D|.........W.i.n.P.c a.

3. .1..._.b..INPCA"1
O003FEES |4558 4520 003F FB82 SB31 SC31 0000 F982 SB31 2A00 B269 OF00|EXE afaa[1%eesa[1®. 0.0
O0D3FFODO (ESSY 0D&9 DDEE 0044 0075 ODDODF 0054 &DO0 700D 2EO00 &S00 7800|.W.i.n.D.u...Tm.p...e.x.

QOQ3IFEDO (7000 SFO0 3300 SFOQ 3100 0000 SFO0 6200 ES49 4ES0 4341 7E3l|p._.3._.1..

0003FF18|6500 DDOD 000D FFFF ES49 4E44 554D 5020 4558 4520 0O01B D283 |@...c.... INDUMF EXE ....
Q003FF30|5B31 5B31 0000 0383 5B31 000D QOO0 QOO0 ESS7 QO&9 OOGE OO44|[1[1....[1.......W.i.n.D
O003FF48 (0075 O00F 0054 &DOQ 7000 ZEQ0C0 6500 7800 &S00 0000 Q000 FFFF|.u...Tm.p...@.%.®.......
0003FF&0)|ES549 4E44 554D 5020 4558 4520 001B 0283 SB31 5C31 0000 0183 |.IHDUMP EXE ....[1%1....
O0O03FF78|5B31 0502 OOED 0600 ES541 S054 5552 4520 2020 2020 083D OCS?([l.......APTURE . 4

0003FF90|5C31 SC31 0000 &059 S5C31 BDO3 40CF 0000 ES41 5020 2020 2020 (~1-1..'¥~1..@....AP

OOO3FFAB 4749 4620 183E 365A 5C31 SC31 0000 375A 5C31 0000 QOO0 QOO0 |GIF .»62-1~1..7I~1......
DOO3FFCO|ES41 5020 2020 2020 4749 4620 183E 365A SC31 S5C31 0000 375A|.AP GIF .>B6E~1n1..7Z
O003FFDE |SC31 F103 6EZ22 D000 434F 4646 4545 2020 444F 4320 182A 179B|~1..n"..COFFEE DOC .=,.
D0O03FFFO|5SC31 SC31 0000 1898 5C31 ZAO0D DO4E 0000 0000 OODOD OOOOD OODO|SI™Laeowwo™1®, M..covaouns

Also, since “Coffee.doc” is 19,968 (0x4e00) bytes and “WinPcap_3_1_beta_3.exe”
is 485,810 bytes (0x769b2) in logical size, the first 39 sectors (approximately 4.1%)
of “WinPcap_3_1_beta_3.exe” was overwritten by “Coffee.doc”. the slack spaces of
“Coffee.doc” at the 40" sector is thus part of the deleted
‘WinPcap_3 1 beta_3.exe”.

Therefore, if the “WinPcap_3 1 _beta_3.exe” we recovered from the IMAGE is
indeed the WinPcap installer program, the recovered binaries will be identical to
the genuine “WinPcap 3 1 beta 3.exe” starting from the 40™ sector and on.

© SANS Institute 2000 - 2005

15. Genuine WinPcap and WinDump were downloaded and compared against
files recovered from the IMAGE.

Genuine WinPcap 3.1 beta 3 and WinDump 3.8.3 beta were downloaded from the
official download site. The md5 values were
“4511ee3b4e5d8150c035a140dfba72c0” and
“79375b77975aa53a1b0507496107bff7” respectively.
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‘q WinDump: tepdunip For Windows - Microsolt Internet Explorer

Fila Edt View  Favorites T He=ly

deBock v = -

D D | Qsearch [aaFovortes @itede B - b

Address | ] http: jwindump. polio R finstalljdet ault.bem

E Click here to download WinPeap 3.1 beta2

WinDump executable

a WinDurmp exe This 15 a uncompresst
To mm WinDump:

« launch the prog

Source code download

ﬁ WinDhng seurce  This ZIP compre

code

Download complebe )

WmPrap, WoP rap e regqmres o compae—rrormmp:

Ly
—a  Download Complete

Saved
o download Win  \WinDump.ece lrom windurp, polic i

LR LT LTI

Downloaded 440 KB in 2 zec
Droswriboad bo: C:ADocuments and Sed. \Nwinliump.ese
Transfer ite; 220 kB Sec

[ Close this distog baw when download completss

OpenFolder | [ Close |

Open

» download WhumpSrc.ap
o uneompress it to the desred Folder

g5 It

4] I
&
a windump.polito.it - /misc/bin; - Microsoft Internet Explorer
File Edit “iew Favorites Tools Help
= Back + = - @ b | @Search [Ze] Faworites @Media @ | %v =]
Address 2:] http: fhwindump, polito,itmisc/bing
F T i = p=i
Thursday, April 10, 2003 35:53 PH 501121 Z.53-WPdpack.=zip
Tuesday, February 03, 2004 2:39 PHM 442317 F.01alpha-WinPocap.exe
Tuesday, February 03, 2004 2:39 PH 1004367 3.01lalpha-wpcapsrc.2ip
Tuesday, Februarvy 03, 2004 2:39 PH 1075400 3.01lalpha-TpdPack.=zip
Monday, Octokber 07, 2002 2:42 PH 391281 3.0alpha-WinFPcap.exe
Monday, Octoker 07, 2002 2:42 PH 607955 3.0alphaz-TMPcapdre.=zip
Monday, February 10, 2003 2:00 PH 391329 3 .0alphad-WinPoap.exe
Monday, February 10, 2003 2:00 PH 6513832 3.0alpha3d-WPcapSre.=ip
Monday, February 10, 2003 1:59 PH 355803 3.0alphad-WMinPcap.exe
Monday, February 10, 2003 1:59 PH 04333 3.0alphad-NPcapdSre.=ip
Friday, Septewber 20, 2002 11:2Z26 LH 350661 3.0alpha-WinPoap.exe
Friday, Septewber 20, 2002 11:Z6 LM 605332 3.0alpha-WPcap3rc.zip
Monday, February 10, 2003 2:01 PH 868538 3.0alpha-wpdpack.=zip
Thursday, April 10, 2003 3:50 PH 440405 3.0beta-WinFPcap.exe
Thursday, Lpril 10, 2003 3:50 PH 775540 3 .0beta-WPoapSroc.zip
Thursday, April 10, 2003 3:50 PH 925403 3.0beta-wpdpack.=zip
Jaturday, May 15, 2004 12:12 PH 456012 3.1lbetaz-WinPcap.exe
Saturday, May 15, ZO004 12:11 PH 1101511 3.1lbeta-Wpoap3re.=ip
Saturday, May 15, 2004 12:12 PH 1150395 3.1betaz-WpdPack.zip
Monday, May 03, Z004 11:00 AM 454672 3.1lbeta-WinFPcap.exe
Monday, May 03, 2004 11:00 AM 1094939 3.lheta-WPcap3rc.zip
Monday, May 03, 2004 11:00 AM 1155420 3.1bheta-WpdPack.=zip
Thursday, August 05, 2002 7:22 PH 635712 3.8alpha-Whuanmp3rc. zip
Thursday, August 03, 2002 7:25 PH 397312 3.8alpha-WinDunp.exe
Jaturday, May 15, 2004 12:17 PH 455810 WinPcap 3 1 beta J.exe
Saturday, May 15, Z004 12:18 PH 1102583 Wpeap3re 3 1 beta 3.=2ip
Saturday, May 15, 2004 12:15 PH 11459585 WpdPack 3 1 heta 3.=2ip
@Dnne
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WINNT system32\cmd.exne

t Windows 2888 [Uersion 5.
pyright 1985-2008 Hicrosoft Co

uments and Settings“Admin ratorrcd desktopwpolito-official
C:x\Documents and Settings“AdministratorsDezktop Polito-0fFficial>dir

Vo lum
U 1um

5] |.-!:-'Lr|[]ump
B WinPocap_.

WDocuments and SettingssAdministratorsDesktopsPolito-0OFFiciall

The MD5 values between the genuine and the recovered files were compared, it
was identified that the “WinDump.exe” in the IMAGE is a genuine version of
WinDump 3.8.3 beta.

A binary comparison between the genuine “WinPcap_3_1_beta_3.exe” and our
recovered image was done using NWDiff. It was identified that the two files to be
95% identical (shown in the status bar of NWDIFF); for the data between 0x0 —
OxFFFF alone, the two files are 70% identical; the rest of the file from 0x10000 and
afteward are identical to each other. A graphical representation of “File1 xor File2”
(lower left) and “File1 or File2” (lower right) indicated that all differences are located
at the beginning of the files. It is thus safe to conclude that the recovered
‘WinPcap_3_1_beta_3.exe” is a genuine version of WinPCap 3.1 Beta 3.

B e - [C2 Doromients and Settings' Adminkstrstor| Desktop|Mamsal-Restore) minpesp - Cf Do =] =i
Fle Visn  Heln
3| 3/+| m] 3]

U= Q0RODRODA0- B ROORAOEFFF 70% Same=h60&7 DLiFFerent =1948% Bytes =

0% 100% Filel Size=0x0DO0O7&0B2 == File2 SizesGx0000076982
Filel xor File2 il

Ry r000000T3F L 000D Dxona (95%. £ana) ML
Fstart]| | 21 & 2 || gecrr sssgemant | Zparictuees | [l rvwec - 2\ Pocment... 951 a8
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5 and Setiings A 18]

He View  Heln

3| 3/+| m] 3]
IxA0RA 0000~ AROBAIFFFF IDEHRTITY =
0% 1005 Filed Size=0x0BADOTE0R2 == Filez Size=xBODOOT6YE2
== -
File1 xor File2 el{Green) or lzre} Tii
Ry DD 0000- O 0TI TDENTITY 00000 L BBEC FF FF Diona (5% £ana) ML
Fstart]| | 21 & 2 || gecrr sssgemant | Zparictuees | [l rvwec - 2\ Pocment... 552 AP

As part of the recovered file has been overwritten, and with the tools at hand,
performing a binary comparison consume less time and provides a good enough
confirmation on the identity of the unknown WinPcap recovered in the IMAGE.

In part, our comparison has been made easy as Microsoft Word documents carries
empty spaces (allocated to the containers — a feature of “component document”),
while the compressed installer programs are more packed and exhibits a different
pattern.

A better approach could be extracting data in a genuine version of WinPcap from
the 40" sector and on, and compare it against the portion of WinPcap not
overwritten using MD5 comparison. Nevertheless, having read through and
validated the output of NWDIFF, the investigator has sufficient confidence on the
current interpretation.

16. The file signature of “lapture” was reviewed and matched against
information from the Internet

The file signature database (http://www.garykessler.net/library/file sigs.html) was visited,
and it was confirmed that a file beginning with “D4C3B2A1” to be a WinPcap
capture file.

The first 4 bytes in “lapture” were then reviewed and confirmed the file to be a
packet capture file.
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Eihh- Segnatures - Microsolt Internet Explorer

Fie Edt ‘ew Favortes Took Help
bk v = - 5 (2] o3| Dsemch [SlFaverkes GiMeda | By b
fudaase [ 18] g fomvs.garyhsslerrtfibearyiiis_sigs-hamd =] o s ®
D2, DOT, FPE, FPT, LA, X1LE, WIZ Microsoft Cffice appbeaton: (Ward, Powerpomt, Excel, Wizard) =
DE MSWorks database file
MSC Microsoft Commen Consele Document
MEI Microsolt Installer packags
SPO 5PSS cutput file
VD Visio file
WPS MSWorks text document

02 0& 00 00 d...
FTE G Mettest WinFharoah filter file

04 _C3 B2 Al

D7 CD CB 9A =1&.
WMFE Wmndows graphics metafile

oC FE tiip
EFX eFax fle format

E3 B2 B85 9% I T J
PWL Wondews pazswerd Ble

E9 é =l

U . . . S| S

H Hex Workshop - [lapture[Z26]]

[ File Edt Disk Options Tools ‘Window Help
[za@a(rme-c|vvalmm/s/st0fi[Ee|o|e-
”=~ «» BBER A | & v+ - sz P A a¢iﬁ|‘|@ﬁ'i‘£ﬁi‘-}_ﬁsx

00000000 |D4C3 B2A1 0200 0400 0000 0OOO DOOO OCOOO OO0 OOOO D100 QOO0 (.
00000016 |2E36 8141 EES9 0100 3EDOD 0000 3EOO0 0000 00OC 4150 292C 0090(.
00000030 |4BSE E3CF 0800 4500 0030 97CS5 4000 BOOE 3CF4 COAD D268 4004 (K
00000048 |22FA O7F6 0050 F1ll1e 0025 0000 0000 7002 4000 238F 0000 0204 |"

17.Network stream of information was extracted from “lapture”
Ethereal version 0.10.8 was installed to the forensic workstation.

The file “lapture” was opened with Ethereal, it was identified that the capture is
about 1 second long in time from Oct 28 2004 11:10:54 — 11:10:55.
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b@xﬁ%E RQesDFLE QRQAQ POHEX O

2 2004-10-28 li:lﬂ:Sd.ﬂQD?12 192 168. 2 1 192 153 2.255 SHMP TRAP=V1 SHM
3 2004-10-28 11:10:54.112308 64.4.34,250 162,168. 2.104 TcP http > 203E
4 2004-10-28 11:10:54.112831 192,163, 2.104 64.4.34,250 TP 2028 > hrt
§ 2004-10-28 11:10:54,.113010 192.168.2.104 64.4,34, 250 HTTP  POST Jogi-
6 2004-10-28 11:10:54.113020 192.168.2.104 64 .4, 34,250 HTTP  Continuatic
7 2004-10-28 11:10:54.113055 192 168, 2.104 64 .4,34, 250 HTTPE  Continuatic
B 2004-10-28 11:10:54.174035 64.4,34, 250 192,168, 2.104 TCP http = 203&
B 2004=10=28 11:10:54.174847 64.4.34,250 192, 168, 2.104 HTTR HTTP/1.1 1%
10 2004-10-28 11:10:54, 224375 64.4.34,250 192.168. 2,104 HTTP  HTTR 1.1 2C
11 2004-10-28 11:10:54.224430 192.168. 2,104 64.4.34,250 TCP 2038 > htrg
12 2004-10-28 11:10:54. 233166 64.4.34.250 192.168. 2. 104 HTTP  Cortinuatic
13 2004-10-28 11:10:54. 256937 6d.4.34,250 192,168, 2.104 HTTP  Continuatic
14 2004-10-28 11:10:54,257022 192 168, 2.104 6d .4, 34,250 TCP 2038 > http
15 2004-10=-28 11:10:54, 265500 64.4,34,250 192,168, 2.104 HTTP Continuatic
16 2004=10=28 11:10:54. 290217 64.4,34,250 192,168, 2.104 HTTR  Continuatic
17 2004 =10=28 11:10:54, 2902A% 182 16R.2.104 A4.4,34, 250 TR 20%8 = hrrre
1] I i

A search for “flowergirl” was performed in the stream and one stream with HTTP
data matching “flowergirl” was found. The stream of data was extracted to
“capture.txt” with md5 value of “1d9f54ecb95797bb5a31aae923c91b41”.

=10]x
Stream Content
=T 7e] BT /prEna] 7243 WTerLT E

imagesgif, imagesx-xbitmap, image/jpeq, imagespipeq, application/und.ms-gxcel, .f

: http://byl2fd. bayl2, hotmail.msn. cnmfr:q']—I:r}nf-::mpn;e‘?&mrmbnx-:DﬂDGDDGUl&a-??d&‘I

cocept-Language: en-us

Content-Typa: app11cat1anx-wqufnrm-ur1encuded

ccept -Encoding: 5|;'-1p,
-ngaﬂt mozi1Ta 4.0 cumpat1h1!. MSIE 6.0; windows NT 5.1;:

est: byl2fd. bayla. hotmatl.msn. com

Content-Length: 578

Connection: Keep-aljve

Cache-Conmtrol: no-cache

Cookie: MCl=V=3&GUID=4BA9E2ZA052040108]1F118E1BFICEA4E; yal; MSPAUTh=3Qr3TOLUSESd20BMCGS" |

NET CLR 1.1.4322)

urmbox=Fo00000001&HrsTesT=4 HMacTion=Sand&Finalbest=&subact ion=4p] aintext=&Togin="T1ower |

TTR 1.1 200 oK

: close
ate: Thu, 28 oct 2004 19:10:54 GMT

: Microsoft-115/6.0

~Powered-By: ASP.NET

IPICP="BUS CUR CONO FIM IVDD ONL OUR PHY SaM0 TELO"
Cache-control: private
onTent-Typa: text/Hml
~XFS-Error: 500

Server: H: BAY1Z=-F42.phx.gbl

Vi WINZE3 09,08.00.0054 - D: oct 19 2004 12:10:04°5: O
<html><head><script languages="lavaScript"s

IsNotBUTkEnabled=I15ratus=IspPr intEnablad=NewMenu=Junk=Put InFldr=attach=Tools=""

M = “curmbox=FO00000001&a=Tel20b2B282CRala87T262742182d%dh";

c/scriptr<titlesMsn Hotmail - Sent Message confirmation</Titles<link ral=’ ‘sryleshest™ b
unction subFormi)

K1 0

d |

The network stream in “capture?.txt” was reviewed and it was identified to include i)
an email reply from flowergirl96@hotmail.com to SamGuarillo@hotmail.com using
HTTP Post method to Hotmail (httpmail); and ii) a response HTML page from the
Hotmail server.

The email reply being “posted” to the hotmail server was saved as “capture1.1.txt”, a
message written by flowergirl96@hotmail.com on the topic of having coffee with
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Sam at Hollywood & McCadden at 7:00PM of Oct 28 was identified when the stream
was decoded. The location is Hollywood and McCadden where the recovered map
“lap.gif’ referred.

4 LA WINNT  system32 cnd.exe

roscript tmp.vhs

erved.

1nL=:m! i Jlnl‘]1n1'rm 1'! C nrui

HITP-1.1 188 Continue

C:~Documnents

and Settingz“AdministratorsDezktop“Manual-Restore

The HTML contents in the response stream was saved to “capture1.2.htm” and

opened in an Internet Explorer; it showed a hotmail page requesting flowergirl96 to
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At this part of the investigation, Ethereal has been used to decode the content in
the packet capture file. Since httpmail (and a number of other network protocols)
do not encrypt mail contents, they can be spied by any workstations connected to
the network. In this case, the email and html contents have been spied the use of
Windump.

With reference to the content of the email from Ms. Conlay to “Sam”, one can
believe the last message “Coffee.doc” found in the IMAGE was written by Mr.
Lawrence at 7:24PM of Oct 28, 2004 after he had seen Ms. Conlay with “Sam” in
the coffee shop at Hollywood & McCadden at 7:00PM of Oct 28, 2004. After Mr.
Lawrence was rejected by Ms. Conlay on Oct 25 and Oct 26, he downloaded and
installed a network sniffer “WinDump 3.8.3 Beta” on Oct 27 4pm and spied on
network communications to and from Ms. Conlay’s workstation. On Oct 28 11:10,
he captured a private email of Ms. Conlay to “Sam”, learning that Ms. Conlay will
meet “Sam” at Hollywood area, he downloaded a map of the neighborhood at
11:17, and piggybacked Ms. Conlay at the same evening.

The following questions remained, nevertheless:

1. Is Leila’s workstation at work running WinXP (NT5.1) and MSIEG6 as highlighted
in the http header above? Is the IP address 192.168.2.104 (That is, is the
workstation being “captured” correct)?

2. How did Mr. Lawrence learnt the very second when Leila is sending her email to

Sam? How could Mr. Lawrence decode Ms. Leila’ private email from the

capture only 8 minutes after its being recorded? Is there a more complete

version of capture file located at another location?

3. Socially speaking, why is SamGuarillo not in Flowergirl96’s address book if they

known each other well? |Is this a coincidence?

18.Evidences collected were consolidated (by re-exporting from FTK and
performing file system copies) to ease submission.
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VI. Investigative Leads and Other Recommendations

A number of evidences supported the claims by Ms. Conlay against Mr. Lawrence.
Nevertheless, a number of concerns have been identified during the investigation.
While each of them may not be significant, they suggest the current scenario be
investigated further for a fair judgment on Mr. Lawrence.

A. Legally speaking, the investigator concern if the USB drive obtained could be
used as approved evidence should this case is bring up to court. In part, the
personal USB drive was neither obtained with Mr. Lawrence’s consent, nor the
corporate has been granted the authority required to seize private property
during security investigation. Moreover, although our security administrator had
found the USB Drive in Mr. Lawrence’s cubicle, there is no evidence that Mr.
Lawrence owns the USB Drive (other than his name appeared in the content of
the drive). Lastly, even if Mr. Lawrence owns the USB Drive, he may not be the
only user of the drive given the mobility of the USB Drive.

Additional investigations, therefore, shall be carried out to confirm Mr.
Lawrence’s presence in the “crime scene” when the unethical acts (i.e.
unauthorized sniffing of another staff's private email) were performed using
company property (i.e. Mr. Lawrence’s workstation at work). The following
investigations are recommended to identify if Mr. Lawrence had downloaded,
installed and used the network sniffer programs (Windump and WinPcap) and
captured the private email of Ms. Conlay:

1. Review the attendance and corporate network sign-on record.

To identify if Mr. Lawrence did use corporate workstation(s) including notebook
computer to perform the packet capture, it is suggested to review Mr.
Lawrence’s attendance and domain sign on record for the period from Oct 27
16:00 — 16:30 and from Oct 28 11:00 — 11:30. The investigation shall reveal
workstation(s) Mr. Lawrence logon to during the captioned period, such that
comprehensive forensic analysis for traces of WinDump, WinPcap and
Microsoft MapPoint can be launched on the logon-ed workstation(s). Note it is
possible that Mr. Lawrence downloaded the WinPcap and WinDump program at
home on Oct 27; but Mr. Lawrence had to install the programs and used at least
one workstation connected to the corporate network to complete the packet
capture on Oct 28.

2. Review the corporate proxy log and other necessary network logs.
The logs shall be reviewed for three purposes: i) to identify if the WinDump and
WinPcap were downloaded on Oct 27 through the corporate network; ii) to
identify if Ms. Conlay’'s had connected to Hotmail on Oct 28; and iii) to identify if
MapPoint server service has been accessed and queried on Oct 28.

3. Perform comprehensive forensic analysis on workstations used by Mr.
Lawrence.

The purpose of the analysis is to search for copies of evidences identified in the
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current forensic exercise. As described earlier, Mr. Lawrence requires at least
one workstation connected to the corporate network to complete the packet
capture. Thus, traces of installations of Windump and Winpcap will be the
subject of investigation; in addition, traces of usage of the MapPoint server
service and Windump shall exist on this workstation.

4. During the above investigations, it is recommended to refrain Mr. Lawrence from
access to corporate resources according to the security guideline. This will
prevent further damage and/or elimination of evidences should Mr. Lawrence did
performed the unethical acts.

B. Technically speaking, the following points have been identified during the
investigation, attempts to answer them shall be considered in the investigations
recommended in (A) above:

1. There is an MBR in the USB drive, which is not a common practice; also the
disk was so clean and appeared it may not have been used before (Section V
(C), Step 5).

There are duplicate entries in the File Allocation Table (Section V (C), Step 8).
The packet capture file (“lapture”) captured the exact second when Ms. Leila
sent her private email to SamGuarillo (Section V (C), Step 10 & 17), this is
unlikely to occur by chance.

wn

C. For the corporate, a number of alerts have been identified in the investigation:
1. Staff may use unauthorized hardware/software within the corporate network.

According to the corporate IT security policy, a staff is generally not allowed to
use privately owned hardware/software at work. The reason is the IT security of
personal hardware/software may not be up to par with the corporate standard,
and cause additional risks to loss of or unauthorized access to corporate data.

In this case, the USB Drive could have stored sensitive sales information (since
Mr. Lawrence is of sales department). If it was passed to an outsider (including
a competitor) either accidentally or intentionally, by Mr. Lawrence himself or by a
third person, great damages could have been incurred to the corporate in
tangible or intangible terms.

2. Staff may participate in unethical network sniffing.

In accordance to corporate IT security policy, use of network sniffer is prohibited
other than on authorized occasions. The policy must be enforced strictly.

In one hand, network sniffing is a powerful tool to troubleshoot network problem;
on the other hand, it could be an evil tool when used for an unethical purpose. In
this case, use of a network sniffer has been detected to offend the personal
privacy of Ms. Leila, which could mean another civil court case for the corporate
if it is not handled correctly. In addition, a staff may be able to capture sensitive
and unauthorized information from the network, and may cause additional
damage to the corporate.
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For this instance, the investigator would recommend investigations to whether
Mr. Lawrence had used a network sniffer to capture restricted or confidential
information be included in the investigations in (A) above.
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Appendix | - Additional Information

Disk Concepts and Troubleshooting. 2005. Microsoft Corporation.
<http://www.microsoft.com/resources/documentation/Windows/2000/server/reskit/e
n-us/prork/prcb_dis_zbxs.asp>

The chapter provides basic information to how a storage medium is layout to carry
meaningful content. The subsections (“Master boot record” and “Boot Sector”) are
particular useful should a reader want to know why the investigator used a hex
editor to review the disk, and the riches of information that the investigator
attempted to identify.

WinDump: tcpdump for Windows. University of California, Lawrence Berkeley
Laboratory. 3 May 2005. <http://windump.polito.it/>

WinPcap: the Free Packet Capture Library for Windows. University of California,
Lawrence Berkeley Laboratory. 4 Nov. 2004. <http://winpcap.polito.it/>

The two web sites provide useful information on the capability of WinDump and
WinPcap. In fact, the packet capture file analyzed in the assignment is simple, and
cannot really demonstrate the full capability of Windump (or the damage it can do in
a corporate environment), such as decoding packets in IPSec (a tunneling protocol).
Interested readers may found pointers to the Sniffing FAQ by Robert Graham within
WinDump “Docs” section to be useful as well.

UNERASER. File Recovery. Defining clusters chain for the deleted entry. Active@
Data Recovery Software. 5 Feb. 2005. <http://www.uneraser.com/assemble-
clusters.htm>

The web site describes the general concepts and processes of recovering deleted
files. The information on how to define a chain of clusters for recovery will be useful
in understanding the technique used by the investigator to recover deleted files. It
also provides a clue to why FTK cannot / do not automatically recover some of the
binaries in the IMAGE.
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Appendix Il — List of Contents in the USB IMAGE

Evidence# |2

Full Path: \her.doc

Exported to: [her[9].doc

File Type: Microsoft Word XP Document

Created: 10/25/2004 8:32:06 AM

Accessed: 10/25/2004

Modified: 10/25/2004 8:32:08 AM

L-Size: 19968

Del: No

Category: Document

MD5: 9785A777C5286738FODEB73D8BC57978
Evidence# |3

Full Path: \hey.doc

Exported to: |hey[16].doc

File Type: Microsoft Word XP Document

Created: 10/26/2004 8:48:06 AM

Accessed: 10/26/2004

Modified: 10/26/2004 8:48:10 AM

L-Size: 19968

Del: No

Category: Document

MD5: CA601D4F8138717DCAADEQ7ABEC19ED1
Evidence# |4

Full Path: \coffee.doc

Exported to: |Coffee[29].doc

File Type: Microsoft Word XP Document

Created: 10/28/2004 7:24:46 PM

Accessed: 10/28/2004

Modified: 10/28/2004 7:24:48 PM

L-Size: 19968

Del: No

Category: Document

MD5: A833C58689596EDA15A27C931E0C76D1
Evidence# |5

Full Path: \lapture

Exported to: |lapture[26]

File Type: Windump Capture File

Created: 10/28/2004 11:08:24 AM

Accessed: 10/28/2004

Modified: 10/28/2004 11:11:00 AM

L-Size: 53056

Del: Yes

Category: Tcpdump capture variant

MD5: 2097B7BOA9FEDB4238B67E976C4AE1CB
Evidence# |5.1

Exported to: |Capture1.ixt

File Type: Extracted HTTP data stream

L-Size: 20697

MD5: 1d9f54ech95797bb5a31aae923c91b41
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Evidence#

5.1.1

Exported to: |Capture1.1.ixt

File Type: Extracted HTTP data stream

L-Size: 598

MD5: 619898a88919c0cbea20b0ddb82e6e2f
Evidence# [5.1.2

Exported to: |Capture1.2.htm

File Type: Extracted HTTP data stream

L-Size: 17904

MD5: 73ff441abb50c04439275a7564cd40b6
Evidence# |6

Full Path: \lap.gif

Exported to: |lap[28].gif

File Type: GIF File

Created: 10/28/2004 11:17:44 AM

Accessed: 10/28/2004

Modified: 10/28/2004 11:17:46 AM

L-Size: 8814

Del: Yes

Category: Graphic

MD5: 9BC3923CF8E72FD405D7CEA8C8781011
Evidence# |7

Full Path: \WinDump.exe

Exported to: |WinDump[25].exe

File Type: WinDump 3.8.3 Beta Installer

Created: 10/27/2004 4:24:04 PM

Accessed: 10/28/2004

Modified: 10/27/2004 4:24:02 PM

L-Size: 450560

Del: Yes

Category: Executable

MD5: 79375B77975AA53A1B0507496107BFF7
Evidence# |8

Full Path: \WinPcap 3 1 beta 3.exe

Exported to: |Winpcap

File Type: Winpcap 3.1 beta 3 Installer

Created: 10/27/2004 4:23:54 PM

Accessed: 10/28/2004

Modified: 10/27/2004 4:23:50 PM

L-Size: 485810

Del: Yes

Category: Executable

MD5: B794de4b88068ae80de523c3b35eeaab
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Appendix Il — Brief of Programs Used for Investigation

. Microsoft Virtual PC 2004 (http://www.microsoft.com/windows/virtualpc/default.mspx)

Microsoft Virtual PC 2004 is a virtualization solution to allow a user to run multiple
PC-based operating systems in a single workstation through emulation. Similar
products include VMW are workstation.

. Hex Workshop (http://www.bpsoft.com/)

A powerful hex editor in the opinion of the investigator.

. NWDIFF (http://www.geocities.co.jp/SiliconValley/1469/ToolNwdiff_Eng.html)

Similar to the Microsoft WinDiff to compare two text files in GUI, NWDIFF perform
comparison between two binary files in GUI.

’ VDK (http://chitchat.at.infoseek.co.jp/vmware/vdk.html)

Virtual Disk Driver (VDK) is a driver to enable working with VMW are formatted
virtual disks on a Windows host. While it has a number of limitations, it offers quick
access to information in a disk image on Windows platform. The site contains a
bunch of tools to work with VMW are disk images as well.

¢+ AccessData Forensic ToolKit (FTK) (http://www.accessdata.com/)

AccessData FTK is actually a commercial software to perform thorough computer
forensic examinations. Instead of using a wide variety of tools, FTK can be
considered a “Swiss Army Knife” for an investigator. The downloadable trial version
support forensic analysis on no more than 5,000 files.

+  Ethereal 0.10.8 (http.//www.ethereal.com)

Ethereal is a famous network protocol analyzer under GNU Public License (GPL), it
understands a large number of protocols and includes powerful feature to simplify
network flow analysis.
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