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Abstract/Summary

This document is divided up into three main sections. They are: Analyze an
Unknown Binary, Perform Forensic Analysis on a System, and Legal Issues of
Incident Handling.

The first section, Analyze an Unknown Binary, is on the investigation of a binary
that was found on a compromised computer. The investigation started by
gathering the background information such as the last access, last modified, and
creation dates, as well as the size of the file. Then the binary was analyzed,
using certain Linux tools like strace, to determine its uses. After the binary was
completely analyzed, the source code for it was located on the Internet and
downloaded. It was compiled and the newly compiled program was compared to
the unknown binary. The legal issues concerning this binary on a computer
system were discussed as well as certain interview questions that could be
asked to the person who is suspected of installing this binary on the computer.

The next section, Perform Forensic Analysis on a System, is on the complete
forensic investigation of a hard drive in an unknown state. This hard drive was
found in a dumpster without the computer or any other hardware. The
investigation starts by creating a bit-by-bit copy of the hard drive and then
calculating the md5sum of both the hard drive and the image. The forensic tool
Autopsy v1.62 was used to analyze the contents of the hard drive. The
investigation revealed all the programs installed on the system, some websites
the users of this drive visited, and some files that the users created.

The last section, Legal Issues of Incident Handling, is on the scenario of being an
Internet Service Provider and receiving a call from a law enforcement official
stating that an account on the system was used to hack into a government
computer.
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Part 1 — Analyze an Unknown Binary
Binary Details

The analysis system that | used to examine the binary was a dual boot machine
of Windows XP and Red Hat Linux 8.0. The system had a 20 GB Maxtor hard
drive, 10 GB Western Digital hard drive, a floppy drive, a zip drive, a CD-ROM
drive, and a CD burner. The processor of the system was a 1 GHz Athlon and it
had 256MB of PC-133 RAM. Later on during the investigation, | removed Red
Hat Linux 8.0 and installed Red Hat Linux 6.1 in its place. This system was not
connected to a network. All analysis in this part was performed in Linux.

The name of the unknown binary that was found on the system was atd. The
binary had a creation date of 08/22/2002 and a creation time of 15:57:54. It had a
last modified date of 08/22/2002 at 15:57:54, and it had a last accessed date of
08/22/2002. These times show that the unknown binary was put on the system
on 8/22/2002 and the binary was not modified in anyway after that date nor was it
executed after that date. To obtain these times | placed the zip archive
containing the unknown binary onto a blank floppy disk. | then mounted this disk
with the nodev, noexec, noatime, and nosuid flags set. The command for this
was “mount —o loop,nosuid,noexec,nodev,noatime /dev/fd0 /mnt/floppy.” |
extracted the binary to the floppy disk and used the command “dd if=/dev/fd0
of=/image/floppy.img” to make an image of the floppy disk. | then used the tool
Autopsy'’s file-browsing feature to obtain these times. See the section Forensic
Tools Used in Part 2 of this document for more information on Autopsy and on
how to configure it. For step three in the configuration the line | added to the
fsmorgue file was “floppy.img fat A: ESTSEDT.”

| was also able to obtain the user ID and Group ID by using this feature. The
user ID and group ID were both zero, which means the unknown binary was
installed as root and belongs to the root group. In other words the person who
installed this binary had root access to the system. The file size was15,348
bytes and the MD5 hash obtained by running the “md5sum” command was
48e8e8ed3052chf637e638fa82bdc566, which matches the value in the file
atd.md5. Refer to Figure 1 for a screen shot of the output from the md5sum
command.

[root@Bric

48eB8e8ed3052ch

Figure 1. Screen shot of the output from the md5sum command.
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| ran the “file” command on the binary to make sure it was an executable, as well
as to see how it was linked. The output of this command stated that the file was
an “ELF 32-bit LSB executable, Intel 80386, version 1, dynamically linked (uses
shared libs), stripped.” ELF 32-bit LSB executable means that this file is a Linux
executable. Shared libs means that this executable needs shared system
libraries in order to run.

The next step was to determine what libraries this binary uses. To accomplish
this the command “ldd” was used. The output from this command was: “libc.s0.5
=> /usr/i486-linux-libc5/lib/libc.so.5.”

| then ran “strings” on the file and found some keywords associated with the
binary. They were LOKIZ2, lokid, the string “© 1997 guild corporation worldwide,”
and the string “lokid -p (i|u) [-v (0 | 1) ].” The first two words look like they may
possibly be a program title. The string “© 1997 guild corporation worldwide”
could be the developer of this program. The last string looks like the command
line used when executing the program.

Program Description

By analyzing the output of the strings command | was able to conclude that this
binary was some kind of server that could be executed using the command line
“lokid -p (i | u) [-v (O | 1)].” This command line verifies that the name of the
program is lokid.

| decided to use the program strace to determine how the program works. Strace
is a debugging tool that prints out all the system calls a process makes. Before
running strace, | took a snapshot of all processes running and | saved the output
to ps.bef. The syntax for the command was “ps —u root > ps.bef”. | also took a
snapshot of all open ports on the analysis system and saved the output to
nmap.bef. The syntax for the command was “nmap —p 1-65535 localhost >
nmap.bef.” | took a snapshot of all open udp ports on my system. The syntax
for the command was “nmap —p 1-65535 localhost —sU > nmap_udp.bef.” The
last snapshot | took was of all active Internet connections. The syntax for the
command was “netstat —ap > netstat.bef.” See Appendix A, pages 44-48 , for the
complete contents of these files.

Strace is a Linux tool that displays all system calls a program makes. | executed
strace with the —u bin option specified to determine if the binary needed to be run
with root privileges. The —u bin option runs the binary as the user “bin” and not
as the user currently logged on, which in this case was root. The binary exited
and outputted “[fatal] invalid user identification Value: Unknown error.” This
error was caused by not running the binary as root. | ran “strace” again, but this
time | did not use the —u option and | did not receive an error. In the output of
strace | found the system call fork(), which spawns off a child process. The child
process that was spawned off had a PID of 10695. | ran ps with the —aux options
specified and found that there was a child process with the same name as the
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binary running and with the PID of 10695. Refer to Figure 2 below for the output
of this command.

10314 7 00:00:11 gimp
10595 7 00:00:00 script-fu

10693 pts/: 00:00:00 strace
10695 7 00:00:00 atd
10697 /0 00:00:00

Figure 2. Screen Shot of the output from the ps —aux command.

| ran “strace” again this time with the —f option specified in order to follow the
fork() call. The last line of the output was “read(3, .“ This told me that the
spawned off child process was waiting to receive input from some source. See
Appendix A, pages 48-50 , for the complete output of strace.”

While analyzing the output of strace, | paid particular attention to three system
calls that the executable made. They were “socket(PF_INET, SOCKET_RAW,
IPPROTO_ICMP) = 3.”, “socket(PF_INET, SOCKET_RAW, IPPROTO_RAW) =
4., and “setsockopt(4,SOL_IP,IP_HDRINCL,[1],4=0." The first two system calls
each created a socket, which allow for network communication. One of the
sockets used the ICMP protocol and the other one used the RAW protocol. After
doing some research on the RAW and ICMP protocols | was able to conclude
that the RAW socket is used to send data and the ICMP socket is used to receive
data. | was able to conclude this based on information | found on RAW sockets
from the website http://www.linuxchix.org/content/courses/security/raw_sockets.
“A raw socket is a socket that takes packets, bypasses the normal TCP/IP
processing, and sends them to the application that wants them” (http://www.
linuxchix.org/content/courses/security/raw_sockets). In order to prove that this is
the case | ran the program ping using localhost as the IP address. The ping
program sends ICMP packets to the IP address specified. Once Ping was
executed the line “read(3,” began to fill with data.

The system call to setsockopt sets certain socket options. This system call was
used on the RAW socket. The option | was interested in was the IP_HDRINCL.
This option means that the binary had to create an IP header, append data, and
then send the newly created packet to the specified address. Due to the fact that
the unknown binary must create its own IP header it is possible that it could
spoof its IP address.

After doing some more research on ICMP packets | learned an interesting fact
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about them. The fact is that ICMP packets have a data field that isn’t generally
used and this field is a good place to hide data. Combining this new information
with the information | have gathered so far | can conclude that the atd executable
sits and listens for ICMP traffic on the compromised machine. When an ICMP
packet arrives, it checks the packet for a certain format. If the packet meets the
special format then the data field is read and the results are sent back to the
hacker through the RAW socket. If the ICMP packet does not meet the special
format then it is ignored and the binary waits for the next ICMP packet to arrive.
For more information on the format of the ICMP packets that the unknown binary
listens for, refer to the section below titled Format of the LOKI2 ICMP Packet.

Forensic Details

To determine if the binary was run on the system you could check the
.bash_history file, which keeps track of all commands typed in the system
terminal. The command “./atd” will be listed in this file if the hacker did not edit
this file, and neither of the following commands were executed.
1. “unset HISTFILE” - will prevent Linux from writing the history data to
the file.
2. "HISTFILE=/dev/null” — will instruct Linux to write the history data to a
null device, which will result in the data being discarded.
3. HISTFILESIZE=0 — makes the history file have a maximum size of 0
bytes.
If the hacker used a shell other then BASH such as the C shell, TC shell, or Korn
shell then the commands would be logged in a different file. In the C and TC
Shell the default history file is called .history and is contained in the user’s home
directory. In the Korn Shell the default history file is called .sh_history. If the
hacker used the Bourne shell then the commands would not be logged in a file.

Other files the executable uses when executed are “/usr/i486-linux-
libc5/lib/libc.s0.5.3.127, “/lib/ld-linux.s0.1.9.5”, and “/dev/pts/1”. The first two files
| knew were accessed based on the output of the “ldd” command and by the fact
that in order to run the atd executable | had to install these two libraries on my
system. | was able to determine that the last file /dev/pts/1 will always be
accessed by the executable based on the line “/dev/tty” returned from the
command “strings.”

When the binary is running it opens two RAW sockets, with one using the ICMP
protocol. The socket using the ICMP protocol receives all of the incoming ICMP
packets. To see these sockets you can run the command “netstat —ap.” See
Figure 3 on the following page for the output of the “netstat” command.

| executed the command “ps —u root” again and found the child process atd
spawned off running. See Figure 4 on the following page for the abbreviated
output of this command. Refer to Appendix A pages 50-54 for the complete
output of this command as well as the output for the commands “nmap —p 1-
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65535 localhost > nmap.aft”, “nmap —p 1-65535 localhost —sU > nmap_udp.aft”,
and “netstat —ap > netstat.bef.” These commands were executed after the atd
executable was executed. Other leads that can be pulled out and researched
further are the keywords LOKIZ2, lokid, and the string “© 1997 guild corporation
worldwide”.

|

ISTEN
LISTEH
LISTEN
LISTEN
LISTEN

Figure 3. Output of netstat showing the two sockets atd creates.

1007 » 00:00:47 gnome-terminal
1008 pts/0 00:00:01 bash

10279 pts/1 00:00:00 bash

10314 » 00:00:12 gimp

10595 » 00:00:00 script-fu
10693 pts/1 00:00:00 strace

10695 ? 00:00:00 atd

10702 pts/0 00:00:00 ps

Figure 4. Abbreviated output of ps —u root showing the child process atd creates.

Program Identification

To locate the source code of the binary on the Internet | performed a search on
the string “© 1997 guild corporation worldwide”. | was able to locate the source
code at http://www.phrack.org/show.php?p=51&a=06. | also came across the
two words LOKI2 and lokid on this web page.

| downloaded the source code, commented out the line “DEBUG = -
DDEBUG” in the Makefile in order to remove any debugging information built into
the program and then tried to compile it. | came across two errors. After reading
the error messages and finding the files where these errors were located, | was
able to fix these errors.

The first error was in the icmp.h file located in the /usr/include/linux directory. To
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fix this error | added the line “#include <asm/types.h>" right after the line “#define
LINUXICMP_H.” This error was caused by using a variable type that wasn’t
defined in any other file used by the program. The #include statement tells the
compiler to look for undefined variables and functions in the file specified after
the #include statement. In this case, the compiler was instructed to look in the
asm/types.h file for undefined variables and functions.

The second error was located in the loki.h file. To fix this error | had to comment
out the lines “#include<signal.h>", and “#include<linux/signal.h>." This error was
caused by having a variable being redefined. This occurs when a file is included
more than once in a program as was the case for the second error.

After fixing these errors | was able to compile the program. The next problem
appeared when comparing atd to the program | just compiled. The newly
compiled program was bigger then atd. | believe this is because the programs
were compiled on different versions of Linux. To try to fix this difference |
installed Red Hat Linux version 6.1. After recompiling the source code on this
version of Red Hat | was able to obtain a smaller difference of 276 bytes. After
more investigation into this problem | was able to come to the conclusion that the
source of this difference is in the libraries each program uses, as well as the
version of gcc installed. The unknown binary uses the libc.so.5 library where as
the newly compiled binary uses the libc.so.6 library.

To prove that these programs are the same | took three steps. The first step was
to compare the output of each when | used the client with each program.
Running each program with “strace”, | was able to obtain their output when
executing an “Is” command from the client. The output for both programs was
the same and it was “read(3,
E\0O\0T\254~\0\0@\1\320(\177\0\0\1\177\0\0\1\0\0\20\221"..., 84) = 84.” See
Appendix A pages 55-57 for the output of Strace.

The second step was to execute each binary and run the command netstat to
look at the sockets each one creates. The output of the netstat command shows
that both programs create the same two sockets. See Figure 4 below for the
output of the netstat command.

ctive Internet co

o Recv-(Q Send-Q C Address State ? mn name
4] LISTEN
o 0 3l LISTEN
0 0 TP C ELA LISTEN
o} O ] ik LISTEN
] LISTEN
o 0 EE LISTEN
0
4]

(8]
o
o
4]

Figure 4. Output of netstat showing the two sockets atd creates and the two sockets lokid
creates.
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The last step was to run strings on both programs and compare the output. The
comparison of the outputs shows that the two programs are nearly identical. For
example, the strings “lokid: Client database full’, and “lokid —p (I|u) [-v (0]1)]"
appear in both outputs. The differences between the two programs were from
using different libraries. Refer to Appendix A pages 57-63 for the complete
output of the “strings" command on these files.

Format of LOKI2 ICMP Packet

With further examination of the source code | was able to determine the format of
a valid LOKI2 ICMP packet. In an ICMP packet there are six different fields.
They are type, code, checksum, identifier, sequence number, and data. In the
LOKI2 source code a check is done on the information stored in three of these
fields. The type field is checked for one of the following values:

= if the application is compiled on a NET/3 kernel then the field is checked for
the value ICMP_ECHOREPLY.

= if the application is not compiled on NET/3 kernel then the field is checked for
the value ICMP_ECHO.

The sequence number field is checked for the hexadecimal number of OXFOO1.
The last check is done on the first byte of the data field. This byte can be one of
the following three hexadecimal values:

= |f the value is Oxb1l then it is a standard request packet.
= |f the value is 0xd2 then the receiver should quit.
= |f the value is Oxal then it is a public key request packet.

Conclusions

Based on my analysis of the atd executable that was found on the system | was
able to conclude that the purpose of the atd executable is for the covert
communication of data from one PC to another. This binary known as lokid is
also known as an information-tunneling program and the way it communicates is
through ICMP packets. Normal ICMP packets have an empty data field and this
is the field LOKI2 hides it's data in. The client side of LOKI will generate an
ICMP packet with the format mentioned above in the section titled Format of the
LOKI2 ICMP Packet.

In order for this binary to run it must have root access to the system. Once
installed on the system a user using the client side of the program can send
commands to manipulate the compromised machine. For instance, sending the
“Is” command to the server will display a listing of the root directory. With this
covert capability the user can create scripts to run on the compromised host that
will capture all keystrokes, and even save all email messages. In order to
determine if LOKI2 has been installed and is running on a system a user can use
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the netstat command to look for open raw sockets. The only way to stop this
program from communicating is to have a firewall set up to block all ICMP traffic
from entering and exiting the network.

Legal Implications

If I was able to prove that this binary was executed on a “protected computer”,
which is a U.S. government system, financial institution system, or a system that
“affects interstate or foreign commerce or communication of the United States”
(Salgado, p. 1-15), and that the subject caused “damage” to the system then the
person who executed it is in violation of The Federal Computer Fraud & Abuse
Act.

A system is “damaged” if one of the following occurs: if changes were made to
the system by the subject and those changes resulted in a loss of $5000 or more,
“caused physical injury to any person” (Salgado, p. 1-15), “caused a threat to
public health or safety” (Salgado, p. 1-15), or “damaged any computer used by
the government in the administration of justice, national defense, or national
security” (Salgado, p. 1-15). The penalty for violating this law depends on the
type of damage done to the system as well as the intent of the intruder. If the
subject “knowingly causes the transmission of a program, information, code, or
command to a computer...” (Losey), and intentional damage is caused to a
protected computer then the subject has committed a felony that carries a fine
and a maximum of ten years imprisonment for first time offenders. For repeat
offenders the penalty rises to a fine and a maximum of twenty years
imprisonment.

If the subject gained unauthorized access and “as a result of such conduct
recklessly causes damage” (Salgado, p. 1-19) to the protected computer then the
subject may be charged with a felony that carries a fine and a maximum of five
years imprisonment for first-time offenders and for repeat offenders the penalty
rises to a fine and a maximum of twenty years imprisonment. If the subject
gained unauthorized access and caused intentional or unintentional damage then
the subject may be charged with a federal misdemeanor that carries a fine and a
maximum of one year imprisonment for first-time offenders and for repeat
offenders the penalty rises to a fine and a maximum ten years imprisonment.

| could not determine if this program was actually executed on the system
because the creation, modified, and accessed dates and times were all the
same. The access time is the most important. This date tells us when the
program was last executed. Because this date and time is the same as the
others this leads me to believe that the program was never executed. | also
looked in the history file for commands that were previously executed but | found
no reference to this program in the file.

| determined that no laws have been broken, but that the user has violated
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Northrop Grumman’s acceptable use policy by having a tool installed on a
system that allows for the covert communications of data as well as for opening a
back door to the computer. This program is an information-tunneling program
designed to get past firewalls that allow incoming ICMP packets.

Interview Questions

If I were able to interview the suspect, | would divide my questions into five
groups. The first group of questions would contain questions pertaining to the
suspect’'s computer skills. For instance, does the suspect know how to program?
The second group of questions would focus on the suspect’s hacking interests.
The third group of questions would be directed towards the compromised
system. This group of questions would involve questions pertaining to LOKI and
the suspect’s knowledge of LOKI. The fourth group of questions would pertain to
the date of the compromise and the suspect using the compromised machine.
The last group would consist of only one question: Did you install LOKI on the
compromised machine?

The first group of questions would be designed to get a feel for the suspect’s
computer skills. Some of the questions | would ask would be:
- Do you use a computer often?

What type of Operating System do you most often use?

What types of activities do you do on the computer?

Do you like to surf the Internet?

If so, what types of websites do you visit?

Do you know any programming languages or scripting languages?

After getting a feel for the suspect’'s computer skills | would want to know if the
suspect has ever used any hacker tools. To determine this | would ask the
following questions:

Have you ever visited any hacker websites?
Are you interested in hacking?
Have you ever experimented with hacker tools?

| then would ask the suspect about the hacker tool called LOKI2. The questions |
would ask are:

Do you know about the program called LOKI2?
If so, have you ever used it before?

The next stage in my questioning would be to ask about the compromised
machine. | would ask the following questions:

Were you using this system on August 22,20027?
Do you normally use this system?
Are you allowed to run programs as root or log on as root?
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If you were not supposed to log on as root, why did you and how did you
gain access?

To end the interview | would ask the suspect if he installed the binary called atd
on this system.

Additional Information

= http://www.phrack.org/show.php?p=51&a=06 is a link to an article that
discusses LOKI2 and its implementation. The source code can be
downloaded from here.

= http://www.onlamp.com/Ipt/a/749 is a link to a web page containing
information on the ICMP packet format.

= http://www.iss.net/security center/static/1452.php is a link to a web page
discussing LOKI2.

Part 2 — Option 1: Perform Forensic Analysis on a system
Synopsis of Case Facts

The hard drive that was being investigated was given to me by a friend from work
who found the hard drive in a dumpster that was located in an apartment
complex in Herndon, Virginia. This investigation focused on what the system
was being used for. For example, was this hard drive from a personal computer
or from a business computer? If this is a personal computer what are some of
the user’s hobbies? If this is a business computer what is the user’s profession?
| would also like to determine what types of applications were installed on this
system. Was an Internet connection available? If so, what websites did the user
visit? | analyzed the programs and files stored on this hard drive in order to
answer these questions.

This part of the document is broken into two sections. The sections titles are
System Description, and Media Analysis of the System.

System Description

The hard drive was found by itself, so the type of system that it was originally
installed in was unknown. It is also unknown as to what it was used for and the
type of operating system, if any, was installed on this drive. Below is the
hardware description of the hard drive.
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Tag # Description

01 Samsung WU32543A Hard Drive, Serial #: J3XHB42456
Size: 2.54GB

The hard drive was a 3.5 inch IDE drive and was manufactured in 1997. | was
able to estimate the year to be 1997 based off a datasheet detailing the
specifications of the drive, which was found at
http://www.samsung.com/Products/
HardDiskDrive/OldModels/downloads/wu32543a.pdf. The drive looked to be in
good condition.

Media Analysis of the System

This section is divided into nine subsections. They are: Forensic Tools Used,
Image Media, Hardware/Software of the System, Modification to OS
Configuration and Files, File Analysis, Internet Usage, Timeline, Recovery of
Deleted Files, and Keyword Search.

Forensic Tools Used

The analysis system that | used was a dual boot machine of Windows XP and
Red Hat Linux 8.0. The system had a 20 GB Maxtor hard drive, 10 GB Western
Digital hard drive, a floppy drive, a zip drive, a CD-ROM drive, and a CD burner.
The 10GB hard drive contained the Linux operating system as well as a 2GB
Fat32 partition. The processor of the system is a 1 GHz Athlon and it had
256MB of PC-133 RAM. This system was not connected to a network.

The forensic tool | decided to use was Autopsy version 1.62. | chose to use this
tool because it is a proven forensic tool that can be used in Linux. Autopsy uses
the tools provided by Task version 1.52 and it provides a nice graphical user
interface through a web browser. Some features of Autopsy are its file browsing
capability, keyword searches, and recovery of deleted files. These tools can be
downloaded at http://www.atstake.com/
research/tools/autopsy/, and http://www.atstake.com/research/tools/task/. Before
running Autopsy some configuration steps must take place. Those steps are:
1. Installing Task Version 1.52.
2. The directory that contains Task and the directory that contains the
image must be specified to Autopsy.
3. Configuring the fsmorgue file located in the directory where the image
file is located.

Another tool | used in my analysis of the system was a Windows based tool
called leHistory. This tool allows you to view the contents of Internet Explorer
history files as well as the INFO and INFO2 files contained in the Recycle Bin of
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Windows based computers. This tool can be found on the SANS Institute Track
8 CD.

The last tool | used in my analysis was the MS-DOS based tool called RegView.
This tool can be downloaded at http://sac-ftp.externet.hu/utilmisc21.html.
RegView allows you to view the registry files of Windows 95 and 98 computers.
To use this tool | ran it from a command prompt in Windows XP.

At the end of this document | proved that Autopsy did not alter the image by
generating a new md5sum of the image and comparing it to the md5sum of the
hard drive from above. | also proved that leHistory and RegView did not alter the
files by generating an md5sum of all files | extracted from the image before using
the tools and then generating another md5sum of the files when | finished using
the tools.

Image Media

To obtain a bit-by-bit copy of the hard drive | installed the hard drive as a slave
drive on my system, which ensures the drive won't be written to. There are two
different possible times when a hard drive can be written to. One is during the
boot process and the other is by the operating system. In order for a drive to be
written to during boot up, it must be the active drive and it must be the drive the
operating system is stored on. In this case, it is neither. For the second
possibility, an operating system can only write to a drive if the drive has been
mounted. With Red Hat Linux 8.0, which is the operating system that | was
using, a slave drive won't be mounted unless the user issues a command to
mount the drive. | did not issue a command to mount the drive, therefore the
drive was not written to.

After booting into Linux, | used the program Fdisk, which is used to display the
type of file system on a hard drive, to determine the location of the hard drive.
Next | used the Linux utility DD, which is a utility that creates a bit-by-bit copy of a
drive, to create the image. To ensure the integrity of the data on the hard drive
while using Fdisk | only issued the command p, which will print out the type of file
system of the drive and doesn’t attempt to write to the drive.

The DD command | typed was “dd if=/dev/hdcl of=HDC1.img bs=1024." Once
the image was obtained, | calculated the md5sum of both the hard drive and the
image. The results showed that the image and the hard drive were identical.
Refer to Figure 5 on the following page for the output of the md5sum command.

15
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



HOC1, img

121, 1mg

Figure 5. Md5sum of hard drive and image

After creating the image | wanted to determine how much undeleted data existed
on this hard drive. To determine this | mounted the image with the following
command: “mount —o ro,loop,nodev,noexec,nosuid,noatime
/root/GIAC/HDC1.img /mnt/Image.” | then ran the command “df —H,” which will
output the amount of space used on the hard drive as well as the total size of the
hard drive. The total size of the hard drive was 2.54 GB and the amount of used
space was 2.43 GB. Subtracting the total size of the hard drive from the amount
of used space | was able determine that the amount of free space left on the hard
drive was approximately 110 MB.

Hardware/Software of the System

Since the hard drive came from an unknown system and was in an unknown
state, | began my analysis by trying to gather some background information of
the contents contained on the hard drive. Some questions | wanted to answer
included the type of operating system installed on the hard drive (if any), the type
of hardware installed on the computer, and if there was an Internet connection. |
began answering these questions by using the utility Fdisk to determine how the
drive was partitioned. By executing “Fdisk /dev/hdc” under Linux and using the p
command from within the Fdisk main menu, | was able to determine that there
was only one partition on this drive and it was formatted with the Fat32 file
system, which is the file system that is typically used in Windows 95 and
Windows 98 operating systems. After determining the type of file system, | was
able to configure Autopsy’s fsmorgue file. | configured this file by adding the
following line: “HDC1.img vfat C: ESTSEDT.” | was then able to use Autopsy’s
file-browsing capability to answer the questions | mentioned above. The file-
browsing feature of Autopsy allows one to view the contents of the image as if it
were an actual drive installed on a system. This feature also displays files that
the user has deleted and allows for the extraction of any file. To access the file-
browsing mode of Autopsy, select File Browsing from the main menu of Autopsy.
See Figure 6 below for a screen shot of Autopsy’s main menu.
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After selecting the File Browsing link, the screen shown in Figure 7 will be
displayed. Select the image you want to use and push the button “Begin
Analysis.” A screen similar to the one in Figure 8 will be displayed.
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Figure 6. Screen Shot of Autopsy’s Main Menu.
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Figure 7. Screen Shot of Autopsy’s Select Image Function.
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Figure 8. Screen Shot of Autopsy’s File Browsing Mode.

Through browsing the files on the hard drive | was quickly able to determine that
the operating system on this drive was Windows. | was able to determine this
because of the directory called Windows that was located in the root directory of
the image. | was further able to determine that it was Windows 95 by examining
some of the system files | found in the root directory. For example, in the
setuplog.txt file on lines 165-193 the following reference is made: “CL: Windows
95 CD-ROM...” There was also a directory called winfiles and contained within
this directory was a file called readme.txt that had the following line “Microsoft
Windows 95 README for Microsoft Windows.” After further examination of the
setuplog.txt file | was able to determine what optional software components were
installed on this system. Some important ones were communications,
HyperTerminal, and Dial-Up Networking. These three components told me that
there was probably an Internet connection available via a modem. | was also
able to determine through the setuplog.txt file that there were three drives on this
system. There was drive A, which was the floppy drive, drive C, which was the
hard drive, and drive D, which was the CD-ROM drive.

To find out what hardware was located in this system | copied the two registry
files, System.dat and User.dat, to the Fat32 partition. To copy these files |
mounted the image that | created of the hard drive in Linux using the command
“mount —t vfat —o ro,loop,nosuid,noexec,nodev,noatime /image/HDC1.img
/mnt/image.” | then used the md5sum command to generate an md5sum of
these files. The resulting md5sum for the System.dat file is
caaOf7a5b69ac4c205c5e122ab0c661e and the md5sum for the User.dat file
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iIs17d6965532a7229a7cc46e6aad46ad88b. | copied these files to the Fat32
partition and | made them read only. | booted into Windows XP, opened up a
command prompt and used the MS-DOS based tool RegView to view the
contents of the System.dat file. | started with this file because this is where the
configurations for the hardware devices located on the system would be found. |
used the tool RegView because a registry file is stored in a certain format that a
normal text editor isn’t able to read. The tool RegView is able to read the format
and thus display the contents of the registry files. The command line to use this
tool is “RegView System.dat.” See Figure 9 below for a screen shot of this
program.

From the System.dat file | was able to determine that the user had two printers.
One was an Epson Stylus COLOR ESC/P 2, and the other was HP LaserJet lll. |
was also able to determine that the user was using a data/fax modem
manufactured by Lucent and installed on the port COM 3. Some other hardware
information that | found was that the user had an Intel Pentium Il processor, a
3Com EtherLink 11l ISA (3¢509/3¢509) card, and a 3dfx Voodoo3 video card. |
was also able to find out the BIOS of the motherboard was AWARD version 4.51
with a date of 09/03/97.

2 M5-DOS Prompt o ]

Cae o GlER] B =/E Al

FegUiewer 3.B1] Win%?x-Me regqistry R/U mode General Paul Lee €c) 19992062,
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Fi Help F2 Export [+]1 Hext level [-1 Previous level <.» Change panel Esc Quit

Figure 9. Screen Shot of RegView.

To find what software the user was using | looked in the other registry file,
User.dat file, and in the directory Program Files. To view the contents of the
User.dat file | again used the tool RegView, but this time the command line was
“RegView User.dat.” To view the contents of the Program Files directory |
booted back into Linux and used the File Browsing feature of Autopsy. The
following is a list of programs followed by a brief description found in the User.dat
file.

= Adobe Acrobat Reader v 4.0 is a program used to view PDF files.
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= AllAdvantage is a program that will pay you for each hour you have its
advertising window open while you are using the Internet.

= America Online is a popular ISP.

= AOL Instant Messenger is a popular chat program. | also located all the
screen names the user used for this program. They are dragon0793,
jnnice66, zoe244, cowpony815, deftones1786, pistoff85, and griffenob.

= Mijuice Media Player is a media player capable of different kinds of media
files. Today Mjuice is an mp3 store, where a user can download mp3s. Itis
now known as Artist Direct.

= GopherGolf is a game developed by BB Software.

= PBattle.net is a gaming service. According to the web page
http://www.battle.net/intro.shtml, “ Battle.net provides an arena for Blizzard
customers to chat, challenge opponents and initiate multiplayer games, at no
cost to the user” (http://www.battle.net/intro.shtml).

= GIFmation is a tool, developed by BoxTop Software, used to create GIF
animations. More information on this tool can be found at
http://www.boxtopsoft.com/qgifmation.html.

= Rugrats Adventure Game is a game developed by Broderbund Software.
= Dungeon Keeper Il is a game developed by Bullfrog Productions Ltd.

= MindRover is a game developed by CogniToy.

= Tomb Raider IV (Demo) is a game developed by Core Design Software.
= Majesty is a game developed by Cyberlore Software.

= ESCAPEplay is a program developed by Eidos Software. This program
allows a user to play .RPL files. These files are movie files contained within a
game.

= Snes9X is a Super Nintendo emulator.

= GIFMovieGear is a program developed by Gamani Software. This program
allows you to animate gif files. More Information on this program can be
found at http://www.pipesupports.com/Nowledge/IT/Graphics/MoviGear.htm.

= Test Drive 6 is a game developed by Infogames Software.

= Paint Shop Pro developed by Jasc Software is a powerful graphics program
that allows a user to edit graphic files.

= EditPad Lite is a text editor developed by Jan Goyvaerts.
= Army Builder is a game developed by Lone Wolf Development Software.

= Shockwave 8 is a program developed by Macromedia. According to the web
page http://www.macromedia.com/software/shockwaveplayer/, this program
“displays Web content that has been created by Macromedia Director
Shockwave Studio”(http://www.macromedia.com/software/shockwaveplayer/).

= Sonique developed by MediaScience is an audio player and an mp3 encoder.
= Magic: The Gathering is a card game developed by Crystal Keep.
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ICQ is popular chat program developed by ICQ Inc.
mIRC is an IRC chat client.

Netscape Navigator is an Internet Browser.

Winzip is a file compression utility developed by Winzip.

Thing Maker developed by Parable is a program according to the web page
http://www.infotoday.com/it/dec98/article3.htm that “...will be able to lock,
copyright, bill, and, well, treat the Web much the way we have treated print”
(http://www.infotoday.com/it/dec98/article3.htm). Thing Maker also allows for
easy creation of animation objects.

Soldier of Fortune is a game developed by Raven Software.
Real Player is a multimedia player developed by RealNetworks.
Half-Life is a game developed by Sierra.

FakeSurf is a program that simulates a person surfing the Internet. This
program was most likely used when the user had the AllAdvantage
advertising window on.

The following is a list of programs and their description that | found in the
directory C:\Program Files.

MechWarrior 2 is a game developed by Activision Studios.

Sid Meier's ALPHA CENTAURI is a game developed by Firaxis Games Inc.
The Driver Demo is a game developed by GT Interactive.

Gangsters Demo is a game developed by Hothouse Creations.

LEGO Island is a game developed by LEGO Software.

McAfee is a well-known virus scanner developed by McAfee Security.

Age of Empires is a game developed by Microsoft.

3D Movie Maker is an application, developed by Microsoft, which creates 3D
animated movies.

Mplayer is a utility for users who play games. More information on this
program can be found here http://www.gamespyarcade.com/features/

MSWorks is a program developed by Microsoft that allows a user to create
text documents, spread sheets, etc...

Napster was a very popular program that allowed a user to download mp3s
from another user’'s computer. Napster is no longer available.

Warzone 2100 is a game developed by Pumpkin Studios.
QuickTime is a multimedia player developed by Apple.

Tom Clancy’s Rainbow Six is a game developed by Red Storm
Entertainment.

Cat.exe is an application that displays a cat on your desktop. When you click
on the cat the mouse can move the cat around. ScreenMates developed this
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application.
= Starcraft is a game developed by Blizzard Entertainment.
=  West Front Demo is a game developed by TalonSoft.

= The Red Odyssey Demo is a game developed by Macmillan Digital
Publishing USA.

= TI-Graph Link 83 Plus is a utility for a T1-83 Plus, which is a graphing
calculator manufactured by Texas Instruments. This utility allows you to send
and receive files from the computer to the TI1-83 Plus.

= VivoActive PowerPlayer is a program developed by RealNetworks and
according to the web page http://www.real.com/vivo/index.html “...lets you
save and playback audio and video content from the Web”
(http://www.real.com/vivo/index.html).

After finding most of the programs installed on this hard drive | wanted to find out
what programs were started once Windows booted up. To find this information |
went to two places: C:\WINDOWS\Start Menu\Program\Startup and in the run
field contained in the registry. The run field can be viewed by using the tool
RegView. | booted back into Windows XP, opened a command prompt and ran
RegView to view the run field contained in the User.dat file. In this field there
was only one program that was started and it was AIM (Aol Instant Messenger).
| booted back into Linux and used Autopsy’s file browsing feature to view the
contents of the directory C:\WINDOWS\Start Menu\Program\Startup. The
programs that | found in this directory were America Online Tray, lomega Disk
Icons, lomega Watch, Mount Safe & Sound Volumes, MSN Quick View, and
PowerReg Scheduler. The lomega reference leads me to believe that the user
also had a zip drive installed on this system.

After gathering all the information required from the files User.dat and System.dat
| recalculated the md5sum for each file and | obtained the same results as | did
above.

Modification to OS Configuration and Files

Now that more was known about the hardware and software installed on this
system, | began to look for any modifications that had been done to the operating
system files and configuration. To do this, | needed to see when a file was last
modified or determine if any operating system files had been deleted. | again
used Autopsy'’s file-browsing capability to accomplish this. | began this part of
my investigation by searching the C:\Windows\System directory to check the
modified dates of certain DLL’s that Windows 95 uses. For example, | checked
Kernel32 dll, and User32 dll. The modified dates on both of these were the same
as well as all other major DLL’s that Windows uses. | also looked in the
sysbackup directory, which is where Windows 95 keeps backups of important
DLL’s, and | found no modifications to these DLL'’s as well. The next directory |
wanted to check was C:\Windows\COMMAND. This is the directory where
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Windows keeps many of its executables that it uses on a regular basis. Again,
there were no modifications made to the files in this directory. | did however find
a deleted file called _ET7221.TMP. | viewed this file in Autopsy’s ASCII viewer
and | discovered that this file was a Portable Executable (PE), which is a
windows executable file. To view this file in Autopsy’s ASCII viewer click on the
file and look in the bottom pane for the output. See Figure 10 below for a screen
shot of the ASCII viewer.

| then performed a strings analysis on the recovered file using Autopsy and this
analysis revealed that the file was called Cscript.exe. Cscript is a Windows utility
that allows you to run scripts from a command line. | extracted the deleted file by
pressing the extract link in Autopsy and decided to further investigate the file
because there was already a Cscript.exe file in the COMMAND directory. Both
of the files had the same modified date of 7/29/1999 and a time of 19:23:32. |
calculated the md5sum'’s of both files and found that they both had an md5sum
of 030aela74aca824bbb4e2f2803a83f9f, which indicates that both of the files
are the same.
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Figure 10. Screen Shot of Autopsy’s ASCII Viewer.
In the Active Setup LOG.BAK file located in the C:\WINDOWS directory, | was
able to determine that on July 29, 1999 at 18:10:32 Internet Explorer was
updated from version 4.70.0.1215 to version 5. This was the only update to the
operating system software that | was able to find on the hard drive.
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File Analysis

After finding only the one update to Internet Explorer | began looking at all the
files contained on the hard drive. Again, | used Autopsy'’s file-browsing capability
to do this. | started in the root directory and | came across a deleted file called

“ ONFIG.!~L.” | recovered this file by pressing the Export link in Autopsy and
found that it contained the following line: device=c:\oakcdrom.sys /d:mscd00O0.
See Figure 11 for a screen shot of exporting a deleted file.
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Figure 11. Screen Shot of Autopsy’s Export Function.

| assumed that this file was originally called Config.sys so | compared this file to
the undeleted Config.sys file. | found no difference between the files. While
looking at the system files | noticed several files of the same name, but with a
different extension. The names of the files without their extensions were
autoexec. With further examination of these files, | was able to conclude that the
user might have had some trouble with their CD-ROM drive.

The first file autoexec.org contained three lines:

» PROMPT $P$G. This displays a DOS prompt.

= PATH=C:\WINDOWS;C:\WINDOWS\COMMAND. This line is used by
Windows to look for certain files.

= LH C:\\WINDOWS\COMMAND\MSCDEX.EXE /D:MSCDO000. This line is used
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to load the CD-ROM drive in upper memory.

The second file autoexec.osi contained only one line which was rem
C:\WINDOWS\COMMAND\mscdex /d:mscd000. This line was the same as the
third line in the file above except for the rem. The rem command prevents this
line from loading when the computer is booted up.

The last file is called autoexec.syd and it contained one line that was the same
as the third line in the first file.

Since all three of these files had the same name but different extension, |
decided to look at the autoexec.bat file. This file contained the line “rem
C:\WINDOWS\COMMAND\mscdex /d:mscd000.” Which meant that every time
the computer booted up the CD-ROM driver was not loaded. This could be
because the user installed a zip drive and the CD-ROM drive was moved to a
different drive letter or taken out of the system all together.

| found 23 *.chk files, which are files scan disk creates when it recovers data.
This recovery usually takes place when the computer was not shutdown properly.
Examination of these files revealed several URL’s that the user visited.

In the file FILEOOO03.CHK | found out that the user searched for nude
photographs of Marilyn Monroe. | was able to determine this by two URL’s |
located within this file. They were http://www.nudecelebsearch.com/celebs/
Marilyn_Monroe.shtml, and a yahoo search URL http://search.yahoo.com/bin/
search?p=marilyn+monroe+boobs

In the file FILEOOO7.CHK | found out that the user downloaded Napster, a
popular software tool that was used for downloading mp3s. | also found many
links to http://www.hotlinehq.com/, which seems to be some sort of search
engine. | was unable to find this information because | could not gain access to
the site.

In the file FILEOO15.CHK | noticed that the user may have purchased the books
“School of Wizardry (Circle of Magic, No 1)”, and The Prisoners of Bell Castle
(Circle of Magic, No 5) at http://amazon.com/.

In the file FILEOO16.CHK | found a reference to one of the user's AOL screen
name’s. That name is “GriffenOB”. | also found a link to http://reid.simmons.net/.
This website is developed by a person named Reid Simmons. This site contains
pictures of him, his writings, and quotes that different people have submitted. |
also found a link in the file FILEO016.CHK to what could be the user’'s homepage.
The URL was http://www.griffen.isonfire.com, but the page could not be found
when | tried to access it.

The next file | looked at was a winzip log file called WINZIP.LOG, which
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contained all commands winzip executed. Looking through this log | found some
references to what looked like computer games as well as what looked to be like
hacker tools. The names of the hacker tool files were tonegen.zip, boxtones.zip,
phmas10.zip, superd.zip, SOHA.zip, and tlo31.zip. All of these zip files were in a
folder on the desktop called Hacking. Since | haven’t heard of any of these tools
| decided to research them on the internet in order to find out what they are used
for.

The program tonegen is a program that generates a tone at a frequency of 2600
Hz. Generating this tone allows somebody to trick the telephone system into
believing that money was already inserted and allow the caller to make a free
phone call. This program was written in Turbo Pascal and the last modified date
was May 20, 1989. The author of this program is RADical KICK Ass
Productions, a.k.a RKA. This file can be downloaded from
http://www.parallaxresearch.com/files/pc/phreak/.

The program tlI031 is a wardialer also known as the “little operator.” The author
of this tool is unknown and the last modified dates of these files were not
consistent. This file can be downloaded from
http://www.parallaxresearch.com/files/pc/scanners/.

The program superd, or super dialer, is also a wardialer. The author is Evan
Anderson and the program was compiled with Quick Basic 4.50. The last
modified date was December 22, 1990. The file SOHA.zip is included with this
program. This file contained one file called Soha.app. | was unable to determine
what type of file this was. This file can be downloaded from
http://www.parallaxresearch.com/files/pc/scanners/.

The program phmas10 is another wardialer. The author is unknown and the last
modifed dat is January 2, 1993. This file can be downloaded from
http://www.parallaxresearch.com/files/pc/phreak!/.

The last program boxtone is a tone generator developed in 1993 by ,SyneTek
Security, Inc.“ This file can be downloaded from
http://www.parallaxresearch.com/files/pc/phreak/.

In the C:\Windows directory | found a file called dialer.ini which contained a
phone number that was last dialed. The number was 703-854-1800. | also
found a file called reginfo.txt in this directory. This file gave all of the user’s
information. The user’'s name that this version of Microsoft Windows 95 is
registered to is Thomas E. O’Brien. His address is 909 Third Street Herndon Va,
20170. His phone number is 703-478-3566.

In the C:\WINDOWS\temp directory | found temp files for a game called “Kingpin:
Life of Crime” developed by Xatrix Entertainment, Inc. | found a file called Aol.ini,
which contained the following line “Password="BRIDGE-BEEN.” | don’t think this
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is the user’s password, but | do believe it is the password given when someone
first signs up for AOL. | found a file called wks21A0.TMP, which was an ASCII
file written in Spanish and was signed by a person with the name of Griffen
O’'Brien. | found a file called wks90B2.TMP, which was a file that contained a
reference to Andrew Carnegie. | found a file called wks60B5.TMP, which
contained part of a story possibly written by the user. | found a file called
wks6181.TMP, which contained a report about cleaning up the pollution of the
earth. The common theme among these files is that they all seem to be
assignments given at school. After investigating the wks portion of the file name
| was able to come to the conclusion that these files were created with the
Microsoft Works program. | performed a keyword search using a main word in
each document in order to try to locate the original files. | was able to locate the
original files for wks21A0 file, which is called tarea.de.espanol.wks, and the file
wks6181.TMP, which is called Englishletter.txt. Both of these files were located
in the directory C:\WINDOWS\DESKTOP. The file English letter.txt was a file
written again by Griffen O’Brien for his ninth grade honors English class. To view
the text of all these files see Appendix B, pages 64-66.

In the directory C:\My Documents | found an email file called wozoo.htm from
Beth.Bartos@swfwmd.state.fl.us with a subject of “Executive Summary —
Engaging The Next Generation: How Non-profits Can Reach Young Adults.”
This email is about getting young adults between the ages 18-24 to volunteer in
their communities. To view the contents of this email see Appendix B, pages 67-
75.

The next directory | looked at was the Recycle Bin. | found two files in this
directory called INFO and INFO2. To view these files | booted into Windows XP
and used the leHistory program. This tool was used because of its ability to read
INFO and INFO2 files. Before | booted into Windows XP | calculated the
md5sum for both of these files. The md5sum for the INFO file was
2c0f28f490250565618df69192292df8 and the md5sum for the INFO?2 file was
6b467c588be40cc-df492df4a5f914977. | booted into Windows XP and ran the
program leHistory. See Figure 12 below for a Screen Shot of this program. The
INFO2 file was empty and the INFO file had a reference to one deleted file with
the name of C:\WINDOWS\DESKTOP\-lasers\nhj. | then recalculated the
md5sum of both files and | obtained the same results as above.
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Figure 12. Screen Shot of leHistory.

| booted back into Red Hat Linux 8.0 and used Autopsy to view the contents of
the directory that was referenced in the INFO file. Further investigation of this
directory revealed that Griffen O’Brien had to do a research paper on lasers
when he was in the ninth grade at Herndon High. This research paper was for
the Science Expo. | was able to determine this information based on the
contents of two files - the title page.wps and New WordPad Document.doc.

Browsing the C:\WINDOWS\DESKTOP directory | found a file called
FloridaTravellnfo.wps. This file contained the details for what looked like a
school trip to Florida. | drew this conclusion because there were five
chaperones, three of which were teachers and the other two were parents. They
were to leave from Dulles airport on April fourth and return April eighth. They
flew Delta Airlines and they stayed in the Howard Johnson hotel in Kissamee, FL.
See Appendix B, pages 75-77, to view the contents of this file.

The next file | found was called shared.dat and it contained all the mp3'’s the user
was sharing. These mp3’s were stored on the D drive, which must be the
lomega zip drive. See Appendix B, pages 77-84, to view the contents of this file.

| found a subdirectory called half pipe, which contained some blue prints of a
skateboard half pipe. The next subdirectory | found was called MIMI PICS!. This
folder contained nineteen photographs of what looked like a teenage girl.

The next subdirectory | investigated was called Mypage. This subdirectory
contained an incomplete version of the user’'s homepage.

The next directory | looked in was the C:\winfiles directory. | came across two
Microsoft works files in this directory. They were called GTBAX.doc, and
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GTGRIFF.doc. Both of them were of the same content except for the person
they were writing about. The first document had a title of:
“Baxter O'Brien — GT Multi-Purpose Referral Form Statement of Concern”

The second document had a title of:
“Griffen O'Brien — GT Multi-Purpose Referral Form Statement of Concern”

The subject of both of these documents was the admission of these two students
into the Fairfax County’s GT program. See Appendix B, pages 84-85, to view the
contents of these files.

Internet Usage

While looking through the Windows directory | found the user’s favorites
directory. The bookmarks contained in this directory seemed to be all of the
default bookmarks that come with Internet Explorer. In the History directory,
which is where a log is kept of all websites the user visited, there were two more
directories each containing an index.dat file as well as ten deleted directories,
which only two contained an index.dat file and the rest were empty.
Unfortunately, the deleted index.dat files | recovered were not intact and | could
not view them. In order to view the contents of the non-deleted index.dat files |
extracted the files from the directories onto the fat32 partition and | booted into
Windows XP. | used the tool called leHistory to view these files. | used this tool
because of its ability to read Internet Explorer’s index.dat files and place all the
links in a table format designed for easy examination. Before using this tool |
created an md5sum of both index.dat files. The md5sum for the first file was
815a144bb807da ce40- d8624a1f33dd1 and the md5sum for the second
index.dat file was 062756e49b49¢c4e60276806a9c-70b78d. | also copied the
index.dat file from the Temporary Internet Files directory, and the Cookies
directory. The md5sums of the index.dat file in the Cookies directory was
d3b90219af46e4f21248ab36117cfd33, and the md5sum of the index.dat file in
the Temporary Internet Files was 928fc43b5fd9d8cf3cala- 8585d498935. | then
booted into Windows XP, ran the program leHistory and began examining the
files. The first file was actually in the Internet Explore 4.x format, which is more
evidence that the user updated Internet Explorer to 5.0. The following is a list of
the URL'’s as well as a description of each URL that | extracted from the
index.dat files.

= http://www.efn.org/~c_pruett/ is a link to a program a user can download to
edit “stli” files in the game called Bungie’'s Myth: The Fallen Lords.

=  http://members.aol.com/biruquitar/amu.html is a site called “ASITANMU S |
CUNDERGROUND”anditis awebsite dedicated to Japanese rock
music.

= http://www.i-mockery.com/ is a website that has the title “I-Mockery.com —
Twisted, Cynical, Sarcastic, Evil, Odd, Humor to soothe the soul!”
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= http://www.alloy.com/ is a website designed for teenagers. It has chat rooms,
relationship quizzes, and links to information about colleges.

= http://www.babycenter.com/ is a link for an online store that sells items for
babies.

= http://www.britheyspears.com/ is a link to a website all about Britney Spears.

= http://www.cartoonnetwork.com/ is a link to the Cartoon Network website.
The Cartoon Network is a television channel that shows cartoons.

= http://hitbox.com/ is a website known as WebSideStory. According to this
website “WebSideStory has a variety of services to help you optimize the
performance of your online marketing, e-commerce and customer support
initiatives”(http://hitbox.com/).

= http://fengage.com/ is a website for a company that is according to this
website “Dedicated to ensuring maximum value for your investment, Engage
provides an extensive range of Professional Services to help you get the most
from your Engage solution — from initial design to ongoing implementation.”
(http://engage.com/).

= http://moneycentral.msn.com/ this is an MSN website that has information on
the stock market as well as banking and tax information.

= http://nightsurf.com/is a link to according to this website “...the internet’s
authoritative resource and directory to legal, non-obscene mature-themed
internet services” (http://nightsurf.com/). NightSurf is “...Internet for adults, by
adults” (http://nightsurf.com/).

= http://www.hackers.com/ is a link to a website that teaches “...the world the
ethics of true hackers and of hacking. That there is power in knowledge —
both in security and creativity” (http://www.hackers.com/).

= http://www.howstuffworks.com/ is a website that has information on how
things work. The user was searching for information on lasers.

= http://rabi.phys.virginia.edu/HTW//lasers.html is a link for a website created by
Louis A. Bloomfield, a Professor of Physics at the University of Virginia. This
site is about a neodymium-YAG laser.

= http://www.ask.com/ is a link to a search engine. The user was searching for
information on lasers.

= http://www.laser-diodes.thomson-csf.com/ is a link for a website for a
company named Thales Laser Diodes.

= http://www.lasermade.com.au/ is for a website that will “...provide an
overview of Laser Cutting, WaterJet Cutting and Routing services provided by
Lasermade” (http://www.lasermade.com.au/).

= http://www.collegehumor.com/ is a link for a website that contains all kinds of
pictures and stories involving college students.

= http://www.mirc.com/ is the mIRC website. IRC is a chat program that is often
used by hackers.

= http://www.qirlsgonewild.com/ is a link to a website that has a movie collection
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involving mostly college girls on spring break and the crazy things they do.

= http://www.fcps.k12.va.us/ is a link to the Fairfax County Public Schools
website.

= http://www.americas.creative.com/ is a link to the website for the company
“Creative”, which is a manufacturer of computer hardware and software
products.

= http://www.asus.com/ is a link to the website for the company “Asus”, who is a
manufacturer of computer motherboards.

= http://www.dancesafe.org/ is a link for a website “promoting health and safety
within the rave and nightclub community.”

= http://www.rpmonline.org/drugawareness.html is a link for a website for drug
information and awareness

| recalculated the md5sum’s for all index.dat files | used and | obtained the same
results as above. | booted back into Red Hat Linux and used Autopsy’s file-
browsing capability to complete my investigation.

| noticed the user had two different chat programs installed on the system. They
were ICQ and AIM95 (AOL Instant Messenger). | wanted to investigate these
programs in order to retrieve some user names, email addresses, and maybe
some Internet sites each user went to.

ICQ was located in the folder C:\Program Files\ICQ. Within this directory there
was a subdirectory called bookmark, which contained a file called bookmark.htm.
This file contained all the ICQ user names as well as their ICQ bookmarks. The
user’'s screen names were Freddy Newendyke, Ultimaso IIX, Skandranon,
Lance, and 52554812.

The user Freddy Newendyke had only one bookmark. The link for that bookmark
was to http://members.tripod.com/~thingsihate/freeicq.html. | was unable to
access this website because the page could not be found.

The user Ultimaso IIX also had only one bookmark as well. The link for this
bookmark was to http://www.geocities.com/Tokyo/Dojo/1240/. Again | was
unable to access this website because the page could not be found.

The user Skandranon had two bookmarks. They were to http://www.fortunecity.
Com/ lympia/naseem/222/PleaseHelp.html, and http://members.aol.com/
AkayaKat/start.ntml. The pages on both of these websites could not be found.

The user Lance had two bookmarks. They were http://www.geocities.com
/SoHo/Coffeehouse/7045/lovequiz.html, and http://www.angelfire.com/ak/
AAAHLABAMA/index.html. | was unable to access the first website because the
page could not be found, but the second website contained a picture a child
might have drawn as well as a short story about a butterfly named Henry.
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In the aim95 directory | was able to confirm all the AOL Instant Messenger
screen names that | found in the registry. There were no bookmarks located in
this directory.

However, in the America Online 4.0 directory there was a subdirectory called
organize. In this directory | found 13 files with names that looked like they could
have been used as screen names for America Online. The names of these files
are dra30294, dragon32.66, dragon46.42, drk24977, ellenva, ellenva.ARL,
gna5872.ARL, gnattheb.ug, gri8975.ARL, griffeno.b, nigd1601.ARL, night978.6,
and rfe0. Running the strings command on each of these files | was able to
extract out the text that each file contained.

In the file named dra30294 the following link was found:
http://ww4.amateurpages.com/lee/bed/bed2/bed3/bed4/bed5/bed9.htm. This
could possibly be a link to a pornographic website. There were also several
more listings of the URL http://ww4.amateurpages.com/, which is a pornographic
website.

In the file dragon32.66 | found a user name, which is Dragon3266.

The file dragon46.42 contained the same information as the previous file except
for the user name. The user name in this file is Dragon4642.

The next file, drk24977, was the same as the previous two again except for the
user name, which in this file is DrkPenguin68.

The file ellenva was also the same as the previous three, but the user name was
EllenVA.

In the next file, ellenva.ARL, | was able to extract out some URL’s the user
visited. They include http://odyssey.org/manual/ Performing/Spont/ spont.html.
There were two URL’s that started with aol:// | am assuming these are links that
can be accessed only through America Online. The links are
aol://4344:3059.xmas.19545311.592423503, and
aol://4344:1204.mxmain.9384765.562532827. | was unable to find any of these
links.

In the next file, gna5872.ARL, | was able to find another user name which was
Gnatthebug and | was able to view some URL'’s this user visited. They include
http://3345573391/pip114/69.htm, and aol://2719:2-2-BloNdi829190.
BIoNdi829190 could possibly an AOL screen name. Again, | was unable to
access these websites.

In the file gnattheb.ug, | was only able to find the previous user’s screen name.

In the file gri8975.ARL | was able to find the user’s screen name, which was
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GriffenOB, and | was also able to view several URL’s the user visited. Below is
the list of URL'’s this user visited.

= hittp://www.howstuffworks.com/ was described above.

= http://help.earthlink.net/access/ is a link to an Earthlink support website used
to get Internet access numbers.

= http://www.collegehumor.com/pictures/ schoolwriting.html. This link was not
found, but http://www.collegehumor.com was found and is described above.

= hitp://www.maps.com/ is a website where you can find maps and get
directions.

In the file griffeno.b | found the following email addresses and screen names.

= Robyn Ally — Miss742@aol.com

= Laura McFalls — zoe _1786@yahoo.com

= Rupert Brink — crazy _aussieboy@hotmail.com
= Kevin Nagel — TwinkyTara@AOL.com

= Katie Ouderkirf —Cowpony815@ Yahoo.com

= Unknown — Dcarey0l@snet.net

= Unknown — haines_family@yahoo.com

= Craig Lewis — actormanl@hotmail.com, iamame@hotmail.com,
nsync53@hotmail.com

= Danny Kim —nayruzealot@hotmail.com

= Liza Potnikova — dplotnik@erols.com, sugarhighme@excite.com
= Chris Haines — haines_family@yahoo.com
= Trevor Willis — freakiam@phayze.com

= Phillip Wisneiski — gifabear@yahoo.com

= Paul Trigerio — pazafan31@hotmail.com

= Becky Elstad — rosebeaks@hotmail.com

= Stefan Voss — frankyfluf@hotmail.com

= Rosie Kendall — techrose@mailcity.com

= Patrick Benbow — PatandHat

= Robin Alley — Gumgri85A0OLFRS

= Timmy Boddie — Tbod104235 (Possible cousin of the user because the word
cousin appeared after the screen name).

= Brock Boddie — Bb0024 (Possible cousin of the user because the word
cousin appeared after the screen name).

= Mike Boddie — BuffX7 (Possible cousin of the user because the word cousin
appeared after the screen name).
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| also found ten URL'’s this user visited. They are listed below.

= http://www.vannatter.com/ is a web page that the vannatter family created.
On this page are five links with the names of each family member. The links
are dustin vannatter, sena vannatter, alise vannatter, keylie vannatter, and
haylie vannatter-senters. The first time | accessed the first link | was able to
download a resume, but a week later when | accessed it again the link took
me to a page where you could enter your name. The resume was for a
Dustin Paul Vannatter who lives in Cuyahoga Falls, OH. See Appendix B,
pages 85-87, to view the complete resume. The second link took me to a
page that had three other links. There was one for a journal, which had
seventy entries and the other two were to sign a guest book and to send an
email. The last three links | was unable to access because they required a
password.

= http://www.i-mockery.com/main.asp this website was described above.

= http://www.hackers.com/texts/neos/agentsteal-fbi.txt. | was unable to access
this file.

= http://members.aol.com:/blakgryph/gryph.html is a link for a website with
random characters displayed all over the screen. | decided to go here to see
if there is anything at the link http://members.aol.com:/blakgryph. At this link |
found a listing of picture files that contained animated characters. | assume
that the page gryph.html listed above had some kind of association with these
picture files.

= http://www.dynamicdrive.com/ is a link to a website that provides free DHTML
scripts.

= http://reid.simmons.net/. This website was described above.

= http://www.howstuffworks.com/laser.htm is a website that describes how a
laser works.

= http://www.einsteingifts.com/index.cfm is a link to a website that sells Einstein
gifts. For example, they sell a T-Shirt with a picture of Einstein on it.

In the file nigd1601.ARL | found many URL'’s to http://www.samgoody.com/. |
also found another screen name, which is Night9786.

In the file night978.6 | found the following two email addresses:
DcareyO1@snet.net and haines_family@yahoo.com. These email addresses are
in the list of email addresses above.

In the file rfe0 | found the screen name of rfe0.
After investigated the files, applications, and Internet URL’s on this hard drive |

was able to conclude that this hard drive was used in a personal/family computer.
For more detailed conclusion see the Conclusions section on page 32.
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Timeline

| used Autopsy to create a timeline for the image of the hard drive. To do this |
selected the “Time Line” button from the main menu in Autopsy, created a data
file, and generated the timeline by pressing the “Create” button. See Figures 13-
16 below for screen shots on creating the timeline. Based on my investigation
above | wanted to use the timeline to verify when Windows 95 was installed, and
when software and hardware were added or updated. Based on the timeline
Autopsy created | can conclude that the operating system was installed on
August 24, 1996. | determined this by searching for the files kernel32.dll and
user32.dll. | found both of these files referenced on two different dates. One
was December 31, 1969, which is not correct, and the other was August 24,
1996. With this in mind | can conclude that any dates prior to this one are
incorrect or they refer to a previous installation of Windows. | was able to verify
that a zip drive was installed on this system on March 10,1998. On March 14,
1998 America Online version 1.0 was installed. On July 09, 1998 America
Online was then upgraded to version 4.0. There was a reference on October 27,
1998 to a file called cute.bmp located in the C:\DIRO0OO0OL1 directory. | didn’t
investigate this directory in my previous examination and decided to further
investigate it at this time.

E'Eile Edit Miew Go Bookmarks Tools  Window  Help

e . 2 a & ; g < . i
" Back et !;hrlp.f.-’luca\hust.BBBE.r’S‘lSE?SEU‘I81864443635;’aut0psy?func 96 Print

7| 4% Home | WkBookmarks ¢ Red Hat, Inc. ¢ Red Hat Network §Suppart G4 Shop CfProducts 4 Training

Autopsy Home 1. Belect one or more of the following images to collect data from:
View Notes [« B:f £ata2 img fat32

Time Line Hel 2, Zelect the data types to gather:
Alme Line Hieip
[+ Allocated Files [« Unallocated Files [« Unallocated Inodes
Create Data File 3. Enter name of output. file (bodg):
= = [pody
Create Time Line !

4, Generate MD35 Value? [«

Create i

¥Yiew Time Line

i e B el e e - : = E
e wn e— = = T __Erp= =

Figure 13. Screen Shot of Autopsy’s Create Data File Function.
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| fhHome | wkBookmarks 2 Red Hat, Inc. g Red Hat Metwork 4 Support (4 Shop fProducts 4 Training
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¥View Notes ¢ body
2. Enter the starting dafe:
Time Line Help Mone: «
Specify: ¢ [Jan =1 =lfzooz
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| e—————— Mone: &
Create Time Line I Speaifyl  [Jan =[]1 ~ljz002
| s My
5 4 4, Zelect the time zone:
View Time Line [ESTSEDT =]

5. Enter the file name to save as:
itneling

%, Enter the location of the fetc/passwd file:
| Mone =l Inode: |

7. Enter the location of the fetc/group file:
| Mone ~| Inode: |

2, Generate MDS Value? [+

Creale i

<iie £l 2 Document: Dane (0.737 secs) =]

Figure 14. Screen Shot of Autopsy’s Create Time Line Function.
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Time Line Help None: ©
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None: &
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View Time Line IWDT:I'

5. Enter the file name to save as:

imeline

6, Enter the location of the fete/passwd file:
| Mane =] Inode: |
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| Mone ~| Inode: |
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Figure 15. Screen Shot of Autopsy’s View Time Line Function.
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Figure 16. Screen Shot of the Time Line.

Further investigation of this directory revealed two files called cute.bmp, and
snowman.jpg. | was unable to open either of these files because they were not
valid picture files. | opened cute.bmp with a hex editor to try to determine the
type of file it was, but it did not have a file signature. The same was true for the
other file. This makes me believe that these may be encrypted. On January 26,
1999 Microsoft Works was upgraded to version 4.5. On April 14, 1999
autoexec.org, config.osi, autoexec.osi, and config.org were referenced. Another
file called PRIV_MSG.COM was also referenced. Further investigation of this file
revealed that this was a file for a game called Privateer 2: The Darkening. These
files were referenced again on Jun 15, 2000. On July 28, 1999 Internet Explorer
was upgraded to version 5.0. On March 20, 2000 McAfee was installed on this
system. This hard drive was last used on December 31, 2000. See Appendix C
pages 88-151 for the resulting timeline.

Recovery of Deleted Files

The recovery of deleted files was almost impossible because the hard drive was
almost filled with undeleted data. However, | was able to recover two files, which
were called _ET7221.TMP, and _ONFIG.!~!l. _ET7221.TMP was the deleted
Cscript file | mentioned above in the section Modification to OS Configuration and
Files. _ONFIG.!~! was the deleted config.sys file | mentioned above in the
section File Analysis. The process | used to recover these files was to use
Autopsy’s file browsing capability. The deleted files were highlighted in red.
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When | clicked on them they were displayed in Autopsy’s hex viewer. From
there | was able to press the extract link to save each one to my hard drive.

Keyword Search

To do a keyword search | used Autopsy’s keyword search capability. To use this
feature select Keyword Search from the main menu of Autopsy. See Figure 17

below for a screen shot of this function.

7| Eile  Edit Miew Go Bookmarks Tools  Window Help
- . = A = = - ~ =5
b TN R, & hitpflocainstE055/51 5679601 6156444 3639/ autap sy 7 dir—&MUNG—4 8&img —Tata 2.Img ==
7| 2t Home Bookmarks g Red Hat L Inc Red Hat Network CSupport C4Shop CfProducts % Training
[==1 & [==1 (=1
Auntopsy Home |
Fle Browsing Keyword Search om fat32. img
Data Prowsing .
node Prowsing Enter String: [hack
zle = rs:le's" el = Clase Insensitive |~ Regular Expression
Integrity Check —
View Notes Eoearcri]
Search Mode Help AmtoThatlc S ches
=]
Date |
Generate Strings File Create Unallocated Data File
File Mame: [f2t32 img str File Mame; [fat32 img.dis
Generate MD5? [~ Senerate MID57 -
e Eeeaaemaneae |
=1

EEE R ==

Figure 17. Screen Shot of Autopsy’s Keyword Search Function.

Based on the results of my investigation, the only keywords | searched for were
hack,encrypt, RC4, BlowFish, RSA, DES, and O’'Brien. | decided to search for
the word hack because of the hacker tools | found on the drive as well as the
links to hacker websites. | decided to search for encrypt, RC4, BlowFish, RSA,
and DES (these are encryption algorithms, except for the word encrypt) because
of the possibly encrypted files cute.bomp and snowman.jpg that were found on the
hard drive. | wanted to find out if any reference to encryption could be found. |
searched for O’Brien to see if any other names other than Thomas, Griffen, and
Baxter would be found. | decided that searching for any additional words would
not be beneficial to this investigation because most of the results | would get
back would be just duplicating the results from above and they would not lead to

any additional information.

As a result of this keyword search | was able to find some new documents on this
drive that contained information about hacking. The first reference | found was to
the URL http://www.hackers.com/texts/neos/starthak.txt. This web page was to a
document titled “THE ULTIMATE BEGINNER'’S GUIDE TO HACKING AND
PHREAKING.” I also found two other partial files. The first file involved
renaming a long file name in a Fat32 file system which resulted in the short file
name becoming foobar~2 instead of foobar~1. | tried to find this document on
the Internet, but | was unsuccessful. The second partial file was about a shell
someone created possibly using C++. The author writes about hacking into
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hardware at UCLA where he is pursuing his PhD degree in Computer Science.
Refer to Appendix D, pages 152-192, for the complete contents of these files.

When searching for the words encrypt, RC4, BlowFish, RSA, and DES, which
would infer that the user was using some sort of encryption, | did not find any
instances of these words. Therefore, there is no evidence that the user was
using encryption.

When searching for the name O’Brien, | did not find any other names that would
conclude that there were other family members using this machine. The only
names found were Thomas, Griffen, and Baxter.

Conclusion

Based on the results of my investigation | was able to answer the following
guestions: Was this hard drive from a personal computer or from a business
computer? If this is a personal computer, what are some of the user’s hobbies?
If this is a business computer, what is the user’s profession? What types of
applications were installed on this system? Was an Internet connection
available? Below are the answers to these questions.

This hard drive came from a family computer. According to my results, the family
consisted of a father, Thomas, and his two sons, Griffen, and Baxter. | was able
to determine that the family consisted of a father and his two sons due to the fact
that only three O’Brien names were found on this hard drive. | was able to
conclude that the computer was used as a family computer based on several
different factors. The first factor was the variety of websites that the user’s
visited. They ranged from hacking websites to the cartoon network web site.
This indicates that users of different ages were accessing this computer. The
second factor was the different screen names for AOL, AOL Instant Messenger,
and ICQ. The last and most important factor was the school assignments and
the trip to Florida document that | found. These documents are further evidence
that this computer was shared by members of a family, some of which were in
either middle or high school.

The types of applications installed on this machine can be divided up into six
categories: Games, Hacker Tools, Graphics Applications, Internet/Multimedia
Applications, Productivity Applications, and Utilities.

The following applications are in games:
- GopherGolf
Battle.net
Rugrats Adventure Game
Dungeon Keeper I
MindRover
Tomb Raider IV (Demo)
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Majesty

ESCAPEplay

Snes9X

Test Drive 6

Army Builder

Magic: The Gathering
Soldier of Fortune

Half-Life

MechWarrior 2

Sid Meier's ALPHA CENTAURI
The Driver Demo
Gangsters Demo

LEGO Island

Age of Empires

Warzone 2100

Tom Clancy’s Rainbow Six
Starcraft

West Front Demo

The Red Odyssey Demo

The foIIowmg applications are in Hacker Tools:

Tonegen
tl031
superd
phmas10
boxtone

The following applications are in Graphics Applications:

The foIIowmg applications are in Internet/Multimedia Applications:

© SANS Institute 2003,

GlIFmation
GIFMovieGear
Paint Shop Pro
3D Movie Maker

AllAdvantage

America Online

AOL Instant Messenger
Mjuice Media Player
Shockwave 8

Sonique

ICQ

MIRC

Netscape Navigator
Thing Maker
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Real Player

FakeSurf

Napster

QuickTime

VivoActive PowerPlayer

The following applications are in Productivity Applications:
Adobe Acrobat Reader v 4.0
EditPad Lite
MSWorks

The following applications are in Utilities:
TI-Graph Link 83 Plus
Winzip

Based on the different types of applications found on this computer there is once
again evidence that users of different age groups were using this computer. This
evidence further indicates that this hard drive was from a family computer.

Griffen was the main user of the computer. His hobbies included playing
computer games, skateboarding, and hacking. | was able to conclude that he
was the user that downloaded the hacking programs | mentioned above. He was
also the user that visited the hacking websites. The hacking tools he
downloaded are used to find phone numbers of computers on the Internet as well
as to make free long distance phone calls. Based on the evidence found, | can
conclude that Griffen was just starting to get involved in hacking and he didn’t
really have a great interest in it at the time. Griffen was also the author of several
school assignments found on the hard drive. They included the report on lasers,
the Spanish document, and the English letter. Griffen was the user who installed
and played most of the games that are listed above. He also seemed to have an
interest in computer animation. He used such applications as GIFmation and
GIFMovieGear.

As for Thomas and Baxter, | can only theorize what they used the computer for. |
believe Thomas was the one who went to http://nightsurf.com/, which is an adult
website and was also the one to visit http://www4.amatuerpages.com/, another
pornographic website. The reason | believe that it was Thomas who went to the
pornographic websites was because you must be 18 years of age and you must
pay to view the websites. | also believe he was the one to visit the financial
websites http://moneycentral.msn.com/ and http://engage.com/.

As for Baxter, | believe he was the younger brother and was the one to visit the
website http://cartoonnetwork.com/. Baxter played some games such as the
Rugrats Adventure Game and the LEGO Island game.
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| was also able to conclude that the computer had a dial up connection to the
Internet and used America Online version 4.0 was their ISP.

Part 3 — Legal Issues of Incident Handling

A. | can’t give any customer related information to the law enforcement
officer because | risk being sued by the individual who's information |
would give. If the law enforcement officer had a subpoena then | could
give him the information he needed. The only information I could tell
him at this time would be that | have verified that valid user had logged
on during the period of the suspicious activity. According to U.S. law
18 U.S.C. 2702:

“a provider of remote computing service or electronic
communication service to the public shall not knowingly
divulge a record or other information pertaining to a
subscriber to or customer of such service (not including the
contents of communications covered by paragraph (1) or
(2)) to any governmental entity.”( http://www.cybercrime
.gov/usc2702.htm)

Once the law enforcement official contacted me about the suspicious
activity | am required to “...retain the records for 90 days, renewable

for
another 90-day period upon a government request.”(
http://www.cybercrime.gov/s&smanual2002.htm - _11IG1 ).

B. The law enforcement officer must tell me to be able to account for the
evidence at all times to ensure that there is no tampering with the
evidence in order to maintain the chain of custody. The best way to go
about this is to gather all relevant files and place them on a non-
alterable medium such as a CD.

C. In order for me to send the law enforcement officer my logs, one of
following must apply.

= The information is “...necessarily incident to the rendition of the
service or to the protection of the rights or property of the provider
of that service,” (http://www.cybercrime.gov/usc2702.htm);

= “If the provider reasonably believes that an emergency involving
immediate danger of death or serious physical injury to any
person...“ (http://www.cybercrime.gov/usc2702.htm);

= “with the lawful consent of the customer or subscriber”;
(http://www.cybercrime.gov/usc2702.htm);

= “The Child Protection and Sexual Predator Punishment Act of 1998,
42 U.S.C. § 13032, mandates the disclosure, 18 U.S.C.
§ 2702(b)(6)(B);”
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D.

E.
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(http://www.cybercrime.gov/s&smanual2002.htm# IIIE )
= The law enforcement officer has obtained a court order requiring
me to hand over my logs.

Other investigative activities | am permitted to conduct at this time
would be monitoring the network for suspicious activity, and the
preservation of all the evidence. According to 18 U.S.C. § 2703(f):

“A provider of wire or electronic communication service or a remote
computing service, upon the request of a governmental entity, shall
take all necessary steps to preserve records and other evidence in
its possession pending the issuance of a court order or other
process.”(_http://www.cybercrime.gov/s&smanual

2002.htm# _1IIG1 ).

If my logs revealed that a hacker gained unauthorized access to my
system | would give the law enforcement officer all of my logs as well as
any other monitoring | performed on the network. This is legal as long as |
minimized the interception of private communications unrelated to the
investigation. According to 18 U.S.C 8 2511(2)(a)(i) :

“It shall not be unlawful under this chapter for an operator of a
switchboard, or an officer, employee, or agent of a provider of wire
or electronic communication service, whose facilities are used in
the transmission of a wire or electronic communication, to intercept,
disclose, or use that communication in the normal course of his
employment while engaged in any activity which is a necessary
incident to the rendition of his service or to the protection of the
rights or property of the provider of that service, except that a
provider of wire communication service to the public shall not utilize
service observing or random monitoring except for mechanical or
service quality control checks.”( http://www4.law.cornell.edu
[uscode/18/2511.html).
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Appendix A

TIME CMD

init
keventd
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kswapd
bdflush
kupdated
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05
00
01
00
01
02
00
03
04
00
00
06
00
03
00
00

kjournald
syslogd

klogd

cardmgr

apmd

sshd

xinetd
sendmail

gpm

crond

anacron
mingetty
mingetty
mingetty
mingetty
mingetty
mingetty
gdm-binary
gdm-binary

X
gnome-session
ssh-agent
gconfd-2
bonobo-activati
metacity
gnome-settings-
fam
gnome-panel
nautilus
magicdev
pam-panel-icon
rhn-applet-gui
pam timestamp c
gnome-terminal
bash

Ps
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nmap.bef

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )

Interesting ports on localhost.localdomain

(127.0.0.1) :

(The 65529 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh

25/tcp open smtp

111/tcp open sunrpc

1024 /tcp open kdm

1025/tcp open NEFS-or-I1IS

6000/tcp open X11

Nmap run completed - 1 IP address (1 host up) scanned in 97 seconds
nmap_udp.bef

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )

Interesting ports on localhost.localdomain (127.0.0.1):

(The 65529 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh

25/tcp open smtp

111/tcp open sunrpc

1024 /tcp open kdm

1025/tcp open NEFS-or-I1IS

6000/tcp open X11

Nmap run completed - 1 IP address (1 host up) scanned in 97 seconds
netstat.bef

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

PID/Program name

tcp 0 0 *:1024 *ok LISTEN
406/rpc.statd

tcp 0 0 localhost.localdom:1025 *:* LISTEN

600/xinetd

tcp 0 0 *:sunrpc ok LISTEN

387/portmap

tcp 0 0 *:x11 ok LISTEN 818/X
tcp 0 0 *:ssh ok LISTEN 586/sshd
tcp 0 0 localhost.localdom:smtp *:* LISTEN
624/sendmail: accep

udp 0 0 *:1024 *ok

406/rpc.statd

udp 0 0 *:sunrpc ok

387/portmap

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State I-Node PID/Program name Path

unix 2 [ ACC ] STREAM LISTENING 1621 644 /gpm /dev/gpmctl
unix 2 [ ACC ] STREAM LISTENING 1681 692/xfs /tmp/ . font -
unix/f£s7100

unix 2 [ ACC ] STREAM LISTENING 3159 818/X /tmp/.X11-
unix/X0

unix 2 [ ACC ] STREAM LISTENING 3247 884/ssh-agent /tmp/ssh-
XXAo2Xhp/agent.827

unix 2 [ ACC ] STREAM LISTENING 3277 895/gconfd-2 /tmp/orbit-
root/linc-37f-0-5b6507463dadb

unix 2 [ ACC ] STREAM LISTENING 3285 827/gnome-session /tmp/orbit-

root/1linc-33b-0-53£f1056246629
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unix 2 [ ACC ] STREAM
unix/827

unix 2 [ ACC ] STREAM
root/1linc-381-0-56d857c46e765
unix 2 [ ACC ] STREAM
root/1inc-385-0-6248819%a2c7c0
unix 2 [ ACC ] STREAM
root/1inc-383-0-21f3417aba391
unix 2 [ ACC ] STREAM
root/1inc-399-0-2a8£3d6a86159
unix 2 [ ACC ] STREAM
/tmp/.gdm_socket

unix 2 [ ACC ] STREAM
root/1inc-395-0-2a8£3d6a87507
unix 2 [ ACC ] STREAM
root/1inc-397-0-e85f£8173cb2
unix 2 [ ACC ] STREAM
root/linc-39e-0-496a0lbedb4b9
unix 13 [ 1] DGRAM
unix 2 [ ACC ] STREAM
/tmp/.fam socket

unix 2 [ ACC ] STREAM

root/linc-3a6-0-6£691ab080170
unix 3 [ ] STREAM
root/linc-3a6-0-6£691ab080170
unix 3 [ ] STREAM
unix 3 [ 1] STREAM
root/linc-381-0-56d857c46e765
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-3a6-0-6£691ab080170
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb

unix 3 [ 1] STREAM
unix 3 [ ] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ 1] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-39e-0-496a0lbedbdb9
unix 3 [ ] STREAM
unix 3 [ ] STREAM

root/linc-37£-0-5b6507463dadb

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM
/tmp/ . famrRXL2w

unix 3 [ ] STREAM
unix 3 [ ] STREAM
/tmp/ . famczUhaV

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-395-0-2a8£3d6a87507
unix 3 [ ] STREAM
unix 3 [ ] STREAM

root/1linc-381-0-56d857c46e765
unix 3 [ 1] STREAM
unix 3 [ ] STREAM
root/1linc-397-0-e85f£8173cb2

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-381-0-56d857c46e765

unix 3 [ ] STREAM
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LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

LISTENING

LISTENING
LISTENING
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
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3290

3300

3333

3357

3458

3149

3461

3497

3714

790
3365

4882

4889

4888
4887

4886
4885

4884
4881

4880
4878

4877
4871

4870
3719

3718
3713

3712
3705

3704
3677

3676
3635

3634
3585

3584
3574

3573
3572

3571
3565

3564
3563

3562

827/gnome-session
897/bonobo-activati
901/gnome-settings-
899/metacity
921/magicdev
772/gdm-binary
917/gnome-panel
919/nautilus
926/python

366/syslogd
905/ fam

934 /gnome-terminal
934 /gnome-terminal

897/bonobo-activati
897/bonobo-activati

934 /gnome-terminal
934 /gnome-terminal

895/gconfd-2
895/gconfd-2

934/gnome-terminal
827/gnome-session

934 /gnome-terminal
818/X

934 /gnome-terminal
926/python

895/gconfd-2
895/gconfd-2

926/python
827/gnome-session

926/python
818/X

926/python
905/ fam

919/nautilus
905/ fam

917/gnome-panel
917/gnome-panel

897/bonobo-activati
897/bonobo-activati

917/gnome-panel
919/nautilus

897/bonobo-activati
897/bonobo-activati

919/nautilus
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/tmp/.ICE-

/tmp/orbit-
/tmp/orbit-
/tmp/orbit-

/tmp/orbit-

/tmp/orbit-
/tmp/orbit-
/tmp/orbit-

/dev/log

/tmp/orbit-

/tmp/orbit-
/tmp/orbit-
/tmp/orbit-
/tmp/orbit-
/tmp/.ICE-
/tmp/.x11-
/tmp/orbit-
/tmp/orbit-
/tmp/.ICE-

/tmp/.X11-

/tmp/orbit-
/tmp/orbit-
/tmp/orbit-

/tmp/orbit-
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unix 3 [ 1] STREAM CONNECTED 3513 827/gnome-session
unix/827
unix 3 [ 1] STREAM CONNECTED 3512 924 /pam-panel-icon
unix 3 [ ] STREAM CONNECTED 3503 919/nautilus
root/1linc-397-0-e85f£8173cb2
unix 3 [ 1 STREAM CONNECTED 3502 895/gconfd-2
unix 3 [ 1] STREAM CONNECTED 3500 818/X
unix/X0
unix 3 [ ] STREAM CONNECTED 3499 924 /pam-panel-icon
unix 3 [ 1 STREAM CONNECTED 3496 895/gconfd-2
root/linc-37f-0-5b6507463dadb
unix 3 [ 1] STREAM CONNECTED 3491 919/nautilus
unix 3 [ ] STREAM CONNECTED 3489 827/gnome-session
unix/827
unix 3 [ 1] STREAM CONNECTED 3488 919/nautilus
unix 3 [ 1] STREAM CONNECTED 3471 818/X
unix/X0
unix 3 [ 1] STREAM CONNECTED 3470 919/nautilus
unix 3 [ 1] STREAM CONNECTED 3464 917/gnome-panel
root/1linc-395-0-2a8£3d6a87507
unix 3 [ 1] STREAM CONNECTED 3463 895/gconfd-2
unix 3 [ 1] STREAM CONNECTED 3465 921 /magicdev
root/1inc-399-0-2a8£3d6a86159
unix 3 [ 1] STREAM CONNECTED 3460 895/gconfd-2
unix 3 [ 1] STREAM CONNECTED 3457 895/gconfd-2
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM CONNECTED 3455 917/gnome-panel
unix 3 [ 1] STREAM CONNECTED 3456 895/gconfd-2
root/linc-37f-0-5b6507463dadb
unix 3 [ 1] STREAM CONNECTED 3454 921 /magicdev
unix 3 [ ] STREAM CONNECTED 3451 827/gnome-session
unix/827
unix 3 [ 1] STREAM CONNECTED 3449 917/gnome -panel
unix 3 [ ] STREAM CONNECTED 3450 827/gnome-session
unix/827
unix 3 [ 1] STREAM CONNECTED 3448 921 /magicdev
unix 3 [ 1] STREAM CONNECTED 3437 818/X
unix/X0
unix 3 [ ] STREAM CONNECTED 3436 917/gnome-panel
unix 3 [ 1] STREAM CONNECTED 3434 818/X
unix/X0
unix 3 [ 1] STREAM CONNECTED 3433 921 /magicdev
unix 3 [ ] STREAM CONNECTED 3419 901/gnome-settings-
root/l1inc-385-0-6248819%a2c7c0
unix 3 [ ] STREAM CONNECTED 3418 827/gnome-session
unix 3 [ ] STREAM CONNECTED 3414 901/gnome-settings-
root/1linc-385-0-6248819a2c7c0
unix 3 [ ] STREAM CONNECTED 3413 897/bonobo-activati
unix 3 [ ] STREAM CONNECTED 3412 897/bonobo-activati
root/linc-381-0-56d857c46e765
unix 3 [ ] STREAM CONNECTED 3411 901/gnome-settings-
unix 3 [ ] STREAM CONNECTED 3417 827/gnome-session
unix/827
unix 3 [ ] STREAM CONNECTED 3383 899/metacity
unix 3 [ 1] STREAM CONNECTED 3378 818/X
unix/X0
unix 3 [ ] STREAM CONNECTED 3377 899/metacity
unix 3 [ 1] STREAM CONNECTED 3371 905/ fam
/tmp/ . famBLyRHk
unix 3 [ ] STREAM CONNECTED 3370 901/gnome-settings-
unix 3 [ ] STREAM CONNECTED 3360 899/metacity
root/1inc-383-0-21f3417aba391
unix 3 [ ] STREAM CONNECTED 3359 895/gconfd-2
unix 3 [ ] STRE AM CONNECTED 3356 895/gconfd-2
root/linc-37f-0-5b6507463dadb
unix 3 [ 1] STREAM CONNECTED 3355 899/metacity
unix 3 [ ] STREAM CONNECTED 3336 901/gnome-settings-
root/1linc-385-0-6248819a2c7c0
unix 3 [ ] STREAM CONNECTED 3335 895/gconfd-2
unix 3 [ 1] STREAM CONNECTED 3332 895/gconfd-2
root/linc-37f-0-5b6507463dadb
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/tmp/.ICE-
/tmp/orbit-
/tmp/.X11-
/tmp/orbit-
/tmp/.ICE-
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/tmp/.ICE-
/tmp/.ICE-
/tmp/.X11-
/tmp/.X11-
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/tmp/orbit-
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unix 3 [ ] STREAM CONNECTED 3331 901/gnome-settings-

unix 3 [ 1] STREAM CONNECTED 3325 818/X /tmp/.X11-
unix/X0

unix 3 [ ] STREAM CONNECTED 3324 901/gnome-settings-

unix 3 [ 1] STREAM CONNECTED 3308 827/gnome-session /tmp/orbit-
root/1linc-33b-0-53£1056246629

unix 3 [ ] STREAM CONNECTED 3305 897/bonobo-activati

unix 3 [ ] STREAM CONNECTED 3304 897 /bonobo-activati /tmp/orbit-
root/1linc-381-0-56d857c46e765

unix 3 [ ] STREAM CONNECTED 3303 827/gnome-session

unix 3 [ ] STREAM CONNECTED 3289 827/gnome-session /tmp/orbit-
root/1linc-33b-0-53£1056246629

unix 3 [ 1 STREAM CONNECTED 3288 895/gconfd-2

unix 3 [ ] STREAM CONNECTED 3287 895/gconfd-2 /tmp/orbit-
root/linc-37f-0-5b6507463dadb

unix 3 [ ] STREAM CONNECTED 3284 827/gnome-session

unix 2 [ 1] DGRAM 3276 895/gconfd-2

unix 3 [ 1] STREAM CONNECTED 3257 818/X /tmp/.X11-
unix/X0

unix 3 [ ] STREAM CONNECTED 3256 827/gnome-session

unix 3 [ 1 STREAM CONNECTED 3168 692/xfs /tmp/ . font -
unix/fs7100

unix 3 [ 1] STREAM CONNECTED 3167 818/X

unix 4 [ 1] STREAM CONNECTED 3170 818/X /tmp/.X11-
unix/X0

unix 3 [ ] STREAM CONNECTED 3161 817/gdm-binary

unix 2 [ ] DGRAM 1693 701/anacron

unix 2 [ ] DGRAM 1684 692/xfs

unix 2 [ ] DGRAM 1639 653/crond

unix 2 [ ] DGRAM 1606 634/clientmqueue

unix 2 [ ] DGRAM 1589 624 /sendmail: accep

unix 2 [ ] DGRAM 1505 600/xinetd

unix 2 [ ] DGRAM 1052 534 /apmd

unix 2 [ ] DGRAM 971 465/cardmgr

unix 2 [ ] DGRAM 851 406/rpc.statd

unix 2 [ ] DGRAM 801 370/klogd

atd.strace

10694 execve (“./atd”, [“./atd”], [/* 32 vars */]) =0

10694 old mmap (NULL, 4096, PROT READ|PROT WRITE, MAP PRIVATE|MAP ANONYMOUS, -1,
0) = 0x40007000

10694 mprotect (0x40000000, 21772, PROT READ|PROT WRITE|PROT EXEC) = 0

10694 mprotect (0x8048000, 13604, PROT READ|PROT WRITE|PROT EXEC) = 0

10694 stat(“/etc/ld.so.cache”, {st mode=S IFREG|0644, st size=43899, ...}) =0
10694 open(“/etc/ld.so.cache”, O RDONLY) = 3

10694 old mmap (NULL, 43899, PROT READ, MAP SHARED, 3, 0) = 0x40008000

10694 close(3) =0

10694 stat(“/etc/ld.so.preload”, 0xbffff980) = -1 ENOENT (No such file or
directory)

10694 open(“/usr/i486-1linux-libc5/1ib/libc.so.5”, O RDONLY) = 3

10694 read (3, “\177ELF\I\NI\NI\N0\0\NONONONONONONON3NON3NONINONONO (kK\1NOOO”...,
4096) = 4096

10694 old mmap (NULL, 823290, PROT NONE, MAP PRIVATE|MAP ANONYMOUS, -1, 0) =
0x40013000

10694 oldﬁmmap(Ox400l3000, 592037, PROT READ|PROT EXEC, MAP PRIVATE|MAP FIXED,
3, 0) = 0x40013000

10694 oldimmap(0x400a4000, 23728, PROT READ|PROT WRITE, MAP PRIVATE|MAP FIXED,
3, 0x90000) = 0x400a4000

10694 oldimmap(0x400aa000, 201870, PROT READ|PROT WRITE,

MAP PRIVATE|MAP FIXED|MAP ANONYMOUS, -1, 0) = 0x400aa000

10694 close (3) =0

10694 mprotect (0x40013000, 592037, PROT READ|PROT WRITE|PROT EXEC) = 0

10694 munmap (0x40008000, 43899) =0

10694 mprotect (0x8048000, 13604, PROT READ|PROT EXEC) = 0
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10694 mprotect (0x40013000, 592037, PROT READ|PROT EXEC) = 0
10694 mprotect (0x40000000, 21772, PROT READ|PROT EXEC) = 0
10694 personality(0 /* PER 2?2 */) =0

10694 geteuid() =0

10694 getuid() =0

10694 getgid() =0

10694 getegid() =0

10694 geteuid() =0

10694 getuid() =0

10694 brk(0x804c818) = 0x804c818

10694 brk (0x804d000) = 0x804d000

10694
(No such file or directory)

open (“/usr/share/locale/en US.UTF-8/LC MESSAGES”, O RDONLY) =

-1 ENOENT

10694 stat (“/etc/locale/C/libc.cat”, Oxbffffd4ad) = -1 ENOENT (No such file or
directory)

10694 stat (“/usr/lib/locale/C/libc.cat”, Oxbffffd4ad) = -1 ENOENT (No such file
or directory)

10694 stat (“/usr/lib/locale/libc/C”, Oxbffffd4ad) = -1 ENOENT (No such file or
directory)

10694 stat (“/usr/share/locale/C/libc.cat”, Oxbffffd4ad) = -1 ENOENT (No such file
or directory)

10694 stat (“/usr/local/share/locale/C/libc.cat”, Oxbffffd4ad) = -1 ENOENT (No

such file or directory)
10694 socket (PF_INET, SOCK RAW,

10694 sigaction(SIGUSR1, {0x804a6b0, T[],

IPPROTO_ICMP) = 3
SA INTERRUPT|SA NOMASK|SA ONESHOT},

{SIG DFL}, 0x42028c48) = 0

10694 socket (PF_INET, SOCK RAW, IPPROTO RAW) = 4

10694 setsockopt (4, SOL IP, IP HDRINCL, [1], 4) =0

10694 getpid() = 10694

10694 getpid() = 10694

10694 shmget (10936, 240, IPC _CREAT|O0) = 2818081

10694 semget (11118, 1, IPC CREAT|0x180[/0600) = 360459

10694 shmat (2818081, 0, 0) = 0x40008000

10694 write (2, “\nLOKI2\troute [I 1997 guild cor”..., 52) = 52
10694 time ([10479337011) = 1047933701

10694 close(0) =0

10694 sigaction(SIGTTOU, {SIG IGN}, {SIG DFL}, 0x42028c48) 0
10694 sigaction(SIGTTIN, {SIG IGN}, {SIG DFL}, 0x42028c48) = 0
10694 sigaction(SIGTSTP, {SIG IGN}, {SIG DFL}, 0x42028c48) = 0
10694 fork() = 10695

10695 --- SIGSTOP (Stopped (signal)) ---

10694 close (4 <unfinished ...>

10695 setsid( <unfinished ...>

10694 <... close resumed> ) 0

10695 <... setsid resumed> ) = 10695

10694 close (3 <unfinished ...>

10695 open (“/dev/tty”, O RDWR <unfinished ...>

10694 <... close resumed> ) =0

10695 <... open resumed> ) = -1 ENXIO (No such device or address)
10694 semop (360459, Oxbffff9lc, 2 <unfinished ...>

10695 chdir (“/tmp” <unfinished ...>

10694 <... semop resumed> ) =0

10695 <... chdir resumed> ) =0

10694 shmdt (0x40008000 <unfinished ...>

10695 umask (0 <unfinished ...>

10694 <... shmdt resumed> ) =0

10695 <... umask resumed> ) = 022

10694 semop (360459, Oxbffff9lc, 1 <unfinished ...>

10695 sigaction (SIGALRM, {0x8049218, [], SA INTERRUPT|SA NOMASK|SA ONESHOT},
<unfinished ...>

10694 <... semop resumed> ) =0

10695 <... sigaction resumed> {SIG DFL}, 0x42028c48) = 0

10694 exit(0) =7
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10695 alarm(3600) =0

10695 sigaction(SIGCHLD, {0x8049900, [], SA INTERRUPT|SA NOMASK|SA ONESHOT},

{SIG DFL}, 0x42028c48) = 0
10695 read (3,

ps.aft

PID TTY TIME CMD

17 00:00:04 init

27 00:00:00 keventd

32 00:00:00 kapmd

4 2 00:00:00 ksoftirgd CPUO
57 00:00:04 kswapd

6 ? 00:00:00 bdflush

7 00:00:00 kupdated

8 2 00:00:00 mdrecoveryd

12 2 00:00:00 kjournald

68 ? 00:00:00 khubd

160 2 00:00:00 kjournald

366 2 00:00:00 syslogd

370 2 00:00:00 klogd

465 7 00:00:00 cardmgr

534 2 00:00:00 apmd

586 ? 00:00:01 sshd

600 7 00:00:00 xinetd

624 ? 00:00:00 sendmail

644 ? 00:00:00 gpm

653 7 00:00:00 crond

766 ttyl 00:00:00 mingetty

767 tty2 00:00:00 mingetty

768 tty3 00:00:00 mingetty

769 tty4 00:00:00 mingetty

770 tty5 00:00:00 mingetty

771 ttyb6 00:00:00 mingetty

772 2 00:00:00 gdm-binary

817 2 00:00:00 gdm-binary

818 2 00:06:44 X

827 2 00:00:06 gnome-session
884 7 00:00:00 ssh-agent

895 ? 00:00:02 gconfd-2

897 ? 00:00:00 bonobo-activati
899 ? 00:00:19 metacity

901 2 00:00:02 gnome-settings-
905 » 00:00:00 fam

917 2 00:00:19 gnome-panel

919 ? 00:01:59 nautilus

921 2 00:00:01 magicdev

924 2 00:00:00 pam-panel-icon
926 7 00:01:24 rhn-applet-gui
927 2 00:00:00 pam timestamp c
981 » 00:00:04 nautilus-throbb
1007 » 00:00:47 gnome-terminal
1008 pts/0 00:00:01 bash

10279 pts/1 00:00:00 bash

10314 2 00:00:12 gimp

10595 » 00:00:00 script-fu
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10693 pts/1 00:00:00 strace
10695 2 00:00:00 atd
10702 pts/0 00:00:00 ps

nmap.aft

Starting nmap V

3.00 ( www.linsecure.org/nmap/ )

Interesting ports on localhost.localdomain (127.0.0.1):

(The 65529 ports scanned but not shown below are in state: closed)
Port State Service
22/tcp open ssh
25/tcp open smtp
111/tcp open sunrpc
1024 /tcp open kdm
1025/tcp open NEFS-or-I1IS
6000/tcp open X11
Nmap run completed - 1 IP address (1 host up) scanned in 97 seconds
nmap_udp.aft
Starting nmap V. 3.00 ( www.insecure.org/nmap/ )
Interesting ports on localhost.localdomain (127.0.0.1):
(The 65529 ports scanned but not shown below are in state: closed)
Port State Service
22/tcp open ssh
25/tcp open smtp
111/tcp open sunrpc
1024 /tcp open kdm
1025/tcp open NFS-or-IIS
6000/tcp open X11
Nmap run completed - 1 IP address (1 host up) scanned in 97 seconds
netstat.aft
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State
PID/Program name
tcp 0 0 *:1024 *ok LISTEN
406/rpc.statd
tcp 0 0 localhost.localdom:1025 *:* LISTEN
600/xinetd
tcp 0 0 *:sunrpc ok LISTEN
387/portmap
tcp 0 0 *:x11 *ox LISTEN 818/X
tcp 0 0 *:ssh ok LISTEN 586/sshd
tcp 0 0 localhost.localdom:smtp *:* LISTEN
624/sendmail: accep
udp 0 0 *:1024 *ok
406/rpc.statd
udp 0 0 *:sunrpc ok
387/portmap
raw 0 0 *:icmp ik 7 10651/atd
raw 0 0 *:255 ok 7 10651/atd
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node PID/Program name Path
unix 2 [ ACC ] STREAM LISTENING 1621 644 /gpm /dev/gpmctl
unix 2 [ ACC ] STREAM LISTENING 1681 692/xfs /tmp/ . font -
unix/fs7100
unix 2 [ ACC ] STREAM LISTENING 3159 818/X /tmp/.X11-
unix/X0
51

© SANS Institute 2003,

As part of GIAC practical repository.

Author retains full rights.



© SANS Institute 2003,

unix 2 [ ACC ] STREAM
XXAo2Xhp/agent.827

unix 2 [ ACC ] STREAM
root/linc-37f-0-5b6507463dadb
unix 2 [ ACC ] STREAM
root/1linc-33b-0-53£1056246629
unix 2 [ ACC ] STREAM
unix/827

unix 2 [ ACC ] STREAM
root/linc-381-0-56d857c46e765
unix 2 [ ACC ] STREAM
root/1inc-385-0-6248819%a2c7c0
unix 2 [ ACC ] STREAM
root/1inc-383-0-21£f3417aba391
unix 2 [ ACC ] STREAM
root/1inc-399-0-2a8£3d6a86159
unix 2 [ ACC ] STREAM
/tmp/.gdm_socket

unix 2 [ ACC ] STREAM
root/1linc-395-0-2a8£3d6a87507
unix 2 [ ACC ] STREAM
root/1inc-397-0-e85f£8173cb2
unix 2 [ ACC ] STREAM

root/1linc-39e-0-496a0lbedbdb9

unix 12 [ 1] DGRAM
unix 2 [ ACC ] STREAM
/tmp/.fam socket

unix 2 [ ACC ] STREAM
root/linc-3d5-0-65cf£840316e96
unix 2 [ ACC ] STREAM

root/linc-3ef-0-£54a5841bf29

unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ 1] STREAM

root/linc-3ef-0-£54a5841bf29
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-381-0-56d857c46e765
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-3ef-0-£54a5841bf29
unix 3 [ 1] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb

unix 3 [ ] STREAM
unix 3 [ 1] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM

root/1linc-397-0-e85f£8173cb2
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-3d5-0-65c£840316e96
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-381-0-56d857c46e765
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-3d5-0-65c£840316e96
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

LISTENING

LISTENING
LISTENING
LISTENING
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED

52

3247

3277

3285

3290

3300

3333

3357

3458

3149

3461

3497

3714

790
3365

6734

7634

19812

19811
7641

7640
7639

7638
7637

7636
7633

7632
7630

7629
7623

7622
6747

6746
6741

6740
6739

6738
6737

6736
6733

6732
6726

6725

884/ssh-agent
895/gconfd-2
827/gnome-session
827/gnome-session
897/bonobo-activati
901/gnome-settings-
899/metacity
921/magicdev
772/gdm-binary
917/gnome-panel
919/nautilus
926/python

366/syslogd
905/ fam

981/nautilus-throbb
1007/gnome-terminal
818/X

10314/gimp
1007/gnome-terminal

897/bonobo-activati
897/bonobo-activati

1007/gnome-terminal
1007/gnome-terminal

895/gconfd-2
895/gconfd-2

1007/gnome-terminal
827/gnome-session

1007/gnome-terminal
818/X

1007/gnome-terminal
919/nautilus

981 /nautilus-throbb
981 /nautilus-throbb

897/bonobo-activati
897/bonobo-activati

981 /nautilus-throbb
981 /nautilus-throbb

895/gconfd-2
895/gconfd-2

981/nautilus-throbb
818/X

981/nautilus-throbb
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/tmp/orbit-
/tmp/orbit-
/tmp/orbit-

/tmp/.X11-
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unix 3 [ ] STREAM
root/linc-39e-0-496a0lbedbdb9
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM
/tmp/ . famrRXL2w

unix 3 [ ] STREAM
unix 3 [ ] STREAM
/tmp/ . famczUhaV

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-395-0-2a8£3d6a87507
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-381-0-56d857c46e765
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-397-0-e85f£8173cb2
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-381-0-56d857c46e765
unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-397-0-e85f£8173cb2
unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ 1] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM
unix 3 [ 1] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-395-0-2a8£3d6a87507
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1inc-399-0-2a8£3d6a86159
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

CONNECTED

CONNECTED

CONNECTED

CONNECTED

CONNECTED

CONNECTED 3719 926/python

3718 895/gconfd-2
CONNECTED 3713 895/gconfd-2
CONNECTED 3712 926/python
CONNECTED 3705 827/gnome-session
CONNECTED 3704 926/python
CONNECTED 3677 818/X
CONNECTED 3676 926/python

3635 905/fam
CONNECTED 3634 919/nautilus
CONNECTED 3585 905/ fam

3584 917/gnome-panel
CONNECTED 3574 917/gnome-panel
CONNECTED 3573 897/bonobo-activati
CONNECTED 3572 897 /bonobo-activati
CONNECTED 3571 917/gnome-panel
CONNECTED 3565 919/nautilus
CONNECTED 3564 897/bonobo-activati

3563 897/bonobo-activati
CONNECTED 3562 919/nautilus
CONNECTED 3513 827/gnome-session

3512 924 /pam-panel-icon
CONNECTED 3503 919/nautilus
CONNECTED 3502 895/gconfd-2
CONNECTED 3500 818/X
CONNECTED 3499 924 /pam-panel-icon
CONNECTED 3496 895/gconfd-2
CONNECTED 3491 919/nautilus
CONNECTED 3489 827/gnome-session
CONNECTED 3488 919/nautilus
CONNECTED 3471 818/X
CONNECTED 3470 919/nautilus
CONNECTED 3464 917/gnome-panel
CONNECTED 3463 895/gconfd-2
CONNECTED 3465 921/magicdev
CONNECTED 3460 895/gconfd-2
CONNECTED 3457 895/gconfd-2
CONNECTED 3455 917/gnome-panel
CONNECTED 3456 895/gconfd-2
CONNECTED 3454 921 /magicdev
CONNECTED 3451 827/gnome-session
CONNECTED 3449 917/gnome-panel
CONNECTED 3450 827/gnome-session
CONNECTED 3448 921 /magicdev
CONNECTED 3437 818/X
CONNECTED 3436 917/gnome-panel
CONNECTED 3434 818/X
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/tmp/orbit-
/tmp/orbit-
/tmp/.ICE-

/tmp/.X11 -

/tmp/orbit-
/tmp/orbit-
/tmp/orbit-
/tmp/orbit-
/tmp/.ICE-
/tmp/orbit-
/tmp/.X11-
/tmp/orbit-
/tmp/.ICE-
/tmp/.X11-
/tmp/orbit-
/tmp/orbit-
/tmp/orbit-
/tmp/orbit-
/tmp/.ICE-
/tmp/.ICE-
/tmp/.X11-
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unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1inc-385-0-6248819%a2c7c0
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1inc-385-0-6248819%a2c7c0
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-381-0-56d857c46e765
unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/827

unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM
/tmp/ . famBLyRHk

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-383-0-21£f3417aba391
unix 3 [ 1] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM
unix 3 [ 1] STREAM
root/1inc-385-0-6248819%a2c7c0
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-33b-0-53£1056246629
unix 3 [ ] STREAM
unix 3 [ 1] STREAM
root/1linc-381-0-56d857c46e765
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/1linc-33b-0-53£1056246629
unix 3 [ ] STREAM
unix 3 [ ] STREAM
root/linc-37f-0-5b6507463dadb
unix 3 [ ] STREAM
unix 2 [ 1] DGRAM
unix 3 [ ] STREAM
unix/X0

unix 3 [ 1] STREAM
unix 3 [ ] STREAM
unix/fs7100

unix 3 [ ] STREAM
unix 4 [ 1] STREAM
unix/X0

unix 3 [ ] STREAM
unix 2 [ ] DGRAM
unix 2 [ ] DGRAM
unix 2 [ ] DGRAM
unix 2 [ ] DGRAM
unix 2 [ 1] DGRAM
unix 2 [ ] DGRAM
unix 2 [ ] DGRAM
unix 2 [ ] DGRAM
unix 2 [ ] DGRAM
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CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED
CONNECTED

CONNECTED

54

3433
3419

3418
3414

3413
3412

3411
3417

3383
3378

3377
3371

3370
3360

3359
3356

3355
3336

3335
3332

3331
3325

3324
3308

3305
3304

3303
3289

3288
3287

3284
3276
3257

3256
3168

3167
3170

3161
1684
1639
1606
1589
1505
1052
971

851

801

921 /magicdev
901/gnome-settings-

827/gnome-session
901/gnome-settings-

897/bonobo-activati
897/bonobo-activati

901/gnome-settings-
827/gnome-session

899/metacity
818/X

899/metacity
905/ fam

901/gnome-settings-
899/metacity

895/gconfd-2
895/gconfd-2

899/metacity
901/gnome-settings-

895/gconfd-2
895/gconfd-2

901/gnome-settings-
818/X

901/gnome-settings-
827/gnome-session

897/bonobo-activati
897/bonobo-activati

827/gnome-session
827/gnome-session

895/gconfd-2
895/gconfd-2

827/gnome-session
895/gconfd-2
818/X

827/gnome-session
692/xfs

818/X
818/X

817/gdm-binary
692/xfs

653/crond
634/clientmqueue
624 /sendmail: accep
600/ xinetd
534/apmd
465/cardmgr
406/rpc.statd
370/klogd
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atd.strace

15609 execve("./atd", ["./atd"], [/* 32 vars */]) =0

15609 Old_mmap(NULL, 4090, PROT_READIPROT_WRITE,
MAP_PRIVATE\MAP_ANONYMOUS, -1, 0) = 0x40007000

15609 mprotect (0x40000000, 21772, PROT_READIPROT_WRITEIPROT_EXEC) =0
15609 mprotect (0x8048000, 13604, PROT_READIPROT_WRITEIPROT_EXEC) =0
15609 stat("/etc/ld.so.cache", {st mode=S IFREG|0644, st size=50112,
...}) =20

15609 open("/etc/ld.so.cache", O RDONLY) = 3

15609 Old_mmap(NULL, 50112, PROT_READ, MAP_SHARED, 3, 0) = 0x40008000
15609 close (3) =0

15609 stat ("/etc/ld.so.preload", 0xbffff9c0) = -1 ENOENT (No such file
or directory)

15609 open ("/usr/i486-linux-1libc5/1ib/libc.so.5", O RDONLY) = 3

15609 read (3,
"\177ELF\I\I\I\NO\NONONONONONONONON3NON3N0ONINONONO (k\1I\NOOO" ..., 4096) =
4096

15609 old mmap (NULL, 823296, PROT NONE, MAP PRIVATE|MAP ANONYMOUS, -1,
0) = 0x40015000

15609 old mmap (0x40015000, 592037, PROT READ|PROT EXEC,

MAP_PRIVATE\MAP_FIXED, 3, 0) = 0x40015000

15609 old mmap (0x400a6000, 23728, PROT_ READ|PROT WRITE,
MAP_PRIVATE\MAP_FIXED, 3, 0x90000) = 0x400a6000

15609 old mmap (0x400ac000, 201876, PROT READ|PROT WRITE,
MAP_PRIVATE\MAP_FIXEDIMAP_ANONYMOUS, -1, 0) = 0x400ac000

15609 close (3) =0

15609 mprotect (0x40015000, 592037, PROT_READIPROT_WRITEIPROT_EXEC) =0
15609 munmap (0x40008000, 50112) =0

15609 mprotect (0x8048000, 13604, PROT READ|PROT EXEC) = 0

15609 mprotect (0x40015000, 592037, PROT READ|PROT EXEC) = 0

15609 mprotect (0x40000000, 21772, PROT READ|PROT EXEC) = 0

15609 personality (0 /* PER ??? */) =0

15609 geteuid() =0

15609 getuid() =0

15609 getgid() =0

15609 getegid() =0

15609 geteuid() =0

15609 getuid() =0

15609 brk (0x804c818) = 0x804c818

15609 brk (0x804d000) = 0x804d000

15609 open("/usr/share/locale/en US/LC MESSAGES", O RDONLY) = -1 ENOENT
(No such file or directory)

15609 stat("/etc/locale/C/libc.cat", Oxbffffd4ed4) = -1 ENOENT (No such
file or directory)

15609 stat ("/usr/lib/locale/C/libc.cat", Oxbffffded) = -1 ENOENT (No
such file or directory)

15609 stat ("/usr/lib/locale/libc/C", Oxbffffd4ed) = -1 ENOENT (No such
file or directory)

15609 stat ("/usr/share/locale/C/libc.cat", Oxbffffded) = -1 ENOENT (No
such file or directory)

15609 stat("/usr/local/share/locale/C/libc.cat", Oxbffffd4ed) = -1 ENOENT
(No such file or directory)

15609 Socket(PF_INET, SOCK_RAW, IPPROTO_ICMP) = 3

15609 sigaction(SIGUSR1, {0x804a6b0, [],
SA_INTERRUPT\SA_NOMASKISA_ONESHOT}, {SIG_DFL}, 0x4005b848) = 0
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15609 socket (PF_INET, SOCK RAW, IPPROTO RAW) = 4

15609 setsockopt (4, SOL IP, IP HDRINCL, ([1], 4) =0

15609 getpid() = 15609

15609 getpid() = 15609

15609 shmget (15851, 240, IPC_CREAT|O0) = 8093706

15609 semget (16033, 1, IPC CREAT|0x180]0600) = 98307

15609 shmat (8093706, 0, 0) = 0x40008000

15609 write (2, "\nLOKI2\troute [(c) 1997 guild cor"..., 52) = 52
15609 time ([1039533470]) = 1039533470

15609 close (0) =0

15609 sigaction(SIGTTOU, {SIG IGN}, {SIG DFL}, 0x4005b848) = 0
15609 sigaction(SIGTTIN, {SIG IGN}, {SIG DFL}, 0x4005b848)
15609 sigaction(SIGTSTP, {SIG IGN}, {SIG DFL}, 0x4005b848) = 0

o

15609 fork() = 15610

15610 setsid() = 15610

15610 open("/dev/tty", O_RDWR) = -1 ENXIO (No such device or
address)

15610 chdir ("/tmp"™) =0

15610 umask (0) = 022

15610 sigaction (SIGALRM, {0x8049218, [],
SA_INTERRUPT\SA_NOMASKISA_ONESHOT}, {SIG DFL}, 0x4005b848) = 0
15610 alarm(3600) 0

15610 sigaction (SIGCHLD, {0x8049900, I[1],
SA_INTERRUPT\SA_NOMASKISA_ONESHOT}, {SIG_DFL}, 0x4005b848)
15610 read(3, <unfinished ...>

Il
o

15609 close(4) =0

15609 close (3) =0

15609 semop (98307, Oxbffff95c, 2) =0

15609 shmdt (0x40008000) =0

15609 semop (98307, Oxbffff95c, 1) =0

15609 exit(0) =7

lokid.strace

1998 execve("./lokide6.1"™, ["./lokid6.1"], [/* 35 vars */]1) =0

1998 uname ({sys="Linux", node="PC", ...}) =0

1998 brk(0) = 0x804c63c

1998 open("/etc/ld.so.preload", O RDONLY) = -1 ENOENT (No such file or
directory)

1998 open("/etc/ld.so.cache", O RDONLY) = 3

1998 fstat64 (3, {st mode=S IFREG|0644, st size=66647, ...}) =0

1998 old mmap (NULL, 66647, PROT READ, MAP PRIVATE, 3, 0) = 0x40013000
1998 close(3) =0

1998 open("/1ib/i686/1libc.so.6", O RDONLY) = 3

1998 read (3,
"\177ELF\NINININONONONONONONONONON3NON3\NONINONONON220YN1"™. .., 1024) =
1024

1998 fstat64 (3, {st mode=S IFREG|0755, st size=1395734, ...}) =0
1998 old mmap (0x42000000, 1239844, PROT READ|PROT EXEC, MAP PRIVATE, 3,
0) = 0x42000000

1998 mprotect (0x42126000, 35620, PROT NONE) = O

1998 Old_mmap(OX42126000, 20480, PROT_READIPROT_WRITE,
MAP_PRIVATE\MAP_FIXED, 3, 0x126000) = 0x42126000

1998 Old_mmap(OX4212bOOO, 15140, PROT_READIPROT_WRITE,
MAP_PRIVATE\MAP_FIXEDIMAP_ANONYMOUS, -1, 0) = 0x4212b000

1998 close(3) =0
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1998 old mmap (NULL,

4096,

PROT READ|PROT WRITE,

(@)

MAP PRIVATE |MAP ANONYMOUS, -1, 0) = 0x40024000

1998 munmap (0x40013000, 66647) =0

1998 geteuid32() =0

1998 getuid32() =0

1998 Socket(PF_INET, SOCK_RAW, IPPROTO_ICMP) = 3
1998 rt sigaction(SIGUSR1, {0x804a74c, [USR1],
0x42028c48}, {SIG DFL}, 8) =0

1998 Socket(PF_INET, SOCK_RAW, IPPROTO_RAW) = 4
1998 setsockopt (4, SOL IP, IP HDRINCL, [1], 4) =0
1998 getpid() = 1998

1998 getpid() = 1998

1998 shmget (2240, 240, IPC_CREAT|O) = 2261010
1998 semget (2422, 1, IPC CREAT|0x180|0600) = 360459
1998 shmat (2261010, 0, 0) = 0x40013000
1998 write (2, "\nLOKI2\troute [(c) 1997 guild cor"...
1998 time ([1053993257]) = 1053993257
1998 close(0) =0

1998 rt sigaction(SIGTTOU, {SIG IGN}, {SIG DFL}, 8)
1998 rt sigaction(SIGTTIN, {SIG IGN}, {SIG DFL}, 8)
1998 rt sigaction(SIGTSTP, {SIG IGN}, {SIG DFL}, 8)
1998 fork() = 1999

1998 close(4) =0

1998 close(3) =0

1998 semop (360459, Oxbffff86c, 2) =0

1998 shmdt (0x40013000) =0

1998 semop (360459, Oxbffff86c, 1) =0

1998  exit (0) =7

1999 --- SIGSTOP (Stopped (signal)) ---

1999 setsid() = 1999

1999 open("/dev/tty", O RDWR) = -1 ENXIO
address)

1999 chdir ("/tmp"™) =0

1999 umask(0) = 022

1999 rt sigaction(SIGALRM, {0x8049320, [ALRM],
0x42028c48}, {SIG DFL}, 8) =0

1999 alarm(3600) =0

1999 rt sigaction(SIGCHLD, {0x8049%ae0, [CHLD],
0x42028c48}, {SIG DFL}, 8) =0

1999 read(3,

"ENONOT\254~\0\0@\1I\320 (\177\0NONIN1I77\0\0\1\0\O\20\221".. .,

atd.out

/1ib/1d-1inux.so.1
libc.so.5

longjmp

strcpy

ioctl

popen

shmctl

geteuid

_ DYNAMIC
getprotobynumber
errno

__strtol internal
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SA RESTORER|SA RESTART,

(No such device or
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usleep
semget
getpid
fgets

shmat

IO stderr
perror
getuid
semctl
optarg
socket
__environ
bzero

_init

alarm
__libc init
environ
fprintf
kill

inet addr
chdir

shmdt
setsockopt
__fpu control
shmget

wait

umask
signal

read
strncmp
sendto
bcopy

fork

strdup
getopt

inet ntoa
getppid
time
gethostbyname
_fini
sprintf
difftime
atexit
_GLOBAL OFFSET TABLE
semop

exit
__setfpucw
open

setsid
close
_errno
_etext
_edata
__bss start
_end

WVS1l

f91u
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Wvs1l

PWVS

vunWsj

<it <ut
vudj

<it <ut
3jTh

3 7Wh

Wj77

ViTSs

J8WS

ViTSs

J8WS

ViTSs
tV38WS
ViTSs
t'J8WS
jTh8

Wj77

37hU

J@hL
@3@hL
jTh8

J h@
}r37

Y137

<WVS

tDWS
lokid: Client database full
DEBUG: stat client nono

lokid version: %s
remote interface: %s
active transport: %s
active cryptography: %5

o°

server uptime: .02f minutes

client ID: sd
packets written: %1d
bytes written: %1d
requests: %d

N@[fatal] cannot catch SIGALRM

lokid: inactive client <%d> expired from list
@[fatal] shared mem segment request error
[fatal] semaphore allocation error
[fatal] could not lock memory

[fatal] could not unlock memory

[fatal] shared mem segment detach error
[fatal] cannot destroy shmid

[fatal] cannot destroy semaphore

[fatal] name lookup failed

[fatal] cannot catch SIGALRM

[fatal] cannot catch SIGCHLD

[fatal] Cannot go daemon

[fatal] Cannot create session

/dev/tty

[fatal] cannot detach from controlling terminal

/ tmp
[fatal] invalid user identification value
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vip:

Unknown transport

lokid -p (ilu) [ -v (0]1) ]

[fatal] socket allocation error

[fatal] cannot catch SIGUSRI1

Cannot set IP HDRINCL socket option

[fatal] cannot register with atexit (2)

LOKI2 route [(c) 1997 guild corporation worldwide]

[fatal] cannot catch SIGALRM

[fatal] cannot catch SIGCHLD

[SUPER fatal] control should NEVER fall here

[fatal] forking error

lokid: server is currently at capacity. Try again later

lokid: Cannot add key

lokid: popen

[non fatal] truncated write

/quit all

lokid: client <%d> requested an all kill
sending L QUIT: <%d> %s

lokid: clean exit (killed at client request)

[fatal] could not signal process group

/quit

lokid: cannot locate client entry in database

lokid: client <%d> freed from list [%d]

/stat

/swapt

[fatal] could not signal parent

lokid: unsupported or unknown command string

lokid: client <%d> requested a protocol swap
sending protocol update: <%d> %$s [%d]

lokid: transport protocol changed to %s

lokid.out

/1ib/1d-1inux.so.2
__gmon_start
libc.so.6
longjmp

strcpy

ioctl

shmctl

geteuid
getprotobynumber
errno

__strtol internal
usleep

semget

getpid

fgets

shmat

perror

getuid

semctl

optarg

socket

bzero
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alarm
popen
fprintf
kill

inet addr
__deregister frame info
chdir
shmdt
setsockopt
shmget
wait

umask
signal
read
strncmp
sendto
___strdup
bcopy

fork
getopt
inet ntoa
getppid
time
gethostbyname
sprintf
difftime
atexit
stderr
semop

exit

IO stdin used
__libc start main
open
setsid
__register frame info
close
_errno
GLIBC 2.1
GLIBC 2.0
PTRh

WVS1l

0foUu

Hf9U

TfoU

; Ph

3Ph

WVS1l

f;:u

xWVS

vu_j

vu'j

jTh@

J@hT

J@hT

?3Tha@

Pj7j

trj8s
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t;38S
Wj7j
@j@h
g h?
1157
18797
QWvsil
tEVS

lokid: Client database full
DEBUG: stat client nono

lokid ve

rsion:

o
0]

remote interface: %s
active transport: %s

none

active cryptography:

server u
client I

ptime:
D:

o\

S
.02f minutes

o\

sd

packets written: %1d

bytes wr
requests

itten:

%1ld
sd

N@[fatal] cannot catch SIGALRM

lokid: inactive client <%d> expired from list

Q@[fatal]
[fatal]

[fatal]
/dev/tty
[fatal]
/ tmp
[fatal]
vip:

shared mem segment request error
semaphore allocation error
could not lock memory
could not unlock memory
shared mem segment detach error

cannot
cannot

destroy shmid
destroy semaphore

name lookup failed

cannot
cannot
Cannot
Cannot

cannot

catch SIGALRM
catch SIGCHLD
go daemon

create session

detach from controlling terminal

invalid user identification wvalue

Unknown transport

lokid -p
[fatal]

(i]u)
socket

[ -v (0]1) ]
allocation error

[fatal] cannot catch SIGUSRI1
Cannot set IP HDRINCL socket option
[fatal] cannot register with atexit (2)

LOKI2 ro

ute [ (c)

[fatal] cannot catch SIGALRM

[fatal] cannot catch SIGCHLD

[SUPER fatal] control should NEVER fall here
forking error

[fatal]

lokid: server is currently at capacity.

lokid: Cannot add key

lokid: p

open

[non fatal] truncated write

/quit al

1

lokid: client <%d> requested an all kill
sending L QUIT: <%d> %s
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lokid: clean exit (killed at client request)

[fatal] could not signal process group

/quit

lokid: cannot locate client entry in database

lokid: client <%d> freed from list [%d]

/stat

/swapt

[fatal] could not signal parent

lokid: unsupported or unknown command string

lokid: client <%d> requested a protocol swap
sending protocol update: <%d> %s [%d]

lokid: transport protocol changed to %s
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Appendix B

tarea.de.espanol.wks

Griffen O’Brien

Pd. 1
1.  Tienes ganas de ir a la paza?
No, no tengo ganas de ir a la plaza. Prefiero montar en bicicleta.
2. _ Tienes ganas de ir a bailar?
No, no tengo ganas de ir a bailar. Prefiero jugar al tenis.
3. _ Tienes ganas de ir a nadar?
No, no tengo ganas de ir a nadar. Prefiero mirar la tele.
4.  Tienes ganas de tomar el sol?

No, no tengo ganas de tomar el sol. Prefiero ir al museo.

5.  Tienes ganas de limpiar el garaje?

No, no tengo ganas de limpiar el garaje. Prefiero ayudar a limpia la
casa.

6.  Tienes ganas de limpiar el refrigerador.

No, no tengo ganas de limpiar el refrigerador. Prefiero ir a esquiar.

wks90B2.TMP

\\\\\\\ rrNSNr oS rorororororn AW \W4 Nr s “”””I like

applesdfasdfsadffsadssssssssI don’t really believe in trust because it
crushes entrepreneurs who want to make a monoply by utilizing a mass
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production assembly line to meet the demands of mass comsumption while
kee of mass comsumption while keepi of mass comsumption while amkin of
mass comsumption while making enough money to pay compensation for the
scabs that take over for workers on strikesalaryto demanding
compensation for an injury in the workplace while still keeping the
price of the product down so the retailer can sell it cheap enough to
let the average consumer buy it and still let the buissness have enough
profit left over for marketing.i believe in laissez faire and ii believe
in laissez faire and I,

vV C
Andrew Carnegie was an entreoreneur who, from 1872-1901, made more stee,
from 1872-1901, made an extremely succsesful steel company who alone,
made more steel than Great Britain.

wks60B5.TMP

Commutative Axiom’
Commutative Axiom

The order in which a multiplication problem is written does not affect
the outcome.

ab=ba
ab=ba

It was a late summer day. LittlIt was a beautiful summer morning. The
birds were chirping and the sun was shining, but little Suzy was fast
asleep in her bed. Then her mom bursted in and yelled “WAKE UP

sgzy!trt” “WYOUR GOING TO MISS YOUR BUS TO CAMP!!!” G TO MISS YOUR BUS
TO CAMP!!!7”

“But mom,” Suzy replied in a sleepy voin,” Suzy replied in a sleepy
voice, “I don’t want to go to summer camp. All you do is sit around and
make necklaces and get eaten by bugs!” “It

“It’s going to be boring!” Suz “It’s going to be boring!” Suzy whined

“Suzy, I don’t want to hear another word about it. your
father t it. YourEveryone was gathered around theEveryone was gathered
in their groups of 5. They were so excited that they were acutually

going to the museum! The teacher needed a head count so he told
everyone to stand still while he counted the number of groups so he
could multiply it by 5 and find the toltltiply it by 5 and find the

total number of students. He counted a total number of 7 groups. He
did the math and came up with the solution of 35 stuf up with the
solution of 35 students. Everyone then boarded the bus and went to the

museum. at bus and went to the museum. AT bus and went to the museum.
At the museum they e museum the students had a great time. When they
all got back to the school, the teacher needed to take another head
count to make sure they hadn’t left anyone at the museum. He told the
students to get back into their geudents to get back into their groups
of 5 but the, students, feeling like causing a little trouble, decided

65
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



to make 5 groups of 7. The teacher saw them do this but, as he was
tired and wanted to get hom,was tired and wanted to get home, didn’t
tell them to get back into their normal groups. Instead, he decided to
just go along and count them up anyways. He figured that according to
the commutative property e property he could of 5 times 7do 7 times 5
instead of of 5 times 5 of 7do 7 times 7do 5 instead of 7 times 5. He
still came up with 35 which meant the came up with 35 which meant that
they weren’t missing anyone ant they weren’t missing anyone so all the
students could go home now.

ExampleThe

English letter.txt

Dear Mr. Alberto,

I have read the book “Ishmael” for my English 9 honors class, and
it has inspired me to want to save the world. Why you ask? It is
because the book has made me realize how poorly man has been treating
our own planet. People are littering, cutting down trees, squashing all
animals that stand in our way, and acting like we own this world. I was
appalled while I was reading the book, not believing that we were
actually capable of doing this, but it made me feel a need to do
something about it.

My house is located right next to a creek in Herndon. It runs
through many forests and all around the town of Herndon. Yet, it seems
to me that it is very polluted. Whenever I look into it, I notice lots
of litter and trash in it. Also, it is where all the runoff water from
many streets end up. That means that every time there is a rainstorm,
many chemicals and toxins are flowing into it from streets and lawns and
construction sites.

This creek houses many fish and crayfish, and I believe that it
may be the water source for many wild animals such as deer, wolves, and
foxes. If it is polluted, as I believe, then this means that all these
animals are either living in, or consuming many harmful chemicals. As
“Ishmael” has inspired me to try and take action in helping to save the
planet, I’d like to clean up this creek.

I’d go around it, cleaning up trash and throwing it away, except
for the recyclables which I would recycle. Not only would this save
many animals, but it would also make the river better looking, and not
ugly with beer cans and McDonalds burger boxes floating around. Also, I
could possibly test the creek for harmful chemicals that may be
polluting it. Then, I’d be able to track them to the worst source of
the pollution, and hopefully get it to stop. That way the creek would
remain clean and healthy for animals.

While it may not matter much in the grand scheme of the world
whether this creek is clean or not, it would mean that I’'d be living
near a clean creek, and the animals would have clean water to drink. I
hope that this letter may have inspired you the way that “Ishmael” has
inspired me, and that you would like to join me in my attempts to clean
up my creek.

Sincerely,
Griffen O’Brien
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Wo0z00.htm

Message 5 of 5

From: "Katie Powell" <skpowell80@hotmail.com>

To: CrazyUzer@aol.com, Courtney.Schwarten@lowryparkzoo.org,
damonchepren@hotmail.com, dgoin@hotmail.com, kathypowell@hotmail.com,
MARSAstro@aol.com, MLA@cmaquarium.org, obtampa@llc.net,

sharyn scalici@hotmail.com, teresa.gonzalez-white@lowryparkzoo.org,
trisha.ritchie@lowryparkzoo.org

Date: Fri, 03 Nov 2000 12:57:25 GMT

Subject: Fwd: Executive Summary - "Engaging The Next Generation: How
Non-profits Can Reach Young Adults"

>From: Beth.Bartos@swfwmd.state.fl.us

>Subject: Executive Summary - "Engaging The Next Generation: How Non-
profits

>Can Reach Young Adults"

>Date: Thu, 2 Nov 2000 06:56:54 -0500

>Beth Bartos

>In-School Education Coordinator

>Communications and Community Affairs Department

>Southwest Florida Water Management District

>2379 Broad Street

>Brooksville, Florida 34604-6899

>1-800-423-1476, ext. 4771 (Florida only)

>352-796-7211

>SUNCOM 628-4771

>FAX 352-754-6883

>

>

>IMPORTANT NOTICE: All E-mails sent to this address are public record
and

>are archived. The District does not allow use of District equipment and
>E-mail for non-District business purposes.

>

>fyi - thought this was a good message. At the bottom there are
>attachments. If you are not able to connect, I believe there is a link
on

>the website below. My account doesn't send attachments well.: (
>http://www.adcouncil.org/body executive summary.html

Engaging The Next
Generation:
How Non-profits Can
Reach
Young Adults

Executive Summary

VVVVVVYVYVYVVYV

67
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



There is a huge
untapped pool of
potential volunteers
in the U.S today: the
26 million young
adults between the
ages of 18-24.
Succeeding in reaching
young adults requires
nonprofits to rethink
the messages you use,
your recruiting
methods and vehicles,
and your expectations
for volunteers. But
those nonprofit
benefited enormously
by their volunteerism,
energy and creativity.
organizations that
have found ways to
reach and attract this
group have

The Busy Lives of
Young Adults

Today's young adults
should not be confused
with Generation X or
even with their more
well-known parents,
the Baby Boomers.
Young adults today are
fiercely
individualistic, and
are media savvy to a
degree never seen
before. They are
comfortable with ? and
bombarded by ? the
abundance of
technologies that
exist today, from cell
phones to beepers to
the Internet. As a
consequence, they are
also extremely
stressed in their
everyday lives. They
also believe strongly
that they can make the
world a better place ?
a perfect springboard
for getting them
involved as
volunteers.

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVYVYVYVYV
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Establishing roots
within communities ?
whether a
neighborhood, school,
work or religious
institution ? is
integral for many of
today's young adults.
They consider
community involvement
to be a core part of
their self-definition.
Others believe that
their lives are
already too busy and
stressful to pay much
attention to the
community. They had
hardened themselves,
and had turned inward
? to friends and
families ? to distract
themselves from the
world's problems.

Today's young adults
are open to finding
lots of different ways
to care, as opposed to
earlier generations
who often found one
specific area in which
to make a difference.
Among the issues they
find compelling are:
health, substance
abuse, children's
issues, the elderly,
violence prevention,
animal rights, and the
environment.

Volunteers vs.
Non-Volunteers

There are several keys
to getting young
adults to volunteer
initially ? and to
retaining them as
volunteers: informing
them of the
opportunities,
convincing them that

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVYVYVYVYV
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their time is
important to the
success of the
program, getting them
to see the cause as a
personal one, showing
them how their
involvement can
benefit them
personally, and
ensuring that they
believe they are
making a real
contribution to
changing the world.

There are several
reasons why some young
adults choose not to
volunteer, including
being unaware of
opportunities, having
a fear of
volunteering, and
lacking the time.
Another key factor was
the lack of volunteer
role models in their
lives. Many
non-volunteers have
very specific images
of volunteers in their
minds, and these
images stand in stark
contrast to the way
they view themselves.

How You Attract and
Retain Volunteers
Begin by selecting and
training a Volunteer
Coordinator whose
mission is to
coordinate all
volunteer efforts and
communications. Her
first goal is to make
each young adult
volunteer feel a sense
of affiliation with
you and your cause.
She should establish
recognition systems so
volunteers feel that
their time and efforts

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVYVYVYVYV
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are appreciated. The
Coordinator must also
stimulate
introspection among
the volunteers to help
them find meaning and
passion in their
volunteer work.
Volunteers must be
given meaningful work
to do within your
organization. And it
is important to foster
relationships between
volunteers, as that
will often be a strong
motivator to get your
volunteers to keep
coming back.

And simplify the
process of
volunteerism on behalf
of young adults.
Anything you can do to
avoid wasting their
valuable time will
send a strong message
that you care about
your volunteers and
understand their
needs. Offer a variety
of time commitments to
help them fit
volunteering into
their busy lives,
including one-day
projects, once a week
projects, ongoing "fit
it in when you can"
projects, and
part-time internships.

Creating and
Delivering Your
Messages

The message that
resonated best with
young adults was: "By
getting involved in a
social cause, I know
that I can't change
the world, but I might
be able to make a
small difference in

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVYVYVYVYV
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someone else's life."
Both volunteers and
non-volunteers liked
this statement: "It
makes me feel good to
help others."

A powerful message is
that nonprofit
organizations have
much to give back to
those who get involved
with them. Whether
it's gaining new
friends, new skills,
or a broader sense of
meaning about the
world, volunteering
can contribute to a
young person's life in
ways few other
activities can.

Of course there is no
one key message that
will work for every
organization. The goal
is to find a story or
message that works for
your organization, and
then incorporate it
into all of your
communications. By
coming at today's
young people with one
consistent message,
you'll reinforce your
brand and be more
likely to stand out
amidst all the
clutter.

Try to position
yourselves as people
who have a common
passion and rally
around a cause, rather
than around an
institution. You can
also position
volunteer work as
being all about ideas.
Today's
entrepreneurial young

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVYVYVYVYV
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adults, more than any
other generation, have
embraced the power of
ideas.

Many nonprofit
organizations choose
celebrity
spokespersons to
heighten the profile
of their organization
or cause. If you
choose to use a
celebrity, look for
one who cares deeply
about the issues your
organization is
involved in. Or
consider working with
"alternative"
celebrities, such as
authors, local
musicians, athletes,
and new/emerging
actors and actresses.

A less expensive
alternative is to find
a spokesperson who is
an opinion leader, or
influential young
person in your
community. The theory
is that, if an
influencer is using
your product ? or is
involved with or
supports your cause °?
his peers will begin
to ask him about it,
and eventually they
too will seek you out.

Choosing Vehicles to
Reach Your Audience
Once you have
developed your
messages and selected
and trained your
spokesperson, the
challenge is to ensure
that your messages are
heard by and resonate
with your target

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVYVYVYVYV
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audience. This
requires using a
variety of media,
including symbols such
as logos, ribbons or
pins, and t-shirts.
Use the mass media
that appeals to young
adults ? cable access
and local TV
programming, magazines
aimed specifically at
young people, and
postcards, letters and
newsletters sent
directly to their
homes. Young adults
listen to an average
of 23 hours of radio
programming per week,
so use this medium to
reach them with your
messages. And of
course the Internet
provides a multitude
of ways to reach young
adults, from chat
rooms and bulletin
boards to listservs
and email.

Conclusion

There has never been a
better time to engage
young adults in the
vital work nonprofits
are doing in
communities across the
country. They are
being bombarded with
often confusing
messages about
opportunities for
amassing great wealth,
about growing social
problems such as
poverty, lack of
adequate health
insurance and
increasing violence,
and about politics. It
is entirely possible
for nonprofit
organizations to cut
through the clutter
with targeted messages

VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVYVYVYVYV
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for getting young
adults involved in
causes and
organizations that are
meaningful to them.
Using the tools and
strategies included in
the manual will help
you succeed in
cultivating young
adults as lifelong
volunteers.

To download "Engaging
the next Generation"
in its entirety, click
here. (PDF)

To view the document,
you will need Adobe
Acrobat. If you not
have Adobe Acrobat,
click here.

(See attached file: sjurban.vcf)
(Embedded image moved to file: pic31101.pcx)

VVVVVVVVVVVVVVVVVVVVVYVYVYVYVVYVYVYVYV

FloridaTravellnfo.wps

Contents

Florida Flight Information
Florida Hotel Information

Florida Payment Due Date
Food Coupons

Park Pass

Chaperones

Florida Rooming List

Florida Flight Information
We will be flying Delta Airlines
Flight 2445

Wed Apr 4th

Leave Dulles at 1pm

Arrive Orlando at 3:15pm

Flight 2492
Sun Apr 8th
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Leave Orlando at 8:30pm

Arrive Dulles at 10:35pm

We are working on a school bus to take everyone to the airport on April 4™
Mears Transportation will be taking us to and from the hotel

=+Students will need to be picked up at Dulles on Sunday night April 8"

Florida Hotel Information

Howard Johnson Maingate East

6051 West Irlo Bronson Hway

Kissamee, FL 34747

407-396-1748

The hotel features 2 heated pools (bring a swim suit), a game room, and
LIMITED transportation to and from the Disney parks. There will be additional
transportation to/from Epcot on competition days.

We will be checking out Sunday morning, but not leaving for the airport until late
afternoon. They have a luggage room where we can store our suitcases. Also,
since they have limited transportation to and from the park you will need to pay
EXTRA CLOSE ATTENTION to the schedule so that you will be back in time for
the bus to the airport.

Florida Payment Due Date

Final payment is due for everyone NO LATER THAN Tuesday Jan 16" at
2:30pm. If payment is not received by then you will not be going to Florida.
Costs for students/volunteers is $250 minus $50 deposit for balance of $200.
Costs for guests are:

Single Occupancy is $825 per person

Double Occupancy is $700 per person

Food Coupons

Costs include three breakfast coupons and three lunch OR dinner coupons.
Obviously this will not be enough to feed you for all 5 days, so you will need to
bring additional money for food.

Park Pass

Costs include a 4-day park pass which can be used at Epcot, MGM Studios,
Fantasyland, and Animal Kingdom. Since we will be there for 5 days and your
park pass is only for 4, then you need to plan accordingly. The competition ends
on Saturday and Sunday is open for attending the parks. Make sure that you do
not use up all of the days before Sunday.

NEW THIS YEAR-- in the past you could only use the park pass for the four
parks listed above, but now you may use ONE DAY ONLY for EITHER Disney
Quest or one of the water parks (Typhoon Lagoon or Blizzard Beach). You
cannot use it for more than one day and you may only use it for one of the
"specialty” parks.

Chaperones
David Tripp, Teacher dave.lavery@hg.nasa.gov
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Cathy Bobzein, Teacher chbobzien@fcps.edu

Mike Meyer, Teacher mkmeyer@fcps.edu

Dianne Murtland, Parent diannemurtland@hotmail.com
Craig Morrow, Parent JFMRRR@a0l.com

Florida Rooming List

Justin  Hirt Bhalvinder Gulati Jeff Meech
Robert Huhn Alex Hicks Dayna Meech
Steven Christ Joey Waldron

Matt Haberland James Richardson Dianne Murtland
Andy Murtland
Russell Devine John Collins
Hashmatt Anwari Jeff Wetzel Jack Oelschlager
Aaron Mendelson Deborah Oelschlager
Eric Kemp Jenny Koca
Heather Schulke | Mike Meyer |
Ruth Dickey Erica Wallenstein
Glenann Godden Mike Wherley
Victoria Johnson Jim Devine Susan Wherley
Joan Devine
Devin Fletcher Eric Carlson
Mike Morrow Cathy Bobzien David Tripp
John Phan David Bobzien
Stephan Brown Bill Brooks
Dave Lavery Craig Morrow

Kenny Winfrey Joe Parrish

Justin  Koca Herb Kemp

Darcy Sherwood | Stephanie Parrish | Francine Kemp

shared.dat

"D:\Napster\Music\Aphrodite- I Got Five On It (drum and bass remix) .mp3"
deed8854a41e0862007b8f29a13ad2a0-7233704 7233704 192 44100 300
"D:\Napster\Music\George Clinton Bring on the funk.mp3"
a273bad2d2ab2e73a80e744ac490983b-5483206 5483334 128 44100 340
"D:\Napster\Music\Mortal Kombat - Theme.mp3"
edc1080cbb93cd83c5a904e05120£935-4013348 4013348 112 44100 285
"D:\Napster\Music\Blade Soundtrack - Rave Scene.mp3"
65fbb58857d6£fc074033ee885£30a2c8-9799944 9799944 128 44100 604
"D:\Napster\Music\Anime - Sailor Moon - Main Theme (Techno Remix) .mp3"
309cb68b8c9d2219ca7153¢c9c8621df2-864256 864256 128 44100 58
"D:\Napster\Music\Anime-Sailor Moon- Japanese Opening Theme.mp3"
8ef48287c2129a9chb8b89e8059d3f90a-2806858 2806858 128 44100 177
"D:\Napster\Music\tenchi muyo-oav-op.mp3"
f2de67dlac82badb8dd888c905bc2c2e-2701312 2701312 128 44100 170
"D:\Napster\Music\Tenchi Muyo - The Ryo Ohki Song.mp3"
b2130£485ec9b005998949cf85ae3097-479817 479945 128 44100 35
"D:\Napster\Music\Video Games - Megaman Theme.mp3"
3e252b7187aec4£9549966430d2391¢c7-1502659 1502787 128 44100 97
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"D:\Napster\Music\Papa Roach - Last Resort.mp3"
289b43236487fa23b546b89b577d5b4a-4694332 4696380 128 44100 292
"D:\Napster\Music\Korean - H.O.T. - KoreanPride.mp3"
£19c0a4£f0cba5056bebc7563fbed89d2-3518464 3518464 128 44100 220
"D:\Napster\Music\80's - Men Without Hats - The Safety Dance (Extended
Version) .mp3" a8bc43f264db3a5c81d9f8035961890b0-4354716 4354844 128 44100
271

"D:\Napster\Music\MXPX - Punk Rock Show.mp3"
44edlbbcl04£23990dfd9fc8f5e40759-2456346 2490496 128 44100 153
"D:\Napster\Music\Mxpx - Popeye the sailor man.mp3"
5b3d864497651e6%9aa8cdeed7calac04-2927464 2927464 128 44100 184
"D:\Napster\Music\Fob - Chinese Rap - Tie My Shoe.mp3"
6d68faebbd2eed404dcda2d0c838ab09d-3639170 3639298 128 44100 228
"D:\Napster\Music\Mxpx - Take on me.mp3"
7540016e7750c7760c3825¢cc8b380294-3461537 3461665 128 44100 217
"D:\Napster\Music\MXPX - Chick Magnet.mp3"
75b0a232f99095ea6fbf3f068075c38d-3070338 3070466 128 44100 193
"D:\Napster\Music\Megadeath - Sweating Bullets.mp3"
5925a034213f12af663974d992676b3b-4842582 4843520 128 44100 301
"D:\Napster\Music\NoFx —-Pump Up The Valuum- 14 - Theme From A NOFX Album
.mp3" 3032afbf7734920331ee31764a692716-4111047 4112384 128 44100 256
"D:\Napster\Music\NoFx —-Pump Up The Valuum- 11 - Total Bummer.mp3"
0b2al11a7996d8b9feelf5cd89806c91a-2130755 2130883 128 44100 136
"D:\Napster\Music\NOFX - 11 - THE LONGEST LINE.MP3"
099399ce3e37be3d0decc42362deb24e-1895131 1895131 112 44100 138
"D:\Napster\Music\mxpx - 17 (i saw her standing there) .mp3"
dbcc941e50916¢cfc28155¢c0f3ccaaeb3-2355200 2355328 128 44100 149
"D:\Napster\Music\MXPX - kkk took my baby away.mp3"
e7a23c0866241a6946ae9d4facbdd835-2735236 2735236 192 44100 117
"D:\Napster\Music\No Use for a Name - Turning Japanese.mp3"
b677e7979£9390£f3e608750188b478dc-3344210 3344408 128 44100 210
"D:\Napster\Music\No Use For A Name - Feeding the Fire.mp3"
5064095a09b35ad3¢c2ad789979%cc2d2-2355293 2355421 128 44100 149
"D:\MP3'S\alternative and Sublime\Cake - Sheep Go To Heaven.mp3"
23c421dc07338836df8484976e1e7466-5686668 5686668 160 44100 283
"D:\MP3'S\alternative and Sublime\Cake-Going the Distance.mp3"
1ed119ddf74baab38f2679cad3f36d76-2889769 2889769 128 44100 182
"D:\MP3'S\alternative and Sublime\Chris Rock - No Sex In The Champaigne
Room.mp3" 5dfdb0abd9812f53f3e8f1d5b43126de-4206876 4206876 128 44100 262
"D:\MP3'S\alternative and Sublime\No Doubt - Ex-Girlfriend.mp3"
881d403d336c6048bc55e7236e701303-5130240 5130240 192 44100 214
"D:\MP3'S\alternative and Sublime\Seed.mp3"
2455c454ed7a4ed5af991d91b1a504b1-1562958 1564672 96 44100 133
"D:\MP3'S\alternative and Sublime\sublime-wrong-way.mp3"
b85251¢c85af439e109b67445fb75b111-2177992 2178064 128 44100 138
"D:\MP3'S\alternative and Sublime\Sublime - what i got.mp3"
4abc9fc8d44£86585c0d12df343fcb6c-2395428 2395556 112 44100 173
"D:\MP3'S\alternative and Sublime\Sublime - Saw Red.mp3"
c9¢c3cc02abe53008181d1a0977050b08-1898788 1898788 128 44100 121
"D:\MP3'S\alternative and Sublime\The Presidents of the USA -
Peaches.mp3" c56bf604b99bf79989%bff37902ab992e-2704485 2704849 128 44100
171

"D:\MP3'S\odd\ (ferris bueller's day off) - oh yeah.mp3"
5463edecl72a97e35b4dab8a0890c3a4-2919026 2919154 128 44100 184
"D:\MP3'S\odd\B-52s - Love Shack.mp3" bb3ad9d93c85cbfb3036e5964092a96a-
5169152 5169152 128 44100 321
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"D:\MP3'S\odd\DiscoWC.mp3" 07£5023edla22dd7eae8e8c0609b69f2-2116275
2116275 128 44100 135

"D:\MP3'S\odd\RadioFreeZerg.mp3" 7a02e986f4f230c277clef01907c7ebb6-
2992392 2992392 128 44100 188

"D:\MP3'S\odd\South Park Chef Aid - Chocolate Salty Balls.mp3"
d2802e9209510d7£fcad7799b89e258e4-3777627 3777627 128 44100 236
"D:\MP3'S\odd\Sp.mp3" 2e0446dala35f0430£f22049db12e480d-324168 324238 48
44100 58

"D:\MP3'S\odd\Turbo - Ae In Ee Saeng Gyu Sae Yo.mp3"
4cc6llcacc303abb72823elb7edal0c98-3477618 3477688 128 44100 218
"D:\MP3'S\odd\Aqua - Barbiegirl.mp3" fc3df92d7ceaf861a40fa532d2f851b2-
2721184 2721184 112 44100 195

"D:\MP3'S\odd\ [Turbo] Goodbye Yesterday.MP3"
c37eb5a91365fec7aal29bcad67e9cdc-3558880 3558880 128 44100 223
"D:\MP3'S\odd\Dynamite Hack - Boyz In The Hood.mp3"
74a60£09c34965a972bf2a2f1e3£f717£-5826560 5826560 256 44100 183
"D:\MP3'S\odd\Trance-Rave-Jungle--Dieselboy -Unlock the secrets.mp3"
98fe51b90eee5df5c059¢cf598ee8232b-3930112 3930112 128 44100 245
"D:\MP3'S\odd\05-DIESELBOY-SWOOSH - Ya Rockin'.mp3"
329cde75d21¢c32e25d12d637a086aebb-2299604 2299732 128 44100 146
"D:\MP3'S\odd\Men at Work- Land Down Under.mp3"
67daa5235475595a44f6e3f7c24cf76£-2918400 2918400 112 44100 209
"D:\MP3'S\odd\Parody - What if God smoked Cannibus.mp3"
0286898b6b85c8d7208cedal01936666c-2550386 2550514 128 44100 161

"D:\MP3'S\Hooverphonic - Blue Wonder Power Milk - 10 - Renaissance
Affair.mp3" 4405£343379437c5baecede%9a062d2b3d-4938064 4938192 192 44100
206

"D:\MP3'S\Boa - Duvet.mp3" 50fbaf678£f0£49e937£057b49fed4b75-3231712
3231840 128 44100 203

"D:\MP3'S\Monty Python - Sit on My Face.mp3"
b848b8bf295af5093b8d53d31d405fa0-743549 743549 128 44100 51
"D:\MP3'S\swing\Brian Setzer - Jump Jive And Wail.mp3"
35bef0442d00c81d8180553080b6£5eb-2753408 2754560 128 44100 173
"D:\MP3'S\swing\Taco - Putting On The Ritz.mp3"
beald3£f12ead7b24£546507£72ab4e98-3287955 3287955 128 44100 206
"D:\MP3'S\swing\Glenn Miller Orchestra-In The Mood.mp3"
df8cdd4f24d8a2dad49314427ed30837-3522560 3522560 128 44100 221
"D:\MP3'S\swing\Cherry Poppin Daddies - Zoot Suit Riot (1)~1.mp3"
6cd50e08b774a4dccbbl26a94e12a659-3740734 3740734 128 44100 234
"D:\MP3'S\Monty Python- Usage of the Word Fuck.mp3"
9f966b2535b02976350258¢c25175¢cda9-2392706 2394112 128 44100 151
"D:\MP3'S\Comedy - Monty Python - French Taunter.mp3"
62866500ee02404011£f006ae732aea38-2117632 2117632 112 44100 153
"D:\MP3'S\Monty Python - Knights Of The Round Table (Camelot Song) .mp3"
e7£3c403fcaad5££983c0a0able0927e-1062475 1062603 128 44100 70
"D:\MP3'S\rap\ (CyprusHill) InsaneInTheMembrane.mp3"
d4a0060fd7cc5fa7bc03a2e£9a816d6£-2982460 2982588 112 44100 214
"D:\MP3'S\rap\2Pac - Changes.mp3" 3098fffed7cf429a6fa643c9cd9288bd-
4309577 4309705 128 44100 269

"D:\MP3'S\rap\013-DMX - Party Up.mp3" £57e¢735213fdbbe57120db4c2ac03741~
4302053 4302053 128 44100 268

"D:\MP3'S\rap\Bloodhound Gang Why is Everybody Always Picking On
Me.mp3" 390051£73d29f93e578ef1c3662d25e0-3231660 3231788 128 44100 203
"D:\MP3'S\rap\Bloodhound Gang - Vagina.mp3"
e4a0959d4b5ead408aaecda99588bfe8-3764224 3764224 128 44100 235
"D:\MP3'S\rap\Bloodhound Gang - 10 - Bad Touch.mp3"
8dea82050celd93eab84f£6£dd318488-6240318 6240446 192 44100 259
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"D:\MP3'S\rap\Eminem - Guilty Conscience.mp3"
65ea2a8cf3fbe827ac3e7a£5d858a0ba-3180544 3180544 128 44100 200
"D:\MP3'S\rap\Sir Mixalot - Baby Got Back.mp3"
c87506b16330£6623938£4d95dcefabb-4138420 4138420 128 44100 258
"D:\MP3'S\rap\NWA - Straight Outta Compton.mp3"
8de61ad02£c784911dba7d3d4d4cb72£-4280320 4280320 128 44100 267
"D:\MP3'S\rap\NWA - Express Yoself.mp3"
dfc80d08130ac9d4a0b951704901ad4b3-4182517 4182645 128 44100 261
"D:\MP3'S\rap\NWA - Fuck The Police.mp3"
1a88995e24345749528135bec0643bfe-5494491 5494491 128 44100 341
"D:\MP3'S\rap\NWA - A Bitch iz a Bitch.mp3"
1f2bc3963d0£f13beblf686b250££1d20-3134974 3135102 128 44100 197
"D:\MP3'S\rap\Juvenile - Back that thing up.mp3"
cefe7895058£639814£89b75¢c£032df7-4291099 4291227 128 44100 267
"D:\MP3'S\rap\Ja Rule - How Many Wanna.mp3"
Ofea9faabebc2eccd37674504ceedb5e-6524928 6524928 192 44100 271
"D:\MP3'S\rap\Juvenile-U Understand.mp3"
962b80914adfe50a18dad7£590887193-6309888 6309888 192 44100 262
"D:\MP3'S\rap\ll-pink-there you go (album version)-rns.mp3"
02bdc32918d38960acaed407ccd4abe785-4835592 4835592 192 44100 202
"D:\MP3'S\rap\ (Dance) Destiny's Child - Bugaboo.mp3"
caB89f5£f7e02cc76583e5993ecc64adaf-3399262 3399680 128 44100 213
"D:\MP3'S\rap\Eminem - The Real Slim Shady (Album Version) .mp3"
b5009a5192db3444bed5¢cfde726206b5-6879232 6879232 192 44100 285
"D:\MP3'S\rap\Eminem - Role Model.mp3" felddff0d3c49bcce9cal68df86099dc-
4921289 4921417 192 44100 206

"D:\MP3'S\rap\Forgot about the rapper.mp3"
da718ed37b70a8181d8c6496df7cdbad-3740606 3740734 128 44100 234
"D:\MP3'S\rap\Dr. Dre - 11 - The Next Episode (feat Snoop Dogg and Nate
Dog.mp3" 86e7afcebbbf0724458df32cef787af4-3269508 3269508 160 44100 165
"D:\MP3'S\turbo-CyberLove.mp3" d64334e7e3290a06fa2e6332890ec386-3564227
3564355 128 44100 223

"D:\MP3'S\Will Smith & Turbo - Just The Two Of Us (Korean Ver.) .mp3"
62e82d3fa8fbf3608384bdd58b£f1968£-4989032 4989032 128 44100 310
"D:\MP3'S\Ranma-The Baka Song.mp3" 7e3d6960d9176b6c635866£9773139da-
2599784 2599784 128 44100 164

"D:\MP3'S\Ranma!s - Theme Song.mp3" b4e2c30e62f995046089%9ac97ce846del -
3313162 3313162 128 44100 208

"D:\MP3'S\Weezer - Buddy Holly.mp3" fcf8ac92a41989b3bd67831bac70082c-
2549133 2549133 128 44100 1lel

"D:\MP3'S\Tool - Aenema.mp3" dc21572e565£68effd6036bfalc7£341-6391808
6391936 128 44100 396

"D:\MP3'S\Wheatus..Teenage Dirtbag.mp3"
clcbbel7a3acd003a6c7dff7e56d1£3a-3891907 3893248 128 44100 243
"D:\MP3'S\slipknot - sic.mp3" 9822ee87374155fa9e4b94406209899e-774124
774124 128 44100 53

"D:\MP3'S\Eurythmics - Sweet Dreams.mp3"
e5e9fd60£fe261£f£0e95¢c6431dd5833¢c9-4671488 4671488 128 44100 291
"D:\MP3'S\MEGADEATH- SYMPHONY OF DESTRUCTION.MP3"
cfaad80£d4e68b096d6057d4ee9c2b03-3883008 3883008 128 44100 243
"D:\MP3'S\Slipknot - 02 - (sic).mp3" 3184296d4a279651d83908c6126d629a-
3199059 3199187 128 44100 201

"D:\MP3'S\Slipknot - Surfacing.mp3" 43c8c4e41c972a158e579374c6b905al-
3489959 3489959 128 44100 219

"D:\MP3'S\heavy\Smashing Pumpkins - 01 - The Everlasting Gaze.mp3"
cc7dc2£07d3a2499¢714548£bc97d185-5789696 5789696 192 44100 241
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"D:\MP3'S\heavy\Videodrone - Ty Johnathan Down.mp3"
212ad8d443bce3f2b4b9d34ed17d63bb-4178164 4178292 128 44100 261
"D:\MP3'S\heavy\The matrix - Rob Zombie - Dragula.mp3"
9faa7180fb2707dd8c28eac7e2add06a-4428150 4428278 128 44100 276
"D:\MP3'S\heavy\Sevendust - bitch.mp3" 672acl183d1df930cf9febcbab5125cd8-
3537941 3538356 128 44100 221

"D:\MP3'S\heavy\Slipknot - 03 - Eyeless.mp3"
ec3e965ebalbeefacdeadbal’/eleal049-3782112 3782240 128 44100 236
"D:\MP3'S\heavy\Slipknot - 13 - diluted.mp3"
7105a589d95128d62123947adc73cced-3250176 3250176 128 44100 204
"D:\MP3'S\heavy\slipknot-14 - only one (1999 version) .mp3"
7e3d1a91bd52d64£591db30£f7a392bel-2926592 2926592 160 44100 148
"D:\MP3'S\heavy\Slipknot - 06 - Spit it out.mp3"
0705d552b74065a233fc604000ed7170-2556219 2556219 128 44100 162
"D:\MP3'S\heavy\SlipKnot - 04 - Wait And Bleed.mp3"
b224335clcb3edebe94167031bbecdde-2357512 2357512 128 44100 149
"D:\MP3'S\heavy\Slipknot) Me Inside.mp3"
c483edb06598049938cle7cdb7423eb8-3168256 3168256 160 44100 160
"D:\MP3'S\heavy\Slipknot - 09 - purity.mp3"
56870135435d649e92615468c36337d2-4064235 4064363 128 44100 254
"D:\MP3'S\heavy\rob zombie - 11 superbeast (girl on a motorcycle

mix) .mp3" 0d49d91867e98c59e57080783£f2f0396e-4583424 4583424 160 44100 229
"D:\MP3'S\heavy\Rob Zombie-Spookshow Baby.mp3"
56fe012d33598a0d9cc8c73£7d537a90-4358144 4358144 160 44100 218
"D:\MP3'S\heavy\Korn & Limp Bizkit - All In The Family.mp3"
b5480e3664d3e6e9ae’eclcloobfcblc-4610048 4610048 128 44100 287
"D:\MP3'S\heavy\limp bizkit - faith.mp3"
b6607df478ac247d4£2e3a4b92878352-3707964 3708162 128 44100 232
"D:\MP3'S\heavy\Korn--Ball Tongue.mp3" aada9ceb6baa72d4a84e103e840dddf49%e-
4307487 4307615 128 44100 268

"D:\MP3'S\heavy\Korn - Life Is Peachy - Porno Creep.mp3"
fcd42c014aca2707f4bab90b0275d239-1935624 1935624 128 44100 124
"D:\MP3'S\heavy\KoRn - Blind.mp3" eabOce7b48502c24dabae04ed67df600-
3997696 3997696 128 44100 250

"D:\MP3'S\heavy\Korn - Twist.mp3" 9079dfaa377bcefla76cl7df3640c773~-
787435 787563 128 44100 54

"D:\MP3'S\heavy\Korn - A.D.I.D.A.S.mp3"
£3£8325fd67a6£1£f94a06887a05267¢c5-2465720 2465792 128 44100 156
"D:\MP3'S\heavy\POD- Southtown.mp3" 523c8a16963a9399861830a8714442a5~-
4306944 4306944 128 44100 268

"D:\MP3'S\heavy\Godsmack - Voodoo.mp3" 72bef533c08fla3ebldefad9802817241-
5339136 5339136 128 44100 331

"D:\MP3'S\heavy\Godsmack - Whatever.mp3"
64e8a6128fdcee257cb0143444824a9d-4118204 4118204 160 44100 207
"D:\MP3'S\heavy\Godsmack - Moon Baby.mp3"
e37f4062830468fab05ca0121dc18e93-4198400 4198400 128 44100 262
"D:\MP3'S\heavy\Filter- Welcome to the Fold.mp3"
0cal077f57e9de35e3843ed22calb072e-11051404 11051532 192 44100 455
"D:\MP3'S\heavy\B1ink182- Dammit.mp3" 0cl1d6054c609b0fffaa67a877250473~-
1982464 1982464 96 44100 167

"D:\MP3'S\heavy\ (Staind) - Mud Shovel.mp3"
0a8397£294b2cf568ad25¢c2ae838ca69-4508519 4508647 128 44100 281
"D:\MP3'S\heavy\01l - deftones. - my own summer (shove it)..mp3"
6a5ef62a94494a627d7ba43bc0966dd6-2585808 2585936 96 44100 216
"D:\MP3'S\heavy\02-rage against the machine-guerilla radio-bkf.mp3"
1b495¢c70d62929bfdef8c688cdc43055-4944986 4945114 192 44100 207
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"D:\MP3'S\heavy\Chemical Brothers Block Rockin Beats.mp3"
c3147813be616905a121800£fdab039e7-5029888 5029888 128 44100 313
"D:\MP3'S\heavy\britney spears & korn-baby one more time.mp3"
050ec37e497ebcd7bcdad73fcbeb/cel-1474216 1474216 192 44100 65
"D:\MP3'S\heavy\Crazy Town - 02 - Toxic.mp3"
b40acf6415412ba001231lacab3cfb6dea-2686976 2686976 128 44100 170
"D:\MP3'S\heavy\Creed- What If.mp3" £229b8£352c155c0f62ef54be0alc7b0-
6004736 6004736 160 44100 299

"D:\MP3'S\heavy\Cypress Hill - Rock Superstar.mp3"
a43adeef9423bf4890ad95a57d7b200c-6290398 6290526 192 44100 261
"D:\MP3'S\heavy\Deftones - 7 words.mp3"
T7£27e375278cfb4d7£479¢cc914781e2a4-3583582 3583582 128 44100 224
"D:\MP3'S\heavy\Deftones - Minus Blindfold.mp3"
17e6bf70be8ba865989d08713413dd89-3909590 3909590 128 44100 244
"D:\MP3'S\heavy\deftones, limpbizkit, korn-so this is love.mp3"
b42b15f21345fe8a647cbobfe8babll3aa-2606112 2606112 128 44100 165
"D:\MP3'S\heavy\Deftones-Headup.mp3" 5baca34d74e29469446bace6fb78f723~
5009702 5009702 128 44100 311
"D:\MP3'S\heavy\Deftones - Be Quiet And Drive (Far Away) .mp3"
cfb0553b1calfl92£3830c0bf126424c-6162432 6162432 160 44100 306
"D:\MP3'S\heavy\System of a Down - Sugar.mp3"
bb0al5c794ed606207acd0df38527e83-3056104 3056104 160 44100 155
"D:\MP3'S\heavy\Raven.mp3" d4008883531eed6dcfcfe69819152d77-4103079
4103079 160 44100 206

"D:\MP3'S\heavy\Static X - Push It.mp3"
565c284ee0d29b2be2f8c51a0c38625d-3088152 3088280 160 44100 156
"D:\MP3'S\heavy\Dope - Sick.mp3" 3130f7c3b55c7755a047933el1f£80272-
3063808 3063808 128 44100 193

"D:\MP3'S\heavy\Dope - Fuck The Police.mp3"
e8f31bfd20e2c7e270b4cbd6989a57ba-2947638 2949248 96 44100 245
"D:\MP3'S\heavy\Korn - Life Is Peachy - 02 - Chi.mp3"
cd14dbb9030fab9edc7a2e6d144£51£f2-5636807 5636935 192 44100 235
"D:\MP3'S\heavy\kittie brackish track5.mp3"
936£898c9%9a555f601289¢cf16c2969947-3003454 3003454 128 44100 189
"D:\MP3'S\heavy\Immortal .mp3" 05107d037519ebd4bla534f818b59531-2682938
2682938 128 44100 169

"D:\MP3'S\heavy\ ( Incubus ) - Pardon Me.mp3"
celccf6f5f28e791c078e5258cddle0a-3577856 3577856 128 44100 224
"D:\MP3'S\heavy\Kittie - (05) Do You Think I'm a Whore.mp3"
8da5483b438f%ac91e2d95a0adf9ee35-2878900 2878900 128 44100 181
"D:\MP3'S\heavy\Metallica-Enter Sandman.mp3"
ce3dd49dcb5790b8eb0139%9acb73d98af-5305155 5305283 128 44100 329
"D:\MP3'S\Space Ghost - Brak - School Daze (eating bugs) .mp3"
478a02de2e8f666a79f2796eb0e899f-706560 706560 128 44100 49
"D:\MP3'S\Styx - Mr.Roboto.mp3" 0769ecee7d324d654911¢c31069858c6£-5281305
5281433 128 44100 328

"D:\MP3'S\techno\Dieselboy And Technical Itch - Scythe V2.mp3"
8b59616e5d437ec366c2d667760a6539-9261056 9261056 160 44100 458
"D:\MP3'S\techno\Dieselboy (System Upgrade) -- 05 - Biostacis - Brain
Hack.mp3" 0efa24366e2954bc7226ed1ddf4de339-3069910 3072000 128 44100 193
"D:\MP3'S\techno\Dieselboy - 15-Technical Itch-Deadline.mp3"
67595de9e81b937db1334d2d4c8efc86-6110104 6110558 192 44100 254
"D:\MP3'S\techno\DJ Micro - Acid or XTC (Breaks for Ya Face Mix) .mp3"
66b59fb02a2078edad20b2e6fd2c3a60-5761308 5761308 256 44100 181
"D:\MP3'S\techno\DJ Krust - Warhead.mp3"
aaab6694e6elccl00ed6202d32800eb61-3651584 3651584 56 44100 515
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"D:\MP3'S\techno\06 - Deception - Technical Itch.mp3"
ad387e90a89d97£fa92358d03fcac98a6-403456 403456 128 44100 30
"D:\MP3'S\techno\La Rissa - I Do Both Jay and Jane.mp3"
d44ba5d653b19192bbef6af2fdlaa?268-5705840 5705968 192 44100 238
"D:\MP3'S\techno\DJ Shadow vs. Cut Chemist-02-Brainfreeze.mp3"
c7af9f9¢c25a7£f912cel07e6f77bfc6ab0-33126354 33126354 165 44100 1574
"D:\Napster\Music\NoFX - Murder The Government.mp3"
4eb9958b20c29625866c1b0d3c015¢c7b-765204 765332 128 44100 52
"D:\Napster\Music\Blue Man Group - Rods and Cones.mp3"
565a2d9813¢cb455e18d233b83775e58d-708646 708646 160 44100 40
"D:\Napster\Music\Bonjovi - it's my life.mp3"
5a9felll2aleabal56ddaaced7978cfb-5436813 5436941 192 44100 227
"D:\Napster\Music\Freedom like a shopping cart.mp3"
cedaefl157a348bd59£594bc340ccf0c5-3047932 3048060 128 44100 192
"D:\Napster\Music\Anti Flag-Kill the Rich.mp3"
431£f72abc6d57b8d759b9be5b6203495-339968 339968 128 44100 26
"D:\Napster\Music\Sir Mixalot - Jump On It.mp3"
db85153839068c3508381£6974dd3ac0-4814848 4814848 128 44100 299
"D:\Napster\Music\Baha Men - Who Let The Dogs Out.mp3"
34c10dd32b8e672ec640705e6927e9cc-3159353 3160064 128 44100 198
"D:\Napster\Music\RAVE-Happy Hardcore - Alphaville - Forever Young (Rave
Mix) .mp3" 29331f2cf0bb2781bel967890ceal30ab-3510272 3510400 128 44100 220
"D:\Napster\Music\ (Techno House Rave) DJ Hydro - Trippin the Trance.mp3"
00877073c0cb0140£355767825d72a86-5412243 5412371 128 44100 336
"D:\Napster\Music\Rave - Enigma - Club Dance Mix.mp3"
4669946328c8e6b52f5180a41d88dd%a-6192901 6193029 128 44100 383
"D:\Napster\Music\Gompie - Who The Fuck Is Alice (Wonderland rave

mix) .mp3" c2670£963ee13e132dc41932438218£1-3123296 3123296 128 44100 196
"D:\Napster\Music\Head P.E. - Bartender.mp3"
ale6a2f9f64dd3d18bfd8023£787£fbf1-6547748 6547876 192 44100 272
"D:\Napster\Music\Disco - YMCA (Japanese Version) .mp3"
3a2171ffb1£f861£f49b5cad7eb89fb26b-1861632 1861632 128 44100 119
"D:\Napster\Music\Speed Racer Theme.mp3"
3f6932cfbb5c3fcf90£fe85030253e40d-1088656 1088784 128 44100 72
"D:\Napster\Music\Eve 6 - Promise (Uncensored) .mp3"
530138aba5d56d5148bab986c5cllcdb-4234264 4234392 192 44100 178
"D:\Napster\Music\Jo's- Bring It On Soundtrack - Toros vs. Clovers.mp3"
cb1lb36495d3ec365f670b8b1983e6f6cf-625266 625394 128 44100 44
"D:\Napster\Music\Limp Bizkit - Rolling.mp3"
d125033800cff51b02cea2ee592e343d-6003566 6003694 192 44100 250
"D:\Napster\Music\yeloworc-spy vs spy.mp3"
0cf32da77£6fbd18485958eb5046312¢c-8277473 8277705 192 44100 342
"D:\Napster\Music\Green Day - ''Minority''.mp3"
40d31573bd1£52d5¢c910alfc9felb0e6-2614333 2614461 128 44100 165
"D:\Napster\Music\Hed PE 08 - Boom (How You Like That) .mp3"
63ec8b8804aa7bf31bbc7954ba3d84c2-5681319 5681447 192 44100 237
"D:\Napster\Music\A-Teens - Ma Ma Mia.mp3"
5b8b5aa4f9e03f70ca8bl716£f2a270ce-3591941 3591941 128 44100 225
"D:\Napster\Music\A Teens - Dancing Queen.mp3"
£9¢5c9c212fc687¢39851£8df0b77875-3719168 3719168 128 44100 233
"D:\Napster\Music\Sisqgo-Thong Song.mp3"
2e77233a265691cad8ac9b70deae8d31-6070272 6070272 192 44100 253
"D:\Napster\Music\0l- Bring it On Soundtrack - Opening cheer-Migbhty
Toros m.mp3" 83d975d60a4985edfbf8ee62137£8229-1879980 1879980 128 44100
120

"D:\Napster\Music\Dave Mathews Band - Ants Marching.mp3"
2f3a95£4952c5e923f3bbd621cbb536a-4619943 4620071 128 44100 287
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"D:\Napster\Music\Korean--Clon - First Love (Techno Mix) .mp3"
2b9f319¢c85ca60559%e7ec7dfbd2795¢c2-3617437 3617672 128 44100 226
"D:\Napster\Music\Bring It On Soundtrack-Brrr it's cold in here-
clovers.mp3" 504el0bf9db9cf30dfad7df9cel0de%9ae-471040 471168 128 44100 34
"D:\Napster\Music\Clon - Do Ra Wa.mp3" b445fbedf84e994edl19ccl0ab64b0686f1-
1976586 1977749 128 44100 126

"D:\Napster\Music\Good Charlotte - The Little Things.mp3"
£209d6bbab252a873c00b319f087¢118-5971816 5971944 178 44100 268
"D:\Napster\Music\Tom Scott - Tom Cat.mp3"
93fd55216bclbfabfe7cl3£65d9af715-1085440 1085440 128 44100 72
"D:\Napster\Music\Blue Man Group - 01 -TV Song.mp3"
e203d7c75ebfal2ae8de0db93eac0c81-2045608 2045608 128 44100 130
"D:\Napster\Music\Blue Man Group - Audio - 08 - PVC IV.mp3"
€932ecaB85e9dbd72de5260432eb211£-5428276 5428404 165 44100 263
"D:\Napster\Music\Crazytown - Butterfly.mp3"
d1£fd140fba688f8b9f5e819e745al6ed-3494428 3494428 128 44100 219

GTBAX.doc

Baxter O'Brien -- GT Multi-Purpose Referral Form
Statement of Concern

Baxter tested into the Hillsborough County school system's gifted program at the
beginning of second grade. Throughout second and third grades and the gifted summer
school program, Baxter thrived learning from his gifted resource teachers. A bright,
determined learner, Baxter has a special fondness for math and science. In first and third
grades, he was the school's grade level representative at the countywide science
olympics.

A straight A student, Baxter enthusiastically embraces the creative and
challenging gifted curriculum. He best sums up his approach to school in hiswinning
campaign speech for class vice president: "Surely if you want somebody who works
hard, you know I'm that person."

This attitude extends beyond the classroom. Baxter has been agymnast since first
grade, winning medals in statewide competition. Baseball is hisfavorite sport. This past
year he was selected as an all-star for one of Tampa's most competitive leagues.

We look forward to further developing Baxter's specia gifts and talents in Fairfax
County's GT program.

GTGRIFF.doc

Griffen O'Brien -- GT Multi-Purpose Referral Form
Statement of Concern

Griffen has been in gifted programs since second grade. The programs have
provided wonderful opportunitiesto channel Griffen's enthusiam and intellect. An
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outgoing, ebullient boy, Griffen's fourth grade gifted resource teacher noted: "He's got so
much swirling around in there, it bubbles over."

Computers and science are hislove. A creative, hi-tech approach to atask truly
engages him -- a power point book report, a claymation-type video for a geography
assignment, a computer art project selected for a county art exhibit.

An avid reader, Griffen had the fourth highest overall score in his middle school's
(grades 6, 7 and 8) accelerated reader program. He also was one of four sixth graders
selected to represent his school at the districtwide math league competition. Equally as
significant to Griffen was recognition as one of two "outstanding” band members for the
sixth grade -- he loves his tenor sax!

We are excited about the opportunities Griffen will have in Fairfax County's GT
program.

Resume
1248 Buckingham Gate Blvd Home (330) 923-1972
Cuyahoga Falls, OH 44221 Cell (330) 327-4822
dustinpaulvannatter@yahoo.com  Fax (775) 655-7794
Objective To effectively idealize, implement, and analyze intriguing applications to
improve overall business success.
Skills - ASP - Systems Analyst - MS SQL 7, 2000
.NET Architecture . XML/ XSL . MySql
dHTML . Visual Basic . PostgreSQL
Java / JSP . VBScript . OpenBSD
JavaScript . Perl . Linux
WML . PHP . Macintosh
CSss . lllustrator . Windows 95/98/NT/XP
Photoshop . Macromedia Flash . Freehand
Experience 6/1995 — Present oh, hello Inc. Cleveland, OH

Founder / Lead Application Developer

Founder of multi-brand, large-scale network of web applications for individual
developers and users. Development primarily done with PHP 4, MySQL 3.23,
and Perl in an OpenBSD and Redhat split environment. Lead developer for
an ever growing list of design and applications clients ranging from Capitol
Records to Snowball.com. Please see www.ohhello.com/network.html for list
of current projects.

Tools: PHP, Perl, ASP, ASP.NET, Java, JSP, JavaScript, MySQL,
PostgreSQL, Shell Scripting, Linux, OpenBSD, Photoshop, lllustrator,
Freehand
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4/2002 — 10/2002 Real Estate Trading Systems, LLC.
Lead Application Developer

Responsible for managing development team and product specifications for a
revolutionary real estate industry workflow application. Also responsible for
core ASP and database architectures.

Tools: ASP, ASP.NET, SQL 2000, dHTML, CSS, JavaScript, PHP, Perl,
Bugzilla, Project 2000, VSS, Photoshop, Illustrator, Freehand

9/1999 - 4/2002 PlanSoft, Inc. Twinsburg, OH
Senior Application Developer

Responsible for organizing and leading a team of developers in the
production of multiple intranet applications involving the meeting and
planning industry. Responsible for corporate XML/XSL implementation which
lead to a multitude of new business leads.

Tools: ASP, VB, COM, XML, XSL, SQL, HTML, dHTML, CSS, JavaScript,
Photoshop, Freehand, Homesite, Dreamweaver, Fireworks

10/1998 - 8/1999 Experian Inc. Lombard, IL
Application Developer

Responsible for developing intranet workflow software that interfaced ASP to
COM to mainframe. Other projects included using VB to manage internal
direct marketing list orders and quality assurance of list quality.

Tools: ASP, SQL, HTML, VB, dHTML, C++, CSS, JavaScript, Photoshop,
lllustrator, Freehand

3/1998 — 10/1998 The Maxim Group Chicago, IL
Internet Systems Analyst

Systems Analyst for Metromail during consultant tenure.
Responsible for analyzing current workflow, intranet ordering
and processing systems, and list management software.
Responsible for assigning development resources and
organizing development goals.

Tools: ASP, COM, VB, JCL, PhotoShop, lllustrator, Pagemaker,
Homesite

1/1996 — 3/1998 Lynk Media, Inc.

Akron, OH
Application / Web Developer

Web application developer, duties including website layout and
design, SQL database administration, application management,
and development leader. Recognized for creative user-interface
designs for Fortune 500 companies including Goodyear and
Timken.

Tools: ASP, HTML, Cold Fusion, MSSQL, JavaScript,
PhotoShop, Illustrator, Pagemaker, Homesite
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Education

Interests

Affiliations

References

1997-Current University of Akron Akron, OH

Bachelor, Computer Science, attending
Brainbench Certified — Master PHP Programming
Brainbench Certified — Master dHTML/HTML

Computers, Biking, Automotives, Reading, Golfing

6/2000 — Present World Wildlife Fund Charter Member

6/1999 — Present BMW CCA Member

Available on request

For a project specific version of this resume, please see http://dustin.vannatter.com/resume.expanded.doc

© SANS Institute 2003,
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Appendix C

27516 ..c  -/-rwXrwxrwx 00 2770362 C:/WINDOWS/MEDIA/TADA.WAV
1198..c  -/-rwxrwxrwx 00 3759 C:/WINDOWS/HELP/DRVSPACE.CNT
51712..c  -/-rWXrwxrwx 00 5484701 C:/WINDOWS/SYSTEM/VIEWERS/VSWP6.DLL
19488 ..c  -/-rwXrwxrwx 00 2893729 C:/WINDOWS/SYSTEM/SYSEDIT.EXE
4039..c  -/-rwXrwxrwx 00 4402256 C:/WINDOWS/INF/NETGEN.INF
473.c  -/-rwXrwxrwx 00 5434391 C:/PROGRA~1/ONLINE~1/AT&T/HEADLINE.HTM
12336..c  -/-rwXrwxrwx 00 2894169 C:/WINDOWS/SYSTEM/TAMAUDIO.DRV
12800..c  -/-rwXrwxrwx 00 2893927 C:/WINDOWS/SYSTEM/MCICDA.DRV
12688..c  -/-rwXrwxrwx 00 2893869 C:/WINDOWS/SYSTEM/KEYBOARD.DRV
1716224 .c  -/-rWXrwxrwx 00 13731 C:/WINFILES/WIN95_05.CAB
10757 ..c  -/-rwXrwxrwx 00 2679582 C:/WINDOWS/IOS.INI
100098..c  -/-r-xr-xr-x 00 3801231 C:/PROGRA~1/THEMIC~1/PHONE.PBK
28232..c  -/-rwxrwxrwx 00 4402347 C:/WINDOWS/INF/MDMINFOT.INF
59980..c  -/-rWXrwxrwx 00 3764238 C:/WINDOWS/SYSTEM/COLOR/MNP22G21.ICM
5422 ..c  -[-rwXrwxrwx 00 2679607 C:/WINDOWS/MOUSE.TXT
13535..c  -/-rwXxrwxrwx 00 4402406 C:/WINDOWS/INF/MDMTRIPL.INF
2158..c  -/-rwxrwxrwx 00 4402300 C:/WINDOWS/INF/VIDCAP.INF
9520..c  -/-rWXrwxrwx 00 4402229 C:/WINDOWS/INF/MSPORTS.INF
24838 ..c  -/-rwXrwxrwx 00 4402334 C:/WINDOWS/INF/MDMETECH.INF
8192..c  -/-rwXrwxrwx 00 58 C:/FILEO011.CHK
1932..c  -/-rwxrwxrwx 00 4402428 C:/WINDOWS/INF/WINPOPUP.INF
57..C  -l-rwxrwxrwx 00 4765709 C:/WINDOWS/SHELLNEW/WORDPFCT.WPG
18338..c  -/-rwxrwxrwx 00 3777 C:/WINDOWS/HELP/REGEDIT.HLP
20480..c  -/-rwXrwxrwx 00 2894047 C:/WINDOWS/SYSTEM/PANMAP.DLL
2692..c  -/-rWXrwxrwx 00 2770375 C:/WINDOWS/MEDIA/Utopia Menu Popup.wav (UTOPI~18.WAV)
2288..c  -/-rwXrwxrwx 00 2893771 C:/WINDOWS/SYSTEM/SYSTEM.DRV
317952..c  -/-rwXrwxrwx 00 3072008 C:/PROGRA~1/NETMEE~1/GCCNC.DLL
7168..c  -/-rWXrwxrwx 00 2893835 C:/WINDOWS/SYSTEM/STEM0409.DLL
2810..c  -/-rWXrwxrwx 00 4402243 C:/WINDOWS/INF/NETCEM.INF
26967 ..c  -/-rWXrwxrwx 00 4402350 C:/WINDOWS/INF/MDMINTPC.INF
4608..c  -/-rwXrwxrwx 00 4765701 C:/WINDOWS/SHELLNEW/WINWORD.DOC
10240..c  -/-rwXrwxrwx 00 2893898 C:/WINDOWS/SYSTEM/MSG711.ACM
102..c  -/-rwxrwxrwx 00 3738 C:/WINDOWS/HELP/WANGSHL.CNT
9200..c  -/-rWXrwxrwx 00 3072054 C:/PROGRA~1/NETMEE~1/TYPE.WAV
71196 ..c  -/-rwWXrwxrwx 00 43474450 C:/WINDOWS/FONTS/WINGDING.TTF
129078..c  -/-rwxrwxrwx 00 2679666 C:/WINDOWS/LOGOS.SYS
21657 ..c  -/-rwXrwxrwx 00 2894125 C:/WINDOWS/SYSTEM/MSSP.VXD
44546 ..c  -[-rWXrwXrwx 00 2770459 C:/WINDOWS/MEDIA/Robotz Default.wav (ROBOTZ~6.WAV)
48880..c  -/-rWXrwxrwx 00 2893744 C:/WINDOWS/SYSTEM/PKPD.DLL
8347 ..c  -[-rwxrwxrwx 00 4402276 C:/WINDOWS/INF/NETSNIP.INF
3104..c  -/-rwXrwxrwx 00 2893738 C:/WINDOWS/SYSTEM/MMSOUND.DRV
30396..c  -/-rWXrwxrwx 00 4402412 C:/WINDOWS/INF/MDMUSRG.INF
8704 ..c  -/-rwXrwxrwx 00 2893900 C:/WINDOWS/SYSTEM/TSSOFT32.ACM
153040..c  -/-rwxrwxrwx 00 2893982 C:/WINDOWS/SYSTEM/OLE2NLS.DLL
174080..c  -/-rwxrwxrwx 00 2894022 C:/WINDOWS/SYSTEM/RASAPI32.DLL
27437 ..c  -[-rWXrwxrwx 00 4402234 C:/WINDOWS/INF/MULTILNG.INF
13101..c  -/-rwXrwxrwx 00 4402282 C:/WINDOWS/INF/NETUB.INF
14336..c  -/-rWXrwxrwx 00 2894213 C:/WINDOWS/SYSTEM/Flying Windows.scr (FLYING~1.SCR)
312208..c  -/-rwXrwxrwx 00 2893773 C:/WINDOWS/SYSTEM/GDI.EXE
43113 .c  -/-rWXrwxrwx 00 4402322 C:/WINDOWS/INF/MDMCPQ.INF
965904 ..c  -/-rWXrwxrwx 00 2893918 C:/WINDOWS/SYSTEM/MSJT3032.DLL

88
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



13536..
151040 ..
2634 ..
68608 ..
27471 ..
4912 ..
4096 ..
24576 ..
20554 ..
13712 ..
819200 ..
2169 ..
766 .
116736 ..
36480 ..
19456 ..
1264 ..
1189..
5632 ..
4096 ..
23553..
23174 ..
6656 ..
19687469 ..
142888 ..
8192 ..
26544 ..
9728 ..
56320 ..
4096 ..
3504 ..
2118..
4513 ..
164352 ..
26295 ..
7296 ..
2754 ..
26987 ..
118272..
81744 ..
9522 ..
11080..
34978 ..
9208 ..
3358 ..
11747 ..
2971 ..
28940 ..
15495 ..
2596 ..
49284 ..
1168 ..
214048 ..
15932 ..
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2893914 C:/WINDOWS/SYSTEM/MMCI.DLL
2893832 C:/WINDOWS/SYSTEM/SYNCUI.DLL
4402253 C:/WINDOWS/INF/NETEVX.INF
2893964 C:/WINDOWS/SYSTEM/ULCLIENT.DLL
4402228 C:/WINDOWS/INF/MSNETMTG.INF
2679661 C:/WINDOWS/RUNDLL.EXE
2679559 C:/WINDOWS/COMMAND
2679566 C:/WINDOWS/ACCSTAT.EXE
2907151 C:/WINDOWS/COMMAND/DEBUG.EXE
2894186 C:/WINDOWS/SYSTEM/MCIPIONR.DRV
2894048 C:/WINDOWS/SYSTEM/SHELL32.DLL
3799 C:/WINDOWS/HELP/WINFILE.CNT
4685099 C:/WINDOWS/CURSORS/UP_M.CUR
3072010 C:/PROGRA~1/NETMEE~1/MCATPSTN.DLL
2894001 C:/WINDOWS/SYSTEM/MSPCIC.DLL
3801235 C:/PROGRA~1/THEMIC~1/SUUTIL.DLL
2893919 C:/WINDOWS/SYSTEM/MSMIXMGR.DLL
3732 C:/WINDOWS/HELP/BACKUP.CNT
2893993 C:/WINDOWS/SYSTEM/MFCUIA32.DLL
2894185 C:/WINDOWS/SYSTEM/VIEWERS
4402326 C:/WINDOWS/INF/MDMDICOM.INF
4402416 C:/WINDOWS/INF/MDMVDOT.INF
2894050 C:/WINDOWS/SYSTEM/FONTREG.EXE
13756 C:/WINFILES/WOWKIT.EXE
2770328 C:/WINDOWS/MEDIA/Jungle Menu Popup.wav (JUNGL~18.WAV)
2893792 C:/WINDOWS/SYSTEM/FRAMEBUF.DLL
3072045 C:/PROGRA~1/NETMEE~1/MNMTHK16.DLL
2893825 C:/WINDOWS/SYSTEM/AWADPR32.EXE
2893822 C:/WINDOWS/SYSTEM/WANGCMN.DLL
2893840 C:/WINDOWS/SYSTEM/COLOR
2894042 C:/WINDOWS/SYSTEM/ENUMFILE.DLL
2679757 C:/WINDOWS/Bubbles.bmp (BUBBLES.BMP)
2679680 C:/WINDOWS/PWS.TXT
3081880 C:/PROGRA~1/ACCESS~1/mswd6_32.wpc (MSWD6_32.WPC)
4402342 C:/WINDOWS/INF/MDMHAEU.INF
4347446 8 C:/WINDOWS/FONTS/VGASYS.FON
2679594 C:/WINDOWS/Red Blocks.bmp (REDBLO~1.BMP)
4402336 C:/WINDOWS/INF/MDMEYP.INF
2893829 C:/WINDOWS/SYSTEM/IMGSCAN.OCX
43474459 C:/WINDOW S/FONTS/SERIFF.FON
2893974 C:/WINDOWS/SYSTEM/CP_437.NLS
4402267 C:/WINDOWS/INF/NETPCL.INF
4402313 C:/WINDOWS/INF/MDMBLATZ.INF
4402390 C:/WINDOWS/INF/MDMSIER.INF
4402210 C:/WINDOWS/INF/MODEMS.INF
5434397 C:/PROGRA~1/ONLINE~1/AT&T/BALLOON.JPG
4402193 C:/WINDOWS/INF/ENABLE.INF
4402306 C:/WINDOWS/INF/MDM3X.INF
2907156 C:/WINDOWS/COMMAND/DOSKEY.COM
2893889 C:/WINDOWS/SYSTEM/SPLITTER.VXD
2770492 C:/WINDOWS/MEDIA/Robotz Error.wav (ROBOTZ~4.WAV)
2893932 C:/WINDOWS/SYSTEM/MMTASK.TSK
2893702 C:/WINDOWS/SYSTEM/DSKMAINT.DLL
2770314 C:/WINDOWS/MEDIA/CHIMES.WAV
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10240 ..
4096 ..
21759..
2544 ..
22016..
9568 ..
10790 ..
10267 ..
15275 ..
33191..
3808 ..
15280 ..
214836 ..
24220 ..
1121..
5824 ..
129824 .
55125..
766 .
11264 ..
63200 ..
496.
48128 ..
9..
161712..
175146 ..
36024 ..
5200 ..
65536 ..
5857 ..
10560 ..
11586..
55808 ..
9728 ..
71904 ..
28448 ..
1.
28338..
45056 ..
3200 ..
66146 ..
8288 ..
1716224 .
5166 ..
766 .
25348 ..
169440 ..
4096 ..
69886 ..
63697 ..
63265 ..
36182..
9908 ..
25473 ..
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2893837 C:/WINDOWS/SYSTEM/WHLP32T.DLL
2893994 C:/WINDOWS/SYSTEM/MFCUIW32.DLL
4402236 C:/WINDOWS/INF/NET.INF
3072046 C:/PROGRA~1/NETMEE~1/MNMTPH16.DLL
2894087 C:/WINDOWS/SYSTEM/CHOOSUSR.DLL
2894189 C:/WINDOWS/SYSTEM/TOURSTR.DLL
2907155 C:/WINDOWS/COMMAND/EDIT.HLP
4402249 C:/WINDOWS/INF/NETDEF.INF
4402396 C:/WINDOWS/INF/MDMSUPRA.INF
2679564 C:/WINDOWS/HIMEM.SYS
4402263 C:/WINDOWS/INF/NETNICE.INF
3072043 C:/PROGRA~1/NETMEE~1/MNMTDDN_.DLL
30C:/I0.SYS
4402344 C:/WINDOWS/INF/MDMHANDY'.INF
2679645 C:/WINDOWS/DRVSPACE.INF
2770504 C:/WINDOWS/MEDIA/Utopia Critical Stop.wav (UTOPIA~1.WAV)
2894222 C:/WINDOWS/SYSTEM/3D Text.scr (3DTEXT~1.SCR)
4402220 C:/WINDOWS/INF/MSDISP.INF
4685078 C:/WINDOWS/CURSORS/MOVE_M.CUR
2893920 C:/WINDOWS/SYSTEM/MSRLE32.DLL
3072028 C:/PROGRA~1/NETMEE~1/MNMCLPM_.DLL
13702 C:/WINFILES/DELTEMP.COM
5484681 C:/WINDOWS/SYSTEM/VIEWERS/DEWP.DLL
17 C:/MSDOS.---
2894066 C:/WINDOWS/SYSTEM/TAPI.DLL
2770432 C:/WINDOWS/MEDIA/Jungle Critical Stop.wav (JUNGLE~1.WAV)
4402273 C:/WINDOWS/INF/NETSMC.INF
2679698 C:/WINDOWS/TELEPHON.INI
11 C:/FILE0004.CHK
2893740 C:/WINDOWS/SYSTEM/VFD.VXD
2893733 C:/WINDOWS/SYSTEM/IOSCLASS.DLL
2770316 C:/WINDOWS/MEDIA/DING.WAV
2893724 C:/WINDOWS/SYSTEM/MFCD30.DLL
2894058 C:/WINDOWS/SYSTEM/Blank Screen.scr (BLANKS~1.SCR)
3487751 C:/PROGRA~1/PLUS!/SYSTEM/NOCOMP.EXE
4402356 C:/WINDOWS/INF/MDMLCE.INF
2893901 C:/WINDOWS/SYSTEM/MIDIMAP.CFG
2770402 C:/WINDOWS/MEDIA/Musica Asterisk.wav (MUSIC~11.W AV)
2679558 C:/WINDOWS/SYSTEM
2893769 C:/WINDOWS/SYSTEM/WIN32S16.DLL
2679575 C:/WINDOWS/Forest.omp (FOREST.BMP)
2770343 C:/WINDOWS/MEDIA/Musica Menu Popup.wav (MUSIC~18.WAV)
13749 C:/WINFILES/WIN95_23.CAB
3C:/SUHDLOG.DAT
4685080 C:/WINDOWS/CURSORS/NO_L.CUR
4402392 C:/WINDOWS/INF/MDMSNITN.INF
2893981 C:/WINDOWS/SYSTEM/OLE2DISP.DLL
3071893 C:/PROGRA~1/Accessories (ACCESS~1)
2907149 C:/WINDOWS/COMMAND/EDIT.COM
4402191 C:/WINDOWS/INF/DESKMGMT.INF
18 C://SETUPLOG.TXT
2679779 C:/WINDOWS/Metal Links.bomp (METALL~1.BMP)
2894031 C:/WINDOWS/SYSTEM/SPAP.VXD
2907154 C:/WINDOWS/COMMAND/MSCDEX.EXE
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25304 ..
4096 ..
17920..
51699 ..
13824 ..
253952 ..
88385 ..
9946 ..
49033 ..
4096 ..
32256 ..
59964 ..
4096 ..
375930 ..
4096 ..
48640 ..
304128 ..
13824 ..
8192 ..
31744 ..
9600 ..
480768 ..
8651 ..
4828 ..
6656 ..
23606 ..
545.
42200 ..
70656 ..
5360 ..
17920..
8502 ..
42191 ..
4416 ..
4438 ..
23834 ..
27530..
21504 ..
33792..
4096 ..
109424 .
13360 ..
25804 ..
105984 .
19869 ..
109688 ..
766 .
1657 ..
11776..
113664 .
10441 ..
8743 ..
8192 ..
590.
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4402320 C:/WINDOWS/INF/MDMCOMMU.INF
26 C:/Program Files (PROGRA~1)
2893812 C:/WINDOWS/SYSTEM/OIADM400.DLL
4402183 C:/WINDOWS/INF/APPLETS.INF
3801224 C:/PROGRA~1/THEMIC~1/CCPSH.DLL
2893728 C:/WINDOWS/SYSTEM/MSVCRT20.DLL
3770 C:/WINDOWS/HELP/NETWORK.HLP

2770495 C:/WINDOWS/MEDIA/Utopia Default.wav (UTOPIA~6.WAV)

4402296 C:/WINDOWS/INF/SHELL.INF
2679633 C:/WINDOWS/JAVA
43472399 C:/WINDOW S/SYSTEM/IOSUBSYS/AIC78XX.MPD
3764233 C:/WINDOWS/SYSTEM/COLOR/MNEBUG15.ICM
3071881 C:/PROGRA~1/NetMeeting (NETMEE~1)
2679674 C:/WINDOWS/NET.EXE
2893719 C:/WINDOWS/SYSTEM/VMM32
2893760 C:/WINDOWS/SYSTEM/TIMEDATE.CPL
3072018 C:/PROGRA~1/NETMEE~1/CB32.EXE
2894118 C:/WINDOWS/SYSTEM/NWLSCON.EXE
98 C:/FILE0019.CHK
2893999 C:/WINDOWS/SYSTEM/RRCM.DLL
4347445 3 C:/WINDOWS/FONTS/8514SYS.FON
13712 C:/WINFILES/PRECOPY1.CAB

3751 C:/WINDOWS/HELP/AUDIOCDC.HLP
4402279 C:/WINDOWS/INF/NETTDKP.INF
2894033 C:/WINDOWS/SYSTEM/VERSION.DLL
2894129 C:/WINDOWS/SYSTEM/NSCL.VXD
2679596 C:/WINDOWS/DOSPRMPT.PIF
3624582 C:/WINDOWS/WANGSAMP/IMGSAMP.FRM
2893783 C:/WINDOWS/SYSTEM/DMIAPI32.DLL
4347446 6 C:/WINDOW S/FONTS/VGAFIX.FON
5484685 C:/WINDOWS/SYSTEM/VIEWERS/VSASCS8.DLL

3742 C:/WINDOW S/HELP/WANGSHL.HLP
2679608 C:/WINDOWS/MSDOSDRV.TXT
3072030 C:/PROGRA~1/NETMEE~1/MNMCPI_.DLL

13719 C:/WINFILES/SCANPROG.EXE
3081862 C:/PROGRA~1/ACCESS~1/backup.cfg (BACKUP.CFG)
4402380 C:/WINDOWS/INF/MDMPHILS.INF
2894094 C:/WINDOWS/SYSTEM/MSPWL32.DLL
2893775 C:/WINDOWS/SYSTEM/MKCOMPAT.EXE
107 C:/FILE0020.CHK

2893907 C:/WINDOWS/SYSTEM/AVIFILE.DLL
3072044 C:/PROGRA~1/NETMEE~1/MNMTDDS_.DLL
4402384 C:/WINDOWS/INF/MDMRACAL.INF
2894043 C:/WINDOWS/SYSTEM/FONTEXT.DLL
4402359 C:/WINDOWS/INF/MDMMART.INF

2770489 C:/WINDOWS/MEDIA/Robotz Restore Up.wav (ROBOTZ~3.WAV)

4685064 C:/WINDOWS/CURSORS/BEAM_1.CUR
4402189 C:/WINDOWS/INF/CHEYENNE.INF

2893806 C:/WINDOWS/SYSTEM/AWDENC32.DLL
2893998 C:/WINDOWS/SYSTEM/CONFCP.DLL

4402330 C:/WINDOWS/INF/MDMELINK.INF

4402354 C:/WINDOWS/INF/MDMLASAT.INF

5484678 C:/WINDOWS/SYSTEM/VIEWERS/DEHEX.DLL
2679755 C:/WINDOWS/Straw Mat.bmp (STRAWM~1.BMP)
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78848..c  -/-rwXrwxrwx 00 5484695 C:/WINDOWS/SYSTEM/VIEWERS/VSWK4.DLL
25092..c  -/-rwXrwxrwx 00 4402379 C:/WINDOWS/INF/MDMPBIT.INF
9008..c  -/-rWXrwxrwx 00 4402315 C:/WINDOWS/INF/MDMBSB.INF
30016..c  -/-'WXrwXrwx 00 2893708 C:/WINDOWS/SYSTEM/MSTCP.DLL
8192..c  -/-rwXrwxrwx 00 43 C:/FILEO005.CHK
20579 ..c  -/-rwxrwxrwx 00 3826 C:/WINDOWS/HELP/CDPLAYER.HLP
103..c  -/-rwxrwxrwx 00 3752 C:/WINDOWS/HELP/APMCP.CNT
766..c  -/-rWXrwxrwx 00 4685065 C:/WINDOWS/CURSORS/BEAM_L.CUR
24030..c  -/-rwWXrwxrwx 00 2679610 C:/WINDOWS/NETWORK.TXT
94720..c  -/-rWXrwXrwx 00 2893875 C:/WINDOWS/SYSTEM/DUNZIPNT.DLL
31088..c  -/-rWXrwxrwx 00 4402409 C:/WINDOWS/INF/MDMUCOM.INF
2191.c  -/-rwXrwxrwx 00 4402186 C:/WINDOWS/INF/AWUPD.INF
17988 ..c  -/-rwXrwxrwx 00 2893787 C:/WINDOWS/SYSTEM/NETMGMT.VXD
84954 .c  -/-rwXrwxrwx 00 5434383 C:/PROGRA~1/ONLINE~1/AT&T/ROADPAGE.GIF
159824..c  -/-rwxrwxrwx 00 13755 C:/WINFILES/WINSETUP.BIN
1105..c  -/-rwXrwxrwx 00 2679583 C:/WINDOWS/ASPI2HLP.SYS
55920..c  -/-rWXrwxrwx 00 2893706 C:/WINDOWS/SYSTEM/MSPRINT.DLL
4096..c  -/-rwXrwxrwx 00 76 C:/FILE0009.CHK
16384 ..c  -/-rwXrwxrwx 00 2679664 C:/WINDOWS/WELCOME.EXE
41581..c  -/-rWXrwxrwx 00 4402226 C:/WINDOWS/INF/MSMAIL.INF
766..c  -/-rWXrwxrwx 00 4685068 C:/WINDOWS/CURSORS/BUSY_L.CUR
3878..c  -/-rwxrwxrwx 00 2907171 C:/WINDOWS/COMMAND/XCOPY.EXE
1632..c  -/-rwxrwxrwx 00 2894122 C:/WINDOWS/SYSTEM/NETWARE.DRV
638528..c  -/-rwxrwxrwx 00 2894190 C:/WINDOWS/SYSTEM/TOURUTIL.DLL
1042 ..c  -/-rwXrwxrwx 00 3788 C:/WINDOWS/HELP/MPLAYER.CNT
43833..Cc  -/-rWXrwxrwx 00 3801 C:/WINDOWS/HELPMWINFILE.HLP
49543 ..c  -/-rWXrwxrwx 00 13705 C:/WINFILES/FORMAT.COM
11798..c  -/-rwXrwxrwx 00 4402371 C:/WINDOWS/INF/MDMNOKNO.INF
5739..c  -/-rwxrwxrwx 00 4402303 C:/WINDOWS/INF/LAYOUTL.INF
4096..c  d/d-wx-wx-wx 00 3071896 C:/PROGRA~1/Internet Explorer INTERN~1)
10515..c  -/-rwXxrwxrwx 00 7 C:/SICDAPL.SYS
766..c  -/-rWXrwxrwx 00 4685104 C:/WINDOWS/CURSORS/ARROW_L.CUR
25055..c  -/-rwXrwxrwx 00 4402382 C:/WINDOWS/INF/MDMPP.INF
391..c  -/-rwXrwxrwx 00 3821 C:/WINDOWS/HELP/NETWATCH.CNT
3996..c  -/-rwXrwxrwx 00 5434373 C:/PROGRA~1/ONLINE~1/AT&T/ACCESBTN.GIF
242990..c  -/-rwXrwxrwx 00 4402304 C:/WINDOWS/INF/DMIMGMT.REG
11844 .c  -/-rwXrwxrwx 00 2893933 C:/WINDOWS/SYSTEM/MMDEVLDR.VXD
44867 ..c  -I-rWXrwXrwx 00 13724 C:/WINFILES/SMARTDRV.EXE
20408..c  -/-rwXrwxrwx 00 4402366 C:/WINDOWS/INF/MDMMTD.INF
5783436..Cc  -/-rWXrwxrwx 00 13701 C:/WINFILES/CS3KIT.EXE
967104 ..c  -/-rWXrwxrwx 00 2894188 C:/WINDOWS/SYSTEM/TOURANI.DLL
30624..c  -/-rWXrwxrwx 00 4402365 C:/WINDOWS/INF/MDMMOTON.INF
766..c  -/-rWXrwxrwx 00 4685066 C:/WINDOWS/CURSORS/BEAM_M.CUR
53248..c  -/-rwXrwxrwx 00 3072037 C:/PROGRA~1/NETMEE~1/MNMNET_.DLL
12288..c  -/-rwxrwxrwx 00 2893990 C:/WINDOWS/SYSTEM/OLECLI32.DLL
766..c  -/-rWXrwxrwx 00 4685097 C:/WINDOWS/CURSORS/UP_1.CUR
24352.c  -[-r-xr-xr-x 00 4347446 0 C:/WINDOW S/FONTS/SMALLE.FON
249570..c  -/-rwxXrwxrwx 00 2770465 C:/WINDOWS/MEDIA/Robotz Windows Exit.wav (ROBOTZ~8.WAV)
1771 ..c  -I-rwxrwxrwx 00 22 C:/NETLOG.TXT
1716224 .c  -/-rWXrwxrwx 00 13733 C:/WINFILES/WIN95_07.CAB
13264 ..c  -/-rwXrwxrwx 00 43472400 C:/WINDOWS/SYSTEM/IOSUBSYS/AMSINT.MPD
766..c  -/-rWXrwxrwx 00 4685075 C:/WINDOWS/CURSORS/HELP_M.CUR
24805..c  -/-rwXrwxrwx 00 4402283 C:/WINDOWS/INF/NETXIR.INF
9964 ..c  -/-rWXrwxrwx 00 4402377 C:/WINDOWS/INF/MDMOSI.INF
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82944 .c  -/-rWXrwxrwx 00 2893989 C:/WINDOWS/SYSTEM/OLECLI.DLL
16156 ..c  -/-rwXrwxrwx 00 4402420 C:/WINDOWS/INF/MDMZOOM.INF
258048..c  -/-rwxrwxrwx 00 3801221 C:/PROGRA~1/THEMIC~1/MSNSIG13.EXE
23105..c  -/-rwXrwxrwx 00 2894029 C:/WINDOWS/SYSTEM/PARALINK.VXD
10352..c  -/-rwXrwxrwx 00 4347240 1 C:/WINDOWS/SYSTEM/IOSUBSYS/NCRC710.MPD
20480..c  -/-rwXrwxrwx 00 2893819 C:/WINDOWS/SYSTEM/OISSQ400.DLL
80928..c  -/-r-xr-xr-x 00 4347446 5 C:/WINDOWS/FONTS/SYMBOLF.FON
19182..c  -/-rwXxrwxrwx 00 43472407 C:/WINDOWS/SYSTEM/IOSUBSYS/SCSI1IHLP.VXD
15360..c  -/-rwWXrwxrwx 00 2893789 C:/WINDOWS/SYSTEM/CHIKDI.DLL
148528..c  -/-rwxrwxrwx 00 2893833 C:/WINDOWS/SYSTEM/CARDS.DLL
59980..c  -/-rWXrwxrwx 00 3764236 C:/WINDOWS/SYSTEM/COLOR/MNP22G15.ICM
4464 ..c  -/-rwXrwxrwx 00 3072051 C:/PROGRA~1/NETMEE~1/MNMNET.EXE
2972..c  -I-rWXrwxrwx 00 4402370 C:/WINDOWS/INF/MDMNOKIA.INF
940..c  -/-rwXrwxrwx 00 3722 C:/WINDOWS/HELP/PACKAGER.CNT
12054 ..c  -/-rwXrwxrwx 00 2770417 C:/WINDOWS/MEDIA/Musica Restore Up.wav (MUSICA~3.WAV)
13920..c  -/-rwXrwxrwx 00 2770355 C:/WINDOWS/MEDIA/Robotz Menu Command.wav (ROBOT~17.WAV)
57328..c  -/-rWXrwxrwx 00 2893980 C:/WINDOWS/SYSTEM/OLE2CONV.DLL
25600..c  -/-rwWXrwxrwx 00 3072040 C:/PROGRA~1/NETMEE~1/MNMTAPM_.DLL
31744 .c  -[-r-xr-xr-x 00 43474455 C:/WINDOWS/FONTS/COURF.FON
21872..c  -/-rwXrwxrwx 00 2893931 C:/WINDOWS/SYSTEM/MSACM.DRV
22953..c  -/-rwWXrwxrwx 00 4402367 C:/WINDOWS/INF/MDMMTS.INF
103248..c  -/-rwxrwxrwx 00 2893915 C:/WINDOWS/SYSTEM/MMSYSTEM.DLL
318512..c  -/-rwxrwxrwx 00 2893716 C:/WINDOWS/SYSTEM/SYSDETMG.DLL
275950..c  -/-rwxrwxrwx 00 2770462 C:/WINDOWS/MEDIA/Robotz Windows Start.wav (ROBOTZ~7.WAV)
592720..c  -/-rwXrwxrwx 00 2893715 C:/WINDOWS/SYSTEM/SETUPX.DLL
1716224 .c  -/-rWXrwxrwx 00 13737 C:/WINFILES/WIN95_11.CAB
3811..c  -/-rwxXrwxrwx 00 4402266 C:/WINDOWS/INF/NETOSI.INF
39936..Cc  -/-'WXrwXrwx 00 2894000 C:/WINDOWS/SYSTEM/ULSVC.EXE
22192 .c  -/-rwXrwxrwx 00 2893794 C:/WINDOWS/SYSTEM/FRAMEBUF.DRV
31377..c  -/-rWXrwxrwx 00 4402398 C:/WINDOWS/INF/MDMTELBT.INF
57437 ..c  -I-rWXrwxrwx 00 2893790 C:/WINDOWS/SYSTEM/QIC117.VXD
33280..c  -/-rwxrwxrwx 00 2679683 C:/WINDOWS/EXPOSTRT.EXE
4415..c  -[-rwXrwxrwx 00 3737 C:/WINDOWS/HELP/WANGOCXD.CNT
35602..c  -/-rWXrwxrwx 00 4402209 C:/WINDOWS/INF/MMOPT.INF
17920..c  -/-rwXrwxrwx 00 3072013 C:/PROGRA~1/NETMEE~1/MSMCSTCP.DLL
24466 ..c  -/-rWXrwxrwx 00 3800 C:/WINDOWS/HELP/PROGMAN.HLP
59904 ..c  -/-rWXrwxrwx 00 2893905 C:/WINDOWS/SYSTEM/AVICAP32.DLL
48128..c  -/-rwXrwxrwx 00 2893707 C:/WINDOWS/SYSTEM/MSPRINT2.DLL
59564 ..c  -/-rWXrwxrwx 00 3764231 C:/WINDOWS/SYSTEM/COLOR/MNB22G18.ICM
9294 .c  -/-rWXrwxrwx 00 4402317 C:/WINDOWS/INF/MDMCMCM.INF
10558..c  -/-rwXrwxrwx 00 3824 C:/WINDOWS/HELP/SYSMON.HLP
36352..c  -/-rwxrwxrwx 00 2679658 C:/WINDOWS/FONTVIEW.EXE
24994 .c  -/-rwWXrwxrwx 00 2770315 C:/WINDOWS/MEDIA/CHORD.WAV
42144 .c  -I-rWXrwXrwx 00 2893750 C:/WINDOWS/SYSTEM/UNIMDM.TSP
3888..c  -/-rwxrwxrwx 00 2893836 C:/WINDOWS/SYSTEM/WHLP16T.DLL
65271..c  -[---X--X--X 00 24 C:/DRVSPACE.BIN
14990..c  -/-rwXrwxrwx 00 2770519 C:/WINDOWS/MEDIA/Utopia Minimize.wav (UTOPI~15.WAV)
19216..c  -/-rwXrwxrwx 00 5434388 C:/PROGRA~1/ONLINE~1/AT&T/UNIVCARD.GIF
40801..c  -/-rWXrwxrwx 00 2679651 C:/WINDOWS/WININIT.EXE
142353 ..c  -/-rwxrwxrwx 00 13717 C:/WINFILES/SCANDISK.EXE
6262..c  -/-rWXrwxrwx 00 2770387 C:/WINDOWS/MEDIA/Musica Default.wav (MUSICA~6.WAV)
77312 ..c  -/-rwWXrwxrwx 00 2894101 C:/WINDOWS/SYSTEM/NWNP32.DLL
15437 ..c  -/-rwWXrwxrwx 00 4402358 C:/WINDOWS/INF/IMDMLNGSH.INF
1716224 .c  -/-rWXrwxrwx 00 13736 C:/WINFILES/WIN95_10.CAB
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18944 ..
150442 ..
1716224 .
829.
9216 ..
123987 ..
67.
30838 ..
1426482 ..
20345 ..
56981 ..
4096 ..
655.
6144 ..
79002 ..
26905 ..
43520 ..
4125 ..
20480 ..
29500 ..
31737 ..
4096 ..
202240 ..
30208 ..
16479 ..
403.
24596 ..
5783436 ..
150528 ..
17773 ..
4096 ..
10145..
766 .
4096 ..
26297 ..
6240 ..
66048 ..
322832 ..
11264 ..
25446 ..
13290 ..
198.
4678 ..
2213 ..
47104 ..
920.
40707 ..
3279 ..
14144 ..
643.
22016..
7161 ..
1056 ..
68096 ..
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2894234 C:/WINDOWS/SYSTEM/Scrolling Marquee.scr (SCROLL~1.SCR)
2770483 C:/WINDOWS/MEDIA/Robotz Minimize.wav (ROBOT~15.WAV)
13752 C:/WINFILES/WIN95_26.CAB
3081993 C:/PROGRA~1/ACCESS~1/HYPERT~1/MCI Mail.ht (MCIMAI~1.HT)
2893881 C:/WINDOWS/SYSTEM/MOSMISC.DLL
2893967 C:/WINDOWS/SYSTEM/NWREDIR.VXD
43474437 C:/WINDOWS/FONTS/DESKTOP.INI
4402242 C:/WINDOWS/INF/NETCD.INF
13754 C:/WINFILES/WIN95_28.CAB
4402430 C:/WINDOWS/INF/IMULLANG.INF
4402387 C:/WINDOWS/INF/MDMROCK2.INF
1449191 0 C:/PROGRA~1/ONLINE~1/AT&T
2679697 C:/WINDOWS/QTW.INI
2893863 C:/WINDOWS/SYSTEM/IMM32.DLL
2770471 C:/WINDOWS/MEDIA/Robotz Question.wav (ROBOTZ~9.WAV)
3731 C:/WINDOWS/HELP/LICENSE.HLP
5484694 C:/WINDOWS/SYSTEM/VIEWERS/VSW6.DLL
4402255 C:/WINDOWS/INF/NETFTP.INF
20 C:/WINDOWS
4402319 C:/WINDOWS/INF/MDMCOML.INF
4402194 C:/WINDOWS/INF/FONTS.INF
108 C:/FILE0021.CHK
3072012 C:/PROGRA~1/NETMEE~1/MCSNC.DLL
2893922 C:/WINDOWS/SYSTEM/MSVIDC32.DLL
4402244 C:/WINDOWS/INF/NETCLLINF
3803 C:/WINDOWS/HELP/WINPOPUP.CNT
2770528 C:/WINDOWS/MEDIA/Utopia Error.wav (UTOPIA~4.WAV)
4354035 8 C:/PROGRA~1/ONLINE~1/COMPUS~1/CS3KIT.EXE
2893824 C:/WINDOWS/SYSTEM/XFILEXR.DLL
2679599 C:/WINDOWS/CONFIG.TXT
35 C:/FILEO002.CHK
3749 C:/WINDOWS/HELP/SOL.HLP
4685091 C:/WINDOWS/CURSORS/SIZE3_1.CUR
2893768 C:/WINDOWS/SYSTEM/VDMDBG.DLL
4402395 C:/WINDOWS/INF/MDMSRT.INF
2894032 C:/WINDOWS/SYSTEM/SETUP4.DLL
2893876 C:/WINDOWS/SYSTEM/FTMAPI.DLL
2893722 C:/WINDOWS/SYSTEM/MFC30.DLL
2894034 C:/WINDOWS/SYSTEM/RUNONCE.EXE
4402373 C:/WINDOWS/INF/MDMNOVFX.INF
13715 C:/WINFILES/RMM.PDR
2679765 C:/WINDOWS/Triangles.bmp (TRIANG~1.BMP)
2679579 C:/WINDOWS/Stitches.bmp (STITCHES.BMP)
4402426 C:/WINDOWS/INF/CLIP.INF
2893959 C:/WINDOWS/SYSTEM/MSCONF.DLL
13716 C:/WINFILES/SAVE32.COM
4402204 C:/WINDOWS/INF/LOCALE.INF
2894139 C:/WINDOWS/SYSTEM/UNICODE.BIN
13757 C:/WINFILES/XMSMMGR.EXE
3825 C:/WINDOWS/HELP/CDPLAYER.CNT
2893839 C:/WINDOWS/SYSTEM/ICMUI.DLL
2679601 C:/WINDOWS/EXCHANGE.TXT
2679630 C:/WINDOWS/WINNEWS.TXT
3801236 C:/PROGRA~1/THEMIC~1/ENGCT.EXE
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23693..
24795 ..
709556 ..
20800 ..
10752 ..
1950007 ..
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8042 ..
5168 ..
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8192 ..
6624 ..
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23110..
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16577 ..
441905 ..
27967 ..
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159782 ..
193024 .
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1894 ..
177856 ..
4017 ..

142353 ..

4550 ..
69856 ..
20992 ..

2474 ..

5120..
15252 ..
44544 ..

8192 ..

4096 ..
71868 ..

5291 ..
12112 ..

2593 ..
27136..

2832 ..
23424 ..
40448 ..

930.
12288 ..
26624 ..
22617 ..

© SANS Institute 2003,

O 0O 0o 0o oo oo o b oo oo oo o oo oo oo oo oo oo oo oo oo oo o oo oo o oo oo oo o0 o o0 oo

-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-X

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXIwx
-[-PWXIWXIwx
=[-rWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-Xx

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-X

-[-PWXIWXrwx
-[-PWXIWXrwx

2893735 C:/WINDOWS/SYSTEM/WINASPI.DLL
4402357 C:/WINDOWS/INF/MDMLIGHT.INF
4402215 C:/WINDOWS/INF/MONITORG6.INF
2894197 C:/WINDOWS/SYSTEM/VMM32.VXD
2894004 C:/WINDOWS/SYSTEM/SYSCLASS.DLL
2893960 C:/WINDOWS/SYSTEM/MSIPRT.DLL
5018501 C:/PROGRA~1/ONLINE~1/AOL/SETUP25|.EXE
2893868 C:/WINDOWS/SYSTEM/INDICDLL.DLL
3797 C:/WINDOWS/HELP/QFECHECK.HLP
4347446 7 C:/WINDOWS/FONTS/VGAOEM.FON
13703 C:/WINFILES/DOSSETUP.BIN
81 C:/FILEO014.CHK
2894005 C:/WINDOWS/SYSTEM/PCIMP.PCI
4685098 C:/WINDOWS/CURSORS/UP_L.CUR
4402418 C:/WINDOWS/INF/MDMWOER.INF
2894123 C:/WINDOWS/SYSTEM/LMSCRIPT.PIF
4402307 C:/WINDOWS/INF/MDMACEEX.INF
3072042 C:/PROGRA~1/NETMEE~1/MNMTDDM_.DLL
3769 C:/WINDOWS/HELP/MOUSE.HLP
2893705 C:/WINDOWS/SYSTEM/MINI.CAB
3784 C:/WINDOWS/HELP/WHATSNEW.HLP
4402415 C:/WINDOWS/INF/MDMVAYRS.INF
3776 C:/WINDOWS/HELP/31USERS.HLP
2893925 C:/WINDOWS/SYSTEM/WINMM.DLL
4402192 C:/WINDOWS/INF/DISKDRV.INF
13711 C:/WINFILES/OEMSETUP.EXE
2770334 C:/WINDOWS/MEDIA/Jungle Recycle.wav (JUNGLE~5.WAV)
2893903 C:/WINDOWS/SYSTEM/MMSYS.CPL
3072035 C:/PROGRA~1/NETMEE~1/MNMMG_.DLL
3795 C:/WINDOWS/HELP/CONF.CNT
2893986 C:/WINDOWS/SYSTEM/TYPELIB.DLL
4765706 C:/WINDOWS/SHELLNEW/QUATTRO.WB2
2907144 C:/WINDOWS/COMMAND/SCANDISK.EXE
4402295 C:/WINDOWS/INF/SETUP.INF
3072038 C:/PROGRA~1/NETMEE~1/MNMOM_.DLL
2894064 C:/WINDOWS/SYSTEM/Mystify Your Mind.scr (MYSTIF~1.SCR)
2893701 C:/WINDOWS/SYSTEM/DLCNDI.DLL
2770522 C:/WINDOWS/MEDIA/Utopia Restore Down.wav (UTOPI~16.WAV)
2907148 C:/WINDOWS/COMMAND/ATTRIB.EXE
2893811 C:/WINDOWS/SYSTEM/JPEG2X32.DLL
112 C:/FILE0023.CHK
89 C:/FILEO018.CHK
2770358 C:/WINDOWS/MEDIA/Robotz Menu Popup.wav (ROBOT~18.WAV)
3072024 C:/PROGRA~1/NETMEE~1/MNMVDD.386
2893767 C:/WINDOWS/SYSTEM/TOOLHELP.DLL
4402274 C:/WINDOWS/INF/NETSMC32.INF
5484702 C:/WINDOWS/SYSTEM/VIEWERS/VSWPF.DLL
2893709 C:/WINDOWS/SYSTEM/MSWEBNDI.DLL
4347445 4 C:/WINDOWS/FONTS/COURE.FON
2894088 C:/WINDOWS/SYSTEM/MPR.DLL
3763 C:/WINDOWS/HELP/WINHLP32.CNT
4347445 2 C:/WINDOWS/FONTS/85140EM.FON
2893808 C:/WINDOWS/SYSTEM/AWRESX32.DLL
3072055 C:/PROGRA~1/NETMEE~1/NETMEET.TXT
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9324 ..c  -/-rWXrwxrwx 00 2907165 C:/WINDOWS/COMMAND/LABEL.EXE
129536..c  -/-rWXrwxrwx 00 2893921 C:/WINDOWS/SYSTEM/MSVFW32.DLL
27235..c  -/-rwXrwxrwx 00 2907167 C:/WINDOWS/COMMAND/MOVE.EXE
508..c  -/-rwXrwxrwx 00 3758 C:/WINDOWS/HELP/CALC.CNT
1950007 ..c  -/-rWXrwxrwx 00 13722 C:/WINFILES/SETUP25I.EXE
64432..c  -/-rwWXrwxrwx 00 2894192 C:/WINDOWS/SYSTEM/THREED.VBX
59964 ..c  -/-rWXrwxrwx 00 3764235 C:/WINDOWS/SYSTEM/COLOR/MNEBUG21.ICM
867..c  -/-rwXrwxrwx 00 4402289 C:/WINDOWS/INF/PCMCIAMF.INF
64493..c  -/-rWXrwxrwx 00 4402286 C:/WINDOWS/INF/OHARE.INF
1078..c  -/-rwXrwxrwx 00 5434394 C:/PROGRA~1/ONLINE~1/AT&T/ATTWNS.ICO
1716224 .c  -/-rWXrwxrwx 00 13738 C:/WINFILES/WIN95_12.CAB
766..c  -/-rWXrwxrwx 00 4685085 C:/WINDOWS/CURSORS/SIZE1_1.CUR
4096..c  -/-rwXrwxrwx 00 88 C:/FILE0017.CHK
36144..c  -/-rWXrwxrwx 00 2893892 C:/WINDOWS/SYSTEM/MODEMUI.DLL
11333..c  -/-rwXrwxrwx 00 2894003 C:/WINDOWS/SYSTEM/ISAPNP.VXD
4096..c  -/-rwXrwxrwx 00 67 C:/FILEO007.CHK
75776..c  -/-rWXrwxrwx 00 2893882 C:/WINDOWS/SYSTEM/PRODINV.DLL
42229..c  -/-rWXrwxrwx 00 4402345 C:/WINDOWS/INF/MDMHAYES.INF
766..c  -/-rWXrwxrwx 00 4685102 C:/WINDOWS/CURSORS/WAIT_M.CUR
51043..c  -/-rWXrwxrwx 00 4402445 C:/WINDOWS/INF/MOS.OLD
27475..c  -/-rwWXrwxrwx 00 4402352 C:/WINDOWS/INF/MDMKE.INF
65271..c  -[---X--X--X 00 19 C:/DBLSPACE.BIN
5315..c  -/-rwxrwxrwx 00 4402208 C:/WINDOWS/INF/MIDI.INF
62434 ..c  -/-rWXrwxrwx 00 4402305 C:/WINDOWS/INF/APPS.INF
190..c  -/-rwxrwxrwx 00 2679585 C:/WINDOWS/Circles.bmp (CIRCLES.BMP)
118784..c  -/-rwxrwxrwx 00 3487750 C:/PROGRA~1/PLUS!/SYSTEM/COMPEXT.DLL
68880..c  -/-rwXrwxrwx 00 3072026 C:/PROGRA~1/NETMEE~1/MNMCCL_.DLL
37759..c  -/-rWXrwxrwx 00 4402425 C:/WINDOWS/INF/MDMZY XLN.INF
12192 ..c  -/-rwXrwxrwx 00 2894073 C:/WINDOWS/SYSTEM/UMDMXFRM.DLL
15660..c  -/-rWXrwxrwx 00 4402185 C:/WINDOWS/INF/AWFAX.INF
4096..c  d/drwxrwxrwx 00 2893737 C:/WINDOWS/SYSTEM/IOSUBSYS
13084 ..c  -/-rwXrwxrwx 00 2770507 C:/WINDOWS/MEDIA/Utopia Question.wav (UTOPIA~9.WAYV)
30720..c  -/-rWXrwxrwx 00 2893765 C:/WINDOWS/SYSTEM/MF3216.DLL
28416 ..c  -/-rwWXrwxrwx 00 2894152 C:/WINDOWS/SYSTEM/INFRARED.DLL
55296..c  -/-rWXrwxrwx 00 2893831 C:/WINDOWS/SYSTEM/SYNCENG.DLL
4096..c  d/drwxrwxrwx 00 3857285 C:/WINDOWS/JAVA/CLASSES
25154 .c  -/-rwXrwxrwx 00 2893720 C:/WINDOWS/SYSTEM/ENABLE2.VXD
27049 ..c  -/-rwXrwxrwx 00 4402419 C:/WINDOWS/INF/MDMYORIK.INF
168..c  -/-rwxrwxrwx 00 3746 C:/WINDOWS/HELP/WINMINE.CNT
5632..c  -/-rwXrwxrwx 00 2894081 C:/WINDOWS/SYSTEM/LZ32.DLL
1067520..c  -/-rWXrwxrwx 00 2679677 C:/WINDOWS/SETUPSLT.EXE
12063..c  -/-rwWXrwxrwx 00 4402288 C:/WINDOWS/INF/PCMCIA.INF
1312..c  -/-rwxXrwxrwx 00 2893730 C:/WINDOWS/SYSTEM/RSRC16.DLL
4096..c  d/drwxrwxrwx 00 3487621 C:/PROGRA~1/PLUS!/SYSTEM
182..c  -/-rwxrwxrwx 00 2679771 C:/WINDOWS/Black Thatch.bmp (BLACKT~1.BMP)
766..c  -/-rWXrwxrwx 00 4685063 C:/WINDOWS/CURSORS/ARROW_M.CUR
42368..Cc  -/-rWXrwxrwx 00 2679700 C:/WINDOWS/WINSOCK.OLD
54992 ..c  -/-rWXrwxrwx 00 2679671 C:/WINDOWS/NETDDE.EXE
5175..c  -/-rwXrwxrwx 00 2907160 C:/WINDOWS/COMMAND/CHOICE.COM
306608..c  -/-rwXrwxrwx 00 3828 C:/WINDOWS/HELP/DRAGDROP.AVI
194 .c  -/-rwxrwxrwx 00 2679768 C:/WINDOWS/Blue Rivets.omp (BLUERI~1.BMP)
130620..c  -/-rwxrwxrwx 00 2894131 C:/WINDOWS/SYSTEM/NWSERVER.VXD
54600..c  -/-rWXrwXxrwx 00 4402203 C:/WINDOWS/INF/LAYOUT.INF
129536..c  -/-rWXrwxrwx 00 2893877 C:/WINDOWS/SYSTEM/MCM.DLL
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410588 ..
3158 ..
7885 ..
21797 ..

919.
20596 ..
25343 ..

287744.
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263.
95776 ..
21504 ..
62138 ..
15872 ..
38462 ..
1920 ..
24503 ..
373.
4616 ..
12865 ..
20480 ..
26673 ..
42485 ..
11040..
37676 ..
121344.
32146 ..
59564 ..
1237083 .
10992 ..
462112 ..
217600 ..
13322 ..
255760 ..
14336 ..
11587 ..
16432 ..
86016 ..
18688 ..
1011692 ..
425742 ..
13883..
21028..
6144 ..
3177 ..
23370..

© SANS Institute 2003,

O 0O 0o 0o oo oo o b oo oo oo o oo oo oo oo oo oo oo oo oo oo o oo oo o oo oo oo o0 o o0 oo

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-X

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-Xx

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-X

-[-PWXIWXrwx
-[-PWXIWXIwx
-[-PWXIWXIwx
=[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx

O O O O O O O 0O 0O 0O 0000000000000 O0OO0OO0OO0OO0O0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0ODO0OO0OOoOOoOOoOOoOoo

As part of GIAC practical repository.

O O O O OO O O 0O 00O 0000000000000 O0OO0O0OO0O0O0OO0O0OO0OO0OD0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo

3827 C:/WINDOWS/HELP/CLOSEWIN.AVI
3624581 C:/WINDOWS/WANGSAMP/GOTODLG.FRM
2679561 C:/WINDOWS/NETDET.INI
4402385 C:/WINDOWS/INF/MDMRFLINF
3798 C:/WINDOWS/HELP/PROGMAN.CNT
2770384 C:/WINDOWS/MEDIA/Musica Recycle.wav (MUSICA~5.WAV)
4402368 C:/WINDOWS/INF/IMDMMULOG.INF
2893828 C:/WINDOWS/SYSTEM/IMGEDIT.OCX
2770450 C:/WINDOWS/MEDIA/Jungle Restore Down.wav (JUNGL~16.WAV)
4402202 C:/WINDOWS/INF/KEYBOARD.INF
2894023 C:/WINDOWS/SYSTEM/RNANP.DLL
3741 C:/WINDOWS/HELP/WANGOCXD.HLP
4402321 C:/WINDOWS/INF/MDMCPL.INF
4402323 C:/WINDOWS/INF/MDMCPV.INF
2770378 C:/WINDOWS/MEDIA/Utopia Exclamation.wav (UTOPI~10.WAV)
3764229 C:/WINDOWS/SYSTEM/COLOR/HPSJTW.ICM
4347446 3 C:/WINDOWS/FONTS/SSERIFF.FON
3822 C:/WINDOWS/HELP/SYSMON.CNT
2894187 C:/WINDOWS/SYSTEM/MCIVISCA.DRV
5484677 C:/WINDOWS/SYSTEM/VIEWERS/DEBMP.DLL
3785 C:/WINDOWS/HELP/MSNINT.HLP
2894228 C:/WINDOWS/SYSTEM/Flying Through Space.scr (FLYING~2.SCR)
2679749 C:/WINDOWS/Setup.bmp (SETUP.BMP)
2893887 C:/WINDOWS/SYSTEM/POWER.DRV
2679581 C:/WINDOWS/WIN.COM
2679703 C:/WINDOWS/PROTOCOL.INI
2770516 C:/WINDOWS/MEDIA/Utopia Close.wav (UTOPI~13.WAV)
4402310 C:/WINDOWS/INF/MDMATL.INF
2893817 C:/WINDOWS/SYSTEM/OIPRT400.DLL
4402351 C:/WINDOWS/INF/MDMITEX.INF
2679603 C:/WINDOWS/FAQ.TXT
3072033 C:/PROGRA~1/NETMEE~1/MNMGDC_.DLL
4402335 C:/WINDOWS/INF/MDMEXP.INF
3801228 C:/PROGRA~1/THEMIC~1/GUIDE.EXE
2907166 C:/WINDOWS/COMMAND/MEM.EXE
3764230 C:/WINDOWS/SYSTEM/COLOR/MNB22G15.ICM
13713 C:/WINFILES/PRECOPY2.CAB
4347445 1 C:/WINDOW S/FONTS/8514FIX.FON
2893777 C:/WINDOWS/SYSTEM/USER.EXE
3801230 C:/PROGRA~1/THEMIC~1/SIGNUP.EXE
4402227 C:/WINDOWS/INF/MSMOUSE.INF
3838 C:/WINDOWS/HELP/OVERVIEW.HLP
2893785 C:/WINDOWS/SYSTEM/DMCONFIG.EXE
4402235 C:/WINDOWS/INF/NDSCLLINF
2893766 C:/WINDOWS/SYSTEM/SYSTHUNK.DLL
3072014 C:/PROGRA~1/NETMEE~1/OSSAPI.DLL
3072029 C:/PROGRA~1/NETMEE~1/MNMCMG_.DLL
3832 C:/WINDOWS/HELP/PASTE.AVI
3835 C:/WINDOWS/HELP/TASKSWCH.AVI
4347239 2 C:/WINDOWS/SYSTEM/IOSUBSYS/CDTSD.VXD
3753 C:/WINDOWS/HELP/APMCP.HLP
3081991 C:/PROGRA~1/ACCESS~1/HYPERT~1/HYPERTRM.EXE
5434381 C:/PROGRA~1/ONLINE~1/AT&T/ONLINEBT.GIF
4402393 C:/WINDOWS/INF/IMDMSONIX.INF

97

Author retains full rights.



5737 ..c  -/[-rwXrwxrwx 00 2893786 C:/WINDOWS/SYSTEM/DISKMGMT.VXD
6992..c  -/-rWXrwxrwx 00 2893910 C:/WINDOWS/SYSTEM/DISPDIB.DLL
29184 ..c  -/-rwXrwxrwx 00 2893762 C:/WINDOWS/SYSTEM/POWERCFG.DLL
51200..c  -/-rWXrwxrwx 00 2893937 C:/WINDOWS/SYSTEM/CONFLNK.DLL
766..c  -/-rwxrwxrwx 00 4685082 C:/WINDOWS/CURSORS/PEN_1.CUR
30194..c  -/-rWXrwxrwx 00 2770361 C:/WINDOWS/MEDIA/Robotz Exclamation.wav (ROBOT~10.WAV)
2546..c  -/-rWXrwxrwx 00 2679602 C:/WINDOWS/EXTRA.TXT
43620..c  -/-rWXrwxrwx 00 3724 C:/WINDOWS/HELP/MSPAINT.HLP
2448 .c  -/-rWXrwxrwx 00 4765707 C:/WINDOWS/SHELLNEW/LOTUS.WK4
35511..c  -/-rWXrwxrwx 00 2893751 C:/WINDOWS/SYSTEM/LPT.VXD
13760..c  -/-rwxrwxrwx 00 3072027 C:/PROGRA~1/NETMEE~1/MNMCLP_.DLL
4096..c  d/drwxrwxrwx 00 3857286 C:/WINDOWS/JAVA/TRUSTLIB
910..c  -/-rwxrwxrwx 00 3720 C:/WINDOWS/HELP/HYPERTRM.CNT
32256..c  -/-r-Xr-xr-x 00 3081874 C:/PROGRA~1/ACCESS~1/mspcx32.dll (MSPCX32.DLL)
384512..c  -/-rwxXrwxrwx 00 2893727 C:/WINDOWS/SYSTEM/MFCO40.DLL
766..c  -/-rwxrwxrwx 00 4685086 C:/WINDOWS/CURSORS/SIZE1_L.CUR
260480..c  -/-rwxrwxrwx 00 2893759 C:/WINDOWS/SYSTEM/SYSDM.CPL
33304..c  -/-rWXrwxrwx 00 4402431 C:/WINDOWS/INF/MDMVV.INF
28160..c  -/-rwXrwxrwx 00 5484697 C:/WINDOWS/SYSTEM/VIEWERS/VSWMF.DLL
3l..c  -/-rwXrwxrwx 00 23 C:/CONFIG.WIN
77312..c  -/-rwXrwxrwx 00 2679619 C:/WINDOWS/TWAIN_32.DLL
7315..c  -/-rwXrwxrwx 00 3802 C:/WINDOWS/HELP/TELEPHON.HLP
5676..c  -/-rwXrwxrwx 00 2894020 C:/WINDOWS/SYSTEM/QUARTZ.VXD
11618..c  -/-rwxrwxrwx 00 3747 C:/WINDOWS/HELP/FREECELL.HLP
36352..c  -/-rWXrwxrwx 00 2679648 C:/WINDOWS/QFECHECK.EXE
21852..c  -/-rwXrwxrwx 00 4402219 C:/WINDOWS/INF/MSDET.INF
12490..c  -/-rwXrwxrwx 00 2770414 C:/WINDOWS/MEDIA/Musica Restore Down.wav (MUSIC~16.WAV)
64512..c  -/-rWXrwxrwx 00 5484689 C:/WINDOWS/SYSTEM/VIEWERS/VSFLW.DLL
21975..c  -/-rwxrwxrwx 00 2907161 C:/WINDOWS/COMMAND/DISKCOPY.COM
65024 ..c  -/-rWXrwxrwx 00 2679569 C:/WINDOWS/PACKAGER.EXE
92160..c  -/-rWXrwxrwx 00 2893911 C:/WINDOWS/SYSTEM/ICCVID.DLL
470..c  -/-rwWXrwxrwx 00 2679763 C:/WINDOWS/Houndstooth.bmp (HOUNDS~1.BMP)
28672..c  -/-rwXrwxrwx 00 2679663 C:/WINDOWS/TASKMAN.EXE
12032..c  -/-rwxrwxrwx 00 2893746 C:/WINDOWS/SYSTEM/SERIALUI.DLL
14007 ..c  -/-rwWXrwxrwx 00 3842 C:/WINDOWS/HELP/FILEXFER.HLP
3462 ..c  -/[-rwXrwxrwx 00 2770372 C:/WINDOWS/MEDIA/Utopia Menu Command.wav (UTOPI~17.WAV)
27136..c  -/-rwWXrwxrwx 00 2893807 C:/WINDOWS/SYSTEM/AWKRNL32.DLL
23617..c  -/-rWXrwxrwx 00 4402338 C:/WINDOWS/INF/MDMGATEW.INF
16384 ..c  -/-rwXrwxrwx 00 2893736 C:/WINDOWS/SYSTEM/WNASPI32.DLL
9216..c  -/-rWXrwxrwx 00 2907169 C:/WINDOWS/COMMAND/START.EXE
951..c  -/-rwxrwxrwx 00 4402218 C:/WINDOWS/INF/MSCDROM.INF
1716224 .c  -/-rwXrwxrwx 00 13753 C:/WINFILES/WIN95_27.CAB
3862..c  -/-rwXrwxrwx 00 4402427 C:/WINDOWS/INF/SERWAVE.INF
82816..c  -/-rWXrwxrwx 00 2893734 C:/WINDOWS/SYSTEM/PIFMGR.DLL
2644 .c  -/-rWXrwxrwx 00 5434384 C:/PROGRA~1/ONLINE~1/AT&T/SHOPBTN.GIF
11063..c  -/-rwxrwxrwx 00 43472409 C:/WINDOWS/SYSTEM/IOSUBSYS/TORISAN3.VXD
4096..c  d/drwxrwxrwx 00 14491909 C:/PROGRA~1/ONLINE~1/AOL
5856..c  -/-rwXrwxrwx 00 2893749 C:/WINDOWS/SYSTEM/COMM.DRV
10190..c  -/-rwXrwxrwx 00 43472395 C:/WINDOWS/SYSTEM/IOSUBSYS/DISKVSD.VXD
1716224 .c  -/-rwWXrwxrwx 00 13747 C:/WINFILES/WIN95_21.CAB
15872..c  -/-rwxrwxrwx 00 2893725 C:/WINDOWS/SYSTEM/MFCN30.DLL
95708..c  -/-rWXrwxrwx 00 2770510 C:/WINDOWS/MEDIA/Utopia Asterisk.wav (UTOPI~11.WAV)
9584 ..c  -/-rWXrwxrwx 00 3791 C:/WINDOWS/HELP/MMDRV.HLP
5584 ..c  -/-rwXrwxrwx 00 2893913 C:/WINDOWS/SYSTEM/MCIOLE.DLL
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9133..c  -/-rWXrwxrwx 00 3750 C:/WINDOWS/HELP/WINMINE.HLP
464896 ..c  -/-rwXrwxrwx 00 13728 C:/WINFILES/WIN95_02.CAB
81390..c  -/-rWXrwxrwx 00 2770477 C:/WINDOWS/MEDIA/Robotz Open.wav (ROBOT~12.WAYV)
1701..c  -/-rwxrwxrwx 00 4402429 C:/WINDOWS/INF/TAMWRAP.INF
38517..c  -/-rWXrwxrwx 00 2679612 C:/WINDOWS/PROGRAMS.TXT
766..c  -/-rWXrwxrwx 00 4685067 C:/WINDOWS/CURSORS/BUSY_1.CUR
4570..c  -/-rwXrwxrwx 00 4765704 C:/WINDOWS/SHELLNEW/AMIPRO.SAM
2135..c  -/-rWXrwxrwx 00 2907179 C:/WINDOWS/COMMAND/DBLSPACE.SYS
26496 ..c  -/-rwWXrwxrwx 00 3929093 C:/PROGRA~1/WINDOW~1/MLSHEXT.DLL
116..c  -/-rwxrwxrwx 00 2679701 C:/WINDOWS/SYSTEM.CB
36008..c  -/-rWXrwxrwx 00 4402364 C:/WINDOWS/INF/MDMMOTO.INF
1510732..c  -/-rWXrwxrwx 00 3833 C:/WINDOWS/HELP/SCROLL.AVI
16384 ..c  d/drwxrwxrwx 00 2679631 C:/WINDOWS/DESKTOP
441905..c  -/-rwXrwxrwx 00 13708 C:/WINFILES/MINI.CAB
112640..c  -/-rwxrwxrwx 00 2893996 C:/WINDOWS/SYSTEM/OLEDLG.DLL
9089..c  -/-rWXrwxrwx 00 4402199 C:/WINDOWS/INF/INFRARED.INF
23377..c  -[-rwWXrwxrwx 00 2679605 C:/WINDOWS/HARDWARE.TXT
56688..c  -/-rWXrwxrwx 00 3072032 C:/PROGRA~1/NETMEE~1/MNMFT_.DLL
28561..c  -/-rwXrwxrwx 00 2679614 C:/WINDOWS/TIPS.TXT
28812..c  -/-rwXrwxrwx 00 4402423 C:/WINDOWS/INF/MDMZY XLD.INF
25882..c  -/-rwxrwxrwx 00 2907153 C:/WINDOWS/COMMAND/SORT.EXE
7728 ..Cc  -I-rWXrwxrwx 00 2893780 C:/WINDOWS/SYSTEM/CMTHUNKS.DLL
1716224 .c  -/-rWXrwxrwx 00 13734 C:/WINFILES/WIN95_08.CAB
41472 .c  -I-rWXrwXrwx 00 2907172 C:/WINDOWS/COMMAND/XCOPY32.EXE
22743 ..c  -/-rwWXrwxrwx 00 4402348 C:/WINDOWS/INF/MDMINSYS.INF
414208..c  -/-rwXrwxrwx 00 2894080 C:/WINDOWS/SYSTEM/KERNEL32.DLL
1716224 .c  -/-rWXrwxrwx 00 13739 C:/WINFILES/WIN95_13.CAB
10891 ..c  -/-rwXrwxrwx 00 4402369 C:/WINDOWS/INF/MDMNEUHS.INF
21733..c  -/-rwXrwxrwx 00 4402265 C:/WINDOWS/INF/NETOLI.INF
89126..c  -/-rWXrwxrwx 00 2770438 C:/WINDOWS/MEDIA/Jungle Asterisk.wav (JUNGL~11.WAV)
10026 ..c  -/-rwWXrwxrwx 00 3072023 C:/PROGRA~1/NETMEE~1/RINGIN.WAV
18736..c  -/-rwXrwxrwx 00 2893928 C:/WINDOWS/SYSTEM/MCISEQ.DRV
19927 ..c  -/-rwXrwxrwx 00 2907157 C:/WINDOWS/COMMAND/KEYB.COM
27632..c  -/-rwXrwxrwx 00 2893938 C:/WINDOWS/SYSTEM/CTL3DV2.DLL
15281 ..c  -/-rwXrwxrwx 00 4402324 C:/WINDOWS/INF/MDMCRTIX.INF
26351..c  -/-rWXrwxrwx 00 4402378 C:/WINDOWS/INF/MDMPACE.INF
766..c  -/-rWXrwxrwx 00 4685094 C:/WINDOWS/CURSORS/SIZE4_1.CUR
4608..c  -/-rwXrwxrwx 00 2894039 C:/WINDOWS/SYSTEM/DEVMGR32.DLL
15372..c  -/-rwXrwxrwx 00 2770525 C:/WINDOWS/MEDIA/Utopia Restore Up.wav (UTOPIA~3.WAV)
832222..c  -/-rwxXrwxrwx 00 3834 C:/WINDOWS/HELP/SIZEWIN.AVI
67696 ..c  -/-rWXrwxrwx 00 2893926 C:/WINDOWS/SYSTEM/MCIAVI.DRV
8192..c  -/-rwXrwxrwx 00 64 C:/FILE0006.CHK
74026 .. -/-rWXrwXrwx 00 2770325 C:/WINDOWS/MEDIA/Jungle Menu Command.wav (JUNGL~17.WAV)
6160..c  -/-rWXrwxrwx 00 2893718 C:/WINDOWS/SYSTEM/ENABLE3.DLL
39795..c  -/-rWXrwxrwx 00 2679679 C:/WINDOWS/INFRARED.TXT
59964 ..c  -/-rWXrwxrwx 00 3764234 C:/WINDOWS/SYSTEM/COLOR/MNEBUG18.ICM
23025..c  -/-rwXrwxrwx 00 2894124 C:/WINDOWS/SYSTEM/FILESEC.VXD
18480..c  -/-rwXrwxrwx 00 2894076 C:/WINDOWS/SYSTEM/WAVEWRAP.DRV
10268..c  -/-rwXrwxrwx 00 3755 C:/WINDOWS/HELP/UNIMDM.HLP
14918 ..c  -/-rwXrwxrwx 00 3762 C:/WINDOWS/HELP/WINDOWS.CNT
23664 ..c  -/-rwWXrwxrwx 00 4402332 C:/WINDOWS/INF/MDMELSA.INF
185898..c  -/-rwxrwxrwx 00 3078277 C:/WINDOWS/SYSTEM/VMM32/IFSMGR.VXD
38389..c  -/-rwxrwxrwx 00 3787 C:/WINDOWS/HELP/MSNPSS.HLP
161280..c  -/-rwxXrwxrwx 00 2893743 C:/WINDOWS/SYSTEM/CRTDLL.DLL
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8055..c  -/-rwxXrwxrwx 00 4402270 C:/WINDOWS/INF/NETRACAL.INF
91136..c  -/-rWXrwxrwx 00 2894010 C:/WINDOWS/SYSTEM/SPOOLSS.DLL
44867 ..c  -/-rWXrwXrwx 00 2679563 C:/WINDOWS/SMARTDRV.EXE
20616 ..c  -/-rwXrwxrwx 00 2894068 C:/WINDOWS/SYSTEM/TAPIADDR.DLL
16384 ..c  -/-rwXrwxrwx 00 2893788 C:/WINDOWS/SYSTEM/CHIADI.DLL
196..c  -/-rwxrwxrwx 00 3743 C:/WINDOWS/HELP/FREECELL.CNT
114688..c  -/-rwxrwxrwx 00 3072016 C:/PROGRA~1/NETMEE~1/SOEDBER.DLL
5632..c  -/-rwXrwxrwx 00 4765710 C:/WINDOWS/SHELLNEW/EXCEL.XLS
7288..Cc  -/-rWXrwxrwx 00 4402207 C:/WINDOWS/INF/MFOSLI.INF
30..c  -/-rwxXrwxrwx 00 4765708 C:/WINDOWS/SHELLNEW/WORDPFCT.WPD
17175..c  -/-rwXrwxrwx 00 2907175 C:/WINDOWS/COMMAND/DISPLAY.SYS
28539..c  -/-rwxrwxrwx 00 4402389 C:/WINDOWS/INF/IMDMROCKA4.INF
12800..c  -/-rwXrwxrwx 00 2893870 C:/WINDOWS/SYSTEM/INTERNAT.EXE
26555..c  -/-rwXxrwxrwx 00 4402333 C:/WINDOWS/INF/MDMERIC.INF
16384 ..c  -/-rwXrwxrwx 00 2893884 C:/WINDOWS/SYSTEM/TREENVCL.DLL
11932..c  -/-rwXrwxrwx 00 2770399 C:/WINDOWS/MEDIA/Musica Question.wav (MUSICA~9.WAV)
0.ac  -/-rwXrwxrwx 00 2680041 C:/WINDOWS/WIN386.SWP
96784 ..c  -/-rWXrwxrwx 00 2894225 C:/WINDOWS/SYSTEM/3D Flower Box.scr (3DFLOW~1.SCR)
35436..c  -/-rWXrwxrwx 00 4402312 C:/WINDOWS/INF/MDMAUS.INF
334848..c  -/-rwxrwxrwx 00 2893814 C:/WINDOWS/SYSTEM/OIDIS400.DLL
8192..c  -/-rwXrwxrwx 00 78 C:/FILE0013.CHK
7680..Cc  -/-rWXrwxrwx 00 2894072 C:/WINDOWS/SYSTEM/SMMSETUP.DLL
17408..c  -/-rwXrwxrwx 00 2894041 C:/WINDOWS/SYSTEM/DOCPROP.DLL
34746..Cc  -[-rWXrwXrwx 00 4402363 C:/WINDOWS/INF/MDMMIX.INF
27094 ..c  -/-rwXrwxrwx 00 2907174 C:/WINDOWS/COMMAND/COUNTRY.SYS
16976..c  -/-rwXrwxrwx 00 2893930 C:/WINDOWS/SYSTEM/MIDIMAP.DRV
4096..c  d/drwxrwxrwx 00 2679653 C:/WINDOWS/CURSORS
231936..c  -/-rwXrwxrwx 00 2893834 C:/WINDOWS/SYSTEM/FTSRCH.DLL
4416..c  -/-rwXrwxrwx 00 3072053 C:/PROGRA~1/NETMEE~1/MNMSHCO.EXE
12394 .c  -/-rwXrwxrwx 00 4402271 C:/WINDOWS/INF/NETSERVR.INF
2100..c  -/-rWXrwxrwx 00 2679646 C:/WINDOWS/DBLBUFF.SYS
145446 ..c  -/-rwXrwXxrwx 00 2770435 C:/WINDOWS/MEDIA/Jungle Question.wav (JUNGLE~9.WAYV)
26940..c  -/-rwXrwxrwx 00 3792 C:/WINDOWS/HELP/MPLAYER.HLP
60096 ..c  -/-rWXrwxrwx 00 43474470 C:/WINDOWS/FONTS/SYMBOL.TTF
1920..c  -/-rwxrwxrwx 00 3728 C:/WINDOWS/HELP/WORDPAD.CNT
7524 .c  -I-rWXrwxrwx 00 4402272 C:/WINDOWS/INF/NETSILC.INF
55438..c  -/-rwxXrwxrwx 00 2893754 C:/WINDOWS/SYSTEM/UNIMODEM.VXD
59129..c  -/-rWXrwxrwx 00 4347239 1 C:/WINDOWS/SYSTEM/IOSUBSYS/CDFS.VXD
156160..c  -/-rWXrwxrwx 00 3072009 C:/PROGRA~1/NETMEE~1/MCATIPX.DLL
16208..c  -/-rwXrwxrwx 00 2893781 C:/WINDOWS/SYSTEM/DESKMG16.DLL
59980..c  -/-rWXrwxrwx 00 3764237 C:/WINDOWS/SYSTEM/COLOR/MNP22G18.ICM
156760..c  -/-rwxrwxrwx 00 2770498 C:/WINDOWS/MEDIA/Utopia Windows Start.wav (UTOPIA~7.WAV)
6729752..c  -/-rWXrwxrwx 00 5018503 C:/PROGRA~1/ONLINE~1/AOL/SETUP32.EXE
22016..c  -/-r-xr-xr-x 00 3801227 C:/PROGRA~1/THEMIC~1/CCDIALER.EXE
1173..c  -/-rwxXrwxrwx 00 5434392 C:/PROGRA~1/ONLINE~1/AT&T/WNMENU.HTM
31886..Cc  -/-rWXrwxrwx 00 3765 C:/WINDOW S/HELP/CALC.HLP
42300..c  -/-rWXrwxrwx 00 4402214 C:/WINDOWS/INF/MONITORA4.INF
5184..c  -/-rwXrwxrwx 00 13720 C:/WINFILES/SETUP.EXE
2471 .c  -I-rWXrwxrwx 00 5434378 C:/PROGRA~1/ONLINE~1/AT&T/EASYBTN.GIF
2135..c  -/-rWXrwxrwx 00 2907142 C:/WINDOWS/COMMAND/DRVSPACE.SYS
16149 ..c  -/-rwXrwxrwx 00 4402278 C:/WINDOWS/INF/NETTCC.INF
2497 .c  -I-rWXrwxrwx 00 2894051 C:/WINDOWS/SYSTEM/CONTROL.INF
41420..c  -/-rWXrwxrwx 00 3739 C:/WINDOWS/HELP/WANGIMG.HLP
4788 ..c  -[-rwXrwxrwx 00 4402181 C:/WINDOWS/INF/ADAPTER.INF
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4608..c  -/-rWXIrWXrwx 0 0 3072011 C:/PROGRA~1/NETMEE~1/MCS32.DLL
27076..c  -/[-rwxrwxrwx 0 0O 5434380 C:/PROGRA~1/ONLINE~1/AT&T/MGRMAP.GIF
4608..c  -/-rWXIrWXxrwx 0 0 2679570 C:/WINDOWS/PBRUSH.EXE
8192..c  -/-rwXrwxrwx 00 74 C:/FILE0012.CHK
10240..c  -/-rwxrwxrwx 0 0O 2893809 C:/WINDOWS/SYSTEM/AWVIEW32.DLL
5632..c  -/-rWXIrwWxrwx 0 0 2893742 C:/WINDOWS/SYSTEM/NTDLL.DLL
1716224 ..c  -/-rWXIrwWXrwx 00 13729 C:/WINFILES/WIN95_03.CAB
131072..c  -/-rwxrwxrwx 0 0 2894079 C:/WINDOWS/SYSTEM/GDI32.DLL
10768..c  -/-rwxrwxrwx 0 0 2679669 C:/WINDOWS/NDDENB.DLL
2375..c  -/-rwXrwxrwx 0 0 3081871 C:/PROGRA~1/ACCESS~1/SLIP.SCP
1716224 ..c  -/-rWXIrwxrwx 00 13745 C:/WINFILES/WIN95_19.CAB
766..Cc  -/-rwxrwxrwx 0 0 4685100 C:/WINDOWS/CURSORS/WAIT_1.CUR
5739..c  -/-rWXrwxrwx 00 13707 C:/WINFILES/LAYOUTL.INF
52224 .c  -/-rwXrwxrwx 0 0 2893821 C:/WINDOWS/SYSTEM/OIUI400.DLL
67072..c  -/l-rwxrwxrwx 0 0 2893757 C:/WINDOWS/SYSTEM/MAIN.CPL
33251..c  -/-rwxrwxrwx 0 0O 4402381 C:/WINDOWS/INF/MDMPNB.INF
6816..c  -/-rwXrwxrwx 0 O 4402246 C:/WINDOWS/INF/NETCPQ.INF
133392..c  -/-rwxrwxrwx 0 0 2893726 C:/WINDOWS/SYSTEM/MFCO30.DLL
766..Cc  -/-rwxrwxrwx 0 0 4685081 C:/WINDOWS/CURSORS/NO_M.CUR
71680..C  -/-rwXrwxrwx 0 0 2894119 C:/WINDOWS/SYSTEM/NWLSPROC.EXE
1295..c  -/-rwxrwxrwx 0 0O 5434374 C:/PROGRA~1/ONLINE~1/AT&T/ATTLOGO.GIF
2898..c  -/-rwXrwxrwx 0 0O 4402268 C:/WINDOWS/INF/NETPPP.INF
35608..c  -/-rwXrwxrwx 0 0O 4402188 C:/WINDOWS/INF/CEMMF.INF
63488..c  -/-rwxrwxrwx 0 0 2894036 C:/WINDOWS/SYSTEM/APPWIZ.CPL
2096..c  -/-rwXrwxrwx 0 0 2893747 C:/WINDOWS/SYSTEM/UMDM16.DLL
19632..c  -/-r-xr-xr-x 0 O 43474461 C:/WINDOWS/FONTS/SMALLF.FON
14032..c  -/-rwxrwxrwx 0 0 2679668 C:/WINDOWS/NDDEAPI.DLL
18944.c  -/[-rwxrwxrwx 0 0O 2893896 C:/WINDOWS/SYSTEM/IMAADP32.ACM
67584..Cc  -/[-rwxrwxrwx 0 0 2894092 C:/WINDOWS/SYSTEM/MSNP32.DLL
33272..c  -/-rwxrwxrwx 0 0O 2894065 C:/WINDOWS/SYSTEM/TELEPHON.CP$
7168..c  -/-rwXrwxrwx 0 O 4402254 C:/WINDOWS/INF/INETFLEX.INF
25704..c  -/-rwxrwxrwx 0 O 4402407 C:/WINDOWS/INF/MDMTRON.INF
766..Cc  -/-rwxrwxrwx 0 0 4685093 C:/WINDOWS/CURSORS/SIZE3_M.CUR
119296..c  -/-rwxXrwxrwx 0 0O 2894089 C:/WINDOWS/SYSTEM/MPRSERV.DLL
44991 ..c  -/-rwXrwxrwx 0 0O 4402413 C:/WINDOWS/INF/MDMUSRSP.INF
4096 ..c  d/drwxrwxrwx 0 0 14491912 C:/PROGRA~1/ONLINE~1/CompuServe (COMPUS~1)
1716224 ..c  -/-rWXIrWXrwx 00 13743 C:/WINFILES/WIN95_17.CAB
17192..c  -/l-rwxrwxrwx 0 0 2894007 C:/WINDOWS/SYSTEM/LPTENUM.VXD
4096 ..c  -/-rWXIWXrwx 0 0O 2894096 C:/WINDOWS/SYSTEM/NETAPI32.DLL
28422.c  -/-rwxrwxrwx 00 3729 C:/WINDOWS/HELP/WORDPAD.HLP
519340..c  -/-rwXrwxrwx 00 3773 C:/WINDOWS/HELP/WINDOWS.HLP
137728..c  -/-rwxrwxrwx 0 0 2893816 C:/WINDOWS/SYSTEM/OIGFS400.DLL
409600..c  -/-rwXrwxrwx 00 21 C:/FILE0001.CHK
12800..c  -/-rwxrwxrwx 0 0 2893813 C:/WINDOWS/SYSTEM/OICOM400.DLL
766..Cc  -/-rwxrwxrwx 0 0 4685069 C:/WINDOWS/CURSORS/BUSY_M.CUR
129078..c  -/-r-xr-xr-x 00 32 C:/logo.sys (LOGO.SYS)
46656..c  -/-rwXrwxrwx 0 0 2907143 C:/WINDOWS/COMMAND/EXTRACT.EXE
59928..c  -/-rwxrwxrwx 0 0O 4402260 C:/WINDOWS/INF/NETINFO.INF
86798..c  -/-rwXrwxrwx 0 0 2770501 C:/WINDOWS/MEDIA/Utopia Windows Exit.wav (UTOPIA~8.WAV)
7309..c  -/-rwXrwxrwx 0 0 2679613 C:/WINDOWS/SUPPORT.TXT
17412 .c  -[-r-xr-xr-x 0 O 43474469 C:/WINDOWS/FONTS/MARLETT.TTF
766..Cc  -/-rwxrwxrwx 0 0 4685092 C:/WINDOWS/CURSORS/SIZE3_L.CUR
392..c  -/-rwxrwxrwx 00 3789 C:/WINDOWS/HELP/SNDVOL32.CNT
66267 ..C  -/[-rWXrwxrwx 00 3796 C:/WINDOWS/HELP/CONF.HLP
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32012..
10272 ..
6656 ..
146784 .
57344 ..
24919 ..
2436 ..
766 .
21504 ..
4096 ..
6940 ..
14651 ..
733.
206.
33018..
10760 ..
202.
8192 ..
72704 ..
140288 ..
6010 ..
11776..
88753 ..
98330..
204288 ..
23314 ..
7424 ..
62464 ..
5532..
22096 ..
53399..
1978 ..
29696 ..
14596 ..
166954 .
3632..
1716224 .
62629 ..
70426 ..
37888 ..
29184 ..
4096 ..
129578 ..
10640 ..
1716224 .
16690 ..
37696 ..
582.
6928 ..
6144 ..
104960 ..
55408 ..
4096 ..
68938 ..
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4402232 C:/WINDOWS/INF/MSWEBSVR.INF
2770396 C:/WINDOWS/MEDIA/Musica Critical Stop.wav (MUSICA~1.WAV)
2894097 C:/WINDOWS/SYSTEM/NETBIOS.DLL
2893761 C:/WINDOWS/SYSTEM/DESKCP16.DLL
2894193 C:/WINDOWS/SYSTEM/FTE.DLL
4402197 C:/WINDOWS/INF/IMAGEVUE.INF
4402190 C:/WINDOWS/INF/DECPSMWA4.INF
4685090 C:/WINDOWS/CURSORS/SIZE2_M.CUR
2893800 C:/WINDOWS/SYSTEM/DSKAPI32.DLL
3071879 C:/PROGRA~1/PLUS!
2907168 C:/WINDOWS/COMMAND/NLSFUNC.EXE
4402224 C:/WINDOWS/INF/MSHDC.INF
3081870 C:/PROGRA~1/ACCESS~1/CIS.SCP

3744 C:/WINDOWS/HELP/MSHEARTS.CNT

3733 C:/WINDOWS/HELP/BACKUP.HLP
2770513 C:/WINDOWS/MEDIA/Utopia Open.wav (UTOPI~12.WAV)

3805 C:/WINDOWS/HELP/AMOVIE.CNT

86 C:/FILE0015.CHK

2894025 C:/WINDOWS/SYSTEM/RNAUI.DLL
2893838 C:/WINDOWS/SYSTEM/ICM32.DLL
4402195 C:/WINDOWS/INF/GPS.INF
2893745 C:/WINDOWS/SYSTEM/PKPD32.DLL

3767 C:/WINDOWS/HELP/DRVSPACE.HLP
2770349 C:/WINDOWS/MEDIA/Utopia Recycle.wav (UTOPIA~5.WAV)
2679657 C:/WINDOWS/EXPLORER.EXE
4402264 C:/WINDOWS/INF/NETNOVEL.INF
2893713 C:/WINDOWS/SYSTEM/NWNDS.DLL
3081868 C:/PROGRA~1/ACCESS~1/write32.wpc (WRITE32.WPC)
2893987 C:/WINDOWS/SYSTEM/STDOLE.TLB
2893758 C:/WINDOWS/SYSTEM/MAINCP16.DLL
3078280 C:/WINDOWS/SYSTEM/VMM32/MRCI2.VXD

3721 C:/WINDOWS/HELP/MSPAINT.CNT
3072031 C:/PROGRA~1/NETMEE~1/MNMCPI32.DLL
2893772 C:/WINDOWS/SYSTEM/CONAGENT.EXE
2770456 C:/WINDOWS/MEDIA/Jungle Error.wav (JUNGLE~4.WAV)
2679652 C:/WINDOWS/WINVER.EXE

13730 C:/WINFILES/WIN95_04.CAB
4402301 C:/WINDOWS/INF/WAVE.INF
2770474 C:/WINDOWS/MEDIA/Robotz Asterisk.wav (ROBOT~11.WAV)
2893888 C:/WINDOWS/SYSTEM/SYSTRAY.EXE
5484687 C:/WINDOWS/SYSTEM/VIEWERS/VSDRW.DLL
36 C:/FILEO003.CHK
2770441 C:/WINDOWS/MEDIA/Jungle Open.wav (JUNGL~12.WAV)
2894002 C:/WINDOWS/SYSTEM/MSGSRV32.EXE
13744 C:/WINFILES/WIN95_18.CAB

2679611 C:/WINDOWS/PRINTERS.TXT
4402211 C:/WINDOWS/INF/MONITOR.INF
2679760 C:/WINDOWS/Carved Stone.bmp (CARVED~1.BMP)
2893908 C:/WINDOWS/SYSTEM/DCIMAN.DLL
2893748 C:/WINDOWS/SYSTEM/UMDM32.DLL
2893815 C:/WINDOWS/SYSTEM/OIFIL400.DLL
3072048 C:/PROGRA~1/NETMEE~1/MNMUT_.DLL
3071885 C:/PROGRA~1/Windows Messaging (WINDOW~1)
3078278 C:/WINDOWS/SYSTEM/VMM32/I0S.VXD
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6729752 ..
3552 ..
16782 ..
28643 ..
11794 ..
154880 ..
24616 ..
461.
109229 ..
284784 .
14336 ..
42749 ..
54150 ..
202896 ..
38400 ..
7712 ..
19827 ..
4785 ..
65271 ..
766 .
7680 ..
829.
20208 ..
9787 ..
14624 ..
7272 ..
157.
766 .
41621 ..
26624 ..
766 .
23.

0..
2392 ..
754922 ..
537.
1472 ..
17920..
43008 ..
32768 ..
342.
9079 ..
20992 ..
5632 ..
26584 ..
3115..
101888 ..
56039 ..
23906 ..
23529..
49756 ..
15376 ..
1716224 .
32206 ..
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13723 C:/WINFILES/SETUP32.EXE
2894011 C:/WINDOWS/SYSTEM/WINSPL16.DRV
4402247 C:/WINDOWS/INF/NETDCA.INF
4402376 C:/WINDOWS/INF/MDMOPTN.INF
2679606 C:/WINDOWS/INTERNET.TXT
2893703 C:/WINDOWS/SYSTEM/COMMCTRL.DLL
4402408 C:/WINDOWS/INF/MDMTRUST.INF
4765705 C:/WINDOWS/SHELLNEW/PRESENTA.SHW
2679675 C:/WINDOWS/NET.MSG
2893711 C:/WINDOWS/SYSTEM/NETDI.DLL
2894009 C:/WINDOWS/SYSTEM/ADDREG.EXE
2893890 C:/WINDOWS/SYSTEM/VGATEWAY.VXD
2770468 C:/WINDOWS/MEDIA/Robotz Critical Stop.wav (ROBOTZ~1.WAV)
2893764 C:/WINDOWS/SYSTEM/DIBENG.DLL
5484688 C:/WINDOWS/SYSTEM/VIEWERS/VSEXE2.DLL
2893934 C:/WINDOWS/SYSTEM/MOUSE.DRV
4402238 C:/WINDOWS/INF/NETAMD.INF
2894116 C:/WINDOWS/SYSTEM/LMSCRIPT.EXE
2907141 C:/WINDOWS/COMMAND/DRVSPACE.BIN
4685095 C:/WINDOWS/CURSORS/SIZE4_L.CUR
3072047 C:/PROGRA~1/NETMEE~1/MNMTPH32.DLL
3081990 C:/PROGRA~1/ACCESS~1/HYPERT~1/AT&T Mail.ht (AT&TMA~1.HT)
4402248 C:/WINDOWS/INF/NETDEC.INF
3078279 C:/WINDOWS/SYSTEM/VMM32/QEMMFIX.VXD
2893791 C:/WINDOWS/SYSTEM/VGAFULL.3GR
4402297 C:/WINDOWS/INF/SHELL3.INF
3745 C:/WINDOWS/HELP/SOL.CNT
4685101 C:/WINDOWS/CURSORS/WAIT_L.CUR
4402399 C:/WINDOWS/INF/MDMTELIN.INF
3081876 C:/PROGRA~1/ACCESS~1/pcximp32.flt (PCXIMP32.FLT)
4685072 C:/WINDOWS/CURSORS/CROSS_M.CUR
5434395 C:/PROGRA~1/ONLINE~1/AT&T/CANCEL.INS
2679706 C:/WINDOWS/NDISLOG.TXT
4402285 C:/WINDOWS/INF/NODRIVER.INF
3831 C:/WINDOWS/HELP/MOVEWIN.AVI
13727 C:/WINFILES/WB160OFF.EXE
13725 C:/WINFILES/SUHELPER.BIN
2894093 C:/WINDOWS/SYSTEM/MSPP32.DLL
2894102 C:/WINDOWS/SYSTEM/NWPP32.DLL
2894026 C:/WINDOWS/SYSTEM/LIGHTS.EXE
3841 C:/WINDOWS/HELP/FILEXFER.CNT
3839 C:/WINDOWS/HELP/EXPO.HLP
5484704 C:/WINDOWS/SYSTEM/VIEWERS/QUIKVIEW.EXE
2893909 C:/WINDOWS/SYSTEM/DCIMAN32.DLL
4402316 C:/WINDOWS/INF/IMDMBSCH.INF
5434376 C:/PROGRA~1/ONLINE~1/AT&T/CUSTCARE.GIF
3072020 C:/PROGRA~1/NETMEE~1/MSCONFFT.EXE
4402213 C:/WINDOWS/INF/MONITOR3.INF
4402337 C:/WINDOWS/INF/MDMGAL.INF
3725 C:/WINDOWS/HELP/PACKAGER.HLP
4402424 C:/WINDOWS/INF/MDMZY XLG.INF
3072025 C:/PROGRA~1/NETMEE~1/MNMAL_.DLL
13732 C:/WINFILES/WIN95_06.CAB
4402329 C:/WINDOWS/INF/MDMDYNA.INF
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5864 ..c  -/-rwXrwxrwx 00 4402397 C:/WINDOWS/INF/MDMTDK.INF
766..c  -/-rwxrwxrwx 00 4685087 C:/WINDOWS/CURSORS/SIZE1_M.CUR
2501..c  -/-rwXrwxrwx 00 5434379 C:/PROGRA~1/ONLINE~1/AT&T/JUMPER.GIF
766..c  -/-rwxrwxrwx 00 4685070 C:/WINDOWS/CURSORS/CROSS_1.CUR
44 .c  -[-rwXrwxrwx 00 2679695 C:/WINDOWS/EXCHNG32.INI
6368..c  -/-rWXrwxrwx 00 3072034 C:/PROGRA~1/NETMEE~1/MNMHLP_.DLL
17904 .c  -/-rwXrwxrwx 00 2907170 C:/WINDOWS/COMMAND/SUBST.EXE
9872..c  -/-rWXrwxrwx 00 3072041 C:/PROGRA~1/NETMEE~1/MNMTDD_.DLL
294736..c  -/-rwXrwxrwx 00 3072039 C:/PROGRA~1/NETMEE~1/MNMSHCO_.DLL
6528..c  -/-rWXrwxrwx 00 2894098 C:/WINDOWS/SYSTEM/NW16.DLL
34566..c  -/-rWXrwxrwx 00 2907176 C:/WINDOWS/COMMAND/KEYBOARD.SYS
20574 ..c  -/-rwXrwxrwx 00 2907163 C:/WINDOWS/COMMAND/FC.EXE
14438..c  -/-rwxrwxrwx 00 2894132 C:/WINDOWS/SYSTEM/NW SP.VXD
20344 ..c  -/-rwxrwxrwx 00 2770420 C:/WINDOWS/MEDIA/Musica Error.wav (MUSICA~4.WAV)
10111..c  -/-rwxrwxrwx 00 4402257 C:/WINDOWS/INF/NETHP.INF
24400..c  -/-rwXrwxrwx 00 2893712 C:/WINDOWS/SYSTEM/NETOS.DLL
16714 .c  -/-rwxrwxrwx 00 4402353 C:/WINDOWS/INF/MDMKORTX.INF
4096..c  d/dr-xr-xr-x 00 2679753 C:/WINDOWS/ShellNew (SHELLNEW)
2893..c  -/-rWXrwxrwx 00 4402187 C:/WINDOWS/INF/BKUPAGNT.INF
29..c  -/-rwxrwxrwx 00 9 C:/CONFIG.DOS
4082..c  -/-rwXrwxrwx 00 5434375 C:/PROGRA~1/ONLINE~1/AT&T/BLGLOBE.GIF
48045..c  -/-rWXrwxrwx 00 4402217 C:/WINDOWS/INF/MOTOWN.INF
61952..c  -/-rwXrwxrwx 00 2894090 C:/WINDOWS/SYSTEM/MSAB32.DLL
105984 ..c  -/-rwxrwxrwx 00 2679565 C:/WINDOWS/REGEDIT.EXE
113664..c  -/-rwxXrwxrwx 00 2893923 C:/WINDOWS/SYSTEM/MSVIDEO.DLL
2715..c  -/-rwXrwxrwx 00 5434382 C:/PROGRA~1/ONLINE~1/AT&T/RELIABTN.GIF
38351..c  -/-rWXrwxrwx 00 2894172 C:/WINDOWS/SYSTEM/DRWATSON.EXE
1676..c  -/-rWXrwxrwx 00 5434386 C:/PROGRA~1/ONLINE~1/AT&T/SIGNUP_B.GIF
12144 .c  -/-rwXrwxrwx 00 4685062 C:/WINDOWS/CURSORS/HOURGLAS.ANI
81408..c  -/-rWXrwxrwx 00 5484703 C:/WINDOWS/SYSTEM/VIEWERS/VSXL5.DLL
12342..c  -/-rwxrwxrwx 00 4402372 C:/WINDOWS/INF/MDMNOVA.INF
32256..c  -/-rWXrwxrwx 00 5484683 C:/WINDOWS/SYSTEM/VIEWERS/SCCVIEW.DLL
12890..c  -/-rwXrwxrwx 00 4402269 C:/WINDOWS/INF/NETPROT.INF
5152..c  -/-rwXrwxrwx 00 3072050 C:/PROGRA~1/NETMEE~1/MNMALP.EXE
25088..c  -/-rwXrwxrwx 00 2893899 C:/WINDOWS/SYSTEM/MSGSM32.ACM
4096..c  d/d-wx-wx-wx 00 3071891 C:/PROGRA~1/The Microsoft Network (THEMIC~1)
29271.c  -/-rwxrwxrwx 00 2907158 C:/WINDOWS/COMMAND/MODE.COM
7968..c  -/-r-Xr-xr-x 00 43474457 C:/WINDOWS/FONTS/MODERN.FON
135288..c  -/-rwXrwxrwx 00 2894030 C:/WINDOWS/SYSTEM/PPPMAC.VXD
829..c  -/-rwXrwxrwx 00 3081999 C:/PROGRA~1/ACCESS~1/HYPERT~1/CompuServe.ht (COMPUS~1.HT)
21504 ..c  -/-rwXrwxrwx 00 2894100 C:/WINDOWS/SYSTEM/NWNET32.DLL
4313..c  -/-rwXrwxrwx 00 2893778 C:/WINDOWS/SYSTEM/REDIRECT.MOD
99..c  -/-r-xr-xr-x 00 5C:/BOOTLOG.PRV
32854..c  -/-rWXrwxrwx 00 2679577 C:/WINDOWS/Sandstone.bmp (SANDST~1.BMP)
129078..c  -/-rwxXrwxrwx 00 2679667 C:/WINDOWS/LOGOW.SYS
12800..c  -/-rwXrwxrwx 00 2894117 C:/WINDOWS/SYSTEM/MPREXE.EXE
995..c  -/-rwxXrwxrwx 00 13718 C:/WINFILES/SCANDISK.PIF
139712..c  -/-rwxrwxrwx 00 2894044 C:/WINDOWS/SYSTEM/GLU32.DLL
43096..c  -/-rWXrwxrwx 00 2770405 C:/WINDOWS/MEDIA/Musica Open.wav (MUSIC~12.WAV)
24576 ..c  -/-rWXrwxrwx 00 2894049 C:/WINDOWS/SYSTEM/SHSCRAP.DLL
766..c  -/-rwxrwxrwx 00 4685074 C:/WINDOWS/CURSORS/HELP_L.CUR
56336..c  -/-r-xr-xr-x 00 4347446 4 C:/WINDOWS/FONTS/SYMBOLE.FON
53552..c  -/-rWXrwxrwx 00 2893916 C:/WINDOWS/SYSTEM/MSACM.DLL
52320..c  -/-rWXrwxrwx 00 2893796 C:/WINDOWS/SYSTEM/SUPERVGA.DRV
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336938..c  -/-rwXrwxrwx 00 2770429 C:/WINDOWS/MEDIA/Jungle Windows Exit.wav (JUNGLE~8.WAV)
1517 ..c  -/-rwXrwxrwx 00 3811 C:/WINDOWS/HELP/W_IR.CNT
1769..c  -/-rwXrwxrwx 00 4765702 C:/WINDOWS/SHELLNEW/WINWORD2.DOC
501..c  -/-rwxrwxrwx 00 10 C:/SCANDISK.LOG
9216..Cc  -/-rWXrwXrwx 00 2894111 C:/WINDOWS/SYSTEM/SAPNSP.DLL
18572..c  -/-rwxrwxrwx 00 2893753 C:/WINDOWS/SYSTEM/SERIAL.VXD
156749..c  -/-rwxrwxrwx 00 2894135 C:/WINDOWS/SYSTEM/VREDIR.VXD
6730..c  -/-rWXrwxrwx 00 4402402 C:/WINDOWS/INF/MDMTGER.INF
30553..c  -/-rwxrwxrwx 00 4402308 C:/WINDOWS/INF/MDMARCHT.INF
1980..c  -/-rwxrwxrwx 00 4402281 C:/WINDOWS/INF/NETTULIP.INF
23455..c  -/-rwXrwxrwx 00 4402314 C:/WINDOWS/INF/MDMBOCA.INF
14160..c  -/-rwXrwxrwx 00 2894077 C:/WINDOWS/SYSTEM/SERWAVE.VXD
73275..c  -/-rWXrwxrwx 00 2679676 C:/WINDOWS/NETH.MSG
34923 ..c  -/-rWXrwxrwx 00 3719 C:/WINDOWS/HELP/ACCESS.HLP
766..c  -/-rWXrwxrwx 00 4685076 C:/WINDOWS/CURSORS/MOVE_1.CUR
52080..c  -/-rWXrwxrwx 00 2893891 C:/WINDOWS/SYSTEM/MODEM.CPL
57629..c  -/-rWXrwxrwx 00 4402294 C:/WINDOWS/INF/SETUPC.INF
37376..Cc  -/-rWXrwxrwx 00 2894086 C:/WINDOWS/SYSTEM/PASSWORD.CPL
5541..c  -/-rwxrwxrwx 00 5434387 C:/PROGRA~1/ONLINE~1/AT&T/TITLE2.GIF
23272..c  -/-rwXrwxrwx 00 4402360 C:/WINDOWS/INF/MDMMCOM.INF
11637..c  -/-rwXrwxrwx 00 2894028 C:/WINDOWS/SYSTEM/LOGGER.VXD
2125..c  -/-rwXrwxrwx 00 4402200 C:/WINDOWS/INF/IRDALAN.INF
11661..c  -/-rwXrwxrwx 00 3748 C:/WINDOWS/HELP/MSHEARTS.HLP
339456..c  -/-rwXrwxrwx 00 2679684 C:/WINDOWS/TOUR.EXE
48560..c  -/-rWXrwxrwx 00 2679620 C:/WINDOWS/TWUNK_16.EXE
169010..c  -/-rwxrwxrwx 00 2770322 C:/WINDOWS/MEDIA/Jungle Maximize.wav (JUNGL~14.WAV)
16525..c  -/-rwxrwxrwx 00 4402262 C:/WINDOWS/INF/NETNCR.INF
47472 .c  -I-rWXrwXrwx 00 4402340 C:/WINDOWS/INF/MDMGVC.INF
55964..c  -/-rWXrwxrwx 00 4402212 C:/WINDOWS/INF/MONITOR2.INF
82944 .c  -/-rWXrwxrwx 00 3801234 C:/PROGRA~1/THEMIC~1/BILLADD.DLL
88544..c  -/-rwxrwxrwx 00 2894052 C:/WINDOWS/SYSTEM/COMMDLG.DLL
8192 ..c  d/drwxrwxrwx 00 2679560 C:/WINDOWS/HELP
12276..c  -/-rwXrwxrwx 00 4402251 C:/WINDOWS/INF/NETDLC32.INF
425.c  -/-rwxrwxrwx 00 5434390 C:/PROGRA~1/ONLINE~1/AT&T/ATTWNS1.HTM
61550..c  -/-rwXrwxrwx 00 4402386 C:/WINDOWS/INF/MDMROCK.INF
497332..c  -[---X--X--X 00 29 C:/SYSTEM.1ST
6144 ..c  -/-rWXrwxrwx 00 2893805 C:/WINDOWS/SYSTEM/AWDCXC32.DLL
4096..c  -/-rwXrwxrwx 00 2894074 C:/WINDOWS/SYSTEM/VMODCTL.DLL
9216..Cc  -/-rWXrwXrwx 00 2893793 C:/WINDOWS/SYSTEM/S3.DLL
11013..c  -/-rwXrwxrwx 00 4402221 C:/WINDOWS/INF/MSDOS.INF
6288..c  -/-rWXrwxrwx 00 5434377 C:/PROGRA~1/ONLINE~1/AT&T/EARTH.GIF
1009600 ..c  -/-rWXrwxrwx 00 3856652 C:/PROGRA~1/INTERN~1/SWINST4.EXE
46347 ..c  -I-rWXrwXrwx 00 4402230 C:/WINDOWS/INF/MSPRINT.INF
1716224 .c  -/-rWXrwxrwx 00 13741 C:/WINFILES/WIN95_15.CAB
76288..c  -/-rWXrwxrwx 00 2893827 C:/WINDOWS/SYSTEM/IMGADMIN.OCX
50051..c  -/-rWXrwxrwx 00 4402414 C:/WINDOWS/INF/IMDMUSRWP.INF
153..c  -/-rwxrwxrwx 00 4402239 C:/WINDOWS/INF/NETAUXT.INF
66560..c  -/-rWXrwxrwx 00 2894115 C:/WINDOWS/SYSTEM/WSOCK32.DLL
24576 ..c  -/-rwWXrwxrwx 00 2893804 C:/WINDOWS/SYSTEM/AWCODC32.DLL
64544 .c  -[-r-xr-xr-x 00 4347446 2 C:/WINDOWS/FONTS/SSERIFE.FON
18939..c  -/-rwxrwxrwx 00 2679691 C:/WINDOWS/SETVER.EXE
18999 ..c  -/-rwXrwxrwx 00 4347240 4 C:/WINDOWS/SYSTEM/IOSUBSYS/HSFLOP.PDR
25600..c  -/-rwWXrwxrwx 00 2894099 C:/WINDOWS/SYSTEM/NWAB32.DLL
851..c  -/-r-xr-xr-x 00 3801232 C:/PROGRA~1/THEMIC~1/STATE.PBK
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2893904 C:/WINDOWS/SYSTEM/AVICAP.DLL
2770480 C:/WINDOWS/MEDIA/Robotz Close.wav (ROBOT~13.WAV)
3801233 C:/PROGRA~1/THEMIC~1/MSNVER.TXT
2894082 C:/WINDOWS/SYSTEM/USER32.DLL
4402331 C:/WINDOWS/INF/MDMELPRO.INF
2893975 C:/WINDOWS/SYSTEM/CP_850.NLS
2893935 C:/WINDOWS/SYSTEM/MSMOUSE.VXD
4402391 C:/WINDOWS/INF/IMDMSMART.INF
13706 C:/WINFILES/LAYOUT.INF
3072052 C:/PROGRA~1/NETMEE~1/MNMOM.EXE
4402287 C:/WINDOWS/INF/OVERRIDE.INF
2894216 C:/WINDOWS/SYSTEM/3D Flying Objects.scr (3DFLYI~1.SCR)
3764232 C:/WINDOWS/SYSTEM/COLOR/MNB22G21.ICM
2679647 C:/WINDOWS/RAMDRIVE.SYS
4685103 C:/WINDOWS/CURSORS/ARROW_1.CUR
3072036 C:/PROGRA~1/NETMEE~1/MNMMSG_.DLL
51 C:/FILE0010.CHK
2894071 C:/WINDOWS/SYSTEM/SMMSCRPT.DLL
3487752 C:/PROGRA~1/PLUS!/SYSTEM/NOCOMP.INF
2679598 C:/WINDOWS/CMD640X2.SYS
4402223 C:/WINDOWS/INF/MSFDC.INF
4402237 C:/WINDOWS/INF/NET3COM.INF
2893976 C:/WINDOWS/SYSTEM/LOCALE.NLS
13740 C:/WINFILES/WIN95_14.CAB
4402302 C:/WINDOWS/INF/WORDPAD.INF
2679589 C:/WINDOWS/Pinstripe.bmp (PINSTR~1.BMP)
2679776 C:/WINDOWS/Gold Weave.bmp (GOLDWE~1.BMP)
2894067 C:/WINDOWS/SYSTEM/TAPI32.DLL
2893879 C:/WINDOWS/SYSTEM/MOSCL.DLL
43472390 C:/WINDOWS/SYSTEM/IOSUBSY S/APIX.VXD
4402277 C:/WINDOWS/INF/NETSOCK.INF
5484680 C:/WINDOWS/SYSTEM/VIEWERS/DESS.DLL
2907159 C:/WINDOWS/COMMAND/MORE.COM
3754 C:/WINDOWS/HELP/RNAAPP.HLP
5484698 C:/WINDOWS/SYSTEM/VIEWERS/VSWORD.DLL
2893880 C:/WINDOWS/SYSTEM/MOSCUDLL.DLL
4402240 C:/WINDOWS/INF/NETBW.INF
2770393 C:/WINDOWS/MEDIA/Musica Windows Exit.wav (MUSICA~8.WAV)
3723 C:/WINDOWS/HELP/HYPERTRM.HLP
109 C:/FILE0022.CHK
2679672 C:/WINDOWS/WINPOPUP.EXE
2894021 C:/WINDOWS/SYSTEM/RASAPI16.DLL
4685077 C:/WINDOWS/CURSORS/MOVE_L.CUR
3801223 C:/PROGRA~1/THEMIC~1/CCEI.DLL
3081997 C:/PROGRA~1/ACCESS~1/HYPERT~1/hticons.dll (HTICONS.DLL)
13714 C:/WINFILES/README.TXT
2770447 C:/WINDOWS/MEDIA/Jungle Minimize.wav (JUNGL~15.WAV)
4402404 C:/WINDOWS/INF/MDMTKR.INF
3790 C:/WINDOWS/HELP/SOUNDREC.CNT
43472397 C:/WINDOWS/SYSTEM/IOSUBSYS/NECATAPI.VXD
4685073 C:/WINDOWS/CURSORS/HELP_1.CUR
2893826 C:/WINDOWS/SYSTEM/AWFXEX32.EXE
2894103 C:/WINDOWS/SYSTEM/PMSPL.DLL
3760 C:/WINDOWS/HELP/MOUSE.CNT
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184872 ..c  -/-rwxrwxrwx 00 2770453 C:/WINDOWS/MEDIA/Jungle Restore Up.wav (JUNGLE~3.WAV)
33792..c  -/-rwXrwxrwx 00 5484691 C:/WINDOWS/SYSTEM/VIEWERS/VSMSW.DLL
37350..c  -/-rWXrwxrwx 00 4402231 C:/WINDOWS/INF/MSPRINT2.INF

3708..c  -/-rwxXrwxrwx 00 2679673 C:/WINDOWS/IFSHLP.SYS
11708..c  -/-rwXrwxrwx 00 3771 C:/WINDOWS/HELP/NOTEPAD.HLP
126464 ..c  -/-rwxrwxrwx 00 3072017 C:/PROGRA~1/NETMEE~1/SOEDPER.DLL
766..c  -/-rWXrwxrwx 00 4685096 C:/WINDOWS/CURSORS/SIZE4_M.CUR
24626 ..c  -/-rWXrwxrwx 00 2679597 C:/WINDOWS/CMD640X.SYS
43008..c  -/-rWXrwxrwx 00 5484700 C:/WINDOWS/SYSTEM/VIEWERS/VSWP5.DLL
4096..c  d/d-wx-wx-wx 00 3081878 C:/PROGRA~1/ACCESS~1/HyperTerminal (HYPERT~1)
119134..c  -/-rwxrwxrwx 00 2770319 C:/WINDOWS/MEDIA/Robotz Recycle.wav (ROBOTZ~5.WAV)
4096..c  -/-rwXrwxrwx 00 70 C:/FILEO008.CHK
766..c  -/-rWXrwxrwx 00 4685089 C:/WINDOWS/CURSORS/SIZE2_L.CUR
30807 ..c  -/-rWXrwxrwx 00 3718 C:/WINDOWS/HELP/NDSNP.HLP
69120..c  -/-rwXrwxrwx 00 3072005 C:/PROGRA~1/NETMEE~1/MSGCCMCS.DLL
63116..c  -/-rWXrwxrwx 00 2907147 C:/WINDOWS/COMMAND/FDISK.EXE
10848..c  -/-rwXxrwxrwx 00 4347240 2 C:/WINDOWS/SYSTEM/IOSUBSYS/NCRC810.MPD
12132 ..c  -/-rwXrwxrwx 00 4402325 C:/WINDOWS/INF/MDMDGITN.INF
57344 .c  -I-rWXrwxrwx 00 2893717 C:/WINDOWS/SYSTEM/ACCESS.CPL
37376..Cc  -/-rWXrwxrwx 00 5484692 C:/WINDOWS/SYSTEM/VIEWERS/VSPP.DLL
149504 ..c  -/-r-xr-xr-x 00 3801225 C:/PROGRA~1/THEMIC~1/MOSCOMP.DLL
766..c  -/-rWXrwxrwx 00 4685079 C:/WINDOWS/CURSORS/NO_1.CUR
4111..c  -/-rwXrwxrwx 00 2679609 C:/WINDOWS/MSN.TXT
5297 ..c  -/-rwXrwxrwx 00 4402196 C:/WINDOWS/INF/HPNETPRN.INF
9962..c  -/-rWXrwxrwx 00 4347238 9 C:/WINDOWS/SYSTEM/IOSUBSYS/BIGMEM.DRV
7887..C  -I-rWXrwxrwx 00 4402206 C:/WINDOWS/INF/MF.INF
70144 .c  -/-rwXrwxrwx 00 2893962 C:/WINDOWS/SYSTEM/NAC.DLL
48640..c  -/-rWXrwxrwx 00 5484684 C:/WINDOWS/SYSTEM/VIEWERS/VSAMI.DLL
4209..c  -/-rwXrwxrwx 00 4402222 C:/WINDOWS/INF/MSDX.INF

745920..c  -/-rwxrwxrwx 00 3836 C:/WINDOWS/HELP/WHATSON.AVI

87328..c  -/-rWXrwxrwx 00 2679618 C:/WINDOWS/TWAIN.DLL

6658..c  -/-rWXrwxrwx 00 2907164 C:/WINDOWS/COMMAND/FIND.EXE
17067 ..c  -/-rwXrwxrwx 00 4402349 C:/WINDOWS/INF/MDMINTEL.INF
32240..c  -/-rWXrwxrwx 00 2893763 C:/WINDOWS/SYSTEM/DDEML.DLL

135876..c  -/-rwxrwxrwx 00 2770381 C:/WINDOWS/MEDIA/The Microsoft Sound.wav (THEMIC~1.WAV)
30208..c  -/-rWXrwxrwx 00 2893874 C:/WINDOWS/SYSTEM/CCAPI.DLL
34816..Cc  -/-rWXrwXrwx 00 5484693 C:/WINDOWS/SYSTEM/VIEWERS/VSRTF.DLL
32530..c  -/-rWXrwxrwx 00 2679604 C:/WINDOWS/GENERAL.TXT

1784 ..c  -I-rwxrwxrwx 00 2894069 C:/WINDOWS/SYSTEM/TAPIEXE.EXE
485920..c  -/-rwXrwxrwx 00 2894218 C:/WINDOWS/SYSTEM/3D Maze.scr (3DMAZE~1.SCR)
2629..c  -/-rWXrwxrwx 00 5434385 C:/PROGRA~1/ONLINE~1/AT&T/SIGNBTN.GIF
3111..c  -/-rwXrwxrwx 00 5434389 C:/PROGRA~1/ONLINE~1/AT&T/WORLDBTN.GIF
28015..c  -/-rwXrwxrwx 00 4402245 C:/WINDOWS/INF/NETCLI3.INF
147754 .c  -I-rWXrwxrwx 00 2770331 C:/WINDOWS/MEDIA/Jungle Exclamation.wav (JUNGL~10.WAV)
6551..c  -/-rwxrwxrwx 00 4402225 C:/WINDOWS/INF/MSINFO.INF
10098..c  -/-r-xr-xr-x 00 3801222 C:/PROGRA~1/THEMIC~1/800950.DAT
24064 ..c  -/-rwWXrwxrwx 00 2893991 C:/WINDOWS/SYSTEM/OLESVR.DLL
143914 ..c  -/-rwxXrwxrwx 00 2770444 C:/WINDOWS/MEDIA/Jungle Close.wav (JUNGL~13.WAV)
9166..c  -/-rWXrwXrwx 00 4402422 C:/WINDOWS/INF/MDMZY XEL.INF
40448 ..c  -I-rWXrwxrwx 00 5484679 C:/WINDOWS/SYSTEM/VIEWERS/DEMET.DLL
12144 .c  -/-rwXrwxrwx 00 2894035 C:/WINDOWS/SYSTEM/VER.DLL
19129..c  -/-rwXrwxrwx 00 2894134 C:/WINDOWS/SYSTEM/VNETSUP.VXD
33963..Cc  -/-rWXrwxrwx 00 13721 C:/WINFILES/SETUP.TXT
4608..c  -/-rwXrwxrwx 00 2894024 C:/WINDOWS/SYSTEM/RNATHUNK.DLL
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4685083 C:/WINDOWS/CURSORS/PEN_L.CUR
2907145 C:/WINDOWS/COMMAND/FORMAT.COM
4402421 C:/WINDOWS/INF/MDMZYP.INF
3793 C:/WINDOWS/HELP/SNDVOL32.HLP
2893774 C:/WINDOWS/SYSTEM/KRNL386.EXE
3840 C:/WINDOWS/HELP/W_TOUR.CNT
4402401 C:/WINDOWS/INF/MDMTEXAS.INF
2893799 C:/WINDOWS/SYSTEM/DSKAPI16.DLL
2679660 C:/WINDOWS/PROGMAN.EXE
4402361 C:/WINDOWS/INF/MDMMETRI.INF
2893883 C:/WINDOWS/SYSTEM/SVCPROP.DLL
3801229 C:/PROGRA~1/THEMIC~1/MOSCP.EXE
3929094 C:/PROGRA~1/WINDOW~1/MLSET32.EXE
2679600 C:/WINDOWS/DISPLAY.TXT
4402259 C:/WINDOWS/INF/NETIBMCC.INF
2679557 C:/WINDOWS/INF
3072021 C:/PROGRA~1/NETMEE~1/WB32.EXE
13704 C:/WINFILES/EXTRACT.EXE
4402201 C:/WINDOWS/INF/JOYSTICK.INF
2893770 C:/WINDOWS/SYSTEM/WIN87EM.DLL
13742 C:/WINFILES/WIN95_16.CAB
13751 C:/WINFILES/WIN95_25.CAB
2894038 C:/WINDOWS/SYSTEM/COMDLG32.DLL
4402318 C:/WINDOWS/INF/MDMCODEX.INF
4402400 C:/WINDOWS/INF/MDMTELNK.INF
4402339 C:/WINDOWS/INF/MDMGEN.INF
5484690 C:/WINDOWS/SYSTEM/VIEWERS/VSMP.DLL
4402394 C:/WINDOWS/INF/MDMSPEC.INF
2893710 C:/WINDOWS/SYSTEM/NETAPI.DLL
4685088 C:/WINDOWS/CURSORS/SIZE2_1.CUR
4402182 C:/WINDOWS/INF/APPLETPP.INF
2907177 C:/WINDOWS/COMMAND/KEYBRD2.SYS
2893917 C:/WINDOWS/SYSTEM/MSACM32.DLL
2894040 C:/WINDOWS/SYSTEM/DISKCOPY.DLL
2907173 C:/WINDOWS/COMMAND/ANSI.SYS
2907150 C:/WINDOWS/COMMAND/SCANDISK.INI
13735 C:/WINFILES/WIN95_09.CAB
2679685 C:/WINDOWS/FILEXFER.EXE
3761 C:/WINDOWS/HELP/NOTEPAD.CNT
2679623 C:/WINDOWS/WANGSAMP
4402383 C:/WINDOWS/INF/MDMPRODM.INF
2893782 C:/WINDOWS/SYSTEM/DESKMGMT.DLL
4402292 C:/WINDOWS/INF/RNA.INF
3072006 C:/PROGRA~1/NETMEE~1/OBSCURE.BMP
2893929 C:/WINDOWS/SYSTEM/MCIWAVE.DRV
4402311 C:/WINDOWS/INF/MDMATT.INF
2893776 C:/WINDOWS/SYSTEM/REDIR32.EXE
5484686 C:/WINDOWS/SYSTEM/VIEWERS/VSBMP.DLL
3766 C:/WINDOWS/HELP/COMMON.HLP
4402275 C:/WINDOWS/INF/NETSMCTR.INF
2893871 C:/WINDOWS/SYSTEM/KBDUS.KBD
63 C:/DIR00001
4402375 C:/WINDOWS/INF/MDMOPTL.INF
4402355 C:/WINDOWS/INF/MDMLASNO.INF
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2907162 C:/WINDOWS/COMMAND/DELTREE.EXE
2894070 C:/WINDOWS/SYSTEM/TAPIINL.EXE
2679587 C:/WINDOWS/Waves.bmp (WAVES.BMP)
2893731 C:/WINDOWS/SYSTEM/RSRC32.DLL
2907178 C:/WINDOWS/COMMAND/EGA.CPI
2770369 C:/WINDOWS/MEDIA/Utopia Maximize.wav (UTOPI~14.WAV)
8 C:/MSCDEX.EXE
4207621 C:/WINDOWS/CONFIG/GENERAL.IDF
3837 C:/WINDOWS/HELP/W_OVER.CNT
5434393 C:/PROGRA~1/ONLINE~1/AT&T/WNTEXT.HTM
2893732 C:/WINDOWS/SYSTEM/MFCANS32.DLL
2893704 C:/WINDOWS/SYSTEM/LZEXPAND.DLL
3624583 C:/WINDOWS/WANGSAMP/IMGSAMPL.VBP
2679642 C:/WINDOWS/EMM386.EXE
4402293 C:/WINDOWS/INF/SCSI.INF
4402411 C:/WINDOWS/INF/MDMUSREF.INF
3774 C:/WINDOWS/HELP/WINHLP32.HLP
4402291 C:/WINDOWS/INF/IQUARTZ.INF
4402362 C:/WINDOWS/INF/MDMMHRTZ.INF
2894045 C:/WINDOWS/SYSTEM/LINKINFO.DLL
3072049 C:/PROGRA~1/NETMEE~1/MNMWB_.DLL
4402252 C:/WINDOWS/INF/NETEE16.INF
2894053 C:/WINDOWS/SYSTEM/SHELL.DLL
4685061 C:/WINDOWS/CURSORS/APPSTART.ANI
3801226 C:/PROGRA~1/THEMIC~1/MPCCL.DLL
2893755 C:/WINDOWS/SYSTEM/DESK.CPL
4402284 C:/WINDOWS/INF/NETZNOTE.INF
3768 C:/WINDOWS/HELP/MFCUIX.HLP
2893714 C:/WINDOWS/SYSTEM/RNASETUP.DLL
3081995 C:/PROGRA~1/ACCESS~1/HYPERT~1/hypertrm.dll (HYPERTRM.DLL)
13710 C:/WINFILES/OEMSETUP.BIN
3830 C:/WINDOWS/HELP/FIND.AVI
13750 C:/WINFILES/WIN95_24.CAB
3823 C:/WINDOWS/HELP/NETWATCH.HLP
2894027 C:/WINDOWS/SYSTEM/RNAAPP.EXE
13726 C:/WINFILES/SWINST4.EXE
4402258 C:/WINDOWS/INF/NETIBM.INF
2907152 C:/WINDOWS/COMMAND/CHKDSK.EXE
2907146 C:/WINDOWS/COMMAND/SYS.COM
2893820 C:/WINDOWS/SYSTEM/OITWA400.DLL
2894091 C:/WINDOWS/SYSTEM/MSNET32.DLL
2894114 C:/WINDOWS/SYSTEM/WINNET16.DLL
2894013 C:/WINDOWS/SYSTEM/SPOOL32.EXE
2679773 C:/WINDOWS/Clouds.bmp (CLOUDS.BMP)
2894231 C:/WINDOWS/SYSTEM/Curves and Colors.scr (CURVES~1.SCR)
13709 C:/WINFILES/MSINFO.INF
2893721 C:/WINDOWS/SYSTEM/ENABLE4.VXD
2770486 C:/WINDOWS/MEDIA/Robotz Restore Down.wav (ROBOT~16.WAV)
2893992 C:/WINDOWS/SYSTEM/OLESVR32.DLL
43472405 C:/WINDOWS/SYSTEM/IOSUBSYS/SCSIPORT.PDR
4402403 C:/WINDOWS/INF/MDMTI.INF
13748 C:/WINFILES/WIN95_22.CAB
2770390 C:/WINDOWS/MEDIA/Musica Windows Start.wav (MUSICA~7.WAV)
2770411 C:/WINDOWS/MEDIA/Musica Minimize.wav (MUSIC~15.WAV)
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2770426 C:/WINDOWS/MEDIA/Jungle Windows Start.wav (JUNGLE~7.WAYV)
2894194 C:/WINDOWS/SYSTEM/VVEXE32.EXE
2893795 C:/WINDOWS/SYSTEM/S3.DRV
2893756 C:/WINDOWS/SYSTEM/INTL.CPL
4402388 C:/WINDOWS/INF/MDMROCKS3.INF
4C:/BOOTLOG.TXT

4402328 C:/WINDOWS/INF/MDMDSI.INF
2893823 C:/WINDOWS/SYSTEM/WANGSHL.DLL
3072015 C:/PROGRA~1/NETMEE~1/OSSMEM.DLL

3726 C:/WINDOWS/HELP/DIALER.CNT
4402233 C:/WINDOWS/INF/MTD.INF
2770352 C:/WINDOWS/MEDIA/Robotz Maximize.wav (ROBOT~14.WAV)
2893830 C:/WINDOWS/SYSTEM/IMGTHUMB.OCX
2894083 C:/WINDOWS/SYSTEM/WOW32.DLL
4402343 C:/WINDOWS/INF/MDMHAEUS.INF
3487749 C:/PROGRA~1/PLUS!/SYSTEM/DRVSPACE.DAT
4765711 C:/WINDOWS/SHELLNEW/EXCEL4.XLS
4402327 C:/WINDOWS/INF/MDMDISCO.INF
2893878 C:/WINDOWS/SYSTEM/MOSCC.DLL
2770346 C:/WINDOWS/MEDIA/Musica Exclamation.wav (MUSIC~10.WAYV)
2770408 C:/WINDOWS/MEDIA/Musica Close.wav (MUSIC~13.WAV)
4402374 C:/WINDOWS/INF/MDMOLIVE.INF

3727 C:/WINDOWS/HELP/DIALER.HLP
2894191 C:/WINDOWS/SYSTEM/VBRUN300.DLL

3804 C:/WINDOWS/HELP/WINPOPUP.HLP
2894220 C:/WINDOWS/SYSTEM/3D Pipes.scr (3DPIPE~1.SCR)
4347239 3 C:/WINDOWS/SYSTEM/IOSUBSYS/CDVSD.VXD
4402298 C:/WINDOWS/INF/TAPLINF
4402309 C:/WINDOWS/INF/MDMARN.INF
2893895 C:/WINDOWS/SYSTEM/SEC_SSPI.DLL
2894195 C:/WINDOWS/SYSTEM/WSVV.VXD
4402250 C:/WINDOWS/INF/NETDLC.INF

13746 C:/WINFILES/WIN95_20.CAB

2679639 C:/WINDOWS/CONFIG
2894006 C:/WINDOWS/SYSTEM/EISA.VXD
2679591 C:/WINDOWS/Tiles.bmp (TILES.BMP)
3072007 C:/PROGRA~1/NETMEE~1/GCC32.DLL
4402410 C:/WINDOWS/INF/MDMUSRCR.INF
4765703 C:/WINDOWS/SHELLNEW/POWERPNT.PPT

3736 C:/WINDOWS/HELP/WANGOCX.CNT
4402299 C:/WINDOWS/INF/JUNKNOWN.INF
2893906 C:/WINDOWS/SYSTEM/AVIFIL32.DLL
2893977 C:/WINDOWS/SYSTEM/UNICODE.NLS

3794 C:/WINDOWS/HELP/SOUNDREC.HLP
2679696 C:/WINDOWS/CONTROL.INI
4402280 C:/WINDOWS/INF/NETTRANS.INF
2893897 C:/WINDOWS/SYSTEM/MSADP32.ACM
4402341 C:/WINDOWS/INF/MDMGVCD.INF
2679640 C:/WINDOWS/MEDIA
4402261 C:/WINDOWS/INF/NETMADGE.INF
2894046 C:/WINDOWS/SYSTEM/OPENGL32.DLL

3772 C:/WINDOWS/HELP/SERVER.HLP
2893810 C:/WINDOWS/SYSTEM/JPEG1X32.DLL
4347445 8 C:/WINDOW S/FONTS/SERIFE.FON
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766 m..  -/-rWXrwxrwx 4685072 C:/WINDOWS/CURSORS/CROSS_M.CUR
2679654 C:/WINDOWS/MORICONS.DLL
2679646 C:/WINDOWS/DBLBUFF.SYS
3801226 C:/PROGRA~1/THEMIC~1/MPCCL.DLL
4685093 C:/WINDOWS/CURSORS/SIZE3_M.CUR
3741 C:/WINDOWS/HELP/WANGOCXD.HLP
4347446 1 C:/WINDOWS/FONTS/SMALLF.FON
4402290 C:/WINDOWS/INF/PRTUPD.INF
2894312 C:/WINDOWS/SYSTEM/ML3XEC16.EXE
3081880 C:/PROGRA~1/ACCESS~1/mswd6_32.wpc (MSWD6_32.WPC)
3754 C:/WINDOWS/HELP/RNAAPP.HLP
3801224 C:/PROGRA~1/THEMIC~1/CCPSH.DLL
2907168 C:/WINDOWS/COMMAND/NLSFUNC.EXE
5434392 C:/PROGRA~1/ONLINE~1/AT&T/WNMENU.HTM
5434378 C:/PROGRA~1/ONLINE~1/AT&T/EASYBTN.GIF

84412 m..  -/-rwWXrwxrwx
2100 m..  -/-rwWXrwxrwx
88064 m..  -/-r-xr-xr-x
766 m..  -/-rWXrwxrwx
291735m..  -/-rWXrwxrwx
19632 m..  -/-r-xr-xr-x
20851 m..  -/-rwxrwxrwx
7904 m..  -/-rwWXrwxrwx
164352m..  -/-r-Xr-xr-x
52196 m..  -/-rWXrwxrwx
13824 m..  -/-r-xr-xr-x
6940 m..  -/-rwWXrwxrwx
1173 m..  -/-rwWXrwxrwx

8608..c  -/-rWXIrWXrwx 0 0 2770337 C:/WINDOWS/MEDIA/Musica Maximize.wav (MUSIC~14.WAV)
544 .c  -/-rwXrwxrwx 00 3775 C:/WINDOWS/HELP/REGEDIT.CNT
38912..c  -/-rwxrwxrwx 0 0 2893936 C:/WINDOWS/SYSTEM/LHACM.ACM
45577 ..c  -/-rwXrwxrwx 0 0O 4402405 C:/WINDOWS/INF/MDMTOSH.INF
84412..c  -/-rwXrwxrwx 0 0 2679654 C:/WINDOWS/MORICONS.DLL
69632..Cc  -/-rWXrwxrwx 0 0 2679621 C:/WINDOWS/TWUNK_32.EXE
24735..c  -/-rwxrwxrwx 0 0O 4402417 C:/WINDOWS/INF/MDMVICT.INF
42247 . -/-rwXrwxrwx 0 0O 2894008 C:/WINDOWS/SYSTEM/PCI.VXD
11904..c  -/-rwXrwxrwx 0 0 2894075 C:/WINDOWS/SYSTEM/SERWVDRV.DRV
25600..c  -/-rwxrwxrwx 0 0O 2893818 C:/WINDOWS/SYSTEM/OISLB400.DLL
766..Cc  -/-rwxrwxrwx 0 0 4685071 C:/WINDOWS/CURSORS/CROSS_L.CUR
20851..c  -/-rwxrwxrwx 0 O 4402290 C:/WINDOWS/INF/PRTUPD.INF
61680..c  -/-rwXrwxrwx 0 0O 2893739 C:/WINDOWS/SYSTEM/WINOA386.MOD
33792..c  -/-rwxrwxrwx 0 0 2893784 C:/WINDOWS/SYSTEM/DMREG.DLL
11307 ..c  -/-rwxrwxrwx 0 O 43472406 C:/WINDOWS/SYSTEM/IOSUBSYS/ATAPCHNG.VXD
4096 ..c  d/drwxrwxrwx 00 12 C:/WINFILES
21695..c  -/-rwxrwxrwx 0 0O 4402346 C:/WINDOWS/INF/MDMICO.INF
18785..c  -/-rwxrwxrwx 0 O 43472394 C:/WINDOWS/SYSTEM/IOSUBSYS/DISKTSD.VXD
25234..c  -/-rwxrwxrwx 0 O 4402241 C:/WINDOWS/INF/NETCABLE.INF
19518..c  -/-rwxrwxrwx 00 3740 C:/WINDOWS/HELP/WANGOCX.HLP
44304 ..c  -/-r-Xr-xr-x 0 O 43474456 C:/WINDOWS/FONTS/DOSAPP.FON
19968..c  -/-rWXrwxrwx 0 0 2893752 C:/WINDOWS/SYSTEM/SERENUM.VXD
8186..c  -/-rWXIrWXrwx 0 0 2770340 C:/WINDOWS/MEDIA/Musica Menu Command.wav (MUSIC~17.WAV)
18487..c  -/l-rwxrwxrwx 0 0O 43472396 C:/WINDOWS/SYSTEM/IOSUBSYS/VOLTRACK.VXD
8704 ..c  -/-rwXrwxrwx 00 3730 C:/WINDOWS/HELP/DISPLAY.HLP
11796..c  -/-rwxrwxrwx 0 O 4402184 C:/WINDOWS/INF/ATHENA.INF
4096 ..c  d/drwxrwxrwx 00 3071888 C:/PROGRA~1/Online Services (ONLINE~1)
766..Cc  -/-rwxrwxrwx 0 0 4685084 C:/WINDOWS/CURSORS/PEN_M.CUR
93812..c  -/-rwxrwxrwx 00 6 C:/COMMAND.COM
5312..c  -/-rwWXrwxrwx 0 0O 2894085 C:/WINDOWS/SYSTEM/NETCPL.CPL
18944.c  -/[-rwxrwxrwx 0 0O 2894012 C:/WINDOWS/SYSTEM/WINSPOOL.DRV
9194 ..c  -/-rwXrwxrwx 0 0O 2893968 C:/WINDOWS/SYSTEM/CP_1252.NLS
17982..c  -/l-rwxrwxrwx 0 O 43472408 C:/WINDOWS/SYSTEM/IOSUBSYS/SMARTVSD.VXD
86016..c  -/-rwXrwxrwx 0 0O 5484705 C:/WINDOWS/SYSTEM/VIEWERS/VSQPW2.DLL
2554 .c  -/-rwXrwxrwx 00 3735 C:/WINDOWS/HELP/WANGIMG.CNT
10127..c  -/-rwxrwxrwx 00 3717 C:/WINDOWS/HELP/LICENSE.TXT
26..c  -/-rwxrwxrwx 0 0 2679699 C:/WINDOWS/MSOFFICE.INI
4096 ..c  d/drwxrwxrwx 0 0 2679595 C:/WINDOWS/FONTS
57466..c  -/-rwXrwxrwx 0 O 43472410 C:/WINDOWS/SYSTEM/IOSUBSYS/DRVSPACX.VXD
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

2471 m..  -/-rWXrwxrwx
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287744 m..
317952 m..
766 m..
16479 m..
6262 m..
15252 m..
1920 m..
24384 m..
2893 m..
10026 m..
31744 m..
25842 m..
107520 m..
13536 m..
42368 m..
766 m..
2644 m..
150528 m..
71904 m..
12054 m..
33371 m..
4152 m..
185898 m..
10752 m..
8188 m..
25088 m..
54992 m..
765m..
51699 m..
63240 m.c
766 m..
17988 m..
20345 m..
23272 m..
27094 m..
4096 m..
84954 m..
392m..
27136 m..
1295m..
766 m..
14160 m..
1784 m..
13535m..
39795m..
20992 m..
30832m..
9208 m..
16432 m..
27076 m..
47377 m..
5360 m..
31737 m..
43008 m..
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2893828 C:/WINDOWS/SYSTEM/IMGEDIT.OCX
3072008 C:/PROGRA~1/NETMEE~1/GCCNC.DLL
4685065 C:/WINDOWS/CURSORS/BEAM_L.CUR
4402244 C:/WINDOWS/INF/NETCLIINF

2907148 C:/WINDOWS/COMMAND/ATTRIB.EXE

3728 C:/WINDOWS/HELP/WORDPAD.CNT
3929095 C:/PROGRA~1/WINDOW~1/EXCHNG32.EXE
4402187 C:/WINDOWS/INF/BKUPAGNT.INF
3072023 C:/PROGRA~1/NETMEE~1/RINGIN.WAV
43474455 C:/WINDOWS/FONTS/COURF.FON
4402261 C:/WINDOWS/INF/NETMADGE.INF
2894316 C:/WINDOWS/SYSTEM/MOSABP32.DLL
2893914 C:/WINDOWS/SYSTEM/MMCI.DLL
6438150 C:/WINDOWS/SYSBCKUP/WINSOCK.DLL
4685067 C:/WINDOWS/CURSORS/BUSY_1.CUR
5434384 C:/PROGRA~1/ONLINE~1/AT&T/SHOPBTN.GIF
2893824 C:/WINDOWS/SYSTEM/XFILEXR.DLL
3487751 C:/PROGRA~1/PLUS!/SYSTEM/NOCOMP.EXE

2679820 C:/WINDOWS/NBTSTAT.EXE

4402240 C:/WINDOWS/INF/NETBW.INF

3078277 C:/WINDOWS/SYSTEM/VMM32/IFSMGR.VXD

2893960 C:/WINDOWS/SYSTEM/MSIPRT.DLL

4402318 C:/WINDOWS/INF/MDMCODEX.INF

2893820 C:/WINDOWS/SYSTEM/OITWA400.DLL

2679671 C:/WINDOWS/NETDDE.EXE

4402192 C:/WINDOWS/INF/DISKDRV.INF

4402183 C:/WINDOWS/INF/APPLETS.INF

2679573 C:/WINDOWS/DIALER.EXE

4685086 C:/WINDOWS/CURSORS/SIZE1_L.CUR

2893787 C:/WINDOWS/SYSTEM/NETMGMT.VXD

4402430 C:/WINDOWS/INF/MULLANG.INF

4402360 C:/WINDOWS/INF/MDMMCOM.INF

2907174 C:/WINDOWS/COMMAND/COUNTRY.SYS

2894096 C:/WINDOWS/SYSTEM/NETAPI32.DLL

5434383 C:/PROGRA~1/ONLINE~1/AT&T/ROADPAGE.GIF
3789 C:/WINDOWS/HELP/SNDVOL32.CNT

5484702 C:/WINDOWS/SYSTEM/VIEWERS/VSWPF.DLL

5434374 C:/PROGRA~1/ONLINE~1/AT&T/ATTLOGO.GIF

4685096 C:/WINDOWS/CURSORS/SIZE4_M.CUR

2894077 C:/WINDOWS/SYSTEM/SERWAVE.VXD

2894069 C:/WINDOWS/SYSTEM/TAPIEXE.EXE

4402406 C:/WINDOWS/INF/MDMTRIPL.INF

2679679 C:/WINDOWS/INFRARED.TXT

5484704 C:/WINDOWS/SYSTEM/VIEWERS/QUIKVIEW.EXE

4402390 C:/WINDOWS/INF/MDMSIER.INF

2893766 C:/WINDOWS/SYSTEM/SYSTHUNK.DLL
5434380 C:/PROGRA~1/ONLINE~1/AT&T/MGRMAP.GIF
2894247 C:/WINDOWS/SYSTEM/VTCP.386

4347446 6 C:/WINDOW S/FONTS/VGAFIX.FON

4402194 C:/WINDOWS/INF/FONTS.INF

5484700 C:/WINDOWS/SYSTEM/VIEWERS/VSWP5.DLL
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2770387 C:/WINDOWS/MEDIA/Musica Default.wav (MUSICA~6.WAV)

2770417 C:/WINDOWS/MEDIA/Musica Restore Up.wav (MUSICA~3.WAYV)

7108994 8 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/rpcns4.dll (RPCNS4.DLL)

Author retains full rights.



398416 m..
578 m..
42496 m..
126464 m..
1198 m..
15804 m..
11264 m..
38351 m..
14032 m..
34566 m..
5422 m..
766 m..
75776 m..
545m..
3104 m..
12144 m..
231936 m..
485920 m..
23776 m..
15872 m..
36024 m..
23424 m..
86016 m..
3868 m..
15275 m..
306688 m.c
13824 m..
81408 m..
21504 m..
139712 m..
113664 m.c
92244 m..
10098 m..
71868 m..
334848 m..
59564 m..
78848 m..
176640 m.c
1105 m..
22810 m..
34978 m..
253952 m..
7161 m..
829 m..
52032 m..
74722 m..
3584 m..
161712 m..
74240 m..
202240 m..
22103 m..
5440 m..
63116 m..
133904 m..
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2894191 C:/WINDOWS/SYSTEM/VBRUN300.DLL
2679589 C:/WINDOWS/Pinstripe.bmp (PINSTR~1.BMP)
2893873 C:/WINDOWS/SYSTEM/VLB32.DLL
3072017 C:/PROGRA~1/NETMEE~1/SOEDPER.DLL
3759 C:/WINDOWS/HELP/DRVSPACE.CNT
2893935 C:/WINDOWS/SYSTEM/MSMOUSE.VXD
2893883 C:/WINDOWS/SYSTEM/SVCPROP.DLL
2894172 C:/WINDOWS/SYSTEM/DRWATSON.EXE
2679668 C:/WINDOWS/NDDEAPI.DLL
2907176 C:/WINDOWS/COMMAND/KEYBOARD.SYS
2679607 C:/WINDOWS/MOUSE.TXT
6354703 C:/WINDOWS/FORMS/CONFIGS/MAPIF2L.ICO
2893882 C:/WINDOWS/SYSTEM/PRODINV.DLL
2679596 C:/WINDOWS/DOSPRMPT.PIF
2893738 C:/WINDOWS/SYSTEM/MMSOUND.DRV
4685062 C:/WINDOWS/CURSORS/HOURGLAS.ANI
2893834 C:/WINDOWS/SYSTEM/FTSRCH.DLL
2894218 C:/WINDOWS/SYSTEM/3D Maze.scr (3DMAZE~1.SCR)
2679821 C:/WINDOWS/NETSTAT.EXE
2893725 C:/WINDOWS/SYSTEM/MFCN30.DLL
4402273 C:/WINDOWS/INF/NETSMC.INF
4347445 4 C:/WINDOWS/FONTS/COURE.FON
3072014 C:/PROGRA~1/NETMEE~1/OSSAPI.DLL
6354695 C:/WINDOWS/FORMS/CONFIGS/MAPIF2.CFG
4402396 C:/WINDOWS/INF/MDMSUPRA.INF
2679629 C:/WINDOWS/WINHLP32.EXE
2894118 C:/WINDOWS/SYSTEM/NWLSCON.EXE
3801270 C:/PROGRA~1/THEMIC~1/CALLNED.NED
5484677 C:/WINDOWS/SYSTEM/VIEWERS/DEBMP.DLL
2894044 C:/WINDOWS/SYSTEM/GLU32.DLL
4354035 7 C:/PROGRA~1/ONLINE~1/COMPUS~1/CSSETUP.EXE
2894195 C:/WINDOWS/SYSTEM/WSVV.VXD
3801222 C:/PROGRA~1/THEMIC~1/800950.DAT
2770358 C:/WINDOWS/MEDIA/Robotz Menu Popup.wav (ROBOT~18.WAV)
2893814 C:/WINDOWS/SYSTEM/OIDIS400.DLL
3764231 C:/WINDOWS/SYSTEM/COLOR/MNB22G18.ICM
5484695 C:/WINDOWS/SYSTEM/VIEWERS/VSWKA4.DLL
2893886 C:/WINDOWS/SYSTEM/REGWIZ.EXE
2679583 C:/WINDOWS/ASPI2HLP.SYS
1375914 7 C:/WINDOWS/PROTMAN.DOS
4402313 C:/WINDOWS/INF/MDMBLATZ.INF
2893728 C:/WINDOWS/SYSTEM/MSVCRT20.DLL
2679601 C:/WINDOWS/EXCHANGE.TXT
3081999 C:/PROGRA~1/ACCESS~1/HYPERT~1/CompuServe.ht (COMPUS~1.HT)
2679715 C:/WINDOWS/INETMIB1.DLL
2770352 C:/WINDOWS/MEDIA/Robotz Maximize.wav (ROBOT~14.WAV)
3801254 C:/PROGRA~1/THEMIC~1/DNR.EXE
2894066 C:/WINDOWS/SYSTEM/TAPI.DLL
3801258 C:/PROGRA~1/THEMIC~1/ONLSTMT.EXE
7108994 4 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/rpcrt4.dll (RPCRT4.DLL)
4402252 C:/WINDOWS/INF/NETEE16.INF
2894305 C:/WINDOWS/SYSTEM/MAPIU.DLL
2907147 C:/WINDOWS/COMMAND/FDISK.EXE
2893732 C:/WINDOWS/SYSTEM/MFCANS32.DLL
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76288 m..
11264 m..
88064 m..
1894 m..
22016 m..
77312m..
15360 m.c
23370 m..
14521 m..
3358 m..
60416 m.c
43096 m..
169440 m..
9324 m..
544 m..
6960 m..
3811 m..
70144 m..
2972 m..
45752 m..
48045 m..
29475m..
5152 m..
1046 m..
18487 m..
3808 m..
217600 m..
21872 m..
425742 m..
9826 m..
169440 m..
40448 m..
15932 m..
25304 m..
48644 m..
88064 m..
18272 m..
4125 m..
11776 m..
129824 m..
42229 m..
10566 m..
52224 m..
1042 m..
17817 m..
17982 m..
37435m..
26555 m..
15376 m..
157 m..
33272m..
61550 m..
9719 m..
4608 m..
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2893827 C:/WINDOWS/SYSTEM/IMGADMIN.OCX
2894034 C:/WINDOWS/SYSTEM/RUNONCE.EXE
2893906 C:/WINDOWS/SYSTEM/AVIFIL32.DLL
3795 C:/WINDOWS/HELP/CONF.CNT
2893839 C:/WINDOWS/SYSTEM/ICMUI.DLL
2679619 C:/WINDOWS/TWAIN_32.DLL
2679572 C:/WINDOWS/RSRCMTR.EXE
4402393 C:/WINDOWS/INF/MDMSONIX.INF
2894137 C:/WINDOWS/SYSTEM/WSIPX.VXD
4402210 C:/WINDOWS/INF/MODEMS.INF
2679649 C:/WINDOWS/DIRECTCC.EXE
2770405 C:/WINDOWS/MEDIA/Musica Open.wav (MUSIC~12.WAYV)
2893981 C:/WINDOWS/SYSTEM/OLE2DISP.DLL
2907165 C:/WINDOWS/COMMAND/LABEL.EXE
3775 C:/WINDOWS/HELP/REGEDIT.CNT
2894121 C:/WINDOWS/SYSTEM/WSASRV.EXE
4402266 C:/WINDOWS/INF/NETOSL.INF
2893782 C:/WINDOWS/SYSTEM/DESKMGMT.DLL
4402370 C:/WINDOWS/INF/MDMNOKIA.INF
2894128 C:/WINDOWS/SYSTEM/NETBEUIL.VXD
4402217 C:/WINDOWS/INF/IMOTOWN.INF
4402307 C:/WINDOWS/INF/MDMACEEX.INF
3072050 C:/PROGRA~1/NETMEE~1/MNMALP.EXE
4402298 C:/WINDOWS/INF/TAPI.INF
4347239 6 C:/WINDOW S/SYSTEM/IOSUBSYS/VOLTRACK.VXD
4402263 C:/WINDOWS/INF/NETNICE.INF
3801230 C:/PROGRA~1/THEMIC~1/SIGNUP.EXE
2893931 C:/WINDOWS/SYSTEM/MSACM.DRV
3835 C:/WINDOWS/HELP/TASKSWCH.AVI
2893975 C:/WINDOWS/SYSTEM/CP_850.NLS
6438158 C:/WINDOWS/SYSBCKUP/OLE2DISP.DLL
2894088 C:/WINDOWS/SYSTEM/MPR.DLL
2770314 C:/WINDOWS/MEDIA/CHIMES.WAV
4402320 C:/WINDOWS/INF/MDMCOMMU.INF
4402504 C:/WINDOWS/INF/Machine.000 (MACHINE.000)
3758639 C:/WINDOWS/DESKTOP/CDPLAYER.EXE
2894240 C:/WINDOWS/SYSTEM/DMCOLOR.DLL
4402255 C:/WINDOWS/INF/NETFTP.INF
2893806 C:/WINDOWS/SYSTEM/AWDENC32.DLL
2894222 C:/WINDOWS/SYSTEM/3D Text.scr (3DTEXT~1.SCR)
4402345 C:/WINDOWS/INF/MDMHAYES.INF
4402302 C:/WINDOWS/INF/WORDPAD.INF
2893821 C:/WINDOWS/SYSTEM/OIUI400.DLL
3788 C:/WINDOWS/HELP/MPLAYER.CNT
4402258 C:/WINDOWS/INF/NETIBM.INF
4347240 8 C:/WINDOWS/SYSTEM/IOSUBSYS/SMARTVSD.VXD
4402280 C:/WINDOWS/INF/NETTRANS.INF
4402333 C:/WINDOWS/INF/MDMERIC.INF
3072025 C:/PROGRA~1/NETMEE~1/MNMAL_.DLL
3745 C:/WINDOWS/HELP/SOL.CNT
2894065 C:/WINDOWS/SYSTEM/TELEPHON.CP$
4402386 C:/WINDOWS/INF/MDMROCK.INF
2907173 C:/WINDOWS/COMMAND/ANSI.SYS
2679570 C:/WINDOWS/PBRUSH.EXE
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135288 m..
2971 m..
766 m..
40448 m..
24503 m..
27235m..
149504 m..
766 m..
58870 m..
11458 m..
24919 m..
766 m..
17412 m..
26112 m..
216064 m..
72704 m..
16976 m..
16156 m..
11587 m..
16384 m..
123987 m..
66267 m..
35436 m..
184872 m..
21797 m..
766 m..
147754 m..
33018 m..
129078 m..
79002 m..
53552 m..
53552 m..
34500 m..
4608 m..
140330 m.c
907 m..
20480 m..
38517 m..
3888 m..
20616 m..
92672 m..
13312 m..
156749 m..
196 m..
44991 m..
2000 m..
23664 m..
28561 m..
1118 m..
571m..
17408 m..
25804 m..
6144 m..
30208 m..
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2894030 C:/WINDOWS/SYSTEM/PPPMAC.VXD
4402193 C:/WINDOWS/INF/ENABLE.INF
4685098 C:/WINDOWS/CURSORS/UP_L.CUR
5484679 C:/WINDOWS/SYSTEM/VIEWERS/DEMET.DLL
2679581 C:/WINDOWS/WIN.COM
2907167 C:/WINDOWS/COMMAND/MOVE.EXE
3801225 C:/PROGRA~1/THEMIC~1/MOSCOMP.DLL
4685094 C:/WINDOWS/CURSORS/SIZE4_1.CUR
2907178 C:/WINDOWS/COMMAND/EGA.CPI
4402394 C:/WINDOWS/INF/MDMSPEC.INF
4402197 C:/WINDOWS/INF/IMAGEVUE.INF
6354700 C:/WINDOWS/FORMS/CONFIGS/MAPIF0S.ICO
4347446 9 C:/WINDOWS/FONTS/MARLETT.TTF
3801268 C:/PROGRA~1/THEMIC~1/TCPCONN.DLL
3801261 C:/PROGRA~1/THEMIC~1/BBSNAV.NAV
2894025 C:/WINDOWS/SYSTEM/RNAUL.DLL
6438175 C:/WINDOWS/SYSBCKUP/MIDIMAP.DRV
4402420 C:/WINDOWS/INF/IMDMZOOM.INF
4402235 C:/WINDOWS/INF/NDSCLLI.INF
2893736 C:/WINDOWS/SYSTEM/WNASPI32.DLL
2893967 C:/WINDOWS/SYSTEM/NWREDIR.VXD
3796 C:/WINDOWS/HELP/CONF.HLP
4402312 C:/WINDOWS/INF/MDMAUS.INF
2770453 C:/WINDOWS/MEDIA/Jungle Restore Up.wav (JUNGLE~3.WAV)
4402385 C:/WINDOWS/INF/MDMRFI.INF
4685081 C:/WINDOWS/CURSORS/NO_M.CUR
2770331 C:/WINDOWS/MEDIA/Jungle Exclamation.wav (JUNGL~10.WAV)
3733 C:/WINDOWS/HELP/BACKUP.HLP
2679666 C:/WINDOWS/LOGOS.SYS
2770471 C:/WINDOWS/MEDIA/Robotz Question.wav (ROBOTZ~9.WAV)
6438180 C:/WINDOWS/SYSBCKUP/MSACM.DLL
2893916 C:/WINDOWS/SYSTEM/MSACM.DLL
4402327 C:/WINDOWS/INF/MDMDISCO.INF
4765701 C:/WINDOWS/SHELLNEW/WINWORD.DOC
2770423 C:/WINDOWS/MEDIA/Jungle Default.wav (JUNGLE~6.WAV)
6354698 C:/WINDOWS/FORMS/CONFIGS/MAPIF5.CFG
2894047 C:/WINDOWS/SYSTEM/PANMAP.DLL
2679612 C:/WINDOWS/PROGRAMS.TXT
2893836 C:/WINDOWS/SYSTEM/WHLP16T.DLL
2894068 C:/WINDOWS/SYSTEM/TAPIADDR.DLL
2894038 C:/WINDOWS/SYSTEM/COMDLG32.DLL
2893776 C:/WINDOWS/SYSTEM/REDIR32.EXE
2894135 C:/WINDOWS/SYSTEM/VREDIR.VXD
3743 C:/WINDOWS/HELP/FREECELL.CNT
4402413 C:/WINDOWS/INF/MDMUSRSP.INF
2894114 C:/WINDOWS/SYSTEM/WINNET16.DLL
4402332 C:/WINDOWS/INF/MDMELSA.INF
2679614 C:/WINDOWS/TIPS.TXT
3624583 C:/WINDOWS/WANGSAMP/IMGSAMPL.VBP
3761 C:/WINDOWS/HELP/NOTEPAD.CNT
3801253 C:/PROGRA~1/THEMIC~1/TREEEDCL.DLL
4402384 C:/WINDOWS/INF/MDMRACAL.INF
2893748 C:/WINDOWS/SYSTEM/UMDM32.DLL
2893874 C:/WINDOWS/SYSTEM/CCAPI.DLL
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31088 m..
29271 m..
52080 m..
144 m..
21856 m..
49152 m..
9728 m..
10560 m..
255760 m..
144902 m.c
2416 m..
2135m..
36352 m..
im..
66048 m..
40576 m..
5120 m..
28812 m..
72272 m..
2830 m..
4570 m..
27136 m..
582m..
17920 m..
25234 m..
168 m..
19536 m..
5291 m..
1518 m..
142888 m..
1632 m..
32850 m..
8042 m..
28539 m..
77712m..
69120 m..
126944 m..
5175m..
65271 m..
2546 m..
754922 m..
177856 m..
462112 m..
28695 m..
51712 m..
190 m..
829 m..
23025 m..
766 m..
44304 m..
23606 m..
39744 m..
6656 m..
4039 m..
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4402409 C:/WINDOWS/INF/MDMUCOM.INF
2907158 C:/WINDOWS/COMMAND/MODE.COM
2893891 C:/WINDOWS/SYSTEM/MODEM.CPL

3840 C:/WINDOWS/HELP/W_TOUR.CNT
2894320 C:/WINDOWS/SYSTEM/INETSLOC.DLL
2893925 C:/WINDOWS/SYSTEM/WINMM.DLL
2894058 C:/WINDOWS/SYSTEM/Blank Screen.scr (BLANKS~1.SCR)
2893733 C:/WINDOWS/SYSTEM/IOSCLASS.DLL

3838 C:/WINDOWS/HELP/OVERVIEW.HLP
2770548 C:/WINDOWS/MEDIA/Bach's Brandenburg Concerto No. 3.rmi (BACH'S~1.RMI)
6438168 C:/WINDOWS/SYSBCKUP/WINHELP.EXE
2907142 C:/WINDOWS/COMMAND/DRVSPACE.SYS
5484680 C:/WINDOWS/SYSTEM/VIEWERS/DESS.DLL
2893901 C:/WINDOWS/SYSTEM/MIDIMAP.CFG
2893876 C:/WINDOWS/SYSTEM/FTMAPI.DLL
7108993 4 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/olecnv32.dll (OLECNV32.DLL)
2893868 C:/WINDOWS/SYSTEM/INDICDLL.DLL
4402423 C:/WINDOWS/INF/MDMZY XLD.INF
2893904 C:/WINDOWS/SYSTEM/AVICAP.DLL
4402201 C:/WINDOWS/INF/JOYSTICK.INF
4765704 C:/WINDOWS/SHELLNEW/AMIPRO.SAM
2893807 C:/WINDOWS/SYSTEM/AWKRNL32.DLL
2679760 C:/WINDOWS/Carved Stone.bmp (CARVED~1.BMP)
2893812 C:/WINDOWS/SYSTEM/OIADM400.DLL
4402241 C:/WINDOWS/INF/NETCABLE.INF

3746 C:/WINDOWS/HELP/WINMINE.CNT
2679818 C:/WINDOWS/ARP.EXE
3072024 C:/PROGRA~1/NETMEE~1/MNMVDD.386
4765711 C:/WINDOWS/SHELLNEW/EXCEL4.XLS
2770328 C:/WINDOWS/MEDIA/Jungle Menu Popup.wav (JUNGL~18.WAV)
2894122 C:/WINDOWS/SYSTEM/NETWARE.DRV
2679776 C:/WINDOWS/Gold Weave.bmp (GOLDWE~1.BMP)

3797 C:/WINDOWS/HELP/QFECHECK.HLP
4402389 C:/WINDOWS/INF/MDMROCKA4.INF
2894235 C:/WINDOWS/SYSTEM/ICONLIB.DLL
3072005 C:/PROGRA~1/NETMEE~1/MSGCCMCS.DLL
2893774 C:/WINDOWS/SYSTEM/KRNL386.EXE
2907160 C:/WINDOWS/COMMAND/CHOICE.COM

19 C:/DBLSPACE.BIN

2679602 C:/WINDOWS/EXTRA.TXT

3831 C:/WINDOWS/HELP/MOVEWIN.AVI
6438154 C:/WINDOWS/SYSBCKUP/TYPELIB.DLL
2893777 C:/WINDOWS/SYSTEM/USER.EXE

3859 C:/WINDOWS/HELP/MSNCHAT.HLP
5484701 C:/WINDOWS/SYSTEM/VIEWERS/VSWP6.DLL
2679587 C:/WINDOWS/Waves.bmp (WAVES.BMP)
3081993 C:/PROGRA~1/ACCESS~1/HYPERT~1/MCI Mail.ht (MCIMAI~1.HT)
2894124 C:/WINDOWS/SYSTEM/FILESEC.VXD
6354707 C:/WINDOWS/FORMS/CONFIGS/MAPIF4L.ICO
43474456 C:/WINDOWS/FONTS/DOSAPP.FON
2894129 C:/WINDOWS/SYSTEM/NSCL.VXD
7108993 0 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/ole2.dll (OLE2.DLL)
2894097 C:/WINDOWS/SYSTEM/NETBIOS.DLL
4402256 C:/WINDOWS/INF/NETGEN.INF
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59564 m..
39936 m..
36561 m..
260480 m..
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18944 m..
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16384 m..
32530 m..
30194 m..
13669 m..
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12865 m..
14007 m..
18944 m..
42191 m..
16384 m..
102400 m..
34993 m..
14336 m..
112128 m..
11798 m..
21491 m..
19182 m..
48128 m..
395280 m.c
3200 m..
242990 m..
12751 m..
473 m..
8186 m..
44546 m..
38389 m..
766 m..
5297 m..
829 m..
766 m..
77312 m..
59980 m..
59964 m..
766 m..
819200 m..
14624 m..
13360 m..
24310 m..
66146 m..
24994 m..
8192 m..
725184 m..
4550 m..
130620 m..
13101 m..
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2893888 C:/WINDOWS/SYSTEM/SYSTRAY.EXE
3764230 C:/WINDOWS/SYSTEM/COLOR/MNB22G15.ICM
2894000 C:/WINDOWS/SYSTEM/ULSVC.EXE
4402293 C:/WINDOWS/INF/SCSI.INF
2893759 C:/WINDOWS/SYSTEM/SYSDM.CPL
3738 C:/WINDOWS/HELP/WANGSHL.CNT
2894234 C:/WINDOWS/SYSTEM/Scrolling Marquee.scr (SCROLL~1.SCR)
2893913 C:/WINDOWS/SYSTEM/MCIOLE.DLL
3072052 C:/PROGRA~1/NETMEE~1/MNMOM.EXE
2893884 C:/WINDOWS/SYSTEM/TREENVCL.DLL
2679604 C:/WINDOWS/GENERAL.TXT
2770361 C:/WINDOWS/MEDIA/Robotz Exclamation.wav (ROBOT~10.WAV)
2894006 C:/WINDOWS/SYSTEM/EISA.VXD
2770346 C:/WINDOWS/MEDIA/Musica Exclamation.wav (MUSIC~10.WAYV)
4402310 C:/WINDOWS/INF/MDMATI.INF
3842 C:/WINDOWS/HELP/FILEXFER.HLP
2894012 C:/WINDOWS/SYSTEM/WINSPOOL.DRV
2679608 C:/WINDOWS/MSDOSDRV.TXT
2894040 C:/WINDOWS/SYSTEM/DISKCOPY.DLL
3801249 C:/PROGRA~1/THEMIC~1/MVTTL14C.DLL
3854 C:/WINDOWS/HELP/MSFS.HLP
2894213 C:/WINDOWS/SYSTEM/Flying Windows.scr (FLYING~1.SCR)
3801247 C:/PROGRA~1/THEMIC~1/MVCL14N.DLL
4402371 C:/WINDOWS/INF/MDMNOKNO.INF
2894239 C:/WINDOWS/SYSTEM/FINSTALL.HLP
43472407 C:/WINDOWS/SYSTEM/IOSUBSYS/SCSI1IHLP.VXD
2893707 C:/WINDOWS/SYSTEM/MSPRINT2.DLL
2679641 C:/WINDOWS/DRVSPACE.EXE
2893769 C:/WINDOWS/SYSTEM/WIN32S16.DLL
4402304 C:/WINDOWS/INF/DMIMGMT.REG
4402250 C:/WINDOWS/INF/NETDLC.INF
5434391 C:/PROGRA~1/ONLINE~1/AT&T/HEADLINE.HTM
2770340 C:/WINDOWS/MEDIA/Musica Menu Command.wav (MUSIC~17.WAV)
2770459 C:/WINDOWS/MEDIA/Robotz Default.wav (ROBOTZ~6.WAV)
3787 C:/WINDOWS/HELP/MSNPSS.HLP
6354710 C:/WINDOWS/FORMS/CONFIGS/MAPIF5S.ICO
4402196 C:/WINDOWS/INF/HPNETPRN.INF
3081990 C:/PROGRA~1/ACCESS~1/HYPERT~1/AT&T Mail.ht (AT&TMA~1.HT)
4685074 C:/WINDOWS/CURSORS/HELP_L.CUR
2894101 C:/WINDOWS/SYSTEM/NWNP32.DLL
3764237 C:/WINDOWS/SYSTEM/COLOR/MNP22G18.ICM
3764234 C:/WINDOWS/SYSTEM/COLOR/MNEBUG18.ICM
6354709 C:/WINDOWS/FORMS/CONFIGS/MAPIF5L.ICO
2894048 C:/WINDOWS/SYSTEM/SHELL32.DLL
2893791 C:/WINDOWS/SYSTEM/VGAFULL.3GR
3072044 C:/PROGRA~1/NETMEE~1/MNMTDDS_.DLL
4402331 C:/WINDOWS/INF/MDMELPRO.INF
2679575 C:/WINDOWS/Forest.bomp (FOREST.BMP)
2770315 C:/WINDOWS/MEDIA/CHORD.WAV
5484678 C:/WINDOWS/SYSTEM/VIEWERS/DEHEX.DLL
2893803 C:/WINDOWS/SYSTEM/mapi32x.dll (MAPI32X.DLL)
4402295 C:/WINDOWS/INF/SETUP.INF
2894131 C:/WINDOWS/SYSTEM/NWSERVER.VXD
3768 C:/WINDOWS/HELP/MFCUIX.HLP
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766 m..
28448 m..
10790 m..
129536 m..
21975m..
20596 m..
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18999 m..
140288 m..
15372 m..
7288 m..
24895 m..
1261 m..
46080 m..
14922 m..
766 m..
57344 m..
70656 m..
6528 m..
6010 m..
8704 m..
62138 m..
19927 m..
6368 m..
7680 m..
25088 m..
2692 m..
59392 m.c
17773 m..
4678 m..
239600 m.c
336938 m..
21504 m..
1264 m..
951 m..
67072 m..
951 m..
16782m..
32768 m..
5856 m..
1264 m..
1121 m..
21629 m..
339456 m..
4615 m..
104960 m..
24596 m..
105984 m..
1517 m..
2191 m..
22953 m..
26496 m..

© SANS Institute 2003,

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXIwX
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-r-Xr-Xr-X

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXIwx
=[-PWXIWXrwx
-[-PWXIWXIwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx

O O OO O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo

As part of GIAC practical repository.

O O O O O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0OO0O0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOOoOOoOOoOoo

2894139 C:/WINDOWS/SYSTEM/UNICODE.BIN
4685089 C:/WINDOWS/CURSORS/SIZE2_L.CUR
4402356 C:/WINDOWS/INF/MDMLCE.INF
2907155 C:/WINDOWS/COMMAND/EDIT.HLP
2893877 C:/WINDOWS/SYSTEM/MCM.DLL
2907161 C:/WINDOWS/COMMAND/DISKCOPY.COM
2770384 C:/WINDOWS/MEDIA/Musica Recycle.wav (MUSICA~5.WAV)
4402270 C:/WINDOWS/INF/NETRACAL.INF
2679829 C:/WINDOWS/LMHOSTS.SAM
4347240 4 C:/WINDOWS/SYSTEM/IOSUBSYS/HSFLOP.PDR
2893838 C:/WINDOWS/SYSTEM/ICM32.DLL
2770525 C:/WINDOWS/MEDIA/Utopia Restore Up.wav (UTOPIA~3.WAV)
4402207 C:/WINDOWS/INF/MFOSLI.INF
3794 C:/WINDOWS/HELP/SOUNDREC.HLP
3848 C:/WINDOWS/HELP/MSFS.CNT
2894071 C:/WINDOWS/SYSTEM/SMMSCRPT.DLL
2770369 C:/WINDOWS/MEDIA/Utopia Maximize.wav (UTOPI~14.WAV)
4685078 C:/WINDOWS/CURSORS/MOVE_M.CUR
2894193 C:/WINDOWS/SYSTEM/FTE.DLL
2893783 C:/WINDOWS/SYSTEM/DMIAPI32.DLL
2894098 C:/WINDOWS/SYSTEM/NW16.DLL
5434393 C:/PROGRA~1/ONLINE~1/AT&T/WNTEXT.HTM
2893755 C:/WINDOWS/SYSTEM/DESK.CPL
3785 C:/WINDOWS/HELP/MSNINT.HLP
2907157 C:/WINDOWS/COMMAND/KEYB.COM
3072034 C:/PROGRA~1/NETMEE~1/MNMHLP_.DLL
3801245 C:/PROGRA~1/THEMIC~1/MOSSTUB.DLL
5484690 C:/WINDOWS/SYSTEM/VIEWERS/VSMP.DLL
2770375 C:/WINDOWS/MEDIA/Utopia Menu Popup.wav (UTOPI~18.WAYV)
2679567 C:/WINDOWS/CALC.EXE
2679599 C:/WINDOWS/CONFIG.TXT
2679579 C:/WINDOWS/Stitches.bmp (STITCHES.BMP)
3487622 C:/PROGRA~1/PLUS!//CMPAGENT.EXE
2770429 C:/WINDOWS/MEDIA/Jungle Windows Exit.wav (JUNGLE~8.WAV)
2893800 C:/WINDOWS/SYSTEM/DSKAPI32.DLL
6438174 C:/WINDOWS/SYSBCKUP/MSMIXMGR.DLL
4402218 C:/WINDOWS/INF/MSCDROM.INF
2893757 C:/WINDOWS/SYSTEM/MAIN.CPL
7065357 C:/WINDOWS/INF/OTHER/MicrosoftMSCDROM.INF (MICROS~2.INF)
4402247 C:/WINDOWS/INF/NETDCA.INF
2894026 C:/WINDOWS/SYSTEM/LIGHTS.EXE
2893749 C:/WINDOWS/SYSTEM/COMM.DRV
2893919 C:/WINDOWS/SYSTEM/MSMIXMGR.DLL
2679645 C:/WINDOWS/DRVSPACE.INF
2893721 C:/WINDOWS/SYSTEM/ENABLE4.VXD
2679684 C:/WINDOWS/TOUR.EXE
3487752 C:/PROGRA~1/PLUS!/SYSTEM/NOCOMP.INF
2893815 C:/WINDOWS/SYSTEM/OIFIL400.DLL
2770528 C:/WINDOWS/MEDIA/Utopia Error.wav (UTOPIA~4.WAV)
2679565 C:/WINDOWS/REGEDIT.EXE
3811 C:/WINDOWS/HELP/W_IR.CNT
4402186 C:/WINDOWS/INF/AWUPD.INF
4402367 C:/WINDOWS/INF/MDMMTS.INF
3929093 C:/PROGRA~1/WINDOW~1/MLSHEXT.DLL
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64512 m..
194876 m..
25154 m..
10111 m..
169010 m..
190 m..
20408 m..
22192 m..
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20579 m..
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32206 m..
64493 m..
109688 m..
4788 m..
31886 m..
16714 m..
19869 m..
24390 m..
12288 m..
62976 m..
13026 m..
63488 m.c
294912 m..
20480 m..
33792m..
9946 m..
64512 m..
1701 m..
48640 m..
17920 m..
76288 m..
50070 m..
68608 m..
69632 m..
3708 m..
59980 m..
21657 m..
766 m..
113664 m..
21816 m..
25486 m..
2596 m..
3552 m..
49756 m..
9194 m..
3158 m..
10190 m..
41581 m..
11080 m..
12336 m..
88753 m..
59964 m..
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5484689 C:/WINDOWS/SYSTEM/VIEWERS/VSFLW.DLL
2893799 C:/WINDOWS/SYSTEM/DSKAPI16.DLL
2893720 C:/WINDOWS/SYSTEM/ENABLE2.VXD
4402257 C:/WINDOWS/INF/NETHP.INF
2770322 C:/WINDOWS/MEDIA/Jungle Maximize.wav (JUNGL~14.WAV)
2679585 C:/WINDOWS/Circles.bmp (CIRCLES.BMP)
4402366 C:/WINDOWS/INF/MDMMTD.INF
2893794 C:/WINDOWS/SYSTEM/FRAMEBUF.DRV
4765705 C:/WINDOWS/SHELLNEW/PRESENTA.SHW
3826 C:/WINDOWS/HELP/CDPLAYER.HLP
6354694 C:/WINDOWS/FORMS/CONFIGS/MAPIF1.CFG
2679755 C:/WINDOWS/Straw Mat.bmp (STRAWM~1.BMP)
4402329 C:/WINDOWS/INF/MDMDYNA.INF
4402286 C:/WINDOWS/INF/OHARE.INF
2770489 C:/WINDOWS/MEDIA/Robotz Restore Up.wav (ROBOTZ~3.WAV)
4402181 C:/WINDOWS/INF/ADAPTER.INF
3765 C:/WINDOWS/HELP/CALC.HLP
4402353 C:/WINDOWS/INF/MDMKORTX.INF
4402359 C:/WINDOWS/INF/MDMMART.INF
4347241 1 C:/WINDOW S/SYSTEM/IOSUBSYS/ESDI_506.0RG
2893990 C:/WINDOWS/SYSTEM/OLECLI32.DLL
3801265 C:/PROGRA~1/THEMIC~1/MSNAPI.DLL
2770378 C:/WINDOWS/MEDIA/Utopia Exclamation.wav (UTOPI~10.WAV)
2679686 C:/WINDOWS/NETWATCH.EXE
3929096 C:/PROGRA~1/WINDOW~1/SCANPST.EXE
2893817 C:/WINDOWS/SYSTEM/OIPRT400.DLL
5484691 C:/WINDOWS/SYSTEM/VIEWERS/VSMSW.DLL
2770495 C:/WINDOWS/MEDIA/Utopia Default.wav (UTOPIA~6.WAV)
5484698 C:/WINDOWS/SYSTEM/VIEWERS/VSWORD.DLL
4402429 C:/WINDOWS/INF/TAMWRAP.INF
2893756 C:/WINDOWS/SYSTEM/INTL.CPL
2894093 C:/WINDOWS/SYSTEM/MSPP32.DLL
2894095 C:/WINDOWS/SYSTEM/MSSHRUI.DLL
4402410 C:/WINDOWS/INF/MDMUSRCR.INF
2893964 C:/WINDOWS/SYSTEM/ULCLIENT.DLL
3801229 C:/PROGRA~1/THEMIC~1/MOSCP.EXE
2679673 C:/WINDOWS/IFSHLP.SYS
3764236 C:/WINDOWS/SYSTEM/COLOR/MNP22G15.ICM
2894125 C:/WINDOWS/SYSTEM/MSSP.VXD
6354702 C:/WINDOWS/FORMS/CONFIGS/MAPIF1S.ICO
2893998 C:/WINDOWS/SYSTEM/CONFCP.DLL
2770393 C:/WINDOWS/MEDIA/Musica Windows Exit.wav (MUSICA~8.WAV)
4402355 C:/WINDOWS/INF/MDMLASNO.INF
2893889 C:/WINDOWS/SYSTEM/SPLITTER.VXD
2894011 C:/WINDOWS/SYSTEM/WINSPL16.DRV
4402424 C:/WINDOWS/INF/MDMZY XLG.INF
2893968 C:/WINDOWS/SYSTEM/CP_1252.NLS
3624581 C:/WINDOWS/WANGSAMP/GOTODLG.FRM
43472395 C:/WINDOWS/SYSTEM/IOSUBSYS/DISKVSD.VXD
4402226 C:/WINDOWS/INF/MSMAIL.INF
4402267 C:/WINDOWS/INF/NETPCL.INF
2894169 C:/WINDOWS/SYSTEM/TAMAUDIO.DRV
3767 C:/WINDOWS/HELP/DRVSPACE.HLP
3764233 C:/WINDOWS/SYSTEM/COLOR/MNEBUG15.ICM
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48640 m..
24099 m..
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49284 m..
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22204 m..
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17920 m..
63488 m..
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28940 m..
12800 m..
24069 m..
5816 m..
30838 m..
57952 m..
65056 m..
9713 m..
65024 m.c
49664 m.c
733296 m..
32240 m..
27507 m..
36352m..
6144 m..
15360 m..
30807 m..
16577 m..
20344 m..
4111 m..
12628 m..
6656 m..
16690 m..
1657 m..
26928 m..
3632 m..
68880 m..
135876 m..
766 m..
1980 m..
24805 m..
6144 m..
24064 m..
766 m..
766 m..
22016 m..
3200 m..
11040 m..
35602 m..
766 m..
23696 m..
12800 m..
766 m..
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3801259 C:/PROGRA~1/THEMIC~1/TEXTCHAT.EXE
2893760 C:/WINDOWS/SYSTEM/TIMEDATE.CPL
2679827 C:/WINDOWS/TELNET.HLP
2894108 C:/WINDOWS/SYSTEM/RPCLTS6.DLL
2770492 C:/WINDOWS/MEDIA/Robotz Error.wav (ROBOTZ~4.WAV)
4402315 C:/WINDOWS/INF/MDMBSB.INF
4402404 C:/WINDOWS/INF/MDMTKR.INF
4347446 8 C:/WINDOWS/FONTS/VGASYS.FON
5484685 C:/WINDOWS/SYSTEM/VIEWERS/VSASCS8.DLL
2894036 C:/WINDOWS/SYSTEM/APPWIZ.CPL
4685099 C:/WINDOWS/CURSORS/UP_M.CUR
4402306 C:/WINDOWS/INF/MDM3X.INF
2893813 C:/WINDOWS/SYSTEM/OICOM400.DLL
4402415 C:/WINDOWS/INF/MDMVAYRS.INF
2894252 C:/WINDOWS/SYSTEM/WSHTCP.VXD
4402242 C:/WINDOWS/INF/NETCD.INF
4347445 8 C:/WINDOW S/FONTS/SERIFE.FON
2893795 C:/WINDOWS/SYSTEM/S3.DRV

3855 C:/WINDOWS/HELP/SCANPST.HLP
2679687 C:/WINDOWS/SYSMON.EXE
5018502 C:/PROGRA~1/ONLINE~1/AOL/AOLSETUP.EXE
2894046 C:/WINDOWS/SYSTEM/OPENGL32.DLL
6438162 C:/WINDOWS/SYSBCKUP/DDEML.DLL

3774 C:/WINDOWS/HELP/WINHLP32.HLP
2679658 C:/WINDOWS/FONTVIEW.EXE
2893992 C:/WINDOWS/SYSTEM/OLESVR32.DLL
3801252 C:/PROGRA~1/THEMIC~1/SECURCL.DLL

3718 C:/WINDOWS/HELP/NDSNP.HLP

3769 C:/WINDOWS/HELP/MOUSE.HLP
2770420 C:/WINDOWS/MEDIA/Musica Error.wav (MUSICA~4.WAV)
2679609 C:/WINDOWS/MSN.TXT
3764239 C:/WINDOWS/SYSTEM/COLOR/EPSONSTY.ICM
2894050 C:/WINDOWS/SYSTEM/FONTREG.EXE
2679611 C:/WINDOWS/PRINTERS.TXT
4402189 C:/WINDOWS/INF/CHEYENNE.INF
3072035 C:/PROGRA~1/NETMEE~1/MNMMG_.DLL
2679652 C:/WINDOWS/WINVER.EXE
3072026 C:/PROGRA~1/NETMEE~1/MNMCCL_.DLL
2770381 C:/WINDOWS/MEDIA/The Microsoft Sound.wav (THEMIC~1.WAV)
4685103 C:/WINDOWS/CURSORS/ARROW_1.CUR
4402281 C:/WINDOWS/INF/NETTULIP.INF
4402283 C:/WINDOWS/INF/NETXIR.INF
3081991 C:/PROGRA~1/ACCESS~1/HYPERT~1/HYPERTRM.EXE
6438163 C:/WINDOWS/SYSBCKUP/OLESVR.DLL
4685087 C:/WINDOWS/CURSORS/SIZE1_M.CUR
4685088 C:/WINDOWS/CURSORS/SIZE2_1.CUR
2894087 C:/WINDOWS/SYSTEM/CHOOSUSR.DLL
6438153 C:/WINDOWS/SYSBCKUP/WIN32S16.DLL
3072033 C:/PROGRA~1/NETMEE~1/MNMGDC_.DLL
4402209 C:/WINDOWS/INF/MMOPT.INF
4685077 C:/WINDOWS/CURSORS/MOVE_L.CUR
2679823 C:/WINDOWS/ROUTE.EXE
2893823 C:/WINDOWS/SYSTEM/WANGSHL.DLL
4685083 C:/WINDOWS/CURSORS/PEN_L.CUR
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5312 m..
1023 m..
24149 m..
403 m..
3504 m..
7309 m..
202240 m..
9964 m..
766 m..
22233 m..
995 m..
21695 m..
312208 m..
92160 m..
21759 m..
22617 m..
46305 m..
2456 m..
17408 m..
159782 m..
24027 m..
14848 m..
27437 m..
9166 m..
12339 m..
29298 m..
5120 m..
10891 m..
188848 m..
19456 m..
5120 m.c
8651 m..
25446 m..
5315 m..
18736 m..
18338 m..
20800 m..
9520 m..
12112 m..
9216 m..
342m..
11063 m..
5857 m..
45816 m..
129578 m..
23200 m..
36485m..
67696 m..
2118 m..
8704 m..
169010 m..
5864 m..
55100 m..
27471 m..
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2894085 C:/WINDOWS/SYSTEM/NETCPL.CPL
3790 C:/WINDOWS/HELP/SOUNDREC.CNT
4402411 C:/WINDOWS/INF/MDMUSREF.INF
3803 C:/WINDOWS/HELP/WINPOPUP.CNT
2894042 C:/WINDOWS/SYSTEM/ENUMFILE.DLL
2679613 C:/WINDOWS/SUPPORT.TXT
3072012 C:/PROGRA~1/NETMEE~1/MCSNC.DLL
4402377 C:/WINDOWS/INF/MDMOSI.INF
4685084 C:/WINDOWS/CURSORS/PEN_M.CUR
3766 C:/WINDOWS/HELP/COMMON.HLP
2894123 C:/WINDOWS/SYSTEM/LMSCRIPT.PIF
4402346 C:/WINDOWS/INF/MDMICO.INF
2893773 C:/WINDOWS/SYSTEM/GDI.EXE
2893911 C:/WINDOWS/SYSTEM/ICCVID.DLL
4402236 C:/WINDOWS/INF/NET.INF
3072055 C:/PROGRA~1/NETMEE~1/NETMEET.TXT
4402328 C:/WINDOWS/INF/MDMDSI.INF
3801237 C:/PROGRA~1/THEMIC~1/INSTBE.BAT
2894041 C:/WINDOWS/SYSTEM/DOCPROP.DLL
2770334 C:/WINDOWS/MEDIA/Jungle Recycle.wav (JUNGLE~5.WAV)
4402374 C:/WINDOWS/INF/MDMOLIVE.INF
3929097 C:/PROGRA~1/WINDOW~1/MAPIWM.TPL
4402234 C:/WINDOWS/INF/MULTILNG.INF
4402422 C:/WINDOWS/INF/MDMZY XEL.INF
3823 C:/WINDOWS/HELP/NETWATCH.HLP
4402309 C:/WINDOWS/INF/MDMARN.INF
2770522 C:/WINDOWS/MEDIA/Utopia Restore Down.wav (UTOPI~16.WAV)
4402369 C:/WINDOWS/INF/MDMNEUHS.INF
2894061 C:/WINDOWS/SYSTEM/FINSTALL.DLL
3801235 C:/PROGRA~1/THEMIC~1/SUUTIL.DLL
2679571 C:/WINDOWS/WRITE.EXE
3751 C:/WINDOWS/HELP/AUDIOCDC.HLP
4402373 C:/WINDOWS/INF/MDMNOVFX.INF
4402208 C:/WINDOWS/INF/MIDI.INF
2893928 C:/WINDOWS/SYSTEM/MCISEQ.DRV
3777 C:/WINDOWS/HELP/REGEDIT.HLP
2894004 C:/WINDOWS/SYSTEM/SYSCLASS.DLL
4402229 C:/WINDOWS/INF/MSPORTS.INF
2893767 C:/WINDOWS/SYSTEM/TOOLHELP.DLL
2894111 C:/WINDOWS/SYSTEM/SAPNSP.DLL
3841 C:/WINDOWS/HELP/FILEXFER.CNT
43472409 C:/WINDOWS/SYSTEM/IOSUBSYS/TORISAN3.VXD
2893740 C:/WINDOWS/SYSTEM/VFD.VXD
2770408 C:/WINDOWS/MEDIA/Musica Close.wav (MUSIC~13.WAV)
2770441 C:/WINDOWS/MEDIA/Jungle Open.wav (JUNGL~12.WAV)
2894242 C:/WINDOWS/SYSTEM/ESCP2MS.DRV
4402339 C:/WINDOWS/INF/MDMGEN.INF
2893926 C:/WINDOWS/SYSTEM/MCIAVI.DRV
2679757 C:/WINDOWS/Bubbles.bmp (BUBBLES.BMP)
3730 C:/WINDOWS/HELP/DISPLAY.HLP
2770447 C:/WINDOWS/MEDIA/Jungle Minimize.wav (JUNGL~15.WAV)
4402397 C:/WINDOWS/INF/MDMTDK.INF
4402388 C:/WINDOWS/INF/MDMROCKS3.INF
4402228 C:/WINDOWS/INF/MSNETMTG.INF
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24576 m..
64432 m..
62464 m..
95776 m..
5632 m..
125495 m..
789 m..
14990 m..
31895m..
59928 m..
38912m..
9600 m..
20861 m.c
26295 m..
55438 m..
23617 m..
21504 m..
23314 m..
304128 m..
11844 m..
832222 m..
25600 m..
129078 m..
11333 m..
18785 m..
21473 m..
156760 m..
12688 m..
20480 m..
38400 m.c
1312m..
121344 m..
143914 m..
118784 m..
7332m..
16976 m..
10240 m..
36144 m..
10848 m..
211488 m..
24064 m..
3657 m..
43620 m..
36182m..
15360 m..
7272m..
12063 m..
31942 m..
23834 m..
5532 m..
37376 m..
5632 m..
26544 m..
153040 m..
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3801242 C:/PROGRA~1/THEMIC~1/MOSAF.DLL
2894192 C:/WINDOWS/SYSTEM/THREED.VBX
3081868 C:/PROGRA~1/ACCESS~1/write32.wpc (WRITE32.WPC)
2894187 C:/WINDOWS/SYSTEM/MCIVISCA.DRV
4765710 C:/WINDOWS/SHELLNEW/EXCEL.XLS
2679642 C:/WINDOWS/EMM386.EXE
6354697 C:/WINDOWS/FORMS/CONFIGS/MAPIF4.CFG
2770519 C:/WINDOWS/MEDIA/Utopia Minimize.wav (UTOPI~15.WAYV)
4402237 C:/WINDOWS/INF/NET3COM.INF
4402260 C:/WINDOWS/INF/NETINFO.INF
2893936 C:/WINDOWS/SYSTEM/LHACM.ACM
4347445 3 C:/WINDOWS/FONTS/8514SYS.FON
2770309 C:/WINDOWS/MEDIA/CANYON.MID
4402342 C:/WINDOWS/INF/MDMHAEU.INF
2893754 C:/WINDOWS/SYSTEM/UNIMODEM.VXD
4402338 C:/WINDOWS/INF/MDMGATEW .INF
2894100 C:/WINDOWS/SYSTEM/NWNET32.DLL
4402264 C:/WINDOWS/INF/NETNOVEL.INF
3072018 C:/PROGRA~1/NETMEE~1/CB32.EXE
2893933 C:/WINDOWS/SYSTEM/MMDEVLDR.VXD
3834 C:/WINDOWS/HELP/SIZEWIN.AVI
2893818 C:/WINDOWS/SYSTEM/OISLB400.DLL
2679667 C:/WINDOWS/LOGOW.SYS
2894003 C:/WINDOWS/SYSTEM/ISAPNP.VXD
4347239 4 C:/WINDOWS/SYSTEM/IOSUBSYS/DISKTSD.VXD
3723 C:/WINDOWS/HELP/HYPERTRM.HLP
2770498 C:/WINDOWS/MEDIA/Utopia Windows Start.wav (UTOPIA~7.WAV)
2893869 C:/WINDOWS/SYSTEM/KEYBOARD.DRV
3081997 C:/PROGRA~1/ACCESS~1/HYPERT~1/hticons.dll (HTICONS.DLL)
2679635 C:/WINDOWS/SCRIPT.DOC
2893730 C:/WINDOWS/SYSTEM/RSRC16.DLL
3801228 C:/PROGRA~1/THEMIC~1/GUIDE.EXE
2770444 C:/WINDOWS/MEDIA/Jungle Close.wav (JUNGL~13.WAV)
3487750 C:/PROGRA~1/PLUS!/SYSTEM/COMPEXT.DLL
2907150 C:/WINDOWS/COMMAND/SCANDISK.INI
2893930 C:/WINDOWS/SYSTEM/MIDIMAP.DRV
2893898 C:/WINDOWS/SYSTEM/MSG711.ACM
2893892 C:/WINDOWS/SYSTEM/MODEMUI.DLL
4347240 2 C:/WINDOWS/SYSTEM/IOSUBSYS/NCRC810.MPD
2894216 C:/WINDOWS/SYSTEM/3D Flying Objects.scr (3DFLYI~1.SCR)
2893991 C:/WINDOWS/SYSTEM/OLESVR.DLL
4402223 C:/WINDOWS/INF/MSFDC.INF
3724 C:/WINDOWS/HELP/MSPAINT.HLP
2679779 C:/WINDOWS/Metal Links.omp (METALL~1.BMP)
2893872 C:/WINDOWS/SYSTEM/MOSCFG32.0LD
4402297 C:/WINDOWS/INF/SHELL3.INF
4402288 C:/WINDOWS/INF/PCMCIA.INF
2907177 C:/WINDOWS/COMMAND/KEYBRD2.SYS
3081862 C:/PROGRA~1/ACCESS~1/backup.cfg (BACKUP.CFG)
2893987 C:/WINDOWS/SYSTEM/STDOLE.TLB
2894086 C:/WINDOWS/SYSTEM/PASSWORD.CPL
2893993 C:/WINDOWS/SYSTEM/MFCUIA32.DLL
3072045 C:/PROGRA~1/NETMEE~1/MNMTHK16.DLL
6438157 C:/WINDOWS/SYSBCKUP/OLE2NLS.DLL
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11776 m..
66672 m..
4608 m..
103248 m..
57629 m..
66560 m..
43520 m..
22016 m..
23529 m..
65024 m..
1078 m..
134022 m..
6160 m..
94720 m..
552m..
182m..
50998 m..
25882 m..
98330 m..
2158 m..
15519 m..
197648 m..
81744 m..
97616 m..
12276 m..
25343 m..
7824 m..
197648 m..
728 m..
156160 m..
56320 m..
5632 m..
9872 m..
4384 m..
89680 m..
508 m..
766 m..
214836 m..
60096 m..
56981 m..
48932 m..
23744 m..
239136 m.c
37888 m..
94818 m..
800 m..
29184 m..
10240 m..
19193 m..
6816 m..
872208 m.c
11120 m..
26940 m..
8192 ..c
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2894067 C:/WINDOWS/SYSTEM/TAPI32.DLL

2679824 C:/WINDOWS/TELNET.EXE

3072007 C:/PROGRA~1/NETMEE~1/GCC32.DLL
2893915 C:/WINDOWS/SYSTEM/MMSYSTEM.DLL
4402294 C:/WINDOWS/INF/SETUPC.INF
2894115 C:/WINDOWS/SYSTEM/WSOCK32.DLL
5484694 C:/WINDOWS/SYSTEM/VIEWERS/VSW6.DLL
3801227 C:/PROGRA~1/THEMIC~1/CCDIALER.EXE

3725 C:/WINDOWS/HELP/PACKAGER.HLP
2679569 C:/WINDOWS/PACKAGER.EXE
5434394 C:/PROGRA~1/ONLINE~1/AT&T/ATTWNS.ICO
2893976 C:/WINDOWS/SYSTEM/LOCALE.NLS
2893718 C:/WINDOWS/SYSTEM/ENABLE3.DLL
2893875 C:/WINDOWS/SYSTEM/DUNZIPNT.DLL

3726 C:/WINDOWS/HELP/DIALER.CNT
2679771 C:/WINDOWS/Black Thatch.bmp (BLACKT~1.BMP)
2894130 C:/WINDOWS/SYSTEM/NWLINK.VXD
2907153 C:/WINDOWS/COMMAND/SORT.EXE
2770349 C:/WINDOWS/MEDIA/Utopia Recycle.wav (UTOPIA~5.WAYV)
4402300 C:/WINDOWS/INF/VIDCAP.INF

1375914 6 C:/WINDOW S/ELNK3.DOS

6438184 C:/WINDOWS/SYSBCKUP/UNIDRV.DLL
43474459 C:/WINDOW S/FONTS/SERIFF.FON
2894322 C:/WINDOWS/SYSTEM/MDISP32.EXE
4402251 C:/WINDOWS/INF/NETDLC32.INF

4402368 C:/WINDOWS/INF/MDMMULOG.INF
3072036 C:/PROGRA~1/NETMEE~1/MNMMSG_.DLL
2894236 C:/WINDOWS/SYSTEM/UNIDRV.DLL

2679828 C:/WINDOWS/HOSTS.SAM

3072009 C:/PROGRA~1/NETMEE~1/MCATIPX.DLL
2893822 C:/WINDOWS/SYSTEM/WANGCMN.DLL
6438172 C:/WINDOWS/SYSBCKUP/DCIMAN32.DLL
3072041 C:/PROGRA~1/NETMEE~1/MNMTDD_.DLL
2894306 C:/WINDOWS/SYSTEM/MAPIU32.DLL
4347446 3 C:/WINDOWS/FONTS/SSERIFF.FON
3758 C:/WINDOWS/HELP/CALC.CNT
4685063 C:/WINDOWS/CURSORS/ARROW_M.CUR

30C:/I0.SYS

43474470 C:/WINDOWS/FONTS/SYMBOL.TTF

4402387 C:/WINDOWS/INF/MDMROCK2.INF
3860 C:/WINDOWS/HELP/MSNMAIL.HLP

2894127 C:/WINDOWS/SYSTEM/NDIS2SUP.VXD

2679615 C:/WINDOWS/DEFRAG.EXE

2893880 C:/WINDOWS/SYSTEM/MOSCUDLL.DLL
2770480 C:/WINDOWS/MEDIA/Robotz Close.wav (ROBOT~13.WAV)

2679831 C:/WINDOWS/PROTOCOL

3801251 C:/PROGRA~1/THEMIC~1/SACLIENT.DLL
2893809 C:/WINDOWS/SYSTEM/AWVIEW32.DLL
3727 C:/WINDOWS/HELP/DIALER.HLP
4402246 C:/WINDOWS/INF/NETCPQ.INF
3829 C:/WINDOWS/HELP/EXPLORER.AVI
3793 C:/WINDOWS/HELP/SNDVOL32.HLP
3792 C:/WINDOWS/HELP/MPLAYER.HLP
2679662 C:/WINDOWS/RUNDLL32.EXE
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100 m..
623 m.c
129536 m..
306608 m..
4608 m..
766 m..
29184 m..
55296 m..
113664 m..
2715m..
9787 m..
33792m..
3155 m..
13084 m..
29184 m..
8288 m..
89126 m..
30773 m..
37759 m..
7584 m..
7168 m..
766 m..
37696 m..
37676 m..
26584 m..
44544 m..
2375m..
525984 m..
2125m..
69856 m..
62614 m..
153040 m..
131072 m..
558704 m..
13264 m..
56688 m..
30630 m..
23553 m..
20574 m..
6240 m..
23105 m..
766 m..
51043 m..
578 m..
57m..
253952 m..
7887 m..
52454 m..
1891 m..
766 m..
10352 m..
19101 m..
32256 m..
6288 m..
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3736 C:/WINDOWS/HELP/WANGOCX.CNT
5434396 C:/PROGRA~1/ONLINE~1/AT&T/ATTWNSVC.ISP
2893921 C:/WINDOWS/SYSTEM/MSVFW32.DLL
3828 C:/WINDOWS/HELP/DRAGDROP.AVI
2893731 C:/WINDOWS/SYSTEM/RSRC32.DLL
4685066 C:/WINDOWS/CURSORS/BEAM_M.CUR
2893762 C:/WINDOWS/SYSTEM/POWERCFG.DLL
2893831 C:/WINDOWS/SYSTEM/SYNCENG.DLL
6438177 C:/WINDOWS/SYSBCKUP/MSVIDEO.DLL
5434382 C:/PROGRA~1/ONLINE~1/AT&T/RELIABTN.GIF
3078279 C:/WINDOWS/SYSTEM/VMM32/QEMMFIX.VXD
2893784 C:/WINDOWS/SYSTEM/DMREG.DLL
4402277 C:/WINDOWS/INF/NETSOCK.INF
2770507 C:/WINDOWS/MEDIA/Utopia Question.wav (UTOPIA~9.WAYV)
5484687 C:/WINDOWS/SYSTEM/VIEWERS/VSDRW.DLL
2770343 C:/WINDOWS/MEDIA/Musica Menu Popup.wav (MUSIC~18.WAYV)
2770438 C:/WINDOWS/MEDIA/Jungle Asterisk.wav (JUNGL~11.WAV)
5247507 0 C:/WINDOWS/SYSTEM/ELNK3.VXD
4402425 C:/WINDOWS/INF/MDMZY XLN.INF
2894249 C:/WINDOWS/SYSTEM/RPCLTC3.DLL
4402254 C:/WINDOWS/INF/NETFLEX.INF
4685090 C:/WINDOWS/CURSORS/SIZE2_M.CUR
4402211 C:/WINDOWS/INF/MONITOR.INF
4402335 C:/WINDOWS/INF/MDMEXP.INF
4402316 C:/WINDOWS/INF/MDMBSCH.INF
2893811 C:/WINDOWS/SYSTEM/JPEG2X32.DLL
3081871 C:/PROGRA~1/ACCESS~1/SLIP.SCP
2894237 C:/WINDOWS/SYSTEM/HPPCL5MS.DRV
4402200 C:/WINDOWS/INF/IRDALAN.INF
3072038 C:/PROGRA~1/NETMEE~1/MNMOM_.DLL
2893939 C:/WINDOWS/SYSTEM/VIP.386
2893982 C:/WINDOWS/SYSTEM/OLE2NLS.DLL
2894079 C:/WINDOWS/SYSTEM/GDI32.DLL
7108993 2 C:/WINDOW S/SYSTEM/DCOM95/0OLDOLE/ole32.dIl (OLE32.DLL)
43472400 C:/WINDOWS/SYSTEM/IOSUBSYS/AMSINT.MPD
3072032 C:/PROGRA~1/NETMEE~1/MNMFT_.DLL
4402383 C:/WINDOWS/INF/MDMPRODM.INF
4402326 C:/WINDOWS/INF/MDMDICOM.INF
2907163 C:/WINDOWS/COMMAND/FC.EXE
2894032 C:/WINDOWS/SYSTEM/SETUP4.DLL
2894029 C:/WINDOWS/SYSTEM/PARALINK.VXD
4685102 C:/WINDOWS/CURSORS/WAIT_M.CUR
4402445 C:/WINDOWS/INF/MOS.OLD
2679591 C:/WINDOWS/Tiles.bmp (TILES.BMP)
4765709 C:/WINDOWS/SHELLNEW/WORDPFCT.WPG
6438152 C:/WINDOWS/SYSBCKUP/MSVCRT20.DLL
4402206 C:/WINDOWS/INF/MF.INF
3858 C:/WINDOWS/HELP/MSNBBS.HLP
4402233 C:/WINDOWS/INF/MTD.INF
6354699 C:/WINDOWS/FORMS/CONFIGS/MAPIFOL.ICO
4347240 1 C:/WINDOWS/SYSTEM/IOSUBSYS/NCRC710.MPD
4347239 3 C:/WINDOWS/SYSTEM/IOSUBSYS/CDVSD.VXD
5484683 C:/WINDOWS/SYSTEM/VIEWERS/SCCVIEW.DLL
5434377 C:/PROGRA~1/ONLINE~1/AT&T/EARTH.GIF
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4402391 C:/WINDOWS/INF/MDMSMART.INF

4347445 2 C:/WINDOWS/FONTS/85140EM.FON

3801267 C:/PROGRA~1/THEMIC~1/MVDIB14.DLL

2770501 C:/WINDOWS/MEDIA/Utopia Windows Exit.wav (UTOPIA~8.WAV)
3719 C:/WINDOWS/HELP/ACCESS.HLP

6438176 C:/WINDOWS/SYSBCKUP/AVIFILE.DLL

2894300 C:/WINDOWS/SYSTEM/MMFMIG32.DLL

3801223 C:/PROGRA~1/THEMIC~1/CCEI.DLL

4402249 C:/WINDOWS/INF/NETDEF.INF

5247507 1 C:/WINDOWS/SYSTEM/SVRAPI.DLL

2907159 C:/WINDOWS/COMMAND/MORE.COM

2894008 C:/WINDOWS/SYSTEM/PCI.VXD

2679657 C:/WINDOWS/EXPLORER.EXE

4402285 C:/WINDOWS/INF/NODRIVER.INF

2894136 C:/WINDOWS/SYSTEM/VSERVER.VXD

2893899 C:/WINDOWS/SYSTEM/MSGSM32.ACM

43474451 C:/WINDOW S/FONTS/8514FIX.FON

2894152 C:/WINDOWS/SYSTEM/INFRARED.DLL

5434375 C:/PROGRA~1/ONLINE~1/AT&T/BLGLOBE.GIF

2770310 C:/WINDOWS/MEDIA/PASSPORT.MID

2679665 C:/WINDOWS/WINFILE.EXE

2893753 C:/WINDOWS/SYSTEM/SERIAL.VXD

4402416 C:/WINDOWS/INF/MDMVDOT.INF

3801246 C:/PROGRA~1/THEMIC~1/MSNDUI.DLL
3749 C:/WINDOWS/HELP/SOL.HLP

2893746 C:/WINDOWS/SYSTEM/SERIALUL.DLL

6438149 C:/WINDOWS/SYSBCKUP/MPLAYER.EXE
3750 C:/WINDOWS/HELP/WINMINE.HLP

7108993 6 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/olethk32.dIl (OLETHK32.DLL)

4402230 C:/WINDOWS/INF/MSPRINT.INF

2893910 C:/WINDOWS/SYSTEM/DISPDIB.DLL

4402289 C:/WINDOWS/INF/PCMCIAMF.INF

2894049 C:/WINDOWS/SYSTEM/SHSCRAP.DLL

4402349 C:/WINDOWS/INF/MDMINTEL.INF

3072040 C:/PROGRA~1/NETMEE~1/MNMTAPM_.DLL

2894010 C:/WINDOWS/SYSTEM/SPOOLSS.DLL

4402301 C:/WINDOWS/INF/WAVE.INF

2894241 C:/WINDOWS/SYSTEM/UNIDRV.001

4402379 C:/WINDOWS/INF/MDMPBIT.INF

43472389 C:/WINDOWS/SYSTEM/IOSUBSYS/BIGMEM.DRV

2893977 C:/WINDOWS/SYSTEM/UNICODE.NLS

2679651 C:/WINDOWS/WININIT.EXE

2894186 C:/WINDOWS/SYSTEM/MCIPIONR.DRV

3801256 C:/PROGRA~1/THEMIC~1/MOSVIEW.EXE
3732 C:/WINDOWS/HELP/BACKUP.CNT

4402287 C:/WINDOWS/INF/OVERRIDE.INF

4685061 C:/WINDOWS/CURSORS/APPSTART.ANI

2894020 C:/WINDOWS/SYSTEM/QUARTZ.VXD

2770399 C:/WINDOWS/MEDIA/Musica Question.wav (MUSICA~9.WAV)

2893885 C:/WINDOWS/SYSTEM/MSNEXCH.EXE

2893900 C:/WINDOWS/SYSTEM/TSSOFT32.ACM

2893881 C:/WINDOWS/SYSTEM/MOSMISC.DLL

2893734 C:/WINDOWS/SYSTEM/PIFMGR.DLL

2894117 C:/WINDOWS/SYSTEM/MPREXE.EXE

24655 m..  -/-rwXxrwxrwx
12288 m..  -/-r-xr-xr-x
53760 m..  -/-rWXrwxrwx
86798 m..  -/-rWXrwxrwx
34923 m..  -/-rWXrwxrwx
109424 m..  -/-rWwXrwxrwx
274896 m..  -/-rWXrwxrwx
13312 m..  -/-r-xr-xr-x
10267 m..  -/-rwXrwxrwx
13312m..  -/-rwxrwxrwx
10471 m.. -/-rwXrwxrwx
42247 m..  -/-rWXrwxrwx
204288 m..  -/-rwxXrwxrwx
2392 m..  -/-rwXrwxrwx
112880 m..  -/-rwXrwxrwx
25088 m..  -/-rwxrwxrwx
10992 m..  -/-r-xr-xr-x
28416 m..  -/-rwXxrwxrwx
4082 m..  -/-rwXrwxrwx
23165m.c  -/-rwXrwxrwx
155408 m.c  -/-rwxrwxrwx
18572 m..  -/-rwxrwxrwx
23174 m..  -/-rwXrwxrwx
25600 m..  -/-r-xr-xr-x
10145m..  -/-rwXrwxrwx
12032 m..  -/-rwXxrwxrwx
147968 m..  -/-rWXrwxrwx
9133 m..  -/-rWXrwxrwx
79424 m..  -/-rwXrwxrwx
46347 m..  -/-rWXrwxrwx
6992 m..  -/-rwWXrwxrwx
867 m.. -/-rwXrwxrwx
24576 m..  -/-rwXrwxrwx
17067 m..  -/-rwXrwxrwx
25600 m..  -/-rwXrwxrwx
91136 m..  -/-rwXrwxrwx
62629 m..  -/-rwXxrwxrwx
197648 m..  -/-rWXrwxrwx
25092 m..  -/-rwXxrwxrwx
9962 m..  -/-rWXrwxrwx
34676 m..  -/-rWXrwxrwx
40801 m..  -/-rwxrwxrwx
13712 m..  -/-rwxrwxrwx
81920 m..  -/-r-xr-xr-x
1189 m..  -/-rwXrwxrwx
7229 m..  -/-rWXrwxrwx
8274 m..  -/-rWwXrwxrwx
5676 m..  -/-rWXrwxrwx
11932 m..  -/-rwXxrwxrwx
17408 m.c  -/-rwXrwxrwx
8704 m..  -/-rwXrwxrwx
9216 m..  -/-rWXrwxrwx
82816 m..  -/-rwWXrwxrwx
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12800 m..  -/-rwXrwxrwx
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25473 m..
410588 m..
27973 m..
21028 m..
198 m..
40448 m..
10760 m..
33280 m..
26987 m..
766 m..
73275m..
23916 m..
10768 m..
30553 m..
4513 m..
8192 m..
9294 m..
3111 m..
114688 m..
30549 m..
805072 m..
3115 m..
92466 m.c
519340 m..
20208 m..
391m..
2096 m..
4828 m..
27475m..
10272 m..
9568 m..
7315m..
71680 m..
44544 m..
57328 m..
23552 m..
29401 m..
19129 m..
10441 m..
1978 m..
32256 m..
1067520 m..
34304 m.c
56336 m..
384512 m..
311808 m.c
8502 m..
183296 m.c
26967 m..
27632m..
4616 m..
27940 m.c
68938 m..
59129 m..
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2907154 C:/WINDOWS/COMMAND/MSCDEX.EXE
3827 C:/WINDOWS/HELP/CLOSEWIN.AVI
2893798 C:/WINDOWS/SYSTEM/VDHCP.386
3753 C:/WINDOWS/HELP/APMCP.HLP
2679765 C:/WINDOWS/Triangles.bmp (TRIANG~1.BMP)
3801263 C:/PROGRA~1/THEMIC~1/GUIDENAV.NAV
2770513 C:/WINDOWS/MEDIA/Utopia Open.wav (UTOPI~12.WAV)
2679683 C:/WINDOWS/EXPOSTRT.EXE
4402336 C:/WINDOWS/INF/MDMEYP.INF
4685100 C:/WINDOWS/CURSORS/WAIT_1.CUR
2679676 C:/WINDOWS/NETH.MSG
4402421 C:/WINDOWS/INF/MDMZYP.INF
2679669 C:/WINDOWS/NDDENB.DLL
4402308 C:/WINDOWS/INF/MDMARCHT.INF
2679680 C:/WINDOWS/PWS.TXT
7108993 8 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/rpcltcl.dll (RPCLTC1.DLL)
4402317 C:/WINDOWS/INF/MDMCMCM.INF
5434389 C:/PROGRA~1/ONLINE~1/AT&T/WORLDBTN.GIF
3072016 C:/PROGRA~1/NETMEE~1/SOEDBER.DLL
4402362 C:/WINDOWS/INF/MDMMHRTZ.INF
2894309 C:/WINDOWS/SYSTEM/WMSUI32.DLL
5434376 C:/PROGRA~1/ONLINE~1/AT&T/CUSTCARE.GIF
2770366 C:/WINDOWS/MEDIA/Beethoven's 5th Symphony.rmi (BEETHO~1.RMI)
3773 C:/WINDOWS/HELP/WINDOWS.HLP
4402248 C:/WINDOWS/INF/NETDEC.INF
3821 C:/WINDOWS/HELP/NETWATCH.CNT
2893747 C:/WINDOWS/SYSTEM/UMDM16.DLL
4402279 C:/WINDOWS/INF/NETTDKP.INF
4402352 C:/WINDOWS/INF/MDMKE.INF
2770396 C:/WINDOWS/MEDIA/Musica Critical Stop.wav (MUSICA~1.WAV)
2894189 C:/WINDOWS/SYSTEM/TOURSTR.DLL
3802 C:/WINDOWS/HELP/TELEPHON.HLP
2894119 C:/WINDOWS/SYSTEM/NWLSPROC.EXE
2894082 C:/WINDOWS/SYSTEM/USER32.DLL
6438156 C:/WINDOWS/SYSBCKUP/OLE2CONV.DLL
2894315 C:/WINDOWS/SYSTEM/CONFAPI.DLL
43472390 C:/WINDOW S/SYSTEM/IOSUBSYS/APIX.VXD
2894134 C:/WINDOWS/SYSTEM/VNETSUP.VXD
4402330 C:/WINDOWS/INF/MDMELINK.INF
3721 C:/WINDOWS/HELP/MSPAINT.CNT
2893810 C:/WINDOWS/SYSTEM/JPEG1X32.DLL
2679677 C:/WINDOWS/SETUPSLT.EXE
2679568 C:/WINDOWS/NOTEPAD.EXE
4347446 4 C:/WINDOWS/FONTS/SYMBOLE.FON
2893727 C:/WINDOWS/SYSTEM/MFCO40.DLL
3081863 C:/PROGRA~1/ACCESS~1/MSPAINT.EXE
3742 C:/WINDOWS/HELP/WANGSHL.HLP
3081866 C:/PROGRA~1/ACCESS~1/WORDPAD.EXE
4402350 C:/WINDOWS/INF/MDMINTPC.INF
2893938 C:/WINDOWS/SYSTEM/CTL3DV2.DLL
2770516 C:/WINDOWS/MEDIA/Utopia Close.wav (UTOPI~13.WAYV)
2770532 C:/WINDOWS/MEDIA/Debussy's Claire de Lune.rmi (DEBU SS~1.RMI)
3078278 C:/WINDOWS/SYSTEM/VMM32/10S.VXD
4347239 1 C:/WINDOWS/SYSTEM/IOSUBSYS/CDFS.VXD
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2907156 C:/WINDOWS/COMMAND/DOSKEY.COM
3072020 C:/PROGRA~1/NETMEE~1/MSCONFFT.EXE
4402364 C:/WINDOWS/INF/MDMMOTO.INF
3786 C:/WINDOWS/HELP/MSN.HLP
4685104 C:/WINDOWS/CURSORS/ARROW_L.CUR
3747 C:/WINDOWS/HELP/FREECELL.HLP
3072030 C:/PROGRA~1/NETMEE~1/MNMCPI_.DLL
4402380 C:/WINDOWS/INF/MDMPHILS.INF
2893735 C:/WINDOWS/SYSTEM/WINASPI.DLL
2893729 C:/WINDOWS/SYSTEM/SYSEDIT.EXE
4402375 C:/WINDOWS/INF/MDMOPTL.INF
2893896 C:/WINDOWS/SYSTEM/IMAADP32.ACM
2893796 C:/WINDOWS/SYSTEM/SUPERVGA.DRV
3837 C:/WINDOWS/HELP/W_OVER.CNT
3763 C:/WINDOWS/HELP/WINHLP32.CNT
2679638 C:/WINDOWS/SNDVOL32.EXE
2894001 C:/WINDOWS/SYSTEM/MSPCIC.DLL
2893934 C:/WINDOWS/SYSTEM/MOUSE.DRV
3825 C:/WINDOWS/HELP/CDPLAYER.CNT
2894084 C:/WINDOWS/SYSTEM/VTDI.386
2679685 C:/WINDOWS/FILEXFER.EXE
3072015 C:/PROGRA~1/NETMEE~1/OSSMEM.DLL
2770483 C:/WINDOWS/MEDIA/Robotz Minimize.wav (ROBOT~15.WAV)
2770504 C:/WINDOWS/MEDIA/Utopia Critical Stop.wav (UTOPIA~1.WAV)
4402271 C:/WINDOWS/INF/NETSERVR.INF
2770319 C:/WINDOWS/MEDIA/Robotz Recycle.wav (ROBOTZ~5.WAV)
2907149 C:/WINDOWS/COMMAND/EDIT.COM
2893781 C:/WINDOWS/SYSTEM/DESKMG16.DLL
4402202 C:/WINDOWS/INF/KEYBOARD.INF
4402262 C:/WINDOWS/INF/NETNCR.INF
3801262 C:/PROGRA~1/THEMIC~1/DSNAV.NAV
2894021 C:/WINDOWS/SYSTEM/RASAPI16.DLL
4402268 C:/WINDOWS/INF/NETPPP.INF
3857 C:/WINDOWS/HELP/MSNPSS.CNT
2893819 C:/WINDOWS/SYSTEM/OISSQ400.DLL
2894002 C:/WINDOWS/SYSTEM/MSGSRV32.EXE
4402334 C:/WINDOWS/INF/MDMETECH.INF
2894024 C:/WINDOWS/SYSTEM/RNATHUNK.DLL
2893959 C:/WINDOWS/SYSTEM/MSCONF.DLL
2679763 C:/WINDOWS/Houndstooth.bmp (HOUNDS~1.BMP)
2679594 C:/WINDOWS/Red Blocks.bmp (REDBLO~1.BMP)
6438169 C:/WINDOWS/SYSBCKUP/TOOLHELP.DLL
2893775 C:/WINDOWS/SYSTEM/MKCOMPAT.EXE
43474457 C:/WINDOWS/FONTS/MODERN.FON
3081876 C:/PROGRA~1/ACCESS~1/pcximp32.flt (PCXIMP32.FLT)
2894094 C:/WINDOWS/SYSTEM/MSPWL32.DLL
43472415 C:/WINDOWS/SYSTEM/IOSUBSYS/VOLTRACK.ORG
4402219 C:/WINDOWS/INF/MSDET.INF
3801221 C:/PROGRA~1/THEMIC~1/MSNSIG13.EXE
3801238 C:/PROGRA~1/THEMIC~1/DATAEDCL.DLL
3784 C:/WINDOWS/HELP/WHATSNEW.HLP
5484703 C:/WINDOWS/SYSTEM/VIEWERS/VSXL5.DLL
4685070 C:/WINDOWS/CURSORS/CROSS_1.CUR
2893937 C:/WINDOWS/SYSTEM/CONFLNK.DLL

15495 m..  -/-rwXrwxrwx
101888 m..  -/-rwxrwxrwx
36008 m..  -/-rWXrwxrwx
107361 m..  -/-rwXrwxrwx
766 mM..  -/-rWXrwxrwx
11618 m..  -/-rwXxrwxrwx
4416 m..  -/-rWXrwxrwx
27530 m..  -/-rwXxrwxrwx
3536 m..  -/-rWXrwxrwx
19488 m..  -/-rwxrwxrwx
9687 m..  -/-rWXrwxrwx
18944 m..  -/-rwxrwxrwx
52320 m..  -/-rwWXrwxrwx
1722 m..  -/-rwXrwxrwx
930m..  -/-rWXrwxrwx
54784 m.c  -/-rwWXrwxrwx
36480 m..  -/-rWXrwxrwx
7712 m..  -/-rwWXrwxrwx
643 m..  -/-rWXrwxrwx
5687 m..  -/-rwxXrwxrwx
48128 m..  -/-rwWXrwxrwx
17920 m..  -/-rwxrwxrwx
150442 m..  -/-rWwXrwxrwx
5824 m..  -/-rwxrwxrwx
12394 m..  -/-rwxrwxrwx
119134 m..  -/-rwXrwxrwx
69886 m..  -/-rwXxrwxrwx
16208 m..  -/-rwXxrwxrwx
7397 m..  -/-rWXrwxrwx
16525m..  -/-rwxrwxrwx
33280 m..  -/-r-xr-xr-x
1632m..  -/-rwWXrwxrwx
2898 m..  -/-rwXrwxrwx
246 m..  -/-rWwXrwxrwx
20480 m..  -/-rwXxrwxrwx
10640 m..  -/-rwXrwxrwx
24838 m..  -/-rwXrwxrwx
4608 m..  -/-rWXrwxrwx
47104 m..  -/-rWXrwxrwx
470 m..  -/-rwXrwxrwx
2754 m..  -/-rwXrwxrwx
12112 m..  -/-rwXrwxrwx
33792m..  -/-rwWXrwxrwx
7968 m..  -/-r-xr-xr-x
26624 m..  -/-r-xr-xr-x
21504 m..  -/-rwXrwxrwx
18487 m..  -/-rwxrwxrwx
21852 m..  -/-rwxrwxrwx
258048 m..  -/-rWXrwxrwx
12800 m..  -/-r-xr-xr-x
27967 m..  -/-rwXrwxrwx
81408 m..  -/-rwXrwxrwx
766 m..  -/-rWXrwxrwx

O O OO O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo
O O O O O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0OO0O0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOOoOOoOOoOoo

51200 m..  -/-rwXrwxrwx
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4096 m..
2497 m..
13824 m..
24616 m..
6010 m..
37350 m..
31744 m..
81644 m..
820224 m.c
28232m..
122240m.c
28672 m..
11886 m..
23377 m..
7680 m..
53248 m..
4017 m..
34816 m..
67584 m..
14468 m..
20992 m..
93812 m..
24220 m..
60416 m..
43113 m..
6730 m..
4608 m..
7728 m..
15872 m..
17904 m..
49033 m..
137728 m..
23134 m..
18688 m..
40112 m..
1386 m..
14596 m..
967104 m..
16384 m..
30m..
26297 m..
436736 m.c
25600 m..
766 m..
68096 m..
24466 m..
4608 m..
11013 m..
275950 m..
2448 m..
58368 m..
37520 m..
28560 m.c
2416 m.c
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2893994 C:/WINDOWS/SYSTEM/MFCUIW32.DLL
2894051 C:/WINDOWS/SYSTEM/CONTROL.INF
2894045 C:/WINDOWS/SYSTEM/LINKINFO.DLL
4402408 C:/WINDOWS/INF/MDMTRUST.INF
4402195 C:/WINDOWS/INF/GPS.INF
4402231 C:/WINDOWS/INF/MSPRINT2.INF
2893999 C:/WINDOWS/SYSTEM/RRCM.DLL
7108995 0 C:/WINDOWS/SYSTEM/DCOMO95/OLDOLE/rpcss.exe (RPCSS.EXE)
3081869 C:/PROGRA~1/ACCESS~1/BACKUP.EXE
4402347 C:/WINDOWS/INF/MDMINFOT.INF
2679625 C:/WINDOWS/MSHEARTS.EXE
2679663 C:/WINDOWS/TASKMAN.EXE
2894314 C:/WINDOWS/SYSTEM/MAPIRPC.REG
2679605 C:/WINDOWS/HARDWARE. TXT
3072047 C:/PROGRA~1/NETMEE~1/MNMTPH32.DLL
3072037 C:/PROGRA~1/NETMEE~1/MNMNET _.DLL
4765706 C:/WINDOWS/SHELLNEW/QUATTRO.WB2
3801266 C:/PROGRA~1/THEMIC~1/MSNPROXY.DLL
2894092 C:/WINDOWS/SYSTEM/MSNP32.DLL

3856 C:/WINDOWS/HELP/MSN.CNT
2894064 C:/WINDOWS/SYSTEM/Mystify Your Mind.scr (MYSTIF~1.SCR)

6 C:ICOMMAND.COM

4402344 C:/WINDOWS/INF/IMDMHANDY.INF
2894091 C:/WINDOWS/SYSTEM/MSNET32.DLL
4402322 C:/WINDOWS/INF/IMDMCPQ.INF
4402402 C:/WINDOWS/INF/MDMTGER.INF
3072011 C:/PROGRA~1/NETMEE~1/MCS32.DLL
2893780 C:/WINDOWS/SYSTEM/CMTHUNKS.DLL
2894228 C:/WINDOWS/SYSTEM/Flying Through Space.scr (FLYING~2.SCR)
2907170 C:/WINDOWS/COMMAND/SUBST.EXE
4402296 C:/WINDOWS/INF/SHELL.INF
2893816 C:/WINDOWS/SYSTEM/OIGFS400.DLL
4347240 5 C:/WINDOWS/SYSTEM/IOSUBSYS/SCSIPORT.PDR
3072029 C:/PROGRA~1/NETMEE~1/MNMCMG_.DLL
2894311 C:/WINDOWS/SYSTEM/MAPISRVR.EXE
3487749 C:/PROGRA~1/PLUSY/SYSTEM/DRVSPACE.DAT
2893772 C:/WINDOWS/SYSTEM/CONAGENT.EXE
2894188 C:/WINDOWS/SYSTEM/TOURANI.DLL
2893788 C:/WINDOWS/SYSTEM/CHIADI.DLL
4765708 C:/WINDOWS/SHELLNEW/WORDPFCT.WPD
4402395 C:/WINDOWS/INF/MDMSRT.INF
2679622 C:/WINDOWS/WANGIMG.EXE
2894099 C:/WINDOWS/SYSTEM/NWAB32.DLL
4685092 C:/WINDOWS/CURSORS/SIZE3_L.CUR
3801236 C:/PROGRA~1/THEMIC~1/ENGCT.EXE

3800 C:/WINDOWS/HELP/PROGMAN.HLP
2894039 C:/WINDOWS/SYSTEM/DEVMGR32.DLL
4402221 C:/WINDOWS/INF/MSDOS.INF
2770462 C:/WINDOWS/MEDIA/Robotz Windows Start.wav (ROBOTZ~7.WAV)
4765707 C:/WINDOWS/SHELLNEW/LOTUS.WK4
3801240 C:/PROGRA~1/THEMIC~1/HOMEBASE.DLL
2679819 C:/WINDOWS/FTP.EXE
2679624 C:/WINDOWS/FREECELL.EXE
2679628 C:/WINDOWS/WINHELP.EXE
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48880 m..

206 m..

4785 m..
41420 m..
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23435m..
16149 m..

4576 m..

4896 m.c

91648 m..
34746 m..
1510732 m..
23985 m..
766 m..
36352m..
12890 m..
10558 m..
96784 m..
22096 m..
919m..
34816 m..
168304 m..
52064 m..

1466 m..
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2894106 C:/WINDOWS/SYSTEM/RPCLTC6.DLL
3717 C:/WINDOWS/HELP/LICENSE.TXT
2894027 C:/WINDOWS/SYSTEM/RNAAPP.EXE
2894076 C:/WINDOWS/SYSTEM/WAVEWRAP.DRV
2770510 C:/WINDOWS/MEDIA/Utopia Asterisk.wav (UTOPI~11.WAV)
2679681 C:/WINDOWS/CHARMAP.EXE
2893932 C:/WINDOWS/SYSTEM/MMTASK.TSK
2894033 C:/WINDOWS/SYSTEM/VERSION.DLL
2770474 C:/WINDOWS/MEDIA/Robotz Asterisk.wav (ROBOT~11.WAV)
4207621 C:/WINDOWS/CONFIG/GENERAL.IDF
4347446 2 C:/WINDOWS/FONTS/SSERIFE.FON
2907151 C:/WINDOWS/COMMAND/DEBUG.EXE
2894028 C:/WINDOWS/SYSTEM/LOGGER.VXD
2893751 C:/WINDOWS/SYSTEM/LPT.VXD
3072006 C:/PROGRA~1/NETMEE~1/OBSCURE.BMP
2770390 C:/WINDOWS/MEDIA/Musica Windows Start.wav (MUSICA~7.WAV)
5484692 C:/WINDOWS/SYSTEM/VIEWERS/VSPP.DLL
2893726 C:/WINDOWS/SYSTEM/MFCO30.DLL
3772 C:/WINDOWS/HELP/SERVER.HLP
2770450 C:/WINDOWS/MEDIA/Jungle Restore Down.wav (JUNGL~16.WAV)
6354706 C:/WINDOWS/FORMS/CONFIGS/MAPIF3S.ICO
2770468 C:/WINDOWS/MEDIA/Robotz Critical Stop.wav (ROBOTZ~1.WAV)
2893903 C:/WINDOWS/SYSTEM/MMSYS.CPL
2679822 C:/WINDOWS/PING.EXE
4402272 C:/WINDOWS/INF/NETSILC.INF
2893909 C:/WINDOWS/SYSTEM/DCIMAN32.DLL
4402365 C:/WINDOWS/INF/MDMMOTON.INF
2893833 C:/WINDOWS/SYSTEM/CARDS.DLL
2893825 C:/WINDOWS/SYSTEM/AWADPR32.EXE
4402284 C:/WINDOWS/INF/NETZNOTE.INF
2893744 C:/WINDOWS/SYSTEM/PKPD.DLL
3744 C:/WINDOWS/HELP/MSHEARTS.CNT
2894116 C:/WINDOWS/SYSTEM/LMSCRIPT.EXE
3739 C:/WINDOWS/HELP/WANGIMG.HLP
4402398 C:/WINDOWS/INF/MDMTELBT.INF
4402401 C:/WINDOWS/INF/MDMTEXAS.INF
4402278 C:/WINDOWS/INF/NETTCC.INF
4402361 C:/WINDOWS/INF/MDMMETRI.INF
2679643 C:/WINDOWS/SCANDSKW.EXE
2893917 C:/WINDOWS/SYSTEM/MSACM32.DLL
4402363 C:/WINDOWS/INF/MDMMIX.INF
3833 C:/WINDOWS/HELP/SCROLL.AVI
4402341 C:/WINDOWS/INF/MDMGVCD.INF
4685085 C:/WINDOWS/CURSORS/SIZE1_1.CUR
2679648 C:/WINDOWS/QFECHECK.EXE
4402269 C:/WINDOWS/INF/NETPROT.INF
3824 C:/WINDOWS/HELP/SYSMON.HLP
2894225 C:/WINDOWS/SYSTEM/3D Flower Box.scr (3DFLOW~1.SCR)
2893758 C:/WINDOWS/SYSTEM/MAINCP16.DLL
3798 C:/WINDOWS/HELP/PROGMAN.CNT
5484693 C:/WINDOWS/SYSTEM/VIEWERS/VSRTF.DLL
2894220 C:/WINDOWS/SYSTEM/3D Pipes.scr (3DPIPE~1.SCR)
6947374 2 C:/WINDOW S/SYSTEM/VGA.DRV
3847 C:/WINDOWS/HELP/EXCHNG.CNT
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129078 m..
9168 m..
119296 m..
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326144 m..
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41472 m..
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5541 m..
2810 m..
7984 m..
940 m..
12288 m..
38400 m..
21312 m.c
4543 m..
202896 m..
9200 m..
82944 m..
8192 m..
10240 m..
53248 m..
69632 m..
17920 m..
59964 m..
14336 m..
2554 m..
2593 m..
32256 m..
26673 m..
32640 m..
26608 m..
733m..
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2894302 C:/WINDOWS/SYSTEM/WMSFR32.DLL
2679566 C:/WINDOWS/ACCSTAT.EXE
4402253 C:/WINDOWS/INF/NETEVX.INF
1375914 8 C:/WINDOWS/PROTMAN.EXE
2679675 C:/WINDOWS/NET.MSG
4402220 C:/WINDOWS/INF/MSDISP.INF
3929094 C:/PROGRA~1/WINDOW~1/MLSET32.EXE
2894321 C:/WINDOWS/SYSTEM/MSNPROG.DLL
3072051 C:/PROGRA~1/NETMEE~1/MNMNET.EXE
2679832 C:/WINDOWS/SERVICES
6354708 C:/WINDOWS/FORMS/CONFIGS/MAPIF4S.ICO
6438179 C:/WINDOWS/SYSBCKUP/MSACM.DRV
4685071 C:/WINDOWS/CURSORS/CROSS_L.CUR
4685080 C:/WINDOWS/CURSORS/NO_L.CUR
2679825 C:/WINDOWS/TRACERT.EXE
3801273 C:/PROGRA~1/THEMIC~1/The Microsoft Network.MSN (THEMIC~1.MSN)
2679674 C:/WINDOWS/NET.EXE
4402399 C:/WINDOWS/INF/MDMTELIN.INF
32 C:/logo.sys (LOGO.SYS)

2894250 C:/WINDOWS/SYSTEM/RPCLTS3.DLL
2894089 C:/WINDOWS/SYSTEM/MPRSERV.DLL
2893768 C:/WINDOWS/SYSTEM/VDMDBG.DLL
2894023 C:/WINDOWS/SYSTEM/RNANP.DLL
3801244 C:/PROGRA~1/THEMIC~1/MOSSHELL.DLL
3072039 C:/PROGRA~1/NETMEE~1/MNMSHCO_.DLL
3081995 C:/PROGRA~1/ACCESS~1/HYPERT~1/hypertrm.dil (HYPERTRM.DLL)
2770426 C:/WINDOWS/MEDIA/Jungle Windows Start.wav (JUNGLE~7.WAV)
2907172 C:/WINDOWS/COMMAND/XCOPY32.EXE
5484681 C:/WINDOWS/SYSTEM/VIEWERS/DEWP.DLL
5434387 C:/PROGRA~1/ONLINE~1/AT&T/TITLE2.GIF
4402243 C:/WINDOWS/INF/NETCEM.INF
2894310 C:/WINDOWS/SYSTEM/MAPISP32.EXE

3722 C:/WINDOWS/HELP/PACKAGER.CNT
4765703 C:/WINDOWS/SHELLNEW/POWERPNT.PPT
5484688 C:/WINDOWS/SYSTEM/VIEWERS/VSEXE2.DLL
2770313 C:/WINDOWS/MEDIA/Beethoven's Fur Elise.rmi (BEETHO~2.RMI)
4402275 C:/WINDOWS/INF/NETSMCTR.INF
2893764 C:/WINDOWS/SYSTEM/DIBENG.DLL
7108994 0 C:/WINDOW S/SYSTEM/DCOM95/OLDOLE/rpcltc5.dll (RPCLTC5.DLL)
6438164 C:/WINDOWS/SYSBCKUP/OLECLI.DLL
2893792 C:/WINDOWS/SYSTEM/FRAMEBUF.DLL
2894194 C:/WINDOWS/SYSTEM/VVEXE32.EXE
3801241 C:/PROGRA~1/THEMIC~1/MMVDIB12.DLL
2679621 C:/WINDOWS/TWUNK_32.EXE
3072013 C:/PROGRA~1/NETMEE~1/MSMCSTCP.DLL
3764235 C:/WINDOWS/SYSTEM/COLOR/MNEBUG21.ICM
2894009 C:/WINDOWS/SYSTEM/ADDREG.EXE

3735 C:/WINDOWS/HELP/WANGIMG.CNT
4402274 C:/WINDOWS/INF/NETSMC32.INF
3081874 C:/PROGRA~1/ACCESS~1/mspcx32.dil (MSPCX32.DLL)
4402351 C:/WINDOWS/INF/MDMITEX.INF
3072049 C:/PROGRA~1/NETMEE~1/MNMWB_.DLL
2894103 C:/WINDOWS/SYSTEM/PMSPL.DLL
3081870 C:/PROGRA~1/ACCESS~1/CIS.SCP
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93196 m..
18122 m..
5532 m..
5168 m..
494400 m..
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21733 m..
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1056 m..
49578 m..
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398m..
18270 m..
25055 m..
116301 m..
2288 m..
42368 m..
25348 m..
9079 m..
74026 m..
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26351 m..
13101 m..
42300 m..
425m..
322832m..
20906 m.c
24576 m..
147968 m.c
82944 m..
116736 m..
48560 m..
16384 m..
40707 m..
11586 m..
11904 m..
13794 m..
18448 m..
161280 m..
25088 m..
5737 m..
59564 m..
47472 m..
33304 m..
11661 m..
307514 m..
80928 m..
22743 m..
55808 m..
7800 m..
12800 m..
12132 m..
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3849 C:/WINDOWS/HELP/EXCHNG.HLP
2894323 C:/WINDOWS/SYSTEM/MDISP.TLB
6438155 C:/WINDOWS/SYSBCKUP/STDOLE.TLB
43474467 C:/WINDOWS/FONTS/VGAOEM.FON
2894276 C:/WINDOWS/SYSTEM/MAPI.DLL
2893789 C:/WINDOWS/SYSTEM/CHIKDI.DLL
4402265 C:/WINDOWS/INF/NETOLLI.INF
4347446 0 C:/WINDOW S/FONTS/SMALLE.FON

3720 C:/WINDOWS/HELP/HYPERTRM.CNT
2679768 C:/WINDOWS/Blue Rivets.omp (BLUERI~1.BMP)
2679630 C:/WINDOWS/WINNEWS.TXT
2770486 C:/WINDOWS/MEDIA/Robotz Restore Down.wav (ROBOT~16.WAV)
4685064 C:/WINDOWS/CURSORS/BEAM_1.CUR
2893871 C:/WINDOWS/SYSTEM/KBDUS.KBD
2894324 C:/WINDOWS/SYSTEM/MDISP32.TLB
4402382 C:/WINDOWS/INF/MDMPP.INF
2894126 C:/WINDOWS/SYSTEM/NDIS.VXD
2893771 C:/WINDOWS/SYSTEM/SYSTEM.DRV
2679670 C:/WINDOWS/WINSOCK.DLL
4402392 C:/WINDOWS/INF/MDMSNITN.INF

3839 C:/WINDOWS/HELP/EXPO.HLP
2770325 C:/WINDOWS/MEDIA/Jungle Menu Command.wav (JUNGL~17.WAV)
4685095 C:/WINDOWS/CURSORS/SIZE4_L.CUR
4402378 C:/WINDOWS/INF/MDMPACE.INF
4402282 C:/WINDOWS/INF/NETUB.INF
4402214 C:/WINDOWS/INF/MONITORA4.INF
5434390 C:/PROGRA~1/ONLINE~1/AT&T/ATTWNS1.HTM
2893722 C:/WINDOWS/SYSTEM/MFC30.DLL
2770536 C:/WINDOW S/MEDIA/Dance of the Sugar-Plum Fairy.rmi (DANCEO~1.RMI)
2893804 C:/WINDOWS/SYSTEM/AWCODC32.DLL
2679636 C:/WINDOWS/MPLAYER.EXE
3801234 C:/PROGRA~1/THEMIC~1/BILLADD.DLL
3072010 C:/PROGRA~1/NETMEE~1/MCATPSTN.DLL
2679620 C:/WINDOWS/TWUNK_16.EXE
2679664 C:/WINDOWS/WELCOME.EXE
4402204 C:/WINDOWS/INF/LOCALE.INF
2770316 C:/WINDOWS/MEDIA/DING.WAV
2894075 C:/WINDOWS/SYSTEM/SERWVDRV.DRV
4402292 C:/WINDOWS/INF/RNA.INF
3072042 C:/PROGRA~1/NETMEE~1/MNMTDDM_.DLL
2893743 C:/WINDOWS/SYSTEM/CRTDLL.DLL
7108995 6 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/secur32.dll (SECUR32.DLL)
2893786 C:/WINDOWS/SYSTEM/DISKMGMT.VXD
3764232 C:/WINDOWS/SYSTEM/COLOR/MNB22G21.ICM
4402340 C:/WINDOWS/INF/MDMGVC.INF
4402431 C:/WINDOWS/INF/MDMVV.INF

3748 C:/WINDOWS/HELP/MSHEARTS.HLP
2679773 C:/WINDOWS/Clouds.bmp (CLOUDS.BMP)
4347446 5 C:/WINDOWS/FONTS/SYMBOLF.FON
4402348 C:/WINDOWS/INF/MDMINSYS.INF
2893724 C:/WINDOWS/SYSTEM/MFCD30.DLL
2770411 C:/WINDOWS/MEDIA/Musica Minimize.wav (MUSIC~15.WAV)
2893870 C:/WINDOWS/SYSTEM/INTERNAT.EXE
4402325 C:/WINDOWS/INF/MDMDGITN.INF
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51712 m..

5584 m..

263 m..
29686 m..
18130 m.c

9089 m..
45577 m..
56039 m..
88064 m.c
11264 m..

4544 m..
10752 m..

7885m..
36864 m..
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23m..
27516 m..

112640 m..
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24795 m..
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13920 m..
43008 m..
25402 m..

5632 m..

© SANS Institute 2003,

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwX
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-X

-[-PWXIWXrwx
-[-r-Xr-Xr-Xx

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-r-Xr-Xr-Xx

-[-PWXIWXIwx
=[-PWXIWXrwx
-[-r-Xr-Xr-X

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXIrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx

O O OO O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo

As part of GIAC practical repository.

O O O O O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0OO0O0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOOoOOoOOoOoo

2894308 C:/WINDOWS/SYSTEM/MAPIX32.DLL
4402418 C:/WINDOWS/INF/IMDMWOER.INF
2894238 C:/W INDOWS/SYSTEM/UNIDRV.HLP
5434373 C:/PROGRA~1/ONLINE~1/AT&T/ACCESBTN.GIF
4402276 C:/WINDOWS/INF/NETSNIP.INF
2679749 C:/WINDOWS/Setup.bmp (SETUP.BMP)
4402426 C:/WINDOWS/INF/CLIP.INF
4402182 C:/WINDOWS/INF/APPLETPP.INF
2893778 C:/WINDOWS/SYSTEM/REDIRECT.MOD
2894073 C:/WINDOWS/SYSTEM/UMDMXFRM.DLL
2893929 C:/WINDOWS/SYSTEM/MCIWAVE.DRV
6438182 C:/WINDOWS/SYSBCKUP/AVICAP.DLL
2893927 C:/WINDOWS/SYSTEM/MCICDA.DRV
2893974 C:/WINDOWS/SYSTEM/CP_437.NLS
2907169 C:/WINDOWS/COMMAND/START.EXE
2907166 C:/WINDOWS/COMMAND/MEM.EXE
2893863 C:/WINDOWS/SYSTEM/IMM32.DLL
6438178 C:/WINDOWS/SYSBCKUP/DISPDIB.DLL
2894313 C:/WINDOWS/SYSTEM/MAPISVC.INF
3764238 C:/WINDOWS/SYSTEM/COLOR/MNP22G21.ICM
5484697 C:/WINDOWS/SYSTEM/VIEWERS/VSWMF.DLL
4402412 C:/WINDOWS/INF/IMDMUSRG.INF

3801 C:/WINDOWS/HELP/WINFILE.HLP
2894043 C:/WINDOWS/SYSTEM/FONTEXT.DLL
2893905 C:/WINDOWS/SYSTEM/AVICAP32.DLL
4402414 C:/WINDOWS/INF/IMDMUSRWP.INF
3801264 C:/PROGRA~1/THEMIC~1/DSNED.NED
2893790 C:/WINDOWS/SYSTEM/QIC117.VXD
3801248 C:/PROGRA~1/THEMIC~1/MVPR14N.DLL
6438181 C:/WINDOWS/SYSBCKUP/MCIOLE.DLL

3822 C:/WINDOWS/HELP/SYSMON.CNT
4402311 C:/WINDOWS/INF/MDMATT.INF
2770544 C:/WINDOWS/MEDIA/Mozart's Symphony No. 40.rmi (MOZART~1.RMI)
4402199 C:/WINDOWS/INF/INFRARED.INF
4402405 C:/WINDOWS/INF/MDMTOSH.INF
4402213 C:/WINDOWS/INF/IMONITORS.INF
2679682 C:/WINDOWS/CDPLAYER.EXE
2893920 C:/WINDOWS/SYSTEM/MSRLE32.DLL
2894307 C:/WINDOWS/SYSTEM/MAPIX.DLL
3801239 C:/PROGRA~1/THEMIC~1/FINDSTUB.DLL
2679561 C:/WINDOWS/NETDET.INI
2893879 C:/WINDOWS/SYSTEM/MOSCL.DLL
3801232 C:/PROGRA~1/THEMIC~1/STATE.PBK
5434395 C:/PROGRA~1/ONLINE~1/AT&T/CANCEL.INS
2770362 C:/WINDOWS/MEDIA/TADA. WAV
2893996 C:/WINDOWS/SYSTEM/OLEDLG.DLL
5434385 C:/PROGRA~1/ONLINE~1/AT&T/SIGNBTN.GIF
2893765 C:/WINDOWS/SYSTEM/MF3216.DLL
4402215 C:/WINDOWS/INF/MONITORG.INF
2679688 C:/WINDOWS/COMMAND.COM
2770355 C:/WINDOWS/MEDIA/Robotz Menu Command.wav (ROBOT~17.WAV)
2894102 C:/WINDOWS/SYSTEM/NWPP32.DLL
2894251 C:/WINDOWS/SYSTEM/AFVXD.VXD
2893742 C:/WINDOWS/SYSTEM/NTDLL.DLL

132

Author retains full rights.



6496 m..
103 m..
24735m..
4415 m..
497264 m..
766 m..
202m..
2135m..
18967 m..
15660 m..
3878 m..
13900 m..
71196 m..
25600 m..
33792m..
23693 m..
53399 m..
6928 m..
63200 m..
509 m..
28643 m..
67696 m..
67 m..
766 m..
766 m..
26624 m..
29213 m..
7680 m..
249570 m..
166954 m..
14336 m..
171392 m.c
11794 m..
65271 m..
48640 m..
8743 m..
766 m..
766 m..
407 m..
7168 m..
21260 m.c
11747 m..
57466 m..
118272 m..
88385m..
65271 m..
11776 m..
35608 m..
3862 m..
24176 m.c
6658 m..
766 m..
795m..
462m..
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2894248 C:/WINDOWS/SYSTEM/ICMP.DLL

3752 C:/WINDOWS/HELP/APMCP.CNT
4402417 C:/WINDOWS/INF/MDMVICT.INF

3737 C:/WINDOWS/HELP/WANGOCXD.CNT
2894301 C:/WINDOWS/SYSTEM/MSPST32.DLL
6354705 C:/WINDOWS/FORMS/CONFIGS/MAPIF3L.ICO

3805 C:/WINDOWS/HELP/AMOVIE.CNT
2907179 C:/WINDOWS/COMMAND/DBLSPACE.SYS
2907146 C:/WINDOWS/COMMAND/SYS.COM
4402185 C:/WINDOWS/INF/AWFAX.INF
2907171 C:/WINDOWS/COMMAND/XCOPY.EXE
4402400 C:/WINDOWS/INF/MDMTELNK.INF
43474450 C:/WINDOWS/FONTS/WINGDING.TTF
3801243 C:/PROGRA~1/THEMIC~1/MOSFIND.DLL
2893895 C:/WINDOWS/SYSTEM/SEC_SSPI.DLL
4402357 C:/WINDOWS/INF/MDMLIGHT.INF
3078280 C:/WINDOWS/SYSTEM/VMM32/MRCI2.VXD
6438173 C:/WINDOWS/SYSBCKUP/DCIMAN.DLL
3072028 C:/PROGRA~1/NETMEE~1/MNMCLPM_.DLL

3760 C:/WINDOWS/HELP/MOUSE.CNT
4402376 C:/WINDOWS/INF/MDMOPTN.INF
6438183 C:/WINDOWS/SYSBCKUP/MCIAVI.DRV
43474437 C:/WINDOWS/FONTS/DESKTOP.INI
4685076 C:/WINDOWS/CURSORS/MOVE_1.CUR
6354701 C:/WINDOWS/FORMS/CONFIGS/MAPIF1L.ICO
2894318 C:/WINDOWS/SYSTEM/MOSMUTIL.DLL
4402323 C:/WINDOWS/INF/MDMCPV.INF
2894072 C:/WINDOWS/SYSTEM/SMMSETUP.DLL
2770465 C:/WINDOWS/MEDIA/Robotz Windows Exit.wav (ROBOTZ~8.WAV)
2770456 C:/WINDOWS/MEDIA/Jungle Error.wav (JUNGLE~4.WAV)
2893785 C:/WINDOWS/SYSTEM/DMCONFIG.EXE
2679626 C:/WINDOWS/SOL.EXE
2679606 C:/WINDOWS/INTERNET.TXT

24 C:/DRVSPACE.BIN

5484684 C:/WINDOWS/SYSTEM/VIEWERS/VSAMI.DLL
4402354 C:/WINDOWS/INF/MDMLASAT.INF
4685069 C:/WINDOWS/CURSORS/BUSY_M.CUR
4685097 C:/WINDOWS/CURSORS/UP_1.CUR
2679830 C:/WINDOWS/NETWORKS
2893835 C:/WINDOWS/SYSTEM/STEM0409.DLL
3072022 C:/PROGRA~1/NETMEE~1/BLIP.WAV
5434397 C:/PROGRA~1/ONLINE~1/AT&T/BALLOON.JPG
43472410 C:/WINDOWS/SYSTEM/IOSUBSYS/DRVSPACX.VXD
2893829 C:/WINDOWS/SYSTEM/IMGSCAN.OCX

3770 C:/WINDOWS/HELP/NETWORK.HLP
2907141 C:/WINDOWS/COMMAND/DRVSPACE.BIN
2893745 C:/WINDOWS/SYSTEM/PKPD32.DLL
4402188 C:/WINDOWS/INF/CEMMF.INF
4402427 C:/WINDOWS/INF/SERWAVE.INF
2679627 C:/WINDOWS/WINMINE.EXE
2907164 C:/WINDOWS/COMMAND/FIND.EXE
4685073 C:/WINDOWS/CURSORS/HELP_1.CUR
6354696 C:/WINDOWS/FORMS/CONFIGS/MAPIF3.CFG
4402299 C:/WINDOWS/INF/JUNKNOWN.INF
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1011692 m..
2501 m..
19968 m..
12663 m..
1676 m..
462336 m.c
5632 m..
766 m..
488492 m..
7632 m..
47616 m..
12490 m..
146784 m..
14438 m..
105472 m.c
145446 m..
38444 m.c
20992 m..
11708 m..
13883 m..
19827 m..
11904 m..
77312m..
23455m..
10268 m..
52224 m..
2112 m.c
16483 m..
81390 m..
797 m..
24030 m..
638528 m..
28096 m..
33191 m..
25704 m..
101888 m..
414208 m..
766 m..
30720 m..
11307 m..
23906 m..
151040 m..
2436 m..
95481 m..
11591 m..
42749 m..
19518 m..
13322 m..
29500 m..
9216 m..
61952 m..
30208 m..
27221 m..
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3624582 C:/WINDOWS/WANGSAMP/IMGSAMP.FRM
3832 C:/WINDOWS/HELP/PASTE.AVI
5434379 C:/PROGRA~1/ONLINE~1/AT&T/JUMPER.GIF
2893752 C:/WINDOWS/SYSTEM/SERENUM.VXD
2679647 C:/WINDOWS/RAMDRIVE.SYS
5434386 C:/PROGRA~1/ONLINE~1/AT&T/SIGNUP_B.GIF
3072019 C:/PROGRA~1/NETMEE~1/CONF.EXE
2894081 C:/WINDOWS/SYSTEM/LZ32.DLL
4685082 C:/WINDOWS/CURSORS/PEN_1.CUR
3830 C:/WINDOWS/HELP/FIND.AVI
2894070 C:/WINDOWS/SYSTEM/TAPIINL.EXE
2893878 C:/WINDOWS/SYSTEM/MOSCC.DLL
2770414 C:/WINDOWS/MEDIA/Musica Restore Down.wav (MUSIC~16.WAV)
2893761 C:/WINDOWS/SYSTEM/DESKCP16.DLL
2894132 C:/WINDOWS/SYSTEM/NW SP.VXD
2679637 C:/WINDOWS/SNDREC32.EXE
2770435 C:/WINDOWS/MEDIA/Jungle Question.wav (JUNGLE~9.WAYV)
2770540 C:/WINDOWS/MEDIA/In the Hall of the Mountain King.rmi (INTHEH~1.RMI)
2894013 C:/WINDOWS/SYSTEM/SPOOL32.EXE
3771 C:/WINDOWS/HELP/NOTEPAD.HLP
4347239 2 C:/WINDOWS/SYSTEM/IOSUBSYS/CDTSD.VXD
4402238 C:/WINDOWS/INF/NETAMD.INF
2893770 C:/WINDOWS/SYSTEM/WIN87EM.DLL
2893826 C:/WINDOWS/SYSTEM/AWFXEX32.EXE
4402314 C:/WINDOWS/INF/MDMBOCA.INF
3755 C:/WINDOWS/HELP/UNIMDM.HLP
3801257 C:/PROGRA~1/THEMIC~1/MSNFIND.EXE
2679656 C:/WINDOWS/CONTROL.EXE
2679600 C:/WINDOWS/DISPLAY.TXT
2770477 C:/WINDOWS/MEDIA/Robotz Open.wav (ROBOT~12.WAYV)
6354693 C:/WINDOWS/FORMS/CONFIGS/MAPIFO0.CFG
2679610 C:/WINDOWS/NETWORK.TXT
2894190 C:/WINDOWS/SYSTEM/TOURUTIL.DLL
2907152 C:/WINDOWS/COMMAND/CHKDSK.EXE
2679564 C:/WINDOWS/HIMEM.SYS
4402407 C:/WINDOWS/INF/MDMTRON.INF
2893830 C:/WINDOWS/SYSTEM/IMGTHUMB.OCX
2894080 C:/WINDOWS/SYSTEM/KERNEL32.DLL
4685101 C:/WINDOWS/CURSORS/WAIT_L.CUR
3801269 C:/PROGRA~1/THEMIC~1/MSNCALL.EXE
4347240 6 C:/WINDOWS/SYSTEM/IOSUBSYS/ATAPCHNG.VXD
4402337 C:/WINDOWS/INF/MDMGAL.INF
2893832 C:/WINDOWS/SYSTEM/SYNCUI.DLL
4402190 C:/WINDOWS/INF/DECPSMWA4.INF
2894037 C:/WINDOWS/SYSTEM/VNBT.386
3804 C:/WINDOWS/HELP/WINPOPUP.HLP
2893890 C:/WINDOWS/SYSTEM/VGATEWAY.VXD
3740 C:/WINDOWS/HELP/WANGOCX.HLP
4402227 C:/WINDOWS/INF/MSMOUSE.INF
4402319 C:/WINDOWS/INF/MDMCOML.INF
2893793 C:/WINDOWS/SYSTEM/S3.DLL
2894090 C:/WINDOWS/SYSTEM/MSAB32.DLL
2893922 C:/WINDOWS/SYSTEM/MSVIDC32.DLL
2894133 C:/WINDOWS/SYSTEM/VNETBIOS.VXD
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2679618 C:/WINDOWS/TWAIN.DLL
2894231 C:/WINDOWS/SYSTEM/Curves and Colors.scr (CURVES~1.SCR)
4402343 C:/WINDOWS/INF/MDMHAEUS.INF
2894007 C:/WINDOWS/SYSTEM/LPTENUM.VXD
2894074 C:/WINDOWS/SYSTEM/VMODCTL.DLL
2894083 C:/WINDOWS/SYSTEM/WOW32.DLL
3072053 C:/PROGRA~1/NETMEE~1/MNMSHCO.EXE
2894303 C:/WINDOWS/SYSTEM/MLCFG32.CPL
3801255 C:/PROGRA~1/THEMIC~1/FTMCL.EXE
2679603 C:/WINDOWS/FAQ.TXT
3791 C:/WINDOWS/HELP/MMDRV.HLP
2893887 C:/WINDOWS/SYSTEM/POWER.DRV
7065372 C:/WINDOWS/INF/OTHER/MicrosoftMSDISP.INF (MICROS~4.INF)
4402245 C:/WINDOWS/INF/NETCLI3.INF
2894319 C:/WINDOWS/SYSTEM/MOSRXP32.DLL
6354704 C:/WINDOWS/FORMS/CONFIGS/MAPIF2S.ICO
2894031 C:/WINDOWS/SYSTEM/SPAP.VXD
7108994 2 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/rpclts5.dll (RPCLTS5.DLL)
2679598 C:/WINDOWS/CMD640X2.SYS
2893717 C:/WINDOWS/SYSTEM/ACCESS.CPL
5434388 C:/PROGRA~1/ONLINE~1/AT&T/UNIVCARD.GIF
2893907 C:/WINDOWS/SYSTEM/AVIFILE.DLL
2770432 C:/WINDOWS/MEDIA/Jungle Critical Stop.wav (JUNGLE~1.WAV)
2679597 C:/WINDOWS/CMD640X.SYS
3731 C:/WINDOWS/HELP/LICENSE.HLP
4765702 C:/WINDOW S/SHELLNEW/WINWORD2.DOC
7108992 8 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/compobj.dil (COMPOBJ.DLL)
7108994 6 C:/WINDOWS/SYSTEM/DCOM95/OLDOLE/storage.dll (STORAGE.DLL)
4402419 C:/WINDOWS/INF/IMDMYORIK.INF
4402184 C:/WINDOWS/INF/ATHENA.INF
3836 C:/WINDOWS/HELP/WHATSON.AVI
4402381 C:/WINDOWS/INF/MDMPNB.INF
3729 C:/WINDOWS/HELP/WORDPAD.HLP
2894138 C:/WINDOWS/SYSTEM/WSOCK.VXD
2893763 C:/WINDOWS/SYSTEM/DDEML.DLL
2893805 C:/WINDOWS/SYSTEM/AWDCXC32.DLL
4402321 C:/WINDOWS/INF/IMDMCPL.INF
2770372 C:/WINDOWS/MEDIA/Utopia Menu Command.wav (UTOPI~17.WAV)
3072048 C:/PROGRA~1/NETMEE~1/MNMUT_.DLL
3776 C:/WINDOWS/HELP/31USERS.HLP
2893837 C:/WINDOWS/SYSTEM/WHLP32T.DLL
4402372 C:/WINDOWS/INF/MDMNOVA.INF
2893739 C:/WINDOWS/SYSTEM/WINOA386.MOD
2679577 C:/WINDOWS/Sandstone.bmp (SANDST~1.BMP)
3072046 C:/PROGRA~1/NETMEE~1/MNMTPH16.DLL
2893908 C:/WINDOWS/SYSTEM/DCIMAN.DLL
5484705 C:/WINDOWS/SYSTEM/VIEWERS/VSQPW2.DLL
3072054 C:/PROGRA~1/NETMEE~1/TYPE.WAV
3072027 C:/PROGRA~1/NETMEE~1/MNMCLP_.DLL
4402222 C:/WINDOWS/INF/MSDX.INF
4685079 C:/WINDOWS/CURSORS/NO_1.CUR
4402191 C:/WINDOWS/INF/DESKMGMT.INF
2679672 C:/WINDOWS/WINPOPUP.EXE
2893923 C:/WINDOWS/SYSTEM/MSVIDEO.DLL
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26905 m..  -/-rwXxrwxrwx
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0 43472397 C:/WINDOWS/SYSTEM/IOSUBSYS/NECATAPLVXD

0 2770337 C:/WINDOWS/MEDIA/Musica Maximize.wav (MUSIC~14.WAV)
0 2893918 C:/WINDOWS/SYSTEM/MSJT3032.DLL

0 4402403 C:/WINDOWS/INF/MDMTLINF

0 4402428 C:/WINDOWS/INF/WINPOPUP.INF

0 2894005 C:/WINDOWS/SYSTEM/PCIMP.PCI

0 4402239 C:/WINDOWS/INF/NETAUXT.INF

0 3764229 C:/WINDOWS/SYSTEM/COLOR/HPSJITW.ICM
0 2893989 C:/WINDOWS/SYSTEM/OLECLI.DLL

0 4402259 C:/WINDOWS/INF/NETIBMCC.INF

0 3799 C:/WINDOWS/HELP/WINFILE.CNT

0 3072043 C:/PROGRA~1/NETMEE~1/MNMTDDN_.DLL
0 5484686 C:/WINDOWS/SYSTEM/VIEWERS/VSBMP.DLL
0 2907162 C:/WINDOWS/COMMAND/DELTREE.EXE
0 4402324 C:/WINDOWS/INF/MDMCRTIX.INF

0 5434381 C:/PROGRA~1/ONLINE~1/AT&T/ONLINEBT.GIF
0 13759149 C:/WINDOWS/NDISHLP.SYS

0 2893897 C:/WINDOWS/SYSTEM/MSADP32.ACM

0 4402494 C:/WINDOWS/INF/Mshdc.000 (MSHDC.000)
0 2894304 C:/WINDOWS/SYSTEM/CMC.DLL

0 2894022 C:/WINDOWS/SYSTEM/RASAPI32.DLL

0 3072021 C:/PROGRA~1/NETMEE~1/WB32.EXE

0 3072031 C:/PROGRA~1/NETMEE~1/MNMCPI32.DLL
0 2907175 C:/WINDOWS/COMMAND/DISPLAY.SYS
0 4685091 C:/WINDOWS/CURSORS/SIZE3_1.CUR

0 4402212 C:/WINDOWS/INF/MONITOR2.INF

0 2893980 C:/WINDOWS/SYSTEM/OLE2CONV.DLL
0 3801250 C:/PROGRA~1/THEMIC~1/MVUT14N.DLL
0 2893750 C:/WINDOWS/SYSTEM/UNIMDM.TSP

0 2679660 C:/WINDOWS/PROGMAN.EXE

0 4402232 C:/WINDOWS/INF/MSWEBSVR.INF

0 2770402 C:/WINDOWS/MEDIA/Musica Asterisk.wav (MUSIC~11.WAV)

0 2893962 C:/WINDOWS/SYSTEM/NAC.DLL

0 2893808 C:/WINDOWS/SYSTEM/AWRESX32.DLL

0 4402291 C:/WINDOWS/INF/QUARTZ.INF

0 4402358 C:/WINDOWS/INF/MDMLNGSH.INF

0 4685068 C:/WINDOWS/CURSORS/BUSY_L.CUR

0 2893986 C:/WINDOWS/SYSTEM/TYPELIB.DLL

0 4685075 C:/WINDOWS/CURSORS/HELP_M.CUR

0 2679661 C:/WINDOWS/RUNDLL.EXE

0 2679826 C:/WINDOWS/WINIPCFG.EXE

0 7207660 C:/TOOLS_95/Backup (BACKUP)

0 4402434 C:/WINDOWS/INF/OTHER

0 28 C:/Tools_95 (TOOLS_95)

0 7207667 C:ITOOLS_95/SHORTCUT

0 2679694 C:/WINDOWS/MODEMDET.TXT

0 7065351 C:/WINDOWS/INF/IOTHER/ESSOEMSETUP.INF (ESSOEM~1.INF)
0 4402434 C:/WINDOWS/INF/OTHER

0 4402434 C:/WINDOWS/INFIOTHER

0 2894055 C:/WINDOWS/SYSTEM/ES1868.DRV

0 2894059 C:/WINDOWS/SYSTEM/ESFM.DRV

0 2894054 C:/WINDOWS/SYSTEM/ES1868.VXD

0 2894060 C:/WINDOWS/SYSTEM/ESSMPU.DRV

0 43472411 C:/WINDOWS/SYSTEM/IOSUBSYS/ESDI_506.0RG
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43472414 C:/WINDOWS/SYSTEM/IOSUBSYS/Esdi_506.pdr (ESDI_506.PDR)

43472403 C:/WINDOWS/SYSTEM/IOSUBSYS/IOMEGA.VXD
43472415 C:/WINDOWS/SYSTEM/IOSUBSYS/VOLTRACK.ORG

7207559 C:/TOOLS_95/16COLOR.ICO
7207558 C:/TOOLS_95/DelsL1.isu (DEISL1.ISU)

28 C:/Tools_95 (TOOLS_95)
7207607 C:/TOOLS_95/ecr.ilm (ECR.ILM)
7207604 C:/TOOLS_95/NIBBLE.ILM
7207609 C:/TOOLS_95/PC873EPP.ILM
7207636 C:/TOOLS_95/PC1616.MPD
7207640 C:/TOOLS_95/Sparrow.Mpd (SPARROW.MPD)
7207628 C:/TOOLS_95/ImgDII32.DIl (IMGDLL32.DLL)
7207580 C:/TOOLS_95/Watch.cnt (WATCH.CNT)
7207613 C:/TOOLS_95/guest.ini (GUEST.INI)
7207588 C:/TOOLS_95/imgicon.exe (IMGICON.EXE)
7207617 C:/TOOLS_95/ASPIPPM2.SYS
7207566 C:/TOOLS_95/IMGSTART.EXE
7207563 C:/TOOLS_95/IMGPROP.DLL
7207600 C:/TOOLS_95/ASPIPC16.SYS
7207602 C:/TOOLS_95/WINBEPP2.ILM
7207630 C:/TOOLS_95/Guest.Inf (GUEST.INF)
7207569 C:/TOOLS_95/PPAOPT.EXE
7207637 C:/TOOLS_95/PC2X.MPD
7207601 C:/TOOLS_95/ASPIPPM1.SYS
7207619 C:/TOOLS_95/PCSEPP2.ILM
7207571 C:/TOOLS_95/ZIP.ICO
7207596 C:/TOOLS_95/ASPIIDE.SYS
7207593 C:/TOOLS_95/imgsupp.dil (IMGSUPP.DLL)
7207632 C:/TOOLS_95/Guest95.Exe (GUEST95.EXE)
7207564 C:/TOOLS_95/JAZZ.ICO
7207633 C:/TOOLS_95/AIC78XX.MPD
7207567 C:/TOOLS_95/IOWATCH.EXE
7207570 C:/TOOLS_95/TOOLS95.HLP

28 C:/Tools_95 (TOOLS_95)
7207616 C:/TOOLS_95/SMCEPP2.ILM
7207584 C:/TOOLS_95/version.txt (VERSION.TXT)
7207621 C:/TOOLS_95/BYTE2.ILM
7207582 C:/TOOLS_95/imggui.dil (IMGGUI.DLL)
7207597 C:/TOOLS_95/ASPI1616.SYS
7207605 C:/TOOLS_95/GUEST.EXE
7207626 C:/TOOLS_95/ImgDII16.DIl (IMGDLL16.DLL)
7207610 C:/TOOLS_95/SL360.ILM
7207574 C:/TOOLS_95/tools.cnt (TOOLS.CNT)
7207638 C:/TOOLS_95/PC800.MPD
7207560 C:/TOOLS_95/256COLOR.ICO
7207599 C:/TOOLS_95/ADVASPL.SYS
7207620 C:/TOOLS_95/NIBBLE2.ILM
7207595 C:/TOOLS_95/Uninst.dll (UNINST.DLL)
7207615 C:/TOOLS_95/module2.ini (MODULE2.INI)
7207572 C:/TOOLS_95/TOOLS.HLP
7207568 C:/TOOLS_95/TOOLS.DLL
7207603 C:/TOOLS_95/MODULE.INI
7207635 C:/TOOLS_95/Asc.mpd (ASC.MPD)
7207618 C:/TOOLS_95/SL360EP2.ILM
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7207576 C:/TOOLS_95/IMGMENU.dIl IMGMENU.DLL)
7207561 C:/TOOLS_95/BERNOULL.ICO

7207565 C:/TOOLS_95/WATCH.HLP

7207622 C:/TOOLS_95/ASPIATAP.SYS

7207577 C:/TOOLS_95/GUEST95.HLP

7207598 C:/TOOLS_95/ASPISDOS.SYS

7207611 C:/TOOLS_95/SMC.ILM

7207608 C:/TOOLS_95/EPP.ILM

7207578 C:/TOOLS_95/GUEST95.CNT

7207586 C:/TOOLS_95/IOMEGA.VXD

7207624 C:/TOOLS_95/Imgdet.Vxd (IMGDET.VXD)

7207562 C:/TOOLS_95/IMGHOOK.DLL

7207642 C:/TOOLS_95/ppa3.mpd (PPA3.MPD)

7207649 C:/TOOLS_95/MSVCRT40.DLL

7207653 C:/TOOLS_95/C4dlIl.dll (CADLL.DLL)

7207644 C:/TOOLS_95/ScsiDIL.DIl (SCSIDLL.DLL)

7207651 C:/TOOLS_95/ScsiNT.dll (SCSINT.DLL)

7207647 C:/TOOLS_95/ToolsNT.dIl (TOOLSNT.DLL)

7207591 C:/TOOLS_95/iomega._scsi.dll IOMEGA~1.DLL)
7207585 C:/TOOLS_95/MSVCRT.DLL

7207645 C:/TOOLS_95/MSVCIRT.DLL

7207648 C:/TOOLS_95/MFC42.DLL

7207656 C:/TOOLS_95/copy95.hip (COPY95.HLP)

7390220 C:/TOOLS_95/BACKUP/al21mfc.dll (AL21MFC.DLL)
7207657 C:/TOOLS_95/COPYMACH.CNT

7390216 C:/TOOLS_95/BACKUP/1-stepzj.cnt (1-STEPZJ.CNT)
7207662 C:/TOOLS_95/copydisk.exe (COPYDISK.EXE)
7207654 C:/TOOLS_95/MFC40.DLL

7390214 C:/TOOLS_95/BACKUP/1-stepol.hlp (1-STEPOL.HLP)
7207658 C:/TOOLS_95/COPYMACH.HLP

7207660 C:/TOOLS_95/Backup (BACKUP)

7390218 C:/TOOLS_95/BACKUP/1-stepzj.hlp (1-STEPZJ.HLP)
7390243 C:/TOOLS_95/BACKUP/img16.dll (IMG16.DLL)
7390239 C:/TOOLS_95/BACKUP/img_res.dIl (IMG_RES.DLL)
7390245 C:/TOOLS_95/BACKUP/img256.dll (IMG256.DLL)
7390237 C:/TOOLS_95/BACKUP/img_gui.dll (IMG_GUI.DLL)
7390226 C:/TOOLS_95/BACKUP/backup32.exe (BACKUP32.EXE)
7390228 C:/TOOLS_95/BACKUP/CADLL.dIl (C4DLL.DLL)
7390232 C:/TOOLS_95/BACKUP/iCommon.dil (COMMON.DLL)
7390234 C:/TOOLS_95/BACKUP/img_drv.dll (IMG_DRV.DLL)
7390248 C:/TOOLS_95/BACKUP/IMGDLL32.DLL

7390230 C:/TOOLS_95/BACKUP/iCatalog.dll ICATALOG.DLL)
7207660 C:/TOOLS_95/Backup (BACKUP)

7390235 C:/TOOLS_95/BACKUP/IMGDLL16.DLL

7390250 C:/TOOLS_95/BACKUP/mfc42.dll (MFC42.DLL)
7390224 C:/TOOLS_95/BACKUP/BUENgine.dil (BUENGINE.DLL)
7390247 C:/TOOLS_95/BACKUP/imgb95ui.dil IMGB95UI.DLL)
7390222 C:/TOOLS_95/BACKUP/back.ico (BACK.ICO)
7390241 C:/TOOLS_95/BACKUP/img_util.dil (IMG_UTIL.DLL)
7390258 C:/TOOLS_95/BACKUP/ScsiNT.dll (SCSINT.DLL)
7207664 C:/TOOLS_95/Findit32.hlp (FINDIT32.HLP)

7390261 C:/TOOLS_95/BACKUP/ToolsNT.dIl (TOOLSNT.DLL)
7207666 C:/TOOLS_95/Findit32.cnt (FINDIT32.CNT)

7390254 C:/TOOLS_95/BACKUP/msvert.dil (MSVCRT.DLL)
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7207669 C:/TOOLS_95/Findit32.exe (FINDIT32.EXE)

7390252 C:/TOOLS_95/BACKUP/msvcirt.dll (MSVCIRT.DLL)

7390256 C:/TOOLS_95/BACKUP/Scsidll.dll (SCSIDLL.DLL)

7390259 C:/TOOLS_95/BACKUP/TOOLS.DLL

7590027 C:/TOOLS_95/SHORTCUT/1-Step Backup for Zip & Jaz.Ink (1-STEP~1.LNK)
7590043 C:/TOOLS_95/SHORTCUT/lomega Guest95.Ink (IOMEGA~5.LNK)

C:/WINDOWS/STARTM~1/PROGRAMS/STARTUP/lomega Watch.Ink
6915207 (IOMEGA~1.LNK)

7590023 C:/TOOLS_95/SHORTCUT/lomega Copy Machine.Ink (IOMEGA~1.LNK)
7207667 C:/TOOLS_95/SHORTCUT

7590031 C:/TOOLS_95/SHORTCUT/1-Step Restore for Zip & Jaz.Ink (1-STEP~2.LNK)
7590034 C:/TOOLS_95/SHORTCUT/lomega Findlt.Ink (IOMEGA~2.LNK)

7590037 C:/TOOLS_95/SHORTCUT/lomega Tools Help.Ink (IOMEGA~3.LNK)
7590040 C:/TOOLS_95/SHORTCUT/lomega Guest95 Help.Ink IOMEGA~4.LNK)

C:/WINDOWS/START M~1/PROGRAMS/STARTUP/lomega Disk Icons.Ink
6915213 (IOMEGA~3.LNK)

7590040 C:/TOOLS_95/SHORTCUT/lomega Guest95 Help.Ink (IOMEGA~4.LNK)
7590034 C:/TOOLS_95/SHORTCUT/lomega Findlt.Ink (IOMEGA~2.LNK)

7590043 C:/TOOLS_95/SHORTCUT/lomega Guest95.Ink (IOMEGA~5.LNK)

7207667 C:/TOOLS_95/SHORTCUT

7590023 C:/TOOLS_95/SHORTCUT/lomega Copy Machine.Ink (IOMEGA~1.LNK)
7590031 C:/TOOLS_95/SHORTCUT/1-Step Restore for Zip & Jaz.Ink (1-STEP~2.LNK)

C:/WINDOWS/STARTM~1/PROGRAMS/STARTUP/lomega Startup Options.Ink
6915210 (IOMEGA~2.LNK)

7590027 C:/TOOLS_95/SHORTCUT/1-Step Backup for Zip & Jaz.Ink (1-STEP~1.LNK)
7590037 C:/TOOLS_95/SHORTCUT/lomega Tools Help.Ink ({IOMEGA~3.LNK)
2679582 C:/WINDOWS/IOS.INI
7207558 C:/TOOLS_95/DelsL1.isu (DEISL1.ISU)

225 C:/AMERIC~1.0/addlwd.dat (ADDLWD.DAT)

261 C:/AMERIC~1.0/netaol.inf (NETAOL.INF)

251 C:/AMERIC~1.0/buddyout.wav (BUDDYOUT.WAV)

249 C:/AMERIC~1.0/buddyin.wav (BUDDYIN.WAV)

217 C:/AMERIC~1.0/default.org (DEFAULT.ORG)
4402438 C:/WINDOWS/INF/netaol.inf (NETAOL.INF)

269 C:/AMERIC~1.0/quickref.txt (QUICKREF.TXT)
9839274 C:/AMERIC~1.0/NET/OSR2/neth.msg (NETH.MSG)
9839240 C:/AMERIC~1.0/NET/OSR2/nbtstat.exe (NBTSTAT.EXE)
9839290 C:/AMERIC~1.0/NET/OSR2/afvxd.vxd (AFVXD.VXD)
9839270 C:/AMERIC~1.0/NET/OSR2/netware.ms (NETWARE.MS)
9839296 C:/AMERIC~1.0/NET/OSR2/ndis2sup.vxd (NDIS2SUP.VXD)
9839292 C:/AMERIC~1.0/NET/OSR2f/filesec.vxd (FILESEC.VXD)
9839260 C:/AMERIC~1.0/NET/OSR2/networks (NETWORKS)
9839280 C:/AMERIC~1.0/NET/OSR2/ndishlp.sys (NDISHLP.SYS)
9839250 C:/AMERIC~1.0/NET/OSR2/netapi.dll (NETAPIL.DLL)
9839242 C:/AMERIC~1.0/NET/OSR2/net.exe (NET.EXE)
9839294 C:/AMERIC~1.0/NET/OSR2/mssp.vxd (MSSP.VXD)
9839276 C:/AMERIC~1.0/NET/OSR2/hosts.sam (HOSTS.SAM)
9839272 C:/AMERIC~1.0/NET/OSR2/net.msg (NET.MSG)
9839238 C:/AMERIC~1.0/NET/OSR2/Imscript.exe (LMSCRIPT.EXE)
9839278 C:/AMERIC~1.0/NET/OSR2/Imhosts.sam (LMHOSTS.SAM)
9839304 C:/AMERIC~1.0/NET/OSR2/vnetsup.vxd (VNETSUP.VXD)
9839264 C:/AMERIC~1.0/NET/OSR2/services (SERVICES)
9839258 C:/AMERIC~1.0/NET/OSR2/protman.dos (PROTMAN.DOS)
9839256 C:/AMERIC~1.0/NET/OSR2/winpopup.cnt (WINPOPUP.CNT)

139

Author retains full rights.



14952 m..
62614 m..
6528 m..
6960 m..
23606 m..
5687 m..
24099 m..
11591 m..
47377 m..
27221 m..
14521 m..
26608 m..
27973 m..
5816 m..
27600 m..
800 m..
14438 m..
52032 m..
995 m..
61952 m..
19536 m..
6496 m..
725184 m..
22016 m..
37520 m..
8192 m..
23776 m..
8128 m..
25600 m..
7584 m..
60416 m..
77312 m..
21504 m..
50998 m..
9200 m..
9168 m..
23696 m..
43008 m..
12128 m..
13824 m..
71680 m..
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9839244 C:/AMERIC~1.0/NET/OSR2/protman.exe (PROTMAN.EXE)
9839284 C:/AMERIC~1.0/NET/OSR2/vip.386 (VIP.386)

9839252 C:/AMERIC~1.0/NET/OSR2/nw16.dIl (N\W16.DLL)

9839248 C:/AMERIC~1.0/NET/OSR2/wsasrv.exe (WSASRV.EXE)
9839298 C:/AMERIC~1.0/NET/OSR2/nscl.vxd (NSCL.VXD)

9839288 C:/AMERIC~1.0/NET/OSR2/vtdi.386 (VTDI.386)

9839266 C:/AMERIC~1.0/NET/OSR2/telnet.hlp (TELNET.HLP)
9839268 C:/AMERIC~1.0/NET/OSR2/winpopup.hlp (WINPOPUP.HLP)
9839286 C:/AMERIC~1.0/NET/OSR2/vtcp.386 (VTCP.386)

9839302 C:/AMERIC~1.0/NET/OSR2/vnetbios.vxd (VNETBIOS.VXD)
9839308 C:/AMERIC~1.0/NET/OSR2/wsipx.vxd (WSIPX.VXD)
9839254 C:/AMERIC~1.0/NET/OSR2/pmspl.dll (PMSPL.DLL)
9839282 C:/AMERIC~1.0/NET/OSR2/vdhcp.386 (VDHCP.386)
9839306 C:/AMERIC~1.0/NET/OSR2/wshtcp.vxd (WSHTCP.VXD)
9839246 C:/AMERIC~1.0/NET/OSR2/winpopup.exe (WINPOPUP.EXE)
9839262 C:/AMERIC~1.0/NET/OSR2/protocol (PROTOCOL)
9839300 C:/AMERIC~1.0/NET/OSR2/nwsp.vxd (NW SP.VXD)
9839334 C:/AMERIC~1.0/NET/OSR2/inetmib1.dIl INETMIB1.DLL)
9839380 C:/AMERIC~1.0/NET/OSR2/Imscript.pif (LMSCRIPT.PIF)
9839338 C:/AMERIC~1.0/NET/OSR2/msab32.dll (MSAB32.DLL)
9839310 C:/AMERIC~1.0/NET/OSR2/arp.exe (ARP.EXE)

9839332 C:/AMERIC~1.0/NET/OSR2/icmp.dil (ICMP.DLL)

9839336 C:/AMERIC~1.0/NET/OSR2/mapi32.dil (MAPI32.DLL)
9839330 C:/AMERIC~1.0/NET/OSR2/choosusr.dil (CHOOSUSR.DLL)
9839312 C:/AMERIC~1.0/NET/OSR2/ftp.exe (FTP.EXE)

9839356 C:/AMERIC~1.0/NET/OSR2/rpcltcL.dll (RPCLTC1.DLL)
9839314 C:/AMERIC~1.0/NET/OSR2/netstat.exe (NETSTAT.EXE)
9839362 C:/AMERIC~1.0/NET/OSR2/rpcltc.dll (RPCLTC6.DLL)
9839348 C:/AMERIC~1.0/NET/OSR2/nwab32.dll (NWAB32.DLL)
9839358 C:/AMERIC~1.0/NET/OSR2/rpcltc3.dll (RPCLTC3.DLL)
9839340 C:/AMERIC~1.0/NET/OSR2/msnet32.dll (MSNET32.DLL)
9839352 C:/AMERIC~1.0/NET/OSR2/nwnp32.dll (NWNP32.DLL)
9839350 C:/AMERIC~1.0/NET/OSR2/nwnet32.dIl (NWNET32.DLL)
9839388 C:/AMERIC~1.0/NET/OSR2/nwlink.vxd (NWLINK.VXD)
9839360 C:/AMERIC~1.0/NET/OSR2/rpcltc5.dll (RPCLTC5.DLL)
9839364 C:/AMERIC~1.0/NET/OSR2/rpclts3.dll (RPCLTS3.DLL)
9839322 C:/AMERIC~1.0/NET/OSR2/route.exe (ROUTE.EXE)
9839354 C:/AMERIC~1.0/NET/OSR2/nwpp32.dil (NWPP32.DLL)
9839320 C:/AMERIC~1.0/NET/OSR2/ping.exe (PING.EXE)

9839316 C:/AMERIC~1.0/NET/OSR2/nwiscon.exe (NWLSCON.EXE)
9839318 C:/AMERIC~1.0/NET/OSR2/nwlisproc.exe (NWLSPROC.EXE)
9839342 C:/AMERIC~1.0/NET/OSR2/msnp32.dil (MSNP32.DLL)
9839386 C:/AMERIC~1.0/NET/OSR2/netbeui.vxd (NETBEULVXD)
9839390 C:/AMERIC~1.0/NET/OSR2/nwredir.vxd (NWREDIR.VXD)
9839346 C:/AMERIC~1.0/NET/OSR2/mspwI32.dIl (MSPWL32.DLL)
9839384 C:/AMERIC~1.0/NET/OSR2/ndis.vxd (NDIS.VXD)

9839344 C:/AMERIC~1.0/NET/OSR2/mspp32.dil (MSPP32.DLL)
9839376 C:/AMERIC~1.0/NET/OSR2/vIb32.dIl (VLB32.DLL)
9839326 C:/AMERIC~1.0/NET/OSR2/tracert.exe (TRACERT.EXE)
9839324 C:/AMERIC~1.0/NET/OSR2/telnet.exe (TELNET.EXE)
9839366 C:/AMERIC~1.0/NET/OSR2/rpclts5.dll (RPCLTS5.DLL)
9839370 C:/AMERIC~1.0/NET/OSR2/sapnsp.dll (SAPNSP.DLL)
9839374 C:/AMERIC~1.0/NET/OSR2/svrapi.dll (SVRAPI.DLL)
9839382 C:/AMERIC~1.0/NET/OSR2/vnbt.386 (VNBT.386)
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9839368 C:/AMERIC~1.0/NET/OSR2/rpclts6.dll (RPCLTS6.DLL)
9839372 C:/AMERIC~1.0/NET/OSR2/secur32.dll (SECUR32.DLL)
9839392 C:/AMERIC~1.0/NET/OSR2/vredir.vxd (VREDIR.VXD)
9839378 C:/AMERIC~1.0/NET/OSR2/winsock.dIl (WINSOCK.DLL)
9839328 C:/AMERIC~1.0/NET/OSR2/winipcfg.exe (WINIPCFG.EXE)
8455230 C:/AMERIC~1.0/TOOL/aolsock.aol (AOLSOCK.AOL)
9839394 C:/AMERIC~1.0/NET/OSR2/wsock.vxd (WSOCK.VXD)
2894246 C:/WINDOWS/SYSTEM/aolndi.dll (AOLNDI.DLL)
145 C:/AMERIC~1.0/ad15.dll (AD15.DLL)
149 C:/AMERIC~1.0/cfx2032.dIl (CFX2032.DLL)
255 C:/AMERIC~1.0/insmac32.dll (INSMAC32.DLL)
203 C:/AMERIC~1.0/actions.bin (ACTIONS.BIN)
155 C:/AMERIC~1.0/dunzip32.diIl (DUNZIP32.DLL)
227 C:/AMERIC~1.0/spen10.dat (SPEN10.DAT)
157 C:/AMERIC~1.0/dzip32.dll (DZIP32.DLL)
259 C:/AMERIC~1.0/aolmac.vxd (AOLMAC.VXD)
2894244 C:/WINDOWS/SYSTEM/aolmac.vxd (AOLMAC.VXD)
263 C:/AMERIC~1.0/aolndi.dll (AOLNDI.DLL)
193 C:/AMERIC~1.0/paige32.dIl (PAIGE32.DLL)
257 C:/AMERIC~1.0/insmac16.dll (INSMAC16.DLL)
159 C:/AMERIC~1.0/imglib.dIl (IMGLIB.DLL)
7118984 C:/AMERIC~1.0/CSL/global.cs| (GLOBAL.CSL)
7118982 C:/AMERIC~1.0/CSL/aolnet.csl (AOLNET.CSL)
7118988 C:/AMERIC~1.0/CSL/sprint.csl (SPRINT.CSL)
7118990 C:/AMERIC~1.0/CSL/tcp.csl (TCP.CSL)
8448137 C:/AMERIC~1.0/MODEMS/callwait.dat (CALLWAIT.DAT)
8448141 C:/AMERIC~1.0/MODEMS/dtmf.dat (DTMF.DAT)
8448147 C:/AMERIC~1.0/MODEMS/phonelin.dat (PHONELIN.DAT)
8448139 C:/AMERIC~1.0/MODEMS/dial9.dat (DIAL9.DAT)
8448135 C:/AMERIC~1.0/MODEMS/atmodem.dat (ATMODEM.DAT)
8448151 C:/AMERIC~1.0/MODEMS/speed.dat (SPEED.DAT)
3857288 C:/WINDOWS/JAVA/Lib (LIB)
253 C:/AMERIC~1.0/net (NET)
9839110 C:/AMERIC~1.0/NET/osr2 (OSR2)
221 C:/AMERIC~1.0/modems (MODEMS)
229 C:/AMERIC~1.0/download (DOWNLOAD)
211 C:/AMERIC~1.0/csl (CSL)
266 C:/AMERIC~1.0/TOD
233 C:/AMERIC~1.0/spool (SPOOL)
231 C:/AMERIC~1.0/organize (ORGANIZE)
16992261 C:/AMERIC~1.0/ORGANIZE/CACHE
62 C:/America Online 4.0 (AMERIC~1.0)
3856656 C:/PROGRA~1/INTERN~1/Plugins (PLUGINS)
223 C:/AMERIC~1.0/tool (TOOL)
219 C:/AMERIC~1.0/idb (IDB)
56065906 C:/PROGRA~1/FIRAXI~1/SIDMEI~1/AVHT-GunReposition.cvr (AVHT-G~1.CVR)

56065909 C:/PROGRA~1/FIRAXI~1/SIDMEI~L/AVHT-LightsReposition.cvr (AVHT-L~1.CVR)
7119767 C:/AMERIC~1.0/IDB/APP4042.LST
161 C:/AMERIC~1.0/jgaeaol.dll (JGAEAOL.DLL)
163 C:/AMERIC~1.0/jgawaol.dll (JGAWAOL.DLL)
141 C:/AMERIC~1.0/aoltray.exe (AOLTRAY.EXE)
153 C:/AMERIC~1.0/dragman.dil (DRAGMAN.DLL)
137 C:/AMERIC~1.0/waol.exe (WAOL.EXE)
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143 C:/AMERIC~1.0/aolcomm.dIl (AOLCOMM.DLL)

135 C:/AMERIC~1.0/aol.exe (AOL.EXE)

159 C:/AMERIC~1.0/imglib.dIl (IMGLIB.DLL)

149 C:/AMERIC~1.0/cfx2032.dIl (CFX2032.DLL)

62 C:/America Online 4.0 (AMERIC~1.0)

155 C:/AMERIC~1.0/dunzip32.dIl (DUNZIP32.DLL)

139 C:/AMERIC~1.0/aolphx.exe (AOLPHX.EXE)

165 C:/AMERIC~1.0/jgdwaol.dll (JGDWAOL.DLL)

145 C:/AMERIC~1.0/ad15.dll (AD15.DLL)

167 C:/AMERIC~1.0/jgewaol.dll (JGEWAOL.DLL)

151 C:/AMERIC~1.0/chartlan.dll (CHARTLAN.DLL)

157 C:/AMERIC~1.0/dzip32.dll (DZIP32.DLL)

173 C:/AMERIC~1.0/jgmkaol.dll (JGMKAOL.DLL)

62 C:/America Online 4.0 (AMERIC~1.0)

193 C:/AMERIC~1.0/paige32.dIl (PAIGE32.DLL)

177 C:/AMERIC~1.0/jgpwaol.dll (JGPWAOL.DLL)

171 C:/AMERIC~1.0/jgmdaol.dll (JGMDAOL.DLL)

183 C:/AMERIC~1.0/jgshaol.dll (JGSHAOL.DLL)

189 C:/AMERIC~1.0/objdrct.dll (OBJDRCT.DLL)

169 C:/AMERIC~1.0/jgfraol.dll (JGFRAOL.DLL)

181 C:/AMERIC~1.0/jgsdaol.dll (JGSDAOL.DLL)

175 C:/AMERIC~1.0/jgplaol.dll (JGPLAOL.DLL)

187 C:/AMERIC~1.0/nls.dIl (NLS.DLL)

185 C:/AMERIC~1.0/manutils.dll (MANUTILS.DLL)
7118988 C:/AMERIC~1.0/CSL/sprint.csl (SPRINT.CSL)

203 C:/AMERIC~1.0/actions.bin (ACTIONS.BIN)
7118990 C:/AMERIC~1.0/CSL/tcp.csl (TCP.CSL)

219 C:/AMERIC~1.0/idb (IDB)

199 C:/AMERIC~1.0/prdllw32.dIl (PRDLLW 32.DLL)

215 C:/AMERIC~1.0/viewers.ini (VIEWERS.INI)
7118984 C:/AMERIC~1.0/CSL/global.cs| (GLOBAL.CSL)

217 C:/AMERIC~1.0/default.org (DEFAULT.ORG)
7118982 C:/AMERIC~1.0/CSL/aolnet.csl (AOLNET.CSL)

205 C:/AMERIC~1.0/compver.bin (COMPVER.BIN)

197 C:/AMERIC~1.0/pgcntl32.dIl (PGCNTL32.DLL)

195 C:/AMERIC~1.0/pddllw32.dll (PDDLLW32.DLL)

211 C:/AMERIC~1.0/csl (CSL)
8455222 C:/AMERIC~1.0/TOOL/aolp3.aol (AOLP3.AOL)
8455200 C:/AMERIC~1.0/TOOL/aoldice.aol (AOLDICE.AOL)
8455220 C:/AMERIC~1.0/TOOL/aolmorg.aol (AOLMORG.AOL)
8455176 C:/AMERIC~1.0/TOOL/aolactvx.aol (AOLACTVX.AOL)
8448139 C:/AMERIC~1.0/MODEMS/dial9.dat (DIAL9.DAT)
8455186 C:/AMERIC~1.0/TOOL/aolbuf.aol (AOLBUF.AOL)
8448141 C:/AMERIC~1.0/MODEMS/dtmf.dat (DTMF.DAT)
8455204 C:/AMERIC~1.0/TOOL/aolfiler.aol (AOLFILER.AOL)
8455178 C:/AMERIC~1.0/TOOL/aoladp.aol (AOLADP.AOL)
8448137 C:/AMERIC~1.0/MODEMS/callwait.dat (CALLWAIT.DAT)
8455216 C:/AMERIC~1.0/TOOL/aolmmi.aol (AOLMMI.AOL)
8455192 C:/AMERIC~1.0/TOOL/aolcode.aol (AOLCODE.AOL)
8455206 C:/AMERIC~1.0/TOOL/aolgal.aol (AOLGAL.AOL)

219 C:/AMERIC~1.0/idb (IDB)
8455182 C:/AMERIC~1.0/TOOL/aolart.aol (AOLART.AOL)
8455214 C:/AMERIC~1.0/TOOL/aolmip.aol (AOLMIP.AOL)
8448147 C:/AMERIC~1.0/MODEMS/phonelin.dat (PHONELIN.DAT)
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221 C:/AMERIC~1.0/modems (MODEMS)

211 C:/AMERIC~1.0/csl (CSL)
8448135 C:/AMERIC~1.0/MODEMS/atmodem.dat (ATMODEM.DAT)
8455198 C:/AMERIC~1.0/TOOL/aoldata.aol (A\OLDATA.AOL)
8455208 C:/AMERIC~1.0/TOOL/aolidb.aol (AOLIDB.AOL)
8448151 C:/AMERIC~1.0/MODEMS/speed.dat (SPEED.DAT)
8455194 C:/AMERIC~1.0/TOOL/aolconv.aol (AOLCONV.AOL)
8455180 C:/AMERIC~1.0/TOOL/aolapi.aol (AOLAPI.AOL)
8455196 C:/AMERIC~1.0/TOOL/aolcsl.aol (AOLCSL.AOL)
8455212 C:/AMERIC~1.0/TOOL/aolman.aol (AOLMAN.AOL)

223 C:/AMERIC~1.0/tool (TOOL)
8455210 C:/AMERIC~1.0/TOOL/aollist.aol (AOLLIST.AOL)
8455202 C:/AMERIC~1.0/TOOL/aolexapi.aol (AOLEXAPI.AOL)
8455188 C:/AMERIC~1.0/TOOL/aolchart.aol (AOLCHART.AOL)
8455174 C:/AMERIC~1.0/TOOL/aolact.aol (AOLACT.AOL)

221 C:/AMERIC~1.0/modems (MODEMS)

223 C:/AMERIC~1.0/tool (TOOL)
8455228 C:/AMERIC~1.0/TOOL/aolshort.aol (AOLSHORT.AOL)
8455246 C:/AMERIC~1.0/TOOL/imfgif.aol (IMFGIF.AOL)
8455236 C:/AMERIC~1.0/TOOL/aolvid.aol (AOLVID.AOL)
8455226 C:/AMERIC~1.0/TOOL/aolsec.aol (AOLSEC.AOL)
8455242 C:/AMERIC~1.0/TOOL/artdoc.aol (ARTDOC.AOL)
8455230 C:/AMERIC~1.0/TOOL/aolsock.aol (AOLSOCK.AOL)
8455248 C:/AMERIC~1.0/TOOL/imfjpg.aol (IMFJPG.AOL)
8455234 C:/AMERIC~1.0/TOOL/aoltcpip.aol (AOLTCPIP.AOL)
8455232 C:/AMERIC~1.0/TOOL/aclspell.aol (AOLSPELL.AOL)
8455240 C:/AMERIC~1.0/TOOL/aolxfer.aol (AOLXFER.AOL)
8455244 C:/AMERIC~1.0/TOOL/imfbmp.aol (IMFBMP.AOL)

231 C:/AMERIC~1.0/organize (ORGANIZE)

235 C:/AMERIC~1.0/version.inf (VERSION.INF)

233 C:/AMERIC~1.0/spool (SPOOL)

225 C:/AMERIC~1.0/addlwd.dat (ADDLWD.DAT)

227 C:/AMERIC~1.0/spen10.dat (SPEN10.DAT)

229 C:/AMERIC~1.0/download (DOWNLOAD)

231 C:/AMERIC~1.0/organize (ORGANIZE)

233 C:/AMERIC~1.0/spool (SPOOL)

229 C:/AMERIC~1.0/download (DOWNLOAD)
8448149 C:/AMERIC~1.0/MODEMS/user.mdm (USER.MDM)

235 C:/AMERIC~1.0/version.inf (VERSION.INF)

213 C:/AMERIC~1.0/goto.ini (GOTO.INI)
7119757 C:/AMERIC~1.0/IDB/hints.Ist (HINTS.LST)
7119749 C:/AMERIC~1.0/IDB/APP155.LST
8448149 C:/AMERIC~1.0/MODEMS/user.mdm (USER.MDM)
7119766 C:/AMERIC~1.0/IDB/Apps.Lst (APPS.LST)
7119767 C:/AMERIC~1.0/IDB/APP4042.LST
9839256 C:/AMERIC~1.0/NET/OSR2/winpopup.cnt (WINPOPUP.CNT)
9839280 C:/AMERIC~1.0/NET/OSR2/ndishlp.sys (NDISHLP.SYS)
9839284 C:/AMERIC~1.0/NET/OSR2/vip.386 (VIP.386)
9839308 C:/AMERIC~1.0/NET/OSR2/wsipx.vxd (WSIPX.VXD)
9839258 C:/AMERIC~1.0/NET/OSR2/protman.dos (PROTMAN.DOS)
9839276 C:/AMERIC~1.0/NET/OSR2/hosts.sam (HOSTS.SAM)

263 C:/AMERIC~1.0/aolndi.dll (AOLNDI.DLL)
9839240 C:/AMERIC~1.0/NET/OSR2/nbtstat.exe (NBTSTAT.EXE)
9839248 C:/AMERIC~1.0/NET/OSR2/wsasrv.exe (WSASRV.EXE)
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9839294 C:/AMERIC~1.0/NET/OSR2/mssp.vxd (MSSP.VXD)
9839244 C:/AMERIC~1.0/NET/OSR2/protman.exe (PROTMAN.EXE)
9839252 C:/AMERIC~1.0/NET/OSR2/nw16.dIl (NW16.DLL)
9839260 C:/AMERIC~1.0/NET/OSR2/networks (NETWORKS)
16992265 C:/AMERIC~1.0/ORGANIZE/night978.6 (NIGHT978.6)
9839278 C:/AMERIC~1.0/NET/OSR2/Imhosts.sam (LMHOSTS.SAM)
9839238 C:/AMERIC~1.0/NET/OSR2/Imscript.exe (LMSCRIPT.EXE)
16992263 C:/AMERIC~1.0/ORGANIZE/griffeno.b (GRIFFENO.B)

243 C:/AMERIC~1.0/im.wav (IM.WAV)
9839282 C:/AMERIC~1.0/NET/OSR2/vdhcp.386 (VDHCP.386)

253 C:/AMERIC~1.0/net (NET)
9839272 C:/AMERIC~1.0/NET/OSR2/net.msg (NET.MSG)

247 C:/AMERIC~1.0/gotmail.wav (GOTMAIL.WAV)
9839300 C:/AMERIC~1.0/NET/OSR2/nwsp.vxd (NW SP.VXD)

241 C:/AMERIC~1.0/goodbye.wav (GOODBYE.WAV)
9839310 C:/AMERIC~1.0/NET/OSR2/arp.exe (ARP.EXE)

245 C:/AMERIC~1.0/welcome.wav (WELCOME.WAV)
9839306 C:/AMERIC~1.0/NET/OSR2/wshtcp.vxd (WSHTCP.VXD)

255 C:/AMERIC~1.0/insmac32.dll (INSMAC32.DLL)
9839262 C:/AMERIC~1.0/NET/OSR2/protocol (PROTOCOL)

259 C:/AMERIC~1.0/aolmac.vxd (AOLMAC.VXD)
9839266 C:/AMERIC~1.0/NET/OSR2/telnet.hlp (TELNET.HLP)
9839302 C:/AMERIC~1.0/NET/OSR2/vnethios.vxd (VNETBIOS.VXD)
9839268 C:/AMERIC~1.0/NET/OSR2/winpopup.hip (WINPOPUP.HLP)
9839254 C:/AMERIC~1.0/NET/OSR2/pmspl.dil (PMSPL.DLL)
9839298 C:/AMERIC~1.0/NET/OSR2/nscl.vxd (NSCL.VXD)
9839270 C:/AMERIC~1.0/NET/OSR2/netware.ms (NETWARE.MS)
9839304 C:/AMERIC~1.0/NET/OSR2/vnetsup.vxd (VNETSUP.VXD)
9839246 C:/AMERIC~1.0/NET/OSR2/winpopup.exe (WINPOPUP.EXE)
9839110 C:/AMERIC~1.0/NET/0sr2 (OSR2)

239 C:/AMERIC~1.0/drop.wav (DROP.WAV)
9839288 C:/AMERIC~1.0/NET/OSR2/vtdi.386 (VTDI.386)
9839264 C:/AMERIC~1.0/NET/OSR2/services (SERVICES)

237 C:/AMERIC~1.0ffiledone.wav (FILEDONE.WAV)

261 C:/AMERIC~1.0/netaol.inf (NETAOL.INF)
9839290 C:/AMERIC~1.0/NET/OSR2/afvxd.vxd (AFVXD.VXD)
9839242 C:/AMERIC~1.0/NET/OSR2/net.exe (NET.EXE)
9839296 C:/AMERIC~1.0/NET/OSR2/ndis2sup.vxd (NDIS2SUP.VXD)
9839286 C:/AMERIC~1.0/NET/OSR2/vtcp.386 (VTCP.386)
9839250 C:/AMERIC~1.0/NET/OSR2/netapi.dll (NETAPI.DLL)

257 C:/AMERIC~1.0/insmac16.dll (INSMAC16.DLL)

251 C:/AMERIC~1.0/buddyout.wav (BUDDYOUT.WAV)

249 C:/AMERIC~1.0/buddyin.wav (BUDDYIN.WAV)
9839292 C:/AMERIC~1.0/NET/OSR2ffilesec.vxd (FILESEC.VXD)
9839274 C:/AMERIC~1.0/NET/OSR2/neth.msg (NETH.MSG)
9839320 C:/AMERIC~1.0/NET/OSR2/ping.exe (PING.EXE)
9839342 C:/AMERIC~1.0/NET/OSR2/msnp32.dil (MSNP32.DLL)
9839328 C:/AMERIC~1.0/NET/OSR2/winipcfg.exe (WINIPCFG.EXE)
9839334 C:/AMERIC~1.0/NET/OSR2/inetmib1.dil INETMIB1.DLL)
9839340 C:/AMERIC~1.0/NET/OSR2/msnet32.dll (MSNET32.DLL)
9839350 C:/AMERIC~1.0/NET/OSR2/nwnet32.dIl (NWN ET32.DLL)

253 C:/AMERIC~1.0/net (NET)
9839348 C:/AMERIC~1.0/NET/OSR2/nwab32.dll (NWAB32.DLL)
9839324 C:/AMERIC~1.0/NET/OSR2/telnet.exe (TELNET.EXE)

144

Author retains full rights.



22016 ..
21504 ..
71680 ..
23776 ..
725184 .
37520 ..
61952 ..
23696 ..
8192 m..
17920 ..
9056 ..
6496 ..
13824 ..
45752 ..
156749 ..
9200 ..
25088 ..
50998 ..
95481 ..
7584 ..
116301 ..
8128 ..
9216 ..
10736 ..
13312..
42368 ..
42496 ..
43008 ..
123987 ..
9168 ..
9696 ..
15523 ..
77312 ..
8192 ..
995.
141654 m.c
4096 .a
4096 .a
0.a
0.a
4096 .a
4096 .a
4096 .a
4096 .a
0.a
4096 .a
0.a
0.a
0.a
0.a
0.a
12288 .a
0.a
4096 .a

O O 0O 0 0 o O 0

O O 0O 0O 0O 0O 0O O O O O O O O O O O O O O O O O O O O

© SANS Institute 2003,

-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
d/drwxrwxrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
d/drwxrwxrwx
d/drwxrwxrwx
-[-=-X--X--X
-[-=-X=-X--X
d/drwxrwxrwx
d/drwxrwxrwx
d/drwxrwxrwx
d/drwxrwxrwx
-[-=-X--X--X
d/drwxrwxrwx
-[-=-X--X--X
-[-=-X--X--X
-[-=-X--X--X
-[-=-X--X--X
-[-=-X--X--X
d/drwxrwxrwx
-[-=-X--X--X
d/drwxrwxrwx

O O OO O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo

As part of GIAC practical repository.

O O O O O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0OO0O0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOOoOOoOOoOoo

9839330 C:/AMERIC~1.0/NET/OSR2/choosusr.dll (CHOOSUSR.DLL)
9839346 C:/AMERIC~1.0/NET/OSR2/mspwI32.dll (MSPWL32.DLL)
9839318 C:/AMERIC~1.0/NET/OSR2/nwlisproc.exe (NWLSPROC.EXE)
9839314 C:/AMERIC~1.0/NET/OSR2/netstat.exe (NETSTAT.EXE)
9839336 C:/AMERIC~1.0/NET/OSR2/mapi32.dll (MAPI32.DLL)
9839312 C:/AMERIC~1.0/NET/OSR2/ftp.exe (FTP.EXE)
9839338 C:/AMERIC~1.0/NET/OSR2/msab32.dll (MSAB32.DLL)
9839322 C:/AMERIC~1.0/NET/OSR2/route.exe (ROUTE.EXE)
9839110 C:/AMERIC~1.0/NET/osr2 (OSR2)
9839344 C:/AMERIC~1.0/NET/OSR2/mspp32.dll (MSPP32.DLL)
9839326 C:/AMERIC~1.0/NET/OSR2/tracert.exe (TRACERT.EXE)
9839332 C:/AMERIC~1.0/NET/OSR2/icmp.dll (ICMP.DLL)
9839316 C:/AMERIC~1.0/NET/OSR2/nwlscon.exe (NWLSCON.EXE)
9839386 C:/AMERIC~1.0/NET/OSR2/netbeui.vxd (NETBEUI.VXD)
9839392 C:/AMERIC~1.0/NET/OSR2/vredir.vxd (VREDIR.VXD)
9839360 C:/AMERIC~1.0/NET/OSR2/rpcltc5.dll (RPCLTC5.DLL)
9839372 C:/AMERIC~1.0/NET/OSR2/secur32.dll (SECUR32.DLL)
9839388 C:/AMERIC~1.0/NET/OSR2/nwlink.vxd (NWLINK.VXD)
9839382 C:/AMERIC~1.0/NET/OSR2/vnbt.386 (VNBT.386)
9839358 C:/AMERIC~1.0/NET/OSR2/rpcltc3.dll (RPCLTC3.DLL)
9839384 C:/AMERIC~1.0/NET/OSR2/ndis.vxd (NDIS.VXD)
9839362 C:/AMERIC~1.0/NET/OSR2/rpcltc6.dll (RPCLTC6.DLL)
9839370 C:/AMERIC~1.0/NET/OSR2/sapnsp.dll (SAPNSP.DLL)
9839366 C:/AMERIC~1.0/NET/OSR2/rpclts5.dll (RPCLTS5.DLL)
9839374 C:/AMERIC~1.0/NET/OSR2/svrapi.dll (SVRAPIL.DLL)
9839378 C:/AMERIC~1.0/NET/OSR2/winsock.dll (WINSOCK.DLL)
9839376 C:/AMERIC~1.0/NET/OSR2/vIb32.dIl (VLB32.DLL)
9839354 C:/AMERIC~1.0/NET/OSR2/nwpp32.dil (NWPP32.DLL)
9839390 C:/AMERIC~1.0/NET/OSR2/nwredir.vxd (NWREDIR.VXD)
9839364 C:/AMERIC~1.0/NET/OSR2/rpclts3.dll (RPCLTS3.DLL)
9839368 C:/AMERIC~1.0/NET/OSR2/rpclts6.dll (RPCLTS6.DLL)
9839394 C:/AMERIC~1.0/NET/OSR2/wsock.vxd (WSOCK.VXD)
9839352 C:/AMERIC~1.0/NET/OSR2/nwnp32.dIl (NWNP32.DLL)
9839356 C:/AMERIC~1.0/NET/OSR2/rpcltcl.dll (RPCLTC1.DLL)
9839380 C:/AMERIC~1.0/NET/OSR2/Imscript.pif
27612038 C:/DIR00001/cute.bmp (CUTE.BMP)
42841367 C:/PROGRA~1/COMMON~1/MICROS~1/grphflt (GRPHFLT)
40322055 C:/PROGRA~1/MSWORKS/Setup45 (SETUP45)
40322053 C:/PROGRA~1/MSWORKS/MSCREATE.DIR
43125253 C:/PROGRA~1/COMMON~1/MICROS~1/WORDART/MSCREATE.DIR
42841353 C:/PROGRA~1/COMMON~1/MICROS~1/msdraw (MSDRAW)
42841359 C:/PROGRA~1/COMMON~1/MICROS~1/note-it (NOTE-IT)
42841357 C:/PROGRA~1/COMMON~1/MICROS~1/equation (EQUATION)
40322140 C:/PROGRA~1/MSWORKS/CONVERT
43757317 C:/PROGRA~1/MSWORKS/DOCUME~1/MSCREATE.DIR
77 C:/~MSSETUP.T
42841349 C:/PROGRA~1/COMMON~1/MICROS~1/MSCREATE.DIR
42978437 C:/PROGRA~1/COMMON~1/MICROS~1/ARTGALRY/MSCREATE.DIR
43292421 C:/PROGRA~1/MSWORKS/TEMPLATE/MSCREATE.DIR
43757573 C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/MSCREATE.DIR
40322181 C:/PROGRA~1/MSWORKS/SETUP45/MSCREATE.DIR
40322141 C:/PROGRA~1/MSWORKS/TEMPLATE
43253765 C:/PROGRA~1/COMMON~1/MICROS~1/GRPHFLT/MSCREATE.DIR
42841351 C:/PROGRA~1/COMMON~1/MICROS~1/proof (PROOF)
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0.a  -/--Xx-X-X 0 0 43216389 C:/PROGRA~1/MSWORKS/CONVERT/MSCREATE.DIR
0.a  -/--Xx-X-X 0 0 42841477 C:/PROGRA~1/COMMON~1/MICROS~1/PROOF/MSCREATE.DIR
0.a  -/--Xx-X-X 0 0 43164421 C:/PROGRA~1/COMMON~1/MICROS~1/TEXTCONV/MSCREATE.DIR
0.a  -/--Xx-X-X 0 0 43121925C:/PROGRA~1/COMMON~1/MICROS~1/NOTE-IT/MSCREATE.DIR
4096 .a.  d/drwxrwxrwx 0 0 40322143 C:/PROGRA~1/MSWORKS/Documents (DOCUME~1)
4096 .a.  d/drwxrwxrwx 0 0 3071939 C:/PROGRA~1/Common Files (COMMON~1)
4096 .a.  d/d--X--x--x 0 0 40112517 C:/~MSSETUP.T/~MSSTFQF.T
4096 .a.  d/drwxrwxrwx 0 0 42841355C:/PROGRA~1/COMMON~1/MICROS~1/artgalry (ARTGALRY)
0.a  -/--Xx-X-X 0 0 42996101 C:/PROGRA~1/MSWORKS/CLIPART/MSCREATE.DIR
8192.a.  d/drwxrwxrwx 0 0 40322139 C:/PROGRA~1/MSWORKS/Clipart (CLIPART)
4096 .a.  d/drwxrwxrwx 0 0 42841361 C:/PROGRA~1/COMMON~1/MICROS~1/wordart (WORDART)
0.a  -/--Xx-X-X 0 0 42952709 C:/PROGRA~1/COMMON~1/MICROS~1/MSDRAW/MSCREATE.DIR
0.a  -/--Xx-X-X 0 0 42841221 C:/PROGRA~1/COMMON~1/MSCREATE.DIR
0.a  -/--Xx-X-X 0 0 43152005 C:/PROGRA~1/COMMON~1/MICROS~1/MSINFO/MSCREATE.DIR
4096 .a.  d/drwxrwxrwx 0 0 3071937 C:/PROGRA~1/MSWorks (MSWORKS)
0.a  -/--Xx-X-X 0 0 43096709 C:/PROGRA~1/COMMON~1/MICROS~1/EQUATION/MSCREATE.DIR
4096 .a.  d/drwxrwxrwx 0 0 42841224 C:/PROGRA~1/COMMON~1/Microsoft Shared (MICROS~1)
4096 .a.  d/drwxrwxrwx 0 0 14454756 C:/WINDOWS/STARTM~1/PROGRAMS/Microsoft Works (MICROS~2)
4096 .a.  d/drwxrwxrwx 0 0 42841365 C:/PROGRA~1/COMMON~1/MICROS~1/textconv (TEXTCONV)
4096 .a.  d/drwxrwxrwx 0 0 42841363 C:/PROGRA~1/COMMON~1/MICROS~1/msinfo (MSINFO)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/(8)Big Game Hunters (Snow).scx
74753..Cc  -/-rwXrwxrwx 0 0 41896922 ((8)BIG~1.SCX)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/(8)Big Game Hunters (Snow).scx
74753 m..  -/-rWXIwXrwx 0 0 41896922 ((8)BIG~1.SCX)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/(8)$Big Game Hunters$.scm
73916..c  -/-rwxrwxrwx 0 0 41896925 ((8)$BI~1.SCM)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/(8)$Big Game Hunters$.scm
73916 m..  -/-rwXrwxrwx 0 0 41896925 ((8)$BI~1.SCM)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/Zergling Blood vFinal.2.scm
30571..c  -/-rwxrwxrwx 0 0 41896929 (ZERGLI~1.SCM)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/Zergling Blood vFinal.2.scm
30571 m..  -/-rWXrwxrwx 0 0 41896929 (ZERGLI~1.SCM)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/magic TG arena Special edit.scx
63824..c  -/-rwXrwxrwx 0 0 41896933 (MAGICT~1.SCX)
C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/magic TG arena Special edit.scx
63824 m..  -/-rwXrwxrwx 0 0 41896933 (MAGICT~1.SCX)
254096 ..c  -/-rwxrwxrwx 0 0 41896935 C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/Fantasy.scx (FANTASY.SCX)
254096 m..  -/-rWXrwxrwx 0 0 41896935 C:/PROGRA~1/STARCR~1/MAPS/DOWNLOAD/Fantasy.scx (FANTASY.SCX)
4096 ..c  d/drwxrwxrwx 00 77 C:/~MSSETUP.T
4096 ..c  d/d--X--x--X 0 0 40112517 C:/~MSSETUP.T/~MSSTFQF.T
4096 m..  d/drwxrwxrwx 00 77 C:/~MSSETUP.T
4096 m..  d/d--X--x--x 0 0 40112517 C:/~MSSETUP.T/~MSSTFQF.T
0.C /XXX 0 0 40322053 C:/PROGRA~1/MSWORKS/MSCREATE.DIR
4096 ..c  d/drwxrwxrwx 0 0 3071937 C:/PROGRA~1/MSWorks (MSWORKS)
4096 ..c  d/drwxrwxrwx 0 0 40322055 C:/PROGRA~1/MSWORKS/Setup45 (SETUP45)
0.C /XXX 0 0 40322181 C:/PROGRA~1/MSWORKS/SETUP45/MSCREATE.DIR
4096 m..  d/drwxrwxrwx 0 0 40322055 C:/PROGRA~1/MSWORKS/Setup45 (SETUP45)
om.. -/---X--x-X 0 0 40322181 C:/PROGRA~1/MSWORKS/SETUP45/MSCREATE.DIR
4096 m..  d/drwxrwxrwx 0 0 3071937 C:/PROGRA~1/MSWorks (MSWORKS)
om.. -f---Xx--X-X 0 0 40322053 C:/PROGRA~1/MSWORKS/MSCREATE.DIR
1308..c  -/-rwxrwxrwx 0 0 2679925 C:/WINDOWS/impact.fot IMPACT.FOT)
56936..c  -/-rWXrwxrwx 0 0 2679921 C:/WINDOWS/impact.ttf IMPACT.TTF)
56936 m..  -/-rWXrwxrwx 0 0 2679921 C:/WINDOWS/impact.ttf IMPACT.TTF)
1308 m..  -/-rwxrwxrwx 0 0 2679925 C:/WINDOWS/impact.fot IMPACT.FOT)
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4096 ..
4096 ..
4096 ..

o 0o o o o o

om..
4096 m..
4096 m..
4096 m..
om..
om..
4096 ..c
0.c
0.c
4096 ..c
4096 m..
om..
om..
4096 m..
8192..c
0.c
8192 m..
om..
4096 ..

4096 ..
4096 ..
om..

o o o o

4096 m..
0.c
om..

4096 ..c

4096 m..
0.c
om..

4096 m..
om..

4096 m..

4096 ..c
0.c
0.c

4096 m..

4096 ..c
om..

4096 m..
om..

4096 ..c
0.c
om..

4096 m..
0.c

12288 ..c

© SANS Institute 2003,

d/drwxrwxrwx
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
d/drwxrwxrwx
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
-[---X--X--X
d/drwxrwxrwx
-[---X--X--X
d/drwxrwxrwx

O O OO O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo
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3071939 C:/PROGRA~1/Common Files (COMMON~1)
42841351 C:/PROGRA~1/COMMON~1/MICROS~1/proof (PROOF)
42841224 C:/PROGRA~1/COMMON~1/Microsoft Shared (MICROS~1)
42841221 C:/PROGRA~1/COMMON~1/MSCREATE.DIR
42841477 C:/PROGRA~1/COMMON~1/MICROS~1/PROOF/MSCREATE.DIR
42841349 C:/PROGRA~1/COMMON~1/MICROS~1/MSCREATE.DIR
42841221 C:/PROGRA~1/COMMON~1/MSCREATE.DIR
42841351 C:/PROGRA~1/COMMON~1/MICROS~1/proof (PROOF)
42841224 C:/PROGRA~1/COMMON~1/Microsoft Shared (MICROS~1)

3071939 C:/PROGRA~1/Common Files (COMMON~1)
42841477 C:/PROGRA~1/COMMON~1/MICROS~1/PROOF/MSCREATE.DIR
42841349 C:/PROGRA~1/COMMON~1/MICROS~1/MSCREATE.DIR
42841353 C:/PROGRA~1/COMMON~1/MICROS~1/msdraw (MSDRAW)
42952709 C:/PROGRA~1/COMMON~1/MICROS~1/MSDRAW/MSCREATE.DIR
42978437 C:/PROGRA~1/COMMON~1/MICROS~1/ARTGALRY/MSCREATE.DIR
42841355 C:/PROGRA~1/COMMON~1/MICROS~1/artgalry (ARTGALRY)
42841353 C:/PROGRA~1/COMMON~1/MICROS~1/msdraw (MSDRAW)
42952709 C:/PROGRA~1/COMMON~1/MICROS~1/MSDRAW/MSCREATE.DIR
42978437 C:/PROGRA~1/COMMON~1/MICROS~1/ARTGALRY/MSCREATE.DIR
42841355 C:/PROGRA~1/COMMON~1/MICROS~1/artgalry (ARTGALRY)
40322139 C:/PROGRA~1/MSWORKS/Clipart (CLIPART)
42996101 C:/PROGRA~1/MSWORKS/CLIPART/MSCREATE.DIR
40322139 C:/PROGRA~1/MSWORKS/Clipart (CLIPART)
42996101 C:/PROGRA~1/MSWORKS/CLIPART/MSCREATE.DIR
42841357 C:/PROGRA~1/COMMON~1/MICROS~1/equation (EQUATION)
43096709 C:/PROGRA~1/COMMON~1/MICROS~1/EQUATION/MSCREATE.DIR
42841359 C:/PROGRA~1/COMMON~1/MICROS~1/note-it (NOTE-IT)
42841361 C:/PROGRA~1/COMMON~1/MICROS~1/wordart (WORDART)
43096709 C:/PROGRA~1/COMMON~1/MICROS~1/EQUATION/MSCREATE.DIR
43125253 C:/PROGRA~1/COMMON~1/MICROS~1/WORDART/MSCREATE.DIR
42841357 C:/PROGRA~1/COMMON~1/MICROS~1/equation (EQUATION)
43121925 C:/PROGRA~1/COMMON~1/MICROS~1/NOTE-IT/MSCREATE.DIR
43121925 C:/PROGRA~1/COMMON~1/MICROS~1/NOTE-IT/MSCREATE.DIR
42841363 C:/PROGRA~1/COMMON~1/MICROS~1/msinfo (MSINFO)
42841361 C:/PROGRA~1/COMMON~1/MICROS~1/wordart (WORDART)
43152005 C:/PROGRA~1/COMMON~1/MICROS~1/MSINFO/MSCREATE.DIR
43125253 C:/PROGRA~1/COMMON~1/MICROS~1/WORDART/MSCREATE.DIR
42841359 C:/PROGRA~1/COMMON~1/MICROS~1/note-it (NOTE-IT)
43152005 C:/PROGRA~1/COMMON~1/MICROS~1/MSINFO/MSCREATE.DIR
42841363 C:/PROGRA~1/COMMON~1/MICROS~1/msinfo (MSINFO)
42841365 C:/PROGRA~1/COMMON~1/MICROS~1/textconv (TEXTCONV)
43164421 C:/PROGRA~1/COMMON~1/MICROS~1/TEXTCONV/MSCREATE.DIR
43216389 C:/PROGRA~1/MSWORKS/CONVERT/MSCREATE.DIR
42841365 C:/PROGRA~1/COMMON~1/MICROS~1/textconv (TEXTCONV)
40322140 C:/PROGRA~1/MSWORKS/CONVERT
43164421 C:/PROGRA~1/COMMON~1/MICROS~1/TEXTCONV/MSCREATE.DIR
40322140 C:/PROGRA~1/MSWORKS/CONVERT
43216389 C:/PROGRA~1/MSWORKS/CONVERT/MSCREATE.DIR
42841367 C:/PROGRA~1/COMMON~1/MICROS~1/grphflt (GRPHFLT)
43253765 C:/PROGRA~1/COMMON~1/MICROS~1/GRPHFLT/MSCREATE.DIR
43253765 C:/PROGRA~1/COMMON~1/MICROS~1/GRPHFLT/MSCREATE.DIR
42841367 C:/PROGRA~1/COMMON~1/MICROS~1/grphflt (GRPHFLT)
43292421 C:/PROGRA~1/MSWORKS/TEMPLATE/MSCREATE.DIR
40322141 C:/PROGRA~1/MSWORKS/TEMPLATE
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43292421 C:/PROGRA~1/MSWORKS/TEMPLATE/MSCREATE.DIR

40322141 C:/PROGRA~1/MSWORKS/TEMPLATE

43757317 C:/IPROGRA~1/MSWORKS/DOCUME~1/MSCREATE.DIR

40322143 C:/PROGRA~1/MSWORKS/Documents (DOCUME~1)

40322143 C:/PROGRA~1/MSWORKS/Documents (DOCUME~1)

43757317 C:/IPROGRA~1/MSWORKS/DOCUME~1/MSCREATE.DIR

43757573 C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/MSCREATE.DIR

C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Microsoft Works.Ink

385.C  -/-rWXIWXIWX 0 0 43757576 (MICROS~1.LNK)

4096 .c  d/drwxrwxrwx 0 0 14454756 C:/WINDOWS/STARTM~1/PROGRAMS/Microsoft Works (MICROS~2)

C:/WINDOWS/START M~1/PROGRAMS/MICROS~2/Introduction to Microsoft

om.. -/---X--X--X
12288 m..  d/drwxrwxrwx

0.  -[---X-X-X
4096 ..c  d/drwxrwxrwx
4096 m..  d/drwxrwxrwx

om.. -/---X--X--X

O O O O o oo
O O O O o oo

0.c -[-=-X--X--X

352..c  -/-rwxrwxrwx 0 0 43757588 Works.Ink (INTROD~1.LNK)
om.. -/---X--X--X 0 0 43757573 C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/MSCREATE.DIR
C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Frequently Asked
346 m.c  -/-rwXrwxrwx 0 0 43757580 Questions.Ink (FREQUE~1.LNK)
C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Microsoft Works Product
337..c  -/-rwxrwxrwx 0 0 43757584 Support.Ink (MICROS~2.LNK)
382..c  -/-rwxrwxrwx 0 0 14454759 C:/WINDOWS/STARTM~1/PROGRAMS/Microsoft W orks.Ink (MICROS~2.LNK)

4096 m..  d/drwxrwxrwx 0 0 14454756 C:/WINDOWS/STARTM~1/PROGRAMS/Microsoft Works (MICROS~2)
C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Microsoft Works Product

337M..  -/-TWXIWXIWX 0 0 43757584 Support.Ink (MICROS~2.LNK)
C:/WINDOWS/START M~1/PROGRAMS/MICROS~2/Introduction to Microsoft
352M..  -/-TWXIWXIWX 0 0 43757588 Works.Ink (INTROD~1.LNK)
C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Microsoft Works Setup.Ink
389.C  -/-TWXIWXIWX 0 0 43757591 (MICROS~3.LNK)
C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Online Registration.Ink
389.C  -/-TWXIWXIWX 0 0 43757594 (ONLINE~1.LNK)
C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Microsoft Works Setup.Ink
389M..  -/-TWXIWXIWX 0 0 43757591 (MICROS~3.LNK)

C:/WINDOWS/STARTM~1/PROGRAMS/MICROS~2/Online Registration.Ink
43757594 (ONLINE~1.LNK)

40322191 C:/PROGRA~1/MSWORKS/SETUP45/setup.stf (SETUP.STF)
40322191 C:/PROGRA~1/MSWORKS/SETUP45/setup.stf

389m..  -/-rwXrwxrwx
160474 ..c  -/-rwXrwxrwx
160474 m..  -/-rwXrwxrwx

94..c  -/-rwxrwxrwx 97 C:/autoexec.org (AUTOEXEC.ORG)
36..Cc  -/-rWXrwxrwx 93 C:/config.osi (CONFIG.OSI)
2238..c  -/-rwxrwxrwx 2679929 C:/WINDOWS/_origin_.ico (_ORIGIN_.ICO)
42..c  -/-rwXrwxrwx 91 C:/autoexec.osi (AUTOEXEC.OSI)
112..c  -/-rwxrwxrwx 95 C:/config.org (CONFIG.ORG)
648..c  -/-rWwXrwxrwx 40 C:/PRIV_MSG.COM

481128 m..  -/-rwXrwxrwx 3856678 C:/PROGRA~1/INTERN~1/ie5setup.exe (IESSETUP.EXE)

28791104 C:/PROGRA~1/MCAFEE/MCAFEE~1/Avconsol.ini (AVCONSOL.INI)
27848546 C:/PROGRA~1/MCAFEE/MCAFEE~1/Chkvxd.exe (CHKVXD.EXE)
27848536 C:/PROGRA~1/MCAFEE/MCAFEE~1/shutil.dll (SHUTIL.DLL)

27848490 C:/PROGRA~1/MCAFEE/MCAFEE~1/Inetwh32.dIl INETWH32.DLL)
27848556 C:/PROGRA~1/MCAFEE/MCAFEE~1/EdWiz16.exe (EDWIZ16.EXE)
28791078 C:/PROGRA~1/MCAFEE/MCAFEE~1/Ipscanx.dat (IPSCANX.DAT)
28791044 C:/PROGRA~1/MCAFEE/MCAFEE~1/EDisk32.exe (EDISK32.EXE)
27848572 C:/PROGRA~1/MCAFEE/MCAFEE~1/WebScanX.exe (WEBSCANX.EXE)
27848498 C:/PROGRA~1/MCAFEE/MCAFEE~1/MCZIP32.dll (MCZIP32.DLL)
29029524 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/Fshlzs1.386 (FSHLZS1.386)
27848554 C:/PROGRA~1/MCAFEE/MCAFEE~1/ECEngine.exe (ECENGINE.EXE)
28791054 C:/PROGRA~1/MCAFEE/MCAFEE~1/Emnames.dat (EMNAMES.DAT)
27848530 C:/PROGRA~1/MCAFEE/MCAFEE~1/scrscanp.dll (SCRSCANP.DLL)
27848488 C:/PROGRA~1/MCAFEE/MCAFEE~1/Inetwh16.dIl INETWH16.DLL)

3424 .c  -/-rwxrwxrwx
7006 m.c  -/-rwWXrwxrwx
147985 m.c  -/-rwXrwxrwx
48640 m.c  -/-rWXrwxrwx
22820 m.c  -/-rwXrwxrwx
99m.c  -/-rwxrwxrwx
61457 m.c  -/-rwXrwxrwx
204305 m.c  -/-rwXrwxrwx
149009 m.c  -/-rwXrwxrwx
11210 m.c  -/-rwXrwxrwx
327697 m.c  -/-rwXrwxrwx
76644 m.C  -/-rwXrwxrwx
115200 m.c  -/-rwXrwxrwx

O O OO O O 0O 0O 000000000 O0OOoOOoOOoOoOooo
O O OO OO 0O 0O 000000000 O0OOoOOoOOoOoOooo

9136 m.Cc  -/-rWXrwxrwx
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102417 m.c  -/-rWXrwxrwx 27848512 C:/PROGRA~1/MCAFEE/MCAFEE~1/ScanUtil.dll (SCANUTIL.DLL)
27848468 C:/PROGRA~1/MCAFEE/MCAFEE~1/Browsent.dll (BROWSENT.DLL)
27848502 C:/PROGRA~1/MCAFEE/MCAFEE~1/NewSchDLL.dIl (NEWSCH~1.DLL)
27848520 C:/PROGRA~1/MCAFEE/MCAFEE~1/VsUi50.dIl (VSUI150.DLL)

27848566 C:/PROGRA~1/MCAFEE/MCAFEE~1/vsecomr.exe (VSECOMR.EXE)
27848470 C:/PROGRA~1/MCAFEE/MCAFEE~1/Central.dll (CENTRAL.DLL)

27848462 C:/PROGRA~1/MCAFEE/MCAFEE~1/VsUi50.Eng (VSUI50.ENG)

28791060 C:/PROGRA~1/MCAFEE/MCAFEE~1/messages.dat (MESSAGES.DAT)
29029534 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/retake.exe (RETAKE.EXE)
27848540 C:/PROGRA~1/MCAFEE/MCAFEE~1/VsMain.exe (VSMAIN.EXE)

27848558 C:/PROGRA~1/MCAFEE/MCAFEE~1/scan32.exe (SCAN32.EXE)

27848526 C:/PROGRA~1/MCAFEE/MCAFEE~1/scrscanr.dll (SCRSCANR.DLL)
27848542 C:/PROGRA~1/MCAFEE/MCAFEE~1/Avconsol.exe (AVCONSOL.EXE)
28791076 C:/PROGRA~1/MCAFEE/MCAFEE~1/Domainx.dat (DOMAINX.DAT)
28791090 C:/PROGRA~1/MCAFEE/MCAFEE~1/VScan4.CNT (VSCAN4.CNT)
27848482 C:/PROGRA~1/MCAFEE/MCAFEE~1/ECComms.dIl (ECCOMMS.DLL)
28791068 C:/PROGRA~1/MCAFEE/MCAFEE~1/EDMsg.msg (EDMSG.MSG)
28791086 C:/PROGRA~1/MCAFEE/MCAFEE~1/readme.txt (README.TXT)

29029528 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/Database.ini (DATABASE.INI)
28791058 C:/PROGRA~1/MCAFEE/MCAFEE~1/License.dat (LICENSE.DAT)
27848466 C:/PROGRA~1/MCAFEE/MCAFEE~1/advgui.dll (ADVGUI.DLL)

28791056 C:/PROGRA~1/MCAFEE/MCAFEE~1/Emscan.dat (EMSCAN.DAT)
27848532 C:/PROGRA~1/MCAFEE/MCAFEE~1/McArchiv.dll (MCARCHIV.DLL)
29029542 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/fbmount.exe (FBMOUNT.EXE)
27848506 C:/PROGRA~1/MCAFEE/MCAFEE~1/Rwabs16.dll (RWABS16.DLL)
29029516 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/Dtune.386 (DTUNE.386)
29029518 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/Dtune.dat (DTUNE.DAT)
52475049 C:/WINDOWS/SYSTEM/Mckrnl.vxd (MCKRNL.VXD)

29029510 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/chkvol.exe (CHKVOL.EXE)
27848548 C:/PROGRA~1/MCAFEE/MCAFEE~1/config32.exe (CONFIG32.EXE)
27848516 C:/PROGRA~1/MCAFEE/MCAFEE~1/VsCfgDIl.dll (VSCFGDLL.DLL)
28791120 C:/PROGRA~1/MCAFEE/MCAFEE~1/Scan86.exe (SCAN86.EXE)

52475045 C:/WINDOWS/SYSTEM/Vshield.vxd (VSHIELD.VXD)

29029544 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/RETAKE.ini (RETAKE.INI)
27848480 C:/PROGRA~1/MCAFEE/MCAFEE~1/ECAPL.dIl (ECAPI.DLL)

27848464 C:/PROGRA~1/MCAFEE/MCAFEE~1/EDisk32.Eng (EDISK32.ENG)
29029526 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/fsvol95.vxd (FSVOL95.VXD)
28791072 C:/PROGRA~1/MCAFEE/MCAFEE~1/VSCLog.txt (VSCLOG.TXT)

27848518 C:/PROGRA~1/MCAFEE/MCAFEE~1/VslInst.dll (VSINST.DLL)

28791052 C:/PROGRA~1/MCAFEE/MCAFEE~1/Emclean.dat (EMCLEAN.DAT)
28791092 C:/PROGRA~1/MCAFEE/MCAFEE~1/Vscan4.hlp (VSCAN4.HLP)

28791114 C:/PROGRA~1/MCAFEE/MCAFEE~1/EComWr.dll (ECOMWR.DLL)
28791110 C:/PROGRA~1/MCAFEE/MCAFEE~1/urlrun.ini (URLRUN.INI)

27848552 C:/PROGRA~1/MCAFEE/MCAFEE~1/Delete.exe (DELETE.EXE)

27848524 C:/PROGRA~1/MCAFEE/MCAFEE~1/ActiLog.dll (ACTILOG.DLL)

27848568 C:/PROGRA~1/MCAFEE/MCAFEE~1/vshwin32.exe (VSHWIN32.EXE)
27848550 C:/PROGRA~1/MCAFEE/MCAFEE~1/ConfWiz.exe (CONFWIZ.EXE)
28791074 C:/PROGRA~1/MCAFEE/MCAFEE~1/Internet.dat INTERNET.DAT)
28791064 C:/PROGRA~1/MCAFEE/MCAFEE~1/Names.dat (NAMES.DAT)

27848576 C:/PROGRA~1/MCAFEE/MCAFEE~1/Ed32Util.exe (ED32UTIL.EXE)
27848534 C:/PROGRA~1/MCAFEE/MCAFEE~1/Mckrni32.dll (MCKRNL32.DLL)
27848494 C:/PROGRA~1/MCAFEE/MCAFEE~1/mcurial.dll (MCURIAL.DLL)

28791118 C:/PROGRA~1/MCAFEE/MCAFEE~1/Scan.exe (SCAN.EXE)

29029540 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/S&S.cnt (S&S.CNT)

57873 m.c  -/-rwXrwxrwx
221201 m.c  -/-rwxXrwxrwx
159761 m.c  -/-rwxXrwxrwx

36369 m.c  -/-rWXrwxrwx
157184 m.c  -/-rwxXrwxrwx

2195456 m.c  -/-rwxXrwxrwx

55430 m.c  -/-rwWXrwxrwx
376832m.c  -/-rwXrwxrwx

32785m.c  -/-rwWXrwxrwx
457745 m.c  -/-rwXrwxrwx

58368 m.c  -/-rWXrwxrwx
195601 m.c  -/-rwXrwxrwx

514m.c  -/-rwxrwxrwx
9352 m.c  -/-rwWXrwxrwx
176145m.c  -/-rwxXrwxrwx
1666 m.c  -/-rwWXrwxrwx
47171 m.c  -/-rWXrwxrwx
1484 m.c  -/-rwXrwxrwx
1056 m.c  -/-rwXrwxrwx
102417 m.c  -/-rwxXrwxrwx
445991 m.c  -/-rwXrwxrwx
204817 m.c  -/-rwxXrwxrwx
31744 m.c  -/-rwWXrwxrwx
5639 m.c  -/-rwxrwxrwx
7141 m.c  -/-rwXrwxrwx

43051 m.c  -/-rwWXrwxrwx

28799 m.c  -/-rwXrwxrwx

82944 m.c  -/-rwWXrwxrwx

26641 m.c  -/-rwXrwxrwx
272913 m.c  -/-rwXrwxrwx
405737 m.C  -/-rwXrwxrwx

41088 m.c  -/-rWXrwxrwx

176 m.c  -/-rwXrwxrwx
221201 m.c  -/-rwxXrwxrwx

90112 m.c  -/-rwXrwxrwx

38065 m.c  -/-rwWXrwxrwx

11092..c  -/-rwxrwxrwx

40977 m.c  -/-rWXrwXxrwx

83748 m.c  -/-rwWXrwxrwx

1245884 m.c  -/-rwXrwxrwx
5120 m.c  -/-rwxXrwxrwx
48 m.c  -/-rwXrwxrwx

36864 m.c  -/-rWXrwxrwx

49169 m.c  -/-rWXrwxrwx
155665 m.c  -/-rwxXrwxrwx

77329 m.c  -/-rwXrwxrwx

12124 m.c  -/-rwXrwxrwx
238433 m.c  -/-rwxXrwxrwx

28689 m.c  -/-rwXxrwxrwx

66065 m.c  -/-rwXrwxrwx

57361 m.c  -/-rwWXrwxrwx
227335m.c  -/-rWXrwxrwx

O O OO O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo
O O O O O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0OO0O0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOOoOOoOOoOoo

666 M.c  -/-rwXrwxrwx

149
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



28800 m.c
1661 ..c
50176 m.c
23057 m.c
51200 m.c
294912 m.c
24703 m.c
587800 m.c
1255037 m.c
1388..c
881711 m.c
49152 m.c
9368 m.c
1341 ..c
9216 m.c
225809 m.c
73745 m.c
32785m.c
148480 m.c
208..c
5120 m.c
11776 m.c
91648 m.c
15367 m.c
122385m.c
22197 m.c
277009 m.c
229648 m.c
129041 m.c
28672 m.c
2313 m.c
106513 m.c
58897 m.c
171520 m.c
17339 m.c
348160 m.c
35262 m.c
123205 ..c
1335..c
104448 m.c
426803 m.c
15965 m.c
5039 ..c
9008 m.c
25088 m.c
17m.c
32785m.c
1457664 m.c
162569 m.c
29713 m.c
11264 m.c
233472 m.c
40960 m.c
47258 m.c
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-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-rWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXIwx
=[-PWXIWXrwx
-[-PWXIWXIwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx

O O OO O O O O OO0 0000000000000 O0OO0OO0OO0OO0OO0O0O0OO0OO0OO0O0OO0OO0OO0OO0ODO0OO0OO0OO0OO0OO0OO0OO0OOOoOOoOOoOOoOoo
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52475047 C:/WINDOWS/SYSTEM/Vshinit.vxd (VSHINIT.VXD)

28791106 C:/PROGRA~1/MCAFEE/MCAFEE~1/Default.vsc (DEFAULT.VSC)

27848476 C:/PROGRA~1/MCAFEE/MCAFEE~1/Csh.dll (CSH.DLL)

27848564 C:/PROGRA~1/MCAFEE/MCAFEE~1/VsConfig.exe (VSCONFIG.EXE)
27848562 C:/PROGRA~1/MCAFEE/MCAFEE~1/validate.exe (VALIDATE.EXE)
27848578 C:/PROGRA~1/MCAFEE/MCAFEE~1/MUpdate.exe (MUPDATE.EXE)
52475053 C:/WINDOWS/SYSTEM/Mcutil.vxd (MCUTIL.VXD)

27848492 C:/PROGRA~1/MCAFEE/MCAFEE~1/mcscan32.dll (MCSCAN32.DLL)
28791066 C:/PROGRA~1/MCAFEE/MCAFEE~1/Scan.dat (SCAN.DAT)

28791094 C:/PROGRA~1/MCAFEE/MCAFEE~1/Alldrive.vsc (ALLDRIVE.VSC)

28791122 C:/PROGRA~1/MCAFEE/MCAFEE~1/SCANPM.exe (SCANPM.EXE)
27848528 C:/PROGRA~1/MCAFEE/MCAFEE~1/mcrtl32.dIl (MCRTL32.DLL)

28791108 C:/PROGRA~1/MCAFEE/MCAFEE~1/VSCLM.ini (VSCLM.INI)

28791096 C:/PROGRA~1/MCAFEE/MCAFEE~1/Install.vsc (INSTALL.VSC)

29029514 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/Wmfontfon (WMFONT.FON)
27848474 C:/PROGRA~1/MCAFEE/MCAFEE~1/CfgCom32.dIl (CFGCOM32.DLL)
27848510 C:/PROGRA~1/MCAFEE/MCAFEE~1/s95ext.dll (S95EXT.DLL)

27848538 C:/PROGRA~1/MCAFEE/MCAFEE~1/AlogServ.exe (ALOGSERV.EXE)
29029532 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/rebuild.exe (REBUILD.EXE)
28791112 C:/PROGRA~1/MCAFEE/MCAFEE~1/ActiLog.Cfg (ACTILOG.CFG)

29029530 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/EComWr.dll (ECOMWR.DLL)
29029512 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/CRTDIR32.dIl (CRTDIR32.DLL)
28791048 C:/PROGRA~1/MCAFEE/MCAFEE~1/scrscan.exe (SCRSCAN.EXE)
27848508 C:/PROGRA~1/MCAFEE/MCAFEE~1/Rwabs32.dll (RWABS32.DLL)
27848570 C:/PROGRA~1/MCAFEE/MCAFEE~1/VSStat.exe (VSSTAT.EXE)

29029520 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/fbwin95.vxd (FBWIN95.VXD)
27848486 C:/PROGRA~1/MCAFEE/MCAFEE~1/EmalScan.dll (EMALSCAN.DLL)
28791062 C:/PROGRA~1/MCAFEE/MCAFEE~1/Clean.dat (CLEAN.DAT)

27848522 C:/PROGRA~1/MCAFEE/MCAFEE~1/Wbhook32.dIl (WBHOOK32.DLL)
28791050 C:/PROGRA~1/MCAFEE/MCAFEE~1/UrlRun.exe (URLRUN.EXE)

28791088 C:/PROGRA~1/MCAFEE/MCAFEE~1/Faxform.txt (FAXFORM.TXT)

27848560 C:/PROGRA~1/MCAFEE/MCAFEE~1/SendVir.exe (SENDVIR.EXE)

27848500 C:/PROGRA~1/MCAFEE/MCAFEE~1/mfldr32.dIl (MFLDR32.DLL)

27848504 C:/PROGRA~1/MCAFEE/MCAFEE~1/Patchw32.dIl (PATCHW32.DLL)
28791082 C:/PROGRA~1/MCAFEE/MCAFEE~1/ReadMe.1st (README.1ST)

27848472 C:/PROGRA~1/MCAFEE/MCAFEE~1/Centres.dll (CENTRES.DLL)

29029536 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/S&s.hlp (S&S.HLP)
28791070 C:/PROGRA~1/MCAFEE/MCAFEE~1/VSHLog.TXT (VSHLOG.TXT)

28791098 C:/PROGRA~1/MCAFEE/MCAFEE~1/Scan_c.vsc (SCAN_C.VSC)

52475055 C:/WINDOWS/SYSTEM/Mcafecom.dll (MCAFECOM.DLL)

52475051 C:/WINDOWS/SYSTEM/Mcscan32.vxd (MCSCAN32.VXD)

29029522 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/fsdir95.vxd (FSDIR95.VXD)
28791100 C:/PROGRA~1/MCAFEE/MCAFEE~1/Default.vsh (DEFAULT.VSH)

28791080 C:/PROGRA~1/MCAFEE/MCAFEE~1/Packing.Ist (PACKING.LST)

29029538 C:/PROGRA~1/MCAFEE/MCAFEE~2/SAFE&S~1/crtvol32.dIl (CRTVOL32.DLL)
28791102 C:/PROGRA~1/MCAFEE/MCAFEE~1/exprofile.ini (EXPROF~L1.INI)

27848484 C:/PROGRA~1/MCAFEE/MCAFEE~1/Ed32Util.dIl (ED32UTIL.DLL)

27848574 C:/PROGRA~1/MCAFEE/MCAFEE~1/EDisk.Img (EDISK.IMG)

27848544 C:/PROGRA~1/MCAFEE/MCAFEE~1/BootScan.exe (BOOTSCAN.EXE)
27848478 C:/PROGRA~1/MCAFEE/MCAFEE~1/dmialert.dll (DMIALERT.DLL)

27848514 C:/PROGRA~1/MCAFEE/MCAFEE~1/sporder.dll (SPORDER.DLL)

28791046 C:/PROGRA~1/MCAFEE/MCAFEE~1/naika.exe (NAIKA.EXE)

27848460 C:/PROGRA~1/MCAFEE/MCAFEE~1/ScanUtil.Eng (SCANUTIL.ENG)
28791084 C:/PROGRA~1/MCAFEE/MCAFEE~1/Reseller.txt (RESELLER.TXT)
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159249 m.c
42 m..

94 m..
36m..
112m..
648 m..
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-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx
-[-PWXIWXrwx

91 C:/autoexec.osi (AUTOEXEC.OSI)
97 C:/autoexec.org (AUTOEXEC.ORG)
93 C:/config.osi (CONFIG.OSI)

95 C:/config.org (CONFIG.ORG)

40 C:/PRIV_MSG.COM

O O O O o o
O O O O o o
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27848496 C:/PROGRA~1/MCAFEE/MCAFEE~1/Mcutil32.dIl (MCUTIL32.DLL)
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Appendix D

THE ULTIMATE BEGINNER'S GUIDE TO HACKING AND PHREAKING
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$S 8880888588888 5558885558588585558558855555588855585588585558588888S

This document was written in Windows 95 Word Pad. The title
above, and some of the text looks a little screwed up when read in
anything else, so read it in Word Pad.

Anyway, for those of you who are wondering "what do the letters
"LOA" under his handle stand for?" Well, LOA stands for Legion Of the
Apocalypse, which is a group of elite hackers and phreakers in my area.
The current members of LOA are:

Revelation, Phreaked Out, Hack Attack, Electric Jaguar, and
Phreak Show

I started LOA when I discovered that there were many good
hackers and phreakers in my area. I thought that an organized group of
hackers and phreakers would accomplish much more than an individual
could by himself. Thus the Legion Of the Apocalypse was formed and has
been around for a while since. Our main goal is to show the public
what hacking and phreaking is all about and to reveal confidential
information to the hacking/phreaking community so that we can learn
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more about computers, telephones, electronics, etc. We are hoping to
get our own World Wide Web page soon, so keep an eye out for it. It
will contain all of the hacking, phreaking, computer, telephone,
security, electronics, virus, and carding information that you could
possibly want.

Also, if some of you are wondering why I chose the word
Revelation as my handle, well, Revelation means revealing or
unveiling, which is exactly what I intend to do as a hacker/phreaker.

I intend to reveal all the information that I can gather while
hacking and phreaking.

Anyway, I wrote this document because I have read all the files
that I could get my hands on and noticed that there has never been a
really good file written that guided beginning hackers and phreakers
step by step.

When I began hacking and started reading all of the beginner
files, I still had many un-answered questions. My questions were
eventually answered, but only through LOTS of reading and practice.

In this file, I hope to give basic step by step instructions that will
help beginning hackers and phreakers get started. But, DO NOT think
that this will save you from having to read alot. If you want to be a
hacker/phreaker, reading is the most important thing you can do. You
will have to do ALOT of reading no matter what.

This document was intended for beginners, but it can also be used
as a reference tool for advanced hackers and phreakers.

Please distribute this document freely. Give it to anyone that
you know who is interested in hacking and/or phreaking. Post it on your
World Wide Web page, Ftp sites, and BBS's. Do whatever you want with it
as long as it stays UNCHANGED.

As far as I know, this is the most complete and in depth beginners
guide available, that is why I wrote it. Also, I plan to have new
volumes come out whenever there has been a significant change in the
material provided, so keep an eye out for them. LOA is planning on
starting an on-line magazine, so look for that too. And we are also
starting a hacking business. Owners of businesses can hire us to hack
into their systems to find the security faults. The name of this company
is A.S.H. (American Security Hackers), and it is run by LOA. If you have
any questions about this company, or would like to hire us, or just want
security advice, please E-Mail A.S.H. at "an641839@anon.penet.fi".

This document is divided into three main sections with many
different sub-sections in them. The Table Of Contents is below:

Table Of Contents:

I. HACKING

What is hacking?

Why hack?

Hacking rules

Getting started

Where and how to start hacking
Telenet commands

Telenet dialups

Telenet DNIC's

Telenet NUA's

Basic UNIX hacking

gHIZQ=HEHOQE®
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Basic VAX/VMS hacking

Basic PRIME hacking

Password list

Connecting modems to different phone lines
Viruses, Trojans, and Worms

Ozt =

ITI. PHREAKING

What is phreaking?

Why phreak?

Phreaking rules

Where and how to start phreaking
Boxes and what they do

Red Box plans

Free calling from COCOT's

ANAC numbers

TQOQMEOOQm >

III. REFERENCE

Hacking and phreaking W.W.W. pages
Good hacking and phreaking text files
Hacking and phreaking Newsgroups
Rainbow Books

Hacking and phreaking magazines
Hacking and phreaking movies
Hacking and phreaking Gopher sites
Hacking and phreaking Ftp sites
Hacking and phreaking BBS's

Cool hackers and phreakers
Hacker's Manifesto

Happy hacking!

R gHDOQOEEHOQW@ P

* DISCLAIMER *

"Use this information at your own risk. I Revelation, nor any
other member of LOA, nor the persons providing this file, will NOT
assume ANY responsibility for the use, misuse, or abuse, of the
information provided herein. The following information is provided for
educational purposes ONLY. The informaion is NOT to be used for illegal
purposes. By reading this file you ARE AGREEING to the following terms:
I understand that using this information is illegal. I agree to, and
understand, that I am responsible for my own actions. If I get into
trouble using this information for the wrong reasons, I promise not
to place the blame on Revelation, LOA, or anyone that provided this
file. I understand that this information is for educational purposes
only. This file may be used to check your security systems and if you
would like a thorough check contact A.S.H.

This file is basically a compilation of known hacking and
phreaking information and some information gathered from my own
experience as a hacker/phreaker. I have tried to make sure that
everything excerpted from other documents was put in quotes and labeled
with the documents name, and if known, who wrote it. I am sorry if any
mistakes were made with quoted information."

*-Revelation—*
LOA
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I. HACKING

A. What is hacking?

Hacking is the act of penetrating computer systems to gain
knowledge about the system and how it works.

Hacking is illegal because we demand free access to ALL data, and
we get it. This pisses people off and we are outcasted from society, and
in order to stay out of prison, we must keep our status of being a
hacker/phreaker a secret. We can't discuss our findings with anyone but
other members of the hacking/phreaking community for fear of being
punished. We are punished for wanting to learn. Why is the government
spending huge amounts of time and money to arrest hackers when there are
other much more dangerous people out there. It is the murderers,
rapists, terrorists, kidnappers, and burglers who should be punished for
what they have done, not hackers. We do NOT pose a threat to anyone. We
are NOT out to hurt people or there computers. I admit that there are
some people out there who call themselves hackers and who deliberately
damage computers. But these people are criminals, NOT hackers. I don't
care what the government says, we are NOT criminals. We are NOT trying
to alter or damage any system. This is widely misunderstood. Maybe one
day people will believe us when we say that all we want is to learn.

There are only two ways to get rid of hackers and phreakers.

One is to get rid of computers and telephones, in which case we would
find other means of getting what we want. (Like that is really going to
happen.) The other way is to give us what we want, which is free access
to ALL information. Until one of those two things happen, we are not
going anywhere.

B. Why hack?

As said above, we hack to gain knowledge about systems and the
way they work. We do NOT want to damage systems in any way. If you do
damage a system, you WILL get caught. But, if you don't damage
anything, it is very unlikely that you will be noticed, let alone be
tracked down and arrested, which costs a considerable amount of time
and money.

Beginners should read all the files that they can get their
hands on about anything even remotely related to hacking and phreaking,
BEFORE they start hacking. I know it sounds stupid and boring but it
will definetly pay off in the future. The more you read about hacking
and phreaking, the more unlikely it is that you will get caught. Some
of the most useless pieces of information that you read could turn out
to be the most helpful. That is why you need to read everything
possible.

C. Hacking rules

1. Never damage any system. This will only get you into trouble.
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2. Never alter any of the systems files, except for those needed to
insure that you are not detected, and those to insure that you have
access into that computer in the future.

3. Do not share any information about your hacking projects with
anyone but those you'd trust with your life.

4. When posting on BBS's (Bulletin Board Systems) be as vague as
possible when describing your current hacking projects. BBS's CAN
be monitered by law enforcement.

5. Never use anyone's real name or real phone number when posting
on a BBS.

6. Never leave your handle on any systems that you hack in to.

7. DO NOT hack government computers.

8. Never speak about hacking projects over your home telephone line.
9. Be paranoid. Keep all of your hacking materials in a safe place.
10. To become a real hacker, you have to hack. You can't just sit

around reading text files and hanging out on BBS's. This is not what
hacking is all about.

D. Getting started

The very first thing you need to do is get a copy of PKZIP
or some other file unzipping utility. Nearly everything that you
download from the Internet or from a BBS will be zipped. A zipped file
is a file that has been compressed. Zipped files end with the extension
".zip".

Then you need to get yourself a good prefix scanner. (also known
as a War Dialer) This is a program that automatically dials phone
numbers beginning with the three numbers (prefix) that you specify. It
checks to see if the number dialed has a carrier. (series of beeps that
tells you that you have dialed a computer) Try and find a large
business area prefix to scan. It is these businesses that have
interesting computers. There are many good scanners out there, but I
would recommend Autoscan or A-Dial. These are very easy to use and get
the job done quickly and efficiently.

E. Where and how to start hacking

After you get yourself a good scanner, scan some prefixes and
find some cool dialups, then do the following: From your terminal,
dial the number you found. Then you should hear a series of beeps
(carrier) which tells you that you are connecting to a remote computer.
It should then say something like "CONNECT 9600" and then identify the
system that you are on. If nothing happens after it says "CONNECT 9600"
try hitting enter a few times. If you get a bunch of garbage adjust your

156
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



parity, data bits,

stop bits,

baud rate, etc., until it becomes clear.

That is one way of connecting to a remote computer. Another way is
through Telenet or some other large network.
Telenet is a very large network that has many other networks and

remote computers connected to it.

Ok, here is how you would connect to a remote computer through

Telenet:

First, you get your local dialup(phone number) from the list that

I have provided in Section G.

Then you dial the number from your

terminal and connect. (If you get a bunch of garbage try changing your
parity to odd and your data bits to 7, this should clear it up.) If

it just sits there hit enter and wait a few seconds, then hit enter
again. Then it will say "TERMINAL=" and you type in your terminal
emulation. If you don't know what it is just hit enter. Then it will
give you a prompt that looks like "@". From there you type "c" and then

the NUA (Network User Address)

that you want to connect to. After you

connect to the NUA, the first thing you need to do is find out what type

of system you are on. (i.e.

UNIX, VAX/VMS, PRIME, etc.)

There are other things that you can do on Telenet besides

connecting to an NUA.

the next section.

Some of these commands and functions are listed in

You can only connect to computers which accept reverse charging.
The only way you can connect to computers that don't accept reverse
charging is if you have a Telenet account. You can try hacking these. To
do this, at the "@" prompt type "access". It will then ask you for your

Telenet ID and password.

Telenet is probably the safest place to start hacking because of
the large numbers of calls that they get. Make sure you call during
business hours (late morning or early afternoon) so there are many

other people on-line.

F. Telenet commands

Here is a list of some Telenet commands and their functions. This

is only a partial list.

Beginners probably won't use these commands,

but I put them here for reference anyway.

COMMAND

l¢]
stat
full
half
telemail
mail

set

cont

d

hangup
access

G. Telenet dialups

FUNCTION

Connect to a host.

Shows network port.
Network echo.

Terminal echo.

Mail. (need ID and password)
Mail. (need ID and password)
Select PAD parameters
Continue.

Disconnect.

Hangs up.

Telenet account. (ID and password)
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Here is the list of all the Telenet dialups that I know of in

the U.S.A., including the city,

STATE,CITY:

AL, Anniston
AL, Birmingham
AL, Decatur

AL, Dothan

AL, Florence
AL, Huntsville
AL, Mobile

AL, Montgomery
AL, Tuscaloosa
AZ, Phoenix

AZ, Tucson

AR, Ft.Smith
AR, Little Rock
CA, Bakersfield
CA, Chico

CA, Colton

CA, Compton

CA, Concord

CA, Escondido
CA, Eureka

CA, Fresno

CA, Garden Grove
CA, Glendale
CA, Hayward

CA, Los Angeles
CA, Marina Del Rey
CA, Merced

CA, Modesto

CA, Montery

CA, Norwalk

CA, Oakland

CA, Oceanside
CA, Palo Alto
CA, Pomona

CA, Sacramento
CA, Salinas

CA, San Carlos
CA, San Diego
CA, San Francisco
CA, San Jose
CA, San Pedro
CA, San Rafael
CA, San Ramon
CA, Santa Ana
CA, Santa Barbara
CA, Santa Cruz
CA, Santa Rosa
CA, Stockton
CA, Thousand Oaks
CA, Vallejo

CA, Ventura

CA, Visalia
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AREA CODE:

205
205
205
205
205
205
205
205
205
602
602
501
501
805
916
714
213
415
619
707
209
714
818
415
213
213
209
209
408
213
415
619
415
714
916
408
415
619
415
408
213
415
415
714
805
408
707
209
805
415
805
209

state,
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and area code:

NUMBER:

236-9711
328-2310
355-0206
793-5034
767-7960
539-2281
432-1680
269-0090
752-1472
254-0244
747-0107
782-2852
327-4616
327-8146
894-6882
824-9000
516-1007
827-3960
741-7756
444-3091
233-0961
898-9820
507-0909
881-1382
624-2251
306-2984
383-2557
576-2852
646-9092
404-2237
836-4911
430-0613
856-9995
626-1284
448-6262
443-4940
591-0726
233-0233
956-5777
294-9119
548-6141
472-5360
829-6705
558-7078
682-5361
429-6937
656-6760
957-7610
495-3588
724-4200
656-6760
627-1201
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Ca,
Ca,
co,
co,
co,
co,
co,
co,
CT,
CT,
CT,
CT,
CT,
CT,
CT,
CT,
CT,
CT,
DE,
DE,
DC,
DC,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
FL,
GA,
GA,
GA,
GA,
GA,
GA,
GA,
GA,
HI,
1D,
1D,
1D,
1D,
1L,
1L,

West Covina
Woodland Hills
Colorado
Denver

Ft. Collins
Grand Junction
Greeley
Pueblo
Bridgeport
Danbury
Hartford
Middletown
New Britain
New Haven

New London
Norwalk
Stamford
Waterbury
Dover

Newark
Washington
Washington
Boca Raton
Cape Coral
Cocoa Beach
Daytona Beach
Ft. Lauderdale
Gainsville
Jacksonville
Lakeland
Melbourne
Miami

Naples

Ocala

Orlando
Pensacola
Pompano Beach
St. Petersburg
Sarasota
Tallahassee
Tampa

West Palm Beach
Albany

Athens
Atlanta
Augusta
Colombus
Macon

Rome

Savannah

Oahu

Boise

Idaho Falls
Lewiston
Pocatella
Aurora
Bloomington
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818
818
719
303
303
303
303
719
203
203
203
203
203
203
203
203
203
203
302
302
202
202
407
813
407
904
305
904
904
813
407
305
813
904
407
904
305
813
813
904
813
407
912
404
404
404
404
912
404
912
808
208
208
208
208
312
309
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915-5151
887-3160
635-5361
337-6060
493-9131
241-3004
352-8563
542-4053
335-5055
794-9075
247-9479
344-8217
225-7027
624-5954
447-8455
866-7404
348-0787
753-4512
678-8328
454-7710
429-7896
429-7800
338-3701
275-7924
267-0800
255-2629
764-4505
338-0220
353-1818
683-5461
242-8247
372-0230
263-3033
351-3790
422-4099
432-1335
941-5445
323-4026
923-4563
681-1902
224-9920
833-6691
888-3011
548-5590
523-0834
724-2752
571-0556
743-8844
234-1428
236-2605
528-0200
343-0611
529-0406
743-0099
232-1764
896-0620
827-7000
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IL, Chicago 312 938-0600

IL, Decatur 217 429-0235
IL, Dekalb 815 758-2623
IL, Joliet 815 726-0070
IL, Peoria 309 637-8570
IL, Rockford 815 965-0400
IL, Springfield 217 753-1373
IL, Urbana 217 384-6428
IN, Bloomington 812 332-1344
IN, Evansville 812 424-7693
IN, Ft. Wayne 219 426-2268
IN, Gary 219 882-8800
IN, Indianapolis 317 299-0024
IN, Kokomo 317 455-2460
IN, Lafayette 317 742-6000
IN, Muncie 317 282-6418
IN, South Bend 219 233-7104
IN, Terre Haute 812 232-5329
IA, Ames 515 233-6300
IA, Cedar Rapids 319 364-0911
IA, Davenport 319 324-2445
IA, Des Moines 515 288-4403
IA, Dubuque 319 556-0783
IA, Iowa City 319 351-1421
IA, Sioux City 712 255-1545
IA, Waterloo 319 232-5441
KS, Lawrence 913 843-8124
KS, Manhattan 913 537-0948
KS, Salina 913 825-7900
KS, Topeka 913 233-9880
KS, Wichita 316 262-5669
KY, Bowling Green 502 782-7941
KY, Frankfort 502 875-4654
KY, Lexington 606 233-0312
KY, Louisville 502 589-5580
KY, Owensboro 502 686-8107
LA, Alexandria 318 445-1053
LA, Baton Rouge 504 343-0753
LA, Lafayette 318 233-0002
LA, Lake Charles 318 436-0518
LA, Monroe 318 387-6330
LA, New Orleans 504 524-4094
LA, Shreveport 318 221-5833
ME, Augusta 207 622-3123
ME, Brewer 207 989-3081
ME, Lewiston 207 784-0105
ME, Portland 207 761-4000
MD, Annapolis 301 224-8550
MD, Baltimore 301 727-6060
MD, Frederick 301 293-9596
MA, Boston 617 292-0662
MA, Brockton 508 580-0721
MA, Fall River 508 677-4477
MA, Framingham 508 879-6798
MA, Lawrence 508 975-2273
MA, Lexington 617 863-1550
MA, Lowell 508 937-5214
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MA, New Bedford 508 999-2915

MA, Northampton 413 586-0510
MA, Pittsfield 413 499-7741
MA, Salem 508 744-1559
MA, Springfield 413 781-3811
MA, Woods Hole 508 540-7500
MA, Worcester 508 755-4740
MI, Ann Arbor 313 996-5995
MI, Battle Creek 616 968-0929
MI, Detroit 313 964-2988
MI, Flint 313 235-8517
MI, Grand Rapids 616 774-0966
MI, Jackson 517 782-8111
MI, Kalamazoo 616 345-3088
MI, Lansing 517 484-0062
MI, Midland 517 832-7068
MI, Muskegon 616 726-5723
MI, Pontiac 313 332-5120
MI, Port Huron 313 982-8364
MI, Saginaw 517 790-5166
MI, Southfield 313 827-4710
MI, Traverse City 616 946-2121
MI, Warren 313 575-9152
MN, Duluth 218 722-1719
MN, Mankato 517 388-3780
MN, Minneapolis 612 341-2459
MN, Rochester 507 282-5917
MN, St. Cloud 612 253-2064
MS, Gulfport 601 863-0024
MS, Jackson 601 969-0036
MS, Meridian 601 482-2210
MS, Starkville 601 324-2155
MO, Columbia 314 449-4404
MO, Jefferson City 314 634-5178
MO, Kansas City 816 221-9900
MO, St. Joseph 816 279-4797
MO, St. Louis 314 421-4990
MO, Springfield 417 864-4814
MT, Billings 406 245-7649
MT, Great Falls 406 771-0067
MT, Helena 406 443-0000
MT, Missoula 406 721-5900
NE, Lincoln 402 475-4964
NE, Omaha 402 341-7733
NV, Las Vegas 702 737-6861
NV, Reno 702 827-6900
NH, Concord 603 224-1024
NH, Durham 603 868-2924
NH, Manchester 603 627-8725
NH, Nashua 603 880-6241
NH, Portsmouth 603 431-2302
NJ, Atlantic City 609 348-0561
NJ, Freehold 201 780-5030
NJ, Hackensack 201 488-6567
NJ, Marlton 609 596-1500
NJ, Merchantville 609 663-9297
NJ, Morristown 201 455-0275
161
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NJ,
NJ,
NJ,
NJ,
NJ,
NJ,
NJ,
NJ,
NJ,
NJ,
NM,
NM,
NM,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NY,
NC,
NC,
NC,
NC,
NC,
NC,
NC,
NC,
NC,
NC,
NC,
NC,
ND,
ND,
ND,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,
OH,

New Brunswick
Newark
Passaic
Paterson
Princeton
Rahway
Redbank
Roseland
Sayreville
Trenton
Albuquerque
Las Cruces
Santa Fe
Albany
Binghampton
Buffalo

Dear Park
Hempstead
Ithaca

New York City
New York City
Plattsburgh
Poughkeepsie
Rochester
Syracuse
Utica

Whit Plains
Asheville
Charlotte
Fayetteville
Gastonia
Greensboro
High Point
North Wilkesboro
Raleigh

Res Tri Park
Tarboro
Wilmington
Winston-Salem
Fargo

Grand Forks
Mandan
Canton
Cincinnati
Cleveland
Colombus
Dayton
Elyria
Hamilton
Kent

Lorain
Mansfield
Sandusky
Springfield
Toledo
Warren
Wooster
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201
201
201
201
609
201
201
201
201
609
505
505
505
518
607
716
516
516
607
212
212
518
914
716
315
315
914
704
704
919
704
919
919
919
919
919
919
919
919
701
701
701
216
513
216
614
513
216
513
216
216
419
419
513
419
216
216
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745-2900
623-0469
778-5600
684-7560
799-5587
815-1885
571-0003
227-52717
525-9507
989-8847
243-4479
526-9191
473-3403
465-8444
772-6642
847-1440
667-5566
292-3800
277-2142
741-8100
620-6000
562-1890
473-2240
454-1020
472-5583
797-0920
328-9199
252-9134
332-3131
323-8165
865-4708
273-2851
889-7494
838-9034
834-8254
549-8139
823-0579
763-8313
725-2126
235=-7717
775-7813
663-2256
452-0903
579-0390
575-1658
463-9340
461-5254
323-5059
863-4116
678-5115
960-1170
526-0686
627-0050
324-1520
255-7881
394-0041
264-8920
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OH,
OK,
OK,
OK,
OK,
OK,
OR,
OR,
OR,
OR,
OR,
OR,
OR,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
PA,
RI,
sc,
sc,
sc,
sc,
sc,
sc,
sc,
TN,
TN,
TN,
TN,
TN,
TN,
TN,
TN,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,

Youngstown
Bartlesville
Lawton
Oklahoma City
Stillwater
Tulsa
Corvallis
Eugena

Hood River
Klamath Falls
Medford
Portland
Salem
Allentown
Altoona
Carlisle
Danville
Erie
Harrisburg
Johnstown
King Of Prussia
Lancaster
Philadelphia
Pittsburgh
Reading
Scranton
State College
Wilkes-Barre
Williamsport
York
Providence
Charleston
Columbia
Greenville
Spartenburg
Pierre

Rapid City
Sioux Falls
Bristol
Chattanooga
Clarksville
Johnson City
Knoxville
Memphis
Nashville
Oak Ridge
Abilene
Amarillo
Athens
Austin
Brownsville
Bryan

Corpus Christi
Dallas

El Paso

Ft. Worth
Galveston
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216
918
405
405
405
918
503
503
503
503
503
503
503
215
814
717
717
814
717
814
215
717
215
412
215
717
814
717
717
717
401
803
803
803
803
605
605
605
615
615
615
615
615
901
615
615
915
806
214
512
512
409
512
214
915
817
409
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743-1296
336-3675
353-0333
232-4546
624-1113
584-3247
754-9273
683-1460
386-4405
882-6282
779-6343
295-3028
378-7712
435-3330
949-0310
249-9311
271-0102
899-2241
236-6882
535-7576
337-4300
295-5405
574-9462
288-9950
376-8750
961-5321
231-1510
829-3108
494-1796
846-6550
751-7910
722-4303
254-0695
233-3486
585-1637
224-0481
348-2621
336-8593
968-1130
756-1161
552-0032
282-6645
525-5500
521-0215
244-3702
481-3590
676-9151
373-0458
677-1712
928-1130
542-0367
822-0159
884-9030
748-6371
532-7907
332-4307
762-4382
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TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
TX,
UT,
UT,
UT,
VT,
VT,
VT,
VT,
VA,
VA,
VA,
VA,
VA,
VA,
VA,
VA,
VA,
VA,
VA,
WA,
WA,
WA,
WA,
WA,
WA,
WA,
WA,
WA,
WA,
WA,
WA,
WV,

WV,
Wv,
WI,
WI,
WI,
WI,
WI,
WI,
WI,
WI,
WI,

Houston
Laredo
Longview
Lubbock
Mcallen
Midland
Nederland

San Angelo
San Antonio
Sherman
Temple

Tyler

Waco

Wichita Falls
Ogden

Provo

Salt Lake City
Burlington
Montpelier
Rutland

White River Jct.

Blacksburg
Charlottesville
Covington
Fredericksburg
Harrisonburg
Herndon
Lynchburg
Newport News
Norfolk
Richmond
Roanoke
Auburn
Bellingham
Everett
Longview
Olympia
Richland
Seattle
Spokane
Tacoma
Vancouver
Wenatchee
Yakima
Charleston
Huntington
Morgantown
Wheeling
Beloit

Eau Claire
Green Bay
Kenosha

La Crosse
Madison
Milwaukee
Neenah
Racine
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713
512
214
806
512
915
409
915
512
214
817
214
817
817
801
801
801
802
802
802
802
703
804
703
703
703
703
804
804
804
804
703
206
206
206
206
206
509
206
509
206
206
509
509
304
304
304
304
608
715
414
414
608
608
414
414
414
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227-1018
724-1791
236-4205
747-4121
686-5360
561-9811
722-3720
944-7612
225-8004
893-4995
773-9723
597-8925
752-9743
322-3774
627-1630
373-0542
359-0149
864-0808
229-4966
775-1676
295-7631
552-9181
977-5330
962-2217
371-0188
434-7121
435-1800
845-0010
596-6600
625-1186
788-9902
344-2036
939-9982
733-2720
775-9929
577-5835
754-0460
943-0649
625-9612
455-4071
627-1791
693-6914
663-6227
575-1060
343-6471
523-2802
292-0104
233-7732
362-5287
836-9295
432-2815
552-9242
784-0560
257-5010
271-3914
722-7636
632-6166
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WI,
WI,
WI,
Wy,
Wy,
Wy,

H.

Sheboygan
Wausau
West Bend
Casper
Cheyenne
Laramie

Telenet DNIC's

414
715
414
307
307
307

452-3995
845-9584
334-2206
265-5167
638-4421
721-5878

Here is the list of all the Telenet DNIC's. These
will be defined and explained in the next section:

DNIC:

02041
02062
02080
02284
02322
02392
02342
02382
02402
02405
02442
02624
02704
02724
03020
03028
03103
03106
03110
03340
03400
04251
04401
04408
04501
04542
05052
05053
05252
05301
06550
07240
07241
07421
09000

I.

Telenet NUA's

NETWORK:

Datanet-1
DCS
Transpac

Telepac (Switzerland)

Datex-P (Austria)

Radaus
PSS

Datapak (Denmark)
Datapak (Sweden)

Telepak
Finpak

Datex-P (West Germany)

Luxpac
Eirpak
Datapac
Infogram
ITT/UDTS
Tymnet
Telenet

(U.S.AL)

Telepac (Mexico)
UDTS (Curacau)

Isranet
DDX-P
Venus-P
Dacom-Net
Intelpak
Austpac
Midas

Telepac (Hong Kong)

Pacnet
Saponet
Interdata
Renpac
Dompac
Dialnet

Here is a list of a few Telenet NUA's and what type of system
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they are. But first, this is how an NUA is put together:

031106170023700

N /N N/
| | |

DNIC Area NUA
Code

The DNIC says which network connected to Telenet you are using.
The area code is the area code for the area that the NUA is in. And
the NUA is the address of the computer on Telenet. Please note that
an NUA does NOT have to be in your area code for you to connect to it.

There are two ways of finding useful NUA's. The first way is to
get or write an NUA scanning program. The second way 1s to get a copy
of the Legion Of Doom's Telenet Directory.( Volume 4 of the LOD
Technical Journals)

Now, here is the list. Remember that these are only a few NUA's.
These are NOT all of the Telenet NUA's. All of these NUA's DO accept
reverse charging. Also, please note that all of these may not be
working by the time you read this and that network congestion
frequently makes an NUA inaccessible for a short period of time.

NUA: SYSTEM TYPE:
031102010022500 VAX
031102010015600 UNIX
031102010022000 VAX
031102010025900 UNIX
031102010046100 VAX
031102010025200 PRIME
031102010046100 VAX
031102010052200 VAX
031102020001000 PRIME
031102020013200 VAX
031102020014100 PRIME
031102020014200 PRIME
031102020015000 VAX
031102020016100 UNIX
031102020021400 PRIME
031102020024500 A0S
031102020030800 PRIME
031102020030900 PRIME
031102020031200 PRIME
031102020033600 VAX
031102020033700 VAX
031102020034300 PRIME
031102020036000 HP-3000
031102030007500 VAX
031102030002200 VM/370
031102030013600 PRIME
031102060003200 HP-3000
031102060044000 VAX
031102060044900 NOS
031102060044700 VM/370
031102120003900 NOS
031102120015200 PRIME
031102120026600 VAX
166
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031102120026300 VAX

031102120026700 UNIX
031102120044900 UNIX
031102120053900 VoS
031102140024000 VAX

J. Basic UNIX hacking

UNIX is probably the most commonly used operating system on
Telenet, and is the easiest to hack since it doesn't record bad login
attempts. You know you've found a UNIX system when it gives you a
"Login" prompt, and then a "Password" prompt. To get in you should first
try the default logins. (Listed below.) If these don't work try some of
the passwords listed in Section M. If these don't work try to find
backdoors. These are passwords that may have been put in to allow the
programmer (or someone else who could be in a position to make a
backdoor) to get access into the system. These are usually not known
about by anyone but the individual who made it. Try doing some research
on the programmer and other people who helped to make the system. And,
if these don't work, just try guessing them. The Login (usually the
account holders name) has 1-8 characters and the Password is 6-8
characters. Both can be either letters or numbers, or a combination of
the two.

Once you get in, you should get a "$" prompt, or some other
special character like it. You should only use lower case letters when
hacking UNIX, this seems to be standard format. If you type "man
[command]" at the prompt, it should list all of the commands for that
system. Anyway, here are the default Logins and Passwords:

Login: Password:
root root
root system
sys sys
sys system
daemon daemon
uucp uucp
tty tty
test test
unix unix
unix test
bin bin
adm adm
adm admin
admin adm
admin admin
sysman sysman
sysman sys
sysman system
sysadmin sysadmin
sysadmin SYyS
sysadmin system
sysadmin admin
sysadmin adm
who who

167
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learn learn

uuhost uuhost
guest guest
host host
nuucp nuucp
rije rije
games games
games player
sysop sysop
root sSysop
demo demo

Once you are in, the first thing that you need to do is save the
password file to your hard drive or to a disk. The password file
contains the Logins and Passwords. The passwords are encoded. To get the
UNIX password file, depending on what type of UNIX you are in, you can
type one of the following things:

/etc/passwd
or
cat /etc/passwd

The first one is the standard command, but there are other
commands as well, like the second one. Once you get the password file,
it should look like this:

john:234abc56:9999:13:John Johnson:/home/dir/john:/bin/john

Broken down, this is what the above password file states:

Username: john

Encrypted Password: 234abc56
User Number: 9999

Group Number: 13

Other Information: John Johnson
Home Directory: /home/dir/john
Shell: /bin/john

If the password file does not show up under one of the above two
commands, then it is probably shadowed.

The following definition of password shadowing was taken from the
alt.2600 hack faqg:

"Password shadowing is a security system where the encrypted
password field is replaced with a special token and the encrypted
password is stored in a seperate file which is not readable by normal
system users."

If the password file is shadowed, you can find it in one of the
following places, depending on the type of UNIX you are using:

UNIX System Type: Path: Token:
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AIX 3
or

A/UX 3.0s

BSD4.3-Reno

Convex0OS 10

Convex0S 11

DG/UX

EP/IX

HP-UX

IRIX 5

Linux 1.1

OSF/1

SCO UNIX #.2.x

SunOS 4.1+c2

Sun0OS 5.0

System
System
Ultrix

UNICOS

password file example below,

bob:123456,C.a4:6348:45:Bob Wilson:/home/dir/bob:/bin/bob

v

\

4.

4

0

.2

/etc/security/passwd
/tcb/auth/files/<first letter of
username>/<username>
/tcb/files/auth/*
/etc/master.passwd
/etc/shadpw
/etc/shadow
/etc/tcb/aa/user
/etc/shadow

/ .secure/etc/passwd
/etc/shadow
/etc/shadow
/etc/passwd[.dir| .pag]

/tcb/auth/files/<first letter of
username>/<username>

/etc/security/passwd.adjunct
/etc/shadow

/etc/shadow

/etc/security/* database
/etc/auth[.dir| .pag]

/etc/udb

##

Some passwords can only be used for a certain amount of time
without having to be changed, this is called password aging.
the "C.a4" is the password aging data:

In the

The characters in the password aging data stand for the following:

1. Maximum number of weeks a password can be used without changing.
2. Minimum number of weeks a password must be used before being changed.

3&4. Last time password was changed,
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Character: Number :

O Joy b WwWNE O

T OB B3 FHRPAUYL R TAQHDDAQNTOINKXII<<AHMIOOWOZEHRGHIOHMEHUOQEI P OWJ0U & WNERE ON:
N
~J
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54
55
56
57
58
59
60
6l
62
63

NK X =5 <o B.Q

Now, explore the system freely, be careful, and have fun!

K. Basic VAX/VMS hacking

The VAX system runs the VMS (Virtual Memory System) operating
system. You know that you have a VAX system when you get a "username"
prompt. Type in capital letters, this seems to be standard on VAX's.
Type "HELP" and it gives you all of the help that you could possibly
want. Here are the default usernames and passwords for VAX's:

Username: Password:
SYSTEM OPERATOR
SYSTEM MANAGER
SYSTEM SYSTEM
SYSTEM SYSLIB
OPERATOR OPERATOR
SYSTEST UETP

SYSTEST SYSTEST
SYSTEST TEST
SYSMAINT SYSMAINT
SYSMAINT SERVICE
SYSMAINT DIGITAL
FIELD FIELD

FIELD SERVICE
GUEST GUEST

GUEST unpassworded
DEMO DEMO

DEMO unpassworded
TEST TEST

DECNET DECNET

Here are some of the VAX/VMS commands:

Command: Function:

HELP (H) Gives help and list of commands.

TYPE (T) View contents of a file.

RENAME (REN) Change name of a file.

PURGE (PU) Deletes o0ld versions of a file.
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PRINT (PR) Prints a file.
DIRECTORY (DIR) Shows list of files.
DIFFERENCES (DIF) Shows differences between files.

CREATE (CR) Creates a file.

DELETE (DEL) Deletes a file.

COPY (COP) Copy a file to another.
CONTINUE (C) Continues session.

The password file on VAX's are available when you type in the
command:

SYSSSYSTEM: SYSUAF.DAT

The password file on most VAX's are usually not available to
normal system users, but try it anyway. If the default logins don't
work, use the same means of finding one as stated in Section J.

Be VERY careful when hacking VAX's becuase they record every bad
login attempt. They are sometimes considered one of the most secure
systems. Because of this, I advise not to try hacking these until you
are more advanced.

But, when you are an advanced hacker, or if you are already an
advanced hacker, I advise that you try a few passwords at a time and
then wait and try a few more the next day and so on, because when the
real user logs on it displays all of the bad login attempts.

L. Basic PRIME hacking

PRIME computer systems greet you with "Primecon 18.23.05", or
something like it, when you connect. You should type in capital letters
on this system, too. Once you connect, it will usually just sit there.
If this happens, type "LOGIN <USERNAME>". It should then ask you for
your username and password. The default usernames and passwords are

listed below:

Username: Password:
PRIME PRIME
PRIME PRIMOS
PRIMOS PRIMOS
PRIMOS PRIME
PRIMOS CS PRIME
PRIMOS CS PRIMOS
PRIMENET PRIMENET
SYSTEM SYSTEM
SYSTEM PRIME
SYSTEM PRIMOS
NETLINK NETLINK
TEST TEST
GUEST GUEST
GUEST1 GUEST
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When you are inside the system, type "NETLINK" and it ahould give
you alot of help. This system uses NUA's, too. I might print these in
the next volume.

M. Password List

The password list was taken from A Novice's Guide To Hacking, by
The Legion Of Doom, and from some of my own discoveries. Here is the
list of commonly used passwords:

Password:

aaa
academia
ada
adrian
aerobics
airplane
albany
albatross
albert
alex
alexander
algebra
alias
alisa
alpha
alphabet
ama

amy
analog
anchor
andy
andrea
animal
answer
anything
arrow
arthur
ass
asshole
athena
atmosphere
bacchus
badass
bailey
banana
bandit
banks
bass
batman
beautiful
beauty
beaver
daniel
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danny
dave

deb
debbie
deborah
december
desire
desperate
develop
diet
digital
discovery
disney
dog
drought
duncan
easy
eatme
edges
edwin
egghead
eileen
einstein
elephant
elizabeth
ellen
emerald
engine
engineer
enterprise
enzyme
euclid
evelyn
extension
fairway
felicia
fender
finite
format
god
hello
idiot
jester
john
johnny
joseph
joshua
judith
juggle
julia
kathleen
kermit
kernel
knight
lambda
larry
lazarus
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lee
leroy
lewis
light
lisa
louis
love
lynne
mac
macintosh
mack
maggot
magic
malcolm
mark
markus
martin
marty
marvin
matt
master
maurice
maximum
merlin
mets
michael
michelle
mike
minimum
nicki
nicole
rascal
really
rebecca
remote
rick
reagan
robot
robotics
rolex
ronald
rose
rosebud
rosemary
roses
ruben
rules
ruth
sal
saxon
scheme
scott
secret
sensor
serenity
sex
shark
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sharon
shit
shiva
shuttle
simon
simple
singer
single
singing
smile
smooch
smother
snatch
snoopy
soap
socrates
spit
spring
subway
success
summer
super
support
surfer
suzanne
tangerine
tape
target
taylor
telephone
temptation
tiger
tigger
toggle
tomato
toyota
trivial
unhappy
unicorn
unknown
urchin
utility
vicki
virgin
virginia
warren
water
weenie
whatnot
whitney
will
william
winston
willie
wizard
wonbat
yosemite
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zap

N. Connecting modems to different phone lines

Ok, if you are really paranoid (or smart) and you don't want to
hack from your house for fear of getting caught, you can hook up your
modem to other peoples phone lines or to payphones.

If you want to hook your modem to a payphone, do it late at night
and at a very secluded payphone. Look along either side of the phone.
You should see a small metal tube (which contains the telephone wires)
running along the wall. Somewhere along the tube it should widen out
into a small box. Pop off the boxes 1lid and there is a nice little phone
jack for ya'. Taking off the 1lid may be difficult because they are
usually pretty secure, but nothing is impossible, so keep trying. Of
course, you can only do this with a lap-top computer.

Now, if you want to hook up the modem to someone's house or
appartment phone line, you need to get a pair of red and green alligator
clips, and an extra modem cord for your lap-top.

After you get those parts, cut the plastic end off of your modem
cord and you will see a red wire, a green wire, and two other wires, but
you can ignore those. Attach the red alligator clip to the red wire, and
attach the green alligator clip to the green wire and you're all set.
Now all you need to do is go find a telephone pole or one of those small
green boxes that stick out of the ground. (They should have a Bell
Systems logo on them.)

On a telephone pole open the little box that has a bunch of wires
going to and from it. On the right side of the box you should see what
look like two large screws. (These are called "terminals".) One should
have a red wire wrapped around it and the other should have a green wire
wrapped around it. Attach the red alligator clip the the red wire and
the green alligator clip to the green wire, and you're all set. This
should get you a dial tone. If it doesn't, make sure that the alligator
clips are not touching each other, and that the alligator clips are
attached to the exposed end of the wire.

Now, on those green boxes you need to undo all of the screws and
shit holding the 1id on, and open it up. Then you should find basically
the same setup as in the telephone pole. Attach the appropriate wires to
the appropriate terminals and you are all set.

This process can also be used to hook up a Beige Box (Lineman's
Handset.) when phreaking.

0. Viruses, Trojans, and Worms

Just in case some of you are interested, here are the definitions
for Viruses, Trojans, and Worms. These definitions were taken from the
alt.2600 hack fag.

Trojan:

"Remember the Trojan Horse? Bad guys hid inside it until they
could get into the city to do their evil deed. A Trojan computer program
is similiar. It is a program which does an unauthorized function, hidden
inside an authorized program. It does something other than it claims to
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do, usually something malicious (although not necessarily!), and it is
intended by the author to do whatever it does. If it is not intentional,
it is called a bug or, in some cases, a feature :) Some Virus scanning
programs detect some Trojans. Some scanning programs don't detect any
Trojans. No Virus scanners detect all Trojans."

Virus:

"A Virus is an independent program which reproduces itself. It may
attach itself to other programs, it may create copies of itself (as in
companion Viruses). It may damage or corrupt data, change data, or
degrade the performance of your system by utilizing resources such as
memory or disk space. Some Viruse scanners detect some Viruses. No Virus
scanners detect all Viruses. No Virus scanner can protect against any
and all Viruses, known and unknown, now and forevermore."

Worm:

"Made famous by Robert Morris, Jr., Worms are programs which
reproduce by copying themselves over and over, system to system, using
up resources and sometimes slowing down the system. They are self
contained and use the networks to spread, in much the same way that
Viruses use files to spread. Some people say the solution to Viruses and
worms is to just not have any files or networks. They are probably
correct. We could include computers."

II. PHREAKING

A. What is phreaking

Phreaking is basically hacking with a telephone. Using different
"boxes" and "tricks" to manipulate the phone companies and their phones,
you gain many things, two of which are: knowledge about telephones and
how they work, and free local and long distance phone calls. In the
following sections, you will learn some about boxes, what they are, and
how they work. You will also learn about the other forms of phreaking.

B. Why phreak?

Phreaking, like hacking, is used to gather information about
telephones, telephone companies, and how they work. There are other
benefits as well. As stated above, you also get free phone calls. But,
these are used mainly to gather more information about the phones, and
to allow us free access to all information.

C. Phreaking rules

Most of the same rules apply for hacking and phreaking, so I will
only list a few here.
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1. Never box over your home phone line.

2. You should never talk about phreaking projects over your home
phone line.

3. Never use your real name when phreaking.

4. Be careful who you tell about your phreaking projects.

5. Never leave phreaking materials out in the open. Keep them in a
safe place.

6. Don't get caught.

D. Where and how to start phreaking

Well, you can phreak on any telephone, but as stated above, it is
very stupid to do so on your home phone line.

First you need you need to construct the boxes needed for what you
want to do. All of the boxes and their descriptions are listed in the
next section. Most of the boxes are very easy to make, but if your not
into making shit, there are usually alternative ways of making them.

E. Boxes and what they do

Box: Description:
Red Box generates tones for free phone calls
Black Box when called, caller pays nothing

Beige Box
Green Box
Cheese Box
Acrylic Box
Aqua Box
Blast Box
Blotto Box
Blue Box
Brown Box
Bud Box

Chatreuse Box
phone

Chrome Box
signals
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lineman's handset

generates coin return tones

turns your phone into a payphone

steal 3-way calling and other services
stops F.B.I. lock-in-trace

phone microphone amplifier

shorts out all phones in your area
generates 2600hz tone

creates party line

tap neighbors phone

use electricity from

manipulates traffic
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Clear Box free calls

Color Box phone conversation
recorder

Copper Box causes crosstalk
interference

Crimson Box hold button

Dark Box re-route calls

Dayglo Box connect to neighbors phone line

Divertor Box re-route calls

DLOC Box create party line

Gold Box dialout router

Infinity Box remote activated phone
tap

Jack Box touch-tone key pad

Light Box in-use light

Lunch Box AM transmitter

Magenta Box connect remote phone line to

another
Mauve Box phone tap without cutting into
the line

Neon Box external microphone

Noise Box creates line noise

Olive Box external ringer

Party Box creates party line

Pearl Box tone generator

Pink Box creates party line

Purple Box hold button

Rainbow Box kill trace

Razz Box tap neighbors phone

Rock Box add music to phone line

Scarlet Box causes interference
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Silver Box create DTMF tones for A,B,C, and

D
Static Box raises voltage on phone
line
Switch Box add services
Tan Box phone conversation
recorder
TV Cable Box see sound waves on TV
Urine Box create disturbance on phone
headset
Violet Box stop payphone from hanging
up
White Box DTMF key pad
Yellow Box add line extension

F. Box Plans

The Red Box is the main tool that you will use so I have included
the Red Box plans. The other box plans can be downloaded from the
Internet.

Red Box:
There are two ways that you can make a Red Box:

One is to go to Radio Shack and buy a tone dialer and a 6.5536Mhz
crystal. (If Radio Shack doesn't have the crystal, you can order them
from the electronics companies that I have listed at the end of this
section.) Open up the tone dialer and replace the existing crystal (big,
shiny, metal thing labeled "3.579545Mhz") with the 6.5536Mhz crystal.
Now, close it up. You have a red box.

To use it for long distance calls play the tones that add up to
the amount of money that the operator requests. For a 25 cents tone
press 5 *'s. For a 10 cents tone press 3 *'s. For a 5 cents tone press 1
*

And, the second way, which is a much easier method, is to get the
Red Box tones from a phreaking program, such as: Omnibox, or Fear's
Phreaker Tools. Play the tones as you hold a microcassette recorder
about l-inch away from your computer speakers, and record the tones.

The Red Box only works on public telephones, it does not work on
COCOT's. (Defined in next section.) It makes the telephone think that you
have put money in. Red Boxes do not work on local calls because the
phone is not using ACTS (Automated Coin Toll System), unless you call
the operator and have her place the call for you. You tell her the
number that you want to dial and then when she asks you to put in your
money, play the tones. If she asks you why you need her to place the
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call tell her that one of the buttons is smashed in or something like
that. You now have and know how to use a Red Box!

Electronics Companies:

Alltronics

2300 Zanker Road

San Jose, CA 95131
(408)943-9774 -Voice-
(408)943-9776 -Fax-

Blue Saguaro
P.O. Box 37061
Tucson, AZ 85740

Mouser
(800)346-6873

Unicorn Electronics

10000 Canoga Ave. Unit C-2
Chatsworth, CA 91311
1-800-824-3432

G. Free calling from COCOT's

First of all, COCOT stands for "Customer Owned Customer Operated
Telephone". These are most likely to be found at resteraunts, amusement
parks, etc.

All you have to do to make a free call from a COCOT is dial a 1-
800 number (they let you do this for free), say some bullshit and get
them to hang up on you. Stay on the line after they hang up, then dial
the number that you want to call.

This may not work by the time you read this because COCOT owners
are becoming more aware of us every day.

H. ANAC numbers

ANAC stands for "Automated Number Announcment Circuit". In other
words, you call the ANAC number in your area and it tells you the number
that you are calling from. This is useful when Beige Boxing, or hooking
your modem up to other phone lines, to find out what number you are
using. The "?" are substituted for unknown numbers. Do some scanning to
find them out. Here are the ANAC numbers for the U.S.A. with their area
code, and the only one I knew of in the U.K.:

U.S.A.:

Area Code: ANAC Number:
201 958

202 811

203 970

205 300-222-2222
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205
205
205
205
205
205
205
205
205
206
207
209
209
210
212
213
213
213
213
213
213
214
214
214
214
215
215
215
216
216
216
217
219
219
301
310
310
310
310
312
312
312
312
313
313
313
313
314
315
315
315
317
317
317
334
334
401
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300-555-5555
300-648-1111
300-765-4321
300-798-1111
300-833-3333
557-2311

811

841-1111
908-222-2222
411

958

830-2121
211-9779

830

958

114

1223
211-2345
211-2346
760-2227
61056

570

790
970-222-2222
970-611-1111
410-2227

511

958

200-272727

331

959-9968
200-272?2-272727
550

559

958-9968

114

1223
211-2345
211-2346

200

290
1-200-8825
1-200-555-1212
200-200-2002
200-222-2222
200-2722=-272727
200200200200200
410-2227

953

958

998
310-222-2222
559-222-2222
743-1218
5572411
5572311
200-200-4444
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401
402
404
404
404
405
405
407
408
408
408
409
409
410
410
410
412
412
412
413
413
414
415
415
415
415
415
415
419
502
502
503
503
504
504
504
504
508
508
508
508
509
510
512
512
515
515
516
516
517
517
518
518
518
603
606
606
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222-2222

311

311
940-27272-22727
940
890-7777777
897
200-222-2222
300-222-272727
760

940

951

970-272727
200-6969
200-555-1212
811

711-6633
711-4411
999-27272?

958
200-555-5555
330-2234
200-555-1212
211-2111
2222

640

760-2878
7600-2222
311
200-2222222
997-555-1212
611

999

99882233
201-269-1111
998
99851-0000000000
958
200-222-1234
200-222-2222
26011

560

760-1111

830

970-272727
5463

811

958

968
200-222-2222
200200200200200
511

997

998
200-222-2222
997-555-1212
711
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607
609
610
610
612
614
614
615
615
615
616
617
617
617
617
617
618
618
619
619
703
704
707
708
708
708
708
708
713
713
713
714
714
714
716
716
717
718
802
802
802
802
805
805
805
805
806
810
812
813
815
817
817
818
818
818
903
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958

958

958-4100

511

200

517
200200200200200
2002222222
830
200-222-2222
200-222-1234
200-222-2222
200-444-4444
220-2622

958
200-2722=-272727
930

211-2001
211-2121

811

311

211-2222
1-200-555-1212
1-200-8825
200-6153
724-9951
356-9646

380

970-27272?

811

114

211-2121
211-2222

511

990

958

958
2-222-222-2222
200-222-2222
1-700-222-2222
111-2222

114

211-2345
211-2346

830

970-272727
200200200200200
410-555-1212
311
200-2722=-272727
290

211
970-611-1111
1223
211-2345
211-2346
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904 970-611-1111

906 200-222-222
907 1-200-222-2222
907 811

908 958

910 200

910 311

910 988

914 990-1111
915 970-272727
916 211-2222
916 461

919 200

919 711

U.K.
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III. REFERENCE

A. Hacking and phreaking WWW. sites

Here is a list of some World Wide Web sites that contain hacking,
phreaking, computer, virus, carding, security, etc. material:

Site Address:

http://www.outerlimits.net/lordsome/index.html (Hacker's Layer)
http://web2.airmail.net/km/hfiles/free.htm (Hacker's Hideout)
http://resudox.net/bio/novell.html
http://www.louisville.edu/wrbake0l/hack2.html
http://www.intersurf.com/~materva/files.html
http://hightop.nrl.navy.mil/rainbow.html
http://www.rit.edu/~jmb8902/hacking.html
http://www.spatz.com/pecos/index.html
http://pages.prodigy.com/FL/dtgz9%94a/files2.html
http://www.2600.com (alt.2600)
http://att.net/dir800
http://draco.centerline.com:8080/~franl/crypto.html
http://everest.cs.ucdavis.edu/Security.html
http://ice-www.larc.nasa.gov/WWW/security.html
http://10pht.com (10pht)
http://10pht.com/~oblivion/IIRG.html

http://underground.org
http://www.alw.nih.gov/WWW/security.html
http://www.aspentec.com/~frzmtdb/fun/hacker.html
http://www.cis.ohi-state.edu/hypertext/faqg/usenet/alt-2600-fag/fag.html
http://www.cs.tufts.ed/~mcable/cypher/alerts/alerts.html
http://www.engin.umich.edu/~jgotts/underground/boxes.html
http://www.etext.org/Zines

http://www.inderect.com/www/johnk/
http://www.mgmua.com/hackers/index.html
http://www.paranoia.com/mthreat
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http://www.paranoia.com/astrostar/fringe.html
http://www.umcc.umich.edu/~doug/virus-faqg.html
http://www.wired.com

B. Good hacking and phreaking text files

All of these files are available by download from the Internet.

File Name:

A Novice's Guide To Hacking

Alt.2600 Hack Fag

The Hacker's Handbook

The Official Phreaker's Manual
Rainbow Books (Listed in Section D.)
The Hacker Crackdown

Computer Hackers: Rebels With A Cause
The Legion Of Doom Technical Journals

The Ultimate Beginner's Guide To Hacking And Phreaking (Of course!)

C. Hacking and phreaking Newsgroups

alt.2600
alt.2600.hope.tech
alt.cellular
alt.cellular-phone-tech
alt.comp.virus
alt.cracks
alt.cyberpunk
alt.cyberspace
alt.dcom.telecom
alt.fan.lewiz
alt.hackers
alt.hackintosh
alt.hackers.malicious
alt.security

D. Rainbow Books

The Rainbow Books are a series of government evaluations on
various things related to computer system security. You can get all of
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the existing Rainbow Books free and if you ask to be put on their
mailing list you will get each new one as it comes out. Just write to
the address or call the number below:

Infosec Awareness Division
ATTN: x711/IA0C
Fort George G. Meade, MD 20755-6000

or call:
(410) 766-8729

Here is the list of all the Rainbow Books and their descriptions:

Color:
Orange 1
Green

Yellow
Yellow 2

Tan

Bright Blue
Neon Orange
Teal Green
Orange 2

Red
Burgundy
Dark Lavender
Venice Blue
Aqua

Dark Red
Pink

Purple

Brown
Yellow-Green

Light Blue

© SANS Institute 2003,
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Description:

D.0.D. Trusted Computer Systems
D.0.D. Password Management
Computer Security Requirements
Computer Security Requirements
Understanding Audit In Trusted Systems
Trusted Product Evaluation
Understanding Discretionary Access
Glossary Of Computer Terms
Understanding Configurations
Interpretation Of Evaluation
Understanding Design Documentation
Understanding Trusted Distrobution
Computer Security Sub-Systems
Understanding Security Modeling
Interpretations Of Environments
Rating Maintenence Phase

Formal Verification Systems
Understanding Trusted Facilities
Writing Trusted Facility Manuals

Understanding Identification And

Authentication In Trusted Systems
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Blue

Gray

Lavander

Yellow
Bright
Purple
Purple
Purple
Purple

Green

3
Orange

1

Hot Peach

Turquiose

Violet

Light Pink

Product Evaluation Questionaire
Selecting Access Control List

Data Base Management Interpretation
Understanding Trusted Recovery
Understanding Security Testing
Guide To System Procurement

Guide To System Procurement

Guide To System Procurement

Guide To System Procurement
Understanding Data Remanence
Writing Security Features
Understanding Information Security
Controlled Access Protection

Understanding Covert Channels

E. Cool hacking and phreaking magazines

Phrack Magazine

2600 Magazine

Tap Magazine

Phantasy Magazine

F. Hacking and phreaking movies

Movie:

Hackers

War Games

G. Hacking and phreaking Gopher sites

Address:

© SANS Institute 2003,
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ba.com
csrc.ncsl.nist.gov
gopher.acm.org
gopher.cpsr.org
gopher.cs.uwm
gopher.eff.org
oss.net

spy.org
wiretap.spies.com

H. Hacking and phreaking Ftp sites

Address:

2600.com

agl.gatech.edu/pub

asylum.sf.ca.us

clark.net/pub/jcase
ftp.armory.com/pub/user/kmartind
ftp.armory.com/pub/user/swallow
ftp.fc.net/pub/defcon/BBEEP
ftp.fc.net/pub/phrack
ftp.giga.or.at/pub/hacker
ftp.lava.net/users/oracle
ftp.microserve.net/ppp-pop/strata/mac
ftp.near.net/security/archives/phrack
ftp.netcom.com/pub/br/bradelym
ftp.netcom.com/pub/daemon9
ftp.netcom.com/pub/zz/zzyzx
ftp.primenet.com/users/k/kludge

I. Hacking and phreaking BBS's

BBS's are Bulletin Board Systems on which hackers and phreakers
can post messages to each other.

Here is a list of some BBS's that I know of. If you know of any
other BBS's, please E-Mail me via the A.S.H. E-Mail address. Also,
Please note that some of these may be old and not running.

Area Code: Phone Number: Name:
203 832-8441 Rune Stone
210 493-9975 The Truth Sayer's Domain
303 343-4053 Hacker's Haven
315 656-5135 Independent Nation
315 656-5135 UtOPiA
617 855-2923 Maas-Neotek
708 676-9855 Apocalypse 2000
713 579-2276 KOdE ADbOdE
806 747-0802 Static Line
908 526-4384 Area 51
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502 499-8933 Blitzkrieg

510 935-5845 ...Screaming Electron
408 747-0778 The Shrine

708 459-7267 The Hell Pit

415 345-2134 Castle Brass

415 697-1320 7 Gates Of Hell

J. Cool hackers and phreakers

Yes there are many, many, cool hackers and phreakers out there,
but these are some that
helped me to get this file out on the Internet. I did not list a few
people because I only
knew their real name, and I don't want to use their real name without
their permission.

Handle:

Silicon Toad

Logik Bomb/Net Assasin
oleBuzzard

Lord Somer

Weezel

Thanks for your help guys.

K. Hacker's Manifesto

"This is our world now...the world of the electron and the switch,
the beauty of the baud.
We make use of a service already existing without paying for what could
be dirt cheep if it
wasn't run by profiteering gluttons, and you call us criminals. We
explore...and you call us
criminals. We exist without skin color, without nationality, without
religious bias...and you
call us criminals. You build atomic bombs, wage wars, murder, cheat, and
lie to us and try to
make us believe it is for our own good, yet we're the criminals.

Yes, I am a criminal. My crime is that of curiosity. My crime is
that of judging people by
what they say and think, not what they look like. My crime is that of
outsmarting you, something
that you will never forgive me for. I am a hacker and this is my
manifesto. You may stop this
individual, but you can't stop us all...after all, we're all alike."

+++The Mentor+++
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K. Happy hacking!

Be careful and have fun. Remember to keep your eye out for the
next volume of

The Ultimate Beginner's Guide To Hacking And Phreaking and the
Legion Of the Apocalypse

W.W.W. page. Oh, and keep looking for our on-line magazine, too,
it should be coming out

soon. Well, I hope you enjoyed the file and found it informative.
I also hope that I

helped get you started in hacking and phreaking.

"The Revelation is here."
*-Revelation—-*

LOA--ASH

EOF
fat32.img-Sector194041.txt

that when you rename a long name, VFAT changes the short name from
; foobar~1 to foobar~2. To avoid this, we introduce hacks in the form
of
; intermediate renames
HKLM, SOFTWARE\Microsoft\Windows\CurrentVersion\RenameFiles\AppFilesRoot,

$24%

rs

HKLM, SOFTWARE\Microsoft\Windows\CurrentVersion\RenameFiles\AppFilesRoot,
$PROGRAMFS%, , ! 11$1$18.818

HKLM, SOFTWARE\Microsoft\Windows\CurrentVersion\RenameFiles\AppFilesRoot,
111s1sls.s!s,, "SProgram Files%, 1"
HKLM, SOFTWARE\Microsoft\Windows\CurrentVersion\RenameFi

fat32.img-Sector853579.txt

Peck's Archive Page E \tHope you are enjoying the shell!
Although I actually have no idea what the text in this archive says
I've been told it all makes sense. Slick hyper-text engine though eh?
Some of the finest C++ hacking you'll find around... :-)\n\n Three
cheers to all Carnegie Mellon grads!\n\n \tNow its back to hacking
hardware at UCLA where I'm pursuing my PhD in Computer Science in the
area of VLSI CAD. Drop me a line if you have sugge
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