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$EVWUDFW�

,QWUXVLRQ�'HWHFWLRQ�DQG�3UHYHQWLRQ�6\VWHPV��,'6�,36��DUH�D�NH\�FRPSRQHQW�RI�
GHIHQVH�LQ�GHSWK�VWUDWHJ\�IRU�LQIRUPDWLRQ�V\VWHPV���,QGXVWULDO�&RQWURO�6\VWHPV��,&6��DQG�
6XSHUYLVRU\�&RQWURO�DQG�'DWD�$FTXLVLWLRQ��6&$'$��V\VWHPV�QHHG�WR�LQFRUSRUDWH�WKLV�
WHFKQRORJ\�LQ�RUGHU�WR�SURSHUO\�GHIHQG�DJDLQVW�D�JURZLQJ�WKUHDW�ODQGVFDSH���7KLV�SDSHU�
H[DPLQHV�KRZ�WR�GHSOR\�WKLV�WHFKQRORJ\�LQ�D�VDPSOH�,&6�6&$'$�VHWWLQJ��LGHQWLILHV�
KXUGOHV�WKDW�ERWK�LQGXVWULDO�FRQWURO�V\VWHP�YHQGRUV�DQG�DVVHW�RZQHUV�PXVW�RYHUFRPH�LQ�
RUGHU�WR�PDNH�,'6�,36�GHSOR\PHQW�VXFFHVVIXO��DQG�SURYLGHV�UHFRPPHQGDWLRQV�IRU�ERWK�
YHQGRUV�DQG�RZQHUV�LQ�RUGHU�WR�DSSURDFK�WKH�XVH�RI�WKHVH�WHFKQRORJLHV��
����7KLV�SDSHU�LV�ZULWWHQ�ZLWK�WZR�DXGLHQFHV�LQ�PLQG���,W�LV�LQWHQGHG�IRU�WKH�HQWHUSULVH�,7�
SURIHVVLRQDO�ZKR�LV�IDPLOLDU�ZLWK�VHFXULW\�WHFKQRORJLHV�DQG�EHVW�SUDFWLFHV��EXW�XQIDPLOLDU�
ZLWK�,&6�6&$'$��DV�ZHOO�DV�,&6�6&$'$�HQJLQHHUV�DQG�PDQDJHUV�ZKR�ODFN�H[SHULHQFH�
LQ�HQWHUSULVH�VHFXULW\��
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���,QWURGXFWLRQ�
&\EHU�VHFXULW\�LQ�WKH�UHDOPV�RI�LQGXVWULDO�FRQWURO�V\VWHPV��,&6��DQG�VXSHUYLVRU\�

FRQWURO�DQG�GDWD�DFTXLVLWLRQ��6&$'$��LV�D�GHYHORSLQJ�ILHOG���)RU�PDQ\�\HDUV��

,&6�6&$'$�ZDV�DQ�DUHD�WKDW�UHOLHG�RQ�FXVWRP�HPEHGGHG�GHYLFHV�DQG�FOHDU�WH[W�

FRPPXQLFDWLRQV�SURWRFROV�WKDW�ZHUH�QRW�GHVLJQHG�ZLWK�VHFXULW\�LQ�PLQG���$Q\�WKRXJKW�

WRZDUG�WKHLU�SRWHQWLDO�YXOQHUDELOLW\�ZDV�DQVZHUHG�WKURXJK�D�SHUFHLYHG�ODFN�RI�NQRZOHGJH�

UHJDUGLQJ�WKH�WHFKQRORJ\��³VHFXULW\�E\�REVFXULW\´��DQG�D�UHOLDQFH�RQ�ODFN�RI�H[WHUQDO�

FRQQHFWLYLW\��WKH�³DLU�JDS´���

7KH�DWWDFNV�RI�6HSWHPEHU����������UHVXOWHG�LQ�D�QHZ�IRFXV�RQ�VHFXULW\�LVVXHV�

DVVRFLDWHG�ZLWK�FULWLFDO�LQIUDVWUXFWXUH���7KH�86�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�GHILQHV�

FULWLFDO�LQIUDVWUXFWXUH�DV�³DVVHWV��V\VWHPV��DQG�QHWZRUNV��ZKHWKHU�SK\VLFDO�RU�YLUWXDO��VR�

YLWDO�WR�WKH�8QLWHG�6WDWHV�WKDW�WKHLU�LQFDSDFLWDWLRQ�RU�GHVWUXFWLRQ�ZRXOG�KDYH�D�

GHELOLWDWLQJ�HIIHFW�RQ�VHFXULW\��QDWLRQDO�HFRQRPLF�VHFXULW\��QDWLRQDO�SXEOLF�KHDOWK�RU�

VDIHW\��RU�DQ\�FRPELQDWLRQ�WKHUHRI´��'+6��2FWREHU����������7KH�UHVLOLHQF\�WR�SHQHWUDWLRQ�

DQG�GHQLDO�RI�VHUYLFH�IRU�,&6�6&$'$�EHFDPH�D�QHZ�IRFXV�IRU�RZQHUV��RSHUDWRUV��

YHQGRUV�DQG�JRYHUQPHQWV���%\�������D�VWDQGDUG�IRU�LQGXVWULDO�F\EHU�VHFXULW\��,6$����QRZ�

NQRZQ�DV�,6$�,(&��������HPHUJHG��7RILQR�6HFXULW\��Q�G����

.H\�WR�DQ�HIIHFWLYH�LQIRUPDWLRQ�VHFXULW\�VWUDWHJ\�LV�WKH�FRQFHSW�RI�GHIHQVH�LQ�GHSWK���

7KLV�VWUDWHJ\�GHPDQGV�WKDW�VHYHUDO�OD\HUV�RI�GHIHQVH�EH�HPSOR\HG�LQ�GHIHQGLQJ�D�V\VWHP�

DJDLQVW�PDOLFLRXV�DWWDFNV��7R�HPSOR\�GHIHQVH�LQ�GHSWK��DQ�DVVHW�RZQHU�GHILQHV�ZKDW�LQ�

WKHLU�V\VWHP�LV�PRVW�YDOXDEOH�WR�SURWHFW��DQG�HPSOR\V�DV�PDQ\�GHIHQVLYH�PHDVXUHV�DURXQG�

LW�DV�SRVVLEOH��7KLV�FDXVHV�DQ�DWWDFNHU�WR�KDYH�WR�MXPS�WKURXJK�DV�PDQ\�³KRRSV´�DV�

SRVVLEOH�LQ�RUGHU�WR�VFDQ�WKH�V\VWHP��FRPSURPLVH�LW��VWHDO�LQIRUPDWLRQ�DQG�RU�GDPDJH�

DVVHWV��DQG�DYRLG�GHWHFWLRQ�ZKLOH�GRLQJ�VR����

)RU�H[DPSOH��LQ�WKH�,&6�6&$'$�UHDOP��D�JDVROLQH�SLSHOLQH�DVVHW�RZQHU�PD\�FRQVLGHU�

SUHVVXUH�DQG�IORZ�VHQVRUV�DQG�FRQWURO�YDOYHV�WR�EH�WKHLU�PRVW�YDOXDEOH�FRQWURO�V\VWHP�

DVVHWV���'HIHQVH�LQ�GHSWK�DSSOLHG�WR�SURWHFWLQJ�WKHVH�ZRXOG�LQFOXGH�WKH�IROORZLQJ��

x� /RFNHG�SK\VLFDO�HQFORVXUHV�

x� 3K\VLFDO�DFFHVV�SRUWDO�VHQVRUV�
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x� 6HFXULW\�FDPHUDV�

x� &RQWURO�QHWZRUN�VHJPHQWDWLRQ�DQG�DFFHVV�FRQWURO�

x� &RQWURO�QHWZRUN�PRQLWRULQJ�

+LVWRULFDOO\�WKH�SHULPHWHU�GHIHQVH�IRU�D�V\VWHP�LV�WKH�ILUHZDOO���7UDGLWLRQDO�ILUHZDOOV�

RQO\�JXDUG�WKH�JDWH�WKURXJK�ILOWHULQJ�,3�DGGUHVVHV�DQG�SRUWV���:KDW�LI�DQ�DWWDFNHU�ILQGV�D�

ZD\�WR�FLUFXPYHQW�WKH�ILUHZDOO�WKURXJK�DUFKLWHFWXUH�ZHDNQHVVHV��SK\VLFDO�DFFHVV��RU�

LPSURSHU�HPSOR\HH�VHFXULW\�KDELWV"��:KDW�LI�WKH�DWWDFN�LV�FDUULHG�RXW�WKURXJK�WUXVWHG�,3V�

DQG�RU�SRUWV��RU�VHQVLWLYH�GDWD�LV�VWROHQ�WKURXJK�WKHVH�WUXVWHG�FKDQQHOV"�

7KH�PHDQV�RI�H[DPLQLQJ�SURWRFROV�DQG�DSSOLFDWLRQ�OHYHO�FRQYHUVDWLRQV�IRU�VLJQV�RI�

ERWK�DWWDFN�DQG�H[ILOWUDWLRQ�±�D�³ZDWFKGRJ´�IRU�GDWD�LQ�PRWLRQ�±�LV�IRXQG�LQ�,QWUXVLRQ�

'HWHFWLRQ�DQG�3UHYHQWLRQ�6\VWHPV��

����� 7KH�,PSRUWDQFH�RI�,'6�,36�LQ�&\EHU�6HFXULW\�
6ROXWLRQV�
%RWK�,'6�DQG�,36�RIIHU�D�ZLQGRZ�LQWR�HYHQWV�KDSSHQLQJ�LQ�D�FXVWRPHU¶V�

HQYLURQPHQW����7KHVH�V\VWHPV�FDQ�DODUP�LQ�UHVSRQVH�WR�DQG�RU�EORFN�QHWZRUN�VHFXULW\�RU�

HQGSRLQW�VHFXULW\�HYHQWV���7KH\�DUH�D�NH\�FRPSRQHQW�RI�GHIHQVH�LQ�GHSWK�IRU�LQIRUPDWLRQ�

V\VWHPV�±�DQG�\HW��DGRSWLRQ�RI�WKHVH�WRROV�LV�QRW�SHUYDVLYH�LQ�WKH�LQGXVWULDO�FRQWURO�

V\VWHPV�PDUNHW���

$FFRUGLQJ�WR�'RXJ�:\OLH�RI�1H['HIHQVH��³$QRPDO\�DQG�LQWUXVLRQ�GHWHFWLRQ�

WHFKQRORJLHV�FDSDEOH�RI�SURYLGLQJ�YLVLELOLW\�DQG�DFWLRQDEOH�LQWHOOLJHQFH�DERXW�DQ�

RSHUDWLQJ�FRQWURO�V\VWHP�FRQWLQXH�WR�EH�VORZ�WR�DGRSW�LQ�LQGXVWU\���,Q�FRPSDULVRQ�WR�

EXVLQHVV�HQWHUSULVH�,7�V\VWHPV��,QGXVWULDO�&RQWURO�6\VWHPV��,&6��KDYH�SDUWLFXODU�DQG�

XQLTXH�FKDOOHQJHV�LQ�KRZ�WKH\�RSHUDWH�DQG�KRZ�WKH\�KDYH�HYROYHG��ERWK�RI�ZKLFK�OHQG�WR�

VORZ�DGRSWLRQ�RI�QHZ�QHWZRUN�WHFKQRORJLHV�DQG�VRIWZDUH�VROXWLRQV�WKDW�KHOS�WR�GHWHFW�DQG�

SURWHFW�V\VWHPV�IURP�SRWHQWLDO�KDUP´��:\OLH��'���SHUVRQDO�FRPPXQLFDWLRQ�������������

$�SULPDU\�UHDVRQ�IRU�WKLV�LV�WKH�SRWHQWLDO�IRU�LQFRUUHFWO\�IODJJLQJ�RU�EORFNLQJ�YDOLG�

LQIRUPDWLRQ��WKHVH�LQFLGHQWV�DUH�UHIHUUHG�WR�DV�³IDOVH�SRVLWLYHV´���,I�WKH�UXOHV�WKDW�DQ�

,'6�,36�XVHV�WR�GHILQH�PDOLFLRXV�LQIRUPDWLRQ�WUDIILF�DUH�LPSURSHUO\�GHILQHG�RU�VLPSO\�WRR�

EURDG��SDFNHWV�WKDW�DUH�LQ�IDFW�KDUPOHVV�FDQ�EH�FDWHJRUL]HG�E\�WKH�WRRO�DV�PDOLFLRXV���,Q�
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WKH�FDVH�RI�,'6��WKLV�UHVXOWV�LQ�D�ODUJH�QXPEHU�RI�ORJJHG�UHFRUGV�WKDW�FDQ�PDNH�VHDUFKLQJ�

IRU�UHFRUGV�RI�WUXH�PDOLFLRXV�WUDIILF�WKDW�PXFK�PRUH�GLIILFXOW���)RU�,36��IDOVH�SRVLWLYHV�FDQ�

UHVXOW�LQ�QHFHVVDU\�DSSOLFDWLRQV�KDYLQJ�LQWHUUXSWLRQV�RU�IXOO�GHQLDO�RI�VHUYLFH��

,W�LV�WKH�ODWWHU�SRVVLELOLW\�WKDW�ZRXOG�FDXVH�WKH�PRVW�FRQFHUQ�IRU�,&6�DVVHW�RZQHUV�DQG�

RSHUDWRUV���,&6�DVVHW�RZQHUV�FRQVLGHU�ORVV�RI�YLHZ��WKH�LQDELOLW\�WR�PRQLWRU�FULWLFDO�FRQWURO�

IXQFWLRQV��DQG�ORVV�RI�FRQWURO��WKH�LQDELOLW\�WR�DIIHFW�WKH�SURFHVV��WR�EH�WKH�ZRUVW�FDVH�

VFHQDULRV���)RU�HQWHUSULVH�,7�V\VWHPV��ORVV�RI�VHUYLFH�FDQ�UHVXOW�LQ�EXVLQHVV�SURFHVV�GHOD\V��

EXW�UDUHO\�LPSDFWV�UHYHQXH�GLUHFWO\��DVVXPLQJ�SURSHU�GLVDVWHU�UHFRYHU\�DQG�EXVLQHVV�

FRQWLQXDQFH�SURFHGXUHV���6XFK�LV�QRW�WKH�FDVH�IRU�LQGXVWULDO�FRQWURO�V\VWHPV��PDQ\�

LQGXVWULHV�FDQ�VHH�OLWHUDOO\�WKRXVDQGV�RI�GROODUV�LQ�ORVW�UHYHQXH�SHU�PLQXWH�RI�GRZQWLPH���

)XUWKHU��ORVV�RI�YLHZ�RU�FRQWURO�FDQ�EH�D�WKUHDW�WR�KXPDQ�DQG�HQYLURQPHQWDO�VDIHW\��ORVV�

RI�OLIH��GDPDJH�WR�HTXLSPHQW�DQG�QDWXUDO�UHVRXUFHV�DUH�UHDO�SRVVLELOLWLHV��$EUDPV��0���

:HLVV��-���$XJXVW�������'UDJRV�6HFXULW\��'HFHPEHU���������

)XUWKHU�H[DFHUEDWLQJ�WKLV�LVVXH�LV�WKH�SRVVLELOLW\�RI�WKH�,&6�V\VWHP�EHLQJ�UHVSRQVLEOH�

IRU�FULWLFDO�LQIUDVWUXFWXUH�VHUYLFHV�VXFK�DV�HOHFWULFDO�JHQHUDWLRQ��GLVWULEXWLRQ��RU�ZDWHU�

VXSSO\���$�GLVUXSWLRQ�LQ�FRQWURO�WR�D�FRRODQW�SXPS�LQ�D�QXFOHDU�SRZHU�SODQW�LV�IDU�PRUH�

LPSDFWIXO�GXH�WR�LWV�SRWHQWLDO�WR�FDXVH�KDUP�WR�OLIH�DQG�WKH�HQYLURQPHQW�WKDQ�D�ORVV�RI�

FRQILGHQWLDO�GDWD���6XFK�D�FRQFHUQ�LV�ZKDW�GULYHV�JRYHUQPHQW�DJHQFLHV�OLNH�WKH�86�

)HGHUDO�%XUHDX�RI�,QYHVWLJDWLRQV��)%,��DQG�WKH�86�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\�

�'+6��WR�WDNH�D�SURDFWLYH�DSSURDFK�WR�HQFRXUDJLQJ�,&6�YHQGRUV�DQG�RZQHUV�WRZDUG�

EHWWHU�VHFXULW\�SURWHFWLRQV��

���7KH�6WDWH�RI�&\EHU�6HFXULW\�LQ�,QGXVWULDO�&RQWURO�
6\VWHPV�

����� 2II�WKH�VKHOI�DQG�&RQQHFWHG�
(QWHUSULVH�,QIRUPDWLRQ�7HFKQRORJ\¶V��,7��SULPDU\�SXUSRVH�LV�WKH�VWRUDJH��PRYHPHQW��

DQG�SURWHFWLRQ�RI�GDWD���'DWD�FDQ�EH�FRQILGHQWLDO�LQIRUPDWLRQ��LQWHOOHFWXDO�SURSHUW\��ORJV�

DQG�UHFRUGV�RI�SHUVRQDO�RU�FRPPHUFLDO�QDWXUH��DQG�FRPPXQLFDWLRQV���,Q�WKH�LQGXVWULDO�

VHFWRU��VLPLODU�WHFKQRORJ\�WR�,7�FDQ�EH�SXUSRVH�EXLOW�EXW�IRU�D�GLIIHUHQW�IRFXV�±�

PDQXIDFWXULQJ�WKLQJV��PRYLQJ�SHRSOH�DQG�PDWHULDOV��VXSHUYLVLQJ�DQG�FRQWUROOLQJ�XWLOLWLHV���
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7KLV�LV�NQRZQ�DV�2SHUDWLRQDO�7HFKQRORJ\��27����,W�LV�WKH�WHFKQRORJ\�WKDW�FRQWUROV��YLHZV��

DQG�VXSHUYLVHV�³WKLQJV�LQ�PRWLRQ�´�

&RPSDUHG�WR�HQWHUSULVH�,7��VHFXULW\�LQ�2SHUDWLRQDO�7HFKQRORJ\�LV�D�UHODWLYHO\�

LPPDWXUH�FRQFHSW���&RQFHUQV�ZLWK�27�VHFXULW\�KDYH�H[LVWHG�IRU�GHFDGHV��EXW�LQWHUHVW�LQ�

LQIUDVWUXFWXUH�VHFXULW\�DQG�UHVLOLHQFH�SHDNHG�LQ�UHVSRQVH�WR�WZR�PDMRU�HYHQWV�±�D�UHQHZHG�

IRFXV�RQ�VHFXULW\�IROORZLQJ�WKH�6HSWHPEHU����������DWWDFNV�DQG�WKH�DQDO\VLV�RI�WKH�

6WX[QHW�ZRUP�LQ�������,+6�7HFKQRORJ\����������

)RU�PRVW�RI�LWV�H[LVWHQFH��,&6�KDV�XWLOL]HG�SURSULHWDU\�FRPPXQLFDWLRQV�KDUGZDUH�DQG�

SURWRFROV�EHWZHHQ�RSHUDWRU�LQWHUIDFHV��HQJLQHHULQJ�ZRUNVWDWLRQV��DQG�FRQWURO�SURFHVVRUV���

7KHVH�QHWZRUNV�DQG�SURWRFROV�ZHUH�GHVLJQHG�ZLWK�DQ�LPSOLHG�WUXVW�PRGHO���7KLV�PHDQV�

WKDW�FRPSRQHQWV�ZHUH�DVVXPHG�WR�RQO\�FRPPXQLFDWH�WUXWKIXO�LQIRUPDWLRQ��SURSHUO\�

IRUPDWWHG�IRU�WKH�FRQVXPHU��ZLWK�QR�DXWKHQWLFDWLRQ�UHTXLUHG������

5HFHQW�\HDUV�KDYH�VHHQ�D�VKLIW�WRZDUG�WKH�XVH�RI�QHWZRUN�WHFKQRORJLHV�OLNH�(WKHUQHW�

DQG�WKH�7&3�,3�SURWRFRO�VWDFN���7KLV�UHGXFHV�FRVWV��HDVHV�LQVWDOODWLRQ�DQG�HQKDQFHV�

PDLQWHQDQFH�DELOLW\��EXW�DOVR�PDNHV�WKH�FRQWURO�V\VWHP�DUFKLWHFWXUH�PRUH�VXVFHSWLEOH�WR�

YXOQHUDELOLWLHV�LQKHUHQW�LQ�WKHVH�SRSXODU��ZHOO�UHVHDUFKHG�WHFKQRORJLHV���/HJDF\�V\VWHPV�

FRQWLQXH�WR�XVH�LQKHUHQWO\�LQVHFXUH�SURWRFROV�VXFK�DV�7HOQHW��)73��23&��2/(�IRU�3URFHVV�

&RQWURO��DQG�53&�'&20��

0DQ\�,&6�DVVHW�RZQHUV�VWLOO�WUXVW�LQ�WKH�P\WK�RI�WKH�³DLU�JDS´�±�WKH�LGHD�WKDW�WKHLU�

LQGXVWULDO�FRQWURO�QHWZRUN��27��LV�SK\VLFDOO\�VHJUHJDWHG�IURP�WKH�HQWHUSULVH��,7��QHWZRUN�

��DV�WKHLU�SULPDU\�VWUDWHJ\�RI�GHIHQVH����

7KH�DLU�JDS�P\WK�KDV�EHHQ�GLVFXVVHG�DQG�UHIXWHG��%\HUV��(���$XJXVW���������6XIILFH�

WR�VD\�WKHUH�DUH�PDQ\�ZD\V�LQ�ZKLFK�DLU�JDSV�DUH�YLRODWHG��86%�WUDQVIHUV��PRELOH�

PDLQWHQDQFH�RU�YHQGRU�QRWHERRN�FRPSXWHUV�WKDW�LQWHUPLWWHQWO\�FRQQHFW��PRGHPV��VHULDO�

FRQQHFWLRQV��DQG�XQGRFXPHQWHG�QHWZRUN�EULGJHV�FUHDWHG�E\�HPSOR\HHV���(YHQ�&'V�DQG�

'9'V�UHSUHVHQW�D�WKUHDW�YHFWRU�WKDW�EUHDNV�WKH�P\WK����

6WLOO��PDOLFLRXV�DFWRUV�QHHG�QRW�JHW�WKDW�FUHDWLYH�WR�DFFHVV�D�ODUJH�QXPEHU�RI�

LQGXVWULDO�V\VWHPV���7KHUH�DUH�D�JUHDW�GHDO�RI�LQGXVWULDO�FRPSRQHQWV�FRQQHFWHG�GLUHFWO\�WR�
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WKH�LQWHUQHW���7KH�LQWHUQHW�VHDUFK�HQJLQH�6+2'$1��ZZZ�VKRGDQ�LR��UHYHDOV�VHYHUDO�

WKRXVDQG�GHYLFHV�WKDW�FRPPXQLFDWH�XVLQJ�,&6�VWDQGDUG�SURWRFROV��

�
)LJXUH�����6KRGDQ�,&6�5DGDU�2XWSXW�RI�'HYLFHV�E\�,&6�3URWRFRO��6RXUFH��

KWWSV���LFV�UDGDU�VKRGDQ�LR��

&RQQHFWLRQV�OLNH�WKLV�PD\�UHVXOW�IURP�D�ODFN�RI�XQGHUVWDQGLQJ�DQG�SURSHU�GHVLJQ�RI�

V\VWHP�QHHGV���$V�DQ�H[DPSOH��RQH�,&6�DVVHW�RZQHU�LQVWDOOHG�ERWK�HQWHUSULVH�,7�DQG�,&6�

QHWZRUNV�VLGH�E\�VLGH�\HW�VHSDUDWH���0DLQWHQDQFH�HQJLQHHUV�LQVWDOOHG�DQ�XQDXWKRUL]HG�

EULGJH�EHWZHHQ�WKH�WZR�QHWZRUNV�EHFDXVH�RI�OHJLWLPDWH�ZRUN�QHHGV���$�SURSHU�QHWZRUN�

GHVLJQ�WKDW�KDG�DFFRXQWHG�IRU�DOO�YDOLG�XVH�FDVHV�ZRXOG�KDYH�UHVXOWHG�LQ�SURSHU�QHWZRUN�

VHJPHQWDWLRQ�DQG�VHFXUH�FRQWUROV��

7KH�P\WK�RI�WKH�DLU�JDS�PXVW�EH�DEDQGRQHG�DOWRJHWKHU�LQ�WKH�LQWHUHVW�RI�DGYDQFLQJ�

WKH�PDWXULW\�RI�LQGXVWULDO�VHFXULW\���,&6�RZQHUV�PXVW�VWDUW�WR�HPEUDFH�WKH�FRQFHSW�RI�D�

FRQQHFWHG�SODQW�IORRU�WKDW�VXSSRUWV�WUDGLWLRQDO�VHFXULW\�VDIHJXDUGV���VRIWZDUH�XSGDWHV��

VHFXULW\�SDWFKHV��DQWLYLUXV�DQG�,'3�,36�DOHUW�UXOH�XSGDWHV��6HFXUH�DUFKLWHFWXUHV�WR�VXSSRUW�

WKLV�IRU�,&6�6&$'$�QHHG�WR�EH�GHVLJQHG�DQG�LPSOHPHQWHG��

����� ([DPLQLQJ�WKH�7KUHDW�
$5&�$GYLVRU\�*URXS�UHSRUWV�WKDW�,&6�DVVHW�RZQHUV�DUH�URXJKO\�HTXDOO\�FRQFHUQHG�

ZLWK�YXOQHUDELOLW\�LQWURGXFHG�E\�FRQQHFWLRQ�RI�27�WR�HQWHUSULVH�,7�DV�WKH\�DUH�WR�LQVLGHU�
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WKUHDW��$5&�$GYLVRU\�*URXS����������7KLV�VXJJHVWV�WKDW�WKH�LGHDO�SODFHPHQW�RI�,'6�,36�

LQ�WKH�FRQWURO�V\VWHP�VKRXOG�EH�EDODQFHG��SURWHFWLRQ�PXVW�EH�VXSSOLHG�DW�ERWK�WKH�

ERXQGDU\��ZKHUH�WKH�FRQWURO�V\VWHP�FRQQHFWV�WR�WKH�HQWHUSULVH�QHWZRUN��DQG�LQWHUQDOO\�WR�

WKH�FRQWURO�QHWZRUN��ZKHUH�D�GLVJUXQWOHG�HQJLQHHU�RU�PDLQWHQDQFH�ZRUNHU�PD\�KDYH�

SK\VLFDO�DFFHVV����,Q�6&$'$�V\VWHPV��ZKHUH�UHPRWH�WUDQVPLWWHU�XQLWV�PD\�EH�SK\VLFDOO\�

VHSDUDWHG�OLWHUDOO\�E\�PLOHV��DV�LQ�RLO��JDV��DQG�SRZHU�GLVWULEXWLRQ�QHWZRUNV��SK\VLFDO�

VHFXULW\�LV�RI�SDUWLFXODU�FRQFHUQ��7KHVH�VWDWLRQV�W\SLFDOO\�RSHUDWH�ZLWKRXW�WKH�SUHVHQFH�RI�

PDLQWHQDQFH�RU�RSHUDWRUV�IRU�H[WHQGHG�SHULRGV�RI�WLPH��DQG�RIWHQ�ODFN�DGHTXDWH�SK\VLFDO�

SURWHFWLRQV�DQG�PRQLWRULQJ�FDSDELOLW\��

,QVLGHU�WKUHDW�LV�QRW�H[FOXVLYH�WR�GHOLEHUDWHO\�PDOLFLRXV�EHKDYLRU���$Q�HQJLQHHU�ZKR�

WDNHV�KLV�RU�KHU�ODSWRS�KRPH�DQG�FRQWUDFWV�PDOZDUH�PD\�LQDGYHUWHQWO\�LQWURGXFH�WKLV�

WKUHDW�LQWR�WKH�ZRUN�HQYLURQPHQW���6R��WRR��DQ\�YHQGRU��FRQVXOWDQW�RU�FRQWUDFWRU�ZKR�

LQWURGXFHV�XQPDQDJHG�FRPSXWHUV�RU�VWRUDJH�PHGLD�WR�WKH�SODQW�HQYLURQPHQW��HLWKHU�YLD�

GLUHFW�FRQQHFWLRQ��86%��RU�ZLUHOHVV�FOLHQW���7KH�SRVVLELOLW\�RI�LQWUXVLRQ�LV�KLJK��DQG�WKLV�

IXUWKHU�HPSKDVL]HV�WKDW�ERXQGDU\�SURWHFWLRQ�DORQH�LV�LQDGHTXDWH��

(PEHGGHG�,&6��VXFK�DV�LQGXVWULDO�FRQWUROOHUV��FRPPXQLFDWLRQ�DGDSWHUV��SULQWHUV��DQG�

EDUFRGH�VFDQQHUV��XWLOL]H�FRPPRQ�SURWRFROV�DQG�H[SRVH�FRPPRQ�VHUYLFHV���7KLV�PDNHV�

WKHP�MXVW�DV�YXOQHUDEOH�WR�PDOLFLRXV�QHWZRUN�WUDIILF�DV�/LQX[��RU�:LQGRZV�EDVHG�

ZRUNVWDWLRQV�DQG�VHUYHUV���+RZHYHU��WKH�GLUHFW�LPSDFW�RI�QHWZRUN�EDVHG�H[SORLWV�DJDLQVW�

VXFK�WDUJHWV�LV�IDU�PRUH�OLNHO\�WR�EH�GHQLDO�RI�VHUYLFH�WKDQ�OHVV�YLVLEOH�DQG�SRWHQWLDOO\�

ORQJ�ODVWLQJ�H[SORLWV�OLNH�FRPPDQG�DQG�FRQWURO��&���VHUYHUV��H�J���WKH�UHFHLYHUV�IRU�

DWWDFNHUV¶�PDQXDO�LQSXWV��RU�SLYRW�SRLQWV��H�J���QHWZRUN�³UHOD\V´�WKDW�DWWDFNHUV�XVH�WR�

SHQHWUDWH�IXUWKHU�LQWR�V\VWHPV���

7KH�UHDVRQV�IRU�WKLV�DUH�YDULHG���/DFN�RI�FRPPRQ�KDUGZDUH�SODWIRUPV��WKH�OLPLWDWLRQV�

RI�UHDO�WLPH�RSHUDWLQJ�V\VWHPV��PLQLPDO�DYDLODEOH�PHPRU\�DQG�SURFHVVRU�EDQGZLGWK��DQG�

ODFN�RI�RSWLRQV�IRU�SHUVLVWHQFH��WKH�PDQQHU�LQ�ZKLFK�H[SORLWV�VXUYLYH�UHERRWV�DQG�SRZHU�

F\FOHV��DUH�VRPH�RI�WKHVH���,Q�IDFW��WKHUH�LV�OLWWOH�QHHG�IRU�VXFK�DUELWUDU\�FRGH�H[HFXWLRQ�

H[SORLWV�RQ�HPEHGGHG�SODWIRUPV�LQ�WKH�LQGXVWULDO�HQYLURQPHQW��VLQFH�:LQGRZV��DQG�

/LQX[�EDVHG�SODWIRUPV�DUH�SUHVHQW�DQG�PXFK�PRUH�LGHDO�IRU�WKLV�SXUSRVH���6WX[QHW�WRRN�
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DGYDQWDJH�RI�ZRUNVWDWLRQV�ZLWK�6WHS���3/&�SURJUDPPLQJ�VRIWZDUH�WR�HGLW�WKH�FRQWUROOHU¶V�

XVHU�DSSOLFDWLRQ�DQG�LQIOLFW�GDPDJH��)DOOLHUH��0XUFKX��	�&KLHQ�����������

���,'6�,36�LQ�,QGXVWULDO�(QYLURQPHQWV�
,QWUXVLRQ�'HWHFWLRQ�DQG�3UHYHQWLRQ�6\VWHPV�FRPH�LQ�WZR�PDMRU�DUFKLWHFWXUDO�

YDULDWLRQV�±�KRVW��RU�HQGSRLQW��EDVHG��+,'6�+,36��DQG�QHWZRUN�EDVHG��1,'6�1,36����

(DFK�W\SH�KDV�LWV�UROH�LQ�VHFXUH�DUFKLWHFWXUH���)RU�D�GHWDLOHG�LQWURGXFWLRQ�WR�WKHVH�W\SHV��

VHH�WKH�$SSHQGL[���

����� $�6DPSOH�$UFKLWHFWXUH�IRU�,'6�,36�'HSOR\PHQW�
)LJXUH���SUHVHQWV�D�VLPSOLILHG��YHUVLRQ�RI�&LVFR�DQG�5RFNZHOO�$XWRPDWLRQ¶V�

&RQYHUJHG�3ODQWZLGH�(WKHUQHW�DUFKLWHFWXUH��&3Z(����7KLV�DUFKLWHFWXUH�LV�QRW�LQWHQGHG�WR�

EH�UHSUHVHQWDWLYH��LW�LV�SUHVHQWHG�IRU�LOOXVWUDWLRQ�RI�FRQFHSWV�DORQH��

7KH�(QWHUSULVH�,7�QHWZRUN�LV�VHSDUDWHG�IURP�D�'HPLOLWDUL]HG�=RQH��'0=��E\�D�

ILUHZDOO���7KH�'0=�FRQWDLQV�D�:HE�3UR[\�6HUYHU��D�5HPRWH�'HVNWRS�*DWHZD\��DQG�DQ�

)736�)LOH�6HUYHU���(DFK�RI�WKHVH�DFWV�DV�D�JR�EHWZHHQ�IRU�WKH�(QWHUSULVH�DQG�

0DQXIDFWXULQJ�=RQHV���7KH�0DQXIDFWXULQJ�=RQH�LV�VHSDUDWHG�IURP�WKH�'0=�E\�WKH�

ILUHZDOO��DQG�FRQWDLQV�DOO�DVVHWV�QHFHVVDU\�IRU�WKH�FRQWURO�V\VWHP¶V�RSHUDWLRQ�±�

3URJUDPPDEOH�/RJLF�&RQWUROOHUV��3/&V���+XPDQ�0DFKLQH�,QWHUIDFH��+0,��ZRUNVWDWLRQV��

PDLQWHQDQFH�DQG�HQJLQHHULQJ�FRPSXWHUV��VHQVRUV��LQSXW�DQG�RXWSXW��,�2��DGDSWHUV��GULYHV��

DQG�VXSSRUWLQJ�DSSOLFDWLRQ�VHUYHUV���5RXWHUV�DQG�VZLWFKHV�PDNH�XS�WKH�QHWZRUN�

LQIUDVWUXFWXUH��
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�

)LJXUH�����([DPSOH�6LPSOLILHG�&3Z(�$UFKLWHFWXUH�
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7KH�HOHPHQWV�LQ�WKH�DERYH�DUFKLWHFWXUH�PD\�XWLOL]H�PDQ\�DSSOLFDWLRQ�SURWRFROV�WKDW�

DUH�FRPPRQ�WR�HQWHUSULVH�,7��DV�ZHOO�DV�H[FOXVLYH�27�SURWRFROV�VXFK�DV�(WKHUQHW�,3��

&RPPRQ�,QGXVWULDO�3URWRFRO��&,3���0RGEXV��'13��DQG�PDQ\�RWKHUV�WKDW�DUH�FDSDEOH�RI�

EHLQJ�WUDQVSRUWHG�RYHU�7&3�,3���$Q�LQGXVWULDO�,'6�,36�PXVW�EH�FDSDEOH�RI�SDUVLQJ�DQG�

H[DPLQLQJ�DOO�RI�WKHVH�IRU�WKUHDWV��

����� ,&6�7KUHDW�6FHQDULRV�
6FHQDULR���±�(QWHUSULVH�QHWZRUN�VRXUFHG�WKUHDW�

,I�D�FRPSURPLVH�RFFXUV�DW�WKH�HQWHUSULVH�,7�OHYHO��WKH�PHDQV�IRU�DQ�DWWDFN�WR�UHDFK�

WKH�,&6�LV�WKURXJK�WKH�'0=���7KH�YDULRXV�SUR[\�VHUYHUV�ORFDWHG�LQ�WKH�'0=�DUH�W\SLFDOO\�

KDUGHQHG�DQG�VSHFLDOL]HG�IRU�D�SDUWLFXODU�SXUSRVH�±�WKHVH�DUH�NQRZQ�DV�³%DVWLRQ�+RVWV´�

�'LOODUG��Q�G����

3URSHU�FRQILJXUDWLRQ�RI�ILUHZDOOV�DQG�XVH�RI�D�'0=�PHDQV�WKDW�DOO�FRQQHFWLRQV�

WHUPLQDWH�LQ�WKH�'0=���7KHUH�DUH�QR�GLUHFW�FRQQHFWLRQV�IURP�WKH�(QWHUSULVH�WR�WKH�

0DQXIDFWXULQJ�=RQH�DQG�YLFH�YHUVD���$�SUR[\�VHUYHU�LV�D�GXDO�KRPHG�KRVW�WKDW�DFFHSWV�

FRQQHFWLRQV�IURP�ERWK�WKH�(QWHUSULVH�DQG�0DQXIDFWXULQJ�]RQHV��DQG�SDVVHV�DSSOLFDWLRQ�

SURWRFROV�EHWZHHQ�WKHP��

)LJXUH���LOOXVWUDWHV�+7736�WUDIILF�SDVVLQJ�EHWZHHQ�WKH�(QWHUSULVH�DQG�

0DQXIDFWXULQJ�=RQHV�XVLQJ�D�ZHE�SUR[\���7KH�ZHE�SUR[\�UHTXLUHV�LWV�RZQ�VLJQHG�7/6�

FHUWLILFDWH�WR�HVWDEOLVK�WZR�+7736�VHVVLRQV��
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+HUH�WKH�DWWDFNHU�PD\�DWWHPSW�WR�FRPSURPLVH�WKH�VHUYHU�LWVHOI��EXW�QRW�QHFHVVDULO\�

DV�D�PRUH�³HOHJDQW´�PHWKRG�PD\�EH�WR�VLPSO\�HQFDSVXODWH�PDOZDUH�WKURXJK�SURWRFROV�WKDW�

WKH�VHUYHU�LV�GXWLIXOO\�KDQGOLQJ���,'6�,36�VKRXOG�EH�HPSOR\HG�WR�FRYHU�DOO�SRVVLELOLWLHV�±�

+,'6�+,36�WR�GHWHFW�RQ�KRVW�FRPSURPLVH�RI�WKH�SUR[\�VHUYHU�LWVHOI��1,'6�1,36�WR�GHWHFW�

FRPSURPLVH�DWWHPSWV�GLUHFWHG�DW�WKH�SUR[\�VHUYHU�DW�WKH�QHWZRUN�FRQQHFWLRQ��DQG�D�KRVW�

LQWHUQDO�1,'6�1,36�WR�LQVSHFW�WKH�DSSOLFDWLRQ�WUDIILF�WKDW�WKH�SUR[\�LV�SDVVLQJ�EHWZHHQ�

WKH�]RQHV���)LJXUH���LOOXVWUDWHV�WKLV�GHSOR\PHQW��
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�
)LJXUH�����3UR[\�VHUYHU�VHQVRU�GHSOR\PHQW�

,Q�WKH�DERYH�ILJXUH��WKH�ULJKW�PRVW�1,'6�1,36�VHQVRUV�PD\�EH�FRQWDLQHG�LQ�WKH�

ILUHZDOOV���)LUHZDOOV�WKDW�HQFDSVXODWH�WUDGLWLRQDO�,3�DQG�SRUW�ILOWHULQJ�FDSDELOLWLHV�ZLWK�

1,'6�1,36�DQG�DSSOLFDWLRQ�FRQWURO�FDSDELOLWLHV�DUH�UHIHUUHG�WR�DV�1H[W�*HQHUDWLRQ�

)LUHZDOOV��

,Q�WKH�'0=��VHQVRUV�ZRXOG�EH�WXQHG�WR�GHWHFW�H[SORLWV�RQO\�LQ�WKH�SURWRFROV�WKH�

SUR[LHV�DUH�FRQILJXUHG�WR�SDVV���,Q�RXU�H[DPSOH��WKHVH�ZRXOG�EH�+7736��5HPRWH�'HVNWRS�

�5'3���DQG�VHFXUH�ILOH�WUDQVIHU��)736����$OO�RWKHU�SURWRFROV�ZRXOG�EH�EORFNHG��DQG�

GHWHFWHG�DWWHPSWV�WR�VHQG�WKHP�WR�WKH�'0=�ZRXOG�EH�IODJJHG�DV�DOHUWV����

6FHQDULR���±�,QVLGHU�7KUHDW�

,Q�WKLV�FDVH��ZH�FRQFHUQ�RXUVHOYHV�ZLWK�PDOZDUH�LQWURGXFHG�GLUHFWO\�DW�WKH�SODQW�

IORRU��LQ�WKH�0DQXIDFWXULQJ�=RQH����6XSSRVH�DQ�XQVFUXSXORXV�PDLQWHQDQFH�WHFKQLFLDQ�

XVHV�KLV�RU�KHU�ZRUN�ODSWRS�WR�VXUI�WKH�,QWHUQHW�DW�KRPH�DQG�WKH�ODSWRS�EHFRPHV�LQIHFWHG�

ZLWK�PDOZDUH���6XEVHTXHQWO\��WKH�WHFKQLFLDQ�FRQQHFWV�WKH�ODSWRS�WR�WKH�0DQXIDFWXULQJ�

=RQH�DQG�LQWURGXFHV�WKH�PDOZDUH�WR�WKH�,&6���$QRWKHU�SRVVLEOH�VRXUFH�RI�PDOZDUH�DW�WKH�
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0DQXIDFWXULQJ�=RQH�LV�FRQWUDFWRUV��ZKR�RIWHQ�UHTXLUH�DQG�VXSSO\�WKHLU�RZQ�FRQQHFWLRQV�

WR�WKH�LQWHUQHW���$�VFHQDULR�OLNH�WKLV�RFFXUUHG�DW�WKH�2KLR�'DYLV�%HVVH�QXFOHDU�SRZHU�

SODQW��ZKHQ�D�FRQWUDFWRU�FRQQHFWHG�D�7��OLQH�WR�WKH�SODQW¶V�FRUSRUDWH�QHWZRUN��E\SDVVLQJ�

VHFXULW\�FRQWUROV�WKDW�LVRODWHG�LW�IURP�WKH�,QWHUQHW��DQG�LQWURGXFHG�WKH�6ODPPHU�64/�

ZRUP�WR�WKH�SODQW��.HVOHU����������,Q�WKLV�SDUWLFXODU�FDVH��WKH�FRUSRUDWH�DQG�FRQWURO�

QHWZRUNV�ZHUH�QRW�LVRODWHG�IURP�HDFK�RWKHU��SURYLGLQJ�DQ�H[DPSOH�RI�WKH�SRWHQWLDO�WKUHDW�

YHFWRU�WKDW�FRQWUDFWRUV�FDQ�SRVH�WR�D�SURWHFWHG�QHWZRUN��

+RVW�EDVHG�SURWHFWLRQ�RQ�WKH�ODSWRS��0DQXIDFWXULQJ�=RQH�ZRUNVWDWLRQV��DQG�

DSSOLFDWLRQ�VHUYHUV�LV�FHUWDLQO\�D�JRRG�LGHD�KHUH�DQG�D�QHFHVVDU\�ILUVW�OLQH�RI�GHIHQVH���,Q�

WKH�HYHQW�WKDW�WKH�+,'6�+,36�IDLOV��D�QHWZRUN�EDVHG�VHQVRU�FRXOG�GHWHFW�,3�SRUW�VFDQV��

1PDS�VW\OH�26�DQG�VHUYLFH�ILQJHUSULQWLQJ��DV�ZHOO�DV�LQGXVWULDO�SURWRFRO�EDVHG�PDOZDUH�

WUDIILF���6WX[QHW�ZDV�NQRZQ�WR�KDYH�HVWDEOLVKHG�D�SHHU�EDVHG�XSGDWH�PHFKDQLVP�RQ�D�

/$1��)DOOLHUH��0XUFKX��	�&KLHQ����������,Q�WKDW�FDVH��QHWZRUN�PRQLWRULQJ�ZRXOG�KDYH�

EHHQ�XVHIXO�WR�GHWHFW�WKH�ZRUP���0RQLWRULQJ�VXFK�DV�WKLV�ZRXOG�VHUYH�WR�SURWHFW�DQ\�

DWWDFKHG�KRVWV�WKDW�DUH�VXVFHSWLEOH�WR�LQWHJULW\�FRPSURPLVH��VXFK�DV�RWKHU�ZRUNVWDWLRQV�RU�

KXPDQ�PDFKLQH�LQWHUIDFHV��DV�ZHOO�DV�HPEHGGHG�GHYLFHV�WKDW�DUH�PRUH�YXOQHUDEOH�WR�

GHQLDO�RI�VHUYLFH�DWWDFNV��VXFK�DV�SURJUDPPDEOH�ORJLF�FRQWUROOHUV���
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�
)LJXUH�����6HQVRU�SODFHPHQW�LQ�WKH�0DQXIDFWXULQJ�=RQH�RI�WKH�6DPSOH�$UFKLWHFWXUH�

7KUHDWV�RQ�WKH�LQVLGH�RI�WKH�FRQWURO�V\VWHP�QHWZRUN�DUH�SDUWLFXODUO\�FRQFHUQLQJ�LQ�

6&$'$�V\VWHPV��ZKHUH�UHPRWH�WHUPLQDO�XQLWV��578V��DUH�RIWHQ�LQVWDOOHG�DW�GLVWDQFHV�

PHDVXUHG�LQ�PLOHV�IURP�D�FHQWUDO�FRQWURO�URRP���&RQVLGHU�)LJXUH����D�UHSUHVHQWDWLRQ�RI�D�

6&$'$�DUFKLWHFWXUH���$�FHQWUDO�FRQWURO�URRP�LV�XVHG�WR�VXSHUYLVH�PXOWLSOH�578V��
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,I�DQ�DWWDFNHU�GHIHDWV�WKH�SK\VLFDO�VHFXULW\�RI�DQ�578��RU�DOWHUQDWLYHO\��

FRPSURPLVHV�D�ZLUHOHVV�DFFHVV�SRLQW�LQWHUQDO�WR�WKH�578��KH�RU�VKH�FRXOG�SLYRW�WR�RWKHU�

578V�DFURVV�WKH�V\VWHP���7KH�DWWDFNHU�FRXOG�HVWDEOLVK�D�FRPPDQG�DQG�FRQWURO�QHWZRUN�

WKDW�HQFRPSDVVHV�DOO�578V��LQYLVLEOH�WR�WKH�FHQWUDO�FRQWURO�FHQWHU��
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�

)LJXUH����3HHU�578�&RPSURPLVH�LQ�6DPSOH�6&$'$�

1HWZRUN�EDVHG�,'6�,36��GHSOR\HG�WR�PRQLWRU�WKH�FHQWUDO�FRQWURO�QHWZRUN�578�LQWHUIDFH�

DW�D�PLQLPXP��ZRXOG�FRPEDW�WKLV�WKUHDW��

�

)LJXUH�����1,'6�1,36�&URVV�578�3URWHFWLRQ�

�

����� 7KH�&KDOOHQJHV�IRU�,&6�9HQGRUV�
,&6�DVVHW�RZQHUV�RIWHQ�YLHZ�VHFXULW\�DV�D�FRPSRQHQW�WR�SXUFKDVH�IRU�WKHLU�FRQWURO�

V\VWHPV��WKH\�ZDQW�WR�EX\�FRPSRQHQWV�WKDW�PDNH�WKHLU�FRQWURO�V\VWHP�³VHFXUH´��DUH�QRW�

REWUXVLYH�WR�UXQWLPH�SURGXFWLRQ��FDQ�RSHUDWH�LQ�DQ�DXWRPDWHG�IDVKLRQ�DQG�GR�QRW�UHTXLUH�D�

ODUJH�LQYHVWPHQW�LQ�WUDLQLQJ�DQG�PDLQWHQDQFH���7KLV�LV�FRXQWHULQWXLWLYH�WR�WKH�WUDLQHG�

VHFXULW\�SURIHVVLRQDO��ZKR�XQGHUVWDQGV�WKDW�VHFXULW\�LV�QRW�VRPHWKLQJ�WR�³EROW�RQ´��EXW�

PXVW�EH�³EDNHG�LQ´�DV�SDUW�RI�WKH�VHFXUH�GHYHORSPHQW�OLIHF\FOH�RI�FRPSRQHQWV��
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DUFKLWHFWXUH�UHYLHZV�DQG�DGMXVWPHQWV��KXPDQ�WUDLQLQJ�DQG�EHKDYLRUDO�DGMXVWPHQWV��DQG�

FRQWLQXRXV�PRQLWRULQJ�ZLWK�IUHTXHQW�RYHUVLJKW����

6R�WKH�,&6�YHQGRU�LV�IDFHG�ZLWK�PDQDJLQJ�FXVWRPHU�H[SHFWDWLRQV�DQG�WUDLQLQJ�

FXVWRPHUV�WR�XQGHUVWDQG�WKDW�PDNLQJ�,&6�VHFXUH�FDQQRW�VLPSO\�EH�ERXJKW���7KHUH�LV�QR�

³PDJLF�EXOOHW´�WKH\�FDQ�SXUFKDVH�WKDW�ZLOO�PDNH�DQ�,&6�ZLWKRXW�SURSHU�]RQH�

VHJPHQWDWLRQ��ZLWKRXW�DQ�HIIHFWLYH�XSGDWH�SODQ��ZLWKRXW�SURSHU�DFFHVV�FRQWUROV��ZLWKRXW�

FRQFHSW�RI�OHDVW�SULYLOHJH��DQG�ZLWKRXW�EHVW�SUDFWLFHV�IRU�RSHUDWRUV��HQJLQHHUV�DQG�

PDLQWHQDQFH�SHUVRQQHO�KDYH�D�EHWWHU�VHFXULW\�SURILOH��

:KDW�IROORZV�LV�D�VHW�RI�UHFRPPHQGDWLRQV�IRU�ERWK�YHQGRUV�DQG�DVVHW�RZQHUV�WR�PDNH�

,&6�VHFXULW\�EHWWHU�ZLWK�WKH�LQFRUSRUDWLRQ�RI�,'6�DQG�,36�WHFKQRORJLHV�DQG�SURFHVVHV����

����� 5HFRPPHQGDWLRQV�IRU�,&6�9HQGRUV�
��� 3URYLGH�D�VLPSOLILHG�IXQFWLRQDOLW\�

&\EHU�VHFXULW\�NQRZOHGJH�DQG�VWDIILQJ�DUH�OLPLWHG�LQ�,&6�HQYLURQPHQWV��DQG�PDQ\�

DVVHW�RZQHUV�ILQG�LW�GLIILFXOW�WR�EXLOG�DQG�PDLQWDLQ�WKLV�FRPSHWHQF\��$5&�$GYLVRU\�

*URXS����������*LYHQ�WKH�UHODWLYHO\�ORZ�LQVWDQFH�RI�,7�WHFKQRORJ\�H[SHULHQFH�RQ�WKH�

SODQW�IORRU��,&6�YHQGRUV�ZLOO�KDYH�WR�IRFXV�RQ�IXQFWLRQDOLW\�WKDW�LV�HDVLHU�WR�XQGHUVWDQG�

DQG�LQWHJUDWH��

7KH�FRPSOH[LWLHV�RI�DQ�,'6��LQFOXGLQJ�61257�UXOHV��UHJXODU�H[SUHVVLRQV��DQG�

FRPPDQG�OLQH�LQWHUIDFHV��PD\�EH�SDU�IRU�WKH�FRXUVH�LQ�VHFXULW\�DQG�QHWZRUN�WHFKQRORJLHV�

�LQGHHG��WKHLU�LQWHUIDFH�LPSHQHWUDELOLW\�PD\�EH�FRQVLGHUHG�HYHQ�GHVLUDEOH�WR�VHFXULW\�

SURIHVVLRQDOV���EXW�RZQHUV�RI�RSHUDWLRQDO�WHFKQRORJ\�LQ�WKH�,&6�GRPDLQ�ZLOO�QRW�

QHFHVVDULO\�VHH�WKH�YDOXH�RI�WKLV�FRPSOH[LW\��

��� 3URYLGH�SUH�SURFHVVRUV�IRU�LQGXVWULDO�SURWRFROV�

,'6�DQG�,36�SUH�SURFHVVRUV�PXVW�EH�GHVLJQHG�WKDW�XQGHUVWDQG�,&6�6&$'$�

SURWRFROV���7KHVH�SUHSURFHVVRUV�ZLOO�PDNH�UXOH�FUHDWLRQ�DQG�FRYHUDJH�ERWK�VLPSOHU�DQG�

PRUH�UREXVW���

&RQVLGHU�WKH�&,3�6WRS�FRPPDQG�SDFNHW�JHQHUDWHG�E\�0HWDVSORLW¶V�

³DX[LOLDU\�DGPLQ�VFDGD�PXOWLBFLSBFRPPDQG´�PRGXOH���,WV�SXUSRVH�LV�WR�FDXVH�D�GHQLDO�RI�
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VHUYLFH�E\�WHOOLQJ�DQ�LQGXVWULDO�FRQWUROOHU�WR�VKXW�GRZQ���)LJXUH���VKRZV�D�EUHDNGRZQ�RI�

WKH�(WKHUQHW,3�&,3�SD\ORDG��

�

)LJXUH�����3DFNHW�VWUXFWXUH�RI�0HWDVSORLW�&,3�6WRS�&RPPDQG�H[SORLW�

7KLV�SDUWLFXODU�SDFNHW�FRXOG�EH�GHWHFWHG�DQG�VWRSSHG�E\�D�VLPSOH�6QRUW�UXOH�VXFK�

DV�WKLV��

alert�TCP�$EXTERNAL_NET�any�Ͳ>�$HOME_NET�44818�(msg:"caught�CIP�STOP�

exploit!";�flow:�established,�to_server;�content:"|070220642401|";�offset:50;�depth:6;�

sid:70000000;)�

7KH�UXOH�WULJJHUV�RII�RI�WKH�&,3�6HUYLFH�&RGH�WKURXJK�,QVWDQFH�,'�KH[�VWULQJ��DW�D�

7&3�SD\ORDG�RIIVHW�RI����E\WHV���:H�VSHFLI\�WKHVH�UXOH�DWWULEXWHV�WR�EH�DV�VSHFLILF�DV�

SRVVLEOH��LQ�RUGHU�WR�DYRLG�IDOVH�SRVLWLYHV���7KLV�UXOH�LV�QRW�DGHTXDWHO\�UREXVW��KRZHYHU��

VLQFH�WKH�&,3�SURWRFRO�DOORZV�IRU�PXOWLSOH�&,3�VHUYLFH�FRPPDQGV�WR�EH�HQFDSVXODWHG�LQWR�

D�VLQJOH�SDFNHW��
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)LJXUH������0XOWLSOH�&,3�VHUYLFH�HQFDSVXODWLRQ�

8VLQJ�WKLV�YDOLG�HQFDSVXODWLRQ��WKH�&,3�6WRS�FRPPDQG�FRXOG�EH�SODFHG�DQ\ZKHUH�

ZLWKLQ�D�JLYHQ�SDFNHW�WKDW�FRQWDLQV�PXOWLSOH�VHUYLFHV��UHQGHULQJ�WKH�6QRUW�UXOH�DERYH�

XVHOHVV���7KH�UXOH�ZRXOG�EH�HYDGHG�GXH�WR�WKH�YDULDEOH�RIIVHW�ZLWKLQ�WKH�7&3�SD\ORDG��

�

	������ͳͳǤ��������������������������������������

7KLV�LV�ZKHUH�D�SUH�SURFHVVRU��SURJUDPPHG�ZLWK�WKH�SURWRFRO�LQWHOOLJHQFH�WR�

GHFRGH�&,3��ZRXOG�DOORZ�D�PRUH�UREXVW�UXOH�WR�EH�FUHDWHG�WKDW�FRXOG�FDWFK�DQ�,'6�,36�

HYDVLRQ�DWWHPSW�OLNH�WKLV��

61257�FXUUHQWO\�VXSSRUWV�RQO\�WZR�LQGXVWULDO�SURWRFRO�SUH�SURFHVVRUV��'13��DQG�

0RGEXV���7KHVH�DUH�FRPPRQ�SURWRFROV�IRU�WKH�SRZHU�GLVWULEXWLRQ�LQGXVWU\���)XUWKHU�SUH�

SURFHVVRUV�ZLOO�EH�QHFHVVDU\�IRU�RWKHU�,3�EDVHG�LQGXVWULDO�SURWRFROV�OLNH�&RPPRQ�

,QGXVWULDO�3URWRFRO��&,3���3URILQHW��(WKHU&$7��6(5&26�,,,��3RZHUOLQN�DQG�RWKHUV���

��� 6XSSO\�DQ�,QGXVWULDO�6,(0�

$�6HFXULW\�,QIRUPDWLRQ�DQG�(YHQW�0DQDJHPHQW�V\VWHP��RU�6,(0��LV�DQ�LPSRUWDQW�

SLHFH�RI�ZKDW�PDNHV�,'6�DQG�,36�ZRUNDEOH���7KLV�LV�D�VXSHUYLVRU\�V\VWHP�WKDW�UHFHLYHV�

DQG�DJJUHJDWHV�VLJQDOV�IURP�PDQ\�,'6�,36�VHQVRUV�DQG�DOORZV�DVVHW�RZQHUV�WR�YLHZ�DQG�

ILOWHU�UHVXOWV�LQ�UHSRUW�IRUP����

$�6,(0�DOVR�DJJUHJDWHV�V\VWHP�HYHQWV�UHODWHG�WR�VHFXULW\��ORJLQV�ORJRIIV��

SULYLOHJH�HVFDODWLRQ��DQG�DSSOLFDWLRQ�DOHUWV�DUH�VRPH�H[DPSOHV���)RU�LQGXVWULDO�V\VWHPV��

HYHQWV�OLNH�VFKHGXOHG�GRZQWLPH��PDWHULDO�VKRUWDJH��VKLIW�FKDQJH�DQG�RWKHUV�FRXOG�EH�

FRUUHODWHG�ZLWK�VHFXULW\�HYHQWV�IRU�VHFXULW\�LQFLGHQW�GHWHFWLRQ����
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6XSSRVH��IRU�H[DPSOH��WKDW�SURJUDP�FKDQJHV�WR�DQ�LQGXVWULDO�FRQWUROOHU�DUH�QHYHU�

OHJLWLPDWHO\�SHUIRUPHG�RXWVLGH�RI�VFKHGXOHG�ZHHNHQG�GRZQWLPH���$�6,(0�ZLWK�

DZDUHQHVV�RI�VFKHGXOHG�GRZQWLPH�FRXOG�IODJ�DQ\�SURJUDP�FRQILJXUDWLRQ�WUDIILF�GHWHFWHG�

RXWVLGH�RI�WKLV�ERXQGDU\�DV�D�SRWHQWLDOO\�PDOLFLRXV�HYHQW��DQG�WKHQ�DQQXQFLDWHG�WKDW�HYHQW�

ZLWK�SULRULW\��

����� 5HFRPPHQGDWLRQV�IRU�,&6�$VVHW�2ZQHUV�
�

��� (PSOR\�5REXVW�1HWZRUN�'HVLJQ��7DLORUHG�WR�WKH�3URFHVV�

:LWKRXW�SURSHU�QHWZRUN�GHVLJQ��PRQLWRULQJ�ZLWK�,'6�,36�LV�RI�OLPLWHG�XVHIXOQHVV���,I�

D�QHWZRUN�LV�XQGHU�GHVLJQHG��WKH�SRVVLELOLW\�RI�URJXH�FRQQHFWLRQV�WKDW�E\SDVV�FULWLFDO�

VHFXULW\�FRQWUROV�JRHV�XS��

1HWZRUNV�LQ�LQGXVWULDO�HQYLURQPHQWV�DUH�RIWHQ�XQGHU�GHVLJQHG�IRU�ZKDW�LV�UHTXLUHG�RI�

WKHP���(QVXULQJ�WKDW�FRPSRQHQWV�FDQ�FRPPXQLFDWH�LV�WKH�RQO\�FRQVLGHUDWLRQ���+HUH�LV�

ZKHUH�WKH�ODFN�RI�FRQYHUJHQFH�EHWZHHQ�,7�DQG�27�LV�GLUHFWO\�DQG�GHPRQVWUDEO\�

LPSDFWIXO���(QJLQHHUV�ZKRVH�SULPDU\�DUHD�RI�H[SHUWLVH�LV�SURFHVV�FRQWURO�DUH�H[SHFWHG�WR�

³ZHDU�WKH�KDW´�RI�D�QHWZRUN�DUFKLWHFW��DQG�RQO\�RFFDVLRQDOO\���7KLV�IDLOV�WR�JLYH�SURSHU�

FUHGLW�WR�DQ�LPSRUWDQW�DUHD�RI�H[SHUWLVH����

1HWZRUNV�PXVW�EH�GHVLJQHG�WR�FRQVLGHU�DOO�RI�WKH�IROORZLQJ��

x� 5HVLOLHQFH��ZLOO�SK\VLFDO�RSHUDWLRQ�RU�VDIHW\�EH�DIIHFWHG�E\�WKH�ORVV�RI�D�VZLWFK��

URXWHU��FDEOH�RU�FRPPXQLFDWLRQ�DGDSWHU"�

x� $XWKRUL]HG�XVH�FDVHV��KRZ�ZLOO�RSHUDWRUV��HQJLQHHUV��PDQDJHUV�DQG�FRQWUDFWRUV�

XVH�WKH�QHWZRUN"��$UH�DOO�YDOLG�XVH�FDVHV�FRQVLGHUHG�DQG�PLWLJDWHG"�

x� 2SHUDWLRQDO�VHJPHQWDWLRQ��VHSDUDWLRQ�RI�RSHUDWLRQDO�XQLWV��ZRUN�FHOOV���

LQSXW�RXWSXW�WUDIILF��VXSHUYLVRU\�WUDIILF��V\QFKURQRXV�YHUVXV�DV\QFKURQRXV�WUDIILF��

FRQWUROOHU�WR�FRQWUROOHU�SHHU�PHVVDJLQJ��VHFXUH�WXQQHOLQJ�DQG�RWKHUV��

x� /RDG�%DODQFLQJ��DQDO\VLV�RI�QHFHVVDU\�WKURXJKSXW��SDFNHWV�SHU�VHFRQG���ODWHQF\��

RYHUKHDG��GDWDJUDP�VL]H�HIIHFWV��
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x� 3K\VLFDO�VHFXULW\��KRZ�SK\VLFDOO\�DFFHVVLEOH�DUH�QHWZRUN�LQIUDVWUXFWXUH�

FRPSRQHQWV��FRQWUROOHUV��,�2�GHYLFHV��GLVFUHWH�DQG�DQDORJ�,�2��GULYHV��VHQVRUV��

'HVLJQ�FRQVLGHUDWLRQV�OLNH�WKHVH�DIIHFW�DQ�LQGXVWULDO�V\VWHP¶V�UHVLVWDQFH�WR�DWWDFN�RU�

DFFLGHQW��SUHYHQW�LQIRUPDWLRQ�OHDNDJH��DQG�IDFLOLWDWH�VHSDUDWLRQ�RI�QHWZRUN�SURWRFROV���$OO�

RI�WKHVH�EHQHILWV�DUH�JRRG�SUHUHTXLVLWHV�WR�WKH�QH[W�UHFRPPHQGDWLRQ��

��� 8VH�WKH�³3´�RQO\�IRU�1RQ�&ULWLFDO�7UDIILF�

7KH�SRVVLELOLW\�RI�IDOVH�SRVLWLYHV�LV�D�UHDO�FRQFHUQ�DV�ORQJ�DV�WKLV�WHFKQRORJ\�LV�LQ�

LWV�LQIDQF\�LQ�WKH�,&6�GRPDLQ���2UJDQL]DWLRQV�WKDW�FXUUHQWO\�XWLOL]H�QHWZRUN�LQWUXVLRQ�

GHWHFWLRQ�WHFKQRORJ\�DUH�JHQHUDOO\�DYHUVH�WR�XVLQJ�LW�DV�D�SUHYHQWLRQ�PHWKRG��LQ�RWKHU�

ZRUGV��DV�D�1,36��IRU�IHDU�RI�EORFNLQJ�FULWLFDO�WUDIILF��$5&�$GYLVRU\�*URXS���������8QWLO�

LQGXVWULDO�SURWRFRO�SDUVLQJ�EHFRPHV�XELTXLWRXV�LQ�,'6�,36��DQG�DV�ORQJ�DV�D�EHWWHU�

GHILQLWLRQ�RI�ZKDW�LV�³QRUPDO´�WUDIILF�LQ�WKLV�GRPDLQ�UHPDLQV�HOXVLYH��XVH�RI�WKLV�

WHFKQRORJ\�LQ�,36�IRUP�SUHVHQWV�D�ULVN�RI�RSHUDWLRQDO�GRZQWLPH���$�GHVHUYHG��RU�

SHUFHLYHG��UHSXWDWLRQ�DV�WKH�FDXVH�RI�RSHUDWLRQDO�GRZQWLPH�ZLOO�NLOO�WKH�DGRSWLRQ�RI�WKLV�

WHFKQRORJ\���TXLFNHU�WKDQ�DQ\WKLQJ�HOVH��

)RU�WKLV�UHDVRQ��,&6�RZQHUV�VKRXOG�DSSO\�WKLV�WHFKQRORJ\�LQ�3URWHFWLRQ�0RGH�

�EORFNLQJ�PDOLFLRXV�WUDIILF��RQO\�ZKHUH�WUDIILF�LV�QRW�GLUHFWO\�FULWLFDO�WR�FRQWURO���)LJXUH����

LV�DQ�LOOXVWUDWLRQ�RI�FULWLFDO�YHUVXV�QRQ�FULWLFDO�WUDIILF�LQ�WKH�PDQXIDFWXULQJ�]RQH�RI�WKH�

UHSUHVHQWDWLYH�DUFKLWHFWXUH��
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)LJXUH����&ULWLFDO�YHUVXV�1RQ�&ULWLFDO�7UDIILF�

8QGHUVWDQG�WKDW�WKLV�EUHDNGRZQ�LV�H[WUHPHO\�GHSHQGHQW�RQ�WKH�SURFHVV�DQG�WKH�

RZQHU¶V�QHHGV��DQG�PXVW�EH�HYDOXDWHG�RQ�D�FDVH�E\�FDVH�EDVLV���)RU�H[DPSOH��GDWDEDVH�

ORJV�PD\�EH�DV�FULWLFDO�WR�DQ�DVVHW�RZQHU�DV�WKH�SK\VLFDO�FRQWURO�RI�D�SURFHVV�LWVHOI��DQ�

RZQHU�PD\�GHWHUPLQH�WKDW�WKH\�DUH�ZLOOLQJ�WR�VKXW�D�SURFHVV�GRZQ�UDWKHU�WKDQ�OHW�LW�

FRQWLQXH�ZLWKRXW�WKLV�LQIRUPDWLRQ��

$�VLGH�EHQHILW�RI�WDNLQJ�D�GHWHFWLRQ�RQO\�VWUDWHJ\�LV�WKH�DELOLW\�WR�OHDUQ�PRUH�DERXW�

DQ�RZQHU¶V�,&6�QHWZRUN�WUDIILF�±�LQ�WHUPV�RI�ERWK�ZKDW�LV�QRUPDO�DQG�LQ�SRVVLEO\�

GLVFRYHULQJ�XQH[SHFWHG�FRQQHFWLRQV���)RU�H[DPSOH��DQ�RZQHU�ZKR�KROGV�ERWK�DQ�

H[SHFWDWLRQ�RI�DLU�JDSSLQJ�DV�ZHOO�DV�SURSHU�QHWZRUN�XVDJH�ZRXOG�EH�ZHOO�LQIRUPHG�LI�DQ�

,'6�XQFRYHUHG�<RXWXEH�WUDIILF�GHVWLQHG�IRU�DQ�,&6�LQWHUQDO�KRVW��

��� 7DNH�DGYDQWDJH�RI�WKH�VWDWLF�QDWXUH�RI�,&6�
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2QH�DVSHFW�RI�,&6�6&$'$�WKDW�FRXOG�PDNH�LW�LGHDO�IRU�,'6�,36�GHSOR\PHQW�LV�LWV�

IXQGDPHQWDOO\�VWDWLF��GHWHUPLQLVWLF�QDWXUH���2QFH�,3�DGGUHVVHV�DQG�SURWRFROV�DUH�

HVWDEOLVKHG�ZLWKLQ�D�V\VWHP�DW�FRPPLVVLRQLQJ��WKH\�UDUHO\�FKDQJH��XSJUDGHV�H[FHSWHG����

$FFRUGLQJ�WR�WKH�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\��

1HWZRUN�WUDIILF�EHWZHHQ�,&6�FRPSRQHQWV�UHPDLQV�PRVWO\�LQYDULDEOH�IRU�H[WHQGHG�

SHULRGV�RI�WLPH���$Q�+0,�SROOV�VSHFLILF�GDWD�SRLQWV�IURP�D�3/&�DW�UHJXODU�LQWHUYDOV���

:HOO�WXQHG�DODUPV�UHPDLQ�UHODWLYHO\�³TXLHW´�XQGHU�QRUPDO�RSHUDWLQJ�FRQGLWLRQV���6HQVRUV�

DQG�,�2�VHUYH�XS�GDWD�FKXQNV�RI�WKH�VDPH�VL]H�DW�FRQILJXUHG�SROOLQJ�UDWHV���,W�LV�WKLV�

GHWHUPLQLVP�WKDW�PDNHV�D�QHWZRUN�DQRPDO\�VXFK�DV�LQ�LQWUXVLRQ�VWDQG�RXW��WR�EH�FDXJKW�

DQG�DQQXQFLDWHG�E\�DQ�LQWUXVLRQ�GHWHFWLRQ�V\VWHP��

7KLV�LV�D�QHWZRUN�DQRPDO\�DSSURDFK�WR�GHIHQVH�WKDW�FDQ�EH�YHU\�VXFFHVVIXO�LQ�WKH�

,&6�6&$'$�UHDOP�±�DV�RSSRVHG�WR�HQWHUSULVH�,7�ZKHUH�WKH�KRVW�DQG�SURWRFRO�SRRO��,3�

DGGUHVVLQJ��DQG�QHWZRUN�WUDIILF�SURILOH�DUH�DOO�IDU�PRUH�G\QDPLF��

���&RQFOXVLRQV�DQG�)XUWKHU�&RQVLGHUDWLRQV�
,&6�YHQGRUV�VKRXOG�FRPH�RXW�RI�WKH�JDWH�ZLWK�SURGXFWV�WKDW�DUH�FRPSHWLWLYH�LQ�

SHUIRUPDQFH�DQG�IHDWXUH�VHW�ZLWK�WKHLU�HQWHUSULVH�,7�FRXQWHUSDUWV���,QGXVWULDO�$XWRPDWLRQ�

SURGXFW�YHQGRUV�VKRXOG�WDNH�DGYDQWDJH�RI�WKH�H[SHULHQFH�RI�FRPSDQLHV�OLNH�&LVFR��

7LSSLQJ�3RLQW��-XQLSHU�DQG�,%0�DQG�XWLOL]H�SDUWQHUVKLSV�WR�PRUH�TXLFNO\�WDNH�DGYDQWDJH�

RI�D�ULVLQJ�RSSRUWXQLW\���$�VXUYH\�RI�,&6�6&$'$�RZQHUV��YHQGRUV�DQG�FRQVXOWDQWV�

VKRZHG�WKDW�WKH�SHUFHQWDJH�RI�LQGXVWULDO�FRPSDQLHV�XVLQJ�+,'6�+,36�ZLOO�JURZ�E\�����

RYHU�WKH�QH[W�WKUHH�\HDUV��DQG�WKH�XVH�RI�6HFXULW\�,QIRUPDWLRQ�DQG�(YHQW�0DQDJHPHQW�

�6,(0��E\�QHDUO\������$5&�$GYLVRU\�*URXS��������

)RU�DQ�HQWHUSULVH�,7�YHQGRU��WKH�EHQHILW�RI�WKLV�SDUWQHUVKLS�ZRXOG�EH�LQ�FR�

EUDQGLQJ�ZLWK�D�QDPH�WKDW�,&6�RZQHUV�DQG�RSHUDWRUV�WUXVW���&XUUHQWO\��5RFNZHOO�

$XWRPDWLRQ��6LHPHQV��$%%��DQG�+RQH\ZHOO�DUH�DPRQJ�VHYHUDO�ZHOO�HVWDEOLVKHG�DQG�

WUXVWHG�QDPHV�RQ�WKH�SODQW�IORRU�ELOO�RI�PDWHULDO��

,&6�6&$'$�V\VWHP�YHQGRUV�DQG�DVVHW�RZQHUV�KDYH�VLJQLILFDQW�ZRUN�WR�GR�LQ�

RUGHU�WR�LPSURYH�LQGXVWULDO�VHFXULW\���,'6�DQG�,36�FDQ�DQG�VKRXOG�SOD\�DQ�LPSRUWDQW�SDUW�

LQ�WKLV�ZRUN��RQFH�D�JRRG�EDVHOLQH�VHFXULW\�SURILOH�LV�HVWDEOLVKHG���9HQGRUV�FDQ�WDNH�WKH�
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OHDG�LQ�WKLV�HIIRUW��QRW�RQO\�LQ�WKH�SURGXFWV�WKH\�VHOO�EXW�LQ�WKH�NQRZOHGJH�WKH\�LPSDUW�WR�

WKHLU�FXVWRPHUV���,&6�DVVHW�RZQHUV�KDYH�GLVSOD\HG�ERWK�D�GHVLUH�DQG�D�ZLOOLQJQHVV�WR�OHW�

WKHLU�FRQWURO�V\VWHP�YHQGRUV�EH�WKHLU�JXLGHV�RQ�WHFKQRORJ\��EHVW�SUDFWLFHV��DQG�UHJXODWRU\�

FRPSOLDQFH���9HQGRUV�HPEUDFH�WKLV�UROH�DV�WKH�³FRQWURO�H[SHUWV´�DQG�PXVW�OHYHUDJH�WKDW�

UHOLDQFH�WR�UDLVH�WKH�EDU�RQ�LQGXVWULDO�VHFXULW\���7RJHWKHU��ERWK�JURXSV�PXVW�DFWLYHO\�

HQJDJH�JRYHUQLQJ�DJHQFLHV�WR�HQVXUH�HIIHFWLYH�VHFXULW\�SUDFWLFHV�DUH�UHSUHVHQWHG�LQ�

FXUUHQW�DQG�IXWXUH�UHJXODWLRQV��

*RYHUQPHQW�DXWKRULWLHV�QHHG�WR�LQYHVW�LQ�XSGDWLQJ�WKHLU�UHFRPPHQGDWLRQV�DV�ZHOO�

DV�UHJXODWLRQV�LQ�OLJKW�RI�QHZHU�WKUHDWV�DQG�QHZHU�VWUDWHJLHV�IRU�GHIHQVH����7KH�'HSDUWPHQW�

RI�+RPHODQG�6HFXULW\¶V�UHFRPPHQGDWLRQV�IRU�EHWWHU�VHFXULQJ�LQGXVWULDO�FRQWURO�V\VWHPV��

UHIHUHQFHG�LQ�WKLV�GRFXPHQW��DUH�VL[�\HDUV�ROG�DV�RI�WKLV�ZULWLQJ�ȋ'+6��2FWREHU���������

$Q�HIIHFWLYH�,'6�,36�GHSOR\PHQW�ZLOO�UHTXLUH�WKH�DELOLW\�WR�XSGDWH�DOHUW�VLJQDWXUHV�

UHJXODUO\���,QDELOLW\�WR�XSGDWH�ZLOO�PDNH�WKLV�WHFKQRORJ\�LQHIIHFWLYH���7KLV�LV�ZKDW�PDNHV�

LQGXVWULDO�V\VWHPV¶�XSGDWH�PDQDJHPHQW��RU�PRUH�DFFXUDWHO\�ODFN�WKHUHRI��D�SUREOHP�IRU�

FRQWLQXRXV�PRQLWRULQJ���6\VWHP�XSGDWHV�DUH�RIWHQ�DFWLYHO\�GLVFRXUDJHG�LQ�,&6�6&$'$���

7KLV�FDQ�EH�GXH�WR�D�FRQFHUQ�IRU�GRZQWLPH��RU�GXH�WR�VWULFW�UHJXODWLRQV�OLNH�WKRVH�RI�WKH�

)'$�WKDW�UHTXLUH�H[WHQVLYH�UH�WHVWLQJ�ZKHQ�V\VWHP�XSGDWHV�DUH�PDGH��

7KHUH�DUH�WHFKQRORJLFDO��RUJDQL]DWLRQDO��DQG�SHUVRQQHO�VNLOOVHW�GULYHUV�WKDW�NHHS�,7�

DQG�27�DSDUW�ȋ+DUS��'���	�*UHJRU\�%URZQ��%���$SULO���������)RU�,'6�,36�WR�VXFFHHG�LQ�
LQGXVWULDO�HQYLURQPHQWV��WKHVH�DUHDV�ZLOO�QHHG�WR�FRQYHUJH���(IIHFWLYH�GHSOR\PHQW�LI�

,'6�,36�LQ�WKLV�PDUNHW�VHJPHQW�ZLOO�UHTXLUH�SODQW�IORRU�FDSDELOLW\�WR�LQVWDOO��PDLQWDLQ��DQG�

XSGDWH�VHQVRUV�DQG�FHQWUDO�DJJUHJDWLRQ�VHUYHUV���7R�PHHW�WKLV�QHHG��RZQHUV�ZLOO�EH�

UHTXLUHG�WR�HQJDJH�KXPDQ�UHVRXUFHV�ZLWK�WKH�VNLOOV�QHFHVVDU\�WR�XQGHUVWDQG�DQG�DSSO\�WKLV�

WHFKQRORJ\��

7R�FRQFOXGH��ZH�TXRWH�WKH�$5&�$GYLVRU\�*URXS���*LYHQ�WKH�FRPSOH[LW\�RI�

WRGD\¶V�,&6�V\VWHPV��WKH�JURZLQJ�F\EHU�WKUHDW�ODQGVFDSH��DQG�WKH�PXOWLWXGH�RI�SURGXFWV�

DYDLODEOH��GHYHORSLQJ�DQ�HIIHFWLYH�,&6�F\EHU�VHFXULW\�VWUDWHJ\�UHTXLUHV�FRQVLGHUDEOH�

H[SHUWLVH��7KLV�DQG�WKH�QHHG�IRU�FRQVWDQW�V\VWHP�PDLQWHQDQFH�KDYH�VSDZQHG�D�ODUJH�

PDUNHW�IRU�F\EHU�VHFXULW\�VHUYLFHV����$5&�$GYLVRU\�*URXS��������
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���$SSHQGL[�±�7\SHV�RI�,'6�,36�
+RVW�%DVHG�,QWUXVLRQ�'HWHFWLRQ�3UHYHQWLRQ��+,'6�+,36��

+RVW�%DVHG�,QWUXVLRQ�'HWHFWLRQ�3UHYHQWLRQ��+,'6�+,36��LV�HQGSRLQW�VRIWZDUH�WKDW�

PRQLWRUV�IRU�PDOLFLRXV�DFWLYLW\��DQG�FDQ�DODUP��+,'6��DQG�SRVVLEO\�EORFN��+,36��

RSHUDWLRQV�RQ�WKH�HQGSRLQW�FOLHQW�WKDW�DUH�SHUFHLYHG�DV�PDOLFLRXV���2IWHQ��WKLV�

IXQFWLRQDOLW\�LV�LQFOXGHG�HQGSRLQW�SURWHFWLRQ�VXLWHV�WKDW�EXQGOH�LW�ZLWK�$9��DQWLYLUXV���

ILUHZDOO��DQG�DSSOLFDWLRQ�ZKLWHOLVWLQJ���+,'6�+,36�FDQ�PRQLWRU�V\VWHP�PHPRU\��WKH�ILOH�

V\VWHP��DQG�UHPRYDEOH�PHGLD��

7KH�KRVW�EDVHG�VROXWLRQ�DOORZV�IRU�D�PRUH�GHWDLOHG�YLHZ�RI�PDOLFLRXV�VRIWZDUH¶V�

HIIHFW�RQ�DQ�HQGSRLQW��KRZHYHU��LW�VKRXOG�QRW�EH�UHOLHG�RQ�H[FOXVLYHO\�VLQFH�DQ\�LQWUXVLRQ�

WKDW�JRHV�XQGHWHFWHG�KDV�WKH�SRWHQWLDO�WR�FRPSURPLVH�WKH�GHWHFWLRQ�VRIWZDUH�LWVHOI���

$UFKLWHFWXUDOO\��WKH�KRVW�EDVHG�VROXWLRQ�DOORZV�H[DPLQDWLRQ�RI�QHWZRUN�SDFNHWV�WKDW�WKH�

KRVW�QHWZRUN�DGDSWHU�FDQ�VHH��EXW�21/<�WKRVH�WKDW�WKH�KRVW�FDQ�VHH����

,Q�LQGXVWULDO�V\VWHPV��KRVW�EDVHG�,'6�,36�FDQ�EH�GHSOR\HG�RQ�KXPDQ�PDFKLQH�

LQWHUIDFHV��ZRUNVWDWLRQV��DQG�VHUYHUV���(PEHGGHG�GHYLFHV�OLNH�SURJUDPPDEOH�ORJLF�

FRQWUROOHUV�DQG�FRPPXQLFDWLRQ�DGDSWHUV�PD\�HYHQWXDOO\�LQFRUSRUDWH�WKLV�WHFKQRORJ\�RQFH�

SURFHVVRU�VSHHGV�DQG�PHPRU\�DUH�DYDLODEOH�WR�VXSSRUW�LW��
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)LJXUH�$���LV�D�VLPSOLILHG�DUFKLWHFWXUDO�UHSUHVHQWDWLRQ�RI�+RVW�%DVHG�,'6�,36���

0DOLFLRXV�WUDIILF��ERWK�LQERXQG��LQJUHVV��DQG�RXWERXQG��HJUHVV��LV�UHSUHVHQWHG�E\�WKH�UHG�

DUURZV��GHWHFWHG�DQG�RU�SUHYHQWHG�DW�WKH�KRVW��

Target�Server
w/�installed�
HIDS/HIPS

SwitchAttacker

(ingress)

HostͲBased�Intrusion�Detection/Prevention�(HIDS/HIPS)

(egress)

�

)LJXUH�$�����+RVW�%DVHG�,'6�,36��5HG�DUURZV�LQGLFDWH�PDOLFLRXV�WUDIILF�
�

1HWZRUN�%DVHG�,QWUXVLRQ�'HWHFWLRQ�3UHYHQWLRQ��1,'6�1,36��

1HWZRUN�EDVHG�LQWUXVLRQ�GHWHFWLRQ�DQG�SUHYHQWLRQ�LV�D�WHFKQRORJ\�WKDW�H[DPLQHV�

WUDIILF�EHWZHHQ�QHWZRUN�FRPSRQHQWV�DQG�HLWKHU�DODUPV��1,'6��RU�EORFNV��1,36��

DQRPDORXV�RU�PDOLFLRXV�QHWZRUN�SDFNHWV�RQ�WKH�ZLUH��

7KLV�VROXWLRQ�UHTXLUHV�DQ�DSSOLDQFH�±�LQ�WKH�IRUP�RI�D�GHGLFDWHG�HQGSRLQW�±�

SRVLWLRQHG�LQ�WKH�DUFKLWHFWXUH�WR�UHDG�QHWZRUN�SDFNHWV�DW�RQH�RU�PRUH�ORFDWLRQV���7KLV�

DSSOLDQFH�FDQ�FRQQHFW�ZLWK�D�QHWZRUN�WDS�RU�D�VZLWFK�SRUW�WKDW�PLUURUV�WUDIILF����

7KLV�IRUP�RI�LQWUXVLRQ�GHWHFWLRQ�ODFNV�WKH�DELOLW\�WR�VHH�VLJQV�RI�LQWUXVLRQ�ZLWKLQ�

HQGSRLQWV��EXW�FDVWV�WKH�ZLGHU�QHW�RI�H[DPLQLQJ�SDFNHWV�IURP�VHYHUDO�HQGSRLQWV�QHDU�

VLPXOWDQHRXVO\��JLYHQ�SURSHU�VHQVRU�SODFHPHQW���1HDUO\�HYHU\�LQWUXVLRQ�PXVW�HQWDLO�

JHQHUDWLQJ�QHWZRUN�WUDIILF�LQ�RUGHU�WR�EH�XVHIXO�WR�DWWDFNHUV��HLWKHU�WKURXJK�WUDQVPLWWHG�

H[SORLWV�RU�FRPPDQG�DQG�FRQWURO��&���SDFNHWV����

,QGXVWULDO�V\VWHPV�FRXOG�LPSOHPHQW�QHWZRUN�EDVHG�,'6�,36�VLPLODUO\�WR�KRZ�LW�LV�

GRQH�LQ�HQWHUSULVH�,7�±�WKURXJK�VSDQ�SRUWV�RQ�QHWZRUN�VZLWFKHV�RU�WKURXJK�QHWZRUN�WDSV��
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)LJXUH�$���LV�D�VLPSOH�UHSUHVHQWDWLRQ�RI�QHWZRUN�EDVHG�,'6�,36��LPSOHPHQWHG�ZLWK�D�

QHWZRUN�WDS��SURWHFWLQJ�D�WDUJHW�VHUYHU��

�

)LJXUH�$�����1HWZRUN�%DVHG�,'6�,36��5HG�DUURZV�LQGLFDWH�PDOLFLRXV�WUDIILF�

�



&KDOOHQJHV�IRU�,'6�,36�'HSOR\PHQW�LQ�,QGXVWULDO�&RQWURO�6\VWHPV� ���
�

��������������ǡ��������Ͷʹʹ͵̷�����Ǥ���� � �

5HIHUHQFHV�

$EUDPV��0���	�:HLVV��-���$XJXVW��������Bellingham, Washington Control System Cyber 

Security Case Study��

KWWS���FVUF�QLVW�JRY�JURXSV�60$�ILVPD�LFV�GRFXPHQWV�%HOOLQJKDPB&DVHB6WXG\BUH

SRUW�����6HS����SGI�

$5&�$GYLVRU\�*URXS���������ICS Cyber Security Global Market Research Study, Market 

Analysis and Forecast Through 2017.  5HWULHYHG�WKURXJK�VXEVFULSWLRQ�

$5&�$GYLVRU\�*URXS��0D\��������The Real State of Industrial Cyber Security.  

5HWULHYHG�WKURXJK�VXEVFULSWLRQ 

%\HUV��(���$XJXVW���������The Air Gap: SCADA’s Enduring Security Myth��

&RPPXQLFDWLRQV�RI�WKH�$&0��9ROXPH�����1R����

'LOODUG��.���Q�G����Intrusion Detection FAQ: What is a Bastion Host?��

KWWS���ZZZ�VDQV�RUJ�VHFXULW\�UHVRXUFHV�LGIDT�EDVWLRQ�SKS�

'UDJRV�6HFXULW\��'HFHPEHU��������ICS Cyber Attack on German Steelworks Facility and 

Lessons Learned��KWWSV���GUDJRVVHFXULW\�FRP�EORJ���LFV�F\EHU�DWWDFN�RQ�JHUPDQ�

VWHHOZRUNV�IDFLOLW\�DQG�OHVVRQV�OHDUQHG�

)DOOLHUH��1���0XUFKX��/���	�&KLHQ��(���)HEUXDU\���������W32.Stuxnet Dossier, Version 

1.4.  

KWWS���ZZZ�V\PDQWHF�FRP�FRQWHQW�HQ�XV�HQWHUSULVH�PHGLD�VHFXULW\BUHVSRQVH�ZKLW

HSDSHUV�Z��BVWX[QHWBGRVVLHU�SGI�

+DUS��'���	�*UHJRU\�%URZQ��%���$SULO��������IT/OT Convergence: Bridging the Divide��

KWWS���LFV�VDQV�RUJ�PHGLD�,7�27�&RQYHUJHQFH�1H['HIHQVH�:KLWHSDSHU�SGI 

,+6�7HFKQRORJ\��-XQH��������Cybersecurity in process and discrete automation.  

5HWULHYHG�WKURXJK�VXEVFULSWLRQ�

.HVOHU��%�����������The Vulnerability of Nuclear Facilities to Cyber Attack.  6WUDWHJLF�

,QVLJKWV��6SULQJ�������

KWWS���HGRFV�QSV�HGX�QSVSXEV�LQVWLWXWLRQDO�QHZVOHWWHUV�VWUDWHJLF���LQVLJKW������6

,�Y���,�B.HVOHU�SGI 



&KDOOHQJHV�IRU�,'6�,36�'HSOR\PHQW�LQ�,QGXVWULDO�&RQWURO�6\VWHPV� ���
�

��������������ǡ��������Ͷʹʹ͵̷�����Ǥ���� � �

 

7RILQR�6HFXULW\��Q�G����ISA/IEC 62443 Standards��

KWWSV���ZZZ�WRILQRVHFXULW\�FRP�ZK\�LVD�LHF�������

86�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\��2FWREHU�������� Recommended Practice: 

Improving Industrial Control Systems Cybersecurity with Defense-In-Depth 

Strategies.  KWWSV���LFV�FHUW�XV�

FHUW�JRY�VLWHV�GHIDXOW�ILOHV�UHFRPPHQGHGBSUDFWLFHV�'HIHQVHBLQB'HSWKB2FW���SGI 

86�'HSDUWPHQW�RI�+RPHODQG�6HFXULW\��2FWREHU�������� What is Critical Infrastructure��

KWWS���ZZZ�GKV�JRY�ZKDW�FULWLFDO�LQIUDVWUXFWXUH�


