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Haruna | sa
IDIC Practical for GClIA (10 Detects)
4/ 24/ 00

Det ect #1: SubSeven Scan
Snort Vi ew

[**] Possible SubSeven access [**]

04/ 08-09: 43: 31. 945201 24.10.131.221: 3104 -> a.cabl e. host: 1243
TCP TTL: 119 TOS: 0x0 | D: 59825 DF

**Srx*xx Seq: Ox50CED8B  Ack: 0xO0 W n: 0x2000

TCP Options => MSS: 1460 NOP NOP SackOK

[**] Possible SubSeven access [**]

04/ 08-09: 43: 32. 457765 24.10.131.221: 3104 -> a.cabl e. host: 1243
TCP TTL: 119 TOS: 0x0 | D: 5554 DF

**Srxx*x*x Seq: Ox50CED8B  Ack: 0xO0 W n: 0x2000

TCP Options => MSS: 1460 NOP NOP SackOK

[**] Possible SubSeven access [**]

04/ 08-09: 43: 32. 967465 24.10.131.221: 3104 -> a.cabl e. host: 1243
TCP TTL: 119 TOS: 0x0 | D: 12978 DF

**Srxx*xx Seq: Ox50CED8B  Ack: 0xO0 W n: 0x2000

TCP Options => MSS: 1460 NOP NOP SackOK

[**] Possible SubSeven access [**]

04/ 08-09: 43: 33. 476398 24.10.131.221: 3104 -> a.cabl e. host: 1243
TCP TTL: 119 TOS: 0x0 | D: 19634 DF

**Srxx*x* Seq: Ox50CED8B  Ack: 0xO0 W n: 0x2000

TCP Options => MSS: 1460 NOP NOP SackOK

1. ldentity

24.10. 131. xxx/ cxxxxxx-a. wht rdgX. co. hone. com

VWhoi s: @Hone Networ k, Denver

Yahoo: @Hone uses the location as part of the host nanme, a quick search
of Yahoo reveal ed that this prober likely lives in Weat Ridge,

Col orado. A town of about 30,000 with one high school and one
comrunity col |l ege branch.

2. Techni que

Four attenpt to access a SubSeven Trojan. This is probably blind
scanning within the cabl enodem network | ooking for machi nes that nm ght
have been conprom sed by SubSeven.

3. Intent

Recon/exploit. The SubSeven Trojan allows a renote 'client' conplete
control over the victim conputer, on which the server runs. The intent
behind this access is definitely malicious.

4. Active Targeting

Yes. There is no legitinmate reason for the probing host to initiate
contact with the victimon the targeted port. The targeted machine is
probably only one of many being probed on the targeted network.

5. Eval uation

The fact that SubSeven is a Wndows Trojan and the packets arrive with

a TTL of 119 (indicating they likely started with a TTL of 128) neans
the prober is likely running Wndows 98/ NT. The packets arrive with
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the same sequence nunbers separated by .5 seconds and different IP
ID's. The target machine sends RST's in response to each packet but
these are apparently ignored by the client.

Bottom Li ne: Mediumthreat. Novice running SubSeven and trolling for
i nfected machi nes on the cabl enndem network. However, SubSeven is the
current '"hot' Trojan and deserves attention.

Det ect #2: SYN-FIN Scan
Snort Vi ew

[**] Source Port traffic [**]

04/ 23-14:52: 09. 604121 209.53. 123. 202: 53 -> a. cabl e. host: 53
TCP TTL: 24 TOS: 0x0 | D: 39426

**SE**** Seq: Ox4891F7A4 Ack: Ox3E1lEE7B3 W n: 0x404

TCPDunp Vi ew

14: 52: 09. 604121 nmuil . connect ed. bc. ca. domain > a. cabl e. host. domai n: SF
1217525668: 1217525668(0) win 1028 (ttl 24, id 39426)

14: 52: 09. 604497 a.cabl e. host.domain > mail.connected. bc.ca. domain: R
0:0(0) ack 1217525669 win O (ttl 255, id 53805)

1. ldentity

209.53.123. 202/ mai | . connect ed. bc. ca
VWhoi s: Connect ed Net wor ks
WAV (www. connect ed. bc. ca): Connected Networks ISP Inc.

2. Techni que

Both the S(SYN) and F(FIN) flags are set, indicating anomal ous packets.
Li kely a SYN-FIN scan checking for DNS running on the targeted machi ne.

3. Intent

Recon. Probably checking for a machine running DNS. Next step m ght
have been an attenpted zone transfer or buffer overfl ow.

4. Active Targeting

Yes. The victim conputer has never visited/received mail/sent mail to
the probing conputer. Also, packets with SYN-FIN both set are not
naturally occurring.

5. Eval uation

A machine which is not running DNS will respond with a R(RST) (as this
machine did in the TCPDunp view). Machines that don't respond/respond
with SYN FIN are |likely running DNS. Also, Linux will respond with
SYN-FIN-ACK to this connection attenpt letting the prober know that the
machine is running DNS on a Linux platform A traceroute back to the
prober reveal ed a hop count of 12. The source name seens to indicate
the machine is the miil server for the I1SP? Since it is generating
anomal ous traffic on a | ow nunbered port, it m ght have been rooted.

Bottom Line: Low threat. The connection was rejected and no DNS is
running on the target nmachine.
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Det ect #3: Net Bus Scan
Snort Vi ew

[**] Netbus/ GabanBus [ **]

04/21-23:21:18.907913 212.49.253.111: 4563 -> a.cabl e. host:

TCP TTL: 115 TOS: 0x0 1 D: 9229 DF
*ERGHEFFE Seq: 0x1277C56 Ack: 0xO0 W n: 0x2000
TCP Options => MSS: 536 NOP NOP SackCK

[**] Netbus/ GabanBus [ **]

04/21-23:21:19. 710271 212.49.253.111: 4563 -> a.cabl e. host:

TCP TTL: 115 TOS: 0x0 |1 D: 20237 DF
*ERGHEFFE Seq: 0x1277C56 Ack: 0xO0 W n: 0x2000
TCP Options => MSS: 536 NOP NOP SackCK

[**] Netbus/ GabanBus [ **]

04/ 21-23:21: 20. 559012 212.49.253.111: 4563 -> a.cabl e. host:

TCP TTL: 115 TOS: 0x0 |1 D: 26381 DF
*HRGHEXFE Seq: 0x1277C56 Ack: 0xO0 W n: 0x2000
TCP Options => MSS: 536 NOP NOP SackCK

[**] Netbus/ GabanBus [ **]

04/ 21-23:21: 21. 469024 212.49.253.111: 4563 -> a.cabl e. host:

TCP TTL: 115 TOS: 0x0 |1 D: 34573 DF
*ERGHEFFE Seq: 0x1277C56 Ack: 0xO0 W n: 0x2000
TCP Options => MSS: 536 NOP NOP SackCK

TCPDunp Vi ew

23:21:18.907913 212.49. 253. 111. 4563 > a. cabl e. host. 12345:
19364950: 19364950(0) win 8192 <mss 5
36, nop, nop, sackOK> (DF) (ttl 115, id 9229)

23:21:18. 908532 a. cabl e. host. 12345 > 212.49. 253. 111. 4563:
19364951 win 0 (ttl 255,
id 12964)

23:21:19.710271 212.49.253.111. 4563 > a. cabl e. host. 12345:
19364950: 19364950(0) win 8192 <mss 5
36, nop, nop, sackOK> (DF) (ttl 115, id 20237)

23:21:19. 710501 a.cabl e. host. 12345 > 212. 49. 253. 111. 4563:
1 win O (ttl 255, id 1296
5)

23:21:20.559012 212.49.253.111. 4563 > a. cabl e. host. 12345:
19364950: 19364950(0) win 8192 <mss 5
36, nop, nop, sackOK> (DF) (ttl 115, id 26381)

23:21: 20. 559250 a. cabl e. host. 12345 > 212.49. 253. 111. 4563:
1 winoO (ttl 255 id 12966)

23:21:21. 469024 212.49.253.111. 4563 > a. cabl e. host. 12345:
19364950: 19364950(0) win 8192 <mss 5
36, nop, nop, sackOK> (DF) (ttl 115, id 34573)

23:21:21. 469242 a. cabl e. host. 12345 > 212.49. 253. 111. 4563:
1 winoO (ttl 255, id 12967)

1. ldentity

212.49.253. 111/ (reverse | ookup fails)
Whoi s: Scream ng Free ISP for Dial Customers, London

2. Techni que

12345

12345

12345

12345

R 0:0(0)

Py

0: 0(0)

R 0:0(0)

Py

0: 0(0)
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Scanning for the NetBus/GabanBus Trojans on the targeted machine. Four
packets sent attenpting to initiate a connection

3. Intent

Recon/exploit. The NetBus and GabanBus Trojans allows a renote
"client' near conplete control over the victimconputer, on which the
server runs. The intent behind this access is definitely malicious.

4. Active Targeting

Yes. There is no legitinmate reason for the probing host to initiate
contact with the victimon the targeted port. The targeted machine is
probably only one of many being probed on the targeted network.

5. Eval uation

The whois information seenms to indicate this is an English user using a
free dial-up service. TTL's and Trojan type indicate the prober is

i kely running Wndows 98/ NT. Four packets sent out, about 1 second
apart with the same TCP sequence nunmber but different IPIDs. The
probi ng software sends out the subsequent packets despite the RST from
the target, indicating the tool being used doesn't give up in response
to RST's fromthe victim

Bottom Line: Low threat. UK free dial-up user running Wndows 98/ NT
scanni ng a US cabl enndem network | ooki ng for W ndows boxes conproni sed
by Net Bus/ GabanBus.

Detect #4: Ring0
Apache Access Log View

194.209. 172.145 - - [03/Feb/2000: 15: 06: 27 -0500] "GET
http://ww. rusftpsearch. net/cgi-bin/pst.pl?pstnode=witeip
&pst host =a. cabl e. host &pst port =80 HTTP/ 1. 0" 404 292

1. ldentity

194. 209. 172. 145/ border 1. | eunet. ch
VWhoi s: Leunet, Frauenfeld, Switzerl and
WAV (www. | eunet . ch): Leunet Internet Provider

2. Techni que

Attenpting to send back to web server www. rusftpsearch.net that the
targeted host is running an anonymous web proxy. The nachine
conducting the probe has |likely been conmprom sed by the RingO trojan.

3. Intent

Compiling a list of anonymous web proxies. |f the targeted machi ne had
been runni ng an anonynous web proxy, it would have accessed the cgi-
script at www resftpsearch.com and passed its I P address as an
argunent. Presumably, the cgi script would add the I P address to a
list of anonynous web proxies it was conpiling. Trojan'd computers do
the scanning, therefore the owner of the originating conmputer in this
case m ght be unaware of the activity.

4. Active Targeting

Sort of. The Trojan randonmly sel ects addresses to probe for web
proxies. Also, the owner of the source machine is |ikely unaware of
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the activities of the Trojan
5. Eval uation

Anonynous web proxies allow any user to proxy a web connection through
them t hus hidng the source address of that user. A web site accessed

t hrough the proxy would record the address of the proxy as the source.
This nechanismis a favorite with hackers to hide their identity when
mounti ng attacks or doing recon. These probes are conducted by the

Ri ng0 trojan. The source nane 'borderl' seenms to be indicative of sone
type of network border device (firewall, NAT device, etc.) Since this
is an ISP, the actual conprom sed nachi ne nm ght be behind the 'border’
devi ce thus the address we have is not necessarily the address of the
conmpr onm sed nmachi ne.

Bottom Line: Low threat. The targeted nmachine is not running an
anonynmous web proxy. The web server which | ogged the access denied the
request.

Det ect #5: Portmpper Probe
Snort View (from Gl AC — 4/23/00)

[**] 1DS013 - RPC - portmap-request-nmountd [**]

04/ 20- 22: 44: 25. 962806 129. 142.224.3: 797 -> z.y.x.98:111

UDP TTL: 48 TOS: 0x0 | D: 62984

Len: 64

39 F2 7B F4 00 00 00 OO0 00 OO0 00 02 00 01 86 AO 9.{.............
00 00 00 02 00 OO 00 03 00 OO OO0 OO0 00 OO0 00 00 ......... ...
00 00 00 OO0 00 OO OO OO OO0 01 86 A5 00 00 OO0 O1 ................
00 00 00 06 00 00 00 OO0 ........

[**] 1DS013 - RPC - portmap-request-nmountd [**]

04/ 20- 22: 44: 26. 112434 129. 142.224.3: 798 -> z.y.x.98:111

UDP TTL: 48 TOS: 0x0 | D: 63026

Len: 64

39 FF 1E 5C 00 00 00 OO 00 OO0 00 02 00 01 86 AO 9..\............
00 00 00 02 00 OO 00 03 00 OO 00 OO0 00 OO0 00 OO0 ............. ...
00 00 00 OO0 00 OO OO0 OO OO0 01 86 A5 00 00 00 O1 ................
00 00 00 11 00 00 00 00 ........

1. ldentity

129. 142. 224. 3/ smaug-i f 0. netropol i s. dk
Whoi s: UNI 2/ Netropolis, Denmark

2. Techni que

Request the port on which NFS is running (nountd). The portmapper
keeps tracks of the high numbered ports on which particul ar RPC
services are running and gives the information out to hosts that
request it. The idea is that this would allow other machines to find
the services easily. Here, the probing host is trying to find out on
whi ch port NFS is being run, presumably to then attenpt to exploit it
in some way.

3. Intent

Recon/exploit. The intent is to find out if the victimconputer is
runni ng NFS and on which port. |If the targeted host responds, the
prober m ght then attenpt sone type of NFS exploit.

4. Active Targeting
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Yes.

the targeted network.

5. Eval uation

The arrival

i ncl udi ng FreeBSD, Linux,
i kely a Unix box,

Bott om Li ne:
conput er.
exploits.

UDP TTL for

TTL of 48 seens to indicate the origina
and 64 which is the default

Irix and HP/ UX 10.

Medi um t hr eat .
RPC services are notoriously vulnerable to a variety of

the source port
on the machi ne (prober

is

The targeted nmachine is probably only one of many being probed on

TTL was between 60
a variety of Unix boxen
Si nce the prober

bel ow 1023 indicates root privilege
has legiti mate root accesses on the nmachine or
the machi ne has been rooted.)

Scan for

RPC NFS services on the target

Det ect #6: Port

Scan

(From G AC 4/ 22/ 00)

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

1. ldentity

208. 3. 198. 166/ pppl66. usr 198. pi oneeri s.
Servi ces

VWhoi s: Pi oneer

2. Techni que
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Attenpting to initiate TCP connections to wel
is searching for

vi ctim conputer.

The scanner
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:119 SYN **SF**x*x*
1143 SYN **SF**x**
: 5191
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: 5631
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: 8000
: 9100
112345 SYN **Sr***
125867 SYN **Sr**x*
21 SYN **S*****

23 SYN **S*****

: 6000
: 8010
: 8080
: 8010
: 8080
:110 SYN **S¥**x*x*
80 SYN **S*****

: 5192 SYN **Srx**x*
:5190 SYN **Sr*x**x*
42 SYN **S*****

: 8000 SYN **Sr*x**x*
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known ports on the

runni ng services.
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differences in arrival times indicate an autonmated probe. A running
service will return a SYN-ACT letting the prober know that service is
running on a given port.

3. Intent

Recon. The scanner is searching for services running on the target
computer. Next mght be to attenpt exploits against any services he
fi nds open.

4. Active Targeting

Yes. The targeted machine is probably only one of many being probed on
the targeted network. There is no legitimte reason for the prober to
attenpt to contact all those ports on the target in such a short

durati on.

5. Eval uation

It appears to be a linear iteration through the list of well known
ports. The source ports are above 1023 and they iterate as wel

i ndicating the attacker m ght be using the OS services to attenpt the
connects (no root access?) Short duration between connection attenpts
i ndi cates an automated tool. Services: 21-FTP, 22-SSHD, 42-naneserver,
53-DNS, 69-TFTP, 79-Finger, 80-WW 110-POP3, 111-Portnmapper, 119-News,
etc...

Bottom Li ne: Mediumthreat. The prober is |ooking for running
services. They will likely be found at which time the prober may then
attenpt an exploit tailored to the discovered service.

Det ect #7: Linuxconf

(From G AC 4/ 21/ 00)

Apr 13 21:27:15 zion kernel: Packet |og: bad-if REJECT et hO PROTO=6
209.196. 17.122: 2905 My. SUB. NET. 103: 98

L=60 S=0x00 1=34971 F=0x4000 T=53 SYN(#33)

1. Indentity

209. 196.17. 122/ (reverse | ookup fails)

VWois: Interliant, Atlanta GA

Googl e: Web hosting/ 1 SP.

2. Techni que

Appears to be search for a linux machine running |inuxconf. The prober
is attenpting to establish a connection (TCP:SYN) to the |inuxconf
process if it is running on the victimconputer. Since the source
address is registered as belonging to an | SP/ ASP, the prober is likely
one of the ISP's custoners.

3. Intent

Recon/ Attack. There can't be a benign reason why a user on a machine
unknown to us is attenpting to renptely manage our conputer.

4. Active Targeting
Yes. The prober is attenpting to initiate a connection to a port

normal |y hosting the linuxconf service well outside of their nornal
addr ess space.
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5. EBEvaluatio

n

Arrival TTL of 53 seems to rule out a Wndows box as the probing
is to access linuxconf, the prober is
i kely running on Linux which has a default TCP TTL or 64. Linuxconf

platform Since the attenpt

is a powerfu

utility that can be used to configure a |arge variety of

things on a Linux platformincluding; boot paranmeters (which partition
boot s), addi ng/renoving routes,

startup/shutdown and confi g,

etc.

shadow account policies, NFS
.. Linuxconf supports a web based

interface which is accessible over port 98. Soneone gai ning access to
i nuxconf gains conplete contro

Bott om Li ne:

| i nuxconf.

Mal i ci ous user

of the target machine.

on home/comrerci al conputer in Georgia
attenpting to renmotely manage/control the victim conputer via

Det ect #8: Host

(From G AC 4/ 10/ 00)
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Apr 7 10:52
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Apr 7 10:52
Apr 7 10:52
1. ldentity

Scan

144.
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144.
144.
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144.
144.
144.
144.
144.
144.
144.
144.
144.
144.
144.
144.

: 3671
: 3708
: 3714 -
: 3736
: 3752
: 3768
: 3829
: 3835
: 3885
: 3904
: 3920
13922
: 3966
14132
14144
14166
14192
14204
14238
14226

144.92.98. 76/ orson. lis.w sc. edu
Whoi s: University of Wsconsin

2. Techni que

Scan for DNS server

an autonmat ed port

ti mestanps.

3. Intent

Recon. The scanner
X.y.z.0 network.

.101: 53 UDP
.116: 53 UDP
.118: 53 UDP
.128: 53 UDP
. 135: 53 UDP
. 142: 53 UDP
.161: 53 UDP
.164: 53 UDP
. 186: 53 UDP
. 195: 53 UDP

: ubP
.201: 53 UDP
.217: 53 UDP
. 52: 53 UDP
. 58: 53 UDP
. 67:53 UDP
. 79: 53 UDP
. 83: 53 UDP
. 97: 53 UDP
. 91: 53 UDP

VVVVVVVVVVVVVVVVVVVYV
XX X X X X X X X X X XXX XXX XXX
I o e e s
NNNNNNNNNNRNRNRNRNNNRNRNRNN

N

=

S

ol

w

within a class C network using UDP. Probably using
(i.e.

scanner

nmap) due to the closeness of the

is looking for a DNS server |iving sonewhere in the

Once found,

or sonme type of DNS buffer
version/type of DNS was discovered.)

4. Active Targeting

Yes. The net hodi cal
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prober m ght attenpt a zone transfer

overfl ow exploit (depending on what

scanni ng of all addresses within a network does
not happen by m st ake.
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5. Eval uati on

Source ports on the host appear to increase in a near |linear fashion to
the host nunmber being scanned indicating the user is likely using the
scanner is likely using the OS services to performthe scan (doesn't
have root privilege?). Versions of BIND, the nost conmon DNS server,
are susceptible to a variety of buffer overflows and other exploits.
The prober m ght be | ooking for vul nerable DNS server to exploit.

Bottom Li ne: Col | ege student scanning for DNS server/hosts within the
target network for possible follow on exploitation dependi ng on
vul nerability.

Detect #9: Trojan Scan
(From Gl AC 4/11/00)

Apr 8 01:37:56 cc1014244-a kernel: securityalert: tcp if=ef0 from
216.77.245.249: 2606 to 24.3.21.199 on unserved port 1243

Apr 8 01:37:56 cc1014244-a kernel: securityalert: tcp if=ef0 from
216. 77.245. 249: 2607 to 24.3.21.199 on unserved port 12345

Apr 8 01:37:56 cc1014244-a kernel: securityalert: tcp if=ef0 from
216. 77.245.249: 2608 to 24.3.21.199 on unserved port 20034

Apr 8 01:37:56 cc1014244-a kernel: securityalert: tcp if=ef0 from
216. 77.245.249: 2609 to 24.3.21.199 on unserved port 27374

1. ldentity

24.3.21. 199/ cc XXXXXXX- a. hwr d1. nd. honme. com

VWhoi s: @Hone net wor k

Yahoo: Again, @one uses the location as part of the hostname, |ikely
in Howard County, Maryl and

2. Techni que

Ceneralized nultiple trojan scan. Looking for a variety of Trojans;
1243- BackDoor - G, SubSeven; 12345- GabanBus, NetBus, Pie Bill Gates, X-bill
200034- Net Bus; 27374- SubSeven 2. 1. by iterating through the ports they
normal ly |isten on.

3. Intent

Recon/exploit. If the victimanswered on any of the ports targeted,
the prober would likely have then run the appropriate Trojan contro
programto exploit the victimmachine.

4. Active Targeting

Yes. You don't run Trojan scanners by accident. Victimconputer is
likely only on of many bei ng scanned by the prober

5. Eval uation

Source ports iterate by 1 between each scan and all four scans occur
within 1 second. The scanner is probably using the OS to send the
packets (not crafting all of the packet.) Mbre sophisticated than
sinply scanning for one trojan, scanning for multiple Trojans allows
the attacker to have a variety of means getting into the victimmachine
if it has been infected with any of the Trojans.

Bottom Li ne: Medium Threat. Scanning to see if the victim has been
conmprom sed by one of four Trojans. It one of these ports answers, the
prober would likely run the correspondi ng Trojan exploit programto
mess with the victimmachine.
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Detect #10: Pcanywhere

Snort Vi ew

[**] PCAnywhere [**]

04/ 24-12:17: 25. 252836 24.13. 248.68: 1751 -> cabol e. host: 22
UDP TTL: 127 TOS: 0x0 | D: 57529

Len: 10

TCPDunp Vi ew

12:17: 25. 252836 cj 429219- a. al ex1. va. home. com 1751 > a. cabl e. host. ssh:
udp 2 (ttl 127, id 57529)

12:17:25.265113 a. cabl e. host > cj429219-a. al ex1. va. hone. com icnp:
a. cabl e. host

udp port ssh unreachable [tos OxcO] (ttl 255, id 18665)

1. ldentity

24.13. 248. xxx/ cj xxxxxx- a. al ex1. va. home. com

VWhoi s: @Hone net wor k

Yahoo: Cabl enodem user in Al exandria, VA

2. Techni que

A machi ne runni ng pcAnywhere on the sane subnet as the target is

| ooki ng for other machines running pcAnywhere. This is not necessarily
a attack but probably a m sconfigured conputer running pcAnywhere.
3. Intent

Beni gn. Probably a misconfigured client running pcAnywhere.

4. Active Targeting

Not necessarily. Since pcAnywhere just searches the |ocal subnet,
there is no evidence of active targeting by the user of the renpte
comput er.

5. Eval uation

Probably nothing to worry about unless the victimis running
pcAnywhere. Since the source machine is in fact on the same subnet as
the destination, it is unlikely this is a deliberate/user initiated
scan for pcAnywhere hosts.

Bot
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