
Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?
Check out the list of upcoming events offering
"Network Monitoring and Threat Detection In-Depth (Security 503)"
at http://www.giac.org/registration/gcia

http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gcia


©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

GIAC INTRUSION DETECTION CURRICULUM PRACTICAL
Capitol SANS

December 10 – 15, 2000
Version 2.6

By
Jun Wu

Assignment 1 – Network Detects

Detect 1 

15:06:32.961644 scanner1.49903 > mynetwork.4557: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961725 scanner2.49903 > mynetwork.4557: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961746 scanner1.49903 > mynetwork.964: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961766 scanner2.49903 > mynetwork.964: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961785 scanner1.49903 > mynetwork.1084: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961803 scanner2.49903 > mynetwork.1084: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961823 scanner1.49903 > mynetwork.876: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961842 scanner2.49903 > mynetwork.876: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961860 scanner1.49903 > mynetwork.146: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961880 scanner2.49903 > mynetwork.146: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961899 scanner1.49903 > mynetwork.922: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961917 scanner2.49903 > mynetwork.922: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961937 scanner1.49903 > mynetwork.135: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961955 scanner2.49903 > mynetwork.135: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961974 scanner1.49903 > mynetwork.1441: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.961994 scanner2.49903 > mynetwork.1441: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.962012 scanner1.49903 > mynetwork.5680: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.962031 scanner2.49903 > mynetwork.5680: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.962051 scanner1.49903 > mynetwork.649: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.962070 scanner2.49903 > mynetwork.649: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.972636 scanner1.49903 > mynetwork.645: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.972727 scanner2.49903 > mynetwork.645: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.972763 scanner1.49903 > mynetwork.681: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.972990 scanner2.49903 > mynetwork.681: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973065 scanner1.49903 > mynetwork.838: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973097 scanner2.49903 > mynetwork.838: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973165 scanner1.49903 > mynetwork.1395: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973237 scanner2.49903 > mynetwork.1395: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973397 scanner1.49903 > mynetwork.682: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973468 scanner2.49903 > mynetwork.682: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973492 scanner1.49903 > mynetwork.916: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973609 scanner2.49903 > mynetwork.916: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973675 scanner1.49903 > mynetwork.261: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973744 scanner2.49903 > mynetwork.261: FP 0:0(0) win 4096 urg 0 (DF)



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

15:06:32.973809 scanner1.49903 > mynetwork.227: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.973900 scanner2.49903 > mynetwork.227: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974013 scanner1.49903 > mynetwork.32776: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974080 scanner2.49903 > mynetwork.32776: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974146 scanner1.49903 > mynetwork.117: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974214 scanner2.49903 > mynetwork.117: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974360 scanner1.49903 > mynetwork.778: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974388 scanner2.49903 > mynetwork.778: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974457 scanner1.49903 > mynetwork.19: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974527 scanner2.49903 > mynetwork.19: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974795 scanner1.49903 > mynetwork.259: FP 0:0(0) win 4096 urg 0 (DF)
15:06:32.974828 scanner2.49903 > mynetwork.259: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.058675 scanner1.49904 > mynetwork.916: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.058744 scanner2.49904 > mynetwork.916: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.058766 scanner1.49903 > mynetwork.3986: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.058851 scanner2.49903 > mynetwork.3986: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.058878 scanner1.49903 > mynetwork.152: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059077 scanner2.49903 > mynetwork.152: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059147 scanner1.49903 > mynetwork.180: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059213 scanner2.49903 > mynetwork.180: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059245 scanner1.49903 > mynetwork.903: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059311 scanner2.49903 > mynetwork.903: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059481 scanner1.49903 > mynetwork.1600: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059550 scanner2.49903 > mynetwork.1600: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059581 scanner1.49903 > mynetwork.738: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059648 scanner2.49903 > mynetwork.738: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059812 scanner1.49903 > mynetwork.1465: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059880 scanner2.49903 > mynetwork.1465: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059912 scanner1.49903 > mynetwork.239: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.059978 scanner2.49903 > mynetwork.239: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060139 scanner1.49903 > mynetwork.953: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060205 scanner2.49903 > mynetwork.953: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060236 scanner1.49903 > mynetwork.1986: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060352 scanner2.49903 > mynetwork.1986: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060466 scanner1.49903 > mynetwork.4045: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060533 scanner2.49903 > mynetwork.4045: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060564 scanner1.49903 > mynetwork.1423: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060683 scanner2.49903 > mynetwork.1423: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060796 scanner1.49903 > mynetwork.613: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060859 scanner2.49903 > mynetwork.613: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.060891 scanner1.49903 > mynetwork.655: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.061007 scanner2.49903 > mynetwork.655: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.061124 scanner1.49903 > mynetwork.1526: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.061189 scanner2.49903 > mynetwork.1526: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.068893 scanner1.49903 > mynetwork.334: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.068947 scanner2.49903 > mynetwork.334: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.068967 scanner1.49903 > mynetwork.1533: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069053 scanner2.49903 > mynetwork.1533: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069089 scanner1.49903 > mynetwork.1453: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069294 scanner2.49903 > mynetwork.1453: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069364 scanner1.49903 > mynetwork.93: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069431 scanner2.49903 > mynetwork.93: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069461 scanner1.49903 > mynetwork.666: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069526 scanner2.49903 > mynetwork.666: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:34.069693 scanner1.49903 > mynetwork.498: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069762 scanner2.49903 > mynetwork.498: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069794 scanner1.49903 > mynetwork.1543: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.069860 scanner2.49903 > mynetwork.1543: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070020 scanner1.49903 > mynetwork.926: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070084 scanner2.49903 > mynetwork.926: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070151 scanner1.49903 > mynetwork.2600: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070218 scanner2.49903 > mynetwork.2600: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070346 scanner1.49903 > mynetwork.736: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070412 scanner2.49903 > mynetwork.736: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070478 scanner1.49903 > mynetwork.1008: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070573 scanner2.49903 > mynetwork.1008: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070686 scanner1.49903 > mynetwork.61: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070751 scanner2.49903 > mynetwork.61: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070824 scanner1.49903 > mynetwork.1067: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.070893 scanner2.49903 > mynetwork.1067: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.071095 scanner1.49903 > mynetwork.493: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.071162 scanner2.49903 > mynetwork.493: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.071232 scanner1.49903 > mynetwork.576: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.071339 scanner2.49903 > mynetwork.576: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.071404 scanner1.49903 > mynetwork.407: FP 0:0(0) win 4096 urg 0 (DF)
15:06:34.071471 scanner2.49903 > mynetwork.407: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.398496 scanner1.49904 > mynetwork.576: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.398571 scanner2.49904 > mynetwork.576: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.398593 scanner1.49903 > mynetwork.790: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.398673 scanner2.49903 > mynetwork.790: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.398723 scanner1.49903 > mynetwork.980: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.398874 scanner2.49903 > mynetwork.980: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399070 scanner1.49903 > mynetwork.3985: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399138 scanner2.49903 > mynetwork.3985: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399169 scanner1.49903 > mynetwork.399: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399236 scanner2.49903 > mynetwork.399: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399450 scanner1.49903 > mynetwork.509: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399481 scanner2.49903 > mynetwork.509: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399551 scanner1.49903 > mynetwork.812: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399621 scanner2.49903 > mynetwork.812: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399826 scanner1.49903 > mynetwork.35: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399898 scanner2.49903 > mynetwork.35: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.399932 scanner1.49903 > mynetwork.1988: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400051 scanner2.49903 > mynetwork.1988: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400170 scanner1.49903 > mynetwork.390: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400197 scanner2.49903 > mynetwork.390: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400264 scanner1.49903 > mynetwork.5300: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400334 scanner2.49903 > mynetwork.5300: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400491 scanner1.49903 > mynetwork.103: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400559 scanner2.49903 > mynetwork.103: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400591 scanner1.49903 > mynetwork.859: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400659 scanner2.49903 > mynetwork.859: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400826 scanner1.49903 > mynetwork.448: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400893 scanner2.49903 > mynetwork.448: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400926 scanner1.49903 > mynetwork.62: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.400993 scanner2.49903 > mynetwork.62: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.401155 scanner1.49903 > mynetwork.96: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.401221 scanner2.49903 > mynetwork.96: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:36.401288 scanner1.49903 > mynetwork.554: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.401355 scanner2.49903 > mynetwork.554: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.401489 scanner1.49903 > mynetwork.502: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.401556 scanner2.49903 > mynetwork.502: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.401623 scanner1.49903 > mynetwork.32770: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.401719 scanner2.49903 > mynetwork.32770: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.408727 scanner1.49903 > mynetwork.1371: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.408786 scanner2.49903 > mynetwork.1371: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.408806 scanner1.49903 > mynetwork.4144: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.408884 scanner2.49903 > mynetwork.4144: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.408920 scanner1.49903 > mynetwork.2000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409181 scanner2.49903 > mynetwork.2000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409249 scanner1.49903 > mynetwork.1155: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409342 scanner2.49903 > mynetwork.1155: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409369 scanner1.49903 > mynetwork.148: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409438 scanner2.49903 > mynetwork.148: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409593 scanner1.49903 > mynetwork.977: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409663 scanner2.49903 > mynetwork.977: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409699 scanner1.49903 > mynetwork.867: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409789 scanner2.49903 > mynetwork.867: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409858 scanner1.49903 > mynetwork.690: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409922 scanner2.49903 > mynetwork.690: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.409989 scanner1.49903 > mynetwork.133: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410099 scanner2.49903 > mynetwork.133: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410167 scanner1.49903 > mynetwork.521: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410198 scanner2.49903 > mynetwork.521: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410270 scanner1.49903 > mynetwork.393: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410340 scanner2.49903 > mynetwork.393: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410545 scanner1.49903 > mynetwork.1430: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410575 scanner2.49903 > mynetwork.1430: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410643 scanner1.49903 > mynetwork.216: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410713 scanner2.49903 > mynetwork.216: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410873 scanner1.49903 > mynetwork.777: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410905 scanner2.49903 > mynetwork.777: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.410975 scanner1.49903 > mynetwork.7002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.411043 scanner2.49903 > mynetwork.7002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.411202 scanner1.49903 > mynetwork.485: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.411272 scanner2.49903 > mynetwork.485: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.411302 scanner1.49903 > mynetwork.578: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.411369 scanner2.49903 > mynetwork.578: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.411534 scanner1.49903 > mynetwork.32787: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.411563 scanner2.49903 > mynetwork.32787: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848406 scanner1.49904 > mynetwork.867: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848490 scanner2.49904 > mynetwork.867: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848511 scanner1.49904 > mynetwork.133: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848530 scanner2.49904 > mynetwork.133: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848619 scanner1.49903 > mynetwork.197: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848647 scanner2.49903 > mynetwork.197: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848875 scanner1.49903 > mynetwork.514: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848945 scanner2.49903 > mynetwork.514: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.848976 scanner1.49903 > mynetwork.1530: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849095 scanner2.49903 > mynetwork.1530: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849204 scanner1.49903 > mynetwork.1348: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849271 scanner2.49903 > mynetwork.1348: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:36.849337 scanner1.49903 > mynetwork.1362: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849403 scanner2.49903 > mynetwork.1362: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849602 scanner1.49903 > mynetwork.335: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849672 scanner2.49903 > mynetwork.335: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849740 scanner1.49903 > mynetwork.1398: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849842 scanner2.49903 > mynetwork.1398: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.849960 scanner1.49903 > mynetwork.101: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850032 scanner2.49903 > mynetwork.101: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850063 scanner1.49903 > mynetwork.193: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850129 scanner2.49903 > mynetwork.193: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850303 scanner1.49903 > mynetwork.1996: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850337 scanner2.49903 > mynetwork.1996: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850415 scanner1.49903 > mynetwork.441: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850487 scanner2.49903 > mynetwork.441: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850636 scanner1.49903 > mynetwork.114: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850712 scanner2.49903 > mynetwork.114: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850744 scanner1.49903 > mynetwork.593: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850854 scanner2.49903 > mynetwork.593: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850921 scanner1.49903 > mynetwork.1003: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.850988 scanner2.49903 > mynetwork.1003: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851054 scanner1.49903 > mynetwork.612: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851124 scanner2.49903 > mynetwork.612: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851264 scanner1.49903 > mynetwork.2020: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851334 scanner2.49903 > mynetwork.2020: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851366 scanner1.49903 > mynetwork.1385: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851432 scanner2.49903 > mynetwork.1385: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851606 scanner1.49903 > mynetwork.258: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851637 scanner2.49903 > mynetwork.258: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851704 scanner1.49903 > mynetwork.5001: FP 0:0(0) win 4096 urg 0 (DF)
15:06:36.851774 scanner2.49903 > mynetwork.5001: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418318 scanner1.49904 > mynetwork.593: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418390 scanner2.49904 > mynetwork.593: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418413 scanner1.49903 > mynetwork.1473: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418493 scanner2.49903 > mynetwork.1473: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418520 scanner1.49903 > mynetwork.74: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418596 scanner2.49903 > mynetwork.74: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418788 scanner1.49903 > mynetwork.955: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418858 scanner2.49903 > mynetwork.955: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418882 scanner1.49903 > mynetwork.659: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.418954 scanner2.49903 > mynetwork.659: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419114 scanner1.49903 > mynetwork.323: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419182 scanner2.49903 > mynetwork.323: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419213 scanner1.49903 > mynetwork.961: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419280 scanner2.49903 > mynetwork.961: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419440 scanner1.49903 > mynetwork.985: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419514 scanner2.49903 > mynetwork.985: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419540 scanner1.49903 > mynetwork.126: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419654 scanner2.49903 > mynetwork.126: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419770 scanner1.49903 > mynetwork.1550: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419837 scanner2.49903 > mynetwork.1550: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419868 scanner1.49903 > mynetwork.675: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.419934 scanner2.49903 > mynetwork.675: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420104 scanner1.49903 > mynetwork.1482: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420133 scanner2.49903 > mynetwork.1482: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:37.420205 scanner1.49903 > mynetwork.5713: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420276 scanner2.49903 > mynetwork.5713: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420428 scanner1.49903 > mynetwork.49: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420499 scanner2.49903 > mynetwork.49: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420530 scanner1.49903 > mynetwork.760: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420649 scanner2.49903 > mynetwork.760: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420766 scanner1.49903 > mynetwork.522: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.420835 scanner2.49903 > mynetwork.522: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.428545 scanner1.49903 > mynetwork.531: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.428601 scanner2.49903 > mynetwork.531: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.428621 scanner1.49903 > mynetwork.347: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.428698 scanner2.49903 > mynetwork.347: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.428770 scanner1.49903 > mynetwork.843: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.428903 scanner2.49903 > mynetwork.843: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429015 scanner1.49903 > mynetwork.2307: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429080 scanner2.49903 > mynetwork.2307: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429112 scanner1.49903 > mynetwork.1411: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429227 scanner2.49903 > mynetwork.1411: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429339 scanner1.49903 > mynetwork.350: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429405 scanner2.49903 > mynetwork.350: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429436 scanner1.49903 > mynetwork.1486: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429501 scanner2.49903 > mynetwork.1486: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429669 scanner1.49903 > mynetwork.959: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429736 scanner2.49903 > mynetwork.959: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429802 scanner1.49903 > mynetwork.400: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.429868 scanner2.49903 > mynetwork.400: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430070 scanner1.49903 > mynetwork.5902: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430138 scanner2.49903 > mynetwork.5902: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430205 scanner1.49903 > mynetwork.112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430314 scanner2.49903 > mynetwork.112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430381 scanner1.49903 > mynetwork.1479: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430412 scanner2.49903 > mynetwork.1479: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430479 scanner1.49903 > mynetwork.363: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430547 scanner2.49903 > mynetwork.363: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430704 scanner1.49903 > mynetwork.421: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430775 scanner2.49903 > mynetwork.421: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430807 scanner1.49903 > mynetwork.13: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.430920 scanner2.49903 > mynetwork.13: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928250 scanner1.49904 > mynetwork.112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928327 scanner2.49904 > mynetwork.112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928348 scanner1.49904 > mynetwork.13: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928430 scanner2.49904 > mynetwork.13: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928457 scanner1.49903 > mynetwork.672: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928533 scanner2.49903 > mynetwork.672: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928726 scanner1.49903 > mynetwork.772: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928756 scanner2.49903 > mynetwork.772: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928824 scanner1.49903 > mynetwork.482: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.928896 scanner2.49903 > mynetwork.482: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929051 scanner1.49903 > mynetwork.1480: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929119 scanner2.49903 > mynetwork.1480: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929150 scanner1.49903 > mynetwork.549: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929268 scanner2.49903 > mynetwork.549: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929384 scanner1.49903 > mynetwork.41: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929455 scanner2.49903 > mynetwork.41: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:37.929486 scanner1.49903 > mynetwork.791: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929554 scanner2.49903 > mynetwork.791: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929724 scanner1.49903 > mynetwork.183: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929793 scanner2.49903 > mynetwork.183: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929817 scanner1.49903 > mynetwork.489: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.929889 scanner2.49903 > mynetwork.489: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930050 scanner1.49903 > mynetwork.92: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930116 scanner2.49903 > mynetwork.92: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930183 scanner1.49903 > mynetwork.268: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930250 scanner2.49903 > mynetwork.268: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930382 scanner1.49903 > mynetwork.6146: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930449 scanner2.49903 > mynetwork.6146: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930516 scanner1.49903 > mynetwork.765: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930611 scanner2.49903 > mynetwork.765: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930722 scanner1.49903 > mynetwork.1535: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930788 scanner2.49903 > mynetwork.1535: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930854 scanner1.49903 > mynetwork.1405: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.930944 scanner2.49903 > mynetwork.1405: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.931054 scanner1.49903 > mynetwork.868: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.931120 scanner2.49903 > mynetwork.868: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.938547 scanner1.49903 > mynetwork.110: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.938600 scanner2.49903 > mynetwork.110: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.938622 scanner1.49903 > mynetwork.805: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.938700 scanner2.49903 > mynetwork.805: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.938735 scanner1.49903 > mynetwork.1991: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.938947 scanner2.49903 > mynetwork.1991: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939016 scanner1.49903 > mynetwork.1407: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939047 scanner2.49903 > mynetwork.1407: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939114 scanner1.49903 > mynetwork.814: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939183 scanner2.49903 > mynetwork.814: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939392 scanner1.49903 > mynetwork.1525: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939458 scanner2.49903 > mynetwork.1525: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939491 scanner1.49903 > mynetwork.849: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939611 scanner2.49903 > mynetwork.849: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939720 scanner1.49903 > mynetwork.236: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939784 scanner2.49903 > mynetwork.236: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939815 scanner1.49903 > mynetwork.3264: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.939947 scanner2.49903 > mynetwork.3264: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940015 scanner1.49903 > mynetwork.504: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940040 scanner2.49903 > mynetwork.504: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940111 scanner1.49903 > mynetwork.6003: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940179 scanner2.49903 > mynetwork.6003: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940277 scanner1.49903 > mynetwork.527: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940379 scanner2.49903 > mynetwork.527: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940491 scanner1.49903 > mynetwork.931: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940559 scanner2.49903 > mynetwork.931: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940589 scanner1.49903 > mynetwork.22305: FP 0:0(0) win 4096 urg 0 (DF)
15:06:37.940708 scanner2.49903 > mynetwork.22305: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348212 scanner1.49904 > mynetwork.3264: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348289 scanner2.49904 > mynetwork.3264: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348309 scanner1.49903 > mynetwork.617: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348391 scanner2.49903 > mynetwork.617: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348418 scanner1.49903 > mynetwork.947: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348491 scanner2.49903 > mynetwork.947: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:38.348683 scanner1.49903 > mynetwork.5714: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348751 scanner2.49903 > mynetwork.5714: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348783 scanner1.49903 > mynetwork.369: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.348849 scanner2.49903 > mynetwork.369: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349016 scanner1.49903 > mynetwork.1383: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349084 scanner2.49903 > mynetwork.1383: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349116 scanner1.49903 > mynetwork.366: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349180 scanner2.49903 > mynetwork.366: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349352 scanner1.49903 > mynetwork.634: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349421 scanner2.49903 > mynetwork.634: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349452 scanner1.49903 > mynetwork.1010: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349518 scanner2.49903 > mynetwork.1010: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349681 scanner1.49903 > mynetwork.4008: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349751 scanner2.49903 > mynetwork.4008: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349776 scanner1.49903 > mynetwork.967: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.349847 scanner2.49903 > mynetwork.967: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350012 scanner1.49903 > mynetwork.91: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350083 scanner2.49903 > mynetwork.91: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350108 scanner1.49903 > mynetwork.948: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350178 scanner2.49903 > mynetwork.948: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350338 scanner1.49903 > mynetwork.1222: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350411 scanner2.49903 > mynetwork.1222: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350443 scanner1.49903 > mynetwork.833: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350510 scanner2.49903 > mynetwork.833: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350670 scanner1.49903 > mynetwork.5550: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350741 scanner2.49903 > mynetwork.5550: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350772 scanner1.49903 > mynetwork.373: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.350838 scanner2.49903 > mynetwork.373: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.351006 scanner1.49903 > mynetwork.727: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.351077 scanner2.49903 > mynetwork.727: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.358489 scanner1.49903 > mynetwork.204: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.358544 scanner2.49903 > mynetwork.204: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.358564 scanner1.49903 > mynetwork.480: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.358641 scanner2.49903 > mynetwork.480: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.358712 scanner1.49903 > mynetwork.1373: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.358847 scanner2.49903 > mynetwork.1373: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.358956 scanner1.49903 > mynetwork.569: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359027 scanner2.49903 > mynetwork.569: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359057 scanner1.49903 > mynetwork.2016: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359176 scanner2.49903 > mynetwork.2016: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359288 scanner1.49903 > mynetwork.937: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359323 scanner2.49903 > mynetwork.937: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359405 scanner1.49903 > mynetwork.1472: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359439 scanner2.49903 > mynetwork.1472: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359565 scanner1.49903 > mynetwork.462: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359667 scanner2.49903 > mynetwork.462: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359777 scanner1.49903 > mynetwork.156: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359843 scanner2.49903 > mynetwork.156: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359909 scanner1.49903 > mynetwork.1549: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.359976 scanner2.49903 > mynetwork.1549: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360107 scanner1.49903 > mynetwork.652: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360173 scanner2.49903 > mynetwork.652: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360239 scanner1.49903 > mynetwork.802: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360334 scanner2.49903 > mynetwork.802: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:38.360441 scanner1.49903 > mynetwork.600: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360504 scanner2.49903 > mynetwork.600: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360571 scanner1.49903 > mynetwork.316: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360664 scanner2.49903 > mynetwork.316: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360773 scanner1.49903 > mynetwork.1527: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360838 scanner2.49903 > mynetwork.1527: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360903 scanner1.49903 > mynetwork.192: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.360997 scanner2.49903 > mynetwork.192: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.361105 scanner1.49903 > mynetwork.1662: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.361171 scanner2.49903 > mynetwork.1662: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.368463 scanner1.49903 > mynetwork.492: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.368517 scanner2.49903 > mynetwork.492: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.368591 scanner1.49903 > mynetwork.701: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.368617 scanner2.49903 > mynetwork.701: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.368688 scanner1.49903 > mynetwork.346: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.368885 scanner2.49903 > mynetwork.346: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.368955 scanner1.49903 > mynetwork.1402: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369022 scanner2.49903 > mynetwork.1402: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369053 scanner1.49903 > mynetwork.311: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369175 scanner2.49903 > mynetwork.311: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369283 scanner1.49903 > mynetwork.928: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369349 scanner2.49903 > mynetwork.928: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369416 scanner1.49903 > mynetwork.936: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369482 scanner2.49903 > mynetwork.936: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369614 scanner1.49903 > mynetwork.370: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369682 scanner2.49903 > mynetwork.370: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369748 scanner1.49903 > mynetwork.246: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369838 scanner2.49903 > mynetwork.246: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.369949 scanner1.49903 > mynetwork.8080: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370016 scanner2.49903 > mynetwork.8080: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370085 scanner1.49903 > mynetwork.359: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370153 scanner2.49903 > mynetwork.359: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370287 scanner1.49903 > mynetwork.1544: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370355 scanner2.49903 > mynetwork.1544: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370422 scanner1.49903 > mynetwork.786: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370488 scanner2.49903 > mynetwork.786: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370619 scanner1.49903 > mynetwork.858: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370686 scanner2.49903 > mynetwork.858: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370751 scanner1.49903 > mynetwork.815: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370845 scanner2.49903 > mynetwork.815: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.370956 scanner1.49903 > mynetwork.44: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371029 scanner2.49903 > mynetwork.44: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371060 scanner1.49903 > mynetwork.1536: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371126 scanner2.49903 > mynetwork.1536: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371292 scanner1.49903 > mynetwork.3141: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371363 scanner2.49903 > mynetwork.3141: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371390 scanner1.49903 > mynetwork.1488: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371461 scanner2.49903 > mynetwork.1488: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371618 scanner1.49903 > mynetwork.587: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.371685 scanner2.49903 > mynetwork.587: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.378731 scanner1.49903 > mynetwork.2500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.378791 scanner2.49903 > mynetwork.2500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.378813 scanner1.49903 > mynetwork.1671: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.378831 scanner2.49903 > mynetwork.1671: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:38.378849 scanner1.49903 > mynetwork.147: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.378868 scanner2.49903 > mynetwork.147: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.378887 scanner1.49903 > mynetwork.5050: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.378906 scanner2.49903 > mynetwork.5050: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379020 scanner1.49903 > mynetwork.1021: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379047 scanner2.49903 > mynetwork.1021: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379067 scanner1.49903 > mynetwork.908: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379318 scanner2.49903 > mynetwork.908: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379393 scanner1.49903 > mynetwork.1000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379418 scanner2.49903 > mynetwork.1000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379488 scanner1.49903 > mynetwork.460: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379558 scanner2.49903 > mynetwork.460: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379702 scanner1.49903 > mynetwork.581: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379774 scanner2.49903 > mynetwork.581: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379840 scanner1.49903 > mynetwork.410: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.379907 scanner2.49903 > mynetwork.410: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380042 scanner1.49903 > mynetwork.691: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380108 scanner2.49903 > mynetwork.691: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380176 scanner1.49903 > mynetwork.1352: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380247 scanner2.49903 > mynetwork.1352: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380377 scanner1.49903 > mynetwork.17007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380444 scanner2.49903 > mynetwork.17007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380509 scanner1.49903 > mynetwork.6148: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380579 scanner2.49903 > mynetwork.6148: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380786 scanner1.49903 > mynetwork.644: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380855 scanner2.49903 > mynetwork.644: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.380922 scanner1.49903 > mynetwork.481: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381030 scanner2.49903 > mynetwork.481: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381143 scanner1.49903 > mynetwork.1011: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381213 scanner2.49903 > mynetwork.1011: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381244 scanner1.49903 > mynetwork.1449: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381311 scanner2.49903 > mynetwork.1449: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381479 scanner1.49903 > mynetwork.271: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381546 scanner2.49903 > mynetwork.271: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381577 scanner1.49903 > mynetwork.864: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381699 scanner2.49903 > mynetwork.864: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381873 scanner1.49903 > mynetwork.214: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381942 scanner2.49903 > mynetwork.214: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.381973 scanner1.49903 > mynetwork.2018: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.382433 scanner2.49903 > mynetwork.2018: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.382507 scanner1.49903 > mynetwork.1109: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.382545 scanner2.49903 > mynetwork.1109: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.382625 scanner1.49903 > mynetwork.273: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.382659 scanner2.49903 > mynetwork.273: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.388608 scanner1.49903 > mynetwork.1389: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.388668 scanner2.49903 > mynetwork.1389: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.388688 scanner1.49903 > mynetwork.43188: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.388767 scanner2.49903 > mynetwork.43188: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.388803 scanner1.49903 > mynetwork.1364: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.388947 scanner2.49903 > mynetwork.1364: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389056 scanner1.49903 > mynetwork.664: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389122 scanner2.49903 > mynetwork.664: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389154 scanner1.49903 > mynetwork.792: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389275 scanner2.49903 > mynetwork.792: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:38.389466 scanner1.49903 > mynetwork.339: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389533 scanner2.49903 > mynetwork.339: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389601 scanner1.49903 > mynetwork.296: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389669 scanner2.49903 > mynetwork.296: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389803 scanner1.49903 > mynetwork.997: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389870 scanner2.49903 > mynetwork.997: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.389937 scanner1.49903 > mynetwork.391: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390003 scanner2.49903 > mynetwork.391: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390134 scanner1.49903 > mynetwork.29: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390201 scanner2.49903 > mynetwork.29: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390269 scanner1.49903 > mynetwork.2030: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390334 scanner2.49903 > mynetwork.2030: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390470 scanner1.49903 > mynetwork.1539: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390537 scanner2.49903 > mynetwork.1539: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390602 scanner1.49903 > mynetwork.1496: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390671 scanner2.49903 > mynetwork.1496: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390803 scanner1.49903 > mynetwork.1470: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390870 scanner2.49903 > mynetwork.1470: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.390937 scanner1.49903 > mynetwork.1349: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391004 scanner2.49903 > mynetwork.1349: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391140 scanner1.49903 > mynetwork.5978: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391207 scanner2.49903 > mynetwork.5978: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391275 scanner1.49903 > mynetwork.839: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391366 scanner2.49903 > mynetwork.839: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391479 scanner1.49903 > mynetwork.6004: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391545 scanner2.49903 > mynetwork.6004: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391611 scanner1.49903 > mynetwork.1515: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391759 scanner2.49903 > mynetwork.1515: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391879 scanner1.49903 > mynetwork.122: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391946 scanner2.49903 > mynetwork.122: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.391978 scanner1.49903 > mynetwork.308: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392044 scanner2.49903 > mynetwork.308: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392206 scanner1.49903 > mynetwork.32780: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392277 scanner2.49903 > mynetwork.32780: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392308 scanner1.49903 > mynetwork.974: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392376 scanner2.49903 > mynetwork.974: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392546 scanner1.49903 > mynetwork.1434: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392576 scanner2.49903 > mynetwork.1434: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392653 scanner1.49903 > mynetwork.270: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392722 scanner2.49903 > mynetwork.270: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392873 scanner1.49903 > mynetwork.1435: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392950 scanner2.49903 > mynetwork.1435: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.392981 scanner1.49903 > mynetwork.1004: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.393049 scanner2.49903 > mynetwork.1004: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.393221 scanner1.49903 > mynetwork.1361: FP 0:0(0) win 4096 urg 0 (DF)
15:06:38.393251 scanner2.49903 > mynetwork.1361: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.187866 scanner1.49904 > mynetwork.43188: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.187948 scanner2.49904 > mynetwork.43188: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.187972 scanner1.49903 > mynetwork.1454: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188002 scanner2.49903 > mynetwork.1454: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188102 scanner1.49903 > mynetwork.548: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188130 scanner2.49903 > mynetwork.548: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188343 scanner1.49903 > mynetwork.2045: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188376 scanner2.49903 > mynetwork.2045: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:42.188448 scanner1.49903 > mynetwork.1399: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188516 scanner2.49903 > mynetwork.1399: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188669 scanner1.49903 > mynetwork.923: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188739 scanner2.49903 > mynetwork.923: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188806 scanner1.49903 > mynetwork.890: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.188875 scanner2.49903 > mynetwork.890: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189011 scanner1.49903 > mynetwork.435: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189081 scanner2.49903 > mynetwork.435: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189112 scanner1.49903 > mynetwork.620: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189178 scanner2.49903 > mynetwork.620: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189408 scanner1.49903 > mynetwork.187: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189441 scanner2.49903 > mynetwork.187: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189510 scanner1.49903 > mynetwork.385: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189579 scanner2.49903 > mynetwork.385: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189733 scanner1.49903 > mynetwork.560: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189801 scanner2.49903 > mynetwork.560: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189867 scanner1.49903 > mynetwork.595: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.189938 scanner2.49903 > mynetwork.595: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190068 scanner1.49903 > mynetwork.1212: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190135 scanner2.49903 > mynetwork.1212: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190201 scanner1.49903 > mynetwork.5530: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190295 scanner2.49903 > mynetwork.5530: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190410 scanner1.49903 > mynetwork.65301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190476 scanner2.49903 > mynetwork.65301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190544 scanner1.49903 > mynetwork.960: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190610 scanner2.49903 > mynetwork.960: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190743 scanner1.49903 > mynetwork.440: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190812 scanner2.49903 > mynetwork.440: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190878 scanner1.49903 > mynetwork.304: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.190967 scanner2.49903 > mynetwork.304: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191082 scanner1.49903 > mynetwork.394: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191150 scanner2.49903 > mynetwork.394: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191216 scanner1.49903 > mynetwork.72: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191308 scanner2.49903 > mynetwork.72: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191420 scanner1.49903 > mynetwork.782: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191486 scanner2.49903 > mynetwork.782: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191553 scanner1.49903 > mynetwork.670: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191645 scanner2.49903 > mynetwork.670: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191759 scanner1.49903 > mynetwork.871: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191824 scanner2.49903 > mynetwork.871: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191890 scanner1.49903 > mynetwork.874: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.191959 scanner2.49903 > mynetwork.874: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192151 scanner1.49903 > mynetwork.34: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192217 scanner2.49903 > mynetwork.34: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192284 scanner1.49903 > mynetwork.361: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192393 scanner2.49903 > mynetwork.361: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192459 scanner1.49903 > mynetwork.109: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192524 scanner2.49903 > mynetwork.109: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192550 scanner1.49903 > mynetwork.2009: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192620 scanner2.49903 > mynetwork.2009: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192789 scanner1.49903 > mynetwork.116: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192854 scanner2.49903 > mynetwork.116: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192921 scanner1.49903 > mynetwork.451: FP 0:0(0) win 4096 urg 0 (DF)
15:06:42.192990 scanner2.49903 > mynetwork.451: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:43.207741 scanner1.49904 > mynetwork.361: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.207810 scanner2.49904 > mynetwork.361: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.207833 scanner1.49903 > mynetwork.844: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.207915 scanner2.49903 > mynetwork.844: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.207942 scanner1.49903 > mynetwork.294: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208146 scanner2.49903 > mynetwork.294: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208217 scanner1.49903 > mynetwork.51: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208249 scanner2.49903 > mynetwork.51: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208314 scanner1.49903 > mynetwork.918: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208384 scanner2.49903 > mynetwork.918: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208536 scanner1.49903 > mynetwork.143: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208605 scanner2.49903 > mynetwork.143: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208636 scanner1.49903 > mynetwork.746: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208753 scanner2.49903 > mynetwork.746: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208862 scanner1.49903 > mynetwork.2301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208932 scanner2.49903 > mynetwork.2301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.208964 scanner1.49903 > mynetwork.85: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209031 scanner2.49903 > mynetwork.85: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209196 scanner1.49903 > mynetwork.555: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209266 scanner2.49903 > mynetwork.555: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209290 scanner1.49903 > mynetwork.624: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209362 scanner2.49903 > mynetwork.624: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209527 scanner1.49903 > mynetwork.255: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209558 scanner2.49903 > mynetwork.255: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209627 scanner1.49903 > mynetwork.149: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209698 scanner2.49903 > mynetwork.149: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209916 scanner1.49903 > mynetwork.921: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.209947 scanner2.49903 > mynetwork.921: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210015 scanner1.49903 > mynetwork.6: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210085 scanner2.49903 > mynetwork.6: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210240 scanner1.49903 > mynetwork.910: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210306 scanner2.49903 > mynetwork.910: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210373 scanner1.49903 > mynetwork.750: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210440 scanner2.49903 > mynetwork.750: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210567 scanner1.49903 > mynetwork.601: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210659 scanner2.49903 > mynetwork.601: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210685 scanner1.49903 > mynetwork.413: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210734 scanner2.49903 > mynetwork.413: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210863 scanner1.49903 > mynetwork.563: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.210965 scanner2.49903 > mynetwork.563: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211082 scanner1.49903 > mynetwork.326: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211154 scanner2.49903 > mynetwork.326: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211185 scanner1.49903 > mynetwork.915: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211251 scanner2.49903 > mynetwork.915: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211417 scanner1.49903 > mynetwork.657: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211482 scanner2.49903 > mynetwork.657: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211514 scanner1.49903 > mynetwork.5002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211632 scanner2.49903 > mynetwork.5002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211745 scanner1.49903 > mynetwork.933: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211810 scanner2.49903 > mynetwork.933: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211876 scanner1.49903 > mynetwork.3389: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.211942 scanner2.49903 > mynetwork.3389: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.212074 scanner1.49903 > mynetwork.1666: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.212141 scanner2.49903 > mynetwork.1666: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:43.218168 scanner1.49903 > mynetwork.1514: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218221 scanner2.49903 > mynetwork.1514: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218292 scanner1.49903 > mynetwork.250: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218319 scanner2.49903 > mynetwork.250: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218390 scanner1.49903 > mynetwork.857: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218588 scanner2.49903 > mynetwork.857: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218658 scanner1.49903 > mynetwork.823: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218724 scanner2.49903 > mynetwork.823: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218754 scanner1.49903 > mynetwork.629: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.218820 scanner2.49903 > mynetwork.629: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219042 scanner1.49903 > mynetwork.684: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219110 scanner2.49903 > mynetwork.684: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219135 scanner1.49903 > mynetwork.1508: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219233 scanner2.49903 > mynetwork.1508: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219301 scanner1.49903 > mynetwork.6147: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219421 scanner2.49903 > mynetwork.6147: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219535 scanner1.49903 > mynetwork.5631: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219604 scanner2.49903 > mynetwork.5631: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219635 scanner1.49903 > mynetwork.2040: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219703 scanner2.49903 > mynetwork.2040: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219871 scanner1.49903 > mynetwork.880: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219941 scanner2.49903 > mynetwork.880: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.219967 scanner1.49903 > mynetwork.420: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220038 scanner2.49903 > mynetwork.420: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220203 scanner1.49903 > mynetwork.1450: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220274 scanner2.49903 > mynetwork.1450: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220305 scanner1.49903 > mynetwork.1379: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220372 scanner2.49903 > mynetwork.1379: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220539 scanner1.49903 > mynetwork.491: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220571 scanner2.49903 > mynetwork.491: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220641 scanner1.49903 > mynetwork.1518: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220710 scanner2.49903 > mynetwork.1518: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220860 scanner1.49903 > mynetwork.623: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220930 scanner2.49903 > mynetwork.623: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.220995 scanner1.49903 > mynetwork.1509: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221061 scanner2.49903 > mynetwork.1509: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221195 scanner1.49903 > mynetwork.1499: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221262 scanner2.49903 > mynetwork.1499: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221335 scanner1.49903 > mynetwork.963: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221405 scanner2.49903 > mynetwork.963: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221535 scanner1.49903 > mynetwork.779: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221609 scanner2.49903 > mynetwork.779: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221634 scanner1.49903 > mynetwork.545: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221704 scanner2.49903 > mynetwork.545: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221868 scanner1.49903 > mynetwork.380: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.221933 scanner2.49903 > mynetwork.380: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228076 scanner1.49903 > mynetwork.190: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228132 scanner2.49903 > mynetwork.190: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228152 scanner1.49903 > mynetwork.944: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228229 scanner2.49903 > mynetwork.944: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228300 scanner1.49903 > mynetwork.384: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228434 scanner2.49903 > mynetwork.384: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228545 scanner1.49903 > mynetwork.608: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228617 scanner2.49903 > mynetwork.608: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:43.228642 scanner1.49903 > mynetwork.240: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228714 scanner2.49903 > mynetwork.240: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228871 scanner1.49903 > mynetwork.731: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228938 scanner2.49903 > mynetwork.731: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.228968 scanner1.49903 > mynetwork.807: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229088 scanner2.49903 > mynetwork.807: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229198 scanner1.49903 > mynetwork.453: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229270 scanner2.49903 > mynetwork.453: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229295 scanner1.49903 > mynetwork.662: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229366 scanner2.49903 > mynetwork.662: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229537 scanner1.49903 > mynetwork.2433: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229568 scanner2.49903 > mynetwork.2433: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229637 scanner1.49903 > mynetwork.355: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229706 scanner2.49903 > mynetwork.355: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229855 scanner1.49903 > mynetwork.524: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229925 scanner2.49903 > mynetwork.524: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.229957 scanner1.49903 > mynetwork.138: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230076 scanner2.49903 > mynetwork.138: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230184 scanner1.49903 > mynetwork.10005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230248 scanner2.49903 > mynetwork.10005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230313 scanner1.49903 > mynetwork.438: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230379 scanner2.49903 > mynetwork.438: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230510 scanner1.49903 > mynetwork.73: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230578 scanner2.49903 > mynetwork.73: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230644 scanner1.49903 > mynetwork.1524: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230714 scanner2.49903 > mynetwork.1524: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230845 scanner1.49903 > mynetwork.685: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230919 scanner2.49903 > mynetwork.685: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.230951 scanner1.49903 > mynetwork.412: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231017 scanner2.49903 > mynetwork.412: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231240 scanner1.49903 > mynetwork.1504: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231308 scanner2.49903 > mynetwork.1504: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231338 scanner1.49903 > mynetwork.568: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231455 scanner2.49903 > mynetwork.568: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231565 scanner1.49903 > mynetwork.237: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231636 scanner2.49903 > mynetwork.237: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231667 scanner1.49903 > mynetwork.360: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231776 scanner2.49903 > mynetwork.360: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231843 scanner1.49903 > mynetwork.787: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231910 scanner2.49903 > mynetwork.787: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.231941 scanner1.49903 > mynetwork.297: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.232059 scanner2.49903 > mynetwork.297: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.232171 scanner1.49903 > mynetwork.1444: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.232237 scanner2.49903 > mynetwork.1444: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.232268 scanner1.49903 > mynetwork.32773: FP 0:0(0) win 4096 urg 0 (DF)
15:06:43.232386 scanner2.49903 > mynetwork.32773: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.647580 scanner1.49904 > mynetwork.360: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.647657 scanner2.49904 > mynetwork.360: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.647679 scanner1.49903 > mynetwork.348: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.647762 scanner2.49903 > mynetwork.348: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.647789 scanner1.49903 > mynetwork.1650: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.647865 scanner2.49903 > mynetwork.1650: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648112 scanner1.49903 > mynetwork.97: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648143 scanner2.49903 > mynetwork.97: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:44.648211 scanner1.49903 > mynetwork.5191: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648281 scanner2.49903 > mynetwork.5191: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648436 scanner1.49903 > mynetwork.315: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648503 scanner2.49903 > mynetwork.315: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648535 scanner1.49903 > mynetwork.507: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648652 scanner2.49903 > mynetwork.507: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648765 scanner1.49903 > mynetwork.2232: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648829 scanner2.49903 > mynetwork.2232: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648861 scanner1.49903 > mynetwork.673: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.648980 scanner2.49903 > mynetwork.673: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649090 scanner1.49903 > mynetwork.999: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649154 scanner2.49903 > mynetwork.999: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649185 scanner1.49903 > mynetwork.547: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649304 scanner2.49903 > mynetwork.547: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649414 scanner1.49903 > mynetwork.1020: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649480 scanner2.49903 > mynetwork.1020: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649511 scanner1.49903 > mynetwork.766: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649629 scanner2.49903 > mynetwork.766: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649740 scanner1.49903 > mynetwork.476: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649811 scanner2.49903 > mynetwork.476: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649842 scanner1.49903 > mynetwork.3333: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.649908 scanner2.49903 > mynetwork.3333: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650120 scanner1.49903 > mynetwork.108: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650185 scanner2.49903 > mynetwork.108: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650217 scanner1.49903 > mynetwork.235: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650337 scanner2.49903 > mynetwork.235: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650453 scanner1.49903 > mynetwork.1409: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650518 scanner2.49903 > mynetwork.1409: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650584 scanner1.49903 > mynetwork.713: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650654 scanner2.49903 > mynetwork.713: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650785 scanner1.49903 > mynetwork.901: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650851 scanner2.49903 > mynetwork.901: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.650917 scanner1.49903 > mynetwork.941: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651114 scanner2.49903 > mynetwork.941: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651180 scanner1.49903 > mynetwork.5304: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651246 scanner2.49903 > mynetwork.5304: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651313 scanner1.49903 > mynetwork.340: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651409 scanner2.49903 > mynetwork.340: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651522 scanner1.49903 > mynetwork.591: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651595 scanner2.49903 > mynetwork.591: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651621 scanner1.49903 > mynetwork.798: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651752 scanner2.49903 > mynetwork.798: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651854 scanner1.49903 > mynetwork.32775: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651924 scanner2.49903 > mynetwork.32775: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.651955 scanner1.49903 > mynetwork.544: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652021 scanner2.49903 > mynetwork.544: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652193 scanner1.49903 > mynetwork.875: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652223 scanner2.49903 > mynetwork.875: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652292 scanner1.49903 > mynetwork.434: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652364 scanner2.49903 > mynetwork.434: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652577 scanner1.49903 > mynetwork.445: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652608 scanner2.49903 > mynetwork.445: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652678 scanner1.49903 > mynetwork.3001: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.652746 scanner2.49903 > mynetwork.3001: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:44.658094 scanner1.49903 > mynetwork.188: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658146 scanner2.49903 > mynetwork.188: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658216 scanner1.49903 > mynetwork.896: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658241 scanner2.49903 > mynetwork.896: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658313 scanner1.49903 > mynetwork.9535: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658532 scanner2.49903 > mynetwork.9535: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658604 scanner1.49903 > mynetwork.635: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658628 scanner2.49903 > mynetwork.635: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658700 scanner1.49903 > mynetwork.733: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658769 scanner2.49903 > mynetwork.733: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658860 scanner1.49903 > mynetwork.490: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.658968 scanner2.49903 > mynetwork.490: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659036 scanner1.49903 > mynetwork.3000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659066 scanner2.49903 > mynetwork.3000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659132 scanner1.49903 > mynetwork.3128: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659200 scanner2.49903 > mynetwork.3128: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659356 scanner1.49903 > mynetwork.2014: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659423 scanner2.49903 > mynetwork.2014: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659489 scanner1.49903 > mynetwork.718: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659555 scanner2.49903 > mynetwork.718: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659684 scanner1.49903 > mynetwork.1393: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659750 scanner2.49903 > mynetwork.1393: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659818 scanner1.49903 > mynetwork.396: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.659912 scanner2.49903 > mynetwork.396: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660026 scanner1.49903 > mynetwork.975: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660092 scanner2.49903 > mynetwork.975: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660160 scanner1.49903 > mynetwork.909: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660232 scanner2.49903 > mynetwork.909: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660359 scanner1.49903 > mynetwork.1532: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660425 scanner2.49903 > mynetwork.1532: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660492 scanner1.49903 > mynetwork.781: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660584 scanner2.49903 > mynetwork.781: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660695 scanner1.49903 > mynetwork.539: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660761 scanner2.49903 > mynetwork.539: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660827 scanner1.49903 > mynetwork.200: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.660920 scanner2.49903 > mynetwork.200: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661093 scanner1.49903 > mynetwork.202: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661159 scanner2.49903 > mynetwork.202: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661227 scanner1.49903 > mynetwork.6007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661335 scanner2.49903 > mynetwork.6007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661402 scanner1.49903 > mynetwork.2430: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661468 scanner2.49903 > mynetwork.2430: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661494 scanner1.49903 > mynetwork.463: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661576 scanner2.49903 > mynetwork.463: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661736 scanner1.49903 > mynetwork.992: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661767 scanner2.49903 > mynetwork.992: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661837 scanner1.49903 > mynetwork.1412: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.661908 scanner2.49903 > mynetwork.1412: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.662071 scanner1.49903 > mynetwork.728: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.662104 scanner2.49903 > mynetwork.728: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.662173 scanner1.49903 > mynetwork.566: FP 0:0(0) win 4096 urg 0 (DF)
15:06:44.662243 scanner2.49903 > mynetwork.566: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.267441 scanner1.49904 > mynetwork.490: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.267516 scanner2.49904 > mynetwork.490: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:46.267539 scanner1.49904 > mynetwork.6007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.267619 scanner2.49904 > mynetwork.6007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.267645 scanner1.49903 > mynetwork.703: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.267722 scanner2.49903 > mynetwork.703: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.267919 scanner1.49903 > mynetwork.260: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.267986 scanner2.49903 > mynetwork.260: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268016 scanner1.49903 > mynetwork.12345: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268083 scanner2.49903 > mynetwork.12345: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268313 scanner1.49903 > mynetwork.80: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268344 scanner2.49903 > mynetwork.80: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268413 scanner1.49903 > mynetwork.693: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268484 scanner2.49903 > mynetwork.693: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268694 scanner1.49903 > mynetwork.795: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268723 scanner2.49903 > mynetwork.795: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268793 scanner1.49903 > mynetwork.905: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.268863 scanner2.49903 > mynetwork.905: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269058 scanner1.49903 > mynetwork.469: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269125 scanner2.49903 > mynetwork.469: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269157 scanner1.49903 > mynetwork.1414: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269274 scanner2.49903 > mynetwork.1414: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269391 scanner1.49903 > mynetwork.2501: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269456 scanner2.49903 > mynetwork.2501: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269486 scanner1.49903 > mynetwork.904: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269605 scanner2.49903 > mynetwork.904: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269701 scanner1.49903 > mynetwork.5193: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269765 scanner2.49903 > mynetwork.5193: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269832 scanner1.49903 > mynetwork.898: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.269952 scanner2.49903 > mynetwork.898: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270063 scanner1.49903 > mynetwork.1387: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270129 scanner2.49903 > mynetwork.1387: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270196 scanner1.49903 > mynetwork.1457: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270263 scanner2.49903 > mynetwork.1457: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270392 scanner1.49903 > mynetwork.626: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270457 scanner2.49903 > mynetwork.626: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270526 scanner1.49903 > mynetwork.971: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270625 scanner2.49903 > mynetwork.971: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270735 scanner1.49903 > mynetwork.719: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270800 scanner2.49903 > mynetwork.719: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270865 scanner1.49903 > mynetwork.827: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.270960 scanner2.49903 > mynetwork.827: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271074 scanner1.49903 > mynetwork.120: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271138 scanner2.49903 > mynetwork.120: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271202 scanner1.49903 > mynetwork.281: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271295 scanner2.49903 > mynetwork.281: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271409 scanner1.49903 > mynetwork.408: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271475 scanner2.49903 > mynetwork.408: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271541 scanner1.49903 > mynetwork.763: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271635 scanner2.49903 > mynetwork.763: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271800 scanner1.49903 > mynetwork.2605: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271867 scanner2.49903 > mynetwork.2605: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.271935 scanner1.49903 > mynetwork.869: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.272043 scanner2.49903 > mynetwork.869: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.272109 scanner1.49903 > mynetwork.1989: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.272142 scanner2.49903 > mynetwork.1989: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:46.272207 scanner1.49903 > mynetwork.22321: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.272278 scanner2.49903 > mynetwork.22321: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.272432 scanner1.49903 > mynetwork.6969: FP 0:0(0) win 4096 urg 0 (DF)
15:06:46.272500 scanner2.49903 > mynetwork.6969: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197115 scanner1.49904 > mynetwork.869: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197201 scanner2.49904 > mynetwork.869: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197222 scanner1.49903 > mynetwork.648: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197301 scanner2.49903 > mynetwork.648: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197329 scanner1.49903 > mynetwork.367: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197361 scanner2.49903 > mynetwork.367: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197644 scanner1.49903 > mynetwork.3049: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197675 scanner2.49903 > mynetwork.3049: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197745 scanner1.49903 > mynetwork.7005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.197814 scanner2.49903 > mynetwork.7005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198011 scanner1.49903 > mynetwork.2007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198088 scanner2.49903 > mynetwork.2007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198114 scanner1.49903 > mynetwork.978: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198196 scanner2.49903 > mynetwork.978: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198344 scanner1.49903 > mynetwork.254: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198416 scanner2.49903 > mynetwork.254: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198441 scanner1.49903 > mynetwork.637: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198513 scanner2.49903 > mynetwork.637: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198693 scanner1.49903 > mynetwork.721: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198725 scanner2.49903 > mynetwork.721: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198795 scanner1.49903 > mynetwork.1447: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.198864 scanner2.49903 > mynetwork.1447: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199015 scanner1.49903 > mynetwork.1511: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199086 scanner2.49903 > mynetwork.1511: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199117 scanner1.49903 > mynetwork.1440: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199235 scanner2.49903 > mynetwork.1440: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199413 scanner1.49903 > mynetwork.6005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199481 scanner2.49903 > mynetwork.6005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199548 scanner1.49903 > mynetwork.516: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199615 scanner2.49903 > mynetwork.516: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199752 scanner1.49903 > mynetwork.4: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199819 scanner2.49903 > mynetwork.4: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199892 scanner1.49903 > mynetwork.776: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.199962 scanner2.49903 > mynetwork.776: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200091 scanner1.49903 > mynetwork.4333: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200158 scanner2.49903 > mynetwork.4333: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200229 scanner1.49903 > mynetwork.32786: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200299 scanner2.49903 > mynetwork.32786: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200429 scanner1.49903 > mynetwork.459: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200496 scanner2.49903 > mynetwork.459: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200562 scanner1.49903 > mynetwork.22: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.200658 scanner2.49903 > mynetwork.22: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.207422 scanner1.49903 > mynetwork.443: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.207474 scanner2.49903 > mynetwork.443: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.207544 scanner1.49903 > mynetwork.1370: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.207571 scanner2.49903 > mynetwork.1370: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.207640 scanner1.49903 > mynetwork.511: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.207913 scanner2.49903 > mynetwork.511: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.207986 scanner1.49903 > mynetwork.59: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208054 scanner2.49903 > mynetwork.59: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:49.208093 scanner1.49903 > mynetwork.10083: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208198 scanner2.49903 > mynetwork.10083: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208326 scanner1.49903 > mynetwork.1990: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208394 scanner2.49903 > mynetwork.1990: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208426 scanner1.49903 > mynetwork.513: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208492 scanner2.49903 > mynetwork.513: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208702 scanner1.49903 > mynetwork.63: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208735 scanner2.49903 > mynetwork.63: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208804 scanner1.49903 > mynetwork.1528: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208874 scanner2.49903 > mynetwork.1528: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.208973 scanner1.49903 > mynetwork.1500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209077 scanner2.49903 > mynetwork.1500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209188 scanner1.49903 > mynetwork.592: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209260 scanner2.49903 > mynetwork.592: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209292 scanner1.49903 > mynetwork.1406: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209415 scanner2.49903 > mynetwork.1406: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209528 scanner1.49903 > mynetwork.430: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209597 scanner2.49903 > mynetwork.430: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209629 scanner1.49903 > mynetwork.329: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209695 scanner2.49903 > mynetwork.329: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209861 scanner1.49903 > mynetwork.1495: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209892 scanner2.49903 > mynetwork.1495: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.209961 scanner1.49903 > mynetwork.132: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.210031 scanner2.49903 > mynetwork.132: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.210186 scanner1.49903 > mynetwork.1467: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.210257 scanner2.49903 > mynetwork.1467: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.210283 scanner1.49903 > mynetwork.1016: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.210354 scanner2.49903 > mynetwork.1016: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.210520 scanner1.49903 > mynetwork.139: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.210551 scanner2.49903 > mynetwork.139: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217399 scanner1.49903 > mynetwork.325: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217457 scanner2.49903 > mynetwork.325: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217477 scanner1.49903 > mynetwork.1374: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217556 scanner2.49903 > mynetwork.1374: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217627 scanner1.49903 > mynetwork.40: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217758 scanner2.49903 > mynetwork.40: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217870 scanner1.49903 > mynetwork.215: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217934 scanner2.49903 > mynetwork.215: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.217966 scanner1.49903 > mynetwork.938: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218089 scanner2.49903 > mynetwork.938: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218197 scanner1.49903 > mynetwork.423: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218270 scanner2.49903 > mynetwork.423: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218301 scanner1.49903 > mynetwork.134: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218366 scanner2.49903 > mynetwork.134: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218534 scanner1.49903 > mynetwork.1547: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218565 scanner2.49903 > mynetwork.1547: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218635 scanner1.49903 > mynetwork.1548: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218705 scanner2.49903 > mynetwork.1548: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218856 scanner1.49903 > mynetwork.1363: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218932 scanner2.49903 > mynetwork.1363: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.218964 scanner1.49903 > mynetwork.368: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219084 scanner2.49903 > mynetwork.368: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219192 scanner1.49903 > mynetwork.2046: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219263 scanner2.49903 > mynetwork.2046: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:49.219294 scanner1.49903 > mynetwork.1436: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219360 scanner2.49903 > mynetwork.1436: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219523 scanner1.49903 > mynetwork.55: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219594 scanner2.49903 > mynetwork.55: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219626 scanner1.49903 > mynetwork.609: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219692 scanner2.49903 > mynetwork.609: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219849 scanner1.49903 > mynetwork.6666: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219916 scanner2.49903 > mynetwork.6666: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.219948 scanner1.49903 > mynetwork.310: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220064 scanner2.49903 > mynetwork.310: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220176 scanner1.49903 > mynetwork.128: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220241 scanner2.49903 > mynetwork.128: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220272 scanner1.49903 > mynetwork.1009: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220388 scanner2.49903 > mynetwork.1009: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220503 scanner1.49903 > mynetwork.1451: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220569 scanner2.49903 > mynetwork.1451: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220636 scanner1.49903 > mynetwork.5011: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220703 scanner2.49903 > mynetwork.5011: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220834 scanner1.49903 > mynetwork.79: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220900 scanner2.49903 > mynetwork.79: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.220967 scanner1.49903 > mynetwork.446: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.221060 scanner2.49903 > mynetwork.446: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227445 scanner1.49903 > mynetwork.295: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227496 scanner2.49903 > mynetwork.295: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227567 scanner1.49903 > mynetwork.470: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227593 scanner2.49903 > mynetwork.470: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227666 scanner1.49903 > mynetwork.226: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227865 scanner2.49903 > mynetwork.226: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227934 scanner1.49903 > mynetwork.5301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.227966 scanner2.49903 > mynetwork.5301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228033 scanner1.49903 > mynetwork.208: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228103 scanner2.49903 > mynetwork.208: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228250 scanner1.49903 > mynetwork.764: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228324 scanner2.49903 > mynetwork.764: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228356 scanner1.49903 > mynetwork.223: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228423 scanner2.49903 > mynetwork.223: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228591 scanner1.49903 > mynetwork.723: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228622 scanner2.49903 > mynetwork.723: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228692 scanner1.49903 > mynetwork.3421: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228763 scanner2.49903 > mynetwork.3421: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.228977 scanner1.49903 > mynetwork.1350: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229009 scanner2.49903 > mynetwork.1350: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229078 scanner1.49903 > mynetwork.32771: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229147 scanner2.49903 > mynetwork.32771: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229354 scanner1.49903 > mynetwork.847: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229384 scanner2.49903 > mynetwork.847: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229456 scanner1.49903 > mynetwork.780: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229524 scanner2.49903 > mynetwork.780: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229723 scanner1.49903 > mynetwork.888: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229793 scanner2.49903 > mynetwork.888: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229819 scanner1.49903 > mynetwork.1995: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.229889 scanner2.49903 > mynetwork.1995: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230048 scanner1.49903 > mynetwork.2067: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230119 scanner2.49903 > mynetwork.2067: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:49.230150 scanner1.49903 > mynetwork.861: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230217 scanner2.49903 > mynetwork.861: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230380 scanner1.49903 > mynetwork.541: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230445 scanner2.49903 > mynetwork.541: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230512 scanner1.49903 > mynetwork.669: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230577 scanner2.49903 > mynetwork.669: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230706 scanner1.49903 > mynetwork.331: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230772 scanner2.49903 > mynetwork.331: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230839 scanner1.49903 > mynetwork.940: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.230942 scanner2.49903 > mynetwork.940: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231055 scanner1.49903 > mynetwork.341: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231120 scanner2.49903 > mynetwork.341: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231186 scanner1.49903 > mynetwork.107: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231253 scanner2.49903 > mynetwork.107: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231384 scanner1.49903 > mynetwork.23: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231450 scanner2.49903 > mynetwork.23: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231517 scanner1.49903 > mynetwork.1491: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231611 scanner2.49903 > mynetwork.1491: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231785 scanner1.49903 > mynetwork.218: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.231851 scanner2.49903 > mynetwork.218: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.237506 scanner1.49903 > mynetwork.596: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.237559 scanner2.49903 > mynetwork.596: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.237631 scanner1.49903 > mynetwork.1019: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.237656 scanner2.49903 > mynetwork.1019: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.237726 scanner1.49903 > mynetwork.759: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.237920 scanner2.49903 > mynetwork.759: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.237988 scanner1.49903 > mynetwork.714: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238054 scanner2.49903 > mynetwork.714: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238085 scanner1.49903 > mynetwork.289: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238159 scanner2.49903 > mynetwork.289: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238318 scanner1.49903 > mynetwork.1347: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238387 scanner2.49903 > mynetwork.1347: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238412 scanner1.49903 > mynetwork.69: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238483 scanner2.49903 > mynetwork.69: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238638 scanner1.49903 > mynetwork.165: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238705 scanner2.49903 > mynetwork.165: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238737 scanner1.49903 > mynetwork.131: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238801 scanner2.49903 > mynetwork.131: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.238970 scanner1.49903 > mynetwork.650: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239038 scanner2.49903 > mynetwork.650: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239064 scanner1.49903 > mynetwork.1477: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239133 scanner2.49903 > mynetwork.1477: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239290 scanner1.49903 > mynetwork.409: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239357 scanner2.49903 > mynetwork.409: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239389 scanner1.49903 > mynetwork.602: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239499 scanner2.49903 > mynetwork.602: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239566 scanner1.49903 > mynetwork.756: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239635 scanner2.49903 > mynetwork.756: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239701 scanner1.49903 > mynetwork.56: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239794 scanner2.49903 > mynetwork.56: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239911 scanner1.49903 > mynetwork.194: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.239978 scanner2.49903 > mynetwork.194: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240044 scanner1.49903 > mynetwork.6142: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240111 scanner2.49903 > mynetwork.6142: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:49.240242 scanner1.49903 > mynetwork.2019: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240308 scanner2.49903 > mynetwork.2019: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240376 scanner1.49903 > mynetwork.191: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240589 scanner2.49903 > mynetwork.191: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240656 scanner1.49903 > mynetwork.9100: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240729 scanner2.49903 > mynetwork.9100: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240759 scanner1.49903 > mynetwork.1443: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240876 scanner2.49903 > mynetwork.1443: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.240989 scanner1.49903 > mynetwork.5900: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241055 scanner2.49903 > mynetwork.5900: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241086 scanner1.49903 > mynetwork.398: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241204 scanner2.49903 > mynetwork.398: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241315 scanner1.49903 > mynetwork.528: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241380 scanner2.49903 > mynetwork.528: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241410 scanner1.49903 > mynetwork.328: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241528 scanner2.49903 > mynetwork.328: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241642 scanner1.49903 > mynetwork.458: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241709 scanner2.49903 > mynetwork.458: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241740 scanner1.49903 > mynetwork.878: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241858 scanner2.49903 > mynetwork.878: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.241969 scanner1.49903 > mynetwork.395: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.242040 scanner2.49903 > mynetwork.395: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.242070 scanner1.49903 > mynetwork.1661: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.242187 scanner2.49903 > mynetwork.1661: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.242301 scanner1.49903 > mynetwork.572: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.242372 scanner2.49903 > mynetwork.572: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617065 scanner1.49904 > mynetwork.602: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617138 scanner2.49904 > mynetwork.602: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617160 scanner1.49903 > mynetwork.287: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617240 scanner2.49903 > mynetwork.287: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617267 scanner1.49903 > mynetwork.142: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617341 scanner2.49903 > mynetwork.142: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617531 scanner1.49903 > mynetwork.285: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617562 scanner2.49903 > mynetwork.285: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617630 scanner1.49903 > mynetwork.419: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617700 scanner2.49903 > mynetwork.419: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617914 scanner1.49903 > mynetwork.829: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.617982 scanner2.49903 > mynetwork.829: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618013 scanner1.49903 > mynetwork.1032: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618080 scanner2.49903 > mynetwork.1032: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618246 scanner1.49903 > mynetwork.1531: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618313 scanner2.49903 > mynetwork.1531: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618344 scanner1.49903 > mynetwork.455: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618411 scanner2.49903 > mynetwork.455: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618577 scanner1.49903 > mynetwork.695: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618646 scanner2.49903 > mynetwork.695: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618683 scanner1.49903 > mynetwork.1234: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618768 scanner2.49903 > mynetwork.1234: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618908 scanner1.49903 > mynetwork.2033: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.618979 scanner2.49903 > mynetwork.2033: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619005 scanner1.49903 > mynetwork.622: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619076 scanner2.49903 > mynetwork.622: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619241 scanner1.49903 > mynetwork.860: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619272 scanner2.49903 > mynetwork.860: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:49.619342 scanner1.49903 > mynetwork.647: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619411 scanner2.49903 > mynetwork.647: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619561 scanner1.49903 > mynetwork.768: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619631 scanner2.49903 > mynetwork.768: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619697 scanner1.49903 > mynetwork.1502: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619789 scanner2.49903 > mynetwork.1502: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619902 scanner1.49903 > mynetwork.1552: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.619970 scanner2.49903 > mynetwork.1552: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620035 scanner1.49903 > mynetwork.115: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620105 scanner2.49903 > mynetwork.115: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620242 scanner1.49903 > mynetwork.837: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620315 scanner2.49903 > mynetwork.837: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620346 scanner1.49903 > mynetwork.683: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620459 scanner2.49903 > mynetwork.683: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620527 scanner1.49903 > mynetwork.877: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620593 scanner2.49903 > mynetwork.877: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620624 scanner1.49903 > mynetwork.907: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620742 scanner2.49903 > mynetwork.907: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620858 scanner1.49903 > mynetwork.83: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620924 scanner2.49903 > mynetwork.83: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.620992 scanner1.49903 > mynetwork.627: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621057 scanner2.49903 > mynetwork.627: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621191 scanner1.49903 > mynetwork.631: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621258 scanner2.49903 > mynetwork.631: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621326 scanner1.49903 > mynetwork.653: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621419 scanner2.49903 > mynetwork.653: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621534 scanner1.49903 > mynetwork.102: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621600 scanner2.49903 > mynetwork.102: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621664 scanner1.49903 > mynetwork.2044: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621735 scanner2.49903 > mynetwork.2044: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621867 scanner1.49903 > mynetwork.232: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621940 scanner2.49903 > mynetwork.232: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.621972 scanner1.49903 > mynetwork.457: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.622038 scanner2.49903 > mynetwork.457: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.622204 scanner1.49903 > mynetwork.808: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.622272 scanner2.49903 > mynetwork.808: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.622304 scanner1.49903 > mynetwork.822: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.622370 scanner2.49903 > mynetwork.822: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.622537 scanner1.49903 > mynetwork.710: FP 0:0(0) win 4096 urg 0 (DF)
15:06:49.622604 scanner2.49903 > mynetwork.710: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367000 scanner1.49904 > mynetwork.683: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367077 scanner2.49904 > mynetwork.683: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367098 scanner1.49903 > mynetwork.532: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367178 scanner2.49903 > mynetwork.532: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367205 scanner1.49903 > mynetwork.1493: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367279 scanner2.49903 > mynetwork.1493: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367544 scanner1.49903 > mynetwork.8888: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367576 scanner2.49903 > mynetwork.8888: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367647 scanner1.49903 > mynetwork.743: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367717 scanner2.49903 > mynetwork.743: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367912 scanner1.49903 > mynetwork.2431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.367981 scanner2.49903 > mynetwork.2431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368012 scanner1.49903 > mynetwork.1368: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368078 scanner2.49903 > mynetwork.1368: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:50.368239 scanner1.49903 > mynetwork.570: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368305 scanner2.49903 > mynetwork.570: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368372 scanner1.49903 > mynetwork.1429: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368439 scanner2.49903 > mynetwork.1429: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368569 scanner1.49903 > mynetwork.895: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368635 scanner2.49903 > mynetwork.895: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368701 scanner1.49903 > mynetwork.18: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368792 scanner2.49903 > mynetwork.18: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.368955 scanner1.49903 > mynetwork.5800: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369020 scanner2.49903 > mynetwork.5800: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369089 scanner1.49903 > mynetwork.301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369195 scanner2.49903 > mynetwork.301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369261 scanner1.49903 > mynetwork.319: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369328 scanner2.49903 > mynetwork.319: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369354 scanner1.49903 > mynetwork.720: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369424 scanner2.49903 > mynetwork.720: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369628 scanner1.49903 > mynetwork.2105: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369696 scanner2.49903 > mynetwork.2105: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369723 scanner1.49903 > mynetwork.1664: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369801 scanner2.49903 > mynetwork.1664: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369962 scanner1.49903 > mynetwork.851: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.369994 scanner2.49903 > mynetwork.851: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370064 scanner1.49903 > mynetwork.962: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370132 scanner2.49903 > mynetwork.962: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370351 scanner1.49903 > mynetwork.692: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370383 scanner2.49903 > mynetwork.692: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370454 scanner1.49903 > mynetwork.614: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370524 scanner2.49903 > mynetwork.614: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370673 scanner1.49903 > mynetwork.6558: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370739 scanner2.49903 > mynetwork.6558: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370806 scanner1.49903 > mynetwork.1378: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.370877 scanner2.49903 > mynetwork.1378: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371010 scanner1.49903 > mynetwork.26: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371077 scanner2.49903 > mynetwork.26: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371145 scanner1.49903 > mynetwork.234: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371214 scanner2.49903 > mynetwork.234: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371349 scanner1.49903 > mynetwork.364: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371416 scanner2.49903 > mynetwork.364: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371482 scanner1.49903 > mynetwork.371: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371572 scanner2.49903 > mynetwork.371: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371685 scanner1.49903 > mynetwork.2043: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.371752 scanner2.49903 > mynetwork.2043: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.696940 scanner1.49904 > mynetwork.301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697016 scanner2.49904 > mynetwork.301: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697037 scanner1.49903 > mynetwork.1025: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697120 scanner2.49903 > mynetwork.1025: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697146 scanner1.49903 > mynetwork.5232: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697179 scanner2.49903 > mynetwork.5232: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697410 scanner1.49903 > mynetwork.4500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697479 scanner2.49903 > mynetwork.4500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697512 scanner1.49903 > mynetwork.42: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697631 scanner2.49903 > mynetwork.42: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697746 scanner1.49903 > mynetwork.471: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697812 scanner2.49903 > mynetwork.471: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:50.697843 scanner1.49903 > mynetwork.159: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.697962 scanner2.49903 > mynetwork.159: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698073 scanner1.49903 > mynetwork.150: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698139 scanner2.49903 > mynetwork.150: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698204 scanner1.49903 > mynetwork.5308: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698268 scanner2.49903 > mynetwork.5308: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698399 scanner1.49903 > mynetwork.2112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698466 scanner2.49903 > mynetwork.2112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698532 scanner1.49903 > mynetwork.351: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698603 scanner2.49903 > mynetwork.351: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698734 scanner1.49903 > mynetwork.18000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698807 scanner2.49903 > mynetwork.18000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698838 scanner1.49903 > mynetwork.1431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.698948 scanner2.49903 > mynetwork.1431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699014 scanner1.49903 > mynetwork.580: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699081 scanner2.49903 > mynetwork.580: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699147 scanner1.49903 > mynetwork.927: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699240 scanner2.49903 > mynetwork.927: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699354 scanner1.49903 > mynetwork.501: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699425 scanner2.49903 > mynetwork.501: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699456 scanner1.49903 > mynetwork.523: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699574 scanner2.49903 > mynetwork.523: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699691 scanner1.49903 > mynetwork.579: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699758 scanner2.49903 > mynetwork.579: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699790 scanner1.49903 > mynetwork.431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.699856 scanner2.49903 > mynetwork.431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700019 scanner1.49903 > mynetwork.1394: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700088 scanner2.49903 > mynetwork.1394: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700119 scanner1.49903 > mynetwork.741: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700238 scanner2.49903 > mynetwork.741: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700316 scanner1.49903 > mynetwork.386: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700342 scanner2.49903 > mynetwork.386: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700423 scanner1.49903 > mynetwork.186: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700450 scanner2.49903 > mynetwork.186: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700585 scanner1.49903 > mynetwork.2602: FP 0:0(0) win 4096 urg 0 (DF)
15:06:50.700688 scanner2.49903 > mynetwork.2602: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.116964 scanner1.49904 > mynetwork.1431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117037 scanner2.49904 > mynetwork.1431: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117058 scanner1.49904 > mynetwork.741: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117137 scanner2.49904 > mynetwork.741: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117162 scanner1.49903 > mynetwork.5999: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117355 scanner2.49903 > mynetwork.5999: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117428 scanner1.49903 > mynetwork.5520: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117461 scanner2.49903 > mynetwork.5520: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117526 scanner1.49903 > mynetwork.111: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117598 scanner2.49903 > mynetwork.111: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117747 scanner1.49903 > mynetwork.52: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117823 scanner2.49903 > mynetwork.52: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117853 scanner1.49903 > mynetwork.171: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.117919 scanner2.49903 > mynetwork.171: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118085 scanner1.49903 > mynetwork.830: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118153 scanner2.49903 > mynetwork.830: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118178 scanner1.49903 > mynetwork.4132: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118249 scanner2.49903 > mynetwork.4132: FP 0:0(0) win 4096 urg 0 (DF)



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

15:06:51.118415 scanner1.49903 > mynetwork.5715: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118485 scanner2.49903 > mynetwork.5715: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118510 scanner1.49903 > mynetwork.321: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118582 scanner2.49903 > mynetwork.321: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118750 scanner1.49903 > mynetwork.303: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118782 scanner2.49903 > mynetwork.303: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118851 scanner1.49903 > mynetwork.312: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.118921 scanner2.49903 > mynetwork.312: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119077 scanner1.49903 > mynetwork.1827: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119145 scanner2.49903 > mynetwork.1827: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119211 scanner1.49903 > mynetwork.343: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119278 scanner2.49903 > mynetwork.343: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119411 scanner1.49903 > mynetwork.594: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119479 scanner2.49903 > mynetwork.594: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119546 scanner1.49903 > mynetwork.872: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119617 scanner2.49903 > mynetwork.872: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119749 scanner1.49903 > mynetwork.1403: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119817 scanner2.49903 > mynetwork.1403: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.119883 scanner1.49903 > mynetwork.775: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.120083 scanner2.49903 > mynetwork.775: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.120156 scanner1.49903 > mynetwork.290: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.120224 scanner2.49903 > mynetwork.290: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.120295 scanner1.49903 > mynetwork.2005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.120388 scanner2.49903 > mynetwork.2005: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127239 scanner1.49903 > mynetwork.515: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127293 scanner2.49903 > mynetwork.515: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127314 scanner1.49903 > mynetwork.2027: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127392 scanner2.49903 > mynetwork.2027: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127428 scanner1.49903 > mynetwork.1080: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127639 scanner2.49903 > mynetwork.1080: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127707 scanner1.49903 > mynetwork.5192: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127739 scanner2.49903 > mynetwork.5192: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127804 scanner1.49903 > mynetwork.88: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.127873 scanner2.49903 > mynetwork.88: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128081 scanner1.49903 > mynetwork.1497: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128148 scanner2.49903 > mynetwork.1497: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128215 scanner1.49903 > mynetwork.54: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128282 scanner2.49903 > mynetwork.54: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128412 scanner1.49903 > mynetwork.1013: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128480 scanner2.49903 > mynetwork.1013: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128545 scanner1.49903 > mynetwork.5901: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128636 scanner2.49903 > mynetwork.5901: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128748 scanner1.49903 > mynetwork.2047: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128812 scanner2.49903 > mynetwork.2047: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128879 scanner1.49903 > mynetwork.697: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.128974 scanner2.49903 > mynetwork.697: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129086 scanner1.49903 > mynetwork.136: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129152 scanner2.49903 > mynetwork.136: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129218 scanner1.49903 > mynetwork.176: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129287 scanner2.49903 > mynetwork.176: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129421 scanner1.49903 > mynetwork.929: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129489 scanner2.49903 > mynetwork.929: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129554 scanner1.49903 > mynetwork.1510: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129623 scanner2.49903 > mynetwork.1510: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:51.129758 scanner1.49903 > mynetwork.342: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.129825 scanner2.49903 > mynetwork.342: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138278 scanner1.49903 > mynetwork.526: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138330 scanner2.49903 > mynetwork.526: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138402 scanner1.49903 > mynetwork.519: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138429 scanner2.49903 > mynetwork.519: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138606 scanner1.49903 > mynetwork.388: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138676 scanner2.49903 > mynetwork.388: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138744 scanner1.49903 > mynetwork.119: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138812 scanner2.49903 > mynetwork.119: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.138940 scanner1.49903 > mynetwork.6143: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139008 scanner2.49903 > mynetwork.6143: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139074 scanner1.49903 > mynetwork.678: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139165 scanner2.49903 > mynetwork.678: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139272 scanner1.49903 > mynetwork.897: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139337 scanner2.49903 > mynetwork.897: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139404 scanner1.49903 > mynetwork.7200: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139475 scanner2.49903 > mynetwork.7200: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139614 scanner1.49903 > mynetwork.753: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139682 scanner2.49903 > mynetwork.753: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139713 scanner1.49903 > mynetwork.265: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139835 scanner2.49903 > mynetwork.265: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.139949 scanner1.49903 > mynetwork.293: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140022 scanner2.49903 > mynetwork.293: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140046 scanner1.49903 > mynetwork.1372: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140118 scanner2.49903 > mynetwork.1372: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140282 scanner1.49903 > mynetwork.970: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140347 scanner2.49903 > mynetwork.970: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140436 scanner1.49903 > mynetwork.803: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140504 scanner2.49903 > mynetwork.803: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140571 scanner1.49903 > mynetwork.732: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140602 scanner2.49903 > mynetwork.732: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140667 scanner1.49903 > mynetwork.36: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140738 scanner2.49903 > mynetwork.36: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140907 scanner1.49903 > mynetwork.64: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.140934 scanner2.49903 > mynetwork.64: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.141012 scanner1.49903 > mynetwork.417: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.141047 scanner2.49903 > mynetwork.417: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.141182 scanner1.49903 > mynetwork.1485: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.141286 scanner2.49903 > mynetwork.1485: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.141403 scanner1.49903 > mynetwork.6002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:51.141471 scanner2.49903 > mynetwork.6002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.696758 scanner1.49904 > mynetwork.803: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.696835 scanner2.49904 > mynetwork.803: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.696856 scanner1.49903 > mynetwork.466: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.696938 scanner2.49903 > mynetwork.466: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.696965 scanner1.49903 > mynetwork.636: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697040 scanner2.49903 > mynetwork.636: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697233 scanner1.49903 > mynetwork.2002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697301 scanner2.49903 > mynetwork.2002: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697326 scanner1.49903 > mynetwork.654: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697398 scanner2.49903 > mynetwork.654: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697555 scanner1.49903 > mynetwork.1489: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697624 scanner2.49903 > mynetwork.1489: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:52.697655 scanner1.49903 > mynetwork.575: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697774 scanner2.49903 > mynetwork.575: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697886 scanner1.49903 > mynetwork.1534: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.697951 scanner2.49903 > mynetwork.1534: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698019 scanner1.49903 > mynetwork.536: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698083 scanner2.49903 > mynetwork.536: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698213 scanner1.49903 > mynetwork.428: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698281 scanner2.49903 > mynetwork.428: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698347 scanner1.49903 > mynetwork.965: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698440 scanner2.49903 > mynetwork.965: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698554 scanner1.49903 > mynetwork.712: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698626 scanner2.49903 > mynetwork.712: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698657 scanner1.49903 > mynetwork.2638: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698776 scanner2.49903 > mynetwork.2638: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698885 scanner1.49903 > mynetwork.87: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698950 scanner2.49903 > mynetwork.87: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.698982 scanner1.49903 > mynetwork.2001: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699048 scanner2.49903 > mynetwork.2001: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699276 scanner1.49903 > mynetwork.172: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699344 scanner2.49903 > mynetwork.172: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699369 scanner1.49903 > mynetwork.846: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699439 scanner2.49903 > mynetwork.846: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699605 scanner1.49903 > mynetwork.957: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699673 scanner2.49903 > mynetwork.957: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699705 scanner1.49903 > mynetwork.512: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699771 scanner2.49903 > mynetwork.512: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.699979 scanner1.49903 > mynetwork.1446: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.700046 scanner2.49903 > mynetwork.1446: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.700078 scanner1.49903 > mynetwork.819: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.700143 scanner2.49903 > mynetwork.819: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.700312 scanner1.49903 > mynetwork.618: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.700382 scanner2.49903 > mynetwork.618: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.700413 scanner1.49903 > mynetwork.210: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.700479 scanner2.49903 > mynetwork.210: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707103 scanner1.49903 > mynetwork.427: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707163 scanner2.49903 > mynetwork.427: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707183 scanner1.49903 > mynetwork.651: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707651 scanner2.49903 > mynetwork.651: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707724 scanner1.49903 > mynetwork.2022: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707791 scanner2.49903 > mynetwork.2022: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707822 scanner1.49903 > mynetwork.982: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.707887 scanner2.49903 > mynetwork.982: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708058 scanner1.49903 > mynetwork.3: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708125 scanner2.49903 > mynetwork.3: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708156 scanner1.49903 > mynetwork.372: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708223 scanner2.49903 > mynetwork.372: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708388 scanner1.49903 > mynetwork.22273: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708456 scanner2.49903 > mynetwork.22273: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708481 scanner1.49903 > mynetwork.320: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708552 scanner2.49903 > mynetwork.320: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708711 scanner1.49903 > mynetwork.1366: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708777 scanner2.49903 > mynetwork.1366: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708808 scanner1.49903 > mynetwork.667: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.708874 scanner2.49903 > mynetwork.667: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:52.709036 scanner1.49903 > mynetwork.7001: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709101 scanner2.49903 > mynetwork.7001: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709166 scanner1.49903 > mynetwork.699: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709235 scanner2.49903 > mynetwork.699: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709364 scanner1.49903 > mynetwork.674: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709429 scanner2.49903 > mynetwork.674: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709497 scanner1.49903 > mynetwork.330: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709592 scanner2.49903 > mynetwork.330: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709703 scanner1.49903 > mynetwork.7006: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709769 scanner2.49903 > mynetwork.7006: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709834 scanner1.49903 > mynetwork.244: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.709904 scanner2.49903 > mynetwork.244: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710103 scanner1.49903 > mynetwork.84: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710170 scanner2.49903 > mynetwork.84: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710238 scanner1.49903 > mynetwork.968: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710345 scanner2.49903 > mynetwork.968: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710462 scanner1.49903 > mynetwork.597: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710529 scanner2.49903 > mynetwork.597: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710560 scanner1.49903 > mynetwork.278: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710676 scanner2.49903 > mynetwork.278: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710793 scanner1.49903 > mynetwork.724: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.710858 scanner2.49903 > mynetwork.724: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717077 scanner1.49903 > mynetwork.1346: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717131 scanner2.49903 > mynetwork.1346: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717201 scanner1.49903 > mynetwork.663: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717227 scanner2.49903 > mynetwork.663: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717301 scanner1.49903 > mynetwork.170: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717504 scanner2.49903 > mynetwork.170: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717572 scanner1.49903 > mynetwork.2201: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717604 scanner2.49903 > mynetwork.2201: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717670 scanner1.49903 > mynetwork.535: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717740 scanner2.49903 > mynetwork.535: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717894 scanner1.49903 > mynetwork.949: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717961 scanner2.49903 > mynetwork.949: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.717995 scanner1.49903 > mynetwork.3006: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718060 scanner2.49903 > mynetwork.3006: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718223 scanner1.49903 > mynetwork.1059: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718290 scanner2.49903 > mynetwork.1059: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718357 scanner1.49903 > mynetwork.856: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718423 scanner2.49903 > mynetwork.856: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718555 scanner1.49903 > mynetwork.25: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718622 scanner2.49903 > mynetwork.25: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718689 scanner1.49903 > mynetwork.5190: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718892 scanner2.49903 > mynetwork.5190: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.718962 scanner1.49903 > mynetwork.1415: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719030 scanner2.49903 > mynetwork.1415: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719060 scanner1.49903 > mynetwork.81: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719180 scanner2.49903 > mynetwork.81: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719290 scanner1.49903 > mynetwork.1404: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719355 scanner2.49903 > mynetwork.1404: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719386 scanner1.49903 > mynetwork.5236: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719504 scanner2.49903 > mynetwork.5236: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719673 scanner1.49903 > mynetwork.182: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719740 scanner2.49903 > mynetwork.182: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:52.719806 scanner1.49903 > mynetwork.309: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.719876 scanner2.49903 > mynetwork.309: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720012 scanner1.49903 > mynetwork.414: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720078 scanner2.49903 > mynetwork.414: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720144 scanner1.49903 > mynetwork.1538: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720279 scanner2.49903 > mynetwork.1538: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720403 scanner1.49903 > mynetwork.505: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720469 scanner2.49903 > mynetwork.505: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720501 scanner1.49903 > mynetwork.429: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720568 scanner2.49903 > mynetwork.429: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720734 scanner1.49903 > mynetwork.6141: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720800 scanner2.49903 > mynetwork.6141: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720832 scanner1.49903 > mynetwork.2108: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.720899 scanner2.49903 > mynetwork.2108: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.721062 scanner1.49903 > mynetwork.418: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.721128 scanner2.49903 > mynetwork.418: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727110 scanner1.49903 > mynetwork.1468: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727163 scanner2.49903 > mynetwork.1468: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727183 scanner1.49903 > mynetwork.2017: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727260 scanner2.49903 > mynetwork.2017: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727330 scanner1.49903 > mynetwork.1520: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727469 scanner2.49903 > mynetwork.1520: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727580 scanner1.49903 > mynetwork.984: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727646 scanner2.49903 > mynetwork.984: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727677 scanner1.49903 > mynetwork.365: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727744 scanner2.49903 > mynetwork.365: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.727963 scanner1.49903 > mynetwork.401: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728030 scanner2.49903 > mynetwork.401: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728061 scanner1.49903 > mynetwork.906: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728183 scanner2.49903 > mynetwork.906: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728292 scanner1.49903 > mynetwork.90: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728359 scanner2.49903 > mynetwork.90: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728390 scanner1.49903 > mynetwork.543: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728509 scanner2.49903 > mynetwork.543: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728619 scanner1.49903 > mynetwork.2048: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728685 scanner2.49903 > mynetwork.2048: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728737 scanner1.49903 > mynetwork.389: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728815 scanner2.49903 > mynetwork.389: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.728944 scanner1.49903 > mynetwork.571: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729015 scanner2.49903 > mynetwork.571: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729083 scanner1.49903 > mynetwork.1998: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729150 scanner2.49903 > mynetwork.1998: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729277 scanner1.49903 > mynetwork.1377: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729346 scanner2.49903 > mynetwork.1377: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729412 scanner1.49903 > mynetwork.1992: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729480 scanner2.49903 > mynetwork.1992: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729612 scanner1.49903 > mynetwork.1540: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729680 scanner2.49903 > mynetwork.1540: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729747 scanner1.49903 > mynetwork.771: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729837 scanner2.49903 > mynetwork.771: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.729945 scanner1.49903 > mynetwork.60: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730012 scanner2.49903 > mynetwork.60: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730079 scanner1.49903 > mynetwork.991: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730171 scanner2.49903 > mynetwork.991: FP 0:0(0) win 4096 urg 0 (DF)



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

15:06:52.730279 scanner1.49903 > mynetwork.1: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730345 scanner2.49903 > mynetwork.1: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730411 scanner1.49903 > mynetwork.676: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730507 scanner2.49903 > mynetwork.676: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730672 scanner1.49903 > mynetwork.2025: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730740 scanner2.49903 > mynetwork.2025: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730807 scanner1.49903 > mynetwork.1408: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.730909 scanner2.49903 > mynetwork.1408: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731023 scanner1.49903 > mynetwork.487: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731088 scanner2.49903 > mynetwork.487: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731155 scanner1.49903 > mynetwork.483: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731248 scanner2.49903 > mynetwork.483: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731365 scanner1.49903 > mynetwork.252: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731430 scanner2.49903 > mynetwork.252: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731498 scanner1.49903 > mynetwork.2604: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731564 scanner2.49903 > mynetwork.2604: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731698 scanner1.49903 > mynetwork.354: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.731765 scanner2.49903 > mynetwork.354: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737184 scanner1.49903 > mynetwork.810: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737239 scanner2.49903 > mynetwork.810: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737259 scanner1.49903 > mynetwork.1498: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737337 scanner2.49903 > mynetwork.1498: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737408 scanner1.49903 > mynetwork.899: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737542 scanner2.49903 > mynetwork.899: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737651 scanner1.49903 > mynetwork.1358: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737717 scanner2.49903 > mynetwork.1358: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737748 scanner1.49903 > mynetwork.500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737815 scanner2.49903 > mynetwork.500: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.737984 scanner1.49903 > mynetwork.5540: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738053 scanner2.49903 > mynetwork.5540: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738078 scanner1.49903 > mynetwork.5010: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738149 scanner2.49903 > mynetwork.5010: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738305 scanner1.49903 > mynetwork.1353: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738374 scanner2.49903 > mynetwork.1353: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738406 scanner1.49903 > mynetwork.1442: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738471 scanner2.49903 > mynetwork.1442: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738635 scanner1.49903 > mynetwork.177: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738702 scanner2.49903 > mynetwork.177: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738728 scanner1.49903 > mynetwork.161: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738800 scanner2.49903 > mynetwork.161: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.738963 scanner1.49903 > mynetwork.248: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739029 scanner2.49903 > mynetwork.248: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739061 scanner1.49903 > mynetwork.424: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739126 scanner2.49903 > mynetwork.424: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739291 scanner1.49903 > mynetwork.411: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739356 scanner2.49903 > mynetwork.411: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739424 scanner1.49903 > mynetwork.2028: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739489 scanner2.49903 > mynetwork.2028: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739616 scanner1.49903 > mynetwork.625: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739682 scanner2.49903 > mynetwork.625: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739748 scanner1.49903 > mynetwork.454: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739840 scanner2.49903 > mynetwork.454: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.739949 scanner1.49903 > mynetwork.873: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740017 scanner2.49903 > mynetwork.873: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:52.740084 scanner1.49903 > mynetwork.32778: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740174 scanner2.49903 > mynetwork.32778: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740352 scanner1.49903 > mynetwork.588: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740418 scanner2.49903 > mynetwork.588: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740505 scanner1.49903 > mynetwork.842: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740596 scanner2.49903 > mynetwork.842: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740705 scanner1.49903 > mynetwork.552: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740772 scanner2.49903 > mynetwork.552: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.740840 scanner1.49903 > mynetwork.891: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741031 scanner2.49903 > mynetwork.891: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741099 scanner1.49903 > mynetwork.1519: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741167 scanner2.49903 > mynetwork.1519: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741233 scanner1.49903 > mynetwork.885: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741326 scanner2.49903 > mynetwork.885: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741432 scanner1.49903 > mynetwork.89: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741498 scanner2.49903 > mynetwork.89: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741564 scanner1.49903 > mynetwork.238: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741659 scanner2.49903 > mynetwork.238: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741771 scanner1.49903 > mynetwork.5305: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741836 scanner2.49903 > mynetwork.5305: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741906 scanner1.49903 > mynetwork.1513: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.741976 scanner2.49903 > mynetwork.1513: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.742105 scanner1.49903 > mynetwork.3455: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.742172 scanner2.49903 > mynetwork.3455: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.742239 scanner1.49903 > mynetwork.1483: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.742331 scanner2.49903 > mynetwork.1483: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.742443 scanner1.49903 > mynetwork.584: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.742508 scanner2.49903 > mynetwork.584: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747271 scanner1.49903 > mynetwork.993: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747325 scanner2.49903 > mynetwork.993: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747344 scanner1.49903 > mynetwork.1521: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747425 scanner2.49903 > mynetwork.1521: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747461 scanner1.49903 > mynetwork.141: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747670 scanner2.49903 > mynetwork.141: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747740 scanner1.49903 > mynetwork.1492: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747771 scanner2.49903 > mynetwork.1492: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747839 scanner1.49903 > mynetwork.708: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.747907 scanner2.49903 > mynetwork.708: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748118 scanner1.49903 > mynetwork.212: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748185 scanner2.49903 > mynetwork.212: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748252 scanner1.49903 > mynetwork.228: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748319 scanner2.49903 > mynetwork.228: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748449 scanner1.49903 > mynetwork.2038: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748517 scanner2.49903 > mynetwork.2038: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748584 scanner1.49903 > mynetwork.726: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748654 scanner2.49903 > mynetwork.726: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748782 scanner1.49903 > mynetwork.1390: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748850 scanner2.49903 > mynetwork.1390: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748917 scanner1.49903 > mynetwork.377: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.748985 scanner2.49903 > mynetwork.377: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749114 scanner1.49903 > mynetwork.263: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749182 scanner2.49903 > mynetwork.263: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749248 scanner1.49903 > mynetwork.179: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749314 scanner2.49903 > mynetwork.179: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:52.749448 scanner1.49903 > mynetwork.754: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749516 scanner2.49903 > mynetwork.754: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749583 scanner1.49903 > mynetwork.1007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749651 scanner2.49903 > mynetwork.1007: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749785 scanner1.49903 > mynetwork.1445: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749855 scanner2.49903 > mynetwork.1445: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.749887 scanner1.49903 > mynetwork.550: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750007 scanner2.49903 > mynetwork.550: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750121 scanner1.49903 > mynetwork.2010: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750186 scanner2.49903 > mynetwork.2010: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750218 scanner1.49903 > mynetwork.479: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750335 scanner2.49903 > mynetwork.479: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750510 scanner1.49903 > mynetwork.866: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750577 scanner2.49903 > mynetwork.866: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750644 scanner1.49903 > mynetwork.1462: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750716 scanner2.49903 > mynetwork.1462: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750845 scanner1.49903 > mynetwork.767: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750913 scanner2.49903 > mynetwork.767: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.750979 scanner1.49903 > mynetwork.1448: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751071 scanner2.49903 > mynetwork.1448: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751178 scanner1.49903 > mynetwork.574: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751244 scanner2.49903 > mynetwork.574: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751309 scanner1.49903 > mynetwork.582: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751401 scanner2.49903 > mynetwork.582: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751509 scanner1.49903 > mynetwork.174: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751576 scanner2.49903 > mynetwork.174: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751643 scanner1.49903 > mynetwork.879: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751737 scanner2.49903 > mynetwork.879: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751850 scanner1.49903 > mynetwork.956: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751915 scanner2.49903 > mynetwork.956: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.751982 scanner1.49903 > mynetwork.6006: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752073 scanner2.49903 > mynetwork.6006: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752182 scanner1.49903 > mynetwork.269: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752265 scanner2.49903 > mynetwork.269: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752291 scanner1.49903 > mynetwork.327: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752418 scanner2.49903 > mynetwork.327: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752532 scanner1.49903 > mynetwork.6000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752596 scanner2.49903 > mynetwork.6000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752663 scanner1.49903 > mynetwork.1359: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752731 scanner2.49903 > mynetwork.1359: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752859 scanner1.49903 > mynetwork.168: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752927 scanner2.49903 > mynetwork.168: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.752995 scanner1.49903 > mynetwork.1490: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.753220 scanner2.49903 > mynetwork.1490: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757333 scanner1.49903 > mynetwork.169: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757389 scanner2.49903 > mynetwork.169: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757409 scanner1.49903 > mynetwork.65: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757487 scanner2.49903 > mynetwork.65: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757523 scanner1.49903 > mynetwork.924: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757742 scanner2.49903 > mynetwork.924: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757810 scanner1.49903 > mynetwork.882: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757841 scanner2.49903 > mynetwork.882: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757908 scanner1.49903 > mynetwork.5801: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.757978 scanner2.49903 > mynetwork.5801: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:52.758185 scanner1.49903 > mynetwork.752: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758250 scanner2.49903 > mynetwork.752: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758319 scanner1.49903 > mynetwork.761: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758385 scanner2.49903 > mynetwork.761: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758517 scanner1.49903 > mynetwork.1026: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758583 scanner2.49903 > mynetwork.1026: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758650 scanner1.49903 > mynetwork.241: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758717 scanner2.49903 > mynetwork.241: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758852 scanner1.49903 > mynetwork.104: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758920 scanner2.49903 > mynetwork.104: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.758952 scanner1.49903 > mynetwork.67: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759065 scanner2.49903 > mynetwork.67: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759132 scanner1.49903 > mynetwork.894: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759201 scanner2.49903 > mynetwork.894: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759231 scanner1.49903 > mynetwork.324: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759296 scanner2.49903 > mynetwork.324: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759503 scanner1.49903 > mynetwork.715: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759534 scanner2.49903 > mynetwork.715: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759602 scanner1.49903 > mynetwork.546: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759672 scanner2.49903 > mynetwork.546: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759865 scanner1.49903 > mynetwork.605: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759931 scanner2.49903 > mynetwork.605: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.759998 scanner1.49903 > mynetwork.1723: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760063 scanner2.49903 > mynetwork.1723: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760194 scanner1.49903 > mynetwork.939: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760261 scanner2.49903 > mynetwork.939: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760334 scanner1.49903 > mynetwork.749: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760400 scanner2.49903 > mynetwork.749: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760531 scanner1.49903 > mynetwork.1523: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760598 scanner2.49903 > mynetwork.1523: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760663 scanner1.49903 > mynetwork.402: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760756 scanner2.49903 > mynetwork.402: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760863 scanner1.49903 > mynetwork.9: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760930 scanner2.49903 > mynetwork.9: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.760997 scanner1.49903 > mynetwork.31: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761067 scanner2.49903 > mynetwork.31: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761194 scanner1.49903 > mynetwork.900: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761262 scanner2.49903 > mynetwork.900: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761329 scanner1.49903 > mynetwork.930: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761421 scanner2.49903 > mynetwork.930: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761532 scanner1.49903 > mynetwork.456: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761597 scanner2.49903 > mynetwork.456: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761665 scanner1.49903 > mynetwork.6111: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761753 scanner2.49903 > mynetwork.6111: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761864 scanner1.49903 > mynetwork.6110: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761929 scanner2.49903 > mynetwork.6110: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.761995 scanner1.49903 > mynetwork.292: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762088 scanner2.49903 > mynetwork.292: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762197 scanner1.49903 > mynetwork.220: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762263 scanner2.49903 > mynetwork.220: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762329 scanner1.49903 > mynetwork.606: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762423 scanner2.49903 > mynetwork.606: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762539 scanner1.49903 > mynetwork.439: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762606 scanner2.49903 > mynetwork.439: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:52.762671 scanner1.49903 > mynetwork.2603: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762741 scanner2.49903 > mynetwork.2603: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762876 scanner1.49903 > mynetwork.680: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.762944 scanner2.49903 > mynetwork.680: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763016 scanner1.49903 > mynetwork.1466: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763087 scanner2.49903 > mynetwork.1466: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763228 scanner1.49903 > mynetwork.5: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763295 scanner2.49903 > mynetwork.5: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763363 scanner1.49903 > mynetwork.50: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763484 scanner2.49903 > mynetwork.50: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763608 scanner1.49903 > mynetwork.144: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763637 scanner2.49903 > mynetwork.144: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763704 scanner1.49903 > mynetwork.1400: FP 0:0(0) win 4096 urg 0 (DF)
15:06:52.763774 scanner2.49903 > mynetwork.1400: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696357 scanner1.49904 > mynetwork.67: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696435 scanner2.49904 > mynetwork.67: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696457 scanner1.49903 > mynetwork.5303: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696542 scanner2.49903 > mynetwork.5303: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696569 scanner1.49903 > mynetwork.405: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696602 scanner2.49903 > mynetwork.405: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696840 scanner1.49903 > mynetwork.884: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696871 scanner2.49903 > mynetwork.884: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.696942 scanner1.49903 > mynetwork.603: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697012 scanner2.49903 > mynetwork.603: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697166 scanner1.49903 > mynetwork.529: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697236 scanner2.49903 > mynetwork.529: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697268 scanner1.49903 > mynetwork.305: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697336 scanner2.49903 > mynetwork.305: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697492 scanner1.49903 > mynetwork.813: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697560 scanner2.49903 > mynetwork.813: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697591 scanner1.49903 > mynetwork.2021: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697658 scanner2.49903 > mynetwork.2021: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697824 scanner1.49903 > mynetwork.586: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697892 scanner2.49903 > mynetwork.586: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697923 scanner1.49903 > mynetwork.986: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.697990 scanner2.49903 > mynetwork.986: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698153 scanner1.49903 > mynetwork.7201: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698222 scanner2.49903 > mynetwork.7201: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698254 scanner1.49903 > mynetwork.442: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698320 scanner2.49903 > mynetwork.442: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698482 scanner1.49903 > mynetwork.633: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698551 scanner2.49903 > mynetwork.633: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698575 scanner1.49903 > mynetwork.824: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698647 scanner2.49903 > mynetwork.824: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698913 scanner1.49903 > mynetwork.21: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.698942 scanner2.49903 > mynetwork.21: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699011 scanner1.49903 > mynetwork.189: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699037 scanner2.49903 > mynetwork.189: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699111 scanner1.49903 > mynetwork.425: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699265 scanner2.49903 > mynetwork.425: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699368 scanner1.49903 > mynetwork.562: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699435 scanner2.49903 > mynetwork.562: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699467 scanner1.49903 > mynetwork.282: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699533 scanner2.49903 > mynetwork.282: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:56.699705 scanner1.49903 > mynetwork.1392: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699737 scanner2.49903 > mynetwork.1392: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699806 scanner1.49903 > mynetwork.1241: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.699874 scanner2.49903 > mynetwork.1241: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700095 scanner1.49903 > mynetwork.508: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700127 scanner2.49903 > mynetwork.508: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700198 scanner1.49903 > mynetwork.641: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700273 scanner2.49903 > mynetwork.641: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700477 scanner1.49903 > mynetwork.274: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700547 scanner2.49903 > mynetwork.274: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700578 scanner1.49903 > mynetwork.77: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700696 scanner2.49903 > mynetwork.77: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700810 scanner1.49903 > mynetwork.850: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700876 scanner2.49903 > mynetwork.850: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.700908 scanner1.49903 > mynetwork.45: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701025 scanner2.49903 > mynetwork.45: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701196 scanner1.49903 > mynetwork.737: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701265 scanner2.49903 > mynetwork.737: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701296 scanner1.49903 > mynetwork.1427: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701363 scanner2.49903 > mynetwork.1427: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701530 scanner1.49903 > mynetwork.1369: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701597 scanner2.49903 > mynetwork.1369: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701622 scanner1.49903 > mynetwork.450: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701695 scanner2.49903 > mynetwork.450: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701861 scanner1.49903 > mynetwork.1670: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701929 scanner2.49903 > mynetwork.1670: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.701960 scanner1.49903 > mynetwork.1068: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702027 scanner2.49903 > mynetwork.1068: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702196 scanner1.49903 > mynetwork.68: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702265 scanner2.49903 > mynetwork.68: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702291 scanner1.49903 > mynetwork.1112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702362 scanner2.49903 > mynetwork.1112: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702527 scanner1.49903 > mynetwork.27: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702596 scanner2.49903 > mynetwork.27: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702622 scanner1.49903 > mynetwork.969: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702694 scanner2.49903 > mynetwork.969: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702858 scanner1.49903 > mynetwork.917: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702927 scanner2.49903 > mynetwork.917: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.702958 scanner1.49903 > mynetwork.151: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.703068 scanner2.49903 > mynetwork.151: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.703136 scanner1.49903 > mynetwork.488: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.703204 scanner2.49903 > mynetwork.488: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.703269 scanner1.49903 > mynetwork.942: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.703341 scanner2.49903 > mynetwork.942: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.703479 scanner1.49903 > mynetwork.1381: FP 0:0(0) win 4096 urg 0 (DF)
15:06:56.703553 scanner2.49903 > mynetwork.1381: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926016 scanner1.49904 > mynetwork.151: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926093 scanner2.49904 > mynetwork.151: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926115 scanner1.49903 > mynetwork.121: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926196 scanner2.49903 > mynetwork.121: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926224 scanner1.49903 > mynetwork.4559: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926298 scanner2.49903 > mynetwork.4559: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926486 scanner1.49903 > mynetwork.831: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926554 scanner2.49903 > mynetwork.831: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:59.926580 scanner1.49903 > mynetwork.95: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926652 scanner2.49903 > mynetwork.95: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926806 scanner1.49903 > mynetwork.1110: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926874 scanner2.49903 > mynetwork.1110: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.926906 scanner1.49903 > mynetwork.2004: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927022 scanner2.49903 > mynetwork.2004: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927133 scanner1.49903 > mynetwork.758: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927196 scanner2.49903 > mynetwork.758: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927261 scanner1.49903 > mynetwork.415: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927327 scanner2.49903 > mynetwork.415: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927459 scanner1.49903 > mynetwork.225: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927529 scanner2.49903 > mynetwork.225: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927596 scanner1.49903 > mynetwork.6008: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927663 scanner2.49903 > mynetwork.6008: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927794 scanner1.49903 > mynetwork.783: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927869 scanner2.49903 > mynetwork.783: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927900 scanner1.49903 > mynetwork.735: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.927967 scanner2.49903 > mynetwork.735: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928128 scanner1.49903 > mynetwork.740: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928197 scanner2.49903 > mynetwork.740: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928223 scanner1.49903 > mynetwork.630: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928295 scanner2.49903 > mynetwork.630: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928455 scanner1.49903 > mynetwork.688: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928485 scanner2.49903 > mynetwork.688: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928554 scanner1.49903 > mynetwork.157: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928623 scanner2.49903 > mynetwork.157: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928839 scanner1.49903 > mynetwork.1537: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928906 scanner2.49903 > mynetwork.1537: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.928937 scanner1.49903 > mynetwork.264: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929035 scanner2.49903 > mynetwork.264: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929104 scanner1.49903 > mynetwork.31337: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929166 scanner2.49903 > mynetwork.31337: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929234 scanner1.49903 > mynetwork.5000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929448 scanner2.49903 > mynetwork.5000: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929517 scanner1.49903 > mynetwork.590: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929584 scanner2.49903 > mynetwork.590: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929615 scanner1.49903 > mynetwork.9090: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929733 scanner2.49903 > mynetwork.9090: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929846 scanner1.49903 > mynetwork.1506: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929911 scanner2.49903 > mynetwork.1506: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.929942 scanner1.49903 > mynetwork.889: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930066 scanner2.49903 > mynetwork.889: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930175 scanner1.49903 > mynetwork.497: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930245 scanner2.49903 > mynetwork.497: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930276 scanner1.49903 > mynetwork.863: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930342 scanner2.49903 > mynetwork.863: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930505 scanner1.49903 > mynetwork.518: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930573 scanner2.49903 > mynetwork.518: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930604 scanner1.49903 > mynetwork.473: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930670 scanner2.49903 > mynetwork.473: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930883 scanner1.49903 > mynetwork.1507: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930914 scanner2.49903 > mynetwork.1507: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.930985 scanner1.49903 > mynetwork.958: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931054 scanner2.49903 > mynetwork.958: FP 0:0(0) win 4096 urg 0 (DF)
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15:06:59.931200 scanner1.49903 > mynetwork.242: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931266 scanner2.49903 > mynetwork.242: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931334 scanner1.49903 > mynetwork.4343: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931427 scanner2.49903 > mynetwork.4343: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931543 scanner1.49903 > mynetwork.826: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931610 scanner2.49903 > mynetwork.826: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931677 scanner1.49903 > mynetwork.556: FP 0:0(0) win 4096 urg 0 (DF)
15:06:59.931746 scanner2.49903 > mynetwork.556: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.345870 scanner1.49904 > mynetwork.264: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.345951 scanner2.49904 > mynetwork.264: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.345972 scanner1.49903 > mynetwork.2034: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346057 scanner2.49903 > mynetwork.2034: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346083 scanner1.49903 > mynetwork.800: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346117 scanner2.49903 > mynetwork.800: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346400 scanner1.49903 > mynetwork.886: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346431 scanner2.49903 > mynetwork.886: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346502 scanner1.49903 > mynetwork.687: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346574 scanner2.49903 > mynetwork.687: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346779 scanner1.49903 > mynetwork.806: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346846 scanner2.49903 > mynetwork.806: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346877 scanner1.49903 > mynetwork.267: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.346997 scanner2.49903 > mynetwork.267: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347107 scanner1.49903 > mynetwork.573: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347178 scanner2.49903 > mynetwork.573: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347209 scanner1.49903 > mynetwork.2766: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347323 scanner2.49903 > mynetwork.2766: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347391 scanner1.49903 > mynetwork.383: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347458 scanner2.49903 > mynetwork.383: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347489 scanner1.49903 > mynetwork.677: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347606 scanner2.49903 > mynetwork.677: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347721 scanner1.49903 > mynetwork.2013: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347787 scanner2.49903 > mynetwork.2013: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347818 scanner1.49903 > mynetwork.404: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.347936 scanner2.49903 > mynetwork.404: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348051 scanner1.49903 > mynetwork.520: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348117 scanner2.49903 > mynetwork.520: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348184 scanner1.49903 > mynetwork.48: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348250 scanner2.49903 > mynetwork.48: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348381 scanner1.49903 > mynetwork.788: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348448 scanner2.49903 > mynetwork.788: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348515 scanner1.49903 > mynetwork.503: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348610 scanner2.49903 > mynetwork.503: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348721 scanner1.49903 > mynetwork.3086: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348787 scanner2.49903 > mynetwork.3086: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348852 scanner1.49903 > mynetwork.7326: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.348920 scanner2.49903 > mynetwork.7326: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349054 scanner1.49903 > mynetwork.925: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349121 scanner2.49903 > mynetwork.925: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349188 scanner1.49903 > mynetwork.32772: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349279 scanner2.49903 > mynetwork.32772: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349390 scanner1.49903 > mynetwork.318: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349457 scanner2.49903 > mynetwork.318: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349522 scanner1.49903 > mynetwork.797: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349617 scanner2.49903 > mynetwork.797: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:01.349729 scanner1.49903 > mynetwork.665: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349795 scanner2.49903 > mynetwork.665: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349862 scanner1.49903 > mynetwork.284: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.349931 scanner2.49903 > mynetwork.284: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350063 scanner1.49903 > mynetwork.862: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350130 scanner2.49903 > mynetwork.862: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350196 scanner1.49903 > mynetwork.2432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350290 scanner2.49903 > mynetwork.2432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350395 scanner1.49903 > mynetwork.3456: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350462 scanner2.49903 > mynetwork.3456: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350528 scanner1.49903 > mynetwork.660: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.350622 scanner2.49903 > mynetwork.660: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.675823 scanner1.49904 > mynetwork.2766: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.675919 scanner2.49904 > mynetwork.2766: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.675941 scanner1.49903 > mynetwork.280: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.675961 scanner2.49903 > mynetwork.280: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676069 scanner1.49903 > mynetwork.2064: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676098 scanner2.49903 > mynetwork.2064: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676317 scanner1.49903 > mynetwork.222: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676389 scanner2.49903 > mynetwork.222: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676415 scanner1.49903 > mynetwork.1355: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676487 scanner2.49903 > mynetwork.1355: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676646 scanner1.49903 > mynetwork.950: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676714 scanner2.49903 > mynetwork.950: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676781 scanner1.49903 > mynetwork.338: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676846 scanner2.49903 > mynetwork.338: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.676980 scanner1.49903 > mynetwork.1669: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677047 scanner2.49903 > mynetwork.1669: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677115 scanner1.49903 > mynetwork.640: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677207 scanner2.49903 > mynetwork.640: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677318 scanner1.49903 > mynetwork.5302: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677385 scanner2.49903 > mynetwork.5302: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677449 scanner1.49903 > mynetwork.1425: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677543 scanner2.49903 > mynetwork.1425: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677652 scanner1.49903 > mynetwork.28: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677717 scanner2.49903 > mynetwork.28: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677783 scanner1.49903 > mynetwork.6668: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677878 scanner2.49903 > mynetwork.6668: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.677997 scanner1.49903 > mynetwork.1127: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678064 scanner2.49903 > mynetwork.1127: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678096 scanner1.49903 > mynetwork.567: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678163 scanner2.49903 > mynetwork.567: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678329 scanner1.49903 > mynetwork.495: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678395 scanner2.49903 > mynetwork.495: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678426 scanner1.49903 > mynetwork.934: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678545 scanner2.49903 > mynetwork.934: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678655 scanner1.49903 > mynetwork.990: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678722 scanner2.49903 > mynetwork.990: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678753 scanner1.49903 > mynetwork.452: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678817 scanner2.49903 > mynetwork.452: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.678981 scanner1.49903 > mynetwork.207: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679047 scanner2.49903 > mynetwork.207: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679112 scanner1.49903 > mynetwork.1376: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679179 scanner2.49903 > mynetwork.1376: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:01.679311 scanner1.49903 > mynetwork.10082: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679377 scanner2.49903 > mynetwork.10082: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679443 scanner1.49903 > mynetwork.769: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679535 scanner2.49903 > mynetwork.769: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679648 scanner1.49903 > mynetwork.1428: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679711 scanner2.49903 > mynetwork.1428: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679780 scanner1.49903 > mynetwork.175: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.679876 scanner2.49903 > mynetwork.175: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686223 scanner1.49903 > mynetwork.973: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686279 scanner2.49903 > mynetwork.973: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686300 scanner1.49903 > mynetwork.1433: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686376 scanner2.49903 > mynetwork.1433: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686410 scanner1.49903 > mynetwork.540: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686556 scanner2.49903 > mynetwork.540: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686664 scanner1.49903 > mynetwork.1014: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686730 scanner2.49903 > mynetwork.1014: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686796 scanner1.49903 > mynetwork.700: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686864 scanner2.49903 > mynetwork.700: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.686994 scanner1.49903 > mynetwork.542: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687062 scanner2.49903 > mynetwork.542: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687128 scanner1.49903 > mynetwork.58: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687195 scanner2.49903 > mynetwork.58: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687331 scanner1.49903 > mynetwork.130: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687400 scanner2.49903 > mynetwork.130: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687467 scanner1.49903 > mynetwork.291: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687534 scanner2.49903 > mynetwork.291: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687662 scanner1.49903 > mynetwork.742: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687737 scanner2.49903 > mynetwork.742: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687768 scanner1.49903 > mynetwork.198: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.687885 scanner2.49903 > mynetwork.198: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688002 scanner1.49903 > mynetwork.913: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688032 scanner2.49903 > mynetwork.913: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688102 scanner1.49903 > mynetwork.484: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688171 scanner2.49903 > mynetwork.484: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688397 scanner1.49903 > mynetwork.86: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688427 scanner2.49903 > mynetwork.86: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688497 scanner1.49903 > mynetwork.125: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688568 scanner2.49903 > mynetwork.125: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688723 scanner1.49903 > mynetwork.1994: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688794 scanner2.49903 > mynetwork.1994: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688826 scanner1.49903 > mynetwork.598: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.688934 scanner2.49903 > mynetwork.598: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689001 scanner1.49903 > mynetwork.557: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689068 scanner2.49903 > mynetwork.557: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689133 scanner1.49903 > mynetwork.1401: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689226 scanner2.49903 > mynetwork.1401: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689334 scanner1.49903 > mynetwork.7010: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689401 scanner2.49903 > mynetwork.7010: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689473 scanner1.49903 > mynetwork.433: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689544 scanner2.49903 > mynetwork.433: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689724 scanner1.49903 > mynetwork.604: FP 0:0(0) win 4096 urg 0 (DF)
15:07:01.689791 scanner2.49903 > mynetwork.604: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.635696 scanner1.49904 > mynetwork.1433: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.635771 scanner2.49904 > mynetwork.1433: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:02.635793 scanner1.49904 > mynetwork.598: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.635872 scanner2.49904 > mynetwork.598: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.635900 scanner1.49903 > mynetwork.345: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636058 scanner2.49903 > mynetwork.345: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636163 scanner1.49903 > mynetwork.2627: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636229 scanner2.49903 > mynetwork.2627: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636260 scanner1.49903 > mynetwork.477: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636383 scanner2.49903 > mynetwork.477: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636494 scanner1.49903 > mynetwork.996: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636560 scanner2.49903 > mynetwork.996: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636625 scanner1.49903 > mynetwork.1058: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636691 scanner2.49903 > mynetwork.1058: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636824 scanner1.49903 > mynetwork.24: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636898 scanner2.49903 > mynetwork.24: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636929 scanner1.49903 > mynetwork.585: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.636996 scanner2.49903 > mynetwork.585: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637160 scanner1.49903 > mynetwork.561: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637228 scanner2.49903 > mynetwork.561: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637259 scanner1.49903 > mynetwork.199: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637324 scanner2.49903 > mynetwork.199: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637502 scanner1.49903 > mynetwork.1023: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637533 scanner2.49903 > mynetwork.1023: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637602 scanner1.49903 > mynetwork.7100: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637673 scanner2.49903 > mynetwork.7100: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637826 scanner1.49903 > mynetwork.564: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637900 scanner2.49903 > mynetwork.564: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.637925 scanner1.49903 > mynetwork.1388: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638047 scanner2.49903 > mynetwork.1388: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638160 scanner1.49903 > mynetwork.730: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638229 scanner2.49903 > mynetwork.730: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638260 scanner1.49903 > mynetwork.1384: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638381 scanner2.49903 > mynetwork.1384: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638495 scanner1.49903 > mynetwork.432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638560 scanner2.49903 > mynetwork.432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638591 scanner1.49903 > mynetwork.751: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638657 scanner2.49903 > mynetwork.751: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638889 scanner1.49903 > mynetwork.836: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638957 scanner2.49903 > mynetwork.836: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.638988 scanner1.49903 > mynetwork.436: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639108 scanner2.49903 > mynetwork.436: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639220 scanner1.49903 > mynetwork.387: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639284 scanner2.49903 > mynetwork.387: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639352 scanner1.49903 > mynetwork.1396: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639459 scanner2.49903 > mynetwork.1396: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639531 scanner1.49903 > mynetwork.444: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639598 scanner2.49903 > mynetwork.444: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639665 scanner1.49903 > mynetwork.307: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639786 scanner2.49903 > mynetwork.307: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639899 scanner1.49903 > mynetwork.1178: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.639965 scanner2.49903 > mynetwork.1178: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646131 scanner1.49903 > mynetwork.1416: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646188 scanner2.49903 > mynetwork.1416: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646209 scanner1.49903 > mynetwork.679: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646288 scanner2.49903 > mynetwork.679: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:02.646324 scanner1.49903 > mynetwork.229: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646470 scanner2.49903 > mynetwork.229: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646576 scanner1.49903 > mynetwork.828: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646642 scanner2.49903 > mynetwork.828: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646673 scanner1.49903 > mynetwork.231: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646767 scanner2.49903 > mynetwork.231: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646856 scanner1.49903 > mynetwork.32774: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646918 scanner2.49903 > mynetwork.32774: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.646949 scanner1.49903 > mynetwork.1417: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647067 scanner2.49903 > mynetwork.1417: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647182 scanner1.49903 > mynetwork.349: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647249 scanner2.49903 > mynetwork.349: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647316 scanner1.49903 > mynetwork.2023: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647381 scanner2.49903 > mynetwork.2023: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647510 scanner1.49903 > mynetwork.195: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647586 scanner2.49903 > mynetwork.195: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647617 scanner1.49903 > mynetwork.972: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647728 scanner2.49903 > mynetwork.972: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647797 scanner1.49903 > mynetwork.5979: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647863 scanner2.49903 > mynetwork.5979: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647894 scanner1.49903 > mynetwork.2008: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.647984 scanner2.49903 > mynetwork.2008: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648124 scanner1.49903 > mynetwork.1455: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648194 scanner2.49903 > mynetwork.1455: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648226 scanner1.49903 > mynetwork.1354: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648293 scanner2.49903 > mynetwork.1354: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648455 scanner1.49903 > mynetwork.565: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648487 scanner2.49903 > mynetwork.565: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648558 scanner1.49903 > mynetwork.757: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648627 scanner2.49903 > mynetwork.757: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648781 scanner1.49903 > mynetwork.1351: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648851 scanner2.49903 > mynetwork.1351: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648883 scanner1.49903 > mynetwork.4133: FP 0:0(0) win 4096 urg 0 (DF)
15:07:02.648949 scanner2.49903 > mynetwork.4133: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.385657 scanner1.49904 > mynetwork.679: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.385747 scanner2.49904 > mynetwork.679: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.385769 scanner1.49904 > mynetwork.231: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.385789 scanner2.49904 > mynetwork.231: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.385877 scanner1.49904 > mynetwork.972: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.385904 scanner2.49904 > mynetwork.972: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386131 scanner1.49903 > mynetwork.155: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386203 scanner2.49903 > mynetwork.155: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386229 scanner1.49903 > mynetwork.945: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386299 scanner2.49903 > mynetwork.945: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386466 scanner1.49903 > mynetwork.140: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386536 scanner2.49903 > mynetwork.140: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386561 scanner1.49903 > mynetwork.163: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386633 scanner2.49903 > mynetwork.163: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386793 scanner1.49903 > mynetwork.994: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386826 scanner2.49903 > mynetwork.994: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386895 scanner1.49903 > mynetwork.2015: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.386964 scanner2.49903 > mynetwork.2015: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387174 scanner1.49903 > mynetwork.553: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387242 scanner2.49903 > mynetwork.553: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:03.387275 scanner1.49903 > mynetwork.1667: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387404 scanner2.49903 > mynetwork.1667: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387513 scanner1.49903 > mynetwork.1017: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387580 scanner2.49903 > mynetwork.1017: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387612 scanner1.49903 > mynetwork.1002: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387679 scanner2.49903 > mynetwork.1002: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387842 scanner1.49903 > mynetwork.845: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387914 scanner2.49903 > mynetwork.845: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.387963 scanner1.49903 > mynetwork.337: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388035 scanner2.49903 > mynetwork.337: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388107 scanner1.49903 > mynetwork.809: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388234 scanner2.49903 > mynetwork.809: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388345 scanner1.49903 > mynetwork.288: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388410 scanner2.49903 > mynetwork.288: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388482 scanner1.49903 > mynetwork.1005: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388555 scanner2.49903 > mynetwork.1005: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388627 scanner1.49903 > mynetwork.332: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388735 scanner2.49903 > mynetwork.332: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388803 scanner1.49903 > mynetwork.789: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388828 scanner2.49903 > mynetwork.789: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388901 scanner1.49903 > mynetwork.912: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.388970 scanner2.49903 > mynetwork.912: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.389123 scanner1.49903 > mynetwork.127: FP 0:0(0) win 4096 urg 0 (DF)
15:07:03.389199 scanner2.49903 > mynetwork.127: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806047 scanner1.49904 > mynetwork.332: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806151 scanner2.49904 > mynetwork.332: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806172 scanner1.49903 > mynetwork.203: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806194 scanner2.49903 > mynetwork.203: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806292 scanner1.49903 > mynetwork.449: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806318 scanner2.49903 > mynetwork.449: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806353 scanner1.49903 > mynetwork.217: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806603 scanner2.49903 > mynetwork.217: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806674 scanner1.49903 > mynetwork.5998: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806700 scanner2.49903 > mynetwork.5998: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806770 scanner1.49903 > mynetwork.689: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.806840 scanner2.49903 > mynetwork.689: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807060 scanner1.49903 > mynetwork.966: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807090 scanner2.49903 > mynetwork.966: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807164 scanner1.49903 > mynetwork.599: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807233 scanner2.49903 > mynetwork.599: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807379 scanner1.49903 > mynetwork.467: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807448 scanner2.49903 > mynetwork.467: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807515 scanner1.49903 > mynetwork.848: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807585 scanner2.49903 > mynetwork.848: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807718 scanner1.49903 > mynetwork.5717: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807785 scanner2.49903 > mynetwork.5717: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807851 scanner1.49903 > mynetwork.709: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.807920 scanner2.49903 > mynetwork.709: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.808051 scanner1.49903 > mynetwork.1365: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.808118 scanner2.49903 > mynetwork.1365: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.808183 scanner1.49903 > mynetwork.583: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.808276 scanner2.49903 > mynetwork.583: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.815689 scanner1.49903 > mynetwork.496: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.815744 scanner2.49903 > mynetwork.496: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:04.815764 scanner1.49903 > mynetwork.1484: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.815844 scanner2.49903 > mynetwork.1484: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.815881 scanner1.49903 > mynetwork.1391: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816090 scanner2.49903 > mynetwork.1391: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816158 scanner1.49903 > mynetwork.124: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816190 scanner2.49903 > mynetwork.124: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816256 scanner1.49903 > mynetwork.762: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816325 scanner2.49903 > mynetwork.762: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816483 scanner1.49903 > mynetwork.748: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816555 scanner2.49903 > mynetwork.748: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816586 scanner1.49903 > mynetwork.825: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816651 scanner2.49903 > mynetwork.825: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816826 scanner1.49903 > mynetwork.357: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816856 scanner2.49903 > mynetwork.357: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816925 scanner1.49903 > mynetwork.979: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.816996 scanner2.49903 > mynetwork.979: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817098 scanner1.49903 > mynetwork.406: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817203 scanner2.49903 > mynetwork.406: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817268 scanner1.49903 > mynetwork.818: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817333 scanner2.49903 > mynetwork.818: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817363 scanner1.49903 > mynetwork.437: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817430 scanner2.49903 > mynetwork.437: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817602 scanner1.49903 > mynetwork.1476: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817631 scanner2.49903 > mynetwork.1476: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817701 scanner1.49903 > mynetwork.671: FP 0:0(0) win 4096 urg 0 (DF)
15:07:04.817770 scanner2.49903 > mynetwork.671: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675414 scanner1.49904 > mynetwork.406: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675497 scanner2.49904 > mynetwork.406: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675519 scanner1.49903 > mynetwork.1501: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675540 scanner2.49903 > mynetwork.1501: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675632 scanner1.49903 > mynetwork.1475: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675659 scanner2.49903 > mynetwork.1475: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675893 scanner1.49903 > mynetwork.1439: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.675963 scanner2.49903 > mynetwork.1439: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676030 scanner1.49903 > mynetwork.30: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676150 scanner2.49903 > mynetwork.30: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676261 scanner1.49903 > mynetwork.1413: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676328 scanner2.49903 > mynetwork.1413: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676358 scanner1.49903 > mynetwork.5632: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676477 scanner2.49903 > mynetwork.5632: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676589 scanner1.49903 > mynetwork.704: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676655 scanner2.49903 > mynetwork.704: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676686 scanner1.49903 > mynetwork.129: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676804 scanner2.49903 > mynetwork.129: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.676997 scanner1.49903 > mynetwork.1672: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677066 scanner2.49903 > mynetwork.1672: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677096 scanner1.49903 > mynetwork.1487: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677163 scanner2.49903 > mynetwork.1487: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677331 scanner1.49903 > mynetwork.1517: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677361 scanner2.49903 > mynetwork.1517: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677430 scanner1.49903 > mynetwork.615: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677501 scanner2.49903 > mynetwork.615: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677701 scanner1.49903 > mynetwork.1663: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677731 scanner2.49903 > mynetwork.1663: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:05.677800 scanner1.49903 > mynetwork.668: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.677871 scanner2.49903 > mynetwork.668: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.678065 scanner1.49903 > mynetwork.983: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.678132 scanner2.49903 > mynetwork.983: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.678158 scanner1.49903 > mynetwork.3064: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.678229 scanner2.49903 > mynetwork.3064: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.685651 scanner1.49903 > mynetwork.1551: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.685704 scanner2.49903 > mynetwork.1551: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.685775 scanner1.49903 > mynetwork.981: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.685801 scanner2.49903 > mynetwork.981: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.685871 scanner1.49903 > mynetwork.1418: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686070 scanner2.49903 > mynetwork.1418: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686138 scanner1.49903 > mynetwork.6009: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686171 scanner2.49903 > mynetwork.6009: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686238 scanner1.49903 > mynetwork.5145: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686307 scanner2.49903 > mynetwork.5145: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686466 scanner1.49903 > mynetwork.247: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686534 scanner2.49903 > mynetwork.247: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686566 scanner1.49903 > mynetwork.739: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686632 scanner2.49903 > mynetwork.739: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686797 scanner1.49903 > mynetwork.1437: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686865 scanner2.49903 > mynetwork.1437: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686891 scanner1.49903 > mynetwork.1545: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.686961 scanner2.49903 > mynetwork.1545: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687126 scanner1.49903 > mynetwork.1018: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687191 scanner2.49903 > mynetwork.1018: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687258 scanner1.49903 > mynetwork.1516: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687325 scanner2.49903 > mynetwork.1516: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687452 scanner1.49903 > mynetwork.1380: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687518 scanner2.49903 > mynetwork.1380: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687584 scanner1.49903 > mynetwork.219: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687679 scanner2.49903 > mynetwork.219: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687794 scanner1.49903 > mynetwork.988: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687860 scanner2.49903 > mynetwork.988: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687926 scanner1.49903 > mynetwork.1356: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.687993 scanner2.49903 > mynetwork.1356: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.688121 scanner1.49903 > mynetwork.1006: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.688187 scanner2.49903 > mynetwork.1006: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.695611 scanner1.49903 > mynetwork.184: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.695666 scanner2.49903 > mynetwork.184: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.695686 scanner1.49903 > mynetwork.256: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.695765 scanner2.49903 > mynetwork.256: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.695835 scanner1.49903 > mynetwork.1987: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.695971 scanner2.49903 > mynetwork.1987: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696082 scanner1.49903 > mynetwork.2401: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696147 scanner2.49903 > mynetwork.2401: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696178 scanner1.49903 > mynetwork.835: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696296 scanner2.49903 > mynetwork.835: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696410 scanner1.49903 > mynetwork.2065: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696475 scanner2.49903 > mynetwork.2065: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696506 scanner1.49903 > mynetwork.99: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696628 scanner2.49903 > mynetwork.99: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696734 scanner1.49903 > mynetwork.154: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696799 scanner2.49903 > mynetwork.154: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:05.696830 scanner1.49903 > mynetwork.314: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.696948 scanner2.49903 > mynetwork.314: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697060 scanner1.49903 > mynetwork.1997: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697125 scanner2.49903 > mynetwork.1997: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697157 scanner1.49903 > mynetwork.33: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697269 scanner2.49903 > mynetwork.33: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697336 scanner1.49903 > mynetwork.853: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697403 scanner2.49903 > mynetwork.853: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697469 scanner1.49903 > mynetwork.160: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697494 scanner2.49903 > mynetwork.160: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697627 scanner1.49903 > mynetwork.1432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697725 scanner2.49903 > mynetwork.1432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697838 scanner1.49903 > mynetwork.804: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697903 scanner2.49903 > mynetwork.804: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.697968 scanner1.49903 > mynetwork.32777: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698118 scanner2.49903 > mynetwork.32777: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698243 scanner1.49903 > mynetwork.2: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698309 scanner2.49903 > mynetwork.2: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698339 scanner1.49903 > mynetwork.1456: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698450 scanner2.49903 > mynetwork.1456: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698572 scanner1.49903 > mynetwork.206: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698642 scanner2.49903 > mynetwork.206: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698673 scanner1.49903 > mynetwork.932: FP 0:0(0) win 4096 urg 0 (DF)
15:07:05.698740 scanner2.49903 > mynetwork.932: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.214902 scanner1.49904 > mynetwork.33: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215008 scanner2.49904 > mynetwork.33: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215030 scanner1.49903 > mynetwork.181: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215051 scanner2.49903 > mynetwork.181: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215150 scanner1.49903 > mynetwork.1422: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215177 scanner2.49903 > mynetwork.1422: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215357 scanner1.49903 > mynetwork.1452: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215426 scanner2.49903 > mynetwork.1452: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215495 scanner1.49903 > mynetwork.1512: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215599 scanner2.49903 > mynetwork.1512: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215712 scanner1.49903 > mynetwork.262: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215778 scanner2.49903 > mynetwork.262: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.215844 scanner1.49903 > mynetwork.1015: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216039 scanner2.49903 > mynetwork.1015: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216107 scanner1.49903 > mynetwork.461: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216175 scanner2.49903 > mynetwork.461: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216243 scanner1.49903 > mynetwork.755: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216345 scanner2.49903 > mynetwork.755: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216463 scanner1.49903 > mynetwork.2035: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216530 scanner2.49903 > mynetwork.2035: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216562 scanner1.49903 > mynetwork.75: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216683 scanner2.49903 > mynetwork.75: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216795 scanner1.49903 > mynetwork.6145: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216866 scanner2.49903 > mynetwork.6145: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216898 scanner1.49903 > mynetwork.336: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.216965 scanner2.49903 > mynetwork.336: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217121 scanner1.49903 > mynetwork.976: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217188 scanner2.49903 > mynetwork.976: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217220 scanner1.49903 > mynetwork.619: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217287 scanner2.49903 > mynetwork.619: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:11.217449 scanner1.49903 > mynetwork.283: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217519 scanner2.49903 > mynetwork.283: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217551 scanner1.49903 > mynetwork.510: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217618 scanner2.49903 > mynetwork.510: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217784 scanner1.49903 > mynetwork.249: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217850 scanner2.49903 > mynetwork.249: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217881 scanner1.49903 > mynetwork.2049: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.217996 scanner2.49903 > mynetwork.2049: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218112 scanner1.49903 > mynetwork.209: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218182 scanner2.49903 > mynetwork.209: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218214 scanner1.49903 > mynetwork.744: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218281 scanner2.49903 > mynetwork.744: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218447 scanner1.49903 > mynetwork.472: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218513 scanner2.49903 > mynetwork.472: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218544 scanner1.49903 > mynetwork.374: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.218660 scanner2.49903 > mynetwork.374: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225193 scanner1.49903 > mynetwork.5977: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225252 scanner2.49903 > mynetwork.5977: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225271 scanner1.49903 > mynetwork.178: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225349 scanner2.49903 > mynetwork.178: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225384 scanner1.49903 > mynetwork.2024: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225530 scanner2.49903 > mynetwork.2024: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225637 scanner1.49903 > mynetwork.646: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225704 scanner2.49903 > mynetwork.646: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225735 scanner1.49903 > mynetwork.279: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225846 scanner2.49903 > mynetwork.279: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225913 scanner1.49903 > mynetwork.881: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.225982 scanner2.49903 > mynetwork.881: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226013 scanner1.49903 > mynetwork.302: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226078 scanner2.49903 > mynetwork.302: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226247 scanner1.49903 > mynetwork.382: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226316 scanner2.49903 > mynetwork.382: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226341 scanner1.49903 > mynetwork.987: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226413 scanner2.49903 > mynetwork.987: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226577 scanner1.49903 > mynetwork.403: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.226993 scanner2.49903 > mynetwork.403: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227064 scanner1.49903 > mynetwork.1419: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227132 scanner2.49903 > mynetwork.1419: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227198 scanner1.49903 > mynetwork.995: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227291 scanner2.49903 > mynetwork.995: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227412 scanner1.49903 > mynetwork.257: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227477 scanner2.49903 > mynetwork.257: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227543 scanner1.49903 > mynetwork.729: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227615 scanner2.49903 > mynetwork.729: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227742 scanner1.49903 > mynetwork.1651: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227808 scanner2.49903 > mynetwork.1651: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227875 scanner1.49903 > mynetwork.243: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.227977 scanner2.49903 > mynetwork.243: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228163 scanner1.49903 > mynetwork.313: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228230 scanner2.49903 > mynetwork.313: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228298 scanner1.49903 > mynetwork.2601: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228401 scanner2.49903 > mynetwork.2601: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228512 scanner1.49903 > mynetwork.478: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228577 scanner2.49903 > mynetwork.478: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:11.228642 scanner1.49903 > mynetwork.607: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228734 scanner2.49903 > mynetwork.607: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228846 scanner1.49903 > mynetwork.722: FP 0:0(0) win 4096 urg 0 (DF)
15:07:11.228912 scanner2.49903 > mynetwork.722: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.794680 scanner1.49904 > mynetwork.178: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.794762 scanner2.49904 > mynetwork.178: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.794783 scanner1.49904 > mynetwork.279: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.794866 scanner2.49904 > mynetwork.279: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.794892 scanner1.49903 > mynetwork.1652: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.794926 scanner2.49903 > mynetwork.1652: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795156 scanner1.49903 > mynetwork.3005: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795224 scanner2.49903 > mynetwork.3005: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795256 scanner1.49903 > mynetwork.785: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795367 scanner2.49903 > mynetwork.785: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795433 scanner1.49903 > mynetwork.286: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795501 scanner2.49903 > mynetwork.286: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795532 scanner1.49903 > mynetwork.525: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795652 scanner2.49903 > mynetwork.525: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795841 scanner1.49903 > mynetwork.1424: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795908 scanner2.49903 > mynetwork.1424: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.795939 scanner1.49903 > mynetwork.53: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796057 scanner2.49903 > mynetwork.53: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796171 scanner1.49903 > mynetwork.611: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796238 scanner2.49903 > mynetwork.611: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796269 scanner1.49903 > mynetwork.1471: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796336 scanner2.49903 > mynetwork.1471: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796500 scanner1.49903 > mynetwork.747: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796569 scanner2.49903 > mynetwork.747: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796600 scanner1.49903 > mynetwork.2106: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796668 scanner2.49903 > mynetwork.2106: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796829 scanner1.49903 > mynetwork.638: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796895 scanner2.49903 > mynetwork.638: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.796961 scanner1.49903 > mynetwork.11: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797030 scanner2.49903 > mynetwork.11: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797216 scanner1.49903 > mynetwork.834: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797283 scanner2.49903 > mynetwork.834: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797351 scanner1.49903 > mynetwork.1993: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797464 scanner2.49903 > mynetwork.1993: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797555 scanner1.49903 > mynetwork.167: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797581 scanner2.49903 > mynetwork.167: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797651 scanner1.49903 > mynetwork.952: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797684 scanner2.49903 > mynetwork.952: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797808 scanner1.49903 > mynetwork.811: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797916 scanner2.49903 > mynetwork.811: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.797983 scanner1.49903 > mynetwork.1460: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.798014 scanner2.49903 > mynetwork.1460: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.798081 scanner1.49903 > mynetwork.32779: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.798151 scanner2.49903 > mynetwork.32779: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.798344 scanner1.49903 > mynetwork.1375: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.798411 scanner2.49903 > mynetwork.1375: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.798478 scanner1.49903 > mynetwork.416: FP 0:0(0) win 4096 urg 0 (DF)
15:07:12.798548 scanner2.49903 > mynetwork.416: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.664474 scanner1.49904 > mynetwork.785: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.664558 scanner2.49904 > mynetwork.785: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:14.664580 scanner1.49904 > mynetwork.1993: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.664600 scanner2.49904 > mynetwork.1993: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.664699 scanner1.49904 > mynetwork.811: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.664726 scanner2.49904 > mynetwork.811: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.664939 scanner1.49903 > mynetwork.2003: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665011 scanner2.49903 > mynetwork.2003: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665036 scanner1.49903 > mynetwork.1458: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665108 scanner2.49903 > mynetwork.1458: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665274 scanner1.49903 > mynetwork.616: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665344 scanner2.49903 > mynetwork.616: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665369 scanner1.49903 > mynetwork.8892: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665439 scanner2.49903 > mynetwork.8892: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665605 scanner1.49903 > mynetwork.954: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665675 scanner2.49903 > mynetwork.954: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665700 scanner1.49903 > mynetwork.1103: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665771 scanner2.49903 > mynetwork.1103: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665927 scanner1.49903 > mynetwork.1410: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.665994 scanner2.49903 > mynetwork.1410: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666025 scanner1.49903 > mynetwork.4321: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666092 scanner2.49903 > mynetwork.4321: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666256 scanner1.49903 > mynetwork.196: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666325 scanner2.49903 > mynetwork.196: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666349 scanner1.49903 > mynetwork.943: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666420 scanner2.49903 > mynetwork.943: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666579 scanner1.49903 > mynetwork.1529: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666648 scanner2.49903 > mynetwork.1529: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666673 scanner1.49903 > mynetwork.734: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666744 scanner2.49903 > mynetwork.734: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666909 scanner1.49903 > mynetwork.78: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.666978 scanner2.49903 > mynetwork.78: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.667004 scanner1.49903 > mynetwork.796: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.667075 scanner2.49903 > mynetwork.796: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.674739 scanner1.49903 > mynetwork.1360: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.674808 scanner2.49903 > mynetwork.1360: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.674829 scanner1.49903 > mynetwork.920: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.674920 scanner2.49903 > mynetwork.920: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.674946 scanner1.49903 > mynetwork.1438: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.674966 scanner2.49903 > mynetwork.1438: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675116 scanner1.49903 > mynetwork.145: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675217 scanner2.49903 > mynetwork.145: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675326 scanner1.49903 > mynetwork.2011: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675393 scanner2.49903 > mynetwork.2011: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675460 scanner1.49903 > mynetwork.558: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675527 scanner2.49903 > mynetwork.558: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675657 scanner1.49903 > mynetwork.1357: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675731 scanner2.49903 > mynetwork.1357: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675763 scanner1.49903 > mynetwork.773: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675872 scanner2.49903 > mynetwork.773: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.675940 scanner1.49903 > mynetwork.474: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.676008 scanner2.49903 > mynetwork.474: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.676039 scanner1.49903 > mynetwork.6144: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.676105 scanner2.49903 > mynetwork.6144: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.676323 scanner1.49903 > mynetwork.1386: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.676390 scanner2.49903 > mynetwork.1386: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:14.676422 scanner1.49903 > mynetwork.1542: FP 0:0(0) win 4096 urg 0 (DF)
15:07:14.676487 scanner2.49903 > mynetwork.1542: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414387 scanner1.49904 > mynetwork.920: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414463 scanner2.49904 > mynetwork.920: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414484 scanner1.49904 > mynetwork.773: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414562 scanner2.49904 > mynetwork.773: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414588 scanner1.49903 > mynetwork.322: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414738 scanner2.49903 > mynetwork.322: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414854 scanner1.49903 > mynetwork.76: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414920 scanner2.49903 > mynetwork.76: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.414950 scanner1.49903 > mynetwork.919: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415018 scanner2.49903 > mynetwork.919: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415184 scanner1.49903 > mynetwork.840: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415252 scanner2.49903 > mynetwork.840: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415283 scanner1.49903 > mynetwork.3306: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415350 scanner2.49903 > mynetwork.3306: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415520 scanner1.49903 > mynetwork.375: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415588 scanner2.49903 > mynetwork.375: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415613 scanner1.49903 > mynetwork.300: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415685 scanner2.49903 > mynetwork.300: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415849 scanner1.49903 > mynetwork.702: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415881 scanner2.49903 > mynetwork.702: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.415950 scanner1.49903 > mynetwork.745: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416020 scanner2.49903 > mynetwork.745: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416177 scanner1.49903 > mynetwork.5510: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416246 scanner2.49903 > mynetwork.5510: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416279 scanner1.49903 > mynetwork.841: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416347 scanner2.49903 > mynetwork.841: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416571 scanner1.49903 > mynetwork.533: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416638 scanner2.49903 > mynetwork.533: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416669 scanner1.49903 > mynetwork.989: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.416736 scanner2.49903 > mynetwork.989: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.424601 scanner1.49903 > mynetwork.6001: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.424653 scanner2.49903 > mynetwork.6001: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.424723 scanner1.49903 > mynetwork.5997: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.424750 scanner2.49903 > mynetwork.5997: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.424821 scanner1.49903 > mynetwork.1367: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425024 scanner2.49903 > mynetwork.1367: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425093 scanner1.49903 > mynetwork.2042: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425159 scanner2.49903 > mynetwork.2042: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425190 scanner1.49903 > mynetwork.98: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425257 scanner2.49903 > mynetwork.98: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425416 scanner1.49903 > mynetwork.865: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425482 scanner2.49903 > mynetwork.865: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425514 scanner1.49903 > mynetwork.816: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425634 scanner2.49903 > mynetwork.816: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425743 scanner1.49903 > mynetwork.94: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425858 scanner2.49903 > mynetwork.94: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425885 scanner1.49903 > mynetwork.306: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.425905 scanner2.49903 > mynetwork.306: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.426026 scanner1.49903 > mynetwork.1420: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.426126 scanner2.49903 > mynetwork.1420: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.426233 scanner1.49903 > mynetwork.353: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.426303 scanner2.49903 > mynetwork.353: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:15.426371 scanner1.49903 > mynetwork.661: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.426442 scanner2.49903 > mynetwork.661: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.426572 scanner1.49903 > mynetwork.1668: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.426644 scanner2.49903 > mynetwork.1668: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.434562 scanner1.49903 > mynetwork.1494: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.434618 scanner2.49903 > mynetwork.1494: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.434640 scanner1.49903 > mynetwork.153: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.434719 scanner2.49903 > mynetwork.153: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.434755 scanner1.49903 > mynetwork.11371: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.434962 scanner2.49903 > mynetwork.11371: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435030 scanner1.49903 > mynetwork.47: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435096 scanner2.49903 > mynetwork.47: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435121 scanner1.49903 > mynetwork.8: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435191 scanner2.49903 > mynetwork.8: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435355 scanner1.49903 > mynetwork.5432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435423 scanner2.49903 > mynetwork.5432: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435449 scanner1.49903 > mynetwork.2041: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435501 scanner2.49903 > mynetwork.2041: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435630 scanner1.49903 > mynetwork.1001: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435734 scanner2.49903 > mynetwork.1001: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435848 scanner1.49903 > mynetwork.39: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435916 scanner2.49903 > mynetwork.39: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.435946 scanner1.49903 > mynetwork.464: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436081 scanner2.49903 > mynetwork.464: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436251 scanner1.49903 > mynetwork.1022: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436321 scanner2.49903 > mynetwork.1022: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436353 scanner1.49903 > mynetwork.2241: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436419 scanner2.49903 > mynetwork.2241: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436585 scanner1.49903 > mynetwork.1522: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436655 scanner2.49903 > mynetwork.1522: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436687 scanner1.49903 > mynetwork.1397: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436753 scanner2.49903 > mynetwork.1397: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436915 scanner1.49903 > mynetwork.378: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.436947 scanner2.49903 > mynetwork.378: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.437015 scanner1.49903 > mynetwork.26208: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.437085 scanner2.49903 > mynetwork.26208: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.444617 scanner1.49903 > mynetwork.711: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.444673 scanner2.49903 > mynetwork.711: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.444693 scanner1.49903 > mynetwork.118: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.444772 scanner2.49903 > mynetwork.118: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.444843 scanner1.49903 > mynetwork.356: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.444978 scanner2.49903 > mynetwork.356: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445089 scanner1.49903 > mynetwork.2006: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445155 scanner2.49903 > mynetwork.2006: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445186 scanner1.49903 > mynetwork.100: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445299 scanner2.49903 > mynetwork.100: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445419 scanner1.49903 > mynetwork.887: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445486 scanner2.49903 > mynetwork.887: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445517 scanner1.49903 > mynetwork.37: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445637 scanner2.49903 > mynetwork.37: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445745 scanner1.49903 > mynetwork.946: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445818 scanner2.49903 > mynetwork.946: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445843 scanner1.49903 > mynetwork.3984: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.445923 scanner2.49903 > mynetwork.3984: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:15.446079 scanner1.49903 > mynetwork.854: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446110 scanner2.49903 > mynetwork.854: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446179 scanner1.49903 > mynetwork.123: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446255 scanner2.49903 > mynetwork.123: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446400 scanner1.49903 > mynetwork.46: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446470 scanner2.49903 > mynetwork.46: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446536 scanner1.49903 > mynetwork.266: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446603 scanner2.49903 > mynetwork.266: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446734 scanner1.49903 > mynetwork.317: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446803 scanner2.49903 > mynetwork.317: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446870 scanner1.49903 > mynetwork.105: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.446937 scanner2.49903 > mynetwork.105: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447070 scanner1.49903 > mynetwork.20005: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447139 scanner2.49903 > mynetwork.20005: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447169 scanner1.49903 > mynetwork.426: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447288 scanner2.49903 > mynetwork.426: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447402 scanner1.49903 > mynetwork.465: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447469 scanner2.49903 > mynetwork.465: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447501 scanner1.49903 > mynetwork.32: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447567 scanner2.49903 > mynetwork.32: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447728 scanner1.49903 > mynetwork.628: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.447798 scanner2.49903 > mynetwork.628: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.454685 scanner1.49903 > mynetwork.20: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.454738 scanner2.49903 > mynetwork.20: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.454758 scanner1.49903 > mynetwork.551: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.454835 scanner2.49903 > mynetwork.551: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.454905 scanner1.49903 > mynetwork.275: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455044 scanner2.49903 > mynetwork.275: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455231 scanner1.49903 > mynetwork.716: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455298 scanner2.49903 > mynetwork.716: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455330 scanner1.49903 > mynetwork.820: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455397 scanner2.49903 > mynetwork.820: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455565 scanner1.49903 > mynetwork.770: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455634 scanner2.49903 > mynetwork.770: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455666 scanner1.49903 > mynetwork.2784: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455732 scanner2.49903 > mynetwork.2784: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455890 scanner1.49903 > mynetwork.392: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455959 scanner2.49903 > mynetwork.392: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.455985 scanner1.49903 > mynetwork.1541: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456056 scanner2.49903 > mynetwork.1541: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456215 scanner1.49903 > mynetwork.1248: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456284 scanner2.49903 > mynetwork.1248: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456309 scanner1.49903 > mynetwork.698: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456380 scanner2.49903 > mynetwork.698: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456541 scanner1.49903 > mynetwork.277: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456610 scanner2.49903 > mynetwork.277: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456642 scanner1.49903 > mynetwork.211: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456709 scanner2.49903 > mynetwork.211: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456870 scanner1.49903 > mynetwork.639: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456941 scanner2.49903 > mynetwork.639: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.456966 scanner1.49903 > mynetwork.1426: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457036 scanner2.49903 > mynetwork.1426: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457195 scanner1.49903 > mynetwork.1665: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457262 scanner2.49903 > mynetwork.1665: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:15.457293 scanner1.49903 > mynetwork.577: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457406 scanner2.49903 > mynetwork.577: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457523 scanner1.49903 > mynetwork.2026: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457589 scanner2.49903 > mynetwork.2026: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457620 scanner1.49903 > mynetwork.6667: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457739 scanner2.49903 > mynetwork.6667: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457854 scanner1.49903 > mynetwork.534: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457920 scanner2.49903 > mynetwork.534: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.457950 scanner1.49903 > mynetwork.7000: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.458068 scanner2.49903 > mynetwork.7000: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.458176 scanner1.49903 > mynetwork.883: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.458241 scanner2.49903 > mynetwork.883: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.458308 scanner1.49903 > mynetwork.706: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.458376 scanner2.49903 > mynetwork.706: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.464785 scanner1.49903 > mynetwork.855: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.464837 scanner2.49903 > mynetwork.855: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.464908 scanner1.49903 > mynetwork.951: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.464934 scanner2.49903 > mynetwork.951: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465006 scanner1.49903 > mynetwork.205: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465212 scanner2.49903 > mynetwork.205: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465281 scanner1.49903 > mynetwork.696: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465312 scanner2.49903 > mynetwork.696: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465379 scanner1.49903 > mynetwork.774: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465448 scanner2.49903 > mynetwork.774: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465658 scanner1.49903 > mynetwork.113: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465726 scanner2.49903 > mynetwork.113: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465758 scanner1.49903 > mynetwork.362: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465825 scanner2.49903 > mynetwork.362: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.465991 scanner1.49903 > mynetwork.538: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466021 scanner2.49903 > mynetwork.538: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466091 scanner1.49903 > mynetwork.1469: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466162 scanner2.49903 > mynetwork.1469: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466316 scanner1.49903 > mynetwork.251: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466389 scanner2.49903 > mynetwork.251: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466413 scanner1.49903 > mynetwork.821: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466483 scanner2.49903 > mynetwork.821: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466645 scanner1.49903 > mynetwork.610: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466676 scanner2.49903 > mynetwork.610: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466745 scanner1.49903 > mynetwork.201: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.466815 scanner2.49903 > mynetwork.201: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467015 scanner1.49903 > mynetwork.22289: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467046 scanner2.49903 > mynetwork.22289: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467114 scanner1.49903 > mynetwork.43: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467185 scanner2.49903 > mynetwork.43: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467374 scanner1.49903 > mynetwork.276: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467440 scanner2.49903 > mynetwork.276: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467472 scanner1.49903 > mynetwork.4444: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467539 scanner2.49903 > mynetwork.4444: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467703 scanner1.49903 > mynetwork.66: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467770 scanner2.49903 > mynetwork.66: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467801 scanner1.49903 > mynetwork.397: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.467868 scanner2.49903 > mynetwork.397: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468035 scanner1.49903 > mynetwork.221: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468102 scanner2.49903 > mynetwork.221: FP 0:0(0) win 4096 urg 0 (DF)



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

15:07:15.468133 scanner1.49903 > mynetwork.106: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468256 scanner2.49903 > mynetwork.106: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468366 scanner1.49903 > mynetwork.911: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468437 scanner2.49903 > mynetwork.911: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468469 scanner1.49903 > mynetwork.793: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468536 scanner2.49903 > mynetwork.793: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468703 scanner1.49903 > mynetwork.6112: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468770 scanner2.49903 > mynetwork.6112: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468801 scanner1.49903 > mynetwork.892: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.468921 scanner2.49903 > mynetwork.892: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.469034 scanner1.49903 > mynetwork.2120: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.469106 scanner2.49903 > mynetwork.2120: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.469130 scanner1.49903 > mynetwork.1031: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.469203 scanner2.49903 > mynetwork.1031: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.474815 scanner1.49903 > mynetwork.530: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.474868 scanner2.49903 > mynetwork.530: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.474937 scanner1.49903 > mynetwork.1546: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.474963 scanner2.49903 > mynetwork.1546: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475033 scanner1.49903 > mynetwork.3457: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475240 scanner2.49903 > mynetwork.3457: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475311 scanner1.49903 > mynetwork.82: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475336 scanner2.49903 > mynetwork.82: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475407 scanner1.49903 > mynetwork.1459: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475477 scanner2.49903 > mynetwork.1459: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475625 scanner1.49903 > mynetwork.2032: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475699 scanner2.49903 > mynetwork.2032: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475730 scanner1.49903 > mynetwork.621: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475848 scanner2.49903 > mynetwork.621: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.475940 scanner1.49903 > mynetwork.7004: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476004 scanner2.49903 > mynetwork.7004: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476072 scanner1.49903 > mynetwork.475: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476181 scanner2.49903 > mynetwork.475: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476249 scanner1.49903 > mynetwork.1083: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476280 scanner2.49903 > mynetwork.1083: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476346 scanner1.49903 > mynetwork.57: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476413 scanner2.49903 > mynetwork.57: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476628 scanner1.49903 > mynetwork.2012: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476659 scanner2.49903 > mynetwork.2012: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476730 scanner1.49903 > mynetwork.7003: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.476799 scanner2.49903 > mynetwork.7003: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477007 scanner1.49903 > mynetwork.658: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477037 scanner2.49903 > mynetwork.658: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477107 scanner1.49903 > mynetwork.10: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477176 scanner2.49903 > mynetwork.10: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477332 scanner1.49903 > mynetwork.656: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477398 scanner2.49903 > mynetwork.656: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477464 scanner1.49903 > mynetwork.935: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477531 scanner2.49903 > mynetwork.935: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477657 scanner1.49903 > mynetwork.166: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477722 scanner2.49903 > mynetwork.166: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477788 scanner1.49903 > mynetwork.233: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477884 scanner2.49903 > mynetwork.233: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.477990 scanner1.49903 > mynetwork.559: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478054 scanner2.49903 > mynetwork.559: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:15.478121 scanner1.49903 > mynetwork.643: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478213 scanner2.49903 > mynetwork.643: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478323 scanner1.49903 > mynetwork.299: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478389 scanner2.49903 > mynetwork.299: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478454 scanner1.49903 > mynetwork.914: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478519 scanner2.49903 > mynetwork.914: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478652 scanner1.49903 > mynetwork.272: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478719 scanner2.49903 > mynetwork.272: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478784 scanner1.49903 > mynetwork.499: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478875 scanner2.49903 > mynetwork.499: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.478989 scanner1.49903 > mynetwork.725: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479055 scanner2.49903 > mynetwork.725: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479121 scanner1.49903 > mynetwork.12346: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479211 scanner2.49903 > mynetwork.12346: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479318 scanner1.49903 > mynetwork.784: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479382 scanner2.49903 > mynetwork.784: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479448 scanner1.49903 > mynetwork.162: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479544 scanner2.49903 > mynetwork.162: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479716 scanner1.49903 > mynetwork.344: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479783 scanner2.49903 > mynetwork.344: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479849 scanner1.49903 > mynetwork.642: FP 0:0(0) win 4096 urg 0 (DF)
15:07:15.479954 scanner2.49903 > mynetwork.642: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164382 scanner1.49904 > mynetwork.475: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164463 scanner2.49904 > mynetwork.475: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164485 scanner1.49903 > mynetwork.705: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164565 scanner2.49903 > mynetwork.705: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164592 scanner1.49903 > mynetwork.537: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164667 scanner2.49903 > mynetwork.537: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164859 scanner1.49903 > mynetwork.7008: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164888 scanner2.49903 > mynetwork.7008: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.164981 scanner1.49903 > mynetwork.3462: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165006 scanner2.49903 > mynetwork.3462: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165082 scanner1.49903 > mynetwork.1505: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165116 scanner2.49903 > mynetwork.1505: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165248 scanner1.49903 > mynetwork.801: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165351 scanner2.49903 > mynetwork.801: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165463 scanner1.49903 > mynetwork.16: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165534 scanner2.49903 > mynetwork.16: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165566 scanner1.49903 > mynetwork.352: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165631 scanner2.49903 > mynetwork.352: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165804 scanner1.49903 > mynetwork.1999: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165835 scanner2.49903 > mynetwork.1999: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165904 scanner1.49903 > mynetwork.7007: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.165974 scanner2.49903 > mynetwork.7007: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166200 scanner1.49903 > mynetwork.1478: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166231 scanner2.49903 > mynetwork.1478: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166299 scanner1.49903 > mynetwork.1030: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166368 scanner2.49903 > mynetwork.1030: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166532 scanner1.49903 > mynetwork.164: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166598 scanner2.49903 > mynetwork.164: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166630 scanner1.49903 > mynetwork.173: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166695 scanner2.49903 > mynetwork.173: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166884 scanner1.49903 > mynetwork.1463: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.166913 scanner2.49903 > mynetwork.1463: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:16.166981 scanner1.49903 > mynetwork.852: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167015 scanner2.49903 > mynetwork.852: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167153 scanner1.49903 > mynetwork.2564: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167248 scanner2.49903 > mynetwork.2564: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167361 scanner1.49903 > mynetwork.1421: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167435 scanner2.49903 > mynetwork.1421: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167467 scanner1.49903 > mynetwork.717: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167535 scanner2.49903 > mynetwork.717: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167704 scanner1.49903 > mynetwork.517: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167774 scanner2.49903 > mynetwork.517: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167800 scanner1.49903 > mynetwork.381: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.167872 scanner2.49903 > mynetwork.381: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168042 scanner1.49903 > mynetwork.902: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168072 scanner2.49903 > mynetwork.902: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168141 scanner1.49903 > mynetwork.686: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168211 scanner2.49903 > mynetwork.686: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168365 scanner1.49903 > mynetwork.794: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168436 scanner2.49903 > mynetwork.794: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168467 scanner1.49903 > mynetwork.1461: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168532 scanner2.49903 > mynetwork.1461: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168703 scanner1.49903 > mynetwork.799: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168771 scanner2.49903 > mynetwork.799: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168802 scanner1.49903 > mynetwork.632: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.168869 scanner2.49903 > mynetwork.632: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169084 scanner1.49903 > mynetwork.422: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169149 scanner2.49903 > mynetwork.422: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169181 scanner1.49903 > mynetwork.3900: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169293 scanner2.49903 > mynetwork.3900: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169358 scanner1.49903 > mynetwork.379: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169425 scanner2.49903 > mynetwork.379: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169491 scanner1.49903 > mynetwork.694: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169562 scanner2.49903 > mynetwork.694: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169694 scanner1.49903 > mynetwork.185: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169762 scanner2.49903 > mynetwork.185: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169829 scanner1.49903 > mynetwork.447: FP 0:0(0) win 4096 urg 0 (DF)
15:07:16.169897 scanner2.49903 > mynetwork.447: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083361 scanner1.49904 > mynetwork.7008: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083445 scanner2.49904 > mynetwork.7008: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083467 scanner1.49904 > mynetwork.3900: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083486 scanner2.49904 > mynetwork.3900: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083575 scanner1.49903 > mynetwork.468: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083605 scanner2.49903 > mynetwork.468: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083848 scanner1.49903 > mynetwork.224: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083915 scanner2.49903 > mynetwork.224: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.083947 scanner1.49903 > mynetwork.817: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084065 scanner2.49903 > mynetwork.817: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084174 scanner1.49903 > mynetwork.1481: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084240 scanner2.49903 > mynetwork.1481: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084272 scanner1.49903 > mynetwork.14: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084337 scanner2.49903 > mynetwork.14: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084500 scanner1.49903 > mynetwork.7009: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084567 scanner2.49903 > mynetwork.7009: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084598 scanner1.49903 > mynetwork.893: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084719 scanner2.49903 > mynetwork.893: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:26.084826 scanner1.49903 > mynetwork.832: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084890 scanner2.49903 > mynetwork.832: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.084921 scanner1.49903 > mynetwork.998: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085038 scanner2.49903 > mynetwork.998: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085151 scanner1.49903 > mynetwork.213: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085216 scanner2.49903 > mynetwork.213: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085247 scanner1.49903 > mynetwork.870: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085363 scanner2.49903 > mynetwork.870: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085476 scanner1.49903 > mynetwork.38: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085542 scanner2.49903 > mynetwork.38: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085608 scanner1.49903 > mynetwork.1474: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085675 scanner2.49903 > mynetwork.1474: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085805 scanner1.49903 > mynetwork.12: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085872 scanner2.49903 > mynetwork.12: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.085939 scanner1.49903 > mynetwork.70: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086030 scanner2.49903 > mynetwork.70: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086150 scanner1.49903 > mynetwork.15: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086215 scanner2.49903 > mynetwork.15: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086247 scanner1.49903 > mynetwork.358: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086361 scanner2.49903 > mynetwork.358: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086430 scanner1.49903 > mynetwork.707: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086496 scanner2.49903 > mynetwork.707: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086526 scanner1.49903 > mynetwork.71: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086643 scanner2.49903 > mynetwork.71: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086755 scanner1.49903 > mynetwork.17: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086825 scanner2.49903 > mynetwork.17: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086856 scanner1.49903 > mynetwork.589: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.086923 scanner2.49903 > mynetwork.589: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087089 scanner1.49903 > mynetwork.9876: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087157 scanner2.49903 > mynetwork.9876: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087187 scanner1.49903 > mynetwork.47557: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087304 scanner2.49903 > mynetwork.47557: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087420 scanner1.49903 > mynetwork.230: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087484 scanner2.49903 > mynetwork.230: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087515 scanner1.49903 > mynetwork.2111: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087632 scanner2.49903 > mynetwork.2111: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087746 scanner1.49903 > mynetwork.5716: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087811 scanner2.49903 > mynetwork.5716: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087842 scanner1.49903 > mynetwork.137: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.087960 scanner2.49903 > mynetwork.137: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933204 scanner1.49904 > mynetwork.358: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933286 scanner2.49904 > mynetwork.358: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933307 scanner1.49903 > mynetwork.1503: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933391 scanner2.49903 > mynetwork.1503: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933417 scanner1.49903 > mynetwork.298: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933450 scanner2.49903 > mynetwork.298: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933685 scanner1.49903 > mynetwork.376: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933753 scanner2.49903 > mynetwork.376: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933785 scanner1.49903 > mynetwork.253: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.933903 scanner2.49903 > mynetwork.253: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934015 scanner1.49903 > mynetwork.7: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934080 scanner2.49903 > mynetwork.7: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934111 scanner1.49903 > mynetwork.245: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934230 scanner2.49903 > mynetwork.245: FP 0:0(0) win 4096 urg 0 (DF)
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15:07:26.934341 scanner1.49903 > mynetwork.4672: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934405 scanner2.49903 > mynetwork.4672: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934436 scanner1.49903 > mynetwork.486: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934554 scanner2.49903 > mynetwork.486: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934664 scanner1.49903 > mynetwork.158: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934729 scanner2.49903 > mynetwork.158: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934761 scanner1.49903 > mynetwork.494: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934880 scanner2.49903 > mynetwork.494: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.934990 scanner1.49903 > mynetwork.1012: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935056 scanner2.49903 > mynetwork.1012: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935087 scanner1.49903 > mynetwork.1024: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935209 scanner2.49903 > mynetwork.1024: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935317 scanner1.49903 > mynetwork.1464: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935381 scanner2.49903 > mynetwork.1464: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935447 scanner1.49903 > mynetwork.27665: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935512 scanner2.49903 > mynetwork.27665: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935643 scanner1.49903 > mynetwork.506: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935709 scanner2.49903 > mynetwork.506: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935775 scanner1.49903 > mynetwork.333: FP 0:0(0) win 4096 urg 0 (DF)
15:07:26.935869 scanner2.49903 > mynetwork.333: FP 0:0(0) win 4096 urg 0 (DF)

1. Source of Trace.
My network

2. Detect was generated by:
Windump filter. The filter used was: 

"tcp and (tcp[13] & 0x20 !=0) and (tcp[13] & 0x0A !=0) and (tcp[13] & 0x01 !=0)"

Fields explanation:

15:07:26.935869[timestamp] scanner2.49903[source_ip.source_port] > 
mynetwork.333[destination_ip.destination_port]: FP[flag] 0:0(0)
[beginning_sequence_number]: [ending_sequence_number](number of packets) win 
4096[window_size] urg[urg_flag] 0 (DF) [don’t_fragment]

3. Probability the source address was spoofed:

Yes. One of the scaner IP is real and the other is spoofed. 
The source IP range: 64.231.232.x, this network is belong to Bell Nexxia. This is likely an ADSL user 
from Bell, 

4. Description of attack:
This is a X’mas Tree stealth scan. It is likely that a bad guy was using a scan tool like nmap 
doing the scan to my network. Another IP address was spoofed to hide him. This is likely the 
decoy option was set to do the nmap scan.

5. Attack mechanism:
The attack works by sending the packet with setting the URG-PUSH-FIN flag to try to figure out 
what ports are opened what are not. In a Unix machine, an open port will be silence and a close 
port will send back a reset. 
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Unfortunately for the attacker, the machine his/she was attacked is a Windows box. The 
windows box will reply a reset back whether the port is opening or not.

However, the attack spoofed another IP address on the same network, we can not tell which IP 
address originated the scanning.

6. Correlations:
This detect is called X’mas Tree scan. It can be generated from nmap. If the decoy option is set 
the same packets with other IP address(es) will be generated and hide the attack’s real address 
into the one or many other spoofed addresses. Please refer www.nmap.org for more 
information.

7. Evidence of active targeting: 
A specified Windows NT host, mynetwork, was scanned at lots of ports. The source port number 
is the same for both scanners. It is most likely that one of the source IP addresses is spoofed. 

8. Severity:
(Criticality + Lethality) – (System Countermeasures + Network Countermeasures) = Severity

(4+4) – (4+1) = 1.

9. Defensive recommendation:
Defenses are fine. Using the established rule of Cisco ACL, the scan can be blocked

10. Multiple choice test question:
Which of the following is most likely shown in the trace above?

a) SYN/FIN attack
b) X’mas tree scan
c) FIN Scan
d) Simultaneous Network Mapping

b

Detect 2 –

14:30:39.417747 ping.com > mynetwork: icmp: echo reply (frag 28572:480@0+)
14:30:39.417788 ping.com > mynetwork: (frag 28572:480@1480+)
14:30:39.417809 ping.com > mynetwork: (frag 28572:480@2960+)
14:30:39.417835 ping.com > mynetwork: (frag 28572:480@4440+)
14:30:39.417860 ping.com > mynetwork: (frag 28572:480@5920+)
14:30:39.417882 ping.com > mynetwork: (frag 28572:480@7400+)
14:30:39.417901 ping.com > mynetwork: (frag 28572:480@8880+)
14:30:39.417923 ping.com > mynetwork: (frag 28572:480@10360+)
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14:30:39.417943 ping.com > mynetwork: (frag 28572:480@11840+)
14:30:39.417964 ping.com > mynetwork: (frag 28572:480@13320+)
14:30:39.417987 ping.com > mynetwork: (frag 28572:480@14800+)
14:30:39.418007 ping.com > mynetwork: (frag 28572:480@16280+)
14:30:39.418028 ping.com > mynetwork: (frag 28572:480@17760+)
14:30:39.418048 ping.com > mynetwork: (frag 28572:480@19240+)
14:30:39.418069 ping.com > mynetwork: (frag 28572:480@20720+)
14:30:39.418090 ping.com > mynetwork: (frag 28572:480@22200+)
14:30:39.418112 ping.com > mynetwork: (frag 28572:480@23680+)
14:30:39.418133 ping.com > mynetwork: (frag 28572:480@25160+)
14:30:39.418154 ping.com > mynetwork: (frag 28572:480@26640+)
14:30:39.418176 ping.com > mynetwork: (frag 28572:480@28120+)
14:30:39.418197 ping.com > mynetwork: (frag 28572:480@29600+)
14:30:39.418219 ping.com > mynetwork: (frag 28572:480@31080+)
14:30:39.418242 ping.com > mynetwork: (frag 28572:480@32560+)
14:30:39.418263 ping.com > mynetwork: (frag 28572:480@34040+)
14:30:39.418286 ping.com > mynetwork: (frag 28572:480@35520+)
14:30:39.418307 ping.com > mynetwork: (frag 28572:480@37000+)
14:30:39.418328 ping.com > mynetwork: (frag 28572:480@38480+)
14:30:39.418351 ping.com > mynetwork: (frag 28572:480@39960+)
14:30:39.418372 ping.com > mynetwork: (frag 28572:480@41440+)
14:30:39.418395 ping.com > mynetwork: (frag 28572:480@42920+)
14:30:39.418416 ping.com > mynetwork: (frag 28572:480@44400+)
14:30:39.418438 ping.com > mynetwork: (frag 28572:480@45880+)
14:30:39.418459 ping.com > mynetwork: (frag 28572:480@47360+)
14:30:39.418485 ping.com > mynetwork: (frag 28572:480@48840+)
14:30:39.418507 ping.com > mynetwork: (frag 28572:480@50320+)
14:30:39.418528 ping.com > mynetwork: (frag 28572:480@51800+)
14:30:39.418549 ping.com > mynetwork: (frag 28572:480@53280+)
14:30:39.418570 ping.com > mynetwork: (frag 28572:480@54760+)
14:30:39.418594 ping.com > mynetwork: (frag 28572:480@56240+)
14:30:39.418617 ping.com > mynetwork: (frag 28572:480@57720+)
14:30:39.418644 ping.com > mynetwork: (frag 28572:480@59200+)
14:30:39.418652 ping.com > mynetwork: (frag 28572:480@60680+)
14:30:39.418716 ping.com > mynetwork: (frag 28572:480@62160+)
14:30:39.418779 ping.com > mynetwork: (frag 28572:480@63640+)
14:30:39.418837 ping.com > mynetwork: (frag 28572:480@65120)

1. Source of Trace.
My network

2. Detect was generated by:
Tcpdump with filter 

‘((ip[6:1) & 0x20 !=0) and (ip[6:2] & 0x1fff = 0)) or ((ip[6:1] & 0x20 = 0) and (ip[6:2] & 0x1fff != 0))’

3. Probability the source address was spoofed:
Possible. The IP address of the host mynetwork in my network may also be spoofed to attack 
another host.

4. Description of attack:
This is the Denial of Service attack against mynetwork, Ping o’ Death Attack. Normal ping-of-
death uses ECHO REQUEST. However, this one uses ECHO REPLY. Some specific tool was 
used to craft the packet.
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5. Attack mechanism:
The attack uses special tools to generate these impossible packets. The fragments do not 
contiguous There is 1000 bytes lag between. The packet will exceed 65535 bytes after the 
fragments reassembled in the destination host, mynetwork.

Because no network device will reassemble the fragments, and even not all the firewalls will 
reassemble the fragments. The fragments just pass the all the network devices until they reach 
the destination host. When target receives the fragment, it will reassemble them and may exceed 
its buffer causing the system hang or crash. In additional, the first packet is stamped with echo 
reply, many firewall administrator will let the echo reply ping pass through, it may pass the 
firewall.

6. Correlations:
Ping o’ Death Attack was taught by the SANS. It can be found on “3.2 Intrusion Detection and 
Packet Filtering: How It Works”

The more information can be found at:

http://www.pp.asu.edu/support/ping-o-death.html

http://www.dfm.dtu.dk/netware/pingod/ping.html

7. Evidence of active targeting: 
The host, mynetwork, was attack by Ping o’ Death.

8. Severity:
(Criticality + Lethality) – (System Countermeasures + Network Countermeasures) = Severity

(4+4) – (3+5) = 0

9. Defensive recommendation:
Defenses are fine. Attack will be blocked by firewall

However, some of the firewalls may not check the fragment packet. If it also let ping reply come 
in, there will be a problem.

10. Multiple choice test question:
Which of the following state is most likely wrong?

a) Ping o’ Death packet may not overlap properly.
b) Ping o’ Death can be a TCP packet
c) Ping o’ Death has a total packet length more than 65535 after reassemble
d) Ping o’ Death must be echo request icmps.

d

Detect 3 –

02/14-17:18:05.756633 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:49562 IpLen:20 DgmLen:44 DF
******S* Seq: 0xAB0558  Ack: 0x0  Win: 0x2000  TcpLen: 24
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TCP Options (1) => MSS: 1460 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:05.756828 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47750 IpLen:20 DgmLen:44 DF
***A**S* Seq: 0xD13E8034  Ack: 0xAB0559  Win: 0x2238  TcpLen: 24
TCP Options (1) => MSS: 1460 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:05.757000 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:49818 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB0559  Ack: 0xD13E8035  Win: 0x2238  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:05.774659 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47751 IpLen:20 DgmLen:81 DF
***AP*** Seq: 0xD13E8035  Ack: 0xAB0559  Win: 0x2238 TcpLen: 20
32 32 30 20 73 6F 6C 38 36 20 46 54 50 20 73 65  220 sol86 FTP se
72 76 65 72 20 28 53 75 6E 4F 53 20 35 2E 37 29  rver (SunOS 5.7)
20 72 65 61 64 79 2E 0D 0A                        ready...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:05.890406 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:50586 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB0559  Ack: 0xD13E805E  Win: 0x220F  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:17.579683 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:58522 IpLen:20 DgmLen:52 DF
***AP*** Seq: 0xAB0559  Ack: 0xD13E805E  Win: 0x220F  TcpLen: 20
55 53 45 52 20 67 75 65 73 74 0D 0A              USER guest..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:17.579815 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47752 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xD13E805E  Ack: 0xAB0565  Win: 0x2238  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:17.582906 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47753 IpLen:20 DgmLen:74 DF
***AP*** Seq: 0xD13E805E  Ack: 0xAB0565  Win: 0x2238  TcpLen: 20
33 33 31 20 50 61 73 73 77 6F 72 64 20 72 65 71  331 Password req
75 69 72 65 64 20 66 6F 72 20 67 75 65 73 74 2E  uired for guest.
0D 0A                                            ..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
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02/14-17:18:17.708609 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:58778 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB0565  Ack: 0xD13E8080  Win: 0x21ED  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:18.919942 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:60570 IpLen:20 DgmLen:47 DF
***AP*** Seq: 0xAB0565  Ack: 0xD13E8080  Win: 0x21ED  TcpLen: 20
50 41 53 53 20 0D 0A                             PASS ..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:18.920263 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47754 IpLen:20 DgmLen:78 DF
***AP*** Seq: 0xD13E8080  Ack: 0xAB056C  Win: 0x2238  TcpLen: 20
35 30 30 20 27 50 41 53 53 20 27 3A 20 63 6F 6D  500 'PASS ': com
6D 61 6E 64 20 6E 6F 74 20 75 6E 64 65 72 73 74  mand not underst
6F 6F 64 2E 0D 0A                                ood...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:18:19.110777 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:60826 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB056C  Ack: 0xD13E80A6  Win: 0x21C7  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:20:54.321775 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:57245 IpLen:20 DgmLen:56 DF
***AP*** Seq: 0xAB056C  Ack: 0xD13E80A6  Win: 0x21C7  TcpLen: 20
55 53 45 52 20 61 6E 6F 6E 79 6D 6F 75 73 0D 0A  USER anonymous..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:20:54.322361 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47759 IpLen:20 DgmLen:69 DF
***AP*** Seq: 0xD13E80A6  Ack: 0xAB057C  Win: 0x2238  TcpLen: 20
35 33 30 20 55 73 65 72 20 61 6E 6F 6E 79 6D 6F  530 User anonymo
75 73 20 75 6E 6B 6E 6F 77 6E 2E 0D 0A           us unknown...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:20:54.450184 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:57501 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB057C  Ack: 0xD13E80C3  Win: 0x21AA  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:01.571423 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:60061 IpLen:20 DgmLen:52 DF
***AP*** Seq: 0xAB057C  Ack: 0xD13E80C3  Win: 0x21AA  TcpLen: 20
55 53 45 52 20 67 75 65 73 74 0D 0A              USER guest..
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=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:01.572336 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47760 IpLen:20 DgmLen:74 DF
***AP*** Seq: 0xD13E80C3  Ack: 0xAB0588  Win: 0x2238  TcpLen: 20
33 33 31 20 50 61 73 73 77 6F 72 64 20 72 65 71  331 Password req
75 69 72 65 64 20 66 6F 72 20 67 75 65 73 74 2E  uired for guest.
0D 0A                                            ..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:01.761465 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:60317 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB0588  Ack: 0xD13E80E5  Win: 0x2188  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:03.136476 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:62109 IpLen:20 DgmLen:52 DF
***AP*** Seq: 0xAB0588  Ack: 0xD13E80E5  Win: 0x2188  TcpLen: 20
50 41 53 53 20 67 75 65 73 74 0D 0A              PASS guest..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:03.145158 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47761 IpLen:20 DgmLen:67 DF
***AP*** Seq: 0xD13E80E5  Ack: 0xAB0594  Win: 0x2238  TcpLen: 20
32 33 30 20 55 73 65 72 20 67 75 65 73 74 20 6C  230 User guest l
6F 67 67 65 64 20 69 6E 2E 0D 0A                 ogged in...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:03.263769 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:62365 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB0594  Ack: 0xD13E8100  Win: 0x216D  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.184811 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:8350 IpLen:20 DgmLen:65 DF
***AP*** Seq: 0xAB0594  Ack: 0xD13E8100  Win: 0x216D  TcpLen: 20
50 4F 52 54 20 31 37 32 2C 32 30 2C 31 30 2C 35  PORT 172,20,10,5
35 2C 35 2C 32 34 38 0D 0A                       5,5,248..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.185265 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47762 IpLen:20 DgmLen:70 DF
***AP*** Seq: 0xD13E8100  Ack: 0xAB05AD  Win: 0x2238  TcpLen: 20
32 30 30 20 50 4F 52 54 20 63 6F 6D 6D 61 6E 64  200 PORT command
20 73 75 63 63 65 73 73 66 75 6C 2E 0D 0A         successful...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
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02/14-17:21:17.188269 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:8606 IpLen:20 DgmLen:58 DF
***AP*** Seq: 0xAB05AD  Ack: 0xD13E811E  Win: 0x214F  TcpLen: 20
52 45 54 52 20 2F 65 74 63 2F 70 61 73 73 77 64  RETR /etc/passwd
0D 0A                                            ..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.189091 victim:20 -> badguy:1528
TCP TTL:255 TOS:0x0 ID:47763 IpLen:20 DgmLen:44 DF
******S* Seq: 0xD2ABBBCE  Ack: 0x0  Win: 0x60F4  TcpLen: 24
TCP Options (1) => MSS: 1460 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.189274 badguy:1528 -> victim:20
TCP TTL:128 TOS:0x0 ID:8862 IpLen:20 DgmLen:44 DF
***A**S* Seq: 0xAB05A0  Ack: 0xD2ABBBCF  Win: 0x2238  TcpLen: 24
TCP Options (1) => MSS: 1460 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.189390 victim:20 -> badguy:1528
TCP TTL:255 TOS:0x0 ID:47764 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xD2ABBBCF  Ack: 0xAB05A1  Win: 0x60F4  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.189612 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47765 IpLen:20 DgmLen:116 DF
***AP*** Seq: 0xD13E811E  Ack: 0xAB05BF  Win: 0x2238  TcpLen: 20
31 35 30 20 41 53 43 49 49 20 64 61 74 61 20 63  150 ASCII data c
6F 6E 6E 65 63 74 69 6F 6E 20 66 6F 72 20 2F 65  onnection for /e
74 63 2F 70 61 73 73 77 64 20 28 xx xx xx 2E xx  tc/passwd (badguy
xx 2E xx xx 2E xx xx 2C 31 35 32 38 29 20 28 35  ,1528) (5
39 30 20 62 79 74 65 73 29 2E 0D 0A              90 bytes)...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.190214 victim:20 -> badguy:1528
TCP TTL:255 TOS:0x0 ID:47766 IpLen:20 DgmLen:646 DF
***AP*** Seq: 0xD2ABBBCF  Ack: 0xAB05A1  Win: 0x60F4  TcpLen: 20
72 6F 6F 74 3A 78 3A 30 3A 31 3A 53 75 70 65 72  root:x:0:1:Super
2D 55 73 65 72 3A 2F 3A 2F 62 69 6E 2F 63 73 68  -User:/:/bin/csh
0D 0A 64 61 65 6D 6F 6E 3A 78 3A 31 3A 31 3A 3A  ..daemon:x:1:1::
2F 3A 0D 0A 62 69 6E 3A 78 3A 32 3A 32 3A 3A 2F  /:..bin:x:2:2::/
75 73 72 2F 62 69 6E 3A 0D 0A 73 79 73 3A 78 3A  usr/bin:..sys:x:
33 3A 33 3A 3A 2F 3A 0D 0A 61 64 6D 3A 78 3A 34  3:3::/:..adm:x:4
3A 34 3A 41 64 6D 69 6E 3A 2F 76 61 72 2F 61 64  :4:Admin:/var/ad
6D 3A 0D 0A 6C 70 3A 78 3A 37 31 3A 38 3A 4C 69  m:..lp:x:71:8:Li
6E 65 20 50 72 69 6E 74 65 72 20 41 64 6D 69 6E  ne Printer Admin
3A 2F 75 73 72 2F 73 70 6F 6F 6C 2F 6C 70 3A 0D  :/usr/spool/lp:.
0A 75 75 63 70 3A 78 3A 35 3A 35 3A 75 75 63 70  .uucp:x:5:5:uucp
20 41 64 6D 69 6E 3A 2F 75 73 72 2F 6C 69 62 2F   Admin:/usr/lib/



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

75 75 63 70 3A 0D 0A 6E 75 75 63 70 3A 78 3A 39  uucp:..nuucp:x:9
3A 39 3A 75 75 63 70 20 41 64 6D 69 6E 3A 2F 76  :9:uucp Admin:/v
61 72 2F 73 70 6F 6F 6C 2F 75 75 63 70 70 75 62  ar/spool/uucppub
6C 69 63 3A 2F 75 73 72 2F 6C 69 62 2F 75 75 63  lic:/usr/lib/uuc
70 2F 75 75 63 69 63 6F 0D 0A 6C 69 73 74 65 6E  p/uucico..listen
3A 78 3A 33 37 3A 34 3A 4E 65 74 77 6F 72 6B 20  :x:37:4:Network 
41 64 6D 69 6E 3A 2F 75 73 72 2F 6E 65 74 2F 6E  Admin:/usr/net/n
6C 73 3A 0D 0A 6E 6F 62 6F 64 79 3A 78 3A 36 30  ls:..nobody:x:60
30 30 31 3A 36 30 30 30 31 3A 4E 6F 62 6F 64 79  001:60001:Nobody
3A 2F 3A 0D 0A 6E 6F 61 63 63 65 73 73 3A 78 3A  :/:..noaccess:x:
36 30 30 30 32 3A 36 30 30 30 32 3A 4E 6F 20 41  60002:60002:No A
63 63 65 73 73 20 55 73 65 72 3A 2F 3A 0D 0A 6E  ccess User:/:..n
6F 62 6F 64 79 34 3A 78 3A 36 35 35 33 34 3A 36  obody4:x:65534:6
35 35 33 34 3A 53 75 6E 4F 53 20 34 2E 78 20 4E  5534:SunOS 4.x N
6F 62 6F 64 79 3A 2F 3A 0D 0A xx xx xx 3A 78 3A  obody:/:..xxx:x:
31 30 30 31 3A 31 30 3A 3A 2F 65 78 70 6F 72 74  1001:10::/export
2F 68 6F 6D 65 2F xx xx xx 3A 2F 62 69 6E 2F 63  /home/xxx:/bin/c
73 68 0D 0A xx xx xx xx xx 3A 78 3A 31 30 30 32  sh..xxxxx:x:1002
3A 31 30 3A 3A 2F 65 78 70 6F 72 74 2F 68 6F 6D  :10::/export/hom
65 2F xx xx xx xx xx xx 2F 62 69 6E 2F 63 73 68  e/xxxxx:/bin/csh
0D 0A 62 72 69 61 6E 3A 78 3A 31 30 30 33 3A 31  ..xxxxx:x:1003:1
30 3A 3A 2F 65 78 70 6F 72 74 2F 68 6F 6D 65 2F  0::/export/home/
62 72 69 61 6E 3A 2F 62 69 6E 2F 63 73 68 0D 0A  xxxxx:/bin/csh..
67 75 65 73 74 3A 78 3A 31 30 30 34 3A 31 30 3A  guest:x:1004:10:
3A 2F 65 78 70 6F 72 74 2F 68 6F 6D 65 2F 67 75  :/export/home/gu
65 73 74 3A 2F 62 69 6E 2F 63 73 68 0D 0A        est:/bin/csh..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.190341 victim:20 -> badguy:1528
TCP TTL:255 TOS:0x0 ID:47767 IpLen:20 DgmLen:40 DF
***A***F Seq: 0xD2ABBE2D  Ack: 0xAB05A1  Win: 0x60F4  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.190493 badguy:1528 -> victim:20
TCP TTL:128 TOS:0x0 ID:9118 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05A1  Ack: 0xD2ABBE2E  Win: 0x1FDA  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.194169 badguy:1528 -> victim:20
TCP TTL:128 TOS:0x0 ID:9374 IpLen:20 DgmLen:40 DF
***A***F Seq: 0xAB05A1  Ack: 0xD2ABBE2E  Win: 0x1FDA  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.194273 victim:20 -> badguy:1528
TCP TTL:255 TOS:0x0 ID:47768 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xD2ABBE2E  Ack: 0xAB05A2  Win: 0x60F4  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.385524 badguy:1513 -> victim:21
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TCP TTL:128 TOS:0x0 ID:10142 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05BF  Ack: 0xD13E816A  Win: 0x2103  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.385646 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47769 IpLen:20 DgmLen:70 DF
***AP*** Seq: 0xD13E816A  Ack: 0xAB05BF  Win: 0x2238  TcpLen: 20
32 32 36 20 41 53 43 49 49 20 54 72 61 6E 73 66  226 ASCII Transf
65 72 20 63 6F 6D 70 6C 65 74 65 2E 0D 0A er complete...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:17.585869 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:10654 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05BF  Ack: 0xD13E8188  Win: 0x20E5  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:36.836464 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:27294 IpLen:20 DgmLen:51 DF
***AP*** Seq: 0xAB05BF  Ack: 0xD13E8188  Win: 0x20E5  TcpLen: 20
55 53 45 52 20 72 6F 6F 74 0D 0A                 USER root..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:36.837459 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47770 IpLen:20 DgmLen:73 DF
***AP*** Seq: 0xD13E8188  Ack: 0xAB05CA  Win: 0x2238  TcpLen: 20
33 33 31 20 50 61 73 73 77 6F 72 64 20 72 65 71  331 Password req
75 69 72 65 64 20 66 6F 72 20 72 6F 6F 74 2E 0D  uired for root..
0A                                               .

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:37.015812 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:27550 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05CA  Ack: 0xD13E81A9  Win: 0x20C4  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:39.260181 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:28318 IpLen:20 DgmLen:51 DF
***AP*** Seq: 0xAB05CA  Ack: 0xD13E81A9  Win: 0x20C4  TcpLen: 20
50 41 53 53 20 72 6F 6F 74 0D 0A                 PASS root..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:39.264198 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47771 IpLen:20 DgmLen:62 DF
***AP*** Seq: 0xD13E81A9  Ack: 0xAB05D5  Win: 0x2238  TcpLen: 20
35 33 30 20 4C 6F 67 69 6E 20 69 6E 63 6F 72 72  530 Login incorr
65 63 74 2E 0D 0A                                ect...
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=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:39.419508 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:28574 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05D5  Ack: 0xD13E81BF  Win: 0x20AE  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:44.557655 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:32670 IpLen:20 DgmLen:51 DF
***AP*** Seq: 0xAB05D5  Ack: 0xD13E81BF  Win: 0x20AE  TcpLen: 20
55 53 45 52 20 72 6F 6F 74 0D 0A                 USER root..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:44.558576 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47772 IpLen:20 DgmLen:73 DF
***AP*** Seq: 0xD13E81BF  Ack: 0xAB05E0  Win: 0x2238  TcpLen: 20
33 33 31 20 50 61 73 73 77 6F 72 64 20 72 65 71  331 Password req
75 69 72 65 64 20 66 6F 72 20 72 6F 6F 74 2E 0D  uired for root..
0A            .

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:44.727676 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:33182 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05E0  Ack: 0xD13E81E0  Win: 0x208D  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:45.657393 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:33438 IpLen:20 DgmLen:47 DF
***AP*** Seq: 0xAB05E0  Ack: 0xD13E81E0  Win: 0x208D  TcpLen: 20
50 41 53 53 20 0D 0A                             PASS ..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:45.657707 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47773 IpLen:20 DgmLen:78 DF
***AP*** Seq: 0xD13E81E0  Ack: 0xAB05E7  Win: 0x2238  TcpLen: 20
35 30 30 20 27 50 41 53 53 20 27 3A 20 63 6F 6D  500 'PASS ': com
6D 61 6E 64 20 6E 6F 74 20 75 6E 64 65 72 73 74  mand not underst
6F 6F 64 2E 0D 0A                                ood...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:21:45.829362 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:33694 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05E7  Ack: 0xD13E8206  Win: 0x2067  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:30.767317 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:10143 IpLen:20 DgmLen:50 DF
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***AP*** Seq: 0xAB05E7  Ack: 0xD13E8206  Win: 0x2067  TcpLen: 20
55 53 45 52 20 xx xx xx 0D 0A                    USER xxx..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:30.768274 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47777 IpLen:20 DgmLen:72 DF
***AP*** Seq: 0xD13E8206  Ack: 0xAB05F1  Win: 0x2238  TcpLen: 20
33 33 31 20 50 61 73 73 77 6F 72 64 20 72 65 71  331 Password req
75 69 72 65 64 20 66 6F 72 20 xx xx xx 2E 0D 0A  uired for xxx...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:30.898830 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:10399 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05F1  Ack: 0xD13E8226  Win: 0x2047  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:32.493611 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:10655 IpLen:20 DgmLen:47 DF
***AP*** Seq: 0xAB05F1  Ack: 0xD13E8226  Win: 0x2047  TcpLen: 20
50 41 53 53 20 0D 0A                             PASS ..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:32.493953 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47778 IpLen:20 DgmLen:78 DF
***AP*** Seq: 0xD13E8226  Ack: 0xAB05F8  Win: 0x2238  TcpLen: 20
35 30 30 20 27 50 41 53 53 20 27 3A 20 63 6F 6D  500 'PASS ': com
6D 61 6E 64 20 6E 6F 74 20 75 6E 64 65 72 73 74  mand not underst
6F 6F 64 2E 0D 0A                      ood...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:32.601457 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:10911 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05F8  Ack: 0xD13E824C  Win: 0x2021  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:44.395850 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:32415 IpLen:20 DgmLen:46 DF
***AP*** Seq: 0xAB05F8  Ack: 0xD13E824C  Win: 0x2021  TcpLen: 20
51 55 49 54 0D 0A                                QUIT..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:44.396168 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47779 IpLen:20 DgmLen:54 DF
***AP*** Seq: 0xD13E824C  Ack: 0xAB05FE Win: 0x2238  TcpLen: 20
32 32 31 20 47 6F 6F 64 62 79 65 2E 0D 0A        221 Goodbye...

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
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02/14-17:22:44.396398 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47780 IpLen:20 DgmLen:40 DF
***A***F Seq: 0xD13E825A  Ack: 0xAB05FE  Win: 0x2238  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:44.396567 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:32671 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xAB05FE  Ack: 0xD13E825B  Win: 0x2013  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:44.397249 badguy:1513 -> victim:21
TCP TTL:128 TOS:0x0 ID:32927 IpLen:20 DgmLen:40 DF
***A***F Seq: 0xAB05FE  Ack: 0xD13E825B  Win: 0x2013  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/14-17:22:44.397791 victim:21 -> badguy:1513
TCP TTL:255 TOS:0x0 ID:47781 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xD13E825B  Ack: 0xAB05FF Win: 0x2238  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

1. Source of Trace.
My network

2. Detect was generated by:
Snort IDS with filter 

Alert tcp any any -> $HOME_NET 21 (msg: “Attempted root ftp access”; content: “root”;)
Alert tcp any any -> $HOME_NET 21 (msg: “Attempted to get password file”; content: “passwd”;)

02/14-17:22:44.396168[time stamp] victim:21[source_IP.source_port] -> 
badguy:1513[destination_IP.destination_port]
TCP[protocol] TTL:255 TOS:0x0 ID:47779 IpLen:20 DgmLen:54 DF
***AP*** [IP_flag] Seq: 0xD13E824C[sequence_number] Ack: 
0xAB05FE[ack_sequence_number] Win: 0x2238[window_size]  TcpLen: 20[tcp_head_length]
32 32 31 20 47 6F 6F 64 62 79 65 2E 0D 0A        221 Goodbye... [Content]

3. Probability the source address was spoofed:
No. A bad guy was trying to get the root access to an ftp server. The IP address could not be 
spoofed.

4. Description of attack:
The attack guesses the password for the account “guest”. Get the /etc/passwd file. Then tries to 
guess root password and the other accounts’ password.

The file /etc/passwd have all the information of the account that server has. If a bad guy get this 
file, he/she may start the step one to get into the server.
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5. Attack mechanism:
The attack guesses the password of a common account “guest”, or “anonymouse”. Download the 
/etc/passwd file which has all the account information. Then tries to guess the root password. 
The attack may come back to guess the password for the other account and try to get into the 
server.

6. Correlations:
A good password for every account in the server is essential to the safety of the server.

Refer to the security manual to create a ‘good’ password for all the users.

7. Evidence of active targeting: 
The bad guy broke into the host with the “guest” account, tried to do more. He/She may come 
back again…

8. Severity:
(Criticality + Lethality) – (System Countermeasures + Network Countermeasures) = Severity

(4+5) – (4+1) = 4

9. Defensive recommendation:
If the inbound ftp service can be denied for the server, put the server back to the firewall with 
inbound ftp deny policy can block this attack.

However, if this is an ftp server, like the server on my network, build a good password ruler, 
delete non-using account may help.

Snort IDS or other IDS with content check can find this attack.

10. Multiple choice test question:
Which of the following password ruler may not mandatory?

a) The password should not be found in a dictionary.
b) The password should at least 6 characters long.
c) The password should be expired for a certain time
d) The password should not be the same as the other user’s password.

d

Detect 4 –

--== Initializing Snort ==--
TCPDUMP file reading mode.
Reading network traffic from "tcp.0102131445" file.
snaplen = 68

 --== Initialization Complete ==--
02/13-14:52:04.224640 attack:50737 -> victim:25
TCP TTL:126 TOS:0x0 ID:47621 IpLen:20 DgmLen:44 DF
******S* Seq: 0x2E79BA6C  Ack: 0x0  Win: 0x2000  TcpLen: 24
TCP Options (1) => MSS: 1460 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
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02/13-14:52:04.307647 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:5982 IpLen:20 DgmLen:44 DF
***A**S* Seq: 0xB4CC3C4E  Ack: 0x2E79BA6D  Win: 0x8000  TcpLen: 24
TCP Options (1) => MSS: 1460 

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.307883 attack:50737 -> victim:25
TCP TTL:59 TOS:0x0 ID:0 IpLen:20 DgmLen:40
***A**** Seq: 0x2E79BA6D  Ack: 0xB4CC3C4F  Win: 0x0  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.308275 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:47877 IpLen:20 DgmLen:40 DF
***A**** Seq: 0x2E79BA6D  Ack: 0xB4CC3C4F  Win: 0x2238  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.584607 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:5993 IpLen:20 DgmLen:135 DF
***AP*** Seq: 0xB4CC3C4F  Ack: 0x2E79BA6D  Win: 0x8000  TcpLen: 20
32 32 30 20 70 72 76 2D 6D 78 2E 70 72 6F        220 prv-mx.pro

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.607051 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:48133 IpLen:20 DgmLen:64 DF
***AP*** Seq: 0x2E79BA6D  Ack: 0xB4CC3CAE  Win: 0x21D9  TcpLen: 20
45 48 4C 4F 20 65 78 63 68 61 6E 67 65 2E        EHLO exchange.

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.688895 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:5999 IpLen:20 DgmLen:58 DF
***AP*** Seq: 0xB4CC3CAE  Ack: 0x2E79BA85  Win: 0x7FE8  TcpLen: 20
35 30 30 20 53 79 6E 74 61 78 20 65 72 72        500 Syntax err

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.707063 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:48389 IpLen:20 DgmLen:64 DF
***AP*** Seq: 0x2E79BA85  Ack: 0xB4CC3CC0  Win: 0x21C7  TcpLen: 20
48 45 4C 4F 20 65 78 63 68 61 6E 67 65 2E        HELO exchange.

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.790438 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6008 IpLen:20 DgmLen:72 DF
***AP*** Seq: 0xB4CC3CC0  Ack: 0x2E79BA9D  Win: 0x7FD0  TcpLen: 20
32 35 30 20 70 72 76 2D 6D 78 2E 70 72 6F        250 prv-mx.pro

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
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02/13-14:52:04.815417 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:48645 IpLen:20 DgmLen:54 DF
***AP*** Seq: 0x2E79BA9D  Ack: 0xB4CC3CE0  Win: 0x21A7  TcpLen: 20
4D 41 49 4C 20 46 52 4F 4D 3A 3C 3E 0D 0A        MAIL FROM:<>..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.898460 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6014 IpLen:20 DgmLen:48 DF
***AP*** Seq: 0xB4CC3CE0  Ack: 0x2E79BAAB  Win: 0x7FC2  TcpLen: 20
32 35 30 20 4F 6B 0D 0A                          250 Ok..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:04.923829 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:48901 IpLen:20 DgmLen:95 DF
***AP*** Seq: 0x2E79BAAB  Ack: 0xB4CC3CE8  Win: 0x219F  TcpLen: 20
52 43 50 54 20 54 4F 3A 3C 62 6F 75 6E 63        RCPT TO:<bounc

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.015221 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6017 IpLen:20 DgmLen:48 DF
***AP*** Seq: 0xB4CC3CE8  Ack: 0x2E79BAE2  Win: 0x7F8B  TcpLen: 20
32 35 30 20 4F 6B 0D 0A                          250 Ok..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.040535 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:49157 IpLen:20 DgmLen:46 DF
***AP*** Seq: 0x2E79BAE2  Ack: 0xB4CC3CF0  Win: 0x2197  TcpLen: 20
44 41 54 41 0D 0A                                DATA..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.122964 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6024 IpLen:20 DgmLen:90 DF
***AP*** Seq: 0xB4CC3CF0  Ack: 0x2E79BAE8  Win: 0x7F85  TcpLen: 20
33 35 34 20 45 6E 74 65 72 20 6D 61 69 6C        354 Enter mail

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.141985 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:49413 IpLen:20 DgmLen:1500 DF
***A**** Seq: 0x2E79BAE8  Ack: 0xB4CC3D22  Win: 0x2165  TcpLen: 20
52 65 63 65 69 76 65 64 3A 20 62 79 20 65        Received: by e

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.143214 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:49669 IpLen:20 DgmLen:1500 DF
***A**** Seq: 0x2E79C09C  Ack: 0xB4CC3D22  Win: 0x2165  TcpLen: 20
65 6C 6C 20 3C 45 49 4E 46 4F 40 6E 6F 76        ell <EINFO@nov
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=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.144100 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:49925 IpLen:20 DgmLen:1085 DF
***AP*** Seq: 0x2E79C650  Ack: 0xB4CC3D22  Win: 0x2165  TcpLen: 20
0A 0D 0A 53 70 61 63 65 20 69 73 20 6C 69        ...Space is li

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.248730 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6060 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xB4CC3D22  Ack: 0x2E79C09C  Win: 0x7C4C  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.249482 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6061 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xB4CC3D22  Ack: 0x2E79C09C  Win: 0x7E4C  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.273867 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6071 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xB4CC3D22  Ack: 0x2E79C650  Win: 0x7C4C  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.274610 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6072 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xB4CC3D22  Ack: 0x2E79C650  Win: 0x7E4C  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.290230 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6076 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xB4CC3D22  Ack: 0x2E79CA65  Win: 0x7DEB  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.290977 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6077 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xB4CC3D22  Ack: 0x2E79CA65  Win: 0x7FEB  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.294903 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6078 IpLen:20 DgmLen:48 DF
***AP*** Seq: 0xB4CC3D22  Ack: 0x2E79CA65  Win: 0x7FEB  TcpLen: 20
32 35 30 20 4F 6B 0D 0A                          250 Ok..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.315584 attack:50737 -> victim:25
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TCP TTL:127 TOS:0x0 ID:50181 IpLen:20 DgmLen:46 DF
***AP*** Seq: 0x2E79CA65  Ack: 0xB4CC3D2A  Win: 0x215D  TcpLen: 20
51 55 49 54 0D 0A        QUIT..

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.398988 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6103 IpLen:20 DgmLen:98 DF
***AP*** Seq: 0xB4CC3D2A  Ack: 0x2E79CA6B  Win: 0x7FE5  TcpLen: 20
32 32 31 20 70 72 76 2D 6D 78 2E 70 72 6F        221 prv-mx.pro

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.399640 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6104 IpLen:20 DgmLen:40 DF
***AP**F Seq: 0xB4CC3D64  Ack: 0x2E79CA6B  Win: 0x7FE5  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.400240 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:51205 IpLen:20 DgmLen:40 DF
***A**** Seq: 0x2E79CA6B  Ack: 0xB4CC3D65  Win: 0x2123  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.524003 attack:50737 -> victim:25
TCP TTL:127 TOS:0x0 ID:51717 IpLen:20 DgmLen:40 DF
***A***F Seq: 0x2E79CA6B  Ack: 0xB4CC3D65  Win: 0x2123  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:05.606686 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6225 IpLen:20 DgmLen:40 DF
***A**** Seq: 0xB4CC3D65  Ack: 0x2E79CA6C  Win: 0x7FE4  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

02/13-14:52:10.428375 victim:25 -> attack:50737
TCP TTL:116 TOS:0x0 ID:6928 IpLen:20 DgmLen:40 DF
***A*R** Seq: 0xB4CC3D65  Ack: 0x2E79CA6C  Win: 0x0  TcpLen: 20

=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

1. Source of Trace.
My network

2. Detect was generated by:
Snort IDS with filter 

Alert tcp any any -> $HOME_NET 21 (msg: “Attempted root ftp access”; content: 
“to:<bounce”;nocase;)
Alert tcp any any -> $HOME_NET 21 (msg: “Attempted to get password file”; content: “to: 
bounce”;nocase;)
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3. Probability the source address was spoofed:
Low

4. Description of attack:
This attack attempts to cause e-mail servers to execute programs on the attacker's behalf, may 
result in system compromise. 

5. Attack mechanism:

SMTP is the most widely used mail transfer protocol, and is potentially vulnerable to many attacks. 
This is especially true of sendmail, one implementation of the SMTP protocol. 

Older versions of sendmail allow delivery of bounced mail to programs. If a message is 
undeliverable, sendmail will attempt to return it to the sender. If the sender is '| ', sendmail spawns 
the program (usually as user daemon) and passes on the mail message as input. The user that 
sendmail uses to spawn programs is specified in the 'u' option, which defaults to user daemon (uid 1) 
if not specified. An attacker can spoof the 'sender' field, and then intentionally bounce mail to exploit 
this vulnerability. 

This sendmail vulnerability allows attackers to execute commands on a target machine.

6. Correlations:

Refer to CERT(sm) Advisory CA-96.20

http://www.securityfocus.com/archive/1/5432

7. Evidence of active targeting: 
The signature word “to bounce” is found.

8. Severity:
(Criticality + Lethality) – (System Countermeasures + Network Countermeasures) = Severity

(4+4) – (3+1) = 4

9. Defensive recommendation:
Snort IDS or other IDS with content check can find this attack.

10. Multiple choice test question:
Which of the following is most likely shown in the trace above?

a) Smail attack.
b) Normal e-mail traffic.
c) Sendmail decode alias.
d) Sendmail Reconnaissance.

a
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Assignment 2 – "Analyze This" Scenario

Overview1.

We have been asked to provide a bid for security services to GIAC Enterprises, an e-business startup 
that sells electronic fortune cookie sayings. We have been provided with one month’s worth of data from 
a Snort system with a fairly standard rulebase. These files are from Sept. 26 to Nov.22.
From time to time, the power has failed or the disk was full so we do not have data for all days. 

Our task is to analyze the data. Be especially alert for signs of compromised systems or network 
problems and produce an analysis report. 

There are 3 parts of the source files, the snort alert files, the snort OS check files and the snort scan 
files. These files are listed below:

Snort alert files, sorted by the date and delete the redundant file SnortA19.txt:1.1

File Date
SnortA15.txt 26-Sep
SnortA13.txt 27-Sep
SnortA12.txt 28-Sep
SnortA9.txt 30-Sep
SnortA8.txt 1-Oct
SnortA4.txt 2-Oct
SnortAle.txt 3-Oct
SnortA2.txt 4-Oct
SnortA28.txt 5-Oct
SnortA26.txt 6-Oct
SnortA25.txt 7-Oct
SnortA22.txt 8-Oct
SnortA14.txt 9-Oct
SnortA10.txt 10-Oct
SnortA23.txt 11-Oct
SnortA20.txt 12-Oct
SnortA7.txt 13-Oct
SnortA5.txt 14-Oct
SnortA11.txt 15-Oct
SnortA3.txt 16-Oct
SnortA42.txt 18-Oct
SnortA40.txt 19-Oct
SnortA31.txt 20-Oct
SnortA33.txt 21-Oct
SnortA38.txt 22-Oct
SnortA35.txt 23-Oct
SnortA29.txt 24-Oct
SnortA27.txt 25-Oct
SnortA21.txt 26-Oct
SnortA24.txt 27-Oct
SnortA36.txt 28-Oct
SnortA39.txt 29-Oct
SnortA34.txt 30-Oct
SnortA30.txt 31-Oct
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SnortA6.txt 1-Nov
SnortA37.txt 3-Nov
SnortA43.txt 4-Nov
SnortA41.txt 5-Nov
SnortA44.txt 6-Nov
SnortA32.txt 7-Nov
SnortA53.txt 8-Nov
SnortA52.txt 9-Nov
SnortA46.txt 10-Nov
SnortA48.txt 11-Nov
SnortA51.txt 12-Nov
SnortA49.txt 13-Nov
SnortA45.txt 14-Nov
SnortA59.txt 16-Nov
SnortA55.txt 17-Nov
SnortA57.txt 19-Nov
SnortA54.txt 20-Nov
SnortA50.txt 21-Nov
SnortA47.txt 22-Nov

Snort OS check files, sorted by the date and delete the old file OOScheck.txt (17-Aug):1.2

Files Date
OOSche6.txt 1-Oct
OOSche3.txt 2-Oct
OOSche2.txt 3-Oct
OOSche29.txt 4-Oct
OOSche24.txt 7-Oct
OOSche25.txt 10-Oct
OOSche10.txt 14-Oct
OOSche7.txt 18-Oct
OOSche34.txt 23-Oct
OOSche4.txt 26-Oct
OOSche5.txt 26-Oct
OOSche44.txt 3-Nov
OOSche46.txt 4-Nov
OOSche17.txt 7-Nov
OOSche45.txt 10-Nov
OOSche50.txt 11-Nov
OOSche20.txt 22-Nov
OOSche19.txt 23-Nov

Snort scan files, sorted by the date and delete the redundant file SnortS23.txt:1.3

File Date
SnortS14.txt 27-Sep
SnortS11.txt 28-Sep
SnortS10.txt 30-Sep
SnortS7.txt 1-Oct
SnortS5.txt 2-Oct
SnortSca.txt 3-Oct
SnortS27.txt 5-Oct
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SnortS20.txt 7-Oct
SnortS21.txt 8-Oct
SnortS13.txt 9-Oct
SnortS8.txt 10-Oct
SnortS22.txt 11-Oct
SnortS12.txt 12-Oct
SnortS6.txt 13-Oct
SnortS4.txt 14-Oct
SnortS9.txt 15-Oct
SnortS2.txt 16-Oct
SnortS41.txt 18-Oct
SnortS39.txt 19-Oct
SnortS32.txt 21-Oct
SnortS37.txt 22-Oct
SnortS36.txt 23-Oct
SnortS30.txt 24-Oct
SnortS24.txt 25-Oct
SnortS15.txt 26-Oct
SnortS35.txt 28-Oct
SnortS38.txt 29-Oct
SnortS33.txt 30-Oct
SnortS31.txt 31-Oct
SnortS3.txt 1-Nov
SnortS45.txt 2-Nov
SnortS34.txt 3-Nov
SnortS42.txt 4-Nov
SnortS16.txt 7-Nov
SnortS47.txt 10-Nov
SnortS49.txt 11-Nov
SnortS48.txt 13-Nov
SnortS17.txt 14-Nov
SnortS56.txt 17-Nov
SnortS58.txt 18-Nov
SnortS18.txt 23-Nov

Detects Summaries2.

SnortSnarf Summary2.1

110457 alerts found among the files: 
alert1 •

Earliest alert at 00:00:52.873106 on 09/26
Latest alert at 23:32:20.988483 on 11/22
Signature (click for definition) # Alerts # Sources # Destinations
Happy 99 Virus 2 2 2
Tiny Fragments - Possible Hostile Activity 7 5 6
SITE EXEC - Possible wu-ftpd exploit - GIAC000623 13 4 7
External RPC call 13 8 3
Probable NMAP fingerprint attempt 15 14 13
connect to 515 from inside 56 2 3
SUNRPC highport access! 60 13 12
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NMAP TCP ping! 96 21 20
Queso fingerprint 142 29 58
SMB Name Wildcard 218 33 33
Null scan! 277 204 196
SNMP public access 468 23 1
Back Orifice 1697 40 932
Broadcast Ping to subnet 70 1813 216 1
Attempted Sun RPC high port access 2542 20 33
TCP SMTP Source Port traffic 2893 4 2836
WinGate 1080 Attempt 4764 570 2655
Watchlist 000222 NET-NCFC 8134 45 26
Watchlist 000220 IL-ISDNNET-990517 30997 61 108
SYN-FIN scan! 56250 30 25751

The redandunt alerts “SITE EXEC - Possible wu-ftpd exploit - GIAC000623” and “site exec - Possible wu-
ftpd exploit - GIAC000623” were combined.

Chart of Alert Percentage

# Alerts

51%

28%

7%

4%
3% 2% 2% 2%0%0%0%0%0%0%0%0%0%0%0%0%

SYN-FIN scan! Watchlist 000220 IL-ISDNNET-990517
Watchlist 000222 NET-NCFC WinGate 1080 Attempt
TCP SMTP Source Port traffic Attempted Sun RPC high port access
Broadcast Ping to subnet 70 Back Orifice
SNMP public access Null scan!
SMB Name Wildcard Queso fingerprint
NMAP TCP ping! SUNRPC highport access!
connect to 515 from inside Probable NMAP fingerprint attempt
SITE EXEC - Possible wu-ftpd exploit - GIAC000623 External RPC call
Tiny Fragments - Possible Hostile Activity Happy 99 Virus
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Chart of Source IP address distrubition
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Chart of Destination IP address distrubition

Snort Statistics

The log begins at: 09 26 00:00:52
The log ends at: 11 22 23:32:20
Total events: 110491
Signatures recorded: 21
Source IP recorded: 1325
Destination IP recorded: 26675

3. Detection lists

3.1 Happy 99 Virus

Earliest such alert at 03:59:51.460766 on 10/05
Latest such alert at 16:06:44.170359 on 11/06
Happy 99 Virus 2 sources 2 destinations

Sources triggering this attack signature
Source # Alerts (sig) # Alerts (total) # Dsts (sig) # Dsts (total)
216.6.117.11 1 1 1 1
209.94.224.13 1 1 1 1

1 1 2 3 3 6 7 12 13 20 26 33 33 58 108 196 932
2655 2836
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Destinations receiving this attack signature
Destinations # Alerts (sig) # Alerts (total) # Srcs (sig) # Srcs (total))
MY.NET.6.35 1 5 1 4
MY.NET.253.41 1 324 1 21

The victim hosts are on the SMTP connection. The virus may spread out by the mail server.

3.2 Tiny Fragments - Possible Hostile Activity

Earliest such alert at 21:25:17.293957 on 09/26
Latest such alert at 14:39:19.160234 on 11/16
Tiny Fragments - Possible Hostile Activity 5 sources 6 destinations

Sources triggering this attack signature
Source # Alerts (sig) # Alerts (total) # Dsts (sig) # Dsts (total)
62.6.71.0 2 2 1 1
216.43.55.44 2 2 2 2
202.156.51.76 1 1 1 1
192.206.151.152 1 1 1 1
172.157.126.93 1 1 1 1

Destinations receiving this attack signature
Destinations # Alerts (sig) # Alerts (total) # Srcs (sig) # Srcs (total)
MY.NET.181.144 2 4 1 3
MY.NET.201.198 1 5 1 5
MY.NET.201.2 1 3 1 3
MY.NET.211.2 1 24 1 7
MY.NET.202.102 1 5 1 5
MY.NET.1.8 1 53 1 9

These do not have consistent incidents, so maybe they are the normal fragments, or network noices.

3.3 External RPC call

Earliest such alert at 20:23:36.018641 on 10/10
Latest such alert at 20:28:54.871290 on 11/10
External RPC call 8 sources 3 destinations

Sources triggering this attack signature
Source # Alerts (sig) # Alerts (total) # Dsts (sig) # Dsts (total)
63.162.239.69 3 3 3 3
211.46.110.81 2 2068 2 2048
200.191.80.206 2 2 1 1
200.191.80.181 2 2 1 1
38.200.223.8 1 1 1 1
12.34.21.196 1 1 1 1
24.23.151.112 1 1 1 1
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24.7.227.215 1 1148 1 1144

Destinations receiving this attack signature
Destinations # Alerts (sig) # Alerts (total) # Srcs (sig) # Srcs (total)
MY.NET.6.15 9 63 7 9
MY.NET.100.130 3 8 3 5
MY.NET.15.127 1 4 1 4

The MY.NET.6.15 is the main victim of the RPC call (TCP/UDP 111) from outside of the network. Log 
files shuld be checked.

3.4 site exec - Possible wu-ftpd exploit - GIAC000623

Earliest such alert at 06:17:23.004770 on 10/01
Latest such alert at 16:57:49.491247 on 10/16
site exec - Possible wu-ftpd exploit - GIAC000623 4 sources 7 destinations

Sources triggering this attack signature
Source # Alerts (sig) # Alerts (total) # Dsts (sig) # Dsts (total)
208.61.44.215 9 9 5 5
63.202.13.20 1 6 1 6
24.31.88.99 2 2 1 1
202.9.188.89 1 1 1 1

Destinations receiving this attack signature
Destinations # Alerts (sig) # Alerts (total) # Srcs (sig) # Srcs (total))
MY.NET.100.209 1 2 1 2
MY.NET.205.94 4 9 3 6
MY.NET.97.206 1 3 1 3
MY.NET.130.242 3 4 1 2
MY.NET.130.81 1 2 1 2
MY.NET.99.130 1 2 1 2
MY.NET.221.82 2 2 1 1

3.5 Probable NMAP fingerprint attempt

(The address list is too long to put them here only top IP addresses will list.)

Earliest such alert at 13:38:00.767581 on 10/06
Latest such alert at 22:44:52.018936 on 11/22
Probable NMAP fingerprint attempt 14 sources 13 destinations

These fingerprint attempts are from different source hosts to different destination hosts, and last a long 
time. I think this is not serious. There has no top talker and no top listener. All the hosts involved have 1 
or 2 alerts.

3.6 connect to 515 from inside
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Earliest such alert at 13:26:43.509292 on 11/19
Latest such alert at 11:33:56.296324 on 11/22
connect to 515 from inside 2 sources 3 destinations

In Nov 19, the alert was triggered by the source IP MY.NET.101.142 to destination IP MY.NET.100.3. 
More investigate need to check what happened with the MY.NET.101.142 and MY.NET.100.3. The 515 
port used for spooler.
In addition, other host MY.NET.179.78 hit the outside hosts 64.244.202.110 and 64.244.202.66 
(igw.healthcite.com) which belong to Bussiness Internet. We should figure out why. Maybe someone 
inside the network was sending out some information.

3.7 SUNRPC highport access!

Earliest such alert at 13:28:03.304676 on 09/28
Latest such alert at 03:50:53.188444 on 11/21
SUNRPC highport access! 13 sources 12 destinations

The rpc service port 32771 is hitted. Some of the destination may be compromised. The top talker is 
216.10.12.30(gravity.cpanel.net) which belongs to Darkorb Communications, while the top listeners are 
MY.NET.206.222 and MY.NET.202.242.
There was no relative portmapper to them.

3.8 NMAP TCP ping!

Earliest such alert at 05:40:00.709907 on 09/26
Latest such alert at 22:06:00.355840 on 11/22
NMAP TCP ping! 21 sources 20 destinations

The 192.102.197.234 is the top talker while MY.NET.1.8 is the top listener.

3.9 Queso fingerprint

Earliest such alert at 04:27:59.343599 on 09/26
Latest such alert at 16:10:36.268157 on 11/22
Queso fingerprint 29 sources 58 destinations

Queso fingerprint is used to find out what kind of system the host is. 24.3.161.193 is the top talker while 
MY.NET.145.9 is the top listener.

3.10 SMB Name Wildcard

Earliest such alert at 11:19:08.075062 on 10/01
Latest such alert at 09:27:51.910085 on 11/22
SMB Name Wildcard 33 sources 33 destinations

The top talkers are MY.NET.101.160 and 141.157.99.21 while the top listeners are MY.NET.101.192 
and MY.NET.6.15. 93 alerts are MY.NET.101.160 -> MY.NET.101.192. This should be noticed. Further 
investigation should be done to these two hosts. It might be a mis-configuration of Windows network.

3.11 Null scan!

Earliest such alert at 10:58:55.817608 on 09/26
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Latest such alert at 20:33:10.371736 on 11/22
Null scan! 204 sources 196 destinations

This is the network scan with no flag set. It could be generated be NMAP. The top talkers are 
24.113.148.32 and 24.112.150.20, who are the Rogers @home cable users. The top listeners are 
MY.NET.105.120 and MY.NET.218.46.

3.12 SNMP public access

Earliest such alert at 11:17:47.004982 on 10/01
Latest such alert at 17:32:56.420810 on 11/19
SNMP public access 23 sources 1 destinations

All the sources are on the MY.NET. The only destination is MY.NET.101.192. Check the 
MY.NET.101.192. If it provides some snmp information to the whole network, these are all false positive.

3.13 Back Orifice

Earliest such alert at 15:01:27.048398 on 10/01
Latest such alert at 03:16:06.961852 on 11/21
Back Orifice 40 sources 932 destinations

Back Orifice provides the back door to access your network. The top talkers are 62.136.90.120 (Planet 
Online Limited, a UK company) and 63.46.46.143 (a user from UUNET). There is no top listener. All the 
hosts involved have around 6 alerts. It may mean that somebody in the Internet just try to find if Back 
Orifice is installed on your network. Usually, one must have the password of back orifice server can 
he/she connect to the back orifice server. If you have Back Orifice installed, please do not use the 
default password!

3.14 Broadcast Ping to subnet 70

Earliest such alert at 14:48:07.021725 on 10/03
Latest such alert at 03:52:13.369033 on 11/17
Broadcast Ping to subnet 70 216 sources 1 destinations

The MY.NET.70.255 network is the victim. The top talkers are 193.231.169.166, 193.226.60.179 and 
193.231.220.101 who are from Romania.

3.15 Attempted Sun RPC high port access

Earliest such alert at 08:34:21.306733 on 09/26
Latest such alert at 20:58:24.675341 on 11/22
Attempted Sun RPC high port access 20 sources 33 destinations

The top talkers are from the 205.188.153.x network. These are AOL users. The top listeners are 
MY.NET.221.246, MY.NET.225.210 and MY.NET.217.214.

3.16 TCP SMTP Source Port traffic

Earliest such alert at 13:10:15.618101 on 10/23
Latest such alert at 20:09:16.403626 on 11/19
TCP SMTP Source Port traffic 4 sources 2836 destinations
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The 4 source addresses are following
Source # Alerts (sig) # Alerts (total) # Dsts (sig) # Dsts (total)
211.46.110.81 1789 2068 1789 2048
24.7.227.215 1096 1148 1096 1144
194.67.168.11 6 6 6 6
194.88.77.240 2 2 1 1

211.46.110.81 is from Asia Pacific Network Information Center 
24.7.227.215 is a user from @Home. He/she may be a cabel modem user.
No top listener, all the destinations had 1 or 2 alerts. 
The most hitted port of the destination ports is 25, SMTP, and a little of others greater than 1000.

3.17 WinGate 1080 Attempt

Earliest such alert at 00:00:52.873106 on 09/26
Latest such alert at 23:32:20.988483 on 11/22
WinGate 1080 Attempt 570 sources 2655 destinations

The Top talker is 63.193.210.208, a user from Pacific Bell Internet, while top listener is 
MY.NET.206.118.
In Oct.5 18:58 – 19:03, the 63.193.210.208 host tried to find a WinGate proxy all over the network.

3.18 Watchlist 000222 NET-NCFC

Earliest such alert at 01:43:43.866602 on 09/26
Latest such alert at 21:27:46.757337 on 11/22
Watchlist 000222 NET-NCFC 45 sources 26 destinations

This is the watchlist of networks from Chinese Academy of Sciense. The Top talkers are 159.226.45.3 
and 159.226.91.20 who are from China. The top listeners are MY.NET.6.7, MY.NET.100.230. The 
159.226.45.3 -> MY.NET.6.7 alert is the toppest alert. 
The port of 25, SMTP, is the most destination port among them. If GIAC Enterprise has many Chinese 
mail clients (From “The Computer Network Center Chinese Academy of Sciences”), that could be the 
normal traffic. Otherwise, Smail attack or some other attacks to the mail vulnerability could have 
happenned.

3.19 Watchlist 000220 IL-ISDNNET-990517

Earliest such alert at 01:14:52.325234 on 09/26
Latest such alert at 14:58:55.189582 on 11/22
Watchlist 000220 IL-ISDNNET-990517 61 sources 108 destinations

This is a Watchlist of Israel Net. The Top talkers are 212.179.95.5, 212.179.27.6, 212.179.79.2 and 
212.179.44.115 who triggered the alert about 4000. The top listeners are MY.NET.211.146, 
MY.NET.223.98 and MY.NET.206.90. The interesting stuffs in the Watchlist are ports 6688 and 6699. 
They are the Napster ports!

3.20 SYN-FIN scan!

Earliest such alert at 13:10:30.153412 on 09/30
Latest such alert at 09:33:33.732424 on 11/22
SYN-FIN scan! 30 sources 25751 destinations
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The SYN-FIN scan is a network scan that SYN and FIN flags are set at the same time. It is impossible in 
the real world. The top talkers are 160.78.49.191 and 208.61.4.207. They are also the top talkers in the 
total alert files. Almost all the network was scanned. The mean alerts for them are around 5. 

4. Top users in alert files

4.1 Top 15 Source IP addresses 
% # Source IP address

6.52 7199 160.78.49.191
6.01 6635 208.61.4.207
5.70 6295 159.226.45.3
5.54 6117 212.179.95.5
4.50 4967 209.92.40.32
3.63 4011 212.179.27.6
3.57 3950 212.179.79.2
3.56 3938 212.179.44.115
3.53 3897 63.195.56.20
3.49 3860 130.89.229.48
3.23 3572 210.113.89.200
3.21 3545 203.32.161.197
3.08 3399 213.41.69.52
2.98 3295 193.64.114.10
2.98 3292 195.103.69.159
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4.2 Top 15 Source IP address with same attack method

% # from type
6.52 7199 160.78.49.191 SYN-FIN scan!
6.01 6635 208.61.4.207 SYN-FIN scan!
5.7 6295 159.226.45.3 Watchlist 222 NET-NCFC

5.54 6117 212.179.95.5 Watchlist 220 IL-ISDNNET-990517
4.5 4967 209.92.40.32 SYN-FIN scan!

3.63 4011 212.179.27.6 Watchlist 220 IL-ISDNNET-990517
3.57 3950 212.179.79.2 Watchlist 220 IL-ISDNNET-990517
3.56 3938 212.179.44.115 Watchlist 220 IL-ISDNNET-990517
3.53 3897 63.195.56.20 SYN-FIN scan!
3.49 3860 130.89.229.48 SYN-FIN scan!
3.23 3572 210.113.89.200 SYN-FIN scan!
3.21 3545 203.32.161.197 SYN-FIN scan!
3.08 3399 213.41.69.52 SYN-FIN scan!
2.98 3295 193.64.114.10 SYN-FIN scan!
2.98 3292 195.103.69.159 SYN-FIN scan!

# of attack from same IP address

0 1000 2000 3000 4000 5000 6000 7000 8000

So
ur

e 
IP

# of attack

160.78.49.191 
208.61.4.207 
159.226.45.3 
212.179.95.5 
209.92.40.32 
212.179.27.6 
212.179.79.2 
212.179.44.115 
63.195.56.20 
130.89.229.48 
210.113.89.200 
203.32.161.197 
213.41.69.52 
193.64.114.10 
195.103.69.159 
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4.3 Top 15 attacks from same host to same destination using same method

# from to with
5756 159.226.45.3 MY.NET.6.7 Watchlist 222 NET-NCFC
4810 212.179.95.5 MY.NET.211.146 Watchlist 220 IL-ISDNNET-990517
3938 212.179.44.115 MY.NET.223.98 Watchlist 220 IL-ISDNNET-990517
3120 212.179.27.6 MY.NET.206.90 Watchlist 220 IL-ISDNNET-990517
1638 212.179.79.2 MY.NET.203.142 Watchlist 220 IL-ISDNNET-990517
1459 212.179.79.2 MY.NET.218.142 Watchlist 220 IL-ISDNNET-990517
1353 212.179.41.24 MY.NET.214.170 Watchlist 220 IL-ISDNNET-990517
1132 159.226.91.20 MY.NET.100.230 Watchlist 222 NET-NCFC
950 212.179.45.81 MY.NET.202.22 Watchlist 220 IL-ISDNNET-990517
796 212.179.72.226 MY.NET.201.174 Watchlist 220 IL-ISDNNET-990517
794 212.179.95.5 MY.NET.206.90 Watchlist 220 IL-ISDNNET-990517
667 212.179.44.66 MY.NET.214.74 Watchlist 220 IL-ISDNNET-990517
648 212.179.29.170 MY.NET.209.106 Watchlist 220 IL-ISDNNET-990517
625 212.179.95.26 MY.NET.223.254 Watchlist 220 IL-ISDNNET-990517
609 212.179.72.226 MY.NET.211.178 Watchlist 220 IL-ISDNNET-990517

4.4 Top 15 destination IP addresses

% # Destination IP
5.24 5799 MY.NET.6.7
4.35 4812 MY.NET.211.146
3.56 3940 MY.NET.223.98
3.54 3917 MY.NET.206.90
1.64 1816 MY.NET.70.255
1.48 1638 MY.NET.203.142
1.32 1463 MY.NET.218.142
1.23 1371 MY.NET.214.170
1.17 1290 MY.NET.100.230
0.86 952 MY.NET.202.22
0.72 802 MY.NET.201.174
0.6 669 MY.NET.214.74
0.6 654 MY.NET.209.106

0.58 638 MY.NET.221.146
0.57 625 MY.NET.223.254
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Chart for the 15 Top destination hosts
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4.5 Top 15 of percentage and number of attacks to one certain host

% # to type
5.24 5793 MY.NET.6.7 Watchlis 222NET-NCFC
4.35 4810 MY.NET.211.146 Watchlis 220IL-ISDNNET-990517
3.56 3938 MY.NET.223.98 Watchlis 220IL-ISDNNET-990517
3.54 3914 MY.NET.206.90 Watchlis 220IL-ISDNNET-990517
1.64 1816 MY.NET.70.255 BroadcasPing to subnet 70
1.48 1638 MY.NET.203.142 Watchlis 220IL-ISDNNET-990517
1.32 1459 MY.NET.218.142 Watchlis 220IL-ISDNNET-990517
1.22 1353 MY.NET.214.170 Watchlis 220IL-ISDNNET-990517
1.17 1288 MY.NET.100.230 Watchlis 222NET-NCFC
0.86 950 MY.NET.202.22 Watchlis 220IL-ISDNNET-990517
0.72 796 MY.NET.201.174 Watchlis 220IL-ISDNNET-990517
0.60 667 MY.NET.214.74 Watchlis 220IL-ISDNNET-990517
0.59 648 MY.NET.209.106 Watchlis 220IL-ISDNNET-990517
0.58 638 MY.NET.221.146 Watchlis 220IL-ISDNNET-990517
0.57 625 MY.NET.223.254 Watchlis 220IL-ISDNNET-990517

Who are the top talkers5.

160.78.49.1915.1

Name: Centro di Calcolo di Ateneo 
Country: Italy

208.61.4.2075.2

BellSouth.net Inc. 
It may be a user who using Bell South as his/her ISP.

159.226.45.35.3

Name: The Computer Network Center Chinese Academy of Sciences 
Country: China
DNS: aphy.iphy.ac.cn

212.179.95.55.4

Name: CABLE-XPRMNT 
Cable-Modem-Experiment 

Country: Israel 
It could be a Cable modem user from Israel

209.92.40.325.5

FASTNET(tm)-You Tools Corporation
DSL Network
It may be the dsl user of Fastnet

I can not find DNS names for them except the Chinese one. Source IP address may spoofed. 5.6
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Reaction to these IP addresses should be caution.

Internal hosts look up6.

What could happen on the destination host inside the network when a packet triggers the alert? It 
depends on the sensor location, firewall policy as well as the attack methods. However, we still can 
image that what could happen to some of the hosts.

We assume the GIAC network topology is like the following map. The sensor is located outside the 
firewall.

 

Possible compromised hosts6.1

MY.NET.6.35 and MY.NET.253.41: Possible virus attack.
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MY.NET.205.94 and MY.NET.130.242: ftp exploit.
MY.NET.206.222 and MY.NET.202.242: SUNRPC high port attack.

Suspect hosts6.2

The following host should take a further look up, it may be normal or only reconnaissiance.
MY.NET.101.192: Check SNMP configuration.
MY.NET.6.7 and MY.NET.100.230: SMTP from Chinese hosts in Watchlist
MY.NET.211.146: Check the port 4922
MY.NET.233.98: Napster

Network misconfiguration6.3

MY.NET.101.160 and MY.NET.101.92: Check Windows PDC, WINS and Master Browser setting

Defensive recommendations7.

According to the network diagram above, we recommend:
A stateful firewall is required in the edge of the GIAC Enterprise network. At least a security 7.1
enforcement at the router, and doing filtering at the router.
Separate the network into two parts. Hosts in part one provide services to the Internet and hosts in 7.2
part two do not provide service to the Internet. Decrease the amount of hosts in part one as small as 
possible.
Patch the all the hosts in part one, who face to the Internet.7.3
Create the firewall policy (or router filtering pocliy) for part one. Deny everything go inside.7.4
Create the firewall policy (or router filtering policy) for part two. Allow only the specified service to 7.5
specified host. If it can not be done, at least deny the dangouse destination ports below 1024 like 
rpc port 111.
Put another IDS sensor on the inside network. The sensor could tell you if any host in the GIAC 7.6
Enterprise has been compromised.

Summay8.

The snort alert logs provide so many informations of the attacks and attack attemps to the GIAC 
Enterprise network. Some of the hosts in the network may be comprised; some of them were heavily 
scanned. If the host is compromised, the attacker has got what he/she wants. If the host is heavily 
scanned, the informations of your network including the network topology, type of host, operating system 
may be release to the potential attackers.

We provide the attack survey list, top talker list, top destination host list in GIAC network. We also 
provide some graphs, statistics informations and analysis to each type of the attack. We found some 
serious attacks like happy99, wu-ftp exploit, sunrpc high port access. We found many scan technologies 
were deployed to scan your network including SYN/FIN scan, Null scan, Tiny fragment, OS fingerprint 
scan, etc. We also found some interesting stuff like mail clients from China, Napster from Israel, etc.

However, this is not enough. To pinpoint what’s going on of some kinds of alert, we still need more 
investigation. We’d like to have a look of the original log file. Check the content, or check the time 
correlation of the defferent alert.

In additional, we made some recommendation to pretect your network, and suggesion to install another 
IDS to get more correlative alert informations. Therefore, you can protect your network better.

The information warfare is endless….
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Correlation and Link URL 9.

Many thanks to the previous GIACs. I read many of their practicals obtaining many informations and 
ideas from their thesis. I learn a lot more for the Intrusion Detection System by doing this practical.

Link URL
ARIN http://www.arin.net
APNIC http://www.apnic.net
Back Orifice http://www.cultdeadcow.com/tools/
Deja http://www.deja.com/usenet
Geektools http://www.geektools.com/cgi-bin/proxy.cgi
Google http://www.google.com
Napster http://www.napster.com
SANS http://www.sans.org
Snort http://www.snort.org
SnortSnarf http://www.silicondefense.com/snortsnarf/
SnortStatistic http://xanadu.incident.org/snort/
SunFreeware http://www.sunfreeware.com
tcpwrappers http://ftp.porcupine.org/pub/security/index.html
RIPE http://www.ripe.net
Whitehats IDS http://www.whitehats.com/ids/
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Assignment 2 – Analysis Process 

Raw data1.

The raw data was downloaded from the SANS website, 3 zip files were downloaded, which including the 
alert files, OScheck log files and scan files

Data process2.

It took me a long time to process the data. The data is too large that some of the tools can not process 
them.

The data files do not follow the date sequence, so first thing I did was to open all the files, find what 2.1
date it is. I created 3 ‘file and date’ lists for the 3 files.

I sorted the files with date, delete the redandunt files. I wrote the C program, prepare.c (See 5.8), to 2.2
delete all the head of each file, and put the all files together into one alert file for the further process. 
The script files to put the alert files together are combine1 and combine2 (See 5.9).

When I tried a sample alert file to run Snortsnarf, I found something abnormal. All the soucre and 2.3
destination host count is “1”, and I can not see and IP address related to that detect. I checked the 
sample the alert file again. It is okay. I ran snort in my network, took out my snort alert file and ran 
against the snortsnarf. It was normal. 
So, there must be something wrong with the data. I opened the snort alert file again, compared it with 
my alert file, read other GIAC’s practical assignment and found that the ‘MY.NET’ in the data file 
fools the snort perl sript file. 

I opened the alert file with word, and searched for “172.20” that was not any address in the alert file 2.4
had the 172.20 network. So I replace the “MY NET” with “172.20”. The “172.20” should be replaced 
back “MY.NET” in the report to keep the consistency.

Next, I tried to run Snort_stat against the sample file. I could not get any result only the error 2.5
information said that it was not a snort alert file. I opened the perl script file and tried to troubleshoot 
the script file. I found that the script file was trying to read the alert file that begins with [**]. After I 
came back from the snort manual and web site. I understood that these perl scripts, (include the 
snort-sort) assumed that the alert file was a long mode snort alert file. However, what I had was the 
fast mode snort alert file.

I compared the fast mode and long mode snort alert files. Long mode has more information and the 2.6
order of some fields is not the same as fast mode. I wrote another c program, fast2long.c (See 5.8) 
to transform the alert file from fast mode to ‘long’ mode. Although this ‘long’ mode alert is not the real 
long mode snort alert file. Fortunitly, the perl scripts can be cheated.

Memory and disk problems3.

It made me very frustrated with the memory and disk problem.

When I finished the data processing, I thought I could get the result soon. However, another problem 3.1
arose. I had two Intel PIII machines with 128M and 64M to do my pratical assignment. Windows NT 
is installed on one machine with 128M RAM, Solaris 7 is installed on the other machine with 
64M.When I was running the snortsnarf agaist the large alert file in the Solaris, only I got was “out of 
memory”.
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I thought maybe 64M RAM was not enough for running snortsnarf against such big an alert file, 3.2
maybe 180M would work. I opened the two cases of the two machines, and moved the memory from 
Windows machine to the Solaris machine. Then I run the snortsnarf again and I failed again.
I had no way at that moment. So I devided the large alert file into 3 files. I hoped I could use other 3.3
tools like excel to get the aggregation result. After I got the 3 results from snortsnarf, I used the excel 
to put them together. But finally, I found although I could get the survey of the 20 types of attack, I 
could not get detail informations like sourec IP survey, destination IP survey, how many attacks 
related to 1 IP address, etc from excel. 

I had to go back to seek a more powerful machine. It is my lucky. I found a Sun Ultra 10 with 1GRAM. 3.4
I moved everything from Intel Solaris to the Ultra 10. And after around 1 hour running. I get the result 
from the snortsnarf. 

When I thought I had got everything, I found I wrong again, my 800M temp partition was full, and the 3.5
result may be incomplete. Another hour’s work just moving to another big partition.

Suggestion to ones who want to do it again. The system requirment:3.6
Sun Ultra 10 with 1GRAM and 2G Partition 

Analysis process4.

Get the raw data 4.1
Write the c program and script files to format the data4.2
Run snortsnarf, snort-sort, and snort_stat4.3
Use excel to aggregat the top users from snort_stat generated data.4.4
From the snortsnarf generated html file, do the analysis, using the snort-sort for detail information.4.5

Tools and programs5.

SnortSnarf, get the survey information about the attack methods, source and destination IP 5.1
addresses
Snort-Sort, sort the alert file with same attack methods5.2
Snort_stat, get the statistics data5.3
Snort2html, useless5.4
Excel, aggregate the statistics data, format the data, generate the chart.5.5
gcc, compile the c file5.6
Visio, draw network diagram5.7
C programs as following5.8

-----------------prepare.c file to cut the unwanted head-------------
// Deleted the un-wanted file head from the snort alert file
//
// Meanwhile, the spp_scan re-orginized,
// Pick up the source address for the alert title,
// Put the 0.0.0.0 as destination IP address.
//
// The PORTSCAN DETECT and portscan status lines are deleted.
//

#include <stdio.h>
#include <string.h>

int main(void)
{
char desc[1023], title[63]="Snort Alert Report at", *s,*s1;
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char portscan[63]=" spp_portscan:", portscanend[63]="End of portscan";
char endaddress[31]="(TOTAL", toany[15]="-> 0.0.0.0", sign_de[5]="[**]";
int i;

for (i=0; i <20; i++) {
gets(desc);
if (i > 10) { //Begin search

if(strstr(desc, title)) {
break;
}

}
}
if (i==20) {

printf("Something wrong with the file");
return 1;

}
gets(desc);

while (gets(desc))  {
if (strstr(desc, portscan)==NULL) { // NOT spp_portscan

printf("%s\n", desc);
}

else  
if ((s=strstr(desc,portscanend))!=NULL) { //End of portscan

*s = 0;
s += 20;
s1 = strstr(s,endaddress);
*s1 = 0;
printf("%s%s%s%s\n", desc, sign_de, s, toany);
}

}

return 0;
}

----------------End of prepare.c-------------------------------------

---------fast2long.c file to change the fast mode to long mode ------

// Deleted the un-wanted file head from the snort alert file
//
// Change the snort alert file from fast mode to long mode
//
// Meanwhile, the spp_scan re-orginized,
// Pick up the source address for the alert title,
// Put the 0.0.0.0 as destination IP address.
//
// The PORTSCAN DETECT and portscan status lines are deleted.
//
#include <stdio.h>
#include <string.h>

int main(void)
{
char desc[1023], title[63]="Snort Alert Report at", tmpstr[255], 
*s,*s1,*s2, sign_de[5]="[**]";
char portscan[63]=" spp_portscan:", portscanend[63]="End of portscan";
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char endaddress[31]="(TOTAL", toany[15]="-> 0.0.0.0";
int i;
size_t len;

for (i=0; i <20; i++) {
gets(desc);
if (i > 10) { //Begin search

if(strstr(desc, title)) {
break;
}

}
}
if (i==20) {

printf("Something wrong with the file");
return 1;

}
gets(desc);

while (gets(desc))  {

sscanf(desc, "%s",tmpstr);
len = strlen(tmpstr);
s = desc + len + 2;
if (strstr(s, portscan)==NULL) { // NOT spp_portscan

s1 = s +4;
if ((s2 = strstr(s1, sign_de))==NULL) {

printf("something wrong");
return 1;
}

*(s2 + 4)= 0;
printf("%s\n%s %s\n\n", s, tmpstr, s2+5);
}

else  
if ((s2=strstr(s,portscanend))!=NULL) { //End of portscan

*s2 = 0;
s2 += 21;
s1 = strstr(s2,endaddress);
*s1 = 0;
printf("%s%s\n%s %s%s\n\n", s, sign_de, tmpstr, s2, 

toany);
}

}

return 0;
}

------------------------- End of fast2long.c ------------------------

Script files as following5.9

---------------------Script file combine1 -----------------------------------

#!/bin/csh

echo > alert
foreach txtfile (snorta15.txt snorta13.txt snorta12.txt snorta9.txt 
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snorta8.txt snorta4.txt snortale.txt snorta2.txt snorta28.txt snorta26.txt 
snorta25.txt snorta22.txt snorta14.txt snorta10.txt snorta23.txt 
snorta20.txt snorta7.txt snorta5.txt snorta11.txt snorta3.txt snorta42.txt 
snorta40.txt snorta31.txt snorta33.txt snorta38.txt snorta35.txt 
snorta29.txt snorta27.txt snorta21.txt snorta24.txt snorta36.txt 
snorta39.txt snorta34.txt snorta30.txt snorta6.txt snorta37.txt 
snorta43.txt snorta41.txt snorta44.txt snorta32.txt snorta53.txt 
snorta52.txt snorta46.txt snorta48.txt snorta51.txt snorta49.txt 
snorta45.txt snorta59.txt snorta55.txt snorta57.txt snorta54.txt 
snorta50.txt snorta47.txt)

prepare < $txtfile >> alert
end

----------------------------End of script combine1---------------------------

-----------Script combine2 put changed fast mode files together--------------

#!/bin/csh

echo > lalert
foreach txtfile (snorta15.txt snorta13.txt snorta12.txt snorta9.txt 
snorta8.txt snorta4.txt snortale.txt snorta2.txt snorta28.txt snorta26.txt 
snorta25.txt snorta22.txt snorta14.txt snorta10.txt snorta23.txt 
snorta20.txt snorta7.txt snorta5.txt snorta11.txt snorta3.txt snorta42.txt 
snorta40.txt snorta31.txt snorta33.txt snorta38.txt snorta35.txt 
snorta29.txt snorta27.txt snorta21.txt snorta24.txt snorta36.txt 
snorta39.txt snorta34.txt snorta30.txt snorta6.txt snorta37.txt 
snorta43.txt snorta41.txt snorta44.txt snorta32.txt snorta53.txt 
snorta52.txt snorta46.txt snorta48.txt snorta51.txt snorta49.txt 
snorta45.txt snorta59.txt snorta55.txt snorta57.txt snorta54.txt 
snorta50.txt snorta47.txt)

fast2long < $txtfile >> alert3
end

----------------------------End of script files---------------------------
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Screen capture6.

6.1 Snortsnarf
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6.2 Snort2html


