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Assignment 1 - Describe the State of Intrusion Detection

Chronicles of the birth of LaBrea - History is happening right now

Abstract

A common practice of network defense is to set up honeypots in order

to study the behavior of attackers, see for exanple the

Honeynet Project at http://project.honeynet. org/

We describe in this essay the evolution of a conplinmentary technique
represented by the "LaBrea" software for Linux. LaBrea is designed as

a |lightweight tool against automated scans and worm propagati on,

i ntended to sl ow down an attacker by tricking himfirst into connections
with non-existent machines that are afterwards dropped w thout reset.
Thus, the attacker will continue to send data never being acknow edged
until the connection tinmes out. LaBrea can be a valuable tool for an

i ntrusion analyst nmonitoring a network as it potentially slows down the
attacker and increases the tine for reaction.

LaBrea, version 1.6 of August 28, is free under the GNU |icense and
avail able fromhttp://ww.threenorth.com LaBrea/

Essay

In July 2001, we see the powerful "Code Red" worm spreading over the internet
exploiting a vulnerability in the Mcrosoft 11S 4.0/5.0 web server software.
For a summary of Code Red, we refer to

http://ww. incidents.org/react/code_red. php

Characteristic for all variants of the wormis that once a systemis

infected, it starts scanning other systems on TCP port 80 to infect them too.

As a reaction to the worm spread, Tom Li ston proposes on July 31, 2001
to the readers of the Incidents.org Intrusions Ml |ist

to install a sort of "decoy systems" to occupy the worm and slow it down.
http://ww. incidents.org/archives/intrusions/nsg01215. htm

He points out that unused I P addresses could host these decoy systens

whi ch shoul d be doing nothing else but waiting for the wormto try
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to connect to their TCP port 80. Once a TCP SYN is received on port 80,

the decoy host replies with a SYN ACK and sets at the same tinme the

Maxi mum Segnent Size (MSS) for the connection to a small val ue.

(The TCP MsSS val ue specifies the maxi num anobunt of TCP data in a single IP
datagramthat the |ocal system can accept.) The infected

system woul d now start to send the exploit code in small packets to the
decoy host, but the decoy host is progranmed to acknowl edge only the initial
SYN and none of the foll ow ng packets.

This causes the TCP connection to tinme out after a fair anount of tine,
keeping the infected machi ne occupi ed and sl owi ng down the spread of the worm
Furthernmore, it wouldn't be necessary to really have a physical host on
each unused I P nunmber, it would be sufficient to use a generalized

Net wor k Address Translation to route all traffic to e.g. a single host

i npersonating all the decoys.

After sone initial discussions, Mhnea Stoenescu announces two days | ater
that she has successfully tried the concept, see

http://ww. incidents.org/archives/intrusions/nsg01239. htm

"For a few hours |I've been teergrubing CodeReds via three-way handshake on
behal f of an entire C-block, by using only one host. At a rate of 6 hosts
per mnute hitting my block, I'mconsumng circa 15 m nutes of effective
attack time every minute. Alot of hosts can be scanned in 15 m nutes."

This is the start of the devel opnent of what is now known as LaBrea.

Only one day |l ater, on August 3, Tom Liston, announces the rel ease

of CodeRedneck, a test code to bottl eneck CodeRed scans. At the same tine,
he publishes two sanple traces of bottl enecked connections, the first

one timng out after 101.77, the second one after 93.60 seconds, conpared
to "normally [...] 10 seconds or |less for soneone to scan a Class C subnet
(254 addresses)", see

http://ww. incidents. org/archives/intrusions/nsg01262. htm

You can feel the joy of having discovered sonething new in his follow ng
post, only roughly two and a half hours after having announced CodeRedneck.
This time, his traces show the 24 m nutes-"teergrubbing" of a scanner trying
to launch an expl oit agai nst portmapper on TCP port 111

http://ww. incidents. org/archives/intrusions/nsg01259. htm

We show part of these traces here for illustration

Aug 3 16:58:41 ns CodeRedneck: Teergrubing: 203.161.230.82 4138 ->
my.l ocal .ip.addr 111

Aug 3 16:58:41 ns CodeRedneck: Activity: 203.161.230.82 4138 ->
my.l ocal .ip.addr 111

Aug 3 17:20:20 ns CodeRedneck: Activity: 203.161.230.82 4138 ->
my.l ocal .ip.addr 111

[...]

Aug 3 17:22:20 ns CodeRedneck: Activity: 203.161.230.82 4138 ->
my.l ocal .ip.addr 111 *

On August 8, the first version of LaBrea, "la brea" (Spanish) = the tar

i s announced: http://ww.incidents.org/archives/intrusions/ mg01368. htm
Bundl i ng essentially the functionality of CodeRedneck on a Linux boot disk,
this initial version of LaBrea can be used to start a small runtine

envi ronnent for an inproved version of CodeRedneck on a machine with m ninal
har dwar e requirenents.

After configuration, the machine is IP-aliasing itself to all the
previously unused | P nunbers that shall be used as tarpits. While in reality
dropping all inbound TCP connections (w thout sending the graceful "RST"),
it teergrubs all connection attenpts on every port to the tarpit machines,
extendi ng the capabilities of the original CodeRedneck. Another difference
to the initial code is that LaBrea now uses TCP w ndows adverti sing

in order to reduce the incomng data streamto mniml 10 bytes.

During the followi ng two days, a number of people evaluate the new too
and post their experiences to the Incidents.org Intrusions Ml [|ist.
The npst inportant post for the further devel opnment of LaBrea cones
from M cropterus Sal noi des asking how to use LaBrea effectively
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for a whole x.x.x.x/16 subnet.
http://ww. incidents. org/archives/intrusions/nsg01380. ht m

The difficulties in solving this problemare associated to routing
packets to the tarpits on the LAN. In the initial design, the

LaBrea host acted as a gateway to the "virtual tarpits”, however,
doing this for a whole subnet would exceed the capabilities of the

i ght wei ght machi ne for which LaBrea is intended.

This is illustrated in the reply given by Tom Li ston

http://ww. incidents. org/archives/intrusions/nsg01386. ht m

"...unless you have sonething sitting behind the router answering ARP
requests for an IP, it'll either deep-six the packet, or it'll reply with an
| CMP unreachabl e. What LaBrea does is use IP aliasing to create
"virtual machines" sitting on the I P addresses that you specify. [...]
I don't think a machine will handl e that nmany aliases.™

Only half an hour later, Tom Liston comes up with a solution to the

probl em The capabilities of LaBrea have to be extended such that not

only the I P addresses of non-existent hosts are spoofed but also

their ARP replies!

http://ww. incidents. org/archives/intrusions/nsg01388. htm

"Here's the deal: Via libpcap and |libnet, it appears that the next step for

LaBrea is possible. | should be able to wite something that nonitors arp
who- has requests, fires back an arp is-at, still DROPs all the inbound packets
and fires back a SYNNACK. All based on a BPF filter... That means we can

handl e "Bi g Honki n® Chunks o' |IP space!™ (TM"

Whil e Tom Liston is working on the extension of LaBrea to ARP spoofing,
Donald Smith reviews the source code and suggests substantial design
nodi fi cations inproving both menory consunption and performance.

The first nodification concerns LaBrea' s random nunber

generator that is used to generate randomIP id nunmbers and random

TCP sequence nunbers for the SYNACK reply to the SYN scanner

Donal d argues that random nunber generation is conmputationally expensive and
therefore too sl ow. The second nodification concerns the snaplenght of the
link layer interface that is shortened from 64KB packet inspection to 1500B
(standard Ethernet size).

The proposal for these nodifications can be seen at

http://ww. incidents. org/archives/intrusi ons/nsg01408. ht m

and its acknow edgnent by Tom Li ston at

http://ww. incidents. org/archives/intrusions/nsg01413. htm

(We remark that, while random nunber generation is at that tine omtted
because of the cost argument, it is re-introduced in a clever way in
version 1.5 of LaBrea: random nunmbers are pre-generated and pulled froma
list when needed, see http://ww.threenorth.com LaBreal)

On August 15, Tom Li ston announces the beta rel ease of the new LaBrea,

i ncorporating also ARP reply spoofing, see

http://ww. incidents.org/archives/intrusions/nsg01453. ht m

and finally one week later the full rel ease as i ndependent stand-al one
program for conpilation and executi on under w ndows

http://ww. incidents. org/archives/intrusions/nsg01505. htm

The final release has the additional feature of not only covering

TCP SYN scans but also | CMP echo requests, nmaking the fal se decoy hosts
"ping"-able.

Here ends, currently, the evolution of LaBrea. Its inmportance as a too
for the intrusion analyst is clearly stated by Forrest Whitcher
http://ww. incidents. org/archives/intrusions/nsg01567. ht m

"1 expect that this tool could be deployed in strategic places about
the "net to |l engthen the odds / increase the attack cost at little
expense to the defenders.™

It is ideal if an analyst nonitoring a network can rely on automated
def enses sl ow ng down the attacker and giving the analyst nmore tine
for reaction.
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Personally, | think that the concept of LaBrea is very proni sing

and will certainly evolve. Wth respect to Nmap fingerprinting, it is clearly
possible to design virtual tarpits inpersonating not any, but a specific
machine with a specific operating system thus representing "virtua
honeypots”. On the other hand, it is also clear that scanning techniques will
be adapted to recogni ze the sinple "connection choking" perfornmed by LaBrea.
A possible extension to LaBrea could for exanple incorporate

random sel ecti ve acknow edgi ng of packets while still dropping the connection.
It will be exciting to follow the further devel opnent of the "tar pit",

hi story is happening right now

Di scl ai ner:

In this short chronicle, | try to describe the exciting evolution of LaBrea
as | could followit by reading the posts to the Incidents.org
Intrusions Mail list. |I have tried my best to give credit to the

contributions of everybody involved and apologize if | mssed sonebody's
achi evenents.

Ref erences (for assignment 1)
LaBrea, version 1.6 of August 28, is available from
http://ww.threenorth. com LaBrea/

http://project.honeynet. org/
http://ww. nmap. or g/

http://ww. i ncidents.org/react/code_red. php
http://ww.threenorth. com LaBrea/

http://ww. incidents.org/archives/intrusions/nsg01215. htm
Date: Tue, 31 Jul 2001 08:47:06 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subject: Can we make life difficult for Code Red?

http://ww. incidents.org/archives/intrusi ons/nsg01239. htm
Date: Thu, 2 Aug 2001 04: 20: 32 +0300 (EEST)

From M hnea Stoenescu <m hnea@XXXXXx>

Subject: RE: Can we make life difficult for Code Red?

http://ww. incidents.org/archives/intrusions/nsg01262. htm

Date: Fri, 3 Aug 2001 14:53:20 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subject: Yes, we CAN make life difficult for Code Red (and a whole |ot nore...)

http://ww. incidents. org/archives/intrusions/nsg01259. htm
Date: Fri, 3 Aug 2001 17:36:07 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subj ect: CodeRedneck

http://ww. incidents.org/archives/intrusions/nsg01368. ht m
Date: Wed, 8 Aug 2001 15:06: 16 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subj ect: New tool: LaBrea

http://ww. incidents. org/archives/intrusions/nsg01380. ht m
Date: Thu, 09 Aug 2001 09: 04: 36 -0400

From "M cropterus Sal npi des" <m cro_sal nDi des@XXXXXXXXXX>
Subject: RE: New tool: LaBrea

http://ww. incidents.org/archives/intrusions/nsg01386. ht m

Dat e: Thu, 9 Aug 2001 09:49:17 -0500
From "Tom Liston" <tlisSton@XXXXXXXXXX>
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Subject: RE: New tool: LaBrea

http://ww. incidents.org/archives/intrusions/nsg01388. htm
Date: Thu, 9 Aug 2001 10:19: 27 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subject: RE: New tool: LaBrea

http://ww. incidents. org/archives/intrusions/nsg01408. ht m
Date: Fri, 10 Aug 2001 10: 05:24 -0600

From "Smith, Donald " <Donal d. Sm t h@XXXXXXXX>

Subject: RE: My tribulations with the new tool: LaBrea

http://ww. incidents.org/archives/intrusions/nsg01413. htm
Date: Fri, 10 Aug 2001 15:38:03 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subj ect: LaBrea - Update

http://ww. incidents. org/archives/intrusions/nsg01453. ht m
Date: Wed, 15 Aug 2001 14:36:35 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subject: Son of a tarpit! A new LaBrea! Beta testers wanted.

http://ww. incidents. org/archives/intrusions/nsg01505. ht m
Date: Wed, 22 Aug 2001 13:58:38 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subj ect: Announcenent: The NEW LaBrea - *SON OF A TARPI T*

http://ww. incidents. org/archives/intrusions/nsg01544. htm
Date: Tue, 28 Aug 2001 09:45:32 -0500

From "Tom Liston" <tlisSton@XXXXXXXXXX>

Subject: Livin' la Vida LaBrea...

http://ww. incidents. org/archives/intrusions/nsg01567. ht m
Date: Wed, 29 Aug 2001 22:55:41 -0400
From forrest whitcher <fw@XXXXXXXXXXXXX>

Subject: Re: Livin' la Vida LaBrea... Too bad CodeRed doesn't speak |Pv6?

I ntroductory remarks to assignnents 2 and 3

For the assignnments 2 and 3, | have used the following lists of frequently

seen port numbers:

http://ww. i ana. or g/ assi gnnment s/ port - nunbers

http://advice. networkice.com advi ce/ Expl oi ts/ Ports/default.htm
http://ww. satx. rr.com support/security/conputer_ports. htm
Whoi s | ookups have been done with

http://ww. ari n. net/whoi s/index. ht m

The list of Common Vul nerabilities and Exposures is taken from
http://ww. cve. mtre.org/cve/

As a web search engine, | used

http://ww. googl e. com

O her references are given in the text and sunmari zed at the end of the
report.

Assi gnment 2 - Network Detects

Net wor k Detect #1 - Scan for DNS servers

[**] 1 DS7/ m sc_SourcePortTraffic-53-tcp [**]

07/10-09:51:13. 280591 type: 0x800 | en: 0x3C

198.87.182. 135: 53 -> good. guy. xxx. xxx: 53 TCP TTL: 244 TOS: 0x0 |1D: 39444
| pLen: 20 Dgmien: 40

*r*x*xGr Seq: Ox726CB93E  Ack: OxE35B332 Wn: 0x28 TcpLen: 20

0x0000: 00 20 AF DC D7 D8 00 60 09 C4 16 7A 08 00 45 00 ...... ...z..E
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0x0010: 00 28 9A 14 00 00 F4 06 37 84 C6 57 B6 87 C7 4C . (...... 7. W..L
0x0020: B1 OB 00 35 00 35 72 6C B9 3E OE 35 B3 32 50 02 ...5.5r|.>.5.2P
0x0030: 00 28 CD 06 00 00 1E 60 FF 6C D3 73 Y R R

=+=4+=4+=4+=+=+=+=+=4+=4+=4+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=4+=+=+=+

[**] 1 DS7/ m sc_SourcePortTraffic-53-tcp [**]
07/ 10-09: 51: 13. 283591 type: 0x800 | en: 0x3C

198.87.182. 135: 53 -> good. guy. xxx. xxx: 53 TCP TTL: 243 TOS: 0x0 |1 D: 39444

| pLen: 20 Dgmien: 40

*r*x*xGE Seq: Ox726CB93E  Ack: OxE35B332 Wn: 0x28 TcpLen: 20

0x0000: 00 A0 24 14 AF FO 00 60 09 C4 16 7TA 08 00 4500 ..%.... ...z..E
0x0010: 00 28 9A 14 00 00 F3 06 38 7A C6 57 B6 87 C7 4C . (...... 8z.W..L
0x0020: B1 15 00 35 00 35 72 6C B9 3E OE 35 B3 32 50 02 ...5.5r|.>.5.2P
0x0030: 00 28 CC FC 00 00 8B B8 6E B3 7D 22 N (P n.}"

=+=4+=4+=4+=+=+=+=+=4+=4+=4+=4+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=4+=+=+=+

[**] 1 DS7/ m sc_SourcePortTraffic-53-tcp [**]

07/10-09:51: 13. 285192 type: 0x800 | en: 0x3C

198.87.182. 135: 53 -> good. guy. xx. xxx:53 TCP TTL: 243 TOS: 0x0 | D: 39444
| pLen: 20 Dgmien: 40

*rrx*xGr Seq: Ox726CB93E Ack: OxE35B332 Wn: 0x28 TcpLen: 20

0x0000: 00 CO 4F 20 9B 00 00 60 09 C4 16 7TA 08 00 4500 ..0O.. ...z..E
0x0010: 00 28 9A 14 00 00 F3 06 38 77 C6 57 B6 87 C7 4C . (...... 8w.W..L
0x0020: B1 18 00 35 00 35 72 6C B9 3E OE 35 B3 32 50 02 ...5.5r|.>.5.2P
0x0030: 00 28 CC F9 00 00 1E 60 FF 6C D3 73 Y R R

=+=4+=4+=4+=+=+=+=+=4+=+=4+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=+

[**] 1 DS7/ m sc_SourcePortTraffic-53-tcp [**]

07/10-09: 51: 13. 285459 type: 0x800 | en: 0x3C

198. 87.182. 135: 53 -> good. guy. xx. xxx:53 TCP TTL: 243 TOS: 0x0 | D: 39444
| pLen: 20 Dgmien: 40

*rrx*xGr Seq: Ox726CB93E Ack: OxE35B332 Wn: 0x28 TcpLen: 20

0x0000: 00 A0 24 05 EB 8B 00 60 09 C4 16 7TA 08 00 4500 ..%.... ...z..E
0x0010: 00 28 9A 14 00 00 F3 06 38 76 C6 57 B6 87 C7 4C . (...... 8v.W..L
0x0020: B1 19 00 35 00 35 72 6C B9 3E OE 35 B3 32 50 02 ...5.5r|.>.5.2P
0x0030: 00 28 CC F8 00 00 7D 2A 40 3D 7D 2A I R R o

=+=4+=4+=4+=+=+=+=4+=4+=+=4+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

[**] 1 DS7/ m sc_SourcePortTraffic-53-tcp [**]
07/ 10-09: 51: 13. 286057t ype: 0x800 | en: 0x3C

198.87.182. 135: 53 -> good. guy. xxx. xxx: 53 TCP TTL: 243 TOS: 0x0 | D: 39444

| pLen: 20 Dgmien: 40

*rrx*xGE Seq: Ox726CB93E Ack: OxE35B332 Wn: 0x28 TcpLen: 20

0x0000: 00 60 6E 3B 08 93 00 60 09 C4 16 7A 08 00 45 00 . ' n;... ...z..E
0x0010: 00 28 9A 14 00 00 F3 06 38 73 C6 57 B6 87 C7 4C . (...... 8s.W..L
0x0020: Bl 1C 00 35 00 35 72 6C B9 3E OE 35 B3 32 50 02 ...5.5r|.>.5.2P
0x0030: 00 28 CC F5 00 00 7A Bl 54 48 92 CO (... z. TH

=t=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
(...snip, not all traces shown, cf. the URL for the source of the trace)

1. Source of Trace.
This trace was obtained fromthe incidents.org archive page
http://ww. incidents.org/archives/intrusions/nsg01017. htm

Dat e of posting: Tue, 10 Jul 2001 16:10:33 -0500
From "Rich Phel ps"

Subj ect: | NCI DENT

2. Detect was generated by:

Snort | DS

3. Probability the source address was spoofed:
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Al t hough the I P destination addresses are (somehow poorly)

sanitized, this is clearly a scan and not a DoS.

We can see this either fromthe different MAC destinati on addresses
packet 1: 00 20 AF DC D7 D8, packet 2: 00 A0 24 14 AF FO, etc..

or fromthe |IP destination address in hex formt

packet 1: C7 4C Bl 0B, packet 2: C7 4C Bl 15, etc..

Since the scanner wants a response, his source address is not spoofed.

4. Description of attack:

We see a scan for TCP port 53 (0x35) with crafted packets.

We | ook at first at the IP headers

packet 1: 4500 0028 9A14 0000 F406 3784 C657 B687 C74C B10B

packet 2: 4500 0028 9A14 0000 F306 387A C657 B687 C74C B115

packet 3: 4500 0028 9A14 0000 F306 3877 C657 B687 Cr74C B118

etc...

We see clear indications of packet craft, all packets have the

sane identification 0x9814, also the TTL is suspiciously high,

probably initially set to 255 by the sender

Looki ng further at the TCP content, we see nore such indications:

packet 1: 0035 0035 726C B93E OE35 B332 5002 0028 CD06 0000 1E60 FF6C D373
packet 2: 0035 0035 726C B93E OE35 B332 5002 0028 CCFC 0000 8BB8 6EB3 7D22
packet 3: 0035 0035 726C B93E OE35 B332 5002 0028 CCF9 0000 1E60 FF6C D373
etc...

We see that all packets have the same sequence number 0x726C B93E

and al so the sane acknow edgment nunber OxOE35 B332. The TCP wi ndow

size is always advertised as 0x28. The TCP header |ength

is said to be 20 octets, and fromthe I P headers we see that the total |ength
of the packet should be 0x28=40 octets. However, we see that the actua
TCP payl oad has a size of 26 octets!

This attack signature can be related to the "synscan 2.0" tool, see the URLs
given as correl ations.

5. Attack mechani sm

The attacker is scanning for DNS servers for a later targeted exploit.
The Berkeley Internet Nane Domain (BIND) package is the nost w dely used
i mpl ement ati on of Domain Name Service (DNS) and infamus for its history
of vulnerabilities discovered over the years.

At the time of witing this report, BIND vulnerabilities were ranking as
number one threat in the SANS Top Ten, with the recently

di scovered vulnerabilities CVE-1999-0833 and CVE-1999-0009, see
http://ww. sans. org/topten. ht m

6. Correlations:

At the incidents.org archive page, see

http://ww. incidents. org/archives/intrusions/nsg00980. ht m
Date: Thu, 5 Jul 2001 17:36:10 -0600

From "Smth, Donald "

Subj ect: synscan 2.0

and

http://ww. incidents. org/archives/intrusions/nsg01020. htm
Date: Tue, 10 Jul 2001 17:17:35 -0600

From "Smth, Donald "

Subj ect: RE: | NCI DENT

7. Evidence of active targeting:

This is clearly a scan targeted at the subnet C7.4C.Bl1.* = 199.76.177.*
The 'oversized' TCP payload indicates that an i mredi ate exploit attenpt
could follow, once a DNS server has been detected.

8. Severity:
Criticality: 5 (DNS server is key elenent of the network infra structure)
Lethality: 5 (root conproni se possible)
System Count er measures: (I don't have enough details about the system
but | assunme, the poster has applied all BIND patches before posting

to incidents.org.)

Net wor k counter measures: 4 (I don't have enough details about the
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firewal |, however, IDS |ogging with full packet capturing is in place.)
This gives a severity of 2.

9. Defensive recommendation

Ext ensi ve recommendati ons are given at the SANS page
http://ww. sans. org/topten. ht m

Most inportant is to upgrade to the latest version of BIND and

to enploy all patches. Mst notably, new BIND versions can and should
be run as a non-privileged user

10. Multiple choice test question
Printed below is the hex-content of a TCP packet.
Whi ch of the follow ng characteristics indicates packet craft?
Exhi bi t:
4500 0028 9A14 0000 F406 3784 C657 B687
C74C B10B 0035 0035 726C B93E OE35 B332
5002 0028 CDO6 0000 1E60 FF6C D373
a) The protocol 0x06.
b) The combi nati on of source port 0x35 and destination port 0x35.
c)The total length of the IP datagram 0x28.
d) The I P Type OF Service (TOS) val ue of 0xO.
C

Answer: C
The dunped | P datagram has actually a total length of 46 octets and
not 40 as stated.

Net wor k Detect #2 - Unicode vulnerability scan or IDS test?

[**] [102:1:1] spp_http_decode: |ISS Unicode attack detected [**]

09/ 05- 02: 40: 54. 291297 0:0: C: 46:5C: D1 -> 0: EO: 1E: 8E: 31: 71 type: 0x800 | en: Ox7D
61.183.107.135: 1431 -> 130.216.191.21:80 TCP TTL: 42 TOS: 0x0 |1 D: 4237

| pLen: 20 Dgmien: 111 DF

*** AP*** Seq: OxBD132FF5 Ack: Ox4EA173B2 W n: Ox5A00 TcpLen: 32

TCP Options (3) => NOP NOP TS: 13064 745178560 [ Snort | og]

[**] [102:1:1] spp_http_decode: |ISS Unicode attack detected [**]

09/ 05- 02: 40: 54. 314890 0:0: C: 46:5C: D1 -> 0: EO: 1E: 8E: 31: 71 type: 0x800 | en: Ox7D
61.183.107.135: 1435 -> 130.216.191.25:80 TCP TTL: 42 TOS: 0x0 1D: 4239

| pLen: 20 Dgmien: 111 DF

*** AP*** Seq: OxBD1647BA Ack: Ox1F69FEO1 W n: Ox5A00 TcpLen: 32

TCP Options (3) => NOP NOP TS: 13065 14788526 [Snort | og]

[**] [102:1:1] spp_http_decode: |ISS Unicode attack detected [**]

09/ 05- 02: 40: 54. 333607 0:0: C: 46:5C: D1 -> 0: EO: 1E: 8E: 31: 71 type: 0x800 | en: 0x71
61.183.107.135: 1448 -> 130.216.191.38:80 TCP TTL: 42 TOS: 0x0 1D: 4241

| pLen: 20 Dgmien: 99 DF

**x* AP*** Seq: OxBD202F05 Ack: OX6EEAE331 W n: Ox5A00 TcpLen: 20 [Snort | og]

[**] [102:1:1] spp_http_decode: |ISS Unicode attack detected [**]

09/ 05- 02: 40: 54. 550329 0:0: C: 46:5C: D1 -> 0: EO: 1E: 8E: 31: 71 type: 0x800 | en: Ox7D
61.183.107. 135: 1455 -> 130.216.191.45:80 TCP TTL: 42 TOS: Ox0 |1 D: 4248

| pLen: 20 Dgmien: 111 DF

*** AP*** Seq: O0xBD257B1D Ack: OxE72BA754 W n: Ox5A00 TcpLen: 32

TCP Options (3) => NOP NOP TS: 13067 256051526 [ Snort | og]

[**] [102:1:1] spp_http_decode: |ISS Unicode attack detected [**]

09/ 05- 02: 40: 54. 573106 0:0: C: 46:5C.: D1 -> 0: EO: 1E: 8E: 31: 71 type: 0x800 | en: Ox7D
61.183.107. 135: 1460 -> 130.216.191.50: 80 TCP TTL: 42 TOS: 0x0 | D: 4250

| pLen: 20 Dgmien: 111 DF

*x* AP*** Seq: 0xBD299491 Ack: OxB5A7FOFC W n: Ox5A00 TcpLen: 32

TCP Options (3) => NOP NOP TS: 13067 0 [Snort | og]

packet dunp:
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[**] spp_http_decode: 1SS Unicode attack detected [**]

09/ 05- 02: 40: 54. 333607 0:0: C: 46:5C: D1 -> 0: EO: 1E: 8E: 31: 71 type: 0x800 | en: 0x71
61.183.107.135: 1448 -> 130.216.191.38:80 TCP TTL: 42 TOS: 0x0 1D: 4241

| pLen: 20 Dgmien: 99 DF

*** AP*** Seq: OxBD202F05 Ack: Ox6EEAE331 W n: Ox5A00 TcpLen: 20

47 45 54 20 2F 73 63 72 69 70 74 73 2F 2E 2E 25 GET /scripts/.. %

63 31 25 31 63 2E 2E 2F 77 69 6E 6E 74 2F 73 79 cl%c../w nnt/sy

73 74 65 6D 33 32 2F 63 6D 64 2E 65 78 65 20 48 stenB2/cnd.exe H

54 54 50 2F 31 2E 30 OD OA 0D OA TTP/1.0. ..

1. Source of Trace.

http://ww. incidents.org/archives/intrusions/nsg01621. htm
Date: Wed, 5 Sep 2001 09:03: 24 +1200 ( NZST)

From Russell Fulton <r.fulton@XXXXXXXXXXXXX>

Subject: Exploit attenpt from

2. Detect was generated by:
Snort plugin spp_http_decode

3. Probability the source address was spoofed:
Htp works over TCP port 80, thus a 3-way handshake is established
and the source address cannot be spoof ed.

4. Description of attack:

We see a scan of servers on TCP port 80 associated to http.

The snort alert refers to a flawin the Mcrosoft 11S Unicode translation
described by the Internet Security Systens (1SS) at
http://xforce.iss.net/al erts/advi se68. php

Uni code is a standard providing a identifiers for every character in
every language to facilitate uniform conmputer representation of the
characters used all over the world, see http://ww. uni code. org

The vulnerability of the I1S consists of the fact that (the unpatched)
1S doesn't decode overlong Unicode representations until after path checking
and allows a directory transversal attack, see

http://ww. securityfocus. com archive/ 1/ 140091

Wil e the obvious directory transversa

http://ww. victimecon ../../w nnt/systenB2/cnd. exe

doesn't work because IS strips off "../..", the unpatched IS doesn't
recogni ze the equival ent Unicode representation "..%C1%C.." as directory
transversal and allows so the attacker to execute commnds.

This vulnerability has been categorized as CAN-2000-0884.

5. Attack mechani sm

The basic attack nmechani sm has al ready been described under 4 and is

al so explained at http://ww. 8thl ayer. org/uni code. ht m

From there, we take one exanple to illustrate the dangers of the vulnerability:

http://ww. target.site/scripts/..%0%f../w nnt/systenB2/ newcnd. exe?/c
+echo+you+be+ul t rathacked+>+. .\ www oot \ i ndex. ht m

It is remarkabl e that the representation of the "/" character varies

fromone character set to another, in the above line it is "%0%f" and not

"L UCl%C. L.

The question is whether the traces above show an attack or sonething el se.

We see TCP packets | ogged of length "len:0x71" and "l en:0x7D"', unfortunately,

only the contents of one of the smaller packets is printed.

The dunped packet contains

CGET /scripts/..%1%lc../w nnt/systenB2/cnd. exe HTTP/ 1. 0. .

whi ch doesn't do anything malicious. By doing research on the web,

I found the (French) web site

http://ww. hsc.fr/ressources/outil s/idswakeup/

describing a utility performng IDS tests |like the foll ow ng:

133.186. 155.192 -> 127.0.0.1 80/tcp CET /scripts/cnd.exe HITP/ 1.0

Such a utility could be easily nmodified to execute al so the above conmand.

For a conmplete analysis, | would need the packet dunps of the |arger packets.

At this point, | would suppose that soneone is testing the IDS, or perhaps

trying to find out whether an IDS is installed. (I realize that the command

"HTTP/1.0..." could also be used to trigger an error nmessage and to
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obtain the version banner of IlS. However, | think that this possibility
is not very likely as the attacker wouldn't need to use an exploit to obtain
this information.)

6. Correlations:

I don't know of any traces show ng the sane "harml ess”" commands.

I have already pointed out the possibility of an IDS test.

There have been a | ot of Unicode attacks that can be found by searching the
web. A conplete wite-up on Unicode together with the backgate kit

can be found at the SANS page

http://ww. i ncidents. org/react/unicode. php

7. Evidence of active targeting:

We see sonething |ike a scan, or as discussed, an IDS test. This

m ght be targeted specifically at our network, however, we don't have evi dence
of an exploit attenpt targeted at one of the nachines.

8. Severity:

Criticality: 4 (Wb server probe)

Lethality: 3-5 (not enough infos, depends whether the |ogs contain malicious
packets that would allow to obtain control over the machine)

System Count er measures: 4 (not enough infos, | assune that 11S is patched)

Net wor k counter measures: 3-4 ( not enough infos, but at least IDS is in place)

This gives a severity of 0-2, for a clear rating, nore information i s needed.

9. Defensive recomendation

The Uni code bug has been conpletely fixed, refer to the follow ng

M crosoft security bulletin for the patch

http://ww. nm crosoft.comtechnet/treevi ew default.asp?url=/technet/security/bulletin/m00-
057. asp

10. Multiple choice test question

In the packet dunp shown bel ow, what is the significance of the
content represented by the ASCI| characters "..%1%c.."?

Exhi bi t:

09/ 05- 02: 40: 54. 333607 0:0: C: 46:5C: D1 -> 0: EO: 1E: 8E: 31: 71 type: 0x800 | en: 0x71
61.183.107. 135: 1448 -> 130.216.191.38:80 TCP TTL: 42 TOS: 0x0 | D: 4241
| pLen: 20 Dgmien: 99 DF

*** AP*** Seq: OxBD202F05 Ack: Ox6EEAE331 W n: Ox5A00 TcpLen: 20
47 45 54 20 2F 73 63 72 69 70 74 73 2F 2E 2E 25 GET /scripts/..%
63 31 25 31 63 2E 2E 2F 77 69 6E 6E 74 2F 73 79 cl%c../w nnt/sy
73 74 65 6D 33 32 2F 63 6D 64 2E 65 78 65 20 48 stenmB2/cnd.exe H

54 54 50 2F 31 2E 30 OD OA 0D OA TTP/1.0. ..

a) Packets containing the characters "..%1%c.." circunvent the detection
by the snort IDS, because snort can't speak Unicode.

b) The characters "..%1%lc.." allowed to change a directory on an
unpatched 11S.

c) The characters "..%1%c.." are the Unicode encodi ng of "69", the
signature of the "Wodstock-virus".

d) The characters "..%1%c.." generate a buffer overflow in the
Apache web server and allow the attacker to gain root privileges.

B

Answer: B

The unpatched 11S (4.0 and 5.0) doesn't recogni ze the Uni code

representation "..%C1%C. ." of "../.." as directory transversal and allows so

the attacker to execute conmmands.

Net wor k Detect #3 - Portmap scan with inmediately foll owi ng attack attenpt

Jun 13 13:24:52 66.96.216.175:3365 -> a.b.c.51: 111 SYN ******xG*
Jun 13 13:24:54 66.96.216.175:4159 -> a.b.c.59:111 SYN ******G*
Jun 13 13:24:54 66.96.216.175:4162 -> a.b.c.62: 111 SYN ******G*
Jun 13 13:24:56 66.96.216.175:760 -> a.b.c.62:111 UDP

Jun 13 13:24:57 66.96.216.175:4180 -> a.b.c.80: 111 SYN ******G*
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Jun 13 13:24:54 66.96.216. 175: 4205 ->
Jun 13 13:24:57 66.96.216.175: 4252 ->
Jun 13 13:24:54 66.96.216. 175: 4292 ->
Jun 13 13:24:54 66.96.216.175: 4301 ->
Jun 13 13:24:54 66.96.216.175: 4309 -> .209: 111 SYN ****** G

Jun 13 13:24:54 66.96.216.175: 4312 -> .C.212: 111 SYN ******xGx

(snip, not all scan traces shown, refer to URL bel ow)

Jun 13 13:24:56 hosth portmap[1879]: connect from 66.96.216. 175 to getport(status):
request from unauthorized host

Jun 13 13:24:56 hosth snort: RPC portmap request rstatd: 66.96.216.175:760 ->
a.b.c.62:111

.105: 111 SYN ******G*
.152: 111 SYN ******G*
.192: 111 SYN ******G*
.201: 111 SYN ******G*

PEPLDP
Sooooo
OO0OO0O0O00O0

1. Source of Trace.

This trace was obtained fromthe incidents.org archive page
http://ww. incidents. org/archives/intrusions/nsg00817. htm
Date: Thu, 14 Jun 2001 12:43:30 -0400

From Laurie Zirkle <l at@XXXXXXXXX>

Subj ect: June 13, 2001 probes (part #1)

2. Detect was generated by:
Snort (scan report) and system | ogs.

3. Probability the source address was spoofed:

Zero, because the scanner watches the replies fromhis SYN scan.

Once he has discovered the potentially vul nerable machine a.b.c.62:111
he i mredi ately tries to connect to connect to statd.

4. Description of attack:

As of the date of this report, RPC weaknesses are the nunmber 3 anobng the

SANS Top Ten Mpst Critical Security Threats (http://ww. sans. org/topten. htm.
The portmp daenmon manages RPC requests, in this case one to the stat daenon.
We | ook at the | og nessage

Jun 13 13:24:56 hosth portmap[1879]: connect from 66.96.216. 175 to getport(status):
request from unauthorized host

Normal |y, the "getport(status)" call causes the statd-server (a network
status nonitor) to start listening on a socket, the correspondi ng port nunber
is returned by portmapper to the client that should then connect to this port
in order to send or receive file data

Wth respect to the scans before, it is clear that here, this is an attack in
order to exploit one of several known vulnerabilities of statd,

for the nost recent one CAN-2000-0666 see
http://cve.mtre.org/cgi-bin/cvenane. cgi ?name=CAN- 2000- 0666

for others, see the links on the SANS Top Ten page.

In the current case, the attacker fails because a secure portmapper is
install ed which recognizes that the attacker is not authorized for

a renote connect to statd and | ogs the event.

5. Attack mechani sm

If the attacker succeeds to connect to statd, he can gain root privileges on
the system By supplying crafted queries to the server, he can trick the
server into executing them as commnds. Since the server runs with root
privileges, the host running this server can be conprom sed.

As an exanple, see the description of an exploit for the vulnerability

CAN- 2000- 0666 on

http://ww. cert.org/advisories/CA-2000-17. ht n

and in the bugtraq archives, e.g. at
http://security-archive. merton. ox. ac. uk/ bugtrag-200007/0209. ht m

6. Correlations:

Port map attacks occur very frequently, see also the traces | analyzed for
assignment 3 in this report. Other correl ations include

http://ww. incidents. org/archives/intrusions/nsg01060. ht m

Date: Mon, 16 Jul 2001 07:24:54 -0400

From Laurie Zirkle <l at@XXXXXXXXX>

Subj ect: July 14, 2001 probes

and
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http://ww. incidents.org/archives/intrusions/nsg01210. htm

Dat e: Mon

30 Ju

| 2001 11:40:1

3 -0400

From Laurie Zirkle <l at@XXXXXXXXX>

Subj ect :

7.
The expl oi

July 28,

t atte

2001 probes

nmpt is clearly

(part 1)

Evi dence of active targeting:

targeted at the host

vul nerable fromthe precedi ng scan

8. Severity:

Criticality:
Lethality: 5 (attacker
Syst em Count er neasur es:

2 (

Net wor k count er
This gives a severity of 1.

9.

Bl ocki ng port

by SANS,
For

be bl ocked.

10. Multiple choice test
In the traces of the SYN scan shown
i s | ooking

att acker
Exhi bi t:
Jun
Jun
Jun
Jun
Jun
Jun
a) FTP.
b) RPCbi nd.
c) SN\VP
d) Back Ori
B

Answer: B

RPCbi nd (port mapper)

Net wor k Det ect #4 -

Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.
Jun 7 18:
32.97.170.

06/ 07-18: 46: 56. 327073 32.97.170. 150

fice

46: 56
150: 8
46: 57
137: 8
46: 59
149: 8
47:13
149: 8
47: 30
150: 8
47: 38
137: 8
47: 42
149: 8
51: 07
150: 8
51: 08
149: 8

| assume that
can ga
4 (sec

measures: 2 (t

Def ensi ve recommendati on
111 from externa

Sol ari s operating systens,

guest
for?

. 216.
. 216.
. 216.
. 216.

. 216.
. 216.

is |listen

Large Ping

sparky kernel:

175:
175:
175:
175:
175:
175:

a.b.c.62 is a user desktop)
n root access)
ure portmapper installed)

he firewal

access on the firewal
see http://ww. sans. or g/ newl ook/resources/ | DFAQ bl ocki ng. ht m
have to

doesn't bl ock access to port

111)

identified to be possibly

has been recomended

al so the high ports 32770, 32771, ..

i on:
bel ow,

4205 -> a.b.c.105: 111
4252 -> a.b.c.152:111
4292 -> a.b.c.192:111
4301 -> a.b.c.201:111
4309 -> a.b.c.209:111
4312 -> a.b.c.212:111

ing on TCP port 111.

s for MIU di scovery

Packet | o0g: input DENY

SYN
SYN
SYN
SYN
SYN
SYN

******S*
******S*
******S*
******S*
******S*
******S*

ppp0 PROTO=1

which is the service that the

12.82.133.172: 0 L=1500 S=0x00 1=12295 F=0x4000 T=244 (#45)

sparky kernel:
12.82.133.172:
sparky kernel:
12.82.133.172:
sparky kernel:
12.82.133.172:
sparky kernel:
12.82.133.172:
sparky kernel:
12.82.133.172:
sparky kernel:
12.82.133.172:
sparky kernel:
12.82.133.172:
sparky kernel:
12.82.133.172:

Packet | o0g: input DENY

ppp0 PROTO=1

0 L=1500 S=0x00 |=8574 F=0x4000 T=244 (#45)

Packet | o0g: input DENY
0 L=1500 S=0x00 |=33637
Packet | o0g: input DENY
0 L=1500 S=0x00 |=37030
Packet | o0g: input DENY
0 L=1500 S=0x00 |=16241
Packet | o0g: input DENY
0 L=1500 S=0x00 |=13455
Packet | o0g: input DENY
0 L=1500 S=0x00 |=40763
Packet | o0g: input DENY
0 L=1500 S=0x00 |=39684
Packet | o0g: input DENY
0 L=1500 S=0x00 |=65323

-> 12.82.133.172

| CMP TTL: 244 TOS: 0x0 |1 D: 12295 | pLen: 20 Dgnien: 1500 DF
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ppp0 PROTO=1
F=0x4000 T=244
ppp0 PROTO=1
F=0x4000 T=244
ppp0 PROTO=1
F=0x4000 T=244
ppp0 PROTO=1
F=0x4000 T=244
ppp0 PROTO=1
F=0x4000 T=244
ppp0 PROTO=1
F=0x4000 T=244
ppp0 PROTO=1
F=0x4000 T=244
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Type:8 Code:0 ID:0 Seq:0 ECHO
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

<sni p>
continue to fill each of 3 packets to 1500 bytes

snort:

06/ 07-18: 46: 57. 277134 32.97.170. 137 -> 12.82.133.172

| CMP TTL: 244 TOS: 0x0 | D: 8574 |pLen: 20 Dgnien: 1500 DF

Type:8 Code:0 ID:0 Seq:0 ECHO

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

<sni p>
continue to fill each of 4 packets to 1500 bytes

snort:

06/ 07- 18: 46: 59. 657435 32.97.170. 149 -> 12.82.133.172

| CMP TTL: 244 TOS: 0x0 | D: 33637 | pLen: 20 Dgnien: 1500 DF

Type:8 Code:0 ID:0 Seq:0 ECHO

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................

00 00...
<sni p>
continue to fill each of 4 packets to 1500 bytes

1. Source of Trace.

This trace was obtained fromthe incidents.org archive page
http://ww. incidents. org/archives/intrusions/nsg00698. ht m
Date: Sat, 09 Jun 2001 08:17:39 -0700

From John Sage <j sage@XXXXXXXXXXXXX>

Subj ect: 06/07/01 probes at FinchHaven: Big pings

2. Detect was generated by:
Li nux | PChai ns and snort.

3. Probability the source address was spoofed:
The |1 CMP nmessage type 8, code 0, is an echo request. |If the sender wants
the reply, the source address cannot spoof ed.

4. Description of attack:

We receive | arge ping packets on a nodem that are denied by |PChains and

| ogged by snort. Maliciously formed pings can be used to crash

certain vul nerable systens. The infamus Ping O Death is one exanple.
However, this is absolutely not the case in our case. The packets have

a size of 1500, the usual MIU of Ethernet and the DF (don't fragnment bit) set.
One gets immedi ately the idea that we see actually not an attack but an MIuU

di scovery.
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5. Attack mechani sm

32.97.170. 150 pings 12.82.133.172 with a | arge packet of size 1500

with DF bit in order to find out the MIU of the connection between them
Ei ther 12.82.133.172 replies to the echo request, in this case the MIU
is at least 1500. If no reply is received by 32.97.170. 150, or the

| CMP error nessage "fragnentation needed but DF flag set"” is received,
the MIU is smaller than 1500. To discover the MIU of a connection

is beneficial because it prevents unnecessary fragnentation of the IP
datagrans in transit. In the IPChains |ogs, we see 32.97.170. 150 repeating the
pi ngs over several mnutes because the firewall at

12.82.133.172 drops the echo requests.

John Sage (see the correlations) states that finding the MIU

"is fairly commn from Al X machi nes. "

6. Correlations:

Correl ati ons can be found at

http://ww. incidents. org/archives/intrusions/nsg00720. htm
Date: Mon, 11 Jun 2001 09:35:51 -0700

From John Sage <j sage@XXXXXXXXXXXXX>

Subj ect: Re: 06/07/01 probes at FinchHaven: Big pings

the GClI A practical of Marc Bayerkohl er

http://ww. sans. org/ gi actc/ gci a. htm

and the conplete thread starting with the post

http://ww. incidents. org/archives/intrusions/nsg01568. ht m
Date: Thu, 30 Aug 2001 00:56: 08 -0400

From Chris Brenton <cbrent on@XXXXXXXXXXX>

Subj ect: Weird Type 8 stuff

[**] M SC Large | CVMP Packet [**]

06/ 08-15:11: 42. 610845 129. 33.225.36 -> XXX.XXX.XXX.2

| CMP TTL: 239 TOS: 0x0 1 D: 62655 | pLen: 20 Dgnien: 1500 DF

Type: 8 Code:0 I1D:0O Seq: 0 ECHO

00 00 00 OO OO0 00 OO OO OO OO0 OO OO 00 00 OO0 OO0 oo v v
00 00 00 OO OO0 00 OO OO OO OO0 OO OO 00 00 OO0 OO0 .o v v v
00 00 00 OO OO0 00 OO OO OO OO0 OO OO 00 00 OO0 OO0 .o v v
00 00 00 OO OO0 00 OO OO OO OO0 OO OO 00 00 OO0 OO0 .o v v v
00 00 00 OO OO0 00 OO OO OO OO0 OO OO 00 00 OO0 OO0 .o v v

[**] M SC Large | CMP Packet [**]

06/ 08-14:32:14.976177 162.75.1.14 -> XXX.XXX.XXX. 2

| CMP TTL: 243 TOS: 0x0 1 D: 9793 | pLen: 20 Dgmien: 1496 DF

Type: 8 Code:0 I1D:0O Seq: 0 ECHO

00 00 00 OO OO0 00 OO OO OO OO0 OO OO 00 00 OO0 OO0 .o v v v

7. Evidence of active targeting:
The ping is directed at 12.82.133.172, that's active, but probably not
mal i ci ous targeting.

8. Severity:

Criticality: 2 (host on PPP I|ink)

Lethality: 1 (false alarm not an attack)

Syst em Count er measures: 4 (1PChains, snort, probably well patched)

Net wor k counter measures: 1 (probably, the ISP doesn't have firewall, etc)
This gives a severity of -2.

9. Defensive recommendation

ICMP traffic can not only be used for attacks but also for reconnai ssance,
see e.g. the paper "ICMP Usage In Scanning"” by Oir Arkin, at

http://ww. sys-security.com archive/ papers/| CVMP_Usage_v3. 0. pdf

For this reason, it is generally advisable to block nost of the

ICMP traffic at the firewall, in fact, all apart fromthe I CWP
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error message "fragnmentati on needed but DF flag set", see e.g.
http://ww. fags. org/faqs/conmput er-security/ nost-conmon-qs/section-18. htm

10. Multiple choice test question
In the 1 CMP echo request dunped bel ow, which of the follow ng fields
is the nmost "suspicious” one and could be a reason to inspect the packet?
Exhi bi t:
06/ 07-18: 46: 56. 327073 32.97.170. 150 -> 12.82.133.172
| CMP TTL: 244 TOS: 0x0 1 D: 12295 | pLen: 20 Dgnien: 1500 DF
Type:8 Code:0 1D O Seq: 0 ECHO
a) The TCP Sequence numnber O.
b) The 1 CMP code O.
c) The Type OF Service O.
d) The Datagram Length 1500.
D
Answer: D
ICMP traffic doesn't have a TCP sequence number, and TOS=0 and | CMP=0 are
common values for the respective fields. However, for a sinple echo
request, the datagramis quite big. It is not necessarily malicious, as
it can serve to discover the MIU of a connection.

Net wor k Detect - #5 Scan for conprom sed systems on TCP port 24452

Jun 9 08:52:06 hosth /kernel: Connection attenpt to TCP a.b.c.62: 24452
from 200. 23. 66. 65: 24452

Jun 9 08:56:11 hostnf /kernel: Connection attenpt to TCP a.b.f.167: 24452
from 200. 23. 66. 65: 24452

Jun 9 08:52:06 200. 23. 66. 65: 24452 -> a.b.c.4: 24452 SYN ****x*xgGx

Jun 9 08:52:06 200. 23. 66. 65: 24452 -> a.b.c.9: 24452 SYN ****x*xgGx

Jun 9 08:52: 06 200. 23. 66. 65: 24452 -> a.b.c. 33: 24452 SYN *****x*G*
Jun 9 08:52: 06 200. 23.66. 65: 24452 -> a.b.c. 62: 24452 SYN ******G*
Jun 9 08:52:06 200. 23. 66.65: 24452 -> a.b.c.101: 24452 SYN *****x* G
Jun 9 08:52:06 200. 23.66.65: 24452 -> a.b.c.121: 24452 SYN *****x* G
Jun 9 08:52:06 200. 23. 66.65: 24452 -> a.b.c.182: 24452 SYN *****x*Gx
Jun 9 08:52:06 200. 23. 66. 65: 24452 -> a.b.c.209: 24452 SYN *****x* G
Jun 9 08:52:06 200. 23.66.65: 24452 -> a.b.c.212: 24452 SYN *****x*Gx
Jun 9 08:52:07 200. 23. 66.65: 24452 -> a.b.d. 233: 24452 SYN *****x*Gx
Jun 9 08:52:07 200. 23. 66. 65: 24452 -> a.b.e. 25: 24452 SYN ******G*
Jun 9 08:52: 07 200. 23.66. 65: 24452 -> a.b.e.42: 24452 SYN *****x* Gk
Jun 9 08:52:07 200. 23.66. 65: 24452 -> a.b.e.48: 24452 SYN *****x*G*
Jun 9 08:52:07 200. 23.66.65: 24452 -> a.b.e. 79: 24452 SYN ****** Gk
Jun 9 08:52:07 200. 23. 66.65: 24452 -> a.b.e.100: 24452 SYN *****x* G
Jun 9 08:52:07 200. 23. 66.65: 24452 -> a.b.e.101: 24452 SYN *****x* G
Jun 9 08:52:08 200. 23. 66. 65: 24452 -> a.b.e.128: 24452 SYN *****x*Gx
Jun 9 08:52:08 200. 23. 66. 65: 24452 -> a.b.e. 229: 24452 SYN *****x* G
Jun 9 08:52:08 200. 23. 66. 65: 24452 -> a.b.e. 238: 24452 SYN *****x*Gx
Jun 9 08:52:08 200. 23. 66. 65: 24452 -> a.b.f.37: 24452 SYN *****x*G*
Jun 9 08:52:08 200. 23. 66. 65: 24452 -> a.b.f.190: 24452 SYN *****x*Gx
Jun 9 08:52:08 200. 23. 66.65: 24452 -> a.b.f.192: 24452 SYN *****x*Gx

1. Source of Trace.

This trace was obtained fromthe incidents.org archive page
http://ww. incidents. org/archives/intrusions/nsg00713. htm
Date: Sun, 10 Jun 2001 21:19: 00 -0400

From Laurie Zirkle <l at@XXXXXXXXX>

Subj ect: June 9, 2001 probes (part #1)

2. Detect was generated by:
Snort and system | ogs.

3. Probability the source address was spoofed:
Zero, because the SYN scanner needs a response.
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4. Description of attack:

The TCP port 24452 is not assigned as can be checked at

http://ww. i ana. or g/ assi gnnment s/ port - nunbers

Thi s makes one i nmedi ately suspici ous about a backdoor installed

at that port. Fromthe time stanps that can be seen in the traces,

it is clear that the scan is automated. There are specul ati ons about a
worm see the URLs given as correl ations. However, | haven't seen these
specul ati ons being confirmed at the tine of witing this report.

W see two | og nmessages:

Jun 9 08:52:06 hosth /kernel: Connection attenpt to TCP a.b.c.62: 24452
from 200. 23. 66. 65: 24452

Jun 9 08:56:11 hostnf /kernel: Connection attenpt to TCP a.b.f.167: 24452
from 200. 23. 66. 65: 24452

By doing research on the web, I found the follow ng URL

http://ww. geocrawl er. com ar chi ves/ 3/ 165/ 1999/ 9/ 0/ 2672764/

producing logs in the same format.

According to this page, the FreeBSD-3.2 inetd has a "-1" flag which |ogs a
connection attenpts, regardl ess of whether they are all owed, or denied.
Wth the additional commands

sysctl -w net.inet.udp.log_in_vain=1

sysctl -w net.inet.tcp.log_in_vain=1

al so connections to invalid ports can be | ogged.

5. Attack mechani sm

Wth some research on the web, | found the follow ng

page describing a sophisticated system conprom se, see
http://ww.rvgl ug. org/ pi permail/rvgl ug/ 2001- February/ 000436. ht m
The attacker nodified /etc/xinitd.conf by adding a root /bin/sh on
TCP port24452. Anybody connecting on this port can execute commands
with root privileges.

6. Correlations:

A more stealthy SYNFIN scan on TCP port 24452 for conprom sed systems is
shown at the URL http://ww.incidents.org/archives/intrusions/nsg00540. ht n
[**] SCAN-SYN FIN [**]

03/ 09-15: 22: 06. 846446 64.208. 150. 130: 24452 -> 10. 1. 120. 75: 24452

TCP TTL: 27 TOS: 0x0 | D: 39426

**S*F*** Seq: OX37EEO5EC  Ack: 0x490B5266 W n: 0x404

Anot her trace, this tine a SYN scan like in our logs, is shown at
http://ww. incidents. org/archives/intrusions/nsg00747. htm

7. Evidence of active targeting:

This is a noisy SYN scan not targeted at a particul ar nachine.
Fromthe tinmestanps it is clear that we see an automated scan, for
exanple by a script.

8. Severity:

Criticality: 2 (if there is a backdoor, it is probably at a user's desktop)
Lethality: 5 (attacker can becone root, if backdoor is found)
System Count er measures: 3 (we assune that

Net wor k counter measures: 2 (firewall doesn't block access to this port)
This gives a severity of

9. Defensive recomendation

Check for processes running on port 24452, for exanmple with the "lsof"
command. In case you find a backdoor installed, proceed according to
the SANS gui de "Incident Handling Step by Step: Unix Trojan Prograns",
http://ww. incidents.org/react/trojan. php

Cenerally, it is advisable to block traffic to "strange" ports

per default at a firewall, for exanple by denying everything that is not
explicitly all owed.

10. Multiple choice test question

An I DS sensor |ogs scans of the ports listed bel ow. Wich of these
ports is probably NOT associated to trojan activity but used

by certain operating systens for regular services?
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a) Port 24452.

b) Port 27374.

c)Port 31337.

d) Port 32770.

D

Answer: D.

The Sun Sol aris portmapper not only listens on the well known port 111, but
al so on a high port greater or equal to 32770.

A backdoor placed at port 24452 was described in the above anal ysis,
port 27374 is infamus for the Sub7 trojan, and the "ELEET" port 31337
is prominent for Back Orifice.

Assignment 3 - "Analyze This" Scenario

In the following, | give a security evaluation on the basis of 5 days of
snort logs fromthe University of Maryland, Baltinore County.

The snort | og data has been obtained fromthe data page

of the CCS Security O ficer and NI DS Handl er, Andy Johnston
http://ww.research. unbc. edu/ ~andy/

Further information on the |layout of the IDS and the sensors collecting

the data has been taken from a presentation given by the CCS Junior Security
O ficer, Robin Anderson

http://userpages. unbc. edu/ ~r obi n/ Present ati ons/ Snort/ Snort _FI NAL. ppt
According to the presentation, sensors and anal ysis boxes are separated

and both automatically adm nistrated by cron scripts.

Two types of sensors are in place:

A short term sensor is collecting data in intervals of 15 m nutes

and forwarding themto an analysis station that processes the data

i medi ately. It generates alert data files and | ogs al so sel ected packets
with their full header as "out_of _spec" (0OS).

A long term sensor collects scan data in intervals of a day, these |ogs

are processed by an analysis station that sends emails with a sunmary to the
security officers.

The data sets | have investigated are fromJune 29 to July 3, 2001.

The files used for ny analysis are the

5 Snort Alert Reports "alert.010629",...,"alert.010703"

containing alert logs in the "snort -A fast" output format and reports from
the spp_portscan plugin

the 5 Snort Scan reports "scans.010629",...,"scans. 010703" contai ning details
about UDP and TCP scans of the network

and finally the 5 Snort "out_of _spec"” (0O0S) data sets

"oos_Jun. 29. 2001", ..., "oos_Jdul . 3. 2001"

containing the full headers of selected packets of interest.

A sanple overview of the three different log formats is given in the appendi x.

Only the OOS data is small enough to be investigated directly by a human, the

alert and the scan |logs are together of a size of approximtely 42 MB. For

data parsing and data inspection, | devel oped a perl script starting from

the work of Chris Kuethe, CClA.

My script process_scanalert.pl is substantially

enhanced and has the follow ng features:

- sinul taneous parsing of alert and scan | ogs possible with correl ati on between
the files

- list of occurring attack/scan types sorted by frequency

- list of targets sorted by frequency

- detection of fingerprint attenpts in scan |ogs by unusual TCP fl ags

- list containing only those targets that have been fingerprinted

- detection of target addresses that are nulticast/broadcast addresses

- list of attackers sorted by frequency

- list of fingerprinting attackers

- detection of spoofed source addresses (10.*, 172.16-31.*., 192.168.*)
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- sunmary of snort spp_portscan plugin alerts
- list of scanned TCP ports, with marked fingerprints sorted by frequency
- list of scanned UDP ports sorted by frequency
- separate list of destination ports occurring in alert files,
al so sorted by [**] attack signature [**]
- list of attack-target pairs sorted by frequency
- list of paired communications, for exanple:
151.21. 227. 249- MY. NET. 137.31 *** <. 3 *** .5 ] **x*
My script is given in the appendi x.
Apart fromusing the script on whole data sets, it is also possible to use it
on selected parts of the data. For exanple, the command |ine
cat alerts | grep -i 'trojan' | process_scanalert.pl -v > output
does a data analysis uniquely on all alerts of the form
[**] Possible trojan server activity [**].

For quick data browsing together with easy ARIN whois | ookup of |IP addresses,
| al so used Snort Snarf version 010821.1 on the alert |ogs.

(http://wwv. silicondefense.com software/snortsnarf/index.htm

Some aspects of SnortSnarf need still to be fixed, for exanple, | had to
substitute MY.NET by digits like 10.10 in order to allow SnortSnarf to parse
the data. Also, SnortSnarf wasn't able to read scan | ogs and was therefore
usel ess for correlations between scan and al ert | ogs.

The followi ng part of this report is structured as foll ows:

In the next section, we give an analysis of the alert log files.
Secondly, an analysis of the scan logs is given and then a description
of the treatnent of the OOS data. Finally, a summary of the analysis is
gi ven. For each type of alert or other incident,

| investigate the packets sent by the concerned systems on MY.NET for

i ndi cations of a possible conpromise. | resolve attacker |IP addresses on
ARIN if this seens appropriate and give defensive recommendati ons.
| think that it is easier for an incident handler, if I |ist

registration informati on about external source addresses

in the analysis report of the attack they participate instead of displaying
themin a separate table. The sane holds for lists of possible conprom ses

and defensive reconmendations. | indicate if a host is concerned by severa

attacks and thus the defensive neasures have to take account of several

i nci dents.

1. Attack/ Scan alerts prioritized by nunmber of occurrences

118870 UDP SRC and DST outsi de network

15201 Possible trojan server activity

4977 Hi gh port 65535 tcp - possible Red Worm - traffic
3029 Spp_portscan detect

1648 External RPC cal

1646 connect to 515 from outsi de

1053 Watchlist 000220 |L-1SDNNET-990517

467 SMB Name W | dcard

301 Queso fingerprint

271 SYN-FIN scan!

220 WnGate 1080 Attenpt

124 Port 55850 tcp - Possible nyserver activity - ref. 010313-1
118 Watchlist 000222 NET- NCFC

75 NMAP TCP pi ng!

66 Null scan!

58 TCP SRC and DST outsi de network

40 High port 65535 UDP - possible Red Worm - traffic
33 SUNRPC hi ghport access!

29 connect to 515 frominside

24 Russia Dynanp - SANS Fl ash 28-jul -00

8 Attenpted Sun RPC high port access

3 Back Orifice

2 STATDX UDP attack

1 TCP SMIP Source Port traffic
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1 I CVWP SRC and DST outside network
1 Tiny Fragnents - Possible Hostile Activity

Many of these attacks have been seen before, conpare e.g. with the work of
Byron Thatcher, March 2001 avail able from

http://ww. sans. org/ gi actc/ gci a. htm

The nost remarkable difference in our data sets

is perhaps that we note significantly nore trojan server activity.

Using the link analysis feature of ny analysis script to identify

t wo- si ded communi cations, | can identify a significant nunber of
suspi ci ous hosts on MY.NET that need to be checked or supervised for
possi bl e conprom ses.

Anal ysis of the attack alerts in detail:

*UDP SRC and DST outside network

These packets were sent to the follow ng

destination ports: 53 (DNS), 137(NetBIOS nbtstat), 138(NetBI OS master browser),
and 5779. The port 5779 was unknown to me, noreover, 103758 occurrences were
| ogged, 87% of all alerts of this kind. Research on the source addresses

and inspection of the target addresses showed that nost of the traffic cane

from Yahoo and was sent to class D nulticast addresses.

Anmong the remaining detects, those comng fromthe reserved

private address space 192.168.* and 172.16.* called ny attention.

However, an inspection of the |ogs revealed that this was probably rel ated

to ordinary name resolution traffic

07/01-14:30:25.212260 [**] UDP SRC and DST outside network [**]
192.168. 0. 102: 137 -> 162.129. 20.10: 53

07/02-12:50: 42. 143742 [**] UDP SRC and DST outside network [**]
172.16.25.169: 137 -> 172.16.3.101: 137

Apparently, the site uses NAT. As a concl usion, the packet |ogging should

not alert on source addresses fromthe private address space in use to avoid

false alarms. Also, | would ask to verify that filtering of the incon ng
packets on these addresses is in place in order to avoid spoofing. Further, a

firewall has to block all NetBlIOS requests fromthe outside.

*Possi bl e trojan server activity

A lot of ports are associated to alerts of this kind, I will not display

themall. 85%of all detects were associated to TCP destination port 27374

which is heavily used by the SubSeven v2.1 W ndows trojan

for information see e.g. the correspondi ng CERT advi sory

http://ww. cert.org/incident_notes/IN 2001-07. ht m

As an exanple, | show the proceeding for this case, the other cases

of trojan activity can be treated simlarly.

The nmpst active scanner was 24.159.128.162 (Charter Communications) with

306 scans of the form

07/ 02-19:49:42.521287 [**] Possible trojan server activity [**]
24.159.128.162: 3601 -> MY. NET. 111. 52: 27374

07/ 02-19:49: 42. 532642 [**] Possible trojan server activity [**]
24.159.128.162: 3603 -> MY. NET. 111. 54: 27374

07/ 02-19:49:43.577797 [**] Possible trojan server activity [**]
24.159.128.162: 3607 -> MY. NET. 111. 58: 27374

for the trojan.

Badly enough, some hosts like the follow ng one are respondi ng:

07/ 02-19:49:43.577842 [**] Possible trojan server activity [**]
MY. NET. 111. 58: 27374 -> 24.159. 128. 162: 3607

This machine is possibly infected, as a typical reaction of the SubSeven trojan
is to report his presence when triggered by a packet to its port.

A good strategy for trojan detection is therefore to | ook for machines
engaging in two-sided comruni cation with others. This |link analysis is not
only effective for the SubSeven trojan but can al so be applied to other
alerts. Fromprocessing all trojan alerts with our script and | ooking

for machi nes exchangi ng packets in both directions with others,

we obtain the follow ng, unfortunately extrenely long, |list of 614 possibly
conprom sed hosts that need to be checked. In addition to possibly installing

the necessary patches, it mght be reasonable to block trojan ports on the
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firewall for
the snort
The | st

.61, 99.60, 99.53,
.169, 99.165, 99.161
. 241, 97.240, 97.239,
. 204, 97.182, 97.170,
.196, 75.158, 75. 144,
.1, 60.63, 60.59, 60.
.98, 53.90, 53.86,
.34, 53.226, 53.222,

. 155, 53.151, 53.150,
53.110, 53.107, 53.103,
5.121, 5.109, 5.104, 5.
230. 37, 230.29, 230.25,
230. 117, 230.109,
227.181, 227.173,
224.41, 224.37, 224.29,
224.101, 222.97,
222.
222.
217.
217.
216.
216. 129,
215. 49, 215.45, 215.37,
215. 205, 215.117,
214. 185, 214.177,
213.41, 213.33, 213.25
213.
213.129, 213.113,
212. 145, 212.137,
21.77, 21.5, 21.49
209. 61, 209.57, 209.41,
209. 125, 209.117,
208. 117, 208.109,
207. 185, 207.173,
206. 17, 206. 157,

206. 105, 205. 97,

205. 241, 205. 233,
203.61, 203.57, 203.5,
203. 153,
200. 171,
200. 155,
200. 138,
182. 93,

180. 185,
165. 162,
162.81, 162.70, 162.51
162. 226, 162.127,
157.5, 157.49, 157.4,
156. 121, 153. 45,

153. 188, 153.177,
153. 116, 152. 48,
152. 17, 152.169,
151. 75, 151.71,

150. 119, 15.72, 15.69,

145. 85, 145.84, 145.82,
145. 178, 145.171
141. 229, 140.191
139. 229, 139.121
130. 86, 130.187,

120.1, 116.47, 116. 28,

111.78, 111.75, 111.69,
111. 166, 111.161

129,
98, 217.89,
141,

217.73,

200. 169,
200. 153,

182. 92,

18. 25, 18. 21,
165. 126,
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both i ncom ng and outgoing traffic,
rules in order
of possibly conmpronm sed host

99.

53. 75, 53.70, 53.58,

227. 81,
227.169,

222.85, 222.81,
25, 222.245, 222.241,
222.125, 222.113,

217.134, 217.133,
33, 216.25, 216. 169,
216. 125, 216.117,

214. 65, 214.57,
214.165, 214.153,

193, 213.185, 213.181
213.109,
212.125, 212.117,
21. 41,

208. 53,
207. 253,
206. 85, 206. 69,
206. 153,
205. 93,
205. 105,

203. 145, 203. 141,
200. 167,
200. 151,
200. 134, 200. 132,
182. 237,

163. 99,

162. 123,
157. 241,
153. 237,
153. 161,
152. 248,
152. 16,
151. 190,

145. 155,

140. 151,

138. 59,
130. 162,

111. 152,

to reduce the nunber of false pos

in the subnet M. NET

52,
99.
97.
97.
75.
55,

99. 46, 99.42, 99.230, 99.187,
159, 98.121, 97.249, 97.248, 97.
237, 97.230, 97.228, 97.220, 97.
164, 85.62, 75.82, 75.223,
135, 75.126, 75.118, 75.114, 75.
60. 51, 60.39, 60.38, 60.22,
53. 54, 53.50, 53.
53. 210, 583.206, 53.202, 53.198,

53. 147, 53.143, 53.139, 53.135, 53.

53.1, 5.77, 5.65, 5.41, 5.40, 5.38,
1, 27.1, 253.10, 232.49, 230.69,

230.173, 230.169, 230.161, 230. 153,
227.77, 227.65, 227.53, 227.193,

227.137, 227.129, 226. 201,
224.185, 224.181, 224.17, 224.133,
222.77, 222.69, 222.45,
222.229, 222.197, 222.177,

222.105, 221.249, 221. 245,
217.69, 217.62, 217.57,
217.130, 217.109, 217.106,
216. 165, 216.161, 216.157,
216. 113, 215.77, 215.73,
215. 249, 215.241, 215.233, 215.221
214.53, 214.213, 214.201,
214.125, 214.121,
213. 241, 213.237, 213.229, 213.221,
213.161, 213.153, 213. 145,
212.69, 212.41, 212.37, 212.213,
212.113, 212.1009,
21.32, 21.28, 21.20, 21.16,
209. 37, 209.181, 209.173, 209.169,
208.49, 208.41, 208.133, 208.13,

207. 249, 207.245, 207. 241,
206. 53, 206.49, 206. 33,

206. 149, 206. 145, 206. 141,
205.77, 205.65, 205.5, 205.49,
205. 101, 204. 205, 204.197,
49, 203.41, 203.189, 203. 185,
203. 133, 203.13, 203.125,
200. 165, 200.163, 200.161
200. 149, 200. 146,
200. 130, 2.203, 195.23, 185.66,
182.136, 182.121, 182.108, 181.37,
179.86, 179.82, 179.79, 179.78, 179.
163. 42, 163.22, 163.107, 163.103,
162. 49, 162.39, 162.35, 162.242,
162.119, 162.117, 162.108,
157. 216, 157.212, 157. 204,
153. 209, 153. 205, 153. 201,

153. 157, 153.145, 153. 141,
152. 216, 152.185, 152.181
152. 157, 152.149, 152. 144,
150. 98, 150.54, 150.42, 150. 38,
146. 21, 146.17, 146.16, 145.91, 145.

145.53, 145. 246, 145.227, 145.223,

145. 154, 145.1, 144.25, 143.238,

140. 143, 140.134, 14.2, 139.69,
138.51, 138.46, 138.30, 138.14,
130. 127, 130.123, 130.122,
115. 95, 115.51, 115.31, 112.25, 112.

111.58, 111.21, 111.195, 111.185,
111. 145, 111.143, 111.139,

215. 69,

203.
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75. 220, 75. 216,
60. 14, 60.1,

53. 174, 53.167,

230. 61,

224. 97,

222. 33,
222.173,
221. 241,
217.50, 217. 45,
216. 97,
216. 149,

214. 105,
213.137,

212.101,
21.1,

207. 237,
206. 29,
206. 129,
205. 41,
203. 85,
203. 173,
200. 97,

200. 159,
200. 144, 200. 142,

162. 235,
162. 104,
157. 176,
153. 197,
153. 137,
152. 173,
152. 109,
150. 2,

138. 10,
130. 11,

111. 174,
111. 130,

and perhaps some fine-tune

tives.
consi sts of:

99. 174, 99.171,

246,
212,

97. 244,
97. 207,
75. 207,
68. 11,
54.1,
53. 43, 53. 39,
53. 159,
53. 114,
5.13,
230. 41,
230. 137,
227.185,
224. 49, 224.45,
224.121, 224.105,
222. 29,
222.17, 222.157,
221.201, 219.1,
217. 33,
216.73, 216.5,
216. 145, 216. 141,
215. 65, 215.57,
215. 217, 215. 213,
214.197, 214.189,
213.97, 213. 45,
213.217, 213. 209,
213. 133,
212.165, 212.149,
21.9, 21.81,
209.77, 209.73,
209. 161, 209. 133,
208. 125, 208.121,
207. 193,
206. 21,
206. 109,
205. 37,
203. 81, 203.69,
203. 161,
200. 35, 200. 180,
200. 157,
200. 140,

184. 42, 184. 39,
181. 33, 180.192,
70, 179.67, 179.54,

162. 98, 162. 83,
162. 231,
162. 100,

156. 124,
153. 196,

153. 125,
152.172,
151.98, 151.79,
150. 127,

90, 145. 88,
145. 211, 145.179,

143. 154, 143. 147,
139. 29, 139. 24,
137. 1,

121. 26, 120. 28,
24, 112.20, 111.91,
111.173,
111. 116,

110, 7.121,

47,

131, 53.122,
5.36, 5.16,
230. 45,
230. 149,
227.189,
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111.114, 111.111, 109.9, 109.17, 109.16, 109.13, 106.69, 106.4, 106. 228,

106. 200, 106.20, 106.192, 106.188, 106.149, 106.126, 106.1, 105.204, 105.189,
105. 185, 105.120, 104.213, 104.208, 104.200, 104.128, 104.117, 104.105,

100. 84, 100.73, 100.65, 100.57, 100.56, 100.52, 100.45, 100.32, 100.227,

100. 224, 100.214, 100.201, 100.180, 100.172, 100.165, 100.120, 100.1, 10.87,
10. 83, 10.79, 10.59, 10.15

*Hi gh port 65535 tcp - possible Red Worm - traffic
We see 4977 alerts for the Adore (originally: Red) Worm not to be confused
with Code Red. Information on this Linux Worm can be found at
http://ww. sans. or g/ y2k/ adore. ht m

The top source for this alert was 192.207.123.2 (Philips Laboratories)
with 4918 alerts from 09:59:05 to 10: 04: 46 on June 29 connecting

to MY.NET.99.51 on port 23. My guess would be that someone fromthe university
was at Philips and tried to connect hone via tel net.

More suspicious is traffic to port 25 SMIP, as the Adore wormv.02 is known to
send emails in order to announce the infection of a machine.

06/ 29-19: 30: 34. 861744 [**] High port 65535 tcp - possible Red Worm -

traffic [**] MY.NET. 253. 24: 65535 -> 195.121. 6.51: 25

07/01-19: 31: 00. 295100 [**] Hi gh port 65535 tcp - possible Red Worm -

traffic [**] MY.NET. 253. 24: 65535 -> 18.7.21. 83: 25

SMIP connections are to an address in the Netherlands and MT.

This is is suspicious, | would investigate this host or at |east observe it
for more activity of this kind. Furthernmore, |ink analysis shows

a two-sided connection between 38.202.60.19 and My. NET. 253.52, this host

needs also to be | ooked at. It could also be worth to bl ock port 65535 at the
firewall.

*Qutput fromthe portscan module will be treated together with the scan | ogs

*External calls to portmapper tcp/udp 111 shoul d generally be bl ocked at the
firewal |, because of a nunber of well docunented vul nerabilities

associ ated to RPC services, see e.g.

http://ww. cert.org/incident_notes/IN 2001-01. ht m

http://ww. cert.org/advisories/CA-2001-05. ht n

http://ww. cert.org/advisories/CA-2000-17. ht n

As of the date of this report, RPC weaknesses are the nunber 3 anobng the
SANS Top Ten Mpst Critical Securit Threats (http://ww.sans.org/topten. htm.
Bl ocki ng port 111 has been reconmended by SANS, see

http://ww. sans. or g/ newl ook/resour ces/ | DFAQ bl ocki ng. ht m

The top scanner with 433 alerts on July 1 is 211.23.6.234,

the conpany CHID, Chunghwa Tel ecom Co., Ltd. from Tai wan.

This server tried also a STATDX UDP attack on MY.NET. 6. 15

has been reported of attenpted connection to port 515, see

http://ww. incidents. org/archives/intrusions/nsg00960. ht m

Such a behavi or could be a good reason to put the machi ne on

a black list, denying at the firewall by default every connection fromit.

*connect to 515 from outside and inside

The BSD | pd printing service called LPRng using printer port tcp 515

has a well known recent vulnerability

http://ww. kb. cert.org/vul s/id/ 382365

which is exploited for exanple by the Red Hat Linux Ramen worm

A docunentation on Ramen together with instructions

for detection and renoval can be found at

http://ww. sans. or g/ y2k/ ramen. ht m

The nmpst suspicious traffic of this kind were three alerts of the form

al ert s0629_0703: 06/ 29-01: 41: 54. 127208 [**] connect to 515 from outside [**]
255. 255, 255. 255: 31337 -> MY. NET. 134. 110: 515

and 9 packets to broadcast addresses |like the follow ng

al ert s0629_0703: 06/ 30-10: 39: 03. 237615 [**] connect to 515 from outside [**]
150.183. 110. 179: 1140 -> MY. NET. 134. 0: 515

The first thing to say is that the firewall should bl ock spoofed source
addresses |i ke 255.255.255. 255. Secondly, it would be advisable to block also
broadcast attenpts fromthe outside.

Furthernmore, it is again possible to shun the nost persistent scanners
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i ke 150.183.110.179 (Korea Institute of Science and Technol ogy).

The followi ng systens on MY.NET tried to connect to external 515 ports
and should therefore be investigated on the presence of the worm

100. 234, 179.78, and 219.42.

*Wat chl i st 000220 |L-1SDNNET-990517 and Watchlist 000222 NET- NCFC
These are alerts on connections from hosts infanmous for suspicious
activities, the first list contains addresses fromlsrael, the second
one addresses belonging to the

Comput er Networ k Center Chinese Acadeny of Sciences.

Simlar traffic has been observed by Bakos and Zeltser, see
http://ouah. bsdj eunz. or g/ Geor ge_Bakos. ht m

http://ww. zel t ser.com sans/i di c-practical/

Anmong the ports observed in the comruni cati ons was the nost prom nent TCP port

1214. Traffic of this kind was for exanple seen at

http://ww. incidents. org/archives/intrusions/nsg00527. htm

An interpretation of this traffic as being associated to the "KaZaA"
fil esharing program has been given at

http://ww. incidents. org/archives/intrusions/nsg00530. ht m

*SMB Nanme W | dcard

The port 137 is used by NetBIOS nbtstat. In order to avoid network
reconnai ssance, or exploits like the 911 worm

(http://ww. cert.org/incident_notes/IN 2000-03. htm),

it should be bl ocked by the firewall

*Queso fingerprint

Cenerally, systenms trying a fingerprint reconnai ssance should be put on a
wat chli st and further connections should be | ogged and investi gated.

A typical queso fingerprint can be seen at

http://ww. whitehats.com cgi/arachN DS/ Show?_i d=i ds29&vi ew=r esear ch
However, the alert rule on these fingerprints in the file RULES. SAMPLE

of the snort software

alert tcp any any -> 192.168.1.0/24 any (nmsg: "Queso fingerprint";flags: S12;)

states quite general characteristics, nanely the TCP flags: S12.

The nunber of false positives can be quite high, see

http://ww. whitehats.com cgi/arachN DS/ Show?_i d=i ds29&vi ew=event

The top host triggering these alerts is 199.183.24.194 (Red Hat Software).

These strange alerts have the form

06/ 29-03:17:13.082973 [**] Queso fingerprint [**] 199.183.24.194: 49498 ->
MY. NET. 253. 42: 25

06/ 29-03: 53: 52. 142546 [**] Queso fingerprint [**] 199.183.24.194: 58557 ->
MY. NET. 253. 42: 25

06/ 29- 03: 56: 49. 232870 [**] Queso fingerprint [**] 199.183.24.194: 60028 ->
MY. NET. 253. 41: 25

06/ 29- 05: 10: 09. 454394 [**] Queso fingerprint [**] 199.183.24.194:51954 ->
MY. NET. 253. 43: 25

06/ 29-05:19: 39. 838918 [**] Queso fingerprint [**] 199.183.24.194: 55902 ->
MY. NET. 253. 43: 25

(... not all traces shown, 138 alerts, 3 destination hosts.)

This is not exactly a scan as only three destinations are involved.

Bel ow, | inspect the OOS data in order to decide whether this activity
is malicious. My conclusion will be that the alerts above are fal se
positives.

*SYN- FI N scan!

These scans were considered to be stealthy, as sone IDS seenmed to get
confused by the SF flags set together. Today, this isn't true anynore.
Scans will be discussed thoroughly when the scan | ogs are investigated.

*WnGate 1080 Attenpt

WnGate is a proxy that could be abused to hide the identity of an attacker,

so they keep looking for it. Further information on this kind of probe

can be found for exanple at

http://ww. whitehats.cominfo/lDS175

Firewalls that are able to distinguish between connections initiated fromt
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i nsi de and connections initiated fromthe outside can be configured to
bl ock reconnai ssance traffic fromthe outside to the proxy.

*Port 55850 tcp - Possible nyserver activity - ref. 010313-1
Due to the reference 010313, | exanmined the alert file of March 13.
However, TCP port 55850 didn't occur in this file. Unfortunately, the

correspondi ng OOS data for this day was no | onger avail able for inspection.

By research on the internet, | found the foll ow ng page
http://archives. neohapsi s. conf archi ves/i nci dents/2000-10/0136. htm
about the MyServer DDoS Agent at UDP (not TCP!) port 55850.

In essence, | am confused by this snort alert need more information to
handl e these detect. | see three two-sided conmunications invol ving
hosts of ny network, this would be nmy point to start, once that | have
confirmed that this alert makes sense. The concerned hosts are

MY. NET. 217. 154, MY. NET. 253. 52, and M. NET. 5. 29.

*NMAP TCP pi ng!

NMAP is a stealthy OS fingerprinting and reconnai ssance too

that is docunmented at

http://ww. i nsecure. org/ nmap/

We see several reconnai ssance pings, the nost active scanner is
207.238.101. 253 (Business Internet, Inc.) doing a scan with 30 detects
over the whole period of five days investigated. Further connections

from scanners like this one should be nonitored for further correl ations

and attenpts of exploits.

*Null scan
Anot her stealthy scan using crafted packets with no TCP fl ags set.

Most prominent is a slow scan from 213.66.109.65 (Telia Network services | SP)

directed at My.NET.217.130, a server reported already above
of suspicious trojan activity associated to port 27374.

Fromthe traces below, it appears as if the traces could be also related to
gnhutella file sharing (port 6346). In essence, this host needs definitely to

be | ooked at.

07/01-08: 20: 41. 428158 [**] Null scan! [**] 213.66.109. 65: 3400 ->
MY. NET. 217. 130: 6346

07/01-17:16:44. 410608 [**] Null scan! [**] 213.66.109. 65: 4065 ->
MY. NET. 217. 130: 6346

(not all traces printed...)

Traces |like the above are posted at
http://ww. sans. or g/ y2k/ 052000. ht m

nmore i nformati on about gnutella is given at
http://ww. sans. or g/ y2k/ gnutell a. ht m

*TCP SRC and DST outside network

These traces seemnostly to be related to gnutella traffic.

We see 37 instances of the form

07/03-19: 45: 33. 226183 [**] TCP SRC and DST outside network [**]
24.180. 140. 132: 6346 -> 213.122.166. 185: 21979

It is well known that gnutella clients can spoof their source address,

see http://ww. sans. org/y2k/gnutella.htm

It is likely, that we see an exanple of this kind of traffic here.

By filtering outgoing traffic from MY. NET and dropping all connections

that do not have a valid source address within MY.NET, we should be able
to make this kind of traffic disappear. Al so, snort rules could perhaps

be adjusted to ignore this kind of traffic.

*Hi gh port 65535 udp - possible Red Worm - traffic
The Red Worm has been expl ai ned above,

Li nk anal ysis shows the host MY.NET. 70.242 involved in two-sided conmunications

with 207.65.152.69 and 195.179.0.30. It should be checked for possible
conpr on se.

*Attenpted Sun RPC high port access

As stated in the SANS I D FAQ
http://ww. sans. or g/ newl ook/resour ces/ | DFAQ bl ocki ng. ht m
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Solaris 2.x portmapper listens not only on TCP port 111, and UDP port 111

but also on a port greater than 32770. Thus, the vulnerabilities exploitable

for port 111 described above could also exploited via the port 32771
registered in our locks. One solution is to filter for such ports on the
firewall, another is the installation of a secure portmapper. Refer

to the cited SANS page for details.

* SUNRPC hi ghport access!

In the alert files, 33 SUNRPC hi ghport accesses are | ogged, to the hosts

MY. NET. 217. 6, MY.NET. 60.39, and MY.NET.1.6. Each of them could be possibly

conmpron sed and needs to be checked. In particular, MY.NET.60.39

is associated to 6 different alert signatures

(8 Attenpted Sun RPC high port access, 5 WnGate 1080 Attenpt,

3 Queso fingerprint, 3 Back Orifice, 1 SUNRPC hi ghport access,

1 Possible trojan server activity) thus seemng to be a valuable target.

*Russia Dynamp - SANS Fl ash 28-jul -00
As indicated by the title, traffic of this kind has first occurred

| ast year and refers to trojan-conprom sed Wndows machi nes sendi ng | arge

anounts of data to a Russian IP address (194.87.6.X). The ori ginal
flash is avail abl e at
http://archives. neohapsis. cont ar chi ves/ sans/ 2000/ 0068. ht m

By now, machi nes shoul d be patched against this trojan.

However, we see two-sided traffic between

MY. NET. 104. 111 and 194.87.6.201 and al so between

MY. NET. 182. 120 and 194.87.6.229. Therefore, | reconmmend checking
MY. NET. 104. 111 and MY. NET. 182. 120.

*Back Orifice

Port 31337 ("ELEET") is quite an infanpus port for back doors,

used by, anong others, the trojan Back Oifice.

This trojan is well known and documented, see for exanple

http://ww. net wor ki ce. com’ advi ce/ Phauna/ RATs/ Back_Orifice/default. htm
One of the nost popul ar techniques is to use an infected conputer

for reconnai ssance on others ("Bouncing"), see e.g.

http://ww. net wor ki ce. com advi ce/ Under gr ound/ Hacki ng/ Met hods/ Techni cal / Bounce/ def aul t. ht m

Looki ng at the traces on our network, this appears to be the case

The host 207.41.14.11 (US Courts, NETBLK-SPRINT-CF290E-1) is running severa

probes clearly targeted agai nst one of our hosts, My.NET. 60.39.
We show only sel ected ones:

07/ 03-14:26: 06. 894016 [**] SUNRPC hi ghport access! [**] 207.41.14.11: 40809

-> MY. NET. 60. 39: 32771
07/03-14:28:17.630340 [**] Attenpted Sun RPC hi gh port access [**]
207.41.14.11: 1755 -> MY. NET. 60. 39: 32771
07/03-14:31:32.863038 [**] Back Orifice [**] 207.41.14.11:1765 ->
MY. NET. 60. 39: 31337
07/03-14:31:59.231822 [**] Back Orifice [**] 207.41.14.11:1755 ->
MY. NET. 60. 39: 31337
07/ 03-14:32:10.369533 [**] Attenpted Sun RPC hi gh port access [**]
207.41.14.11: 1765 -> MY. NET. 60. 39: 32771

07/03-15:00: 12. 364831 [**] WnGate 1080 Attenpt [**] 207.41.14.11:48644 ->

MY. NET. 60. 38: 1080
07/03-15:01: 42. 643866 [**] Back Orifice [**] 207.41.14.11: 3697 ->
MY. NET. 60. 39: 31337
Apart from observing carefully MY.NET.60.39 for possible infections,
| would contact the responsible for 207.41.14.11 and ask himto check
hi s conputer.

*STATDX UDP attack
A well known input validation problemin rpc.statd is docunented by CERT,
http://ww. cert.org/advisories/CA-2000-17. ht n

(CVE entries: CVE-1999-0018, CVE-1999-0019)
Two attackers try to exploit this on MY.NET.6.15, see the |ogs bel ow and
the remarks on the external calls to portmpper tcp/udp 111 above.
07/01-09: 00: 37. 454441 [**] STATDX UDP attack [**] 211.23.6.234:835 ->

MY. NET. 6. 15: 32776
06/ 30-12:17:02. 627140 [**] External RPC call [**] 210.90.168.5: 3217 ->
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MY. NET. 6. 15: 111

06/ 30-12:17: 02. 869023 [**] STATDX UDP attack [**] 210.90.168.5:836 ->
MY. NET. 6. 15: 32776

MY. NET. 6. 15 needs to be checked for a possible conproni se.

*TCP SMIP Source Port traffic

The followi ng packet triggered the alert because TCP port 25 is usually only
used for mailing.

07/03-11:16: 43. 255384 [**] TCP SMIP Source Port traffic [**]
207.88.135.158: 25 -> MY. NET. 5. 73: 807

The destination port 807 is clearly suspicious, however, | have no explanation
for this packet. | would suggest to contact soneone at 207.88.135.158
(Concentric Network Corporation), in particular because only processes

running as root can be configured to use ports bel ow 1024.

*] CMP SRC and DST outside network

Nei t her 1P source nor destination address of the follow ng | CVP packet

bel ong to MY. NET.

06/ 29-22:52: 03. 053264 [**] |ICMP SRC and DST outside network [**]
172.128. 115. 252 -> 24.0.217.198

The question is, why they are seen on MY.NET. One explanation is that someone
on MY.NET is crafting | CMP packets. This could be prevented by bl ocking
outgoing traffic not originating from MY. NET.

*Tiny Fragnents - Possible Hostile Activity

Tiny fragments are a clear indication of packet craft and can be used

to crash I P stacks or to circumvent payload inspection by firewalls

that don't reassenble | P datagrans before inspection. W see only one
packet on our networKk.

06/ 30-15:03:17.324734 [**] Tiny Fragnents - Possible Hostile Activity [**]
202.39.78.125 -> MY. NET. 98. 144

A reasonable threshold for triggering this kind of alert together with
further alerts of this kind is given at
http://archives. neohapsi s. conf archi ves/ snort/2000-05/0103. ht m

Snort has a preprocessor "defrag" that handl es fragnented | P datagranms, see
http://ww. snort.org/docs/faq. htm #1.5

It should be installed.

2. Scan logs prioritized by nunber of occurrences

192203 SYN **Sk***x*

150324 UDP

301 SYN (non-standard fl ags)

275 SYNFIN (SF fl ags)

93 I NVALI DACK (ACK set, not 'normal', no SPAU or FULLXMAS)

84 NOACK (A flag is mi ssing)

70 NULL (none of SFRPAU)

33 UNKNOWN (unusual conbi nations of flags, see spp_portscan.c)
26 VECNA (one of the follow ng conbinations: P, U PU FP, FU
10 XMAS (FPU fl ags)

6 FULLXMAS ( SFRPAU fl ags)

5 FIN (F flag)

2 SPAU ( SPAU f1 ags)

2 NMAPI D (SFPU fl ags)

Snort goes through several steps in order to classify a scan, this process

can be seen fromthe inspection of the file 'spp_portscan.c' in the snort
distribution (available fromhttp://ww.snort.org/).

St andard TCP SYN **S***** gscans and UDP scans are by far the npbst conmon types
of scans. All other scans are TCP scans with particul ar combi nati ons of

flag bits set. They are reported by the spp_portscan nodul e as stealth scans.
We don't list all encountered combinations of flag bits,

but certainly a lot of the 256 possible pattern were actually seen.

Speci al conbi nations of TCP flags can be used for fingerprinting,

or to circunvent detection by an IDS

therefore, special attention should be payed to them On the other hand, it is
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dangerous to sinply ignore standard SYN **S***** gcans just because they
are not considered stealthy. Wth everybody paying attention to specia
TCP flags and sl ow scans, it appears al nost as the safest bet to | aunch

a quick SYN **S***** gscan and getting ignored because of the overwhel m ng
amount of traffic.

At first, we list the top ten attackers and the top ten targets.
Afterwards, we give the sanme information for those attacks using

TCP fingerprinting. Finally, we list the nost popul ar UDP/ TCP address
ports, and we show al so the nost popul ar TCP destination ports for stealth
scans.

Top Ten Scan Targets Top Ten Attackers
23505 MY. NET. 219. 42 49655 MY. NET. 160. 114

5068 My. NET. 110. 33 30156 211. 207.15. 190

4839 MY. NET. 180. 76 23501 66. 68. 62. 229

4828 MY. NET. 71. 248 19508 217.81.194. 157

4700 MY. NET. 178. 222 15814 205.188. 233. 121

4366 MY. NET. 108. 13 14921 205. 188. 233. 153

4007 MY. NET. 145. 166 13110 148. 223. 228. 15

3850 MY. NET. 145. 197 12087 61.222.34.170

3785 MY.NET.60.39 (5 fps) 10867 207. 236. 81. 82

3496 My. NET. 106. 184 9583 205. 188. 244. 249

Top Ten Fingerprinted Targets Top Ten Fingerprinting Attackers

112 MY. NET. 70. 97 fps 269 211.180. 236. 194 fps

84 MY.NET. 70. 149 fps 138 199. 183. 24. 194 fps

54 MY. NET. 253. 41 fps 75 24.66. 152. 186 fps

45 MY. NET. 253. 42 fps 27 193. 226. 113. 248 fps

44 MY. NET. 253. 43 fps 11 66.41.18.185 fps

37 MY.NET. 150. 225 fps 9 213. 66.109. 65 fps

18 MY.NET.5.29 fps 9 24.169.190. 158 fps

15 MY. NET. 217.130 fps 7 148.63.17.58 fps

15 MY. NET. 219.50 fps 7 64.198. 133. 235 fps

14 MY. NET. 150. 133 fps 6 217.0.71. 249 fps

Top Ten TCP ports Top Ten FPrinted TCP Ports Top Ten UDP ports
92370 21 269 111 (269 fps) 58845 6970
38227 53 146 25 (146 fps) 38150 27005

10463 1214 (105 fps) 105 1214 (105 fps) 11615 6112
5914 27374 76 6346 (76 fps) 7070 7778

5199 47017 19 0 (19 fps) 2454 7000

2904 25 (146 fps) 12 21536 (12 fps) 1768 7003
2027 6346 (76 fps) 9 20 (9 fps) 1607 53
1872 111 (269 fps) 4 143 (4 fps) 849 21077
1634 515 4 3456 (4 fps) 592 27243

299 6347 (2 fps) 4 113 (4 fps) 385 4665

Popul ar scan targets give an idea which systens m ght get next the attention
of attackers, this is particularly true for those subject to stealthy scans.
Active attackers can be put on a watchlist or conpletely bl ocked by

a firewall.

Popul ar destination ports indicate which sorts of exploits an attacker wants
to use, this nmakes it easier to ook for them GCenerally, we see a |ot

of scans to the ports that al so appeared in our alert |ogs and have been
anal yzed above. If a port suddenly gets popular w thout the corresponding
vul nerability being published e.g. to bugtraq, it is perhaps advisable

to block it at the firewall. TCP port 1214 has a | ot of scans associ ated
toit, and I am not conpletely convinced that all of this is related to

the KazaA fil esharing program as was given as a possi bl e explanation

in the analysis of the watchlist detects above.

Looking at the top attackers, we see MY.NET. 160.114 sendi ng UDP packets
from UDP port 777. The corresponding TCP port 777 is associated to the
"Undetected"” trojan, and | would strongly advise to check this system

for a possible conpronmise. If we apply link analysis to the scan | ogs, we
see MY.NET.98.144 in two-sided conmuni cation with 15 other hosts, where 11
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are from62.27.42.*. |
MY. NET. 98. 144 and chec

is MY.NET.219.42. Look

woul d suppose that some kind of server
possi bl e backdoors.
in heavy two-sided comruni cation with 66.68.62. 229 ( Roadr unner

k it for

ing at the scan |ogs, |

The ot her

is running on
host invol ved
Sout hwest)

see on July 1 the host

MY. NET. 219. 42 starting an exhaustive port scan on 66.68. 62.
Jul 1 12:39:15 My. NET. 219. 42: 4879 -> 66.68. 62. 229: 569 SYN
Jul 1 12:39:15 My. NET. 219. 42: 4884 -> 66. 68. 62.

Jul 1 12:39:15 My. NET. 219. 42: 4885 -> 66. 68. 62. 229: 438 SYN
Jul 1 12:39:15 My. NET. 219. 42: 4887 -> 66.68. 62. 229: 426 SYN
Jul 1 12:39:15 My. NET. 219. 42: 4888 -> 66.68. 62. 229: 578 SYN
...(not all traces shown, 1170 packets)

t he

from 66. 68. 62.

229

**S*****

229: 1379 SYN ** St**xx

**S*****
**S*****
**S*****

229

Ni ne hours | ater,
scanni ng back

revenge comes pronptly

Jul 1 21:20:05 66.68.62.229:63030 -> MY. NET. 219. 42:1 SYN **St***x*
Jul 1 21:20:05 66.68.62.229: 63031 -> MY. NET. 219. 42: 2 SYN **St***x*
Jul 1 21:20:05 66.68.62.229:63032 -> MY. NET. 219. 42: 3 SYN **St***x*
Jul 1 21:20:05 66.68.62.229: 63033 -> MY. NET. 219. 42: 4 SYN **St***x*
Jul 1 21:20:05 66.68.62.229:63034 -> MY.NET. 219. 42: 5 SYN **St***x*
...(not all traces shown, 23501 packets)

I would check who was working on MY.NET. 129.42, and al so

check for
"connect

a backdoor as the sanme host was al so subject to
to 515 from outsi de and inside" alerts.

When | anal yzed scan and alert |ogs together in order to find hidden
correlations, | realized that this was not necessary as all scanning activity
had been reliably recorded as summarizing alerts by the spp_portscan nodul e.
This is a clear indication that the different sensors 'see' the same packet
flow, and that the scan logs give the details to the spp_portscan alerts.

3.Inspection of OOS data for suspicious activity

The OOS | ogs contain the full packet headers of selected events
that triggered alerts. For this reason, they can be used in sone
cases to distinguish between false and true positives.

As an exanple, | investigate the packets com ng from Red Hat
triggering the Queso fingerprint alerts.

=+=4+=4+=4+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
06/ 29-01: 26: 46. 348740 199. 183. 24. 194: 60628 -> MY. NET. 253. 41: 25

TCP TTL: 54 TOS: 0x0 ID: 61718 DF

21S***** Seq: Ox53A51F0B Ack: 0xO0 W n: 0x16DO0

TCP Options => MSS: 1460 SackOK TS: 327609885 0 EOL EOL EOL EOL

=+=4+=4+=4+=+=+=+=+=4+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
06/ 29-01: 31: 49. 590043 199. 183. 24. 194: 35578 -> MY. NET. 253. 42: 25

TCP TTL: 54 TOS: 0x0 | D: 26439 DF

21S***** Seq: Ox669E03CB Ack: 0xO0 W n: 0x16DO0

TCP Options => MSS: 1460 SackOK TS: 327640204 0 EOL EOL EOL EQOL

=+=4+=4+=4+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
06/ 29-01: 48: 51. 093254 199. 183. 24. 194: 39612 -> MY. NET. 253. 41: 25

TCP TTL: 54 TOS: 0x0 | D: 42772 DF

21S***** Seq: OxA77C5491 Ack: 0xO0 W n: 0x16DO0

TCP Options => MSS: 1460 SackOK TS: 327742341 0 EOL EOL EOL EQL

=+=4+=4+=4+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
06/ 29-03: 15: 27. 976400 199. 183. 24. 194: 49498 -> MY. NET. 253. 42: 25

TCP TTL: 54 TOS: 0x0 | D: 4056 DF

21s***** Seq: OxEE7BEBOA  Ack: 0xO0 W n: 0x16DO0

TCP Options => MSS: 1460 SackOK TS: 328262866 0 EOL EOL EOL EOL

=+=4+=4+=4+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
06/ 29-03: 32: 02. 403299 199. 183. 24.194: 53712 -> MY. NET. 253. 43: 25

TCP TTL: 54 TOS: 0x0 | D: 60432 DF

21S***** Seq: O0x2D5F8528 Ack: 0xO0 W n: 0x16DO0

TCP Options => MSS: 1460 SackOK TS: 328362296 0 EOL EOL EOL EOL
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=+=4+=4+=4+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
06/ 29-03: 52: 07. 265564 199. 183. 24. 194: 58557 -> MY. NET. 253. 42: 25

TCP TTL: 54 TOS: 0x0 I D: 23100 DF

21S***** Seq: Ox79A165F3 Ack: 0xO0 W n: 0x16DO0

TCP Options => MSS: 1460 SackOK TS: 328482767 0 EOL EOL EOL EOL

=t=t+=+4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
(nmore | ogs of this kind)

I nvestigating these packets, the only non-conmon thing | can see

are the TCP flags 21S*****_ However, this is not necessarily an

i ndi cation for packet craft.

Looki ng at the TCP destination port 25 (SMIP)

and the tinme of the packets, | would suppose that we see here

actually Red Hat mailing list activity with mails being sent

to the mail servers MY.NET. 253.41, MY.NET. 253.42, and M. NET. 253. 43.
Doi ng research on the web, | found the SANS witeup on ECN
http://ww. incidents. org/detect/ecn. php

Wth this as a background, | classify the alerts as false positives.

I would ask to tune the snort rules appropriately such that the nunber of
fal se positives is reduced. A possible nodification of the "Queso fingerprint”
signature is given at

http://ww. whitehats.com cgi/arachN DS/ Show?_i d=i ds29&vi ew=si ghat ur es
There it is suggested to take also the TTL field into account:

al ert TCP $EXTERNAL any -> $I NTERNAL any

(msg: "1 DS29/ scan_probe- Queso Fingerprint attenpt”; ttl:>225; flags: S12;)

4. Summary

In the previous sections, | have given an analysis of the incidents | ogged
during the period of five days fromJune 29 to July 3, 2001, at the

Uni versity of Maryland, Baltinore County.

The nunber of severe incidents was very high and to a large part related to
trojan and worm activity. | have identified a | arge nunber of

possi bly conprom sed host that need i mrediately to be investigated.
Furthermore, | found that the firewall rule set needs to be adjusted

such that some possibly vul nerable services are protected from external access.
I also indicated several |IP source addresses, including those which are

obvi ously spoofed, which should be generally denied at the firewall

Perhaps, a firewall policy "Deny everything that is not explicitly all owed"
shoul d be enforced.

However, | also found a | arge nunber of false alarns given by the IDS
Clearly, the snort rule set has to be tuned and | have given some suggestions
during the previous sections. By follow ng ny recommendati ons,

it is possible to enhance substantially the security of MY.NET and, as a
positive side effect, to reduce the nunmber of alerts given by the IDS
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Appendix 1 : Sanples fromthe data files for assignment 3:

alert.010629:

khkkkhkkhkhhhkkhhhhkhhhdkhhhdkhdhhdhhdhhhhdhdhhhddhhdddhhdkddhhdrddhrkrddrrkrkxx*x

Snort Alert Report at Sat Jun 30 00: 06: 59 2001

khkkkhkkhkhhhkhhhhkhhhdkhhhdhdhhdhhdhhhhdhdhhhddhhdddhhdddhhdkrdhrkrdhrrkx*x
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06/ 29-00: 15:17. 926017 [**] UDP SRC and DST outside network [**] 134.192.131.107
134.192.1.5:53
06/ 29-00: 15: 19. 429287 [**] UDP SRC and DST outside network [**] 134.192.131.107
134.192.1.5:53

scans. 010629:

khkkkhkkhkhhkhkhhhhkhhhhhdhhhkhdhhhhdhhhhdhdhhhdhdhhdddhhdddhhrkrdhrkrddrrkrkxx*x

Snort Scan Report at Sat Jun 30 00:11:04 2001
R R I S S Sk b R R Sk kS S S R S S R S S S R S kR
Jun 29 00:15:58 151.21.227.249: 2441 -> MY.NET. 133. 215: 111 SYN **St***x*
Jun 29 00:15:58 151.21.227.249: 2445 -> MY. NET. 133. 219: 111 SYN **St***x*
Jun 29 00:16: 00 151.21.227.249: 2166 -> MY. NET. 133. 21: 111 SYN **S¥***x

oos_Jun. 29. 2001.:

khkkkhkkhkhhhkhhhhkhhhhkhhhdkhdhhrhdhhhhdhhhhddhhhddhhdkddhhdrdhrkrddrrrdxx*x

oos_Jun. 29. 2001
R R S S S S b R R Sk kS S R S S S S S S S b I
Initializing Network Interface epO
snaplen = 68
Enteri ng readback node...
06/ 29-00: 04: 09. 908220 216.211.22.92: 32983 -> MY. NET. 219. 50: 1848
TCP TTL: 14 TOS: 0x0 1 D: 7936 DF
** SFRPAU Seq: 0x6972664F  Ack: Ox9E1B5EAOQ W n: 0xB2D5
TCP Options => NOP NOP TS: 511509506 1852142215

=+=4+=4+=4+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+
06/ 29-00:12: 39. 667322 65. 0. 7.50: 33297 -> MY. NET. 253. 125: 80

TCP TTL: 49 TOS: 0x0 ID: 0 DF

21S***** Seq: O0x43AD9D61 Ack: 0xO0 W n: 0x16DO0

TCP Options => MSS: 1460 SackOK TS: 19731182 0 EOL EOL ECL ECL

=+=4+=4+=4+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

Appendi x 2: A script for snort log file parsing: process_scanalert.p
#/usr/local /bin/perl -ws
ﬁ use: process_scanalert.pl -v -1=1 sanplescan.data > anal ysis. out put
ﬁnless

(defined($c)||defined($d)|]|defined($0)]|]|defined($p)]||defined($s)]||defined($t)]||defined($u)

| | defined($v)){

print "use the follow ng action flags\n";

print "\t-c \tprint the comrunicating hosts\n";
print "\t-d \tprint the target hosts\n";
print "\t-f \twatch for fingerprinting attenpts\n";
print "\t-o \tprint the attacked/scanned ports\n";
print "\t-p \tprint the attacker/target pair\n";
print "\t-s \tprint the attacking hosts\n";
print "\t-t \tprint the attack type\n";

print "\t-u \tprint summary from spp_portscan\n";
print "\t-v \tbe verbose and print everything\n";

print "----";
print "\t-l=n\tconnection threshold before printing\n";
exit 1,

}
if(defined($l)){$thresh=$l;}el se{$thresh=0;}
$vv=0; #set $vv=1 for very verbose output for script debugging

HEHBHHBHHHHBHHBH BB H R H B R R
# Data parsing and anal ysis #
HUHBHHBHHHHBHHBH BB H R H B SR
while (<>){

#f ormat of scan. YYMVDD
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f($_ =~

[a-zA-Z] {3}\s+\d{1, 2})\s(
([0-9\w] +)\ s(\wA+[\ WA s\ *]*
chonp;

$dat e=$1; $ti me=$2; $src_addr =$3; $src_port =$4;

$dst _addr =$5; $dst _port =$6; $scant ype=$7;

$pkey = "$src_addr- $dst _addr";

$pkeyl = "$src_addr: $src_port-$dst_addr: $dst _port";
++$asrc{$src_addr}; #count the same source address
++$adst {$dst _addr}; #count the same dest address

i f($scantype =~ /UDP/){

++$pdst _udp{ $dst _port};} #count the sane dest port

el se{ ++$pdst _t cp{$dst _port};}

++$t ype{$scant ype}; #count the same scan type

++$pai r { $pkey}; #count the same connection direction
++$pai r| { $pkeyl }; #count the same connection direction
#1 ook for OS fingerprint scans

unl ess (($scantype =~ /SYN\ s\ *\ *S\ *\ *\ *\ *\ */) || ($scantype =~ /UDP/) || ($scantype =~
A RN AR ARAR N S AR ARAR YD D R

++$f src{$src_addr};

++$f dst { $dst _addr };

i f($scantype !~ /UDP/){++$f pdst _tcp{$dst_port};}
++$f pr { $pkey};
++$f t yp{ $scant ype};}

i
(

/ O\ :]1{8})\s([ MYNETO-9\.]+)\: ([0-9\w] +)\s\-\>\ s([ MINETO-9\.]+
JAW {

[ O-
)/)

}
#format of alert. YYMVDD

el sif($_ =~ /" 0-9\/]{5BI\-[0-9\:\.]{15}\s+\[\*\*\]/){
#1 ook for portscans
if($_ =~ /portscan/i){
#we investigate only the summary of the portscans
if($_ =~

IACLO-9\/T{5})\-([0-9\:\.]{15})\s+t\[\*\*\ ]\ s+spp_portscan\:\sEnd\sof\sportscan\sfrom s([ MY
NETO- 9\ . ] +)\ s+\ ( TOTAL\ SHOSTS\ : ([ 0- 9] *)\ s+TCP\: ([ 0- 9] *)\ s+UDP\: ([ 0-9] *)\)\ s+ [\ *\ *\]/){
$dat e=$1; $ti ne=$2; $portscan_dst =$3;
$nmb_portscanner s=$4; $nnb_scanTCPpacks=$5; $nnmb_scanUDPpacks=$6;
++$t ype{" Spp_portscan detect"};
$nnb_port scan{ $portscan_dst} +=$nnb_port scanners;
i f($nnb_scanTCPpacks != 0){
$portscan_t cp{$portscan_dst}+=$nnb_scanTCPpacks;}
i f ($nnb_scanUDPpacks != 0){
$port scan_udp{ $port scan_dst } +=$nnb_scanUDPpacks; }

el se{if($vv){print"lIgnore internmediate output fromspp_portscan $_ \n";}}

#parse 'normal' alerts
el se{ #need (.*?) stingy instead of greedy matching here..
if($_ =~
IACLO0-9\/ {5\ -([0-9V N\ J{a5) \sH [ VAV A\ ]\ s+(L*2)\ s+ [V *\V*\V ]V s([ MYNETO-9\ . ] +)\: ([ 0-9\w] +)
\s\ -\ >\ s([ MYNETO-9\. ] +)\: ([0-9\w] +)/){
$dat e=$1; $ti ne=$2; $att ackt ype=$3; $src_addr =$4; $src_port =$5;
$dst _addr =$6; $dst _port =$7;
$pkey = "$src_addr- $dst _addr";
$pkeyl = "$src_addr: $src_port-$dst_addr: $dst _port";
++$asrc{$src_addr};
++$adst { $dst _addr};
++$pdst {$dst _port}; #cannot distinguish udp/tcp here easily
if((! defined($portlist{$attacktype}))]]|
($portlist{$attacktype} !~ /$dst_port/)){

$portlist{$attacktype} .= " $dst_port";}

++$t ype{ $at t ackt ype};

++$pai r { $pkey}; #count the same connection direction (IP only)

++$pai r| { $pkeyl }; } #count the same connection direction (IP:port)

elsif($_ =~

IACTO-9V/T{5})\-([0-9\:\. ] {15}) \sH [\ *\V*\J\s+(L*2)\ s\ [\ *\*\ ]\ s([ MYNETO-9\.]+)\s+\ -\ >\s([M
YNETO-9\.]+)/){

#si gnatures that don't involve ports, e.g. ICVMP traffic
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$dat e=$1; $ti ne=$2; $att ackt ype=$3; $src_addr =$4; $dst _addr =$5;
$pkey = "$src_addr- $dst _addr"
++$asrc{$src_addr};
++$adst { $dst _addr};
++$t ype{ $at t ackt ype};
++$pai r { $pkey};
}

el se{
i f($v){
print"lgnore line $_ \n";}}

el se{print "!!l'! Ignore unknown data: $_\n";}

HUHBHHBHHHHBHH RSB HBHH B SR H
# Print various statistics #
HEHBHHBHHHHBHH RS BB HBHH B SR H
#Print different scan signatures
if (($t)]]($v)&&(defined(% ype))){
print "\ n\Attack/ Scan Types\ n=======z==z========\n\n" if ($v)
foreach $key (sort { $type{$b} <=> $type{$a} }keys(% ype)){
if(sv){ if ($key =~ /\s*(.*?)\s+/){ S$totaltype{$1l}+=%type{s$key};}}
|{((E$;)I|($v))&&def|ned($ftyp{$key})){ $fp="\t\ ($ftyp{Skey} fps\)
el se fp="";
print "$type{$key} \t$key $fp\n" if($type{$key} >= $thresh);

"5}

}

print "\n\Total Scan Types\nz=====z==zz==z======\n\n" if ($v) ;

foreach $key (sort { $totaltype{$b} <=> $totaltype{$a} }keys(% otaltype))({
print "$totaltype{$key} \t$key \n" if($totaltype{$key} >= $thresh);

}
#Print target hosts
i f (($d)||($v)&&(def|ned(@&dst))){
print "\ n\nTargets\n=======\n\n" if ($v)

foreach $key (sort { $adst{$b} <=> $adst{$a} } keys(@&dst)){
if(C($F)] ] (Bv)) &&($f dst{Skey})) {$f p="\t ($fdst{$key} fps)";}tel se{$fp="";}
i f (($key =—/\.255\s*$/) || ($key =-/\.0\s*$/)){ $BCAST=" BCAST ";}el se{ $BCAST="";}
i f ($key =~/ "\ s*(224|225| 226| 227| 228| 229| 230| 231| 232| 233| 234| 235] 236| 237| 238| 239)\. /) {
SMCAST=" MCAST ";}el se{ $MCAST="";}
print "$adst{$key} \t$key $fp $MCAST $BCAST\ n" if ($adst{$key} >= S$thresh);
}

}
if (($F)]]($v)&&(defined(% dst))){
print "\ n\nFingerprinted targets\n=z=====zz=zz=zz=z=z=zz======\p\n" if ($v)
foreach $key (sort { $fdst{$b} <=> $fdst{$a} } keys(% dst)){
$f p="fps";

i f(($key =~/\.255\s*$/)||($key =~/\.0\s*$/)){ $BCAST=" BCAST “;}el se{ $BCAST="";}

i f ($key =~/ "\ s*(224|225| 226| 227| 228| 229| 230| 231| 232| 233| 234| 235] 236| 237| 238| 239)\. /) {
SMCAST=" MCAST ";}el se{ $MCAST="";}

print "$fdst{$key} \t$key $fp $MCAST $BCAST\ n" if ($adst{$key} >= S$thresh);

#Print attacking hosts
if (($s)]]($v)&&(defined(%asrc))){
print "\ n\nAttackers by frequency\ n=======z==zz=z=z=z=z=z======\p\n" if ($v)
foreach $key (sort {$asrc{$b} <=> S$asrc{$a}} keys(%asrc)){
if(C($F)] ] (Bv)) &&($fsrc{skey})) {Sfp="\t ($fsrc{$key} fps)";}tel se{$fp="";}
if(($key =~/"\s*10\./) || ($key
~/ M 's*172\. (16| 17| 18] 19] 20| 21| 22| 23| 24| 25| 26] 27| 28] 29| 30| 31)\./) | | ($key
~/ M\ s*192\. 168\ ./)){ $SPOOFED=" SPOOF ";}el se{ $SPOOFED="
print "$asrc{$key} \t $key $fp $SPOOFED! n” |f($asrc{$key} >= $t hresh);}
i f($vv){print "\ n\nAttackers by |P\nz=======z=z==zz=zz=z=======\n\n" if ($v) ;
foreach $key (sort {$a cnp $b }keys(%asrc)){
if(C($F)] ] (Bv)) &&($fsrc{skey})) {Sfp="\t ($fsrc{$key} fps)";}tel se{$fp="";}
print "$asrc{$key} \t$key $fp\n" if($asrc{$key} >= S$thresh);}}
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%f (($f) ] ($v) &&(def i ned(% dst))){

print "\ n\nFingerprinting attackers\n=====z=zz=zzzzzz=zz=zz======\p\n" if ($v)
foreach $key (sort { $fsrc{$b} <=> $fsrc{%a} } keys(%src)){
$fp- fps";

f (($key =~/"\s*10\./)]|| ($key
~/A\S*172\ (16|17|18|19|20|21|22|23|24|25|26|27|28|29|30|31)\ 1) | ($key
~/A\S*192\ 168\./)){ $SPOOFED=" SPOOF " }else{ $SPOOFED="
print "$fsrc{$key} \t $key $fp $SPOOFED! n” |f($fsrc{$key} >= $t hresh);
} }
#Print summary from spp_portscan
if (($u)|] ($v)&&(defined(%nb_portscan))){
print "\'n\nspp_portscan statistics\nz=====z==zz=z=zzzzz=z=z======\p\n" if ($v)
print "* Nmb. of portscans\n";
foreach $key (sort { $nnb_portscan{$b} <=> $nnmb_portscan{$a} } keys(%nnb_portscan)){
print"$nnmb_portscan{$key} \t$key \n" if($nnb_portscan{s$key} >= $thresh);}
i f(defined(%ortscan_tcp)){
print "* Nmb. of tcp packets\n";
foreach $key (sort { $portscan_tcp{$b} <=> S$portscan_tcp{$a} } keys(%portscan_tcp)){
print"$portscan_tcp{$key} \t$Skey \n" if($portscan_tcp{skey} >= $thresh);}

}
|f(def|ned(9mortscan udp)) {
print "* Nmb. of udp packets\n";
foreach $key (sort { $portscan_udp{$b} <=> $portscan_udp{$a} } keys(%portscan_udp)){
print"$portscan_udp{$key} \t$Skey \n" if($portscan_udp{s$key} >= $thresh);}
}

#Print attacked/scanned ports
i f (($o)||($v)&&(def|ned(9mdst _tep))){
print "\ n\nScanned TCP port s\ nz=======z==z=======\n\n" if ($v) ;
foreach $key (sort { $pdst_tcp{$b} <=> $pdst _tcp{$a} } keys(%pdst tcp)){
|f((($f)||($v))&&($fpdst tcp{$key})){$fp- \ 't ($f pdst _tcp{$key} fps)";}lelse{$fp="";}
print "$pdst_tcp{$key} \t$key $fp\n" if($pdst_tcp{$key} >= $thresh);
}
}
if (($0)]]($v)&&(defined(%pdst_udp))){
print "\ n\nScanned UDP port s\ nz=======z=========\n\n" if ($v) ;
foreach $key (sort { $pdst_udp{$b} <=> $pdst_udp{$a} } keys(%pdst _udp)){
print "$pdst_udp{$key} \t$key \n" if($Spdst_udp{$key} >= $thresh);}
}
i f (($0)||($v)&&(def|ned(@@dst))){
print "\n\nPorts in alert files\n=====z==z=zzzzz=zz=z=====\p\n" if ($v)
foreach $key (sort { $pdst{$b} <=> $pdst{$a} } keys(%pdst)){
print "$pdst{s$key} \ts$key \n" if($pdst{$Skey} >= $thresh);}
}
if (($0)]]($v)&&(defined(¥portlist))){
print "\'n\nPorts by attack\nz=====z=====z=====\np\n" if ($v)
foreach $key (sort keys(%portlist))({
print "$key \t $portlist{s$key} \n";}

}
#At t acker - Target pairs
if (($p)]] (V) &&(defined(¥pair))){
print "\ n\nAttacks/ Target s\ nz==============\n\n" if ($v) ;
foreach $key (sort { $pair{$b} <=> $pair{$a} } keys(%pair)){
ifCC(SE)] ] (Bv)) &&(Sf pr{Skey})) {Sfp="\t ($f pr{Skey} fps)";}el se{$fp="";}
print "$pair{$key} \t$key $fp\n" if($pair{$key}>= $thresh);

—— A

}

#Conmmuni cating parties
if (($c)]] (V) &&(defined(¥pair))){
print "\ n\nComuni cating parties\nz===z==zz==zz=zzz=z==z==z====\p\n" if ($v)
foreach $key (sort { $pair{$b} <=> $pair{$a} } keys(%pair)){
i f ($key =~ /([ MYNETO-9\.]+)\- ([ MYNETO-9\.]+)/){
$src=%$1; $dst =$2;
$revkey="8$dst-$src";
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i f(defined($pair{$revkey})){
if($src le $dst) {$commkey="$src-$dst";}
el se {$comkey="$dst-$src";}
ifCC(SF) ]| (Bv)) &&(Sf pr{Skey}) ) {Sfp="\t(fp)"; el se{$fp="";}
i f($key eq $commkey)

{$compai r{ Scommkey} .= " -> S$pair{Skey} $fp \*x\*\* "}
el se
{$compai r{ Scommkey} .= " <- $pair{Skey} $fp \*x\*\* ;1
}
}

}
foreach $comkey (sort keys(%commpair)){
print "$comkey \*\*\* $compair{$comkey} \n";
}
}
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