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Assignment #1 — Describe the State of Intrusion Detection

Making the Case for Intrusion Detection

Trenton Riddell
January 4, 2002

Introduction

As the Internet has grown so has the number and severity of attacks against its networks. While
Internet worms like Code Red, Code Red II and Nimda make headline news, the latest email
virus is snaking its way through corporate email systems. New vulnerabilities and attacks seem
to be popping up more and more frequently. With all this activity going on, you’d think that
security in-depth would be an easy sell to IT managers and C-level executives. Unfortunately,
that’s often not the case.

Network managers are saddled with the ever-increasing responsibility for securing the enterprise
networks while trying to justify the rising costs to the executive. Couple that with the fact that
intrusion detection is one of those things where you really don't know if, or to what extent, you
are under attack until you start investigating.

Any astute corporate CFO will understand ROI based on proper risk analysis and asset valuation.
But, how do you justify a system of prevention when the risk can be difficult to pin down, and
what you're trying to protect is often somewhat intangible? How bad would it appear if your
systems were being used to launch a Denial of Service attack against a business partner or
customer? How much is the corporate reputation worth? Many IT managers will readily
proclaim that they have never been compromised, they don't have Trojans on their systems, and
they aren't being attacked. But, how do they know? Those same managers are often horrified to
find out the sheer volume and severity of the attacks that occur on a daily basis. Risk
Management is a central concept to information systems management. So why should intrusion
detection be any different? Approaching intrusion detection as a method of risk management
armed with statistics, rather than a security measure is a far better way to ensure the integrity of
your environment and get the needed endorsement from the executive.

Setting the stage

How do you justify an Intrusion Detection system? It is easy to simply point the executive to
sites like www.dshield.org to help illustrate the point of just how real Internet threats are,
however these sites will hold little meaning to a non-technical manager without some kind of
frame of reference. What is port 80? Do we have an FTP server? Are we vulnerable to this
attack?

So how do you demonstrate the business value of an IDS to the Executive? The way ['ve done it,
and I know many others have as well, is to install SNORT on a spare workstation and place it
outside the firewall. It's free, it's stable, and most importantly SNORT doesn't require too much
time or customization to get it working and providing usable data in a short timeframe. This
works great to represent the volume of nasty traffic that's going on out there, but the drawback of
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this approach is that the IDS is going to pick up all kinds of stuff that is simply not applicable.
That is, you will see lots of attacks but if the ports aren't open or the hosts being attacked aren't
accessible, the risk to the enterprise is low and that's not going to help you make your case.

The advantage to this method is that you get a good understanding of the kind of traffic your
systems may be seeing and you don't need to invest a lot of time or money to get it in place. You
can then take that information and turn it into statistics that your executive will understand. The
key is being able to show how real the threat is, and how relevant that threat may be to your
organization.

Why would someone attack us?

No doubt when you first set out to explain why an IDS would be a good thing for your
organization, you are going to be asked this question, "Why would someone want to attack your
systems?" Being able to answer it is important. Obviously, different types of companies are
going to be attacked more often and hit harder than others. Often the answer is as simple as
determining how big a target you are, what industry you are in, and how successful you are.

In January of 2002, information security consulting firm Riptech, [1] released an Internet
Security Threat Report detailing attack trends for the last two quarters of 2001. In their report,
Riptech provided attack trend analysis based on the size and type of company. According to that
report, high tech and financial companies are attacked most often, while power and energy
companies suffer the most severe attacks. Larger companies tend to have larger, more complex
networks that offer more viable targets for attackers. Public companies tend to have greater
visibility in the media due to advertising and are therefore attacked more than nonprofit or
private firms. All of these issues need to be considered when evaluating the risk posture of your
environment.

To determine your level of risk, it is helpful to create a corporate risk profile. When defining the
types of criteria that go into your corporate profile and level of risk, you need to look at it
objectively from the hacker’s perspective with emphasis on risk management. Are you easy prey
or a challenge? If the hacker was successful in compromising your systems, what could he
exploit? What would the impact(s) of those exploits be to your organization?

Identify Vulnerable Systems

Before you can begin to identify and understand potential threats, and be able to quantify and
qualify the level of risk, you need to know your own strengths and weaknesses. It is important to
develop a baseline before you can begin to evaluate your risk posture.

In IT terms, you need to know what OS your hosts are running, what patches have been applied,
what services are running on those hosts and what (if any) countermeasures are in place before
you can determine if you are at risk from a specific attack. For example, you may see a lot of
attacks directed at BIND services. However, if you aren't running that service, or if you are but it
1sn't a version that is vulnerable to the attack, the risk is low.
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If you don't have a clear understanding of your environment you will be unable to assess the
severity of any attack. If that is the case, every attack is severe simply because of all the
unknowns.

Providing Metrics

Once you have an understanding of what type of attacks your systems are vulnerable to, and how
severe those vulnerabilities may be, you can begin to create some metrics around your risk
posture. It’s important to remember who your audience may be at this point. Any IDS is going to
generate false positives. Upper level managers or directors may not have a technical background,
so while you want to be detailed in your presentation, the inclusion of those false positives in
your metrics may give the wrong message. Distinguish the false positives from the actual attacks
and, in the cases where there are genuine attacks, determine the intensity and severity of those
attacks. There are many tools available like Snort2HTML, SnortSnarf or the ARIS analyzer from
SecurityFocus that you can use to help correlate the data and generate meaningful reports.

In the reports that you are going to create, you'll want to provide enough details to make them
meaningful but not too technical. Too much technical talk and the person you are trying
persuade, the person that controls the purse strings, will simply tune out. You need to strike a
balance that addresses the issues with relevant hard data. You want to get the point across that
the threat is real, when there is a threat. Put emphasis on the several hundred scans and probes
for SQL server or SNMP from China, rather than an obvious scan for BattleNet servers.

Some suggestions for the content include:

The type of attacks logged.

How many of each type?

Who are the attackers (Country of origin)?

What is the classification of the attack?

Informational - Recon scans for vulnerable systems. Traffic dropped by the firewall.
Warning. — Suspicious traffic. Possible compromise.

Critical — Successful attack. Connection allowed but no compromise.

Emergency — Successful attack. System compromised.

What is the intent of the attack?

Trending

Graphs are an excellent way to show statistical data in a visual format. And it’s a well-known
fact that executive types find it easier to relate to graphs of all types; bar graphs, pie charts, line
graphs. The great thing about graphs is that they make it very easy to show trends in data, and
that is exactly what you want to do. You can’t just hand someone a report out of the blue and
say “Well, we had 500 scans last week.” Is that a lot? You need to put the numbers in context.

One of the key things that will put you closer to getting the IDS that you know you need is being
able to show trends in attacks over time. Trending allows you to illustrate the frequency of
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specific attacks as well as changes in attack vectors over a broader timeline than day-to-day
snapshots. One tool currently available that is great for this purpose is the ARIS analyzer from
SecurityFocus.com [2]. After you upload your IDS logs to ARIS there are a number of "canned"
reports that you can run against your data. They produce slick looking graphs that can help you
show information on the number of attacks over a user defined period, the services that are being
attacked, the country of origin and most importantly, attack trending.

Conclusions

Coming up with a sound argument around why your environment may need an Intrusion
Detection System can be a difficult task. With IS budgets getting tighter every year, an IDS can
seem a very expensive proposition. Enterprise class intrusion detection with both host and
network based sensors can easily cost thousands of dollars. This is not including the added
expense of staff, preferably trained security experts, to monitor and maintain them. At what point
do the benefits justify the cost?

The most successful approach I’ve found is to introduce IDS as a function of risk management
and mitigation armed with clear metrics. Define the threats based on your corporate risk profile
and identify your vulnerabilities with how they relate to confidentiality, availability, and
integrity. If you can, install a machine running SNORT on your perimeter and start to gather
attack data. Separate the false positives from the actual attacks and begin to compile the data into
meaningful reports. These reports should demonstrate things like the most common attacks, most
active attacker, attack classification and any possible trends.

I can’t guarantee that by following the steps and suggestions outlined that you will be successful
in convincing your executive that some kind of IDS is necessary. However, at the very least you
may be able to bring about an awareness of the very real threats and attacks that enterprises
connected to the Internet are subject to every day. Good luck.
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Assignment #2 - Network Detects

Detect #1 - Broadcast to Printer Port
SNORT Alert

[**] BACKDOOR Q access [**]

01/07-11:09:40.390759 255.255.255.255:31337 -> my.net.53.145:515
TCP TTL:13 TOS:0x0 ID:0 IpLen:20 DgmLen:43

**FA*R** Seq: 0x0 Ack: 0x0 Win: Ox0 TcpLen: 20

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA ES 08 00 45 00 ....... ‘G@....E.
0x0010: 00 2B 00 00 00 OO0 OD 06 E5 B9 FF FF FF FF XX XX .+....iiiiinn..
0x0020: 35 91 7A 69 02 03 00 00 00O 00 00 00 00 OO0 50 14 S5.zi.......... P.
0x0030: 00 00 98 E1 00 00 63 6B 6F 00 OO GO  ...... cko..

When I started seeing this alert, I set up Windump to capture additional traffic. I've also been
seeing these with real IP's and SYNs instead of the RST/ACK but, these just seem more
interesting.

Supporting Windump log

15:54:02.080085 255.255.255.255.31337 > my.net.27.181.515: R 0:3(3) ack 0 win O

0x0000 4500 002b 0000 0000 0OeO6 feS5 ffff ffff P

0x0010 XXXX 1bb5 7a69 0203 0000 0000 0000 0000 N E

0x0020 5014 0000 b2bd 0000 636b 6£00 0000 Poo.o.... cko...
16:49:59.288884 255.255.255.255.31337 > my.net.133.118.515: R 0:3(3) ack 0 win 0
0x0000 4500 002b 0000 0000 0dO6 95d4 ffff ffff P

0x0010 XXXX 8576 7a69 0203 0000 0000 0000 0000 ceavziooloaaaa L,

0x0020 5014 0000 48fc 0000 636b 6£00 0000 P...H...cko...

<snip>

18:41:02.714418 255.255.255.255.31337 > my.net.102.210.515: R 0:3(3) ack 0 win O

0x0000 4500 002b 0000 0000 0dO6 b478 ffff ffff E..+....... X....

0x0010 XXXX 66d2 7a69 0203 0000 0000 0000 0000 S S R

0x0020 5014 0000 67a0 0000 636b 6£00 0000 P...g...cko...
19:57:05.973015 255.255.255.255.31337 > my.net.177.34.515: R 0:3(3) ack 0 win O
0x0000 4500 002b 0000 0000 0dO6 6az28 ffff ffff E..+...... J(.o...

0x0010 XXXX bl22 7a69 0203 0000 0000 0000 0000 coaMzdo ool

0x0020 5014 0000 1d50 0000 636b 6£00 0000 P....P..cko...

(.... many more follow)

Source of Trace

The source of this trace and initial detect was a PC running SNORT v1.8.3-WIN32 (build 88)
located outside the perimeter router on my network.
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Detect Generated By
The detect was generated by SNORT rule:

alert tcp 255.255.255.0/24 any -> $HOME NET any (msg:"BACKDOOR Q access"; flags:A+;
dsize: >1; reference:arachnids,203; sid:184; classtype:misc-activity; rev:3;)

The Windump log was captured with the command line filter:
Windump -n -X -s 1514 "src port 31337 and dst port 515" > broadcast.txt

Probability the Source Address Was Spoofed
Extremely high. The source address is a network broadcast address.

Attack Description

This would seem to be reconnaissance scans looking for hosts that might be vulnerable to
LPR/LPRng holes. The packet obviously crafted. The sequence number is always 0, it uses the
script kiddie favorite "elite" port and the source address is the network broadcast address. Not
only is there no attempt to be stealthy, broadcast traffic shouldn't even make it pass most
perimeter routers.

Putting aside the obvious crafting for a minute, the attacker is sending a packet with both the
ACK and RST bits set to destination port 515. The bit combination would suggest that a previous
SYN had been sent from my network to a closed port on the attacking host. All of the destination
IPs in the attack are valid IPs in my address space, however all outbound traffic though the
firewall NATed. This could not be part of previous communication since the addresses are never
allowed out. A quick grep of the firewall log confirms that there was no previous outbound
communication from any of the destination addresses.

Attack Mechanism

The intent would be seem to be to elicit some response from the destination host indicating that
port 515 on the destination host is active and listening. This would then allow the attacker to
begin more active targeting against that host to see if it was vulnerable to holes like buffer
overflows in the LPR.

The attacker sends packets with both an ACK and RST flag. However, in order for the attack to
generate any kind of response the victim must not only respond to a RST but also respond to a
packet with the broadcast address as the source. I don't know of any implementation of TCP that
would do that. The RST flag terminates the connection. When a host receives a packet with a
RST flag it should just silently discard it.

My best guess at this point is that this is an exploit that is looking for host that may have
unpatched LPR holes and this traffic is coming from poorly configured attack tool or maybe
even an attempt at a worm.

10
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Correlation

I have found similar attacks documented in both the Incidents.org site and the Security Focus
Incidents forums:

http://www.securityfocus.com/archive/75/194288

CERT Advisories regarding vulnerabilities in the Line Printer Daemon

http://www.cert.org/advisories/CA-2001-30.html

http://www.cert.org/advisories/CA-2001-32.html

Evidence of Active Targeting
Low. The scan was directed at the entire address space although it was for a specific service.

Severity

Target Criticality: 2

Attack Lethality: 1

System Countermeasures: 3 (Our systems are not vulnerable to this attack)
Network Countermeasures: 5 (broadcast traffic is dropped at the firewall)

Severity: (2 +1)-(3 +5)=-5

Defense Recommendations

No changes are necessary to defend against this attack from an external source. The perimeter
router and firewall reject inbound/outbound broadcast traffic and access to TCP/515. However,
this does not preclude the possibility of a better-orchestrated internal attack. An audit of all
internal UNIX hosts to determine exposure to Ipd vulnerabilities is recommended.

Question 1

An unsolicited RST-ACK should generate what response?
A. ACK

B. SYN

C. None

D. SYN/ACK

Answer: C. The packet should be silently dropped.

11

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Detect #2 SYN-FIN SCAN

Source 1 - SNORT

01/04-21:37:43.005000 [**] [100:1:1] spp portscan:
161.132.145.130 (STEALTH) [**]
01/04-21:37:43.003880 [**] [111:13:1] spp streamé:
detection

[**] {TCP} 161.132.145.130:21 -> MY.NET.0.2:21
01/04-21:37:43.014453 [**] [111:13:1] spp streamé:
detection

[**] {TCP} 161.132.145.130:21 -> MY.NET.0.3:21
01/04-21:37:43.023846 [**] [111:13:1] spp streamé:
detection

[**] {TCP} 161.132.145.130:21 -> MY.NET.0.4:21
01/04-21:37:43.033689 [**] [111:13:1] spp streamé:
detection

[**] {TCP} 161.132.145.130:21 -> MY.NET.0.5:21
<SNIP>

01/04-21:48:35.802544 [**] [111:13:1] spp streamé:
detection

[**] {TCP} 161.132.145.130:21 -> MY.NET.255.253:21
01/04-21:48:35.812296 [**] [111:13:1] spp streamé:
detection

[**] {TCP} 161.132.145.130:21 -> MY.NET.255.254:21
01/04-21:48:35.821581 [**] [111:13:1] spp streamd:
detection

[**] {TCP} 161.132.145.130:21 -> MY.NET.255.255:21
01/04-21:48:40.751000 [**] [100:2:1] spp portscan:
161.132.145.130: 178 connections across 178 hosts:
01/04-21:48:44.026000 [**] [100:3:1] spp portscan:
161.132.145.130: TOTAL

time (653s) hosts (63685) TCP(63848) UDP(0) STEALTH
SNORT Portscan log

Jan 4 21:37:42 161.132.145.130:21 -> MY.NET.O0.1
Jan 4 21:37:43 161.132.145.130:21 -> MY.NET.0.2
Jan 4 21:37:43 161.132.145.130:21 -> MY.NET.0.3
<snip>.....

Jan 4 21:48:35 161.132.145.130:21

Jan 4 21:48:35 161.132.145.130:21

Jan 4 21:48:35 161.132.145.130:21

© SANS Institute 2000 - 2002

PORTSCAN DETECTED to port 21 from

STEALTH ACTIVITY (SYN FIN scan)

STEALTH ACTIVITY (SYN FIN scan)

STEALTH ACTIVITY (SYN FIN scan)

STEALTH ACTIVITY (SYN FIN scan)

STEALTH ACTIVITY (SYN FIN scan)

STEALTH ACTIVITY (SYN FIN scan)

STEALTH ACTIVITY (SYN FIN scan)

portscan status from
TCP(178), UDP(0) STEALTH

End of portscan from

[**]

121 SYNFIN ****x*xgp
:21 SYNFIN *****x*xgp
:21 SYNFIN *****x*xgp

-> MY.NET.255.253:21 SYNFIN ******gF
-> MY.NET.255.254:21 SYNFIN ******gF
-> MY.NET.255.255:21 SYNFIN ******gF
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Source 2
A quick grep of the firewall logs to make sure they aren't getting through....

Jan 4 21:37:43 my.firewall Jan 05 2002 04:37:09: $PIX-6-106015: Deny TCP (no
connection) from 161.132.145.130/21 to MY.NET.80.91/21 flags FIN SYN on interface
outside

Jan 4 21:37:43 my.firewall Jan 05 2002 04:37:09: $PIX-3-106010: Deny inbound tcp src
outside:161.132.145.130/21 dst inside:MY.NET.80.92/21

<snip>

Source of Trace

The source of this trace and initial detect was a PC running SNORT v1.8.3-WIN32 (build 88)
located outside the perimeter router on my network running with the command parameters of:

Snort -A fast -X -c snort.conf -l c:\snort183\snort\pigdox

The second source is from my PIX firewall.

Detect Generated By

The initial detects was generated by SNORT with spp_stream4 preprocessor module active
with follow-up traces from PIX firewall logs.

Although, the spp_stream4 preprocessor picked this up, I would have thought this type of
scanning would have triggered an alert from one of the following rules:

alert tcp S$SEXTERNAL NET any -> SHOME NET any (msg:"SCAN SYN FIN";flags:SF;
reference:arachnids, 198; classtype:attempted-recon; sid:624; rev:1;)

alert tcp SEXTERNAL NET any -> S$HOME NET any (msg:"SCAN synscan portscan"; id: 39426;
flags: SF;reference:arachnids,441; classtype:attempted-recon; sid:630; rev:1l;)

I'm not sure if this may be a flaw in SNORT or if it is by design that when the preprocessor is
active, these rules are not fired. My understanding at this point is that if there were a single SYN-
FIN scan the explicit rule would have triggered the alert, but since there multiple packets from
the same source the Stream4 preprocessor was triggered.

Probability the Source Address Was Spoofed

Unlikely. The attacker needs to determine if a host is active and listening. Therefore, he must
receive a response to the packets to determine which host(s) has the target port open.

13
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Attack Description

The traffic seems to have the symptoms of a SynScan probe (SF flags, and src port == dst port),
but without the ID and widow size I can’t be sure. Also SNORT didn’t trigger the specific rule
for SynScan. That may indicate that NMAP or even Hping2 could have been used.

Regardless of the tool that was used to generate the traffic, this is a reconnaissance probe looking
for hosts listening on port 21.

Attack Mechanism

The purposes of the SYN-FIN flag are to both get a response from a host and avoid detection.
Because some systems allow FINs to pass though, the attacker is hoping that his packets will
make it to the target. Also, because the FIN flag signals the end of the connection, some systems
do not log these packets. The attacker is looking for a response that would indicate a potential
target for more directed attack

Correlation

Doing a search on the web, I can across others that had similar scans as well as the same issues
with SNORT and the preprocessor.

http://www.incidents.org/archives/intrusions/msg02801.html

http://www.incidents.org/archives/intrusions/msg02799.html

http://vanguard.hawkeye.ac/snort/193/190/58/src193.190.58.6.html

Looking up the IP address for attack correlation in online security sites failed to find any other
reported victims. However, a general search for the IP address brought up a hit in the
attrition.org defacement archives. It seems that the host is a web server in Peru and had been
hacked in the past. We could probably safely assume that a hacker still has control, or has once
again compromised the system and is being used to remotely scan my network.

http://archives.neohapsis.com/archives/defaced/2001-04/0156.html

Evidence of Active Targeting

The attack was directed that the address range not a specific target. He was looking for FTP
servers but there is no evidence that this was a directed attack.

Severity

Target Criticality: 4 (This was a complete scan of all hosts listening on port 21.)

Attack Lethality: 4 (We have several FTP servers)

System Countermeasures: 3 (Known FTP servers are up-to-date. They may be rogue or unknown
servers that could be vulnerable)

Network Countermeasures: 5 (The firewall is dropping the SF packets)

Severity: (4+4)-(3+5)=0
14
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Defense Recommendations

The defenses for this attack were fine; the firewall dropped the SF packets. But this does bring
into question how many hosts may be listening on port 21 and how many of them have up-to-
date patches. I would recommend an internal audit of the environment for FTP servers and a
listing of relevant applied patches.

Question 2
What is usually the purpose of packets with a SYN-FIN flag combination?

A. Terminate an existing connection
B. Avoid IDS or firewall detection
C. Transmit data

D. None of the above

Answer: C. Since the FIN flag signals the end of a connection many systems do not log them.
The SYN-FIN flag combination is often used to attempt to both get a response from a host and
avoid detection.

15
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Detect #3 —

Amplification

SNORT ALERT

01/17-18:45
Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially

01/17-18:45:

Potentially
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:48.155561  [**] [1:499
Bad Traffic] [Priority:
48.159659 [**] [1:499:
Bad Traffic] [Priority:
48.159890 [**] [1:499:
Bad Traffic] [Priority:
48.165276 [**] [1:499:
Bad Traffic] [Priority:
48.171554 [**] [1:499:
Bad Traffic] [Priority:
48.178344 [**] [1:499:
Bad Traffic] [Priority:
48.178875 [**] [1:499:
Bad Traffic] [Priority:
48.182408 [**] [1:499:
Bad Traffic] [Priority:
48.191030 [**] [1:499:
Bad Traffic] [Priority:
48.192487 [**] [1:499:
Bad Traffic] [Priority:
48.202841 [**] [1:499:
Bad Traffic] [Priority:
48.204541 [**] [1:499:
Bad Traffic] [Priority:
48.204783 [**] [1:499:
Bad Traffic] [Priority:
48.213078 [**] [1:499:
Bad Traffic] [Priority:
48.217610 [**] [1:499
Bad Traffic] [Priority:
48.217882 [**] [1:499:
Bad Traffic] [Priority:
48.225653 [**] [1:499:
Bad Traffic] [Priority:
48.226996 [**] [1:499:
Bad Traffic] [Priority:
48.230723 [**] [1:499:
Bad Traffic] [Priority:
48.239002 [**] [1:499
Bad Traffic] [Priority:
48.240069 [**] [1:499:
Bad Traffic] [Priority:
48.243149 [**] [1:499:
Bad Traffic] [Priority:
48.248661 [**] [1:499:
Bad Traffic] [Priority:
48.253135 [**] [1:499:
Bad Traffic] [Priority:
48.261641 [**] [1:499:
Bad Traffic] [Priority:
48.262074 [**] [1:499:
Bad Traffic] [Priority:
48.264978 [**] [1:499:
Bad Traffic] [Priority:
48.269912 [**] [1:499

Bad Traffic]

[Priority:

:1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

:1] MISC Large

2]
1]
2]
1]
2]
1]
2]
1]
2]

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

:1] MISC Large

2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]
1]
2]

{ICMP}

62

MISC Large
{ICMP} 62
MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

MISC Large

{ICMP}

62

:1] MISC Large

2]

{ICMP}

16

62

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242

ICMP Packet

.211.151.242
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[**]
-> MY.NET.0.0
[**1]
-> MY.NET.0.255
[**]
-> MY.NET.1.0
[**]
-> MY.NET.1.255
[**]
-> MY.NET.2.0
[**]
-> MY.NET.3.0
[**]
-> MY.NET.2.255
[**]
-> MY.NET.3.255
[**]
-> MY.NET.4.255
[**]
-> MY.NET.4.0
[**]
-> MY.NET.5.0
[**]
-> MY.NET.6.0
[**]
-> MY.NET.5.255
[**]
-> MY.NET.6.255
[**1]
-> MY.NET.7.0
[**]
-> MY.NET.7.255
[**]
-> MY.NET.8.255
[**]
-> MY.NET.8.0
[**]
-> MY.NET.9.0
(]
-> MY.NET.10.0
[**]
-> MY.NET.9.255
[**]

[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:
[Classification:

[Classification:

-> MY.NET.10.255

[**1]
-> MY.NET.11.0
[**]

[Classification:

[Classification:

-> MY.NET.11.255

[**]
-> MY.NET.12.0
[**]

[Classification:

[Classification:

-> MY.NET.12.255

[**]
-> MY.NET.13.0
[**]

[Classification:

[Classification:

-> MY.NET.13.255

Author retains full rights.
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01/17-18:45:48.273848 [**] [1:499:1] MISC Lar
Potentially Bad Traffic] [Priority: 2] {ICMP}
01/17-18:45:48.283066 [**] [1:499:1] MISC Lar
Potentially Bad Traffic] [Priority: 2] {ICMP}
01/17-18:45:48.287136 [**] [1:499:1] MISC Lar
Potentially Bad Traffic] [Priority: 2] {ICMP}
01/17-18:45:48.291752 [**] [1:499:1] MISC Lar
Potentially Bad Traffic] [Priority: 2] {ICMP}

[**]

MISC Large ICMP Packet

[**]

01/17-18:45:48.155561 62.211.151.242 -> MY.NET.
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seqg:0 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08
0x0010: 00 1C 00 00 40 00 2A 01 E7 98 3E D3 97
0x0020: 00 00 08 00 E7 59 10 A6 00 00 00 00 0O
0x0030: 00 00 00 00 00 00 OO 00 00 00 00 00
=t=t=t=t=t=t=t=t=t=t=F=t=F=t=F=t=F=F=F=+=+=+=+

[**]

MISC Large ICMP Packet

[**]

01/17-18:45:48.159659 62.211.151.242 -> MY.NET.
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seqg:5 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08
0x0010: 00 1C 00 00 40 00 2A 01 E6 99 3E D3 97
0x0020: 00 FF 08 00 E2 59 10 A6 05 00 00 00 00
0x0030: 00 00 00 OO0 00 00 00 00 0O 00 00 0O
=t=t=t=t=f=t=t=t=t=t=F=t=F=t=t=t=+=+=+=+=+=+=+

[**]

MISC Large ICMP Packet

[**]

01/17-18:45:48.191030 62.211.151.242 -> MY.NET.
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seqg:45 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08
0x0010: 00 1C 00 00 40 00 2A 01 E2 99 3E D3 97
0x0020: 04 FF 08 00 BA 59 10 A6 2D 00 00 00 00
0x0030: 00 00 00 00 00 00O 00 00 OO 00 00 00

=t=t4=4=+=F=F=F=F=4=F=4=F=4=F=4=4=F=f=F=4=F=4=+4

[**]

MISC Large ICMP Packet

[**]

01/17-18:45:48.213078 62.211.151.242 -> MY.NET.

ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF

Type:8 Code:0 1ID:42512 Seqg:65 ECHO
0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08
0x0010: 00 1C 00 00 40 00 2A 01 EO 99 3E D3 97
0x0020: 06 FF 08 00 A6 59 10 A6 41 00 00 00 00
0x0030: 00 00 00 00 00 OO 00 00 00 00 0O 00

=t=t4=4=+=F=F=F=F=4=F=4=F=4=F=+4=4=+=f=F=4=F=4=+4

[**]

MISC Large ICMP Packet

[**]

01/17-18:45:48.217610 62.211.151.242 -> MY.NET.

ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF

Type:8 Code:0 1ID:42512 Seqg:70 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08
0x0010: 00 1C 00 00 40 00 2A 01 EO 98 3E D3 97
0x0020: 07 00 08 00 Al 59 10 A6 46 00 00 00 00

17

ge ICMP Packet [**] [Classification:
62.211.151.242 -> MY.NET.14.0

ge ICMP Packet [**] [Classification:
62.211.151.242 -> MY.NET.14.255

ge ICMP Packet [**] [Classification:
62.211.151.242 -> MY.NET.15.0

ge ICMP Packet [**] [Classification:
62.211.151.242 -> MY.NET.15.255

0.0

00 45 00 ....... G@. E

F2 XX XX QL DN

00 00 00 ..... D
=t=t=t=t=t=4=f=F=f=F=f=F=+4=4

=t =F=F=F=F=4=F=4=4=4=4=+4=+4=4

4.255

00 45
F2 XX
00 00

=t =F=F=F=F=4=F=4=F=4=4=H4=+4=4

6.255

00 45
F2 XX
00 00

=t =F=F=F=F=4=F=4=F=4=4=H4=+4=4

7.0

00 45
F2 XX
00 00

As part of GIAC practical repository.
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0x0030: 00 00 00 00 00 0O OO 00O OO OO OO QO ...

=t=t=4=+=F=F=4=F=4=F=4=F=4=F=+4=4=+=t=F=+=F=F=F=f=F=F=F=F=4=F=4=F=f=4 ===+

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.217882 62.211.151.242 -> MY.NET.7.255
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seqg:75 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA ES 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DF 99 3E D3 97 F2 XX XX ....Q@.*...>.....
0x0020: 07 FF 08 00 9C 59 10 A6 4B 00 00 00 00 0O 00 00 ..... Y. . K.o..o.o...

0x0030: 00 00 00 00 00 0O OO 00O OO 0O OO QO i

=t=t4=4=+=F=F=4=F=4=F=4=F=4=F=+4=4=+=t=F=t=F=F=F=f=F=F=F=F=4=F=4=F=f=4=4=4=4

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.225653 62.211.151.242 -> MY.NET.8.255
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seqg:85 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA ES 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DE 99 3E D3 97 F2 XX XX ....@.*...>.....
0x0020: 08 FF 08 00 92 59 10 A6 55 00 00 00 00 00 0O OO0 ..... Y..U.......

0x0030: 00 00 00 00 00 0O OO 00O OO OO OO QO ...

=t=t=4=+=F=F=4=F=4=F=4=F=4=F=+4=4=+=t=F=+=F=F=F=Ff=F=F=F=F=4=F=4=F=f=4 ===+

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.226996 62.211.151.242 -> MY.NET.8.0
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seq:80 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA ES 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DF 98 3E D3 97 F2 XX XX ....Q@.*...>.....
0x0020: 08 00 08 00 97 59 10 A6 50 00 00 00 00 OO 00 OO0 ..... Y..P.......

0x0030: 00 00 00 00 00 0O OO 00O OO 0O OO QO e,

=t=t=4=+=F=F=F=F=4=F=4=F=4=F=+4=4=+=t=F=t=F=F=F=f=F=Ff=F=F=4=F=4=F=f=4 ===+

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.230723 62.211.151.242 -> MY.NET.9.0
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seqg:90 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA ES 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DE 98 3E D3 97 F2 XX XX ....@.*...>.....
0x0020: 09 00 08 00 8D 59 10 A6 5A 00 00 00 00 OO 00 OO0 ..... Y. . Zoounono..

0x0030: 00 00 00 00 00 0O OO 00O OO OO OO QO ...

=t=t=t=t=t=t=t=t=t+=t=t=t=t=t=t=t=t=t=t=t=t=t=t+=t=t=t=t=t=t=t=t=t=t=t=t=+=+

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.239002 62.211.151.242 -> MY.NET.10.0
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seq:100 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DD 98 3E D3 97 F2 XX XX ....@.*...>.....
0x0020: OA 00 08 00 83 59 10 A6 64 00 00 00 00 OO 00 OO0 ..... Y..d.o......

0x0030: 00 00 00 00 00 0O OO 00O OO 0O OO QO el

=t=t4=F=t=F=F=F=F=4=F=F=F=4=4=+4=t=+=+4=F=F=F=Ff=F=F=F=F=4=F=f=4=F=f == =F=+=4

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.240069 62.211.151.242 -> MY.NET.9.255
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 1ID:42512 Seqg:95 ECHO

18
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0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DD 99 3E D3 97 F2 XX XX ....@.*...>.....
0x0020: 09 FF 08 00 88 59 10 A6 5F 00 00 00 00 0O 00 OO0 ..... Yoo oo,
0x0030: 00 00 00 00 00 0O 0O 0O OO 00 OO OGO oo,

=t=t=4=+=F=F=4=F=4=F=4=F=4=F=+t=4=+=t=F=t=F=F=F=Ff=F=F=F=F=4=F=4=F=f=4 ===+

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.243149 62.211.151.242 -> MY.NET.10.255
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF

Type:8 Code:0 1ID:42512 Seq:105 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA E9 08 00 45 00 ....... ‘Ge....E.
0x0010: 00 1C 00 00 40 00 2A 01 DC 99 3E D3 97 F2 XX XX ....@.*...>.....
0x0020: OA FF 08 00 7E 59 10 A6 69 00 00 00 00 00 00 00 ....~Y..i.......

0x0030: 00 00 00 00 00 0O OO0 0O OO OO 0O OO L.,

=t=t=4=+=F=F=4=F=4=F=4=F=4=F=+4=4=+=t=F=t=F=F=F=f=F=F=F=F=4=F=4=F=f=4 ===+

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.248661 62.211.151.242 -> MY.NET.11.0
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF
Type:8 Code:0 ID:42512 Seqg:110 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA ES 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DC 98 3E D3 97 F2 XX XX ....@.*...>.....
0x0020: 0B 00 08 00 79 59 10 A6 6E 00 00 00 00 00 00 OO0 ....yY..n.......

0x0030: 00 00 00 00 00 OO 00 00 0O OO OO 0O oo,

=t=t4=4=+=F=F=4=F=4=F=4=F=4=F=+4=4=+=t=F=t=F=F=F=f=F=F=F=F=4=F=4=F=f=4 ===+

[**] MISC Large ICMP Packet [**]
01/17-18:45:48.253135 62.211.151.242 -> MY.NET.11.255
ICMP TTL:42 TOS:0x0 ID:0 IpLen:20 DgmLen:28 DF

Type:8 Code:0 1ID:42512 Seqg:115 ECHO

0x0000: 08 00 02 06 FO AD 00 60 47 40 FA ES 08 00 45 00 ....... ‘G@....E.
0x0010: 00 1C 00 00 40 00 2A 01 DB 99 3E D3 97 F2 XX XX ....@.*...>.....
0x0020: OB FF 08 00 74 59 10 A6 73 00 00 00 00 00 00 00 ....t¥..s.......

0x0030: 00 00 00 00 00 0O OO 00O OO OO OO QO i,

=t=t4=4=+4=F=F=4=F=4=F=4=F=4=F=+4=4=+=t=F=+=F=F=F=f=F=F=F=F=4=F=4=F=f=4=4=+4=4

[**]