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Abstract
There are many ways to embed data into unused fields of some network protocols
like IP, TCP, etc in order to send and receive data in a hidden way. Nowadays,
malware coders are hiding their communications using https, but techniques such
as DNS sinkhole can help network administrators to stop some of them. The
following step in Covert Channels is to embed data into known applications such as,
for instance, social networks. Since it uses known domain names, it is difficult to
detect the difference between real communications and evil ones. In this paper, we
review some ways to embed data into these social networks, and how this can affect
to corporate and personal security. As a proof of concept, we have released a tool
called "facecat" (FaceBook Cat). With this tool we can relay ports using a FaceBook
Wall as a Pipe, so it can be used through proxies and other network protections.
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Introduction

Today we live in a malware age, with the malware industry growing
exponentially (AV-Test, 2012). Anti-malware software companies are working hard in
order to stop this growing trend, but malware detection is a really complex problem, since

it can be a very high number of different codes that result in the same evil actions.

While anti-malware software companies often concentrate on host based
detection, network administrators work trying to detect and block unwanted or suspicious
network communications. These network communications are needed by many malware
applications in order to communicate with a coder or botmaster, since most of the
malware needs to connect to a command and control console to report back stolen
information. There are only a few known fully independent malwares, for instance
Stuxnet (Falliere, O'Murchu & Chien, 2011), which is designed to work without Internet
connection and without human control. However, this is not a common architecture in the

malware industry today.

One of the most extreme countermeasures against malware is blocking outgoing
traffic. However, since computers need to share information and communicate between

each other, most of the time it is not possible to block all outgoing traffic.

When any connection is allowed, attackers and malware can take advantage of it
to hide an evil communication inside a permitted one. This is the root idea of Covert

Channels (Lampson, 1973).

Covert Channels Techniques have been evolving from the 1970’s until today
(Thyer, 2008), trying to avoid protections used by network administrators. As happens in

most security fields, the battle between attackers and security engineers is on.
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The Covert Channels’ Past

Steganography & Covert Channels
Steganography is the art of hiding information inside any kind of message, so

Covert Channels can be thought of as Network Steganography.

Steganography uses unused or less significant fields in file formats, network
header or any other field in order to store a hidden message, with the main goal of having

the same appearance as with no hidden message.

Once information has been hidden, it can be difficult to detect, since sometimes it
is impossible to set a baseline of allowed values for a field, and a deep knowledge of each
protocol and some highly complex statistical techniques are needed (Geetha, Sivatha,
Siva & Kamaraj, 2009) (Geetha, Ishwarya & Kamaraj, 2010) in order to detect an
abnormal field use. This field of study isb called steganalysis, and it applies to file

formats, and also to network connections.

TCP/IP Covert Channels
Almost all modern networks are TCP/IP-based. As we know, TCP/IP model is a
suite of protocols, specified by RFCs (Request For Comments).

RFCs specifies headers, fields, type of data, sizes and much more, but it is easy to

find reserved or unused fields, or any other way of hiding data.

7
6
5 Session
4 Transport Transport
3 Network Internet
2 Data Link
1 [ Physical |
OSI Reference Model TCP/IP

Each TCP/IP Layer, and each protocol field, can be potentially exploited in order
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to establish a Covert Channel. Some used fields are (Thyer, 2008):

- Network Layer: Not commonly used, since LAN access to the target is

needed.

- Internet Layer: IP and ICMP Header fields like “IP Identification Field”
(IPID) in non-fragmented datagrams, “IP Source Address”, “ICMP
Identification Number” (ICMP ID) and different ICMP Control Messages.

- Transport Layer: TCP and UDP Header fields like “TCP Initial Sequence
Number” (ISN), “TCP Acknowledge Number” (ACK), “TCP Options”, etc.

- Application Layer: DNS, HTTP, etc, like “DNS Identification Number” (DNS
ID).

In addition to exploiting specific fields, relationship between layers in the TCP/IP
stack can also be abused. For instance, specially crafted packets can be utilized to create
gaps between IP and TCP headers which can be leveraged as a Covert Channel (Caudle,
2007).

Some of these techniques can be used in almost all kinds of environment and
some of them only in specific ones, since environments can be very different from each

other.

Traditional Network Protections
Covert Channels are not a new threat. Network Administrators have been aware
of Covert Channels for near 40 years (Lampson, 1972) and they have been working hard

with the purpose of detecting, stopping, or at least mitigating their impact.
“Traditional” protections include:

- Block connections: Any kind of communication can be used to hide

information as a Covert Channel. The best security protection against Covert
Channels is just not to allow a connection. Of course, this is not feasible
because computers need to communicate with each other, but blocking
unneeded traffic can help to avoid some risks. Currently, common protections

are to block all incoming connections except the only ones really needed, and
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block all outgoing connections except established ones.

- Proxies: Normal or Reverse Proxies are used as a second layer of protection.
Since incoming and outgoing connections finish at the proxy, all the hidden
information stored in the lower layers is going to be lost. Most of them also
work in application layer (mostly HTTP), and check for an abnormal use of

the protocol.

These kinds of protection are widely known and implemented in almost any big

company, but as always happen, it’s not a silver bullet.

Author Name, email@address

© 2012 The SANS Institute Author retains full rights.



Covert Channels over Social Networks | 6

New trends in Covert Channels

Protocol Encapsulation
As we have just seen, common network protections limit the possibility of hiding

data in all TCP/IP stack layers.

If we focus on the most common application protocol (HTTP), while a proxy can
block abnormal uses, it is completely unable to handle the protocol content on account

that it can be very different from one website to any other.

Because of this, it is perfectly possible to hide information as an HTML body, or
any other application content. The Hackers Choice (THC) published a tool called
RWWWShell (Hauser, 1998), as a proof of concept of a reverse HTTPS shell written in
Perl, hiding all the shell traffic as HTTP Requests and Responses.

Some years later, Sensepost researchers published Setiri (SensePost, 2002), as a

proof of concept of a Trojan developed using HTTPS Covert Channels.

At the moment, most trojans and botnets use HTTP Covert Channel
communications. One of the most notorious ones is Zeus (Falliere & Chien, 2009) which

uses HTTP Connections in order to communicate with its command and control.

Encrypted Protocols
Other widely used countermeasures against Covert Channel communications are
network intrusion detection systems (NIDS) or content filtering proxies. These work by
looking for known patterns inside communication content, like a CMD banner, a

/etc/passwd line, or other keywords.

The atackers response to this countermeasure is encryption. Content information
can be encoded and encrypted in such a way that only the attacker can decode the
information. However, despite content encoding and encryption, it is possible for
intrusion detection systems to look for non-content patterns, for example the URI of a

known Trojan (like Zeus), tag where encoded content is, or any other means.

The common way to encrypt full HTTP communications is just to use HTTPS. As

we know, SSL communications are a big problem for proxies and intrusion detection
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systems, since it’s not possible for them to check the communication content. When we
want to protect our own SSL services, it is possible to configure an external SSL-
Decrypter Appliance (as SSL Accelerators do) since we know both public and private
encryption keys, but when checking outgoing communications it becomes difficult,
because of course we don’t know every site's private keys. Some companies set an
internal CA and configure their proxies as an SSL-MitM to be able to decrypt SSL
communications. This countermeasure can really help in Covert Channel detection, but

user’s privacy is totally exposed.

Application Encapsulation
The next step in HTTP Covert Channels is Application Encapsulation. Since it
uses a known application in order to hide data, it can be difficult to split from real

communications.

Some Trojans are using this new scenario, like “Naz” (Kartaltepe, Morales, Xu &
Sandhu, 2010), which used a Twitter account (@upd4t3) as a command channel. The

tweets were base64 short-url encoded links, which pointed to payloads to execute.

This new trend in Covert Channels is not widely used, since nowadays protocol
encapsulation and encryption are more than enough most of the time, but it has some

advantages because of using known applications as a communication channel.

One of these advantages is that, when encryption is used, the only researchable
data is domain name, since it has to be known by proxies or hosts in order to connect, and
domain name using known applications encapsulation can be as usual as Twitter.com,

FaceBook.Com, Google.Com or any other similar.

New Countermeasures
We have just seen that DNS name is the only information we can get when an evil
application uses encapsulation and encryption. In order to limit this issue security

analysts are working on different kinds of DNS-blacklist.

Some of them work at browser level, like the “Google SafeBrowsing API”

(http://code.google.com/apis/safebrowsing/), used by Firefox while many others work at

network level, like NIDS reputation lists or other similar techniques. Security in the
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browser can be less effective than security in the network, since malware can use direct
HTTPS connections. Security in the browser’s main goal is to prevent user infection

through browsers vulnerabilities, and not to block users which are already infected.

DNS Sinkhole techniques (Bruneau, 2010) are used in corporate environments as
a way to block connections to well known names used by botnets. These techniques work
by hijacking DNS Queries to hostnames or domains presented in the blacklist, and then
making a fake response to a non existing or local IP address. The advantage of this
technique is that it prevents any kind of connection to domain names used by malware
and botnets, but is not effective when common domain names are used, for instance if

malware is hosted on Google.com.
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Known Applications Protections

PasteBin

PasteBin (http://pastebin.com) is a website that allows users to upload any kind of
simple text. It can be used within a user account, or in a public way. As a consecuence,

it's often used by hackers to publish information leakages.

Despite its anonymity, PasteBin has a Captcha protection in order to avoid
automatic publications, so it would be difficult to use it as a pipe for hidden

communications.

DropBox

DropBox (http://www.dropbox.com) is a website that allows users to upload files

and share them in an easy way. Hiding a TCP communication inside files could be

possible, but a user account is needed in order to upload information.

Regarding a few tests we did, DropBox is not blocking massive file uploads. As a
consecuence, it would be easy to hide a TCP communication over file uploads, using

each file as a container for packet payloads.

Google Sites
One of the Google Services is Google Sites (http://sites.google.com). This web

application provides users with the capability of creating new websites with some
standard functions like texts, images, attachments or comments. Google Sites is very

useful in order to create a new and simple website in just a couple of clicks.

In the same way, it can also be used in order to hide communications within its
content (comment, boddy, etc). Only authorized users can add information to a site but,
as almost everyone has a Google account, it would be easy to find a Google cookie in
almost any computer. Since a session variable is usually stored in a cookie, It can be used
to access into a user’s session, without any knowledge of his login credentials. We can

consider a cookie as a container for a temporal password (session variable).

Regarding a few tests we did, Google is not blocking massive comment postings

when a user is authenticated, so it would be easy to hide a TCP communication within
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Google Sites comments, using them as containter for packet payloads.

Twitter

Twitter (http://twitter.com) has already been used by “Naz” backdoor in order to

hide its commands, so it is obvious that TCP communications can be hidden within

Twitter tweets.

With Twitter, you can’t use a user account to post evil tweets, since every tweet is
automatically seen by all the user followers, so it would be too noisy. This is the reason

why “Naz” uses its own and independent Twitter account.

FaceBook

FaceBook (http://www.facebook.com) is probably the best known social network.
Almost everyone has a FaceBook account and many seldom logout since they’re using it
constantly. This is a great advantage for hiding communications, because we can use a
different FaceBook account for each communication, and it would be more difficult for

FaceBook to detect.

FaceBook has some protections against massive posting, but it is a big and

complex application with lots of features, so it is possible to find the non-protected ones.

Summary
After reviewing some well-known web applications, we can make a summary in

order to choose one of them for a proof of concept:

Non-Auth Captcha Widely-Used | Covert Ranking
PasteBin Yes Yes No Low
DropBox No No No Medium
Google Sites No Sometimes Yes (Google) High
Twitter No No Sometimes Medium
FaceBook No Sometimes Yes High
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Regarding all the analysis, we chose FaceBook because it is probably the most
widely-used in user environments and its massive posting protections can be easily
bypassed. FaceBook is also a threat in corporate environments, since lot of people use it

at work.
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Proof of Concept: FaceCat

Introduction
FaceBook is one of the most widely used social networks. Almost everybody has
a FaceBook profile used daily in order to communicate and to share information with
friends and acquaintances. This is why FaceBook becomes a perfect sample of widely
used social networks where we can hide communication channels. FaceBook offers some
communication channels: private messages, profile information, the wall, pictures,
comments or just chat. Security countermeasures are used in some of these channels in

order to stop automatic access like crawling for profile information or some other threats.

Despite the efford of FaceBook’s Security Team, there are still some ways to
create Covert Channels through the FaceBook walls and maybe some other alternative

ways.

The following is an example of Covert Channles within FaceBook, called

FaceCat.

Stealing user cookies
A browser can handle cookies in two different ways. A cookie that is used for a
long duration is stored on disk, and a cookie that is valid only for a short period of time
(for instance, a session) is stored in the memory, and it is removed later when the browser

closes.

Authentication cookies are an example of short time storage, but social network
users prefer not to login every time they want to use FaceBook. For this reason, an option
“Keep me logged in” exists on the FaceBook login page. When a user checks this
checkbox prior to login, the browser stores the authentication cookie on disk, so every

time the user goes onto FaceBook, they are already authenticated.

With regard to this fact, most of the time we can find a FaceBook cookie stored
on disk that we can use in order to authenticate its account. Then we can access it as
different and real user accounts, not only with accounts specificly created for the purpose,

such as Naz does.
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As a first action, FaceCat fingerprints the host operating system, and looks for
FaceBook cookies in the most frequently used browsers like Internet Explorer, Mozilla
Firefox, Google Chrome or Apple Safari. If found, FaceCat steals this cookie and starts

working as the last user logged in FaceBook.

A FaceBook Wall as a Pipe
The Wall is a FaceBook object where users publish whatever they want mainly
their thoughts. One of the communication advantages of the Wall is that people can write

on a friend’s wall or comment on any wall’s publication, if privacy settings allow it.

As aresult of this capability of receiving information from different users, it can
be a perfect Covert Channel. Both sides of FaceCat binaries can read from and write
messages to the wall, in order to establish a TCP connection through a FaceBook Wall,
just as NetCat does with sockets. This is the main idea behind FaceCat, using a FaceBook

Wall as a Pipe.

FaceBook HTML content can be very difficult to parse so we use the mobile

version (http://m.facebook.com) since it has a simpler code, simpler interfaces and fewer

changes than the main site.

On a FaceBook’s earlier version, a user could allow anyone to write on his wall,
despite not being friends with him. On a recent FaceBook update, the wall’s privacy
options have been updated in such a way that you can’t allow everyone to write on your
wall, only your friends. This forced a change in FaceCat design, since the stolen cookie

can’t be used for writing on walls anymore.

Pass-the-Cookie
One of the possible solutions for the last FaceBook updates would be to force the
hijacked user to be a “pipe’s friend”, but that would be easy to detect by users or their
other friends, since they would have a new unusual friend, without any other friends,

photos, etc.
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In the end, the chosen option was to do a “Pass-the-Cookie”. We call it “Pass-

the-Cookie” because of its similarities with “Pass-the-Hash” technique (Ewaida, 2010),

since both use a “second step” authentication object (hash or cookie) instead of “first

step” one (user and password).

Pass-the-Hash

PASSWORD »| HASH
PASSWORD —7/ /
COOKIE £__7/ WEBAPP/

Pass-the-Cookie

In FaceCat’s architecture, we have two different roles. On the one hand, we have

The Master (M), who is the wall’s owner or a friend capable of writing on it (the

attacker). On the other hand we have The Slave (S), who is a non-related FaceBook user

(the victim).

MASTER FACEBOOK
GetlLocalCookie
CheckFaceBook
Master? \")
YES
CreatePipe
Pipe
SendCookie =
Cookie

<«
<

<

—

SLAVE
GetlLocalCookie

| CheckFaceBook
Master?

e NO

————"———__-

——"‘""—____-

[~——————Jp UseRemoteCookie

 GetRemoteCookie

Wait

. GetRemoteCookie

DONE!
START! (

) DONE!
START!

In the first step of FaceCat’s operation, Slave FaceCat looks at the wall, waiting

for a cookie. When Master FaceCat starts running, it writes its own cookie on the wall,
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between brackets and base64 encoded. Then Slave FaceCat reads it and uses this cookie
as an authentication factor in the following steps, so from this point it has the ability of

writing on the wall.

eno Comments o
(]2 () (K nttp://m.facebook.com/story.php?story_foid= &i v v ) (*F:( Google Q)
| f) Comments + -
facebook
Daniel Muro - WITH GREAT POWER, COMES GREAT RESPONSABILITY - [ZGEQ¢i{ye 00 v v ‘
— = - e A - P B
- e e Y WL S - - - - e .
- MTA7IA==

Just now - Like - Remove

Daniel Muro [S][0]JROVUIC8gSFRUUCB8XLJENCkhvc3Q6IDE3Mi4xNi4xNDYuMTMxOjQOODANCIVzZXItQWdIb
nQ6IE1vemIsbGEVNS4wIChNYWNpbnRvc2g7IFU7IEIudGVsIE1hYyBPUyBYIDEWL]Y7IGVzLUVTOyBydjoxLjkuMi4
yMykgR2Vja28vMjAXMTAS5MjAgRmlyZWZve C8zLj YuMjMNCkFjY2VwdDogdGV4dC90dG1sLGFwcGxpY2F0aW9uL3hod
G1sK3htbCxhcHBsaWNhdGivbig4bWw7cTOwL jksKiBgO3ESMC44DQpBY2NIcHQt TGFuZ3VhZ2U6IGVzLWVzLGVzO3E
9MC44LGVuULXVzO3EIMC41LGVUO3EIMC4zDQpBY2NIcHQtRWS5jb2Rpbmc6IGd6aXAsZGVmbGF0ZQ
OKQWN;jZXBOLUNoYXJzZXQ6IEITTy040ODUSLTEsdXRmLTg7cTOWLjcsKjtxPTAUNWOKS2VIcC1BbGI2ZTogMTE1DQpD
b25uZWN0aW9uOiBrZWVwLWFsaXZIDQoNCg==

Just now - Like - Remove

Daniel Muro [M][0]SFRUUCB8xLJEgMjAwWIESLDQpE YXRIOiBUdWUsIDI3IFNIcCAyMDEXIDIxOjQ10jI0IEdNV
AOKRXhwaXJlczogLTENCkNhY2hILUNvbnRyb2w6IHByaXZhdGUsIG1heC1hZ2USMAOKQ29udGVudC1UeXBIOiBOZXh
0L2h0bWw7IGNoYXJzZXQIVVRGLTgNCkNvbnRIbnQtRW5jb2Rpbmc61Gd6aXANCINIcnZIcjogZ3dzDQpDb250ZW50L
Uxlbmd0aDogMTQ5NDKNCIgtWFNTLVByb3RIY3Rpb246IDE7IG 1vZGUIYmxvY2sNCgOKH4sIAAAAAAAC/819SXPbSLP
g3b8ChrslsgVSABctpCGNLK/d3tp2uxdZT1FYCQkgIADURVPHIMcS5VMPE3NSIIgh/2GTWAhRAULL6c8S8VpsoF Grly
szKzMoqJB4/dGI7v05cZZJH4d5)/usSZ+9x50Y EsvOk457PggtTteNp7k7zDpZXFX5nqrl7IW9ixbFiTOiaubn526f
nnR1173Ee5KG79yKO/dBOVMnuHmMd2GiT53mUwdeL Lrk8fmvOzZ69G6ubzd4efzt+/fB2TZ51LkI4MX6ZPfVXz3Rwee
70pnQfxtEXa8wuSKtb4chKEbousrT1skS4UOsjzNLBmubu21rLMalZLdQNHbcN/BJ4kJAXg38aO007dfJZOFevrVwZ
LFOBZaGfP/ngPEPV2dvtbWING/g7HBha39jR+1q/p/cH9HCcXfof9HfidGfToLOOPY/B3a1vr/WtAf3dUbWzw4-+vR
nP3u7frBiuRt9DILJ/MMijcd6VoUllhszxdaQnz3Y05ygOgRQPfy9Uh1M1XLg8iVCzIUtabupflUCrcRsZ+gTKuSOML
YlyijWZgtuYw-+jokVXkXQh+aZDLnaxPS60a35e AmOwF TVsdONp26axqnZwmQY E4eliBWnuSnB4bihmwOvHvnHi3Z7j
FfTGQde66G9tmZ1M5ek9qSIrrnQbts000YbEVRugSOWCcILLbY8BRWFPT/vpV3fTd6UIPH+wTYGwzWLOBpzflhrpmAxz
ghrURQPrmgmwjpyMHsLPUNk/HOBDT3zAAFfbo6FgLAODOKVB50jKOCr55{S80H+TpzF10bvNTStAahbFN8GF3QrLJ2
Irl9qGJFLMuRj1Ds72RqmpJNFITulQIRGQDEBN8dIfabKTau/ausePpwA2f4ji03DAfAfmvBeeqQr4Cjusj0g2cY/M
IMo/FJPFImLmLxfhBSwlcUUk4fbunYz6x42kSJxnylkxBmHmZbRqLsRenLTqJTV2zx7Z5pBJH1VTLhp9gmgR4AU7EE
akJgR+CTxL6Qyb4iz8ZPskCDOtIIf1 NPPo7hd+rK/i5wSo3N+rxkbWxcTxul5ADm5Ij97gGXthNZtmkdeRqDOjqzy!

QESIxe7Fot+w2/LQpu/Ex2pM0jtx25c6cL8aVjG52YRpdXR8/qli8bjY 11 UvXmiQqZcbArD5GLkszqTVRLScpTD77z s
KySLTgix+YcyEoLjJong+Wlo4ethxaMZ1zvrtaiZkObMFRst13vG0TwGB908yPrGGdRY3fjpWoqTm6QLBDg7XGeXs+ v
Terminado ® Tor 2

Message Encoding
Not each hexadecimal number has a printable ASCII equivalent, so some kind of
encoding is needed in order to be able to write it in a channel thought for human

language.

Base64 was designed to represent binary data as an ASCII string, so it fits
perfectly in this situation. Base64 is used in FaceCat’s encoding schema, but some other

encoding or cryptography could also be used.

Certainly, a very long base64 string doesn’t look like human language so it could
be detected as a binary channel through a wall. However, it could be split into
randomized sized words (2 to 7 characters, for instance) and used “;”, “,” and “.” instead
of “/, “+” and “=". Since FaceBook supports lots of languages, it should be more

difficult to detect that this message isn’t a human language.

In practice, FaceBook doesn’t check the comments content, so it’s not necessary
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to use a more complex technique than the base64 encoding.

Sequence numbers and acknowledgment
When requesting a comments page, we have no simple way of detecting what
comments have already been read or not. This is the reason why we need some kind of

labeling in order to detect which comment was read last.

The simplest way we found was to use a sequence number for comments, in the
same way that TCP sequence numbers work. FaceCat stores a sequence number for
writing, and an acknowledge number for reading, so at any time it knows which sequence
number it has to use and which new comments there are. This sequence number is written

into brackets, at the comment’s beginning, after the master-slave tag.

800 Comments o
v @ [E3 [ hutp://m.facebook.com/story.php?story_fbid= &i Ty v) ('.'" Google Q)
lE Comments

Just now - Like - Remove

Daniel Muro [M][0]SFRUUC8xLjEgMjAwIESLDQpEYXRIOiBUdWUsIDI3IFNIcCAyMDEXIDIxOjQ10jI0IEdNV
AOKRXhwaXJlczogLTENCkNhY2hILUNvbnRyb2w6IHByaXZhdGUsIG1heC1hZ2USMAOKQ29udGVudC1UeXBIOIBOZXh
0L2hObWw7IGNoYXJzZXQ3VVRGLTgNCkNvbnRIbnQtRW5jb2Rpbmc6IGd6aXANCINIcnZlcjogZ3dzDQpDb250ZW50L
Uxlbmd0aDogMTQ5NDKNCIgtWFNTLVByb3RIY3Rpb246IDE7IG1vZGUIYmxvY2sNCgOKH4sIAAAAAAAC/819SXPbSLP
g3b8ChrslsgVSABctpCGNLK/d3tp2uxdZT1FYCQkglADURvVPHfMc5vMPE3NSIIgb/2GTWAhRAULLEc8S8VpsoF Grly
szKzMoqJB4/dGI7v05cZZJH4d5)/usSZ+9x50YEsvOk457PggtTteNp7k7zDpZXFX5nqrl7IW9ixbFiTOiaubn526f
nnR1173Ee5KG79yKO/dBOVMnuHmMd2GiT53mUwdeL Lrk8fmvOzZ69G6ubzd4efzt+/fB2TZ51Lkl4MX6ZPfVXz3Rwee
70pnQfxtEXa8wuSKtb4chKEbousrT1skS4UOsjzNLBmubu21rLMalZLdQNHbcN/BJ4kJAXg38a0007dfJZOFevrvwZ
LFOBZaGfP/ngPEPV2dvtbWING/g7HBha39jR+1q/p/cHIHcXfof9HfidGf ToLOOPY/B3a1vra/WtAf3dUbWzw4+vR
nP3u7frBiuRtaDILJ/MMijcd6VoUllhszxdaQnz3Y05ygOgRQPfy9Uh1M1XLg8iVCzIUtabupflUCrcRsZ+gTKuSOML
YlyijWZgtuYw-+jokVXkXQh+aZDLnaxPS60a35eAmOwF TVsdONp26axqnZwmQYE4eliBWnuSnB4bihmwOvHvnHi3Z7j
FfTGQde66G9tmZ1M5ek9qSIrrnQbts000YbEVRugSOWCILLbYBRWFPT/vpV3fTd6UIPH+wTYGwzWLOBpzflhrpmAxz
ghrURQPrmgmwjpyMHsLPUNk/HOBDT3zAAFfbo6FgLAODOKVB50jK0Cr55fS80H+TpzF10bvNTStAahbFN8GF3QrLJ2
Irl9qGJFLMuRj1Ds72RqmpJNFITulQIRGQDEBn8dIfabKTau/ausePpwA2f4ji03DAfAfmv8eeqQr4Cjusjog2cY/M
IMo/FJPFImLmLxfhBSwlcUUk4fbunYz6x42kSJxnylkxBmHmZbRqLsRenLTqJTV2zx7Z5pBJH1VTLhp9gmgR4AU7EE
akJgR+CTxL6Qyb4iz8ZPskCDOtIIf1NPPo7hd+rK/i5wSo3N+rxkbWxcTxul5ADm51j97gGXthNZtmkdeRqDOjqzy!
QESIxe7Fot+w2/LQpu/Ex2pMO0jtx25c6cLB8aViG52Y Rpd XR8/qliBbjY 11 UvXmiQqZcbArD5GLkszqTVRLScpTD77z
KySLTgix+YcyEoLjJonq+WIlo4ethxaMZ1zvrtaiZkObMFRst13vGOTwGBS08yPrGGdRY3fipWoqTm6QL8Dg7XGeXs+
rQCR5gY TcenaVu+mUhGtry3ldFFyfgBgPFjAnYM5fgDR78HiT65bHWX4dukrgmD5N7Vmxcz2PgJ7BdKSP4ws39cL4s
nM9ggpxGC4e+bE/T4jjBFN/1E+ulB34py+6PrFPIiV35mEwdTsTN/An+cjY Tq4W2KKWOxrREqO7mXugDTseiYLwekT
SglRaRqZZB6Ru4C3guR2HcTp6ZPTsMS2aBTfugKdDQ9128VDX7UU3z7A7AYqOGXMQg46bdgBYSJ
LMHYnEwo1Yx5cMMCsOHd48jno0jdOlhltumOU=

Just now - Like - Remove

Daniel Muro [M][1]cw47dgmUd/LJaL.C7hd072dwJsiQk16NOFNS0gikdqxVfjUW+yAIBdLbIEjLFShwoK87z0
BplcRg4igFYe+Ru49+YP09pt8uPOTEQ170yAKBY RidOvXwOQMDsPOOkBAEUOGLXOIISDPodSoXu6 SRRQFzM8iO0Skw
1m1IRkKvHc4vYZ34az6Z0h6PXG+LfWHoQoGoa4dhl2vFT4gQw2Vi5nGi8MFwWN/Gsv1+rEnW-+rSNEwwqEzJDxybPxbf
pD6FmMnpmsL/7xaVO9jBLBv1AEt8LFtbW2N7ImaQTulADLFUYisD2hwv8YVggF14KHNzb7tAPq2pbOF9gech0qZgR5w
XYzT40iQM/OnldrHvi WQYTXCuNRFjB/++Ri08D8hRr3iEjHsLfyDB1edbEJAysAY8TH+4wShfOgNDnq/379IwF5sz
8TkkDsaOLu6547jWY6QwtScugvaQEVOBNMJSIx8AaarZWj4260/ffo7KMSIYSsPgygB84hMc5BeFm11ZMB02kSCKgc
1GSTI30eRA+VvNPgBkRdAnAQr8EbEATrCS0aTO3Q5MchuBvEXJMgZUgtCUGhIjIHDcq5Gh6zptbUBnrS4 YpZzFtBecmA
8qn7H7IHmMcSd4zyFCBmtvl4GTYEpLO7ixx8EWSBFYRBfj2aBI7]TguYdnd3QG5beazUGIceeZ6HPV71cfBXgwa27Dn

Terminado & 7or * /)
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FaceCat Algorithm Diagram

As a result, the FaceCat’s full algorithm is following:

START

!

GetlLocalCookie

NOy! ExiT
YES
CheckFaceBook WAIT
NO
NG GetRemoteCookie 0
YES YES
TAG=M TAG=S
CreateFBPipe
UploadCookie

Y
RELAY THREADS

i CTRL+C

EXIT

Read and Write Relays are following:
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READ
START

!

SetSocket
Ack= 0
ReadTag=!MyTag

!

ReadFBNext

!

Ack++ <

UnURLEncode
UnBaset4

!

WriteSocket

YES

READ
END

FaceCat Options

NO

WRITE
START

!

SetSocket
Seq=0
WriteTag=MyTag

!

ReadSocket |

BaseB4
URLEncode

v

WriteFBNext
Seq++

YES

WRITE
END

Covert Channels over Social Networks

NO

In a more practical view, let’s see FaceCat‘s command line options:
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$ /facecat.py

Usage: facecat.py [options]

Options:
-h, --help
-w WALL,
-c HOST,
-p PORT,

- v,

In a closer view of each option:

—-wall=WALL
--host=HOST
--port=PORT

--verbose

* Help: Just show the help

Covert Channels over Social Networks | 1

show this help message and exit
wall pipe account

connection host

listening or connection port

verbose output

*  Wall: Email of the master’s wall. It has to be previously configured in order to

allow writing on it.

* Host: FaceCat can work by listening or connecting, as NetCat does. If you chose a

host, connection mode is used. If not, listening mode is.

* Port: Port where FaceCat is listening for new connections, or port to connect to

(Host:Port connection).

* Verbose: Shows each step of the process. Useful for educational purposes.

FaceCat in Action

As a Proof of Concept, we used FaceCat in order to hide a known Backdoor

communication, for instance Poison Ivy (http://www.poisonivy-rat.com/).

Poison Ivy, as some other Remote Administration Tools (RAT), is a piece of

software that allows an operator to control a system as if he had physical access to it. This

kind of software is widely used in corporate environments, in order to give remote

technical support. It is also used as a backdoor, when the system is controlled in a hidden

way, without the knowledge of the user or administrator.
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In this Proof of Concept, we have chosen Poison Ivy as a RAT tool, but any other

Tool or Protocol could also be used. The next steps are followed:

1. Create a Poison Ivy server that will try to connect to 127.0.0.1 at port 3460.

We also start a Poison Ivy client listening at the same port

2. Create and configure a FaceBook account in order to write on its wall, for

instance walll @gmail.com.
3. Run Internet Explorer and login in our newly created account.

4. Run FaceCat in order to read walll @gmail.com’s wall and to relay to our

local poison ivy’s client:
facecat.py —v —-m walll @gmail.com —c 127.0.0.1 —p 3460
5. Copy (or infect) FaceCat and Poison Ivy’s server to the victim’s machine.

6. Run FaceCat in order to listen to port 3460 in the victim’s machine and to

relay to walll @gmail.com’s wall:
facecat.py —v —m walll @gmail.com —p 3460

7. Run Poison Ivy’s client in the victim’s machine.

@< = Fo
‘ PR

ATACKER', FACEBOOK VICTIM
(cs)— S

8. Use Poison Ivy normally, but through a FaceBook’s Covert Channel.
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sualizacion Maquina virtual Ventana
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Covert Channels Detection and Prevention

Network Layer Protections
In the corporate environment, we can take two different approaches: detection or

prevention, or perhaps both of them.

Covert Channel detection can be a very difficult task, since they are specifically
designed in order to avoid detection. Despite this, they can sometimes be detected using
an anomaly detection approach. If you have previously deployed some sensor and you
have made a baseline profile of your network communications, perhaps you could be able
to detect abnormal circumstances such as too much traffic in non-office time and other

similar situations.

Covert Channel prevention can be a bit more simple in some circumstances. You
can block outgoing connections to social networks if it is not needed, with techniques
such as DNS Sinkhole or just blocking by IP address. In a more sophisticated approach,
we could use our own captcha protection in our proxy in order to avoid massive

automatic connections to external web sites.

Application Layer Protections
Of course, the best approach is that all applications should have protections
against massive automatic messages. If social networks such as FaceBook or Twitter had
a captcha or similar protection like PasteBin does, it would be much harder to use them

as a Covert Channel.

The problem is that a captcha (or similar) protection makes users feel
uncomfortable with the application handling, since it becomes more difficult and slower.
It can make it really hard to be deployed in intensively used applications like Twitter or

Facebook.
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Conclusions
Protections against application layer Covert Channels are very difficult to design
and deploy, since it can be totally different from one application to another. The best

protection should always be deployed in each application, but it isn’t always possible.

In these circumstances, the least-privilege rule is a must. We can try to avoid
Covert Channels by blocking all unnecessary websites or, in a more complex approach,

deploying network protections against massive automatic connections.

In user environments, where all network protections are entirely within a home-
grade firewall router, we must focus on prevention, since usually all outgoing

connections are allowed.
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Appendix

FaceCat YouTube Demos
FaceCat TCP chat: http://www.youtube.com/watch?v=fZUuRK2R-k

FaceCat and Poison Ivy: http://www.youtube.com/watch?v=C_c8KNvVSVg

FaceCat SourceCode

Download from: http://tools.pentester.es/facecat/
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