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Abstract

The following paper will be presented to SANS Institute in order to get GCIH
(GIAC Certified Incident Handling) certification.

This paper will be focused in giving information and guidelines about the steps
taken in an incident handling conducted by me some months ago, in order to
share these experiences and procedures with other security professionals that
could be interested in reading about this topic.

The attack or series of attacks covered in this paper were real and occurred inside
a company with more than 10000 employees. May be the attack looks like
something easy, the exploits used and its consequences, but it is a complex topic
to try to fight malware code developed inside a company in order to get private
information (login, passwords, credentials, etc.), to use this information in
punishable facts.

This paper begins with a detailed examination about keyloggers and other similar
malware codes, later reviews a sample and very easy installation of a keylogger in
a remote host, the discovery and analysis of this keylogger and, of course, the six
steps of incident handling that were conducted to handle this fact in more than
2500 machines.

This paper consists of three main parts, which are subdivided in many others sub-
parts. These basic parts are:

The first section is the analysis and description of the attack committed,
including evidence of this discovery and a visionary point of view of the
attacker/developer of the exploit.

The second section explores the attack process, focusing in explaining in
detail how the exploit was used, its variations and some speculations about
the attacker’'s methods based in the network topology, operating systems, and
other parameters.

Finally, the last section shows the Incident Handling Process that was
conducted covering the phases of preparation, identification, containment,
eradication, recovery, and of course, lessons learned over the attack.

All the software that | used for the analysis of the systems affected is a free and
open source. In the paper that | will present below, | included enough information
sources where the reader can found a lot of information about the software and its
use doing malware analysis. The reader can download from Internet all the
software that | used, going to the official sites that | indicate.

© SANS Institute 2000 - 2005 Author retains full rights.
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Incident Handler Case File

1. Option Il. Incident Handler Case File

In many situations, a displeased employee ran some exploits and malware' code
against systems in the company where he worked in order to create chaos and
any kind of loss (not only economical), using, probably, social engineering and
may be any information and software found in Internet. A detailed example of a
similar situation was described by Heather Kratt in his paper “The Inside History: A
disgruntled employee gets his revenge?”.

The situation that | had to handle was not a disgruntled employee, but a group of
employees that developed some malware codes to get confidential information
about users in the company, to use it to commit frauds and a kind of swindle
causing a great economical loss to the company.

1.1. Part One. The Exploit/Attack
1.1.1. Synopsis of Case Facts

An important telecom company dedicated to the mobile industry, was suffering a
lot of complaints from some of his employers dedicated to its financial
department, about phone lines that were being activated for someone with the
user’s id and the password of other users, illegally. This history was increasing
and increasing due to the lack of logs that could have registered the source IP
from where these phone lines were activated.

To activate a new phone line now, it is used a system that we will call System_M
in the rest of this paper in order to protect the identity of the company. System_M
is a proprietary system developed by the same company that allows activating,
managing and inactivating phone lines that are assigned to cellular phones. The
users of this application who can activate new lines are the sellers, located
generally in the commercials shops of the company, commonly disposed in
shopping centers, exposition centers, etc.

Other group of users is the “Administrator Group” of System_M, that have the
possibility to activate, manage and eliminate lines, plus permissions to create,
manage and delete accounts used in this application, and in general,
management of all the features of the system.

The principal problem was that there had been appearing phone lines activated by
users that did not recognize this fact, and said they did not do these activations.
For this reason, the administrators supposed that probably the user’s id and the
password of some users had been used for other persons illegally.

! http://www.webopedia.com/TERM/M/malware.html
2 http://www.giac.org/practical/GCIH/Heather_Kratt GCIH.pdf
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With this supposition in mind, the administrators programmed the System_M to
force a change of the password for all the users each two days for the criticism of
the information, in order to minimize the stealing of the passwords of the affected
users.

However, the situation was continuing, and therefore also the usurpation of users
and passwords. 70% percent of these passwords usurpation were being located
in users from two or three specifics commercial shops around the country. For this
reason, the Financial Manager, two months later of the first illegal activation,
called the security department of the company in order to discover the group of
culprits of this unusual and fraudulent fact.

Before this fact, the company had never suffered a fraud using System_M.

1.1.2. Name of the exploit/attack

Some malware codes were used in order to get the users and the passwords of
the users of System_M. These codes were identified as keyloggers applications.
A keylogger, as it is defined in3, “is a type of surveillance software that has the
capability to record every keystroke you make to a log file”. Many of the
keyloggers that exist are recognized by antivirus and antitrojans applications,
however the last updates of these applications did not recognize the keyloggers
found in the systems.

The names of the found keyloggers, detailed below, were:

Symantec.exe
UpdateNT.exe
twain.exe

Note that the names of these files could be identified as normal processes or
applications, installed in a typical computer, for example, Symantec could be
associated with the antivirus Norton, office.exe could be associated with Microsoft
Office, and in this way each one of the other files.

This type of attacks and exploits are not covered by CVE* because they do not
apply to a security vulnerability of a specific system or a security exposure. It
simply is software that allows recording every keystroke to a file, but it is not
attempting against the normal operation of an application or a system. Even
finding “keylogger” in the main site of CVE are 0 CVE entries or candidates that
match my search.

Although there was no technical vulnerability, a procedure violation and
vulnerability existed in all the systems of the company, because against the ethics

3 http://isp.webopedia.com/TERM/K/keylogger.html
4 http://www.cve.mitre.org/
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code, policies and processes (including background checking of employees),
some persons had installed applications not allowed in these computers.

1.1.3. Operating Vulnerable Systems

All the operating systems that allow to run .exe files are vulnerable to these codes,
however these applications store the keystrokes to a text file located in the path
:/winnt/system32. Only Microsoft Windows NT, 2000 and 2003 with any Service
Packs, have this folder by default, where are saved many files of the system.

Microsoft Windows 98 and Microsoft XP do not have this folder by default, so, if
the keylogger is installed in these systems, it not will store any information in any
file.

It is an easy procedure to use a hex editor to do a change in the folder destination
where will be created the log file.

1.1.4. “Vulnerability or Protocol” Description

As | mentioned in section 1.1.2, although no technical vulnerability exists, a
procedural violation and vulnerability existed in all the systems of the company,
because fighting the ethics code, policies and processes (including background
checks of employees), some people had installed applications not allowed in
these computers.

The importance of identifying these type of applications is fundamental in small,
medium and big organizations that can be victims of employees or persons that
have developed proprietary codes, in order to get confidential information about
the organization to use it in many ways, violating and evading all the physical and
logical security devices (firewalls, IDS’s, antivirus, etc.). The sign of these codes
are not identified by any antitrojan or antivirus application due to is a specific
code, not published in any place.

The vulnerability that was and can be exploited with these types of codes, have
correspondence with the proactive and defensive measures that implement the
security team over all the equipments of the company, to avoid new installations
of applications not allowed, and others processes running, different to those
typical and specified in the internal policies.

To fight against this exposure is really a very hard task, it even is easier to design,
get, and apply a group of security equipment (firewall, IDS’s, etc.) and policies
applications than control the applications installed by users, much more when the
company is a large corporation with many employees, and probably many
headquarters with many departments, including a development software
department, for example.

9
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All the employees, when they start to work in the company, sign a “Code of
Ethics” that in many of its sections forbid the installation of applications that
attempt against the integrity and confidentiality of the company. With these type of
applications the employees involved in this fact broke this code, originating a
procedure vulnerability.

It is very probable that many lectors that read this paper now will be alerted over
these type of facts that did not imagine before, or simply, before then they did not
have the knowledge or tools to fight against it. In section 1.2.4 | will explain it.

1.1.5. Attack/Exploit Description

This case was not resolved in a few hours or days. The process followed this
timeline:

June, 2004: There were found in some computers the applications
Symantec.exe and UpdateNT.exe.
August, 2004: It was found in some computers the application twain.exe.

Late October, 2004, some procedures were applied to avoid new incidents which
will be discussed in following sections.

The applications found during all the investigation were four .exe files which were:

Symantec.exe: was an executable file that, copied in the folder Start Menu
— Programs — Start Up, is executed each time that the machine reboots.
After an exhaustive analysis, described in the next sections, Symantec.exe
makes a call to UpdateNT.exe file, located in another path.

UpdateNT.exe: was an executable file that generally is copied in path
/winnt/system32 and once executed, created a task called Update
Windows SP1, as can be seen in Figure 1. In Figure 2 it can be seen the
name of the process associated with this task. This application stores all
the keystrokes in a file called archivo.txt (archivo is the translation of “file” in
Spanish), located also in path /winnt/system32.

Tares Estada
| ] Update Windows 5P1] ctive
E_Jl'l'hmm-:{t Word Activo
B W DO S system 32 o een Acthem
“alBandaia de entrada - Outiook Express Activo
£ Caloubadora At

Figure 1. Task Manager — Applications running
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TBMan, exe = }i] 276 KB

Trayﬁpl:h:.:‘ntim B — (1] 264 ¥B
ipdatelT. o ]

Updateriil.exe == a0 384 KB

yinnat . eon SYSTEM o0 60 KB

ymnetdhcp, exe SYSTEM oo 48 KB

Figure 2. Process of system probably comprised

twain.exe: it was the 2nd version of UpdateNT.exe, but with a similar
performance and functionality. Some parts of the code were modified, to
avoid that the antivirus signs detected them if they were installed. The
changes made can be seen doing a comparison with diff command, as it is
detailed in section 1.3.2; twain.exe stores the gathered information in a file
called mail, also located in /winnt/system32/. Twain.exe was found directly
in folder Start Menu — Programs — Start Up, and did not need any other file
to make the call, like Symantec.exe.

All these applications were developed using Microsoft Visual Basic. This could be
discovered opening each one of them with khexedit. “khexedit” is a hex editor for
the “KDE environment™, and looking at some entries that are associated with
applications written in this language. A detailed explanation of this point can be
read in section 1.3.2.

Taking this into account, we can think that the developer was not an expert in this
topic. Additionally, the structure of the code denoted that it was developed without
professionalism.

1.1.6. Exploit References

The keyloggers are applications that have been used for many years ago to
capture important data without the victim knowing the fact and the stealing of this
information.

The first keylogger that | found were Symantec.exe and UpdateNT.exe and they
were reported to many antivirus companies being the first response received from
McAfee AVERT, identifying it as a Keylogger-Personal. However, not much
information is displayed in their website
http://vi.mcafeesecurity.com/vil/content/v_126414.htm, about this malware.
Nowadays they can identify it.

The website of VirusTotal allows identifying an unknown file to determine if it is a
virus or not. The result of this test over UpdateNT.exe can be seen in the link
http://www.virustotal.com/flash/respuesta_sav/resultado?b5616d4eb8f6f8212fdeb
c6f65fcc1ba:eng

5 http://home.online.no/~espensa/khexedit/
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The result of this test over Symantec.exe can be seen in the link
http://www.virustotal.com/flash/respuesta_sav/resultado?77f72d26d99d8703eeal
06ad3a83f999:eng

The result of this test over Twain.exe can be seen in the Ilink
http://www.virustotal.com/flash/respuesta_sav/resultado?389251ceb4fdb494cb2c
8dcbabe5659b:eng

Based on this information, the reader can investigate in the website of each
antivirus company, finding them by the name put to each one.

An important reference about the programming of keyloggers and its development
using Microsoft Visual Basic is a Google Search
http://www.google.com/search?hl=en&q=keylogger+visual+basic. Probably, the
original developer had used a similar query in his development.

1.2. Part Two. The Attack Process

In this section, | will explain the attack process, segmenting it in several parts, in
order to recreate the procedure taken by the attacker to obtain the required data
and to gain access to the systems.

In order to protect the identity and confidentiality of the company where it was
committed the act, they will have to sanitize the name of it, and many other
related fields like IP addresses systems and DNS names.

| will present a short diagram of the network, trying to do it as real as possible; in
this diagram | will enhance the points of the network that helped to commit these
types of attacks.

1.2.1. How the exploit works

These types of malware codes, like keyloggers or any others of this sort, generally
do not exploit any vulnerability in the system, as they only are programs running
(generally in the background and invisible mode), that function as a simple and
ordinary application, capturing information and storing it in a repository file.
However, this fact is very, very dangerous to an organization, because this
repository file could be obtained and read to obtain crucial and very confidential
data, which can be used as input to commit other facts that will produce important
losses to the company.

The malware codes that | found in several machines in the company, only stored
some titles of active windows and all the information that was entered using the
keyboard. The computers where were installed these applications were used to
access System_M, that as | explained in 1.1.1, is used by employees that activate,

12
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inactivate and do changes in parameters of the cellular phones lines, like rate
plans, personal data, etc.

The users ID’s format used by System_M is particular and for this reason it is very
easy to do a filter using regular expressions on the repository file, to discard all the
other data, irrelevant for obtaining the necessary information to access the
system.

Remember that the first application found was the pair Symantec.exe, located at
Start Menu — Programs — Start Up. When this file was found, | used my resource
kit for Microsoft Windows, that | always carry with me, specifically the command
dd for windows (dd copies bit to bit from a location to other), to create an identical
image of the disk to another disk in my laboratory, in order to analyze this file in a
laboratory environment. | used my resource kit and not the traditional commands
included in Microsoft Windows because it could be comprised by the attacker and
cannot be trusted.

Additionally, once mounted the image generated in an environment laboratory,
also using my resource Kit, | calculated the MD5 value of the disk and compared it
with the copied file, using for it the command md5sum (md5sum, compute and
check MD5 message digest).

Once done it, the first step taken in my laboratory, composed in this opportunity by
a computer laptop with Fedora Core 1 with the last updates, was to identify the file
Symantec.exe using for it the file command (file determines the file type).

The file in effect was an executable application as | suspected. The next step was
to use the strings command (strings prints the strings of printable characters in
files) to look for possible words or phrases that could associate this file with any
sign. The Figure 3 is showing some words that allowed to associate that the
application was developed using Microsoft Visual Basic, particularly by the
following phrases:

C:\Archivos de programa\Microsoft Visual Studio\VB98\VB6.0OLB
VB5!

VB6ES.DLL

Form1

__vbaFreeVar

__vbaEnd

__vbaObjVar

__vbalLateMemcCall

__vbaVarSetVar

Figure 3. Some words found doing strings on the application

These phrases are directly associated with applications developed using Microsoft
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Visual Basic, however this is not an indicative there is any suspicious thing.

My next step was to use khexedit to analyze the content of the file looking for any
sign that could tell me what did the program do.

Looking line per line, as can be seen, | found at sector 0x1860 of the file the
phrase “W Script Shell | HKCU\Software\Microsoft\CurrentVersion\Run\RundlIShell
< c:\winnt\system32\UpdateNT.exe.

This particular line was an indicative that using the registry key, RundllShell was
called and invocated the file UpdateNT.exe, located in c:\winnt\system32.

| went to the image where | extracted Symantec.exe and calculated the MD5 value
and copied (using the same method described above) the file UpdateNT.exe,
located in c:\winnt\system32\ to an USB drive.

In my laboratory, using file command again, | identified the file as an executable
application.

| opened it with khexedit and analyzing it line per line | saw, at sector 0x1550, a
line that indicated a phrase equal to the name of the analyzed process, “Update
Windows SP1”. This can be seen in Figure 1.

Continuing the examination, | saw functions called by using Visual Basic, like
GetActiveWindow, GetKeyboardLayout, _ vbaFreeObj. Starting in sector 0x2020,
names are indicated by some keys like BackSpace, Enter, Shift, Numpad. At
sector 0x22CO0 it was possible to identify a phrase mentioning “archivo.txt Fecha —
Hora”.

The rest of the file did not indicate any other suspicious sign. | went once again to
the original computer, looking for a file called archivo.txt (archivo is the translation
of the word “file” in Spanish) and found one in the folder c:\winnt\system32. |
copied this file to my USB drive using the same procedure described above, and
in my laboratory identified it as a simple text file. The size of this file was very
large, close to 30MB. | opened this file with a text editor and analyzing it |
observed that it was composed by many tags like “Fecha — Hora”, and in the next
line a keyboard capture. An important group of these captures were login and
passwords of System_M'’s users.

With this discovery it was possible to note that any person having access to this
file could do log-in in System_M using the credentials of any other and do actions
and commit frauds without showing his/her real identity. This was an important
discover, because the impersonation of the users that appeared as activator of
illegal phone lines, was clarified.

Doing a resumé about how the exploits work, each time that a computer using

14
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Microsoft Windows is started, all the applications located at Start Menu -
Programs — Start Up are executed. In some computers of the company an
application called Symantec.exe was installed, that once executed did an
execution of other application called UpdateNT.exe located at c:\winnt\system32.
This application is not visible to the user but adds a process task that can be seen
using the task manager of the operating system, called “Update Windows SP1”,
as was shown in Figure 1, that is used to confuse the user and appear inoffensive.
This UpdateNT.exe grabbed all the keys that are entered by the keyboard and
stored this information in a file called archivo.txt, also located at
c:\winnt\system32. The attacker entered the system using NetBIOS and extracted
the file that could contain sensitive information, like account passwords, that later
are used to commit fraudulent acts.

The second keylogger (twain.exe) did the same, but stored the data in a file called
mail.txt, located in the same folder c:\winnt\system32\. This keylogger was placed
directly in Start Menu — Programs — Start Up and did not need any other program
in order to execute it.

1.2.2. Description and diagram of the attack

At the moment in which the keylogger was installed in the affected computers, the
Administrator passwords were the same in most of them. Additionally, many of
the computers by default started with the folder C$ and ADMIN$ shared, merging
these two factors. Any person knowing this password and knowing the IP address
could copy or open the file from this location and obtain the user ID and the
password in System_M of the user, owner of the computer.

These keyloggers were installed in commercial offices of the company where the
selling of the phone lines were done.

The diagram of the network, at the moment of the installation of the pair
Symantec.exe and UpdateNT.exe, showed several computers added to a big hub.
With this topology, once detected the first keylogger and thinking that possibly
there could be others installed, | placed three computers HP Proliant 320°
Pentium IV 2.2 GHz, 1 GB RAM with a hard drive of 80GB running Windows XP
with NTFS as filesystem and Ethereal for Windows, connected to the backbone of
each of three commercial offices affected before with the keylogger, in order to
capture all the illegal and irregular access to the computers, in order to discover
the machine source from where the transfer of the file could be done, and in this
way the culprit was caught.

The structure of the net of each commercial office with the sniffer was the one
shown in Figure 4. The commercial offices had close to fifteen machines
connected to a hub where | placed the sniffer. Nowadays are connected to a
switch in order to reduce the collisions and avoid precisely possibly sniffing to

6 http://h18004.www1.hp.com/products/servers/proliantdl320/
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capture data.

PA— Z.._.-"

Figure 4. Net configuration of the commercial offices

1.2.3. Signature of the attack

The signature of the attack that effectively is shaped simply by an executable file
that is running in a “transparent” mode, is already detected by most of the
antivirus applications. The signature that | will show in this document is the
content of the “extra.dat” file submitted by the Virus Research Division of McAfee
AVERT, an “extra.dat” contains the signature of the possible virus, identified when
a person or system submits a virus example to this division. This file should be
copied into the directory where the other DAT files reside. It is easy to encounter
this path using the find/search utility on a computer searching for the file scan.dat,
for example.

The content of the extra.dat that identified the first malware code can be seen in
the Figure 5.

gz 178 159 178 77 &1 198 214 116 95 ZZ6 212 32 99 232 193
12z 92 227 210 97 204 159 82 29 19 186 168 196 13 65 251
22 19 235 21z 54 78 130 179 13 204 159 B2 29 35 141 183
13 155 131 179 4@ 3 244 223 156 110 240 186 13 62 15 182
13 33 234 76 14 177 136 179 135 37 114 176 =25 254 143 180
13 125 138

6171 Z56 12512 336 Eevlog-Personal

Figure 5. Signature to UpdateNT.exe
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The content of the extra.dat that identified the second malware code can be seen
in the Figure 6.

137 178 123 173 77 51 193 214 116 95 226 212 35 84 232 221
158 52 129 £43 13 51 141 179 61 Z06 139 &3 =29 51 141 174
13 54 114 17gd 99 £31 133 179 13 51 141 145 47 49 141 1852
242 50 Z27 103 5 51 141 179 13 51 93 178 13 54 114 178
1Zz0 79 114 164 155 38 9% 83 £51 150 103 33 28 150 B29a 33
£2Z8 193 40 80 168 Z16 125 91 2485 Z15 103 11e 10 Z23 103 38
244 196 125 83 121 Z44 123 a5 Z55 193 6 gz 239 197 123 39
238 194 127 g7 202 34 103 95 Z52 Z17 103 90 251 164 g 69
235 1886 9% 70 252 213 100 192 166 16 114 130 11 51 142 Z24:
865 103 142 246 94 112 142 Z45 60 1 137 251 66 126 200 133
65 118 Z03 =Z31 5 Ba 206 ZZ5 66 127 193 £55 66 62 15 13:
13 51 141 1vgd 13 392 64 177 10 51 195 180
21198 256 12850 2403 Kevlog.gen

Figure 6. Signature to twain.exe

New signatures could be developed to particular IDS’s softwares that could
identified transfers of particular files through the network. For this reason | am
adding the hexadecimal content of each one of the malware codes found in
Appendix section 1.4, 1.5 1.6.

1.2.4. How to protect us against them

The protection against malware code developed inside a company, is really very,
very difficult, because there are no anti-virus, no anti-trojan, no anti-whatever that
could detect these new threats, as it is not a public code that affects thousands or
millions of systems elsewhere, only affecting a few machines that are inside a
private organization and have not been spread to many computers.

The recommendation, when a security team finds a malware code inside his/her
organization, is to submit a sample of this code to the major anti-virus, anti-trojan
companies, so that this new code could be identified automatically with the next
signatures update.

In the case of the codes that | explained above, most of the antivirus at present
recognize the applications mentioned above as a virus program and as soon as it
is executed or copied to any disk of the machine, it is deleted and an alert is
showed on the screen to the user.

An important phase in the protection is to try to identify and discover new malware
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codes installed in the computers of the companies. For this reason, periodically
tasks are running, which identify the applications that are called when any
machine starts. This process consists in checking the entries found in the location
Start Menu — Programs — Start Up, and all the entries located in the registry key
HKEY_LOCAL_MACHINE\SOFTW ARE\Microsoft\Windows\CurrentVersion\Run.
This is a hard task due to the large quantity of machines that have the
organization and the heterogeneous applications that store each user.

These procedures not offer the guarantee that any malware code could be named
as a recognized application and escape the attention of the procedures that check
it, but the security team is working in an application that checks the hashes of the
recognized applications against the hashes encountered in the analyzed
computers, however it not is ready yet.

For the moment, all the computers are vacunated against these malware codes
found by us, and periodically the signs of the antivirus clients in all the machines
are automatically updated.

Also, the security team is training all the employees to review and check abnormal
behavior of his/her machine, and to check possible new processes in the process
table that could be suspicious. We have been receiving many false positives, but
these are actions that are important to maintain, because, with the help of all the
employees, new malware codes could be detected and fight against them as
soon as possible.

1.3. The Incident Handling Process

1.3.1. Preparation

The malware codes were found in different times and in differents machines. For
this reason | need to explain the details of each one and the steps taken in order
to handle the incident. The first step was to identify some users that could be
involved in identity usurpation. | chose one of these users and got his computer in
order to do an analysis of it without shutting down the machine and later doing a
bit to bit copy of its hard drive (generating an image of the disks).

The perimetral security in the company was very good. The company had good
firewalls, good IDS’ systems and a dedicated and trained staff to maintain and
apply new changes in these equipments.

However, the security policies that existed in the company, applied to users’
computers, were not the most idoneous, and although over more than 98% of the
machines were connected to the network and maintained its security patches and
antivirus signatures updated automatically, many of them had weakness in
access control. An example of this is that many of the computers had the same
and “universally known” administrator password. Other situation is that not all the
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computers had a personal firewall installed; it did not exist a formal specification
about user profiles, etc.

For these reasons, to commit an attack in this moment was very easy, not only
strong attacks like DoS or BoF, but simple attacks like robbing information
(because the password was the same, for example), files changes etc. In brief,
although strong perimetral architecture existed, internal attacks were very easy to
commit.

By then, it was not conformed a strong Incident Handler Team (IH) or a Computer
Incident Response Team (CIRT). It only existed security staff that could be
involved in an incident handling, fighting against a worm or a simple attack, but
not all of them had enough training and knowledge to carry an effective incident
handling. All the security staff was formed by persons with many skills and
cleverness (some of them were certificated CCNA, CCNP, CISSP, MCSE, etc.
and with a lot of knowledge), but they did not follow any formal procedure
according to the company, because it simply did not exist.

This staff mastered perfectly many security terms and concepts, even having
developed applications that reduced the security threats of the company and
improved real solutions to many problems, but regrettably they had been working
for a short time (4 or 5 months) in the company and could not know all the
processes that conformed a corporation as big as this one.

Sincerely, the situation was very difficult because the security staff was being born
in the company and it was taking many responsibilities in order to close many
breaches.

Some security policies existed and many others were being written. As |
mentioned before, an Incident Handling procedure did not exist, however, the
security staff counted with many tools that could identify, contain and recover from
a possible attack.

Basically, each one of the persons that were in the security staff, had a laptop
computer with dual boot (Linux & Microsoft Windows), a CD-ROM with secured
and certified binaries, a Knoppix CD-ROM, a 4 Port Hub, straight-through and
crossover cables and the access to a laboratory with a medium quantity of big
computers where images of drives were stored, and where many times were done
forensic analysis, applications test, penetration test, etc. The security staff
counted with all these equipments at the moment in which happened the incident
that | am relating.

Most of the tools used by the security team are open source tools and | will list
each one of them below:

Binaries most used in Linux environment, but also developed for Windows
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platform, were: Is, egrep, awk, find, strings, chmod, cut, dd, file, gzip, tar, date,
time, uptime, md5sum, myv, nc, ps, pslist, diff, tail, cat, less, xargs.

Hexadecimal Editors: WinHex for Microsoft Windows and KhexEdit for Linux
environment.

To do forensic analysis: Helix, Knoppix, The Sleuth Kit and Autopsy Forensic
Browser.

Sniffers: Ethereal and tcpdump.
IDS’: Snort.

Vulnerabilities Scanners: Nessus, Retina, LANGuard, Nikto and many of the tools
included in Whoppix.

The main tool used in the analysis of this incident was khexedit, because a big
part of the analysis was based in hexadecimal discoveries.

1.3.2. Identification

The identification phase was directly linked with a hexadecimal analysis of some
files found. When | received the complaint and the advertisment about passwords
usurpations | went to the physical location of the machine of one of the victim
users, involved in the password usurpation. | found this computer on, because the
user was using it to do his job. To try to maintain the machine in a similar state as
was found and preventing the use of a possible comprise binarie | inserted a CD-
ROM with most of the binaries used by Linux systems (Is, ps, chmod, etc.) but
developed and ported to Windows plattaform? &,

| began to examine the performance of the machine (using the top command), the
partitions of the disk (using fdisk command), and the files that were called when
the machine started (examining the registry key
HKEY_LOCAL_MACHINE\SOFTW ARE\Microsoft\Windows\CurrentVersion\Run).
Until this moment all the results appeared to be normal.

My next step was to examine the list of the process running, using for it the pslist
command. A curious process called UpdateNT was shown in the process list
(Figure 1), in a subsequent reproduction of the incident in a laboratory.

When | pressed Ctrl-Alt-Del to see the task manager, it was possible to show the
description of an application mentioning “Update Windows SP1” (Figure 2). For
this reason, | examined the folder Start Menu — Programs — Start Up and | found
an application called Symantec.exe with a particular icon similar to the one used

" http://www.redhat.com/download/cygwin.html
8 http://users.erols.com/gmgarner/forensics/
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by default by Microsoft Visual Basic when a project is developed with it.

Due to all these discoveries and preventing to damage any part of the evidence |
proceeded to do an image copy (using for it the dd command), sending all these
bits through the network to store them in a file repository (using for this
transmission netcat application). The procedure that was used generating and
transmitting the image can be seen in the Figure 7 and Figure 8. | hid the IP
address of the destination for terms of privacy.

R 3 >
o dd if="MN.%e: |
Forensic Acquisition Utilities, 3. 16 2 1329
d., 3. 16, 2, 1829
upyrlght (CY» 20082 George M. Garner Jr.

ommand Line: dd if=“>_“e:
Baﬁed on original version developed by Paul Rubin, David MacKenzie. and Stuart K

Figure 7. Doing the image and transferring with netcat.

Current User: HKCHCZM4“Administrador

Btatistics for logical volume ““.%e:
131223552 hytes available
131223552 hytes free
4285173768 bytes total

olume MWame: S he s

prive Type: fixed

Uolume Serial Number: EA3B-3B1C
aximum Component Length: 255
Uolume Characteristics:

File system preserves case

File system supports Unicode file
ile System: FAT32
lustered: Mo

olume Extents:

Disk Mumbher: i
Starting Offszet: AxARAAAAAAAARA e B0
Extent Length: AABAAAR4293563904
upy]nq “woswe: o to CONOUTS...
N N “dd.exe:
Shohe s

A48232+1 records in
1848232 +1 records out

Figure 8. Dd finished

With the image (an identical copy of the hard drive) in my laboratory | mounted it
as read only mode in my Fedora box. | did a finding looking for any file called
Symantec.exe, which was found in the path /Document and Settings/All
Users/Menu Inicio/Programas/Inicio/Symantec.exe. In Windows, with an English
version, the directory probably would have been /Document and Settings/All
Users/Start Menu/Programs/Start Up/Symantec.exe.

| used the strings command to extract possible words that could allow me to
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identify the file and its functionality and copied this information in an USB disk in a
file called symantec.exe.str. An extract of these results can be seen in Figure 9.

| opened this file generated with cat (see Figure 9) command and some words as
Form, VBAG6.DLL, _ vbaFreeVar, _ vbaEnd, _ vbaObjVar, __ vbalLateMemCall,
__vbaVarSetVar, C:\Archivos de programa\Microsoft Visual
Studio\VB98\VB6.0OLB, were found, and these words denoted applications
generated in Microsoft Visual Basic.

Figure 9. Strings of Symantec.exe

However, in spite of this, | could see that the application was written using
Microsoft Visual Basic but the case was not resolved, because it could be a
proprietary application that the user used for any purpose. Although, with this
discovery | discarded the possibility that Symantec.exe could be an application
written by Symantec Corporation. For this reason | used khexedit application to
analyze Symantec.exe; a view of the procedure that | followed is shown in Figure
10 and Figure 11.
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Eile Edit View Documents Bookmarks Tools Setiings Help

#Hebd E8l9 DBl Gee
0000:12c0|2a 00 00 00 00 00 00 00 00 00 00 00 00
0000:1240 |0a Oc 00 00 09 04 00 00 00 00 00 00 a4 40 00
0000:12e0 |00 £0 30 00 00 ££f £f ££f 08 00 00 00 01 00 00
0000:12£0|01 00 00 00 e9 00 00 00 5c 12 40 00 5c 12 40 00
0000:1300 |78 11 40 00 78 00 00 00 81 00 00 00 8b 00 00 0O
0000:1310|8c 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 0O|.
0000:1320|00 00 00 00 53 79 &4 61 6e 74 65 63 00 50 72 6f|....Symantec.Pro |
0000:1330|79 65 63 74 6f 31 00 00 50 72 6f 79 65 63 74 6f |yectol..Proyecto

0000:1340|31 00 00 00 01 00 00 00 e0 16 40 00 00 00 00 - PR
0000:1350 | £4 19 40 00 ££ ££f ££ ££f 00 00 00 00 34 17 40
0000:1360 |08 20 40 00 00 00 00 00 48 00 1% 00 00 00 00
0000:1370|00 00 00 00 00 00 00 00 bec 13 40 00 01 00 00
0000:1380|90 17 40 00 00 00 00 00 be 13 40 00 01 00 00
0000:1390 |c4 13 40 00 00 00 00 00 c0 13 40 00 01 00 00
0000:13a0 [c4 13 40 00 02 00 b7 01 68 00 6c 00 ec 13 40
0000:13b0 |d8 22 40 00 00 00 00 00 bO 7d 1c 00 a0 17 40
0000:13c0 b0 17 40 00 40 00 1f 00 34 00 00 00 c0 17 40
0000:134d0 |[£f £f £f £f 00 00 00 00 00 00 00 00 £4 13 40
0000:13e0 |e8 e6 1b 00 40 17 40 00 £f £f £f £f 90 14 40
0000:13f0 (94 14 40 00 00 00 00 00 c4 13 40 00 44 13 40
0000:1400 |54 11 40 00 5a 11 40 00 60 11 40 00 00 00 00
0000:1410|00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

o [

0a 00

[ Backwards [

Signed 8 hit: | 77]  Signed 32 bit 9460301 Hexadecimal: | 40|
Unsigned 8 bit: | 77| Unsigned 32 bit: | 9460301 | Octal 115
Signed 16 bit: 23117 2 bitfloar: | 1.325671E-38 Binary: 01001101 |
Unsigned 16 bit: | 23117 64 bit floar: | 6.370661E-314 | Text: | M|
Show little endian decoding ] Show unsigned as hexadecimal  Stream length:

I [Encoding: Default [ [OVR [Size: 16384 [Offset: 0000:0000-7  [Flex [RW.

Figure 10. A view of Symantec.exe using khexedit

ymantec.exe - KHexEdit

file:/home/pecorelfikeylogg
Eile Edit View Documents Bookmarks Tools Settings Help

REEEHEE e EHHXOGIO
0000:1740 |00 00 00 00 00 00 00 00 00 00 00 00 6c 17 40
0000:1750 |02 00 00 00 64 17 40 00 ££f f£ff 00 00 83 80 01
0000:1760 |00 00 00 00 00 00 00 00 00 00 00 00 46 &6f 72
0000:1770 |31 00 00 00 50 72 6f 79 65 63 74 6f 31 00 00
0000:1780 |23 25 6e £5 07 1lc fe 45 be 7d £5 b8 ed 21 18 «.bE¥1S ar.t
0000:1790 |8f ca 9a 5a le f£f1 87 41 b8 47 a3 ce 72 e4 2¢ 3f|.E.Z.fi.A Gfira,?
0000:17a0 |£3 7b 97 78 73 al bd 43 b0 4d fd c2 33 de 9%9a b7 |6{.xsi%C°MYA3D. -
0000:17b0 |2a 6e b0 50 76 6b 82 45 97 4a 4f b3 83 36 30 49 |*n°Pvk.E.JO?.60I ==}
0000:17c0 |3a 4£ ad 33 99 66 cf 11 b7 0c 00 aa 00 60 d3 93 |:0 3.£%. .T0.
0000:1740 |46 6f 72 64 00 00 00 00 2e 3d fb fc fa a0 68 10 |Form....
0000:17e0 a7 38 08 00 2b 33 71 b5 43 3a 5¢ 41 72 63 68 69 |§8..+3guc:\Archi
0000:17£0 (76 6£ 73 20 64 65 20 70 72 6f 67 72 61 64 61 5¢c|vos de programa\
0000:1800 |44 69 63 72 6f 73 6f 66 74 20 56 69 73 75 61 6c Microsoft Visual
0000:1810 (20 53 74 75 64 69 6f 5¢c 56 42 39 38 5¢c 56 42 36| Studio\VB98\VBE
0000:1820 |2e 4f 4c 42 00 00 00 00 56 42 00 00 48 17 40
0000:1830 |00 00 00 00 06 00 00 00 09 00 00 00 e8 17 40
0000:1840 |28 18 40 00 40 22 40 00 00 00 00 00 00 00 00
0000:1850 |e0 e5 18 00 Oc 00 40 00 00 00 00 00 00 00 00

ms

0000:1860 |1a 00 00 00 57 00 53 00 63 00 72 00 69 00 70 00 c.Tod.

0000:1870 |74 00 2e 00 53 00 68 00 65 00 6c 00 6c 00 00 00 T Broh RaN

0000:1880 |7c 00 00 00 48 00 4b 00 43 00 55 00 5c¢ 00 53 00 c.U.\.8.
a.r.e.\.

0000:1890 |6f 00 66 00 74 00 77 00 61 00 72 00 65 00 5¢c 00

[ Backwards (]

Signed 8 bit: | 77| Signed 32 bit 9460301 |  Hexadecimal: | 40|
Unsigned 8 bit 77| Unsigned 32 bit: | 9460301 | Octal 115
Signed 16 bit: | 23117 32 bitfloat: | 1.325671E-38| Binary. 01001101 |
Unsigned 16 bit: | 23117 64 bit float: | 6.370661E-314 | Text M|
Show litle ndian decoting. [ 1/Shew unsigred o= hexadecimal. -Stedi lenathe
[ [Encoding: Default [ [OVR Size: 16388 [Offser: 0000:0000-7  [Hex [RW

Figure 11. A view of Symantec.exe using khexedit (Continuation)

Continuing the examination of the entire file using khexedit, | found in sector
0x1900 a possible call to another application called UpdateNT.exe, that was not
visible with strings, possibly located in c:\winnt\system32\, as is shown in Figure
12. This application UpdateNT.exe could be linked with the curious process that
was running in the machine and that was shown in Figure 1.
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Eile

i / filesfhome/pecore|fikeyloggers/Symantec.exe - KHexEdit
Edit View Documents Bookmarks Tools Setings Help

HEDUE8s ¢ BEHEROGIOB

0000:1860
0000:1870
0000:1880
0000:1890
0000:18a0
0000:18b0
0000:18c0
0000:1840
0000:18e0
0000:18£0
0000:1900
0000:1910
0000:1920
0000:1930
0000:1940
0000:1950
0000:1960
0000:1970
0000:1980
0000:1990

la 00 00 00 57 00 53 00 63 00 72 00 69 00 70 00|....W.S.e.r.i.p.
74 00 2e 00 53 00 68 00 65 00 6c 00 6c 00 00 0O wraBeBeme e Toas
T7c 00 00 00 48 00 4b 00 43 00 55 00 5¢ 00 53 00 S EVCIH N SEG
6f 00 66 00 74 00 77 00 61 00 72 00 65 00 5c 00 +ELE MR ELE N,
44 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 s micumecn By

74 00 5c 00 57 00 69 00 6e 00 64 00 6f 00 77 00
73 00 5c 00 43 00 75 00 72 00 72 00 &5 00 6e 00
74 00 56 00 65 00 72 00 73 00 69 00 6f 00 6e 00
S5c 00 52 00 75 00 6e 00 5c 00 52 00 75 00 6e 00
64 00 &c 00 6c 00 53 00 68 00 &5 00 6c 00 &c 00

00 00 00 00 3c 00 00 00 [ERNVIVEECEURVEET-RRIIEIEAIIIY | . . . . <. .. CHCINAYR

69 00 6e 00 6e 00 74 00 5¢c 00 73 00 78 00 73 0Offi

74 00 65 00 64 00 33 00 32 00 5c 00 55 00 70 00

64 00 61 00 74 00 65 00 4e 00 54 00 2e 00 65 OOffd.a.t.e.N.T...e.
RS o] 00 00 00 00 72 00 65 00 67 00 77 00 | P MW....T.e.g.w.
72 00 69 00 74 00 65 00 00 00 00 00 56 42 41 36 |r.i.t.e.....

2e 44 4c 4c 00 00 00 00 5f 5f 76 62 61 46 72 65|.

65 56 61 72 00 00 00 00 5f 5f 76 62 61 45 6e 64

00 00 00 00 5£ 5f 76 62 61 4f 62 6a 56 61 72 00|...

5f 5f 76 62 61 4c 61 74 65 44 65 64 43 61 6c 6¢c

.__vbaobjvar.
__vbaLateMemCall

0000:19a0 (00 00 00 00 5f£ 5f 76 62 61 56 61 72 53 65 74 56|...._ vbaVarsSetV
0000:19b0 |61 72 00 00 £4 19 40 00 00 00 00 00 00 00 00 OO0 |ar..6.@....cc.c.. [+
5 — T
Signed 8 bit: | 0|  Signed 32 bit | 0|  Hexadecimal: | 00|
Unsigned 8 bit: | 0| Unsigned 32 bit: | 0 Octal: | 000 |
Signed 16 bit: | ol 32 bit float: | 0.000000E+00| Binary: | 00000000 |
Unsigned 16 bit: | o] 64 bit float: | 3.332035E+178 Text: | ;|

Show little endian decoding ] Show unsigned as hexadecimal

Stream length: | Fixed 8 Bit v

[Selection: 0000:1908 0000:003b | |OVR [Size: 16384

Figure 12. Path for UpdateNT.exe

[Offset: 0000:1943-7  [Hex [RW

In the mounted image, once again, looking for UpdateNT.exe, | found one file with
this name located in ./winnt/system32/UpdateNT.exe. My next step was to
generate a file with the result of applying the strings command over it, called

updatent.exe.str. All these steps are shown in Figure 13.

Figure 13. Finding the UpdateNT.exe and generation of its strings

Reviewing the file generated, | found similar words to be seen in symantec.exe.str
denoting an application written using Microsoft Visual Basic. Again | used
khexedit and opened this file to examine it inside. In sector 0x1558 | saw the name
of the process that | had seen in the machine when | pressed Ctrl-Alt-Del in my
first contact with the machine (see Figure 2 and Figure 1). This name was “Update
Windows SP1”, and the first view of it is shown in Figure 14. In this way, this file is
linked with the process mentioned.

© SANS Institute 2000 - 2005
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Z 2 file/home/pecorelffkeyloygers/Update
Eile Edit View Documents Bookmarks Tools Setings Help

HEIBUHdES 9 e BEHHKOAIB
0000:1500 |00 00 O0a 00 Oa Oc 00 00 09 04 00 00 a0 47 40 00|.
0000:1510 |00 17 40 00 00 £0 30 00 00 ££f £f ££f 08 00 00 00|.
0000:1520 (01 00 00 00 01 00 00 00 eS 00 00 00 b4 13 40 00]..
0000:1530|7c 13 40 00 38 13 40 00 78 00 00 00 81 00 00 0O
0000:1540(94 00 00 00 95 00 00 00 00 00 00 00 00 00 00 00]..
0000:1550|00 00 00 00 00 00 00 00 [SRvAVEES SE-HEYE SRR {H-T
PLILESRIRRR00 55 70 64 61 74 65 20 57 6% 6e 64 6f 77 73 20Jl.Update Windows
0000:1570 | v S I S I v i P T L m SP1. .KeyBoardNT
0000:1580 |01 00 02 00 3c 19 40 00 00 00 00 00 04 47 40 00|..

0000:1590 |££ ££ ££ ££ 00 00 00 00 £0 1% 40 00 44 60 40 00
0000:1520 |00 00 00 00 40 92 16 00 00 00 00 00 00 00 00 00 |....
0000:15b0 |00 00 00 00 £8 15 40 00 01 00 00 00 30 1f 40 00|....
0000:15¢0|00 00 00 00 £8 15 40 00 01 00 00 00 00 16 40 00|..
0000:15d40 |00 00 00 00 fc 15 40 00 01 00 00 00 00 16 40 00|..
0000:15e0 |04 00 b7 01 68 00 6c 00 28 16 40 00 88 64 40 00 ..
0000:15£0|00 00 00 00 d4 8b 16 00 40 1f 40 00 50 1f 40 00|.
0000:1600 |40 00 1f 00 34 00 00 00 60 1f 40 00 £f £f £f ff
0000:1610 |00 00 00 00 00 00 00 00 38 16 40 00 90 de 15 00 ..
0000:1620 |70 1f 40 00 £f ff ff ff ee 16 40 00 £b 16 40 00
0000:1630|d4 16 40 00 e1 16 40 00 00 00 00 00 00 16 40 00
0000:1640 |80 15 40 00 14 13 40 00 la 13 40 00 20 13 40 00|.
00 1650|/00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0Of..

[ Backwards [

Signed 8 hit: | Signed 32 bit: | 33554688  Hexadecimal: | 00|
Unsigned 8 bit: | Unsigned 32 bit: | 33554688 | Octal: | 000
Signed 16 bit: | Binary: | 00000000 ;
Unsigned 16 bit: | 64 bit floar: | 6.308504E-+00 Text: | i

Show little endian decoding  [] Show unsigned as hexadecimal ~Stream length: | Fixed 8 Bit b

[ [Selection: 0000:1558 0000:0027 | |OVR [Size: 40960 [offset: 0000:1571-7

Figure 14. Opening UpdateNT.exe with khexedit

Also, as it is shown in Figure 15, in sector 0x22e0 the words “Fecha — Hora”
(Fecha® is Date in English and Hora™ is Time in English) called my attention, and
before that, in sector 0x22c0, a file named archivo.txt that was located in
c:\winnt\system32 (archivo' is the translation of “file” in Spanish) also called my
attention.

filesfhome/pecorelfikeylog;
Eile Edit View Documents Bookmarks Tools Setings Help

HEIBUHdES 9 e BEHHHKOOIB
0000:21c0 |41 00 50 00 53 00 48 00 4f 00 54 00 00 0O
0000:2140 |06 00 00 00 49 00 4e 00 53 00 00 00 00 OO
0000:21e0 |06 00 00 00 44 00 45 00 4c 00 00 00 08 00
0000:21f0|48 00 45 00 4c 00 50 00 00 00 00 00 00 OO
0000:2200 |00 00 00 00 02 00 00 00 46 00 00 00 14 00
0000:2210|4e 00 75 00 64 00 70 00 61 00 &4 00 20 00
0000:2220|2a 00 74 00 00 00 00 00 14 00 00 00 4e 00
0000:2230|64 00 70 00 61 00 64 00 20 00 7b 00 2b 00
0000:2240|00 00 00 00 1c 00 00 00 4e 00 75 00 64 00
0000:2250|61 00 64 00 20 00 7b 00 45 00 4e 00 54 00
0000:2260 |52 00 74 00 00 00 00 00 14 00 00 00 4e 00
0000:2270 |64 00 70 00 61 00 64 00 20 00 7b 00 24 00
0000:2280|00 00 00 00 14 00 00 00 4e 00 75 00 64 00
0000:2290|61 00 64 00 20 00 7b 00 2e 00 74 00 00 00
0000:22a0 (14 00 00 00 4e 00 75 00 64 00 70 00 61 00
0000:22b0 |20 00 7b 00 2f 00 74 00 00 00 18
0000:22c0
0000:2240
0000:22e0
0000:22£0 00 04
0000:2300 00 88 00 0c 00
0000:2310(00 00 00 00 00 00 00 00 5f 5f 76 62 61 46

[ Backwards [

Signed B bit: | Signed 32 bit: | 67108864  Hexadecimal: | 00|
Unsigned 8 bit: | Unsigned 32 bit: | 67108864 | Octal: | 000
Signed 16bit | 0] 32 bit float: | 1.504633E-36 Binary: | 00000000 |
Unsigned 16 bit: | 0] 64 bitfloar: | 7.201122E-304 Text: | ;|

Show little endian decoding  [] Show unsigned as hexadecimal ~Stream length: | Fixed 8 Bit b

I [Selection: 0000:22¢0 0000:0039 | OVR Size: 40960 [Offset: 0000:22/9-7  |Flex RW.

Figure 15. Words found with khexedit

% http://www.wordreference.com/es/en/translation.asp?spen=fecha&v=b
10 hitp://www.wordreference.com/es/en/translation.asp?spen=hora&v=b
" http://www.wordreference.com/es/en/translation.asp?spen=archivo&v=b
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| had not seen these words before, when | analyzed the strings generated for
UpdateNT.exe. Because of it, | did a finding in the mounted image with the file
called archivo.txt and | found it in the location c:\winnt\system32. | used the file
command to determine its type and the result was a text file. These steps are
shown in Figure 16.

Figure 16. Finding and identification of archivo.txt

| used a text editor to open this file and the surprise was that the content of it
included many users’ names, and passwords of the local user of the computer.
An important discovery was that the logins of System_M and its associated
password were stored in this file. It is important to note that the format of the users
in System_M is an integer of five digits. In the Figure 17 we can see that the
password of the user 10046 was ELIANAZ2LI. The dates shown in the figure that
were stored by the application in the file are in format dd/mm/yyyy.

"Program Manager Fecha-Hora: 4,/6/2004 9:30:52 am"
"10046"

"Program Manager Fecha-Hora: 4,/6/2004 9:30:52 aAm"
"10048"

"Program Manager Fecha-Hora: 4,/6,/2004 9:30:56 am"
"ELIAMAZLI"

"Program Manager Fecha-Hora: 4,/6/2004 9:30:56 am"
"ELTAMAZLT"

"Program Manager Fecha-Hora: 4,/6,/2004 9:30:56 am"
::II'-I'r‘Dgr"am Manager Fecha-Hora: 4,6/2004 9:30:56 am"

M Main Menu (v 4.1.00 Fecha-Hora: 4/6/2004 9:30:5% am"

== ——— Main Menu (v 4.1.00 Fecha-Hora: 4/6/2004 9:30:59 am"

Figure 17. Content of archivo.txt

At that moment, | identified that Symantec.exe was an executable file that was
invocated when the machine started up, because its the location was in Start
Menu — Programs — Start Up. When Symantec.exe is executed, it does not open a
windows or a signal of execution, but invisibly the application UpdateNT.exe
located in /winnt/system32/ is executed.

UpdateNT.exe was a kind of keylogger that captured all the keys pressed by the
keyboard, for recording in a file called archivo.txt. Although all the operating
systems patches and the antivirus signatures were applied in these applications,
they were not detected due to an internal development and were not published.
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They only were used to capture a reduced quantity of information in few
computers, that was used later to do fraud.

At this moment | had identified the way to extract and rub the passwords of
System_M users. In the company the password policies were not always applied
and many of the Administrator passwords in many computers were the same.
With this password “universally known”, any user connected to the net could map
any hard drive of any computer and check all the files using the folder sharing
option of Windows systems. After many investigations, nobody used any machine
more that the responsible user. For this reason | suppose that the installation of
the software was done through the net.

Some weeks later it was commited other fraud using the password of one user.
For this reason | went to the physical location of the machine and applied the
same procedure described above (check the process running, get the image, etc.)

Based in the previous analysis | went directly to the folder /Document and
Settings/All Users/Menu Inicio/Programas/Inicio/ and there | found a suspected file
called twain.exe. | copy this file in a specific location and applied file command
over twain.exe as is shown in Figure 18 and the result was an executable file.

Figure 18. Identification of twain.exe using file command

| also did a search by the name “archivo.txt” and no files were found. | opened
twain.exe with khexedit and in a fast examination | discovered that the file was
very similar to UpdateNT.exe. Therefore, | used diff to compare the strings
generated over UpdateNT.exe and twain.exe and the results are shown in Figure
19 and in Figure 20.

Figure 19. Generating strings and diff to twain.exe and UpdateNT.exe
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Figure 20. Diff between UpdateNT.exe and twain.exe

| opened twain.exe with khexedit in order to examine in detail this file and | noted
some things that were very similar in comparison to UpdateNT.exe. For example,
as it can be seen in Figure 21, twain.exe is an application also developed in
Visual Basic; and in this moment | thought that probably some light changes had
been made to avoid the antivirus.

B il gersTwaln. ex - KHexE]
Eile Edit View Documents Bookmarks Tools Setings Help
FEDEEE s e BREDLOROd

0000:1680 100 00 00 0D OO OO0 0O 00 00 00 00 OO 00 0O
0000:1650 100 00 00 OO 0O OO0 DO 00 OO 00 00 00 00 OO
0000+16a0 00 00 00 OO0 00 OO0 00 00 O0 0O GO 00 00 OO0
0000:16b0 (81 €2 24 04 33 00 D0 00 &9 23 23 00 00 81
0000:16c0 {04 33 00 00D 0D e3 16 23 00 00 Bl fc 24 04
0000: 1640 /00 00 9 72 33 00 00 81 &c 34 D4 Lf Ef OO
0000:16e0 jce 24 00 00 £4 01 08 00 30 19 40 00 00 OO
Q000:16E0 180 2a 40 00 30 3c 40 00 94 Ob 00 00
0000:1700 laé 11 40 0O 40 00 Za

Sm———

$000:1740 a0 00 o0
@000:175¢ 00 00 OO OD OO OO 00 OO 90 OO 00 OO
0000:1760/00 00 00 00 00 00 00 00 00 00 GO 00
6000:1770 (00 00 0u 00 00 00 00 00 00 00 00 00
0000:1780 (00 00 00 00 00 00 00 00 60 00 GO 00
0000:1750{00 00 00 00 00 00 00 0O 00 00 O 00
0000:1740{00 00 00 00 00 00 DO 00 00 00 G0 00
2000:17b0 (00 00 00 00 OO0 OC 00 00 00 00 OO 00
0000:17c0 |00 00 00 OO OO OO0 DO 0O OO0 00 OO OO
o000: 1740 (00 00 00 00 OO OO0 00 0O OO 00 OO0 00
Prex o] || Fna | Deackwants. 0

ESES

Signed 81bit: | [
Unsigned 8 it | 0]
Signed 16 b 0

i Offset: 00001737 |Hex RW

Figure 21. Path of possible source code developed in Microsoft Visual Basic
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A very similar entry to the entries encountered in UpdateNT.exe was found in
twain.exe, and it was the file where the data was stored. With twain.exe the data
was stored in a file called “mail” without extension, as is shown in Figure 22. The

tag “Fecha — Hora” was equal (remember Figure 15).

“Ede Edit Wiew Documents Bookmarks Todls Seitings Help

FEDEEG s e BODDIKLO0OB

0000:21c0 49 00 4e OO 53 00 00 0O OO 00 00 00 0B
0000:3140 148 00 45 00 4c 00 50 00 00 00 00 00 OO0
0000:21a0 (00 00 00 00 62 00 00 OO 46 00 00 00 14
0000:21€0 (48 00 75 OO0 &4 00 70 00 &1 00 &4 00 20
0000:2200(2a 00 7d 00 00 00 00 00 14 00 00 00 de
0000:2210 (64 00 70 OO 61 00 64 00 30 00 7h 00 2b
0000:2230 /00 00 00 00 lc 00 00 00 4 00 75 00 &4
0000:2230 /61 00 64 00 20 00 7b 00 45 00 4= 00 54
0000:2240 |52 00 7d 00 00 00 00 00 14 00 00 00 de
DO00: 2250 16d 00 70 DD 61 00 B4 0O 30 00 Tk 0O 2d
00002260 (00 00 00 00 14 00 DO 00 4e 00 75 00 &4
0000:2270 /61 00 64 00 20 00 7b 00 2o 00 T4 00 0O
6000:2280 (14 00 00 00 4e 00 75 00 &4 00 70 00 61
©000:2200 (20 00 7b 00 2£ 00 74 00 00 00 00 0a
0000: 2240 | 6
0000:22b0 |
0000:32ed
00002240 5
0000:232e0 100 00 00 00 00 00 00 00 SE S5E 76 62 61 46 69 6o .... _—_vbaFil
0000:2260 (65 43 Ec Bf 73 65 00 00 SE SE 76 62 61 56 61 72 |eclose.. _vbaVar
0000:2300 43 61 74 00 5€ S£ 76 62 €1 57 72 69 74 £5 45 69 |Cat.  vhaWriteRi
0000:2310 /6 &5 00 OO0 00 00 00 OO0 Sf SE 76 62 61 53 74 72(le...... _ whaftr

3
o
i
JEI
o
&
E
E:

Sigmed 8 bit. | a Signed 320 | 5192 Hexadecinal. (1]
Unsigned & Wt Unsigned 32 bia: | B192 Ocral: ]
Signed 16 Bt 8192 32 bit fioar, | 1147084E 41 Binary: DO0ON000
Linsigred 16 bir: Bl 64 bt floan: | 2, 'I]_"?'}I’;‘E_JII. Text.
7] Show e endian decoding [ Show unsigned as hexadecimal | Stream tongth; | Fived 8Bt v |

o

)

|51

Selection: 000012220 00000027 | OVR, Size: 26672 Offset 00022677 |Hox AN

Figure 22. Presence of mail call and the tag Fecha - Hora

Another facts encountered during examination were the words that linked
twain.exe with an application developed in Microsoft Visual Basic, as the path
shown in Figure 23 and all the functions and name references in Figure 24.

“Ede Edit | ¥iew Documems Bockmarks Tools Setings Help

FEDEEG s e RODIHOQROR

0000s1ecl (2e¢ 44 4c 4c 00 00 00 00 5f S5 76 62 61 46 72 65|.DLL...._ vbaFre
0000:1edl} (65 4£f 62 6a 00 00 00 00 S5f 5f 76 62 61 d4e §5 77|eCki...._ vbaNew
0000:10a0 32 00 00 00 40 1a 40 00 Te 54 40 00 28 bf 24 00|2...0.@.|T@. (2-.
0000:1af0 ba ad A8 11 a9 20 00 10 b5 bf I3 64 dc bE 24 00| *H@. 0 . . pr#miy-.

0000:1£10 ba ad 48 11 a9 20 00 10 b5 bf 23 64 4b bEf 24 00| fud.

®

L]
0000:1£00ba a4 48 11 a9 20 00 10 b5 bf 13 64 27 bf 2d 00| *AR.© .. uzim'g-.

O L opgHmEg -

L]

0000:1£20 'ba ad 48 11 ad9 20 00 10 b5 bE 23 6d
0000:1£30(99 66 of 11 b7 Oc 00 aa 00 650 43 93

0000:1£40|00 00 00 00 e ik fa 68 10
D000:1E50 ) bS5 5
000 1E80 |

0000:1£70 |
5000:1£80 |
6000:1490 |0
0000:1¢£a0 |06
0000:11b0 |
0000:1fc0|
0000:1£d0
0000:1fe0 |
0000:18£0 |
0000:2000 |
0000:2010/

m]

Signed B it |

0 'Signed 32k | 0| Hesadecinal, )
Uinsigned & i, 0 Unsigned 32 bir: | 0 Ocral; 00
Sigoed 16 bit 0 32 bt floa: | 0.0000006-00 Binary: BOG0000
Unsigred 16 B o B4 bit finat | 36035736310 Text:
7] Showittle endian decading ] Show unsigned as hexadeciral | Steamiength; | Fxed 8Bit |
i Seleciion: 000G-1F54 DO0G003C | |OVR, Size: 28672 Offset: 000011507

Figure 23. Installation’s path of Visual Basic

Hox AW
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Ll

E;rle Edit ¥iew Documerts Bookmarks Tools Setings Help

HEEDLEHES s RODIXOGIOR [
U!:-Ot':!?;\'l_se 00 00 00 Sf£ 5f 76 63 61 46 72 65 65 56 61 7I|n..._ vbaFrseVar f-(
0000:2350 [4c §5 73 74 00 00 00 00 SE 5f 7€ 63 61 d4c 65 Ge|List...._  vbaLen
0000:2360 |56 61 72 00 Sf 5f 7€ 63 61 56 61 72 53 75 62 00|var._ vbavarsub
000022370 |5 SFf 76 62 61 56 61 T2 44 G6f 76 &5 00 00 00 00| __vbaVarMcva....
0000 ISf S5FE 76 £ 61 53 74 72 54 SF 55 fe 6% 63 EFf 64 |_ vbaStrTolUniced
0000 0|65 00 00 OD Sf 5f 76 62 61 53 74 72 54 6f 41 Ge|e... vbasStrToAn
0000 0|73 69 00 00 5f£ 5f£ 76 62 61 53 74 72 56 61 72 4d|si..___vbaStrVarM =
o000 Oi6f 76 65 00 5f Sf 76 62 61 46 72 65 65 53 T4 Vi|ove._ vbaFresStr (&1
0000s |00 00 00 0O 5¢ 5f 76 62 61 53 74 72 49 31 00 00...._ vbageriz.. i
0000: |S€ SE 7¢ 62 61 53 T4 72 43 61 74 00 5£ 5f 76 62|_ vbastrcat._  vh
0000:2300 61 53 T4 72 44 6F TE €5 00 00 00 00 5£ Sf 76 62 |astzMove...._ vb
0000 61 53 T4 T2 43 &£ 70 79 00 00 00 0O Sf Sf 76 €2 |aStrCopy..
4000 {61 49 32 49 34 00 DO 00 SE S5E 76 62 61 45 72 72 alaTd. ..
72 4f 76 65 72 €6 6c 6f T7T 00 00 5% Sf 76 62 |orOverflow.. vhb
46 72 65 65 56 61 72 00 00 00 00 5f S5f 76 62 |aFreeVar.... vhb
4f 62 Ga 53 65 74 41 &4 64 T2 65 66 00 00 00 |aChbisetmddref. ..
SE 76 62 61 53 65 74 53 73 74 __vbaSetSystemEx
6F 73 D0 25 00 00
vbathError....
Find | []Backwards. []
Signed B bit: 101 Signed 12°bit: 101|  Hexadeciaal 5
Unsigned B Bt 10 Unsigned 32 b 101 Ocral: 145
Sigroed 16 bir 101 32 b tion: | 1415311E 43 Binary: o1to0LoL
Linsiged 16 b L] 64 ban floar: 2.0(-1‘?5?9:&5 Tt L3
(21 Showlitle endian docading [ Show unsigned a5 hexadecimal | Strsam tongthy [Fived BBt v
Selection 000G 7457 0000025 | |OVR Sire: 78572 Offser: 0000247¢7  |Hox AW

Figure 24. Call to Visual Basic’s functions and the name of the project (Spanish)

| found over the image mounted by mail the name of the file and | found one of
these located in c:\winnt\system32. | opened it with less command and the
structure of the file was equal to the structure of archivo.txt. To view the mail file

go to Figure 25.

"iplicaciones

"Aiplicaciones
Lia.
"iplicaciones
rzogzor
"iplicaciones
"M1SS1NG"
"iplicaciones

e

" ——
—

e

"Tsabel

Locales

Locales

Locales

Locales

Locales

"Servicio al Cliente

Fecha-Hora:

Fecha-Hora:

Fecha-Hora:

Fecha-Hora:

Fecha-Hora:

. Main Menu

iV 5.1.09

Inhox

Lotus MNotes Fecha-Hora:

(Vv 5.1.0)

Fecha-Hora:

26/08/2004

26/08/2004

26/08/2004

26/08/2004

ZB/08/2004 12

12:22:23"

12:22:23"

12:22:25"

12:22:31"
TZZi33"T

Fecha-Hora:

26/08/2004

ZB/08/2004 1Z:22:40"

12:23:15"

Z6/08/2004 12:23:15"

Figure 25. Content of mail.txt

The structure of the mail file was equal to the file archivo.txt.
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On this way, | could identify that once again someone had developed a very
similar application to rob the passwords of the users. Fortunately, from the time of
the first incident, some plans had been applied, and thanks to it the
consequences were not major.

Nowadays, with the changes applied in System_M and in all the plattaform, there
has not been detected any other fraud against System_M. For these reasons |
consider that the identification phase was a total success because actions to
discover the source of the problem were taken fast.

An important phase during the identification phase was how to catch the culprits,
as | explained in section 1.2.2, as | had installed the Ethereal sniffer, | still
checked to get the capture done, also searching by the destination IP address,
setting the IP address of the machine of the user where | found the keylogger
twain.exe. The result was a lot of number of packets; however, | reviewed each
packet and | found a connection from IP x.y.54.41 which was transferring a file
called twain.exe to the computer of the affected user (x.y.54.83). The possible
attacker was located in the same commercial office and therefore in the same sub-
net.

@ {Untitled) - Fitiereal

Ble E% Vew G0 Cohue frshme Faistes leb
pEEx®@d Res DFLAQGPOHBEXE

Eyerec | il | +:~wm...| \;pw| fenw]

No. |m-. fsw:u_ . [irte _ _ . [L

[oetinsion

S:d0:dc  Cost = 33 Port = DxBODg
. Z.in-addr.arpa
anse, Mo such name

0

= 54.15
Path:
or: STATUS_OBJECT_NAME_COLLISION
INFO, Fil

Query & Basic Info, Path:

THE Win=64535 [CHECKSUM INCORREC
0x0001, Query File Internal Info

(=1

J54.83)
Dst Port: microsoft-ds (445), Seq: 562, Ack: 541, Len: 11

Figure 26. twain.exe found in the ethereal capture

Using the option “Follow TCP Stream”? of Ethereal | could rebuild all the transfer
of the file and | copied it in a new file called twain.temp as is shown in Figure 27.

12 http://www.ethereal.com/docs/user-guide/ChAdvFollow TCPSection.html
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{@ Ethereal: Save TCP Follow Stream As

Mew Folder Delete File ] Rename File ]

e
Folders I = Eiles Jg

=

Figure 27. Saving twain-temp

Selection: e:}

Ie bwain-templ

In the Ethereal capture | discovered that the length of the file twain.exe was 28672
bytes as is shown in Figure 28.

microsoft-ds » 1228 [ACK] Seq= 1284 Ack_30034 Win=17552

Write Andx Re 1: 0 2
TransZ Request SET FILE_ INFO FID: 0x0001
Trans2 Response, SET_FILE_IMFO

Figure 28. Size of transfer of twain.exe

| opened twain.temp with khexedit and did a hexadecimal search looking for the
hex value 4D5A9000, that is, the header's beginning of any executable file. In
sector 0x09fe | found this value, that it is equal to the one in sector 0x09fe that
began the executable as is shown in Figure 29. For this reason, from this position
(Ox09fe) in the file | moved the cursor to the next 28762 bytes (Figure 30) and
copied this portion in a new file that | called twain2.exe (Figure 31 and Figure 32).

file:/mnijuishjwain.temp - KHexEdit
Eile Edit View Documents Bookmarks Tools Settings Help

FEDEEHEs e REBKO0IoR

0000:05b0 |2e 00 65 00 78 00 65 00 00 00 00 00 70 40 £f 53|..e.x.e.....p@y
0000:08c0 [4d 42 2£ 00 00 00 00 18 07 c8 00 00 00 00 00 00
0000:0940 |00 00 00 00 00 00 02 08 £f fe 00 08 32 14 Oe ff
0000:09¢0 (00 de de 01 00 00 00 00 00 £f £f £f £f 00 00 00 .
0000:09£0 00 00 00 00 70 40 00 00 00 00 00 01 70 ee
0000:0a00 03 00 00 00 04 00 00 00 ££f £f 00 00 b8 00
0000:0a10 |00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00]|.
0000:0a20 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000:0a30 (00 00 00 00 00 00 00 00 00 00 c8 00 00 00 Oe 1f B
0000:0a40 [ba Oe 00 b4 09 cd 21 b8 01 dc ed 21 54 68 69 73|s..".i1, .LiIThis
0000:0a50 |20 70 72 6f 67 72 61 64 20 63 61 6e 6e 6f 74 20| program cannot
0000:0a60 (62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f|be run in DOS mo

BRSO

0000:0a70 |64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 05 c8|de....$........ E
0000:0a80 a0 db 41 a8 ce 88 41 a8 ce 88 41 a8 ce 88 c2 bd| OA"i.A"I.AI.A°
0000:0a90 |c0 88 40 a8 ce 88 28 b7 c7 88 42 a8 ce 88 a8 b7 |A.@"i.(-¢.B 1.7
0000:0aa0 |c3 88 40 a8 ce 88 52 69 63 68 41 a8 ce 88 00 00|A.@ I.Richa'I...
0000:0ab0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .
0000:0ac0 |00 00 00 00 00 00 50 45 00 00 dc 01 03 00 2e 6f|....

0000:0ad0 a3 40 00 00 00 00 00 00 00 00 e0 00 Of 01 Ob 01
0000:0ae0 |06 00 00 40 00 00 00 20 00 00 00 00 00 00 2c 13|.
0000:0af0|00 00 00 10 00 00 00 50 00 00 00 00 40 00 00 10
0000:0b00 |00 00 00 10 00 00 04 00 00 00 01 00 00 00 04 00

Signed 8 bit 77 Signed 32 bit: 9460301|  Hexadecimal 4D
Unsigned 8 bit: 77| Unsigned 32 bit: 9460301 Octal 115
Signed 16 bit: 23117 32 bit float: 1.325671E-38 Binary 01001101
Unsigned 16 bit 23117 64 bit float: 6.370661E-314 Text: M

Show little endian decoding ] Show unsigned as hexadecimal ~ Stream length:
[ [Selection: 0000:09fe 0000:0004 | |OVR [Size: 55433 [Offset: 0000:03fe-7  |Hex |RW.

Figure 29. Header of executable file found in the transfer
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Offset:

Goto Offset

28672|

—Options

[«] Erom cursor

Stay visible

[] Backwards

& OK

28 Cancel

Figure 30. Offsetting 28672 from 0x09fe

Eile Edit View Documents Bookmarks Tools Settings Help

0000:7840
0000:78e0
0000:78£0
0000:7900
0000:7910
0000:7920
0000:7930
0000:7940
0000:7950
0000:7960
0000:7970
0000:7980
0000:79%0
0000:79a0
0000:79b0
0000:79c0
0000:7940
0000:79e0
0000:79f0
0000:7a00
0000:7a10
0000:7a20(41 14 17 00

I IDEHS 9 e DD

00 00 00 00 00 00 00 00 00

KOoooa

00 20 00[A..

Find

[] Backwards

O

Signed 8bit | 0|

Unsigned 8bit: | 0 Unsigned 32 bit:

Signed 16 bit: | 0]
Unsigned 16 bit: | 0

Show litde endian decoding (] Show unsigned as hexadecimal

Signed 32 bit: | 11272192 Hexadecimal: | 0o/
| 4283605104 Octal: | 000

32 bit float: | -2.817963E+38 Binary: | 00000000 |
64 bit float: | -2.730060E-153 | Text: | ]

[Selection: 0000:0a02 0000:6ffd | [OVR [Size: 55433

[offset: 0000:75f1-7

Figure 31. Extracting twain.exe from the transfer
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File Edit View Documents Bookmarks Tools Settings Help

HEREHEEseDPEKO0008 ]
0000:0000 [} 5a S0 00 03 00 00 00 04 00 00 00 £f £f 00 00 MB.......... V.. j
0000:0010 |b8 00 00 0O 00 00 0O 00 40 00 00 00 00 00 00 00| ,....... y TRy
0000:0020(00 00 00 00 00 00 0O 00 GO0 00 00 00 00 00 00 00 |...ccuveesananas
DDOO:OD}OEDO 00 00 00 00 00 OO 00 00 00 00 OO0 €8 00 00 00|............ Biss
0000:0040 |0e 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68|..*.. .I1, .Li1Th

DDGU:DDSO?GE 73 20 70 72 6f 67 72 61 64 20 €3 6l e be 6f | is program canno
0000:0060 |74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20|t be run in DOS
0000:0070 |64 6f 64 65 2e 04 04 Oa 24 00 00 00 00 00 00 00 mode....$.......
0000:0080 |05 ¢9 a0 db 41 aB ce 88 41 a8 ce 88 41 a8 ce 88 .E OA"I.A I.A"1.
0000:0090 |c2 b4 c0 BB 40 a8 ce 88 28 b7 7 88 42 af ce 88 |A’A.@"I.(-¢.B 1.
0000:00a0 (a8 b7 c3 B8 40 a8 ce 88 52 69 63 68 41 a8 ce 88| "-R.@ " I.richa"i.
DDOO:DDbO:DO 00 00 00 00 00 00 00 OO0 0O 00 OO OO OO0 0O 00
0000:00e0 |00 00 00 OO 00 00 OO OO 50 45 00 00 4e 01 03 00
DﬂﬂO:DDdO;Ze 6f a3 40 00 00 00 00 00 00 00 00 e0 00 Of 01|. .
0000:00=0(0b 01 06 00 00 40 00 00 00 20 00 00 GO 00 00 00|.....@.
0000:00£0 |2c 13 00 00 00 10 00 00 OO0 50 00 00 00 00 40 00
0000:0100 |00 10 00 00 00 10 00 00 04 00 00 00 01 00 0O 00
0000:011004 00 00 0O 00 00 0O 00 Q0 70 00 0O 00 10 00 0O
0000:0120{27 09 01 00 02 00 Q0 00 00 00 10 00 00 10 00 00|*.
0000:0130|00 00 10 00 00 10 00 00 0O 00 00 00 10 00 0O 0O

0000:01 |00 00 00 0D 00 00 00 00 34 3c 00 00 28 00 0O 0O
0050:0150!00 60 00 0D 54 07 00 00 OO0 0O 00 00 OO OO0 00 00|.°

[FHex v [Fina | C1Rackwants O E]I

Signed 8 hir: 7?: Signed 32 bir: 9460301 Hexadecimal: | 4D

Unsigned 8 bir: 77'. Unsigned 32 bit: 9460301 Ocal: | 115

Signed 16 hir: 23117 32 bt float: 1.325671E-38 Binary L 01001101
Unsigned 16 bit: 23117 | 64 bit floar: 6.370661E-314 Text:

: | M
7] Show linle endian decoding [ Show unsigned as hexadecimal ~ Stream length: | Fixed 8 Bit vl

[Encoding: Default [ IoVR Size: 28672 Dffser 0000:00007  [Hex [RW

Figure 32. twain2.exe generated

| calculated the MD5 value for this captured file and the MD5 value for the file
encountered in the image, and the values were equal, as is shown in Figure 33
(MD5 value 60d679282fe172b5aa%ea8dd952b6412), thus demonstrating that the
file found in the image was equal to the one transferred to the net by the attacker.

Figure 33. MD5 value of twain.exe

Additionally, with the capture done by Ethereal, | found the source IP where was
done the connection to transfer the file. Looking for the logs of the DHCP server |
could localize the machine and his owner and responsible of this, which was
located in the same commercial office.

| confiscated the machine and the legal department of the company called the
user in order to ask a group of questions related with the case. The user admitted
his culpability and said that the confiscated machine was only used to transfer the
keylogger. The legal department made the procedures to do an unlawful entry in
the house of the employer.

1.3.3. Containment

The containment phase entered in action when the security staff was contacted
with the information of some password usurpation. Some security staff members
were dispatched to the physical location to investigate the fact. As | have
explained, shortly before the following actions were taken:
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All the binaries used to identify process running, open applications, network
status and in general the status of the system were trust binaries stored in
a CD-ROM that each one of the security members has with it.

It was added an Access Control List in the perimetral firewall to avoid that
possible information could be sent through Internet.

It was generated an image of the disk, using dd which was sent by the
network to a server disposed to this end.

During all the investigation, more than two machines were analyzed,
where there were running clients of System_M. Each one of them had
similar characteristics; however, each one were identified with a tag in
order to follow up some data in the future, if it could be required. | did a
specific format of tags with the fields shown in Table 1.

Field Description of the field

Evidence # Contained a numeric ID of the computer

collected. This ID began in the number SM-1,

where SM was a fixed value and the number
was incrementing.

User name Contained the first and last name of the user

or users responsible for the machine.

Localization Contained the specific place where was

located the machine, could be a commercial

office in a shopping center, a computer of an
administrator, etc.

Model Contained the main features of the machine,
processor, hard drive, etc.
Serial Contained the serial number of the case,
printed generally in a side of the box.
Investigator Contained the first and last name of the
investigator that seized the machine.
Date & Time Contained the date and time when the

machine was seized.

Table 1. Tag’s description used in collecting the analyzed systems

The machines seized during all the investigation process were tagged with the
information shown in Table 1; in order to protect the confidentiality of the
company, the tags that | will show below with the collected information were
lightly modified in some fields as User name and Localization (where | will use
names like Place_1, Place_2, etc.)

Evidence # SM_1
User name User_IS (changed by confidentiality)
Localization Place 1 (changed by confidentiality)
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Model HP Vectra VE. Pentium Il 550MHz. DD 4GB.
128MB RAM.

Serial MX94160548

Investigator Francisco Pecorella

Date & Time Jun 25, 2004 — 11:00

Table 2. Tag identifying the first machine analyzed

Evidence # SM_2

User name User_FR (changed by confidentiality)

Localization Place_2 (changed by confidentiality)

Model Dell Optiplex GX1. Pentium Ill 450Mhz. DD
2GB 64MB RAM.

Serial 2PG911

Investigator Francisco Pecorella

Date & Time Aug 27, 2004 — 07:30

Table 3. Tag identifying the second machine analyzed

The computer was powered off, and the hard disk was identified with tape
as involved in a security incident and was placed in a secure location with
secure access and a form of access and chain of the custody where the
name, date and time and finality of each access are filed.

These steps were reported to the security manager and all the steps taken
in a text file were registered to do at the end of the investigation a complete
report.

1.3.4. Eradication

The eradication phase was the simplest of the six phases; in this case, the
organization used Tivoli in all the computers for monitoring, resources statistics
and remote installations. Additionally, all the computers used McAfee Personal
Antivirus and the updates were always activated.

Also, the organization used ClamAV as antivirus software to analyze all the mails
of the employees and aliases that uses the company for different purposes.

With all these spread resources, a patch was the most advisable solution to
eradicate the malware applications. For this reason, once detected the
keyloggers, as | mentioned before, we sent some samples of them to the major
antivirus companies that were used by the company, in other words, McAfee and
ClamAV.

36
© SANS Institute 2000 - 2005 Author retains full rights.



Incident Handler Case File

Most of the antivirus companies sent to us the update sign, and using Tivoli we
distributed this file to all the computers of the network. This process was repeated
five times, in order to cover all the computers that in a first phase could be off or
simply offline for any reason.

All the ClamAV servers update its definition virus each four hours automatically,
however when it was received the answer of ClamAV recognizing the keylogger, it
was forced an update to avoid that the software could be distributed by e-mail.

With all these steps that were conducted in less than half a day, we could be sure
that the application was removed effectively. When it was detected the second
keylogger, the steps that were taken were equal to the first occasion. We sent the
binarie sample, received the updated sign and we spreaded it by the network
using Tivoli in repeated times.

Later, we did not see any signal of these applications installed in any computer.

1.3.5. Recovery

The recovery phase that was conducted by a security team, joined with other
functionals areas of the company, was not a hard phase because the damage
could be mitigated with a procedure that forced all the users to change its
passwords immediately and for a period of two weeks these password expired
each two days. In this way, if any computer would have had the keyloggers
installed, these two weeks were enough time to remove them.

Once the signatures of the anti-virus to remove the malware applications were
distributed, it was run a process that did a finding in :/winnt/system32, removing
the file archivo.txt or the file mail, to avoid that any bad intended user could extract
the last passwords stored by the applications.

To ensure that these application were effectively removed from the systems, some
computers of persons, which were using his/her credential, were chosen at
random, and the security team examined his/her computers to test if the patch run
removed correctly the malware, which resulted in a success.

Unfortunately, the recovery phase could not recover all the lost money that these
applications originated, but with the measures taken, sniffing the network, as was
explained in section 1.3.2, could catch the attackers group.

1.3.6. Lessons Learned

With the incidents occurred, the security team of the company highly enforced the
credentials and security policies that existed in the systems of the organization.

When the installation of the malware code was commited, most of the final users’
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machines had a default password as Administrator. With this default password
anyone could do login in any machine and install, execute or simply rub sensitive
information. The policies related to these passwords was changed, establishing a
project that we called “Perfiles” (perfiles is the translation of profiles in Spanish).
This project included a series of changes made over the permissions that each
user in the domain had over the machines. In this way, the administrators’
passwords are different to those of any user and they can do login as
administrator machine only in the computer that they have been assigned.

In spite of these security policies applications, existed the possibility that many
passwords could be weak' passwords. As all the users use authentication
against an Active Directory, all the passwords are stored in a common file, called
sam (Security Account Manager), that is located in %SystemRoot%\repair\. This
file could be copied using pwdump™ (pwdump is an application to retrieve
passwords hashes locally or remotely from a Windows NT/2000/XP system).

With all the password hashes copied in a file, the company acquired the software
LC5™ (LC5, is the most recent version of LOpthCrack and is a software used to
crack passwords with a hash as input), and we installed this application in a
machine with four processors of 3.0 GHz, specifically a Dell equipment
PowerEdge 6650.

We programmed a task that once each two weeks copy all the hashes passwords
in a file, using pwdump and this file is used as input to LC5 to crack the
passwords, using for it a lot of dictionaries files and precomputed hashes. With
the output of the LC5 are identified the weak passwords in order to inform to the
user this condition and recommend a change of it following our passwords
policies. Additionally, each password expires in sixty (60) days, and it forces a
change of it. The new password can not be any of the previous 10 passwords

With these policies we are trying to assure that all the users have strong
passwords and that these passwords, used as credentials to enter to the domain
and to the computers are not a default and trivial phrase.

The main purpose of the installed keyloggers, was to rob the credentials (ID and
password) of the user in System_M, and in this way be able to impersonate this
person and commit fraudulent deeds. Because of the importance of System_M, it
was implemented and developed an authentication system, more robust and
difficult to break, using tokens RSA"". These SecurelDs allow that only the person
that has the key generator could access the system with his/her credentials, much
better, these keys are changing periodically at a short time.

3 http://searchwindowssecurity.techtarget.com/sDefinition/0,,sid45_gci914537,00.html

4 http://us1.samba.org/samba/ftp/pwdump/

'8 http://www.atstake.com/products/Ic/

16 http://www1.us.dell.com/content/products/productdetails.aspx/pedge_6650?c=us&cs=5558&I=en&s=biz
7 http://www.rsasecurity.com/node.asp?id=1157
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An important lesson that the whole company learned is that nobody can trust
nobody. In this case, the attacker was inside the company, and was workpartner
and friend of many of the users that were victims of credential usurpations.
Nowadays, many of the users save his/her passwords with extreme careful.

The company has almost 10000 employees. Approximately four months ago, in
sessions of twenty persons daily, the employees are receiving lectures about
security policies and ways to prevent the usurpation of credentials and other types
of attacks. In these lectures, trained personal explains the use of antivirus
applications, personals firewalls, etc. At the end of these lectures, all the
participants sign a comprise called “Cddigo de Conducta Empresarial” that specify
and oblige the persons who sign it to protect his/her credentials and apply and
carry out all the security policies. In the case that any of these policies could not
be fulfilled, and this fact comprises the security of the company or any part of it,
the employee will be the direct responsible, assuming all the consequences of it.

All those measures give the company more security and prevent future similar
security incidents, for oversight, or not fulfilling the application of security policies.

1.3.7. Exploit/Attack/Vulnerability References

An important phase, when an attacker has gained access to a target, is to try to
maintain this access to enter and leave the system when he desires. In this
phase, commonly called “maintaining access”, we have to use applications as
trojans, backdoors and rootkit. In the incident that | handled, the attacker had
access to the system due to the weak and trivial administrator password; with this
password the attacker and many other users could enter into the victims’
computers with high privileges, to install new applications, to add new files, or
simply to rob any data.

There exist many differences between trojans, backdoors and rootkits, and equally
different kinds of them. A very complete chapter about these topics can be read in
Ed Skoudis. Counter Hack. New Jersey: Prentice Hall, 2001, where are covered
all the differences between the concept of each one and it is explained in detail
the functionality of them.

Other book that could be interesting to learn about Malware Analysis is the
Chapter 11 of Ed Skoudis & Lenny Zeltser. Malware: Fighting Malicious Code.
New Jersey: Prentice Hall, 2003.
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Appendices

1.4. Appendix A. ‘hexdump -C’ analysis of ‘Symantec.exe’
00000000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 |MZ.......... yy..|

00000010 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 OO0 |,....... @....... |

00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |...eevvevennee. |

00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000c0
000000d0
000000e0

00 00 00 00 00 00 00 00 00 00 00 00 b8 00 00 00 |.. ool

Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4¢c cd 21 54 68 |.°..".I1,.LIITh]|

69 7320 70 72 6f 67 72 61 6d 20 63 61 6€ 6e 6f |is program canno|
74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 |t be run in DOS |
6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 |mode....$.......|
8f 8af9 db cb eb 97 88 cb eb 97 88 cb eb 97 88 |..UUES..E&..E&. |
48 f7 99 88 ca eb 97 88 a2 f4 9e 88 ca eb 97 88 |H+..Eé..¢6..E&. |
224 9a 88 ca eb 97 88 52 69 63 68 cb eb 97 88 |"6..E&..RichE&. .|

000000f0 00 10 00 00 00 10 00 00 04 00 00 00 01 00 00 OQ |................ |

00000100
00000110
00000120
00000130
00000140
00000150

00000180
00000190
00000120
000001b0
000001c0
000001d0
000001e0

04 00 00 00 00 00 00 00 00 40 00 00 00 10 00 00 |......... Q......|
c10b 0100 02 00 00 00 0000 1000 00 10 00 00 |A............... |
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 [.....ccecvvevee |
00 00 00 00 00 00 00 00 64 1b 00 00 28 00 00 OO |........ d...(...|
00 30 00 00 fc 08 00 0O 00 00 00 00 00 00 00 00 |.0..4........... |
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |......cucnvee |

00 00 00 00 00 00 00 00 28 02 00 00 20 00 00 OO |........ (e o |
00 10 00 00 8¢ 00 00 00 00 00 00 00 00 00 00 00 |
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO |................ |
2e 746578 74000000 18 0e 00 00 00 10 00 00 |.text........... |
00 10 00 00 00 10 00 00 00 00 00 00 00 00 00 00 |.......cucecee |

00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 |.... ..".data...|
e4 09 00 00 00 20 00 00 00 10 00 00 00 20 00 00 |A.... ....... .. |

000001f0 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO |............ @..Al

00000200
00000210
00000220
00000230
00000240
00000250

00001000
00001010
00001020
00001030
00001040
00001050
00001060
00001070
00001080
00001090
00001020
000010b0
000010c0
000010d0
000010e0

2e 727372630000 00 fc 08 00 00 00 30 00 00 |.rsrc...0....0..|

00 10 00 00 00 30 00 00 00 00 00 00 00 00 00 00 |.....0.......... |

00 00 00 00 40 00 00 40 4c 20 84 3b 1000 00 00 |...@..@L ;....|
00 00 00 00 00 00 00 00 4d 53 56 42 56 4d 36 30 |........ MSVBVM60|
2e 44 4c 4¢c 00 00 00 00 00 00 00 00 00 00 00 00 |.DLL............ |

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |....cccereuee |

Oc a4 49 73 a0 5b 49 73 9e 00 4a 73 14 df 3c 73 |.1ls [Is..Js.R<s|
6154 49 73 €8 5a 49 73 1554 49 73 ad 54 49 73 [aTlséZIs.TIsTls|

ad 55 49 73 74 a5 49 73 73 41 3¢ 73 ff cf 3b 73 |Ulst¥IssA<syl:s|

90 9a 3¢ 73 9d 5b 49 73 €9 €6 3¢ 73 19 a6 49 73 |..<s.[Iséze<s.!ls|

6d 59 47 73 1f 4b 3¢ 73 30 58 49 73 61 55 49 73 |mYGs.K<s0XIsaUls|
de 8b 3c 73 7f 8d 4a 73 b1 a4 49 73 1 54 49 73 |b.<s..Js+nlsaTls|

e1 5549 73 15 55 49 73 50 4f 49 73 12 de 3a 73 |aUls.UIsPOls.b:s|
4b 7 47 73 a2 03 4a 73 46 a3 49 73 06 13 49 73 |K=Gs¢.JsFEls..Is|
caab 49 73 51 0149 73 00 00 00 00 00 00 00 00 |E!IsQ.ls........|

07 00 08 00 26 1b 40 00 37 1b 40 00 2d 1b 40 00 |...8.@.7.@.-.@.|
ff 25 28 10 40 00 ff 25 44 10 40 00 ff 25 54 10 |§%(.@.y%D.@.Y%T.|
40 00 ff 25 1c 10 40 00 ff 25 18 10 40 00 ff 25 |@.9%..@.7%..@.%|
5¢ 10 40 00 ff 25 10 10 40 00 ff 25 68 10 40 00 \.@.¥%..@.y%h.@.|
ff 25 20 10 40 00 ff 25 64 10 40 00 ff 25 60 10 |% .@.7%d.@.¥% .|
40 00 ff 25 4c 10 40 00 ff 25 34 10 40 00 ff 25 |@.7%L.@.7%4.@.%|

000010f0 48 10 40 00 ff 25 14 10 40 00 ff 25 04 10 40 00 |H.@.7%..@.7%..@.|

00001100
00001110
00001120
00001130

ff 25 78 10 40 00 ff 25 00 10 40 00 ff 25 84 10 [§%x.@.7%..@.9%. .|
40 00 ff 25 58 10 40 00 ff 25 24 10 40 00 ff 25 |@.J%X.@.7%$.@.9%|
3c 10 40 00 f 25 80 10 40 00 ff 25 7¢ 10 40 00 |<.@.5%..@.Y%|-@.|
ff 25 74 10 40 00 ff 25 08 10 40 00 ff 25 Oc 10 [§%t.@.5%..@.Y%..|
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00001140 40 00 ff 25 30 10 40 00 ff 25 50 10 40 00 ff 25 |@.§%0.@.7%P.@.%|
00001150 70 10 40 00 ff 25 40 10 40 00 ff 25 2c 10 40 00 |p.@.V%@.@.7%..@.|
00001160 ff25 38 10 40 00 ff 25 6¢ 10 40 00 68 ac 12 40 |§%8.@.y%.@.h~.@)
00001170 00 €8 f0 ff ff ff 00 00 00 00 00 00 30 00 00 00 |.&8¥¥y......0...|
00001180 40 00 00 00 00 00 00 00 33 b7 51 b6 d1 1e 53 4e |@.......3-QIN.SN|
00001190 a7 2a c3 9e 42 24 c8 cc 00 00 00 00 00 00 01 00 |§*A.BSEI........|
000011a0 00 00 00 00 00 00 00 00 50 72 6f 79 65 63 74 6f |........Proyecto]|
000011b0 31 00 00 00 00 00 00 00 00 00 00 00 ff cc 31 00 |1........... yi1.|
0000110 00 f3 7b 97 78 73 a1 bd 43 b0 4d fd c2 33 de 9a |.&{.xs{4C°MyA3b.|
000011d0 b7 23 25 6e 5 07 1c fe 45 be 7d f5 b8 e4 21 18 |-#%nd..pEY4}5,4l. |
000011e0 74 3a 4f ad 33 99 66 cf 11 b7 Oc 00 aa 00 60 d3 [t:03.fi.-..2 0|
000011f0 93 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |
00001200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |
00001210 00 00 00 00 00 45 00 00 00 40 00 00 00 00 05 00 |....E...@......|
00001220 46 6f 72 6d 31 00 0d 01 05 00 46 6f 72 6d 31 00 |Form1.....Form1.|
00001230 19 01 00 42 00 23 ff ff ff ff 24 05 00 46 6f 72 |...BH#)yyy$..For|
00001240 6d 31 00 2e 00 35 3¢ 00 00 00 c2 01 00 00 02 0d |m1...5<..A.....|
00001250 00 00 67 02 00 00 46 03 ff 04 00 00 50 00 00 00 |..g...F.j...P...|
00001260 3 7b 97 78 73 a1 bd 43 b0 4d fd c2 33 de 9a b7 |6{xs{sC°MyA3b.-|
00001270 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | |
00001280 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 |
00001290 00 00 00 00 00 00 00 00 00 00 00 00 9e 00 00 00 | |
000012a0 00 00 00 00 bc 11 40 00 4c 00 00 00 56 42 35 21 |....%.@.L...VB5]|
000012b0 O 1f 56 42 36 45 53 2¢ 44 4c 4¢ 00 00 00 00 00 |8.VBBES.DLL.....|
0000120 2a 00 00 00 00 00 00 00 00 00 00 00 00 00 0a 00 [*............... [
000012d0 0Oa Oc 00 00 09 04 00 00 00 00 00 00 a4 14 40 00 |...........5.
000012e0 00 f0 30 00 00 ff f ff 08 00 00 00 01 00 00 00 |.80..§¥¥........|
000012f0 01 00 00 00 €9 00 00 00 5¢ 12 40 00 5¢ 12 40 00 |...6..\.@.\.@.|
00001300 78 11 40 00 78 00 00 00 81 00 00 00 8b 00 00 00 [X.@ X........... |
00001310 8¢ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |
00001320 00 00 00 00 53 79 6d 61 6e 74 65 63 00 50 72 6f |....Symantec.Pro|
00001330 79 65 63 74 6f 31 00 00 50 72 6f 79 65 63 74 6f |yectol..Proyecto|
00001340 31 00 00 00 01 00 00 00 €0 16 40 00 00 00 00 00 [1......a.@.....|
00001350 f4 19 40 00 ff ff ff ff 00 00 00 00 34 17 40 00 [6.@.V¥VV....4.@.|
00001360 08 20 40 00 00 00 00 00 48 00 19 00 00 00 00 00 |. @.....H.......|
00001370 00 00 00 00 00 00 00 00 bc 13 40 00 01 00 00 00 |....... %.@.....|
00001380 90 17 40 00 00 00 00 00 bc 13 40 00 01 00 00 00 |..@.....%.@.....|
00001390 c4 13 40 00 00 00 00 00 c0 13 40 00 01 00 00 00 |A.@....A.@.....|
000013a0 c4 13 40 00 02 00 b7 01 68 00 6¢ 00 ec 13 40 00 |A.@...~.h.L.i.@.|
00001300 d8 22 40 00 00 00 00 00 b0 7d 1c 00 a0 17 40 00 |Z"@.....%}.. .@.|
000013c0 b0 17 40 00 40 00 1f 00 34 00 00 00 c0 17 40 00 |°.@.@...4..A.@.|
000013d0 ff ff ff ff 00 00 00 00 00 00 00 00 f4 13 40 00 [{§¥y........0.@.|
0000130 €8 €6 1b 00 d0 17 40 00 ff ff ff ff 90 14 40 00 [éze..D.@.¥¥VV..@.|
000013f0 9d 14 40 00 00 00 00 00 c4 13 40 00 44 13 40 00 |.@....A.@.D.@.|
00001400 54 11 40 00 5a 11 40 00 60 11 40 00 00 00 00 00 |T.@.Z.@. .@.....|
00001410 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |
00001420 00 00 00 00 95 14 40 00 00 00 00 00 00 00 00 00 |......@.........|
00001430 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |

00001480 00 00 00 00 00 00 00 00 81 6¢ 24 04 ff ff 00 00 |.........I$.5¥..|
00001490 €9 bb 05 00 00 81 6¢ 24 04 33 00 00 00 €9 be 05 |én....1$.3...6%.|
000014a0 00 00 00 00 f4 01 00 00 €0 16 40 00 00 00 00 00 |....5...3.@.....|
000014b0 40 1a 40 00 60 1b 40 00 dc 09 00 00 08 20 40 00 |@.@."@.U.... @.|
000014c0 a6 10 40 00 00 20 40 00 2a 00 5c 00 41 00 50 00 |.@.. @.*.\.A.P.|
000014d0 72 00 6f 00 79 00 65 00 63 00 74 00 6f 00 31 00 |r.0.y.e.c.to.1.|
000014e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |

000016d0 00 00 00 00 00 00 00 00 5c¢ 12 40 00 00 00 00 00 |......\.@.....|
000016e0 00 00 00 00 2c 20 40 00 cO 19 40 00 ff ff ff f |...., @.A.@.J¥¥V|
000016f0 00 00 00 00 1c 20 40 00 7e 3 71 4f 1€ 37 0d 4b |..... @.~6q0.7.K|
00001700 84 7a b2 aa 74 15 d1 45 0a 00 01 00 01 00 01 00 |.ZANE........|
00001710 34 17 40 00 00 00 00 00 00 00 00 00 00 00 00 00 |4.@............. |
00001720 74 17 40 00 09 04 00 00 Oa Oc 00 00 00 00 00 00 [t.@............. |
00001730 02 00 00 00 44 13 40 00 ff ff ff ff 54 18 40 00 |....D.@.V¥9yT.@.|

I

00001740 00 00 00 00 00 00 00 00 00 00 00 00 6¢ 17 40 00 |............ L.@.
00001750 02 00 00 00 64 17 40 00 ff ff 00 00 83 80 01 00 |....d.@.Vy......|
00001760 00 00 00 00 00 00 00 00 00 00 00 00 46 6f 72 6d |............ Form|
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00001770 31 00 00 00 50 72 6f 79 65 63 74 6f 31 00 00 00 |1...Proyecto1...|
00001780 23 25 6e f5 07 1c fe 45 be 7d f5 b8 e4 21 18 74 [#%nd..pEY}S 41|
00001790 8f ca 9a 5a 1e f1 87 41 b8 47 a3 ce 72 e4 2¢ 3f |.E.Z.A.A GEIr4,2|
000017a0 3 7b 97 78 73 a1 bd 43 b0 4d fd c2 33 de 9a b7 |6{xs{4C°MyA3b.-|
000017b0 2a 6e b0 50 76 6b 82 45 97 4a 4f b3 83 36 30 49 |*n°Pvk.E.JO.60]|
000017c0 3a 4f ad 33 99 66 cf 11 b7 Oc 00 aa 00 60 d3 93 |:03.fi.-..2"0|
000017d0 46 6f 72 6d 00 00 00 00 2e 3d b fc fa a0 68 10 |Form.....=0iid h.|
0000170 a7 38 08 00 2b 33 71 b5 43 3a 5¢c 41 72 63 68 69 |§8..+3quC:\Archil
000017f0 76 6f 73 20 64 65 20 70 72 6f 67 72 61 6d 61 5¢ |[vos de programal|
00001800 4d 69 63 72 6f 73 666 74 20 56 69 73 75 61 6¢ |Microsoft Visual|
00001810 20 53 74 75 64 69 6f 5¢c 56 42 39 38 5¢ 56 42 36 | Studio\VB9I8\VB6|
00001820 2e 4f 4c 42 00 00 00 00 56 42 00 00 d8 17 40 00 |.OLB...VB..2.@.|
00001830 00 00 00 00 06 00 00 00 09 00 00 00 €8 17 40 00 |............ e.@.|
00001840 28 18 40 00 d0 22 40 00 00 00 00 00 00 00 00 00 |(.@.D"@......... [
00001850 €0 e5 18 00 Oc 00 40 00 00 00 00 00 00 00 00 00 |44...@......... |
00001860 1a 00 00 00 57 00 53 00 63 00 72 00 69 00 70 00 |...W.S.c.r.ip.|
00001870 74 00 2e 00 53 00 68 00 65 00 6¢ 00 6¢ 00 00 00 [t...S.h.e.ll..|
00001880 7c 00 00 00 48 00 4b 00 43 00 55 00 5¢ 00 53 00 ||...H.K.C.U\.S/|
00001890 6f 00 66 00 74 00 77 00 61 00 72 00 65 00 5¢ 00 |o.ftw.ar.e.\]|
000018a0 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 |M.i.c.r.0.s.0f|
000018b0 74 00 5¢ 00 57 00 69 00 6e 00 64 00 6f 00 77 00 [t\.W.i.n.d.o.w.|
000018¢0 73 00 5¢ 00 43 00 75 00 72 00 72 00 65 00 6e 00 [s.\.C.u.r.r.e.n.|
000018d0 74 00 56 00 65 00 72 00 73 00 69 00 6f 00 6e 00 |t.V.e.r.s.i.0.n.|
0000180 5c 00 52 00 75 00 6e 00 5¢ 00 52 00 75 00 6e 00 |\.R.u.n.\.R.u.n.|
000018f0 64 00 6¢ 00 6¢ 00 53 00 68 00 65 00 6¢ 00 6¢ 00 |d.II.S.h.e.ll|
00001900 00 00 00 00 3¢ 00 00 00 63 00 3a 00 5¢ 00 77 00 |....<...c..\w.|
00001910 69 00 6e 00 e 00 74 00 5¢ 00 73 00 79 00 73 00 [i.n.n.t\s.y.s.|
00001920 74 00 65 00 6d 00 33 00 32 00 5¢ 00 55 00 70 00 |t.e.m.3.2.\.U.p.|
00001930 64 00 61 00 74 00 65 00 4e 00 54 00 2e 00 65 00 |d.a.te.N.T...e.|
00001940 78 00 65 00 00 00 00 00 72 00 65 00 67 00 77 00 |x.€....r.e.g.w.|
00001950 72 00 69 00 74 00 65 00 00 00 00 00 56 42 41 36 |r.ite.....VBAB|
00001960 2e 44 4c 4c 00 00 00 00 5f 5f 76 62 61 46 72 65 |.DLL.... vbaFre|
00001970 65 56 61 72 00 00 00 00 5f 5f 76 62 61 45 6 64 |eVar.... vbaEnd|

00001980 00 00 00 00 5f 5f 76 62 61 4f 62 6a 56 61 72 00 |....__vbaObjVar.|
00001990 5f 5f 76 62 61 4c 61 74 65 4d 65 6d 43 61 6¢ 6¢ |__vbalLateMemCall|
000019a0 00 00 00 00 5f 5f 76 62 61 56 61 72 53 65 74 56 |....__vbaVarSetV|

000019b0 61 72 00 00 f4 19 40 00 00 00 00 00 00 00 00 00 [ar..8.@......... |
000019c0 00 00 00 00 €0 16 40 00 ff ff ff ff 00 00 00 00 |....3.@.VVVy....|

000019d0 b4 19 40 00 00 00 00 00 00 00 00 00 00 00 00 00 |'.@............. [
000019e0 ff ff f ff 00 00 00 00 2c 18 40 00 c0 17 40 00 [y¥¥y....,.@.A.@.|
000019f0 d4 22 40 00 00 00 00 00 44 13 40 00 ff ff ff ff |O"@.....D.@.y¥ V|

00001200 00 00 00 00 00 00 00 00 00 00 00 00 b8 1940 00 |............ @
00001a10 00 00 00 00 b4 1940 00 b4 194000 b4 194000 |... " @.".@.".@.|
00001220 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 |............ @...|

00001230 04 00 00 00 cc cc cc cc cc cc cc cc cc cc cc cc |....HHHTTTI|
00001240 e9 e9 e9 €9 cc cc cc cC cc cc cc cc cc cc cc cc |ééééililiiiiilii|
00001a50 33 cO c2 04 00 90 90 90 90 90 90 90 90 90 90 90 |3AA ............. |
00001a60 55 8b ec 83 ec Oc 68 a6 10 40 00 64 a1 00 00 00 |U.i.i.h|.@.d;...|
00001a70 00 50 64 89 25 00 00 00 00 83 ec 68 53 56 57 89 |.Pd.%.....IhNSVW.|
00001a80 65 f4 c7 4518 90 10 40 00 8b 45 08 8b c8 83 e1 |e()QE(Z)..@..E.E.é|
00001290 01 89 4d fc 24 fe 50 89 45 08 8b 10 ff 52 04 33 |..MUSpP.E...yR.3|
00001aa0 ff 8d 45 cc 57 68 64 18 40 00 50 89 7d dc 89 7d |.EiWhd.@.P.}U.}]
00001ab0 cc ff 15 50 10 40 00 8d 4d cc 8d 55 dc 51 52 ff [Iy.P.@..Mi.UJQRY|
00001ac0 1570 10 40 00 83 ec 10 b9 08 00 00 00 8b dc 8b |.p.@..1.".....U,]|
00001ad0 1 b8 84 18 40 00 83 ec 10 89 Ob 8b 4d c0 ba 08 |fA...@..I....MA°,|
00001ae0 19 40 00 89 4b 04 8b cc 6a 02 68 48 19 40 00 89 |.@..K..lj.hH.@. |
00001af0 43 08 8b 45 c8 89 43 Oc 8b 45 a0 89 31 8941 04 |C..EE.C..E A
00001b00 8d 45 dc 50 89 51 08 8b 55 a8 89 51 Oc ff 15 30 |.EUP.Q..U".Q.y.0|
00001b10 10 40 00 50 ff 15 74 10 40 00 83 c4 2¢ ff 15 0c |.@.PY.t@..A 7. |
00001b20 10 40 00 89 7d fc 68 41 1b 40 00 eb 0a 8d 4d cc |.@..}ihA.@.5..Mi|
00001b30 ff 15 08 10 40 00 c3 8d 4d dc ff 15 08 10 40 00 [§...@.AMUY...@.|
00001b40 c3 8b 45 08 50 8b 08 ff 51 08 8b 45 fc 8b 4d ec |A.E.P..yQ..El.Mi|
00001b50 5f 5e 64 89 0d 00 00 00 00 5b 8b €5 5d c2 04 00 |_Ad...... [a]A|
00001b60 9 9 e e 8¢ 1b 00 00 ff ff ff ff ff fF  ff |........J5§5555¥]
00001b70 18 1c 00 00 00 10 00 00 00 00 00 00 00 00 00 00 |....ceveenenee. |
00001b80 00 00 00 00 00 00 00 00 00 00 00 00 26 1c 00 00 |............ &...|
00001b90 30 1c 00 00 3e 1c 00 00 4e 1c 00 00 5a 1c 00 00 |0...>..N...Z...|
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00001ba0 6a 1c 00 00 78 1c 00 00 88 1c 00 00 9a 1¢ 00 00 |j...X........... |
00001bb0 ac 1c 00 00 b6 1c 00 00 ¢4 1¢ 00 00 d8 1¢ 00 00 |-.....A...@...|
00001bcO €6 1c 00 00 f4 1c 00 00 Oa 1d 00 00 14 1d 00 00 |&...6........... |
00001bd0 30 1d 00 00 46 1d 00 00 54 1d 00 00 cc 02 00 80 |0...F...T...I...|
00001be0 66 1d 00 00 7a 1d 00 00 84 1d 00 00 96 1d 00 00 [f...z........... |
00001bf0 a8 1d 00 00 ba 1d 00 00 64 00 00 80 c8 1d 00 00 |"...°...d...E...|
00001c00 da 1d 00 00 ee 1d 00 00 8 1d 00 00 02 1e 00 00 |U...1...@.......|
00001¢10 Oc 1e 00 00 00 00 00 00 4d 53 56 42 56 4d 36 30 |........MSVBVME0)|
00001c20 2e 44 4c 4c 00 00 00 00 5f 43 49 63 6f 73 00 00 |.DLL...._Clcos..|
00001¢30 00 00 5f 61 64 6a 5f 66 70 74 61 6e 00 00 00 00 |.._adj_fptan....|
00001c40 5f 5f 76 62 61 46 72 65 65 56 61 72 00 00 00 00 |__vbaFreeVar....|
00001c50 5f 5f 76 62 61 45 6e 64 00 00 00 00 5f 61 64 6a |_vbaEnd...._adj|
00001c60 5f 66 64 69 76 5f 6d 36 34 00 00 00 5f 61 64 6a |_fdiv_m64..._adj|
00001c70 5f 66 70 72 65 6d 31 00 00 00 5f 61 64 6a 566 |_fprem1..._ad_f|
00001c80 64 69 76 5f 6d 33 32 00 00 00 5f 61 64 6a 5f 66 |div_m32..._adj_f|
0000190 64 69 76 5f 6d 31 36 69 00 00 00 00 5f 61 64 6a |div_m16i...._adj|
00001cal 5f 66 64 69 76 72 5f6d 31 36 69 00 00 00 5f 43 |_fdivr_m16i..._C|
00001cb0 49 73 69 6e 00 00 00 00 5f 5f 76 62 61 43 68 6b |Isin....vbaChk|
00001ccO 73 74 6b 00 00 00 45 56 45 4e 54 5f 53 49 4e 4b |stk...EVENT_SINK|
00001cd0 5f 41 64 64 52 65 66 00 00 00 5f 5f 76 62 61 4f | AddRef..._vbaO|
00001ce0 62 6a 56 6172 00 00 00 5f 61 64 6a 5f 66 70 61 |bjVar..._adj_fpal
00001cf0 74 61 6e 00 00 00 45 56 45 4e 54 5f 53 49 4e 4b |tan...EVENT_SINK|
00001d00 5f 52 65 6¢ 65 61 73 65 00 00 00 00 5f 43 49 73 |_Release.... Cls|
00001d10 71 72 74 00 00 00 45 56 45 4e 54 5f 53 49 4e 4b |qrt...EVENT_SINK|
00001d20 5f 51 75 65 72 79 49 6e 74 65 72 66 61 63 65 00 |_Querylnterface.|
00001d30 00 00 5f 5f 76 62 61 45 78 63 65 70 74 48 61 6e |.._ vbaExceptHan|
00001d40 64 6¢ 65 72 00 00 00 00 5f 61 64 6a 5f 66 70 72 |dler...._ad]_fpr|
00001d50 65 6d 00 00 00 00 5f 61 64 6a 5f 66 64 69 76 72 |em...._adj_fdivr]
00001d60 5f 6d 36 34 00 00 00 00 5f 5f 76 62 61 46 50 45 |_m64...._vbaFPE|
00001d70 78 63 65 70 74 69 6f 6e 00 00 00 00 5f 43 49 6¢ [xception.... Cli|
00001d80 6f 67 00 00 00 00 5f 61 64 6a 5f 66 64 69 76 5f |og...._adj fdiv_|
00001d90 6d 33 32 69 00 00 00 00 5f 61 64 6a 5f 66 64 69 |m32i...._adj_fdi|
00001da0 76 72 5f 6d 33 32 69 00 00 00 5f 61 64 6a 5f 66 |vr_m32i..._adj_f]
00001db0 64 69 76 72 5f 6d 33 32 00 00 00 00 5f 61 64 6a |divr_ m32...._adj|
00001dcO 5f 66 64 69 76 5f 72 00 00 00 5f 5f 76 62 61 56 |_fdiv_r..._ vbaV
00001dd0 61 72 53 65 74 56 61 72 00 00 00 00 5f 5 76 62 |arSetVar....vb|
00001de0 61 4c 61 74 65 4d 65 6d 43 61 6¢ 6¢ 00 00 00 00 |aLateMemCall....|
00001df0 5f 43 49 61 74 61 6e 00 00 00 5f 61 6¢ 6¢ 6d 75 |_Clatan..._allmul
00001€00 6¢ 00 00 00 5f 43 49 74 61 6e 00 00 00 00 5f 43 |I..._Cltan...._C|
00001e10 49 65 78 70 00 00 00 00 00 00 00 00 00 00 00 00 [lexp............ |
00001€20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |

00003000 00 00 00 00 37 1b c9 3e cc 48 00 00 00 00 03 00 |....7.E>IH......|
00003010 03 00 00 00 58 00 00 80 0e 00 00 00 40 00 00 80 |...X......@...|
00003020 10 00 00 00 28 00 00 80 00 00 00 00 37 1b c9 3e |.... =
00003030 cc 48 00 00 00 00 01 00 01 00 00 00 80 00 00 80 [iH..............
00003040 00 00 00 00 37 1b c9 3e cc 48 00 00 00 00 01 00 |....7.E>IH......|
00003050 01 00 00 00 98 00 00 80 00 00 00 00 37 1b c9 3e |............ 7.E5|
00003060 cc 48 00 00 00 00 03 00 31 75 00 00 €0 00 00 80 |iH......1u..4...|
00003070 32 75 00 00 c8 00 00 80 33 75 00 00 b0 00 00 80 |2u..E...3u..°...|
00003080 00 00 00 00 37 1b c9 3e cc 48 00 00 00 00 01 00 |....7.E>IH......|
00003090 Oa Oc 00 00 f8 00 00 00 00 00 00 00 37 1b c9 3e |....@....... 7.E>|
00003020 cc 48 00 00 00 00 01 00 00 00 00 00 08 01 00 00 [iH.............. |
000030b0 00 00 00 00 37 1b c9 3e cc 48 00 00 00 00 01 00 |....7.E>IH......|
000030cO 00 00 00 00 18 01 00 00 00 00 00 00 37 1b c9 3e |............ 7.E>5|
000030d0 cc 48 00 00 00 00 01 00 00 00 00 00 28 01 00 00 |iH.......... (-l
000030e0 00 00 00 00 37 1b c9 3e cc 48 00 00 00 00 01 00 |....7.E>IH......|
000030f0 00 00 00 00 38 01 00 00 50 31 00 00 3c 02 00 00 |....8...P1..<..
00003100 bO 04 00 00 00 00 00 00 8c 33 00 00 30 00 00 00 |°........ 3..0..
00003110 b0 04 00 00 00 00 00 00 bc 33 00 00 28 01 00 00 |°..
00003120 b0 04 00 00 00 00 00 00 e4 34 00 00 e8 02 00 00 |°..
00003130 b0 04 00 00 00 00 00 00 cc 37 00 00 30 01 00 00 |°
00003140 b0 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |°............... |
00003150 3c 02 34 00 00 00 56 00 53 00 5f 00 56 00 45 00 |<.4..V.S._.V.E/|
00003160 52 00 53 00 49 00 4f 00 4e 00 5f 00 49 00 4e 00 |R.S..LO.N._.LN|
00003170 46 00 4f 00 00 00 00 00 bd 04 ef fe 00 00 01 00 |F.O....."%%.ip....|
00003180 00 00 01 00 00 00 00 00 00 00 01 00 00 00 00 00 |......ccereuvee |
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00003190 00 00 00 00 00 00 00 00 04 00 00 00 01 00 00 00 |......cceeevee |
000031a0 00 00 00 00 00 00 00 00 00 00 00 00 44 00 00 00 |............ D..|
000031b0 00 00 56 00 61 00 72 00 46 00 69 00 6¢ 00 65 00 |..V.a.r.F.ile.|
000031c0 49 00 6e 00 66 00 6f 00 00 00 00 00 24 00 04 00 |l.n.fo.....$...|
000031d0 00 00 54 00 72 00 61 00 6e 00 73 00 6¢ 00 61 00 |..T.r.a.n.s.l.a.|
000031e0 74 00 69 00 6f 00 6e 00 00 00 00 00 Oa Oc b0 04 |ti.o.n.......°.|
000031f0 9¢c 01 00 00 01 00 53 00 74 00 72 00 69 00 6e 00 |......S.t.r.i.n.|
00003200 67 00 46 00 69 00 6¢c 00 65 00 49 00 6e 00 66 00 |g.F.ile.l.n.f|
00003210 6f 00 00 00 78 01 00 00 01 00 30 00 43 00 30 00 |o...x.....0.C.0.|
00003220 41 00 30 00 34 00 42 00 30 00 00 00 58 00 38 00 |A.0.4.B.0..X.8,|
00003230 01 00 43 00 6f 00 6d 00 70 00 61 00 6e 00 79 00 |..C.o.m.p.a.n.y.|

| am snipping section 0x3240 to 0x3270 because in these sections appears
the company name

00003280 74 00 00 00 34 00 14 00 01 00 50 00 72 00 6f 00 |[t...4.....P.r.0.|
00003290 64 00 75 00 63 00 74 00 4e 00 61 00 6d 00 65 00 |d.u.c.tN.a.m.e.|
00003220 00 00 00 00 50 00 72 00 6f 00 79 00 65 00 63 00 |....P.r.o.y.e.c.|
000032b0 74 00 6f 00 31 00 00 00 2c 00 0a 00 01 00 46 00 [t.0.1...,.....F.|
000032c0 69 00 6¢ 00 65 00 56 00 65 00 72 00 73 00 69 00 |i.le.V.er.s.i|
000032d0 6f 00 6e 00 00 00 00 00 31 00 2e 00 30 00 30 00 [o.n.....1...0.0.|
0000320 00 00 00 00 30 00 0a 00 01 00 50 00 72 00 6f 00 |....0.....P.r.0.|
000032f0 64 00 75 00 63 00 74 00 56 00 65 00 72 00 73 00 |d.u.c.tV.ers,|
00003300 69 00 6f 00 6e 00 00 00 31 00 2e 00 30 00 30 00 [i.0.n...1...0.0.|
00003310 00 00 00 00 34 00 12 00 01 00 49 00 6 00 74 00 |...4.....I.n.t |
00003320 65 00 72 00 6e 00 61 00 6c 00 4e 00 61 00 6d 00 |e.r.n.a.l.N.a.m.|
00003330 65 00 00 00 53 00 79 00 6d 00 61 00 6e 00 74 00 |e...S.y.m.a.n.t|
00003340 65 00 63 00 00 00 00 00 44 00 1a 00 01 00 4 00 |e.c.....D.....0.|
00003350 72 00 69 00 67 00 69 00 6e 00 61 00 6¢ 00 46 00 |r.i.g.in.a.LF.|
00003360 69 00 6¢ 00 65 00 6e 00 61 00 6d 00 65 00 00 00 |il.e.n.a.m.e...|
00003370 53 00 79 00 6d 00 61 00 6e 00 74 00 65 00 63 00 |S.y.m.a.n.t.e.c.
00003380 2e 00 65 00 78 00 65 00 00 00 00 00 00 00 01 00 |..e.X.€.........|
00003390 03 00 20 20 02 00 01 00 01 00 30 01 00 00 31 75 |.. ...... 0...1ul
00003320 20 20 10 00 01 00 04 00 €8 02 00 00 32 7510 10 | ......&...2u..|
000033b0 10 00 01 00 04 00 28 01 00 00 33 75 28 00 00 00 |......(...3u(...|
000033c0 10 00 00 00 20 00 00 00 01 00 04 00 00 00 00 00 |.... ........... |
000033d0 c0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [A............... |
0000330 00 00 00 00 00 00 00 00 00 00 80 00 00 80 00 00 |
000033f0 00 80 80 00 80 00 00 00 80 00 80 00 80 80 00 00 |
00003400 80 80 80 00 O cO cO 00 00 00 ff 00 00 ff 00 00 |....AAA...§..y..
00003410 00 ff ff 00 ff 00 00 00 ff 00 ff 00 ff ff 00 00 |.§¥.§...y.5.¥¥..|
00003420 ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 [jy............. [
00003430 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |
00003440 08 f0 77 00 00 00 08 ff ff fO 77 70 00 Of ff ff |.Bw....jyEwp..§|
00003450 ff f0 70 00 00 Of f ff ff fO 00 00 00 Of f ff [JBp...yyyd....9¥]
00003460 ff f0 00 00 00 Of ff ff 80 00 00 00 00 0f 80 00 [y8....¥y........|
00003470 Oe 0 00 00 00 00 Oe ee €0 00 00 00 00 Oe €0 00 |.a.....7a.....4.|
00003480 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |

00003420 00 00 00 00 ff ff 00 00 ff ff 00 00 ff 8f 00 00 |....§..5¥..7...|
000034b0 8 03 00 00 c0 01 00 00 c0 07 00 00 c0 0f 00 00 |@...A...A..A...|
000034c0 ¢0 Of 00 00 c0 0f 00 00 c0 0f 00 00 €0 0f 00 00 A..A..A..A
000034d0 c0 7f 00 00 c7 ff 00 00 ff ff 00 00 ff ff 00 00 |A...Cy..¥y..
0000340 ff ff 00 00 28 00 00 00 20 00 00 00 40 00 00 00 [§§..(... ...@...|
0000340 01 00 04 00 00 00 00 00 80 02 00 00 00 00 00 00 |................
00003500 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |
00003510 00 00 80 00 00 80 00 00 00 80 80 00 80 00 00 00 |
00003520 80 00 80 00 80 80 00 00 80 80 80 00 cO c0 c0 00 |
00003530 00 00 ff 00 00 ff 00 00 00 ff ff 00 ff 00 00 00 |..§..¥...5¥.V...|
00003540 ff 00 ff 00 f ff 00 00 ff ff ff 00 00 00 00 00 [y.¥.Vy..¥¥V.....|
00003550 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |............... |

000035b0 00 00 00 00 00 8f ff 07 70 00 00 00 00 00 00 00 |......J.p.......|
000035c0 00 00 00 8f ff ff ff 07 77 70 00 00 00 00 00 00 |....yyy.wp......|
000035d0 08 ff ff ff ff ff ff 07 77 77 70 00 00 00 00 ff |.§§§¥yy.wwp....¥/|
0000350 ff ff ff ff ff ff ff 07 77 70 00 00 00 00 00 ff [J§§§yyy.wp.....J|
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000035f0 ff ff ff ff ff ff ff 07 70 00 00 00 00 00 00 ff [J¥yyV.p......J]
00003600 ff ff ff ff ff ff ff 00 00 00 00 00 00 00 00 ff [JYY¥y........J]

00003670 ff ff f ff ff 88 88 00 00 00 00 00 00 00 00 ff [JYYy.......... il
00003680 ff ff ff 88 88 00 00 00 00 00 00 00 00 00 00 ff [Yy............J
00003690 ff 88 88 00 00 ee ee 00 00 00 00 00 00 00 00 88 |§....
00003620 88 00 00 ee ee 00 00 00 00 00 00 00 00 00 00 00 |...if
000036b0 00 ee ee 00 00 00 00 00 00 00 00 00 00 00 00 ee |.ii............ il
000036c0 ee 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |i............... |
000036d0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |

00003740 00 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff
00003750 ff ff ff ff ff ff f ff ff ff ff ff ff f fF 6 |JYYyyyyyy
00003760 ff ff c1 ff ff fc 00 7f ff 80 00 1f 8 00 00 07 |JYAYU..y...o...|
00003770 f8 00 00 1f f8 00 00 7f 8 00 01 f f8 00 01 ff |@...0.....52..§|
00003780 f8 00 01 ff f8 00 01 ff f8 00 01 ff 8 00 01 ff |o..¥0..j2..y2..7|

000037a0 f8 00 01 ff f8 00 3f ff f8 03 ff ff f8 3f ff ff |@. ycz We.yye?yy|
000037b0 fb ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff |OYYYYYYYYYYyyyyyi
000037c0 ff ff ff ff ff ff ff ff ff ff ff ff 28 00 00 00 |yyyyyyyyyyyy(...|
000037d0 20 00 00 00 40 00 00 00 01 00 01 00 00 00 00 00 | ...@...........
000037e0 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |....cceeveneee
000037f0 00 00 00 00 00 00 00 00 ff ff ff 0O ff f ff ff |........ WA
00003800 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff |YYYYYYYYyyyyyyvy|
00003810 ff ff c1 ff ff fc 3¢ 7 ff c3 fc 1f f8 3f fc 07 |yyAyYi<.JAL.2?0.|
00003820 fb ff fc 1f fb ff fc 7f fb ff fd ff fb ff fd ff |Gy0.0y0.Gyyyayyy|
00003830 fb ff fd ff fb ff fd ff fb ff fd ff fb ff fd ff |Gyyyayyyayyyayyy|
00003840 fb ff fd ff fb ff fd ff fb ff c1 ff fb fc 3d ff |uyyyuyyyuyAyuu V)
00003850 fb c3 c1 ff f8 3c 3f ff fb c3 ff ff f8 3f ff ff |uAAycz;<'?yuAyyw’?yy|
00003860 fb ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff |OYyyY yl
00003870 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff |YYYYYYyyyyyyyvyy|

00003890 ff ff c1 ff ff fc 00 7f ff cO 00 1f 8 00 00 07 |yyAyYi..VA..2...|
00003820 f8 00 00 1f f8 00 00 7f 8 00 01 ff f8 00 01 ff |@...0...2..Y2..§|
000038b0 8 00 01 ff f8 00 01 ff f8 00 01 f 8 00 01 ff |@..V@..V2..Y2..§|

000038d0 8 00 01 ff f8 00 3f ff 8 03 ff ff f8 3f ff ff |@..y@.?7V@.yya?yy|
000038e0 fb ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff |OYYyyyyyyyyyyyyy|
000038f0 ff ff ff ff ff ff ff ff ff ff ff ff 00 00 00 00 |yyyyyyyyyyyy....|
00003900 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................ |

00004000
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00000000 4d 5a 90 00 03 00 00 0O 04 00 00 00 £f f££f 00 00 [/ Vy..
00000010 b8 00 00 00 00 OO 00 OO 40 00O 00 00 00O 00 00 00 | Q.......
00000020 00 00 00 OO 00 OO 00 OO 00 OO0 OO0 OO0 OO0 00 00 00 @ Jeweeewwwweeennnn
00000030 00 00 00 OO 00 OO 00 OO 00 OO 00 00 b8 00 00 00 R
00000040 Qe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68 [..°..7.I!, .LI!Th|
00000050 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f |is program canno]
00000060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 |t be run in DOS |
00000070 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 |mode....$....... |
00000080 e3 a4 a0 db a7 c5 ce 88 a7 c5 ce 88 a7 c5 ce 88 |am USAI.SAT.SAI.|
00000090 24 d9 cO 88 a6 c5 ce 88 e8 e7 c7 88 a4 c5 ce 88 |SUA.!Al.ecC.mAL. |
000000a0 a3 e6 c3 88 a6 c5 ce 88 52 69 63 68 a7 c5 ce 88 |f£xA.!AI.RichSAI.|

|

|

0000000 00 00 00 00 0O 0O 0O OO 50 45 00 00 4c 01 03 00 |.wwun.n. PE..L...
000000cO0 3b fb 87 3e 00 00 00 00 00 00 00 00 e0 00 Of 01 |;G.>........ a...
00000040 0Ob 01 06 00 00 50 0O OO 0O 40 00 0O 0O 00 00 OO0 [..... P...G......
000000e0 2c 13 00 00 00 10 00 OO0 0O 60 00O OO OO0 OO0 40 00 |, eeeunnn. R

000000£0 00 10 00 00 0O 10 00 OO 04 00 00 00 01 00 00 00 lewwwwwuenunnnnnn
00000100 04 00 00 00 0O 0O 0O OO 00 a0 00 00 00 10 00 00  |ewuwwwunns wuwnn.
00000110 34 c3 00 00 02 00 0O OO 0O 0O 10 OO OO0 10 00 OO0 |4A..............
00000120 00 00 10 00 0O 10 00 OO 0O 0O OO0 00 10 00 00 00 |ewuwwwuinennnnn.
00000130 00 00 00 00 0O 0O 0O OO 44 59 00 00 28 00 00 00 |..w.u.... DY.. (...
00000140 00 70 00 00 £0 24 00 00 00 00 00 OO0 00 00 00 OO0 |.p..B8S..........
00000150 00 00 00 0O 0O 0O OO OO 0O 0O OO OO0 00 00 00 00  |ewwwuwuieunnnnnn
*

00000180 00 00 00 00 0O 0O 0O OO 28 02 00 00 20 00 00 00 |.ew.un... (vve ool
00000190 00 10 00 00 Oc 01 00 OO 0O 0O OO 00 00 00 00 00  |ewwwuiwuuunnnnnn
000001a0 00 00 00 0O 0O OO OO OO 0O 0O OO 00 00 00 00 00  |ewuwwuiwuieunnnnnn
000001b0 2e 74 65 78 74 00 00 00 Oc 4e 00 00 00 10 00 00 |.text....N...... |
000001cO 00 50 00 00 0O 10 0O OO 0O 0O OO OO0 00 00 00 OO0 [|.Puvunvunnunnnnnnn

000001d0 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 [|.... .. .data...|
000001e0 9c 0b 00 00 00 60 0O 0O 00 10 00 0O 0O 60 00 00 |..... e ..
000001£0 00 00 00 0O 0O OO OO OO 0O OO OO OO0 40 00 00 cO  |ewuwuunwwnn... @..Al

00000200 2e 72 73 72 63 00 00 00O £0 24 00 00 00 70 00 00 |.rsrc...0$...p..|
00000210 00 30 00 0O 0O 70 0O OO 0O OO OO OO OO0 00 00 OO0 [|.0...Peueunnnn.
00000220 00 00 00 00 40 00 00 40 05 7c al 39 10 00 00 00 |....Q..@.[;{9....]
00000230 00 00 00 00 00 0O 0O OO 4d 53 56 42 56 4d 36 30 |........ MSVBVM60 |
00000240 2e 44 4c 4c 00 00 00O OO 0O 0O OO OO OO OO OO0 OO0 |.DLL.....vvunnwnn.
00000250 00 00 00 0O 0O OO OO OO 0O OO OO OO0 00 00 00 00 |ewwwuwwuieunnnnn.
*

00001000 3e 90 10 66 9e 4a Oe 66 ©6¢C a3 0f 66 00 5b Of 66 [>..f£.J.f1£.f.[.f]
00001010 6e 88 10 66 9e 00 10 66 0Oa 53 02 66 73 00 10 66 |n..f...f.S.fs..f]|
00001020 ¢l 53 0f 66 48 5a 0f 66 c8 aa Oe 66 24 53 02 66 |AS.fHZ.fE®.£$S.f]|
00001030 41 d4 0d 66 ab 63 0d 66 de 4a 02 66 12 a3 Oe 66 |AO.f«c.fPJ.f.£.£]
00001040 75 53 0f 66 a4 65 02 66 29 44 02 66 0d 54 0f 66 |uS.fre.f)D.£.T.f]
00001050 95 44 02 66 0d 55 0f 66 29 ab Oe 66 d4 a4 0f 66 |.D.f.U.f)«.f0u.f]|
00001060 07 b2 0e 66 57 a5 Oe 66 ac 43 02 66 49 b2 Oe 66 |.?.fW¥.f-C.fI*.f]
00001070 d2 62 02 66 57 d3 01 66 10 47 02 66 db 48 02 66 |Ob.fWO.f.G.f0H.f]|
00001080 58 b2 01 66 fd 5a 0f 66 77 e2 02 66 79 a5 0f 66 [X2.fyZ.fwa.fy¥.f|

00001090 0d 58 0d 66 58 4d 02 66 8e 5f 0d 66 90 57 0f 66 |.X.fXM.f. .f.W.f|
000010a0 ¢l 54 0f 66 67 8d 10 66 19 a2 Oe 66 b7 53 O0e 66 |AT.fg..f.¢.£-S.£]|
000010b0 11 a4 Of 66 16 82 0d 66 7f 57 02 66 8c c2 01 66 |.m.f...f.W.£.A.f]|

000010cO0 41 54 0f 66 41 55 0f 66 £3 43 02 66 75 54 0f 66 |AT.fAU.fo6C.fuT.f|
000010d0 b0 4e 0f 66 22 de 00 66 fe ff Of 66 16 b3 01 66 |°N.f"b.fpy.f£.3.£f]|
000010e0 75 4e 0Oe 66 50 47 02 66 a6 a2 0f 66 5b 46 02 66 |uN.fPG.f ¢.f[F.f]|
000010£f0 62 12 0f 66 2a a6 0f 66 63 b3 0d 66 ad 00 Of 66 |b..f*|.fc?*.f..f]|
00001100 fb 46 02 66 d4 4f 02 66 00 00 00 00 00 OO0 00 OO0 |GF.fOO.f........

00001110 04 00 04 00 0O 0O OO OO 0O OO OO OO0 5b 48 40 00 |..eewnnenn... [H@. |
00001120 04 00 04 00 00 OO 00O OO 0O 0O OO0 00 bb 4a 40 00 |...enivenn.n. »J@. |
00001130 04 00 04 00 00 0O OO OO 0O 0O OO0 00 a3 4b 40 00 |.euevwnnewnn... £K@. |
00001140 0Oe 00 08 00 00 00 0O OO 75 55 40 00 33 55 40 00 |........ ul@.3Uue. |
00001150 05 00 08 00 bd 56 40 00 00 00 00 00 c4 56 40 00 [|....%V@..... Ave. |
00001160 01 00 08 00 3b 57 40 00 1f 00 10 00 69 58 40 00 [|....;W@..... ixe. |
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00001170
00001180
00001190
000011a0
000011b0
000011cO
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| Studio\VB98\VB6 |
| .OLB....VB..x.Q.|
e @.l
[E.Q@..dQ......... |

|.9..WindowText. . |
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Appendix B

00002000
00002010
00002020
00002030
00002040
00002050
00002060
00002070
00002080
00002090
000020a0
000020b0
000020cO
00002040
000020e0
000020£0
00002100
00002110
00002120
00002130
00002140
00002150
00002160
00002170
00002180
00002190
000021a0
000021b0
000021cO
00002140
000021e0
000021f0
00002200
00002210
00002220
00002230
00002240
00002250
00002260
00002270
00002280
00002290
00002220
000022b0
000022c0
00002240
000022e0
000022£0
00002300
00002310
00002320
00002330
00002340
00002350
00002360
00002370
00002380
00002390
000023a0
000023b0
000023c0
000023d0
000023e0
000023f0
00002400
00002410
00002420

43
Oc
42
65
72
74
00
Oa
10
63
43
45
50
12
4f
44
00
20
10
4f
47
57
20
Oc
00
54
00
55
41
06
06
48
00
de
2a
od
00
6l
52
od
00
6l
14
20
5c
2e
20
of
01
00
65
43
6c
5f
5f
5f
00
5f
6l
6l
5f
5f
5f
5f
6l
4d
43

68
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
43
61
65
5f
5f
5f
00
5f
56
53
5f
5f
5f
5f
53
6f
6f

6l
40
6l
00
00
00
00
00
00
6b
00
42
41
00
57
00
00
41
00
57
48
00
41
00
00
20
00
54
50
00
00
45
00
75
7d
70
00
64
7d
70
00
64
00
Tb
6l
74
46
72
8c
00
6c
74
00
76
76
76
00
76
6l
74
76
76
76
76
74
76
70

72
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
6f
00
00
62
62
62
00
62
72
72
62
62
62
62
72
65
79

46
00
63
Oa
Oa
08
06
50
43
00
10
41
47
50
de
08
14
52
55
00
54
14
52
53
18
53
Oe
45
53
49
44
4c
02
od
00
6l
1lc
20
00
6l
14
20
de
2f
72
78
65
ol
04
00
73
5f
5f
6l
6l
6l
5f
6l
4d
54
6l
6l
6l
6l
43
00
00

72
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
65
5f
5f
56
46
46
5f
56
6f
6f
53
53
46
53
61
00
00

of
00
6b
00
00
00
00
6l
6l
00
00
52
45
41
00
00
00
52
50
00
20
00
52
45
00
43
00
00
48
de
45
50
00
70
00
64
00
b
00
64
00
b
75
7d
63
74
63
3a
00
00
00
76
76
6l
69
72
76
6l
76
55
74
74
72
74
74
00
00

6d
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
62
62
72
6c
65
62
72
65
6e
72
72
65
72
00
00
00

4b
00
53
45
53
43
41
75
70
06
53
00
20
47
06
48
4c
4f
20
16
41
44
4f
4c
50
52
45
10
4f
53
4c
00
46
6l
14
20
de
45
14
20
de
2e
od
00
68
00
68
20
01
5f
5f
6l
6l
54
65
65
6l
53
00
69
54
56
65
49
5f
5f
5f

65
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
5f
5f
57
53
73
4f
56
4c
75
00
63
6f
61
53
32
5f
5f
5f

79
00
70
6e
68
74
6c
73
73
00
50
00
55
45
00
4f
45
57
41
00
52
4f
57
45
52
45
58
00
54
00
00
00
00
64
00
Tb
75
de
00
b
75
7d
70
00
69
00
61
00
88
76
76
72
74
74
70
61
65
62
00
of
41
72
74
00
76
76
76

43
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
62
62
69
72
de
65
72
6e
00
00
64
6e
4d
72
00
62
62
62

of
12
6l
74
69
72
74
65
4c
45
41
Oe
50
20
45
4d
46
00
52
52
52
57
00
43
49
45
45
53
00
00
08
00
14
20
de
2b
od
54
de
2d
od
00
6l
18
76
la
2d
04
Oc
6l
6l
74
43
65
6e
4c
56
5f
5f
65
73
of
00
5f
6l
6l
6l

64
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
46
56
65
6d
00
00
69
61
5f
5f
00
69
76
00
5f
53
53
49

65
00
63
65
66
6c
00
00
of
53
43
00
00
44
de
45
54
00
52
49
4f
de
00
54
de
de
43
de
00
00
00
00
00
b
75
7d
70
45
75
7d
70
00
64
00
of
00
48
00
2a
69
6l
46
70
00
00
73
72
76
76
00
00
65
00
76
74
74
32

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
6c
72
69
00
00
00
74
00
62
62
00
00
00
00
62
72
72
49

|CharFromKeyCode. |

[P __vbaFil]|
|eClose.. vbaVar|
[Cat. vbaWriteFi|
|le.. vbaStrCmp. |
| vbaVarTstNe...|
| vbaFileOpen... |
| vbaFreeVarList|
|.... vbaLenVar. |
| vbaVarSub. vb]|
|avarMove.... vb|
|aStrToUnicode... |
| vbaStrToAnsi.. |
| vbaStrVarMove. |
| vbaFreeStr....|
|  vbaStrI2.. vb]|
|aStrCat. vbaStr|
|[Move.... vbaStr|
|Copy.... vbaI2I|
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Appendix B

00002430
00002440
00002450
00002460
00002470
00002480
00002490
00002420
000024b0
000024c0
00002440
000024e0
000024f£0
00002500
00002510
00002520
00002530
00002540
00002550
00002560
00002570
00002580
00002590
000025a0
000025b0
000025c0
00002540
000025e0
000025£0
00002600
00002610
00002620
00002630
*

00002660
00002670
00002680
00002690
00002620
000026b0
000026¢c0
000026d0
000026e0
000026£0
00002700
00002710
00002720
00002730
00002740
00002750
00002760
00002770
00002780
00002790
000027a0
0000270
000027c0
00002740
000027e0
000027£0
00002800
00002810
00002820
00002830
00002840
00002850
00002860

34
65
65
53
61
26
6d
6f
61
61
00
16
34
93
00
00
66
01
00
01
05
02
08
Oe
00
00
00
00
80
00
00
88
ff

88
44
88
ff
00
00
00
00
00
00
66
5d
91
93
53
58
Se
cb
83
84
87
c7
c6
cb
ed
eb
e’7
ez
ff
ff
fc
fb
ce

00
72
56
65
53
00
00
00
45
4f
Ta
ez
3a
00
00
00
72
00
00
00
00
00
00
00
00
00
00
00
80
00
00
88
ff

88
44
88
78
78
78
78
00
00
00
7f
58
Te
7f
00
00
04
bd
13
16
28
b9
b6
be
dd
de
df
dc
ff
ff
ff
ff
a3

00
66
61
74
65
00
61
6d
78
ce
14
4f
4f
00
00
00
6d
42
00
00
00
00
00
00
00
00
00
00
00
00
00
88
ff

88
44
88
ff
ff
ff
ff
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
6c
72
41
74
00
00
00
69
45
bf
22
ad
00
00
00
4d
00
01
56
Te
eb
ce
76
01
00
00
80
00
ff
00
88
ff

88
44
88
00
00
00
00
10
00
00
c5
bl
bc
c4
ac
ae
b4
e3
e3
ee
ds
fd
e’7
£7
eb
a8
db
dc
e9
£8
e3
ce
ez

5f
of
00
64
53
50
20
62
74
72
le
dc
33
00
00
00
6l
23
00
00
01
06
09
12
00
00
00
00
00
00
00
88
ff

88
44
88
00
00
00
00
00
01
00
b0
84
92
a0
52
56
5f
81
83
8c
ca
eb
d3
ee
ea
b2
ez
eb
ff
ff
fc
ez
fb

5f
77
00
64
79
00
00
00
50
72
3c
03
99
00
00
6a
69
26
05
00
00
00
00
00
04
00
00
80
ff
ff
00
88
ff

88
44
88
ff
fc
fc
ff
00
00
00
af
79
7f
8d
00
00
Oe
13
14
la
bd
do
b4
d2
de
a4
db
eb
ff
ff
ff
eb
ff

76
00
00
72
73
72
73
72
72
6f
59
Tb
66
00
00
21
6e
21
00
00
00
00
00
00
00
00
00
00
00
00
00
80
80

80
80
88
ff
cc
fc
ff
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

62
00
00
65
74
00
00
00
6f
72
98
00
cf
00
00
00
00
00
10
10
20
20
30
28
00
00
00
80
00
ff
00
87
87

87
87
00
00
00
00
00
20
00
95
4f
bb
cd
c5
ac
ad
c8
ez
ed
e8
d2
db
do
dd
el
ds
db
el
ec
e’7
ec
63
de

61
5f
5f
66
65
6f
69
65
63
00
44
4c
11
00
00
00
0d
00
10
10
20
20
30
00
00
00
80
80
ff
ff
00
ff
ff

44
77
00
00
00
00
00
00
00
89
37
8e
b0
9a
53
54
85
80
85
8b
c6
cf
c9
db
ed
dd
el
ff
ff
fd
fd
e8
f4

45
5f
5f
00
6d
00
00
00
00
00
8d
b5
b7
00
00
65
01
6c
10
00
10
00
00
00
00
00
00
00
00
00
00
ff
ff

44
77
00
00
3b
bb
bb
00
00
a6
34
Tc
a3
Tc
00
00
42
0d
15
1f
b7
bd
be
d3
dd
ds
db
ff
ff
ff
ff
ff
£8

72
76
76
00
45
67
6e
00
00
00
ab
34
Oc
00
00
21
02
74
00
00
00
00
00
00
00
00
00
00
00
00
00
ff
ff

44
77
00
00
30
30
30
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

72
62
62
00
72
00
00
00
00
00
1lc
04
00
00
00
00
00
00
01
01
01
01
01
10
80
00
00
c0
00
ff
00
ff
ff

0
77
00
00
00
00
ff
01
00
00
77
bd
fl
99
af
ab
cc
el
e3
ed
di
d4
do
ff
eb
dd
dsg
eb
ee
el
80
85
e8

6f
61
61
5f
72
72
20
5f
5f
ff
24
5b
aa
00
00
00
4d
00
00
00
00
00
00
00
00
00
80
c0
ff
ff
00
ff
ff

0
77
00
00
00
00
ff
00
00
00
56
91
eb
58
6a
55
87
7f
84
8a
c6
c8
c9
ff
e8
ez
df
ff
ff
fc
fl
c9
fa

72
46
4f
5f
of
00
00
5f
5f
cc
42
4b
00
00
00
00
45
le
04
08
04
08
08
00
00
00
80
c0
ff
ff
00
ff
ff

f0
77
00
78
78
78
78
08
00
00
4f
Te
el
29
2b
00
46
0d
15
20
b7
b7
bd
ef
ez
dc
ds
ff
ff
ff
ff
ds
fd

4f
72
62
76
72
61
6e
76
76
31
c2
55
60
00
00
07
00
21
00
00
00
00
00
00
00
00
00
00
00
00
00
80
80

80
80
00
05
05
05
05
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

76
65
6a
62
00
00
00
62
62
00
32
7d
d3
00
00
00
19
00
28
68
e8
a8
a8
20
00
00
80
80
ff
00
88
87
87

87
88
ff
00
00
00
28
00
00
85
77
bc
bc
ad
b2
b7
ds
e3
ed
ds
d2
dl
d2
ez
ed
e0
da
e8
f0
ez
e0
b0
43

|4... vbaErrorOv|
|lerflow.. vbaFre|
|evar.... vbaObj|
|SetAddref... vb|
|aSetSystemError. |
|&...P.r.o.g.r.a.|
Im.a. .s.i.n. .n.|
lo.m.b.r.e... vb]|
|aExitProc... vb|
|aOnError....yI1.|
|.z.¢.<Y.D.¥.SBA2|
|.80"U. {.Lp4. [KU} |

[4:03.£f1.-..2.°0]
[, ) A |
[ ) A |
[— jlto.elooa.. |
| frmMain..... ME.. |
|..B.#&! . 1t . L]

|X..®V..T. .-

[~..” ..E.B.I1.F.U|
|Es.8...4...4...4]
[...4&...4...8...4]
l...i...&...4. .U]|
|.(.0E%.0E .NE-.0|

|ET.cO” .PE%.DE%. 0|
|E34.+10.Y00.yyi.4]
|aY.48Dp.44Y.884.4]
|&ép. " 2n,UY@.Ya0.4a]|
|ch.0a0.040.0RU.0|
|a0.Uée.ayy.ayy.e|
Yy.eyy.19y.19y.06]
1YY .2Yy.cyy.auy.al
[ay.aty.1yy. .0y.al
|Gy .14a4.cey. .ED.

|16.40y.po@.&0y.C|
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Appendix B

00002870
00002880
00002890
000028a0
000028b0
000028c0
00002840
000028e0
000028£0
00002900
00002910
*

00002af0
00002b00
00002b10
00002b20
00002b30
00002b40
00002b50
*

00002b70
00002b80
00002b90
00002bal
00002bb0
00002bcO
00002bd0
00002be0
00002b£f0
00002c00
00002c10
00002c20
00002c30
00002c40
00002c50
00002c60
00002c70
00002c80
00002c90
00002cal
00002cb0
00002ccO
00002cd0
00002ce0
*

00002e00
00002e10
00002e20
00002e30
*

00002e50
00002e60
00002e70
00002e80
00002e90
00002eal
00002eb0
*

00002£10
00002£20
00002£30
00002£40
00002£50
00002£60
00002£70
00002£80
00002£90

9d
8f
e3
d2
f9
£8
96
Te
48
53
00

00
85
83
0b
36
72
72

72
72
72
72
72
3a
14
20
85
00
00
00
01
00
00
00
00
80
00
00
00
88
77
8f

88
77
44
44

44
77
88
00
00
ff
00

00
00
00
00
6b
89
1f
63
25

af
b0
ef
fe
ff
ff
de
c5
a3
9d
00

00
85
83
0b
35
72
72

72
72
72
72
72
44
18
21
85
68
9a
03
9a
00
00
00
00
80
00
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
ff
00

00
00
00
00
95
8a
1d
5d
1b

00
00
00
00
00
00
00
00
00
00
00

00
85
83
0b
32
72
72

72
72
72
72
72
40
1b
28
85
61
ba
5d
91
00
00
00
00
00
00
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
ff
00

00
00
00
00
00
00
00
00
00

3c
42
db
5b
22
08
1d
c8
Tc
80
00

00
85
83
0b
2c
72
72

72
72
72
72
6d
45
la
27
85
00
00
00
ff
01
00
00
00
00
ff
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
00
00

00
20
00
00
8e
33
2c
c0
Te

cd
cc
f1
ca
b4
9c
69
el
89
80
00

00
85
83
09
le
4b
72

72
72
72
50
4c
3e
11
1d
85
00
00
00
ff
00
00
00
00
00
00
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
00
00

00
00
04
00
79
1d
23
a2
31

£3
f9
f8
ef
eb
eb
ab
f9
al
80
00

00
85
83
Oa
Oa
Oa
Oa

Oa
Oa
Oa
Oa
Oa
Oa
15
lc
85
£7
08
e9
08
04
00
80
00
ff
ff
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
00
00

00
00
00
00
93
1d
22
9b
Oa

00
00
00
00
00
00
00
00
00
00
00

00
85
83
83
83
83
83

83
83
83
83
83
83
83
85
85
00
fb
e9
fb
00
00
00
00
00
00
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
00
00

00
00
00
00
00
00
00
00
00

4d
63
00
5f
Te
c7
2a
23
b
53
00

85
85
0f
10
Oa
Oa
Oa

Oa
Oa
Oa
Oa
Oa
16
2a
85
ff
00
00
00
28
00
00
00
80
00
ff
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
00
00

ff
40
00
S5a
00
30
37
cl
7d

a7
ds
ab
cf
c2
do
86
6b
95
53
00

85
83
08
2b
49
56
5b

53
52
53
4a
47
12
29
85
ff
00
00
00
00
00
00
80
80
ff
ff
00
00
88
77
ff

88
77
44
44

44
77
88
00
00
00
00

ff
00
00
58
00
1d
20
86
31

fd
fc
ez
£7
dd
ds
d2
bd
do
53
00

85
83
Oa
2d
51
72
72

72
72
72
72
46
18
24
85
a9
82
a9
01
00
00
00
00
00
00
00
00
00
88
77
ff

88
77
40
47

44
77
88
00
00
00
00

ff
00
00
99
00
1d
1d
71
Oa

00
00
00
00
00
00
00
00
00
00
00

85
83
0b
2c
72
72
72

72
72
72
72
43
13
23
85
9a
65
9a
03
00
00
00
00
00
00
00
00
00
88
77
ff

88
77
00
70

44
77
88
00
00
00
00

ff
00
00
00
00
00
00
00
00

2a
6a
53
eb
92
83
13
a9
72
00
00

85
83
0b
2e
72
72
72

72
72
72
72
41
19
22
85
80
00
00
00
20
00
00
00
c0
00
ff
00
00
88
77
ff

88
77
00
77

44
77
88
00
00
00
00

ff
01
00
8d
89
53
eb
49
8e

bf
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Appendix B
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Appendix B
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Appendix B
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00003de0
00003df0
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00003e20
00003e30
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00003e50
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00003e70
00003e80
00003e90
00003eal
00003eb0
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00003eel
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Appendix B
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cc
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Appendix B
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Appendix B
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08
00
08
45
eb
9e
00
00
00
00
00
00
00
00
80
00
00
00
00
00
00
80
80
00
00
4c
00
00
66
72
65
72
46
6l
6l
62
57
62
00
68
4c
69
69
45
69
4f
6l
00
43
6c
5f
5f
62
74
66
49
43
49
63
48
53
6l
6a

8b
ec
25
£8
ff
eb
50
fc
5d
6c
00
00
az
da
06
54
9a
08
ec
20
S5a
ac
f4
22
62
92
b4
22
00
00
00
5f
70
4d
65
56
72
64
64
6l
72
6l
00
65
65
76
74
72
76
62
64
5f
68
65
53
76
6l
69
70
de
49
de
65
6l
74
64
5f

eb
Oc
00
90
51
Oa
8b
8b
c2
59
10
00
S5a
S5a
02
5b
5b
02
5b
5c
5c
5c
5c
5d
5d
5d
5d
02
00
00
00
43
74
of
56
6l
65
6a
6a
53
69
53
00
63
6e
5f
50
72
5f
6a
6a
43
6b
43
49
62
49
of
6l
4b
73
4b
00
6e
72
6a
66

5d
68
00
11
04
8d
08
4d
Oc
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
5f
49
6l
76
6l
72
65
5f
5f
74
74
65
5f
6b
56
od
72
of
od
53
5f
49
73
6c
de
6l
32
6e
74
5f
71
5f
00
64
54
5f
64

c2
a6
00
40
8b
4d
ff
ec
00
00
00
00
00
00
80
00
00
80
00
00
00
00
00
00
00
00
00
80
00
00
5f
63
6e
65
72
4d
56
66
66
72
65
74
5f
4f
6l
33
of
72
31
65
66
73
74
of
4b
53
49
43
6l
52
72
51
00
6c
of
66
69

Oc
11
00
00
55
e8
51
5f
90
ff
00
00
ac
ec
le
6c
aa
ez
Oe
2e
70
c0
19
32
72
az
be
ez
4d
5f
76
of
00
00
00
of
61
64
70
43
46
53
76
62
72
32
63
00
36
74
64
69
6b
73
5f
74
34
6l
6e
65
74
75
5f
65
55
70
76

00
40
83
33
10
ff
08
Se
90
ff
00
00
Sa
Sa
5b
5b
5b
5b
02
5c
5c
5c
02
5d
5d
5d
5d
5d
53
5f
62
73
00
00
00
76
72
69
72
6l
69
79
62
6a
00
00
00
00
69
41
69
6e
00
65
41
72
00
6c
00
6c
00
65
5f
72
6e
72
72

ff
00
ec
f6
89
15
8b
64
90
ff
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
56
76
6l
00
00
00
00
65
4c
76
65
74
6c
73
61
00
00
00
00
00
00
64
76
00
00
00
64
43
00
6c
00
65
00
72
76
00
69
65
5f

15
64
Oc
89
75
00
55
89
90
ff
00
00
00
00
00
00
00
00
80
00
00
00
80
00
00
00
00
00
42
62
53
00
00
00
00
00
69
5f
6d
00
65
74
48
00
00
00
00
00
00
64
72
00
00
00
64
6d
00
00
00
61
00
79
62
00
63
6d
6d

b4
al
53
75
e8
11
10
0d
90
ff
00
86
ba
00
2c
Ta
bc
0d
fa
3a
Ta
ce
02
3e
84
65
ce
ec
56
61
74
00
5f
5f
5f
00
73
od
31
00
00
65
72
00
5f
5f
5f
5f
00
72
5f
00
5f
00
52
70
44
00
45
73
45
49
61
00
of
00
36

10
00
56
fc
89
40
8b
00
90
ff
00
Sa
S5a
5b
5b
5b
5b
02
5b
5c
5c
5c
5d
5d
5d
02
5d
5d
4d
56
72
00
5f
5f
5f
00
74
36
00
00
00
od
65
00
6l
5f
5f
6l
00
65
od
00
5f
00
65
00
6c
00
56
65
56
6e
45
00
64
00
34

40
00
57
8b
32
00
45
00
90
ff
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
36
61
49
5f
76
76
76
5f
00
34
00
5f
00
45
73
5f
64
76
76
64
5f
66
31
5f
76
45
66
00
6c
5f
45
00
45
74
78
5f
65
00
00

00
00
89
45
68
c3
e8
00
90
ff
00
00
00
00
00
00
00
80
00
00
00
00
00
00
00
80
00
00
30
72
32
6l
62
62
62
5f
00
00
00
5f
00
72
75
5f
6a
62
62
6a
5f
00
36
5f
62
56
00
00
46
6l
de
00
de
65
63
5f
00
00
00

. ~[.&4]A..9.".@.|
U.i.i.h!.@.dj...|
|.Pd.%..... i.SVW. |

|ebCEg. .@.358.ull.E|
|.P..¥0Q..U..ue.2h|
.Y@.8..M&y...Q.A|
A.E.P..¥0Q..U..Ee|

Id...
[h...
lg].."...a]. .
[al...... MSVBVM6O |
| .DLL.... vbaVar|
[Sub... vbaStrI2|
|.... CIcos.... al
|dj fptan.... vb|
|avarMove.... vb|
|aFreevar.... vb|
|aStrvarMove... |
|vbaFreeVarList..
| .. adj_fdiv mé4.
| .. adj fpreml...
| vbaStrCat...
|vbaWriteFile....|
| vbaSetSystemEr|
|ror... vbaHresu|
|1tCheckObj.... |
|vbaLenvVar... adj|
| fdiv m32... vb|
|aExitProc... vb|
|aOnError.... adj|
| fdiv ml6i.... |
| vbaObjSetAddref. |
.. adj fdivr ml6|
[i... CIsin...._ |
|vbaChkstk... vb]
|aFileClose....EV|
|ENT SINK AddRef. |
| .. vbaStrCmp...|
| _vbaI2I4...DL1F|
|[unctionCall... a|
|dj fpatan...EVEN|
|T_SINK Release..|
|.. CIsgrt...EVEN|
|T_SINK QuerylInte|
|rface... vbaExc|
|eptHandler.... |
|vbaStrToUnicode. |
| .. adj fprem...
| _adj_fdivr m64.
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Appendix B

00005ce0
00005cf0
00005d00
00005d10
00005d20
00005d30
00005d40
00005d50
00005d60
00005d70
00005d80
00005d90
00005da0
00005db0
00005dcO
00005dd0
00005de0
00005d£f0
00005e00
00005e10
*

00007000
00007010
00007020
00007030
00007040
00007050
00007060
00007070
00007080
00007090
000070a0
000070b0
000070cO
00007040
000070e0
000070£0
00007100
00007110
00007120
00007130
00007140
00007150
00007160
00007170
00007180
00007190
000071a0
000071b0
000071cO
00007140
000071e0
000071£0
00007200
00007210
00007220
00007230
00007240
00007250
00007260
00007270
00007280
00007290
00007220
000072b0
000072c0
00007240

00
6f
74
76
00
6e
5f
00
69
00
33
72
65
73
5f
5f
00
76
76
00

00
03
10
ff
00
01
ff
32
34
00
O0a
ff
00
00
ff
00
00
ff
00
00
b0
b0
b0
b0
b0
b0
b0
2c
52
46
00
00
00
00
49
00
74
8c
67
of
41
01
de
72
48
63

00
6e
00
62
00
00
61
00
00
00
32
00
00
69
5f
61
00
62
62
00

00
00
00
ff
00
00
ff
75
75
00
Oc
ff
00
00
ff
00
00
ff
00
00
04
04
04
04
04
04
04
02
00
00
00
00
00
00
00
00
00
01
00
00
00
00
00
00
00
00

5f
00
00
61
00
00
64
5f
00
00
00
00
00
00
76
6c
00
61
61
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
34
53
4f
01
00
00
56
6e
54
69
00
46
00
30
43
61
73
26
74

5f
00
00
45
00
00
6a
6l
00
00
00
00
00
00
62
6c
00
46
46
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

76
00
5f
72
5f
5f
5f
64
5f
5f
00
5f
5f
00
61
6d
5f
72
72
00

3b
58
28
00
3b
a8
00
08
ds
3b
38
00
3b
58
00
3b
78
00
3b
98
00
00
00
00
00
00
00
00
49
00
00
00
00
6l
66
72
of
01
69
68
34
of
od
of
01
de

62
00
43
72
5f
5f
66
6a
5f
61
00
5f
5f
00
53
75
43
65
65
00

fb
00
00
00
fb
00
00
01
00
fb
01
00
fb
01
00
fb
01
00
fb
01
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
01
00
00
00
00
00
00

61
5f
49
6f
76
76
64
5f
76
64
5f
76
76
5f
74
6c
49
65
65
00

87
00
00
01
87
00
05
00
00
87
00
01
87
00
01
87
00
01
87
00
00
00
00
00
00
00
00
56
4f
00
00
00
00
72
of
6l
6e
53
6c
00
42
6d
65
6e
50
6l

46
5f
6c
72
62
62
69
66
62
6a
6l
62
62
43
72
00
65
53
4f
00

3e
80
80
00
3e
80
00
80
80
3e
00
00
3e
00
00
3e
00
00
3e
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

50
76
6f
4f
61
61
76
64
61
5f
64
61
61
49
4d
00
78
74
62
00

ff
Oe
00
01
ff
00
31
33
35
ff
00
00
ff
00
00
ff
00
00
ff
b0
dc
28
do
78
60
c8
00
53
de
bd
00
04
00
46
00
ce
00
74
65
01
30
70
00
6l
72
od

45
62
67
76
46
de
5f
69
53
66
6a
56
53
6l
of
00
70
72
6a
00

ff
00
00
00
ff
00
75
75
75
ff
00
00
ff
00
00
ff
00
00
ff
71
73
74
82
8b
8e
93
00
00
00
04
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

78
61
00
65
69
65
6d
76
74
64
5f
61
74
74
76
5f
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
5f
5f
ef
01
00
00
69
00
73
00
72
49
30
00
61
00
6c
of
65

63
56
00
72
6c
77
33
72
72
69
66
72
72
61
65
43
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
fe
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

65
61
00
66
65
32
32
5f
43
76
64
54
54
6e
00
49
00
00
00
00

00
40
3b
90
00
3b
20
0
c0
00
3b
48
00
3b
68
00
3b
88
00
2c
4c
a8
a8
e8
68
28
00
56
49
00
00
01
44
6c
24
6c
Oa
69
6e
43
34
6e
50
00
64
00

70
72
00
6c
4f
00
69
6d
6f
72
69
73
6f
00
00
74
00
00
00
00

00
00
fb
00
00
fb
01
00
00
00
fb
01
00
fb
01
00
fb
01
00
02
00
Oe
08
02
05
01
00
00
00
00
00
00
00
00
00
00
Oc
00
00
00
00
00
00
00
00
00

74
43
5f
6f
70
00
00
33
70
5f
76
74
41
00
00
61
5f
5f
00
00

03
00
87
00
01
87
00
00
00
01
87
00
01
87
00
01
87
00
01
00
00
00
00
00
00
00
00
45
de
01
00
00
00
65
04
6l
jold)
6e
66
30
12
79
65
00
75
00

69
6l
5f
77
65
00
00
32
79
od
5f
de
6e
00
00
6e
5f
5f
00
00

00
80
3e
80
00
3e
80
80
80
00
3e
00
00
3e
00
00
3e
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
04
00
00
00
00
00
00
00
00
00

| .. vbaFPExcepti|
lon.... vbaVarCa|
[t... CIlog.... |
| vbaErrorOverflow|
[.... vbaFileOpe|
In... vbaNew2...|

| adj fdiv m32i..|
.. adj fdivr m32|

[i... vbaStrCopyl
[.... adj fdivr m]|
[32.... adj fdiv_|
|r... vbaVarTstN|
le... vbaStrToAn|
[si.... CIatan...|
| vbaStrMove....|
| allmul... CItan]|
|[.... CIexp...._ |
|vbaFreeStr.... |
| vbaFreeObj...... |
| SN ¢+ s s ssososons |
| JA>YV e e e . |
| Kivevnnn @...|
[ ;0.>
(1574 2 |
| JA>YV e e e . |
[ oo ;0>
74’2 lu |
[2u...... 3u..d |
|4u..d...5u..A |
| JA>YV e e e . |
[ ;0.>
(1574 2 H

| JA>YV e e e e . |
[P G ;0>
(1574 2 h

| JA>YV e e e e . |
[P - SR ;0>
(1574 2 |
| JA>YV e e e . |
[ °q. ., |
[ Us..L...|
[ (t..7 ..
[P D..." ...
[ P S
(IR “...ho.ld
[ E...( |
[ e |
[,.4...V.S. E.|
IR.S.I.0.N. .I.N.|
|[F.Ou.... 5.1ipb |
e e |
e e |
[ e D...|
|..V.a.r.F.i.l.e.|
[I.n.f.o..... S..o.
|..T.r.a.n.s.l.a.|
[t.i.0n....... e
[P S.t.r.i.n.|
|[g.F.i.l.e.I.n.f.|
lo...h..... 0.C.0.|
|[A.0.4.B.0...4...]|
|..C.o.m.p.a.n.y.|
[IN.a.m.e..... P.e.|
|[r.s.o.n.a.l..... |
|[H.&...P.r.o.d.u.|
|[c.t.N.a.m.e..... |
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Appendix B

000072e0
000072£0
00007300
00007310
00007320
00007330
00007340
00007350
00007360
00007370
00007380
00007390
000073a0
000073b0
000073c0
000073d0
000073e0
000073f0
00007400
00007410
00007420
00007430
00007440
00007450
00007460
00007470
00007480
00007490
00007420
000074b0
000074c0
00007440
000074e0
000074£0
00007500
00007510
00007520
00007530
00007540
00007550
00007560
00007570
00007580
00007590
000075a0
000075b0
000075c0
00007540
000075e0
000075£0
00007600
00007610
00007620
00007630
00007640
00007650
00007660
00007670
00007680
00007690
00007620
000076b0
000076c0
000076d0
000076e0
000076£0
00007700

55
69
50
69
of
00
64
69
00
65
65
de
72
69
55
2e
05
10
10
01
08
60
00
6a
00
di
52
a3
ae
7d
b3
b8
be
do
b2
b5
bc
de
f1
de
d4
aa
ca
ds
d7
dd
ed
ea
f0
el
de
bl
db
da
2c
44
82
27
39
45
57
54
7d
94
ad
el
4d

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
10
00
00
00
00
00
5b
00
ce
49
51
68
78
5c
5f
63
8d
5f
62
68
88
c2
73
72
5b
of
77
78
82
98
c5
dd
ds
dc
el
ec
e’7
c8
c6
ed
bf
cl
c5
ct
b2
dc
ds
c8
ed
c4

70
6e
31
6c
6e
00
75
of
00
72
00
54
69
6c
70
65
10
00
01
08
a8
00
00
8d
00
cf
46
27
43
75
1lc
19
15
48
02
05
09
30
90
00
01
01
03
06
09
la
37
9b
c6
c8
c7
ez
ef
ea
f4
ec
ff
ec
eb
eb
fo
ce
fb
ed
do
f1
ec

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
10
00
00
00
Oe
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

64
64
00
65
00
30
63
6e
34
6e
55
00
67
65
64
78
10
01
04
a8
00
01
00
82
84
dd
bb
a0
aa
af
b5
c4
ce
f6
aa
d3
de
ee
ed
d2
c2
ds
aa
ce
da
c4
ec
f6
fe
76
dd
de
dc
el
2d
47
e’7
26
41
4c
5c
65
7f
cl
a7
df
Sa

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
08
00
00
00
74
69
ds
9c
51
56
59
a6
67
od
bb
5b
71
77
9f
ba
71
6a
75
5c
71
79
74
99
d3
el
73
el
eb
ec
ee
be
c9
fa
b7
c0
d4
ds
d1
da
eb
ea
ec
cb

6l
of
00
56
00
Oa
74
00
12
6l
70
00
69
6e
6l
65
01
08
e8
00
35
08
00
93
Te
da
90
28
22
20
9b
11
Oa
7f
02
07
Oe
46
8e
00
01
02
02
06
0b
19
38
ab
b4
6c
dc
e’7
ef
fl
e’7
ef
ff
e3
e9
ff
fa
f4
£8
£2
f0
f0
fl

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
02
00
75
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

74
77
2c
65
31
01
56
31
01
6c
64
44
6e
6l
74
00
04
68
00
34
28
00
00
bl
28
2d
93
a7
92
ad
bc
c2
ca
b8
b9
d2
c2
e9
b6
ds
bc
ad
d7
ds
ds
eb
ed
e9
eb
ee
eb
db
db
ez
32
6a
dd
2d
44
4f
Sa
78
b
c4
ds
37
5c

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
05
00
75
00
00
00
aa
25
23
89
54
69
58
61
65
6a
62
63
of
of
a6
95
75
65
5d
75
76
Tb
92
9c
c9
ds
e8
ec
e9
ec
ee
c0
dc
ec
bd
c8
c9
cd
da
d3
eb
ea
b7
cd

65
73
Oa
72
2e
50
65
2e
49
de
6l
la
6l
od
65
00
28
00
33
30
00
00
00
b8
27
20
85
24
50
21
16
13
0d
01
03
08
13
5b
72
01
01
02
04
07
0d
2b
3e
a4
bd
a7
e9
ea
f0
fl
e9
fc
f0
ea
fl
ef
£2
fa
ed
ef
ef
ez
£3

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
01
00
75
30
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

20
20
01
73
30
72
72
30
6e
61
74
01
6c
65
de
00
00
32
20
00
30
00
00
9e
ad
c9
a4
a4
cf
30
ba
c0
a4
ds
ds
d1
ca
e’7
eb
de
aa
ds
d7
d7
cf
ec
ee
e3
da
66
dc
9c
da
le
38
74
dc
2c
43
53
63
7f
8a
do
db
48
Se

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
75
20
00
00
09
00
92
9b
ae
51
52
ab
26
60
64
65
73
71
70
b
ae
c2
74
5c
76
76
77
78
96
c5
ce
cd
65
eb
de
eb
b8
c6
db
eb
b4
c4d
cd
de
e0
d7
£2
eb
cb
cf

57
53
46
69
30
of
73
30
74
od
65
4f
46
00
54
01
31
20
00
01
00
00
00
a7
a4
a4
26
26
96
1f
18
14
29
02
06
08
25
72
9b
01
01
03
05
08
15
31
96
b4
bb
62
eb
dd
ef
eb
ee
£9
ef
el
eb
£2
£9
ff
ef
fd
f0
£9
£5

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
75
20
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

as)
=
« O W
S~ o8 o
« W O
w0 =

MO0 38 om0 Ok

[£Q". Q(.STS.mRE.
|®hC.3V"..iP.I«..
[}xu.” Y .X!'.0&..]|
[3\..n}..%4a.. |
. ..Ag..Re..Ad..|
[3c. .Im..Ej..me) .|
|[DP.H.O».. . b..Js..|
[2 ..%[..%c..0q..|
[pb. .0qg. .00. .Np..|
|
|
|
|
|

|%h..0w..Ao. .E{%.
[0.0.1.F.é|[.c®r
|fA..5°..9.r.3A

|0s..0qg..0u..0t..
[Or..A7. . YMe..2\..
[3[..0u..]

[Eo..2\..xu..xv..|
[Uw..Iqg..0v..xw..|
[xx..0y..U{..Ix..]|
|Y...At..é.+.1.1.|
[1.7.1.8.1.>.3A. .|
|8A. .00« .éEn.al" .|
|8YE.pa” .a0k%.Ulx. |
|agE.vsl.iéx.feb. |
|BUC.Y4U.41é. Uz, |
| +34.0=c.0é8..0Y. |
|011.011.016.0&1. |
|Ucé.4in.ain.. 4. |
|,B6.-%c.2Aé.8F1. |
|DEL.GEL.jUd. t0u. |
|.ay.cay.Yis.0&e1. |
['¢i.g-a.-%&., 4. |
| 9A&.AA& . DER.CAE. |
|EA&.LOY.0EL.SIo. |
[Wis.\Ou.zis.cou. |
|T21.eN6.xUG. .a¥. |
104, .0g. {01..x1.|
| .@1.Axed.A41.D0Y. |
|ED.x&5.081.0&8. |
|ain.Rid.7-4.HEU. |
IMAL.ZEA.\T6.715. |

© SANS Institute 2000 - 2005

64

Author retains full rights.



Appendix B

00007710
00007720
00007730
00007740
00007750
00007760
00007770
00007780
00007790
000077a0
0000770
000077c0
00007740
000077e0
000077£0
00007800
00007810
00007820
00007830
00007840
00007850
*

00007940
00007950
00007960
00007970
00007980
00007990
000079%a0
000079b0
000079c0
00007940
000079%e0
000079f0
00007a00
00007a10
00007a20
00007a30
00007240
00007a50
00007a60
00007a70
00007a80
00007a90
00007aa0
00007ab0
00007acO
00007ad0
00007ae0
00007af0
00007b00
00007b10
00007b20
00007b30
00007b40
00007b50
00007b60
00007b70
00007b80
00007b90
00007bal
00007bb0
00007bcO
00007bd0
00007be0
00007b£f0
00007c00

61
6f
76
b
95

45
2d
27
3c
57
cl
56
46
Ta
31
2b
79
6c
5d
ff

ff
fe
fe
ff
10
10
ff
13
13
ff
a6
a6
ff
a6
a6
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86

ca
d4
ds
db
df
eb
b8
a4
94
94
96
d2
58
47
92
32
2c
Ta
6c
5d
ff

ff
fe
fe
10
10
10
14
0f
13
13
a6
a6
12
a6
a6
12
86
86
15
86
86
la
86
86
19
86
86
19
86
86
1lc
86
86
1lc
86
86
20
86
86
1f
86
86
le
86
86

ef
fo
fo
fb
fa
f0
ed
ds
dl
cd
de
eb
5b
49
cb
35
30
7f
95
5d
ff

fb
fe
fe
10
10
10
13
13
0f
6c
a6
a6
a6
a6
a6
a6
86
86
c3
86
86
77
86
86
74
86
86
74
86
86
74
86
86
c4
86
86
86
86
86
86
86
86
86
86
86

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
ff

fe
fe
fe
10
10
10
13
13
13
a6
a6
a6
a6
a6
a6
a6
86
86
c3
86
86
77
86
86
77
86
86
a7
86
86
74
86
86
74
86
86
c4
86
86
86
86
86
86
86
86

64
71
79
Tc
84
9f
71
Se
3e
27
1d
1b
2e
le
13
Oe
0f
17
51
S5a
ff

fe
fe
fe
10
10
10
13
13
13
a6
a6
a6
a6
a6
a6
77
86
c3
a6
86
a6
77
86
77
77
86
77
74
86
74
a7
86
74
75
86
75
86
86
87
86
86
86
cb
86
86

ce
ds
ds
ds
ba
a8
cc
ba
az
8a
66
S5a
44
4b
39
30
2a
2c
51
S5a
ff

fe
fe
fe
10
10
10
13
13
13
a6
a6
a6
77
a6
a6
a6
86
c3
77
86
c3
77
86
77
74
86
77
a7
86
77
c4
86
a7
c4
86
c4
c4
86
75
86
86
87
86
86
86

£3
£7
fa
£9
ce
ab
f0
eb
d7
d3
b3
b4
68
aa
ad
af
asg
ab
53
Sa
ff

fe
fe
fe
10
10
10
13
13
0f
a6
a6
a6
77
a6
a6
c3
86
77
77
86
77
77
86
77
77
86
77
a7
86
a7
87
86
a7
c4
86
87
75
86
75
86
86
86
86
86
86

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
ff

fe
fe
fe
10
10
10
13
13
13
a6
a6
a6
c3
a6
a6
c3
86
c3
77
86
a6
77
86
77
77
86
c3
74
86
74
a7
86
a7
75
86
75
86
86
c4
86
86
75
86
86
86

6a
71
78
83
a6
ez
75
29
3e
33
26
1lc
23
22
18
2a
4b
3e
a7
58
ff

fe
fe
fe
10
10
10
13
13
0f
a6
a6
a6
a6
a6
a6
77
86
a6
a6
86
77
77
86
c3
a7
86
74
74
86
77
74
86
74
75
86
a7
75
86
86
86
86
86
86
86
86

dl
d3
d7
dc
el
ed
d2
9b
al
88
6a
58
57
4d
3d
4a
5d
4a
a7
58
ff

fe
fe
fe
10
10
10
13
13
13
a6
a6
a6
a6
a6
c3
a6
86
a6
c3
86
a6
77
86
77
74
86
77
a7
86
74
a7
86
a7
75
86
c4
75
86
87
86
86
86
86
86
86

f4
f4
£8
fb
£5
fl
f6
d3
el
c8
b6
ae
af
ad
af
b4
bo
a9
ab
58
ff

fe
fe
fe
10
10
10
0f
13
13
a6
a6
a6
a6
a6
a6
c3
86
c3
c3
86
a6
77
86
77
77
86
77
77
86
77
74
86
c4
c4
86
87
86
86
c4
86
86
75
86
86
86

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
ff

fe
fe
fe
10
10
10
13
13
13
a6
a6
6c
a6
a6
77
86
86
a6
86
86
77
86
86
77
86
86
74
86
86
74
86
86
87
86
86
c4
86
86
75
86
86
86
86
86
86

6e
76
79
89
ds
28
de
57
27
23
Tc
4b
18
4f
le
25
63
41
71
00
ff

fe
fe
fe
10
10
10
13
13
11
a6
a6
13
a6
a6
12
86
86
12
86
86
15
86
86
la
86
86
19
86
86
1lc
86
86
1lc
86
86
1lc
86
86
20
86
86
1f
86
86
le

d2
d7
ds
df
ea
ad
eb
96
87
Ta
a4
75
4d
75
40
40
71
4a
71
00
ff

fe
fe
fb
10
10
fd
13
13
fd
a6
a6
fe
a6
77
fe
86
86
fe
86
86
fe
86
86
fe
86
86
fe
86
86
fe
86
86
fe
86
86
fe
86
86
fe
86
86
fe
86
86
fe

£5
£8
f9
fe
0
ez
0
b6
ca
c3
d2
jold)
b2
d4
ab
a8
b5
9c
71
00
ff

fe
fe
ff
10
10
ff
13
of
ff
a6
a6
ff
a6
77
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
ff

fe
fe
ff
10
10
ff
13
13
ff
a6
a6
ff
c3
a6
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff
86
86
ff

lakEi.dI6.iN6.n0s. |
[006.q0+.q06.vxaz. |
[v06.yUl.xx@.yUu. |
[{0G. |Uu. .UG. .8p. |
|.Bu..°1.145.084. |
|Ues. . "«.ain. (a. |

|E.4.918.u06.0&5. |
|-2U.%°4.) .0.W.q. |
["oNL.>ex . >a0 LB
|<.T.".0.3.E.#zA. |
[W.0..£3.8§9. |=O. |
|AQz..Z ..X®.Ku’. |
|VX[..Dh.#W ..M?. |
|FGI..K?."M.OuD. |

lz.E..9..= ..Q«.|

[125..0 .*J .%@"
|+,0..%©.K]°.cqpn.
lyz...,¥.>J0.AJ..
[11..00S.88«.qq9q.
[111.22Z.XXX. . ... |

| YYyyyyyyyyvyyvyyyl

| yytbbbbbbbbbbbbp |
| Pbbbbbbbbbbbbbpb |
| PPbbbbbbbbbbbuyy |
[ |

ey

=
K —— DR - - K

R VY

el

| ....AAwA | |A! .pyVI
| . AR www|AA. . ... |

[ oo Bwiw! lw. DYV
| V. WWWWWWWWW . . . .. |

| ... twStwtwt.pyV |
|V.LtSA.SESt. . ... |

|....tSSStSA. .byyI
|.AtuAAuuuA. . ... |

© SANS Institute 2000 - 2005

65

Author retains full rights.



Appendix B
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Appendix B
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Appendix B
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Appendix B

*

00009280
00009290
00009220
000092b0
000092c0
00009240
000092e0
*

00009300
00009310
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00009400
00009410
00009420
00009430
00009440
00009450
*

00009480
00009490
00009420
000094b0
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0b
31
72
72

72
72
72
72
72
3d
12
1f
85
00
00
00
00
20
00
00
80
80
ff
00
88
87

87
87
88
ff
00
00
00
00

00
85
83
0b
36
72
72

72
72
72
72
72
3a
14
20
85
00
00
00
01
00
00
00
00
80
00
00
88
ff

88
44
88
ff
00
00
00
00

00
85
83
0b
35
72
72

72
72
72
72
72
44
18
21
85
68
9a
03
9a
00
00
00
00
80
00
00
88
ff

88
44
88
78
78
78
78
00

00
85
83
0b
32
72
72

72
72
72
72
72
40
1b
28
85
61
ba
5d
91
00
00
00
00
00
00
00
88
ff

88
44
88
ff
ff
ff
ff
00

00
85
83
0b
2c
72
72

72
72
72
72
6d
45
la
27
85
00
00
00
ff
01
00
00
80
00
ff
00
88
ff

88
44
88
00
00
00
00
00

00
85
83
09
le
4b
72

72
72
72
50
4c
3e
11
1d
85
00
00
00
ff
00
00
00
00
00
00
00
88
ff

88
44
88
00
00
00
00
00

00
85
83
Oa
Oa
Oa
Oa

Oa
Oa
Oa
Oa
Oa
Oa
15
1lc
85
£7
08
e9
08
04
00
00
80
ff
ff
00
88
ff

88
44
88
ff
fc
fc
ff
00

00
85
83
83
83
83
83

83
83
83
83
83
83
83
85
85
00
fb
e9
fb
00
00
00
00
00
00
00
80
80

80
80
88
ff
cc
fc
ff
00

85
85
0f
10
Oa
Oa
Oa

Oa
Oa
Oa
Oa
Oa
16
2a
85
ff
00
00
00
28
00
00
00
80
00
ff
00
87
87

87
87
00
00
00
00
00
00

85
83
08
2b
49
56
5b

53
52
53
4a
47
12
29
85
ff
00
00
00
00
00
00
80
80
ff
ff
00
ff
ff

44
77
00
00
00
00
00
00

85
83
Oa
2d
51
72
72

72
72
72
72
46
18
24
85
a9
82
a9
01
00
00
00
00
00
00
00
00
ff
ff

44
77
00
00
3b
bb
bb
00

85
83
0b
2c
72
72
72

72
72
72
72
43
13
23
85
9a
65
9a
03
00
00
00
00
00
00
00
00
ff
ff

44
77
00
00
30
30
30
00

85
83
0b
2e
72
72
72

72
72
72
72
41
19
22
85
80
00
00
00
10
80
00
00
c0
00
ff
00
ff
ff

f0
77
00
00
00
00
ff
00

85
83
0b
34
72
72
72

72
72
72
72
3c
18
26
85
00
00
00
00
00
00
00
80
c0
ff
ff
00
ff
ff

f0
77
00
00
00
00
ff
00

85
83
0b
30
72
72
72

72
72
72
72
42
12
26
85
9a
cf
a9
ce
00
00
00
80
c0
ff
ff
00
ff
ff

f0
77
00
78
78
78
78
00

85
83

33
72
72
72

72
72
72
72
3b
17
25
85
a9
d2
93
ba
00
00
00
00
00
00
00
00
80
80

80
80
00
05
05
05
05
00

[ +-,.403]|
|1652,....IQrrrrr|
|rrrrrK...Vrrrrrr|
|rrrrrr...[rrrrrr|
|rrrrrr...Srrrrrr|
|rrrrrr...Rrrrrrr|
|rrrrrr...Srrrrrr|
|rrrrrP...Jrrrrrr|
|rrrrmL. . .GFCA<B; |
[=:DRE>.......... |
[ *)SH"&&S |
| YN - - - - - - |
[T VyO....0|
|..ha..~....e..I0]|
[o.o.%0..0..0...0.|
Y 1°]
| . V.0 (... |
[ |
[ |
[ |
[ oo AAA. |
[P Ve oVe. o 991

[ Vyyyyy. |
. YyY9¥y. . §Y999¥- |

[ DDD3dd. |
| .DDDDDD. . WWWWWW . |

© SANS Institute 2000 - 2005

70

Author retains full rights.



1.6. Appendix C. ‘hexdump -C’ analysis of ‘twain.exe’

00000000 4d 5a 90 00 03 00 00 OO 04 00 00 00 f£f ££f 00 00 |MZ.......... yy..
00000010 b8 00 00 00 00 0O 0O OO 40 00 00 00 0O 0O 00 OO0 |,.ee.... [
00000020 00 00 00 0O 0O OO OO OO 0O OO OO OO0 00 00 00 00 |ewwwuiwwinennnnnn
00000030 00 00 00 0O OO 0O OO OO 0O OO OO 00 c8 00 00 00 |.ewuewunwwnn... E...|
00000040 Oe 1f ba Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 68 [..°.. .I! .LI!Th|

00000050 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f |is program canno]
00000060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 |t be run in DOS |
00000070 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 OO0 |mode....$....... |

00000080 05 c9 a0 db 41 a8 ce 88 41 a8 ce 88 41 a8 ce 88 |.E OA"I.A"I.A"I.|
00000090 c2 b4 cO 88 40 a8 ce 88 28 b7 c7 88 42 a8 ce 88 |A'A.@"I.(-C.B"I.]|
000000a0 a8 b7 c3 88 40 a8 ce 88 52 69 63 68 41 a8 ce 88 |"-A.@"I.RichA"I.|
0000000 00 00 00 0O 0O OO OO OO 0O 0O OO 00 00 00 00 00  |ewwwuwuwennnnnnn
000000cO 00 00 00 00 0O 0O 0O OO 50 45 00 00 4c 01 03 00 |.wwunnnn PE..L...
000000d0 2e 6f a3 40 00 00 00 00O 00 00 00 00 e0 00 Of 01 |.of@........ a...
000000e0 0Ob 01 06 00 00 40 00 0O 00 20 00 0O 0O 0O 00 OO0 [..... LGN
000000£0 2c 13 00 00 00 10 00 OO 0O 50 0O OO OO OO0 40 00 |, eveunnnn P....Q@.|
00000100 00 10 00 00 0O 10 00 OO 04 00 00 00 01 00 00 00  |ewuwwuiwuieunnnnnn
00000110 04 00 00 0O 0O OO OO OO 0O 70 00 00 00 10 00 OO0 |ewuunnnn. Pevennn
00000120 27 09 01 00 02 00 00 OO 00 00 10 00 00 10 00 00  |"ewwuwuniunnnnn,
00000130 00 00 10 00 0O 10 00 OO 0O 0O OO0 00 10 00 00 00  |ewwwuiwunennnnnn
00000140 00 00 00 00 0O 0O 0O OO 34 3c 00 00 28 00 00 00 |.wunn... 4<.. (...
00000150 00 60 00 00 54 07 00 00O 00 00 00 00 00 00 00 OO0 |. ..Te..evoon...
00000160 00 00 00 0O 0O OO OO OO 0O 0O OO OO0 00 00 00 00 |ewwwuiwuiwennnnnn
*

00000190 00 00 00 00 0O 0O 0O OO 38 02 00 00 20 00 00 00 |.eweun... 8... ...
000001a0 00 10 00 00 Oc 01 00 OO 0O 0O OO 00 00 00 00 00  |ewwwuwuiwunnnnnn
0000010 00 00 00 0O 0O OO OO OO 0O 0O OO 0O 00 00 00 00  |ewwwuiwueunnnnnn
000001cO 2e 74 65 78 74 00 00 00 fc 30 00 00 00 10 00 00 |.text...u0...... |
000001d0 00 40 00 00 00 10 00 OO 00 00 00 00 00 00 00 00 |.@.....niiiiennn.
000001e0 00 00 00 00 20 00 00 60 2e 64 61 74 61 00 00 00 [|.... .. .data...|
000001£f0 9c 0b 00 00 00 50 0O 0O 0O 10 0O 0O 0O 50 00 00 [..... P.o...... P..
00000200 00 00 00 0O 0O OO OO OO 0O OO OO OO0 40 00 00 c0  Jeewuuwunnnnn @..Al
00000210 2e 72 73 72 63 00 00 00 54 07 00 00 00 60 00 00 |[|.rsrc...T.... ..|
00000220 00 10 00 00 00 60 0O OO 0O 00 0O 0O 0O 0O 00 OO0 [..... e
00000230 00 00 00 00 40 00 00 40 05 7c al 39 10 00 00 00 |....Q@..@.[1;{9....]
00000240 00 00 00 00 00 0O 0O OO 4d 53 56 42 56 4d 36 30 |........ MSVBVM60 |

00000250 2e 44 4c 4c 00 00 00O OO 0O 0O OO OO OO OO0 OO0 OO0 |.DLL....veunnwnn.
00000260 00 00 00 0O 0O OO OO OO 0O 0O OO OO0 00 00 00 00 |ewwwuwwuiuennnnn.
*

00001000 3e 90 10 66 9e 4a Oe 66 6¢c a3 0f 66 00 5b Of 66 [>..f£.J.f1£.f.[.f]
00001010 6e 88 10 66 9e 00 10 66 Oa 53 02 66 73 00 10 66 |n..f...f.S.fs..f]|
00001020 ¢l 53 0f 66 48 5a 0f 66 c8 aa Oe 66 24 53 02 66 |AS.fHZ.fE®.£$S.f|
00001030 41 d4 0d 66 ab 63 0d 66 de 4a 02 66 12 a3 Oe 66 |AO.f«c.fPJ.f.£.f]
00001040 75 53 0f 66 a4 65 02 66 29 44 02 66 0d 54 0f 66 |uS.fre.f)D.£.T.f]
00001050 95 44 02 66 0d 55 0f 66 29 ab Oe 66 d4 a4 Of 66 |.D.f.U.f)«.f0n.f]|
00001060 07 b2 0e 66 57 a5 Oe 66 ac 43 02 66 49 b2 Oe 66 |.?.fW¥.f-C.fI*.f]
00001070 d2 62 02 66 57 d3 01 66 10 47 02 66 db 48 02 66 |Ob.fWO.f.G.f0H.f]|
00001080 58 b2 01 66 fd 5a 0f 66 77 e2 02 66 79 a5 0f 66 [X2.fyZ.fwa.fy¥.f|

00001090 0d 58 0d 66 58 4d 02 66 8e 5f 0d 66 90 57 0f 66 |.X.fxXM.f. .f.W.f]
000010a0 ¢l 54 0f 66 67 8d 10 66 19 a2 Oe 66 b7 53 O0e 66 |AT.fg..f.¢.£-S.£]|
000010b0 11 a4 Of 66 16 82 0d 66 7f 57 02 66 8c c2 01 66 |.m.f...f.W.£.A.f]|

000010cO0 41 54 0f 66 41 55 0f 66 £3 43 02 66 75 54 0f 66 |AT.fAU.fo6C.fuT.f|
000010d0 b0 4e 0f 66 22 de 00 66 fe ff Of 66 16 b3 01 66 |°N.f"b.fpy.f£.3.£f]|
000010e0 75 4e 0Oe 66 50 47 02 66 a6 a2 0f 66 5b 46 02 66 |uN.fPG.f ¢.f[F.f]|
000010£f0 62 12 0f 66 2a a6 0f 66 63 b3 0d 66 ad 00 Of 66 |b..f*}.fc?.f..f]|
00001100 fb 46 02 66 d4 4f 02 66 00 00 00 00 00 00 00 00 |QF.f00.f........

00001110 04 00 04 00 00 0O OO OO 0O 0O OO 00 4b 2b 40 00 |..eewnnenn... K+@. |
00001120 04 00 04 00 0O 0O OO OO 0O 0O OO0 00 ab 2d 40 00 |...eeneenn... «=@.
00001130 04 00 04 00 00 0O OO OO 00 OO OO 00 93 2e 40 00 |eewwuwunnenn.. @.
00001140 0Oe 00 08 00 00 00 00 00O 65 38 40 00 23 38 40 00 |........ e8@.#8E. |
00001150 05 00 08 00 ad 39 40 00 00 00 00 OO0 b4 39 40 00 [....9Q@..... “9@. |

00001160 01 00 08 00 2b 3a 40 00 1f 00 10 00 59 3b 40 00 |....+:@..... Yi@.|

00001170 79 3b 40 00 60 3b 40 00 80 11 40 00 00 00 00 00 |y;@. ;@...Q..... |
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Appendix C

00001180
00001190
000011a0
000011b0
000011cO
00001140
000011e0
000011f0
00001200
00001210
00001220
00001230
00001240
00001250
00001260
00001270
00001280
00001290
000012a0
000012b0
000012c0O
00001240
000012e0
000012f0
00001300
00001310
00001320
00001330
00001340
00001350
00001360
00001370
00001380
00001390
000013a0
000013b0
000013cO
000013d0
000013e0
000013f0
00001400
00001410
00001420
00001430
00001440
00001450
00001460
00001470
00001480
00001490
000014a0
000014b0
000014cO
00001440
000014e0
000014f£0
00001500
00001510
00001520
00001530
00001540
00001550
00001560
00001570
00001580
00001590
000015a0

01
09
ff
40
c0
ff
40
9c
ff
40
8c
ff
40
a8
ff
40
1lc
ff
40
6c
ff
40
Tc
ff
40
48
ff
00
38
asg
00
00
ff
08
00
27
00
02
00
00
20
00
34
34
00
00
68
07
07
07
07
07
07
07
36
00
09
00
e9
78
00
74
69
f4
44
00
fc

00
00
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
e8
00
20
00
00
ff
50
00
bf
00
00
00
00
19
00
14
14
00
00
00
00
00
00
00
00
00
00
45
00
04
ff
00
00
00
77
6e
29
50
00
le

00
08
68
ff
40
54
ff
40
e8
ff
40
80
ff
40
el
ff
40
10
ff
40
04
ff
40
50
ff
40
88
f0
00
00
00
00
ff
40
00
2d
00
00
00
00
40
00
40
40
00
00
6c
00
00
00
00
00
00
00
53
00
00
ff
00
00
00
6l
00
40
40
00
40

00
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
ff
00
10
00
00
ff
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
2e
00
00
ff
00
00
00
69
00
00
00
00
00

01
ef
40
4c
ff
40
a0
ff
40
b0
ff
40
bc
ff
40
ds
ff
40
98
ff
40
ec
ff
40
ed
ff
40
ff
00
b5
00
01
ff
00
00
ba
00
00
00
a0
00
a4
00
40
01
01
00
6c
ds
40
84
f4
44
b0
44
00
90
08
ac
Te
00
6e
01
ff
00
00
00

00
3b
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
ff
00
bf
00
00
ff
00
00
a4
00
00
00
24
00
19
00
00
00
00
00
le
1d
1d
lc
1b
1b
la
4c
00
2a
00
13
00
00
00
00
ff
00
00
00

00
40
ff
40
20
ff
40
24
ff
40
f4
ff
40
30
ff
40
3c
ff
40
18
ff
40
b4
ff
40
90
ff
00
00
23
00
00
ff
00
00
ds
00
00
00
40
00
40
00
00
00
00
00
40
40
40
40
40
40
40
4c
00
40
00
40
00
00
74
02
ff
00
00
00

00
00
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
00
6d
00
00
ff
00
00
11
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
77
00
ff
00
00
00

45
00
94
ff
40
cc
ff
40
08
ff
40
04
ff
40
78
ff
40
64
ff
40
2c
ff
40
34
ff
40
d4
00
49
00
74
20
00
18
ac
a9
00
00
00
4c
ff
18
00
04
6c
00
06
07
07
07
07
07
07
56
00
00
ed
01
74
84
00
6l
20
00
60
dc
dc

3b
00
10
25
00
10
25
00
10
25
00
11
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
00
bf
00
77
19
00
83
13
20
00
00
00
00
ff
50
00
00
ce
00
00
00
00
00
00
00
00
42
00
00
16
00
13
00
00
69
19
00
48
15
15

40
00
40
40
ff
40
84
ff
40
5c
ff
40
70
ff
40
b8
ff
40
dc
ff
40
c8
ff
40
60
ff
40
00
2d
00
61
40
00
60
40
00
00
00
00
00
ff
40
00
00
6l
00
00
00
00
00
00
00
00
35
00
Oa
40
00
40
00
00
6e
40
00
60
40
40

00
00
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
00
00
00
69
00
00
00
00
10
00
00
00
00
ff
00
00
00
00
00
00
00
00
00
00
00
00
21
00
00
00
00
00
00
00
00
00
00
00
00
00

00
f6
ff
40
do
ff
40
Oc
ff
40
0
ff
40
£8
ff
40
00
ff
40
00
ff
40
14
ff
40
74
68
30
ba
00
6e
00
74
00
50
b5
00
00
dd
01
ff
0d
00
00
00
04
ed
24
8c
cc
3c
98
£8
0
2a
Oa
00
01
38
85
00
00
00
d4
00
01
01

00
3b
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
11
25
00
10
25
00
10
ds
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a4
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00
00
19
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00
bf
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04
00
ff
00
00
00
00
00
le
le
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1lc
1lc
1b
la
1f
00
Oc
f0
00
13
00
00
74
00
19
00
00
00

00
40
a4
ff
40
c4
ff
40
fc
ff
40
38
ff
40
28
ff
40
58
ff
40
ac
ff
40
44
ff
40
14
00
ds
01
00
00
40
00
00
23
00
00
00
01
ff
00
00
00
00
b7
40
40
40
40
40
40
40
56
00
00
30
00
40
00
00
77
00
40
00
00
00

00
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
10
25
00
40
00
11
00
00
00
00
00
00
6d
00
00
00
00
ff
00
00
00
00
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Appendix C

000015b0
000015c0
00001540
000015e0
000015f0
00001600
00001610
00001620
00001630
00001640
00001650
00001660
*

000016b0
000016cO
000016d0
000016e0
000016f£0
00001700
00001710
00001720
00001730
00001740
*

00001910
00001920
00001930
00001940
00001950
00001960
00001970
00001980
00001990
000019%a0
000019b0
000019c0O
00001940
000019%e0
000019f0
00001a00
00001al0
00001a20
00001a30
00001a40
00001a50
00001a60
00001a70
00001a80
00001a90
00001aal
00001ab0
00001acO
00001ad0
00001ael
00001afo0
00001b00
00001b10
00001b20
00001b30
00001b40
00001b50
00001b60
00001b70
00001b80
00001b90
00001bal
00001bb0

ed
ed
88
1lc
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Appendix C
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Appendix C
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[P __vbaFil
|eClose.. vbaVar|
[Cat. vbaWriteFi|
[le...... __vbaStr|
|[Cmp. vbaVarTstN|
le... vbaFileOpe|
In... vbaFreeVar|
[List.... vbaLen|
|[Var. vbaVarSub. |
| vbaVarMove....|
| vbaStrToUnicod|
le... vbaStrToAn|
|si.. vbaStrvarM|
|ove. vbaFreeStr|
|.... vbastrI2..|
| vbaStrCat. vb|
|aStrMove.... vb]|
|aStrCopy.... Vb]|
|aI2I4... vbaErr|
|orOverflow.. vb|
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Appendix C

00002420 61 46 72 65 65 56 61 72 00 00 00 00 5f 5f 76 62 |aFreeVar.... vb]|
00002430 61 4f 62 6a 53 65 74 41 64 64 72 65 66 00 00 00 |aObjSetAddref...|
00002440 5f 5f 76 62 61 53 65 74 53 79 73 74 65 6d 45 72 | _ vbaSetSystemEr|

00002450 72 6f 72 00 26 00 00 00 50 00 72 00 6f 00 67 00 |ror.&...P.r.o.g.|
00002460 72 00 61 00 6d 00 61 00 20 00 73 00 69 00 6e 00 |r.a.m.a. .s.i.n.

00002470 20 00 6e 00 6f 00 6d 00 62 00 72 00 65 00 00 00 | .n.o.m.b.r.e...
00002480 5f 5f 76 62 61 45 78 69 74 50 72 6f 63 00 00 00 | vbaExitProc...
00002490 5f 5f 76 62 61 4f 6e 45 72 72 6f 72 00 00 00 00 | vbaOnError....

000024a0 f£ff cc 31 00 00 27 bf 2d 00 ba a4 d8 11 a9 20 00 |[yIl..';-.°ng.O .
000024b0 10 b5 bf 23 6d 28 bf 2d 00 ba a4 d8 11 a9 20 00 |.p¢#m(c-.°00.0 .
000024c0 10 b5 bf 23 6d 3a 4f ad 33 99 66 cf 11 b7 Oc 00 |.p¢#m:03.£I.-..|
000024d0 aa 00 60 d3 93 00 00 00 00 00 00 00 00 00 00 00 [2.°0......co....
000024e0 00 00 00 00 0O OO OO OO 00 0O OO OO0 00 00 00 00  |ewwwwweinennnnn.
000024£0 00 00 00 00 0O OO OO OO 00 84 04 00 00 7£ 04 00 |.eeuwuunwunnnnnnn,

00002500 00 00 07 00 66 72 6d 4d 61 69 6e 00 0d 19 01 00 |....frmMain..... |
00002510 42 00 22 04 23 3e 04 00 00 6c 74 00 00 36 04 00 [B.".#>...1lt..6..]
00002520 00 00 00 01 00 02 00 20 20 10 00 OO OO0 00 00 e8 |.eeevee. o.... el
00002530 02 00 00 26 00 00 00 10 10 10 OO0 OO0 OO0 00 00 28 |..ve&eweunwennnn. (1
00002540 01 00 00 Oe 03 00 00 28 00 00 00 20 0O OO 0O 40 |....... (oo ...@]

00002550 00 00 00 01 0O 04 00 OO0 00 0O 00 80 02 00 00 00  |ewwwuwwuuennnnns
00002560 00 00 00 0O 0O OO OO OO 0O 0O OO OO0 00 00 00 00 |ewuwwuwuuunnnnnn
00002570 00 00 00 0O 0O 80 00 OO 80 00 OO OO0 80 80 00 80 |.eweuinwuninennnnn.

00002580 00 00 00 80 0O 80 00 80 80 00 00 80 80 80 00 cO  |.ewunnvennionn... Al
00002590 <c0 cO 00 00 00 £f£ 00 00 £f 00 00 00 f£f £f 00 ff [AA...¥..¥...¥¥V.¥I
000025a0 00 00 00 f£f 00 £f£f 00 f£f £f 00 00 £f £f £f 00 00 |...V.Y.V¥V..V¥y..|

0000250 00 00 00 00 0O OO OO OO 0O 0O OO 00 00 00 00 00 |ewwwuiwuneunnnnn.

*

000025e0 00 00 00 Of 0O OO OO OO 0O 0O OO 00 00 00 00 00  |ewuwwuwuinennnnnn

000025£0 00 00 Of Ob ££ 00 00O OO 0O 0O 0O 0O OO OO0 00 00 | [
00002600 00 00 Ob Of fb ££ 00 00 00 00 0O 0O 0O OO0 00 00 | Ayl
00002610 00 00 Of Ob ff fb 8f 00 00 00 00 0O 0O 00 00 00 | 20 P
00002620 00 00 Ob Of fb ff 8b f£f£ 00 00 00 00 00 00 00 00 | 155740 VN
00002630 00 00 Of Ob ff fb 8f fb 8f 00 00 00 00 00 00 00 | ya.a........
00002640 00 00 0b Of fb ff fb ff 8b 8f 00 00 00 00 00 00 | ayiy........
00002650 00 00 Of Ob ff fb ff fb 8f 8b 8f 00 00 00 00 00 | yaya........
00002660 00 00 Ob Of fb ff fb ff 8b 8f 8b £0 00 00 00 00 | ayty...o..
00002670 00 00 0f Ob ff fb ff fb 8f 8b 8f £0 00 00 00 00 | yaya...o..
00002680 00 00 0Ob Of fb ff fb ff 8b 8f 8b £0 00 00 00 00 |....GyGy...0....]
00002690 00 00 0f Ob ff fb ff fb 8f 8b 8f £0 00 00 00 00 |....yGyG...0....]
000026a0 00 00 Ob Of fb ff fb ff 8b 8f 8b £0 00 00 00 00 | ayty...o..
000026b0 00 00 0f Ob ff fb ff fb £ff 8b 8f £0 00 00 00 00 | yayay..o..
000026cO 00 00 Ob 0f fb ff fb ff fb 8f 8b £0 00 00 00 00 | ayaya. .o..
000026d0 00 00 0f Ob ff fb ff fb £ff 8b 8f £0 00 00 00 00 | yayay..o..
000026e0 00 00 Ob 0f fb ff fb ff fb 8f 8b £0 00 00 00 00 | ayaya. .o..
000026£0 00 00 0f Ob ff fb ff fb £ff 8b 8f £0 00 00 00 00 | yayay..o..
00002700 00 00 Ob 00 fb ff fb ff fb f£ff 8b £0 00 00 00 00 | Layayay.o..
00002710 00 00 00 fb 00 fb 00 fb ff fb 8f £0 00 00 00 00 | 4.4.4ya.96..
00002720 00 00 00 00 fb 00 fb 00 fb ff 8b £0 00 00 00 00 |[....4.Q.Gy.6....]
00002730 00 00 00 00 00 bf bf bf 00 fb 8f £0 00 00 00 00 [..... $ee 0.0,
00002740 00 00 00 00 00 Ob fb fb fb 0f 8b £0 00 00 00 00 [...... aad. .o..
00002750 00 00 00 00 00 Of bf bf bf 0b 8f £0 00 00 00 00 [...... $éé .0,
00002760 00 00 00 00 00 00 fb fb fb f0 Ob £0 00 00 00 00 [...... 4t4s6.o6. ...
00002770 00 00 00 00 00 00 00 bf 00 Of O 00 00 0O 00 00 |....... Geelinnn

00002780 00 00 00 00 00 00 00 00 00 00 Ob 00 00 00 00 00 |..vvuuuneeeennn..
00002790 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.euvuunneeeennnn.
000027a0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 £f |..vvuunneeenrnnn. 1
000027b0 ff ff ff ff ff ff £ff ff 3f ff ff fe Of ff ff fc |¥yyyvis929vb. vl
000027c0 03 ff £f fc 00 £f £ff fc 00 3f ff fc 00 Of £f fc |.yyid.yyi. 29d. . vil

000027d0 00 03 £f fc 00 00 £ff fc 00 00 3f fc 00 00 3f fc |..yl..yd..?4..24]
000027e0 00 00 3f fc 00 00 3f fc 00 00 3f fc 00 00 3f fc |..?4..24..24..24]
*

00002800 00 00 3f fc 00 00 3f fc 00 00 3f £f 00 00 3f £f |..?4..20..29..2¥]

00002810 cO 00 3f £ff £f0 00 3f ff £0 00 3f £f £0 00 3f £f |A.2¥8.298.2¥8.27]
00002820 fc 00 3f ff ff 38 7f ff ff fe 7f ff £f ff £f 28 |U.?998.9¥b.yvvy (|
00002830 00 00 00 10 00 00 00 20 00 00 00 OL1 00 04 00 00 |..uvuun wuvunnn.
00002840 00 00 00 cO 00 00 00 00 00 00 00 00 00 00 00 00 |...A............
00002850 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 |..evvuuunnenennnn.
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Appendix C

00002860
00002870
00002880
00002890
000028a0
000028b0
000028c0
00002840
000028e0
000028£0
00002900
00002910
00002920
00002930
00002940
00002950
00002960
00002970
00002980
00002990
000029%a0
000029b0
000029c0
00002940
000029%e0
000029f0
00002a00
00002a10
00002a20
00002a30
00002240
00002a50
00002a60
00002a70
00002a80
00002a90
00002aa0
00002ab0
00002ac0
00002ad0
00002ae0
00002af0
00002b00
00002b10
00002b20
00002b30
00002b40
00002b50
00002b60
00002b70
00002b80
00002b90
00002bal
00002bb0
00002bcO
00002bd0
00002be0
00002b£f0
00002c00
00002c10
00002c20
00002c30
00002c40
00002c50
00002c60
00002c70
00002c80

80
80
ff
ff
0f
0f
0f
0f
0f
00
00
00
ff
07
07
07
26
06
74
ff
00
ff
00
08
88
le
00
00
00
04
00
00
2c
77
e9
55
00
65
3b
40
54
ez
40
00
70
45
04
04
00
53
18
f2
52
00
57
Se
53
00
50
24
Ob
8b
f0
55
00
65
3b

00
00
00
00
00
0f
0f
0f
0f
bf
00
00
00
00
00
00
00
00
2a
ff
00
ff
00
01
29
28
00
00
00
00
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00
1f
6e
e9
8b
50
£8
c7
00
40
7d
00
01
la
ed
11
11
00
8b
85
ff
e8
00
50
5b
8b
85
e8
14
5f
0d
ff
8b
50
£8
c7

00
00
00
00
00
8b
fb
fb
fb
b0
bf
00
00
00
00
00
27
00
40
ff
00
00
00
f9
40
30
00
00
00
00
00
00
40
64
e9
ec
64
c7
89
68
00
0f
8b
00
40
50
40
40
5b
1d
f6
ff
2a
5b
56
c2
5c
db
Te
83
Se
30
a7
ec
64
c7
89

00
80
00
ff
00
00
8f
8f
ff
0f
bf
00
c0
c0
c0
fe
00
ef
00
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00
00
00
06
00
00
00
00
00
00
00
00
00
00
e9
83
89
45
7d
60
8d
6a
45
00
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89
00
00
8b
34
75
ff
02
c2
51
Oc
24
75
f2
c2
b8
50
8b
83
89
45
7d

80
80
ff
ff
00
00
8b
8b
8b
8b
b0
00
3f
07
07
7f
2e
01
00
ff
do
00
00
ff
00
00
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80
00
00
90
ff
84
6b
cc
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14
ec
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68
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14
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Appendix C

00002c90
00002ca0l
00002cb0
00002ccO
00002cd0
00002ce0
00002cf0
00002d00
00002d10
00002d20
00002d30
00002d40
00002d50
00002d60
00002d70
00002d80
00002d90
00002da0
00002db0
00002dcO
00002dd0
00002de0
00002d£0
00002e00
00002e10
00002e20
00002e30
00002e40
00002e50
00002e60
00002e70
00002e80
00002e90
00002ea0l
00002eb0
00002ecO
00002ed0
00002ee0
00002ef0
00002£00
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00002£40
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00002£b0
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Appendix C
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Appendix C
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Appendix C
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Appendix C
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|dj fptan.... vb|
|avarMove.... vb|
|aFreevVar.... vb|
|aStrvarMove... |
|vbaFreeVarList..
| .. _adj_fdiv m64.
| .. adj_ fpreml...
| __vbaStrCat...
|vbaWriteFile....
| vbaSetSystemEr|
|ror... vbaHresu|
|1tCheckObj.... |
|vbaLenVar... adj|
| fdiv m32... vb|
|aExitProc... vb|
|aOnError.... adj|
| fdiv ml6i.... |
| vbaObjSetAddref. |
.. adj fdivr ml6|
[i... CIsin...._ |
|vbaChkstk... vb]
|aFileClose....EV|
|ENT SINK AddRef. |
|.. vbaStrCmp...|
|  vbaI2I4...DllF|
[unctionCall... a|
|dj fpatan...EVEN|
|T_SINK Release.. |
| .. _CIsqgrt...EVEN|
|T_SINK QueryInte|
|rface... vbaExc|
|eptHandler.... |
|vbaStrToUnicode. |
.. adj fprem....|
| _adj_fdivr m64..|
| .. vbaFPExcepti|
lon.... vbaVarCa|
[t... CIlog.... |
| vbaErrorOverflow|
|.... vbaFileOpe|
In..._ vbaNewZ2...|
| adj fdiv m32i..|
| .. adj fdivr m32|

[i... vbaStrCopyl
[.... adj fdivr m|
[32.... adj fdiv_|
|r... vbaVarTstN|
le... vbaStrToAn|
|si.... CIatan...|
| vbaStrMove....|
| allmul... CItan]|
[.... Clexp.... |
|vbaFreeStr.... |
| vbaFreeObj...... |
[ I
| o3 |
[ @...|
| B -0£@ |
[oeee e X.o.|
| —0£Q@. .. ... .. |
[ e -0£@Q |
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00006060 00 00 00 00 00 00 02 00 31 75 00 00 cO 00 00 80 |...n.... lu..A...
00006070 32 75 00 00 a8 00 00 80 00 00 00 00 2d 6f a3 40 |2u.."....... -0£@ |
00006080 00 00 00 00 0O 0O 01 00 Oa Oc 00 00 d8 00 00 OO0 |.euwunewnn... ...
00006090 00 00 00 00 2d 6f a3 40 00 00 00 00 00 00 01 00 |....-0f£@........
000060a0 00 00 00 00 e8 00 00 OO 00 OO0 00 00 2d 6f a3 40 |....é....... -0£@ |
0000600 00 00 00 0O 0O 0O O1 OO 0O OO OO OO0 £8 00 00 00 |.euuiunnienn... F.. .|
000060cO0 00 00 00 00 2d 6f a3 40 00 00 00 00 00 00 01 OO0 |....-0f£@........
00006040 00 00 00 00 08 01 00 00O 20 61 00 00 00 02 00 00 |........ SR
000060e0 b0 04 00 00 00 00 00 00 20 63 00 00 24 00 00 00 [°....... c..S...
000060£0 bO 04 00 00 00 00 00 00 44 63 00 00 28 01 00 00 [°....... Dc.. (...
00006100 b0 04 00 00 00 00 00 00 6¢c 64 00 00 e8 02 00 00 [°....... 1d..e...
00006110 b0 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [®....vuevnuennnn
00006120 00 02 34 00 00 00 56 00 53 00 5f 00 56 00 45 00 |..4...V.S. .V.E.|
00006130 52 00 53 00 49 00 4f 00 4e 00 5f 00 49 00 4e 00 |R.S.I.O.N. .I.N.|
00006140 46 00 4f 00 00 00 00 00 bd 04 ef fe 00 00 01 00 |[|F.O..... B.ib. ... |

00006150 00 00 01 00 0O 0O OO OO 0O 0O OL OO0 00 00 00 00  |ewuwwuiwunewnnnnnn
00006160 00 00 00 00 0O OO OO OO 04 00 00 00 01 00 00 00  |ewuwwuwunoennnnnn
00006170 00 00 00 00 0O OO OO OO 0O OO OO OO0 44 00 00 00 |ewwwunwunnnnn D...

I
00006180 00 00 56 00 61 00 72 00 46 00 69 00 6¢c 00 65 00 |[|..V.a.r.F.i.l.e.|
00006190 49 00 6e 00 66 00 6f 00 00 00 0O 00 24 00 04 00 |I.n.f.o..... S|
000061a0 00 00 54 00 72 00 61 00 6e 00 73 00 6¢c 00 61 00 |..T.r.a.n.s.l.a.]|
000061b0 74 00 69 00 6f 00 6e 00 00 00 00 00 Oa Oc b0 04 [|t.i.o.n....... °
000061cO0 60 01 00 00 01 00 53 00 74 00 72 00 69 00 6e 00 | ..... S.t.r.i.n.|
000061d0 67 00 46 00 69 00 6¢c 00 65 00 49 00 6e 00 66 00 |[|g.F.i.l.e.I.n.f.|
000061e0 6f 00 00 00 3c 01 00 OO 01 0O 30 00 43 00 30 00 Jo...<..... 0.C.0.|
000061£f0 41 00 30 00 34 00 42 00 30 00 00 0O 34 00 12 00 |A.0.4.B.0...4...|
00006200 01 00 43 00 6f 00 6d 00 70 00 61 00 6e 00 79 00 |..C.o.m.p.a.n.y.|
00006210 4e 00 61 00 6d 00 65 00 00 00 0O 00 50 00 65 00 |N.a.m.e..... P.e.|
00006220 72 00 73 00 6f 00 6e 00 61 00 6¢ 00 00 00 00 OO0 |r.s.o.n.a.l..... I
00006230 2c 00 Oc 00 01 00 50 00 72 00 6f 00 64 00 75 00 [,..... P.r.o.d.u.|
00006240 63 00 74 00 4e 00 61 00 6d 00 65 00 00 00 00 00 |c.t.N.a.m.e..... |
00006250 74 00 77 00 61 00 69 00 6e 00 00 00 2c 00 Oa 00 |t.w.a.i.n...,.
00006260 01 00 46 00 69 00 6¢c 00 65 00 56 00 65 00 72 00 |..F.i.l.e.V.e.r
00006270 73 00 69 00 6f 00 6e 00 00 00 00 00 31 00 2 00 |s.i.o.n..... 1.

00006280 30 00 30 00 00 0O OO OO 30 00 Oa 0O O1 0O 50 00 10.0..... 0..... P.
00006290 72 00 6f 00 64 00 75 00 63 00 74 00 56 00 65 00 |r.o.d.u.c.t.V.e.
00006220 72 00 73 00 69 00 6f 00 6e 00 00 00 31 00 2¢ 00 |r.s.i.o.n...Ll.
000062b0 30 00 30 00 00 00 0O 0O 2c 00 Oc 00 01 00O 49 00 10.0..... PR

[

000062cO 6e 00 74 00 65 00 72 00 6e 00 61 00 6¢c 00 4e 00 |n.t.e.r.n.a.l.N.
000062d0 61 00 6d 00 65 00 00 00 74 00 77 00 61 00 69 00 J|a.m.e...t.w.a.i.
000062e0 6e 00 00 00 3c 00 14 00 01 00 4f 00 72 00 69 00 |n...<..... O.r.i.
000062£f0 67 00 69 00 6e 00 61 00 6c 00 46 00 69 00 6¢ 00 |g.i.n.a.l.F.i.1.
00006300 65 00 6e 00 61 00 6d 00 65 00 00 00 74 00 77 00 |e.n.a.m.e...t.w.
00006310 61 00 69 00 6e 00 2¢ 00 65 00 78 00 65 00 00 00 J|a.i.n...e.x.e..

00006320 00 00 01 00 02 00 20 20 10 00 O1 00 04 00 €8 02 |.euvvvns won... e.
00006330 00 00 31 75 10 10 10 00O 01 0O 04 00 28 01 00 OO0 [..lu........ (...
00006340 32 75 00 00 28 00 00 OO 10 0O OO 00 20 00 00 OO0 |2u..(ewun.n. ..

00006350 01 00 04 00 00 0O 0O OO cO 00 00 0O 0O 0O 00 00 |ewwun... Ao,
00006360 00 00 00 00 0O OO OO OO 0O OO OO 00 00 00 00 00  |eewwuwuieunnnnnn
00006370 00 00 80 00 0O 80 00 OO 00 80 80 00 80 00 00 00 |.eewwuiwunwennnnnn.
00006380 80 00 80 00 80 80 00 00 80 80 80 00 cO c0 c0O OO0 |.o..vunnionn... ARA. |
00006390 00 00 f££f 00 00 f£f 00 00 00 f£ff f££f 00 ££ 00 00 00 |..¥..¥...¥¥V.¥...|
000063a0 ff 00 f£f 00 f£f £f 00 00 f£f f£f ££f 00 00 00 00 00 |¥y.¥.¥¥..¥¥¥y..... |
0000630 00 00 00 00 0O Of 00 OO 00 00 00 00 00 Ob Ob 00 |.eeeeiwuninennnnn.
000063cO 00 00 00 00 00 Of Of 8b 00 00 00 00 00 Ob Ob 8f |....iveniienann.
000063d0 8b 00 00 00 00 Of Of fb 8f 8b 00 00 00 Ob Ob ff [....... |5 PP al
000063e0 8b 8f 00 00 00 Of Of fb 8f 8b 00 00 00 Ob Ob ff |....... |5 PP al
000063f0 fb 8f 00 00 00 Of 0f fb ff 8b 00 00 00 Ob £0 Of [G...... ay..... .1
00006400 fb 8f 00 00 00 00 bf b0 0f 8b 00 00 00 00 00 fb [G..... Ef e al
00006410 £0 0f 00 00 00 00 00 bf bf bO 00 00 00 00 00 Ob [&...... A |
00006420 £0 00 00 00 0O 0O OO OO 0O OO OO0 00 e7 ££f 00 00 |O...ivun.... cy..

00006430 ¢3 f££ 00 00 cO ££ 00 00 cO 3f 00 00 cO Of 00 00 |Ay..Ay..A?..
00006440 c0 07 00 00 cO 07 00 00 cO 07 00 00 cO 07 00 00 |A...A...A..
00006450 c0 07 00 00 cO 07 00 00 cO 07 00 00 £0 07 00 00 |A...A...A...
00006460 £8 07 00 00 £8 07 00 00 fe 7f£ 00 00 28 00 00 00 |@...2...Db.. .
00006470 20 00 00 00 40 00 00 OO 01 00 04 00 00 00 00 00 | ...@......i.n...
00006480 80 02 00 00 00 0O 0O OO 00 0O OO OO0 00 00 00 00  |ewwwuwwuneunnnnn.
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00006490 00 00 00 00 0O 0O OO OO 0O 0O 80 00 00 80 00 00  |eewwunwuneunnnnns
00006420 00 80 80 00 80 00 00 OO0 80 00 80 00 80 80 00 00 |.ewwuinwunniennnnn,
000064b0 80 80 80 00 cO cO cO 00 00 00 £f 00 00 £f 00 00 |....ARA...y..y..|
000064cO 00 f££f £f 00 ££ 00 00 00 £f 00 ££ 00 £f ££f 00 00 |.¥y¥.¥V...¥.¥.¥¥..|
000064d0 ff f£f ££ 00 00 00 00 00 00 00 00 0O 00 00 00 00 |YYYeuruwwuunuwnnn
000064e0 00 00 00 00 0O 0O OO OO 0O 0O OO OO0 00 00 00 00 lewwwwwuwennnnnn.

*

00006500 00 00 00 0O 0O 0O OO OO Of 00 OO 00 00 00 00 00  |eeuwwuwuwunnnnnn

00006510 00 00 00 00 00 00 00 Of Ob £f 00 00 00 00 00 00 |......... G,
00006520 00 00 00 00 00 00 00 Ob Of fb £f 00 00 00 00 00 |......... ay.. ...
00006530 00 00 00 00 00 00 00 Of Ob f£ff fb 8f 00 00 00 00 |......... Ga... ..
00006540 00 00 00 00 00 00 00 Ob Of fb f£f 8b £ff 00 00 00 |......... 0.9, ..
00006550 00 00 00 00 00 00 00 Of Ob ff fb 8f fb 8f 00 00 |......... ga.4a. ..
00006560 00 00 00 00 00 00 00 Ob Of fb ff fb £f 8b 8f 00 [......... ayay. ..
00006570 00 00 00 00 00 00 00 Of Ob ff fb ff fb 8f 8b 8f |......... yaya. ..
00006580 00 00 00 00 00 00 00 Ob Of fb ff fb ff 8b 8f 8b |......... ayay. ..
00006590 £0 00 00 00 00 00 00 Of Ob ff fb ff fb 8f 8b 8f [&........ yaya. ..
000065a0 £0 00 00 00 00 00 00 Ob Of fb ff fb ff 8b 8f 8b [8........ ayay. ..
000065b0 £0 00 00 00 00 00 00 Of Ob ff fb ff fb 8f 8b 8f [&........ Gaya. ..
000065c0 £0 00 00 00 00 00 00 Ob Of fb ff fb £ff 8b 8f 8b [8........ ayay. ..
000065d0  £0 00 00 00 00 00 00 Of Ob ff fb ff fb ff 8b 8f [&........ Gayay. .
000065e0 £0 00 00 00 00 00 00 Ob Of fb ff fb ff fb 8f 8b [B........ ayaya. .
000065£0 £0 00 00 00 00 00 00 Of Ob ff fb ff fb ff 8b 8f [&........ Gayay. .
00006600 £0 00 00 00 00 00 00 Ob Of fb ff fb ff fb 8f 8b [8........ ayaya. .
00006610 £0 00 00 00 00 00 00 Of Ob ff fb ff fb ff 8b 8f [&........ Gayay. .
00006620 £0 00 00 00 00 00 00 Ob 00 fb ff fb ff fb ff 8b [&........ ayayay. |
00006630 £0 00 00 00 00 00 00 00 fb 00 fb 00 fb ff fb 8f [&....... a.0.0ya. |
00006640 £0 00 00 00 00 00 00 00 00 fb 00 fb 00 fb £ff 8b [&........ 6.0.0y. |
00006650 £0 00 00 00 00 00 00 00 00 00 bf bf bf 00 fb 8f [&......... cec ..
00006660 £0 00 00 00 00 00 00 00 00 00 Ob fb fb fb Of 8b [&.uuunnn... aoa. .
00006670 £0 00 00 00 00 00 00 00 00 00 Of bf bf bf Ob 8f [.uuuunn... Ciin-
00006680 £0 00 00 00 00 00 00 00 00 00 00 fb fb fb £f0 Ob [&.uuunnn... a0es. |
00006690 £0 00 00 00 00 00 00 00 00 00 00 00 bf 00 Of b0 [Suuuunnnnn.. c..°
00006620 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Ob  |.uuuuuuuuunnnnns
000066b0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |.uuuuuuuuunnnnns
*

000066d0 00 00 00 00 ff £ff £ff £ff f£f £f £f £f £f 3f £f £f | ....999999999297]

000066e0 fe Of ff ff fc 03 £f ff fc 00 £f £f fc 00 3f ff |p.yyi.yyi.yyi. 2yl
000066£0 fc 00 Of £f fc 00 03 £ff fc 00 00 £f fc 00 00 3f |d..¥d..yl..yd..?]
00006700 fc 00 00 3f fc 00 00 3f fc 00 00 3f fc 00 00 3f |{..?d..24..2H..2]
*

00006730 £f 00 00 3f £f cO 00 3f ff £0 00 3f £f £0 00 3f |¥..?VA.?95.293.2]
00006740 f£f £0 00 3f £f fc 00 3f ff £f 38 7f £f ff fe 7f |y0.2yu.2y¥8.9¥b. |
00006750 f£f £f £f ££ 00 00 00 00 00 00 00 00 00 00 00 00 [§HFFe-venvennn..
00006760 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [.eeueeuenennnn..

*

00007000
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