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DHCP Server Security Audit
Gary Worthy

The security audit of the Dynamic Host Configuration Protocol (DHCP) server results
are less than desirable. The audit consisted of checking for standard configurations of a
Linux system. Items such as root access through telnet and ftp, and password selection
were checked. All items checked are not listed here. Only the negative results are listed
in this document to focus attention on items that need to be corrected.

Operating system vulnerabilities can be mitigated by keeping software up to date. Sadly
this has not happened in this case. A current version of the base operating system is
being used; however the software supporting that kernel is out of date. The vendor has
published several patches and security fixes, but none have been implemented.

Add-on software has been installed that is not used. It shouldn’t be loaded and active if
it’s not in use. Active services not in use just pose possible avenues of entry to malicious
users.

Administration of the machine is non-existent. There is no documentation of any kind
for the system, no backups, and no recovery plans. Additionally no log records are
stored. In the event that it’s necessary to find out how the system is being used, it’s
unlikely that a clear picture could be developed with no log entries or documentation.

On the bright side physical security is very good. There is very little to be done to
improve it.
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Operating System Vulnerabilities

The Linux operating system is continually under development and the source code is
freely available. Malicious persons can freely examine the code for errors in order to
take advantage of them. The authors of the Linux code are prompt at correcting errors
though.

Compromise of loadable modules and shared libraries to gain unauthorized access
privileges is common, along with buffer overflow attacks, and exploiting race conditions.
To date no report of kernel modifications have been made
(http://www.cert.org/vul notes/VN-98.02.kernel mod.html).

The audited system is running Red Hat 6.0. A list of installed software packages
compared against an original installation CD-Rom and Powertools CD-Rom shows that
the software packages have never been updated.

Known exploits, security alerts, and package updates for Red Hat Linux are published
by Red Hat and updated regularly. There are currently thirty-seven security alerts, and
fourteen package updates listed for Red Hat 6.0
(http://www.redhat.com/support/errata/rh60-errata-general.html).

Configuration Vulnerabilites

There are currently nineteen services running on this system. As a single purpose
DHCP server there are many extraneous services running. Services such as ftp, and
MySql should be tumed off and removed from the system. The full list, derived using
List Open Files (Isof) (http://freesoft.online.sh.cn/mirrors/hpux.freeware/Sysadmin/lsof-
4.48/1s0f-4.48 .man.html), is included as Appendix A. Some duplication occurs for some
services, due to activity on several ports at once. The list of active services from netstat
is included as Appendix B, but is not complete, as it doesn’t contain UDP services.

Linux comes installed with TCP Wrappers. The configuration files hosts.allow and
hosts.deny are empty. In addition, no banner files are setup. Banners can make legal
action against unauthorized intrusion easier.

Crack (http:/freesoft.online.sh.cn/mirrors/hpux.freeware/Sysadmin/crack-5.0/crack-
5.0.man.html), was unable to break any passwords on the system. Strong passwords are
being used; in addition there are only two active accounts on the system, root and the
administrator. No password aging is being used. It’s unclear how long the accounts have
been using the current passwords.

Shell and rlogin are enabled; however no .rhosts of hosts.equiv files are currently on the
system. No regular checks are made for .rhosts and hosts.equiv as well. These services
allow passwords and userids to be passed in clear text allowing anyone snooping on the
Ethernet segment to obtain access.

Linux Loader (LILO) is not password protected allowing single user booting.

Root password is not required for single user mode.

Secure Shell Daemon(SSHD)
(http://www.employees.org/~satch/ssh/fag/manpages/sshd1 _man.html) is installed and
compiled for use with TCP wrappers, but again TCP Wrappers is not configured to
control access to this system.
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After obtaining permission from management a network security scan was run against
the system after business hours. Nessus (http://www.nessus.org/documentation.html)
was used to scan the host for vulnerabilities. NMAP (http://www.insecure.org/nmap)
was used to scan for open ports on the system. The NMAP report is included as part of
the Nessus report in Appendix C. Nessus found only one security hole, fourteen security
warnings, and eight security notes. The security hole found was sendmail is currently
configured to allow two commands, EXPN and VRFY to be run. These commands allow
outsiders to obtain users names.

Risks From Third Party Software

Apache web server 1.3.9 is currently configured to allow server side includes.
Malicious code can be included in CGI scripts. Even though CGI scripts are only allow
to be executed from a specific directory, .htaccess files are allowed to over ride all
security controls.

PHP3 3.0.13is installed in the Apache web server as a module. PHP3 scripts are
allowed to be executed from anywhere in the document tree. PHP3 scripts can also use
server side includes. There is an update available for PHP3 that has not been installed.

MySQL 3.22.29 is installed. There are no current security alerts for this version of
MySQL on Red Hat 6.0.

Administrative Practices

Logging is set to default. Only five days of logs are kept, more are needed in the event
of an intrusion.

Passwords use shadowing and MDS5 hashes, but as stated above no password aging is in
affect. Aging would require passwords to be changed on a regular basis.

There is currently no documentation on this system. It’s configuration, equipment
inventory, or usage policy does not exist.

Backup Policies, disaster preparedness

There is no boot diskette for this system. Ifthe system fails to boot for any reason, it
may not be recoverable.

There are no backups for this system. Catastrophic failure would be unrecoverable.

The system is on an uninterruptible power supply (UPS) with an estimated power
supply of 2 hours. The UPS is not set up to power down the server when the battery runs
low though.

Physical Security

The system is located on the floor in a steel vault. It is placed under a table against the
wall in a position that in can’t be bumped or kicked by personnel. There are no external
peripherals (keyboard, monitor, printer, hard drives, etc) attached to the system. The
reset and power buttons are still active on the CPU case. The power cords are physically
accessible. BIOS has no security features turned on, and the boot sequence allows for
booting from a floppy diskette.

The vault the system is located in extends on all six sides of the room. With both a key
locked gate, and a tumbler type combination lock door. Access to the vault is both
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manually and electronically logged. A security guard is posted in visual site of the vault
door. An alarm system is installed in the vault.

All network cables are run in steel conduit to an Ethernet switch in a lacked cabinet.
The cabinet is located in another room with a cipher lock door. Again the room is in
plain sight of the security guard, and alarmed. The Ethernet switch is configured for
MAC layer security.

Prioritized list of security vulnerabilities

N S

Network access to the system is not controlled.
Unnecessary services are being run.

Installed software is not up to date.

There is no current backup of the system.

There is no way to boot the system in an emergency.

Prioritized list of recommended fixes

L.

2.

>

Disable unnecessary services. Specifically telnet, ftp, smtp, finger, linuxconf,
auth, sunrpc, samba, imap, rshell, rlogin, squid, mysql, ntalk.

Remove unnecessary software. Specifically anonftp-2.8-1, apache-devel-1.3.9-4,
portmap-4.0-15, rsh-0.10-25, samba-2.0.3-8, sendmail-8.9.3-10, wu-ftpd-
2.4.2vrl17-3, yp-tools-2.2-1, ypbind-3.3-20, squid-2.2.STABLE1-1, MySQL-
client-3.22.29-1, php-pg-mysql-3.0.13-1, mod_perl-1.19-2, MySQL-3.22.29-1,
freetype-devel-1.2-7, php-pg-3.0.13-1, openldap-devel-1.2.9-5, php-pg-manual-
3.0.13-1, apache-1.3.9-4, openldap-1.2.9-5, pam_Idap-36-1, imap-4.7-5.

Update all remaining software packages. Consider installing Autorpm to
maintain a list of available updates.

Configure TCP Wrappers to limit access with a default all:deny statement in
hosts.deny.

Back the system up for emergency recovery and create an emergency boot
diskette.

Install tripwire. Copy the tripwire database to a floppy for storage with the
emergency boot diskette.

Document the system, both physically and installed software.

Rerun audit to insure nothing was missed.

Consider placing the server in a lockable cabinet to deny access to CPU switches
and power cords.
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Appendix A.

/ustr/sbin/Isof -1 +M

COMMAND PID USER FD TYPE DEVICE SIZE NODE NAME
portmap 261 root 3u inet 379  UDP *:sunrpc[rpcbind]

portmap 261 root 4u inet 382 TCP *:sunrpc[rpcbind] (LISTEN)
inetd 376 root 4u inet 518  TCP *:ftp (LISTEN)

inetd 376 root 5Su inet 519  TCP *:itelnet (LISTEN)

inetd 376 root 6u inet 520  TCP *:shell (LISTEN)

inetd 376 root 8u inet 521 TCP *:login (LISTEN)

inetd 376 root 10u inet 522  UDP *:italk

inetd 376 root 1lu inet 523 UDP *:ntalk

inetd 376 root 12u inet 524 TCP *:finger (LISTEN)

inetd 376 root 13u inet 525 TCP *:auth (LISTEN)

inetd 376 root 14u inet 526 TCP *:linuxconf (LISTEN)

inetd 376 root 15u inet 19751 TCP *:imap2 (LISTEN)

sshd 383 root 3u inet 535 TCP *:ssh (LISTEN)

dhcpd 397 root 10u inet 556  UDP *:bootps

sendmail 432 root 4u inet 184161 TCP *:smtp (LISTEN)

mysqld 498 root 3u inet 701 TCP *:mysql (LISTEN)

mysqld 500 root 3u inet 701 TCP *:mysql (LISTEN)

mysqld 501 root 3u inet 701 TCP *:mysql (LISTEN)

smbd 517 root 5Su inet 743 TCP *:netbios-ssn (LISTEN)
nmbd 528 root Su inet 759  UDP *:netbios-ns

nmbd 528 root 6u inet 761 UDP *:netbios-dgm

nmbd 528 root 8u inet 763  UDP 3noc.army.mil:netbios-ns
nmbd 528 root 10u inet 765  UDP 3noc.army.mil:netbios-dgm
nmbd 528 root 1lu inet 767  UDP localhost:netbios-ns

nmbd 528 root 12u inet 769  UDP localhost:netbios-dgm
squid 14315 root 2u inet 174238 TCP localhost:2822->localhost:2821
(ESTABLISHED)

squid 14315 root 29u inet 174243  TCP *:3128 (LISTEN)

squid 14315 root 30u inet 174244  UDP *:3401

dnsserver 14316 squid Ou inet 174239 TCP localhost:2821->localhost:2822
(ESTABLISHED)

dnsserver 14316 squid 1u inet 174239 TCP localhost:2821->localhost:2822
(ESTABLISHED)

nmbd 16811 root 5u inet 759  UDP *:netbios-ns

nmbd 16811 root 6u inet 761 UDP *:netbios-dgm

nmbd 16811 root 8u inet 763 UDP 3noc.army.mil:netbios-ns
nmbd 16811 root 10u inet 765  UDP 3noc.army.mil:netbios-dgm
nmbd 16811 root 1lu inet 767  UDP localhost:netbios-ns

nmbd 16811 root 12u inet 769  UDP localhost:netbios-dgm
nmbd 16811 root 14u inet 75709  TCP 3noc.army.mil:3711-
>150.114.100.220:netbios-ssn (ESTABLISHED)
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5u inet 759  UDP *:netbios-ns

6u inet 761 UDP *:netbios-dgm

8u inet 763 UDP 3noc.army.mil:netbios-ns
10u inet 765  UDP 3noc.army.mil:netbios-dgm
Ilu inet 767  UDP localhost:netbios-ns

12u inet 769  UDP localhost:netbios-dgm

14u inet 75806  TCP 3noc.army.mil:3712-

>150.114.100.220:netbios-ssn (ESTABLISHED)
sshd 17639 root
(ESTABLISHED)
sshd 17663 root
(ESTABLISHED)

© SANS Institute 2000 - 2002

Su inet 185543 TCP 3noc.army.mil:ssh->192.168.254.4:1096

5u inet 185576  TCP 3noc.army.mil:ssh->192.168.254.4:1097
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Appendix B.

netstat -at

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tep 0 0 3noc.army.mil:ssh 192.168.254.4:1097 ESTABLISHED
tep 0 0 3noc.army.mil:ssh 192.168.254.4:1096  ESTABLISHED
tep 0 0 *:smtp ok LISTEN

tcp 0 0%*:3128 * ok LISTEN

tep 0  Olocalhost:2821 localhost:2822 ESTABLISHED

tep 0  Olocalhost:2822 localhost:2821 ESTABLISHED

tep 0  03noc.army.mil:3712  150.114.100:netbios-ssn ESTABLISHED
tep 0  03noc.army.mil:3711  150.114.100:netbios-ssn ESTABLISHED
tep 0 0 *:imap2 ok LISTEN

tep 0 0 *:metbios-ssn koK LISTEN

tep 0  0*mysql * ok LISTEN

tcp 0 0*:ssh ok LISTEN

tcp 0 0 *:linuxconf ok LISTEN

tep 0 0 *:auth * ok LISTEN

tcp 0 0 *:finger *ox LISTEN

tep 0 0 *:login *ox LISTEN

tep 0 0 *:shell * ok LISTEN

tcp 0 0 *:telnet * ok LISTEN

tep 0 O*ftp ok LISTEN

tep 0 0 *:sunrpc *ox LISTEN

© SANS Institute 2000 - 2002

As part of GIAC practical repository.

7 of 136
Author retains full rights.



DHCP Server Security Audit
Gary Worthy

Appendix C.
Nessus Scan Report

SUMMARY

- Number of hosts which were alive during the test : 1
- Number of security holes found : 1

- Number of security warnings found : 14

- Number of security notes found : 8

TESTED HOSTS

NNN.NNN.NNN.NNN (Security holes found)

DETAILS

+ NNN.NNN.NNN.NNN :

. List of open ports :
o telnet (23/tcp) (Security warnings found)
o ssh (22/tcp) (Security warnings found)
o ftp (21/tcp) (Security warnings found)
o smtp (25/tcp) (Security hole found)
o finger (79/tcp) (Security warnings found)
o linuxconf (98/tcp) (Security warnings found)
o auth (113/tcp) (Security warnings found)
o sunrpc (111/tcp)
o netbios-ssn (139/tcp)
o imap2 (143/tcp)
o shell (514/tcp) (Security warnings found)
o login (513/tep) (Security warnings found)
o unknown (3128/tcp) (Security warnings found)
o mysql (3306/tcp)
o unknown (6010/tcp)
o general/udp (Security notes found)
o netbios-ns (137/udp) (Security warnings found)
o ntalk (518/udp) (Security notes found)
o general/icmp (Security warnings found)

. Warning found on port telnet (23/tcp)
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The Telnet service is running.

This service is dangerous in the sense that

it is not ciphered - that is, everyone can sniff
the data that passes between the telnet client
and the telnet server. This includes logins
and passwords.

You should disable this service and use OpenSSH instead.
(www.openssh.com)

Solution : Comment out the 'telnet’ line in /etc/inetd.conf.

Risk factor : Low
CVE : CAN-1999-0619

. Information found on port telnet (23/tcp)

Remote telnet banner :
Kernel 2.2.5-15 on an 1586

. Warning found on port ssh (22/tcp)

You are running a version of SSH which is
older than (or as old as) version 1.2.27.

If this version was compiled against the
RSAREEF library, then it is very likely to
be vulnerable to a buffer overflow which
may be exploited by a cracker to gain

root on your system.

To determine if you compiled ssh against
the RSAREF library, type 'ssh -V' on the
remote host.

Risk factor : High

Solution : Use ssh 2.x, or do not compile ssh
against the RSAREF library

CVE : CVE-1999-0834
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. Information found on port ssh (22/tcp)

Remote SSH version : ssh-1.5-1.2.27

. Warning found on port ftp (21/tcp)

The FTP service allows anonymous logins. If you do not
want to share data with anyone you do not know, then you should deactivate
the anonymous account, since it can only cause troubles.
Under most Unix system, doing :
echo ftp >> /etc/ftpusers
will correct this.

Risk factor : Low
CVE : CAN-1999-0497

. Information found on port ftp (21/tcp)

Remote FTP server banner :

3noc.army.mil ftp server (version wu-2.4.2-vr17(1) mon apr 19 09:21:53 edt
1999) ready.

. Vulnerability found on port smtp (25/tcp) :

It was possible to crash the remote SMTP server
by opening a great amount of sockets on it.

This problem allows crackers to make your
SMTP server crash, thus preventing you
from sending or receiving e-mails, which
will affect your work.

Solution :

If your SMTP server is contrained to a maximum
number of processes, i.e. it's not running as

root and as a ulimit 'max user processes' of

256, you may consider upping the limit with 'ulimit -u'.

If your server has the ability to protect itself from

100f 136
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



DHCP Server Security Audit
Gary Worthy

SYN floods, you should turn on that features, i.e. Linux's
CONFIG_SYN_COOKIES

The best solution may be cisco's "TCP intercept' feature.

Risk factor : Serious
CVE : CAN-1999-0846

. Warning found on port smtp (25/tcp)

The remote SMTP server
answers to the EXPN and/or VRFY commands.

The EXPN command can be used to find

the delivery adress of mail aliases, or

even the full name of the recipients, and

the VRFY command may be used to check the
validity of an account.

Your mailer should not allow remote users to
use any of these commands, because it gives
them too much informations.

Solution : if you are using sendmail, add the
option

O PrivacyOptions=goaway
in /etc/sendmail.cf.

Risk factor : Low
CVE : CAN-1999-0531

. Information found on port smtp (25/tcp)
Remote SMTP server banner :
3noc.army.mil ESMTP Sendmail 8.9.3/8.9.3
Thu, 10 Aug 2000 13:45:15 -0500
214-This is Sendmail version 8.9.3214-Topics:
214- HELO EHLO MAIL RCPT DATA

214-RSET NOOP QUIT HELP VRFY
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214- EXPN VERB ETRN DSN

214-For more info use "HELP <topic>".

214-To report bugs in the implementation send email to

214- sendmail-bugs@sendmail.org.

214-For local information send email to Postmaster at your site.

214 End of HELP info

. Warning found on port finger (79/tcp)

The 'finger' service provides useful informations
to crackers, since it allow them to gain usernames, check if a machine
is being used, and so on...

Risk factor : Low.

Solution : comment out the 'finger' line in /etc/inetd.conf
CVE : CVE-1999-0612

. Warning found on port linuxconf (98/tcp)

Linuxconf is running on this
port

. Warning found on port auth (113/tcp)

The 'ident' service provides sensitives informations

to the intruders : it mainly says which accounts are running which
services. This helps attackers to focus on valuable services [those
owned by root]. If you don't use this service, disable it.

Risk factor : Low.

Solution : comment out the 'auth' line in /etc/inetd.conf
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CVE : CAN-1999-0629

. Warning found on port shell (514/tcp)

The rsh service is running.

This service is dangerous in the sense that

it is not ciphered - that is, everyone can sniff
the data that passes between the rsh client
and the rsh server. This includes logins

and passwords.

You should disable this service and use ssh instead.
Solution : Comment out the 'rsh' line in /etc/inetd.conf.

Risk factor : Low
CVE : CAN-1999-0651

. Warning found on port login (513/tcp)
The rlogin service is running.
This service is dangerous in the sense that
it is not ciphered - that is, everyone can sniff
the data that passes between the rlogin client
and the rlogin server. This includes logins

and passwords.

You should disable this service and use openssh instead
(www.openssh.com)

Solution : Comment out the 'rlogin' line in /etc/inetd.conf.

Risk factor : Low
CVE : CAN-1999-0651

. Warning found on port unknown (3128/tcp)

a web server is running on this
port

. Warning found on port unknown (3128/tcp)
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an HTTP proxy is running on this
port

. Warning found on port unknown (3128/tcp)

The Sambar webserver is running. It provides a webinterface for sending
emails.

You may simply pass a POST request to /session/sendmail and by this send
mails to anyone you want.

Due to the fact that Sambar does not check HTTP referers you do not need
direct access to the server!

See http://www .toppoint.de/~hscholz/sambar for more information.
Solution : Try to disable this module. There might be a patch in the future.

Risk factor :
High

. Information found on port unknown (3128/tcp)

The remote web server type is :
Squid/2.2.STABLE!

We recommend that you configure your web server to return
bogus versions, so that it makes the cracker job more difficult
. Information found on port general/udp
For your information, here is the traceroute to NNN.NNN.NNN.NNN :
NNN.NNN.NNN.NNN
. Warning found on port netbios-ns (137/udp)
. The following 7 NetBIOS names have been gathered :
3NOC
3NOC

3NOC
~ MSBROWSE__

© SANS Institute 2000 - 2002 As part of GIAC practical repository.
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HOOD
HOOD
HOOD

. This SMB server seems to be a SAMBA server (this is not a security
risk, this is for your information). This can be told because this server
claims to have a null MAC address

If you do not want to allow everyone to find the NetBios name
of your computer, you should filter incoming traffic to this port.

Risk factor :
Medium

. Information found on port ntalk (518/udp)

talkd is running (talkd is the server that notifies a user
that someone else wants to initiate a conversation)

Malicious hackers may use it to abuse legitimate
users by conversing with them with a false identity
(social engineering).

In addition to this, crackers may use this service

to execute arbitrary code on your system.

Solution: Disable talkd access from the network by adding the
approriate rule on your firewall. If you do not

need talkd, comment out the relevant line in /etc/inetd.conf.
See aditional information regarding the dangers of keeping
this port open:
http://www.cert.org/advisories/CA-97.04.talkd.html

Risk factor : Medium
CVE : CVE-1999-0048

. Information found on port ntalk (518/udp)

talkd protocol version: 1
CVE : CVE-1999-0048

. Warning found on port general/icmp
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The remote host answers to an ICMP timestamp
request. This allows an attacker to know the
date which is set on your machine.

This may help him to defeat all your
time based authentifications protocols.

Solution : filter out the icmp timestamp
requests (13), and the outgoing icmp
timestamp replies (14).

Risk factor : Low
CVE : CAN-1999-0524

This file was generated by the Nessus Security Scanner
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Appendix D.
Installed Software Packages
Name : setup Relocations: (not relocateable)
Version :2.0.2 Vendor: Red Hat Software
Release : 1 Build Date: Mon Apr 19 14:39:24 1999

Install date: Fri Oct 1 11:17:31 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Base ~ Source RPM: setup-2.0.2-1.src.rpm
Size : 16267 License: public domain

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : A set of system configuration and setup files.

Description :

The setup package contains a set of very important system

configuration and setup files, such as passwd, group,

profile and more.

You should install the setup package because you will
find yourself using its many features for system

administration.

Name : filesystem Relocations: (not relocateable)
Version :1.3.4 Vendor: Red Hat Software

Release :4 Build Date: Sun Mar 21 15:06:24 1999

Install date: Fri Oct 1 11:17:32 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base = Source RPM: filesystem-1.3.4-4.src.rpm
Size : 81958 License: Public Domain

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>

Summary : The basic directory layout for a Linux system.

Description :

The filesystem package is one of the basic packages that is installed on

a Red Hat Linux system. Filesystem contains the basic directory layout

for a Linux operating system, including the correct permissions for the

directories.

Name : basesystem Relocations: (not relocateable)

Version : 6.0 Vendor: Red Hat Software

Release :4 Build Date: Mon Apr 12 16:12:37 1999

Install date: Fri Oct 1 11:17:32 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base = Source RPM: basesystem-6.0-4.src.rpm
Size :0 License: public domain

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

Summary : The skeleton package which defines a simple Red Hat Linux system.
Description :

Basesystem defines the components of a basic Red Hat Linux system (for
example, the package installation order to use during bootstrapping).

Basesystem should be the first package installed on a system, and it

should never be removed.

Name : Idconfig Relocations: (not relocateable)
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Version :1.9.5 Vendor: Red Hat Software
Release : 15 Build Date: Fri Apr 16 00:59:27 1999

Install date: Fri Oct 1 11:17:32 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base  Source RPM: ldconfig-1.9.5-15.src.rpm
Size : 228695 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : Creates a shared library cache and maintains symlinks for 1d.so.
Description :

Ldconfig is a basic system program which determines run-time link

bindings between ld.so and shared libraries. Ldconfig scans a running

system and sets up the symbolic links that are used to load shared

libraries properly. It also creates a cache (/etc/ld.so.cache) which

speeds the loading of programs which use shared libraries.

Name : AfterStep Relocations: (not relocateable)
Version :1.7.90 Vendor: Red Hat Software
Release :3 Build Date: Mon Apr 19 14:55:21 1999

Install date: Fri Oct 1 11:17:41 1999  Build Host: porky.devel.redhat.com
Group : User Interface/Desktops ~ Source RPM: AfterStep-1.7.90-3.src.rpm
Size : 4248520 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : AfterStep Window Manager

Description :

AfterStep is a continuation of the BowMan window manager which was
originally put together by Bo Yang. BowMan was based on the fvwm window
manager, written by Robert Nation. Fvwm was based on code from twm. And so
on... It was originally designed to emulate some of the look and feel of the
NEXTSTEP user interface, but has since taken steps towards adding more
useful, requested, and neat features especially in 1.4 version ! The changes
which comprise AfterStep's personality were originally part of bowman
development, but due to a desire to move past simple emulation and into a

niche as its own valuable window manager, AfterStep designers decided to
change the project name and move on.

Important features of AfterStep include:

1. Wharf: a free-floating application loader which can "Swallow" running
programs and also can contain "Folders" of more applications.

2. Gradient filled TitleBars with 5 button : help/zap, action/tasks,
iconize/maximise, shade/stick & close/destroy buttons

3. Gradient filled root window PopUp menus which can be configured to
accomodate different tastes and styles of management

4. NEXTSTEP style icons which give a consistent look to the entire desktop
5. Pixmapped Pager with desktop pixmmaping

6. Easy to use look files, to share you desktop appearance with your friends
7. Start menu entries in a hierarchy of directories

8. WinList : a tasklist which can be horizontal or vertical
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9. Many modules & asapps to give a good look to your X window station

Name : AfterStep-APPS Relocations: (not relocateable)
Version : 990329 Vendor: Red Hat Software
Release :2 Build Date: Mon Apr 520:00:12 1999

Install date: Fri Oct 1 11:17:43 1999  Build Host: porky.devel.redhat.com

Group  : User Interface/Desktops ~ Source RPM: AfterStep-APPS-990329-2.src.rpm
Size : 1104878 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

Summary : Applets you can use with AfterStep and compatible window managers.
Description :

What's a cool window manager without some cool applets?

Well... it's still cool, but these applets which can

be used in the Wharf module for AfterStep or Window

Maker can add both spice and productivity to your

preferred window manager, such as a handy clock and

information about system resources.

If you've installed the AfterStep packages, you
should also install these packages. Enjoy!

Name - aktion Relocations: /usr
Version :0.3.3 Vendor: Red Hat Software
Release : 1 Build Date: Mon Apr 511:00:35 1999

Install date: Fri Oct 1 11:17:44 1999  Build Host: porky.devel.redhat.com
Group  : Applications/Multimedia ~ Source RPM: aktion-0.3.3-1.src.rpm
Size : 322209 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary :aKtion - Movie player for KDE

Description :

Movie player for the K Desktop Environment. Requires 'xanim' to function.
Name : anonftp Relocations: /home/ftp

Version :2.8 Vendor: Red Hat Software

Release : 1 Build Date: Sun Mar 21 10:49:24 1999

Install date: Fri Oct 1 11:17:46 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Daemons Source RPM: anonftp-2.8-1.src.rpm
Size : 1577632 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : A program which enables anonymous FTP access.

Description :

The anonftp package contains the files you need in order to

allow anonymous FTP access to your machine. Anonymous FTP access allows
anyone to download files from your machine without having a user account.
Anonymous FTP is a popular way of making programs available via the
Internet.

You should install anonftp if you would like to enable anonymous FTP
downloads from your machine.
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Name : AnotherLevel Relocations: (not relocateable)
Version :0.9 Vendor: Red Hat Software
Release :1 Build Date: Mon Apr 5 14:53:07 1999

Install date: Fri Oct 1 11:17:47 1999  Build Host: porky.devel.redhat.com
Group : User Interface/Desktops ~ Source RPM: AnotherLevel-0.9-1.src.rpm
Size 295682 License: distributable

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : A customized configuration of the fvwm2 window manager.
Description :

AnotherLevel is a custom configuration of the popular fvwm?2

window manager. Fvwm stands for (?) virtual window manager.

You can fill in the blank for the 'f': fast, flexible,

friendly and fabulous all could apply. This window manager

is based on TheNextLevel desktop configuration, created

by Greg J. Badros, which won the 1996 Red Hat Desktop

Contest.

AnotherLevel is designed to be easily configured by the

user.

Name : glibc Relocations: (not relocateable)
Version :2.1.1 Vendor: Red Hat Software
Release :6 Build Date: Fri Apr 16 17:50:24 1999

Install date: Fri Oct 1 11:18:24 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Libraries Source RPM: glibc-2.1.1-6.src.rpm
Size 126821530 License: LGPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : GNU libc

Description :

Contains the standard libraries that are used by multiple programs on

the system. In order to save disk space and memory, as well as to

ease upgrades, common system code is kept in one place and shared between
programs. This package contains the most important sets of shared libraries,
the standard C library and the standard math library. Without these, a

Linux system will not function. It also contains national language (locale)
support and timezone databases.

Name : chkconfig Relocations: (not relocateable)
Version :1.0.6 Vendor: Red Hat Software
Release : 1 Build Date: Mon Apr 19 05:44:02 1999

Install date: Fri Oct 1 11:18:35 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base = Source RPM: chkconfig-1.0.6-1.src.rpm
Size : 84040 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

Summary : A system tool for maintaining the /etc/rc.d hierarchy.

Description :

Chkconfig is a basic system utility. It updates and queries runlevel

information for system services. Chkconfig manipulates the numerous
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symbolic links in /etc/rc.d, so system administrators don't have to
manually edit the symbolic links as often.

Name : mktemp Relocations: (not relocateable)

Version : 1.5 Vendor: Red Hat Software

Release :1 Build Date: Mon Mar 22 19:32:06 1999

Install date: Fri Oct 1 11:18:36 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base =~ Source RPM: mktemp-1.5-1.src.rpm
Size : 8943 License: BSD

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>

URL : http://www.openbsd.org

Summary : A small utility for safely making /tmp files.

Description :

The mktemp utility takes a given file name template and overwrites
a portion of it to create a unique file name. This allows shell
scripts and other programs to safely create and use /tmp files.

Install the mktemp package if you need to use shell scripts or other
programs which will create and use unique /tmp files.

Name : termcap Relocations: (not relocateable)
Version :9.12.6 Vendor: Red Hat Software
Release : 15 Build Date: Mon Mar 29 10:08:46 1999

Install date: Fri Oct 1 11:18:37 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Base ~ Source RPM: termcap-9.12.6-15.src.rpm
Size : 434898 License: none

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

Summary : The terminal feature database used by certain applications.
Description :

The termcap package provides the /etc/termcap file. /etc/termcap is

a database which defines the capabilities of various terminals and

terminal emulators. Certain programs use the /etc/termcap file to

access various features of terminals (the bell, colors, and graphics,

etc.).

Name : libtermcap Relocations: (not relocateable)
Version :2.0.8 Vendor: Red Hat Software

Release :13 Build Date: Sun Mar 21 09:37:41 1999

Install date: Fri Oct 1 11:18:38 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Libraries Source RPM: libtermcap-2.0.8-13.src.rpm
Size : 59608 License: LGPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
URL : ftp://sunsite.unc.edu/pub/Linux/GCC/

Summary : A basic system library for accessing the termcap database.
Description :

The libtermcap package contains a basic system library needed to access

the termcap database. The termcap library supports easy access to the
termcap database, so that programs can output character-based displays in

a terminal-independent manner.
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Name : bash Relocations: (not relocateable)
Version :1.14.7 Vendor: Red Hat Software
Release :16 Build Date: Tue Apr 6 11:33:12 1999

Install date: Fri Oct 1 11:18:39 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Shells  Source RPM: bash-1.14.7-16.src.rpm
Size : 558538 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : The GNU Bourne Again shell (bash).

Description :

Bash is a GNU project sh-compatible shell or command language

interpreter. Bash (Bourne Again shell) incorporates useful features

from the Korn shell (ksh) and the C shell (csh). Most sh scripts

can be run by bash without modification.

Bash offers several improvements over sh, including command line
editing, unlimited size command history, job control, shell

functions and aliases, indexed arrays of unlimited size and

integer arithmetic in any base from two to 64. Bash is ultimately
intended to conform to the IEEE POSIX P1003.2/ISO 9945.2 Shell and
Tools standard.

Bash is the default shell for Red Hat Linux. You should install
bash because of its popularity and power. You'll probably end up

using it.

Name : ncurses Relocations: (not relocateable)

Version :4.2 Vendor: Red Hat Software

Release :18 Build Date: Tue Apr 6 10:45:41 1999

Install date: Fri Oct 1 11:18:46 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Libraries Source RPM: ncurses-4.2-18.src.rpm
Size : 2679359 License: distributable

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : A CRT screen handling and optimization package.
Description :

The curses library routines are a terminal-independent method of
updating character screens with reasonable optimization. The

ncurses (new curses) library is a freely distributable replacement

for the discontinued 4.4BSD classic curses library.

Name : info Relocations: (not relocateable)
Version :3.12f Vendor: Red Hat Software
Release :4 Build Date: Mon Mar 22 00:22:38 1999

Install date: Fri Oct 1 11:18:50 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Base =~ Source RPM: texinfo-3.12f-4.src.rpm
Size 1251071 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : A stand-alone TTY-based reader for GNU texinfo documentation.
Description :
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The GNU project uses the texinfo file format for much of its
documentation. The info package provides a standalone TTY-based browser
program for viewing texinfo files.

You should install info, because GNU's texinfo documentation is a valuable
source of information about the software on your system.

Name : fileutils Relocations: (not relocateable)

Version :4.0 Vendor: Red Hat Software

Release :1 Build Date: Tue Mar 23 20:34:27 1999
Install date: Fri Oct 1 11:18:52 1999  Build Host: porky.devel.redhat.com
Group : Applications/File Source RPM: fileutils-4.0-1.src.rpm
Size : 1314720 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : The GNU versions of common file management utilities.
Description :

The fileutils package includes a number of GNU versions of common and
popular file management utilities. Fileutils includes the following

tools: chgrp (changes a file's group ownership), chown (changes a file's
ownership), chmod (changes a file's permissions), cp (copies files),

dd (copies and converts files), df (shows a filesystem's disk usage), dir
(gives a brief directory listing), dircolors (the setup program for the

color version of the Is command), du (shows disk usage), install (copies
files and sets permissions), In (creates file links), Is (lists directory
contents in color), mkdir (creates directories), mkfifo (creates FIFOs,
which are named pipes), mknod (creates special files), mv (renames files),
rm (removes/deletes files), rmdir (removes empty directories), sync
(synchronizes memory and disk), touch (changes file timestamps), and vdir
(provides long directory listings).

You should install the fileutils package, because it includes many file
management utilities that you'll use frequently.

Name : mailcap Relocations: (not relocateable)

Version :2.0.1 Vendor: Red Hat Software

Release :1 Build Date: Mon Mar 29 09:47:27 1999

Install date: Fri Oct 1 11:18:54 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base  Source RPM: mailcap-2.0.1-1.src.rpm
Size : 35709 License: public domain

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : Associates helper applications with particular file types.
Description :

The mailcap file is used by the metamail program. Metamail reads the
mailcap file to determine how it should display non-text or
multimedia material. Basically, mailcap associates a particular type
of file with a particular program that a mail agent or other program
can call in order to handle the file.
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Mailcap should be installed to allow certain programs to be able to
handle non-text files.

Name : grep Relocations: (not relocateable)

Version :2.3 Vendor: Red Hat Software

Release :2 Build Date: Sun Mar 21 11:06:18 1999
Install date: Fri Oct 1 11:18:54 1999  Build Host: porky.develredhat.com
Group  : Applications/Text Source RPM: grep-2.3-2.src.rpm

Size 294290 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : The GNU versions of grep pattern matching utilities.
Description :

The GNU versions of commonly used grep utilities. Grep searches one or
more input files for lines which contain a match to a specified pattern

and then prints the matching lines. GNU's grep utilities include grep,
egrep and fgrep.

You should install grep on your system, because it is a very useful utility
for searching through text files, for system administration tasks, etc.

Name : textutils Relocations: (not relocateable)

Version :1.22 Vendor: Red Hat Software

Release :9 Build Date: Mon Mar 22 00:26:12 1999
Install date: Fri Oct 1 11:18:56 1999  Build Host: porky.devel.redhat.com
Group : Applications/Text Source RPM: textutils-1.22-9.src.rpm
Size : 711024 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : A set of GNU text file modifying utilities.

Description :

A set of GNU utilities for modifying the contents of files, including
programs for splitting, joining, comparing and modifying files.

Name : apache-devel Relocations: (not relocateable)
Version :1.3.9 Vendor: Red Hat Software
Release :4 Build Date: Tue Sep 21 09:46:41 1999

Install date: Thu Jan 6 20:55:01 2000  Build Host: porky.devel.redhat.com
Group  : Development/Libraries Source RPM: apache-1.3.9-4.src.rpm
Size : 348604 License: Freely distributable and usable
Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : Development tools for the Apache Web server.

Description :

The apache-devel package contains the source code for the Apache

Web server and the APXS binary you'll need to build Dynamic

Shared Objects (DSOs) for Apache.

If you are installing the Apache Web server, and you want to be
able to compile or develop additional modules for Apache, you'll
need to install this package.

Name :apmd Relocations: (not relocateable)
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Version : 3.0beta5 Vendor: Red Hat Software
Release :7 Build Date: Sat Apr 17 02:33:28 1999

Install date: Fri Oct 1 11:19:05 1999  Build Host: porky.devel.redhat.com

Group : System Environment/Daemons Source RPM: apmd-3.0beta5-7.src.rpm
Size : 55912 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

Summary : Advanced Power Management (APM) BIOS utilities for laptops.
Description :

This is a Advanced Power Management daemon and utilities.

It can watch your notebook's battery and warn all users when the battery

is low.

Patches to Rik Faith's original version have been added for shutting down
the PCMCIA sockets before a suspend.

Name :ash Relocations: (not relocateable)
Version :0.2 Vendor: Red Hat Software
Release :17 Build Date: Sun Mar 21 13:26:19 1999

Install date: Fri Oct 1 11:19:06 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Shells  Source RPM: ash-0.2-17.src.rpm
Size : 369981 License: BSD

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : A smaller version of the Bourne shell.

Description :

The ash shell is a clone of Berkeley's Bourne shell. Ash

supports all of the standard sh shell commands, but is considerably

smaller than bash. The ash shell lacks some features (for example,
command-line histories), but needs a lot less memory.

You should install ash if you need a lightweight shell with many of the
same capabilities as the bash shell.

Name s at Relocations: (not relocateable)

Version :3.1.7 Vendor: Red Hat Software

Release :8 Build Date: Sun Mar 21 13:26:59 1999

Install date: Fri Oct 1 11:19:07 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Daemons Source RPM: at-3.1.7-8.src.rpm
Size : 65969 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : Job spooling tools.

Description :

At and batch read commands from standard input or from a specified file.
At allows you to specify that a command will be run at a particular time
(now or a specified time in the future). Batch will execute commands
when the system load levels drop to a particular level. Both commands
use /bin/sh to run the commands.

You should install the at package if you need a utility that will do
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time-oriented job control. Note: you should use crontab instead, if it is
a recurring job that will need to be repeated at the same time every

day/week/etc.

Name - audiofile Relocations: (not relocateable)
Version :0.1.6 Vendor: Red Hat Software

Release :5 Build Date: Sun Apr 18 16:55:39 1999

Install date: Fri Oct 1 11:19:08 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Libraries Source RPM: audiofile-0.1.6-5.src.rpm
Size : 184746 License: LGPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

Summary : Library to handle various audio file formats.

Description :

Library to handle various audio file formats.

Used by the esound daemon.

Name : aumix Relocations: (not relocateable)
Version :1.18.2 Vendor: Red Hat Software
Release :2 Build Date: Sun Mar 21 13:27:34 1999

Install date: Fri Oct 1 11:19:08 1999  Build Host: porky.devel.redhat.com
Group : Applications/Multimedia Source RPM: aumix-1.18.2-2.src.rpm
Size 167425 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : An ncurses-based audio mixer.

Description :

Aumix is a tty based, interactive method of controlling a sound

card mixer. It lets you adjust the input levels from the CD, microphone,

and on board synthesizers, as well as the output volume. Aumix can adjust
audio mixers from the command line, from a script, or interactively at the
console or terminal with a full-screen ncurses-based interface.

Install aumix if you need to control an audio mixer. If you install aumix,
you will also need to install ncurses (since aumix's interface is based on
ncurses) and gpm (for mouse support).

Name : authconfig Relocations: (not relocateable)

Version : 1.8 Vendor: Red Hat Software

Release :1 Build Date: Mon Apr 19 05:41:43 1999

Install date: Fri Oct 1 11:19:08 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base =~ Source RPM: authconfig-1.8-1.src.rpm
Size : 28150 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : Text-mode tool for setting up NIS and shadow passwords.
Description :

Authconfig is a terminal mode program for setting up Network
Information Service (NIS) and shadow (more secure) passwords

on your system. Authconfig also configures the system to

automatically turn on NIS at system startup.

Name : awesfx Relocations: /usr
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Version :0.4.3a Vendor: Red Hat Software
Release :2 Build Date: Sun Mar 21 13:29:56 1999

Install date: Fri Oct 1 11:19:09 1999  Build Host: porky.devel.redhat.com
Group : Applications/Multimedia ~ Source RPM: awesfx-0.4.3a-2.src.rpm
Size : 306932 License: GPL/distributable

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>

URL : http//bahamut.mm.t.u-tokyo.ac.jp/~iwai/awedrv/index.html
Summary : Utility programs for the AWE32 sound driver.

Description :

The awesfx package contains necessary utilities for the AWE32

sound driver.

If you must use an AWE32 sound driver, you should install

this package.

Name :be Relocations: (not relocateable)

Version :1.05a Vendor: Red Hat Software
Release : 4 Build Date: Sun Mar 21 13:34:59 1999

Install date: Fri Oct 1 11:19:11 1999  Build Host: porky.devel.redhat.com
Group : Applications/Engineering  Source RPM: be-1.05a-4.src.rpm
Size : 131945 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : GNU's bc (a numeric processing language) and dc (a calculator).
Description :

The be package includes bec and dc. Be is an arbitrary precision numeric
processing arithmetic language. Dc is an interactive arbitrary precision

stack based calculator, which can be used as a text mode calculator.

Install the be package if you need its number handling capabilities or
if you would like to use its text mode calculator.

Name : bdflush Relocations: (not relocateable)
Version :1.5 Vendor: Red Hat Software
Release : 10 Build Date: Sun Mar 21 10:50:20 1999

Install date: Fri Oct 1 11:19:11 1999  Build Host: porky.devel.redhat.com
Group : System Environment/Daemons Source RPM: bdflush-1.5-10.src.rpm
Size : 11030 License: None

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>

Summary : The process which starts the flushing of dirty buffers back to disk.
Description :

The bdflush process starts the kernel daemon which flushes dirty

buffers back to disk (i.e., writes all unwritten data to disk).

This helps to prevent the buffers from growing too stale.

Bdflush is a basic system process that must run for your system
to operate properly.

Name : bind-utils Relocations: (not relocateable)
Version : 8.2 Vendor: Red Hat Software
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Release :6 Build Date: Wed Mar 31 09:57:15 1999
Install date: Fri Oct 1 11:19:13 1999  Build Host: porky.devel.redhat.com
Group : Applications/System Source RPM: bind-8.2-6.src.rpm
Size : 1352695 License: distributable
Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
URL : http://www.isc.org/bind.html
Summary : DNS utilities: host, dig, dnsquery, and nslookup.

Description :

Bind-utils contains a collection of utilities for querying DNS (Domain
Name Service) name servers to find out information about Internet hosts.
These tools will provide you with the IP addresses for given host names,
as well as other information about registered domains and network
addresses.

You should install bind-utils if you need to get information from DNS name

servers.
Name : binutils Relocations: (not relocateable)

Version :2.9.1.0.23 Vendor: Red Hat Software

Release :1 Build Date: Mon Apr 5 20:08:54 1999

Install date: Fri Oct 1 11:19:17 1999  Build Host: porky.devel.redhat.com
Group : Development/Tools Source RPM: binutils-2.9.1.0.23-1.src.rpm
Size : 5292774 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : A GNU collection of binary utilities.

Description :

Binutils is a collection of binary utilities, including ar (for creating,
modifying and extracting from archives), nm (for listing symbols from
object files), objcopy (for copying and translating object files),
objdump (for displaying information from object files), ranlib (for
generating an index for the contents of an archive), size (for listing

the section sizes of an object or archive file), strings (for listing
printable strings from files), strip (for discarding symbols), c++{ilt

(a filter for demangling encoded C++ symbols), addr2line (for converting
addresses to file and line), and nbnconv (for converting object code into
an NLM).

Install binutils if you need to perform any of these types of actions on
binary files. Most programmers will want to install binutils.

Name :cdp Relocations: (not relocateable)
Version :0.33 Vendor: Red Hat Software
Release :12 Build Date: Sun Mar 21 13:50:10 1999

Install date: Fri Oct 1 11:19:21 1999  Build Host: porky.devel.redhat.com
Group  : Applications/Multimedia ~ Source RPM: c¢dp-0.33-12.src.rpm

Size 140341 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : An interactive text-mode program for controlling audio CD-ROMs.

28 of 136
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



DHCP Server Security Audit
Gary Worthy

Description :

The cdp program plays audio CDs in your computer's CD-ROM drive.
Cdp includes a full-screen interface version and a command line
version.

Install cdp to play audio CDs on your system.

Name : chkfontpath Relocations: (not relocateable)
Version : 1.4.1 Vendor: Red Hat Software
Release : 1 Build Date: Wed Apr 14 14:42:08 1999

Install date: Fri Oct 1 11:19:22 1999  Build Host: porky.devel.redhat.com
Group  :System Environment/Base = Source RPM: chkfontpath-1.4.1-1.src.rpm
Size : 18939 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>
Summary : Simple interface for editing the font path for the X font server.
Description :

This is a simple terminal mode program for adding, removing and listing

the directories contained in the X font server's path. It is mostly

intended to be used 'internally' by RPM when packages with fonts are

added or removed, but it may be useful as a stand-alone utility in

some instances.

Name :sed Relocations: /usr

Version :3.02 Vendor: Red Hat Software

Release :4 Build Date: Sun Mar 21 22:21:55 1999
Install date: Fri Oct 1 11:19:22 1999  Build Host: porky.devel.redhat.com
Group : Applications/Text Source RPM: sed-3.02-4.src.rpm

Size 169732 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla/>
Summary : A GNU stream text editor.

Description :

The sed (Stream EDitor) editor is a stream or batch (non-interactive)
editor. Sed takes text as input, performs an operation or set of
operations on the text and outputs the modified text. The operations
that sed performs (substitutions, deletions, insertions, etc.) can be
specified in a script file or from the command line.

Name : console-tools Relocations: (not relocateable)

Version : 19990302 Vendor: Red Hat Software

Release :13 Build Date: Thu Apr 15 11:31:28 1999

Install date: Fri Oct 1 11:19:29 1999  Build Host: porky.devel.redhat.com

Group  : Applications/System Source RPM: console-tools-19990302-13.src.rpm
Size : 1495249 License: GPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

URL : http://www.multimania.com/ydirson/en/lct/

Summary : Linux console tools

Description :

This package contains utilities to load console fonts and
keyboard maps. It also includes a number of different fonts
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and keyboard maps.
Name : control-center Relocations: (not relocateable)
Version :1.0.5 Vendor: Red Hat Software
Release :20 Build Date: Fri Apr 16 17:07:43 1999

Install date: Fri Oct 1 11:19:36 1999  Build Host: porky.devel.redhat.com

Group : User Interface/Desktops ~ Source RPM: control-center-1.0.5-20.src.rpm
Size : 1009554 License: LGPL

Packager :Red Hat Software <http://developer.redhat.com/bugzilla>

URL : http://www.gnome.org

Summary : The GNOME control center.

Descr