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Introduction

Microsoft’s Windows 2000 is the first release of Windows that incorporates native support for the
IPSec (“secure IP”) standards. The incorporation of these standards has made it possible to implement
secure, authenticated and encrypted, communication tunnels, or “Virtual Private Networks” (VPNs),
between Windows 2000 hosts on the public Internet.

This paper was written to investigate and document Microsoft’s implementation of IPSec as it pertains
to remote clients establishing VPN connections to a local area network via a “bastion” Windows 2000
server gateway host. In this context, the term “bastion” refers to a computer that is a fundamental part
of a network security system that is exposed to attack, yet tightly secured to minimize damage suffered
from any attack.

Specific “step-by-step” instructions are presented for installing and configuring remote access and VPN
services on a Windows 2000 Advanced Server, configuring Windows 2000 clients and user accounts
for access using IPSec, and further securing the VPN host to minimize its vulnerability on a public
network.

As always, it’s recommended this be done first in a safe environment, disconnected from the Internet.
After testing for functionality and security, the server may then be configured and installed in the public
environment.

A Summary of the Windows 2000 IPSec VPN Implementation

Secure — authenticated and encrypted — communication between Windows 2000 clients and servers is
accomplished using the Layer 2 Tunneling Protocol (L2TP). This protocol, which is defined in RFC
2661, is a combination of the familiar Point-to-Point Tunneling Protocol (PPTP) and Cisco’s Layer 2
Forwarding Protocol (L2F).

The implementation uses L2TP to create the authenticated tunnel between hosts with IPSec providing

the data encryption. Encrypted Point-to-Point (PPP) frames are encapsulated within UDP datagrams,

with Internet Key Exchange (IKE) traffic traveling to/from UDP 500 and L2TP traffic traveling to/from
UDP 1701.

A full range of authentication options are available, from plain text to various forms of Challenge
Handshake Authentication Protocol (CHAP) to Extensible Authentication Protocol (EAP), supporting

“smart cards” and other mechanisms.

For further detail see the Microsoft 2000 Server Internetworking Guide in the Windows 2000
Resource Kit"" and Microsoft Windows 2000 Security Technical Reference.®
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Installing Windows 2000 Advanced Server

Install Windows 2000 as a standalone host. Do not make it a member of a domain or active directory
structure. As a bastion host, it will need to stand on its own. Other than TCP/IP networking, it is not
necessary to install most features and services.

When configuring networking, only select Client for Microsoft Networks and Internet Protocol
(TCP/IP). While VPN requires the client for Microsoft Networks to be installed, you should unbind it
from your external Internet interface, and may unbind it from your other network interface as well.

Obtain and install the latest service pack for Windows 2000. At the time this paper was written, that is
Service Pack I, which is available at the following location:

http://www.microsoft.com/windows2000/downloads/recommended/sp1/default.asp

Be sure to check to see if subsequent service packs are released. Service Pack 2, for example, is
currently being finalized for release in the near future.

Next, update your system with “high” (128 bit) encryption. This is done by installing the High
Encryption Pack for Windows 2000, which may be obtained at the following location:

http://www.microsoft.com/windows2000/downloads/recommended/encryption/default.asp

Finally, determine what hot fixes you should install. Hot fixes are patches released between initial
software and service pack releases. They frequently are issued to correct security deficiencies.
Microsoft has recently provided a Security Bulletin Search Tool that facilitates determining what
security related hot fixes are available for particular service pack releases.

This tool may be accessed at the following location:

http://www.microsoft.com/technet/security/current.asp

Its use is illustrated on the following two pages.
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At the initial page, you select the operating system and service pack level you wish to assess.
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After clicking Go, you are presented with a page listing the various hot fixes available for this specific
configuration.
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You may then click on a particular hot fix description to read more detail, download and install it.
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Configuring a VPN Server

Planning Considerations

There are a number of planning considerations to make before beginning the actual installation process.
Among the issues that need to be considered are the following:

Whether the VPN server will be used for remote client access and/or network-to-network
connections.

Who will use the service — members of your organization only and/or business partners.
Which remote access security protocol to use — Point-to-Point Tunneling Protocol (PPTP)
and/or Layer Two Tunneling Protocol (L2TP).

Whether to use IPSec with L2TP.

Whether the VPN server will be a member of a domain or directory.

What certificate authority and certificate distribution method to use with L2TP/IPSec.
Where to locate the VPN server in relationship to the firewall and perimeters.

Where and how VPN user authentication will occur.

What remote access policies are necessary and where will they be maintained.

To assist in planning for your VPN server implementation, I suggest consulting the Microsoft 2000

Server Deployment Planning Guide and the Microsoft 2000 Server Internetworking Guide, each of
which are included in the Windows 2000 Resource Kit 7.
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Our example

In this case, we have decided to configure our Windows 2000 VPN server as a bastion gateway host
that sits outside the firewall in a “DMZ.” It will be used exclusively by remote access clients who are
employees of the company. Access will be exclusively via L2TP using [PSec and authentication will be
approved or denied based upon account information maintained on a RADIUS server located inside the

firewall on the local area network.

This configuration is depicted in Figure 1.

fntermet

""—h\____\_\_\_\_\_\_\-\_

"IPSEC Interface”
192, 168.111.1—_
=
==
"DMZ Inkerface"
192.168.2.1 "DMZE 192,168,227 ||=3
—
Firearalf é E 4
VEA
Lorver
Bastion
192.168.0.0 Host
| focal Area Nefrrork
192, 168.0.1
—_—l
==
] Radites
—
— Lerver
—

Figure 1. Remote access network configuration.
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The following sections describe the steps used to implement and test this particular configuration:

Configure TCP/IP on the DMZ and WAN adapters
Install the Routing and Remote Access Services
Configure the Server Properties

Configure VPN Ports

Configure Logging

Configure Routing and Filters

Configure Local Policy

Obtain and Install a Certificate

Client Configuration

User and Group Accounts

Test It
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Configure TCP/IP on the DMZ and WAN adapters
In this example, the “DMZ Interface” uses 192.168.2.2 with a subnet mask of 255.255.255.0. The

“WAN” adapter, named the “IPSec Interface,’

>uses 192.168.111.1 with a subnet mask of

255.255.255.0. Each interface is configured by clicking Start - Settings - Network and Dial-up
Connections, right-clicking on the interface, selecting Properties, clicking on Internet Protocol
(TCP/IP), clicking the Properties button, and entering the appropriate IP address and Subnet mask.

2] Network and Dial-up Connections -0 x|
| File  Edit Vit e e I ﬁ
e IPSec Interface Prop 21wl
J 4= Back ~ =p Internet Protocol {TCP/IP) Properties ﬂil
T —=—— [Gened | Shai
J.ﬂddress I et I arlngl General
Nf— Connect using:
ame — YV'ou can get IP zettings aszigned automatically if pour netwaork supports
59| Make Mew Conine Intel[{) PROA00 5 Server Ada thiz capability. Dthenwize, pou need to azk your network, adminigtrator for
b DMZ Interface the appropriate IP zettings.
sl=1PSec Interface
L LAM Interface Components checked are used by this " Dbtain an P address automatically
% Internet Protocal [TCPAP) —{% se the following IP address:
IP address: I 192 168 111 . 1
Subnet magk: I 255 285 286 . 0
Defzult gateway: I
[rstall... itz
[Bermia | Obtain DHS server address automatically
Tranzmizzion Control Protocol/lnters % Uze the tollowing DMS server addresses:
wide area network. protocol that pro )
acrozs diverse interconnected netw Preterred DNS server. I
Alternate DMS server I . ) O
[T Show icor in taskbar when connhe
¢ |
Advanced...
IntelfR) PROJLO0 S <
h ok | coeel |
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Install the Routing and Remote Access Service

Start the Routing and Remote Access (RRAS) configuration by choosing Start - Programs -
Administrative Tools - Routing and Remote Access. Right-click the server name and select

Configure and Enable Routing and Remote Access.

8 Routing and Remote Access o ]

J.c\_ctinn Yigw |J¢'-P||X|@

Tree | YIOGMER (local)

E Routing and Remote Access
. -

% Server Status ® Configure the Routing and Remote Access Server

""" N“nnFigur‘E and Enable Routing and Remate Access

Bisabile Routing and Remate Access mohe Access, on the Action menu, click
ting and Remaote Access,

All Tasks 3

Wig » |ut sefting up a Routing and Remote Access

Delete
Refresh

Propetties

Help

|Routing and Remote Access Configuration Wizard | |

Click Next when the Routing and Remote Access Server Setup Wizard appears.

Routing and Remokte Access Server Setup Wizard

welcome to the Routing and Remote
Access Server Setup Wizard

Thiz wizard helps you set up your server o that pou can
cohnect to other netwarks and allow connections from
remate clients.

To continue, click Mext.

< Back I Mewt » I Cancel
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The following screen appears to offer choices of common RRAS configurations. Don’t be misled!
While selecting “Virtual private network (VPN) server” might seem a logical choice, it is not the correct
one. You must select Manually configured server to successfully configure RRAS.'

Routing and Remote Access Server Setup Wizard x|
Common Configurations e
You can select from several common configurations. %

" Internet connection server

Enable all of the computers o this netwark, to connect ta the Internet.

" Remote access server
Enable remate computers ta dial in ta this netwark.

" Wirtual private network [¥PM] server
Enable remate computers to connect ta this netwark. thraugh the Internet.

" Metwork router
Enable this network to communicate with other netwoarks.

{. Manually configured server
%tart the zerver with default settings.

< Back I Memt = I Cahcel |

Click Next to continue, then click Finish to complete the RRAS wizard. Click Yes to start the RRAS
which will then present you with the RRAS Microsoft Management Console (MMC) screen.

!This appears to be what I might call a “design bug.” According to Microsoft Tech Support® this is “by design”. According to
Microsoft Consulting Services ® this is due to a “bug”.
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Configure the Server Properties

From the RRAS MMC, you may now configure the properties of your VPN server. Right-click on the
server name and select Properties.

& Routing and Remote Access 10| =]

| acton vew || & » | @@ | X 5 DB 2 |
Tree | BOURGOGENE (lacal)
E_ Routing and Remote Access | Plame I
: = Routing Interfaces
- T T
zonfigure and Enable Fouting and Remate Access
Disable Routing and Remoke Access
== &ll Tasks 3
- =} IP Rautin
- B IPE ooty Wiew ]
Delete
Refresh
Expatk List, ..
!Help |
| | 2]

|Opens property sheek far the current selection, | |

Click on the General tab and ensure Router, LAN and demand-dial routing and Remote access
server are selected.
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BOURGOGHME {local) Properties

General |Securily| IP I 12 I PPF I Event Loggingl

] (@
-y

Routing and Remote Access

Enable this computer az a:

¥ Raouter
" Local area network, [LAM] routing only
& LA&M and demand-dial routing

¥ Remote access server

QK. I Cancel Apply

© SANS Institute 2000 - 2005 14 Author retains full rights.



John Cusick

Configuring Windows 2000

April 4, 2000

Click on the Security tab and select the Authentication provider you will use. You have a choice
between Windows Authentication or RADIUS Authentication.

Since this is a bastion host, we will use RADIUS authentication. Windows authentication would
require the maintenance of VPN user accounts on the VPN server itself. This may impose some
security risks. Instead of maintaining its own user accounts, the VPN server will contact an internal
RADIUS server to authenticate users into the local network.

Click Configure to specify the RADIUS server configuration, then click Add.

BOURGOGNE (local) Properties

General Security |IF' | 1IF2 | PPP | EventLoaging |

The authentication provider walidates credentiale for remote access clients
and demand-dial routers.

Authentication provider:
RADIUS Authentication j Configure. ..

BADIIS Authentication
WwWindows Authentication

The accounting provider maintaing a log of connection reguests and
SEEFI0NS.

Accounting provider:

Windows Accounting j [Eomfigure... |

21

ak I Cancel | Apply

Enter the RADIUS Server name or address and enter the UDP Port number used for communication®.

2] x|
Server name: [132168.0.201
Secret I Ehange..[ |
Time-out [gseconds): ] 2
Initial scare: 30 :
Fort IW

[ &lways use digital sighatures

aK I Cancel

2 You will also need to ensure any firewall between your VPN server and the RADIUS server allows traffic through this port.
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Click the Change button to enter the secret password that the VPN server will use to access the
RADIUS server.

Change Secrek |

Mew zecret; I

Confirm hew zecret: I

k. & ! Cancel

Click OK three times to continue, then click the IP tab and choose Static address pool.

BOURGOGNE (local) Properties i |

Generall Security “:'% ||F'>< IF'F'F" IE'-.-'ent Lu:-ggingl

¥ Enable IP routing

¥ Allow IP-bazed remote access and demand-dial connections

— P addresz aszignment
Thiz server can azsign IP addrezses by using:
£~ Dynamic Host Configuration Protocol [DHCP)
¥ Static address paool

From | To | MHumber | IP Addr... | b azk. |

Add.. | Edi.. Remave

I1ze the following adapter to obtain DHCP, DS, and W/IMNS addreszes for
dial-up clents.

Adapher: DMZ Interface j

] 4 I Cancel | Apply |
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Click Add to add a range of IP addresses the RRAS server can hand out to remote clients. In this
example we have selected a range of ten addresses on the local network, 192.168.0.240 through
192.168.0.249. Click OK.?

MNew Address Range

Type a ztarting IP addresz and either an ending IP addrezs ar the number of
addrezzesz in the range.

Start IP address: I 192168 . 0 . 240

End IP address: I 132168, 0 . 245

[ 10

DK& I Canicel

Mumber of addreszes:

2=

Select the adapter that is connected to your private or DMZ network that will be used for DHCP, DNS
and WINS. In this case, we selected the DMZ interface which would be used were we to have any
DHCP, DNS or WINS traffic.

BOURGOGNE {local) Properties

Generall Secuity 1P IIF‘X I FFP I Event Luggingl

¥ Enable IP routing

Iv &llow |P-bazed remote access and demand-dial connections

2l

— IF address assignment
Thiz zerver can azsign IP addrezses by using:

" Dynamic Host Configuration Protocol [DHCF)
¥ Static address pool

Fram | Tao | M urnber | P Addr... | b azk |
192163, 192168.. 10 192168, 255255
Add... Edit... Hemowve

Uze the following adapter to obtain DHCP, DHS, and WIMNS addreszes for
dial-up clients.

Adapter:

DME Interface j

Allow BAS to gelect adapter

LAM Interface
IP5ec Interface

3If you will have more than 254 simultaneous users, you will need to span more than one subnet, and then create more than one pool.
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To assist with troubleshooting connections, click the Event Logging tab and choose Log the
maximum amount of information. Click OK to complete the VPN server properties configuration.

BOURGODGHNE (local) Properties ed |
General | Secuity| IP | IPX | PPP Event Logaing |

Ewent logging:

™ Log emors only

" Log emors and warings

F(RLDQ the marimum armount af information

Dizable event logging

[~ Enable Paint-ta-FPaint Pratacal [FPF] logging

k. I Cancel Apply
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Configure VPN Ports

To configure the L2TP ports, right-click Ports and select Properties in the RRAS MMC.

J Action  Migw “ s = |

é Routing and Remote Access

Tree I

E Routing and Remaote Access

i-{15] Server Status
[l [fay BOURGOGENE (local)

E Routing Interfaces
- B Remate Aocess Clients
-
moE PR MEw
- % % Refresh
Remr '
Export Lisk, .,
-] Rem

Help

Jl |

=101 x|
m | ® |
Parts
Mame % I Device I Commenk Skatus I
'@WF\N Miniport (PPTPY (wPMS-0) WP Inactive
'@WF\N Minipark (L2ZTP) (YPR4-9) WPM Inactive
@WF\N Minipart (L2TP) (WYPR4-8) WPM Inactive
'@WF\N Minipark (L2ZTP) (WPR4-7) WPN Inactive
AR Miniport (L2ZTP) (WPR4-6) WPM Inactive
WA Miniport (L2TP) (WPR4-5) WPM Inactive
AN Miniport (LZTP) (WPR4-43  WPN Inactive
WA Miniport (L2TP) (WPR4-3) WPM Inactive
W AN Miniport (LZTP) (WPR4-23  WPN Inactive
AN Miniport (LZTP) (WPh4-10  WPN Inactive
AN Miniport (LZTP) (WPR4-00 WP Inactive

|O|:|ens property sheet For the current selection,

Select the WAN Miniport (L2TP) device and click Configure to continue.
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Ports Properties

Devices |

Routing and Remote Access [RRAS] uses the devices listed below.

Device | |Jzed By | Tupe | Humb... |
it Minipart [PPTF) RAS/Routing  PPTP 1
it Minipart [L2TF) RAS/Routing  L2TP 10

Canfigure.. |

Ok I Cancel | Apply

Within the Configure Device - WAN Miniport (L2TP) screen, disable Demand-dial routing
connections (inbound and outbound). Inbound and outbound connections will not be required since
we are not creating server-to-server connections, enter the Internet IP address for your VPN server in
the Phone number for this device field, and type in the maximum number of ports you wish to make
available to WAN L2TP connections in the Maximum ports field. In this case our external Internet

address is 192.168.111.1 and we are allocating a maximum number of 120 ports.

x|

Configure Device - WAN Miniport (LZTP

You can uze this device for remote access requests or demand-dial
conhections.

v Remote access connections (inbound anly]

™ Dematd-dial routing connections [inbound and outbound)

Phare number for this device: |1 92168.111.1
You can zet & marimum port limit for & device that supportz multiple ports,

b airnum ports: 120 _:I

QK ! Cancel |

Click OK to continue. Since we are not using PPTP ports, we limit the available ports for the PPTP
device to one (it’s not possible to choose zero if RRAS is active).
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Configure Device - WAN Minipork {(PPTP)

“'ou can use this device for remote access requests or demand-dial
connechions.

¥ Femote access cunnect%‘m [inbound only]

[T Demand-dial routing cornéctions [inbound and outbaund]

Phone number for this device: I
“'ou can set a maximum port limit for a device that supportz multiple ports.

b aximunm parts: —

| aF. I Cancel

Click OK to continue and click OK again to exit the Port configuration utility. If you receive a
message indicating current connections may be disconnected, click Yes to continue as there are no
active current connections.

You will now see the L2TP ports listed in the right pane.
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Configure Logging

Click on the Remote Access Logging folder in the left pane, then right-click on the Local File in the
right window and select Properties.

=10l x|
J&ction Wiew “Q:'-P||||§ |

E Routing and Remote Access

Tree I Remoke Access Logging
=
|5 Routing and Remate Access Method

Setver Skatus

= [ray BOURGOGME (local)

b E Routing Interfaces
E Remoke Access Clients:
E Parts

B} IP Routing

B} 1P Routing

% Remake Access Policie

-3 Remaote Access Loggir

4] | B

|Opens property sheet for the current selection, | |

We wish to maximize logging, so select Log accounting requests and Log authentication requests,
then click OK to continue.
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Local File Properties

Settings | Local File

The log caontaing all the authentication and accounting requests received
by thiz zerver. Select the events pou want ta log.

V¥ Log accounting requests [for example, accounting start or stap) -
recommended

W Log authentication requests [for example, access-accept or
access-reject] - recommended

™ Log periodic status [for example, interim accounting requests]

QK Cancel | fpply |

| F

Configure Routing and Filters

We will now configure static routes to reach the internal LAN and Internet locations. Double-click IP
Routing in the left window, right-click Static Routes and select New Static Route.

S Routing and Remote Access i =10l =l
J&ctinn Wig H‘--’ll||§ ‘
Tree I Static Routes

E Routing and Remate Access Deskination | Metwork mask, | Gakema | Interface

Server Skatus

=1 [ BOURGOGHE {local)
E Routing Interfaces
E Remote Access Client:

E Farts

.y Hew Static Route. ..
-—'E' il Show IP Routing Table. .,
[~ 2 IP% Routing
% Remaote Access b Miew >
[#]- Remote Access |
a Refrash
Export List. ..
Help
d | K | )

Select the internal interface you wish to configure. In this case, we select the “DMZ Interface,” and
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enter the Destination DMZ network 192.168.2.0, Network mask 255.255.255.0, and Gateway
192.168.2.1, with a Metric of 1.

Static Route 2=k
Interface: IDME Interface j
D estination: I 192.168. 2 . O
Metwark mask: | 255 . 255 . 255 . 0
G ateway; I 192 168, 2 . 1|

Metric: I'I _Ij

¥ | Use this route bo initiate demand-dial connections

K, : I Carncel
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Click OK to continue, right-click Static Routes and select New Static Route again for your external
Internet interface. In this case, we select the “IPSec Interface,” Destination 0.0.0.0, Network mask
0.0.0.0, Gateway 0.0.0.0 and Metric 1 to enable clients to connect from any address on the Internet.

Interface: IIF'SE: Interface j
Destinatiar: I o.o0.0.10
Metwork mask: I o.o.0.0
G abewway: I o.o0.0.d
M etric: 1 _|
¥ Lze this raute ba initiate demand-dial connections
] Cancel |
L

Click OK to continue. Click General under IP Routing in the left pane. In the right pane, right-click

on the IPSec interface and select Properties.

é--% BOLURGOGNE (lacal) T LAN Interface

----- E Rouking Interfaces

----- E Remaote Access Clients E‘E‘Internal
""" g Parts E?DMZ Irkerface
-2} 1P Routing
) General

o E Static Routes
B} DHCP Relay Agenl
- E IGMP

- B} IPX Routing

% Remate Access Policie
-1 Remote Access Loggir

< d|

| B

Mok availabl

Dedicated

Update Routes

Show TCP/IP Information. ..
Show Address Translations. ..
Show IP Addresses. ..

Showe IP Routing Table. ..
Show TCP Connections. . .
Show UDP Listener Ports, ..

Delete
Refresh

4

Help

E Routing and Remote Access ;lglﬂ

Jﬂctiu:un Yie |J<}=-P||X|@ ‘
Tree I Genetal

E Routing and Remate Access Interface © I Twpe I IP Address I Administr, .. I Ope
: Server Status 'EE‘LDprack Loopback, 127.0.0.1 Up Cpe

le

|O|:|ens property sheet For the current selection.
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On the General tab, click Input Filters.

IPSec Interface Properties d |

General |E0nfiguratiun| Multicazt Boundaries MulticastHeartbeatl

IP Interface

[¥ Enable IF router manager

[~ Enable router discovery advertisements

Advertizement lifetime [minutes: |3|:| _I?

Level of preference: 0 _:|
Send out adwvertizement within thiz interval:

Mimirnurn tirme [minutes]; 7 =i

bd aximuim time [minutes): o _:l

Input Filters... Dutput Filkers...

[~ Enable fragmentation checking

(] I Cancel | Apply |

Click Add in the Input Filters dialog box, then select Destination network. Enter the Internet IP
address and the subnet mask 255.255.255.255, select the UDP Protocol, and enter Source and
Destination ports 500 to allow ISAKMP traffic into the VPN server.

|
>

[~ Source network

IF address: I

Subnet maszk: I

IP address: |192.158.111. 1

Subriet mask: | 255 . 255 . 255 . 265
Protocol: I DP j
Source port: IEDD
Destination part; IEUU

OF. Cancel
Iy
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Click OK to continue. Click Add in the Input Filters dialog box, then select the Destination network

again. This time, enter UDP Source and Destination ports 1701 to allow L2TP traffic into the VPN
Server.

2| x|

[ Source netwark

IF address: I

Subnet mazk; I

v Destination netwark

IP address: |192.1Ea.111. 1

Subriet mask: | 255 . 255 . 255 . 255
Protocal; I DP j
Source port: |'| Rl
Deztination port: I'I 70|

k. [~_~: I Cancel

In the Input Filters dialog box, select Drop all packets except those that meet the criteria below,
then click OK.
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Input Filters

T hesge filters contral which packets are received for fonwarding or processing on this interface.

" Feceive all packets except thoze that meet the criteria below

fx. Diop all packets except thoze that meet the criteria below

Filters:
Source Address | Source Mazk | Destination Addrezs | Deztination kazk | Protocol
App A 1921681111 2hh 28R 2Rh 28 LIDP
Ay Ay 1921681111 28R 2RR 2AR 2B LIDP
| | 2+
Add. Edit... Remove |
| k. I Canzel |
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On the General tab, click Output Filters, then click Add. Select Source network, and enter the
Internet IP address and a Subnet mask of 255.255.255.255. Select the UDP Protocol and enter
Source and Destination ports 500.

again. This time, enter the UDP Source and Destination ports 1701.

© SANS Institute 2000 - 2005

v Saurce netwark

IP address:

Subret masgk:

[T Destination netwark,

|F address:

Subnet mask;

Protocal:
Source port;

Destination port;

| 192 162111 . 1|

| 255 . 255 . 2R5 . Z5R

|uDP

IEIZIIZI

IEIZIIZI

2%

k. &! Cancel

Click OK to continue. Click Add in the Output Filters dialog box, then select the Source network
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IV Source network

IP address: |192.158.111. 1

Subnet mazk: | 255 . 255 . 255 . 255

[T Destination netwaork

IP address: I

Subret mazk: I
Pratocal: I LUDP |
Source port: I'I ol
Deztination port: I'I ol

k. & ! Cancel

In the Output Filters dialog box, select Drop all packets except those that meet the criteria below, then
click OK.

Output Filters d b

T hesge filters contral which packets are received for forwarding or proceszing an thiz interface.

" Tranzmit all packets except those that meet the criteria below

fx. Drop all packets except thoze that meet the criteria below

Filters:
Source Address | Source Mazk | Destination Address | D estination k azk | Pratacal
192.168.111.1 280285 256, Any Any oP
192.168.111.1 2hR 28R 2560 Any Ay DP
o | i

tad.  |[ Edt. | Remove |

(] I Cancel |
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Configure Local Policy

In the left pane, right-click Remote Access Policies and select New Remote Access Policy.

é Routing and Remote Access

=10l x|

J Action  Yigw |J L] -P|| |@

Tree I Remote Access Clients (1)

E Routing and Remote Access User Name = [ Durstion | Hum...
Server Skatus

= 4y BOURGOGNE (local)

By Routing Interfaces

Bl Remate Access Clients (0)!

E Parts

B IP Routing
Bl IP¥ Routing

Remoate Acc

{:l Remake Access Logg Open

Mew Remaote Access Policy

Mew 3

Help

In the following window, provide a name for your policy.

Add Remote Access Policy

Policy Mame
Specify a friendly name for the palicy.

& Remote Access Palicy iz a set of actions which can be applied ta a group of users
meeting certain conditionz.

Analogous to rules you can apply ta incoming mail in an e-mail application, you can
zpecify a zet of conditionz that must be matched for the Remote Accezs Policy to apply.
You can then specify actions to be taken when the conditions are met,

Palicy friendly name:

Fiemate Access VPN Clients

< Back I Mest » ! Cancel
g
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Click Next to continue.

At the Conditions window, click Add to add the following attributes and values:

Attribute Value

NAS-Port-Type Virtual(VPN)

Windows-Groups VPN Users

Called-Station-ID (Internet IP address of VPN server)

Add Remote Access Policy ﬂ

Conditions
Determine the conditions to match.

Specify the conditions to match.

Conditions:

MAS-Port-Tope matches “Mirtual [WPRH]" AND
Windows-Groups matches "BOURGOGMNEYWPM Uszers" AMD

Called-Station-ld matches "192.168.111.1"

Add. Remove Edt.. |

< Back | Mest » ’\l Cancel
Lo

Click Next to continue. Select Grant remote access permissions.
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Add Remote Access Policy x|
Permiszions

Determing whether to grant or deny remote access permisgion.

Y'ou can use a Remote Access Policy either to grant certain access prvileges to a

group of users, of to act az a filter and deny access privieges to a group of uzers.

If & user matches the specified conditions:

¥ Grant remote access permission

" Deny remate access permission

< Back I Mest » [ ! Cancel
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Click Next to continue then click the Edit Profile button, and sclect the Authentication tab. Select the
authentication methods allowed for this policy.

Edit Dial-in Profile 21 x|
Diakin Constraints | IF | Muliink
Authentication | Encryption I Advanced

3

Check the authentication methods which are allowed for this connection.

Estensible Suthentication Frotocal

Select the EAF type which iz acceptable for this policy.

IMDE-EhaIIenge j LConfigure... |

¥ Microsoft Enciypted Authentication version 2 [M5-CHAP v2)

v Microsoft Encypted Authentication (M5-CHAP)

™ Encrypted Authentication [CHAF)
[ Unencrypted Authentication [PAP, SPAP]

Unauthenticated dccess

r Allow remote PPP clients to connect without negotiating
ahy althentication method.

QK. I Cancel | Apply |

Click the Encryption tab to define the levels of encryption. We select Strong for 56-bit DES and
Strongest for 3 DES.

Edit Dial-in Profile 2=l
Diak-in Constraints | IP | Multlink
Authentication Encryption [% | Advanced

MOTE: These enciyption zettings apply only ta the Windows 2000 Bouting
and Remote &ccess Service.

Select the level(s] of encryption that should be allowed by this profile,
[ Mo Encrvption
[ Basic
¥ Strong

v Shongest

Ok, I Cancel Apply

© SANS Institute 2000 - 2005 34 Author retains full rights.



John Cusick
Configuring Windows 2000
April 4, 2000

Click OK to save the dial-in profile, then click OK to save the policy.
Obtain and Install a Certificate

You must install a local computer certificate on both the VPN server and any clients that will connect to
it. The certificates are used by IPSec to authenticate the server and client computers. They may be
obtained from a stand-alone or enterprise certificate authority. Since we are configuring this server as a
bastion host independent of an enterprise domain, we will install the certificate from a stand-alone
certificate authority.

You may obtain one from Microsoft’s certificate authority via the Internet at:

http://sectestca.rte.microsoft.com/certsrv/

At the opening page, select Request a certificate.

A Microsoft Certificate Services - Microsoft Internet Explorer

J File  Edit ¥iew Fawvortes Tools Help |
0 QD A Q =@ DL @ B 59 7
Back Rl i Stop Refresh Horme Search Fawvorites  History hdail Print

JAQdFBSS I@ http:#/ sectestca? e microsoft com/certsr/ j & Go |J Links >

Microsoft Cartific:

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client,
or other program. By using a certificate, you can verify your identity to people
you communicate with over the Web, sign and encrypt messages, and,
depending upon the type of certificate you request, perform other security
tasks.

You can also use this Web site to download a certificate authority (CA)
certificate, certificate chain, or certificate revocation list (CRL), or to view the
status of a pending request.

Select a task:
Request a certificate
View the status of &'pending certificate request
Download a CA certificate, certificate chain, or CRL

|@ http:{ / sectestca? fe.microsoft.com//certsr/ cerrgus.asp l_’_|e Internet

RN
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At the next screen, select advanced certificate request.

A Microsoft Certificate Services - Microsoft Internet Explarer

J File Edit ¥iew Faworites Tools Help |
S A Q Gl 3 - S5 >
Eack. Fanwvard Stop Refresh Haorme Search Fawvorites History Mail Frint
JAQdFBSS I@ http:// sectestoca. e microsoft. com/censry/certrqus.asp j & Go |J Links **

Microsoft Certificate

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit an advanced@:ertiﬁcate request.

|@ http:// sectestca? rte.microsoft. com/certsre/certrgad.asp ’_’_|° Internet

At the next screen, seclect Create and submit a request to this CA.

A Microsoft Certificate Services - Microsoft Internet Explorer

JEiIe Edit “iew Fawarites Tools Help |

e -2 8 I T I = R

Eack Farywats Stop Refresh Home Search Fawvorites History A ail Print
JAQdFBSS I@ http:/ /sectestocal e mictosoft.com/certsrv/ certrgad.asp j @ Go |J Links **

Microsoft Certific

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click
one of the following options to:

Create and submit a request to this®CA.

Submit a certificate request by using a base-64-encoded PKCS #10 file, or
submit a renewal request by using a base-64-encoded PKCS #7 file.

Request a certificate for a smart card on behalf of another user by using the
smart card certificate enroliment station.

MNote: You must have an enrollment agent certificate to submit a request on behalf of another
user.

|@ http:/ /sectestcal te.microsoft. com/censryf cetrgma.asp |° Internet

N
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If you receive a Security Warning, you must click Yes to continue.

Security YWarning

Do wou want to install and run "kicrosoft Cerificate Enrollment

Control" signed on 7/20/2000 B:14 FPhd and distributed by

tdicrosoft Corporation

Fublisher authenticity werified by YeriSign Commercial
Software Publishers CA

Caution: Microsoft Corporation assens that this content is safe.
“ou should onby install fview this content if wou trust Microsoft
Corparation to make that asseion.

™ Always trust cantent fram kicrosoft Carparation

es |

At the next screen, enter your identifying information and select the Type of Certificate Needed. In
this case, we want a Server Authentication Certificate. Under Key Options, select Create new key
set, Microsoft Base Cryptographic Provider v1.0, a Key Size of 1024, and check Use local machine
store. Leave the other options intact unless you have a reason to change them. Click Submit to

continue.

FEile Edit View Favortes Tools Help

|- Microsoft Certificate Services - Microsoft Intemet Explorer

S )
Back | Fowed | Siop  Reesh  Home

a m 3 @B a8 o . H

Search Favorites  History Mail Print. Edit Discuss Real.com

Address |@ htip:/ /sectestca? fe microsoft com/certsrv/ cerrgma.asp

Microsoft Cerli

Advanced Certificate Request

|dentifying Information:

Name |Ynur name

E-tviail [Your email

Compary: |

Department: |

City:

State:
Country/Region: ’_

Type of Certificate Needed:

|Server Authentication Certificate j

Key Options:

@ Create new key set € Use existing key set

Key Usage: € Exchange ¢ Signature & Both
Koy Size: [lopa | i 384

™ MWark keys as exportable
¥ Use local machine store

a key in the local machine store.
I~ Archive key

Additional Options:

CSP: |Micrusuﬂ Base Cryptographic Provider v1.0

Max. 124 {common key sizes: 512 1024)

You must be an administrator o generate or use

& Automatic key container name C User specified key container name

Hash Algorithm: | SHA-1 -

Only used fo sign request.
™ Save request to a PKCS #10 file

Adtributes L
g

il

Submit =

K|
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At the Certificate Issued screen, select Install this certificate.

File Edit ‘“iew Favorites Tools Help ‘

&=, 0 W a @ @ | B g oo P
Back Farnard Stop Refresh  Home Search Fawvorites  Histary hail Frint Elit Discuss Real.com
Address I@ hitp:/ fsectestca? te microsoft com/censre/ certinsh asp j @G0 H Links >

=

Microsoft Certifical

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

|@ Install certificate ’_’_|. Internet

You should then see the following:
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3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools Help ‘ﬁ
&« 0+ @ G} d B 5 H . @
Back Felgig=re] Stop Refresh  Home Search Favorites  History Mail Print E=alit Digcuss Real.com
JAQC”ESS I@ http:/ /sectestca? e microsoft.com/cersrv/cerdrmpn.asp

j ©Go HLinks =

Microsoft Certi

Certificate Installed

=

Your new certificate has been successfully installed.

|@ Daone
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You can verify your certificate is installed by starting the MMC and using the Certificates - Local
Computer snap-in. The newly installed certificate should appear under the Personal - Certificates
subfolder.

'fiii Console1

J Console  Window  Help “ = |

'Eﬁ Console Root' Certificates (Local Computer)'PersonalCertifica - |EI|5|

J fction  Wiew  Favorites “ e o= | | E| | 2
Tree I Favorites I Issued To  /
E@ Certificates (Local Compuker) ;I Eda0hn Cusick
E[:l Personal
S | =1 tificates

[:l Trusted Rook Certification Autharities
[:l Erterprise Trusk
[ Intermediate Certification Authorities

[0 REQUEST
£ e 3 | T —
|

|Persona| store contains 1 certificate.
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Client Configuration

Each client then needs to follow a similar process to install a Client Authentication Certificate.

Microsoft Cerlificate Services - Microsoft Internet Explarer [_[=1x]

File Edit Miew Favortes Tools Help ‘

= ]
Back Fonyard Stop  Refiesh  Home

B 85 o

Mail Print Edit

Q
Search Favorites  History

Discuss  Real.com

Address [ e microsof.c asp

Micrasoft Ce

Advanced Certificate Request

=] ¢6o Hunka »|

Identifying Information:

Name: [Your name

E-Meil[Your email

Company: [

Department: |

City

State
Country/Region r

Type of Certificate Needed:

Client Authentication Certificate jid

Key Options:

@ Create new key set € Use existing key set

CSP: [Microsoft Base Cryptographic Provider v1.0
Key Usage: € Exchange € Signature & Both

Koy Size:[1024 | M0 B4 (comman key sizes: 512 1024 )

™ Mark keys as exportable
¥ Use local machine store

a key in the jocal machine store.
I Archive key

Additional Options:

You must be an administrator to generate or use

@ Automatic key container name © User specified key container name

Hash Algorithm: | SHA-1 =

Only used to sign request.
IC Save request to a PKCS #10 file

|
Altributes 2
: of

Submitf

(K1

&

@ Intemet

On each client computer, create a new “dial-up” Internet connection. Using Start - Settings - Network
and Dial-up Connections, start the Make New Connection wizard.

Network Connection Wizard

Click Next to continue.

© SANS Institute 2000 - 2005

wWelcome to the Network
Connection Wizard

Uzing this wizard vou can create a connection to other
computers and networks, enabling applications such as
e-rail, WWeb browsing, file sharing, and printing.

To continue, click Nest.

< Back I Mext = I Cancel
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Select Connect to a private network through the Internet.

Network Connection Wizard

Metwork Connection Type
'ou can chooge the tppe of network, connection pou want to create, based on

your hetwark, canfiguration and your netwarking needs.

" Dial-up to private network
Connect using my phone line [modem or ISOR].

" Dial-up to the Internet
Connect to the [nternet using my phone line [moderm or ISDM].

' Connect to a private network through the Internet
Create a Yirtual Private Mebwork [WPM] connection or tunnel’ through the Internet.

" Accept incoming connections
Let ather computers connhect to mine by phone ling, the Internet, or direct cable.

" Connect directly to another computer
Connect using my sernial, parallel, or infrared port.

< Back I M et > I Cancel |

Click Next to continue. Select the method by which the client will access the Internet.*

Network Connection Wizard

Public Network
Windows can make sure the public network, is connected first,

Wwindows can automatically dial the initial cannection to the Internet or other public
network, before establishing the virtual connection.

* Do not dial the initial connection,

" pAutomatically dial this initial connection:

< Back I Mest » I Cancel

“Remote clients attempting to access the VPN server from behind a firewall or other device doing Network Address Translation (NAT) will
likely not succeed. This is because IPSec on the client end replaced the original header. Thus, the responding packets from the VPN
server cannot find their way back to the originating client. See, for example, “Why Can’t IPSec and NAT Just Get Along?” ¢
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Click Next to continue. Enter the Internet IP address of the VPN server.

Metwork Connection Wizard

Destination Address
Wéhat is the name or address of the destination?

Type the host name or IP address of the computer or network, to which you are
conhecting.

Hoszt name or IP addrezs [such as microsoft.com or 123.45.6.78):

152.168.1111

< Back I MHest > I

Cancel |

Click Next to continue. At the Connection Availability screen select whether the connection on the
client will be available to all users or only the current user, then click Next to continue. At the final
screen, enter a name for your VPN connection and click Finish to exit the wizard.

At the Connect screen, click the Properties button. Select the Networking tab and select the Layer-2
Tunneling Protocol (L2TP) in the Type of VPN server I am calling box.

2l
Eenerall Dptionsl Security Metworking I Sharingl
Type of WP zerver | am calling:
Layer-2 Tunneling Protocol [L2TF) LI

Autornatic
Fainit to Point Tunneling Protocol [FETE

Corponents checked are uzed by thiz connection:
T MwLink IP=/SF=/NetBI0S Compatible Transpart F'rD...j

% Internet Pratacal [TCPAR)
[ File and Printer Sharing for Microsoft Metworks
Mowell Compatibility Made Driver

[} Mavell Wirtual Private Metwork, LI
Inztall... Unitztall Properties I
Drezcrption

Allows pour computer to access resources on a Microsoft
network.

(0] I Cancel

Click OK to save the configuration.
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It should be noted here that some knowledgeable users may turn off IPSec in an effort to speed up their
connections. This may be determined by examining the following key in the client computer’s registry:

Hive: HKEY LOCAL MACHINE

Key: System\CurrentControlSet\Services\RasMan\Parameters
Name: ProhibitIPSec

Type: REG_DWORD

Value: 1

If the key exists, it has been added. Change the REG_DWORD value to ‘0’ to enable IPSec.
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User and Group Accounts

On your Radius server, domain controller, or wherever your user and group accounts are maintained,
establish Dial-in permissions for each VPN user. For each user that is allowed VPN access, set the
Remote Access Permission on the Dial-in tab as Control access through Remote Access Policy.

John Properties 7| x|
General I tember OF I Profile  Diakin |
— Remate Access Pemizzion [Dial-in ar YPR]
O Allow access
" Deny access
_F%I:Dntml access through Remote Access Policy
[~ “erify Caller-I0;
— Callback Optionz
* Mo Calback
" Set by Caller [Fouting and R emote Access Service only)
i~ always Callback to: I
[~ &zsign a Static IP Address I
I apply Static Routes
Define routes to enable for this Diakin e Bleian |
connechion.
0k, I Cancel | Spply |

Create a VPN Users group and add each VPN user to it.
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B 0
Test It

You may then test the dial up connection to verify it works. Verify that the ESP protocol is encrypting
packets. The first eight lines of the following dump is an example of a ping sequence:

[#]C:\Documents and Settings', AdministratoriDesktop - |0 ﬂ

=

=
= =

=l =R ol =

=

=

=

el oo
=

=
ol

At the server, you can also check existing client connections in the Network and Dial-up Connections
window. Click Start - Settings - Network and Dial-up Connections and double-click the Virtual
Private Network connection you wish to examine. Click the Details tab to view the Authentication,
Encryption and other information.

john {John) Status ed B

Gereral Details

Froperty " alue |
Serer type PFF

Tranzportz TCFAR

Authentication M5 CHAPWZ

IPSEC Encryption IPSec, ESP 3DES
Compression MPPC

Server [P address 192162.0.240

Client |P address 192.168.0.241

Cloze [
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Securing the server as a bastion host

Having installed the VPN server and verified it works, we now turn to further securing the server to
protect it in a public environment.

There are a number of steps that can be taken to further secure the VPN server so that it can be a
bastion host. You do not, however, want to lose functionality! Therefore, I recommend testing after
making each of the following configuration changes to verify your VPN server still functions as you
want it to.

Configure TCP/IP Security Settings

Although we have already configured port filtering on the Routing and Remote Access Service, we can
also filter on the adapters themselves. This ensures filters exist even if the RRAS crashes or is disabled
for some reason.

Select Start - Settings - Network and Dial-up Connections, and right-click on the interface you wish

to configure. Select Properties, then click on the Internet Protocol (TCP/IP) and click the
Properties button, click the Advanced button, select the Options tab, select TCP/IP filtering.
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Advanced TCP/IP Settings

IP Settings | DNS | wiNS  Options

Optional settings:

IP zecurty
TCPAP filkering

Properties [

TCPAP filtering allows you to control the type af TCRAP netwark
traffic that reaches your Windows computer,

— Description:

0k, I Cancel
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Click Properties and at the TCP/IP Filtering box, select the TCP and UDP ports you must allow
into and out of your VPN server, as well as the IP Protocols. In this case, we are limiting traffic to
UDP ports 500 and 1701 for VPN, and 1645 for RADIUS, and we’re allowing IP Protocols 50 and 51

for IPSec.

© SANS Institute 2000 - 2005

TCP/IP Filtering

¥ Enable TCP/IF Filtering [/ adapters]

= Pemit Al
— % Permit Only

TCF Parts

Add...

Remove

L
L
L

= Pemit &
% Permit Only

UDP Ports

a00
1645
170

Add...

Remove

£ Pemit Al
— % Pemit Only

IP Protocols

a0
a1

Add...

Remove

2l x

OF. M Cancel |

49

Author retains full rights.



John Cusick

Configuring Windows 2000

April 4, 2000

Disable Unnecessary Services

Windows 2000 comes with a host of services. They can be examined in the Component Services
MMC, which may be accessed by Start - Programs - Administrative Tools - Component Services.

Tm Component Services

|J% Console  Windomw  Help

Tree I

(L7 Console Root

; Component Services
Event Wiewer (Local)
i Services (Local)

=101 x|
[REDS]
|J action  Yiew |J4- ->|||@|J >y m Il m |

Services (Local)

Mame | Drescripkion | Ska,.. % | Startup ... | Log Oon &5 | o
%Event Log Logs event... Started Automatic LocalSystem
%IPSEC Policy Agent Manages ...  Started Aukomatic Localsysten
% Logical Disk Manager Logical Disk...  Started Aukomatic LocalSystem
%Plug and Play Manages d...  Started Aukomatic LocalSysten
%F‘rotected Storage Provides pr... Started Automatic LocalTystem =
%Remote Procedure Call (RPC) Provides th... Started Automatic Local3ystem
%Remote Reaistry Service allows rem...  Started Aukomatic Localsysten
%Routing and Remote Access Offers rout,,,  Started Aubomatic LocalSystem
%Runns Service Enables sk, Started Aukarmatic Localsystem
%Securitv Accounts Manager Stores sec,,.  Started Automatic Local3ystem

Server Provides R...  Started Aukomatic LocalSystem
%Task Scheduler Enables a ...  Started Aukomatic LocalSysten
%Windows Management Instrumentation Provides s...  Started Automatic LocalSystem
%Workstation Provides n... Started Aukamatic Local3ystem
%Netwnrk Connections Manages o... Started Marial Localsysten
%Remote Access Connection Manager Creates a... Started Taral LocalSystem
%Telephony Provides T...  Started faral LocalSystem
%Windows Management Instrumentation Driver Extensions  Provides s...  Started Mariual Localsystem ;I

| |

Precisely which services you should disable will depend upon your particular server configuration and
preferences. You may, for example, require the DNS Client if your VPN server must resolve names, or
you may choose to use the Task Scheduler to schedule the execution of tasks. As an overall strategy
it’s best to eliminate any services you don’t need.

By double-clicking on a particular service in the Component Services window, then selecting the
Dependencies tab, one may view which services that particular service depends upon, as well as any
other services that may depend upon it. The following, for example, is RRAS:
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Routing and Remote Access Properties (| 21l

Generall Log Dnl Recovery Dependencies |

Some zervices depend on other zervices. If a service is stopped or is ot
unning properly, dependent services can be affected.

Access' depends on these services:

These services depend on "Houting and Femote Access'
----- '\i) <Mo Dependenciess

oK [: I Cancel | Lpply I

I found it necessary to have the Remote Procedure Call (RPC), Server and Workstation services
available for RRAS to function, and the Remote Registry Service is assigned for VPN. I would suggest
the following services be configured to start automatically:

Event Log - Routing and Remote Access

IPSEC Policy Agent - RunAs Service

Logical Disk Manager - Security Accounts Manager

Network Connections - Server

Plug and Play - Task Scheduler

Protected Storage - Windows Management Instrumentation

Remote Procedure Call (RPC) - Windows Management Instrumentation Driver Extensions
Remote Registry Service - Workstation

You will probably also require the following services to start manually:

Remote Access Connection - Telephony
Manager
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Disable NetBIOS

Windows 2000 has a new feature called “Direct Host.” This feature provides an alternative method of
filesharing (SMB/CIFS) without having to use NetBIOS. It uses TCP port 445 for communication.

This may be disabled by Start - Programs - Administrative Tools - Computer Management, double-
clicking the Device Manager in the left pane, clicking View and selecting Show Hidden Devices, then
right-clicking NetBios over TCPip and selecting Disable.

E Computer Management = |EI|1|

J&ction Wiew |J¢--b|||@“ ; |

Tree I s dmload ;I
o Fs_Rec

Computer Management {Local)
Hm System Tools

[]--@ Event Yiewer

[]---@ Syskern Information
[]—--ﬁ Petformance Logs and Alarks
[+-§=] Shared Folders

----- —-E-[, Device Manager
[+-#&] Local Users and Groups
[—]--& Storage

----- |2 Disk Management

----- E Disk Defragmenter
== Logical Drives

[]--@ Removable Storage
[]--& Services and Applications

\> Hull

s MLink IPX/SPY e
< MeLink NetBIOS
s MLink SPSPXIT ProvocoT
\> Packet Driver w2,1

\> Parallel

\} Parport

\> partmagr
-

\> Genetic Packet Classifier
\> IP Traffic Filker Driver

- IPSEC driver

- IP% Traffic Filter Driver
\> 1P Traffic Forwarder Driver
- KSecDD

s Tnmdd

\> mounkmgr

\> MDIS System Driver

-y Metwork Monibor D Uninstal... !

Scan for hardware changes

Properties
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User Accounts

Disable accounts that are not needed. Disable the Guest account by checking Account is disabled.

Guest Properties ﬂil

General | Member OF | Profils | Diakin |

‘g Guest

Full name: I

Description: IBuiIt-in account for guest access ta the computer/de

I~ Wsermust change password at nest lngon
¥ Uszer cannot change password

¥ Pazsword never expires

¥ Account is disabled

I™ Aceount iz locked out

Ok I Cancel | Apply |

Do the same with the Internet Guest Account, Launch IIS Process Account, TsInternetUser
Account or any other superfluous account. Rename the Administrator account, then create a dummy
Administrator account with no rights and a difficult to crack password.
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Password and Account Lockout Policies

Go to Start - Programs - Administrative Tools - Local Security Policy to change the password and

account lockout policies.

** Note: If user and group accounts are maintained on a separate server, such as the RADIUS server in

our example, I recommend making these changes on that server as well. **

The recommended changes from the default settings for the password history, maximum and
minimum password age, password length and complexity, and password storage are as follows:

B! Local Security Settings

|J fckion  Wiew |J | o= | | X | @

=10l x|

Tree I

@ Security Settings

=8 Account Policies

: @ Password Policy

i -8 Account Lockout F
-8 Local Palicies

-1 Public Key Palicies
g IP Security Policies on

rr ..

asswords musk meet complexity requirements

Policy ¢ | Local Setting |
EnF-:uru:e passward history 8 passwards remem. ..
Maximum passward age a1 davs
Minimum password age 5 davs
Minimum passward length & characters

versible encryption For all users in the damain

Enabled
Dizabled

The recommended settings for the Account Lockout Policy are as follows:

B! Local Security Settings

|J ackion  Wiew |J a o= | ||@

=10l x|

Tree I

@ Security Settings
=8 Account Policies
: @ Password Policy
8 account Lockout F
-8 Lacal Palicies
-1 Public Key Palicies
g IP Security Policies on

rr ..

Policy 4 | Local Setking |
Fiu:u:u:uunt lockiouk duration 30 minukes
.ﬂ.n:n:n:nunt lockiouk threshold 5 invalid logon atte...
Reset account lockout counter after 30 minukes
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Audit Policy

Again from Start - Programs - Administrative Tools - Local Security Policy we can edit the Audit
Policy. Double-click Local Policies and then Audit Policy in the left pane to display them.

The recommended changes from default are as follows:

B! Local Security Settings O] x|
|J fckion  Wiew |J A o= |||@
Tree I Policy  # | Local Setting |
@ Security Settings .ﬂ.udit account logon events Success, Failure
-8 Account Policies .ﬂ.udit accounk management Success, Failure
@ Password Policy .ﬂ.udit directory service access Failure
{8 account Lockout F | [#8]Audit logan events Success, Failure
-8 Local Policies .ﬂ.udit object access Failure
@ Audit Policy .ﬂ.udit policy change Success, Failure
- User Rights Assior | [R¥]andit privilege use Failure
“-{_& Security Options .ﬂ.udit process tracking Mo auditing
(-] Public Key Policies .ﬁ.udit system events Failure
EEI---@ IP Security Paolicies on
‘ T | o
| |
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User Rights Assignment
By clicking on User Rights Assignment in the left pane, the user rights policies are displayed in the
right window. A policy may be revised by double-clicking it in the right window.

For each the following User Rights Assignments, I recommend removing all users except
Administrators:

Access this computer from the network

Backup file and directories

Bypass traverse checking

Change the system time

Log on locally

Shut down the system

These changes are illustrated on the below and on the following pages.

Access this computer from the network

Local Security Policy Setting e

o Access this computer from the netwark,

=3

Local Effective
Azzigned To Palicy Setting Fuolicy Setting
BOURGOGME N waM_BOURGOGHE [ (=
Adminiztrators
Backup Operators O
FPower zerz a
Uszers a
Evemnone L1 -
BOURGOGMESUSFE_BOURGOGHE [ ;l

Add...

If domain-level policy zettings are defined, they overide local policy zettings.

0k I Cancel
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Backup files and directories

Local Security Policy Setting ﬂﬂ

.'.: Back up files and directories

Local Effective
Azzigned To Falicy Setting Policy Setting
Adminiztratars

B ackup Operators

add...

If domain-level policy zettings are defined, they override lozal policy zettings.

O |‘~'\> I Cancel

)

Bypass traverse checking

Local Security Policy Setting ilil

- Bypazs traverse checking

I:gﬁ

Local Effective
Azzighed To Paolicy Setting Palicy Setting
Adminiztrators
Backup Operataors O
Power Uzers O
|lzers O
Evemone
Add...

It domain-level policy zettings are defined, they override local policy zettings.

k. [ I Cancel
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Change the system time

Local Security Policy Setting ilil

o Change the system time

Local Effective
Azzighed To Paolicy Setting Palicy Setting
Adminiztrators
Power Uzers
Add...

It domain-level policy zettings are defined, they override local policy zettings.

k. [_: I Cancel

Log on locally
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Local Security Policy Setting

~ Log on locally

Local Effective
Azzighed Tao Palicy Setting Palicy Setting
BOURGOGMENUSR_BOURGOGHE [ =]
Adrminiztrators
Backup Operators a
Power Lgers O
Jzerz O
BOURGOGME Guest O .
BOURGOGHENT slntermetU ser D LI
Add...

IF damain-level policy zettings are defined, they override local policy settings.

Ok & I Cancel

Shut down the system

Local Security Policy Setting ' 7] x|

..: Shut down the zuztem

Lacal Effective
Azzigned Tao Palicy Setting Palicy Setting
Adminigtrators
Backup Operators (M|
Poweer Users [

&dd...

[f domain-level policy settings are defined, they overide local policy settings.

2k, [_: I Cancel
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Security Options

By clicking Security Options in the left pane, we display these policies in the right pane. By double-
clicking a given policy, we can revise its setting. The following revisions are recommended:

Additional restrictions for anonymous connections
Local policy setting: Do not allow enumeration of SAM accounts and shares

Local Security Policy Setting 7| x|

.4 Additional restriictions for anonpmous connections

igﬁ:

Effective policy setting:

INl:une. Rely on default permizsions

Local policy zetting:;

If domain-level policy zefttings are defined, they overide local policy settings.

] Cancel

Clear virtual memory pagefile when system shuts down
Local policy setting: Enabled

Local Security Policy Setting 7| x|

.4 Clear wirtual memory pagefile when syztem shuts down

%ﬁ:

Effective policy setting:
IDisaI:uIed

Local policy setting:
% Enabled
" Dizabled

If domain-level policy zefttings are defined, they overide local policy settings.

k. Cancel
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Do not display last user name in logon screen

Local policy setting: Enabled

Local Security Policy Setting : 7| x|

.4 Donot dizplay last user name in logon screen

%ﬁ

Effective policy setting:
IDisaI:uIed

Local policy setting:
% Enabled
" Dizabled

If domain-level policy zefttings are defined, they overide local policy settings.

k. [ ! Cancel

LAN Manager Authentication Level

Local policy setting: Send LM & NTLM — use NTLMv?2 session security if negotiated

© SANS Institute 2000 - 2005

Local Security Policy Setting : 7| x|

LAM Manager Authentication Level

Effective policy setting:
ISenl:I Lk & MTLM responzes

Local policy zetting:;

Send LM & MTLM - uze M TLM- ioh secunty f negotiated

If domain-level policy zefttings are defined, they overide local policy settings.

] Cancel
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Message text for users attempting to log on
Local policy setting: A message such as “Authorized Access Only! Violators will be prosecuted

in accordance with the law.”

Local Security Policy Setting 7| x|

.4 Meszage test for users attempling to log on

=g
=
Effective policy setting:

Local policy zetting:;
I!-'l'-.uthn:-rized Accesz Onlyl Wiolators will be prosecuted in accordance with t

If domain-level policy zefttings are defined, they overide local policy settings.

] é I Cancel

Message title for users attempting to log on
Local policy setting: A title such as “Warning!”

Local Security Policy Setting 7| x|

.4 Meszage hitle for users attemphing to log on

%ﬁ

Effective policy setting:

Local policy zetting:;
IWarningH

If domain-level policy zefttings are defined, they overide local policy settings.

ak I Cancel

g
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Number of previous logons to cache (in case domain controller is not available)
Local policy setting: 0 logons

Local Security Policy Setting el |

.4 Mumber of previous logons to cache [in caze domain contraller is

:g‘-[ riot available]

Effective policy zetting

I'l 0 logaons

Local palicy zetting

Do not cache logons:

IE| _% logons

IF domain-level policy zettings are defined. they overide local policy settings.

] [ ! Cancel

Prompt user to change password before expiration 2
Local policy setting: 61 days

Considering the Maximum Password age of 91 days recommended above, this should result in users
changing passwords every 30 days, while minimizing the need for the Administrator to unlock
accounts.

Local Security Policy Setting el |

.4 Prompt uzger to change pazsword before expiration

,ig%

Effective policy zetting

I'l 4 days

Local palicy zetting

Begin prompting thiz many daps before password expires:

IE'I _% days

IF domain-level policy zettings are defined. they overide local policy settings.

] { ! Cancel

SIf user and group accounts are maintained on a separate server, such as the RADIUS server in our example, I recommend
making this change on that server as well.
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Rename administrator account
Local policy setting: Enter the name of your renamed Administrator account

Local Security Policy Setting 7| x|

.} Rename administrator accaunt

igﬁ:

Effective policy setting:
INl:ut defined

Local policy zetting:;
IEnter hew hame here

If domain-level policy zefttings are defined, they overide local policy settings.

] [ I Cancel

Restrict CD-ROM access to locally logged-on user only
Local policy setting: Enabled

Local Security Policy Setting 7| x|

.4 Restict CD-BOM accesz to locally logged-on uzer anly

%ﬁ:

Effective policy setting:
IDisaI:uIed

Local policy setting:
% Enabled
" Dizabled

If domain-level policy zefttings are defined, they overide local policy settings.

k. [ I Cancel
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Restrict floppy access to locally logged-on user only
Local policy setting: Enabled

Local Security Policy Setting : 7| x|

.4 Restnct floppy accessz to locally logged-on uzer anly

igﬁ:

Effective policy setting:
IDisaI:uIed

Local policy setting:
% Enabled
" Dizabled

If domain-level policy zefttings are defined, they overide local policy settings.

k. Cancel
b

Shut down system immediately if unable to log security audits
Local policy setting: Enabled

Local Security Policy Setting : 7| x|

.4 Shut down system immediately i unable to log secunty audits

%ﬁ:

Effective policy setting:
IDisaI:uIed

Local policy setting:
% Enabled
" Dizabled

If domain-level policy zefttings are defined, they overide local policy settings.

k. Cancel
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Event Logs

I recommend increasing the log file sizes to 20MB and retaining them for 60 days. The Application
Log, Security Log, and System Log should therefore be set as follows:

System Log Properties ﬂll

General I Filter |

Dizplay name: ISystem Log

Lag name: |C: WM Thepstern32hconfighS sk vent Evt
Sizer 128.0 KB (131,072 bytes)

Created: Monday, March 19, 2001 12:22:09 PM
Modified: Monday, April 02, 20071 5:12:19 PM
Acceszed: Maonday, April 02, 2001 5:12:19 PM

— Log size

awirum log size: I2DU32 _% KE

“When masimum log size iz reached:

1 Overwiite events as nesded
% Ovenwiite events lder than |50 = days

" Do not oversiite events
[clear log marnually)

[ Using a low-gpeed connection Clear Log |
ak. ’\(‘J Cancel | Apply |
L

The security on the logs should limit full control to administrators and the system. Right-click on the
following files and select the Security tab to verify and, if necessary, revise the permissions:

% SystemRoot%\system32\SysEvent.Evt
% SystemRo00t%\system32\SecEvent.Evt
%SystemRoo0t%\System32\AppEvent.Evt
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SysEvent.Evt Properties

General  Securty | Surmmarny I

Mame [ Add..
‘ Adinistrators [BOURGOGME WAdministrat...

€7 SVSTEM ﬂl

Permizsionz Al Deny
Full Control O
Maodify O
Read & Execute O
Read O
rite O

Advanced... |

™ Allav inheritable permizzions from parent to propagate ta this

object
ak N I Cancel Apply

loe

Disable Source Routing

Disable source routing by creating the following registry key:

Hive: HKEY LOCAL MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters
Name: DisableIPSourceRouting

Type: REG_DWORD

Value: 2
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Denial of Service Protection Registry Settings

There are a variety of registry changes that can increase the resistance of a Windows 2000 network
stack to denial of service attacks.

SYN attack protection can be improved with the following changes®:

Hive:
Key:
Name:
Type:
Value:

Hive:
Key:
Name:
Type:
Value:

Hive:
Key:
Name:
Type:
Value:

Hive:
Key:
Name:
Type:
Value:

Hive:
Key:
Name:
Type:
Value:

Hive:
Key:
Name:
Type:
Value:

Hive:
Key:
Name:
Type:
Value:

HKEY LOCAL MACHINE
System\CurrentControlSet\Services\Tcpip\Parameters
SynAttackProtection

REG_DWORD

2

HKEY LOCAL MACHINE
System\CurrentControlSet\Services\Tcpip\Parameters
TcpMaxHalfOpen

REG_DWORD

500 (decimal)

HKEY LOCAL MACHINE
System\CurrentControlSet\Services\Tcpip\Parameters
TcpMaxHalfOpenRetried

REG_DWORD

400 (decimal)

HKEY LOCAL MACHINE
System\CurrentControlSet\Services\Tcpip\Parameters
NoNameReleaseOnDemand

REG_DWORD

1

HKEY LOCAL MACHINE
System\CurrentControlSet\Services\Tcpip\Parameters
DeadGWDetectDefault

REG_DWORD

0

HKEY LOCAL MACHINE
System\CurrentControlSet\Services\Tcpip\Parameters
KeepAliveTime

REG_DWORD

300,000 (decimal)

HKEY LOCAL MACHINE
System\CurrentControlSet\Services\Tcpip\Parameters
PerformRouterDiscovery

REG_DWORD

0

®For further details about each setting, see “Security Considerations for Network Attacks” (12
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Hive: HKEY LOCAL MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters
Name: EnableICMPRedirects

Type: REG_DWORD

Value: 0
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Remove the 0OS/2 and POSIX Subsystems

Removing these subsystems is part of the C2 Security standard, and will help improve system
performance. If you are positive you won't be using them, simply make the following Registry changes:

Delete all subkeys under:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\OS/2 Subsystem for NT

Delete the value for Os2LibPath under:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Environment

Delete the value for Optional under:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystems

Delete entries for Posix and OS/2 under:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\SubSystems
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Disable DirectDraw

This prevents direct access to video hardware and memory which is required to meet the basic C2
security standards. Disabling DirectDraw may impact some programs that require DirectX (games), but
most business applications should be unaffected. To disable it, edit or create the following key:

Hive: HKEY LOCAL MACHINE

Key: SYSTEM\CurrentControlSet\Control\GraphicsDrivers\DCI
Name: Timeout

Type: REG_DWORD

Value: 0
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Disable automatic administrative shares

Because all default installations have these shares, it is best to disable them so as to reduce the number
of known targets for a malicious user. These hidden shares with their associated paths are:

C$, D$ The root of each partition

ADMINS %System Root%

IPC$ Temporary connections between servers
PRINTS$ %System Root%\System32\Spool\Drivers

The following registry change will eliminate all but the IPC$ share:

Hive: HKEY LOCAL MACHINE

Key: System\CurrentControlSet\Services\LanmanServer\Parameters
Name: AutoShareServer

Type: REG_DWORD

Value: 0

Based upon my experience, eliminating the IPC$ share disables the VPN server functionality,
presumably because VPN requires RPC services.
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Emergency Repair Disk

When changes to the system configuration are complete, make an Emergency Repair Disk (ERD). The
ERD contains the registry, system file, partition boot sector, and the startup environment information.
It can be used to repair the server if it does not start or if system files have become corrupted.

Insert a blank 3'%” floppy disk and go to Start - Programs - Accessories - System Tools - Backup.
Select Emergency Repair Disk at the next screen and check the option to backup the registry at the
next window. Put the diskette away in a secure location.

Examine the %SystemRoot%\repair\RegBack directory to verify the following files exist:

default
ntuser.dat
sam
security
software
system
usrclass.dat

Verity the permissions set on the RegBack directory are Full Control for Administrators only.

Conclusion

Congratulations! You have created a bastion host that’s ready to serve as a secure VPN gateway to
your Internet. Be sure to test it when you “go live” and monitor the logs regularly for signs of
suspicious activity.
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