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Objective

The objective of thispgper isto familiar ze the reeder with a processof determining an
appropriae fileauditing scheme for any Windows NT 4.0 sysem. Emphad s will be placed on
utilizing Windows NT 4.0 auditing capabilities, limiting use of third-party utilities, reviewing
sysem security needs, egablishing an appropri aeauditing policy, defining gppropriate auditing
functions, and demondraing theimplementations of these functions. Thisobjective will be
achieved through theuse of ageneral case study designed to hdp the reeder become familiar
with steps he should follow when establishing a security plan for hisown system(s). In this
paper, the reader will become familiar with theimplementation of file auditing, how to determine
which events should be audited, and how to determineif auditing the success and fail ure of each
event isnecessary. Thispaper can beused as a step by gep guide for fileauditing, as it provides
illugrated ingructions for using the Event Viewer, and exampl es of viewing and interpreting
security logs, aswd | as ademondration of archiving the security logs.

Overview

A computer security sandard must be carefully reviewed and deci ded upon prior to
implementaion. Thisdandard will vary greatly from organization to organi zation. Each
organization must assessits own needs, and determine an gopropri ae ba ance between
functionality and security for itsdf. At a minimuman organization should consder the
following:

Access Pdlicies- Who isallowed to use an account
Password Requirements
Proper and Improper Use of Systems
Rules and Guidelines for Usage
Congnt to Monitoring
Group Membership
File Permission

System Polides- Install aion Policy
Determine Essential/Non-Essentid Services
Upgrade Rolicy
Backup Policy
System Monitoring
Security Audits

Breech Recovery Policies- Redoration of Data
Ind dent Handling
Intruder Prosecution

Before deciding upon how to utilize the customi zabl e features of your Windows NT sygem, the
organization must adopt a set of computer use and security polides. These policies should be
established prior to the degployment of Windows NT sygems on the network. It ismog effective
if an organization has reviewed and printed guidelines and/or a“tried and true’ outline for each
workgation. Al an organization should incorporaethe “ Generd Security Guiddines’ as
outlined in“Windows NT Security — Step by Step” published by the SANS Institute as abed
practi ce guideline. These guidelinesembrace theleast privilege prind ple, carefully planned
groups and permissions, limited trust, securing the Remote Access Service (RAS), limiting
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access to the Network Monitor, using third-party authenti cation, and keeping the systemup to
date.

Microsoft Windows NT 4.0 is capabl e of incorporating many level sof security, from no security
tothe C2 security level as defined by the Nationd Computer Security Center (NCSC)
publication Departrrent of Defense Trusted Conputer System Eval uation Criteria. There area
number of customi zabl e security features in Microsoft Windows NT including: User Acoounts,
password permissions, Fileand Directory Protection, regigry protection, and printer protection
jud to name afew.

An unlimited number of user accountsthat can be used individually or by adding them to groups
and enforcing agroup policy. By assgning privileges to these user accountsit ispassible to
permit or deny accessto any computer resource.

Password permissonis dso incorporated with Windows NT and can be used to redrict accessto
resources and accounts. It isposdbleto customize the password policy to fit the gecific
organizationd need.

File and directory protection can be egablished on aby-file or by-directory basisand can be
implemented d one or usad in corrd aion with user account and guest account security .

Registry protection iscustomi zable and should be enforced dncethe regidry isthe repository of
all sygem configurations.

Printer protection can be cusomized to prevent certa n users from printing to specific devices for
specific periodsof timeor permanently.

Monitori ng performance helpsthe system adminigrator fine tunethe system and it iscgpabl e of
warning of goproaching problems.

Auditing is another customi zabl e cgpabi lity of Windows NT. Security auditing isdisabled by
default and mug be enabled before it ispossibleto track security related events. Security
auditing provides many waysof tracking acoount use and object access to such as printers, file
and directory sharing, and file and folder access. Auditing can also beused to track other critica
sysem security events such as the restart and shutdown of the sysem, successful and faled
|ogon attempts, and other security events. Each organi zation sould create itsown uniquelevd
of system security to fit the needsof the company or system.
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Defining an Audit Palicy

An audit policy isavery important part of Windows NT security. When used correctly it can
provide information on awide range of security events. It can help the sygem adminidrator
determine items 2uch as common trends authorized and unauthori zed accessto the sysemand
data changesto user accounts and groups normal use or the abuse of files, shares, and printers
useof system levd processes, sygem eventslike gart-up and shut-down. When determining an
audit policy the sygem admini strator shoul d congder the following, at a minimum:

1. Use of FHleand Directory Resources
2. Logor/Logoff Events

3. Shutdown and Regart of the System
4. Changesto Users and Groups

5. Seaurity Policy Changes

When meking dedi sions about whether or not to audit the eventslisted above, determinethe need
or want for auditing the successand/or fail ure of each event. Successwill tdl how often these
events takeplace and will provide abaseline for appropriaeactivity. If the system adminigraor
plans on auditing the successof eventsin order to establish “trends’ of gopropriae ectivity, then
aplan for archiving the event logs should be egablished. The failure of these eventswill hdp the
sygemadministraior determineintrusion atemptsand security breeches,

Audit Palicy - Audit Classes Defined
The audit classes availabl e for auditing are shown in the Audit Policy window [Fg. 1]. Clicking

on “guccess’ or“failure” for each dass, the system admini drator can determi ne what eventswill
beaudited. Each dassisdefined below to assig in the sd ection of the appropriate audit factors.

Audit Policy
Diomain: AUDIT
" Do MNat Audit S
Success  Failure Help

Lagan and Lagaff

File and Object Access

Uze of Uzer Rights

Uszer and Group Management
Security Policy Changes
Bestart, Shukdown, and Sypstem

PR R
CECRERCRCRCRC]

Process Tracking

Figure 1 — Audit Policy Window

L ogon and logoff — Successof thisclassprovide abaseline of appropriaelogon and

| ogoff events. User trends such as working schedules can be edablished in order to ass g
in determining intrug on attempts outside thenorma range of activity. Auditing the
failures of thisdassisamethod of i dentifying repeated intrus on attempts to the account.
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Fileand Object Access— Success and failuresof thisclass provide abasline of
appropriae ectivity with files, folders, printers, and/or shares. File and object access
auditing will provideinformati on on: digplaying fileor fol der names, displaying data, file
or directory attributes, changesto directory attributes, diglaying file and owner
permissons, creaing filesor subdirectori es, changing the fil e or the files atributes,
access to aubdirectories, the execution of files, deleting of filesor directories, changing
fileor directory ownership, or changing file or directory pemmissons. It can d < provide
informati on on the use of spedific printers. Any changes made to fil es can betracked and
logged. Thisis espeddly hd pful when proprigary or sensitiveinformeati on resideson a
sysem.

Use of User Rights— Success and faluresof this classprovide information on the use
and misuse of backing up files and directories, shutting down the computer, logging on
interactively, and changing the systemtimes asdefined by Windows NT. Caution:
Auditing user rights can qui ckly eat up sysemresources since most normal activities
invol ve the use of user rights. [Fig. 2and Fg. 3]

User and Group Management — Success and fa luresof this class provide information
on the addition, modification, or dd etion of users and groups.

Security Policy Changes— Success and failuresof thisclassprovide information on
changes to the auditing policy or the reass gnment of user rights. It is suggested tha this
beaudited ance changesto thisdasswill only occur rardy.

Restart, Shutdown, and System — Successand falure of this d assprovide information
on sysgem shutdown, booting, or any other event tha affectssysem security or the
security log.

Process Tracking— SQuccessand fa lure of this dassprovide information on program
activaion and other important sysem evd information about processes.
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User Right

I f you have thisright,
Then you are ableto...

Groups Holding
by default

Basic User Rights

Access this computer from
the network

Add workstations to
domain

Backup files and directories

Change the system time

Force shutdown from a
remote system

Load and unload device
drivers

Log on localy

Manage auditing and secu-
rity log

Restore files and directories

Shut down the system

Take ownership of files or
other objects

Use shared resources via
the network

Define a system as part of
the domain

Access or modify any file or

directory on the system,
regardless of its ACL

Modify the time setting of
the system’s interna clock

Shut down aremote server
(not implemented)

Dynamicdly load and
unload device drivers

Log in to the system inter-
actively

Specify which objects are to
be audited when auditing is
enabled (which must be
done by an administrator)

Access or modify any file or
directory on the system,
regardless of its ACL

Shut down the local system
(when logged-in interac -
tively )

Assume ownership of files,
directories, and other file-
system objects, regardless
of their access permissions

Everyone, Admins
Power Users

None

Administrators

Backup Operators
Server Operators

Administrators
Power Users
Server Operators
Administrators
Power Users
Server Operators

Administrators

Account Operators, Admins.
Backup Operators, Print
Operators, Server Operators
Everyone (on workstations)

Administrators

Administrators
Backup Operators

Administrators
Server Operators
Everyone (on workstations)

Administrators

Figure2— Basic User Rights
Source Essentid Windows NT System Administration— Ad een Frisch
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If you have thisright,

GroupsHoalding

User Right Then you are able to... by default
Advanced User Rights
Act as part of the operating | Execute with operating None
system system-level system access
Bypass traverse checking Ignore directory permissions Everyone

Create a pagefile

Create a token object
Create permanent shared
objects

Debug programs

Generate security audits
Increase quotas

Increase scheduling priority

L ock pages in memory

L og on as a batch job

Logonasaservice

Modify firmware environ-
ment values

Profile single process

Profile system performance

Replace a process-level
token

when accessing a file by full
pathname

Create and modify paging
files

Create a token object
Create shared operating
system-level objects (not
filesystem shares)

Execute with certain system
debug hits set

Generate security audits

Modify resource quotas
(not implemented)

Modify a process's execution
priority upward
Force memory pagesto re-

main resident in real
memory

Register with the system as a
batch job (designed for
applications)

Register with the system as a
service (designed for
applications)

Change firmware parameter
Values (hardware-dependant)

Measure performance data for a
single process (not implemented )

Measure performance data
systemwide

Adjust aspects of a process’'s
environment

Administrators
None

None

Administrators

None

Administrators
Administrators

Power Users
None

None

None

Administrators

Administrators
Power Users

Administrators

None

Figure3— Advanced User Rights
Source Essentid Windows NT System Admini stration— Ad een Frisch
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Auditing File Access

For the purposes of thispaper, the only audit class chosen in the Audit Policy isthe success and
failureof Fileand Object Access. Thisisnot a recommendation for an gppropriate audit policy
for any exigent or non-existent system but merely to fully demonstrate Hle Accessauditing asa
case study for the reeder. Sdecting the success and fa lureoptions will demonstrate the proper
procedures for auditing accessto these items and will ass g in thedemondration of archiving
baseline information or user trends.

From the Start Menu Select Administrative Toolsé User M anager for Domains. At the
“Policies” menu slect “ Audit”. Place a checkmark inthe * Quccess’ colunn and in the* Falure”’
column next to “Hle and Object Access’. Note tha auditing isonly enabled  this screen but
doesnot begin until files, folders, and/or printers are defined i n each of their reective
properties.

Keep in mind, in order to audit security events, it isnecessary to have adminigrative privileges.
When adminigering domains, the Audit Palicy gopliesto the security policy of both the primary
domain controller and the backup domai n control ler becausethey use the same Audit Policy.

File System Configuration

It isnot possble to audit filesor folders on a File Allocation Table (FAT) formatted volume. In
order to uccessfully audit file access thedrive contaning the fil es to be audited should be
formatted with Windows NT Fle System (NTFS).

Determining Volume Format
1. Double Click the “My Computer” i con fromthe desktop.
2. Right click the disk tha containsthe information to be audited and sd ect properties.
3. Determineif thedriveisNTFSor FAT [HQ.4]
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Practical C [C:] Properties I E3

General ] Tools ] S haring ] S ecurity ]
Labe=l:
— L
Tyvpe: Local sk
File susternn: MNTFS
B ==d zpace: 221.000.192 bytes Z210ME
Bl Free space: 1.290.231 272 bytes 1.7FEGE
Capaciky: 2,111 . 8322 054 bytes 1. 96GE
Drrive T
[ Compress C:s

Ok I Cancel |

Figure4 — Drive Properties

Converting FAT Formatted Volumeto NTFS
1. From the start menu sdect Accesoriesé M SDOS.
2. At the command prompt type convert c: fs: ntfs (use v for verbose mode) [Fig. 5]

3. Regart the machine.

5 =101 x]

Microsoft(R> Windows NICTM>
(C> Copyright 1785-1996 Microsoft Cowp.

C:x>convert c:/fFsintfs su

Figure5— Conwerting Diskfrom FATto NTFS
Enable the System for File Auditing

1. Fromthe Start Menu sdect Administrative Toolsé User M anager for domains.
2. Fromthe PoliciesMenu sdect “ Audit”.
3. Place acheckmark in both the Success and the Failure boxes next to FHle and Object

Access[Fig. 6].
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Audit Policy

Dornair: — AUDIT oK
" Do Mt Avdit
o Audit These Events:

Cancel

il

Succesz  Failure Help

Logon and Logaff

File and Dhject Access

Uze aof User Rightz

Uszer and Group Management

Security Policy Changes
Bestart, Shutdown, and System

[

Froceszs Tracking

Figure6— Audit Policy w/ Fileand Object Access (Success and Failure).
4. Click “OK” when finished.
Setup of Auditing on Filesand/or Directories
1. Start Windows NT Explorer

2. Right click the file or directory to be audited and slect “ Properties’.
3. Select the Security Téab [Fig. 7].

General | Sharing Security

Pemissions

“Wiew or set permission infarmation on the
w0 [ i
sl selected item(s].

Auditing

Wiew or et auditing infarmation on the
wr [ i
=B selected item(s].

Auditing
Ounership
Wiew or take ownership of the selected
'V' item(s].
Owrership
ok | cencel | ‘

Figure 7—Wnnt Directory Properties Security Tab

4. Click “Auditing”. Depending on the sdection, aHle Auditing or a Directory Auditing did og
box will appear.

Auditing changesonly gpply to the directory and itsfiles, subdirectories are not
included. Inorder to indude subdirectories, placea checkmark in the box next
to “Replace Auditing on Subdirectories’. If necessary, to goply changesto the
directory only, place acheckmark in the box next to “Replace Auditing on
Existing Fles’[Fg. 8].
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Directary: CiwIMMT
™ Replace Auditing on Subdirectones

x

Cancel

i

IV Replace Auditing on Esisting Files
Mame: Add...

Help

b

Ewents to Audit Q

Success Failure

i iy mi e
mi Rl El =Nl

Figure 8 — Replace Auditing on Existing Files

Notice the “Eventsto Audit” Section is shaded out. Events cannot be sd ected until
userggroups/domainshave been chosen.

5. Click “Add”. The Add Usersand Group dialog box gppears[Fig. 9].

Add Uszers and Groups
Lizt Mames From; L@,AUDH* j
MNames:
Ejﬂi&ccount Operatars Members can administer domain user ar =
A dministrators Members can fully administer the compu
difbuthenticated Users Al authenticated uzers

2B ackup Operators Members can bupass fle security to bac__
PRCREATOR OWNER The uger who creates this object

G0 omain Adming Dresignated administrators of the domain
G0 omain Guests Al domain guests

@80 omain Llsers &l domain users ﬂ |
Show Uzers Search... |
Add Mames:

0K | Cancel | Help |

Figure9— Add Usersand Groups to auditing.

6. Select the gopropriaedomain, users, and groups and dick “Add” thenclick “OK”.
7. Under Eventsto Audit [Fg. 10], click the success and failuresboxes of the eventsto be
audited.
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Directan: CAwINNT Ok
[ Replace Auditing on Subdirectaries

i

Caticel
¥ Replace Auditing an E sisting Files

Mame: Add...

-_I'_(ﬁ Adrninistratars
5 Users

Remove

di

Help

Events to Audit

Success Failure
Read
Wirite
Execute
Delete

Change Permissions

CUREY E i i
I N Y i

Take Ownership

Figure 10 — Events Success Fail ure Sd ection

8. Click“OK?” to return to the Propertiesdialog box.
9. Click“OK” agan — Auditing has jus been st up for thedirectory/user/group/ sd ected in the
steps above.

Removing File and Directory Auditing

1. To remove fileor directory auditing for auser or group, jus sd ect the user or group and then
click “Remove’.

Using the Event Viewer

Windows NT Sygemevents, including errors, access viol aions, routine status messages, and
auditing, are stored in three log files

The System Log — Indudes sygem error messages, and datus messages for sy stem reboots
and other events. If sydem events are slected for auditing, theseare d 20 induded in thislog.

The Security Log — Indudes messages relating to security. Security problems, such as
incorrect logons, areinduded in thislogif auditing is enabled. Security auditingis disabled
by default.

The Application Log — Indudes events logged by applications and problems such as
application crashes.

To usethe Event Viewer tility, fromthe Start menu select Progransé Adminidrative Toolsé
Event Viewer. Thiswill diglay information from each of thelog fileslisted above. Use theLog
menu to slect the file being diglayed. It ispossbleto change the order for viewing eventsor
search for eventsmatching gpedfic criteria.
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Security Log Settings

Auditing File and Object Access can quickly reault inthe Windows NT Security logsbecoming
full. When thelogsbecome full the sygem isno longer able to record events. Thisproblemcan
beavoided by changing the settingsof the Event Log.

One way to avoid thelog filling up isby customizing the 9 ze of the security log in the Event
Viewer. Theselogscan range from 64K in szeto 4,194 240 K in size inincrementsof 64K.
Default is512K.

This problem can also beavoided by slecting one of the following three options: Overwrite
Events as Needed, Overwrite Events Ol der than x Days, or Do Not Overwrite Events.
CrashonAuditFal makesit possbleto halt the sysem when the security log isfull.

Overwrite Eventsas Needed — by slecting thisoption the systemwill alway's overwrite
the oldes events with the mog recent. Thiscould be used on alow ma ntenance sygem.
Keep in mind, however, tha it isal 0 very easy to for ahacker to overwrite these eventsto
flush out log fileswith meaningless entries.

OverwriteEvents Older than x Days— Allows an adminigrator to determinethe number
of daysto retaininthe event log. Thedefaultis seven. Thisisa good choice (maybethe
beg) if you are archiving the logs regularly. Be sure that the log doesnot fill up & arae
that exceeds the archive schedul e.

Do Not Overwrite Events— Requiresthe log to be deared manudly. Thisisa good choice
when the administrator cannot afford to miss any events (usudly a high security system). It
can dso beusdin conjunction with the CrashOnAuditFal registry stting.

CrashOnAuditFail — Isagood choice for security. It requires adminigrator intervention
when the log fillsup. Thisisgood for caching hackers trying to flush the sygem.
However, thisoption d s has adowndde it can beused as adenial of serviceattack on a
sygemthat is required to be operational the mgority of thetime (uch asaweb store
interface).

To hdt the system when the security log fills,you mug create or assign the following regi gry
key with aRegigry Editor auch as regedit.exe or regedt32.exe. Remember changes will only take
effect after the sygemisredarted. Updaethe Emergency Repar Disk after changes have been

made.
Hive: HKEY_LOCAL_MACHINE\SYSTEM
Key: \CurrentContol S=t\Control\L sa
Name CrashOnAuditFail
Type REG DWORD
Value 1
18
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Once the sygemishdted as areault of the registry key aove, the sygem must be restarted and
reconfigured in order to hdt the gystem again when the security log fills up. Remember only
sygemadministrators can log on to the sysemuntil the security log is d eared.

Securing theEvent Log Files

The volume that containsthe folder \%Sy stemRoot%\Sysem32\Config should be formatted with
NTFS. In thisfolder there arethree event logs SysEvent.evt (the System Log), SecEvent.evt (the
Secuity Log), and AppEvent.evt (the Application Log), which areviewablein the Event Viewer.
Use NTFSpermissionsto control access to these files. The Administrators group along with the
System account should begranted full control of these files[F g. 11]. All other access should be
assigned on a case-hy-case bags. In addition to assigning NTFSpermissons, NTFSauditing
should dso be enabled to these files. Administrators should be audited for successes and
failures, the “Everyone’ group should beaudited for failuresin all categories, and the sygem
acoount should not be audited [Fig. 12]

File Permiszions

File:  CAWINMThapstem32hconfighS ecE vent Evt

Owrer: Administrators

MHame:

@ SYSTEM Full Control (21

Tupe of Access |Fu|| Cartral ﬂ

Qg | Cancel | Add... | Bemove | Help |

Figure 11 — Granting File Permissionsto the Event Logs limited to Adminidrators & Sygem

File Auditing | File Auditing File Auditing
Fle:  CAWINNTsystema2icanfighSysE vent Evt File:  CNWINNTSspstem32\canfighSysEvent Evt File:  CAWINNTAspstem32\confighSysE vent E vt
Cancel Cancel
T el |
Add Add
Remove Fiemove
Help Help
Events to Audit
uccess I Success Fal\\l.ﬁ
Head ~ i3 Read ird [
Success Failure: oes ==
e o ird rite i3 [
Bead u u Exscute ~ 4 Execute ~ n
Wrte I I Delste i e Delete 2 [
Execut r r Change Pemi ~ i Changs Perm v u
Delet [ [ Take Dwnership Vi i Take Dwnership i u
Change Pemissions o o
Take Dunership [ [

Figure12 - Auditing Event Logs - Everyone/Adminigrator/ System Settings
In User M anager thereis auser right named “Manage Auditing and Security Log”. This
right should only be assgned to sd ect i ndividuals wi thin the Admini stratorsgroup.
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Viewing the Security L og

From the Start menu sdect Programsé Administrative Toolsé Event Viewer. Fromthe log
menu, dick Security [Fig. 13].

1 Event ¥iewer - Spstem Log on YWPRACTICAL1
“iew Options Help
v Suztem

Source Category

£pplication BROW/SER Mone
Open.. BROW/SER Mone
gave A EwentLog Maone
R EwentLog Mane
Clear &Ml Everts AppleTalk Maone
Log Gettings... EwentLog Mone
BROWSER Mone

Select Computer... BROWSER Mone

. BROWSER MNane
ot Allerd BROWSER: None
314m 12:14:35 Phd BROWSER MNone

A3 Am 1799 A0 Mok d Drmh Ao bl m =

Figure 13 — Sd ecting the Security Log in Event Viewer.

Most event logscond st of aheader, adecription of the event (based on theevent type) and a
description. Event Viewer displays events from each log separately. Eech line shows
informati on about one event. Thisinformati on includesthe type, date, time, source, category,
event ID, user acoount, and computer name. Thetype header of a security log records* Success’
audit eventsor “Falure’ audit events. In the Event Viewer'snormd lig, eventsare represnted
by akey (Success) or alock (Falure). The“Da€’ header containsthe date the event took place.
The “Time” header containsthelocd time of the event. The “ Source” header provides
informati on on the oftware that logged the event, which can be an application name, a
component of the sysem, or acomponent of alarge gpplication, such asa driver name. The
“Category” header indicatesthe d assfication of event by the event source. Thisinformaion is
primarily used in the security log. For security audits, this corregpondsto one of the event types
for which successor failure auditing can be enabled in the User Manager Audit Rolicy. The
“Event ID” header provides anumber, which identifies the particul ar event type. This
information can be used by support representativesto troubl eshoot system problems. The “ User”
header logs information on whose behdf theevent occurred. Thisnameisthe dient ID if the
event wasactually caused by a srver processor theprimary ID if impersonation isnot teking
place. Where gpplicable, a security log entry conta ns both the primary and impersonation IDs.
The “Computer” heeder logs information about wherethe event took place. To view detail ed
information for any event, sdect the event and then on the View menu, dick “ Detal” or double
click theevent and it will automaticaly open the* Event Detail” window [Fig. 14].

20
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Event Detail

Date: 31601 EventID: 5E0
Tirme: 1:48:51 PM Source:  Security
Uger, Adminiztratar Type: Success Audit
Computer: PRACTICALT Category: Object Access
Deseription:
Primary User Mame: Administrator ﬂ
Primary Domain: ~ AUDIT

Primary Lagon ID:  [0x0,0:17FD)
Client User Mame:  Administrator

Client Domain: ALDI
Client Logon ID: (0x0,0417FD)
Accesses ACCESS_SYS_SEC %
Piivileges SeSecunityPriviege
= o

4] JJ
Close Erevious| Hest | Help |

Figure 14: Event Detail Window
Filtering and Finding Security Log Events

When garting the Event Viewer, dl the events recorded in the log gppear automaticdly. Itis
possibl e to change the appearance of thelog, to diglay ecific events, by using the “ Filter
Events’ command and the “ Find” command.

Findingor Filtering Events

1. Start “Event Viewer’
2. Select “Hlter Events’[Hg. 15] or “Find” [Fig. 16] from the View menu.

3. Select gopropriate criteria[Fg. 17].
Filter Find

“iew From Yiew Thraugh -DK
* iFi 4 @ Last Event Topes
: — Cancel ;
" Ewvents On: " Events On; v i ioh ¥ Success Audit
[ snzol ERGETE) ﬂ %p Waing ¥ Faiure dudt
E1- = a0 - Hel
[ 1:51:35ruf [ s Help ¥ Eror Clear

Find Mext

Canicel

Uil

Types ™
[V Information [V Success Audit Sougce: |[ﬂ”] j Oelp
V¥ Waming [V Failure Audit
W Emar Categary: |[A”] j Direction
Source: |[AII] jlk Ewent ID: | " Up
Category: Al =] Computer | + Down
der ! User: |
Computer: | -
EventID: | Desciptior: |
Figure 15 — Filter Event Window Figure16— Find Event Window

4. Click OK.
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Filter and/or Find Criteria

Filter Options Description

View From/View Through Filter only: Specify the dates for which you
wish to view events.

Types Select the types of events that you want to view.
(Success or Failure.)

Source Specify the software or component driver that
logged theevent .

Category Select the classification of the event as defined
by thesource.

User Specify a user account to locate events resulting
from a specific user.

Computer Specify a computer name to locate events resulting
from a specific compuiter.

Event ID Shows an event number to identify the event.

Description Find option only: Specify text that would appear in

the description of the event.

Figure17 —Filter and/or Find Criteria
Source Microsoft Official Curriculum Administering Microsoft Windows NT 4.0

Ar chiving the Security Log

The Windows NT resourcekit provides the following fundamental description on Archiving the
Security Log:

In Windows NT, when archiving an eventlog, it can be sved it in one of the
following formats

1. Log file forma, enablesthe archived log to be viewed againin Event Viewer.

2. Text file format, enabl esuse of thelogged information in an gpplication such
asaword processor.

3. Comma-ddimited text file format, enabl esuse of the logged information in an
application such as a preadsheet or afla-file datebae.

Binary event dataissved if thelog is saved in log file format, butislog if saved
in the other two (text file forma, or comma-delimited text file format). Event
de<criptions are saved in dl archived logs. When archiving a sorted log, the sort
order affectsthe order in which event records arearchived in atext file forma or
comma-ddimited file forma. However, sort order doesnot affect the order of
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event recordsin alog archivedinlog file format. The sequence of daawithin
eachindividual record is saved inthe following order: Date, Time, Source, Type,
Category, Event, User, Computer, and Description. Archiving the log hasno
effect on the current contentsof theactivelog. To clear theoriginal log, slect
“Clear all Events’ from theLog menu. To removean archived file, delete the file
by right dicking and choosng “ Delete” or simply drag the fil e to the recycle bin.

Saving Security Log File for Archival

1. From the Start menu sdect Programsé Administrative Toolsé Event Viewer.

2. FromtheLog menu slect “ Save As’.

3. Select alocation for the file and type a filename.

4. Select the forma to saveitin (log file format, text file format, commadelimited text file
format) [Fig. 18].

Save As
Savein: | ‘i LogFiles =l ﬂ l_Eé_

File name: | Save |
Save as vpe: |Event Log Files [*EYT] Cancel

8 hject Access

hicrt Arroce

Test Files [ To¢T]
Comma Delim. Test [ TXT)

B 14 R

Figure 18 — Sd ecting Log File Format
5. Click the “ Save” button.
Clearing the Security L og

1. Fromthe Start menu slect Programsé Adminidrative Toolsé Event Viewer.

2. Fromthe Log menu sdect “Clear All Events'.

3. The system will prompt to savethelog before dearing it. Select the gopropriate answer [Fig.
19].

Clear Event Log

:-:) ['o pou want to zave this event log before clearning it?

Mo ‘ Cancel | Help |

Figure 19 — Saving the Event Log before d earing.
4. If “No” issdected, the system will warn that the action being takenisirreversible, [Fig. 20].
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Clear Event Log ]

Clearing an event log iz an imeverzible action. All events in the event log will be lost.

Are you sure you want ta clear the Security event log?

Mo | Help |

Figure 20 — Clear Event Log without saving warning.

5. The security log will create an entry gating tha thelog hasbeen deared [Fig. 21].

0 o =] ]

Log Wiew Optionz Help

Category Event |User

Computer

Systermn Event 517 SYSTER PEACTICAL
Event D etail
Date: 3/20/0 Event|D: 517
Tirne: 12:22:06 PM Source:  Security
User MT AUTHORITY4SYSTE Type: Success Audit
Computer: PRACTICALT Category: System Event
Description;
The audit log was cleared J

Primary Uger Mame: SYSTEM

Primary Domain: MT AUTHORITY
Primary Logon ID:  [0x0,043E7]
Client User Mame:  Administrator
Client Domain ALDIT

Client Logon [D:  [0x0,0<17FD)

L]

4] JJ
Cloze Frevious | MNext Help |

Figure21 - Security Log Event: Audit Logwas deared.

Viewingan Archived Security L og Saved inLog File For mat- Step by Step

1. Fromthe Start menu slect Programsé Adminidrative Toolsé Event Viewer.
2. Fromthe Log menu slect “ Open...”and %l ect the path and name of the fileto be opened
[Fig.22].

Open
Lok jn: | 1 Log Files j ﬂ ’E_‘

[ logfiel vt

File hame: |Ic-gfie| Open |
Files of type: |Event Log Files [FEWT) j Cancel

Figure 22 — Opening Security Log Saved in Log File Format.
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3. Click “Open”.
4. An “Open Fle Type” window gopears. Sd ect the radio button next to security [Fig. 23].

Open File Type

File: C:AWINNTS...ogfislevt
Open File of Type Bemad]
" System el
T .\ =
(¢ Security [ =

" Application

Figure 23 — Open File Type.. Security

5. Click“OK”.
6. Thefilewill be opened in the Event Viewerlog file. It is still possible & this point to usethe
find option and the filter event option (See figures15 and 16).

Viewing an Archived Security L og Saved in T ext File Format— Step by Step

1. Openaword procesor (WordPad, Notepad, Mi crosoft Word, Word Perfedt, etc.).

2. From the File menu of the word processor select “ Open...” and sd ect the pah and name of
the file to be opened.

3. Click “OK".

4. Thefilewill beopenedintext format [Fig. 24]. Atthispointitisnolonger possibletouse
the find option and filter event option.
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B textlog - WordPad

File Edt “iew |nsert Fomat Help

D[2|E| Sl &

=B

M=l E

3f16F0L 1:46:51 M
Object Zerver:
Handle ID:
Procesr II:

3FA6F0L 1:dd:51 FM
tbject Zerver:
bject Type:
Object Hame:
Bewr Handle ID:
Operation ID:
Process ID:
Primary Vrer Hame:
Primary Demain:
Primary Legan ID:
Client User Hame:
Client Domain:
Cliert Logon ID:
Accesses

Privileges

HLEFOL L:dE:24 MM
Object Jerver:
Handle ID:
Frocess ID:

HL6F0L 1:dé:3d4 P
tbject Zerver:
Object Type:
Object Mame:
Bewr Handle ID:
Operation ID:
Procesr II:

For Help, press F1

Figure 24 — Security Log in Text File Format asviewed in WordPad.

Security Success Audit Object Access
Security

i

ELTEEE25E

Security Juccess Audit Object Access
Jecurity

File

£ \MIHNT sy stemd 84 conf i g Sy sEwent Eve

420

{0,208821)

ELT4645258

Adninistrater I

AULIT
[0 1L PEDY)
Administrator
AUDIT

[0, 0L 7FD)
ACTESS_3¥3_IEC

SelecurityPrivilege

Security Iuccerr Audit
Jecurity

i

174646251

Object Access

Security Success Audit Object Access
Jecurity

File

£ AMINNT, sy stemd 84 cond i g Sy sEwerts. Evt

e

{0,:308712}

ELTEEE25E

562

560

L3113

560

Adwini skrator

Bdnini rtrator

Adiini rhraver

Aduinistrator

FRACTINALL

FRALTICALL

FRACTICALL

FEAPTINALL

I

|4

Recommendation: Save two copies of the security log. One copy in event format and one

copy in comma-ddimited text file format for detailed review a alater dae.

Testing - Auditing of Filesand/or Folders

Testing the audit policy tha hasbeen establi shed will assig the sygem adminidrator in
determining if the policy was setup correctly. It isrecommended that each file be tested that is
cong dered proprietary or sendtive to an organization to make sure access attempts are being
denied to those users without the authority to viewthedocument. It isal 0 agood way of double
checking the Windows NT security settings to be sure they have been set up appropriady. In
order to illudrate the testing of theaudit policy edablished, the admini strator account will be
used to “ Teke Ownership” of afileinthe\winnt directory (see figure 10)

1. Log inusing the Adminigrator account.

2. Fromthe Start menu sdect Programsé Administrative Toolsé Event Viewer.
3. Fromthe Log menu, slect “ Security” [Fig. 25].
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i Event Yiewer - Security
Wiew Optiohs Help
Syztem

Application I!

Open...
Save fiz...

Clear All E vents
Log Settings...

Select Computer. ..

E xit Ale+F4

Figure 25 — Event View Log Sd ection— Security
4. Agan, fromthe Log menu, sdect “Clear All Events’ [Fig. 26].

Eiew Optionz  Help
Suztem

v Security
Application

Open...
Save fs...

Clear &l Events k

Log Seftings...
Select Computer...

Exit Al+F4

Figure 26 —Event View Log— Clear All Events

5. At the Clear Event Log window, respond to “ Do you want to savethisevent log before
closing” [Hg.27] by sdecting“No”.

Clear Event Log

\?I) Do pou want bo save this event log before clearing it?

Cancel ‘ Help ‘

Figure 27 — Clear Event Log window

6. At theClear Event Log Waming window [Fig. 28], the sygem will wam, “ Areyou sureyou
want to dear the Security eventlog?’ sdect Yes.
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Clear Event Log <]

Clearing an event log iz an imeversible action. All events in the event log will be |ost,

Are pou sure pou want to clear the Secunity event logy

Mo | Help |

Figure 28 — Clear Event Log Warning Window

7. Leave Eventview open.

8. From the Desktop right-dick the* My Computer” icon.
9. Select“Explore’.

10. Doubleclick thevolume of the fil e chosen for audit.

11. Right click the file chosen for audit. (Inthis case, any fileor folder in the \winnt directory

will do).
12. Select “ Properties’ and slect the* Security” tab [Fg. 29].

Metscape Propeities

General  Security ]

Permissions

Wiew or get permizzion information on the
i ]
w2l selected item(z),

Auditing

Wiew or get auditing information on the
4l
= selected item(s),

Ownership

Wiew or take ownership of the selected
'V' item(s]

anershlp[

Ok | Cancel ‘ |

Figure 29 — Properti es wi ndow/security tab.

13. Click on *“ Ownership”.
14. In the* Owner” window click “ Take Ownership” [Fig. 30].

Owner

Eile Mame: WM T SN etzcape. (NI
Owner:  Administrators

Take Dwnersw Help |

Figure 30 — Owner Window/ Take Owner ship

15. Click “OK” @ the Properties window.
16. Retum to “Event Viewer”.
17. From the View menu slect “Refresh” [Fig. 31].
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: Event Viewer - Security Log on W\WF

WCC Options  Help

Date v &0 Events Sou
@, 3, FiterEvents.. Soc
g" v Newest First gEC
;@:".:, Oldest First -_—_-
Eind... F3
Detail... Eriter

Figure 31 — Refresh the Security Event Log
18. From the View Menu slect “Hnd’. In the Description box type “ownership” [Hg. 32].

W Success Audit Cancel

[v \warming [v Failure Audit Q

[v Ermar Clear
Source: |[A||] ﬂ ﬂ
Category: | [ ﬂ Direction
Esent 10 | " Up
Computer; |  Down
Uszer: |
Description: |uwnership [%

Figure 32 — Find Eventsthat contain “ ownership”

19. Select “Find Next”.

20. Doubleclick the event slected.

21. Scrall to the bottom of the Description window to confirmthat the event Privil egesreads
“ SeTakeOwnerdhipPrivilege' [Fig. 33].
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Event Detail X

Date: 3210 Ewent 1D; 5EO
Time: 32609 PM Source;  Security
Usen Adminigtrator Type: Succezz Audit
Computer: PRACTICALT Cateqory: Object Access
Diescriptian:
Frimary Uger Mame; Administrator ﬂ

Frimary Domain, AUDIT

Primary Logon ID:  [0x0,0:94B7]
Client Uzer Marme:  Adrministrator
Client Domain; AUDIT

Client Logon 1D:; - [0x0,0434B71]
Anceszes WwRITE_OWHMER

SeT akelwnershipPrivilege

Cloze | Previous | Mest | Help ‘
Figure 33 —Event Detail Description— Privileges: Take Ownership

22. Seleat “Closg’ onthe Event Detail Window.
23. Closethe event Log.

The auditing of “Take Ownership” by the Administrators group has been confirmed. If there are
guegions about the implementation of an audit policy, each audit event should beteged prior to
deployment of the computer systems.

Establish A Review Policy

With security auditing enabled, it is possble to identify thenormd useof a gystem and detect
when abreech in security is atempted or hasbeen accomplished. However, even though security
auditing hasbeen enabled, a policy should be in place to review thelog files on aregular bass.
A lack of reviewing the security logs renders the auditing control s ineffective. Itis recommended
that the security audit logsbe reviewed on aweskly bassa a minimumand, asoften asdaly,
depending on a company’ s security environment. A review policy shouldindude adetaled lig
of each security event audited, the name of the person regponsible, the date and time completed,
acomment section for security anomalies. It should a0 indude evidence of adminigrator
review and a dgnatureor initial section to establish who completedthe review [Fig. 34]. This
review sheet hould be kept in alocked drawer only accessbleto sydem adminigrators o
potential intruders can not determine what feaures are being audited.
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Security Log Audit Review Sheet

Event Log Checed for Anomolies Found Action Taken Date | Time Signature
L ogon/L ogoff - Sjooeg

L ogon/L ogoff - Falure

LCileand Qbiegt Access JLallure
Use of User Rights - Fallure

Restat, Shutdown, and System - Falure

Event Log Checed for Anomolies Found Action Tgken Da_te Time Sgn_ature
L ogon/L ogoff - Success
_Logon/L ogoff - Falure
| Fileand Object Access -Falure

Security Policy Changes - Success

Security Policy Changes - Fallure
Restat, Shutdown, and S/S_tem -SJCX:S_S

Restart, Shutdown, and System - Failure

Event Log Checed for Anomolies Found Action Tgken Da_te Time Sgn_ature
L ogon/L ogoff - Success

L ogon/L ogoff - Falure

| Fileand Object Access -Falure

Security Policy Changes - Success
Restat, Shutdown, and S/S_tem -SJCX:S_S

Restat, Shutdown, and System - Falure

Event Log Checed for Anomolies Found Action Tgken Da_te Time Signature
L ogon/L ogoff - SJooes_s

L ogon/L ogoff - Failure

Use of User Righ_ts - Failure
Security Policy Changes - Success

| Security Policy Changes - Falure
Restat, Shutdown, and System -Success
Restart, Shutdown, and System - Falure

Event Log Checed for Anomolies Found Action Taken Date | Time Signature
L ogon/L ogoff - Success

L ogon/L ogoff - Failure

Use of User Rights - Failure
Security Policy Changes - Success

| Seauity Policy Changes - Falure
ﬁtm, ShuLdown, and Sysgem -Suooegs
Restart, Shutdown, and System - Falure

Figure 34 — Security Log Audit Review Sheet
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Condusion

Microsoft Windows NT provides valuabl e, easy to implement file-auditing tool s, which will
yield va uable security dataprovided you actudly review it. Thisdataisan important wegpon
againg the ever-present hacker threat. By asauring theintegrity and validity of the data, files, and
sygemitslf, fileauditing can be asimportant as a sygem or databackup. Auditing Fle and
Object Accessisjug one and| part of the many auditing tool savail able with Windows NT
without the use of third-party products. There are many other security featurestha can be
implemented to ensurethe integrity of any Windows NT system. Once an organization has
determined the appropriate bd ance of security and functiondity for their sysems, they do not
need to look much further, than to the sygemitself, to find 9 mple easy-to-use security
enhancementsthat will tighten security on their system and make the r admini strati ve experience
much more successful.
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