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Intr oduction

This pgper defined the requirements for GAC Certificated in NT Security. This paper
takes an individual through the necessary steps and guidance required to audit and tipson
securing Windows NT Server including threats and vulnerabilities and how to address
them. The format used in this pgper has been based on questions and answers. | would
strongly advice individuals to research on their own before using this paper.

1. IsWindows NT default install ation secur €?

No. Theinstalled version (out-of-the-box) of Windows NT is not configured securely.
The initial installation of this operating systemis wide open with full access for all users
including thegroup “Everyone” and the guest account. | would strongly recommend the
below steps to be taken to secure the operating system

2. What format is better and secur e to use with Windows NT Server, NTFS For mat
or FAT?

Windows NT by default formatsthe hard drive as FAT partition. FAT provides no
security feaure while NTFSdoes. As discussed in the Orange book, NTFSisthe only
file system on Windows NT that supports Discretionary A ccess Control (DA C) for file
system objects and much more.

3. Howcan | convert FAT format to NTFS for mat?

» Click on the Start button
» Select Run and type “cnmd”

Run |

@ Type the name of a program, Folder, docurment, or

Internet resource, and Windows will open it For you.

Open: j

Ik I Zancel | Browse, ., |
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> At the DOS Prompt type "convert C:. /[FSNTFS /v"

o L2 WINNT Y System32h cd. exe

C:sroconvert Gz FS:HIFS-Av

Thesystemwill notify you that it cannot performthis conversion because the systemis
using this disk. You are prompted and asked if you want the conversion to take place at
the next boot up.

> Answer"Y" foryes.
> Reboot the machine, for the changes to take place.

4. What ar e Service Pack (s) and Hot fixes?

Service Pack and Hotfxes is acollection of upgrades and paches for Windows NT and
can be download from Microsoft site (www.microsoft.comintserver).

Or
In simple terms, patch or programfix is called service pack (SP). There area number of
service packs out there, both for different versions of Windows NT and Windows 2000.
Service packs are the means by which Windows NT product updaes, patches,
vulnerabilities aredistributed

NOTE: Service packs are cumulative. This means that SP6 contains all of SP1 through 5
as well asthe fixes introduced in older versions to Services Packs. Service packs often
update agreat amount of code by replacing major DLLS.

Hot fixesare intermediae fixes released between service packs and are not considered
fully regression tested, and as such not recommended by Microsoft to be goplied unless
one really need the feature they provide. Lately, a bunch of security problems have been
solved by means of releasing hot fixes.

NOTE: Service packs and hotfixes arethe means by which Windows NT product
updates, patches, vulnerabilities are distributed.
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5. Can you take me through thesteps of installing the Ser vice Pack?

Follow the following:

Createafolder and give it aname (any name).

Download the service pack fromany of the sites éove.

Fromthe Start menu, open a command prompt fromthe RUN menu
Move into thedirectory where the servicepack executeble is located.
Executable the service pack exefile

YVVVYVYYV

The service pack will expand in atemp directory

There are six switches available with the service pack executable file which are self-
explanaory and can be viewed with an “ /?" command.

6. Howcan | be surethat the server pack was installed?

Once the service pack has been executed, you would be prompted to reboot your
machine. Reboot your machine and follow the below:

» Click on the Start menu
» Fromthe Run command,
> type Regedt32
view the following registry value

HKEY_ LOCAL_MACHINE

\SoftwardM icrosoft\Windows NT\CQurrentVersion
SourcePath

REG SZ

Service Pack “the service pack version installed”

7. Where can | download the latest Service Packs and Hot Fixes?

Service Packs can be downloaded fromthe following links:

http://www.microsoft.comydownloads.
http://windowsupdate.microsoft.com
http://www.microsoft.conYNT Server/all/downloads.asp
http://www.microsoft.comydownloads

Description on the Hot Fixes and Services Packs can be found a the TechNet site:

http://www.micrasoft.com/technet/support/sp.asp
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My advice would be to test service pack and determine whether you require it or not
before installing it. Microsoft can notify an individual of any pach or security
vulnerability they release. You can subscribe a the Microsoft security link below:

http://www.microsoft.comtechnet/security/notify .asp

NOTE: Alwaystest any Windows NT, Service Packs on astaging server before goplying
themon your Production mechines.

8. Why do Service Packs need to be reapplied after any change made tothe
oper ating system?

Service Packs nead to be regpplied to maintain the security.

NOTE: When regoplying the patch, DO NOT overwriteany newer files.

9. Can Windows NT page file hdd sengitive data?

Yes it can. Memory pages are swapped or paged to disk when an gpplication needs
physical memory. Even though the page file is not accessible while the systemis running,
it can be accessed by, for example, booting another OS.

Follow the following command to view your Virtual Memory
Click on the Start button

Select Settings, then Control Panel

Doubleclick on the Systemicon

Performancetab

Virtual Memory

YVVVYVYVY

10. Howcan | protect it?

Thereisaregistry key that can be created so tha the memory manager clears the page
file when the system goes down:

» HKLM\SYSTEM\CurrentControl Set\Control\Session
M anager\M enroryM anagement\ ClearPageFileA tShutdown: 1

Note: Thesystemhasto be rebooted or brought down to clear the pagefile.
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11. Dol need toinstall Vir us protection on my servers?

Always install virus software, as some types of viruses, such asthose written in Java, M S
Word scripting language, Excel macros, would play some tricks Windows NT machines.

According to DR Solomon, the M SWord based concept virus spread widely in part
because several companies, have shipped CD-ROMs containing Viruses.

Always avoid dual boot:

Other types of viruses can affect Windows NT machines if dual boot is chosen i.e. having
some other types of operating system on the same hardware, e.g. OS2, UNIX or other
version of Windows. W hen using a dual boot, the bootable operating system, could have
avirus in effect that destroy the boot sector or something like that, your NT partition will
probably be destroyed as well

The following are somesites | have used to purchase/download Virus Software:

Sophos SV EEP for Windows NT (http:/sophos.conyM arketing/ntgui.html)
WinGuard from DR Solomon (http://www.drsolomon.com)

Symantec's Norton Antivirus for NT http://www.sy mantec.convnav/fs_nav20nt htm)
Datafellows F-PROT (http://www .da afellows.com)

12. | have heard alot about the Micr asoft Security Configur ation Editor. How can
it help me?

The Microsoft Security Configuration Editor is a tool that can be downloaded from
Microsoft site, which that allowsyou to

> Define atemplae of security configuration settings
» Comparethe local machine’s settings against atemplae
» Configurethe local machine’s settings to match a template

TheMicrosoft Security Configuration Editor can be installed with Service Pack 4.0 or
can be downloaded from:

http//www.microsoft.conydownload.
ftp://ftp.microsoft.conybussys/ winnt/winnt-public/tools/scnmy

Download the file fromthe aovesite execute it.
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After the files have been downloading, double-click on the* mssce.exe” file install the
Microsoft Security Configuration Editor.

Start the MM C by clicking on the Sart button, select run and type* mmc”

Run k K3 E3

smnl  Tupe the name of a program; folder, or document, and
i Wedindawi: will cper it Far yo.

immd L!

[ [ Bl Separate femen Snane

k. Cancel i Browsse l

This will bring up the Microsoft Management Console.

Now we can add the Security Configuration Editor as asnap-in to the Microsoft
M anagement Console.
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Fromthe command prompt launch the Micrasoft M anagement Console (MM C).

» Click on the Start button
» Fromthe menu select Microsoft Management Console (MM C).
(Thisistake you into Microsoft Managerment Console)

Fromthe Console Menu select A dd/Remove Shgp-In

Fromthe Add/Remove Snap-In click A dd to open the Add Standalone Shap-
in

Select Security Configuration Manager then click OK

Click OK again

VV VYV

‘T Microsoft Management Console - [MMC1 - Console Root] = [0] x|
ﬁ Congole  Window  Help Jilﬂ

% 74| Add/Remove Snap-in HE

SRR £ Standalone Snap-in 7] x|

) [Cons Uset  Available Standalone Snap-ns:

Shap- L%Folder
General Control
—— |[®] Link ta'\wsb Addess

Maritoring Contral

Securty Configuration Manager

- Description
il Security Configuration Editor iz & stand alone MMC snapin that
provides edting capabilties for securty configuration files.
[ 1[4 | Cancel |
0K | Cancel |
1
|H eady | A
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Once the Shgp-In has been installed, the following polices, groups, service ec can be
configured:

Account Polides— You can use the tool to set access policy, including domain or
local password policies, domain or local account lockout policy, and domain
Kerberos policy.

Local Palicies — You can configure local audit policy, user rights assignment, and
various security options such as control of floppy disk, CD-ROM, and so forth.
Restricted Groups — You can assign group memberships for built-in groups such
as Administrators, Server Operaors, Backup Operaors, Power Users, and so
forth, as well as any other specific group tha you would like to configure. This
should not be used as ageneral membership management tool—only to control
membership of specific groups tha have sensitive cgpabilities assigned to them.
System Services— You can configure security for the different services installed
on asystem, including network transport services such as TCRIP, NetBIOS,
CIFSFile Sharing, Printing, and so forth. These can be configured both as start-up
options (autometic, manual, or disabled) and you can also set access control on
these services—grant or deny access to start, stop, pause, and issue control
commands.

File/Folder Sharing — This sub-areaallows you to configure settings for
Windows NT File Server (NTFS) and Redirector service. These include options to
tum off anonymous access and to enable packet signatures and security when
accessing various network file shares.

Future releases will include other service specific sub-aress including services
like Internet Information Server.

System Registry — You can usethe tool set to set the security on system registry
keys.

System Stor e— You can use the tool set to set the security for local systemfile
volumes and directory trees.

Directory Security — You can use the tool set to managethe security on objects
residing in theWindows NT 5.0 A ctive Directory.

Note: the above list has been exacted from Microsoft site.

Using the M M Cto compare your system configuration to apredefined security
configuration.

A comprehensive security policy must be in place prior to implementing any of the SCE
templates as configurations within thesetemplaes directly relaeto security policies.
Before creating asecurity configuraion template, you have to take into consideration the
typeof environment your production servers are running. After creating your security
configuraion template, | would compare it with hisecdc4 for financial institutions or a
high profile customer, and the bas cdc4 template for a basic side.
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Note: Alwaystest your templates on astaging environment before deploying themit ona
on your production environment.

The SECEDIT command line tool.

For deploying thetested template to your production environment, you can usethe
command line utility called SECEDIT and apply the policy. Microsoft recommends the
useof this command utility when you have an Active Directory-basad infrastructureand
have several computers that need to be configured frequently. You can also creae
command batch files and then schedulethemto run at off-hours using thetask scheduler
Altematively; you may use Microsoft System M anagement Server (SV1S) to distribute
this task on several different computers.

For more information (W hite papers) visit

www.microsoft.comyntserver/security/techdetails/prodarch/securconfig.asp

13. We all knowthat an Administration Account is the most power ful account build
within Windows NT. What could be suggested for securing this account?

As asecurity measure, | would advice no one to usethe built in Administrators account
to work on the system. Each user with Administrative duties must have auniquely
identifiable acoount so that any administrative work may be tracked back to an
individual.
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The administrator account can never be locked out despite several-repeated failed log on
attempts, even if the User M anager account policies have been set to " Lockout A fter Bad
Logon Attempts®. This isavery attractive account to hackers who try to break in by
repeatedly guessing passwords.

Furthermore, do not allow shared accounts under any circunstances. With thebuilt-in
Administrator group, you cannot restrict the access or cgpabilities of those members. By
default, this group as well as the built in Administrator account can performany function
on thesystemunrestricted. Although their actions will be audited, no “red” flags will
appear in theevent log sincethis group is unrestricted by the Operating System

14. How can the Administrator account be secured?

| would used the following steps to securethe administration account:
Rename the A dministrator account:

» Fromthe User Manager.

» Select administrator acoount,

» Fromthe pull down menu select User,

» Select Rename to rename the administraor acoount.

Note: The benefit by renaming the account would beto strengthen the security, s it
would leavethe hackers guessing the account name as well as the password.

Disable the Administrator account:
Disable the Administrator account (even if it has been renamed) using the PA SSPROP

utility, which is available with Service Pack 3 or theWindows NT Resource kit.
Passprop has the following switches:

PA SSPROP /?

/complex Force passwords to be complex, requiring
passwords to bea mix of upper and lowercase
letters and numbers or symbols.

Isimple Does allow passwords to be simple.

/adminlockout Does allow the Administrator account to be locked

out. Theadministrator can still log on interactively
on domain controllers.
/noadminlockout Doesn’t allow the administrator account to be
locked out.

Note: Thecommand line utility “passprop” is the only utility availableto disable the
Administrator acoount allows.
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15. How can one enfor cestronger passwor ds?

In order to automatically enforce the use of strong passwords NT service pack 2 and
above includes a Wtility filter called Passfilt.dll.

With the Passfilt.dll utility installed, users can be forced to use stronger passwords i.e.
minimum password length with User Manager utility and use complex passwords. In
Service Pack 3, Microsoft shipped a DLL called PASSFILT.DLL. Passfilt.dll filters the
passwords and forces the users to choosepasswords must be a minimum of six characters
and not contain any part of their userid.

Once the Service Pack has been goplied, add the following settings to the registry:

» Click on Start,
> Run,

» Typein regedt32.exe to bring up the Registry editor.
» Move to the following location.

HIVE
Key:

HKEY_LOCAL_MACHINE

\System\QurrentControl Set\Control\Lsa

Select Edit, Add Value.

Value Name:
Value Type:
Value Data:

NotificationPackages
REG MULTI_SZ
PASSFILT

Registry Editor - [HEEY _LOCAL MACHIME on Local Machine]

ﬁ Begistry Edit Tree Miew Secuity DOptions Window Help

— (] ContralSet003

— = CurrentCantralSet

-1 Cantral

— 1 BootverificationPrograrr

— G Class

Computertame
CrashCantral

— 1 FileSystem

— (1 GraphicsOrivers

— (0 GroupOrderlist

— 1 hivelist

— (91 IDCanfigDB

— 1 Kevhoard Layout

— G Keyvhoard Layouts
AccessProviders
C kS0
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Note: The data must be entered exactly as shown and then press OK. Passfilt.dll canbe
found in the %systemroot%\system32 directory.

Another consideration isto use extended A SCII characters in the password, for example,
holding the Alt key and typing 145 (on the numeric keyboard), then releasing the Alt key
will generae anon-standard character not used by default in password cracking software.
It should be noted that some gpplications such as web-based ones cannot handlethe
extended characters and thus this gpproach may prove problematic. In addition, Windows
9x and Windows for W orkgroup clients seemto have trouble with the extended A SCII.

Note: For added security setup a three-part password and give one part each to three
different people. This will require all three people to successfully logon as the
Administrator account.

Create aseparate group with administration privileges :

Createan individual user account for each person assigned administrative duties and
make thema member of the* Super Admins” group. These users shouldalso have a
standard user account, without administration privileges, for performing routine
functions. This should be aseparate account fromthetheir normal user account. Theuse
of this account should be limited to emergency situaions or investigativetasks. By
creaing aseparae account for each System Administrator (SA), members of this group
cannat be restricted using the User Rights settings.

To creaeagroup with Systems Administrator (SA) privileges, follow the steps below:

Fromthe Start button,

Select Programs, Administrative Tools, then User M anager.
Fromthe pull down menu User,

Select “New Local Group...” and

Createagroup called “ Quper Admins” (Any name can be supplied).

VVVYVYYVY

Note: Only asmall selected group should begiven an account with membership to the
built in Administrator group

16. Is the Guest Account safe to use?

No. You should, rename your guest acocount and disable it as much as possible
» Usethe User Manager, to renamethe account and disable it too.

17. How can auditing be switched on to alert me of any secur ity br eaches?

Enabling Windows NT auditing can informyou of actions tha pose security risks and
possibly detect security breaches. To ectivate security event logging, follow these steps:
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Log on as theadministrator of the local workstation or server.
Click the Start button,

Select Programs, Administrative Tools,

and then User Manager.

Fromthe Policies pull down menu, select A udit.

Click the Audit These Events option.

Enabletheoptions you want to use.

YVVVVVYVYY

The following audit choices are available:

Log on/Log off: Logs both local and remote resource logins.

File and Object Access: File, directory, and printer access.

Use of User Rights: Any attempt to access afile or goplication
not granted to auser will be detected in this
audit.

User and Group Management: Any user accounts or groups created,
changed, or deleted. Any user accounts that
are renamed, disabled, or enabled. Any
passwords set or changed.

Security Palicy Changes: Any changesto user rights or audit policies.

Restart, Shutdown, and System:  Logs shutdowns and restarts for the local
workstation.

Process Tracking: Tracks program activation, handle
duplication, indirect object access, and
process exit.

Note: Files and folders must reside on an NTFSpartition for security logging to be
enabled. Once the auditing of file and object access has been enabled, useWindows NT
Explorer to select auditing for individual files and folders.

In setting the Audit Palicy, the following minimum settings ar er ecommended:

Audit These Events |

Success Failure

Logon and Logoff

File and Object A ccess

Use of User Rights

User and Group M anagement
Security Policy Changes
Restart, Shutdown, and
System

Process Tracking

Click the Success check box to enable event logging for successful operations,
and the Failure check box to enable event logging for unsuccessful operations.
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Note: Auditing is a"detection” capability rather than "prevention” capability. It will
help you discover security breaches after they occur and therefore should always be
considered in addition to various preventive measures.

18. By tur ning the Auditing tur ned on, would it nat fill upthelog files? Can thelogs
file beincrease in size?

Yes. In the Event Viewer thereare three different logs; which are System, Security and
Applicaion. Thethreelogs visible in the Event Viewer arestored as individual files in
the

\%SystemRoot%/ System32\Config folder.

Toincrease theabowve threelog files, follow the gepsbdow:

Fromthe Start button

Select Programs,
Administrative Tools,

then Event Viewer.

Select the Log pull down menu,
then select Log Settings.:

YVVVVVY

System: Raise Max log size to 10048K and change setting to: Do Not Overwrite
Events.

Security: Raise Max log size to 10048K. and change setting to: Do Not Overwrite
Events.

Application: RaiseMaxlog size to 10048K and changesettingto: Do Not Overwrite
Events.

Event Log Settings

LChange Settings for ;System _:j Log Ok

Cancel

M axirnum Log Size: ; 1mo24 @ Filobytes [B4K Increments) Drefault
Event Log \Wrapping

Help

diftld].

. " Owenwnite Events az Meeded

- % Owvenwrite Events Older than ; 2d @ Diays

i~ Do Mot Ovenrite Events [Clear Lag tanually]
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To further protect the log files, we shall restrict the Guest A ccessto theevent log
Registries. Usethe Registry Editor to createthe following registry keys:

Key:

Type:

Hive:
Key:

Type:
Hive:

Key:

Type:

VVVVV VVVVY VVVVYVYVY

Name:

Value:

Name:

Value:

Name:

Value:

Hive: HKEY_LOCAL_MACHINE

System\CurrentControl Set\Services\EventLog\Application\
RestrictGuestA ccess

REG SZ

1

HKEY_LOCAL_MACHINE
System\CurrentControl Set\ Services\EventLog\Security\
RestrictGuestA ccess

REG SZ

1

HKEY_LOCAL_MACHINE\

System\CurrentControl Set\Services\EventLog\System\
Restrict GuestA ccess

REG SZ

1

19. How can Account Palides beset with User Manager?

This section, we will set password properties using the User M anager.

You must be logged on locally as an administraor to configure these settings.

» (o to the Start button,

» Select Programs, Administrative Tools,

> Select User Manager.

» Fromthe Policies pull down menu select A ccount.

Set the Policy as follows:

Maximum Length 90 days
MinimumChange  lday
MinimumLength  8characters

Remember 10 passwords

Lockout After 5 attempts

Reset Count After 30 Minutes

Lockout Forever until Administrator unlocks.

© SANS Institute 2000 - 2002
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Account Policy |

oo | ¢

_Fummd Hnmm .................................................................... Eama

T M awmum Fazsword Age — hirimum Passwond Age

€ Password Never Evpres £ Bllow Changes Immediatzly _ ten |
'f“ Expires In § ap Days & Allow ;harues Iy I E Da_w

r~ Minsnurmn Passwoed Len;i‘n— — Passward Unu:r.lenass—l

¢ Pemit Blank Password " Do Mot Keep Password Histary |

: LG LEBH; § E Characters | | % Remembai| 10 [5 Passwords

Mo accourt lockout
- % Account lockout e e e e e

Lockout sfter | E bad lagon attempts

Heset count after a0 miEies
— Lockout Dunslion —-— = -—--=—---- ~‘

t“ Fotever [until admin unlocks)
t“ Diuratian 3o mirutes

W Eoecibly disconnect remote wsers from server when logon hours expie
¥ i zers must log on in order bo charge passwoed

Note: The lockout box should not be checked if you have Windows 95 computers
attached to your network. It will prevent these users from being allowed to changetheir
password.

20. How can one prevent Halt on Audit Failure?

To prevent the “Halt on Audit Failure’ fromoccurring you can creae the following
Registry value:

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Control\Lsa
Name: CrashOnA uditFail

Type: REG ¥

Value: 0

Discussion: This is also the key you will need to repair if you have set the Halt on A udit
Failuresetting. This key will changeto avalue of 2 and modify the typeto a

REG DWORD. Reset the type to REG_SZ and change the valueto 1if you areusing
these feature.
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21. How can | use the Passwor d Database Encr yption?

Windows NT 4.0 Service Pack 3 (SP3) introduced anew feaure utility that allows you to
chose more advanced encry ption on the SAM database to provide stronger password
protection called the System Key (SYSKEY). This adds asecond layer of encryption
for the Lan Manager and M D4 hashes of the SAM

Note: Thedefault protection is a hashing routinethat has been published on Hacker Web
sights.

Running the Syskey utility:
» (o to the Start button,
» Select Run,

» Thentypein SYSKEY.EXE
» Thefollowing screen will appear.

Hun EE

L— T_I,_Ipl_a.tHé nartie of & program, falder, ar document, and
5 afindowez will oper it Far pou. :

=

¥ i Geratate Memonitnass

| oK. I Caricel l Browse.. |

> Select “ Encryption Enabled”
» click on OK.

Securing the Windows NT Account Databaze
This tool will allow you to configure the Accounts
[Databage to enable additional encrophion, further
protecting the database from compromize.

Once enabled, this encryption cannat be
dizabled.

' Enciyption Disabled
¥ Encryption Enabled

ok | Cancel pdate

» Click on OK
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Confirm

i) Once encryption i3 enabled, it cannot be dizabled. Make sure vou have a eurrent Emergency Repar Disk betare
[ = continting,

» Click on OK

The Acoount Database screen will appear.

~ Password Startup

Eequires a passwond o e entered iduntig e psteny
shaff

Easswinrd: I

[Earin I

% Sustem Generated Password

€ Store Startup Key on Floppy Disk

Requires a floppy dizk to be inzerted duning
sustem start.

& Store Startup Key Localle

Stores a key az part of the operating spstem.
and no interaction iz required during systemm
start.

0k I Carncel |

» Clickon System Generaed Password Box

» Click on Store Key Locally (you can chooseany from1 - 3 options for
backing up the SystemKey)

» Clickon OK
Restart thecomputer.

There are three ways to use the Syskey tility to encrypt (backup), the SAM datebase
how the systemwould startup to decrypt the SAM database, and are used in one of three
way’s:

» Thesystemgeneraes asecure key, which is hidden on the computer
itself with a“complex obscuring function” to conceal it for unattended
system startup, but the systemkey is sored locally and may be
compromised inthe future. (If Store Sartup Key Locally was
selected)

» Thesystemgeneraes asecure key, which is stored on afloppy disk
and must be available during system startup or reboots and it is not
stored locally. (If Store Startup Key on floppy was selected).
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» Thesystemkey can begenerated (M D5) froma password using up to
128 characters long, which must be entered on systemstartup, which is
used to encrypt the SAM daabase too. This key is generated every
time the system reboots, thus no need for backup.

For more information on the SYSKEY, click the link below:
http://support.microsoft.comysupport/kb/articles/q143/ 4/ 75.asp

Note: Encrypting the SAM DB is irreversible.

22.What is NTLM 2 Authentication?

NTLMv2 was shipped in SP4 with enhancement to NTLM security protocols, which
significantly improves both the authentication and session security mechanisms of NTLM

NTLMv2 also uses a challenge/response method of confirming the user's password. A
summary of the feaures of NTLMv2 are:

» The LM hash of the user's password plays no role whatsoever.

» Client input into the challenge (asalt) to prevent chosen plain text
attacks. This prevents the use of pre-computed da abases of
hashes/keys to speed the cracking.

The client's response is different with each session even if the user's
password stays the same.

Use of HMA C-M D5 for the 128-bit password hashes.

Use of atimestamp to verify tha response istimely.

Mutual authentication (client to server and server to client) based on
client challengeto the server.

The most efficient cracking method is a dictionary/brute force search
of all possible passwords. Hence, NTLMv2 is just as strong (or only as
strong) as the password itself.

Man-inthe-middle (MITM) attacks infessible because of mutual
authentication.

Replay attacks infessible because server's challenge is different each
time. In order to enable NTLM v2go the following registry hive
Downgrade atacks can be made infeasible by registry values that will
require NTLMv2 fromeither the server's or client's side.

LOphtCrack 2.52 cannot extradt password hashesfrom NTLMv2
Authenticaion sessions. Nor isany future version expededto be ableto do
so with any useful efficiency.

YV VVV V

YV V V

A\

Note: The aove have been extracted from Jason Fossen Book
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Hive: HKEY_LOCAL_MACHINE

Key: \System\QurrentControl Set\Control\Lsa

Value Name: Lmcompatibilitylevel

Value Type: REG DWORD

ValueData: 0to 5(Level 0-3for Clients) (Level 4-5for DC's)

Level O This isthedefault benavior. NTLM v2is not enabled.

Level 1 The user’'s computer will attempt to negotiate NTLM v2 with the domain
controller. If theattempt is unsuccessful the negotiation will revert to Level O
Authentication.

Level 2 The user's computer will only NT authentication (MD4). All DC's must be
upgraded to SP4.

Level 3 The user's computer will only authenticate with NTLM v2. Server running
Win9x, Win for Workgroups, and WinNT SP3 can still be acoessed as long as
DC's are running SP4or higher.

Level 4 Set this on a DC whenyou only want to use MD4and NTLM v2 clients. |.E the
clients must beWindows NT.

Level 5 Set this ona DC whenyou only wanttouse NTLM v2. All clients must be
WiInNT with SP4 or later installed.

23. Is ther e any way to prevent a Null Sessions from Listing User names or
Restricting Anonymous Logon?

NULL session connection, also known as Anonymous Logon, is away of letting anot
logged on user to retrieve information such as user names and shares over the network. It
is used by gpplications such as explorer.exe to enumerate shares on remote servers. The
worst part isthat it lets non-authorized usersto do more than that. Particularly interesting
is remote registry access, where the NULL session user has the same permissions as
built-in group Everyone.

A hacker can use null sessions tha can beused to get a list of user accounts fromthe
registry. SinceWindows NT uses null sessions in place of usemame and passwords
when accessing resources, etc. they are asource of security holes.

With SP3for NT4.0 asystemadministraor can restrict the NULL session access, make
the following registry edit.

Hive: HKEY_LOCAL_MACHINE

Key: \System\QurrentControl Set\Control\Lsa
Value Name: RestrictAnonymous

Value Type: REG DWORD

Value Data: 1

Note: Since restricting null sessions has the possibility of breaking certain network
services, it is important to test this registry edit on a on astaging server.
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For more information:

http://support.microsoft.comysupport/kb/ articles/ Q143/ 4/ 74.asp

24. What is aEmer gency Repair Disk?

An Emergency Repair Disk (ERD) contains critical Windows NT operating system data
and can be used to:

> Repair the SAM
> Seaurity Policy

By default, the RDISK utility in Windows NT Server and Workstation does not back up
all of the Registry. To backup entirethe Registry, including the DEFAULT, SAM and
SECURITY files using RDISK, you must usethe /s switch, i.e. running “rdisk /s".
Creating emergency Repair Disk (ERD)

» Click on Start
> Select Run menu

Run |

Type the name of a program, folder, or document, and
Windaws will aper it Far pau.

Dper: |HDISK£S- =]
¥ | Eum it Separate M eman Space

DK& I Cancel | Browse. .. |

> Typerdisk/s

The following dialog box appears:

per Repair Digk Utility

Thiz utility updates the repair information zaved when you inztalled the spstem, and
creates an Emergency Repair dizsk. The repair information iz uzed ba recover a
bootable system in caze of failure. This utility should not be uzed as a backup tool,

Create Repair Disk E uit Help
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Fromthe above dialogue box you can create a new Emergency Repair Disk or update an
existing one.

Note: The ERD should be locked up and/or protected. Combined with the Administrator
password a thetime it was made, an emergency repair disk gives full access tothe
system.

25. Can you suggest any other good Secur ity pr actices that can be folloned?

The following are some good security practices | would recommend.

Logging Off or Locking the W orkstation
Unatended Gomputers:

Users should either log off or lock the workstation if they will be away fromthe
computer for any length of time. Logging off allows other usersto logon (if they know
the password to an authorized acoount); locking the workstation does not. The
workstation can beset to lock automatically if it is not used for aset period of time by
using any screen saver with the Password Protected option.

Setting the screen saver password:

Place the mouse in an open area of the desktop and press the right mouse key.
Select Properties fromthe menu that appears.

Select the Screen Saver teb a the top of the Display control panel,

then assign ascreen saver and placea check in the* Password protected” box.
Set the “Wait” time to no more than 15 minutes.

YVVVYVYYVY

Backups protect your data:

Regular backups protect your data from hardware failures and honest mistakes,as well as
fromviruses and other malicious mischief. Obviously, files must be read to be backed
up, and they must be written to be restored. Backup privileges should be limited to
backup operators—people to whom you are comfortable giving read and write access on
all files. By virtue of being a member of this group, Backup Operators can bypass all file
and directory access restrictions onthe system. Therefore, those

Note: Those persons assigned the backup duties should be assigned aseparae account
for performing themas well as a common user acoount for daily ectivities.

Backup utility ( Remote access)
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The Backup utility included with Windows NT allows you to back up the registry as well
as files and directories. To restrict network access to the registry, use the Registry Editor
to createthe following registry key:

Hive: HKEY_LOCAL_MACHINE

Key: \System\Currentcontrol Set\Control\SecurePipeServers\winreg
Name: RegrictAnonymousAccess

Type REG_DWORD

Value: 1

Set the security permissions set on the key below, which would define which users or
groups could connect to the systemfor remote registry access. The default Windows NT
Workstation installation does not definethis key and does not restrict remote access to
the registry.

Set the following security permissions the key belowto:

Registry Table :HKEY_LOCAL_MACHINE

Key Path SY ST EM\CurrentControl Set\Control\Securé\PipeServers\Winreg
Userd Groups & Adminigrator Set to Full Control
Permissons System Admin Set to Full Control

FTP Service.

FTP Service through Windows NT Network.

Windows NT also comes with another standard Intemet service called file transfer
pratocol (FTP). A common useof FTP s to allow public file access via anonymous log
on. When configuring FTPserver, the System Admin assigns the server auser account
for anonymous logons and adefault home directory. The default anonymous user
acoount for FTPis GUEST.

| would recommend to secure the FTPsession to follow the below:

» That the default user account be changed to a different user account and should
have a password.

» This acocount should not be member of any privileged groups so tha the only
default group that shows up in the security token during log on is Everyone.

» The account should not beallowed " Logon on Locally” user right to restrict
"insider atacks".

» The home directory parameter should be configured carefully. FTP server exports
entire disk partitions. The System Admin can only configure which partitions are
accessiblevia FTPbut not which directories on that partition. Therefore, auser
connecting via FTP can move to directories " aéove' the home directory.
Therefore, in general it is recommended that if FTP service needsto run on a
system, it is best to assign a complete disk partition as the FTPstore, and to make
only tha partition accessible via FTP.
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CD-ROM Restrictions.

Sincethis Auto-Play feaure on CD_ROM can launche as aservice, the User Rights
settings will not prevent malicious code or Trojan horse gpplications from starting as
soon as a CD-ROM s installed in thedrive

To prevent the Auto-Play feature fromlaunching when adisk is inserted into the CD-
Rom set the following Registry Key.

Hive: HKEY LOCAL_MACHINE

Key: \System\QurrentControlSet\Services\ CDRom
Name: Autorun

Type REG DWORD

Value: 0

Seauring Base System Objedts.

The registry setting below informs theWindows NT Session M anager that security on the
base system objects should be a C2 security level. This value engbles stronger
protection on base objects.

To enable stronger protection on base objects, verify and add if needed, the following
valuetothe registry key.

Hive: HKEY LOCAL_MACHINE

Key: \System\QurrentControl Set\ Control\SessionM anager:
Name: ProtectionM ode

Type: REG_DWORD

Value: 1 This isthedefault value

Auditing Base Objects

To enableauditing on base system objects, add the following key valueto the registry
key. This registry key setting tells Local Security Authority that base objects should be
created with adefault systemaudit control list.

Hive: HKEY_LOCAL_MACHINE

Key: \System\QurrentControlSet\Control\Lsa:
Name: AuditBaseObjects

Type: REG_DWORD

Value: 0001
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Enable Auditing on the registry keys:

Fromthe Start Button select Programs,

Windows NT BExplorer.

Go to the (NT Root Directory \SYSTEM 32 and

Doubleclick on REGEDT32.EXE. (Alternatively,you can Sart - Run -
REGEDT 32 Return) This will launch the Registry editor.

Select each of the

Registry Trees (HKEY_CURRENT_USER; HKEY_CLASSES ROOT;
HKEY_USERS, and HKEY_LOCAL_MACHINE)

Then select “ Security”, and A uditing fromthe Rull down menu.

Select the Add button, then select the group “ Everyone”. This will allow you
to mark the blocks.

YV VYV VVVYV

1 N -

| Registry Key Auditing K|
1

1

| Fegisty Key: HKEY_CURRENT_USER

* I pudit Pemission on Existing Subleys

. Cancel

" Mame: —l

£ Everyone add..

Remowve |
I ~Events to Audit
Success Failure
Querny Value ' rd
i Set Yalus i~ I~
! Create Subkey v Ird
I Enumerate Subkeys ' I~
M atify ' I~
Create Link i~ ~d
[ Delete i~ I~
|| wite DAC W v
E Read Caontral i~ I~ ]

Physical Security Considerations:

All equipment should be located in a controlled environment. As a minimum, server
equipment should be kept in a restricted access areaunder tighter control than the normal
workstation would normally be given.
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Network Services, Protocols and Bindings

Ports should be set to only allow connection of required port numbers. The default

Primary Domain Controller installation will include the following services:

Computer Browser,
NetBIOS interface,

Server and Workstation

>
>
» RPC configurétion,
>
>

Protocol is TCPIP.

The network bindings include NetBIOS Interface, Server and Workstation.

YVVVYVYVYVYY

Fromthe Start button,

Select Settings,

Control Panels.

Doubleclick on“ Network”,

Select the * Protocols’ tab fromthe top,
Highlight “TCP-IP Protocol”, and
Select properties.

Network

Identificationl Services  Protocaols I.ﬁ.daptersl Bindingsl

Metwork Protocols;

[ 7]

Y™ NetBEUI Protocol

W MwLink IPR/5 P Compatible Transport
T MwLink NetBIOS

%~ Paint To Paint Turneling Protocal

Add... | Bemaowve | Eroperlies...l lEdate

— Descriptian:

Trangport Control ProtocolAntermet Protocal. The default wide
area network protocol that provides communication across
diverse interconnected networks.

Ok Cancel

You should see the TCP/IP Properties window.
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Note: The following is a list of the ports used by NBT.

netbiosns 137/tcp NETBIOS Name Service
netbios-ns 137/udp NETBIOS Name Service
netbios-dgm 138/tcp NETBIOS Datagram Service
netbios-dgm 138/udp NETBIOS Datagram Service
netbios-ssn 139/tcp NETBIOS Session Service
netbios-ssn 139/udp NETBIOS Session Service

Microsoft TCP/IP Properties K E3

IP Address | DNS | WINS Address | Routing |

An P address can be automatically assigned to this network, card
bw a DHCF server. [F vour network, does not have a DHCP zerver,
azk, pour netwark, administrakor for ah address, and then tepe it in
the space below.

Adapter:
|[1] 3Com EtherLink 1l [3C5830) LAM PC Card j

£~ Obtain an IP address from a DHCP server
¥ Specity an IP address

IP Address: | 192 . 002 . 212 . 55

Subnet Mask: | 255,255 . 295 . 0

Default ﬁatewa_l,l:l 205 . 252 . 206 . O1

Advanced... |

] 4 I Cancel | Apply |

> Select the “Advanced” button fromthe lower right comer of the window to bring
up the Advanced |PAddressing window.
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Advanced IP Addressing

Adapter: 3Com EtherLink |11 ] LM PC Card

— IP Addiesses
IP Address | Subnet Mazk |
192168.2.13 280 255, 255.0

— Gateways
200F 2

Add..

Edi... Remove |

[ Enable PPTF Filtering

Enahle Security
[Eorfiaures. |

—‘ ak I Cancel |

Place a check inthe* Enable Security box in the lower left corner, then select configure.

TCF/IP Security

3Com EtherLink, [l [3C5830] LAN PC Card

& Permit Al
— " Permit Only

TCF Ports

Al

Eemove |

i Permit A1l
—" Permit Only

LIDF FPorts

Al

Eemnwe |

& Permt All
— O Permit Dy

IP Protocols

Al

Eemnove |

Ok, I Cancel

> Select “Permit Only” on each of thethree (TCP Ports, UDP Ports, and IP

© SANS Institute 2000 - 2002
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» Add the following port numbers to both TCP and UDP.
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Port Port Name
Number
20 FTP data
21 FTP
22 SSH (SSH Remote Login Pratocol)
23 Telnd
25 SMTP
53 DNS
80 HTTP
88 Kerberos
90 WINS
110 POP3
161 SNMP
162 SNMPTRAP
443 SSL
8080 SHTTP
6 TCP
17 UDP

Note: The abovetableisjust guidance and would vary from on€’ s environment.
All ports should be added only after further investigation of one’s environment

Passwords

Anyone who knows auser name and the associated password can log on as that user.
Users should take careto keep their passwords secret.

Here areafew tips:

Change passwords frequently, and avoid reusing passwords.

Avoid using easily guessed words and words that appear in the dictionary .

phrase or aconmbination of letters and numbers works well.
Don’t write apassword down—choose one tha is easy for you to

remember.

Controlling Access to the Computer

No computer will ever be completely secure if people other the than authorized user can
physically accessit. For maximum security on acomputer that is not physically secure

(locked safely away), follow all or some of the following security measures:

Disable the floppy based boot if the computer hardware provides the option. If

the computer doesn’t require a floppy disk drive, removeiit.

Note: In theWindows NT Resource Kit, there is a utility named Floppy Lock.
FloppyLock runs as aservice and prevents access to floppy drives by all users
except Administrators and power Users.
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The CPU should have acase tha cannot be opened without a key. The key
should be stored safely away fromthe computer.

The entirehard disk should be NTFS.
If the computer doesn’t require network access, remove the network card.

Hiding the Last User Name

By default, Windows NT places the user name of the last user to log on the computer in
the User name text box of the Logon dialog box. This makes it more convenient for the
most frequent user to log on. To help keep user names secret, you can prevent

Windows NT fromdisplaying the user name fromthe last log on. This is especially
important if a computer that is generally accessible is being used for the (renamed) built-
in Administrator account.

To prevent display of auser name inthe Logon dialog box, use the Registry Editor to
creae or assign the following registry key value:

Hive: HKEY_LOCAL_MACHINESOFTWARE

Key: \Microsoft\Windows NT\Qurrent Version\Winlogon
Name: DontDisplayLastUserName

Type: REG_&Z

Value: 1

VVVYVYYVY

Network Services, Protocols and Bindings

The default Primary Domain Controller installation in my opium should include the
Computer Browser, NetBIOS interface, RPC configuraion, Server and Workstation
“services’. Only TCP/IP protocol that should be running on the PDC connected to the
Internet.

If theserver isdirectly connected to an outside nework,

Disable the TCPIP <-> NETBIOS binding on the outbound NIC, unless it is
required for your environment. (Demonstrated in the next step)

Verify tha the Enable IP Forwarding option on the Routing panel (shown below
Fig 1.0) is not checked. Although IP forwarding is necessary on specific
gaeways, it is generally not recommended for the Primary Domain Controller.
The Primary Domain Controller shouldn't be used to forward IP packets that
might expose the network to certain types of attacks.

Assuming that you have aconnection to the Internet from your Windows NT

Server machine, an increasingly common configuration, this may expose you to
the comings and going of the Intemet.
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For exanple let’s assume tha you've correctly installed Microsoft Proxy Server
on your Windows NT Server machine and you have two network adapters to
create a physical separation zone. Your firewall protection via Microsoft Proxy
Server is largely afunction of keeping asqueaky clean Local Address Table
(LAT) tha prevents intruders from penetrating your LAN. However, it isa
common configuration error tha I’ ve observed & some sites running Microsoft
Proxy Server to have the Enable IP Forwarding check box selected. That defeats
the whole purpose of the LA T-based firewall in Proxy Server. The firewall now
has alarge holein it with IP forwarding enabled. What goes out can come back
in.

Microzoft TCP/IP Properties

#ircorm Ethernet Adapter 104100

130 . &4 . B3 . 8

285 . 255 0285 . 0

130 . B4 . 53 127

Note: Be very cautious with the Enable IP Forwarding check box.
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130.34 53 . 34

Switch off TCP/IP forwar ding

Click on the Start button,
Select Setting, then
Select Control Panel, and
Select the Network icon
Fromthe Dialog screen,
Select Protocol tab and
Select Properties.

YVVVVVVY

The Microsoft TCPIP Properties screen gopears select Routing seen below.

> In the Routing tab screen, make surethat the Enable IP Forwarding box is not
checked.
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Microzoft TCP/IP Properties

Fig 1.0

Removing Bindings

To protect Windows NT networking data and SV B/NetBIOSservices, | would
recommend unbinding the NetBIOS on a Primary Domain Gontroller with two internal
NIC cards,

Click on the Start button

Select Settings

Select Control Panel

Doubleclick on the Network icon and
Select the Bindings tab

Click on NetBIOS Interface and

Click on the Disable button

VVVVVYVYY
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Hetwork

all adapters |_

E=-ER [1]¥ircom Ethemet Adapter 10100
3 TCRAP Protocol

Wi MHS Client[TCFPAP)
MetBl0S Interfface
Server
Wark station

Display a Legal Notice Before Log On:

The logon message is required to legally enforce any claims of illegal pendration into a
system. The warning banner is placed in the M essage Text window. Windows NT can
display a message box with the caption and text of your choice before auser isgiven a

logon screen. (It is recommended that the exact language of the waming be coordinated

with the legal advisors of the organization).
Add alogon notice by adjusting or creating the following two Registry keys.

Hive: HKEY_LOCAL_MACHINE

Key: SoftwareMicrosofttWindowsNT\Current Version\Winlogon
Name: LegalNoticeCaption

Type: REG &Z

Value: thetext of thetitle for thedialog box showing the notice

Example Logon Banner:

“This systemis for the use of authorized users only. Individuals using this computer
systemwithout authority, or in excess of their authority, are subject to having all of
their activities on this system monitored and recorded by system personnel. *
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