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A Step-By-Step Guide for Setting Registry Keys
A. Disable the display of the last logged on username

Run regedt32 using Start->Run

. Select the hive HKEY LOCAL MACHINE

3. Select Software\Microsoft\Windows NT\CurrentVersion\Winlogon. The
screen shall look like:

N

™ Registry Editor M=l E3

Fegizty  Edit Tree Miew Secunty Options  Window  Help

T HKEY_LOCAL_MACHINE on Local Machine
— 0 kCI Extensions = ||AuntoRestanShell : REG_DWORD : 0x1
— 00 hACI32 DebugServerCammand : REG_SZ ' no
— 3 Midimap DefaultDomainMame : REG_SZ : TESTMACHIP
— 0 kdodule Compatibility DefaulilserMame : REG_SZ : Administrator
— 5 Metwork LegalMoticeCaption . REG_SZ
— 30 MetworkCards LegalMoticeText: REG_SZ
— 1 Online Boaoks PowerdownAfterShutdown : REG_SZ: 0
— 1 OpenGLDrivers FeporBootOk : REG_SZ 0 1
— 30 Perlib Shell: REG_5Z : Explorer.exe
— 1 Ports ShutdownithoutLogon : REG_S52: 0
— 30 Profilelist System : REG_SY : Isass exe
— 1 related.desc Userinit: REG_SZ userinithddeagnt.exe
— G Time Zones Wmapplet: REG_SZ : rundll32 shell32. Control _F
G0 Type 1 Installer
— 0 Userinstallable.drivers
=00 WWindowes |
<] | _»I_I 1 |
KN | .
4 | v

4, Select Edit->Add Value

5. Enter DontDisplayLastUsername for the value name and REG_SZ for the data
type. Press OK.
6. Enter ‘1’ in the string edit box and press OK

7. The screen shall look like:
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= Regiztry Editor M=l E3

Beqistry  Edit Tree Miew Secunty Option: ‘Window Help

T HKEY_LOCAL_MACHINE on Local Machine
— 1 MCI Extensions a]|AutoRestantShell : REG_DWORD : 0x1
— £ kACI32 CebugServerCommand : REG_S5Z : no
— 1 Midimap DefauliDomainName : REG_5Z : TESTRACHIP
— 1 ModuleCompatibility DefaulilserMame : BEG_S7 : Administrator
— 5 Metwork DontDisplanl astlsemame : REG_S7 - 1
— 50 Metwork Cards LegalMoticeCaption: REG_SZ :
— 1 Online Books LegalMoticeText: REG_3Z:
— 1 OpenGLDrivers FowerdownaAfterShutdown - REG_SZ: 0
— 3 Perflib FeponBootOk: REG_5Z:1
— 1 Ports shell: REG_SZ : Explarer.exe
— 30 Profilelist ShutdownWithoutLogon : REG_SZ - 0
— (1 related.desc Dystem : REG_SZ : lsass.exe
— 3] Time Zones Userinit: REG_SZ : userinitnddeagnt.exe
— G0 Type 1 Installer Vimdpplet: BEG_SZ - rundll3?2 shell32 Control_F
— 3 Userinstallable drivers
— £ Windows |
— G0 WO -

1] | ol B4 |

T | -

Logon Information

zyzter,

Uzer name:

Pazsward:

Enter a uzer name and paszzward that iz walid far thiz

Cancel |

Help | 2 L o DT |

Microsoft |
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B.

SNk W=

=

Disable caching of logon information

Run regedt32 using Start->Run
Select the hive HKEY LOCAL MACHINE

Select Software\Microsoft\Windows NT\CurrentVersion\Winlogon.

Select Edit->Add Value

Enter CachedLogonsCount for the value name and REG_SZ for the data type.

Press OK.

Enter ‘0’ in the string edit box and press OK.

The screen shall look like:

™ Regiztry Editor

Begstry  Edit Tree Wiew Securty Dphions  Sindow
™ HKEY_LOCAL MACHINE on Local Machine
— 30 Midimap ]

— 0 tModuleCompatibility
— 5] Metwark.

- 30 NetworkCards

— 0 Online Books

-1 OpenGLDrivers

— 3 Perflib

-1 Ports

— 3 Profilelist

— 0 related . desc

— & Tirme Zones

— 3 Type 1 Installer

— £ Userinstallable. drivers

-0 Windows

50 WO
& Windows Scripting Host

Help

dLo :
ehugserserCommand :
DefaultDomainMame : REG_S5Z : TESTMACHIR
DefaultlUserName : REG_SZ  Administrator
DontDisplaylastUsername : REG_5Z 1
LegalMoticeCaption : REG_SZ
LegalMoticeText: REG_SZ .
PowerdownaAfterShutdown  REG_SZ .0
ReporBootOk  REG_SZ 1
Shell: REG_SZ : Explorer.exe
Shutdown'WithoutLogon : REG_3Z : 0
oystem REG_SZ [ lsass.exe
Userinit: REG_SZ : userinitnddeagnt. exe
WmApplet: REG_SZ : rundll32 shell32, Control _F

— 3 Metscape -
—— k1 LA I
| | _>I_I

_wgy

C. Use the logon message to warn intruders

SNk =

OK.

~ o
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Run regedt32 using Start->Run

Select the hive HKEY LOCAL MACHINE
Select Software\Microsoft\Windows NT\CurrentVersion\Winlogon.
Select Edit->Add Value
Enter LegalNoticeText for the value name and REG_SZ for the data type. Press
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Enter a logon message that you want to warn intruders and press OK.
The screen shall look like:
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™ Regiztry Editor

AutoRestartShell : REG_DWORD : 01
CachedlLogonsCount: REG_SZ : 0

Begztry Edit Tree Wiew Securty Option:  Window  Help
™ HKEY_LOCAL_MACHINE on Local Machine

—E0 Midimap N

— 0 ModuleCompatibility

- 30 Metwark

- & Metwaork Cards
— 1 Online Boaks
-1 OpenGLDrivers
— 50 Perlib

— 1 Parts

— & ProfileList

— ] related.desc
—& Time Zones
-3 Type 1 Installer

ELE!IE1E|.|f"-hjtiE:ETEj;-:_‘tZ REG 57 %W

— £ Userinstallable drivers
- 00 Windows

L 3 WO

3 Windows Scripting Host

-3 Metscape =
s L I
| | _>I_I

Debug3ServerCommand : REG_SZ :no
DefautDomainMame : BEG_SZ : TESTMACHIP
DefaulilUserMame : REG_SZ : Administratar
DontDisplayLastllsermame : REG_SZ 1
LegalMoticeCaption : BEG_SZ

_ BMING 1 By a
PowerdownAfterShutdown : REG_SZ : 0
FeporiBootOk  REG_SZ 1

shell: REG_ZZ : Explorer.exe
Sshutdown'ithoutLogon REG_SZ: 0

oystem REG_SY @ lsass exe

Userinit: REG_SZ : userinitnddeagnt.exe
WmaApplet: REG_SZ : rundll32 shell32, Control _F

_wgy

8. Now a logon message will be displayed before each logon.

WARMIMG I By accessing and using this spstem, pou are congenting to spstem monitoring for law enforcement and
ather purpozes. nautharized uze of this computer may subject you ta criminal prozecution and penalties.

iMicrosoft |

X ||FﬁowsN'[

Version: 4.0

D. Disable floppy disk drives for non-administrators

L.
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Install NT Resource Kit.
Run cmd using Start->Run

Enter “instsrv FloppyLocker c:\ntreskit\floplock.exe” assuming the resource kit is

mstalled at the default location.

Start the FloppyLocker service using Start->Settings->Control Panel->Services as
shown below or reboot since the FloppyLocker will be started on bootup.
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Services |
Service Status Startup
Directary Replicatar b aral ﬂ
EventLog Started Automatic Start |
éFln:np pulocker Started Automatic J =
FTP Publizhing Service b aral Stop |
gethoocess Reagisty Service b aral
gethooess Service Control Agent b aral ﬂl
15 &dmin Service Started M arual o |
Lizenze Logaing Service Started Automatic —
Lotug Doming Server [LotusDominol ata) TR S |
Meszzenger Started Automatic j -
Hif Profiles. . |
Startup Parameters:
| Help |

5. Now logoff and re-login as an ordinary user instead of administrator.
6. Any attempts to access the floppy drive will result in errors:

Exploring - Removable Dizk [A:] |

0 &AM iz not accessible.

Aocess iz denied.

Cancel |

E. Avoid the Netware DLL Trojan horse

Run regedt32 using Start->Run

Select the hive HKEY LOCAL MACHINE
Select SYSTEM\CurrentControlSet\Control\Lsa
The screen shall look like:

i e
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™ Registry Editor

Regiztry  Edit Tree Miew Securty Option: ‘'wWindow Help

T HKEY_LOCAL_MACHIME on Local Machine
— 30 Kevboard Layout Al

AccessFroviders
£ kS0

— 30 MediaFroperties
30 MediaRasources

- = MetwarkProvider

L 23 Order

— G0 Mls

-5 Frint

— 23 PriorityControl

— 20 ProductOptions
30 SecureFipeSarsers
— 30 SecurityFroviders

-0 ServiceGroupOrder
L A Samdeabeos idor | f
»

Authentication Packages  REG_MULTI_SZ : msw1_0
Bounds : REG_BIMNARY: 00 30 00 00 00 20 00 00
MHotification Fackages : REG_MULTI_SZ . FPMNWTLNT

5. Select “Notification Packages”

6. Delete the “Notification Packages” value using Edit->Delete

F. Enforce strong passwords

kW=

Run regedt32 using Start->Run
Select the hive HKEY LOCAL MACHINE

Select SYSTEM\CurrentControlSet\Control\Lsa
Select Edit->Add Value
Enter “Notification Packages” for the value name and REG_EXPAND _SZ for the

data type. Press OK.

=
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Enter %systemroot%\system32\passfilt.dll in the string edit box and press OK.
The screen shall look like:
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7 Registry Editor

Eeqistry  Edit

KEY_USERS on Local Machine

Tree View Securty Option:  Window Help

" HKEY_CLASSES_ROOT on Local Machine
EST ™ HKEY_CURRENT_CONFIG on Local Machine
T HKEY_LOCAL_MACHINE on Local Machine

8 Medial -
I L|_I|

£ FileSy-=]

uinenicalon Fackages ;

Smns

— 3 Graphi
— 1 Groupt
20 hivelist
— 50 1D Canf
— 30 Keyho

- Keywbho—
A
£ ME

-5 tdedial

Bounds : REG_BIMARY ;0030 00 0000 20 0000
Motification Packages : REG_EXPAND_SY : %systemroot\systerm32passfilt.dll

-
S 4

>

Exit regedt32 and reboot the system.

9. After the system comes up, log in and try to change password using Control-Alt-
Delete “Change Password” option. If the new password does not satisfy the new
password requirement, an error message will be generated as follows:

I Change Password

Uzer name:

Dlamair:

0ld Pazzword:

Mew Pagzward:

LConfirm Mew Paszward:

5

I.-’-'-.dministratu:ur

|TESTM£‘«EHINE

Ixxxxxxxx

Ixxxxxxx

Ixxxxxxx

Cancel |

Help

Change Password E

N
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Y'our pazswarnd must be at least 0 characters long. v'our new paszword cannot be the
zame ag any of pour previous 0 passwords. Also, your site may require pazswords that
muzt be a combination of upper case, lower caze, numberz, and non-alphanumernic
characters. Type a pazsword which meets these requirements in bath text boRes.
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G. Restrict anonymous logon

1. Verify “null session” has not been disable in the system by performing the
following command sequence in a command box on a remote NT machine. The
NT server used for this example is at 10.10.1.170.

Hg Command Prompt [2]

C:s>net view ~N18.18.1.178
Suystem error 5 has occurred.

Access is dendied.

C:srnet use ~S18.18.1.178%ipcs """ Ausep:""
The command completed successfully.

C:srnet view “S18.18.1.178
Shared resources at ~~180.168.1.178

2. Run regedt32 using Start->Run

3. Select the hive HKEY LOCAL MACHINE

4. Select SYSTEM\CurrentControlSet\Control\Lsa

5. Select Edit->Add Value

6. Enter “RestrictAnonymous” for the value name and REG_ DWORD for the data
type. Press OK.

7. Enter “1” in the data edit box and press OK.

&. The screen shall look like:
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T Regiztry Editor

Begiztry  Edit Tree Miew Securty Options  window Help
" HKEY_USERS on Local Machine 2
E% " HKEY_CLASSES ROOT on Local Machine
@ "™ HKEY_CURRENT_CONFIG on Local Machine
T HKEY_LOCAL MACHINE on Local Machine

-5 Graphi ]| Authentication Packages : REG_MULTI_SZ : msw
—CJ Groupt  ||Bounds : REG_BINARY : 00 30 00 00 00 2000 00
— 0 hivelist  ||Motification Packages | BEG_ExPAND_SZ : %oy
—0 IDConf  ||Restrictdnonymous - REG_DWORD : 0x1
— 3 Keybo
— 3] Keybo
-G Medial
— 3 Medial
I — 3 Metwol
— G Mis
—3 Print -
MR, !
i -
4 | B

9. Now reboot the local NT server and remote machine.
10. Logon to the remote machine and try to setup a “null session” again.
11. This time an error message will be generated as follows:

% Command Prompt [2]

Microsof t(R> Windows HTC{TH>
C(C>» Copyright 17985-17?6 Microsoft Corp.

Cisrnet view ~N18.18.1.178
Suzstem error 5 has occurred.

Access is denied.

C:srnet use ~s10.10.1.178ipcd "™ Ausep:""
The command completed successfully.

C:wrnet view ~~108.18.1.178
Suystem error 5 has occurred.

Access is denied.

LR
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H. Control remote access to the registry

Run regedt32 using Start->Run
Select the hive HKEY LOCAL MACHINE
Select SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

Select Security->Permissions
The screen shall look like:

SNk WD =

Registiy Key Permizzions |

Registy Kew Winreg

Dwner: Adrminiztratars

[ FReplace Permizsion on Existing Subkeps

Mame:
i‘ Adminiztratars Full Contral
@ Everyone Read
Tvpe of Access IFuII Cantral j

Cancel | Add... | Bemove | Help |

6. Logon to a remote computer and run regedt32.

7. Select Registry->Select Computer

8. Enter the IP address (10.10.1.170 in this example) or computer name of the NT
server.

9. The screen shall look like:
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Begiztry  Edit Tree Miew Securty Options  window Help

" HKEY_USERS on Local Machine

% “ WKEY_CURRENT_CONFIG on Local Machine
%

T LochL W m Lo aie

55%

i G SECURITY
i S0FTWARE
i STSTEM

10. The remote computer can display/update the registry on the NT server.
11. On the local NT server, run regedt32.

12. Select the hive HKEY LOCAL MACHINE

13. Select SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg
14. Select Security->Permissions

15. Remove all users except Administrators.

16. The screen shall look like:

Reqistry Key Permizzions |

R egisty Kew Winreg

Owner: Adminiztrators

[ Feplace Pemizsion on Existing Subkeys
M arne;

iﬁ Administrators Full Cantral

Tupe of Access: I Full Contral j

Cancel | Add... | Eemwel Help |
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17. Reboot the local and remote machines.

18. Access the NT server registry from the remote machine again using a non-
administrator account.

19. The screen shall now look like:

Begiztry  Edit Tree Miew Securtpy Optionz  window  Help

" HKEY_USERS on Local Machine

% "HKEY_CURRENT_CONFIG on Local Machine
%

"HEEY_CLASSES_RBOOT on Local Machine
[E=] ™ HKEY_CURRENT USER on Local Machine
:@ HKE‘r’ LOCAL_MACHINE on Local Machine

- ™ HKEY_USERS on 10.10.1.170

[ T HKEY_LOCAL MACHINE on 10.10.1.170
HKEY LOCAL MACHINE
1 HARDWARE
£1 SAM

£ SECURITY
£ SOFTWARE
£ SYSTEM

20. The keys in the registry under HKEY LOCAL MACHINE for the NT server are
now gray out indicating they are now not accessible remotely.
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