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Centralized Auditing of a Windows NT Computer
by Steven Toy

Disclaimer
The information contained in this paper is not advice and should not be
construed as an endorsement of any specific product or company.

Introduction

System auditing is important in order to capture general information about system use as
well as attempted security violations. It is also important to centralize the management
and reporting of system auditing in order to maximize the usefulness of the information.
The goal of this paper is to explain step-by-step how to enable Windows NT auditing and
how to collect and examine the audit logs. For the purpose of the paper the scope of the
auditing is a Windows NT network running Windows NT Workstation and Server with
medium security requirements.

Windows NT has extensive built-in auditing. The challenge when auditing in an NT
network is not enabling system level auditing, but managing the file level auditing and
figuring out what to do with the information once it is logged. Auditing can create an
enormous amount of data that is located on thousands of computers. To yield the greatest
results, audit data should be compiled to as few machines as possible and then used to
create reports that are understandable.

First Step: Deciding What Auditing You Need

Auditing in Windows NT is broken down into seven different categories. Auditing can
be enabled for all of the seven categories for both successful attempts and/or failed
attempts. The following are the seven categories and an explanation of what they are for:

Logon and Logoff: These events describe a single logon or logoff attempt, whether
successful or unsuccessful. Included in each logon description is an indication of what
type of logon was requested or performed (that is, interactive, network, or service).

File and Object Access: These events describe both successful and unsuccessful
accesses to protected files and objects.

Use of User Rights: These events describe both successful and unsuccessful attempts to
use privileges. It also includes information about when some special privileges are
assigned. These special privileges are audited only at assignment time, not at time of use.
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User and Group Management: These events describe high-level changes to the user
accounts database, such as User Created or Group Membership Change. Potentially, a
more detailed, object-level audit is also performed (see Object Access events).

Security Policy Changes: These events describe high-level changes to the security
policy database, such as assignment of privileges or logon capabilities. Potentially, a
more detailed, object-level audit is also performed (see Object Access events).

Restart, Shutdown, and System: These events indicate something affecting the security
of the entire system or audit log occurred.

Process Tracking: These events provide detailed subject-tracking information. This
includes information such as program activation, handle duplication, and indirect object
access.

The best method for deciding what auditing is needed in your environment is to decide
how you would use the information obtained through the auditing. Remember when
deciding what auditing you need that the more auditing you do, the more CPU and disk
resources are used. Especially since your auditing should be done network wide the
impact to CPU utilization and disk usage can really add up.

We will assume we are enabling auditing on an NT network with medium security. I will
go step by step and explain to you the reasons I am using the auditing settings I use
throughout the rest of this paper.

Logon and Logoff: Successful logon and logoff audit logs can be helpful in placing
people at certain locations when doing security investigations, therefore I am going to
enable successful logon and logoff auditing. I also would like to know when/if someone
is trying to break into a computer, therefore I will also enable logon and logoff failures.

File and Object Access: File Access auditing can be useful for files where multiple
people may be editing the file, and for cases when sensitive data needs more security than
just NTFS file permissions. In some instances there may be regulation within a certain
industry saying that certain types of data have to be auditing when they are accessed. In
either case, auditing of file access is only done on files that specifically have auditing
turned on, so [ am going to turn on both success and failure auditing of file accesses.

Use of User Rights: This could possibly create a lot of log entries, but it is important
enough to audit. One example of an item that are audited when this is enabled is taking
ownership of a file. I am going to audit both success and failure of use of user rights
because I feel it is important to know when a user is making the kind of changes
associated with use of user rights.

User and Group Management: I certainly want to know when people are put into or
taken out of a group. Furthermore I don't believe that this will happen frequently enough
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to cause a lot of entries in the logs. I am going to audit both success and failure of User
and Group Management.

Security Policy Changes: This is another category that is worth some impact to CPU
and disk space. I want to know when security policy is changed and I am going to enable
both successful and failed attempts to change security policy.

Restart, Shutdown and System: In a high security situation you may want to know
every time a system is shut down and restarted, but in the case of my medium security
situation, I don't need to know this and it would just cause additional log entries. I am
going to leave this turned off. You may have a specific application or situation that may
require you to enable this.

Process Tracking: This is the audit category that is the most granular and also the one
that causes the most log entries. This is only needed in high security implementations
and should be enabled with caution.

Second Step: Enabling Auditing on the System

Enclosed are three different ways to enable auditing on a Windows NT system. The first
is the manual enabling of auditing using the Regular NT User Manager. The second is
the manual enabling of auditing using User Manager for domains. This allows you to
remotely enable auditing. The third way is using a WinBatch script and the User
Manager for domains.

Note: You have to have Administrator privileges to enable auditing in Windows
NT.

Using Regular User Manager

First, run the User Manager (start -> run -> musrmgr.exe):

Next, go to Policies -> Audit as shown below

: Uzer Manager [ _ O] =]

Uszer Wa==-8 Optionz Help

User Account.. | |Fu|| MName |Descr|

Buil «
Buil =

Groups |Descriptinn
Administrators tdembers can fully administer t =]
Backup Operators tdembers can bypass file secyr
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Next click on 'Audit These Events' and then check which events you want to audit.

Audit Policy

Computer:  DE303
" Dio Mat Audit
(¢ Audit These Events:

Logon and Logoff
File and Object Access
Use of Uzer Rights

IJzer and Group Management

Ok

Cancel

Succesz:  Failure Help

il

v

I L I R Y I e

Security Palicy Changes [w
Bestart, Shutdown, and System [
Frocesz Tracking [
You are done.
Using User Manager for Domains

First, run User Manager for Domains (start -> run -> usrmgr.exe):

Next, go to User -> Select Domain

i User Manager - EUROPE

“iew Policiez Optionz H

M[=] E3
elp
Full Name Descrif

tz, chooze a command from the Uzer met.
thooze that command from the Optionz men.

hen Low Speed Cannechion iz selected. Ta

Delete Del
Bename...
Properties... Enter
: " |
Select Dramnain... A
Description
E it Al+Fd  jow Speed Connection iz selected. To create,

: delete a global group, choose a command
frorn the Llser menu.
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Type in the name of the computer you want to change in the form \\computername,
remember that you have to have Administrator privileges on that machine.

Salact Domain
duArn |1'\E|:|HF1JTEFI‘~.I:‘IIIE| e I

Sl R i e e e e e R e Y

[ L% ool o rizuion

Go to Policies -=> Audit

i User Manager [_ O] x|

Uszer Wa==-8 Optionz Help
User Account. | |Fu|| Name |Descr|

Buil «
Buil =

Groups |Descriptinn
Administrators tdembers can fully administer t =]
Backup Operators tdembers can bypass file secyr
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Next click on 'Audit These Events' and then check which events you want to audit.

Audit Policy

Computer:  DES03 Ok
" Do Mot Audit
—i% audit These Events:

Cancel

Succesz:  Failure Help

il

Logon and Logoff
File and Object Access
Use of Uzer Rights

IJzer and Group Management

Security Palicy Changes v
Bestart, Shutdown, and System r
-

Frocesz Tracking

X R A A

Using a WinBatch Script and User Manager for Domains

The following is a WinBatch script that uses the User Manager for Domains to
enable auditing. You have to have WinBatch to run the script. WinBatch is a
program that allows you to do Batch style processing within Windows GUI
applications. You can even compile the WinBatch scripts and use them on any
Windows computer, even one that doesn't have WinBatch loaded. This script takes
input from a file (C:\filename.txt) and goes to each computer in the file and enables
auditing. The file has one computer name per line in plain text.

;this is a .wbt file that can be run by the WinBatch program or
;compiled into a .exe

Run ("usrmgr.exe","")

nodenames=fileopen("c:\filename.txt", "READ") ; this opens a file
;to read in computer names

while @TRUE
x=FileRead (nodenames) ; this reads in the computer names

; from the above file
If x == "*EOF*" Then Break

sendkeysto ("User Manager","!us") ; brings up the Domain field
sendkeysto ("Select Domain","\\") ; types in \\
sendkeysto ("Select Domain", x) ; this types in the name of the
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sendkeysto("Select

sendkeysto ("User Manager","!pd") ;

sendkeysto ("Audit",
sendkeysto ("Audit",
sendkeysto ("Audit",

sendkeysto ("Audit",
sendkeysto ("Audit",
sendkeysto ("Audit",
sendkeysto ("Audit",

sendkeysto ("Audit",

sendkeysto ("Audit",

sendkeysto ("Audit",
(

sendkeysto ("Audit","

sendkeysto ("Audit",

sendkeysto ("Audit",

sendkeysto ("Audit",
(

sendkeysto ("Audit","

sendkeysto ("Audit",

sendkeysto ("Audit",

sendkeysto ("Audit",
(

sendkeysto ("Audit","

sendkeysto ("Audit",

sendkeysto ("Audit",

sendkeysto ("Audit",
(

sendkeysto ("Audit","

sendkeysto ("Audit",
sendkeysto ("Audit",
sendkeysto ("Audit",
sendkeysto ("Audit",

sendkeysto ("Audit",
sendkeysto ("Audit",
sendkeysto ("Audit",

sendkeysto ("Audit",

endwhile

;computer
Domain", "{enter}")
this brings up the auditing
;window

"d")

"a") ; this enabled auditing

"1l") ; this goes to the log on log off
;auditing tab

"lc{+}") ; this enables success auditing

"{tab}")

"lc{+}"); this enables failure auditing

"f") ; this goes to the file access auditing
;tab

"le{+}m)

"{tab}")

"lo{+}™) ; this enables failure auditing

u") ; this goes to the Use of User rights
;auditing tab

"lc{+}") ; this enables success auditing

"{tab}")

"lc{+}") ; this

g") this goes
;Management

"lc{+}") ; this

"{tab}")

"le{+}"™) ; this enables failure

s") ; this goes to the Security
;Changes auditing tab

"le{+}") ; this enables success

"{tab}")

"lc{+}™) ; this enables failure

r") ; this goes to the Restart,
;System auditing tab

"lc{-}") ; this disables success auditing

"{tab}")

"lc{-}") ; this disables failure auditing

"o") this goes to the Process Tracking
;auditing tab

"lc{-}") ; this disables success auditing

"{tab}")

"le{-1"m)

this enables success auditing

enables failure
to the User and
auditing tab

enables success

auditing
Group

auditing

auditing
Policy

auditing

auditing

Shutdown, and

this disables failure auditing

"{enter}") ; this closes the window and
;accepts the changes

sendkeysto ("User", " 'ux")
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Third Step: Configuring the Event Log

It is important to configure the event log after enabling auditing. Auditing writes events
to the event log and can cause the event log to fill up much more quickly than system
events can. It is important to make sure you have enough disk space for the event log
and it is important to configure what happens when the event log fills up. The event log
settings will largely be dependent on how much auditing you have enabled, how secure
you want your system to be and how often you plan on retrieving and/or examining the
event log on the computer.

To configure the Event Log First open the Event Viewer (Start -> Run ->
eventvwr.exe)

Go to Log -> Log Settings...

i Event Yiewer - System Log on AADG903 =] E3
“Wiew Options  Help
v Syztem
Securty -
&pplication Diltport Mone .
0 EwventLog MHone
Open...
= e A EwventLog Mone
= Diltport Mone
Clear &0l Events EwventLog None
Lag Settings. .. Ditpont MNone
EwentLog Mone
Select Cornputer... EventLog Mone
Esit AEd Dltport Mone
o EwentLog Maone -

Select 'Change Settings for' Security Log

Event Log Settings |
LChange Settings for | System j Log
System | Cancel |
Maximum Log Size: -‘E'-PF'“CEH':"L z [BAK Increments] D efault |
Event Log Wrapping Help |

¥ Owenarite Events az Needed

= Owenarite Events Older than I E Diays

= Do Mat Ovensrite Events [Clear Lag Manually)
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Select Maximum Log Size and choose a value that you think will be sufficient to
hold your Audit logs. Note: If the log size is not in 64K increments it will be
rounded to the nearest 64K increment when you click on the OK button.

Event Log Settings

LChange Settings for |5E-'I3uri|:_'.-' "’l Log ak

Caricel

Maximum Log Size: | &I Filobytez [BAK Increments] Drefault

Ewvent Log 'Wrapping Help

diltlf].

{+ Owepwrite Events az Needed

" Owenwrite Events Older than E Diays

" Do Mot Ovenwnite Events [Clear Lag Manually]

Select the type of Event Log Wrapping you want. Overwrite events as needed will
allow someone to cover up certain audit events by creating a bunch of random audit
events. Overwrite events Older than X days will allow audit events to be missed if
the log fills up before X days are over. Do not overwrite events means that you will
have to manually clear the log when it fills up. There is also a registry setting that
will allow you to have the computer crash when the audit log is full. This should
only be used for highly secure computers, and still should not be done lightely.
Someone can use this feature in a DOS attack by causing a log of audit events. For
our case I am going to select Overwrite Events Older than 7 days.

Event Log Wrapping Help

Event Log 5ettings
LChange Settings for |5E-'I3uri|:_'.-' - | Log
Cancel
Maximum Log Size: | 5000 E Filobytez [BAK Increments] Drefault

" Owepwrite Events az Needed

{* Oweparite Events Older thar | 7 E Days

" Do Mot Ovenwnite Events [Clear Lag Manually]
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Again, we can do this with a WinBatch script very simply because the Event Viewer
allows you to change the settings on remote computers (with the appropriate
privileges). Here is an example WinBatch script:

;this is a .wbt file that can be run by the WinBatch program or
;compiled into a .exe

Run ("eventvwr.exe",""
14

nodenames=fileopen("c:\filename.txt", "READ") ; this opens a file
;to read in computer names

while @TRUE

x=FileRead (nodenames) ; this reads in the computer names
;from the above file
If x == "*EOF*" Then Break
sendkeysto ("Event Viewer","!1ls") ; brings up the Computer field
sendkeysto ("Select","\\") ; types in \\
sendkeysto ("Select", x) ; this types in the name of the

;computer
sendkeysto("Select", " {enter}")
sendkeysto ("Event","!1t") ; this brings up the Log Settings

;window

sendkeysto ("Event Log","{UP}") ;this brings up the Security
;settings

sendkeysto ("Event Log","{UP}") ;this brings up the Security

;settings
sendkeysto ("Event Log","{DOWN}") ;this brings up the Security
;settings

sendkeysto ("Event Log","{tab}") ; this brings up the Max log size

sendkeysto ("Event Log","5056") ; this types in max log size

sendkeysto ("Event Log","{tab}") ; this brings up Event Log
;wrapping

sendkeysto ("Event Log","o") ; this sets overwrite events older

;than

sendkeysto ("Event Log","{tab}") ; this brings up the number of

;days

sendkeysto ("Event Log","7") ; this types in 7

sendkeysto ("Event Log","{enter}") ; this closes the window and
;accepts the changes

endwhile

sendkeysto ("Event", " !1x")
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Fourth Step: Enable Auditing on any files, folders, printers
and registry entries that you want Audited

If you enabled file and object auditing, you have to additionally set up auditing on the
files, directories, printers and registry entries that you want audited. This can be done
manually or with command line tools from the Windows Resource Kit or from third party
software vendors.

To enable or change auditing on a file, folder or printer, go to Windows NT
Explorer and right click on the file, directory or printer you want to change and go
to properties

BY Enploring  C:SWINMT42pstcm
Fl= Edi “iew Toclz Help

|3 avtz -l B il 23] ] X]E

M Fzlzes Sorenls o TN I T sepsien
E:-]--[:I R el | Szc| Tpos
B ZIFznFrizacs %] A= dl HIEN &-po
@_D E'-l:'l:':"t 4mrn 4 0
E.‘JD TE"T' El[-:-'n: Ep:;n:'ith...
E,_.l’j le_“d:lw$ . 1-I Cor [F [o- Dy [
é-;{;‘l i LPISESE A K Tow Exdwers, sde L e
-y N %] CI% "k
@ L0 $eE ervize™ackl :: Bl *
III (] anE %| CH3d Fik: Opzralizhz J
Efde I lp=n=rd rr== F
L[ CaFool EI n
E[_‘I Co-fig E]l E:‘.rh WL Inle aclive ¥
E E-:-:kaa El“fl:'q Edt Zic Mzr.z b
WHIIE s
E[ﬂ Co-miboaded Fro @ Mzp Sezn vl Munlon 2ol Wiy
L[ Forkz 2 Mep eidz iz 2p
EJ E :_c-dmv E} :p N e B
D = | =] Mzi=
6131 Fictow %] Mo e Tu '
N 2] M- oy
M- Inzt=le = Mer | oy
cf S WS E e E—
M- M=da EI Moe  CredtE Srorlo.t
F-[70 Mzaerk o] -y Lolots
F-L MEmpos e M | mnare
[ mgzoaclz s ﬂ TR
d |k ]

Diiaplany e p oper e of thz we e led lewy
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Go to the Security Tab:

Avifile_dll Properties

Click on the Auditing Button

File Auditing

r r
r r
r r
r r
r r
r r
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Click on the Add button and Select the Users you want to Audit and click the Add

button

Add Users and Groups |

List Mames From: I FEI\\DEa0

Mames:

[

éﬁ & dministrators
{F Authenticated Users
B ackup Operators

& Everyone

tembers can fully administer the compu =
All authenticated users
M embers can bypass file zecunty to bac

All ) zers

BGuests |Jzers granted guest access to the comy

@ IMTERACTIVE |Jzers accessing thiz object locally

13'“_ HETwORE. |Jzers accessing thiz object remotely

I@F’uwer Uzers Members can thare directonies and print;l
Add Show Uzers rdemtiers. . Search... |

&dd Mames:

Evemone ;I

Ok Cancel Help

Then Select what actions you want to audit for that file

File Auditing ]|

File:  CAWINNT Saypstemh aVIFILE. DLL ok

Marne:

€ Everone

Cancel

i

Add...
Remave

Help

di

— Eventz to Audit

Read

write

Execute

Delete

Change Pemizzions

T ake Ownerzhip

Success Failure
[l ||
o
Iv |
u | |
u | |
o ||
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When enabling or changing auditing on a directory you have two extra options,

replace auditing on subdirectories and replace auditing on existing files

Directory Auditing E |

Directony: CAWAMMT

[ Replace &uditing on Subdirectaries
¥ Feplace &uditing on Existing Files

M ame:

0K

Cancel

i

Add...

Eemoye

i

Help

— Ewents o Audit

Head

WTite

Execute

Elete

Chanme Eemmissions

Trake Hwnershim

Success F ailure

I iy ity iy iy
T Ty Iy R Y

To enable or change auditing on registry entries, go to regedt32 and click on

Security -> Auditing and then follow the steps above

= Repiztry Edior

Rezizw =di Tresa a"a.*.lmlipm’s ‘~hdow

Lep

= HEEY_LOCAL_MACH
= HoZ~_LIoAL kA

e = s =
=

-8 ZECUR TV
— T SCFTWARE
01 5~ TR

Fermicsiore..
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There is an additional setting for Registry key auditing also

Reqistry Key Auditing

Reqistiy Key: HaRCAWARE (0]

[ Audit Permizsion on Existing Subkeps Cancel

il

M ame:

Add...

BEmaEye

Help

i

— Ewents bo Audit

Success Failure
e ale r r
St e r r
Create Sublkey - r
Erumenate Subkeys - r
T tifys - r
Create Link - r
[Delete r r
it IS r r
Fead| Carthl r r

Because file Auditing is independent for each file, it can be difficult to manage
independent file audit settings. Both setting and listing file audit settings from the GUI
tools is tedious in situations where one person is managing multiple machines. For this
reason there are NT Resource Kit and third party software tools that can be used at the
command line and therefore can be scripted to allow for effective management of file
audit settings.

Two specific third part tools are Super CACLs by Trusted Systems
(www.trustedsystems.com) and NT Command Line Security Tools by Pedestal Software
(www.pedestalsoftware.com). The following are some examples of the Super CACLs tools
from their website:

Assure that all *. EXE and *.DLL files (not directories) in a large directory tree (like WINNT) allow at
most "Read" access to the built-in "Everyone" group (that is, set them to Read if they currently allow
more):

modacl /s /f CAWINNT /nm *.EXE *.DLL /am "everyone:>read" /ar everyone:read

Take ownership of all items owned by a user "BBye" who has left your organization (making sure that you
have Full Access in the item's ACL's):

takeown /s C: D: E: /om bbye /add
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Find all directories in which a user named JJones has at least read ("RX") access to the directory itselfor
files newly created in the directory (the file default permissions):

pracl /s /d ProjectDir /am "jjones:>rx>rx"

Fifth Step: Doing something with the Audit Logs

This step is the most important and the most difficult. It is important to examine the audit
logs regularly to detect any misuse and it is also important to save the audit logs for
security investigations. This paper does not contain an exhaustive list of the possible
solutions for collecting and analyzing audit logs. In some cases audit log collection and
analysis may be able to be incorporated into some existing software already in place at a
company. In other cases a company may decide that they want such detailed analysis of
the audit logs that they need to write a custom application to do the event analysis. To
deploy a successful audit collection and analysis engine a company needs to consider all
the options for audit collection and analysis.

To reduce the risk of tampering and to increase the usefulness of the data, it is essential to
centralize the audit data and reporting. The following steps should be taken to make sure
the audit logs are secure:

Compile the audit logs on a secure machine

Run the audit log analysis and collection on a dedicated machine that does nothing
else

If you print audit information make sure you are printing to a secure printer

Command Line Tools

There are some command line tools that help in analyzing audit logs. Command line
tools are especially useful if you want to send simple customized email or other
notifications to system administrators. Command line tools can be use in scripts to alert
administrators when certain conditions occur.

One command line tool that is useful is NTLast by NTOBJECTives, Inc.. This tools
searches Event Logs for logon and logoff audit entries. It can search .evt files that are
output by the Event Logs, or it can search the Event Logs themselves on a computer over
the network. This tool can report on successful and failed logons as well as tell the
difference between interactive and remote logons. This tool can also list logons from a
specific machine or user.
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Here is a search for failed logons by a user george:

I ": D VW NN T Y Sy iean 3 2 Lemd e

T  ntlnat
Brmimril Humbur: 131
Cwpuiarfane® TNITOH
Fecmb 1z LY
Time HLLuwnpied:
Beiaila -

|u,uu|lpn:
ClientHane:
LITentlamn im:
Clivn ' Maclhime:

rumril HimbierZ WE

iarfane: TNITIH

Fanlr

Fnnlr
= Tue Seg 01 13214233 13¥6

 m qeoiqr

d Ionqgen BT rant

Imleral oure
JEDIE
i1 10H
TITHH

d Lodarn Bitempt

= Touw Sep M1 13240254 19FE

] o

; icnklhams im:
Elinn i Machimu:

Brimril HombierZz WEF
Cwpuiarfane: TNITIH
Emcmbll- 4H2¥

Time A1l unpisd:

Fanle
- Tue 5w

Hrmul r
qenrqm
triidan
WIFFERiEE

d Lodgwn Bitempt
M1 1324143 19%F

Here is a search for failed logons in condensed mode, this helps see that there are

multiple logon attempts with the same username over a short period of time:

- kmd Wl Fule -

N=%TFHF>nE Tast /F fm rmlr

tritan
tritan
tritan

teitan
tritan
teitan
tritan

[z TEMI >

M
1
i

195E
190E
195E
190%
190E

Using this command line tool it would be very easy to search audit logs of computers and
report periodically. This tools is limited because it only searches the audit logs for logon

and logoff information. This tool does not search for other audit information.

Visual Last by NTOBJECTives, Inc.

NTOBJECTives also makes a GUI version of NTLast called Visual Last. This is a GUI
tool that searches event logs for logon and logoff audit information. Again, this tool is
limited to only logon and logoff information.
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Here is the first screen, you have to point Visual Last to a domain controller to get
the names of the machines on your network:

%5 VisualLast =]

File “iew Help

& = M O N? &

Browse Lizt for \\bdembt -
BOCMET
FOCMET
[FANTI

QAMTZ

CIAMTAN
GAPC30
[APCES
[APCEE

T1000 JL[
4| | :
| %Ser\rer Yiew NT OBJECTiVES, Ill(‘.'.

For Help, presz F1 UM

Once you select a machine you want to search, it gives you the options for the
search:

¥izuallLast Search Options

Search Dptions l Time Frame O ptions ] Server List ]

Logon Ewent tachine Name to Search
" Last Successhul Logons |\\D £a03

@ Last Faled Aftempts Backup File Name[* e
Logon Type |

¥ Either Tepe Logon r

" Interactive Logons

[ Search [I5 Enties Onl
" Remote Logons EaIC nitries Only

[ Include HULL Logons

Mumber of Records
Usger Mame 10

Connected From
| Search | Cancel ‘

Apply Search Maow ‘
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Here is what the report looks like:

%% VisualLast - [\\D6903 -f -n 10]

Eile Edit Wiew ‘Window Help ;lilil
BEHE B A U0 N RE

Logon User Attemnpted From Atternpt Failed At Computer Log
1 snosct CE903 Wied Sug 09 12:43:11 2000 DES03 =

of
[« | 4

| [Friday, 0217, 2000 [01:19:08 PM

For Help, prezs F1 MLk o

The NTLast command line tool may be more useful than Visual last for some
applications. Remember that both of these tools only report on logon and logoff
information. If you want a simple visual tool to report on logon and logoff information,
Visual Last may be just the ticket. If you want to do more with the information that just
view it one computer at a time, like script it and email reports, the command line tool is
probably better suited.

Event Archiver by Dorian Software Creations, Inc.

A third party software product called Event Archiver allows for the collection of Event
Logs and also allows for global administration of Event log settings and Audit settings.
This product does not analyze the data, but it does archive the data and allow exporting of
the data to Access or SQL databases.

=y Crant Srchiver Crbsmpiize
Ek Zkv Too: _dixp: Hup

i | i - L s 3
=|LE 7

12 mign.l: [ 1y | rdiasd
EIEE: Grzuibn s

3 | A

Tuvdin:lha s |£1J:'.II|I'.-:H:'\-'Il LTI
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This product does have limitations. It only allows you to select one computer at a time to
be audited. If you wanted to audit on hundreds of computers it would take substantial
time to set up. Also, it only allows for event logs to be collected daily at most. If you
want to collect the event logs more often than daily, you will not be able to use this
software. One reason you would want to collect event logs more often is if you want an
indication that someone is deleting part of your audit log. If you collect audit logs in real
time, then if someone tries to go back and delete the audit log, it will already be archived
to another machine.

Here is the screen that allows you to add a computer to be logged:

Eﬂ Log Registration Options

Scheduling and Archiving Paths I Data Collection I

— Computer hame:

DEI03 =]
—Log: LClear log after archiving: —
I.ﬂ‘«pplicatian j ’75' Tes )
— Archive thiz log:

' Daily = weekly &+ wWhen the log iz ful

0n | Surday R Y S =

— Diirectory on remate machine o zave EVT files in:

|c:'~.winnt

— Share folder used by Event Archiver to access EMT files —

| =

Ok LCancel

Here is the screen that allows you to manage the audit policy on a machine:

% Event Audit Policy on \\d6903

Auu_:litin [Security Event Logging) on Y4d6303 iz
(Ol " Dizabled

YWhat eventz would you like o audit?
— Shutdownz, Beboots, and Systern— — Logons, Logoffs, Met Connectionzs —
[T Success [ Failure ¥ Success W Failure

— Securable Object [File] Access — Privilege / Rights Uszage
¥ Success W Failure ¥ Success W Failure

— Detailed Application Tracking — Palicy Modifications
[T Success [ Failure V¥ Success ¥ Failure

— User, Group, Password Changes ——
W Success W Failure

u] 4 LCancel
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Here is the screen that allows you to manage the log settings on a machine:

Log Settings on d6903 |

lic:ation

Log Type:

— File Size [in B4 kilobyte incrementz):
|5'I 2 — KB

— Ewent Log Retention:

f+ Record over all events when the log is full [Low Security]
= Only record over event$|1 ﬂ:lays old or older [Medium Security]

" Do not record aver any events [High Security - Recommended]

(1] LCancel

As I mentioned, there are options to unify all the audit and log settings between
computers:

& Eyvont Archiver Entcipiiac

Fl= i [RERY Cotos Febp
]| =

= azh Feqicha C:

. . J-i'w Buzic Policic
g |E|3 La=h=re I=l-mu b lrulng g
| Comnzuier | oz | Ircer-a
% Ju{in Zoorh, L aik

31 Appbcal-ne “hen ol

* | I

- e tlecerd 1= il |-[:r' Ar-he=r sruresr o

Dorian Software is releasing an Event Log analyzer later this summer.
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Event Log Monitor by TNT Software

Another third party software package that does Event Log Management is Event Log
Monitor by TNT Software. This software package does event log collection and analysis
in real time. It can be configured to alert on certain events and it can create detailed
reports of specific types of events. It is easy to configure. When you first launch the
Event Log Monitor it will ask for a machine to be monitored.

Add Monitored Syztem [ x|

Computer Name is II:IEEIDE Browsze |
& windows MT Cancel |
' TCPAP Device

Windaws NT | Configuration &nalyzer | Performance Data | TOP/IP Maritor |

Farward notifications from this system far;

ns v Audit Failure Events
I W arning Events v Audit Success Events

™ Infarmational Events

Monitor HT Rezources on thiz system

¥ Inspect Services every |5 minutes
W Hotify every minute when Automatic service is stopped

¥ Inspect Processes every |20 minutes

It is somewhat limited in the setup because it does not allow adding multiple machines at
once. You can select that kind of notifications you want on this screen and then click on
the OK button and it will set up the machine to be monitored. Be careful about the
amount of disk space that you have available on the machine that you are using. Just the
configuration file takes 35KB per machine for this software. Also, you may run into
bandwidth problems if you try to monitor too many machines with one server.

The user interface for this software is fairly straight forward. There is a window where
you can see all the Agents you have installed. It looks like this:

ELM Event Log Monitor - [Agentz] [_ O] x|

@ File Edit Ewentz Mobfications Agents Tools “iews

Optionz Window  Help -|E’|E|

CIEE AT
Computer "*_I Type | "v"ersiu:unl LastHepDrtl LaztPing
W9 Doooe NT 221 000024 00:00:24
&I Dea03 MT 221 000003 000003

1] |
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There is also a window where you can see all the security events that occur:

@!h File Edit Ewentz Motfications Agentz Toolz Views Options

Window  Help == x|
WS|G0 x| 2|8 |

Local Time | Server | Meszage :I

@g 08410400 15:55:44 02026 Privileged object operation:

@m 08/410/00 15:55:38 DE303 Privileged object operation: J

@g 0310400 15:54.13 D026 Uszer Logoff: User Mame: s

03410400 15:50.27 DE302 Privileged Service Called: ©

0241000 15:50:10 DE303 Privileged Service Called: &

2, 02/10/00 15:44:17 D2026 Successtul Logon: User Me

@g 03/10/0015:4417 02026 Special privileges azzigned

&, 08/10/00 15:2 DEI03 Privileged object operation: |is

3
45 Security LT

One thing this software doesn't have that would be helpful is some post-event log
processing of the messages. This specific software package just compiles the event log
entries into effectively one large event log. You can do some filtering, but it would be
helpful for it to break out the specific event log entries and give more explanation of what

they are. The reporting does help with this a little bit. There are reports available from
the file menu:

@!h MW Edit Ewent: Motification: Agentz Tool: “iews Options
Wi Save ds. == x|
Frint... Ctrl+P P 1 =
:I Print Prexiew X | | élﬁlﬂl ||:
| Lo Print Setup... e | Message |
@g Repatts.. 026 Privileged Dbiect Dperatiun:J
@m q03 Privileged object operation:
@g E xit FOZE Idzer Logoff, Uszer Mame: =
AT ISR ZF Deao: Privileged Service Called:
0241000 15:50:10 DE303 Privileged Service Called: &
2, 02/10/00 15:44:17 D2026 Successtul Logon: User Me
@g 03/10/0015:4417 02026 Special privileges azzigned
S 08410400 15: DEA03 Privileged object operation: |is
Databaze reports LT
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They include some general use reports, like a daily logon report and a daily logon failure
report, but most people will need to customize them to make them more useful.

The Event Log Monitor is a very powerful tool but does require some customization to
make it useful.

Conclusion

Auditing on NT can give system administrators invaluable information about use of
system resources. Enabling auditing is simple and can easily be done company wide.
Managing file level auditing and analyzing audit logs is more difficult, and often requires
third party software to simplify the process. With the correct third party software and
possibly some customized scripts and reports, system administrators should be able to
effectively manage system level audit information.
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