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Abstract

This pager is the written to meet the practical assignment requirement for the
SANS GIAC Certified Windows Administrator. The pager consists of three main
parts.

The first part focused on the design of a merged domain for SANS Co. and GIAC
enterprise, both fictional companies and each with its own Active Directory
infrastructure. The AD design for SANS Co. was created and merged with an
existing design for GIAC enterprise created and submitted to SANS by existing
GCWN analysts.

The second part focused on the creation, application and testing, and evaluation
of Active Directory Group Policy. Creation of the Group Policy would meet the
business and security requirements of the merged design described in the first
part. The Group Policy is then applied to an IIS server and tested for security
and functionality compliance. Evaluation involves the review of the pros and
cons of Group Policy capabilities.

The final part focused on the long term auditing of the merged AD infrastructure

during its implementation and operation life cycle. The plan outlines the
approach from a compliance factor and also that of exception monitoring.
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Part #1: Domain Design

Merging of SANS Co. and GIAC Enterprises to expand market and consolidate
operations. Develop trusts between their Active Directory (AD) infrastructure to
achieve interoperability, consolidate IT overhead with no impact to existing
customers.

SANS Co. Company Overview

SANS Co, a brick and mortar company that specializes in sale of widgets.
Through exceptional marketing, quality products and support service that are
second to none, the company has grown into a multi-million dollars business and
employs approximately 100 employees. Headquartered in Canada, the company
has an operation office in Taiwan with 70 employees responsible for
manufacturing, research and development, human resource and distribution
subdivision. The remaining 30 employees are located in Canada and spread
across the finance, and sales divisions.

SANS Co. has never ventured into e-commerce due to technology immaturity,
consumer adoption and security risks. Their only point of presence on the
Internet is an informational website that is used mainly for marketing purpose.
Recent market research indicated that e-commerce has reached a critical mass
and SANS Co. has decided to explore this venue through merger with GIAC
Enterprises, an e-commerce company in all perspective.

SANS Co. Active Directory Infrastructure

The SANS Co. Active Directory forest consists of a root domain with three
domains reflecting the structure of the organization. In order to support
decentralized administration, an empty root domain was employed with the DNS
name sansad.net. Connected to the sans.net domain are the three child
domains finance.sansad.net, operation.sansad.net and sales.sansad.net which
represent the 3 major departments. Another forest consisting of a standalone
tree and a single domain named sanswidget.com was deployed in support of the
company publicly accessible server on the DMZ.
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Figure 1. SANS Co. Active Directory Structure

sanswidget.com

This forest has no trust relationship with the sansad.net forest and is managed
separately by onsite IT administrators. It is physically located at the company
headquarter and is connected to the Internet via a T1 line. The domain
sanswidget.com consists of a single Windows 2000 server running 1S providing
web and email relay service. Industry best practice for securing 11S was followed
in creating this bastion host. DNS records for sanswidget.com web and email
services are provided by the upstream Internet Service Provider.

finance.sansad.net

This domain contains users, workstations, servers and printers for the users
belonging to accounting, information technology and executive management. All
workstations have standard Windows XP image with up-to-date patches and is
highly managed. A Windows 2000 server act as domain controller and provides
DNS and DHCP services. Another Windows 2000 server provides email via
Microsoft Exchange 2000 and Intranet web service via IIS for the whole site.

operation.sansad.net

This domain contains users, workstations, servers and printers for the users
belonging to production, research and development, and human resources.
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Communication between this site in Taiwan and head office is provided through a
VPN tunnel running 256 bit AES® encryption on a T1 frame-relay WAN circuit. All
workstations have standard Windows XP image with up-to-date patches and his
highly managed. A Windows 2000 server act as domain controller and provides
DNS and DHCP services. Another Windows 2000 server provides email via
Microsoft Exchange 2000 and Intranet web service via IIS for the whole site.

sales.sansad.net
This domain contains users, workstations, servers and printers for the users
belonging to sales, and marketing. All workstations have standard Windows XP

image with up-to-date patches and is highly managed. A Windows 2000 server
act as domain controller and provides DNS and DHCP services.

Organizational Units (OUs)

Ent. Admin: The enterprise admin OU is added to the local admin group of every
domain.

Admin: Contains super users that have special requirements to manage the
assigned domain.

Domain controller: Contains the organization domain controllers and all are
running in native mode.

Server: Contains servers that are deployed internally.

Workstation: Contains workstations that are deployed internally.

Printer: Contains printers that are deployed internally.

Privileged users: Contains group of users with access to sensitive and
confidential data such as accounting, human resource, executive management,

research and development”

General users: Contains group of users with no special security requirements
such as production, sales, and marketing.

! AES, http://csrc.nist.gov/CryptoToolkit/aes/
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Security Consideration
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Perimeter security is fully observed with appropriate level of filtering on all the
routers, lockdown of servers and strict control of firewall rules, strategic
deployment of IDS systems, gateway, servers and workstation deployment of

anti-virus software to provide a defense-in-depth approach.

Administrator security is provided through specially assigned admin hosts where
administration tasks can be performed and can only be accessed by authorized
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administrators via a two factors authentication mechanism. In addition, extensive
logging and auditing of users and services are enabled on these hosts.

Domain security required that all domain controllers to use IPSec VPN tunnel for
end-to-end replication.

Server security required that all servers are properly hardened and maintained

with up-to-date patching process. Servers hosting services such as web, DNS,
and DHCP will follow industry best practice on service lockdown.

GIAC Enterprise Active Directory Infrastructure

Design of GIAC Enterprise corporate network is documented in

http://www.giac.org/practical/Lenny Zeltser GCWN.doc

GIAC Enterprise is an e-commerce company with majority of its revenue from
online sales and has approximately 50 employees. Its corporate office and e-
commerce systems are located in Canada, however, are physically separated.
The e-commerce systems do not utilize Windows OS due to design requirements
and hence do not need to be taken into consideration in the AD integration.

On the corporate network DMZ, a standalone Windows 2000 server provides
public web, and mail relay services running on IIS. DNS records for web and
mail services are hosted on the ISP. Administration of this server is provided via
SMB over IPSec authentication from the internal corporate network.

Internal services are categorized under three departments:
¢ Research and Development
e Sales and Marketing
¢ Finance and Human Resources

Research and Development servers and workstations have been segregated
from the rest of the internal machine through a Hogwash? packet-filtering device
as these machines contain data with higher security classifications.

Machines in on the internal network are configured as followed:

e Workstations running on Windows 2000 have since been upgraded to
Windows XP.

¢ Internal servers running on Windows 2000 are scheduled to be upgraded
to Windows 2003 sometime in the near future.

e Domain controllers running on Windows 2000 double as DNS servers for
all internal hosts.

¢ Internal mail server runs Microsoft Exchange 2000

2 Hogwash, http://sourceforge.net/projects/hogwash/

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



e User’s files are stored on departmental servers, as well as a central file
server which double as the print server.

¢ Workstations have been upgraded to use MS Office XP applications
running Word, Excel and PowerPoint. MS Access is installed on
workstations in the Research and Development department.

e Anti-virus protection is provided through Norton AntiVirus corporate edition

e Large numbers of internal applications are hosted on the internal web
server and are accessed via Internet Explorer.

Active Directory Structure

GIAC Enterprise AD design consists of a single Windows 2000 domain
supported by two domain controllers with five first-level OUs and three second-

level OUs.

Internal

Domain
General Users General General Servers R& D Dept Domain
ou Workstations Controllers OU
ou

R&D Dept R&D Dept R&D Dept
UsersOU Workstations Servers OU
ou

Figure A— AD Hierarchy at GIAC Enterprises

All users, with the exception of R&D department falls under a generic
classification and are categorized by the General Users, General Workstations,
and General Servers OUs. These OUs are managed by the Domain Admins

group.

Management of the R&D Dept OU is delegated to the two local administrators
due to differing security policies requirements. Furthermore, enterprise
delegations of user password reset and unlock user accounts are granted to two
local Help Desk personnel.
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The Merger

In order to support the objectives of the merger, the two most significant
infrastructure changes were to that of the network and the active directory
structure. In addition, cost savings were realized by physically relocating staffs in
the GIAC corporate head into the empty offices at the SANS Co. headquarters
just a few blocks away.

Network changes

Although physically relocated, GIAC logical network remains relatively intact with
a few minor changes.

e Connectivity and segregation of GIAC and SANS Co. was achieved
through VLAN implementation.

e DNS records of publicly accessible web and email services for SANS Co.
and GIAC are now served by the same internet service provider.

e Hosting of both SANS Co. and GIAC web and email relay are now
implemented on the same server with the free-up server running in parallel
to provide redundancy. Although hosted on the same server, the contents
of the two sites remain independent. As a result, the changes were
transparent to customers of both companies. These servers will remain
independent of the AD structure within SANS Co. and GIAC enterprise
and industry best practice on securing 1S remains fully observed.
Administrations of these servers are provided via SMB over IPSec
authentication from the GIAC internal corporate network.

e Contents of the new SANS Co. e-commerce venture are hosted on the
same e-commerce facility for GIAC enterprise. Due to its robust design,
this addition did not affect existing production. It was also decided that
this e-commerce facility remains in its current physical location.

AD infrastructure changes

In order to allow customize access privileges, monitor activity and limit the scope
of authenticated access between the SANS Co. forest and the GIAC forest,
explicit external trusts was created between the domains in these forests. Since
external trusts only give one-way trust, both domains must create external trusts
to each other.

SANS Co. and GIAC will continue to have their distinct security boundary with
separate administration. Administrators in each of the domain can add users and
groups in the other domain to the permission lists for resources within their
domain. Kerberos authentication protocol referral path must be followed when
resources are accessed.

10
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The newly merged company will utilizes security policies that are based on SANS
Co.’s security policies. However, some of GIAC’s security policies will be
adopted where it is deemed advantageous.

answidget.co

g

35

Two-way external trusts )

giace.com

f—

Transitive Trusts

Figure 3. SANS Co. & GIAC Active Directory Structure

Additionally, DNS name resolution is enabled between the two forests to allow
users and computers to locate resource in the other company. This can be
achieves through DNS zone transfer.

Standard applications on individual workstations are adopted from SANS Co.’s
deployment where all machines are equipped with the following applications:

Microsoft Office XP Word

Microsoft Office XP Excel

Microsoft Office XP PowerPoint

Microsoft Office XP Outlook

Microsoft Internet Explorer 6

Mozilla 1.6 as an alternative browser

McAfee VirusScan Enterprise 7.1 with automated update
Adobe Acrobat Reader

The following additional applications on the workstations also adopted from
SANS Co.’s deployment are available on a need basis:

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Microsoft Office XP Access
Microsoft Visio

Visual C++

Visual Basic

Transitioning of GIAC’s users to the above application image was seamless and
some users training were required on the changes to McAfee AntiVirus from
Norton AntiVirus.

Finally, there is the issue of user visibility of both MS Exchange 2000 systems
across the two forests as there is no database replication. The solution was to
implement MS Identity Integration Server 2003 Enterprise Edition with MS SQL
Server 2000 Enterprise Edition as its back-end store. This enables
synchronization and provision of identity information including Exchange 2000
global address lists across the two forests.

12
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Part #2: Security Policy and Tutorial

Provide a Group Policy design to reflect the business needs and security
considerations for SANS Co. and GIAC Enterprises. Apply the policy to an IIS
server in SANS Co. for further testing and evaluation.

Group Policy Design

The two AD directory infrastructures are managed independently based on the
forest separation and by the local on-site administrators but will be based on the
same security policies. This means that the policies, although common, can not
be applied across the forest. This will be accomplished via the redevelopment of
SANS Co. group policy templates that are based on existing sample security
templates from the National Security Agency®. The newly designed security
templates will also try to incorporate existing GIAC security templates whenever
possible in order to best avoid potential problem.

The following SANS Co. security templates are re-defined for the application to
SANS Co. / GIAC infrastructure:

Domain.inf — default domain GPO

Dc.inf — default domain controller GPO
|_server.inf — default internet server GPO
Server.inf — default internal server GPO
Workstation.inf - default workstation GPO
Admin.adm — default administrator GPO
Priv_user.adm — default privileged users GPO
User.adm — default general users GPO

Of the eight security templates, the five *.inf templates are applied to the
computers while the three *.adm are applied to the users. This separation of
users and computers allows more flexibility in system administration.
Computers tend to be static in their purpose while users role are more dynamic.
This minimizes the amount of changes required should a user from one group
moves to another group which was assigned a different privileges.

SANS Co. management has asked 3" party companies to provide a RFP for
desktop support outsourcing and the initiative will apply to the newly merged
company as well. As such, maintaining the separation of users and computers
policies would facilitate the handoff should the company decide to go through
with the outsourcing provider.

% Nation Security Agency Security Recommendation Guides, http://nsal.www.conxion.com/

13
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The application of the users security policies is new for GIAC’s employees and
resulted in the loss of control for some of the privileges these employees has
previously enjoyed. Although there were some lockdown on the GIAC'’s
employees’ computer, the adoption of SANS Co.’s security templates was more
restrictive. There was an initial outcry from those not being able to personalize
their computer system. However, these users come to accept the restrictions as
they were not able to provide the business justifications of being able to
personalize their machine. This would not have been entirely possible if it was
not for management support and buy-in of highly-managed workstation solution.

Domain.inf
Account Policies -> Password Policy

Settings are based on the SANS Co.’s adoption of the NSA security template
w2k _domain_policy.inf with the following exceptions as per GIAC’s requirements.

Policy options Settings
Enforce password history 10 passwords
Minimum password age 5 days
Minimum password length 10 characters

Lowering the enforce password history from 24, as per SANS Co. adoption of
NSA recommendation, to 10 passwords allows users to re-use historical
password as per GIAC’s requirements. This in effect lowers the security level but
increases user’s friendliness. Increasing minimum password age prevent users
from temporarily changing the password as per GIAC’s requirement. For SANS
Co.’s users, this was a non-issue as these users have already embraced this
practice without enforcement. Lowering the minimum password length from 12
to 10 characters, as per GIAC’s requirement, lowers the security level but
increased user’s friendliness. This increases the security of SANS Co.’s existing
policies of 8 characters minimum password. Training users to use passphrase
instead of password continues to be a challenge.

Account Policies -> Account Lockout Policy

Policy options Settings
Account lockout duration 15 minutes

Lowering account lockout duration from GIAC’s 2 hours to the SANS Co.
adoption of the NSA’s default 15 minutes to achieve better balance between
brute-force password attack protection and usability during “off-hours”.  Since
the new merged company has offices in conflicting time zones, it would be a
business impediment to not be able to access resource in the remote domain in a
timely manner.

14
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In addition, the following security options are adopted from SANS Co. from the
NSA’s recommendations at the domain level:

Local Policies -> Security Options

Policy options Settings
Interactive logon: Message text for users attempting to log | This system and
on data belong to

SANS Co. / GIAC
company. Use of
this system
constitutes
consent to
monitoring.
Interactive logon: Message title for users attempting to log Warning —

on Authorized Users
Only.

Consultation with legal and human resources department brought about the
logon message settings. The preference was to use SANS Co.’s message and
add GIAC name to the text. The message serves as a warning to users
attempting to connect to the merged company resources that their actions might
be audited and that trespassers will not be tolerated.

Dc.inf

Adopted from SANS Co.’s interpretation of the NSA’s security template w2kdc.inf
with the following exceptions:

Local Policies -> Security Options

Policy options Settings

Automatically log off users when logon time expires Not defined

Secure channel: Digitally encrypt or sign secure channel Enabled

data (always)

Secure channel: Require strong (Windows 2000 or later) Enabled

session key.

LAN Manager Authentication Level Send NTLMv2
only\refuse LM &
NTLM

The option of log off users when logon time expires as per GIAC’s settings was
reset to “not defined” as the restriction would impose administrative overhead
when considering remote office connectivity. The cost associated with the
overhead was deemed to overweight the security benefit offered by this setting.

15
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Force secure channel communications to use strong encryption and further
enhance the security of all data passing through the channel even though it might
affect performance. This was adopted from the SANS Co. settings and was
imposed on GIAC’s without any resulting problem.

Update LAN manager authentication level for GIAC’s setting to SANS Co.’s
adoption of the NSA’s recommended setting as all GIAC’s computers have been
upgraded and can support NTLMv2 natively. The settings were default on SANS
Co.’s computers as they were all capable of supporting NTLMv2 natively and no
changes were required after the merger.

Event Log -> Settings for Events Logs

Policy options Settings
Maximum application log size 524280KB
Maximum security log size 524280KB
Maximum system log size 524280KB
Retention method for application log Overwrite events
as needed
Retention method for security log Overwrite events
as needed
Retention method for system log Overwrite events
as needed
Shut down the computer when the security audit log is full Disabled

Using GIAC’s establish solution for log archival, the above settings were modified
from the SANS Co.’s adoption of the default NSA’s recommended settings. The
logs are automatically incorporated into a dedicated database for archival and
reporting purposes using ELM Enterprise Manager®. Prior to the merger SANS
Co.’s has no additional cost associated with the handling of the logs based on
NSA’s recommended settings. As part of the merger review, the ELM Enterprise
Manager was deemed far superior and a more secure solution, hence this off-
load archival solution was expanded to includes SANS Co.’s servers as well.

The associated cost was manageable considering the benefits associated.

|_server.inf
The 1IS server was locked down according to Microsoft IS 5.0 Baseline Security

Checklist®. The IS Lockdown® tool disables and uninstalls unneeded services,
removes default script mappings, disables sample applications, installs URLScan

* ELM Enterprise Manager, http://www.tntsoftware.com/Products’' EEM/

® |1S 5.0 Baseline Security Checklist, http://www.microsoft.com/technet/security/chklist/ii s5cl.mspx

® 1S Lockdown Tool,

http://www.microsoft.com/downl cads/detail s.aspx?di spl aylang=en& Famil yl D=DD EQEFCO0-BB30-47EB-
9A61-FD755D23CDEC

16
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and a more to harden IIS. The following screen shots illustrated the selected
options for the 11IS Lockdown tool:

&} Internet Information Services Lockdown Wizard L. ii

Select Server Template -
Y'ou cat eazily configure thiz zerver by zelecting the template that mozt closely '-,_T?_i\

matches itz role:

Select the template that most closely matches the role of this server To view the settings for this
ternplate, select the Yiew template settings check box, and then click Mest.

Server templates:

Exchange Server 5.5 [Outlook Wweb Access) _‘_I
Exchange Server 2000 [0, PF Management, M, SMTF. HMTF]
SharePoint Portal Server

FrontFPage Server Estenzionz

SharePoint Team Services

BizT alk Server 2000

Commerce Server 2000

Prosy Server

¥ Viewtemplate settihgs

< Back I MHest = I Cancel | Help l

The “Other (Server that does not match any of the listed roles)” was selected and
clicking on next brought about the services offered in IIS as shown in the screen
below:

17
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& Internet Information Services Lockdown Wizard i =]

Internet Services =y
Services that are already selected are recommended for this server template. --I'\g

Select the Internet services to enable on thiz zerver. Services not zelected will be dizabled.

IV wish service (HTTF) _
Thiz service uzes HT TP to respond to Web clisnt requests ona TEFPAF netwerk.
[ File Tramsfersemice (FTE]

Thiz zervice supportsthe creation of File Transten Protocol [ETR] sites used o trarster
filez to-andfrom the Interhet:

W E-mail zervice [SMTR]

Thiz zervice uzez the Simple tMal Tranzter Protocol (SR TR 1o zend and receive e-mail
Meszages:

[T Hewsseraee (HHTE
Thisserniceizes e Metwark Mevs Transport Bratossl,

¥ Bemove unzelected zervices

< Back I Mexst » I Cancel I Help |

The two services HTTP and SMTP are selected as required and clicking on next
bring about the “Script Maps” screen. All the options were selected for disabling
on this screen as well as the subsequent screen “Additional Security”. In the
next screen, enable the URLScan filter and clicking on next to go to the
application screen.

Verification of a successful application of the Lockdown tool is done by viewing
the log file which is shown below:

18
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ﬂoblt-rep.log-Notepad T ;1;'1.)_(!
File Edit Format Help

Backed up metahase =]
Locked httpext.dll

Locked ddg.dl]

Disahled Internet Printing

Installed URLScCan

removed script map: .htw, COWINNTYSystem3z2hwwebhits.dll

removed script map: .ida, CINWINNT:System3zhwidg.dl]

Removed script map: .idg, COWINNTSystem3z2hidg.dl]

removed script map: .asp, COANWINNTYSystem32hinetsryvhasp.dll

Removed script map: .cer, COWINNT:System3zhwinetsryvhasp.dll

removed script map: .cdx, CIANWINNTARSystem32hwinetsryvhasp.dll

Removed script map: .asa, COWINNTWSystem3zZhwinetsryvhasp.dl]

Removed script map: htr, COWINNTYSystem32hinetsryvhism. dll

Removed script map: .idc, CIMWINNTYSystem32hinetsryvihttpodbe.dl]

Removed script map: .shtm, CINWINNTSSystem32hinetsryvihssinc.dll

Removed script map: .shtml, CIWWINNTASystem32yinetsrvissinc.dll

pemoved script map: .stm, CIOAWINNTYSystem3z2hwinetsryvissinc.dll

removed script map: .printer, CINWINNTYSystem32imswiprt.dll

rRemoved printer wirtual dir (/LM W3ISVC/L/ROOT/Printers)

removed samples /LM AW3SWC/ ROOT AIISSamples)

Removed MsaDc wirtual dir CALMAWEswc A R00T Msanc)

removed scripts wirtual dir (/LM wW3sSvC A/ ROOTScripts)

Removed IISadmin wirtwal dir C/LMAAWESwc /1 /RO0T/IISAMIND

Removed ITIsadmin webh site (/LMAW3swc /20

Removed IIsadmin wirtual dir C/LMAWESWC 1 ROOT A IISHE D)

Set Deny A1l ACE for anonymous web users on system utilities under CiNWINNT

Set Deny wWrite ACE for anonymous web users under cihinetpubwwwroot

Set Deny write acE for anomymous web users under C:wProgram FileshCommon Fileshmicrosoft
sharedyweh serwver Extensiuns\40\isaEi

Set Deny write ACE for anonymous web users under C:NProgram FileswPhone Book SerwviceMBin
set Deny Write ACE for anonymous web users under CiZProgram Files’\Phone Book ServicehData
Set Deny write ace for anomymous web users under CrAWINNTYSYsSTem32WRpoProxy

Lockdown finished.

Details have heen written to the log that is used for undoing the changes (oblt-Tog. log).
HMote: modifying or erasing DbWt—1oﬁ.10? will prewvent the tool from being able to
successTully undo the results of this Tockdown.

-

In addition NetBIOS protocol was disabled to force the system to use SMB over
TCP port 445 as previously set in GIAC’s public server. The above application of
using SMB over TCP port 445 to the SANS Co.’s server did not cause any
problem as it did not conflict with previously set services.

This security template is applied to the standalone HTTP and SMTP server that
is accessible to Internet users. Its security settings are based on the internal
server “server.inf” security template described below with the following
exceptions:

Local Policies -> User Rights Assignment

Policy options Settings

Access this computer from network Administrators
Web Anonymous
Users and Web

Applications

Log on as a batch job Web Anonymous
Users and Web
Applications

Log on locally Administrators

Web Anonymous

19
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Users
Web Applications

Web Anonymous Users and Web Applications groups are created by IIS
Lockdown Tool. Access for these two user groups are severely limited through
NTFS permissions. This will help protect the server from a complete
compromise in the event of exploitation of an unknown vulnerability. This was
the default settings on SANS Co.’s server and its application on GIAC’s services
was seamless.

Local Policies -> Security Options

Policy options Settings
Network Security: Maximum number of half-open retired 160

TCP sockets to maintain

Network Security: Maximum number of half-open TCP 200

sockets to maintain

Network Security: Protect against SYN attacks Best protection

Enabled Syn DoS attacks protection though limiting the resources associated
with half-open TCP sockets and by controlling the timeout associated with the
retransmission of SYN-ACKs. However, this protection comes at a slight cost to
performance but will have no noticeable impact to the users through excellent
performance capacity management. Again, originally set on SANS Co.’s server,
these settings did not cause any problem on GIAC’s services.

Event Log -> Settings for Events Logs

Policy options Settings
Maximum application log size 4194240KB
Maximum security log size 4194240KB
Maximum system log size 4194240KB
Retention method for application log Manually
Retention method for security log Manually
Retention method for system log Manually
Shut down the computer when the security audit log is full Enabled

Set events log size to maximum and shutdown the server if the audit log is full.
As the retention method for the logs is set to manual and the computer to
shutdown when the log is full, the system will required extra care and
maintenance. Adopted by SANS Co.’s from the NSA’s recommendation, these
settings has did not cause any problem on the GIAC’s services. However, it
should be noted that the logs are now locally contained rather than being off-
loaded to the ELM Enterprise Manager. This was deemed necessary to reduce
the number of open ports through the firewall and to ensure that should the
server becomes subjective to a DoS attack, it would not cause performance
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problem on the firewall. The policy as adopted from the SANS Co.’s policy is that
the server can be the sacrificial lamb should the question of company
connectivity versus web and email presence ever arises. A downtime of a day or
less for web and email is deemed acceptable. However, connectivity to the
remote office or the Internet can not be interrupted for more than 3 hours before

productivity is impacted.

System Services

Policy options Settings

IIS Admin Service Automatic
IPSEC Policy Agent Automatic
RPC Locator Automatic
Server Automatic
SMTP Automatic
World Wide Web Publishing Service Automatic

The 1IS Admin Service is required for the SMTP and WWW server administration.

The IPSEC Policy Agent is required for providing secure communications,

managing IPSec policy, and to act as a packet filtering firewall. RPC Locator is
required for remote administration. Server service is required for SMTP service.
SMTP service is required for email relaying and World Wide Web Publishing

Service is required to provide HTTP. Again, these lockdown settings are
adopted from SANS Co.’s security policies and do not impose any additional

problem on GIAC's existing services.

SANS Co.’s policy follows the principle of least privileges and is adopted for use
across the newly merged company. As such, services that are not explicitly

listed below are disabled:

Policy options Settings

Application Management Not defined
COM+ Event System Not defined
Distributed Link Tracking Client Not defined
DNS Client Not defined
Event Log Not defined
Indexing Service Not defined
Kerberos Key Distribution Center Not defined
License Logging Service Not defined
Logical Disk Manager Not defined
Logical Disk Manager Administrative Service Not defined
Net Logon Not defined
Network Connections Not defined
NT LM Security Support Provider Not defined
Performance Logs and Alerts Not defined
Plug and Play Not defined

© SANS Institute 2004,
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Protected Storage Not defined
Remote Access Auto Connection Manager Not defined
Remote Access Connection Manager Not defined
Remote Procedure Call (RPC) Not defined
Routing and Remote Access Not defined
RunAs Service Not defined
Security Account Manager Not defined
SNMP Service Not defined
SNMP Trap Service Not defined
System Event Notification Not defined
Telephony Service Not defined
Uninterruptible Power Supply Not defined
Utility Manager Not defined
Windows Installer Not defined
Workstation Service Not defined

The Application Management service provides software maintenance capability
on the server and disabling this service will severely impede server
administration. The COM+ Event System is required to support the System

Event Notification used to monitors and tracks system event.

Distributed Link Tracking Client service maintains local and remote links within
NFTS files by tracking object ID to ensure that shortcuts and OLE continues to
work after the file is renamed or moved. This is useful for file administration and
the setting was enabled, inheriting from SANS Co.’s setting rather than GIAC’s
setting, as there was no known vulnerability associated with this service. DNS

client service is required to resolves DNS name resolution.

Event Log service is required for viewing of log through Event Viewer. Without
this service, events will not be tracked in Application log, Security log and System
log. Indexing Service is needed to speedup searching and access to contents on
the system. The setting on the GIAC’s server was replaced with the SANS Co.’s
setting as the associated vulnerabilities were mitigated with up-to-date patches.

Kerberos Key Distribution Center service is needed to allow user to logon to the
network via Kerberos v5 authentication protocol. This is potentially useful for
administration from the local network. License Logging Service monitors and
records client accessing licensing for things such as 1IS. Not an absolute must
have service but is useful for troubleshooting in case of access problem.

Logical Disk Manager and Logical Disk Manager Administrative Service are
required for dynamic disk administration. Not an absolute must have but is
useful nevertheless. Net Logon service is required to authenticate users and
services on the computer. Network Connections service is required to client side
configuration of the network and its media.
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NT LM Security Support Provider service is required to provide logon
authentication via NTLM authentication on stand-alone system. This is needed
for local server administration. Performance Logs and Alerts service is needed
to collect information on server performance. This is needed to ensure that the
server will be able to provide service at a satisfactory level. Also act as a useful
metric to monitor in the event of a DoS attack.

Plug and Play service is required to automatically recognize and adapt to new
hardware changes. Not absolute requirement but is very useful for server
administration activities such as hardware swap. Protected Storage service is
required to protect sensitive information such as private keys, certificates, Secure
Multipurpose Internet Mail Extensions (S/MIME) and Secure Socket Layer (SSL).

Remote Access Auto Connection Manager and Remote Access Connection
Manager service allow automatic administration of the network connection such
as the VPN. Remote Procedure Call (RPC) service is required to provide inter-
process communications (IPC) and provides support to a large number of system
services. The operating system needs this service to be enabled in order to load.

Routing and Remote Access service is required to provide support for the VPN
connection. RunAs Service is useful for system administration by allowing
commands to temporarily run as Administrator from a restricted user account.

Security Account Manager service is a core operating system service and is used
by the system to manage user and group account information. This service also
supports other system services. SNMP Service and SNMP Trap Service are
useful in monitoring and auditing network performance and usage. Network fault
in local network routing device can be detected and forwarded to the local server
for contingency action.

Telephony Service is required to support Remote Access Service. The setting is
enabled as per SANS Co.’s setting rather than GIAC’s setting with no impact to
GIAC’s services. Uninterruptible Power Supply is required to support the UPS
device connected to the serial port for contingency purpose. Utility Manager
service is a useful administrative tool that control accessibility.

Windows Installer service is required for system administration task such as
installation and removal of applications. Workstation Service is required to
create and maintains client network connections. The setting is enabled as per
SANS Co.’s setting as the associated vulnerabilities were mitigated with up-to-
date patches with no impact on GIAC’s services.

The Winalysis software was removed from all GIAC’s servers as the
administrative cost of maintaining and supporting this software out-weight the
benefits. A lot of the associated benefits were already offered through the
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security policies and settings and although might not be as comprehensive, they
are deemed sufficient.

The final lockdown involves using IPSec filtering, through IP Security Policies on
Local Machine snap-in for MMC, to provide another layer of defense. As
previously discussed in GIAC’s design documentation, the following filters are
created to meet the business and administration needs:

- inbound with mirrored TCP port 25 and 80

- inbound with mirrored TCP port 445 from specifics admin workstation and
required authentication using MD5 protocol.

- Block all other traffic.

J% Console  Windowe  Help

_| Action Miew  Favorites |_| = o | | P | E% |J E EK'—_' |JE el

Tree I Favorites I Mame | Description | Policy dssigred

B Client (Respond Only) Communicakte normally (uns... Mo
I zetrwver o

7] Console Root
g IP Security Policies:

Secure Server (Requir... For all IP traffic, alwaysreq...  Ho
Server (Request Secu,,, For all IP traffic, always req.., Mo
I_server Properties ﬂ E |
Rules l Gen‘erall
éﬁ% ‘Secunty rules for communicating wwith. ather compters
IF Security Rules:
IF Filter List | Eilter Action
Inbound public traffic Fermit
Inbound Adrin traffic Require authentication
&l traffic Block
O <Oynamic Default Rezponze
41 | ]
Add... Edit:.. I Rermove | W Use &ddwizard

Cloze I Cancel I
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Server.inf

Settings for server security template are derived SANS Co.’s policy adopted from
the NSA’s security template w2k_server.inf with the following exceptions:

Account Policies -> Password Policy and Account Lockout Policy are left
undefined as these shall be inherited from the default domain policy.

Event Log -> Settings for Events Logs

Policy options Settings
Maximum application log size 524280KB
Maximum security log size 524280KB
Maximum system log size 524280KB
Retention method for application log Overwrite events
as needed
Retention method for security log Overwrite events
as needed
Retention method for system log Overwrite events
as needed
Shut down the computer when the security audit log is full Disabled

Again, the options are set to support ELM Enterprise Manager as previously
mentioned under the domain controller security template. This was adopted from
the GIAC’s setting and application to the SANS Co.’s servers was without
problem as previously mentioned.

Although re-using the domain controller security policy is entirely possible for the
internal server, separation of this policy and the domain controller policy provides
much flexibility at a minimal cost to administration.

Production servers in the R&D department will abide by the same security
template without exception. This was changed according to SANS Co.’s setting
which make the distinction between production servers and test servers. Test
servers in the R&D department will be managed locally by the developer groups
as per development project. These servers are not interconnected with the
production servers and will be localized to the test environment. This allows
developers greater flexibility in testing and quicker turnaround time as the project
proceeds through the various development life cycle. The GIAC’s R&D team will
no longer be able to test their codes on production servers; however, this is more
than compensated for through dedicated test environment.

Workstation.inf

Adopted from the SANS Co.’s interpretation of the NSA’s security template
workstation.inf with the following exceptions:
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Account Policies -> Password Policy and Account Lockout Policy are left
undefined as these shall be inherited from the default domain policy.

Local Policies -> Audit Policy

Policy options Settings
Audit system events Failure

Since log space is at a premium, only log system events failure. This setting is
adopted from the SANS Co.’s policy and application of this setting on GIAC’s
workstation was seamless.

Event Log -> Settings for Events Logs

Policy options Settings
Maximum application log size 20480KB
Maximum security log size 20480KB
Maximum system log size 20480KB
Retention method for application log Overwrite events
as needed
Retention method for security log Overwrite events
as needed
Retention method for system log Overwrite events
as needed

As mentioned in GIAC’s documentation, workstations have less disk space than
servers and hence log size shall be set to a maximum size of approximately
20MB. In addition, setting the retention method for log to overwrite as needed
means events will be kept for as long as possible given other constraints.
Previous settings for SANS Co. abided by the NSA’s recommendations and no
impact is expected as a result of the adoption of this policy.

Application of EFS and Folder Redirection was adopted from GIAC as SANS Co.
did not have such policy in place. However, based on the associated security
benefits, management has given the blessing to have the complete rollout in the
newly merged company. There was slight performance hit to the SANS Co.’s
machines after EFS was deployed but was not significant enough to impact
productivity. Deployment of Folder Redirection on SANS Co.’s machines
required users awareness training but for most was a non-issue as the changes
was seamless. It should be noted that network bandwidth utilization did increase
by 15% as a result of increase network traffic but was within acceptable limit.
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Software management is adopted from SANS Co.’s deployment of IBM Tivoli
Configuration Manager’ as it is more robust. The transition of GIAC’s users onto
Tivoli was completed without major complications.

Admin.adm

Inherited from the SANS Co.’s template, this group consists of domain
administrators, excluding the enterprise admin which does not have a GPO
applied, required special privileges to perform their duties. For administrators
previously from GIAC’s, these lockdown was a bit more restrictive. However, did
not interfere with their job duties. The settings are too numerous to list and only
highlights are listed below:

Enable access to Task Scheduler

Enable access to Windows Update

Disable Active Desktop

Allow access to the Control Panel

Allow changing wallpaper

Password protect the screen saver

Allow access and modification of LAN connection properties
Allow access to the command prompt and run menu

Allow access to registry editing tools

Prompt for password on resume from hibernate / suspend

Priv_user.adm

Inherited from the SANS Co.’s template, these users are restricted from making
changes to their machine although not quite as severe as the general users. The
R&D dept and other in this group required the flexibility to make certain changes
to their machine. For the GIAC’s R&D users, this lockdown was a bit more
restrictive and at the same time allows them more freedom to in controlling their
Internet Explorer settings. The settings are too numerous to list and only
highlights shall be listed below:

Disable access to remote Desktop Sharing

Restrict user from entering author mode for MMC

Disable Active Desktop

Password protect the screen saver

Prevent access to registry editing tools

Prompt for password on resume from hibernate / suspend

" IBM Tivoli Configuration Manager 4.2.1, http://www-306.ibm.com/softwareftivoli/products/config-
mgr/enhancements-4-2.html
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User.adm

Inherited from the SANS Co.’s template, these users are severely restricted from
making any changes to their machine. The vast majority of the users are placed
in this group. For GIAC’s users, this lockdown was more restrictive than they
previously experienced. There settings are too numerous to list and as such only
highlights shall be listed below:

e Disable access to remote Desktop Sharing

Disable user’s ability to make changes to Internet Explorer’s security and
configurations.

Disable access to Task Scheduler

Prohibits user installs

Disable access to Windows Messenger

Prevent use of offline files

Disable NetMeeting chat

Restrict user from entering author mode for MMC

Disable user access to Windows Update

Don’t save Desktop settings at exit

Disable Active Desktop

Prohibit access to the Control Panel

Prevent changing wallpaper

Password protect the screen saver

Remove Theme option

Prevent addition and deletion of printers

Prohibit access and modification of LAN connection properties
Prevent access to the command prompt and run menu
Prevent access to registry editing tools

Remove Task Manager

Prompt for password on resume from hibernate / suspend

Apply the Group Policy

Apply the policy to the IIS Server accessible from the Internet in SANS Co. To
start, the templates need to be imported into the GPO for this IIS Server.
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Once the GPO is ready, it can be applied through the Active Directory Sites and
Services or Active Directory Users and Computers MMC snap-ins. The GPO can
be linked to the site, domain, or OU by selecting its properties through right-
clicking then going to the group policy interface. However, since the Internet
accessible IIS server is not part of any AD domain, application of the GPOs will
be made on the local machine using MMC snap-ins for tutorial purpose.
Applications and screen shots of the AD tools are for the tutorial purpose and do
not reflect actual implementation. Given the resource limitations, i.e. lack of

machines for infrastructure test lab, improvisation of certain setups were

required. In this test environment, screen-shots of the AD tools were captured on
the 1IS server which was also temporary promoted to a Domain Controller.
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Group Policy settings will use the default refresh rate of every 90 minutes with 30
minutes randomized offset for member servers. The 30 offset help ensures that
Group Policy refresh will not congest the network. As such, Group Policy refresh
can occur from 90 to 120 minutes apart.

In situation where a forced refresh is desired, the following command line
program can be executed on the client machine:

e Secedit /refreshpolicy

Test the policies’ security settings

Once the GPO has been applied, the Security Configuration and Analysis MMC
snap-in tool was used on to verify that the group policy security settings were
applied to the server. The |I_server.inf security template was imported for
analysis. Going through the results, a green checkmark is shown beside all
matching entries compared between the template and what is on the computer.
Seeing that there is no red cross displayed in any of the categories indicated that
the settings have been applied successfully.
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Successful application of the Group Policy is also verified in the application log

as below:
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Event Properties

Event !

Drate: 332004 Source: Scell 4 |
Time; 11:55 Cateqany: MHone

Tupe: Infarmation  Event 1D 1704 + I
|lzer: M 2]

Computer: [SERVER

Drezcription:

Security policy in the Group policy objects are applied successfully.
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o
i
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4 | Canicel l SEply I

Ping (ICMP protocol), telnet (service provided by the OS), and ftp (service
provided by 1IS) were used to verify that the IPSec filter is functioning as per the
system security settings.

~ Command Prompt

Cinrping user—bdjhdyf8eyn.charles.pham
user—bdjhdyBeyn.charles .pham [192_168.111.1341 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.111.134:
Packetz: Sent = 4, Received = 8, Lost = 4 {188x lo=ss).

C:rtelnet user—b6djhdyBeyn.charles.pham
Connecting To wser—b6djhdyBeyn.charles._pham...Could not open cennection to the ho
=t . on port 23: Connect failed

WGty user—6djhdyBeyn .charles.pham
> ftp: connect :Unknown error number
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Test the system’s functionality

The first functionality test is to the web server. As shown below, it is working as
expected.

@0 SAMS GCWN Assignment - Metscape. E @@@

~ FEile  Edit Miew Go Bookmarks Tools  wwindow  Help

@ O @ O JQ}http:,l',l'user-ﬁdjhd‘;.-‘ﬂevn.charles.pham,l’ l @

| CdBookmarks

‘_.'i SANS GCWN Assignment

e

1

| The site you reach is in the process of being upgraded.

Sample site for SANS GCWN Assignment,
Charles Pharm Mar 2004,

11

@ EEf | Dane —ilk= ﬂq‘

Access was logged on the web server as followed:

2004-03-13 16:34:11 192.168.111.1 - 192.168.111.134 80 GET /iisstart.asp - 200
Mozilla/5.0+(Windows;+U;+Windows+NT+5.1;+en-
US;+rv:1.4)+Gecko/20030624+Netscape/7.1+(ax)

The second functionality test is to the mail relay server. As shown below, it is
working as expected.

Command Prompt

220 charles._pham Microzoft ESMTP MAIL Sewvvice, Uersion: 5.0.2172.1 ready at
13 Mar 2604 12:41:13 85868

Hello [1922.168.111.11
mail from: {user.testlzans.com>
258 2.1.8 user.testlPzanz.com....Sender OK
: {administratorsPsansad.net>
administratorsPzansad.net

354 Start mail input; end with <{CRLF>.{CRLF>
Thiz is for SANS GCUWHN fizsignment

March 2004

éEﬂ 2.6.8 {ISERVER1pyBpgntgpyKARBBBRARSEcharles .phamn? Queued mail for delivery
guit
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Checking the mail drop on the server revealed:
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Date; Saturdaw, March: 13, 2004 12:42 P
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Subject: (Mo subject)
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March 2004

i

As the test revealed, the server is functioning as expected.

Evaluate the Group Policy

Domain GPO is used to apply security to settings such as Password, Account,
Kerberos Policy, and Public Key Trust List. Domain controller GPO is used to
apply security, applications, user environment to settings such as User Rights,
File/Registry Discretionary Access Control Lists, Audit/Event Logs, Local
Policies, Administrative Tools, and Standard user settings. At the OU level, there

is Computer GPO that can set security and applications controls.

In addition,

there is Users GPO that can set security, applications, and user environment

controls.
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GPO inheritance is a double edge sword in that when used properly can
significantly reduce the amount of administration. On the other hand, it can
create problems that will require significant amount of troubleshooting. Extensive
planning and foresight is required to ensure that the lowest level OU will function
without flaws. GPO at the highest level should contain the settings that are
common to the infrastructure and progress to be more specific down the levels.
The needs to be specifics will come at a cost of greater administration as there
will be more GPOs required per OU. Hence, it is without doubt that certain
sacrifice must be made to settings in order to simplify administration.

It should be noted that Group Policy is one part of the security solution. Other
part of the security solution such as system hardening, network level filtering and
intrusion detection system should be considered as well.

It is without doubt that Group Policy is extremely useful as a centralized domain
management solution. However, proper planning and design must take place
prior to actual deployment.

Group Policy applied to the Internet accessible 1S servers did not interfere with
its operation. If the same Group Policy were to be applied to other servers with
differing services, it is highly probable that the settings might break some
functionality.

The Group Policies that was applied to the IIS servers were highly restrictive due
to its exposure to the Internet. The Group Policies that are designed for the
Internal Servers and Workstations are less restrictive in order to accommodate
their dynamic nature. This meets the typical egg-shell security policies that the
newly merged company has adopted. The adoption of SANS Co.’s Group
Policies and its redesign for the Internal Servers and Workstations were granular,
modular and flexible enough to meet the political and administrative requirements
for both GIAC and SANS Co.

There were compromises from both GIAC’s and SANS Co.’s original security
policies. However, the resulting policies incorporated the best of both policies
and since they were based on the same security templates (NSA’s), the changes
were doable without significant impact. SANS Co.’s extensive policies in the use
of administrative templates complements GIAC’s high-grade security in the use
of policies templates and this is demonstrated in the combined policies in the
merged company.
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Part #3: Audit

Requirements

In an effort to ensure that the Active Directory infrastructure is secured after the
merger and throughout its life cycle, a plan was created to provide the level of
assurance. Given the size and complexity of the new infrastructure, it is
essential that the audit system be as automated as possible. The alternatives of
not auditing or hiring lots of administrators to manually perform the tasks would
be too costly for the business.

The plan was to have an audit system that can be easily managed by leveraging
a network centric design. Other considerations are the ease of deployment,
operation, and maintenance; capable of capturing data for forensic analysis,
performs self integrity check and raising real-time alerts.

Approach

The audit will be limited to two stages in a project life cycle: that of during
implementation prior to production and during operation after production launch.
However, since the two infrastructures were already in production, the definition
for implementation applies to the Active Directory merge and also stretches to
capture the existing designs. The operation phase is then defined as the time at
which no further changes are made to the complete the merger of the Active
Directory structure and after the completion of the implementation audit.

Implementation Audit:

In this phase, the concern is around compliance of the design and that of the
system. Verification is required to ensure that what was designed and
documented is what actually is in place. The assurance can be perform by
internal information security staffs to review the design for possible security gaps
and using tools such Security Configuration and Analysis, GPOTool, GPResult
(with /z option), Secedit (with /analyze /db <db template name> option), Microsoft
Baseline Security Analyzer®, Port Reporter® and ACLDIAG.EXE. Other tools
such as network (eEye Retina’®) and application (Sanctum Inc. AppScan Audit
Edition™") level vulnerability assessment are also used to verify the quality of the
infrastructure.

8 Microsoft Baseline Security Analyzer, http://www.microsoft.com/technet/security/tool smbsahome.mspx
° Microsoft Port Reporter 1.0, http://support.microsoft.com/2d=837243

10 eFye Retina Network Security Scanner, http://www.eeye.com/html/Products/Retina/index.html

1 Sanctum Inc. AppScan Audit Edition, http://www.sanctuminc.com/sol utions/appscanaud/index.html
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Although not required, a second level of security assurance is provided through
the hiring of external consultants. The results of the internal audit and the
external audit are then compared for consistencies and recommendations are
derived from the gaps identified.

Security issues that are easily addressed are fixed as quickly as possible. Those
that required significant investment are mitigated via various risk management
solution and documented for reference and review in the operation audit.

Operation Audit:

The system and process applied needs to be effective throughout the Active
Directory infrastructure life cycle. This phase encompasses not only the
compliance factor but also the exception factor through near real-time event
monitoring. In order to perform near real-time event monitoring, a system is
created to extract, gather and consolidate log data from the critical servers such
as domain controllers, internal file and printer servers, and HR servers.

Existing solution such as ELM Enterprise Manager, which was deployed in GIAC
enterprise, will be scaled up to meets the need of SANS Co. as well. In addition,
customized scripts are created to extract additional information such as patch
and configuration levels and redirect them to ELM Enterprise Manager. Off-site
storage of the collected data is also employed to meet retention requirement.

Data extracted includes:

Change and use of privileged accounts
Change to Group Policy Objects
Change in permissions

Change to system file and registry
Change to system accounts

Change to Active Directory setup
System performance

Change to software installed base
Logon violations

Applications servers logs

Customized rules, based on site installation, are created to query the database
and determine the following through artificial intelligence analytics:

e Exception to baseline configurations and flag them for daily review
e Track system changes and update baseline template
¢ Identified abnormal activity and provide near real-time notification

Issues identified through follow-up of the near real-time notification and daily
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review are tracked and managed through a separate problem management
process.

On an annual basis, compliance review is conducted again by the internal
information security staffs and separately by independent external consultants.
The review should encompass configurations, patch level, design modifications,
network vulnerability assessment, and problem management processes. This
periodic check is required to validate that any system changes are fully
documented, tracked and that the security assurance level is maintained as per
originally designed. Gaps identified in the review are addressed via quick and
easy solution, risk mitigation techniques and documented for reference in future
audit. Tools that can be deployed can be the same as those listed under the
implementation audit.

Risks and Considerations

Log from personal computer systems is not collected as the cost of gathering and
storing such data is more than what the business could afford. However, events
logs are still captured on the local machine and are automatically overwritten as
needed. These machines are capable of storing log entries for approximately 2
weeks under normal usage. This is sufficient data for most investigation, given
the turnaround time, in the event of a security breach.

There is a risk that excessive logging might affect the performance of the
network. Therefore, care must be taken in the configuration of what data to
capture so as it will not overwhelm the available network bandwidth. Testing is
required to measure the impact to network performance and refinement be made
after significant infrastructure changes.

Additionally, there is also a possibility that logging devices might outgrow existing
disk space either at the client or at the centralized collector. Threshold must be
set based on disk space usage and monitored periodically. It is recommended
that such local storage threshold is set at 80% capacity over a period of at least
week.
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