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Abstract

This research paper will be geared towards the small to medium sized
businesses that for whatever reason are not able to establish a Front-End/Back-
End solution. | will begin by outlining the services provided by the Exchange
Server itself so that the reader can get a grasp on the multitude of services to be
potential risks. After a brief description of services to be provided I'll begin to
assess what vulnerabilities are inherent in each and what the best course of
action might be for preventing them. From there I'll begin outlining the best
course of action for protecting the organization against potential vulnerabilities. I'll
be covering best practices for Authentication, Encryption, Virus protection, Patch
Management, and implementing Microsoft's new Exchange 2003 Plug-in called
Intelligent Message Filter. IMF alone will reduce potential virus infections by
leaps and bounds. | will also display a custom script that | made for detecting
failed audits in the event log. This script will monitor the event log and send an
email to an administrator the moment it detects one.
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Introduction

Exchange Server 2003 is a full featured messaging solution for the Windows
environment. In today’s fast paced business environment E-Mail has quickly
become common place in even the smallest of businesses for quick, efficient
communication both in and outside the organization. While I'm sure internally
controlled mail servers are a must for any large organization, for small to medium
size businesses it isn’t always necessary or cost efficient. Because of the initial
costs and the maintenance associated with an in-house Exchange Server
implementation, smaller businesses usually present the easiest targets for
security breaches. They usually don’t have the money or resources to devote to
an ongoing secure Exchange or Windows Server environment. They often just
need it up and running ASAP and it usually gets forgotten until something breaks.
This is a hackers dream, and what this paper will attempt to help you prevent.

Exchange Server Features

Client Support

There are a variety of different protocols available for accessing corporate
mail through Exchange 2003. The three supported are POP3, IMAP4, and MAPI.
For the purpose of this paper we will be focusing on MAPI supported clients,
although | will give a brief description of IMAP4 and POP3 as well.

Post Office Protocol (POP3) is an older protocol that will work with just about any
mail client on just about any operating system. Clients can choose to either leave
mail on the server or remove it after downloading it. On the downside, that’s
about all the functionality you get with POP3. It's extremely limited and hence,
very easy to setup.

Internet Message Application Protocol (IMAP4) is also supported by
Exchange 2003 and is a little more complex than POP3 is. IMAP4 supports
server side folders and storage of email folder hierarchies. It also allows server
side searching of mail and the ability to download only particular messages to the
client.

Messaging Application Programming Interface (MAPI) is the protocol we
will be using primarily in our Exchange Server 2003 messaging environment.
MAPI allows an extremely complex and feature rich messaging environment.
Because MAPI is a Messaging AP, it allows developers to develop solutions to
interact with the Exchange Server in just about anyway possible. Some of the
features available within Outlook 2003 when connecting to an Exchange Server
are sending and receiving of mail, Public Folders, Tasks, Journal, Calendaring,
Contacts, and Notes. All of this is information is saved on the mail server in the
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form of a Mailbox. Other advanced features are also stored as part of this
mailbox, such as Server Side Rules processing, and Free/Busy settings so that
other users within the organization can check when you're in meetings and
schedule resources correctly. One of the more difficult decisions to make is
which clients should be allowed access to your messaging environment. There
are a variety of ways in which you might allow employees access to your mail
servers. The two main clients available for MAPI access include Outlook and
Internet Explorer for Outlook Web Access. To complicate matters even more,
there are a variety of different versions for each. We will be focusing on Outlook
2003 and generic web browsers as the clients. Below is a screenshot of the
Outlook 2003 Client.

_..
1 |
("

v
-

¥

TEETI

Most users will be using some version of Outlook (2000, XP, 2003) to
access the mail servers within the organization. This is going to be the easiest
and most secure form of access available to you. Users that are working within a
Windows environment and only need access while at an employee site will
almost always access the mail servers through the Outlook MAPI client. Through
this client you will first have to be authenticated through a domain controller to
gain access to the network, and as long as your clients are using Windows 2000
or later, will use NTLMv2* by default to do so. NTLMv2* is leaps and bounds
more secure than previous forms of authentication used in Windows
environments and is always the recommended method for authentication. Any
client operating system using Windows 2000/XP/2003 will use NTLMv2*
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automatically, but you can also force it through a GPO. The only thing to consider
before pushing through this setting is that some legacy applications that make
use of authentication might not have NTLMv2* built-in functionality. As always,
make sure to test everything in a testing environment before deploying to a
production environment.

Another possibility for gaining access is through a web browser such as
Internet Explorer, Mozilla, Firefox, or Opera. This is a great way to offer access to
a variety of different client operation systems through a common interface. It's
also a great alternative for telecommuters that for whatever reason don’t have
VPN access to the corporate network. The only problem with this method is that
it allows for access from anywhere to a server behind your firewall through a web
browser. You can imagine the plethora of different scenarios for access
protection that should be in place if you are going to offer this service from the
internet. Another thing to consider is that since just about any browser can
access OWA, so can just about any client operating system. This means that you
can not control the authentication protocol used by the client operating system.
For any client connecting from a browser besides Internet Explorer you're going
to have to enable Basic Authentication on the |IS web server to allow the client to
authenticate. Passwords are sent in clear text by default with Basic
Authentication, which means any hackers sniffing the wire can easily grab
passwords with little or no effort at all. To prevent this from happening you're
going to have to enable SSL on the web server accepting the OWA
authentication requests. This means installing a certificate on the 1IS web server
and disallowing access to HTTP; only HTTPS access should be allowed.

The last form of client that could potentially access the mail server is a
mobile device through what is called Outlook Mobile Access. Outlook Mobile
access is beyond the scope of this document and will only be touched on. One
thing | would like to point out about this form of access is the importance of
determining which types of devices are accessing your corporate mail servers
through what wireless gateways. There is a very important issue to consider and
might be good enough reason just to disable this feature for now unless there is
an extremely compelling reason your users need this feature. There is a known
issue in the Wireless Access Protocol 1.x (WAP) gateways that leave your data
unencrypted for a short period of time during transmission between the wireless
gateway and your corporate mail server. When the data gets from the mobile
device to the WAP gateway, there is a conversion in encryption that takes place.
The WAP server decrypts the SSL and re-encrypts the data using Wireless
Transport Layer Security (WTLS). During this conversion your data is left
unencrypted for a short period of time. The fix for this is to either make sure that
both the wireless device and the wireless devices’ public gateway are WAP 2.x,
or to host your own corporate WAP 2.x gateway.
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OWA

Probably the biggest security threat of all for a Windows environment is
running Internet Information Services (11S). Most hackers will almost definitely get
excited when they see an IIS server running in your organization. It's a favorite
target for script kiddies and new security bulletins. Keeping your Exchange
Server up to date with the latest security fixes is a must if you are going to make
OWA available to your users. OWA runs on |IS and offers a very similar interface
to your users as the Outlook client itself does. A lot of the advanced functionality
of the Outlook client has been stripped out, but you can still access all of your
mail, public folders, tasks, calendar and more. One exception is the Journal,
which is still only available through the Outlook client itself. Below is a
screenshot of what the OWA client looks like within Internet Explorer.

L'l L.
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S/MIME

Secure/Multipurpose Internet Mail Extensions (S/MIME) is used to secure
email within the organization. SMTP by itself was not meant as a secure method
for transferring email between individuals and organizations. It was meant to be a
very efficient protocol for mail delivery and not much else. Because there is no
inherent security built into the SMTP protocol, every message sent with it is sent
in plaintext across the internet for anyone sniffing the wire to read. S/IMIME
attempts to solve this problem, and with its use becoming more and more
widespread might just do so. The current version of S/MIME is version 3, and is
supported by more and more clients everyday. S/IMIME achieves higher levels of
security with the SMTP protocol by enabling two main services, Digital
Signatures and Message Encryption.

The Digital Signature part of S/IMIME provides three key security benefits
for sending email. Authentication, nonrepudiation, and data integrity are the key
features provided by these. A signature can be thought of like a legal signature
on a document, from the signature itself you know who signed it. When a user
sends an email they attach their signature to the document as a form of
authentication so that the receiving party knows who the document came from.
Normally with SMTP alone there are no authentication mechanisms, anyone can
send a message saying they’re whoever they want. With signatures you know
who the message came from by the signature attached to the message. This
also supplies nonrepudiation for important binding documents. The fact that the
email has been signed by a party means that it can be proven it came from that
source. This is very useful for proving a message came from somewhere when
someone is denying sending such a message. With SMTP, a user can easily say
they never sent a particular message and it becomes particularly difficult to prove
them wrong because of the lack of built-in authentication. The last security
feature provided by S/MIME is data integrity. This means that an email can not
be altered in transit. If the message is altered by a third party in transit the
signature on the document does not match up on the receiving end. These three
features of added security alone make S/MIME an extremely important service
for securing email on the internet.

The second major security feature S/IMIME provides is message
encryption. Message encryption provides confidentiality for both parties while the
message is both in transit and in storage at the receiving end. When a normal
SMTP message is sent across the internet it is not encrypted at all and is sent in
plaintext for anyone who wishes to read. With message encryption the messages
are encrypted when being sent, sent over the internet encrypted, and decrypted
at the receiving end. This does not provide any sort of authentication or
nonrepudiation since it's only securing the contents of the message itself, not
authenticating the sending user. Message encryption does in fact provide data
integrity though since the message can not be read in transit, there is no way for
someone to alter its contents.

All'in all the combination of the two services is what provides for the
enhanced security of the SMTP protocol. If only one or the other is used only
certain aspects become inherently more secure. If only encryption is used then
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only message privacy is achieved, but you still have no way to prove where or
who is was sent from. If only digital certificates are used than you can prove
where the message came from and who sent it, but not whether or not the
contents of the message itself has been read by third parties, or altered in
anyway in transit or after being received. The combination of the two services is
an essential part of email security going forward.

-- A lot of the information contained in this S/IMIME section was gathered from
the “Exchange Server 2003 Message Security Guide™

VPN

One major consideration for access to your Exchange Server or any
corporate resource is how you will allow external access. For the most part you
have three main options for external access. The first is OWA, which was
described earlier n the OWA section. The second two methods for remote
connectivity are Virtual Private Networks (VPN) and Remote Procedure Call
(RPC) over HTTP. VPN is currently the most common implementation for all
external access to corporate resources. The protocol forms an encrypted “tunnel
over the internet to your corporate network. Because the internet is used as the
primary vehicle instead of expensive leased private lines, it's a very cost effective
alternative for most companies.

RPC over HTTP is a new feature that was added with Exchange Server
2003. It’s pretty complex to setup but with the added support for a single server
implementation with Exchange Service Pack 1, it makes it a great alternative to
supporting a VPN infrastructure. | will be detailing the setup later in this paper.
The concept is that RPC packets are encapsulated and sent over HTTP port 443
to enable VPNIess connections to corporate mail servers. Because all data is
sent via HTTPS, the packets are encrypted end to end.

Summary

Now that I've gone through all the various situations and services that
could arise within an Exchange Server 2003 environment we will begin to assess
risk and explain how to mitigate such risks. Nothing is perfectly secure, possibly
nothing ever will be. There are new exploits daily and new code to exploit being
produced daily. The best security is active management and monitoring of your
servers and software applications.

Authentication
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Passwords and Passphrases

Passwords as we know them today will never be able to satisfy the needs
of a high security environment. They are just too easily crackable by anyone with
enough free computing cycles. Passphrases, on the other hand are easier to
remember and much, much harder to crack. Consider the fact that the amount of
possibilities for the hacker to crack goes up exponentially with each letter added
to the passphrase. The sentence “1 have a cat named Baby, she is a cutie!” has
39 characters in it! This would never be cracked by anyone besides maybe the
NSA, and probably only then if you were a serious government threat. On the
other hand, the traditional 6-12 alphanumeric password with numbers, capitals,
and symbols such as “A1bw&LK9” is leaps and bounds easier to crack and
harder to remember. | guarantee you will find this password on a sticky next to
the monitor, whereas anyone can remember a sentence about their cat.

Smart Cards

In addition to a strong passphrase based security model, smart cards
should be used if possible. Smart cards will quickly become more and more
popular as security becomes more of an issue for companies. It's not a free
option like passphrases are so most companies won’t invest in them unless they
can see evidence of hackers affecting their bottom line. More and more
computers are coming standard with smart card readers though, and the setup
and configuration isn’t exactly mind boggling. A smart card is a tiny credit card
size device that can store information about a user such as certificates and
passwords/passphrases. It handles all the cryptographic operations instead of
the operating system and is used instead of typing in a username and password
for authentication. This makes logging onto any computer physically without the
card itself impossible. The card is protected by a PIN, which will disable itself
after a certain amount of bad attempts to prevent stolen cards being used. There
is a GPO to force smart card authentication for any AD account, and one to lock
a workstation the moment one is removed from the computer. | highly
recommend these if you can slip them into the budget at all.

SYSKEY

SYSKEY is a utility that was put out to encrypt password hashes in the
SAM database to defend against LOphtCrack and other brute forcers. The
encryption it provides is turned on by default in Windows 2000/XP/2003 and can'’t
be disabled at all. There are a few options to configure though. SYSKEY will
protect your data by creating a 128-bit RC4 “System Key” and this key can be
stored in a number of different ways. As you can see in image 2.x, there are a
number of different ways to store the system key. | am going to recommend that
you use the floppy drive method for any install with a decently high physical
security. With the floppy disk method you can make multiple backup copies of the
disk in case one gets corrupted or stolen. This can also provide unattended
reboots to occur. With the password at startup option, someone must physically
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be at the machine during boot, which is oftentimes not possibly for servers in
data centers or at other remote locations. The third option store the key locally
isn’t a bad choice either, since it’'s not required you be at the server and type a
password. It also offers the same protection the other methods do. The only
problem with this method is that the key is stored in an undocumented place in
the registry, but “obscured” in a way that no one is able to find it. Problem is that
lots of people are looking and who knows when someone will find it! Suggestions
about the usage of SYSKEY were taken from “windows 2000/XP/2003 Active
Directory®”

Securing the Windows Account Database | x| |

Thiz toal will allow you to configure the Accounts
[ atabaze o enable additional encroption, further

pratecting the databaze from compromise.

Once enabled, thiz encryption cannot be
dizabled.

£ Enciyption Dizabled

] I Cancel | Update |

SYSKEY.EXE

Recommended GPO Settings

Below are the recommended GPO settings for enhanced password and
encryption between clients and servers. As always, legacy applications might not
work with advanced security features. Because of this, any adjustments made
should always be first tested in a replica test environment before being
introduced into a production environment. All the recommended GPO settings
were taken from ““Windows 2000/XP/2003 Active Directory®”
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Enable these at the Default Domain GPO.

Metwork security: Minimum session security fio 2=

Security Policy Setting |

gg Metwork, secunty: Minimunm sezsion secunty for MTLM S5P bazed
lg'! [inzluding gecure BPC) zervers

¥ Define these policy settingz in the template

Require meszzage inteqgrity
Require meszage confidentiality
FRequire MTLMvZ sezzion security
Require 123-bit encryption

] I Cancel Apply

Computer Configuration > Windows Séttings > Security Settings > Local Policies > Security Options

MNetwork security: Do not store LAN Manager b ed |

Security Palicy Setting |

gg M etwork, zecurity: Do not store LAN Manager hazsh value an nest
l'a'[ pazsword change
v Diefing this policy sefting:

' Enabled

" Dizabled

ak. I Cancel Apply

Computer Configuration > Windows Settings > Security Settings > Local Policies > Security Options
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» Enabling this GPO will make sure that legacy authentication methods are
never used. This will prevent older security threats and bad encryption to
be used on your network. Anything less than NTLMv2 is a pretty large
threat to your entire domain and should not be allowed. Your only
consideration with this setting should be legacy application support. As
always, test accordingly.

Network security: LAN Manager authentic el

Security Policy Setting |

gg Metwork, zecuriby: LA Manager authentication level

=Y

¥ Define this policy setting
Send Lk & MTLM rezponzes j

Send Lk & MTLM responzes

Send Lk & MTLM - uze NTLMvZ seszion securty if negotiated
Send MTLM response only

Send MTLMwZ rezponse anly

Send MTLMvZ responze onlyhrefuze L

Send MTLMwZ rezponse onlphrefuse LM & HTLM

ak. I Cancel Apply

Computer Configuration > Windows Settings > Security Settings > Local Policies > Security Options

Encryption

OWA

For OWA there are two considerations to keep in mind. One is the fact
that this means you're running IIS on the Exchange Server. Locking down IS
properly to protect it from hackers is outside the scope of this document and is a
massive topic. One important defense 1S 6.0 has implemented by default is the
IIS Lockdown tool. With Windows Server 2003 this has been imbedded into IS
and will help protect against a large number of known vulnerabilities straight out
of the box. Another great tool to make sure you use is URLScan. This is installed
with 11S 6.0 by default but not completely configured. It is highly recommended
you configure this tool to lockdown the commands that are able to be issued to
your Exchange Server. There are recommended settings for this tool depending
on how your Exchange environment is setup. This table can be located in the
“Exchange Server 2003 Security Hardening Guide®”.

Probably the most important security feature that’s should be enabled for
OWA is SSL. There is no reason access to OWA should be allowed over HTTP.
There are actually two security features that should be enabled via SSL. The first
is HTTP over SSL, and the second is Forms Based Authentication. To get SSL
working you first need to install a certificate on the Exchange server and then
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enable it within 1IS. Below are the steps for getting the server certificate, SSL and
Forms Based Authentication installed and working.

SSL Implementation

-- Steps for installing the web server cert with Enterprise CA already setup.

ﬁ"'J Inkernet Infarmation Services
(=, N {local cormputer)
#-_J Application Pools

- Web Sites

g C Explore
[ gpen
~#_1 C  Permissions
G- E  Browse
@E
? g atark
,,_ ‘f'”" Stop
-4 by Pause
‘d E Mew b
]
: -~ &l Tasks k
e _J T Mew Window From Here
e Celete
R Renarme
#- )k Refresh
Propetties
_,_,.l I Help

Open IIS > '

Right click default Web Site >

Properties
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Delault Web Site Properties EHE

Wby Sk Pefrmaros | 548 Flkers | Plome Drechory |
Dnscurreerdy Drechoty Secunty | HITTP Hausdars Cumshom Eiron |

B b i 0 A 0B (Nl

Enable srorymous actess and adit the
L-J; mutharitic stioen methads foe this ressce. Edt |

B acddeess aind comiesn ruaines Pt TS

- G ant oF Desvy BOOERE 10 Hhet FESOUE0E LR
[P scicdrarinmd oo Liber il chomae® rusine
Edt... |
SHTLNS OO sbions

Reguire secune o e alaons. and = -
-.-.:ﬁ mraskde chert cortFoates when this I gerver Certihcate _l
TEROL T i ACOREgm |

Edt... |

oK Csnce | Fsip

Click “Server Certificate”

Welcome to the Web Server
Cerificate Wizard
Then wizard Felps pou Creste s admirater erves

cethhcaten wned @ teoure ' e oL St
b oo serves sl & clend

Shybyr ol o el S
T 'Weh & Eremt doesn hes 5 cavhhc @ e miksled
wred o don' ures ang pending request

Loz abe ilzaed wall hedp pon o conle & nes
ceghlic e lod Brie Wieh Server or sMach B0 an

el el abe

T6 conruss. chch Ml

| i 3 | Coriced

Click “Next”
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Served Cetilicabe
[Furze 2o B mrsebcads dor a2 o & i e 008 Web e

Salec] S et yoia et 10 wps bl tha web ole

[& rasle & o cotbcua |

T Aswgn an essing ceicate

™ Impget & corticale from s Eay Mnsger backup e

I Impet & oot ste hom 5 plh fis

" Copy o Move & perthcale hiom a iemobe seneer sie o e phe

¢ fack B » Cancel |

“Create a new Certificate” then click “Next”

Delaped o lmmedkale Hegonzi =
o can prepae & regues 1o be perd byber, of ycas oo peend oree : "

el

Do o vl B0 poespae & certificale raquisat bo bee pent lates o0 do pows wasnd Bo pend
Emraschately o an e cerbic.stion sdtonhs

7 Propan e iegued ros, Bl serd i lalen
| = Gend the request mameduately bo an online cenbrahor, muthosky

cBock [ ety | coe |

Select the second option to send request immediately to the Enterprise CA and then click “Next”
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115 Certificate Wizord
Hame and Secunty Seltings
four news celtficate must have a name and a spaciic bil length.

Type & nams for the new carificate. The name should be easy for o to refer Lo and
remuribed.

N

fem—-]

The bit length of the encrpption key determings the cerfiicate’s encngphion skength
The gresler the bit fengtl, the Aange the secuily,. Howede, b gieals bit lenglh fmai
decieass perfommarnce,

Bt lengtix 024 i

I Seleet croptographis sanvics povider [CSP] Fol this cedificats

(ﬂank]ﬂmcni Cancal

Make sure to put the FQDN for the web address users will enter when going to the site then click
“Next”

115 Certilic ale Wizard

Magams alwsn Lnliimatnon
own covilhcple must nchuds rlormglon sboud pou eigans e that
detrapathars f faw offfes Srgapes ahons

Selact o lypes jour ceganenadet' s Fuine s pous orgarassbonal urdl Thar i ypecally the
ool s of o orgareiaior and the names of pous deason of depariment

Fen hurthes wicamation, consull cadile shon suthonty's 'Wab sl
[leparmsator

=l
Capenerstonsl ur

L =]

cBock [ Hear | conce |

These two fields don’t affect functionality at all and are only used for identification purposes when
others view the cert. Click “Next” when done.
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115 Certilicats Wizard
Vol Ska's Common Hens
o Vel sba's Cotmimor nane 5 i lully guaited domasn name

Type the oommon name (o pos sie |1 e serves o on the Intemel. ue a waid DS
name IF the pervss i on fre adranet. pou ey peele o use the compuates’s HeBilrs
e

H the comegr rusme changes pou vl need o ohisr 8 resy cerificafe
Lornin nafe

¢ Back | ™ Cancel |

Again, enter the FQDN that users will use for the web address when accessing OWA and then click
“Next”

115 Certilicste Wirand

3w o aghacal ol cimalesn
The cotfcshor suthory ragpees the folesrg geographscsl mloemashon

= =

Slateuprmance e Civdocably musl B complste, ohicsyl numes s sy Fol Conilen
abbrviations

cBack [ Mews | Cormet |

This is again just for identification when others view the cert. Click “Next” when done.
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115 Certilficate Wizard B

S50 Powi
Sgeecily e 551 pont [om e wesh e

S5, peat Brwi il bl sl Ll

e

tBock [ Hear | Conca

To reduce headaches, leave the default SSL port at 443. Not all applications even allow you to
change this port and it is the standard for SSL. Click “Next”

Chooae a Ceibihealion Silthe iy

Cortdwafe raqaesty gre pend 10 & Covhis shon gainoedp avadsble on e
[t |

Salec! & cevticstion sufhonly |0 proceds e regued
Cavtihe s amathuotens

fr e —— bt [N

i frack [ » Concel

Here just make sure you have the Enterprise CA within your domain selected. This will be the server
to issue your cert. Click “Next”
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Ceabilic sie Fleguent S obmen ison

o b Ebareer I pdbded Fae §idloseee ey o el sl pee !
] i

T gighrl B gl Shek Mo

[eridee st Sl ity r
s

Ragessl jus sinebm

lepad T

F operecy M ame

Cicvriry Flagun

Gtale J Peoeros Caores

City
Digardcation
Dhigarecstions Lird
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This page is just for confirmation to look over your previous entries. Make sure everything looks
okay and then click “Next” and it will submit the request to the CA selected in the previous step.

1% Certificate Wizard E |
Completing the Web Server
Centificate Wizard
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And we’re done. Your web server certificate will be installed automatically and you can now enable
SSL.

-- Enabling SSL on the Web Server
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Properties
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Client certificates can be mapped to Windows user
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... |

[ Enable certificate trust lisk

Zurremt CTL: I

(] 4 I Cancel | Help

Directory Security Tab >

Under “Secure Communications” select EDIT >
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Make sure the two checkboxes shown above are selected

Forms Based Authentication Implementation

()

-7

EI% N change)
,__‘ Global Settings
,__‘ Recipients

L:_|,__‘ Administrative Groups
E@ First Adrninistrative Group

= Servers
- —
14 Queues

E|,__j Pratocols
£ HTTP

- IMAP4
- TP
-3 POP3
-3 SMTP

[+ Rouking Groups
[#-_J Folders

[+ Tools
IF Security Paolicies on Ackive Direckory

IP Security Manitor
Security Templates
Group Palicy Management

-4 Forest: ———

Servers >

[#-i)ll First Storage Garoup

‘_g Excha

Browse

Skark
Skop
Pause

ey 3

Mew \Window Fram Here

Refresh

Propetties

Help

OwaServerName >
Protocols > HTTP >
Exchange Virtual Server
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Exchange ¥irtual Server Properties 7| x|

izeneral  Settings |

Outlook Web Access
¥ Enable Forms Based Authentication
COmMpression:

flone hd

Ik I Zancel Apmly Help

Make sure the checkbox above is selected to enable FBA
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This will be what the Forms Based Authentication will look like. HTTP will no longer work and only
HTTPS will be allowed.

RPC over HTTP Configuration under Exchange 2003 SP1 (Server
Configuration)
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Add/Remove Programs >
Windows Components >
Networking Services >
RPC over HTTP Proxy
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After installing that new networking component you’ll notice a new Virtual Directory within IIS
called “Rpc”. Before we get to that though, go into the ESM (Exchange System Manager) for the
next step below.

— 1ix
Dot Lo | Pl Foldes Ratessly | Doy | Desoioey doein
Figramrsd t ey 1 el gl U e

FPCHITP | Pobces | Seowty | FubTest indeing | Marbeing

C rrigre: fhee vy 0 ke an AR HTTF tars e o0 haci arad s
e E ecturge rearagged FFT HT TR ngukorge

17 et e ol i E Pt it RPE HT TP kigmikinge

T i o el i E o Pags minaged APT HI TP ol o
bechi e e

ki pina E o b e bl e o 0 FIPT sy i

T 2orsm 2 =0l an Eecfarge bord ard server ared cormed b an
FFT HITP hard ond| seresi

[ b Syeleme amager 1]

'2 Fhoire i fus BT Frond < i i Eochisiege on gl il ion.
Thws warih bes o fmcirsd e BT Fried -l v i (el e oy beskons s AP -HTTP Ruch i s vn [ ot B it

=]

Expand ESM Admin Groups till you get to your Exch2003 Server.

Right click the Exchange Server then go to “Properties”.

Next click the RPC-HTTP Tab and finally click the RPC-HTTP back end server radio button as shown
highlighted above.

You’ll notice the message below it, this can be safely ignored.

Next we need to configure the new RPC Virtual Directory within IIS.
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Properties
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Click the Directory Security Tab >
Click the “Edit” next to Authentication and access control >

1
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Make sure “Enable anonymous access” is unchecked >
Make sure “Integrated Windows Authentication” and “Basic Authentication” are checked

Next we must configure the Exchange Server to use certain ports for RPC over
HTTP. To do this you must edit the registry as shown below. This is necessary
because normally RPC ports are chosen at random.
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N Sl S
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i | ¥ Sl ]
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Open Registry Editor on the Exchange Server (RPC HTTP Proxy Server) >
Browse to this key: HKEY _LOCAL_MACHINE\Software\Microsoft\Rpc\RpcProxy >
Right click the “ValidPorts” subkey and choose "Modify”
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Within the “Value data:” text field enter the following below.
ExchangeServer:6001-6002;ExchangeServerFQDN:6001-
6002;ExchangeServer:6004;ExchangeServerFQDN:6004;

Keep in mind two things when entering that string:

“ExchangeServer” should be the Netbios name of your Exchange Server.
“ExchangeServerFQDN” should be the FQDN of your Exchange Server.
Change those two according to your Exchange Organization.

RPC over HTTP Configuration under Exchange 2003 SP1 (Client
Config)

For client configuration Outlook 2003 is required and it’'s recommended
you install Windows Service Pack 2 and/or install this update: Hotfix
Q331320.

Another thing to keep in mind is that it’s required you be connected either
via VPN or directly into the corporate network during initial setup of HTTP
over RPC. | have heard reports of the initial setup working without this
requirement, but have not been able to duplicate it.
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Firewall Settings: Open Port 443 and 25 and nothing else for maximum
security.

Now I'll go over configuring the client to access the Exchange Server via HTTP.
To start go into the account properties for the Mailbox you wish to enable.
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Within Outlook:

Tools >

E-Mail Accounts >

Click “Next” to change an existing account. >
Then click the “Change” button highlighted above.
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Next click the “More Settings” button
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Make sure the Encryption box is checked and that logon security is set to the above setting.

- ronoft Eechonge Server |
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Connection

1 L il semifinigs vl conrecting bo iy Exchangs
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I =

F Connect to my Exchange malbos: using HTTP
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On the connection tab make sure the box shown above is checked and then click on the “Exchange
Proxy Settings” button.
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After clicking the Proxy Settings button this dialog appears. All the above are the recommended
settings. If NTLM Authentication gives you problems, set that drop down box to “Basic
Authentication” and since it’s over HTTPS, your cleartext password will still be encrypted over the
wire.
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By running Outlook.exe with the /rpcdiag argument you can get this dialog which shows that I'm

connecting over HTTPS.
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Clients

Inter-Office client security is already improved when implementing the
above GPOs. All traffic between the Exchange Server and the MAPI clients is
either Kerberos or RPC traffic and will be encrypted with 128-bit encryption.
Since Kerberos is used as the authentication mechanism, your password is
never sent over the wire either. This does not mean that emails sent outside your
organization are encrypted. They are in fact not at all and can be read in plaintext
by anyone in between your mail server and the destination mail server. S/IMIME
is one way of fixing that since it allows you to both digitally sign a message for
identity proof and encrypt the message as well. This would mostly be used by
people in high security positions where email contents are extremely confidential.
Below | outline the steps required.

Mailbox Store (. Properties 2| x|
Dretailz I Paolicies I SecLrty
General | D atabaze I Lirnitz I Full-Text Indexing

Jj Mailbox Store [N

Default public store:;

[~

Browse. .

. . hWFirst Storage GroupPublic Folder Stare [

Offline address list:
IDefauIt Offline Address List Browse. ..

)

[ Archive all mezzages sent or received by mailboxes an this store

:

I Browze, .

¥ Clients support 5MIME signatures

" Display plain text messages in a fixed-sized font

| k. I Cancel Spply Help

Make sure that box is checked on the Mail Store
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options 2| x|

Preferences I Mail Setup I Mail Format I Spelling  Security |Dther I Delegates I

Encrypted e-mail
¥ Encrypt contents and attachments for outgoing messages
z v add digital signature bo outgoing messages
[ Send clear text signed message when sending signed messages

¥ Request S/MIME receipt For all 5{MIME signed messages

Defaul: Setkbing: I j SEttings...l

Security Zones

Security zones allows you to customize whether scripts and active
content can be run in HTML messages.

ZONE! | Restricted sites v|  zone Settings... |

Download Pickures

Change Aukarmatic Download Setkings. .. |

Digital IDs (Certificates)

e Digital IDs or Cettificates are documents that allow wou ta prosve wour
idenkity in electronic transackions,

Publish to GAL. .. | Impork/Expart, , . | et a Digital I, .. |

Ik I Cancel | Apply |

Within Outlook 2003: Tools > Options > Security Tab. Make sure the above are checked.

€2 untitled Message

Fle Edkt Wew [nsert Format Jook Table Wirdow Heb

g | RN - - @ & 3
Pl rE——y e - BE £ U ] Encrypt Message |
d5end | @ + R/ 7 & |V 23| 2] Optns.. | HTM - BB

A To... Ban Freaman; | Caggt ally ':--;r-l

A Ce,..

Subject:

By default, once there is a user certificate within the Active Directory store, messages will be
Digitally Signed and Encrypted. You can click either button to disable one or the other, or both.

Intelligent Message Filter

IMF is recommended to stop unwanted spam and viruses at the Exchange
Server, before they get to users mailboxes. There are a number of different
options for IMF to decide what spam is and what to do with the mail if in fact it
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does meet the spam filter. Each message is given a SCL rating which is derived
from the different fields within the message header and then given a rating of 1 to
10. As an administrator you can set the SCL rating of your IMF filter to anything
between the ranges of 1 to 10 and then decide whether or not to filter it to the
users Junk Mail folder or to just trash it. The reason | mention this plug-in is
because most script kiddies first get their grips on the inside of an organization
through email virus’, Trojans, and backdoor scripts that innocent users open
through their mail client. To eliminate this spam is a major improvement since
you can prevent it from even getting to a users inbox. There are a lot of other
products out there that can provide this functionality at a price, but | discuss this
one because it is free. Below are some screenshots of the configuration and key
benefits. The install is very straightforward so | won’t show that part. Once
installed, use the pictures below for configuration.

IMF Deployment Guide Download

+ |
Within ESM go to Global Settings = Message Delivery = Right click, “Properties”
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Here is the main IMF properties page. Above you can see that you can set the SCL rating for
blocking messages from even entering the Exchange Org to begin with. You want to be careful
about this setting since you don’t want too many false negatives.
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Within ESM, go to the protocol properties and then drill down within SMTP.
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You’ll want to make sure this is checked on all virtual servers you want IMF to monitor.
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Once you install IMF, there will be counters added to the performance monitor on the Exchange
Server. | want to point out the red counter at 100%. This is a huge deal, and shows just how much
spam is filtered out with IMF. This can drastically decrease the chances of your users getting spam,
and in return, viruses and Trojans.

Domain Controllers

The Exchange server will often talk to the domain controllers for LDAP info
about user accounts and authenticating users for access to Exchange resources.
You want to make sure all the GPO settings mentioned from above are set so
that the RPC traffic between the two is encrypted. | also recommend installing
certificates on the Domain Controllers for use with LDAP over SSL. That way
LDAP information is never sent in cleartext. Your other alternative to LDAPS is to
use IPSec for all traffic to domain controllers.

IPSec

IPSec is recommended for use if at all possible. Because this is a very
complex topic, and the configuration is beyond the scope of this document it will
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not be explained in detail. Also, there are no documents put out by Microsoft
about the setup and configuration of this that | am aware of. There are a few
considerations to include in the IPSec filters like terminal services (3389 default),
SMTP (25), SSL (443), and LDAP (389). When configuring the IPSec filters keep
in mind that the optimum situation is a FE/BE scenario. Because we are not in
this situation we can not force IPSec for all communications. We are going to
have to assume that every mail server in the world does not use IPSec and
hence make it optional for at the very least port 25. Depending on your
environment and the control over the types of clients connecting to the Exchange
Server it may be possible to force IPSec communications on the remaining ports.

Other Considerations

Anti-Virus

Anti-Virus directly ties in with IMF as far as reducing vulnerabilities through
users. It is recommended to have a three-tier virus protection policy. The three
scanners that should be in place are the firewall, SMTP gateway, and the clients.
It also recommended having different vendors for client and SMTP gateway so
that you have varying virus definition files in place. Sometimes one vendor will
catch a new string before others will and this will give you the best possible
protection from viruses. Another feature of the Outlook 2003 and the OWA clients
are that they block many attachments by default so that users can not open them
even if they want to. This is to protect from malicious files that traditionally get
sent from hackers and script kiddies.

Firewall

There should be very few ports actually opened to the outside for an
Exchange Server. Port 25 needs to be opened for SMTP to send or receive mail
from external sources. For RPC over HTTPS and OWA you’re going to need port
443 to be opened. These two ports alone will give you connectivity to
receiving/sending emails outside of the organization, RPC over HTTPS, and
OWA. Nothing else should be open to the outside on your Exchange Server.

Security Templates

There are a few recommended security templates from Microsoft and you
can find tons more custom templates made by third parties and other Exchange
Administrators. When you download the Exchange Server 2003 Security
Hardening Guide there will be 8 Security Templates that come with it as shown
below. These were taken from the “Exchange Server 2003 Security Hardening Guide®
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Mame | Size |

~$change Server 2003 Security Hardening Guide, doc 1 KB
b Exchange 2003 Backend.inf S KB
4 Exchange 2003 DC Incremental.inf L KB
}Exchange 2003 Frontend.inf S kB
~&Exchange 2003 HTTP.inf L KE
~HExchange 2003 IMAP4.inf L KB
~&Exchange 2003 MNTP.inf L KE
~&Exchange 2003 POP3.inf L KE
B E::change 2003 SMTR.inf 1 KB

IEIJE)c:n:hann;ua Server 2003 Security Hardening Guide,doc 1,536 KB

These templates are suggested to be used to open up the particular services as
needed and are named appropriately. You'll want to look at the different
templates in notepad or another text viewer before deploying it, and as always do
so in a test environment first.

NSA Security Templates

Patch Management

Patch management is another extremely important aspect to making sure
your Exchange environment isn't compromised. There are a number of different
tools out there to reporting and pushing patches needed on a per machine basis.
A couple free ones come straight from Microsoft and work pretty well. | highly
recommend keeping up the latest patches since these are the attacks that will
most likely be used first. Always deploy them in your test environment first to
make sure nothing breaks and then schedule a time as soon as possible to get
your production systems all patched up.

Microsoft Baseline Security Analyzer — Used for checking for common security
misconfigurations
Hfnetchk — Checks for installed patches on any system

Auditing

You'll want to audit access to the server through a Group Policy Security
Template for central management. This refers back to the templates mentioned
earlier. You’re going to want to audit all the events shown below to make sure
you don’t miss any critical forensic information. This information was taken from
the “Windows 2003 Security Guide'
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Custom Scripts

Below | will display a script that | use to help me track failed event log
messages. No admin can be watching event logs all day long and custom scripts
should be an integral part of every administrator’s toolkit. The script below will
continuously monitor a systems local event log and email the interested parties
the moment an error event occurs. This can easily be added as a startup script
for all your critical servers through a GPO and prove very useful for keeping track
of the important aspects of the event logs without checking them manually. Parts
of this script were borrowed from “Windows 2000 Scripting Guide®

Script Code:

BEGIN SCRIPT

strComputer =
'CONNECT TO THE SECURITY EVENT LOG

Set objWMIService = GetObject("winmgmts:" _
& "{impersonationLevel=impersonate, (Security)}!\\" & _
strComputer & "\root\cimv2")
Set colMonitoredEvents = objWMIService.ExecNotificationQuery _
("Select * from __instancecreationevent where " _
& "Targetinstance isa 'Win32_NTLogEvent' " _
& "and Targetinstance.Type = 'Audit Failure' ")

'LOOP MONITOR FOR CONDITIONS MET AND SEND EMAIL
Do
Set objLatestEvent = colMonitoredEvents.NextEvent
strAlertToSend = objLatestEvent.Targetinstance.Message

'SEND EMAIL TO ADMIN
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Set objEmail = CreateObject("CDO.Message")
objEmail.From = "ExchangeEventLogMonitor@domain.com"
objEmail.To = "ADMIN@domain.com"

objEmail.Subject = "ExchangeEventLogMonitor"
objEmail.Textbody = strAlertToSend

objEmail.Send
Loop
END SCRIPT
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Script that monitors all Failure Audits in the security log and emails administrator immediately with
the contents of the event log.

Conclusion

There is obviously a lot to think about as a small business trying to keep a
single server instance of Exchange Server secure and still manageable. The
steps outlined above should be a great step towards achieving this goal. A key
factor for keeping your Exchange Server secure is going to be controlling access
to it from remote locations. Windows Server 2003/Exchange Server 2003 has
made big strides by locking down a lot of things out of the box compared to older
versions. When utilizing the steps above for enabling SSL for OWA access and
RPC over HTTPS you've taken large strides towards preventing information sent
from remote locations from being compromised. Implementing assertive patch
management, virus scanning, audit trails, firewall settings, spam filtering, remote
access policies, password policies, and security templates is going to put you
way ahead of the game against unauthorized attacks. Good domain security is
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also imperative for the overall security of your Exchange Organization. There is
no hacker kryptonite unfortunately, but at least when implementing the above
recommendations you’ll be one step closer to realistic prevention.
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Appendix A: Links

Exchange Server 2003 Message Security Guide
http://www.microsoft.com/downloads/details.aspx?Familyld=2305405C-FAF1-488 A-A856-
AD467BB59B26&displaylang=en

Exchange Server 2003 Security Hardening Guide
http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/exsecure.mspx

Windows Server 2003 Security Guide
http://www.microsoft.com/technet/security/prodtech/win2003/w2003hg/sgch01.mspx

Using Microsoft Exchange 2000 Front-end Servers
http://go.microsoft.com/fwlink/?linkid=4721

Exchange Server 2003 RPC over HTTP Deployment Scenarios
http://go.microsoft.com/fwlink/?LinkId=24823

Using ISA Server 2000 with Exchange Server 2003
http://go.microsoft.com/fwlink/?linkid=23232

Security Resources for Exchange Server 2003
http://go.microsoft.com/fwlink/?LinkId=21660

Exchange 2000 and 2003 - All Technical Articles and Books
http://go.microsoft.com/fwlink/?Link1d=10687

Exchange Server 2003 Client Access Guide
http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/cliaccgde.mspx
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