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Introduction: 
 
The goal of this document is provide a single location to find information on the tools available for Microsoft Windows 2000 Server.  This document is an attempt to map the information available from a variety of 
sources, including Windows 2000 Operating System CD, Windows 2000 Resource Kit CD, Windows 2000 Resource Kit Companion CD, and the Microsoft Web Site. 
 
The information provided is in table form and includes descriptions of the file name (or web link), which group of tools it belongs to (Support Tools, Resource Kit, etc.), where the file is located, if the file is provided 
free with the operating system CD or must be purchased or found elsewhere, if separate – a downloadable location when available, the name of the tool, a brief description of the tool, the category the tool 
category (Performance, Network Management, etc.), and finally, any files that are required to run the file in question. 
 
 

File Name Web Link 
Groups of 
Tools 

Location 
of Tools 

Provided 
with W2K 
Server or 
Separate 

If 
Separate – 
download 
available? Name of Tool Description of Tool 

Category 
of Tool 

Additional 
Files 
Required 

acldiag.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  ACL Diagnostics 

This command-line tool helps diagnose and 
troubleshoot problems with permissions on Active 
Directory objects. It reads security attributes from 
access control lists (ACLs) and writes information in 
either readable or tab-delimited format. Diagnostic  

adsiedit.msc  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  ADSI Edit 

ADSI Edit is a Microsoft Management Console (MMC) 
snap-in that acts as a low-level editor for Active 
Directory. Using Active Directory Service Interfaces 
(ADSI), it provides a means to add, delete, and move 
objects within the directory services. The attri 

Network 
Management adsiedit.dll 

apcompat.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows System  

Application 
Compatibility 
Program 

This program is designed to overcome the most 
common causes of application incompatibility with 
Windows 2000. You can use this tool with a Windows 
interface by running the Application Compatibility Deployment  
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2000 Server 
Operating 
System CD 

program, or you can run this program as a command-
line to 

apmstat.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Advanced Power 
Management Status 

This command-line tool provides status information on 
Advanced Power Management (APM) features. In 
Windows 2000, APM is primarily intended to support 
older notebook computers, while Advanced 
Configuration and Power Interface (ACPI) is the 
default power man Diagnostic  

browstat.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Browser Status 

BrowStat is a general purpose, character-based 
browser diagnostic tool. Use BrowStat to find out 
whether a browser is running and to find active 
Microsoft Windows for Workgroups (WFW) browsers 
in Windows 2000 and Windows NT domains. This tool 
also provide Diagnostic  

clonepr.dll  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  ClonePrincipal 

This tool assists administrators in migrating users from 
Windows NT to Windows 2000 by creating clones of 
the Windows NT 4.0 users and groups in the new 
Windows 2000 environment. 
 
Customers deploying Windows 2000 may want to 
migrate users incrementally to Deployment 

clonegg.vbs, 
cloneggu.vbs, 
clonelg.vbs, 
clonepr.vbs, 
sidhist.vbs 

dcdiag.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Domain Controller 
Diagnostic Tool 

This utility analyzes the state of domain controllers in 
a forest or enterprise and reports any problems to 
assist in troubleshooting. As an end-user reporting 
program, DcDiag encapsulates detailed knowledge of 
how to identify abnormal behavior in the sys Diagnostic  

depends.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Dependency Walker 

This tool scans any 32-bit or 64-bit Windows module 
(including .exe, .dll, .ocx, and .sys, among others) and 
builds a hierarchical tree diagram of all dependent 
modules. For each module found, it lists all the 
functions that are exported by that module, a Diagnostic 

depends.cnt, 
depends.hlp, 
dwinject.dll 

dfsutil.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Distributed File 
System Utility 

This tool enables administrators to query and 
troubleshoot the Microsoft Distributed file system (Dfs) 
from the command prompt. It can be used to perform 
maintenance of a Dfs root and to clean up metadata 
left behind by orphaning or abandoning domain-base. File & Disk  

dnscmd.exe  Microsoft Support\Tool System  DNS Server Dnscmd.exe is a command-line tool designed to Network  
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Windows 
2000 Support 
Tools 

s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD 

Troubleshooting assist administrators in Domain Name System (DNS) 
management.  DNScmd allows the administrator to 
view the properties of DNS servers, zones, and 
resource records. In addition DNScmd can be used to 
manually mod 

Management 

dommiq.doc  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Planning Migration 
from Microsoft 
Windows NT to 
Microsoft Windows 
2000 

This paper outlines planning considerations and 
guides administrators through the planning process 
for migrating Windows NT 3.51 and Windows NT 4.0 
domains to Windows 2000 in an enterprise 
environment. New Windows 2000 tools and 
technologies make migration Deployment  

dsacls.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  DsAcls 

This tool facilitates management of access control 
lists (ACLs) for directory services. DsAcls enables you 
to query and manipulate security attributes on Active 
Directory objects. It is the command-line equivalent of 
the Security page on various Active Directories. 

Network 
Management  

dsastat.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  DsaStat 

This diagnostic tool compares and detects differences 
between naming contexts on domain controllers. 
 
DsaStat can be used to compare two directory trees 
across replicas within the same domain or, in the case 
of a Global Catalog, across different domains.  

Network 
Management  

dskprobe.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  DiskProbe 

DiskProbe is a sector editor for Windows 2000. It 
allows a user with local Administrator rights to directly 
edit, save, and copy data on the physical hard drive 
that is not accessible in any other way. 
 
This tool can help you prepare for disk-based proble File & Disk 

dskprobe.cnt, 
dskprobe.hlp, 
dskprtrb.doc, 
mfo40.dll, 
msvcrt40.dll 

dumpchk.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Dump Check 

This command-line debugging tool enables you to 
verify that a crash dump (user mode:user.dmp or 
kernel mode:memory.dmp) has been created 
correctly. It also provides options for performing some 
dump file analysis without using a debugger. 

Computer 
Management 

kdextx86.dll, 
msdis110.dll 

filever.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server System  FileVer 

This command-line tool examines the version 
resource structure of a file or a directory of files on 
either a local or remote computer and displays 
information on the versions of executable files such as 
.exe files and dynamic-link libraries DLLs. File & Disk  
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Operating 
System CD 

gflags.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Global Flags Editor 

GFlags is a GUI utility that enables a developer or 
system administrator to edit the NtGlobalFlag settings 
for Windows 2000. 
 
You can use GFlags to modify the current flags in use 
by the kernel or the flags used when a particular 
image file is launched.  Diagnostic  

kill.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Task Killing Utility 

Use this command-line tool to end one or more tasks 
or processes. Processes can be killed by the process 
ID number (PID), or by any part of the process name 
or the name of the window in which it is running 
(usually the title of the application's main wind 

Computer 
Management  

ksetup.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Kerberos Setup 

KSetup is a command-line tool that configures 
Windows 2000 clients, either Server or Professional, 
to use an MIT Kerberos server. 
 
The Windows 2000 client then uses an MIT-based 
Kerberos realm instead of a Windows 2000 domain. 
This provides a single sign- 

Network 
Management  

ktpass.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Kerbos Keytab Setup 

KtPass is a command line configuration tool used to 
generate Kerberos keytab files, and set password and 
account name mappings for UNIX services that will 
use the Windows 2000 Kerberos Key Distribution 
Center (KDC). It is part of a group of tools. 

Network 
Management  

ldp.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Active Directory 
Administration Tool 

Ldp is a graphical tool that allows users to perform 
Lightweight Directory Access Protocol (LDAP) 
operations, such as connect, bind, search, modify, 
add, and delete, against any LDAP-compatible 
directory, such as Active Directory. 

Network 
Management ldp.doc 

memsnap.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Memory Profiling 
Tool 

This memory-profiling tool takes a snapshot of the 
memory resources being consumed by all running 
processes and writes this information to a log file.  
MemSnap logs system memory usage to a log file 
with the default name of Memsnap.log 

Computer 
Management  

movetree.exe  
Microsoft 
Windows 

Support\Tool
s directory of System  

Active Directory 
Object Manager 

The Active Directory Object Manager (MoveTree) is a 
command-line tool that allows administrators to move 

Network 
Management movetree.dll 
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2000 Support 
Tools 

the Microsoft 
Windows 
2000 Server 
Operating 
System CD 

Active Directory objects such as organizational units 
and users between domains in a single forest. 

msicuu.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Windows Installer 
Cleanup Utility 

The Windows Installer Cleanup Utility allows you to 
safely remove Windows Installer settings from your 
computer in the event of a problem. If you experience 
installation problems, you can use this tool to remove 
registry entries 

Computer 
Management msizap.exe 

msinfo32.exe  

Microsoft 
Windows 
2000 Support 
Tools 

\Program 
Files\Commo
n 
Files\Microso
ft 
Shared\MSInf
o where W2K 
is installed System  System Information 

System Information retrieves and reports your system 
configuration information for your hardware, system 
components, and software environment. Diagnostic  

msizap.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Windows Installer 
Zapper 

This is the command-line tools for the Windows 
Installer Cleanup Utility.  It allows you to safely 
remove Windows Installer settings from your computer 
in the event of a problem. 

Computer 
Management msicuu.exe 

netdiag.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Network Connectivity 
Tester 

This command-line diagnostic tool helps isolate 
networking and connectivity problems by performing a 
series of tests to determine the state of your network 
client and whether it is functional. These tests and the 
key network status information they expose Diagnostic  

netdom.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Windows 2000 
Domain Manager 

This tool enables administrators to manage Windows 
2000 domains and trust relationships from the 
command line. 

Network 
Management  

nltest.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server System  NlTest 

This command-line tool helps perform network 
administrative tasks such as:  1)  getting a list of 
primary domain controllers (PDCs), 2) forcing a 
shutdown, 3) querying and checking on the status of 
trust, 4) testing trust relationships and the state of do 

Network 
Management  
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Operating 
System CD 

pmon.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Process Resource 
Monitor 

Process Resource Monitor (PMon) is a command-line 
tool that monitors process resource usage by tracking 
CPU and memory usage.  Pmon can be used to 
measure paged and non-paged pool usage and can 
be helpful in identifying kernel mode memory leaks. Performance  

poolmon.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Poolmon 

This tool monitors memory tags, including total paged 
and non-paged pool bytes. Poolmon is often used to 
help detect memory leaks.  Unlike most command-line 
tools, help for Poolmon is available after running 
poolmon.exe by typing "h" or "?". 

Computer 
Management 

msdis110.dll, 
msvcp60.dll 

pptpclnt.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Point-to-Point 
Tunneling Protocol 
Ping Utilities (PPTP 
Ping) 

Pptpclnt.exe and Pptpsrv.exe are tools that work in 
unison to verify that the required protocol and port for 
Point-to-Point Tunneling Protocol (PPTP) is being 
routed from a PPTP client to a PPTP server or vice-
versa.  Diagnostic pptpsrv.exe 

pptpsrv.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Point-to-Point 
Tunneling Protocol 
Ping Utilities (PPTP 
Ping) 

Pptpclnt.exe and Pptpsrv.exe are tools that work in 
unison to verify that the required protocol and port for 
Point-to-Point Tunneling Protocol (PPTP) is being 
routed from a PPTP client to a PPTP server or vice-
versa.  Diagnostic pptpclnt.exe 

pviewer.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Process Viewer 

Process Viewer is a Windows-based tool that displays 
information about a running process and allows you to 
stop (kill) processes and change process priority. Performance  

reg.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Registry Console 
Tool 

This tool enables you to add, change, delete, search, 
save, restore, and perform other operations on 
registry entries from the command prompt or a batch 
file. It can be used on both local and remote 
computers. 

Computer 
Management  

remote.exe  
Microsoft 
Windows 

Support\Tool
s directory of System  

Remote Command 
Line 

Remote allows you to run command-line programs on 
remote computers. 

Network 
Management  
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2000 Support 
Tools 

the Microsoft 
Windows 
2000 Server 
Operating 
System CD 

repadmin.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Replication 
Diagnostic Tool 

This command-line tool assists administrators in 
diagnosing replication problems between 
Windows 2000 domain controllers. 

Network 
Management  

replmon.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Active Directory 
Replication Monitor 

This tool enables administrators to view the low-level 
status of Active Directory replication, force 
synchronization between domain controllers, view the 
topology in a graphical format. 

Network 
Management 

comctl32.ocx, 
comdlg32.ocx
, ctl3d32.dll, 
iadstools,dll, 
iadstoos.doc 

rsdiag.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Remote Storage 
Diagnostic Utility 

This command-line tool examines Remote Storage 
(HSM) databases and displays diagnostic information 
about jobs, managed volumes of the version of NTFS 
file system used in Windows 2000, removable media, 
and other Remote Storage information useful for 
system File & Disk rstools.dll 

rsdir.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Remote Storage File 
Analysis Utility 

This command-line tool examines Remote Storage 
reparse points, displaying Remote Storage 
information for files in the current directory and its 
subdirectories File & Disk rstools.dll 

sdcheck.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Security Descriptor 
Check Utility 

This command-line tool displays the security 
descriptor for any object stored in Active Directory. 
The security descriptor contains the access-control 
lists (ACLs) defining the permissions that users have 
on objects stored in Active Directory. 

Network 
Management  

search.vbs  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating System  

Active Directory 
Search Tool 

This VBScript tool performs a search against an 
Lightweight Directory Access Protocol (LDAP) server. 
An administrator or any user who wants to get 
information from Active Directory can use it.  
Search.vbs requires Windows Script Host (WSH). 

Network 
Management  
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System CD 

showaccs.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Security 
Administration Tools 
(SIDWalker) 

Showaccs is a command-line program that enables 
users to examine the access control lists (ACLs) on 
the registry, file system, and file and print shares, and 
to look at membership in local groups. Showaccs 
command options support looking at specific areas Deployment msvcrt50.dll 

sidwalk.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Security 
Administration Tools 
(SIDWalker) 

This set of programs helps system administrators 
manage access-control policies on Windows 2000 
and Windows NT systems. Access control is 
implemented by access control lists (ACLs). Deployment msvcrt50.dll 

sidwalk.msc  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Security Migration 
Editor 

The Security Migration Editor is a Microsoft 
Management Console (MMC) snap-in that provides a 
graphical user interface (GUI) for mapping old security 
identifiers (SIDs) listed in a mapping file created by 
Showaccs to new security identifiers. Deployment  

sidwkr.dll  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Security Migration 
Editor 

Sidwkr.dll is the snap-in file for Security Migration 
Editor. Security Migration Editor requires MMC, which 
is available for Windows 2000 or Windows NT 4.0.  Deployment  

snmputilg.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  SNMP Query Tool 

The SNMP Utility Tool (SNMPUtilG) is a graphical tool 
that complements the older command prompt SNMP 
browser tool (Snmputil.exe). System administrators 
can use either tool to obtain information from SNMP-
manageable systems on the network. Diagnostic  

tlist.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  Task List Viewer 

This command-line tool displays a list of tasks, or 
processes, currently running on the local computer. 
For each process it shows the process ID number, 
process name, and if the process has a window, the 
title of that window. 

Computer 
Management  

W2000msqs.ch
m  

Microsoft 
Windows 
2000 Support 

Support\Tool
s directory of 
the Microsoft System  

Windows 2000 Error 
& Event Message 
Help 

This HTML Help file lists most of the error and system-
information messages generated by Windows 2000, 
providing explanations of each message and 

Computer 
Management  
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Tools Windows 
2000 Server 
Operating 
System CD 

suggestions on how to correct the problem 

windiff.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

WinDiff File & 
Directory Comparison 

WinDiff shows the differences between specified 
ASCII text files or folders of ASCII text files. This is 
particularly useful for program source code. File & Disk 

windiff.hlp, 
gutils.dll 

winrep.exe  

Microsoft 
Windows 
2000 Support 
Tools 

\Winnt 
folder of the 
drive on 
which 
Windows 200
0 is installed System  Windows Report Tool 

The Windows Report Tool (WinRep) is an Internet-
based problem reporting tool built into the 
Windows 2000 operating system. WinRep enables 
users to enter information about a computer problem, 
take a snapshot of their current configuration settings, 
and the Diagnostic br549.ocx 

wsremote.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  

Winsock Remote 
Console 

The Winsock Remote Console provides the ability to 
start a console application on the server and connect 
to it from the client using sockets or named pipes. 
This is an enhancement over Remote Command Line 
(Remote.exe) 

Network 
Management  

activeperl.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Active Perl Scripting 
Language 

C-like scripting language ported from UNIX to 
Windows 2000. Scripting  

addiag.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Application 
Deployment 
Diagnosis 

Provides information on current state of software 
either installed or available for installation on a PC 
managed by IntelliMirror Software Installation and 
Maintenance. Diagnostic  

addusers.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Add Users Adds multiple users from a comma-delimited text file. 

Network 
Management  

apimon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Apimon.exe: 
API Monitor 

API Monitor Monitors the API calls made by a process. Diagnostic  

appsec.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Appsec.exe: 
Application 
Security 

Application Security 
Sets user permissions on a file-by-file basis to lock 
down accessible applications. 

Computer 
Management  

associate.exe  
Windows 
2000 

Microsoft® 
Windows® Separate  Associate 

Adds "file extension, executable program" 
associations to the registry. File & Disk  
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Resource Kit 
Tools 

2000 
Resource Kit 

atanlyzer.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

AppleTalk network 
device ANaLYZeR Analyzes AppleTalk Devices. Diagnostic  

atmarp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows ATM ARP 
Server Information 
Tool 

Used to troubleshoot the status of the ATM 
ARP/MARS Service that ships with Windows 2000. 

Network 
Management  

atmlane.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows ATM LAN 
Emulation Client 
Information Tool 

Used to troubleshoot the status of the ATM LAN 
Emulation (LANE) client that ships with 
Windows 2000. 

Network 
Management  

auditpol.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Audit Policy 

Enables user to modify the audit policy of local or 
remote computers Diagnostic  

autoexnt.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  AutoExNT Service 

Allows you to start a custom batch file at startup 
without having to log on to that computer. Scripting  

browmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Browser Monitor Monitors the status of browsers on selected domains. Diagnostic  

cachemov.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Offline Files Cache 
Mover 

Allows user to move offline files cache to a different 
drive volume. 

Computer 
Management  

cconnect.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Con-Current Connect 
Limiter 

Provides a method of tracking concurrent connection 
of users and monitoring what computers users are 
logged into. 

Network 
Management  

chklnks.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Link Check Wizard 

Scans all of the shortcut (link) files on a computer and 
lets user remove dead ones. Desktop  

choice.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

User input for Batch 
Files Prompts user to make a choice in a batch program. Scripting  

ckymunge.dll  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Cookie Munger 

Enables Active Server Pages (ASP) to work with 
browsers that do not support cookies or that refuse to 
accept them. 

IIS - Internet 
Information 
Services  
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cla.msc  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Cybersafe Log 
Analyst 

Assists in organizing and interpreting security event 
logs from Windows 2000 by analyzing and generating 
detailed reports. Diagnostic  

clearmem.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Clear Memory Forces pages out of RAM. Performance  

clip.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Clip to Clipboard Dumps STDIN to Clipboard File & Disk  

clippool.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Clip Pool 

Transparently shares a single logical clipboard among 
multiple computers. 

Network 
Management  

cliptray.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Clipboard Organizer 

Stores and organizes chunks of text that can be 
copied into text-based files using the Clipboard. File & Disk  

clusrest.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Clusrest.exe: 
Cluster 
Quorum 
Restore 
Utility 

Cluster Quorum 
Restore Utility 

Restores the quorum disk of a cluster, which is not 
done by a restore process using NtBackup. 

Network 
Management  

clustsim.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Cluster Verification 
Utility 

Verifies that two-node cluster systems are set up 
properly. Diagnostic 

cvu.txt, 
ntlog.dll, 
setup.exe, 
wpcvp.cnt, 
wpcvp.exe, 
wpcvp.hlp 

various  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit 
companion 
CD. Separate  Cluster Sentinel 

An application-layer monitoring system, integrated 
with NLB clustering technology that monitors the 
health of servers and tracks server availability.  This 
application-layer monitoring system integrates with 
Network Load Balancing clustering technology,  Diagnostic  

clustool.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Microsoft Cluster 
Tool 

Backs up and restores cluster configurations and 
migrates resources from stand-alone servers to a 
cluster. 

Network 
Management  

cmdhere.inf  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Command Prompt 
Here 

Adds a "CMD Prompt Here" item to some right-click 
menus displayed by Windows Explorer. Desktop  

compress.exe  Windows Microsoft® Separate  File Compression Compresses files. File & Disk  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

Utility 

confmgr.htm  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

IP Multicast 
Conference 
Management Tool Manages IP Multicast conferences. 

Network 
Management  

copslpm.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Common Open 
Policy Service Local 
Policy Module 

Enables a COPS-based Policy Server to provide 
admission-control decisions to a Windows 2000 ACS 
for RSVP requests. 

Network 
Management  

counters.chm  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows 2000 
Performance 
Counters Reference 

Presents descriptions of all of standard performance 
counters installed with Windows 2000. Performance  

cpustres.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  CPU Stress Utility 

Consumes processor cycles continuously by 
executing an endless loop. Performance  

creatfil.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Create File Creates files of a specified size. File & Disk  

crw.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Crystal Reports 

Enables you to create, view, and distribute 
presentation-quality or Web-ready reports from varied 
data sources.  Seagate Crystal Reports Event Log 
Viewer is a full-featured report writer that provides an 
easy way to extract, view, save, and publish 
information Desktop crpe.dll 

tpc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Third-Party QoS 
Control Agent 

Allows an administrator to manage Quality of Service 
(QoS), including Create, Remove, Update, and Query 
sessions, from the command prompt. 

Network 
Management ctpc.exe 

ctrlist.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Counter List 

Lists all objects and counters installed in the system 
for the given language ID. Performance  

cusmgr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Console User 
Manager 

Enables editing of many of the Local Users and 
Groups user properties from the command line. 

Network 
Management  

dcdiag.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Domain Controller 
Diagnostic Tool 

Assists in analyzing and troubleshooting domain 
controller problems in an enterprise environment. 

Network 
Management  

defptr.exe  Windows Microsoft® Separate  Default Printer Shows a list of available printers and lets user easily Computer  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

select a default printer. Management 

delprof.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

User Profile Deletion 
Utility Deletes Windows 2000 user profiles. 

Computer 
Management  

delrp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Delete File and 
Reparse Points 

Deletes a file or directory and any associated NTFS 
reparse points. File & Disk  

delsrv.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Delete Service 

Unregisters a service with the service control 
manager. 

Computer 
Management  

internet 

http://msdn.m
icrosoft.com/
certification/d
efault.asp 

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Designed for 
Windows Logo 
Program Web Site  
http://msdn.microsoft.
com/certification/defa
ult.asp 

Describes the technical requirements that must be 
satisfied by an application to receive the Designed for 
Windows logo. Diagnostic  

dh.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Display Heap 

Displays information about heap usage in a user-
mode process or pool usage in Kernel-mode memory. Diagnostic  

dhcmp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  DH Compare 

Compares two dumps of heap usage generated by 
Dh.exe, matching the backtraces from each file, to 
find leaks. Diagnostic  

dhcploc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

DHCP Server Locator 
Utility Locates DHCP servers on a network. 

Network 
Management  

dhcpobjs.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  DHCP Objects 

In-process server (DLL) that exposes COM interfaces 
for automating DHCP Server administration. 

Network 
Management  

diruse.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Directory Disk Usage 

Determines amount of disk space used by a 
directory's contents, similarly to UNIX's DU. File & Disk  

diskmap.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Diskmap 

Displays information about a disk and the contents of 
its Partition Table. File & Disk  

diskpar.exe  Windows Microsoft® Separate  Disk Alignment Tool Finds and modifies the starting sector on a disk to Performance  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

improve disk performance. 

diskuse.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Diskuse 

Scans a directory tree and reports the amount of 
space used by each user. File & Disk  

dmdiag.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  DM Diagnostic 

Saves disk volume configuration to a text file and 
writes a signature to a disk partition. File & Disk  

dommon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Domain Monitor 

Monitors the status of servers and domain controllers 
for a domain and its trusted domains. Diagnostic  

drivers.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Drivers.exe: 
List Loaded 
Drivers 

List Loaded Drivers 
Displays information on installed device drivers, their 
files, and their code. Performance  

drmapsrv.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Drmapsrv.ex
e: Drive 
Share 

Drive Share 
Automatically configures NET SHARE and NET USE 
client drive for Terminal Server access. 

Network 
Management  

dsacls.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  DsAcls 

Facilitates management of access-control lists for 
directory services. 

Network 
Management  

dsstore.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Directory Services 
Store 

Manages Directory Services-based public key 
constructs. Security  

dumpcfg.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Dump Configuration 

Simplifies the manual system recovery process 
associated with storage configuration. File & Disk  

dumpel.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Dump Event Log Dumps an Event Log to a tab-separated text file. Diagnostic  

dumpfsmos.cm
d  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Dump FSMO Roles Dumps the Floating Single Master Operations roles. 

Network 
Management  

dupfinder.exe  

Windows 
2000 
Resource Kit 

Microsoft® 
Windows® 
2000 Separate  Duplicate File Finder Locates duplicate files for deletion or renaming. File & Disk  
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Tools Resource Kit 

dureg.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Registry Size 
Estimator 

Shows how much data is stored in the registry, or in 
any registry subtree, key or subkey. 

Computer 
Management  

efsinfo.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Encrypting File 
System Information 

Displays information about encrypted files on NTFS 
partitions. Security  

elogdmp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Event Log Dump Dumps information from a selected event log. 

Computer 
Management  

empty.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Empty Frees the working set of a specified task or process. Performance  

enumprop.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Enumerate 
Properties 

Dumps all properties set on any directory services 
object. Diagnostic  

exctrlst.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Extensibnle 
Performance Counter 
List 

Displays information on extensible performance 
counter DLLs installed on a computer. Performance  

exetype.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Executable Type 

Identifies the operating-system environment and 
processor required to run a particular executable file. Diagnostic  

expand.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  File Expansion Utility Expands compressed files. File & Disk  

various  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Exploration Air 

Demonstrates a sample e-commerce Web site for a 
fictional airline using Internet Information Services 5.0 
and Windows 2000 Server. 

IIS - Internet 
Information 
Services  

extract.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Extract Cabinet Extracts files from cabinet (.cab) files. File & Disk  

fcopy.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

File Copy for 
Microsoft Message 
Queue Server 

Copies files and folders across LANs and WANs using 
Microsoft Message Queue Server. File & Disk  

filespy.exe  Windows Microsoft® Separate  File Spy Allows users to monitor local and network drives to File & Disk  



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

2,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.

2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

see what types of IRP and Fast I/O operations are 
running in the system. 

findgrp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Find Group Gets a user's direct and indirect group memberships. 

Network 
Management  

floplock.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Lock Floppy Disk 
Drives 

Locks a computer's floppy disks so that only members 
of the Administrators and PowerUsers groups can 
access them. 

Network 
Management  

forfiles.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  ForFiles Enables batch processing of files in a directory or tree. Scripting  

freedisk.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Free Disk Space 

Checks for free disk space, returning a 0 if there is 
enough space for an operation and a 1 if there isn't. File & Disk  

ftedit.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

FT Registry 
Information Editor Edits the registry for fault tolerance settings. File & Disk  

getmac.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Get MAC Address 

Gets a computer's MAC (Ethernet) layer address and 
binding order. Diagnostic  

getsid.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Getsid.exe: 
Get Security 
ID 

Get Security ID Compares the security IDs of two user accounts. 
Network 
Management  

gettype.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Get Type Version 
Information 

Determines what kind of Windows operating system a 
computer is running and whether it is serving as a 
domain controller by querying the registry and setting 
ERRORLEVEL. Scripting  

global.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Global Groups 

Lists contents of global groups across domains and 
workstations. 

Network 
Management  

gp.chm  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows 2000 Group 
Policy Reference 

Provides detailed descriptions of the group policies in 
Windows 2000, describing the effect of enabling, 
disabling, and not configuring each policy, as well as 
explanations of how related policies interact. 

Network 
Management  

gpolmig.exe  

Windows 
2000 
Resource Kit 

Microsoft® 
Windows® 
2000 Separate  

Group Policy 
Migration 

Migrates settings from Windows NT policy files to the 
Windows 2000 group policy object structure. Deployment  
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Tools Resource Kit 

gptool.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Gpotool.exe: 
Group Policy 
Objects 

Group Policy Objects 
Allows administrators to check Group Policy object 
integrity and monitor policy replication. 

Network 
Management  

gpresult.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Gpresult.exe: 
Group Policy 
Results 

Group Policy Results 
Displays information about the result Group Policy has 
had on the current computer and logged-on user. 

Network 
Management  

grpcpy.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Group Copy 

Copies the user names in an existing group to another 
group in the same or a different domain. 

Network 
Management  

guid2obj.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  GUID to Object 

Maps a globally unique identifier (GUID) to a 
distinguished name. Diagnostic  

internet 

http://www.mi
crosoft.com/h
cl/default.asp 

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Compatibility List 
Web Site  
http://www.microsoft.
com/hcl/default.asp 

Lists Windows NT and Windows 2000-compatible 
hardware. Deployment  

heapmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Heapmon Enables user to view system heap information. Diagnostic  

htmlfltr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  HTML Text Filter 

Removes comments and extra whitespace from HTML 
files. 

IIS - Internet 
Information 
Services  

httpcmd.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  HTTP Command Provides a command-line HTTP client. 

IIS - Internet 
Information 
Services  

httpmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

HTTP Monitoring 
Tool 

A multithreaded service monitoring tool that gathers 
large amounts of data about a Web site. 

IIS - Internet 
Information 
Services  

iasparse.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  IAS Parse Tool 

Parses Internet Authentication Service and Remote 
Access Service logs and converts them into a 
readable format. Diagnostic  

ie5ntwa.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Internet Explorer 
Web Accessories Enhances Internet Explorer 5. 

Internet 
Explorer  

ierk5.chm  Windows Microsoft® Separate  Internet Explorer 5 Online version of the Internet Explorer 5 Resource Kit. Internet  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

Resource Kit Explorer 

ifilttst.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Ifilter Test Suite 

Validates IFilter implementations by calling IFilter 
methods and checking the returned values for 
compliance with the IFilter specification. 

IIS - Internet 
Information 
Services  

ifmember.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Ifmember 

Checks whether a user is a member of a specified 
group. 

Network 
Management  

various  

Windows 
2000 
Resource Kit 
Tools 

Windows 200
0 Resource 
Kit 
companion 
CD Separate  

IIS Migration Support 
Documents 

Templates, forms, and checklists for use in migrating 
third-party Web servers and settings to 
Windows & 2000 Internet Information Services (IIS). 

IIS - Internet 
Information 
Services  

various  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

IIS Permissions 
Wizard Template 
Maker 

Assists in the creation of new permissions templates 
for use with Microsoft® Internet Information Server 
(IIS), version 5.0 and later. 

IIS - Internet 
Information 
Services  

iishostsvc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

IIS Host Helper 
Service 

Registers host header striongs as NetBIOS names 
allowing intranet users using WINS to access server 
by host name without DNS. 

IIS - Internet 
Information 
Services  

iisv5migrationut
ility_x86.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  IIS Migration Wizard 

Migrates third-party Web servers and settings to 
Internet Information Server in Windows 2000. 

IIS - Internet 
Information 
Services  

instaler.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Installlation Monitor 

Tracks changes made by setup programs in the 
registry, .ini files, and other child processes. Diagnostic 

showinst.exe, 
undoinst.exe 

instrsrv.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Service Installer 

Installs and uninstalls executable services and 
assigns names to them. 

Computer 
Management  

various  

Windows 
2000 
Resource Kit 
Tools 

Windows 200
0 Resource 
Kit CD in the 
<Cdroot>\Ap
ps\IEAK 
folder Separate  

Internet Explorer 5 
Administation Kit 

Enables administrators to create, distribute, and 
update customized installations of Microsoft® Internet 
Explorer. 

Internet 
Explorer  

iisnt.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Internet Scanner 

Network security scanner that generates 
comprehensive report detailing security vulnerabilities. 

IIS - Internet 
Information 
Services iis_nt.hlp 
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intfiltr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Interrupt Filter 

Allows an administrator to direct a device’s interrupts 
to a specific set of processors, which can improve 
performance on a multi-processor computer. 

Computer 
Management  

insue.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Inuse.exe: 
File-In-Use 
Replace 
Utility 

File-in-Use Replace 
Utility 

Performs on-the-fly replacement of files currently in 
use by the operating system. 

Computer 
Management  

ipsecpol.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Internet Protocol 
Security Policies Tool 

Configures IP Security policies in the Directory 
Service or in a local or remote registry. 

Network 
Management  

javareg.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Java/COM 
Registration Utility 

Registers Java Classes, performing functions similar 
to Regsvr32.exe. 

Computer 
Management  

kerbtray.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Kerbtray 

Displays ticket information for a given computer 
running the Kerberos protocol. 

Network 
Management  

kernprof.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Kernel Profiler 

Provides counters for and profiles of various functions 
of the operating system kernel. Diagnostic  

kix32.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  KiXtart 95 

Processes logon scripts and provides an enhanced 
batch language. Scripting  

klist.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Klist 

Views and deletes the Kerberos tickets granted to the 
current logon session. 

Network 
Management  

lbridge.cmd  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  L-Bridge 

Command-line script that assists in migration from 
Windows NT 4.0 LMRepl to Windows 2000 File 
Replication Service. Deployment  

leakyapp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Leaky Application 

Appropriates system memory to test performance in 
low-memory situations. Performance  

linkd.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Linkd Links an NTFS directory to a target object. File & Disk  

list.exe  
Windows 
2000 

Microsoft® 
Windows® Separate  List Displays and searches a text file. File & Disk  
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Resource Kit 
Tools 

2000 
Resource Kit 

local.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Local Groups 

Lists contents of local groups across domains and 
workstations. 

Network 
Management  

logevent.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Event Logging Utility Logs events to a local or remote computer. Diagnostic  

logoff.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Logoff Logs off a user. 

Network 
Management  

logtime.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Logtime 

Logs start or finish times of programs running in a 
batch file. Scripting  

lsreport.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Terminal Services 
Licensing Reporter 

Generates log file with information about about 
licenses granted by Terminal Services license 
servers. Diagnostic  

lsview.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Terminal Services 
Licensing Server 
Viewer 

Lists name and type of available Terminal Services 
license servers. Diagnostic  

mcast.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Mcast 

Sends multicast packets or listens for packets being 
sent to a multicast group address. 

Network 
Management  

mcopy.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Multiply Copy Copies files and creates a log of the operation. File & Disk  

metaedit.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Metabase Editor 

Checks metabase integrity. Used in conjunction with 
the Metabase Browser/Editor. 

IIS - Internet 
Information 
Services  

mibcc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  SNMP MIB Compiler 

Compiles Management Information Bases for Simple 
Network Management Protocol. Diagnostic  

moveuser.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Mover Users 

Changes the security of a profile from one user to 
another, allowing for either the account domain or the 
user name to change. 

Network 
Management  
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mscep.dll  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Certificate Enrollment 
Module for Routers - 
Cisco 

ISAPI filter for Internet Information Server (IIS) that 
enables CEP Cisco Enrollment Protocol. 

Network 
Management  

msinfosetup.ex
e  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Microsoft System 
Information 
Extensions 

Extensions used to view System Information Files 
created as .nfo files or Windows Report Tool-created 
.cab files within the System Information MMC snap-in. Diagnostic  

msmqtrigers.ex
e  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  MSMQ Triggers 

Connects MSMQ messages with functionality in a 
COM component or standalone executable file. 

Network 
Management 

trigserv.exe, 
trigobjs.dll, 
trigsnap.dll, 
trigmon.exe 

mtc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Multiple Tree Copy Copies whole directory trees and their files. File & Disk  

mtfcheck.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Microsoft Tape 
Format Vertification 
Tool 

Verifies that tape media are Microsoft Tape Format 
compliant. File & Disk  

netclip.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Remote Clipboard 
Viewer 

Shows contents of clipboards on local and remote 
computers and enables users to cut and paste data 
between them. 

Network 
Management  

netcons.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Net Connections Displays current network connections. Desktop  

netset.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  netset 

Configures a variety of network parameters from the 
command prompt. Deployment  

netsvc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Command-line 
Service Controller 

Remotely starts, stops, and queries the status of 
services over a network. 

Computer 
Management  

nlmon.ee  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  NL Monitor Lists and tests domains and trust relationships. 

Network 
Management  

now.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Now 

Echos the current date and time plus any arguments 
passed to it. 

Computer 
Management  

ntdetect.com  
Windows 
2000 

Microsoft® 
Windows® Separate  

Startup Hardware 
Detector 

Installd.cmd installs the debug (or checked) version of 
Ntdetect.com, Startup Hardware Detector, which is Debugging  
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Resource Kit 
Tools 

2000 
Resource Kit 

part of Microsoft® Windows® 2000. 

ntimer.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Ntimer Measures how long a program runs. Performance  

ntrights.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Ntrights 

Grants or revokes Windows 2000 rights to or from 
users or groups. 

Network 
Management  

oh.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Open Handles 

Shows the handles of open windows, processes or 
objects. Diagnostic  

oidgen.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  OID Generator 

Generates a pair of base Object Identifier values for 
use in extending the Acive Directory schema. 

Network 
Management  

oleview.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

OLE/COM Object 
Viewer 

Browses, configures, and tests Microsoft Component 
Object Model classes installed on a computer. Diagnostic  

os2api.txt  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  OS/2 API Information 

Describes which APIs for the OS/2 operating system 
are supported by Windows 2000 and which are not. Diagnostic  

pathman.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Path Manager 

Adds or removes components of the system or user 
path. 

Computer 
Management  

perf2mib.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Performance Monitor 
MIB Builder Tool 

Creates Management Information Bases based on 
Performance Monitor counters. Performance  

perfcheck.dll  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Performance Counter 
Check 

Verifies performance counters from within Windows 
Scripting Host or from within an ASP page. 

IIS - Internet 
Information 
Services  

perfmon4.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Performance Monitor 
4 

Provides detailed data about system resources used 
by specific components of the operating system and 
programs designed to collect performance data. Performance  

Perfmtr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Performance Meter Displays performance statistics in a text-based format. Performance  
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permcopy.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Permission Copy  

Copies file- and share-level permissions from one 
share to another. 

Network 
Management  

perms.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

File Access 
Permissions per User 

Displays a user's access permissions for a file or 
directory. 

Network 
Management  

pfmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Page Fault Monitor 

Lists the source and number of page faults generated 
by an application's function calls. Performance  

playback.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Playback 

Records traffic accessing an IIS-based Web site and 
then replays that captured traffic. 

IIS - Internet 
Information 
Services  

various  

Windows 
2000 
Resource Kit 
Tools 

<cdroot>
\Apps\Posix 
directory of 
the 
Windows 200
0 Resource 
Kit 
companion C Separate  POSIX Utilities 

Set of UNIX-like utilities recompiled to run on 
Windows NT and Windows 2000. Scripting  

prnadmin.dll  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Printer Administration 
Objects 

Manages printers, printer drivers, and printer ports on 
local and remote computers. 

Network 
Management  

pstat.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Pstat.exe: 
Process and 
Thread 
Status 

Process and Thread 
Status 

Shows the status of all running processes and 
threads. Performance  

ptree.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Process Tree 

Allows you to query the process inheritance tree and 
kill processes on local or remote computers. 

Computer 
Management  

pulist  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Pulist Lists processes running on local or remote computers. 

Computer 
Management  

qgrep.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Qgrep 

Performs string search routines on files, much like the 
POSIX tool Grep.exe. File & Disk  

qslice.exe  
Windows 
2000 

Microsoft® 
Windows® Separate  

CPU Usage by 
Processes 

Shows the percentage of total CPU usage per 
process. Performance  
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Resource Kit 
Tools 

2000 
Resource Kit 

Qtcp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Qtcp Measures end-to-end network service quality. Diagnostic  

quickres.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Quick Resolution 
Changer 

Changes display settings without restarting the 
computer. Desktop  

quiktray.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Quick Try 

Organizes the icons in the status area of the 
Windows 2000 desktop. Desktop  

raslist.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  RAS List 

Displays Remote Access Service server announces 
from a network. 

Network 
Management  

rassrvmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Rassrvmon 

Monitors and logs statistics on a Remote Access 
Service server. 

Network 
Management  

rasusers.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Enumerating Remote 
Access Users 

Lists Remote Access Service users on a domain or 
server. 

Network 
Management  

rdpclip.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Rdpclip.exe: 
File Copy 

File Copy 
Copies files between Terminal Services server and 
client. 

Network 
Management  

reducer.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Reduce Trace Data 

Processes one or more trace log files and produce a 
per-process, per-thread workload profile. 

Computer 
Management  

regback.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Registry Backup Backs up all or part of the registry. 

Computer 
Management  

regdmp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Registry Dump Dumps of all or part of the registry to standard output. 

Computer 
Management  

regentry.chm  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Technical Reference 
to the Windows 2000 
Registry Explains registry entries in detail. 

Computer 
Management  



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

2,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.

regfind.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Regfind Searches and optionally replaces registry data. 

Computer 
Management  

regini.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Registry Change by 
Script Modifies registry entries with a batch file. 

Computer 
Management  

regrest.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Registry Restoration Restores all or part of the registry. 

Computer 
Management  

remapkey.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Remap Windows 
Keyboard Layout 

Changes keyboard layout by remapping the scancode 
of keys. Desktop  

rscripts.chm  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Administration Scripts 

Visual Basic scripts for administering Active Directory 
through Active Directory Services Interface. 

Network 
Management  

rcmd.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Command Service 

Provides secure client and server for remotely running 
command-line programs. 

Network 
Management rcmdsvc.exe 

rclient.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Remote Console 

Enables a client to run a command-line session 
remotely on computers running the corresponding 
service. 

Network 
Management 

oemsetup.inf, 
rcongrp.exe, 
rconmode.ex
e, 
rconmsg.dll, 
rconstat.exe, 
rconsvc.exe, 
rcruncmd.exe
, rsetup.exe 

wrkill.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Remote Process Kill 

Enumerates and quits processes on a remote 
computer 

Network 
Management  

robocopy.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Robust File Copy 
Utility 

Maintains multiple mirror images of large folder trees 
on network servers. File & Disk  

rpingc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

RPC Connectivity 
Verification Tool 

Checks whether Windows 2000 Server services are 
responding to remote procedure call requests from 
network clients. Diagnostic  

rpcdump.exe  Windows Microsoft® Separate  RPC Dump Dumps all the endpoints in the endpointmapper Diagnostic  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

database, pings each endpoint, gathers some other 
information, sorts it, and outputs the data. 

rshsvc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

TCP\IP Remote Shell 
Service 

Provides a command-line shell or single command run 
service for remote users. 

Network 
Management  

rsm_dbic.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Removable Storage 
Integrity Checker 

Checks the integrity of the RSM database for media 
and removable media drives and libraries. File & Disk  

rsm_dbutil.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Removable Storage 
Database Utility 

Steps through the RSM database and inspects each 
database object attribute for valid values and 
referential integrity. File & Disk  

rsmconfg.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Removable Storage 
Manual Configuration 
Wizard 

Aids in manually configuring libraries that RSM's 
autoconfiguration can't, from the command prompt. File & Disk  

runext.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Run Extension Adds a Run command to the Windows Explorer context menu. Desktop  

sc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Service Controller 
Tool 

Retrieves information about services from Service 
Controller. 

Computer 
Management  

scanreg.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Registry Scan 

Searches for a string in registry key names, value 
names and value data. 

Computer 
Management  

sclist.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Sclist Shows services and their status. 

Computer 
Management  

sectemplates.m
sc  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Security configuration 
and Anlysis Tool IIS 
Template 

Helps defines Internet Information Services (IIS) 
security policies through IIS Security Templates. 

IIS - Internet 
Information 
Services  

sendfile.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  SendFile Test Suite 

Demonstrates the relative performance of ISAPI 
versus ASP versus CGI versus static content on a 
Web site. Performance  

setedit.exe  

Windows 
2000 
Resource Kit 

Microsoft® 
Windows® 
2000 Separate  

PerfMon Chart 
Setting Editor Edits Performance Monitor chart settings files. Performance  
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Tools Resource Kit 

setspn.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Maniputlate Service 
Principal Names for 
Accounts 

Manages the Service Principal Names directory 
property for an Active Directory account. 

Network 
Management  

setupmgr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Setup Manager 

The Setup Manager deployment tool is a wizard that 
assists system administrators in installing 
Windows 2000 on multiple computers Deployment  

setx.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Setx 

Sets environmental variables in the the user or 
computer environment. 

Computer 
Management  

showacls.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Show ACLs Enumerates access rights for files, folders, and trees. 

Network 
Management  

showdisk.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Show Disk Space 

Displays configuration and fault-tolerance information 
for primary partitions and logical drives. File & Disk  

showgrps.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Show Groups Shows the groups to which a user belong. 

Network 
Management  

showmbrs.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Show Members Shows the user names of members of a group. 

Network 
Management  

showperf.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Performance Data 
Block Dump Utility 

Dumps the contents of the Performance Data block so 
you can view and debug the raw data structure. Performance  

showpriv.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Show Privilege 

Displays the users and groups granted a particular 
privilege on the local computer. 

Computer 
Management  

shutdown.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Remote Shutdown Shuts down or reboots a local or remote computer. 

Network 
Management  

sipanel.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Soft Input Panel Allows computers to use a pen device for input. Desktop  

sleep.exe  Windows Microsoft® Separate  Batch File Wait Causes a computer to wait for a specified amount of Computer  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

time. Management 

various  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit 
companion 
CD. Separate  Smark Sketch LE 

 Intergraph SmartSketch LE 3.0 is a technical drawing 
and diagramming product. It is the baseline for a line 
of add-ins and solutions for the technical drawing, 
CAD, and professional/business diagramming 
marketplace. Desktop  

snmpmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  SNMP Monitor 

Monitors Simple Network Management Protocol 
variables for multiple nodes and logs them to a 
database. Diagnostic  

snmputil.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  SNMP Browser 

Queries a Simple Network Management Protocol host 
or community for Management Information Base 
values from command prompt. Diagnostic  

soon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Near-Future 
Command Scheduler Schedules commands to run within the next 24 hours. 

Computer 
Management  

srvany.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Applications As 
Services Utility Enables applications to run as services. 

Computer 
Management  

srvcheck.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Server Share Check 

Lists shares on a computer and enumerates the 
access-control lists for each one. 

Network 
Management  

srvinfo.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Server Information 

Displays network, disk drive, and service information 
about a local or remote server. Diagnostic  

srvinstw.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Service Installtion 
Wizard 

Installs and deletes services and device drivers on a 
local or remote computer. 

Computer 
Management  

srvmgr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Server Manager 

Manages Windows NT 4.0 or Windows NT 3.51 
domains and computers. 

Network 
Management  

su.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Su 

Enables a user to run a process in the security context 
of a different user. 

Network 
Management  

subinacl.exe  Windows Microsoft® Separate  Subinacl Migrates security information between users, groups Network  



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

2,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.

2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

and domains. Management 

internet 

http://support.
microsoft.co
m/directory/ 

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Support Online Web 
Site  
http://support.microso
ft.com/directory/ 

Helps users find troubleshooting information, 
downloads, and technical support on the Web. Debugging  

svcacls.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Service ACL Editor Sets access-control lists on service objects. 

Computer 
Management  

svcmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Service Monitoring 
Tool 

Monitors services on local or remote computers and 
notifies the administrator when their status changes. 

Computer 
Management  

sysdiff.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Sysdiff.exe: 
Automated 
Installation 
Tool 

Automated 
Installation Tool 

Pre-installs applications as part of an automated 
setup. Deployment  

sysscansetup.e
xe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  System Scanner 

Scans sytems and generates comprehensive report 
detailing security vulnerabilities. Security  

takeown.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Takeown 

Cleans up multiple boot drives without formatting the 
drive. File & Disk  

tcmon.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Traffice Control 
Monitor 

Monitors and troubleshoots traffic control activity 
locally or remotely. 

Network 
Management  

tscpt.doc  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate 

Terminal 
Server 
Capacity 
Planning 
Tools 

Terminal Server 
Capacity Planning 
Tools 

Suite of tools that assist organizations with 
Windows 2000 Terminal Services capacity planning. Diagnostic 

robocli.exe, 
robosrv.exe, 
qidle.exe, 
smclient.doc, 
smclient.exe, 
tscpt.doc 

textview.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Text Viewer 

Displays contents of multiple text files on local or 
shared drives. File & Disk  

timeout.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Timeout 

Pauses execution of a command for a specified 
period. Scripting  

timestmp.sys  Windows Microsoft® Separate  QoS Time Stamp Provides kernel mode time-stamping support for Diagnostic  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

Qtcp.exe. 

timethis.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Timethis Times how long it takes to run a given command. 

Computer 
Management  

timezone.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Daylight Saving Time 
Update Utility 

Updates daylight saving time information in the 
registry for a time zone. 

Computer 
Management  

tlocmgr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Telephony Location 
Manager 

Configures telephony locations and properties for 
portable computers. 

Computer 
Management  

top.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Time-Ordered 
Processes 

Lists processes that are using the most processor 
time. Performance  

totlproc.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Total Processors 

Counter that measures the memory usage of all 
installed processors. Performance  

tracedmp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Trace Dump 

Processes a trace log file or real time trace buffers 
and converts them to a .csv file. 

Computer 
Management  

traceenable.ex
e  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Traceenable Enables tracing and displays current tracing options. 

Computer 
Management  

tracelog.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Tracelog Starts, stops or enables trace logging. 

Computer 
Management  

various  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 2
000 
Resource Kit 
companion 
CD Separate  

Tru Access Manager, 
Limited Edition Full featured accounting package for RRAS and IAS. 

Network 
Management  

tsreg.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Terminal Services 
Client Registry Editor Controls client-side options. 

Network 
Management  

tsver.exe  Windows Microsoft® Separate  Terminal Services Limits clients which can connect to a Terminal Network  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

Version Limiter Services by build number. Management 

typeperf.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Performance Data in 
the Command 
Window 

Displays real-time data from Performance Monitor 
counters in a command window. Performance  

tzedit.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Time Zone Editor 

Creates and edits time-zone entries for the Date/Time 
option in Control Panel. 

Computer 
Management  

unattend.doc  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Unattended Setup 
Parameters Guide 

This Word document describes how to install 
Windows 2000 in unattended setup mode, using an 
"answer file" (a text file that supplies the information 
that would otherwise require interactive input from the 
user during setup.) Unattended setup mode allows y Deployment  

uptime.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Uptime Displays system uptime, events and statistics. 

Computer 
Management  

usmgr.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

User Manager for 
Domains 

Manages security for Windows NT 4.0 domains, 
member servers, and Windows 2000 Professional 
computers. 

Network 
Management  

usrstat.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  User Statistics 

Lists user names, full names, and last logon date and 
time for all user accounts in a domain. 

Network 
Management  

usrtogrp.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Add Users to a Grou Adds users to a group from a text file. 

Network 
Management  

vadump.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Virtual Address 
Dump 

Shows the state and size of each segment of virtual 
address space. Performance  

vfi.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Visual File 
Information 

Retrieves and generates detailed information on files, 
such as attibutes, version, and flags. File & Disk  

W2000events.
mdb  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows 2000 
Events Lists Event Log messages and related information. Diagnostic  

W2000msgs.ch
m  

Windows 
2000 

Microsoft® 
Windows® Separate  

Windows 2000 Error 
and Event Messages 

Provides explanations of Windows 2000 error 
messages. 

Computer 
Management  
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Resource Kit 
Tools 

2000 
Resource Kit 

Help 

w3who.dll  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Browser Client 
Context Viewer 

ISAPI application DLL that displays the browser client 
context. Lists security identifiers, privileges, and 
environmental variables. 

IIS - Internet 
Information 
Services  

waitfor.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Waitfor Synchronizes a task across multiple computers. Scripting  

wdsbm.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Who Is Designed 
Subnet Bandwidth 
Manager? 

Identifies the ACS SBM that manages the segment to 
which a specific host is attached. 

Network 
Management  

various  

Windows 
2000 
Resource Kit 
Tools 

Windows 2
000 
Resource Kit 
companion 
CD Separate  

Web Application 
Stree Tool 

Realistically simulates multiple browsers requesting 
pages from a Web site. You can use this tool to gather 
performance and stability data on your Web 
application. 

IIS - Internet 
Information 
Services  

wcat.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Web Capacity 
Analysis Tool 

Runs simulated workloads on client-server 
configurations. 

IIS - Internet 
Information 
Services  

where.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Where Locates files on a hard disk or network. File & Disk  

whoami.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Whoami 

Returns the domain or computer name and user name 
of the user who is currently logged on. 

Network 
Management  

Various  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit 
companion 
CD. Separate  

Windows NT 4.0 
OEM Support Tools 

Set of Kernel extensions and related debugging tools 
for Windows NT 4.0  The Microsoft® Windows NT® 
version 4.0 OEM Support Tools are troubleshooting 
and development tools for those working with 
Windows NT Server and Workstation, versions 3.51 
and 4.0 

Computer 
Management  

winexit.scr  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows Exit Screen 
Saver 

Logs off the current user after a specified time has 
elapsed. Desktop  

winrpsdk15.doc  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows Report Tool 
Reployment Software 
Development Kit 

Documents Windows Report Tool, which provides a 
means for uploading system information and a 
request for assistance over the Internet or an intranet 
to a helpdesk or support center. Diagnostic  

wins.dll  Windows Microsoft® Separate  WINS Replication Extension DLL used to parse WINS data with Network Network  
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2000 
Resource Kit 
Tools 

Windows® 
2000 
Resource Kit 

Network Monitor 
Parser 

Monitor. Management 

winschk.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Winschk 

Checks inconsistencies in Windows Internet Name 
Service databases and verifies replication activity. 

Network 
Management  

winscl.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

WINS Administration 
Tool 

Manages Windows Internet Name Service activities 
and databases. 

Network 
Management  

winsta.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  WinStation Monitor 

Monitors the status of all users logged on to a 
Windows 2000 Terminal Services server. 

Network 
Management  

wlbs_hb.dll  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows Load 
Balancing Server 
Network Monitor 
Parsers 

Extension DLLs used to parse WLBS data with 
Network Monitor. 

Network 
Management wlbs_rc.dll 

wmloadsimulat
or.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  

Windows Media Load 
Simulator 

Simulates large numbers of users streaming audio or 
video data from a Windows Media Server. Deployment  

wperf.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Perf Monitor 

Monitors performance and presents data a little 
differently than Performance Monitor. Performance  

wcacls.exe  

Windows 
2000 
Resource Kit 
Tools 

Microsoft® 
Windows® 
2000 
Resource Kit Separate  Xcacls Displays and modifies security options for system 

Network 
Management  

acldiag.exe  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  ACL Diagnostics 

This command-line tool helps diagnose and 
troubleshoot problems with permissions on Active 
Directory objects. It reads security attributes from 
access control lists (ACLs) and writes information in 
either readable or tab-delimited format. The latter can 
b Diagnostic  

adsiedit.msc  

Microsoft 
Windows 
2000 Support 
Tools 

Support\Tool
s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD System  ADSI Edit 

ADSI Edit is a Microsoft Management Console (MMC) 
snap-in that acts as a low-level editor for Active 
Directory. Using Active Directory Service Interfaces 
(ADSI), it provides a means to add, delete, and move 
objects within the directory services. The attri 

Network 
Management adsiedit.dll 

apcompat.exe  Microsoft Support\Tool System  Application This program is designed to overcome the most Deployment  
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Windows 
2000 Support 
Tools 

s directory of 
the Microsoft 
Windows 
2000 Server 
Operating 
System CD 

Compatibility 
Program 

common causes of application incompatibility with 
Windows 2000. You can use this tool with a Windows 
interface by running the Application Compatibility 
program, or you can run this program as a command-
line to 

 


