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Introduction

This document was written to fulfill requirements for the practical assignment portion 
of the GIAC-NT certification.  It represents only a portion of items to be addressed in 
terms of threats and vulnerabilities of a computing environment that utilizes Microsoft’s 
Windows NT. This document should be used as a security baseline and is meant to serve 
only as a sample guide not a complete list of all best practices that should be followed in 
attempting to secure a Windows NT environment

Securing Windows NT

There are multiple steps in the sections to follow that cover some best practices for 
securing computers running Windows NT 4.0 Workstation or Server.  These are a subset 
of the best practices identified in Securing Windows NT: Step By Step, published by the 
System Administration, Networking and Security (SANS) Institute.  Implementing these 
best practices alone will not guarantee the security of a computing environment but will 
be useful as a basis of security practices.  

Section 1 -  Convert FAT Partitions to NTFS Partitions
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