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Introduction/Objective

This paper was written to fulfill requirements for the SANS Level Two, Securing
Windows, GIAC NT Practical Assignment. The information contained herein is intended
to demonstrate knowledge of the auditing capabilities of Windows NT Server 4.0. There
is no intent to suggest a definitive audit policy for any organization. Nor is the intent to
endorse any particular practice or use of any tool mentioned in this document.

As part of my preparation and research for this endeavor, I reviewed the practical
assignments completed by other SANS students which pertain to Windows NT auditing
and are currently posted on the SANS web site. Many of the assignments currently
posted provide quality and informative data on how auditing is enabled, suggestions for
what to audit, suggestions for dealing with Event Viewer logs, ideas to further secure a
Windows NT Server installation and other information beneficial to the security-minded
computing community.

In order to demonstrate my knowledge of auditing it is necessary to rehash some of what
has already been discussed in other students’ practical assignments. However, my
experience with Windows NT 4.0 Server and specifically auditing issues, will, I believe,
allow me to present new and interesting subject matter and make some observations
concerning auditing that have not yet been addressed in other practical assignments. It is
my hope that this information is not only informative but also practical and helpful for
those who are involved with issues related to Windows NT auditing.

Not every company, agency or business has the funding to support the most desirable,
latest and greatest tools, services, or technologies available for securing and auditing its
computing infrastructure. For example, I have been associated with individuals whose
job it is to go out to a site to retrieve and save Windows NT logs to be examined at a later
time and different location from where the logs were retrieved. Unfortunately, those
individuals indicated that they did not have an NT machine at the viewing location on
which to examine the saved logs! As unbelievable as this may sound, I assure you this is
the reality of some unfortunate circumstances. This being the case, I have taken resource
limitations into consideration as I prepared this assignment.

Most of what I address within this document will pertain to a default installation of
Windows NT Server 4.0 and subsequent utilization of functions, tools, and commands
that come bundled with the operating system or are freely available on the net. Service
Pack 4 has been installed on all systems used for demonstration and all systems are
configured with the NTFS file system. For demonstration purposes, screenshots will be
taken from a PDC of a single domain or an NT Workstation. The only client computers I
address are NT Workstations.

James D. Murray describes auditing as, “the policy and procedure of monitoring,
recording, and receiving both system and user activity: the history of security events is
called the audit trail, which is stored in the audit log. The most commonly audited events
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1

are those related to system, user, and network activity.”' This being said, unfortunately,
there is no magic formula for calculating exactly what system, user, and network activity
should be audited for any given situation or environment. There are many suggestions
provided by many different sources. My point here is not to proffer a best practice policy
that might be appropriate for a particular environment equipped with particular resources.
My point is that you first must decide and then enable auditing. By default, auditing is
not enabled on a fresh installation of a Windows NT Server 4.0.

Assume that an audit policy has been established and it has been determined exactly what
information will hopefully be captured. Further assume that the Administrator has put
forth a diligent effort to ensure that auditing has been enabled to collect the desired
information. Could you imagine the Administrator’s horror when he or she opens the
Event Viewer Application only to find that the logs do not contain any information
pertaining to actions that took place and were thought to be under audit? Not only could
this be disheartening and embarrassing, it could cost an Administrator his or her position.

In the course of my experience with Windows NT Server and auditing, I have come
across situations like the one described above. No matter how experienced,
Administrators, like anyone else, are prone to mistakes. These mistakes can be costly in
terms of the loss of the ability to identify malicious activity or unauthorized attempts to
access resources on your systems.

As mentioned previously, this document will revisit much of what my fellow SANS
students have already written. However, I will also point out some of the more common
mistakes that [ have come across when attempting to enable auditing, as well as offer a
few suggestions in reference to the NT Event Viewer logs. [ will also make a few
observations on looking for evidence of an attempted intrusion or misuse not only in logs
but also in other places if your logs do not contain the desired entries.

Enabling Auditing on the System

As previously mentioned, there is no auditing enabled by default on a fresh installation of
Windows NT Server 4.0. In order to enable auditing, open the Administrative Tool, User
Manager for Domains. Select Policies on the toolbar and Audit in the drop-down menu.
You should be presented with a screen similar to that in Figure 1.

" Murray, James D. Windows NT Event Logging (O’Reilly & Associates, 1998) page 7.
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Until auditing is enabled in this location there will be no auditing events generated in the
Security Log of Event Viewer.

Again, my purpose is not to propose that there is an ideal audit policy. However, I will
note that the authors of Windows NT Server 4 Security Handbook recommend that, “you
should (as a bare minimum) enable the features shown...”” They illustrate their
recommendation with a screenshot similar to the one below in Figure 2 with the identical
items enabled for auditing.

Audit Policy |

Cramair: MHIAC_0107

" Do Mot Audit Cancel |
—i% audit These Events:

Success  Failure Help |

Lagon and Logoft v [+

File and Dbject Access v v

Usze af User Rights v [+

IUzer and Group Management I N

Securty Palicy Changes v v

Bestart, Shutdown, and System r I-

Frocess Tracking I I_

Figure 2

? Hadfield, Lee et al. Windows NT Sever 4 Security Handbook (Que® Corporation,1997)
page 306.
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In the book Hacking Exposed, referring to privilege escalation the authors state, “A
similar approach is to plant booby traps on the system that get launched in conjunction
with some regular system event (such at rebooting).””

In his practical exercise, Steven Toy offers a suggestion for auditing in a “medium
security” environment. Referring to Restart, Shutdown, and System he states, “In a high
security situation you may want to know every time a system is shut down and restarted,
but in the case of my medium security situation, I don’t need to know this and it would
just cause additional log entries.”™

Since some exploits require the system to be restarted, [ would consider it prudent to
audit the Restart, Shutdown, and System option for at least Success regardless of the
environment, high or medium security. The “additional log entries” caused by audit of
these events would most likely be minimal but could be worth a fortune in the
information they provide. I respect the opinions of both the authors of Windows NT
Server 4 Security Handbook and Steven Toy, but I humbly submit that, at the least,
Success for this event should be tracked.

There are numerous factors that will determine if not drive auditing policies for many
organizations. Naturally, the sensitivity or value of the data stored on a system is a major
contributing factor to developing policy. Realistically, however, the amount of support
the Administrator receives from his or her management in terms of both resources and
personnel may determine what events are ultimately chosen for audit. Auditing many
events can degrade heavily used systems that are burdened by limited resources.
Additionally, reviewing log files can be a long and tedious process. Depending on the
number of users and events identified for audit, thousands of entries can easily be
generated in the log files in a short period of time. Even with the filtering capabilities
built into the Event Viewer Application, it could take a substantial amount of time to
examine large log files with adequate scrutiny to identify items of concern. It is quite
possible that additional personnel would be required to devote time to such an effort.

Confirming Auditing

In their practical assignments Martin A. Golias’ and Christopher Carboni® demonstrate a
step that all Administrators might consider making a routine part of their duties. In
Section 3 of his document Mr. Golias first demonstrates how items are selected for
auditing. He then, very wisely checks to verify that what he intended to select is actually
what the system will audit. He actually pulled up the entry for the Audit Policy Change

3 Scambray, Joel et al. Hacking Exposed Second Edition Network Security Secrets &
Solutions (Osborne/McGraw Hill, 2001) page 172.

* Toy, Steven “Centralized Auditing of a Windows NT Computer”
http://www.sans.org/y2k/practical/Steven_Toy.doc

> Golias, Martin A. http://www.sans.org/y2k/practical/Martin_Golias.doc

6 Carboni, Christopher http://www.sans.org/y2k/practical/Chris_Carboni.doc
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event in the Security Log to ensure system auditing was enabled properly. Mr. Carboni
demonstrates the same technique on page 6 of his practical. In order to view the entry in
the Security Log of Event Viewer, Success for Security Policy Changes would have to
have been selected for auditing. I will illustrate just how useful it may be to verify audit
configuration settings later in this document when I discuss enabling auditing on objects.

DumpSec, a tool freely available at http://www.somarsoft.com/, will also allow you to
view and verify current audit policy for your system. (It is also very useful for other
purposes). Download from the web and extract the .zip file. Execute DumpSec to view
the window in Figure 3.

#3 Somarzoft DumpSec [formerly DumpAcl] - \WINSTRUCTOR [local) M= E3

Eile Edit Search Report “iew Help
Path (exception dirs and files) Account Own Permission

v

Figure 3

Click on Report on the toolbar as in Figure 4 and select Dump Policies near the end of the
drop-down menu.
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v

Figure 5 is an example of data compiled as a result of the Dump Policies option. Again,
this is another way to verify that what is intended to be, is actually being audited on the

system.

23 Somarsoft DumpSec [formerly DumpAcl) - \WINSTRUCTOR [local)
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Current Domain=HIAC_B181
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Min password age: 38 days
Password history: 24 passwords
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Figure 5
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Much has been written about auditing the Windows NT system. Many SANS students
have addressed the issue in depth in their practical assignments. However, the fact that
File and Object Access has been enabled in User Manager for Domains does not mean
that any events will be generated in the Security Log when a user attempts to access a
particular object unless auditing has also been enabled on that object through its
properties. I have not seen enabling auditing on objects discussed in depth in any other
practical assignments. Brig Otis, in his practical assignment states, “You can instruct NT
to audit in more detail via the Security Tab of the Properties dialog for files and folders.”’
Ruth Parish, in her practical assignment®, provides an excellent example of why file and
directory auditing is important for certain objects. However, there is no detailed
description of enabling auditing on an object in either of these practical assignments. I
will follow up on the practical assignments of Ms. Parish and Mr. Otis by demonstrating
how to enable auditing on directory and file objects.

Not only is it essential to enable auditing on certain objects in order to track access, but
most importantly, to be effective it must be enabled properly. Earlier in this document I
mentioned that it might be wise for Administrators to consider making verification of
audit configuration settings a routine part of their daily duties. Too often Administrators
are rushed to accomplish even simple tasks. They quickly point and click with good
intentions but can inadvertently make a simple oversight resulting in undesired results or
loss of data.

In order to point out the importance of verifying settings, [ will also address that issue
and other concerns with a demonstration of enabling auditing on objects. For
demonstration purposes I have chosen to use a folder on a development machine at my
workplace. The folder is named “TopSecret” and contains 2 “secret” files.

Auditing a Folder Object

As previously indicated, in order to audit any object that will result in events being
generated in the Security Log, the File and Object Access option has to be selected in the
audit dialog box in User Manager for Domains. Once that is accomplished you can go to
the properties of any object in Windows Explorer to enable auditing of that particular
object. Figure 6 below, demonstrates how to access the desired object’s properties from
Windows Explorer. Once highlighted, right click on the object to display the drop-down
menu. Select and open the properties.

7 Otis, Brig, SANS Practical, Track 5: Windows Security Monterey, 2000 (page 25)
http://www.sans.org/y2k/practical/brigs_otis GCNT.doc

¥ Parish, Ruth Anne “An In-Dept Examination of Event Viewer and Auditing”
http://www.s1ans.org/y2k/practical/Ruth Anne Parish GCNT.doc (page 11)
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Figure 7 below, shows the properties of the desired object, in this case the TopSecret
folder.
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TopSecret Properties

shaing| Secuiy]

Figure 7

Click on and open the Security tab to enable auditing on the folder. Figure 8 below,
demonstrates the options available on the Security tab.
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TopSecret Properties

Figure 8

Click on the auditing button to open the screen displayed in Figure 9 below. As you can
see, as is the case for the system, there is no auditing enabled by default for folders
created on Windows NT.
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Directory Auditing

r r
r r
r r
r r
r _
r r

Figure 9

Suppose the need is to audit the actions of certain users or groups who have permission to
access this folder. In order to do so, first click on the Add button. The result should be a
screen similar to the one in Figure 10 below.
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Add Users and Groups
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All domain users "’|

Memters... Search... |

Add Mames:

(o]

Cancel Help

Figure 10

By default only group accounts are displayed initially in the top window of'the screen. If
the desire is to audit a particular user’s access, click on the Show Users button and all
user accounts will be displayed. In order to select a group or user account, highlight and
double click on the account or highlight the account and click on the Add button. Select
all user or group accounts to be audited. Each will be displayed in the bottom window as
selected. In the example, Figure 11 below, three groups have been selected for auditing.

© SANS Institute 2000 - 2002

14

As part of GIAC practical repository.

Author retains full rights.



Add Users and Groups |

Ligt Marnes Fram: I@.NL&,E_mm* j

MHames:

ﬁ IMNTERALCTME Ilzers accessing thiz object locally ;I

1}.,,- METwWORE. Ilzers accessing thiz object remotely
Phracking Ones ba Bell's Bops
Print Dperators bembers can administer domain printers
Replicator Supportz file replication in a domain
Server Operatorz bembers can administer domain serversJ
SYSTEM The operating system

@Trusted Group j

Sl Show Lzers Memters... Search... |

Add Mames:

MIAC_01015Hacking Unlimited; MIAC_0701%Phracking Ones; ;I
MIAC_01014Trugted Group

| ] 4 I Cancel Help

Figure 11

Once all desired selections are completed, click on the OK button at the bottom of the
screen. As a result, a window similar to the one in Figure 12 below will be displayed.
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Directory Auditing
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This is where an Administrator can make what could be a costly mistake in terms of
auditing access to an object. In the example, Figure 12 above, three groups have been
identified for auditing of access to the TopSecret Folder. Next, the Administrator would
identify the type(s) of access he or she wishes to audit for the groups. This is where
misconceptions or mistakes can occur. The novice, inexperienced, or rushed
Administrator might at this point identify events to be audited and believe that they will
apply to all of the groups in the window. The reality is that events selected at this point,
as portrayed in Figure 12, will only apply to the highlighted group, Hacking Unlimited.
Figure 13 below, demonstrates selection of events to audit for Hacking Unlimited.

© SANS Institute 2000 - 2002
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Directory Auditing
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Again, the window portrayed in Figure 13 above can be deceiving to the inexperienced or
hurried. It may appear that the auditing policy applies to all groups. At this point, the
Administrator might click the OK button and assume that items identified will be audited
for all groups in the window. If he or she did so, and were to reopen the audit window
for the folder, Figure 14 below, depicts what the Administrator would see.

© SANS Institute 2000 - 2002
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Directory Auditing
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As you can see the other two groups are no longer even displayed in the window. The
reason is that no events were selected for auditing for those groups. As a result, no
record would ever be found in the Security Log indicating any access by Phracking Ones
or Trusted Group (the other 2 groups thought to be audited) to the TopSecret Folder.

In order to set a policy for each group, it is necessary to highlight each group individually
and then select events to audit. This also makes it possible to identify different items to
audit for each group. Again, as Mr. Golias and Mr. Carboni demonstrated in their
practical assignments, it may be a very good idea to ensure that your audit policy,
whether at the system or object level, is indeed the policy that you intend. Had the policy
been enabled as identified in Figure 13 and left unchecked, no access to TopSecret by
either Phracking Ones or Trusted Group would have generated any events in the Security
Log of Event Viewer.

Auditing a File Object

Assume now that the policy above (Figure 14) with the events identified had been
appropriately applied to all three groups for the TopSecret Folder. The TopSecret Folder
contains two files. I want to set an audit policy for one of the files. In order to set
auditing at the file level open the properties of the file and select the Security tab. Click
on the audit button.

18
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Figure 15 below depicts the audit dialog box for the file.

File Auditing

r r
r r
r r
r r
r _
r r

Figure 15

As with the folder, in order to add users or groups to audit, click on Add and make the
appropriate selections.
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File Auditing
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Figure 16

Assume I set auditing properly for the secret.txt file for both groups in the window in
Figure 16 above for all events identified. A short time later the permissions to the file are
changed. Assume further that only members of the Hacking Unlimited and Phracking
Ones groups had permissions to access the file. Ilook in my Security Log and there is no
event related to the change in permissions on the file. Why? I, as Administrators often
do, made an oversight when setting up my auditing and did not verify the settings.

Let’s take another look at the audit policy starting with the TopSecret folder. Auditing
for TopSecret is shown in Figure 17 below.
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Directory Auditing
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Figure 17

Again, assume that the events checked apply properly to each of the groups listed. The
problem and reason that the change in permissions for the file did not generate an audit
event in the Security Log is that the box Replace Auditing on Existing Files is checked at
the folder level. I thought the audit policy for the file would be that as depicted in Figure
16. In actuality, after the auditing on files was replaced by the folder auditing policy,
auditing for the file was that depicted in Figure 18 below.
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File Auditing
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Figure 18

As you can see in the figure above there is no auditing for the Change Permission event.

Had I double checked, and ensured the policy was as I intended, I would have had an
incident generated in the Security Log when the permissions to the secret.txt file were
changed. If intended a different policy for files than I had set at the folder level, I
should have removed the check from the Replace Auditing on Existing Files box in the
folder audit dialog box. Instead I am left with no evidence in the Security Log to indicate
who changed permissions on the file.

Auditing User Accounts

Many organizations want to know exactly what user accounts are used to logon to their
systems at any given time. Accordingly, the Logon and Logoft item, for both Success
and Failure, will be selected for audit in the User Manager for Domains audit policy.

Missing Failed Logon Attempts in Security Log of PDC

A large number of failed logon attempts should cause concern. They could be an
indication that someone is trying to hack into your system. Administrators should be
vigilant at tracking numerous failed logons and attempt to determine the cause. Thus
many Administrators will examine their PDC Security Log daily looking for failed logon
attempts. Unfortunately, [ have come across Administrators who are not aware that, “due
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to an inexplicable decision by Microsoft, a failed logon to a domain from an NT
workstation will only log a security event to the workstation (if auditing for logon events
is enabled) attempting to connect, rather than to a domain controller.” Upon learning of
this fact myself, I was rather skeptical. I conducted the appropriate testing and sure
enough this is true. The following screenshots and explanations will demonstrate the
fact.

WSTUDENT]16 is an NT Workstation that has an account on \INSTRUCTOR, a PDC. 1
first enabled the user account, also named student16, and attempted to logon from
Workstation \STUDENT16 to ensure success. Figure 19 below, demonstrates that at
2:38:36 PM on 2/3/01 user account student16 was used to successfully log on to the PDC
from Workstation \STUDENT16.

Event Detail |
D ate: 2434 Event ID: 528
Tirne: 23836 PM Source:  Security
Uzer: gtudent1 B Type: Successz Audit
Computer; INSTRUCTOR Categary:  LogonsLogoff
Dezcription:;
Successiul Logan: ;I
Ilzer Marne: student16
Drarmnain: HIAC_0107
Logar |0 (O Dot DICF
Logaon Type: 3

Logon Process: KSecDD

Authentication Package:
MICROSOFT_AUTHEMTICATION_PACKAGE _W1_0

YWorkztation Mame: “WSTUDEMTIE

[riata & Bites €0 ards

i Ny

Cloze I Previous Hest Help |

Figure 19

After ensuring the ability to logon successfully, I logged off. I then used the same
account and workstation to make several failed attempts, using the wrong password, to
once again logon to the PDC. After exceeding the account lockout threshold on the PDC
(4 bad attempts) the student16 user account was locked out. The following screenshots,
Figures 20 and 21, are from the PDC’s Security Log. In reference to the failed logon

? Scott, Cory L. “Dealing with Windows NT Event Logs Part 2
http://www.securityfocus.com/ (page 2)
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attempts, Figure 20 indicates only a Success Audit (highlighted), that being the User
Account Locked Out. Figure 21 is the screenshot of the details of the highlighted event.

i Event Viewer - Security Log on AAINSTRUCTOR [_ (=] x|

Log “iew QOptions Help

Date |Time |Suurce |Cat-:glm.ur |Event |User |Cumputer

2:42:05 PM Security Privilege Use 578 Mike INSTRUCTOR

A0 Securi Account ban
5 ity Account b e ANOMY il
ty Logon/Logoff 538 studentlB INSTR

@;,2;3501

Securi
&, 24301 2:38:36 PM Security Privilege Use 576 studentlB INSTRUCTOR
&, 24301 2:38:36 PM Security Logon/Logoff 528 studentlB INSTRUCTOR
& 2/3/01 2:37:51 PM Security Privilege Use 578 Mike INSTRUCTOR
& 2/3/01 2:37:51 PM Security Systern Event 517 SYSTEM INSTRUCTOR

Figure 20
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Event Detail |

D ate: 2434 Event |D: B44
Tirne: 2:40:20 P Source:  Security
Uzer: HT AUTHORITYSAMOMNY Tope: Successz Audit
Computer; INSTRUCTOR Categary:  Account Management
Dezcription:;
dzer Account Locked Out; ;I
T arget Account Mame; gtudent] B

Target Account 1D
5-1-5-21-2092866579-1511915570-526660263-1096

Caller Machine Mame: STUDEMT1R

Caller Uzer Hame:

Caller Domair:

Caller Logon ID:  [0=0,0:1C03)

[riata & Bites €0 ards

K2

Cloze | Previous

Figure 21

First, it should be noted that if not for Account Lockout having been enabled in the
Account Policy on the PDC, there would be no indication of the failed logon attempts in
the PDC Security Log. If Account Lockout is not enabled, someone with a list of user
accounts could use the accounts to make an infinite number of attempts to logon to a
PDC from an NT Workstation by guessing passwords and never generate any incident in
the PDC Security Log that raises an alarm.

Even with Account Lockout enabled malicious attempts to logon to the PDC may go
unnoticed. I have met Administrators who indicate that they only have time for a cursory
scan of logs and it is common to look for failed attempts only, or the lock icon, when
reviewing a PDC Security Log. (A better practice may be to scan for events by number).
If this is the case, they may never even notice the successful audit of the Account
Lockout. Thus they would never know about the failed attempts to logon unless the
owner of a locked out account inquired as to why the account was locked out. Worse
still, by default, when Account Lockout is enabled it is only after 5 bad attempts and then
only for 30 minutes, not forever. Unless this default is changed the account lockout may
conceivably go unnoticed all together if the legitimate user does not attempt to logon
within 30 minutes of lockout.

Figure 22 below, is the Security Log from NT Workstation \STUDENT16. The
highlighted incident is the fourth bad attempt to logon to the PDC by user account
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student16 from the workstation. Notice that the time corresponds exactly with the
account lockout time generated in the Security Log of the PDC (Figure 21).

: Event Viewer - Security Log on \WSTUDENT16 M=l E3
Log iew Optionsz Help
Date |Time |Suur[:e |Cﬂtﬂgl]r‘y" |Event
&, 243401 24120 PM SECUrity ObjectAccess B2 -
@, 24301 24120 PM SECUrity ObjectAccess 5E0
@, 243401 24120 PM SECUrity OhbjectAccess BEZ2
@, 24301 24120 P SECUrity OhjectAccess BEO
@, 243401 2:41:20 Phd SECUrty Object Access BBZ
@, 243401 2:41:20 Fhd SECuUrity Object Access BBO
@, 243401 2:41:20 Fhd SECuUrity Object Access BBO
@, 2/3/01 2:41:14 Fhd SECuUrity Logon/Logoft hZB
230 24025 Fhd SECuUrity Logon/Logoft h3Y

e 23401 2:40:22 Phd SECU Logon/Logoff 539

i 2/ 300 24020 FM Security Lo |£1 onfLo |:.1 off

24301 2:40:18 Fhd SECuUrty Logon/Logoft h2S

2430 2:40:13 PM Security Logon/Logoff 529

2430 2:40:11 P Security Logon/Logoff 529

&, 24301 2:40:00 Pk DECUrity Logon/Logoff had =
Figure 22

Figure 23 below, depicts the details of the incident highlighted in Figure 22 above.
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Event Detail |

Drate: 243/ Event ID: 523
Tirne: 24020 PH Source:  Security
Uzer: HT AUTHORITYSSYSTE  Type: Failure Audit
Computer; STUDEMT16 Categaory:  LogonsLogoff
Dezcription:;
Lagan Failure: ;I
R eazon: Inknowen uzer name or bad pazsword
Izer Mame: gtudent1B
D omain; Pl 300
Logon Type: 2

Logon Process: |lzer32

Authentication Package:
MICROSOFT_AUTHEMTICATION_PACKAGE W1_0

“Whorkstation Mame: STUDEMT1E

[ iEta %) Hites, ) Wiards

i Ny

Cloze I FPrevious Mest Help |

Figure 23

Obviously, if Logon and Logoff Failures were not enabled on the NT Workstation there
would not even have been an event generated in the workstation Security Log and thus no
record of the failed attempts to logon to the PDC with the student16 account from NT
Workstation \STUDENT16.

The fact that failed logon attempts from an NT Workstation to a PDC only generate an
event in the Security Log of the workstation, if auditing is enabled properly on the
workstation, makes it imperative that Administrators have a system for compiling and
examining logs from multiple machines.

Evidence of Failed Attempt to Logon as Administrator

As a side note, assume the Failure option for the Logon and Logoff item is not being
audited on the system. If this is the audit policy on your system and a user were to gain
physical access and attempted to logon by guessing the Administrator’s password, you
would have no indication in the Security Log. Remember the Administrator account
cannot be locked out. A potential intruder could make as many guesses as time permits
and you may never know because there will be no events in the logs to provide any
indication.

However, if account lockout has been enabled in the account policy in User Manager for
Domains, NT will provide evidence of failed attempts to access the Administrator’s
account. The attempts would have had to exceed the threshold of the account lockout
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policy. For instance assume account lockout was configured as indicated in Figure 24
below. Making 5 failed attempts to logon as the Administrator in less than 30 minutes
will cause a check to be placed in the Account Locked Out box of the Administrator’s
account properties dialog box.

Account Policy |

Domain.  NI&C_0101

— Paszword Restrictions

Cancel |
— M axirmum Paszword Age — Minirmum Paszword Age
" Password Mever Expires " dllow Changes lmmediately ﬂl

= ExpitesIn | BO Dang & &llow Changes In | 30 Dang

— Minimum Pagzward Length — Pazgword Uniqueness

" Pemit Blank Password " Do Mot Keep Pazzword History

O .ﬁ.tl__eastl B E Characters fe Eemembml 3 E Passwords

" Mo account lockout

— % Account lockout

Lockout after I 5 E bad logorn attempts
Rezet count after I 30 E minutes

Lockout Duration

" Forever [until admin unlocks)

% Duration I a0 E ririLibes:

[ Eorcibly disconnect remate uzers fram server when logon hours expire

[T Users must log an in order to change password

Figure 24

Figure 25 depicts the Administrator’s User Properties window prior to 5 failed attempts
to logon. You may notice that the Administrator account name has been changed to
Mike. Although not the name I would use on an actual system it is a good idea to change
the name of the Administrator account to something less conspicuous. As Jeff Payne
points out in Section 3c of his practical, “The account should be changed to a different
name which will add another hurdle for intruders to overcome.”" I would further Mr.
Payne’s suggestion for changing the account by removing the information in the
Description field as I have done in this example. I assure you this is the Administrator
account. Please try what I describe on your own system with your Administrator
account.

10 Payne, Jeff “Practical Assignment For SANS Security Monterey 2000”
http://www.sans.org/giactc/gent.htm
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Uszer Properties

zemame:  Mike
Full i arme: | Cloze

D escription: | Help
EEISSWEITEI: HRRERHRRRHENRN

Lonfirm

Pazgword:

[ User Must Change Pazsword at Mext Logan
[ Uszer Cannot Change Password

v Pazzword Mever Expires

[ Account Dizabled

-
€ 0 =2+ £
Groups Frofile Hours Logon To Account Diialiry
Figure 25

Figure 26 depicts the Administrator’s properties window after the 5 failed attempts to
logon in less than 30 minutes. Notice the checkmark in the Account Locked Out box.

Uzer Properties
zemame:  Mike
Full Name: | Cancel
Deszcrption: || Help
Easswnrd: [P ——

Lonfirm
Pazgword:

[ User Must Change Pazsword at Mext Logan
[ Uszer Cannot Change Password

v Pazzword Mever Expires

[ Account Dizabled

¥ &ccount Locked Out

€ 0 =2+ £
Groups Frofile Hours Logon To Account Diialiry
Figure 26
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The Administrator’s account was not actually locked out. However, the check in the
Account Locked Out box does indicate that someone used the account to attempt to logon
and failed at least enough times to exceed the Account Lockout threshold. It does not
mean that the individual was not eventually successful. It should warrant further
investigation.

In his practical assignment Justin Saxinger states, “Extra attention should be paid to
events such as numerous failed logon attempts, a failed logon attempt with the
Administrator account or changes to the Administrators group.”"! I would further suggest
adding the check I refer to above to monitoring of the Administrator account.

Event Viewer logs will not always be complete. Administrators should be aware of other
ways to gain information if available and required.

Determining Last Logon for a User Account
If there is no Logon and Logoff auditing enabled on the system and there is a need to
know the last time a user logged on, there are other ways to ascertain that information.

net user
Open a Command Prompt window and enter “net user” followed by an account name.
Figure 27 below, displays the command and resulting information displayed.

& Command Prompt M=l

C:xrnet user Mike

Uzer name

Full Mame

Comment

Uzer’s comment

Country code ABA (Eystem Defaultd
Account active Yes

Account expires MHever

last =set 11-28-88 ?:58 AM
expires Mever
changeable 12-.280-880 758 AM
Password regquired Yes
Uzer may change passuword Yes

llorkstations allowed All

Logon script

Uzer profile

Home directory

Last logon 27,7781 2:37 AM

Logon hours allowed All
Local Group Memberships *idministrators

Global Group memberships =*Domain Users #*#Domain Admins
The command completed successfullwy.

[

Figure 27

' Saxinger, Justin “Essential Steps for Securing a Windows NT 4 Server”
http://www.sans.org/y2k/practical/Justin_Saxinger GCNT.doc
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DumpSec

Additionally, this information could be obtained using the DumpSec tool referred to early
in this document. After executing DumpSec, click on Report on the toolbar and Dump
Users as table as in Figure 28 below.

#3 Somarzoft DumpSec [formerly DumpAcl] - \WINSTRUCTOR [local) M= E3

File Edit Search [and Yiew Help

Path {(except

Create report of Lzers

Select Computer...
Refrezh F&

L

Permission

Permizzions Repart Dptions. ..

Durnp Permizzionz for File System. ..

Durnp Permiszions for Begistoy. .

Durnp Permizzions far Printers

Diump Permizszions for Shares

Ciump Permizzions for Shared Directory...
Durnp Permizzions for All Shared Directories

Dumnp Ugers as column...

Durmp Users as table...

Durmp Groups az column...
Cump Groups as table...
Dump Uzers as table fazt [names anly]

Durmo Policies
Figure 28

v

Make the appropriate selection from the left panel and Add them to the Selected fields
window on the right as in Figure 29 below.

Dump Users as Table

Auvailable fields:

Selected fields [in zart order]:

Wiork stations

PavdE =pires
AcctDizabled

LogonH ours
Sid
RazDialin
RazCallback

[+ Show nomnal user accounts

PavwdCanBeChanged
PawdLaztS et Time
FawdRequired

PavidE spiresTime
AcctlockedOut

AoctE wpiresT ime
LaztLogonServer

FazCallbackMumber

]

=

Add -

<- Bemove

kove Lp

Mowe Dawn

Ok

Cancel

i1y

-

[ Show "tue" last logon time [i.e. search all logon servers]

| UzerMame

[T Show computer accounts

© SANS Institute 2000 - 2002

Figure 29
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Figure 30 below, depicts the information desired by selections made in Figure 29 above.

#3 Somarzoft DumpSec [formerly DumpAcl] - \WINSTRUCTOR [local) M= E3

Eile Edit Search Report “iew Help

llserHame LastLogonTime
Administrator Hewey

cracker 1723701 1:28 PH
Guest /6708 11:19 AH
hacker /127088 7:-:08 AW
Mike 277701 9:37 AM
phracker Never

phreaker Never

slacker Hever

student1éb 273/01 2:38 PH

Found 9 users

00005

Figure 30

Lack of complete logs — Missing Entries

There may be a number of reasons for incomplete, or seemingly incomplete, Windows
NT log files. It could be that a hacker has managed to stop auditing, cleared the logs, or

it could be that logs are missing for reasons that are not related to maliciousness.

Is Auditing Enabled?

If logging appears to have ceased it may be prudent to first check the audit policy in User

Manager for Domains to ensure auditing is still enabled at the system level.

Is EventLog Service Started?

Check the EventLog service to ensure that it has not been stopped. This can be done
through the Services icon in Control Panel. In Figure 31 below, you can see that the
service has started. Under Windows NT 4.0 the service cannot be stopped or paused
while the system is up and running. However, it can be configured to be disabled or
stopped on startup. This is another reason to be concerned about and perhaps audit

Restart, Shutdown, and System in User Manager for Domains Audit policy.
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Services
Service Status Startup
Alerter Started Autornatic. -
ClipBoak Server b anual
COM+ Ewent Sustem b anual
Computer Browser Started Autamatic
DHCF Clent Dizabled
Direu:tu:ur_l,l Replicatar b aral

‘Eventlog Started
License Logging Service Started
Meszsenger Started
Het Logon Started

Startup Parameters:

Automatic

Autornatic
Automatic
Aptomatic

K

Hiw! Profiles. ..

[Eamftirie

Startup...

HiLITH

Gkart

Eause

Figure 31

How is Event Log Wrapping Configured?
You must also consider how Event Log Wrapping is configured in the Event Viewer
Application. More often than not, this may provide the answer to why logs appear to be
missing. Open the Event Viewer Application and click on Log on the toolbar and Log
Settings in the drop-down menu as demonstrated in Figure 32 below.

i Event ¥iewer - Security Log on MWINSTRUCTOR

- [5]x]

Wiew Options Help
Syztem
v Secuiy : T T
Applicatian Sacurity Object Access SYSTEM INSTRUCTOR
— Secur@ty Ob]:ed Access  BB0 tike INSTRUCTOR
v A Security Object Access  BB2 SYSTEM INSTRUCTOR
- Security Ohbject Access 5G0 tdike INSTRUCTOR
Clear Al Events Security Ohbject Access 5E2 SYSTEM INSTRUCTOR
Log S&ttings... Security Ohject Access 560 tike INSTRUCTOR
— Security ObjectAccess 562 SYSTEM INSTRUCTOR
Select Computer... Security OhjectAccess  &ED Mike INSTRUCTOR
Exi AlLFA Security Object Access 562 SYSTEM INSTRUCTOR
T Security Object Access 560 tike INSTRUCTOR
& 173101 5:18:59 Phd Security Ohject Access  BEZ SYSTEM IMNSTRUCTOR
& 173101 5:18:59 Phd Security Ohject Access  BEO Mike IMNSTRUCTOR
& 13101 5:18:69 P Security Ohject Access BEZ SYSTEM INSTRUCTOR
& 13101 5:18:69 P Security Ohject Access  BEQ Mike INSTRUCTOR
&8, 1/31/0 5:18:59 P Security Ohject Access BEZ SYSTEM INSTRUCTOR
&, 143140 5:18:59 P Security OhjectAccess  BEO Mike INSTRUCTOR
&, 1431401 5:18:59 P Security Ohject Access  BE2 SYSTEM INSTRUCTOR
&, 1431401 5:18:59 P Security OhjectAccess  5EO Mike INSTRUCTOR
& 1/31/01 5:18:47 Phd Security Ohject Access  BE2 SYSTEM IMNSTRUCTOR
& 1/31/01 5:18:47 Phd Security Ohject Access  5EO Mike IMNSTRUCTOR
& 1/31/01 5:18:47 Phd Security Ohject Access  BE2 SYSTEM IMNSTRUCTOR
& 173101 5:18:47 Phd Security Ohject Access  BEO Mike IMNSTRUCTOR
& 1731010 5:18:47 Phd Security Ohject Access  BE2 SYSTEM IMNSTRUCTOR
& 13101 5:18:47 Phd Security Ohject Access  BEQ Mike INSTRUCTOR
& 143101 51847 Phd Security Ohject Access  BEZ SYSTEM INSTRUCTOR
&, 143140 5:18:47 P Security OhjectAccess  BEO Mike INSTRUCTOR
&, 143140 5:18:47 P Security Ohject Access BEZ SYSTEM INSTRUCTOR
&, 1431401 5:18:47 P Security OhjectAccess  5EO Mike INSTRUCTOR
&, 173101 5:18:47 P Security Ohject Access  BE2 SYSTEM INSTRUCTOR
& 1/31/01 5:18:47 Phd Security Ohject Access  5EO Mike IMNSTRUCTOR
8,1/31/01 5:18:47 Phd Security Ohbject Acce bE2 SYSTEM INSTRUCTOR hd
e | Slalll Ii};ﬂ Event Viewer - Securi_. B8 523PM
Figure 32
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Figure 33 below depicts the Log Settings window.

Event Log Settings

LChange Settings for ISE:I:urit_'.-' j Log ak

Caricel

Maximum Log Size: I B2 E Filobytez [BAK Increments] Drefault
Event Log Wrapping

Help

diltlf].

" iOwvenarite Events az Meedad

= Owenarite Events Older than I E Days

= Do Mat Ovensrite Events [Clear Log Manually

Figure 33
There are three options to choose from for Event Log Wrapping.

Overwrite Events as Needed
This is the default setting. The newest events will simply overwrite the oldest events if
the log is full.

Overwrite Events Older than N Days
N is a setting between 1-365 days. If there are no events in a filled log file older than the
number specified, NT will discard new logs and they will be lost.

Do Not Overwrite Events (Clear Log Manually)
No new events will be added to the log and will be lost when the log is full.

Obviously, your particular situation will dictate which option for Event Log Wrapping
will be best. However, there are some factors that all Administrators should take into
consideration when deciding on which option to use. The wrong choice may be the
reason for incomplete logs.

Before deciding Log Setting configuration, a baseline should be established to determine
how quickly incidents are generated on the system and thus, how quickly logs fill. The
baseline will allow you to determine how much space should be reserved for logging.
Without this research it is possible to devote too little space to logging which could result
in lost data depending on which Event Log Wrapping option is chosen and your backup
policy, if one exists.

Consider the first option, the default setting, Overwrite Events as Needed. Ifthe audit
policy results in the logs filling the default 512K of space in an average of 2 days, there is
a good chance that there will never be more than 2 days worth of data in the default size
log. If logs were not saved and archived (another issue) at a minimum of every 48 hours,
crucial data could easily be lost. With this setting it is also easy for a malicious user to
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generate logs in order to overwrite events and cover tracks even if additional space has
been allocated for logs.

If the second option is used with the default space allocated for logging, there is a good
chance of losing data on heavily used systems. With this option, it is again, important to
establish a baseline to determine how quickly the logs fill. When this option is chosen,
the default is to overwrite events older than 7 days. If the logs fill the allocated space in 2
days, no subsequent events will be logged until the system finds an event older than 7
days to overwrite. In this case, 5 days of data could potentially be lost.

If the last option is chosen and the log reaches maximum allocated space, new events are
not added to the log and are lost. The log must be cleared manually before logging can
resume. A message indicating which log is full will appear as a warning to the
Administrator. The Administrator’s intervention is required before logging will continue.
In the meantime new incidents will be lost. Of course the system can be configured to
crash when the security log is full. For more information on this option please see the
practical assignments by Ruth Parish'* and Howard F. Gabert."

The default log size of 512K can be increased. Each of the log files can theoretically be
allocated 4Gb of space. However, I add the following caveat by James D, Murray. “You
must also avoid specifying a very large maximum log file size. The larger a log file is,
the slower it is to search, and the more memory and resources are required to use and
maintain it. Although 4Gb is the maximum log size allowed by Event Viewer, the log
files will probably not grow to more than 300Mb in size due to the limitations in a
system’s configuration and in Windows NT. To maintain a responsive system, you
should specify a maximum log file size that is considerably less.”'*

Knowing your system, establishing a baseline and monitoring are ways to ensure you
allocate the proper amount of space for logs and use the appropriate Event Log Wrapping
option so you do not lose events.

Viewing Logs with Event Viewer

Thousands of log entries can be generated in a very short period of time depending on
how many events and objects are under audit and how many accounts are accessing
resources. Few, if any, Administrators have the time to scan thousands of entries on a
daily basis. Windows NT logs can be filtered when viewed with the Event Viewer
Application. As mentioned early in this document it may be wise to filter for certain
events if time for reviewing logs is limited. I will very briefly discuss and demonstrate
viewing logs using the filtering option. To demonstrate filtering I created a few log

'2 Parish, Ruth Anne “An In-Dept Examination of Event Viewer and Auditing”
http://www.slans.org/y2k/practical/Ruth _Anne Parish GCNT.doc (page 8)

13 Gabert, Howard F. “Using Event Logs to Audit Windows NT4”
http://www.sans.org/y2k/practical/Howard Gabert.doc (page5)

" Murray, James D. Windows NT Event Logging (O’Reilly & Associates, 1998) page 51.
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entries in my Security Log. The entries were created in the span of about 4 minutes.
This is just for demonstration purposes. Obviously, actual logs could span days or weeks
and include thousands of entries or more.

Enable Filtering
In order to use filtering with Event Viewer, first open the desired log as in Figure 34
below, in this case the Security Log.

i Event Viewer - Security Log on \MINSTRUCTOR [_ (= 1]
Log Yiew QOptions Help

Time
21240 320:22 PM Security Object Access SYSTEM INSTRUCTOR
& 212/ 3:20:21 PM Security Policy Change Mike INSTRUCTOR
& 212/ 3:20:09 PM Security Policy Change Mike INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access Mike INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access Mike INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access Mike INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access Mike INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access Mike INSTRUCTOR
& 212/ 3:20:01 PM Security Object Access Mike INSTRUCTOR
& 2112401 3:19:49 PM Security Privilege Use Mike INSTRUCTOR
& 2112401 319:43 PM Security Privilege Use Mike INSTRUCTOR
& 2112401 319:43 PM Security Logon/Logoff Mike INSTRUCTOR
& 2112401 319:43 PM Security Privilege Use Mike INSTRUCTOR
&, 212401 319:43 PM Security Logon/Logoff Mike INSTRUCTOR
&znzo 3:19:08 PM Security Logon/Logoff SYSTEM INSTRUCTOR
&znzio 31834 PM Security Logon/Logoff SYSTEM INSTRUCTOR
&znzio 31825 PM Security Logon/Logoff SYSTEM INSTRUCTOR -
&znzio IE2IPM Security Logon/Logoff SYSTEM INSTRUCTOR
&znzio 31819 PM Security Logon/Logoff SYSTEM INSTRUCTOR
&znzio 31810 PM Security Logon/Logoff SYSTEM INSTRUCTOR
@& znzio 3:18:06 PM Security Logon/Logoff SYSTEM INSTRUCTOR
& 212401 31758 PM Security Logon/Logoff Mike INSTRUCTOR
Eeneim 31755 PM Security Privilege Use Mike INSTRUCTOR
& 2412/ 31750 PM Security Object Access SYSTEM INSTRUCTOR
& 212/ 31735 PM Security Object Access SYSTEM INSTRUCTOR
& 2112/ 317:35 PM Security Object Access Mike INSTRUCTOR hd
Figure 34

Next click on View in the toolbar and Filter Events in the drop-down menu as in Figure
35 below.
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+ Event Viewer - Security Log on \WINSTRUCTOR [_ 5] x]

P } C
Security ObjectAccess  bBZ SYSTEM INSTRUCTOR
Oldest First Security Paolicy Change  B12 Mike INSTRUCTOR
= Security Paolicy Change  B12 Mike INSTRUCTOR
Find... Fa Security ObjectAccess  bBZ SYSTEM INSTRUCTOR
Detail... Enter Security ObjectAccess  5BE0 Mike INSTRLUCTOR
Security ObjectAccess  bBZ SYSTEM INSTRUCTOR
Refresh F5 Security Ohject Access GO Mike INSTRUCTOR
& 2/12/0 3:20:01 PM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security ObjectAccess 560 Mike INSTRUCTOR
& 212/ 3:20:01 PM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security ObjectAccess 560 Mike INSTRUCTOR
& 212/ 3:20:01 PM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
& 212/ 3:20:01 PM Security ObjectAccess 560 Mike INSTRUCTOR
& 212/ 3:20:01 PM Security ObjectAccess 560 Mike INSTRUCTOR
& 212/ 31949 PM Security Privilege Use 578 Mike INSTRUCTOR
& 212/ 3143 PM Security Privilege Use 576 Mike INSTRUCTOR
& 212/ 3143 PM Security Logon/Logoff L Mike INSTRUCTOR
& 212/ 3143 PM Security Privilege Use 576 Mike INSTRUCTOR
& 2412/ 3143 PM Security Logon/Logoff L Mike INSTRUCTOR
&znzo 3:19:08 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR
&znzio 31834 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR
&znzio 31825 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR -
&znzio IE2IPM Security Logon/Logoff 529 SYSTEM INSTRUCTOR
&znzio 31819 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR
&znzio 31810 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR
@& znzio 3:18:06 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR
& 2412/ 31758 PM Security Logon/Logoff 538 Mike INSTRUCTOR
&znzio 31755 PM Security Privilege Use 578 Mike INSTRUCTOR
& 2412/ 31750 PM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
& 212/ 31735 PM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
& 2112/ 317:35 PM Security ObjectAccess 560 Mike INSTRUCTOR hd
Figure 35

Figure 36 depicts the Filter dialog box. The default dates displayed will be those of the
earliest event in the log to the most recent. As I mentioned, for demonstration purposes I
generated these logs in a span of just less than 4 minutes, all on the same date. You can
see that reflected in the date and time of the filter dialog box.

Had these logs covered multiple days, I could filter for just certain days and times. For
example, if I come in Monday morning I could filter for any events that were generated
between Friday evening at 5:00:00PM through Monday morning at 8:00:00AM. The
filtering mechanism would then display any items that were generated between those
dates and times. [ would be able to quickly see any event of significance that occurred
over the weekend for which I had auditing enabled. This is a very quick and convenient
way to view events if time is limited.
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Filter ]|
—Wiew From —Yigw Through
¢ Last Event
Cancel |
" Ewents On: " Events On;
[ 2z | [ 2znzol _ G|
IEREE = R R Hep |
— Types
¥ Information v Success Audit
¥ wWaming ¥ Failure Audit
[V Emar
Souce; I [0 j
Cateqgorny: I [l j
Uszer: |
Computer: |
Ewent [0 |
Figure 36

Using my demonstration Security Event Log, I will filter for Failure Audit events only.
Figure 37 shows this filter option enabled. In order accomplish this filter, I simply
removed the checkmark from all other options under Types and click OK.

Filter ]|

—Wiew From —Yigw Through
" First Event ¢ Last Event — |
% Events On: " Events On;

[ 2z | [ 2znzol _ G|

[ arroormid || | 3:22:58PMfE Hep |
— Types

[ Information [T Success Audit

[ warning i

[ Emar
S OLCE: I [0 j
Cateqgorny: I [l j
Uszer: |
Computer: |
Ewent [0 |

Figure 37
38
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Figure 38 below shows the same log as in Figure 35 after filtering for Failure Audit
events only. Notice, only events associated with the lock icon are displayed. Again, this
log was created for demonstration purposes only. Had it been an actual log there may
have been many more events present.

1 Event Viewer - Secunty Log on \WINSTRUCTOR (Filtered)

Log “iew QOptiohs Help

Date

TR T e L o B
ez 18:34 Fid Security Logon/Logoff INSTRUCTOR

&znzio 31825 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR

&znzio IE2IPM Security Logon/Logoff 529 SYSTEM INSTRUCTOR

&znzio 31819 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR

&znzio 31810 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR

&znzio 3:18:06 PM Security Logon/Logoff 529 SYSTEM INSTRUCTOR

&znzo 31755 PM Security Privilege Use 578 Mike INSTRUCTOR

Figure 38

The last topic I cover in this document is items to look for in logs that might raise
concern or warrant further investigation. Keep in mind that NT will allow you to filter
for any of the events mentioned in that topic.

DumpEvt
There are other options for viewing logs. SomarSoft offers an option in the form of
DumpkEwt, a tool freely available on the net at http://www.somarsoft.com/.

The following is a description of the tool from the SomarSoft web site:

“Updated ! SomarSoft's DumpEvt is a Windows NT program to dump the event log in a
format suitable for importing into a database. Similar to the DUMPEL utility in the NT
resource kit, but without some of the limitations. DumpEvt has been updated to now
allow dumping the new Windows 2000 event logs (DNS, File Replication, and Directory
Service)”
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Ruth Parish offers a good discussion of the DUMPEL Utility in her practical
assignment.” T will expand upon her information by offering yet another tool for
importing logs to a database, DumpEvt.

To use the tool, download and extract the files. Open a Command Prompt and execute
dumpevt without options. Figure 39 below is a depiction of what will be displayed.

& Command Prompt M=l

C:xTools »dumpevt

2.7-81 2:18:35 PM

Somarsoft DumpEvt U1.7.3,. GCopyright - 1295-1997 by Somarsoft,. Inc.

==»Missing ~logfile parameter

Dump eventlog in format suwitable for importing into database

Messages written to stdout

Dump output written to file specified by Aoutfile or Aoutdip

Parameters:
#logfile=type eventlog to dump: can be app,. zec,. sysz, dns, dir, or rpl
#logfile=type=path bhacked up eventlog file to dump
soutfile=path create new file or append to end of existing file
soutdir=path create new .tmp file in specified directory
~all dump all recs (default is recs added since last dump
Scomputer=name dump eventloy for specified computer (default is local?
sreg=local_machine uwse HEKEY_LOCAL_MACHIME instead of HEKEY_CURRENT_USER
sclear clear event log after successful dump

Specify formatting parameters in DUMPEUT.INI file

See dumpevt._hlp for complete documentation

Uisit http:/ A www_somarsoft_com for latest version

C:wTools>_

Figure 39

The following screenshot, Figure 40, displays the result of the command to dump the
Security Log into a folder I created on my system and named LogDump. DumpEvt will
provide feedback as to the execution.

'3 Parish, Ruth Anne “An In-Dept Examination of Event Viewer and Auditing”
http://www.s1ans.org/y2k/practical/Ruth_Anne Parish GCNT.doc (page 14)
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ME Command Prompt

GC:Tools>dumpevt ~logfile=sec Aoutfile=c:“~logdump~szec ~all
2,781 2:18:49 PM

Somarsoft DumpEvt U1.7.3, Copyright - 1995-1997 by Somarsoft,. Inc.
LogType=Security

Computer={local)

SystemRoot=C:~WINNTFS

Outfile=c:~logdump*sec

Use HEEY_CURREHWHT_USER for saving record number
Format=yes

DateFormat={locale dependent?
TimeFormat=HH' :'mm’ :’=zs

FieldSeparator=,

ReplaceFieldSeparator= <(hlank>

ReplaceCR="

ReplaceLF="

StringSeparator=;

MaxMezzageLen=3200A

MaxFragmentLen=32008

DumpData=none

SplitDateTime=yes

DumpRecnum=no

process all event log records

last event log record processed = 521

Elapzed time= B.601 seconds,. MumBRecs=521

G:~Tools>

Figure 40

Opening Windows Explorer and the DumpLog Folder, you can see in Figure 41 below,
the sec file created by DumpEvt.
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5‘ Exploning - C:ALogDump
Eile Edit “iew Tools Help

| All Folders | Contents of 'C:A\LogDiump’

g cracker ﬂ MHame I Sizel Tupe I odified I Attributesl
~fial final logs [#] s 186KE  File 2/7/01 218 PM &
e

[]--g Mew Folder

{2 Mew Folder 2)
-2 Program Files
{2 Recycler

g zample report form
g share

- Temp

(2 Tools

[]--g TopSecret
I'_—'I--Q; Winntfs

F-C0 $MNServicePackUninste
{17 Config

{11 Cookies

{1 Cursors

(& Downloaded Program F
{7 Fonts

-3 Help

{1 History

D Inf

H-7 Installer

f-7 Java

i Media

7] Msagent

{23 medownld.tmp

(& Occache

(39 Offline Web Pages
2177 Profiles

| |
|1 obisctis) [185KB [Disk free space: 1.42GE)

| Slalll Cornmand Prormpt ”@ Exploning - C:\LogDump 55 220 PM
Figure 41

T B W W

The sec file can now be opened, viewed and manipulated with a variety of applications.
Figure 42 below, depicts the sec file opened in an Excel spreadsheet. The tools in Excel
can now be used to sort, search, or display the log as desired.
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EA4 Microsoft Excel - sec

J File Edit Yiew Inserk Format Tools Data Window Help
JDﬁ'H|§|E|n'|Zﬁ%l|ﬂ@ ’,’Jnrial v1|:|.|Bfg = =
Al | =| SEC
Al B | ¢ | b [E] F | G H [

1 |SECI2/3/01 14:37:51 |Security | 517 Success Systern Event MNT AUTHORITYASYSTEM INSTRUCTOR
| 2 |SEC|25/01 14:37:51 Security 578 Success Privilege Use MIAC_0107WMike INSTRUCTOR
| 3 |S5EC|2/3/01 14:38:56 Security 528 Success Logon/Logoff MIAC_0107vstudent1B INSTRUCTOR
| 4 |SEC 2/3/01 14:38:36 Security 576 Success Privilege Use MIAC_0107\student16 INSTRUCTOR
| 5 |SEC 2/301 14:39:16 Security 538 Success Logondlogoff MIAC_ 0107 student16 INSTRUCTOR
| 6 |SEC | 2/53/01 14:40:20 Security 644 Success Account Management  NT AUTHORITYMANOMYMOUS LOGON INSTRUCTOR
| 7 |SEC | 24301 14:40:20 Security 642 Success Account Management  NT AUTHORITYANOMYMOLS LOGON | INSTRUCTOR
| 8 |SEC 2/301 14:42:05 Security 578 Success Privilege Use MIAC_0107WMike INSTRUCTOR
| 9 |SEC 2/301 14:44:02 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 10 |SEC | 243101 14:44:02 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 11 |SEC | 243101 14:44:02 Security 562 Success Ohject Access NT AUTHORITYASYSTEM INSTRUCTOR
| 12 |SEC | 2/3/01 | 14:44:02 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 13 |SEC | 2/3/01 14:44:02 Security 562 Success Object Access NT AUTHORITYASYSTEM INSTRUCTOR
| 14 |SEC | 2/53/01 14:44:02 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 15 |5EC | 243101 14:44:02 Security 562 Success Ohject Access NT AUTHORITYASYSTEM INSTRUCTOR
| 16 |SEC | 2/3/01 | 14:44:02 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 17 |SEC | 2/3/01 14:44:02 Security 562 Success Object Access NT AUTHORITYASYSTEM INSTRUCTOR
| 168 |SEC | 23101 14:44:02 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 19 |5EC | 243101 14:44:02 Security 562 Success Ohject Access NT AUTHORITYASYSTEM INSTRUCTOR
| 20 |SEC | 2/3/01 14:44:04 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 21 |SEC | 2/3/01 14:44:04 Security 562 Success Object Access NT AUTHORITYASYSTEM INSTRUCTOR
| 22 |5EC | 2/53/01 14:44:04 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
| 23 |5EC | 243101 14:44:04 Security 562 Success Ohject Access NT AUTHORITYASYSTEM INSTRUCTOR
| 24 |SEC | 2/3/01 14:53:32 Security 560 Success Object Access MIAC_0107WMike INSTRUCTOR
25 |SEC /301 14:53:32|Security | 562 Success Object Access NT AUTHORITYASYSTEM INSTRUCTOR b
M4 bibsec/ 0T T e e Sl [N [ _(JJ

Readly

I

Figure 42

)

UM |

T

Time Considerations for Saving and Viewing Logs with Event Viewer Application

I will make one final observation concerning viewing saved logs with the Event Viewer
Application. First, if logs are to be saved and viewed later with the Event Viewer
Application, they must be saved with the .EVT extension. Next, ensure you note the date
and time on the machine from which the logs are being saved. Additionally, record the
time zone setting. I learned the importance of this the hard way. Luckily there was no
damage done as a result of my ignorance. The following screenshots will demonstrate
and explain. I will be opening and viewing a log saved previously to a floppy.

© SANS Institute 2000 - 2002

To open a saved log file, open Event Viewer and click on Log in the toolbar and Open in
the drop-down menu as in Figure 43 below.
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1 Event Viewer - Secunty Log on \WNSTRUCTOR

Eiew Options  Help

[_[5]x]

System
v Securnty : e :
Application Security Frivilege Use INSTRUCTOR
Dpern.. Secur@ty Pr@v@lege Use 578 Mike INSTRUCTOR -
P Secur!ty Pr|\_x||ege Use 578 Mike INSTRUCTOR
= Security ObjectAccess  bBZ SYSTEM INSTRUCTOR
Clear &ll Events Security ObjectAccess  5BE0 Mike INSTRLUCTOR
Log Settings... Security ObjectAccess  bBZ SYSTEM INSTRUCTOR
Security ObjectAccess  5BE0 Mike INSTRUCTOR
Select Computer... Security ObjectAccess  5B2 SYSTEM INSTRLUCTOR
Esit Alb+F4 Security ObjectAccess  5BE0 Mike INSTRUCTOR
—— Security ObjectAccess  bBZ SYSTEM INSTRUCTOR
&, 2/7/01 9:44:11 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:44:11 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:44:11 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:44:11 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:44:11 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:44:11 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:44:11 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess 560 Mike INSTRUCTOR
&, 2/7/01 9:41:46 AM Security ObjectAccess  5B2 SYSTEM INSTRUCTOR
& 2/7/01 9:41:46 A Security ObjectAccess 560 Mike INSTRUCTOR hd
Figure 43

Locate the drive and open the saved log file as demonstrated in Figure 44 below.

open g |
2 (=] s ) e |

Look, in;

| = 3% Floppy [4:)

.a £

File narme;

Files of tpe: IE'-.-'ent Lag Files [ EWT)

Open I

j Cancel |

Figure 44

Figure 45 below depicts the next screen displayed. Select the type of log you wish to
view. In this example a Security Log file is being opened and thus the radio button is
selected for the Security option.

© SANS Institute 2000 - 2002

44

As part of GIAC practical repository.

Author retains full rights.



Open File Type

File: 4:\Seclog.ewt .
Open File of Type Cancel

" Syztem
fol i

Help

il

" Application

Figure 45

The log file is displayed as in Figure 46 below.

1 Event Viewer - Seclog evt !EE
Log Yiew QOptions Help

i
= 510/00 3:24:36 PM Security Privilege Use 577 5-1-5-21-1824ENOSP
&, 5410/00 3:24:36 PM Security Privilege Use 577 5-1-5-21-1824ENOSP b
&, 5410/00 3:24:36 PM Security Privilege Use 577 5-1-5-21-1824ENOSP
&, 5410/00 3:24:35 PM Security Privilege Use 577 5-1-5-21-1824ENOSP
&, 5410/00 3:24:35 PM Security Privilege Use 577 5-1-5-21-1824ENOSP
&, 5411700 324:24 PM Security Privilege Use 577 5-1-5-21-1824ENOSP
&, 5411700 324:24 PM Security Privilege Use 577 5-1-5-21-1824ENOSP
&, 5411700 12:09:12 Ah Security Privilege Use 576 5-1-5-21-1824ENOSP
&, 5411700 12:09:12 Ah Security Logon/Logoff 528 5-1-5-21-1824ENOSP
&, 5411700 12:08:58 A Security Logon/Logoff 538 5-1-5-21-1824ENOSP
&sn11/00 12:08:56 Ahd Security Privilege Use 578 5-1-5-21-1824ENOSP
51400 12:08:51 Ak Security ObjectAccess  5BE0 5-1-5-21-1824ENOSP
& 517700 12:08:51 Ak Security Privilege Use 576 5-1-5-21-1824ENOSP
&, 5411700 12:08:51 Ak Security Logon/Logoff 528 5-1-5-21-1824ENOSP
&, 5411700 12:08:42 Ah Security Logon/Logoff 538 5-1-5-21-1824ENOSP
&sn11/00 12:08:40 Ak Security Privilege Use 578 5-1-5-21-1824ENOSP
51400 12:08:33 A Security ObjectAccess  5BE0 5-1-5-21-1824ENOSP
& 517700 12:08:33 A Security Privilege Use 576 5-1-5-21-1824ENOSP
&, 5411700 12:08:33 A Security Logon/Logoff 528 5-1-5-21-1824ENOSP
&, 5411700 12:08:24 A Security Logon/Logoff 538 5-1-5-21-1824ENOSP
&sn11/00 12:08:22 A Security Privilege Use 578 5-1-5-21-1824ENOSP
51400 12:08:16 Akl Security ObjectAccess  5BE0 5-1-5-21-1824ENOSP
& 517700 12:08:16 Akl Security Privilege Use 576 5-1-5-21-1824ENOSP
&, 5411700 12:08:16 Akl Security Logon/Logoff 528 5-1-5-21-1824ENOSP
&, 5411700 12:08:04 Ak Security Logon/Logoff 538 5-1-5-21-1824ENOSP
&sn11/00 12:08:02 A Security Privilege Use 578 5-1-5-21-1824ENOSP
51400 12:07:56 Ahd Security ObjectAccess  5BE0 5-1-5-21-1824ENOSP
& 517700 12:07:56 Ahd Security Privilege Use 576 5-1-5-21-1824ENOSP
&, 5411700 12:07:56 Ahd Security Logon/Logoff 528 5-1-5-21-1824ENOSP
&, 5411700 12:07:49 Ak Security Logon/Logoff 538 5-1-5-21-1824ENOSP
511,00 12:07:47 Ahd Security Privilege Use 578 S5-1-5-21-1824ENOSP b
Figure 46

Take note of the time for the first item displayed. The log displayed above was saved
from a machine on which the time zone was set to the option in Figure 47 below. Notice
the Time Zone is (GMT).
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DatefTime Properties |

Date & Time ~ Time Zone |

[GMT] Greenwich Mean Time : Dublin, Edinburgh, Lizbon, London

¥ Automatically adjust clock for daylight zaving changes

0k, I Cancel Apply

Figure 47

The log in Figure 46 above was opened on a machine with the Time Zone set to the
option in Figure 48 below. Does this make a difference? It does make a difference and a
very important one depending on how your are using the logs. For example, if they are to
be used for legal proceedings, accuracy of time is absolutely imperative.

DatefTime Properties |

Date & Time ~ Time Zone |

[GMT-05:00] Eaztern Time [US & Canadal

¥ Automatically adjust clock for daylight zaving changes

0k, I Cancel Sl

Figure 48
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To demonstrate the difference I changed the Date/Time Properties on the viewing system
to match the Date/Time on the system from which the logs were taken and when the logs
were taken. Figure 49 demonstrates the change. The time zone was changed to that

demonstrated in Figure 47 (2 Figures above).

DatefTime Properties

Date & Time | Time Zone I

—Date — Time

222 232 W T
26 29 30 3

[May =] oo

1 2 3 4 5 8 :
7oa 9 I 1112 13 / .{‘*
14 15 16 17 18 13 20 g

[3.40.22P0 =

Current time zone: Eastern Standard Time

0k, I Cancel

apply

Figure 49

After making the Date/Time changes described directly above I reopened the saved
Security Log. The log is shown in Figure 50 below. Notice the difference between the

logs in Figure 46 and those shown below. There is a 6 hours difference.

© SANS Institute 2000 - 2002
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i Event Viewer - Seclog.evt [_ 5] x]
Log “iew QOptions Help

Date Computer

o ; : = ——

= 510/00 9:24:36 PM Security Privilege Use 577 S5-1-5-21-1824EMNOSP

&, 5410/00 9:24:36 PM Security Privilege Use 577 S5-1-5-21-1824EMNOSP =

&, 5410/00 9:24:36 PM Security Privilege Use 577 S5-1-5-21-1824EMNOSP

&, 5410/00 9:24:35 PM Security Privilege Use 577 S5-1-5-21-1824EMNOSP

&, 5410/00 9:24:35 PM Security Privilege Use 577 S5-1-5-21-1824EMNOSP

&, 5411700 9:24:24 PM Security Privilege Use 577 S5-1-5-21-1824EMNOSP

&, 5411700 9:24:24 PM Security Privilege Use 577 S5-1-5-21-1824EMNOSP

&, 5411700 £:09:12 A Security Privilege Use 576 S5-1-5-21-1824EMNOSP

&, 5411700 £:09:12 A Security Logon/Logoff h28 S5-1-5-21-1824EMNOSP

&, 5411700 5:08:58 AM Security Logon/Logoff 538 S5-1-5-21-1824EMNOSP

&sn11/00 G:08:56 AM Security Privilege Use 578 S5-1-5-21-1824EMNOSP

51400 G:08:51 AM Security Ohject Access  BEO S5-1-5-21-1824EMNOSP

& 517700 G:08:51 AM Security Privilege Use 576 S5-1-5-21-1824EMNOSP

&, 5411700 G:08:51 AM Security Logon/Logoff h28 S5-1-5-21-1824EMNOSP

&, 5411700 5:08:42 A Security Logon/Logoff 538 S5-1-5-21-1824EMNOSP

&sn11/00 :08:40 A Security Privilege Use 578 S5-1-5-21-1824EMNOSP

51400 5:08:33 AM Security Ohject Access  BEO S5-1-5-21-1824EMNOSP

& 517700 5:08:33 AM Security Privilege Use 576 S5-1-5-21-1824EMNOSP

&, 5411700 5:08:33 AM Security Logon/Logoff h28 S5-1-5-21-1824EMNOSP

&, 5411700 5:08:24 AM Security Logon/Logoff 538 S5-1-5-21-1824EMNOSP

&sn11/00 5:08:22 AM Security Privilege Use 578 S5-1-5-21-1824EMNOSP

51400 G:08:16 A Security Ohject Access  BEO S5-1-5-21-1824EMNOSP

& 517700 G:08:16 A Security Privilege Use 576 S5-1-5-21-1824EMNOSP

&, 5411700 G:08:16 A Security Logon/Logoff h28 S5-1-5-21-1824EMNOSP

&, 5411700 5:08:04 A Security Logon/Logoff 538 S5-1-5-21-1824EMNOSP

&sn11/00 5:08:02 A Security Privilege Use 578 S5-1-5-21-1824EMNOSP

51400 G:07:56 AM Security Ohject Access  BEO S5-1-5-21-1824EMNOSP

& 517700 G:07:56 AM Security Privilege Use 576 S5-1-5-21-1824EMNOSP

&, 5411700 G:07:56 AM Security Logon/Logoff h28 S5-1-5-21-1824EMNOSP

&, 5411700 G:07:49 A Security Logon/Logoff 538 S5-1-5-21-1824EMNOSP

511,00 G:07:47 A Security Privilege Use 578 S-1-5-21-1824EMOSP hd
Figure 50

Obviously, this factor must be taken into consideration when viewing saved logs
especially if the logs are to be used as evidence in some type of legal proceedings. If logs
were saved to a floppy from a machine in California and are being viewed on a machine
in New York ensure accuracy of times by ensuring Date/ Time Properties on the viewing
machine match those of the machine from which the logs originated. This applies to logs
saved with the Event Viewer Application using the .EVT extension and then opened and
viewed again with Event Viewer.

What to look for in the Security Log

The number of events in the Security Log can easily grow to what appear to be
unmanageable figures. Not every Administrator has the luxury of time to devote to
analyzing such large log files. However, it may be advisable to scan the logs daily for
certain events that might be worth further investigation.

James D. Murray suggests the following:'®
Users repeatedly failing to log on

Users logging onto the system at unusual times, or form unknown remote systems
Users consistently failing to open files or folders due to insufficient permission

' Murray, James D. Windows NT Event Logging (O’Reilly & Associates, 1998) page 67.
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Users repeatedly attempting to access system services, but failing due to insufficient
privileges

In an article on http://www.securityfocus.com/, Dealing with Windows NT Event Logs
Part 2, by Cory L. Scott, he identifies a list of items that might cause concern that include
the following:

Event ID

System Restart 512
Audit Log Cleared 517
Unknown Username of Bad Password 529
Account Logon Time Restriction Violation 530
Account Currently Disabled 531
Account Has Expired 532
User Not Allowed To Logon 533
Logon Type Restricted 534
Password Expired 535
Unsuccessful Logon 537
User Right Assigned 608
User Right Removed 609
New Trusted Domain 610
Removing Trusted Domain 611
Audit Policy Change 612
User Account Created 624
Change Password Attempt 627
User Account Deleted 630
Global Group Member Added 632
Local Group Member Added 636
User Account Changed 642
Domain Policy Changed 643

Auditing can seem a daunting and overwhelming task at times. However, it is a
necessary task. Thanks to SANS for providing a platform for spreading the knowledge
on how best to accomplish the job. Thanks also to all SANS students for sharing your
knowledge and expertise.
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