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1. INTRODUCTION 
 

"What used to be clear lines separating enterprises and consumers have now become 
blurred, as networks are extended to not only suppliers and partners, but also to 

customers," Thompson said during a keynote speech at the RSA Conference 2007. 
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2. THE DRAWING BOARD 
�
“ Before everything else, getting ready is the secret of success”  – Henry Ford 

                                                 
1 Includes wired and wireless clients. 
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2.3 Introducing MPLS or OTHER ALTERNATIVES. 
 

6�����
	���	
���	���
�����
�����
��

����
�	

����
�3 4/��	�
��
��
��
�������
���	��	
����3 4/������
���	
������
����
���4&��46!�
�
��
	�����	���4&��46!��
����
����
������������������
��������
�
���
��
	
���
����
���
�������

���%������
��3 4/��
�	�����
������	���
���

�
����	���
���
��	������
��

���C3������
����

�&�	
���
���������
���
���

�������

D���3 4/�
7�
	����
��	�����������
�����	����
�	
���
��
����	���
���
��������������������
����	
���
����
��

	���
�
��������
�
4��

�&�	
���
�����	����
��������������	���

���
�	
7���
	

����	����
�
��
	�����	��
�����
��
������	���4��

�$��
�29$��A��
�	��	
���
�����
��
�
��
����
�7�����	�
�
��

�������
����
�����������
��
��	
�������
������������	����	�

�����������
�
	����

����/��
������
����
���
�
�������������
��

	��	�
����
����������
�
	���	���

�	����
�
�
�����������������	����3�	�����
����
�
7�
������	������
�
	����

�����



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 10 

������	���

���
������������
��
����	�����
����
�������(�
	������
�
�����������	�����
����������
������������
����������
����
	��
�
�������
����
����������


�3 4/����
������
�����%�
	�������������
�����	
���
����
�����

�

;��

������	��
��	���
��	
�
����	
���
���	�������	�

8
��

����	��������
����

�	
���
������
�

/
��
�����
����
��������������
��
	�����	�����3 4/������	���


��
�����
���
����?
��
8

�����
�6�3�����������
�
�
�
	���������3 4/�
� !������
	�
�����	$���3 4/�� !�
	�
�����	������	���

�	����������
��
�	��


�����������������
����


����������	��
�	������

��������%6!�
"%��
�6

��!
���
�#������

���
��������	����
�

�
�

��
�����
�������
���������	�
�������������3 4/���	������
�
���
�	
���
��������	��
��������������������
��
��
	�
��	
���
����	���
��	��
�����������	�
���
����

�"

�

�
	�
������
�������
#�����
�
�
	
���
�����8
7�����	����		����
��

�
�
7�
��������
������C��		
���
��D��
6���		
���
��
��

	�3 4/�� !��
��
	����
��.?�����	��
���� !�
�
���
������

�������	�3 4/�
7�
�	
����3 4/�
7�
�	
�����
�������	��
�����	������	���
��

	��.?����

�
7���

���	���������

��
�
�
�

                                                 
2 This basically means today two MPLS networks cannot VPN hop from one to another.  
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2.3 Balancing your design. 
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interface Vlan102 
 description Route-map-testing 
 ip address 10.3.177.1 255.255.255.0 
! Note IP Helper will forward dhcp request irrespective of route-map 
 ip helper-address 10.30.12.1 
 ip helper-address 10.30.12.2 
!Route map forces a policy check before routing the packet 
 ip policy route-map WIRELESS 
! The permit 10 statement at the end specifies the order of routing 
! lower number being the first ones to be checked  
route-map WIRELESS permit 10 
 description Route-map-testing 
!Match an ACL this is not necessary but gives more flexibility 
 match ip address WIRELESS-ROUTER 
!Send the IP packets to a nearest router instead of using global route tables. 
 set ip next-hop 10.5.37.199 
ip access-list standard WIRELESS 
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!This particular host will not be policy routed 
 deny 10.30.31.233 
! Everybody will else will be routed by policy. 
 permit any 
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3. DEFINE SEGMENTED NETWORKS 
 
In a world where customers, suppliers and partners all tap into corporate networks, 
businesses must provide a secure environment for all of them, Symantec's CEO John 
Thomson – Feb 2007 
 

3.1 Define segmented networks – IP Management and planning. 
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�

6��

��������3 4/���	����
����	�
7����
��������	��	��


���
/��
������
���
�	�����

���
�����3 4/������������	

������
��������
�
�

��
,(�1�,�����

�(��
��
���
�"��4��

�&��
�4��

�$����������	�����

	
������
�
�	���	���3 4/�	
���
����	����
7����
���
��
���
�����������
�4��

�$����������������
	������

�����	���.?��
�3 4/#�
 (�1� 
����

�(��
��
���
�"�����

�&�
���

����������
��	��
��
�����	����	����
�
���
���
�����	
���
���
��.?#�



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 15 

 �1� 
����

����
���
�5�
���

�"��4��

&���

�

��
����

�������������������
�� �
�������	
��
����

#�
�
�

�
�

6������	��	���
�����
�&���
�
��

�����������������

�������
�

7����
����������	���	�3 4/����
��	
���
����3��������
��	�����	�����


�
��

����������
��

����	�����
������	���� ��
�	���
�������

����

�
�������
�
���
��4��

�&�	
���
������	������
7����
�	
���
��.(<��	��
	
���
��'4:(��

������.?���������

��
�	���
�	���
�
���	�����	��
�� �
���
���������	
���4
�������
��������������
���	����
����	��	���,�����
�*/�
	���
���
���
��
�
hostname PE1 
! 
ip routing 
! 
! Start with ip VRF definition this is one network 
ip vrf RED 
! rd is route distinguisher followed by BGP ASN (private Autonomous System Number) 
! ASN:### I have chosen 200 in this example 
 rd 64600:200 
! This defines where and how we plan to export import routes in this VPNV4 context. 
 route-target export 64600:200 
 route-target import 64600:200 
! 
interface Vlan910 
! This is our interface or gateway for this network in Small Bldg 703 network A – Finance Dept. 
 description Small-Bldg-703-North 
! Classify this network as belonging to our RED VRF network 
 ip vrf forwarding RED 
! Provide the ip address for gateway for clients. 
 ip address 10.239.10.1 255.255.255.0 
! 
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! Now lets test to make sure this network is isolated. 
PE1#sh ip route 
     192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks 
C       192.168.1.100/32 is directly connected, Loopback0 
C       192.168.1.24/30 is directly connected, GigabitEthernet1/0/12 
S    192.168.100.0/24 [1/0] via 192.168.1.26 
 
! We don’ t see the route in global route table it is hidden under the VRF 
PE1#sh ip vrf 
  Name                             Default RD          Interfaces 
  RED                              64600:200           Vlan910 
! Okay you can see the VRF RED is active with ASN 64600 and descriptor 200 
PE1#sh ip int br vlan910 
Interface              IP-Address      OK? Method Status                Protocol 
Vlan910                10.239.10.1     YES manual up                    up 
! Okay we can see the interface is up and running, lets try ping - ing 
PE1#ping 10.239.101 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.9.234.1, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
! Hmm.. we cant ping because it is not part of global routes, now lets try VRF ping 
 
PE1#ping vrf RED 10.239.10.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.239.10.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
 
! Okay successful pings.  We can reach it only under the context of VRF RED.   
! Here are the codes for interpreting routes, please refer back to here if you need to  
! how a route was specified. 
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route 
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3 Note in your lab exercise, you need to one fake client that is connected to Vlan 910 to 
bring up the layer 3 interface to active stage.�
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! PE1 router basic configuration. 
ip routing 
! Define VRF BLUE which will carry our network management traffic 
ip vrf BLUE 
 rd 64600:300 
 route-target export 64600:300 
 route-target import 64600:300 
! Define VRF RED which will carry our financial clients traffic  
ip vrf RED 
 rd 64600:200 
 route-target export 64600:200 
 route-target import 64600:200 
! This VLAN will serve switch management needs of all North campus. 
vlan 31 
 name Switch-Management-North-Campus 
! This VLAN is part of our Financial network in VRF RED 
vlan 910 
 name Small-Bldg-703-North 
! This VLAN is also part of our Financial network in VRF RED in a different building adjacent 
vlan 928 
 name Finnace-vlan-at-Large-Bldg-811-South 
! 
! 
interface Loopback0 
! Define a loopback interface for doing router management SSH / SNMP etc. 
 description Router-Updates-Int 
 ip address 192.168.1.100 255.255.255.255 
! 
interface GigabitEthernet1/0/12 
! This the link between PE1 and PE2, the other end is at 192.168.1.26 
 description Ip2Ip-Int 
 no switchport 
 ip address 192.168.1.25 255.255.255.252 
 mpls label protocol ldp 
 tag-switching ip 
! Layer 3 part of the layer 2 VLAN earlier specified are listed here 
interface Vlan31 
 description Switch-Management-North-Campus 
! Assocaite this with the VRF instance BLUE 
 ip vrf forwarding BLUE 
 ip address 10.9.0.1 255.255.240.0 
!  
interface Vlan910 
 description Small-Bldg-703-North 
! Associate this with the VRF instance RED 
 ip vrf forwarding RED 
 ip address 10.239.10.1 255.255.255.0 
! 
interface Vlan928 
 description Large-Bldg-811-South 
! Associate this with the VRF instance RED 
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 ip vrf forwarding RED 
 ip address 10.239.28.1 255.255.255.0 
! Now comes the fun part of distributing routes to our iBGP neighbor 192.168.1.26 
router bgp 64600 
! It is very important that you watch any changes to BGP  
 bgp log-neighbor-changes 
! Declare your neighbor don’ t trust your feelings � 
 neighbor 192.168.1.26 remote-as 64600 
 ! Declare what routes can propogate both IPV4 and VPNV4 needs to be declared here. 
 address-family ipv4 
 neighbor 192.168.1.26 activate 
 no auto-summary 
 no synchronization 
 exit-address-family 
 ! 
 address-family vpnv4 
 neighbor 192.168.1.26 activate 
! Community extended ensures the maping of route descriptors happen on both end 
! this is more useful later on extranets chapter. 
 neighbor 192.168.1.26 send-community extended 
 exit-address-family 
 ! 
 address-family ipv4 vrf RED 
! This is automatically created to distribute routes to the other router, but do specify 
! distribution of static routes. NOTE: iBGP will NOT propogate default route specified 
! by “ ip route 0.0.0.0 0.0.0.0 XX.YY.253.1”  this is by design. 
 redistribute connected 
 redistribute static 
 no auto-summary 
 no synchronization 
 exit-address-family 
 ! 
 address-family ipv4 vrf BLUE 
 redistribute connected 
 redistribute static 
 no auto-summary 
 no synchronization 
 exit-address-family 
! 
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PE1#sh ip route vrf RED 
Routing Table: RED 
Gateway of last resort is not set 
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     10.0.0.0/24 is subnetted, 3 subnets 
! This route was learned by iBGP from neighbor PE2 
B       10.239.44.0 [200/0] via 192.168.1.26, 21:42:54 
C       10.239.10.0 is directly connected, Vlan910 
C       10.239.28.0 is directly connected, Vlan928 
PE1#sh ip route vrf BLUE 
Routing Table: BLUE 
Gateway of last resort is not set 
     10.0.0.0/20 is subnetted, 2 subnets 
C       10.9.0.0 is directly connected, Vlan31 
! This route was learned by neighbor PE2 
B       10.9.32.0 [200/0] via 192.168.1.26, 00:31:57 
PE1#sh ip route 
Gateway of last resort is not set 
     192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks 
C       192.168.1.100/32 is directly connected, Loopback0 
C       192.168.1.24/30 is directly connected, GigabitEthernet1/0/12 
S    192.168.100.0/24 [1/0] via 192.168.1.26 
PE1# 
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PE2#sh ip route vrf RED 
Routing Table: RED 
Gateway of last resort is not set 
     10.0.0.0/24 is subnetted, 3 subnets 
C       10.239.44.0 is directly connected, Vlan944 
B       10.239.10.0 [200/0] via 192.168.1.25, 21:46:20 
B       10.239.28.0 [200/0] via 192.168.1.25, 21:46:20 
PE2#sh ip route vrf BLUE 
Routing Table: BLUE 
Gateway of last resort is not set 
     10.0.0.0/20 is subnetted, 2 subnets 
B       10.9.0.0 [200/0] via 192.168.1.25, 00:38:36 
C       10.9.32.0 is directly connected, Vlan33 
PE2#sh ip route 
Gateway of last resort is not set 
     192.168.1.0/30 is subnetted, 1 subnets 
C       192.168.1.24 is directly connected, GigabitEthernet1/0/3 
     192.168.100.0/30 is subnetted, 1 subnets 
C       192.168.100.100 is directly connected, FastEthernet1/0/48 
! End of PE2 route tables. 
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3.3 Define overlaying or extranet segments and show examples 
of configuration��
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! define the new network VRF SERVERS 
ip vrf SERVERS 
! put a description, this VRF instance is unique we will see later 
 description SERVERFARM-NET-10.30/16 
! Define a route distinguisher 
rd 64600:900 
!Import our own routes this is not important or relevant in this case but for consistency we will do this 
! if we need to build serverfarm across multiple L3 routers it is useful 
route-target import 64600:900 
! This is important so you can import these routes on the other end in VRF BLUE and RED 
route-target import 64600:900 
! Import routes from  VRF RED 
 route-target import 64600:200 
! Import routes from VRF BLUE 
 route-target import 64600:300 
! Add necessary import information on VRF BLUE 
ip vrf BLUE 
 rd 64600:300 
 route-target export 64600:300 
 route-target import 64600:300 
! Add this line to import the routes from the serverfarm network  
 route-target import 64600:900 
! Modify the VRF RED as well 
ip vrf RED 
 rd 64600:200 
 route-target export 64600:200 
 route-target import 64600:200 
! Grab routes to the serverfarm. 
 route-target import 64600:900 
! 
! Lets define one IP interface in this SERVERS VRF network 
interface Vlan1020 
 description SERVERFARM-OUTSIDE 
! Assign appropriate VRF instance 
 ip vrf forwarding SERVERS 
! Create a single ip termination for class B – we will see later how transparent firewall 
! is going to layer 2 bridge this traffic to a outside� inside interface relationship. 
 ip address 10.30.254.254 255.255.0.0 
! 
! Now lets look at the routes. Watch VRF RED and BLUE can see VRF SERVERS but cannot see  
! each other. 
PE1#sh ip route vrf RED 
Routing Table: RED 
Gateway of last resort is not set 
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     10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks 
B       10.30.0.0/16 is directly connected, 00:13:03, Vlan1020 
B       10.239.44.0/24 [200/0] via 192.168.1.26, 22:51:09 
C       10.239.10.0/24 is directly connected, Vlan910 
C       10.239.28.0/24 is directly connected, Vlan928 
! Note you can see the network VRF SERVERS at 10.30.0.0/16 but cannot see BLUE 10.9.0.0/16 
PE1#sh ip route vrf BLUE 
Routing Table: BLUE 
Gateway of last resort is not set 
     10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks 
C       10.9.0.0/20 is directly connected, Vlan31 
B       10.30.0.0/16 is directly connected, 00:13:35, Vlan1020 
B       10.9.32.0/20 [200/0] via 192.168.1.26, 01:41:24 
! Note you can see the network VRF SERVERS at 10.30.0.0/16 but cannot see RED 10.239.0.0/16 
 
! Now to more diagnostics.  From VRF RED we will ping a local subnet, remote server subnet  
! and then the BLUE network to see what is reachable. 
PE1#ping vrf RED 10.239.10.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.239.10.1, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
PE1#ping vrf RED 10.30.254.254 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.30.254.254, timeout is 2 seconds: 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
! Lest try and ping an ip address in VRF BLUE from VRF RED  - should be unreachable 
PE1#ping vrf RED 10.9.0.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.9.0.1, timeout is 2 seconds: 
..... 
Success rate is 0 percent (0/5) 
PE1# 
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5 Read more on MPLS Security at Security of the MPLS Architecture 
http://www.cisco.com/en/US/products/ps6822/products_white_paper09186a00800a85c5.shtml 
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3.4 Redraw physical infrastructure and logical infrastructure. 
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3.5 Perimeter router and Firewall design  
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3.5.1 Perimeter router ACL example 
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6 http://www.grc.com/dos/grcdos.htm GRC was attacked by this type of packets.  You can search google 
for “UDP fragment DOS” you will find plenty of reference material. 
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ip  access-list extended INTERNET-INBOUND 
! Deny fragmented ICMP you should never see it in the border 
   20 deny icmp any any fragments log-input 
! This is surely an option as well, you should not see udp fragments across the perimiter 
 !  30 deny udp any any fragment 
! Allow useful ICMP stuff ping, unreachable time-exceeded only for our public IPS 
    40 permit icmp any XX.YY.0.0 0.0.255.255 echo-reply 
! This is optional to allow unreachables to go through to remote hosts 
    50 permit icmp any XX.YY.0.0 0.0.255.255 unreachable 
    60 permit icmp any XX.YY.0.0 0.0.255.255 source-quench 
    70 permit icmp any XX.YY.0.0 0.0.255.255 echo 
    80 permit icmp any XX.YY.0.0 0.0.255.255 time-exceeded 
! Deny all other icmp 
    90 deny icmp any any 
! Permit udp and tcp dns only to our DMZ DNS servers public addresses. 
    100 permit udp any XX.YY.33.0 0.0.0.255 eq domain 
    110 permit tcp any XX.YY.33.0 0.0.0.255 eq domain 
! Drop any other DNS queries 
    120 deny udp any any eq domain 
    130 deny tcp any any eq domain 
! Limit smtp to our designated DMZ SMTP servers 
    140 permit tcp any XX.YY.33.0 0.0.0.255 eq smtp 
! Deny other SMTP activity . logging was too noisy in this case. 
    150 deny tcp any any eq smtp 
! Deny non ip and private RFC1918 IP space from entering us 
    170 deny ip host 0.0.0.0 any log-input 
    180 deny ip 127.0.0.0 0.255.255.255 any log-input 
    190 deny ip 169.254.0.0 0.0.255.255 any log-input 
    210 deny ip 10.0.0.0 0.255.255.255 any  log-input 
    220 deny ip 172.16.0.0 0.15.255.255 any log-input 
    230 deny ip 192.168.0.0 0.0.255.255 any log-input 
! Log anybody who fakes our source address for 2 reasons 
! (1) troubleshoot misconfigured routers at ISP 
! (2) Watch for attackers tricking into our network 
    240 deny ip XX.YY.0.0 0.0.255.255 any log-input 
! IANA Reserved Broadcast space block 
    250 deny ip 255.0.0.0 0.255.255.255 any 
! Leave enough numbers 260-400 for bogon filters - one example of blackhole 
! two class A networks 0.0.0.0/8 and  1.0.0.0/8 
    200 deny ip 0.0.0.0 1.255.255.255 any log-input 
! Protect your BGP global route tables 
    440 deny tcp any any eq 179 log-input 
! If you have a tarpit server or tarpit networks - recommend beg and end class C's XX.YY.0/24 
! and XX.YY.255/24 
    450 permit ip any XX.YY.0.0 0.0.0.255 
    460 permit ip any XX.YY.255.0 0.0.0.255 
! Deny low order ports 
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    470 deny udp any any range 0 19 log-input 
    480 deny tcp any any range 0 19 log-input 
! Deny bootps bootpc, NETBIOS, DCOM and tftp  ports both tcp and udp 
    490 deny tcp any any range 67 69 log-input 
    500 deny tcp any any range 135 139 log-input 
    510 deny tcp any any eq 445 log-input 
    520 deny udp any any range 67 69 log-input 
    530 deny udp any any range 135 139 log-input 
    540 deny tcp any any eq 593 log-input 
! Allow our partner monitoring servers to get to pub DMZ via sNMP 
    620 permit udp host RR.SS.11.12 XX.YY.33.0 0.0.0.255 eq snmp 
! Deny all other snmp from world. 
    630 deny udp any any range 161 162 log-input 
! Deny DCOM in UDP mode 
    650 deny udp any any eq 445 log-input 
! Permit our class B IP address to get out. 
    660 permit ip any XX.YY.0.0 0.0.255.255 
! Permit a specific multicast group we use for video. 
    670 permit ip any 224.0.0.0 31.255.255.255 
! Remember implicit deny will drop packets faking source address or anything else. 
 
ip access-list extended INTERNET-OUTBOUND 
! Deny icmp fragment outgoing and log it 
    20 deny icmp any any fragments log-input 
! This is surely an option as well, you should not see udp fragments across the perimiter 
 !  30 deny udp any any fragment 
! Map access-list numbers whenever possible with inbound 
    40 permit icmp XX.YY.0.0 0.0.255.255 any echo-reply 
! This is also optional to send ICMP unreachable 
    50 permit icmp XX.YY.0.0 0.0.255.255 any unreachable 
    60 permit icmp XX.YY.0.0 0.0.255.255 any source-quench 
    70 permit icmp XX.YY.0.0 0.0.255.255 any echo 
    80 permit icmp XX.YY.0.0 0.0.255.255 any time-exceeded 
! Deny all other ICMP 
    90 deny icmp any any log-input 
! Permit our DNS servers to server DNS queries in public DMZ XX.YY.33.0/24 Class C for DNS 
    100 permit udp XX.YY.33.0 0.0.0.255 any eq domain 
    110 permit tcp XX.YY.33.0 0.0.0.255 any eq domain 
! Deny all other DNS attempts. 
    120 deny udp any any eq domain log-input 
    130 deny tcp any any eq domain log-input 
!Permit outgoing TCP from our servers in public DMZ XX.YY.33.0/24 Class C for SMTP 
    140 permit tcp XX.YY.33.0 0.0.255.255 any eq smtp 
! Deny all other SMTP connections . logging is useful in finding bots 
    150 deny tcp any any eq smtp log-input 
! Deny non ip and private RFC1918 IP space for our hosts as destination 
    170 deny ip any host 0.0.0.0 log-input 
    180 deny ip any 127.0.0.0 0.255.255.255 log-input 
    190 deny ip any 169.254.0.0 0.0.255.255 log-input 
    210 deny ip any 10.0.0.0 0.255.255.255 log-input 
    220 deny ip any 172.16.0.0 0.15.255.255 
    230 deny ip any 192.168.0.0 0.0.255.255 
! Useful for learning our unknown routes being sent to the world 
    240 deny ip any XX.YY.0.0 0.0.255.255 log-input 
! Reserved IANA broadcast space 
    250 deny ip any 255.0.0.0 0.255.255.255 
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! Protect other ISP's BGP global route tables 
    440 deny tcp any any eq 179 log-input 
! If you have a tarpit server or tarpit networks - recommend beg and end class C's XX.YY.0/24 
! and XX.YY.255/24 
    450 permit ip any XX.YY.0.0 0.0.0.255 
    460 permit ip any XX.YY.255.0 0.0.0.255 
! Deny low order ports 
    470 deny udp any any range 0 19 log-input 
    480 deny tcp any any range 0 19 log-input 
! Deny bootps bootpc, NETBIOS, DCOM and tftp  ports both tcp and udp 
    490 deny tcp any any range 67 69 log-input 
    500 deny tcp any any range 135 139 log-input 
    510 deny tcp any any eq 445 log-input 
    520 deny udp any any range 67 69 log-input 
    530 deny udp any any range 135 139 log-input 
    540 deny tcp any any eq 593 log-input 
! Deny all snmp from going outside our border 
    630 deny udp any any range 161 162 log-input 
! Deny DCOM in UDP mode 
    650 deny udp any any eq 445 log-input 
! Permit our class B IP address to get out. 
    660 permit ip XX.YY.0.0 0.0.255.255 any 
! Permit a specific multicast group we use for video. 
    670 permit ip 224.0.0.0 31.255.255.255 any 
! Remember implicit deny will drop packets faking source address or anything else. 
! This is optional so you can see the noise of other attempts 
! 700 deny any any log-input 
 
no ip source-route 
 
interface GigabitEthernet 2/2 
  description WAN internet link 
  ip address XX.YY.1.1 255.255.255.0 
  ip access-group INTERNET-INBOUND in 
  ip access-group INTERNET-OUTBOUND out 
! This is safe in preventing redirects from our WAN interface 
 no ip redirects 
! Lets not send ip unreachables except for our networks trying 
!the outside world. 
  no ip unreachables  
! be conservative in your TCAM resource protection. 
! high is recommended if you have plenty of horse power like CAT6500 – SUP II or 720 
   tcam priority high 
 
! Set the logging level  
logging trap debugging 
! Logging facility is used in parsing the logs in syslog.conf file 
logging facility local2 
! Use a source interface that is local only loopbacks are good for this 
logging source-interface Loopback0 
! Send one copy of logs to our server in DMZ 
logging XX.YY.33.22 
! Send one copy of logs to our server in INSIDE zone 
logging  10.30.11.1 
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!(some of the config related to SNMP and other security acl’s are suppressed here) 
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TEST #1 : Test Large ICMP which will get fragmented and denied by our ACL 
Linux_host> ping –s 1900 myrouter  
PING myrouter (10.1.1.1): 1900 data bytes 
--- 10.1.1.1 ping statistics --- 
3 packets transmitted, 0 packets received, 100.0% packet loss 
[Log file on syslog server] 
Feb 17 16:21:56 myrouter 180: Feb 17 16:21:55: %SEC-6-IPACCESSLOGDP: list INTERNET-
INBOUND denied icmp 10.30.12.2 (GigabitEthernet2/2 *** * .41b9.80ff) -> 10.1.1.1 (0/0), 3 packets 
TEST #2 : Test spoofed packet target inside IP, source address fake 0.1.1.1, Location: outside 
interface 
Linux_host> hping -a 0.1.1.1 –p 51405 XX.YY.33.11 
HPING XX.YY.33.11 (em0 XX.YY.33.11): NO FLAGS are set, 40 headers + 0 data bytes 
^C 
--- 10.1.1.1 hping statistic --- 
1 packets tramitted, 0 packets received, 100% packet loss 
round-trip min/avg/max = 0.0/0.0/0.0 ms 
 
Feb 17 16:07:19 myrouter 9204: Feb 17 16:07:18: %SEC-6-IPACCESSLOGP: list INTERNET-
INBOUND denied tcp 0.1.1.1(16429) (GigabitEthernet2/2 *** * .41b9.80ff) -> XX.YY.33.11(51405), 1 
packet 
 
3.5.1 How to keep your bogon or unassigned IP address updated 
�
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#!/bin/sh 
#IANA Bogon IP address list from their website. 
DATE=`date +%Y%m%d` 
wget -q --output-document=/var/inventory/iana.txt.$DATE \ 
http://www.iana.org/assignments/ipv4-address-space 
diff /var/invenotry/iana.txt.$DATE  /var/inventory/iana.txt.current  > /dev/null 
if [ $? == 0 ]; 
# No changes exit quietly 
exit 
fi 
#This is else send an email with changes  
diff -c /var/inventory/iana.txt.current /var/invenotry/iana.txt.$DATE \ 
| mail -s "Updated Changes to IANA bogon list" networks@localhost 
#Put the reserved ip's in CIDR format in a file, they are class A 
grep 'Reserved\|Multicast' /var/inventory/iana.txt.$DATE  \ 
| cut -d'/' -f1 | sed -e 's/^0\{ 1,2\} //' | sed -e 's/^\(.* \)$/.0.0.0\/8/' > reserved 
�
�
�
3.5.2 Consider some advanced options for access control lists 
�
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Router> enable 
Router# configure terminal 
Router(config)# ip access-list extended INTERNET-INBOUND 
! Allow our incoming connections to use record route options with “ping –R”  
Router(config-ext-nacl)#  permit ip any any option record-route 
! Deny loose source routing packets value = 131 
Router(config-ext-nacl)#  deny ip any any option lsr 
! Deny strict source routing packcets value = 137 
Router(config-ext-nacl)#  permit ip any any option ssr 
! Deny packets with TTL less than our 3 router level down where our servers live 
! Only for Cisco 12.3 (4T) 
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! Be careful you can drop traceroute 
Router(config-ext-nacl)#  deny ip any any ttl lt 3 
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3.5.3 Perimeter Firewall design 
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interface ethernet0 auto 
interface ethernet1 auto 
interface ethernet1 vlan538 logical 
interface ethernet1 vlan539 logical 
interface ethernet5 auto shutdown 
nameif ethernet0 outside security0 
nameif ethernet1 inside security100 
nameif ethernet5 lan-failover security99 
nameif vlan538 CLIENT_POOL1 security98 
nameif vlan539 CLIENT_POOL2 security99 
enable password *** ** * ** * * *  encrypted 
passwd ****** * ** * **  encrypted 
hostname defender 
domain-name mydomain.com 
! Use the available fixup protocols this is a very good timesaver in seeing non-dns traffic in dns port 
fixup protocol dns maximum-length 512 
fixup protocol ftp 21 
fixup protocol h323 h225 1720 
fixup protocol h323 ras 1718-1719 
fixup protocol http 80 
fixup protocol pptp 1723 
fixup protocol rsh 514 
fixup protocol rtsp 554 
fixup protocol sip 5060 
fixup protocol sip udp 5060 
fixup protocol skinny 2000 
! This is optional, if you use SMTP STARTTLS or SMTP AUTH to remote servers this should be disabled. 
!fixup protocol smtp 25 
fixup protocol sqlnet 1521 
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fixup protocol tftp 69 
! Use object groups to simplify your rules and limit them. 
object-group network n_CLIENT_POOL2 
  description CLIENT_POOL2-10.4 
  network-object 10.239.0.0 255.255.0.0 
object-group service s_CLIENT_POOL2 tcp-udp 
  description CLIENT_POOL2-allowed-services 
  port-object eq www 
  port-object eq 443 
  port-object eq 22 
object-group service s_UNPRIV tcp-udp 
  description Unprivileged-ports 
  port-object range 1023 65535 
! Keep accesslist very simple to interpret here we are saying CLIENT_POOL2 network can access  
! service CLEINT_POOL2 to anywhere 
access-list CLIENT_POOL2 permit tcp object-group n_CLIENT_POOL2 object-group s_UNPRIV any 
object-group s_CLIENT_POOL2 
pager lines 20 
! our logging design is discussed later.  Surely turn on logging and send it to  
! two servers preferably in different subnets. 
logging on 
logging monitor warnings 
logging buffered warnings 
logging trap warnings 
! Different subnet logging, one going to DMZ and one going to our DATA Center serverfarm. 
logging host CLIENT_POOL1 XX.YY.12.1 
logging host CLIENT_POOL1 10.30.12.2 
ip audit info action alarm 
ip audit attack action alarm 
! Failover design can be read more at www.cisco.com/go/pix  
failover 
failover timeout 0:00:00 
failover poll 15 
failover ip address ssh 192.168.100.171 
failover ip address lan-failover 192.168.200.2 
failover ip address CLIENT_POOL1 10.5.38.99 
failover ip address CLIENT_POOL2 10.5.39.253 
failover link lan-failover 
failover lan unit primary 
failover lan interface lan-failover 
failover lan key ** ** * ** * **  
failover lan enable 
! Define access list associations to interfaces. 
access-group outside in interface outside 
access-group CLIENT_POOL1 in interface CLIENT_POOL1 
access-group CLIENT_POOL2 in interface CLIENT_POOL2 
! Allow SNMP polling for traffic CPU from HP Openview. 
snmp-server host CLIENT_POOL1 10.30.15.129 poll 
! HA good one make sure floodguard is enabled. 
floodguard enable 
!fragmentation – this is upto our design, make sure your IDS / IPS and end host 
! are protected and inspected for fragment timing attacks by matching these values 
fragment outside size 1500 
! Here fragment database is limited to  a maximum size of 1500, a  
!maximum chain length of 45, and a wait time of 60 seconds - to match typical IDS’s 
fragment chain 45 outside 
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fragment outside timeout 60 
! Don’ t telnet, only SSH from a dedicated interface. 
ssh 10.30.0.0 255.255.0.0 ssh 
ssh timeout 5 
! XLATE and CONN timeouts are important to tweak, read and do the tweaking carefully 
timeout xlate 0:45:00 
! even more for UDP traffic here. 
timeout conn 0:45:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225 1:00:00 
! I would recommend defaults for SIP and H322 traffic. 
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00 
timeout sip-disconnect 0:02:00 sip-invite 0:03:00 
! This is a very useful tool for checking teardown of ftp connections see below 
timeout uauth 0:00:00 absolute 
 
 
! The user goes on with the Telnet or FTP business on the target host, then exits (spends 10 minutes there): 
!(pix) 302002: Teardown TCP connection 5 faddr  
!    XX.YY.9.25/80 gaddr RR.TT.9.10/128 1  
!    laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse) 
!   (server stop account) Sun Nov 8 16:41:17 1998  
!    megaladon.mydomain.com cse 
! PIX 192.168.100.100 stop task_id=0x3 foreign_ip=XX.YY.9.25  
!    local_ip=10.39.118.100 cmd=telnet elapsed_time=5  
!    bytes_in=98 bytes_out=36 
!Whether uauth is 0 (authenticate every time) or more (authenticate once and not again during uauth  
! period), an accounting record is cut for every site accessed. Read more at cisco’s website 
! http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094e7e.shtml  
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4. DATA CENTER FIREWALL’s and VPN 
 
“ Finally we shall place the Sun himself at the center of the Universe”  - Nicolaus 
Copernicus 
�

4.1 Define Data center firewall needs, modes of firewall 
operation 
�
�
4.1.a Choice of firewall modes and suitable applications. 
�

��
� �E�/
��
����6�����	�
���	���

��
��	���������


	�����
����
?�

��������
�������

����	��

�����	��
�����
��

�� �
������
��U�	�
���
�����
����
� �E������ ����

��
��
�����	
����������	�

���
���	������������
���

�������
�����
���
������������
���������6����
�������	��
����	��	����
��
��	��
�
�����	���

����
���	�4��

�&���
��
�

��������������� �E�
?�

������

���	��
�
��

����	�0�9���

��
��

$� (����
�������
��U�	��
�	���

	�����
���
� �E���
��	���
���
�� ����

��
�������	
����������	�

���
����	��
����������������
4��

�$��
���
���������	���	����36,����

�������
��	�����
��
��
��
��	���
�����	�����
���	���������
���
���������
7�
	�
��� �
���
��������������������������
��	����
���

�������	��	��
���� �
�������������	�����

���	���������
������

����	���
� �E�������
	�


�



����������V������	���
���

V��
�V��
�������

����V����


�
�

����

����	�����	������


	�
�������������
�	���

	�����
�
��

��
���	������
���	����
���
�����
I�

o *	��������	�

���
���

������
�
�U��	�����	�����	�����
o !6�����	��������
�
���
�

;��

����	�
���
� �E����	����	�

�

�������



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 34 

�
��
�C�
�	���

	�����
D���

����	���	����	���	����
��

�4��

�$�

�
����	�����
���
�����	��4��

�$80���

������
��
�����

���
����
���
�
�
��
��
��	
���
������
�

���	�	��,����	�"��,�����
���
���	�
�������
�
����������
�����
����
	
����������������������������
����

������
�����
	���
�	�
7����	��	
���
��
	��
�	�
	����	���

��
����;�����4��

�$��
��
����
�

��
�

�����
	��
��	��
��
���
�

�
�	���

	�����
������
����
�����
	����
���������	����
���
�

�

��
���
�������
	�

���

�������6������
���	����
����	��������	�
�
����
�
! Define Firewall mode of operations 
firewall transparent 
hostname transparent-firewall 
enable password *** ** * ** *  encrypted 
names 
! Interfaces configuration and vlan mapping configuration suppressed for simplicity. 
! Choose passive ftp as default.  This gives some security from 
! being scanned with source port 20 
ftp mode passive 
pager lines 24 
no ip address 
no failover 
no asdm history enable 
! arp timeout is critical to choose on a transparent mode firewall 
arp timeout 14400 



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 35 

! Be more relaxed in xlate states because it is local clients 
! who may do file shares, backups.  Note external clients in  
! this model will not see this firewall, except when doing VPN. 
timeout xlate 3:00:00 
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00 
! Uauth for telnet and ftp still should be kept 0 absolute as shown before. 
timeout uauth 0:00:00 absolute 
! other configuration options suppressed for this devicce. 
! Use the default settings for deep inspection of packet payload and pattern.  
class-map inspection_default 
 match default-inspection-traffic 
! 
! 
policy-map type inspect dns preset_dns_map 
 parameters 
! Increase this to 768 as recommended in our DMZ DNS server configuration for eDNS  
! functionality with a maximum of 768 Bytes 
  message-length maximum 768 
policy-map global_policy 
 class inspection_default 
  inspect dns preset_dns_map 
  inspect ftp 
  inspect h323 h225 
  inspect h323 ras 
  inspect rsh 
  inspect rtsp 
  inspect esmtp 
  inspect sqlnet 
  inspect skinny 
  inspect sunrpc 
  inspect xdmcp 
  inspect sip 
  inspect netbios 
  inspect tftp 
! 
! HA good one make sure floodguard is enabled. Note in 7.0 code floodguard is default enabled. 
! If you upgrade from 6.3 to 7.0 code this would not be necessary. 
floodguard enable 
!fragmentation – this is upto our design, make sure your IDS / IPS and end host 
! are protected and inspected for fragment timing attacks by matching these values 
fragment outside size 1500 
! Here fragment database is limited to  a maximum size of 1500, a  
!maximum chain length of 45, and a wait time of 60 seconds - to match typical IDS’s 
fragment chain 45 outside 
fragment outside timeout 60 
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4.1.b Defining simplifying and maintaining the Firewall rule base. 
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FIREWALL# sh object-group 
object-group network n_Wireless-Public 
  description: Wireless-Public-10.4 
  network-object 10.4.0.0 255.255.0.0 
object-group network n_PROXY 
  description: Proxy servers 
  network-object XX.YY.8.0 255.255.255.128 
object-group service s_Wireless-Public tcp-udp 
  description: Wireless-Public-allowed-services 
  port-object eq www 
  port-object eq 443 
  port-object eq 22 
object-group service s_UNPRIV tcp-udp 
  description: Unprivileged-ports 
  port-object range 1023 65535 
object-group service s_PROXY tcp 
  description: Proxy server 
  port-object eq 3128 
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FIREWALL# sh access-list Wireless-Public 
access-list Wireless-Public; 8 elements 
access-list Wireless-Public line 1 permit tcp object-group n_Wireless-Public object-group s_UNPRIV any 
object-group n_PROXY object-group s_PROXY 
access-list Wireless-Public line 1 permit tcp 10.4.0.0 255.255.0.0 range 1023 65535 XX.YY.8.0 
255.255.255.128 eq www (hitcnt=93002) 
access-list Wireless-Public line 1 permit tcp object-group n_Wireless-Public object-group s_UNPRIV any 
object-group n_SERVERS object-group s_Wireless-Public 
access-list Wireless-Public line 1 permit tcp 10.4.0.0 255.255.0.0 range 1023 65535 10.30.0 255.255.0.0  
eq www (hitcnt=30377006) 
access-list Wireless-Public line 1 permit tcp 10.4.0.0 255.255.0.0 range 1023 65535 10.30.0.0 255.255.0.0 
eq https (hitcnt=2057091) 
access-list Wireless-Public line 1 permit tcp 10.4.0.0 255.255.0.0 range 1023 65535 10.30.0.0 255.255.0.0 
eq ssh (hitcnt=0) 
FIREWALL# show cpu usage 
CPU utilization for 5 seconds = 23%; 1 minute: 25%; 5 minutes: 19% 
FIREWALL # show fragment outside 
Interface:outside 
Size:1500, Chain:45, Timeout:60 
Queue:1060, Assemble:809, Fail:0, Overflow:0 
FIREWALL# sh xlate count 
1141 in use, 4259 most used 
FIREWALL# sh conn count 
800 in use, 3642 most used 
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FIREWALL# show xlate detail 
3 in use, 3 most used 
Flags: D - DNS, d - dump, I - identity, i - inside, n - no random, 
       o - outside, r - portmap, s - static 
TCP PAT from inside:10.30.1.25/1039 to outside:XX.YY.239.1/1024 flags ri 
UDP PAT from inside:10.20.1.15/1028 to outside:XX.YY.239.3/1024 flags ri 
ICMP PAT from inside:10.30.1.25/305 to outside:XX.YY.239.1/0 flags ri 

�
The first entry is a TCP NAT for host 10.30.1.25,  port 1039 on the inside network to host  XX.YY.239.1, 
1024 on the outside network. The flag "r" denotes the translation is a NAT port. The flag "i" denotes that 
the translation applies to the inside address-port.  
The second entry is a UDP NAT for host 10.20.1.15, port 1028 on the inside network to host 
XX.YY.239.3, port 1024 on the outside network. The flags “ ri”  as indicated before show NAT and 
translation is from inside address-port.  

                                                 
7 These are also called design-time variables as they are done at configuration.  The run-time variables are 
more “read-only”  for output. 
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The third entry is an ICMP Port Address Translation for host 10.30.1.25,  ICMP id 305 on the inside 
network to host 192.150.49.1,  ICMP id 0 on the outside network. The flags “ri”  as indicated before show 
NAT and translation is from inside address-port. 
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4.3 VPN Placement - think outside the “ bun”  
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8 When blaster worm attacked large networks in the US, many of the corporate networks had blocked 
Microsoft SMB based protocols, however roaming VPN users came in to cause blaster havoc to the LAN 
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�
4.3.a VPN operation mode encryption and consider SSLVPN user-land / non-
administrative operation of VPN 
�
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9 IPSEC Transport mode is considered here for terminating roaming clients here. 
10 Remember every solution or service needs to be brought into security context as we discussed earlier. 



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 43 

����I55������
	��������5���T��
	����5���T���T��	5���T��	T���

�T
����
������
�
�

5. PUBLIC SERVICES DESIGN – DMZ 
�

"You can't consider the problem of defense without first understanding the problem of 
attack." - Doug Tygar, a professor of computer science and information management at 
UC Berkeley  

5.1 Define public facing services : DNS, WEB and MAIL. 
�
5.1.a Split DNS and firewall protection. DNS protected from local DNS  (AD or 
other database) eDNS implementation.  Firewall planning. 
�
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##############EXAMPLE OF PUBLIC DNS SERVER CONFIGRUATION##### 
################ FOR BIND 9.*  FROM OPENSOURCE ISC.ORG ############# 
#### Run NAMED unprivileged and chroot with  
#### /usr/sbin/named –t /var/nameroot –u named   
### create device nodes for doing null, random and zero functions for named  
#### mkdir /var/nameroot/dev 
#### mknod /var/nameroot/dev/null c 1 3 
#### mknod /var/nameroot/dev/random c 1 8  
#### mknod /var/nameroot/dev/zero c 1 5 
#### remember to modify syslogd to Unix type logging can be local at /dev/log 
#### syslogd –a /var/nameroot/dev/log 
 
acl "mynet" {  
    XX.YY.0.0/16; 
    10.0.0.0/8; 
} ; 
acl “ ispparter”  {  
// This is our ISP’s nameservers acting as slaves.  Make sure he 
// does not allow zone transfer from outside – verify regularly. 
    RR.SS.TT.0/24; 
}  
options {  
// We have already been chrooted to /var/security/named  
    directory "/namedb"; 
    pid-file "/namedb/named.pid"; 
    check-names master ignore; 
    check-names slave ignore; 
    check-names response ignore; 
    allow-query {  any; } ; 
//  
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    allow-recursion {  
//This is to avoid any unknown ip trying to use recursion. more useful on the DMZ server than here. 
      127.0.0.1/32; 
      "mynet"; 
    } ; 
// Who wil get our transfered data 
    allow-transfer {  "isppartner"; } ; 
// Ha dont forget to hide our version info 
    version "*"; 
} ; 
// Dont forget what to do with logging. 
logging {  
    category default {  default_syslog; default_debug; } ; 
    category lame-servers {  null; } ; 
    category notify {  default_syslog; } ; 
    category queries {  null; } ; 
    category update {  null; } ; 
    category xfer-out {  null; } ; 
    category security {  null; } ; 
} ; 
 
// RNDC Stuff for local access only default port is 953 
include "/etc/rndc.key"; 
controls {  
    inet 127.0.0.1 port 953 allow {  localhost; }  keys {  rndc-key; } ; 
} ; 
// Standard zones 
// 
zone "." {  
        type hint; 
// You can do “dig @a.root-servers.net . NS > root.hint”   
        file "standard/root.hint"; 
} ; 
// Declare delegation-only zones 
// a zone which has been declared delegation-only will be effectively  
//limited to containing NS RRs for subdomains  
zone "com" {  
        type delegation-only; 
} ; 
zone "net" {  
        type delegation-only; 
} ; 
//Master domain  
zone "mydomain.com" {  
        type slave; 
        file "slave/mydomain.com"; 
        check-names ignore; 
        masters {  10.30.12.1; 10..30.12.2; } ; 
} ; 
zone "mydomain2.com" {  
        type slave; 
        file "slave/mydomain2.com"; 
        check-names ignore; 
        masters {  10.30.12.1; 10..30.12.2; } ; 
} ; 
zone "YY.XX.in-addr.arpa" {  
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        type slave; 
        file "slave/YY.XX.in-addr.arpa"; 
// This is to avoid complains about _ underscore zones from new environments 
// and Active Directory environments. 
        check-names ignore; 
        masters {  10.30.12.1; 10..30.12.2; } ; 
} ; 
 
############# END OF FILE ###################### 
 
###############EXAMPLE PRIVATE DNS SERVER CONFIGURATION ###### 
################ FOR BIND 9.*  FROM OPENSOURCE ISC.ORG ############# 
# use the same principles shown above for chroot environment #### 
acl "mynet" {  
    XX.YY.0.0/16; 
    10.0.0.0/8; 
} ; 
acl "quarantine" {  
    10.255.0.0/16; 
} ; 
options {  
// We have already been chrooted to /var/security/named  
    directory "/namedb"; 
    pid-file "/namedb/named.pid"; 
    check-names master ignore; 
    check-names slave ignore; 
    check-names response ignore; 
    forward only; 
// Forward information to our DMZ servers dont resolve 
    forwarders  {  XX.YY.33.4; XX.YY.33.18; } ; 
// This is very nice for firewall configuration, you will always see source queries coming from this port 
    query-source address * port 36000; 
    allow-query {  any; } ; 
//  
    allow-recursion {  
//This is to avoid any unknown ip trying to use recursion. more useful on the DMZ server than here. 
      127.0.0.1/32; 
      "mynet"; 
    } ; 
// Who wil get our transfered data 
    allow-transfer {  "nameslaves"; } ; 
// Ha dont forget to hide our version info 
    version "*"; 
//Who to notify in change of zones. 
    also-notify {  
 XX.YY.33.4; 
 XX.YY.33.18; 
    } ; 
// notify uses a different source port ?  - this is optional 
    notify-source * port 36001; 
// Notofy only explicit servers 
    notify explicit; 
// This is very cool in noting EDNS behavior.   
//You can limit EDNS size on PIX firewall - this is handy to verify who is using DNS service 
// command line syntax on pix 6.3 or better firewall 
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// fixup protocol dns maximum-length 768 
    edns-udp-size 768; 
} ; 
// Dont forget what to do with logging. 
logging {  
    category default {  default_syslog; default_debug; } ; 
    category lame-servers {  null; } ; 
    category notify {  default_syslog; } ; 
    category queries {  null; } ; 
    category update {  null; } ; 
    category xfer-out {  null; } ; 
    category security {  null; } ; 
} ; 
 
// RNDC Stuff for local access only default port is 953 
include "/etc/rndc.key"; 
controls {  
    inet 127.0.0.1 port 953 allow {  localhost; }  keys {  rndc-key; } ; 
} ; 
// Quarnatine users limit what they can access 
view "quarantine" {  
  match-clients {  "quarantine"; } ; 
  recursion yes; 
zone "." {  
 type "master"; 
 file "fake/sinkeme.zone"; 
/*  
; A simple zone file below will catch all DNS requests from this host and forward it  
; to our quarantine server;sample zone file sinkme.zone 
$TTL 600 
@       IN      SOA     reserved. postmaster.mydomain.com.  ( 
                                2007021507  ; Serial 
                                3600        ; Refresh 
                                900         ; Retry 
                                3600000     ; Expire 
                                3600 )      ; Minimum 
                      NS      reserved. 
$ORIGIN . 
; currently guestaccess server does proxying when necessary 
guestaccess             A       10.30.233.4 
; Widlcard everything to go to net registration or quarantine information server 
*                        A       10.30.12.21 
$ORIGIN reserved. 
; currently guestaccess server does proxying when necessary 
guestaccess             A       10.30.233.4 
; Widlcard everything to go to net registration or quarantine information server 
*                        A       10.30.12.21 
$ORIGIN mydomain.com. 
; currently guestaccess server does proxying when necessary 
guestaccess             A       10.30.233.4 
; Widlcard everything to go to net registration or quarantine information server 
*                        A       10.30.12.21 
; END OF FILE. 
* / 
} ; 
} ; 
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//Everybody else 
view "global" {  
 
    match-clients {  "any"; } ; 
    zone "localhost" IN {  
        type master; 
        file "localhost.zone"; 
        allow-update {  none; } ; 
    } ; 
 
    zone "0.0.127.in-addr.arpa" IN {  
        type master; 
        file "named.local"; 
        allow-update {  none; } ; 
    } ; 
 
    zone "mydomain.com" IN {  
        type master; 
        file "master/mydomain.com"; 
         
    } ; 
 
    zone "mydomain2.com" in {  
        type master; 
        file "slave/mydomain2.com"; 
        masters {  10.30.4.27; 10.30.4.9; } ; 
    } ; 
// End of global view. 
} ; 
 
�
5.1.b Public WEB and secure services through reverse proxy and ssl-reverse 
proxy – apache 
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#### /etc/httpd/conf.d/ssl.conf EXAMPLE with comments ######### 
<VirtualHost _default_:443> 
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ServerName mysecure.thisdomain.com 
# A fake directory for  
DocumentRoot /var/www/empty 
# Location /e/ we don’ t want to proxy – this can be used for server-status 
ProxyPass /server-status/  ! 
#Another Direcotry we don’ t want to proxy  
ProxyPass /locals/  ! 
# We will proxy / or root request or our main server 
ProxyPass / http://server-real.thisdomain.com/ 
# Reverse proxy ensures reverse path is maintained on HTTP replies 
ProxyPassReverse /  http://server-real.thisdomain.com/ 
# We will proxy Application under directory /appx to APP server in inside zone 
ProxyPass /appx http://appx-real.thisdomain.com/ 
# Reverse proxy ensures reverse path is maintained on HTTP replies 
ProxyPassReverse /appx  http://appx-real.thisdomain.com/ 
#Cache images if we can 
CacheRoot /var/www/cache 
CacheSize 1000000 
# Simpify proxy operation to avoid dead connections of HTTP 1.1  
SetEnv force-proxy-request-1.0 1 
SetEnv proxy-nokeepalive 1 
#Gather logs to our server loggerhead 
ErrorLog syslog:local5 
LogLevel warn 
#SSL for the outside and non-SSL on the inside 
SSLEngine on 
#Dont accept  0 encryption of < 128 bit encryption equivalent of MEDIUM 
SSLCipherSuite ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP 
SSLCertificateFile /etc/httpd/conf/ mysecure.thisdomain.com.crt 
SSLCertificateKeyFile /etc/httpd/conf/ mysecure.thisdomain.com.key 
# Good old MSIE dead or unclean shutdowns 
SetEnvIf User-Agent ".*MSIE.*" \ 
         nokeepalive ssl-unclean-shutdown \ 
         downgrade-1.0 force-response-1.0 
CustomLog logs/ssl_request_log \ 
          "%t %h %{ SSL_PROTOCOL} x %{ SSL_CIPHER} x \"%r\" %b" 
</VirtualHost> 

�
�
5.1.c MAIL service defined and protected from local groupware. 
�
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5.2 IPS/IDS, Probes and Syslog servers Oh my! 
�
5.2.a Placement considerations of IPS, IDS, Probes.   
�

��������
�	���

�����	��	
��
���
��������
�%6!���	������
���	��
�	�	���

��	�������
7��������������	��	�
��������
�	
���
���	��
�
��
��������	���
���
�J�����

������������	��
����
������	���	��
��	��
�
	����6�	���

�����	��	
��
���
���������	����
�

�� � /�����	��	
�����
���	��
����	�1�
����������	����	��:	�����	
��
B


	��
�

��	��/��
�
��

��

$� 4������
��
�������

�
��
��������
��</��/	���

�1�?���
� 
��
��
/	�
���
	��
���

&� �	��	
��
����������

�1�
����� ���
�


��	���!
�(;����=

��
�
�������

;��

���	�������
�
��
���
���	��	
����
	����������
����

��
��
��
�
�
��
��	����
�	
���
����

��������/��
��
�	����
�������������
���
	�

������	��������	����
���
�
��
���
���

� ,����
����
���
�����������������
��	�

���
����
���������	�
�
���	�
���
���������


	���
����
���
�
��
��

� ,����
����
���
��
������	���������	�C���������
�D��������
�

�	����
�
	��	���	����

� <
���	����
�� ��
��������������
��	����
�����������
�
�
����	�������
����
�� /5 
��
�

� :�
�������
�������������

����
��</��/	���

���	���
������
�	���=

��

� (	��	�
���
���
����,�������!
���������
��	�������������
�������	���	

������
��	��	
��

� (	��

�

���
������	�������
��
���
�����������
��
�

/	�
������

��

�����
��</�������

��������	��
�
�������	�����
���	�
��:!�E���7��	������
���	����
�<3>���,�	���

��
	��	����
��������������
���������������������	��������

��	���������


	�����	
����	�����������



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 52 

��������


	���
��
����=�	
��"�	
��	�<3>����
����	����
����

��	�
/(.�(.?6.3��
��
����=�	
#��
�

������������
���������
��� /��	���
�����������	���	��	
��
���
��

	��

������	������������
��	����	���
�	�����������
���
�����

���
�
������������������

���
����������������	��
	����
������	����������
�

�

"�#���������	��
���
������	���=
�������	���
����
������
�
���
�����(�

���	��	
��
���
����
��������������	������
�����
���	�
	�	�
��	����	���
�	����*����	
��
���
������
��</�������	

������
�
��	��
���	����	���

������
������
����������
�
��

�
	�
����
�

3�	�����
����������
���������
���
������������4��

����
�����
���
���

�����
�
��
�
�	
����	��
��

�����

�������������
����

���������
����
����	����
�	
���
��������

����
���	�����
�����
��C��
������
D�
	
���
����


�������
�
��
7����
��������
����
�46!�	
���
�����
�9�9�9�952�����	���
��
���	��	�����
��������� ����EE�@@�9�95�-�W�����
��	�������	
�"�
����#����	
�"�#���������EE�@@�$++�95$)�"�	��
EE�@@�9�95$)#����	���

��
���C��
������
D�� �����
���
����������	���
�
��
���
�������������
���
���

������	�������	�=�	
���4��

����
�������	���
�
���	
�������

��
�������	�����

�&���	����	�����������������
���
�����
��
���
�����

�

������	�����
������
�

�4��

����������������������
��
��
���
���������	
���	���������
�EE�@@�$++�95$)��
�
#!/bin/bash 
! Here is start LaBrea script that will run it in foreground mode  
/usr/local/sbin/labrea --switch-safe --verbose -v  --no-resp-excluded-ports --log-bandwidth \ 
--foreground --log-to-stdout --device eth1 -n XX.YY.255.0/24  --max-rate 2000000 \ 
--init-file /etc/labrea.conf -z –q 
 
# snort.conf to watch for LAN people contacting your dark space. 
output alert_syslog: LOG_AUTH LOG_ALERT 
# Ignore our own IP 
pass ip XX.YY.255.31 any -> any any 
pass ip any any -> XX.YY.255.31 any 
# Ignore our scanners 
pass ip XX.YY.107.1 any -> any 
# Alert anybody from our public IP reaching this dark space 
alert ip XX.YY.0.0/16 any -> XX.YY.0.0/16 any \ 
(msg: Local Public Networks trying to reach darkspace contacting tarpit; sid: 23213;) 
# Alert anybody using our private IP reaching this dark space.  
alert ip 10.0.0.0/8 any -> XX.YY.0.0/16 any \ 
(msg: Local Private Networks trying to reach darkspace contacting tarpit; sid: 19213;)  
 
# Run snort with syslog 
/usr/loca/bin/snort -l /var/snort/log/ -D -c /etc/snort/snort.conf 

�

                                                 
11 Typical remote scanners either start at your lowest IP or highest IP address to start the scan, you can 
possibly keep them busy in the “ tarpit”  



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 53 

�
5.2.b. Logging servers and tracking 
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#reduce console noise 
* .err;ftp,local0,local1,local2,local3,local4,local5,local6,local7.none  /dev/console 
kern.debug;auth.notice;authpriv.none;mail.crit          /dev/console 
 
# Get some of these to root if logged in 
* .emerg                                                 root 
 
# /sensitive is a safe asset consider mount a seperate device drive 
# partition with "append only" file system  
auth,authpriv,cron,kern,lpr,mail,ftp,local0,local1.none,user.none       /sensitive/messages 
daemon,local2,local3,local4,local5,local6,local7.none           /sensitive/message 
s 
kern.debug,syslog.info                                  /sensitive/messages 
auth,syslog.notice                              /sensitive/messages 
auth.info                                       /senstive/authlog 
 
#These are logs we are collecting remotely 
authpriv.*                                  /senstive/secure 
cron.*                                      /sensitive/cronlog 
daemon.*                                        /senstive/daemon 
lpr.*                                       /senstive/lpd.log 
mail.*                                       /senstive/maillog 
ftp.*                                           /senstive/ips.log 
local0.*                                        /senstive/vpn.log 
local1.*                                        /senstive/dhcpd.log 
local2.*                                        /senstive/core-network.log 
local3.*                                        /senstive/access-network.log 
local4.*                                        /senstive/pix.log 
local5.*                                        /senstive/ssl-offloader.log 
local7.*                                        /senstive/wireless.log 
local6.*                                        /senstive/server_status.log 
user.*                                          /senstive/nac.log 

�

6. SECURING YOUR LAYER 2 HOSTS & NETWORKS 
�

"More people are killed every year by pigs than by sharks, which shows you how good we 
are at evaluating risk." -Bruce Schneier 

 6.1 Switch and radius configuration and 802.1x design – in 
Cisco IOS. 
�
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#These options are relevant if you want to support MS-CHAPv2 authentication – native windows 
# for a backend Novell LDAP directory. “edir”  option sets up support for MSCHAP on radius server. 
prompt>tar zxvf freeradius.X.Y.Y.tar.gz && cd freeradius.X.Y.Z 
#disable shared keeps dependencies out of the picture, edir option is to support novell directory 
# prefix is where you want to install the program 
prompt>./configure –disable-shared –with-edir –enable-ldtl-install –prefix=/usr/local/eap-novell/  \ 
&& make && make install 
# If all goes well, do a basic, run a debug mode to see if install went well. 
prompt>/usr/local/eap-novell/sbin/radiusd –X 
#configuration options for /usr/local/eap-novell/etc/raddb/radiusd.conf : LDAP section. 
        ldap_finance {  
                server = "novellauth.mydomain.com" 
                identity = "cn=bigadmin,o=MYCOMPANY" 
                password=given0tmepaffwo7d 
                basedn = "ou=finance,o=mycompany" 
                filter = "(cn=%{ User-Name} )" 
                tls_mode = yes 
                port = 636 
                dictionary_mapping = ${ raddbdir} /ldap.attrmap 
                ldap_connections_number = 5 
                password_attribute = nspmPassword 
                timeout = 4 
                timelimit = 3 
                net_timeout = 1 
        }  
#Now authorize section modifications 
      authorize {  
          preprocess 
          chap 
          mschap 
          suffix 
          ldap_finance 
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         eap 
    }  
    authenticate {  
        Auth-Type PAP {  
                pap 
        }  
       Auth-Type LDAP_FIN {   
           ldap_finanace 
        }  
        Auth-Type MS-CHAP {  
                mschap 
        }  
        eap 
}  
#EOF 
#/usr/local/eap-novell/etc/raddb/users 
DEFAULT  Auth-Type == LDAP_FIN 
  Tunnel-Type = 13, 
  Tunnel-Medium-Type = 6, 
  Tunnel-Private-Group-Id = 928 
# You can add here other LDAP directories or OU or object filters. 
 
#/usr/local/eap-novell/etc/raddb/eap.conf 
        eap {  
                default_eap_type = peap 
                ignore_unknown_eap_types = yes 
                md5 {  
                }  
# Disable leap if you don’ t need it. 
                gtc {  
                        auth_type = ldap 
                }  
                tls {  
                        private_key_file = ${ raddbdir} /certs/mycompany.com.key 
                        certificate_file = ${ raddbdir} /certs/mycompany.com.crt 
                        CA_file = ${ raddbdir} /certs/thawte-server-ca.crt 
                        dh_file = ${ raddbdir} /certs/dh 
                        random_file = ${ raddbdir} /certs/random 
                }  
                ttls {  
                        default_eap_type = md5 
                }  
                peap {  
                        default_eap_type = gtc 
                }  
                mschapv2 {  
                }  
#EOF eap.conf 
 

 
Above radius configuration assign Vlan 928 to clients in ou=finance in directory 
novellauth.mydomain.com.  You can also use ISA radius server and Microsoft A/D 
backend to achieve the same.  This was also tested in the LAB, not detailed in here.   
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Now going to setting up the switch to authenticate via 802.1x 
 
#Switch named CE2 – Customer Edge Layer 2 switch is shown here in configuration. 
! Start AAA model  Authorization Authentication Accounting 
aaa new-model 
! use radius for backend of AAA  
aaa authentication dot1x default group radius 
aaa authorization network default group radius 
!Specify where the radius server will live and the secret key 
radius-server host 10.30.1.12 auth-port 1812 acct-port 1813 key sys_control 
!This is a very useful feature for your firewall rules, if you have firewall between 
! switches and radius server like in our model, you can simplify the firewall rule. 
! instead of saying “allow udp from switch-network port range 1023-65535 to radius_server  
! port range 1812-1813”  , the rule can be “ llow udp from switch-network port range 1812-1813 to  
! radius-server port range 1812-1813”  
radius-server source-ports 1812-1813 
! Define a guest access / quarantine vlan for clients who fail authentication or don’ t have 802.1x supplicant 
vlan 2041 
 name Guest-Access 
! Define finance vlan and other vlans that are designated from above configruation 
vlan 928 
 name Finance-vlan-at-Large-Bldg-811-South 
!Enable 802.1x system auth control so the service is running 
dot1x system-auth-control 
interface FastEthernet0/48 
! The port is 8021x required port 
 description DOT1x ports 
! This is an access port 
 switchport mode access 
! 802.1x can be bypassed by mac-address detailed later in exceptions 
 dot1x mac-auth-bypass eap 
!Allow control of VLAN assignment via 802.1x 
 dot1x port-control auto 
! If not 802.1x supplicant is available drop them into our Guest Access Vlan 2041 
 dot1x guest-vlan 2041 
!If 802.1x authentication fails / expires, drop them into our Guest Access Vlan 2041 
 
!where they can be directed to reset password, call helpdesk etc. 
 dot1x auth-fail vlan 2041 
exit 
end 
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CE2>sh dot1x int f0/48 
Dot1x Info for FastEthernet0/48 
----------------------------------- 
PAE                       = AUTHENTICATOR 
PortControl               = AUTO 
ControlDirection          = Both 
HostMode                  = SINGLE_HOST 
ReAuthentication          = Disabled 
QuietPeriod               = 60 
ServerTimeout             = 30 
SuppTimeout               = 30 
ReAuthPeriod              = 3600 (Locally configured) 
ReAuthMax                 = 2 
MaxReq                    = 2 
TxPeriod                  = 30 
RateLimitPeriod           = 0 
Mac-Auth-Bypass           = Enabled (EAP) 
    Inactivity Timeout    = None 
Auth-Fail-Vlan            = 2041 
Auth-Fail-Max-attempts    = 3 
Guest-Vlan                = 2041 
CE2>sh int f0/48 status 
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Port      Name               Status       Vlan       Duplex  Speed Type 
Fa0/48    DOT1x ports        connected    928          a-full  a-100 10/100BaseTX 
CE2> 
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-bash-2.05b# ldapsearch -h novellauth –x -bo=mycompany cn=novell-username 
# extended LDIF 
# 
# LDAPv3 
# base <o=MYCOMPANY> with scope sub 
# filter: cn=novell-username 
# requesting: ALL 
# 
# novell-username, FINANCE, DEPT, MYCOMPANY 
dn: cn=novell-username,ou=FINANCE,ou=DEPT,o=MYCOMPANY 
preferredSurname: Test Account 
preferredInitials: S 
preferredGivenName: Vijay 
mail: novell-username@MYCOMPANY.COM 
uid: novell-username 
initials: S 
givenName: Vijay 
sn: Sarvepalli 
objectClass: inetOrgPerson 
objectClass: organizationalPerson 
objectClass: Person 
objectClass: ndsLoginProperties 
objectClass: Top 
cn: novell-username 
 
# search result 
search: 2 
result: 0 Success 
 
# numResponses: 2 
# numEntries: 1 
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Username Department Vlan VRF 
Novell-
username 
 

Finance : source LDAP 
dn: cn=novell-
username,ou=FINANCE,ou=DEPT,o=MYCOMPANY 
 

928: 
Finance-
vlan 
Source 
RADIUS  

RED: 
Assignment 
by VRF 
definition  
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6.1.a Providing flexibility to your users using REALMS.   
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#Define realms recognition //usr/local/eap-novell/etc/raddb/radiusd.conf  
 #  Two config options: 
 # format     -  must be 'prefix' or 'suffix' 
 # delimiter  -  must be a single character 
 realm suffix {  
  format = suffix 
  delimiter = "@" 
 }  
 realm realmslash {  
  format = prefix 
  delimiter = "/" 
 }  
 realm realmpercent {  
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  format = suffix 
  delimiter = "%" 
 }  
 
        realm ntdomain {  
                format = prefix 
                delimiter = "\\" 
                ignore_default = no 
                ignore_null = no 
        }  
#EOF of /usr/local/eap-novell/etc/raddb/radiusd.conf  
 
#/usr/local/eap-novell/etc/raddb/proxy.conf very simple declaration of relams 
 
realm FINANCE {  
 
}  
realm NETWORKS {  
}  
#EOF / usr/local/eap-novell/etc/raddb/proxy.conf 
 
#Configuration in the /usr/local/eap-novell/etc/raddb/users   
DEFAULT  Auth-Type == “LDAP_FIN” , Realm == "FINANCE" 
  Tunnel-Type = 13, 
  Tunnel-Medium-Type = 6, 
  Tunnel-Private-Group-Id = 928 
DEFAULT  Auth-Type == “LDAP_NET”, Realm == “NETWORKS” 
  Tunnel-Type = 13, 
  Tunnel-Medium-Type = 6, 
  Tunnel-Private-Group-Id = 210 
#EOF of  / usr/local/eap-novell/etc/raddb/users   
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[HKEY_CURRENT_USER\Software\Microsoft\EAPOL\UserEapInfo]  
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6.3 Making exception to the rules – printers, Ethernet enabled 
devices, guest access, non-dot1x aware clients. 
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#/usr/local/eap-novell/etc/raddb.users default auth for the VLAN accept with vlan # 1023 
0011434f7580            Auth-Type := Accept 
                        Tunnel-Type = 13, 
                        Tunnel-Medium-Type = 6, 
                        Tunnel-Private-Group-Id = 1023 
#EOF Configuration sample 
  
. 
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02:40:26: dot1x-ev:dot1x_switch_is_dot1x_forwarding_enabled: Forwarding is disabled on Fa0/47 
02:40:26: dot1x-ev:Host access is 1 on port FastEthernet0/47 
02:40:26: dot1x-ev:Succeeded in setting host access to deny on FastEthernet0/47 
02:40:26: dot1x-ev:dot1x_switch_mac_address_notify: MAC 0011.434f.7580 discovered 
onFastEthernet0/47(1) consumed by MAB 
 

                                                 
12 Dot1x mac-auth-bypass (MAB) from Cisco’s website => If a port is in unauthenticated state, it remains 
unauthenticated, and if MAB is active, the authentication will revert back to the 802.1X Authenticator. If 
the port is authorized with a MAC address, and the MAB configuration is removed the port remains 
authorized until re-authentication takes place.  
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rad_recv: Access-Request packet from host 10.9.254.11:1645, id=57, length=146 
        User-Name = "0011434f7580" 
        Service-Type = Call-Check 
        Framed-MTU = 1500 
        Called-Station-Id = "00-13-7F-C6-34-33" 
        Calling-Station-Id = "00-11-43-4F-75-80" 
        EAP-Message = 0x020300060304 
        Message-Authenticator = 0x4e13b9c3594c04853411b6ab84e8f879 
        NAS-Port-Type = Ethernet 
        NAS-Port = 50047 
        State = 0x5b0dc4b104215826b1ea12fbca989da6 
        NAS-IP-Address = 10.9.254.11 
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  rad_check_password:  Found Auth-Type Accept 
  rad_check_password: Auth-Type = Accept, accepting the user 
Login OK: [0011434f7580/<no User-Password attribute>] (from client Switches port 50047 cli 00-11-43-
4F-75-80) 
  Processing the post-auth section of radiusd.conf 
modcall: entering group post-auth for request 0 
  modcall[post-auth]: module "ldap" returns noop for request 0 
modcall: leaving group post-auth (returns noop) for request 0 
Sending Access-Accept of id 80 to 10.30.254.11 port 1645 
        Tunnel-Type:0 = VLAN 
        Tunnel-Medium-Type:0 = IEEE-802 
        Tunnel-Private-Group-Id:0 = "1023" 
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! Define a new network and MPLS cloud 
ip vrf DEVICES 
! all routing fun that we had done before for each network 
 rd 64600:93 
 route-target export 64600:93 
 route-target import 64600:93 
! Get serverfarm to talk this network  
 route-target import 64600:900 
! Define a new access lit 
ip access-list extended DEVICES_out 
! Permit all servers to access 9100 jetdirect port – mark for reflection as “print”   
 permit tcp 10.30.0.0 0.0.255.255 10.143.0.0 0.0.255.255 eq 9100 reflect print 
! Allow www and https based printing support in newer printers – mark as reflection as “www-print”  
 permit tcp 10.30.0.0 0.0.255.255 10.143.0.0 0.0.255.255 eq www reflect www-print 
 permit tcp 10.30.0.0 0.0.255.255 10.143.0.0 0.0.255.255 eq 443 reflect www-print 
!Allow any other communications. 
ip access-list extended DEVICES_in 
!Allow return communications for “print”  and “www-print”  
 evaluate print 
 evaluate www-print 
!  
interface Vlan1023 
 description Printer-VLAN 
! Assign VRF 
 ip vrf forwarding DEVICES 
!This is one of the distribution locations 
 ip address 10.143.29.1 255.255.128.0 
!Apply the acess lists in 
 ip access-group DEVICES_in in 
! apply the access list out 
 ip access-group DEVICES_out out 
! 
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6.4 Simplifying your configuration, backing up and auditing of 
Layer 2 switches. 
�
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���
service password-encryption 
banner login [ 
This computer system is the property of ** * . 
** * *LEGAL STUFF****  
[ 
macro name host-access 
description Host Access Port 
switchport 
switchport mode access 
switchport nonegotiate 
switchport port-security 
switchport protected 
switchport port-security maximum 1 
switchport port-security violation restrict 
storm-control broadcast level 5 
dot1x port-control auto 
dot1x guest-vlan $AVLAN 
dot1x mac-auth-bypass eap 
dot1x pae authenticator 
dot1x port-control auto 
dot1x guest-vlan $AVLAN 
dot1x auth-fail vlan $AVLAN 
@ 
macro name wireless 
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description Wireless Access Point Port 
switchport trunk encapsulation dot1q 
switchport mode trunk 
switchport nonegotiate 
switchport trunk allowed vlan $WVLAN,$MVLAN,$WPAVLAN 
switchport trunk native vlan $MVLAN 
@ 
macro name uplink-core 
description Core/Distribution Uplink Port 
switchport trunk encapsulation dot1q 
switchport mode trunk 
switchport nonegotiate 
ip dhcp snooping trust 
ip arp inspection trust 
@ 
vtp mode transparent 
spanning-tree uplinkfast 
ip dhcp snooping 
no ip dhcp snooping information option 
aaa new-model 
aaa authentication login default radius local 
aaa authentication enable default radius enable 
aaa authentication dot1x default group radius 
aaa authorization network default group radius 
enable secret *** * ** * ** * **  
username backdoor privilege 15 password 0 *** * ** * **  
radius-server host 10.30.12.1 auth-port 1812 acct-port 1813 
radius-server host 10.30.12.2 auth-port 1812 acct-port 1813 
radius-server retransmit 1 
radius-server timeout 2 
radius-server key ** * ** * ** * * ** * **  
interface vlan 1 
shutdown 
exit 
vlan 31 
name Network-Management 
exit 
logging 10.30.12.1 
logging 10.30.12.2 
logging facility local3 
logging trap warnings 
service timestamps log datetime local 
service timestamps debug datetime local 
logging buffered 4096 
snmp-server community * ** * **  ro 
snmp-server community * ** * ** * *  rw 
snmp-server enable traps 
snmp-server enable traps snmp auth linkup linkdown coldstart warmstart 
snmp-server system-shutdown 
snmp-server host 10.30.12.1 trap ** ** * ** * ** * *  
snmp-server host 10.30.12.2 trap ** ** * ** * ** * *  
no ip http server 
ip domain-name mydomain.net 
ip name-server 10.30.12.1 
ip name-server 10.30.12.2 
no ip domain lookup 
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ntp server 10.30.12.1 
ntp server 10.30.12.2 
clock timezone EST -5 
clock summer-time EDT recurring 
int Vlan31 
ip address dhcp 
description Network-Management 
exit 
!can be done later by network admin or be part of bootfile loaded to the switch. 
interface range  Fa 1/0/1 - 47 
macro apply host-access 932 
exit 
interface Fa 1/0/48 
!Last port is dedicated for uplinking UPS with management as guest VLAN. 
!UPS mac address should be registered still to gain access in dhcp TABLE. 
description UPS-Ethernet-port 
macro apply host-access 31 
exit 
! 
interface range Gi 1/0/1 
macro apply uplink-core 
exit 
end 
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#!/bin/bash 
#This I sour backup directory under /tftpboot 
BACKUPDIR=/Network-Backups 
#This is our backup server 
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TFTPHOST=10.33.12.1 
#RW community string on switches routers 
COMMRW=X*X*X*X*X*X 
# A random variable for snmp uses UNIX Shell’ s RANDOM env variable 
RAND=$RANDOM 
#Save switches and routers in their own directory 
for TYPE in SWITCH ROUTER; do 
#Remove old files 
rm -rf /tftpboot/$BACKUPDIR/$TYPE.OLD 
#Backup the last week config 
mv /tftpboot/$BACKUPDIR/$TYPE /tftpboot/$BACKUPDIR/$TYPE.OLD 
#Create directory for the current config 
mkdir /tftpboot/$BACKUPDIR/$TYPE 
# Grab the list of switches and routers from an inventory file if you use mysql you can do this with  
# /usr/local/bin/mysql –u$dbuser –p$dbpass inventory -e "SELECT hostname FROM $TYPE “ 
for SW in `cat /var/inventory/$TYPE.txt`; do 
# ping and make sure the switch is up 
ping -w1 -c1 $SW > /dev/null 
if [ ! $? == 0 ]; then 
# if switch is not up spit out inventory error. 
echo "Error Switch $SW is unreachable" 
#loop to the next one 
continue 
fi 
#ConfigCopyProtocol from Cisco read process  
#http://www.cisco.com/warp/public/477/SNMP/copy_configs_snmp.shtml  
snmpset -v 1 -c $COMMRW $SW  .1.3.6.1.4.1.9.9.96.1.1.1.1.2.$RAND i 1 
#( echo "Switch is not configured for SNMP"; continue; ) 
if [ ! $? == 0 ]; then 
echo "$SW Switch is not snmp enabled please fix configuration " 
continue 
fi 
#Create the file and make it world writeable for tftp process. 
touch /tftpboot/$BACKUPDIR/$TYPE/$SW && chmod 0666 /tftpboot/$BACKUPDIR/$TYPE/$SW 
# Walk through config snmp copy commands 
snmpset -v 1 -c $COMMRW $SW .1.3.6.1.4.1.9.9.96.1.1.1.1.3.$RAND i 4 
snmpset -v 1 -c $COMMRW $SW .1.3.6.1.4.1.9.9.96.1.1.1.1.4.$RAND i 1 
snmpset -v 1 -c $COMMRW $SW .1.3.6.1.4.1.9.9.96.1.1.1.1.5.$RAND a "$TFTPHOST" 
snmpset -v 1 -c $COMMRW $SW .1.3.6.1.4.1.9.9.96.1.1.1.1.6.$RAND s  $BACKUPDIR/$TYPE/$SW" 
# wait for a second for tftp udp packets to finish gathering – make this longer if needed. 
sleep 1 
snmpset -v 1 -c $COMMRW $SW .1.3.6.1.4.1.9.9.96.1.1.1.1.14.$RAND i 1 
fi 
#wait after each switch/router cycle is complete to give I/O enough time to flush 
sleep 2 
done 
#Finished backups now change it backup to world readable or stricter if needed. 
chmod 444 /tftpboot/AccessNetwork-Backups/$TYPE/* 
# Send audit changes on all switches as email to networkers@localhost  
diff -c -I'^ntp' -I'^!' /tftpboot/$BACKUPDIR/$TYPE.OLD /tftpboot/$BACKUPDIR/$TYPE \ 
| mail -s "Switching/routing/AP Config changes last week $TYPE" \ 
networkers 
# This is the loop for switches and routers, the networks will get two emails one  
done 
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From: mcmaster@xxsi 
Message-Id: <200702180832.l1I8WZ4b029646@xxsi> 
To: alladmins@xxsi 
Date: Sun, 18 Feb 2007 03:32:35 -0500 (EST) 
Subject: Switching/AP Config changes last week CSO 
 
diff -c -I^ntp -I^! /tftpboot//AccessNetwork-Backups/CSO.OLD/CSO-002-031-20 
/tftpboot//AccessNetwork-Backups/CSO/CSO-002-031-20 
***  /tftpboot//AccessNetwork-Backups/CSO.OLD/CSO-002-031-20   Sun Feb 11 03:00:12 
2007 
--- /tftpboot//AccessNetwork-Backups/CSO/CSO-002-031-20   Sun Feb 18 03:00:13 2007 
***** * ** * ** * ** *  
** *  257,262 ****  
--- 257,263 ---- 
  logging facility local3 
  logging 152.13.12.1 
  logging 152.13.12.2 
+ logging 152.13.12.25 
+ snmp-server community public RO 
+ snmp-server community private RW 
  snmp-server system-shutdown 
#EOM EndofMail 
 
 

�
�

7.  TAKE IT FURTHER. 

"The superior man, when resting in safety, does not forget that danger may come. When 
in state of security he does not forget the possibility of ruin. When all is orderly, he does 
not forget disorder may come. Thus his person is not endangered and his states and all 
their clans are preserved." -Confucius  (551 BC - 479 BC) 

4
�������
���;�����������������������

	�����
�
���	���������
�
	
���
�����������
�	������
������

�����	��
����	���

�

�
	�����
�
	
���
������
�����
���	
���
��	

�����
���������	��	���
��
	�����	�
�
��

	�	
���
��������

	��������
��<
��	����	��	�����������	�����
��������
���

���
����������
�
������
��
������	����

��
�

�5��
�

�

���

��������
��
����
��	
��6,4������������	�����
���� !��������
��
�����

���	���
�����
����
��	���
��
����	���29$��7���������
�
	�
��



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.
 70 

�	���
��
����������
�
7�
����	�����	�	8�	�

�����
�	
���
���
���
�����

�
�

?�	�������
�	
���
�����������
����
��

��	���
��
	�
�������������
�����
	����F��!���

��������


�����������
�	
���
���
��
��������
��
�����������	

������
��
�����������%
���������

���

���������������	��
�
��
�
�
��
������������	����������A�/������
��� �-����
�	����

	�
��	���


���	�������
���	���!
���
���
��
������
��������
���
�����
��
���
��

	�����
����
��	
������
�

��������������
����
	���
��

���
�
'B ��(�B. ��*/ ?��
��
�����
��	����	�����

7.1 Future networks need segmentation, authentication and 
authorization – HIPPA, FERPA, CLEA, PCI. 
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