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Assignment 1 — Security Architecture (25 Points)

Define a security architecture for GIAC Enterprises, a growing internet startup that
expects to earn $200 million per year in online sales of fortune cookie sayings, and which
has just completed a merger/acquisition. Your architecture must specify filtering routers,
firewalls, VPNs to partners, secure remote access, and internal firewalls. Be explicit about
the brand and version of each perimeter defense component. Produce a diagram or set of
diagrams with explanatory text that define how to use perimeter technologies to
implement your security architecture.

You must consider and define access for:
Customers (the companies that purchase bulk online fortunes);

Suppliers (the authors of fortune cookie sayings that connect to supply fortunes);
Partners (the international partners that translate and resell fortunes).

Required access for GIAC Enterprises to do business

Customers will connect to our secure GIAC Enterprises Web server for their online
purchase of fortunes and will also be able to send us email if they experience problems,
have any questions, etc. Our customers, as well as any untrusted users, will have HTTP &
HTTPS access to the Web server, SMTP access to the mail relay server, and DNS
resolution access to the ext-ext DNS server.

Suppliers (in addition to the untrusted user access) will have list and put access to their
individual directory of the FTP server via the VPN.

Partners (in addition to the untrusted user access) will have list and get access to their
individual directory of the FTP server via the VPN.

Employees will only have access to the devices that their job responsibilities require.
Telecommuters (any employee connecting from off site) will be required to connect
through the VPN Concentrator from a pre-configured PC that has up to date anti-virus
software, and an approved SOHO or host based firewall protecting it.
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Having good security requires that security be considered at all levels. A firewall will not
protect you against an internal user or even an external user that has compromised an
internal box. While I won’t go into detail on securing systems not required for this
assignment, I will mention a few security practices that should be followed...

SANS securing step-by-step, and other guides, will be used to create a security profile for
each type of system on the network. This will include setup of such things as anti-virus
software, running only needed services, using Tripwire, etc.

New patches and service packs will be tested and installed in a timely manner.

Security advisory email lists will be monitored such as; The CERT Advisory Mailing List
(www.cert.org), Bugtrags (www.securityfocus.com), Microsoft Security Notification
Service (www.microsoft.com/technet/security), Security Alert Consensus

(www.sans.org), etc.

Security related sites will be monitored such as; www.sans.org, www.searchsecurity.com,
www.securityfocus.com, www.cisecurity.org, www.attrition.org, etc.

All devices will have logging enabled, and if supported, will log to the syslog server.

An NTP server will be used to sync date and time on devices.

All users will have unique usernames.

Passwords must be a minimum of 8 characters in length and include upper case, lower
case, and numeric values. Passwords must be changed every 90 days and can not be
repeated. A password cracking program will be used on a regular basis to check
compliance.

Vendor default passwords must be changed to comply with the password standard.
Anytime a user leaves, be they fired or not, all passwords will be changed. An audit will
be done of the accounts on all devices (includes servers and workstations). A full port

scan of the entire network will be performed to check for back doors.

No modems will be allowed. Tonloc, TeleSweep Secure, or some other software will be
used to check compliance.

Only approved software will be installed on computers (no pcAnywhere, America Online
Instant messenger, ICQ, etc.).

All network communication will be done encrypted when possible (SSH instead of telnet,
etc.).
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A network wide port scan will be done on a regular basis to verify open ports are limited
to those that should be open.

All networking devices and servers are in secured rooms.

The security networking architecture

The Border Router is a Cisco 2621 running IOS version 12.1 and, with its ACL, will serve
as our first tier of defense. It is fast enough to handle a full T3 and has two 10/100
ethernet ports, which are required for this setup. The border router will block some basic
things such as spoofed IP addresses, telnet, SNMP, etc.

The VPN device is a Cisco 3030 VPN Concentrator running version 3.0.00 of the
software. This device will handle up to 1500 simultaneous connections and has a
throughput of 50 Mbps at 3DES-168 encryption. It can be upgraded to a 3060, which
supports speeds of 100Mbps at 3DES-168, if needed in the future. By using a dedicated
VPN device we lessen the load from the router or firewall that would have had to do it.
Also, with this configuration, incoming VPN traffic will have been decrypted before going
through the external firewall and therefore will be analyzed by the firewall. The VPN
gives us encrypted traffic to and from our partner and supplier’s networks as well as to
and from our remote employees connecting from home. My preference would be no
RAS but it is required in the assignment.

Switches are Cisco 3500 Series XLs. This gives us 100Mbps speed on the LAN as well as
room for growth. They are scalable, stackable and support Gigabit speeds.

There is an Intrusion Detection (IDS) appliance on each segment of the network.

The external firewall is a Checkpoint Firewall-1 running version 4.1 service pack 3. Itis
on a SUN E220R running Solaris 2.6. Firewall-1 gives us ease of management, high
configurability, OPSEC compatibility and stateful inspection. The E220R has dual
450Mhz Ultra SPARC-II CPUs, 4MB of E-cache, 2GB of ECC RAM and redundant
power supplies. Solaris 2.6 is extremely stable which is very important for an E-
Commerce business and can be a secure OS. This combination should give us a little
over 200Mbps throughput, which should be more than enough to handle our needs.
Firewall-1 sits between layers 2 and 3 and therefore looks at packets before they reach the
system’s OS. However, we will still harden the OS. The external, or parameter, firewall is
used to only allow incoming and outgoing traffic that is approved based on its source,
destination and service type.

The firewall protecting the corporate network is an Axent Raptor Firewall version 6.5. It
will also be on a SUN box running Solaris 2.6. It is being used for its application layer
protection and will serve as a proxy server and do NAT for the internal network. The use
of different types of firewalls creates a heterogenous environment increasing the level of
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security. As with the external firewall, the OS will be hardened.

The final firewall protecting internally sensitive servers, workstations, printers, etc. is a
SonicWall XPRS2 appliance. These devices are excellent for protecting departments
from employees who might be tempted to look for sensitive company information such
as payroll.

Screened network

Unless otherwise noted, all servers run a hardened Open BSD version 2.7 OS
The Ext-Int DNS server resolves public DNS address for internal users only.

The Ext-Ext DNS server is used by the outside world to resolve the addresses of our
public servers. It has only public server information on it.

All incoming and outgoing email will be relayed through the Antivirus/SMTP relay server
where it will be scanned for viruses using something like Trend Micro’s InterScan
VirusWall.

The public web server runs Apache SSL version 1.3.14. This is the server that our
customers connect to. This server works as a front end for the DBS server on the
corporate network.

The FTP server has a directory set up for each supplier and each partner and they are
limited to list/put and list/get access respectively in their own directory. Anonymous
access is disabled. This server also uses TCP wrappers to add an additional layer of
security.

Corporate network

Unless otherwise noted, all servers run a hardened Open BSD version 2.7 OS

The Int-DNS server contains internal DNS information for internal users only. All
external IPs are blocked from access.

The DBS server contains the database with fortune and customer information. The public
web server is the only IP outside the corporate network that can access this server. The
database is also encrypted and credit card data is deleted when no longer needed.

The syslog/NTP server is limited to syslog and network time protocol only. Network
devices (routers, switches, VPN concentrator, etc) and servers log to the syslog server and
do hourly time syncs to it. The reason you have all times synced to the same source is for
forensics. This way the times in the syslog for all devices are correct in relation to each
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other.
The backup server performs backups over SSH.

The internal SMTP server receives incoming mail from our SMTP server in the screened
network and sends all outgoing mail through the same.

All workstations will adhere to strict hardening procedures. As with servers, only needed

services will be loaded. All workstations must have antivirus software installed and
configured to auto update.

Internally sensitive network

Servers and workstations are inaccessable from outside this network. Outgoing
connections can be initiated but not incoming. They are hardened and have antivirus
software configured to auto update. Physical access is also controlled.

Architecture Summary

This architecture gives us multi-tiered network security, or defense in depth. A hacker
must get through several layers of security before getting to any servers with confidential
information. While nothing is fool-proof, when you take into account the hardened OSes
and things like the data on the DBS server being encrypted, it should prove to be a
challenge to any external hacker.
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Assignment 2 - Security Policy (25 Points)

Based on the security architecture that you defined in Assignment 1, provide a security
policy for AT LEAST the following three components:

Border Router
Primary Firewall
VPN

You may also wish to include one or more internal firewalls used to implement defense in
depth or to separate business functions.

By ‘security policy’ we mean the specific ACLs, firewall ruleset, IPSec policy, etc. (as
appropriate) for the specific component used in your architecture. For each component,
be sure to consider internal business operations, customers, suppliers and partners. Keep
in mind you are an E-Business with customers, suppliers, and partners - you MAY NOT
simply block everything!

(Special note VPNs: since IPSec VPNSs are still a bit flaky when it comes to
implementation, that component will be graded more loosely than the border router and
primary firewall. However, be sure to define whether split-horizon is implemented, key
exchange parameters, the choice of AH or ESP and why. PPP-based VPN are also fully
acceptable as long as they are well defined.)

For each security policy, write a tutorial on how to implement each ACL, rule, or policy
measure on your specific component. Please use screen shots, network traffic traces,
firewall log information, and/or URLSs to find further information as appropriate. Be
certain to include the following:

1. The service or protocol addressed by the ACL or rule, and the reason these services
might be considered a vulnerability.

2. Any relevant information about the behavior of the service or protocol on the

network.

The syntax of the ACL, filter, rule, etc.

A description of each of the parts of the filter.

An explanation of how to apply the filter.

If the filter is order-dependent, list any rules that should precede and/or follow this

filter, and why this order is important. (Note: instead of explaining order dependencies

for each individual rule, you may wish to create a separate section of your practical

that describes the order in which ALL of the rules should be applied, and why.)

7. Explain how to test the ACL/filter/rule.

kW
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Be certain to point out any tips, tricks, or "gotchas".

Border Router

This is not a complete router setup. Only the security configuration of the border router
will be covered.

Secure access to the router itself:

access-list 10 allow ip x.1.2.0 0.0.0.255 any log - access from our IP range only
access-list 10 deny ip any any log - deny and log

line vty 0 4 - virtual terminals O - 4
access-class 10 in - apply the access list in the direction specified

Log to the syslog server:

service timestamps log datetime msec - time-stamps log entries

no logging console - not needed & gets in the way
logging trap notification - level of events to log

logging facility locall - facility to use on syslog
logging x.1.2.133 - syslog server’s IP

Get time from the NTP server:

ntp broadcastdelay 10 - estimated delay in microseconds
ntp update-calendar - updates the date and time
ntp server x.1.2.133 prefer - NTP server’s IP

Encrypt passwords and set enable password:

service password-encryption - password encryption
enable secret XXXXXXX - MD5 hash on password

Stop some unneeded services from running on the router:

no service finger - shows users logged in

no cdp running - Cisco Discovery Protocol
no bootp server - bootp protocol

no ip source-route - used in some spoofing

These would be disabled if not off by default in IOS version 12.1:
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no ip directed-broadcast - used in smurf attacks

no service tcp-small-servers - stop chargen, discard, echo
no service udp-small-servers

no ip snmp - could give up configuration
no ip http server - not needed

To help protect the router from flood attacks we will use the following:
scheduler interval 500 - forces process-level task handling at least every 500 msecs

Globally created access list for incoming traffic on the external interface:

access-list 101 deny icmp any any - no ICMP
access-list 101 deny ip 0.0.0.0 0.0.0.0 any - invalid address
access-list 101 deny ip 10.0.0.0 0.0.0.255 any - private addresses
access-list 101 deny ip 127.0.0.0 0.0.0.255 any - loopback address
access-list 101 deny ip 172.16.0.0 0.0.15.255 any - private addresses
access-list 101 deny ip 192.168.0.0 0.0.255.255 any - private addresses
access-list 101 deny ip 224.0.0.0 31.255.255.255 any - multicast addresses
access-list 101 deny ip x.1.2.0 0.0.0.255 any - our IP addresses
access-list 101 deny udp any any eq snmp - no SNMP
access-list 101 deny tcp any any eq telnet - no telnet (use SSH)
access-list 101 permit ip any any - needed due to Cisco’s implicit deny

Access list applied to the interface:

interface serial 0/0 - our WAN link
ip access-group 101 in - applied to inbound

Globally created access list for outgoing traffic on the external interface:

access-list 102 permit ip x.1.2.0 0.0.0.255 any - our IP range only allowed out
access-list 102 deny ip any any log-input - logging includes MAC address

Access list applied to the interface:

interface serial 0/0 - our WAN link
ip access-group 102 out - applied to outbound
Test it

Telnet to the border router and other internal devices from an outside IP.
Perform an SMTP scan from outside.
Finger the border router.
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Ping an internal device from outside with a private IP address such as 192.168.3.3.
Ping an external device from inside with a private IP address such as 192.168.3.3.

Do a ping sweep of x.1.2.0.

Set the date and time incorrectly on the border router and see if NTP sets it correctly.
Check the syslog to see if the border router sent any data from these tests.

The DMZ Switch

The switch between the border router and the firewall is layer 2 and will not have a
management [P address. It is only manageable from the console.

VPN Concentrator

The Cisco 3030 VPN Concentrator can be set up via console or a web interface. The
complete setup of the concentrator will not be shown, only the security related LAN-to-
LAN and RAS setup. Below is a full screen capture of the web interface.

co Systems, Inc. ¥PH 3000 Concentrator Senes [gatekeeper] - Microsoft Internet Explorer

| Ele Edi Wiew Favoites' Took Help H R @ @ e e @ | B - Sp g |

|A£|dressl https: //x.1.2.35/access . himl j _-;fDEo | | Lirks é »

VPN 3000

Concentrator Series Manager

Loygged in:
Configuration | Administration | Monitoring
-HConfiguration : =
—nterfaces | ]
S ystem

Welcome to the VP 3000 Concentrator Senes Manager.
—FHrolicy Manadement

-ErAdministration v . 5 g

it esins In the left frame or the nawigation bar above, click the function you want:
——=Sottware Updste

——System Reboot + Configuration -- to cenfigure all features of this desice.

e o Adminstration -- to control adimmistrative funchions on this dewvice,

——tlonitoring Refresh . ] i 3 5
ST s Mlomtoring -- to view status, statistics, and logs on thiz device,

—EHFile Mansgement

J_"ertificate Management The bar at the top right has:
-=HMonitoring
—fioiding Table s Ilamn -- to return to this screen.
%mus s Help -- to get help for the current screen
| essione s Suppett - to access VPN 3000 Concentrator Series support and documentation.
L_Eeneral Statistics s Logout -- to log out of this session and return to the WManager logm screen.

Tnder the location bar in the upper right, these icons may appear. Click to:

Cisco Svstews  Save [0 - save the active confipuration and malce it the boot confipuration. —
s Save Needed B - as above, mdicating you have changed the actrve configuration.
i Dbl B Bl asesinsan . =l
|&] Dyerall Spstem Status [ 12 | ntemet o
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NOTE — Be sure to click on “Save needed” when finished in order to save your changes
to the configuration file.

Access Control

One of the first things we want to do is limit which IPs can access the web interface. In
the shot below a single IP is set up for group 1 access. We can have multiple single IPs as
well as ranges of IPs. This screen is found under Administration/Access Rights/Access
Control List/Add.

Add a manager address to the access list.

IP

" fass 12,123

The mask specifies the part of the address to match, Tze
IP Mask IEEE.EEE.EEE.EEE 255,255 255,255 to match the whole address. Uze
0.0.0.0 to match any address.

& Group 1
(TetSec)

' Group 2 {config)
' Group 3 (isp)

0 Group 4 (mis)
' Group 5 (user)
' Mo Access

Add Cancel |

Access
{Group
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SSL

Next we set the level of SSL encryption to use. Here it is set at 3DES-168/SHA which is
the strongest option. SSL Client Authentication is enabled. This requires a personal
certificate on the browser and a trusted certificate on the concentrator. The default SSL
version setting “Negotiate SSL V2/V3” is used. This will accept V2 only if the client
can’t use V3. The strongest Generated Certificate Key Size of 1024 is used. This screen
is found under Configuration/System/Management Protocols/SSL.

Configure 551

Iyou chick Apply, vou will break vour HTTP/HTTE S connection to this dewvice,
and yvou will hawve to restart firom the login screen.

M RC4-128MdD5
. WMZEDEZ-168/ZHA Check the encryption algorithrns to
Encryption : )
Piotuinks [N DES-56/3HA enable. Unchecking them all disables

M EC4-40/MD5 Export SaL.
[N DES-40/5HA Export
Check to enable client authentication.
Client . Clent authentication recuires an installed
Authentication Certificate Authonty and a personal
certificate installed i your browser.

=elect the 351 version to use. Using a
251 V2 Hello prowides compatibility

with most browsers.

te S5l % eA

aaLl Version |{REREUECES

Generated ; :
Certificate Key I 102461 FSA Key 5] Selttct the key size used in the generated
Size certificate.
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General Security settings

NTP — The Sync Frequency is set to every 60 minutes in
Configuration/System/Servers/NTP/Parameters.

Configuration | System | Servers | NTP | Parameters

Configure NTP synchronization frecuency.

Sy1C |EEI {rinutes) Enter the frequency to poll the HTT

Frequency SEIWETS.

apply | Cancel |

The IP address for the NTP server (x.1.2.133) is set in
Configuration/System/Servers/NTP/Hosts/Add.

Configuration | System | Servers | NTP | Hosts | Add

2dd anew NTP host.

NTP Host Ix.1 2133 | Enter the hosthame or [P address of the TP zerver.

Add | Cancel |
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Syslog — The syslog server’s IP address, port number, and Facility to use are set in
Configuration/System/Events/Syslog Servers/Add. We are using the default port of 514.
Facility Local 2 is used for the VPN on our syslog server.

Add a syslog server.
Syslog |x1 2133 Enter the TP address or hosthame of the syslog
sServer' SETVEL.
Port |51 4 Enter the port used by the syslog server.
Facility ! L ocal 2 j =elect the syslog faciity tag for events sent to this
SEIVEL.
Add Cancel |
© SANS Institute 2000 - 2005 15

Author retains full rights.



Events — In Configuration/Systems/Events/General we set what events to log. We are
logging to a syslog server so we don’t need to Save Log on Wrap, nor do we care about
Save Log Format and FTP Saved Log on Wrap. We are not sending email alerts so we
have left the Email Source Address blank and have Severity to Email set to none. Syslog
Format is set to Original. This includes all the information we need on one line. Severity
to Log has been left at default. Console logging is also the default of 1-3 so that only
critical information is displayed. Syslog logging is set to 1-5 so that it includes
login/logout and above, but does not spam the syslog with useless information. We are
not using SNMP so Severity to Trap is set to the default of none.
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Thiz section lets wou configure default event handling.

Save Log on - Check to save the event log to a file on
Wrap wrap.
Save Log Format I kultiline _‘_'] =elect the format of the saved log files.
FTP Saved Log - Check to automatically FTP the saved log
on Wrap to aremote destination.
Email Source Enter the email address that appears in the
Address I From: field.
syslog Format | Original j =elect the format of Syslog messages.
ST T m Sele ot the range of severity values to enter
i the log,
Severity to I__, =elect the range of seventy values to display
Console 5 I8 of the console.
Severity to =elect the range of seventy values to send
I 1-5 vI
syslog to a syslog server.
; i =elect the range of seventy walues to send
) to Email I M 'I : ; i
Syemty o tm el wia etnail to the recipient lst.
SRR IWE:_, select the range of severity values to send

to an NP system.

IKE Proposal - IPSec negotiation begins with an Internet Key Exchange proposal. Based
on the accepted proposal, the tunnel endpoints are authenticated and IPSec security
parameters are negotiated. 3DES is the encryption algorithm and while it does not
prevent sniffing, it makes the sniffed data useless if strong enough. Hashes, such as MDS5,
are used to verify data integrity. IKE Proposals are made active or inactive and placed in
order of preference in Configuration/System/Tunneling Protocols/IPSec/IKE Proposals.
The proposals are used when the concentrator is acting as a responder and are checked for
compatibility in the order listed.
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Add, delete, prioritize, and confioure IKE Proposals.

=elect an Inactive Proposal and click Activate to make it Active, or click Modify,
Copy of Delete as appropriate.

=elect an Active Proposal and click Deactivate to make it Inactive, or chck Mowve Up
of Move Down to change itz priotity,

Click Add of Copy to add a new Inactive Proposal. IEE Proposals are used by Security
Associations to spectfy IEE parameters.

Active Inactive
Proposals Actions Proposals
IKE-3DES-SHA-DSA, << Activate IKE-3DES-MDE-RSA
IKE-3DES-MDE-DH1 IKE-3DES-MDE-RSA-DH1
IKE-3DES-MDE Deactivate =»
hlove Lp
Move Down
Add
Modify
(BT I

LAN to LAN VPN to partner and supplier

LAN-to-LAN VPN connections are set up in Configuration/System/Tunneling
Protocols/IPSec LAN-to-LAN/Add. Here we have the VPN connection to our partner
shown. The Name used is Partner. If we had more than one partner, we would want to
be more descriptive with our unique name in order to better distinguish them. The
maximum name length is 32 characters. The Interface to use is Ethernet 2, which is our
public interface. Peer is the IP address of the public interface of our partner’s VPN
concentrator. Because we are using a preshared key, we select none for Digital
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Certificate. Our Preshared Key is a 4 to 32 character alphanumeric word that serves as a
password when the connection is created. For Authentication we are using the default
ESP/MDS5/HMAC-128. Authentication is used to verify that a packet came from who we
expected it to come from. For Encryption we are using 3DES-168. This is the default and
is the most secure. Our IKE Proposal is IKE-3DES-SHA-DSA. This is not an active
proposal by default, but is very secure. It uses 3DES-168 for the encryption algorithm,
SHA/HMAC-160 for the authentication algorithm, DSA digital certificate for the
authentication mode and group 2 Diffie-Hellman.

Enter the name for this TAT-
to-LAN connection.

select the mterface to put this

Interface | Ethernet 2 (Public) -] LAN-to-LAN connection
o1l

Enter the IF address of the
Peer |x.1IZI.1III.3 retote peer for this LAT -to-
LAM commection.

select the Digital Certificate
to use.

MHame |Partn ar

Digital

Certiﬁl:atelNDnE iUze Freshared Keysjj

Enter the preshared key for
Preshared Key |s ecretpartnerkey this LA -ta-LATT
connection.

Specify the packet
Authentication I ESFMDEHMAC-1 28 j authentication mechamsm to
use.

Encryption [3DES-168 ] e il

mechatism to uze.

welect the IEE Proposal to
IKE Proposal | IKE-3DES-SHA-DSA =] use for this LAN-to-LAN

Connecton.

The next screen is a continuation from above. Network Autodiscovery is unchecked. It
would require RIP v2/v1 to be enabled on the private side of the VPN devices at each end
of the connection. Local Network is used to tell the VPN device what addresses we are
using. Our Local Network is our partner’s Remote Network and vice versa. You can use
a preconfigured Network List or you can enter a network address/wildcard mask. Here
we have our class C network address and a class C wildcard mask. To figure out a
wildcard mask from a subnet mask, swap the 0’s for 255’s and the 255’s for 0’s.
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Networlk - discover networles,

Autodiscovery Parameters helow are
ignored if checked.
Local Network
spectfy the local networl:
address list or the [P address

Metworl: List | Use IF Addressfildcard-mask beluwj sl e Rt e

LA -to-LAM connection

Note: Enter a wildceand

IP Address Ix.1 2.0 mask, which is the reverse
of a subnet mask. 4
wildcard mask has 1s m bat
positons to wgnore, Oz in bat
positions to match. For
Wildcard Masl [0.0.0.255 example,

10.10.1.0/0.0.0.255 = al

10.10.1.nnn addresses.

The next screen is a continuation from above. Remote Network is used to tell the VPN
device what addresses our partner is using. You can use a preconfigured Network List or
you can enter a network address/wildcard mask. Here we have our partner’s class C
network address and a class C wildcard mask.

© SANS Institute 2000 - 2005 20 Author retains full rights.



Remote Network

spectfy the remote networls
address st or the IP address
and wildcard mask for this
LaM-to-LAMN connection.

Network List [ Use IP Addresspildcard-mask below » )

Note: Enter a wildcand

IP Address [x10.10.0 mask, which is the reverse
of a subnet mask. &
wildcard mask has 15 m bit
positions to ignore, 0z in it
positions to match. For
Wildcard Mask’D.D.D.EEE example,

10.1001.0/0.0.0 255 =all

1010 1 00 addresses.

Add | cancel |
Supplier

The supplier VPN is set up in the same manner but with their information replacing our
partner’s information. Name is supplier, Peer is x.20.20.3, Preshared Key is
secretsupplierkey, and Remote Network IP Address is x.20.20.0.

RAS

There are several options that can be used for assigning IPs to our remote users. We are
using an internal address pool. The IP address given to each user for each session is
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recorded in the syslog, as well as login and logout times, for accountability. This is set in
Configuration/System/Address Management/Assignment.

This section presents Address Aszsionment options. Each of the following methods are tned,
mn order, until an address 15 found.

Check to use the IP address supphed by the chent. This
can be overndden by user/oroup confiouration.

Use Address from Check to use an IP address retrieved from an
Authentication Server authentication server for the chent.

Use DHCP ™ Check to uze DHCF to obtain an IF address for the

chent.

Checl to usze internal address pool configuration to
obtain an IF address for the client.

Use Client Address [

Use Address Pools ¥

Apply Cancel

Set in Configuration/System/Address Management/Pools/Add, Range Start is the first IP
address in the pool and Range End is the last.

Add an address pool
Range Start Ix.1 238 Enter the start of the IP pool address range.
Range End Ix.1 262 Enter the end of the IP pool address range.
Add Cancel

The Base Group contains the default settings for all groups and users. Its parameters are
set in Configuration/User Management/Base Group. Under the General tab we allow
access at any time by choosing —No Restrictions- for Access Hours. Simultaneous
Logins is set to the default of 3. A Minimum Password Length of 8 is set, which is also
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the default. We don’t check Allow Alphabetic-Only Passwords. This would violate our
password policy. Idle Timeout is set to 30 minutes. Maximum Connect time is set to 0

which gives unlimited connection time. Filter is left at the default of —None-.

General i

P e
M ﬂ'i::u;‘

IFaeC

A
~ PPTP/LZT|

»
S e L A

D

{zeneral Parameters

Attribute

Access Hours

Value
I—ND RFestrictions- 'I

Description

Zelect the access hours for this group.

Siilianeons Logins I3 t:Elntnar the .nmn.ber of simultaneous loging
or ugers in this group.
MMinimum ].:"assvurmrdllB Enter ﬂle nmmnum password length for
Length users mn this group.
Allow Alphabetic-Only O Check to allow alphabetic-only
Passwords passwords for users i this group.
Idle Timeout |3EI {rinutes) Enter the idle timeout for this

Jeidelbi sk

Maximum Connect
time
Hilter

[0

I—Nnm:!— *I

{minutes) Enter the masmmum connect
tine for this group.

Selent the filter azsiened to thiz oronn

The next screen is a continuation from above. Primary DNS is set to our Ext-Int DNS
server. Secondary DNS and WINS servers are left blank. SEP Card Assignment is set to
the default of all four Scalable Encryption Processing modules. Tunneling Protocols is set
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to use IPSec only.

Pri Enter the IP address of the primary
sy S Iﬁ i DI server for this group.
Enter the IF address of the second
Secondary DNS|| DNS server ay
Pri WIN Enter the [P address of the prumary
Y S|| WIS zerver for thiz group.
Secanian wsll Enter é:h:eieiddress of the secondaty
: W ZEP 1 ¥ SEP 2 |Zelect the SEP cards this group can be
SEP Card Assignment ¥ SEP 3 SEP 4 lon
[T PFTP
imneling Provocols [ LZTP welect the turm.ehn\g protocols this group
W IPZec can connect with,
[T LZTF over IPSec

IPSec parameters for the Base Group are set under the IPSec tab. The IPSec Security
Association is set to ESP/IKE-3DES-MDS5. IKE tunnel authentication is MD5/HMAC-

© SANS Institute 2000 - 2005 24 Author retains full rights.



128, IPSec authentication is ESP/MD5/HMAC-128, and both IKE and IPSec are

encrypted with 3DES-168. Tunnel Type is set to Remote Access. We take the default of
not locking users to the group. Authenticating is set to Internal. Mode Configuration is
checked to enable the VPN concentrator to send several configuration parameters to the

client.

IPSec Parameters

Attribute

Value

Description

IPSec SA

ESF/AKE-3DE S-hd015

melect the [PSec
Security Association
assigned to this group.

Tunnel Type" Remote Access x|

melect the type of tunnel
tor this group. Update
the Eemote Access
parameters below as

needed

Remote Access Parameters

Group Lock

.

Locl: the uzers into this
oroup.

Authentic atiun" Internal - I

—elect the authentication
method for users m this

oo,
Check to use IMode
Confguration for users
Mc!de 73 of this group. Update
Configuration

parameters below

checlked.

The next screen is a continuation from above. We can set a banner that is displayed
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when the user logs in. It is limited to 128 characters and should be approved by the legal
department. We obviously don’t Allow Password Storage on Client. Split Tunneling
Network List is set to the default of —None- to disable it. While split tunneling eases the
load on the concentrator and PC by allowing traffic meant for other networks to go out
unencrypted and by way of their normal route, it lessens the level of security. Default
Domain Name is giacenterprises.com. [PSec through NAT is enabled to allow people
running things like linux masquerading boxes at home to connect. We are not using
PPTP/L2TP so we don’t need to set any parameters under that tab.

Enter the banner for this
Banner o
|-
Allow Password Check to allow the
Storage on| ™ [PSec client to store the
Client password locally.
. . =elect the Metworl: List
Split Tl]IIIlE]lFlgll —Mone— 'I to be used for Split
Metwork List Tunneling
. Enter the default doman
Defanlt D;ﬂllgiacbnterpriaes.cum natme given to users of
this group.
Check to allow the
IPSec through & [PZec client to operate
NAT through a firewall using
MAT wia UDP.
Enter the TTDP pott to
IPSec 1:11.1‘||.'n1gh|1DDDE| ke used for IPSec
AT UDP Port through AT (4001 -
A97517
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Groups are used to simplify management of users who have the same access
requirements. Rather than setting parameters for each individual user, they are set in a
group and the users are added to the group. Groups are created in Configuration /User
Management/Groups/Add. Under the Identity tab we set the Group Name to giac_users.
The Password needs to meet our password policy listed earlier. Type refers to where
authentication is done. Ours is Internal. The client software must be configured with a
valid group name and password before the concentrator will even request the username
and password.

Configuration | User Management | Groups | Add

This section lets you add a group. Check the Inherit? box to set a field that you want to
default to the base group value. Uncheck the Inherit? box and enter a new value to
override base group values.

Identity General  PPTP/L2TP
Identity Parameters
Attribute Value Description
%:EE Igial::_users Enter a unigue name for the group.

Pas mrdll""“""“""‘““"‘

Enter the password for the group.

Veﬁfy""“’“‘““*"“’““

Werify the group's password.

Type" Internal *I

External groups are confipured on an external
authentication server (e.g. EADIUS). Mfernal groups
are configured on the VP 3000 Concentrator
=enes's Internal Database.

Add

Cancel |
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Under the General tab we find similar configuration options as under General in the Base
Group. By checking Inherit, we have accepted the same settings as in the Base Group. If

we wanted to change one, we would uncheck Inherit and enter the needed Value.

TTncheck the Inherit? box and enter a new walue to overnde base group values.

General ~  IPSec  PPTP/LZTP
General Parameters
Artribute Value Inherit? Description
Access HD'I]I'S"‘NEI F{estrimiuns—j v SEIEI.:t L ST T
to this group.
Enter the number of
Simultaneous I.ug;ins"3 W |simultaneous loging for this
croup.
MMinimum ].:"assvurmrl:'l"B IF Enter the nummmn password
Length length for users m this group.
Allow Alphabetic- - o Enter Wh&th&f to allow
{nly Passwords alphabetic-only passwords.
Idle Timeout |3EI & {rm'nu?:e s) Enter the idle timeout
for thiz oroup.
MMaximum Cumfe ct ID & {titte s).Enter the. A
Time connect tirne for this group.
Filter I—Nnne— j IF Enter the filter assigned to this
croup.
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As with the General tab, under the IPSec tab we find similar configuration options as
under IPSec in the Base Group. By checking Inherit, we have accepted the same settings
as in the Base Group. If we wanted to change one, we would uncheck Inherit and enter
the needed Value.

TTncheck the Inherit? box and enter a new value to overnde base group values.

_ General ~ PPTPL2TP

IPSec Parameters
Attribute Value Inherit?| Description

select the
croup's [PSec
SECUMY

Azzociation,

=elect the type of]
tunnel for this
eroup. Update
Tunnel Type" Remote Access j W |the Remote
Lccess
paratneters
kelow as needed

IPSec SA|[ESP/KE-SDESMDS =] ¥

Eemote Access Parameters

Locl: users mto
this group.
=elect the
PR | r— | —  lauthentication

Group Lock| [T 4
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Users are added in Configuration/User Management/Users/Add. Under the Identity tab
we set the User Name, Password, Verify password, and Group. For some users, we
might want to set a specific IP address. Each time the user logged in, they would get the
same IP. For most users we will leave this blank. By not specifying an IP address, the
user will get a random IP from the pool. This gives us more efficient use of our IP space
as not everyone will be logged in at the same time and we still have accountability due to
our logging. Subnet Mask only needs to be set if [P Address is.

Configuration | User Management | Users | Add

This section lets you add a user. Uncheck the Inherit? box and enter a new walue to
overnide group values.

Identity General PPTP/L2TP
Identity Parameters
Attribute Value Description
User Namell..ln:uhn.DDe Enter a unique user name.
Password I , Enter the user's passworc.i. The password must satisfy
the oroup password requirements.
Wertly the user's password.
r Enter the group to which this user belongs.
IP Addressll Enter the P address assigned to thiz user.
Subnet . :
Mask I Enter the subnet mask assigned to this user.
Add | cancel |
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Under the General tab we take the Base Group defaults by checking the Inherit boxes.

D

General

General Parameters

Attribute Value

Inherit?

Description

=elect the access hours assizned to

Access Hours I—ND Restrictions- *|| © FE—
Simultaneous I3 = Enter the nurmber of sinultaneous
Logins logins for this user.
Idle Timeout |3EI o (@nute g} Enter the idle timeout for
this user.
MMaximum Connect ID o {minutes) Enter the mastmum
Time connect tine for this user.
Filter I—Nune— *I ¥ |Enter the filter assigned to this user.
SEP Card| ¥ SEF 1 ¥ SEF 2 IF Zelect the SEF cards this user can
Assignment| ¥ SEP 3 W SEP 4 be assigned to.
[T FPTP
Tunneling{ [ L2TF P =elect the tunneling protocaols this
Protocols| ¥ IPSec user can connect with,
[T L2TF over IP3ec
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As with General, under the IPSec tab we take the Base Group defaults by checking the

Inherit boxes.

Configuration | User Management | Users | Add

This section lets vou add a user. Uncheck the Inherit? box and enter a new value to

overnide group values.

Identity General IPSec PPTP/L2TP
IPSec Parameters
Attribute Value Inherit? Description

=elect the IPSec Security

on Client

IPSec SA" ESFAKE-3DES-MDOG =l ®  |Association assigned to this
user.
Store Password Checl to allow the IPSec
[ W lchent to store the password

locally.

Add Cancel
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VPN Client Software

Client software is required to connect to the Cisco 3000 series VPN Concentrators. A
configuration file can be created and used with the setup program to make installation
simple.

Note — Be sure to set the MTU to 1400 or below or they will not be able to connect.
To get connected users just start the client, click on connect, and enter their username and
password when prompted. They will then have an encrypted tunnel from their PC to the

external interface of the VPN concentrator and an IP address from the VPN
concentrator’s pool. All traffic will go through this tunnel if set up as specified.
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i) Cizco Systems YPN 3000 Chent

Cisco SvsTems

Connection Entry:
GlIALC Enterprizes i

Mew... Ophiong

Host name or [P address of remote server:
w.1.2.66

LCloze

External Firewall

Before setting up the rulebase on the firewall, we must know who needs access to what
and from where. This will require input from the other departments to get it right.
Security and customer access need to be the top two priorities.

TIP — A good firewall policy blocks everything that is not explicitly allowed.

Check Point Firewall-1 formats its rules as Source, Destination, Service, Action, Track,
Install On, Time, and Comment.

Source is the initiator of the connection. It can be a computer, network, router, etc.
Destination is the desired connection end point. It can be a computer, network, etc.
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Service is the protocol and port of the Destination. It can be ICMP, TCP, UDP, etc.
Action is what is to be done with the packet. It can be accept, drop, reject, encyrpt, etc.
Track is used for logging or alerting. It can be blank (no logging), short, long, etc.
Install On is used to tell where this rule is enforced. It can be gateways, destination, etc.
Time is used to set the time this rule is enforced. It can be set for time and day.
Comment is a text field that can be used to help explain the rule.

TIP — If you have more than one person editing the rulebase, have each person include
their name, or initials, and the date in the comment field whenever they make a rule
change.

Here is an access list to base the external firewall’s rulebase on:

No one remotely accesses the firewall. This is known as the stealth rule and should
almost always be first.
Source = any, Destination = CPFirewalll, Service = any, Action = drop, Track = long.

For all our rules: Install On will be gateway, Time will not be set, and Comment will be a
text description of the rule with the installer’s name and the date.

TIP — It’s generally better to use drop rather than reject. It gives a hacker less
information.

Everyone should be able to access the web server via HTTP and HTTPS (ssl).
Source = any, Destination = web server, Service = HTTP & HTTPS, Action = accept,
Track = long.

Everyone should be able to access the external-external DNS server for DNS resolution.
Source = any, Destination = ext-ext DNS server, Service = UDP 53, Action = accept,
Track = long.

NOTE — While domain name resolution requests are generally UDP, they are not always.
By limiting this to UDP port 53 we are taking a chance on blocking a customer from
resolving our domain name. However, the percentage is quite low and we can have the
few (if any) that can’t, use the IP Address of the server. If this becomes a problem, we
might have to open this up to TCP port 53 as well. The DNS servers should be set up to
control zone transfers in either case.

The external-external and external-internal DNS servers need to get out to the internet for
DNS resolution.

Source = ext-ext & ext-int DNS servers, Destination = any, Service = UDP 53, Action =
accept, Track = blank. We are not logging most outgoing traffic. We can use content
security software such as Surf Control or Web Sense on the corporate network firewall.

Internal users should be able to get out via web, FTP, and ssh.
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Source = GIAC corp & screened networks, Destination = any, Service = HTTP, HTTPS,
FTP, & ssh, Action = accept, Track = blank.

Everyone should be able to send us email via our email relay/antivirus server.
Source = any, Destination = SMTP relay server, Service = SMTP, Action = accept, Track
= long.

Our email relay/antivirus server should be able to send email out.
Source = SMTP relay server, Destination = any, Service = SMTP, Action = accept, Track
= long.

Our partner and supplier should be able to get to the FTP server.
Source = partner & supplier networks, Destination = FTP server, Service = FTP, Action =
accept, Track = long.

RAS users should be able to get in via SSH.

Source = VPN network, Destination = any, Service = ssh, Action = accept, Track = long.
While all RAS communications are encrypted due to the VPN, the users must use SSH
because telnet is not allowed on any device.

RAS users should be able to access the external-internal DNS server for DNS resolution.
Source = VPN network, Destination = ext-int DNS server, Service = UDP 53, Action =
accept, Track = blank.

The border router and VPN concentrator should be able to use the Syslog & NTP server.
Source = border router & VPN concentrator, Destination = Syslog/NTP server, Service =
NTP & syslog, Action = accept, Track = blank.

Nothing else should be allowed, therefore it should be dropped.
Source = any, Destination = any, Service = any, Action = drop, Track = long. This is the
clean up rule and it is logged.

TIP — As a general rule, have the most often used rules at the top of the rulebase. Once a
rule matches, the packet is acted upon and doesn’t have to be checked against the
remaining rules. This can lessen the firewall load.

Now that we have the access list, we can begin configuring the firewall.

When you install Firewall-1, be sure to check control IP forwarding. IP forwarding has to
be enabled on the system the firewall runs on. Once the firewall service is running, I[P
forwarding is controlled by the rulebase. However, during boot up, between the time the
TCP/IP stack starts and the firewall service starts, the server will forward all packets.
Also, if the firewall is down for some reason, you don’t want the network wide open to
attack.
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Network Objects

Firewall-1 requires that network objects be defined for our sources and destinations.
Using our access list, we can start creating our network objects. In the Policy Editor, click
on Manage/Network Objects. The first object we will create is the firewall object which
falls under the category of a workstation. From the Network Objects window, select
New/Workstaion.

Below we find a screen capture of the Workstation Properties window. Each network
object requires a unique name. This name should be descriptive enough so one can tell
what it is based on the name alone. The firewall’s external IP needs to be listed as the IP
Address for licensing reasons. The Comment should help identify the object. Color is
used to help pick out device types quickly. This helps when the network object list gets
long and when you have a large rulebase. Location is relative to the firewall. Type is
whether the object is multihomed (has more than one NIC or interface) or not. Host has
one while Gateway has more than one. Modules Installed is if this is a Check Point
Firewall-1 or Management Station for a Firewall-1.
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Workstation Properties

CPFirewalll
. [41.234 " Geta

LII—

I~ Rlejeelbyzie= | e T |

The other workstation objects that need to be created are:

Name IP Address  Color Location Type
VPN_Concentrater  x.1.2.35 maroon External Gateway
DNS Ext Ext Serv x.1.2.100 green Internal Host
DNS Ext Int Serv x.1.2.105 green Internal Host
SMTP Relay Serv x.1.2.101 green Internal Host
Web_Serv x.1.2.102 green Internal Host
FTP Serv x.1.2.103 green Internal Host
Syslog NTP Serv  x.1.2.133 green Internal Host
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Next we create the border router object. From the Network Objects window, select
New/Router. We are not going to set up the router ACL from the firewall so our router
object configuration is similar to a workstation object. The Name is Border Router. 1P
Address is x.1.2.33. Comment is Border Router. Type is the maker of the router. Our’s
is a Cisco. Color is maroon. Location is External from the firewall.

Houter Properties

ess:[11.2.33 |

IR T 5

I VRN e A st alEd
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Looking back at the access list, we still need to define the networks referenced. From the
Network Objects window, select New/Network. The first network we will define is
Named Partner Net. The IP Address is x.10.10.0. Net Mask is 255.255.255.0. Location
is External from the firewall. Broadcast is whether the broadcast address is considered
part of the network when an accept rule is applied. Broadcast is set to Disallowed.

Metwork Properties

General | MAT I

Marne;: |Fartner_MNet

P Address: [<10.10.0 Get addiess |

Met Magk: |£05.255.255.0

Comment: |Partner's Metwork Color: I- rI

— Location; — Broadcast:
" Intemnal @ Estemnal ‘ ‘t‘" Allowed * Dizallowed

Q. Cancel Help

The other network objects that need to be created are:

Broadcast

Name IP Address  Net Mask Location
Supplier Net x.20.20.0 255.255.255.0 External
VPN _DMZ Net x.1.2.32 255.255.255.224 External
GIAC Screened Net x.1.2.96 255.255.255.224 Internal

GIAC Corp_ Net x.1.2.128 255.255.255.128 Internal
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Services

Firewall-1 comes with many pre-defined services. The only service not found was SSH
(secure shell) so we need to add it.

Services

—Semnices:

Shiow: I.ﬂ"-"

icH
A SOLFCE-GUENCh

@ zginet
1,';'; aginet2
@ Streamwnorks

@ ayslog

L3 [KN

SR

T.120
Mew. . EEmmyE it
Cloge Help
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To add a service click on Manage/Services. This brings up the window as seen above.
Select New/TCP to get the window you see in the picture below, Name is ssh, Color is
green, Port is 22. We leave the rest of the settings alone.

TCP Service Properties

General |

M ame: |zzh

Comment: {Secure Shel

Color. | I ~|

Port: {22 Get

Source port range: to I

Frotocol Type: | Mone ;i
[ Fast Mode

_. ............ DK ............ ,_I Ean,:e| I HE_.lp

.................................

Rulebase

Now that we have our network objects and services all defined, we can start adding rules
to the firewall.

NOTE - Firewall-1 has an unseen last rule to drop everything. So, if the firewall is up
with no rulebase, it will drop everything coming and going. This unseen rule does not log.
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Still in the Policy Editor, click on Edit/Add Rule/Bottom. This will create a new rule with
default settings at the bottom of our current rulebase as seen below. Because the rulebase
is empty, it will become our first rule.

= pfw jacl - Check Point Pollcy Edllor

EFe U= BRT e W |

' ':.‘32-5-%3??@'-“55’?@’3'@-|ﬁ:.m333-.1'far§’ﬁ@"'5?.ﬁﬂ¢ﬁfﬂ1-:

m. Source ,Destinaﬁon[ Service [ Action | Track .'
- @ Ay !@ Ay ‘@ Ay ‘E drop ‘ Hﬁl Gateways I@ Ay | |

ForHelp, pressF1. Iephugiact Feadhiiie: HLiF D

Our first rule was no one remotely accesses the firewall. Source = any, Destination =
CPFirewalll, Service = any, Action = drop, Track = long, Install On = Gateways, Time =
any, Comment = The stealth rule.
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The Source will remain Any so we leave it alone. Right click in rule No 1’s Destination
field and choose Add from the menu that opens. This opens the Network Objects
windows as seen below. Find CPFirewalll in the list and double click on it. This changes
the Any that was there to CPFirewalll. Service remains as Any. Action remains as drop.
Track needs to be changed to Long so right click in the Track field of rule No 1 and select
Long from the menu. Install On remains as Gateways. Time remains as Any.

Comments need to be added so right click on the Comments field of rule No 1 and select
edit. In the box that opens type “The Stealth Rule. GPC 4/20/01” and click on OK.
Follow this same procedure for the rest of the rules.

Network Objects |

— Emizgting Objects:
Shows: I-ﬂ-"

[ CPFirewal

& DNS_Ext_Ext_Sery
} DS Ext_Int_Serw
=} FTP_Serv

i GIAC_Corp_Met

e GIAC_Screened_Met

L [l

L

i, Qlacenterprises. com

MHew... Hemove I Edit...

Cloze Help
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When all the rules have been added, it should look like this:

Tf' cpfwgiacl - Check Point Policy Editor
File Edit Wiew Manags Policy Window Help

HERko e 5850 08 fESSFegixm BEETR

_i:é Security Policy = Standard | E.'.ﬁddmss"[ranslétji:gh - Gtandard l

Source

I Destination [ Service

%‘ .Supplierjdet

5 o

@ Ay E CPFirerwvalll i@ Ay E_ ----- y drop
: LR b
@ Ay Wl Ser %msg | -accept
) sy | DS _Ext_Ext_Serv | (T, domain-usp acsept
E} DME Ext Ext S : |
G ot o DA & sonainice [ scce
B Glac_Corp Met £15) hitp
GlAEC Soreened, Met s Lk ttps e o
%' : e -@.ﬂ.ny %ﬂﬁ. ﬁ accept
@-ssh
&) sy SMTP. Relay_Sers | £} smitp ‘accept
5} TP _Relay Sere | ) Any e accept
%' R it L ETR Sery . accept

%‘ WR_DIZ Met

@ Ay

@ =zzh

"accept

S WPN_DMT_ et

: DHE_Ext It Sery

_@-dnmﬁmwp‘-

@ Ay

Far Hn:ll;r,.DD.E!SS' Ft

E’ Et!rqar_ﬁ';'-ftér : . ﬁ rﬂp —
] e _Concentrator 5B Syslog NTP_Sery @ L VY| accent
B) Any &) ey @ o

ichWg_i ac

{Feadfafite

[ NOM | y
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TIP — In order to make management easier, try to keep your rulebase under 30 rules.
Once it gets much more than that, it becomes easy to make a mistake and that could open
major holes or cause customers to lose needed access.

Implicite Rules

Firewall-1 has some other settings and implied rules that need to be considered also. In
the Policy Editor, click on Policy/Properties to bring up the Properties Setup window.
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Properties Setup .

SN D efender 1 LDAP 1 E nizryption ] ConnectContral 1
High&vaisbiity | IPPoolMAT |  Accesslists |  Desktop Securty |
security Palicy ] Services 1 Log and &lert ] Securty Servers ] Authentization ]
Apply Gateway Rules to Interface Direction: 1Either|:u:uunu:| ﬂ

TCP Seszzion Timeout: 135["] 3: Ceconds

V¥ Accept UDP Replies:

LDE Virtual Session Timeout: 40 - Seconds

[~ Enable Decryption on Accept

= |mplied Rulez
[ Accept VYPH-1 & Firewall-1 Contraol Connections: |:-..:: ¥
™ Accept BIF: ]First =]
[ fccept Domain Mame Dxer UDP [Queries): |First =)
[ Accept Domain Mame Over TCP [Zone Transfer]: JFirst =]
[T Accept ICMP: JEefnre Laszt ﬂ
[ Hccept Outgoing Packets Originating From G ateway: | =fore _._._]

[~ LogImplied Rules

[~ Install Security Palicy anly if it can be successfully installed an ALL
zelected targets.

B] Cancel Help

NOTE - Implied rules don’t show up in the rulebase by default so many people miss
them.

We need to decide where we want the rules applied. Our choices are inbound, outbound,
or eitherbound. Eitherbound has been chosen as it is a little more secure and it only adds
a small amount of load. We have more than enough processor power.
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TCP Session Timeout is left at the default 3600 Seconds. Accept UDP Replies remains
enabled. UDP Virtual Session Timeout is left at 40 Seconds.

NOTE - Although UDP is connectionless, Firewall-1 maintains a “virtual session” in it’s
state table so it can monitor the “connection”.

Enable Decryption on Accept is unchecked as we aren’t using the firewall for VPN. All
the Implied Rules are also unchecked. Accept VPN-1 & FireWall-1 Control Connections
is unchecked because we are only using the management concole on the firewall itself and
we don’t want the ports listening on the firewall. This is a dead give-away that it’s a
FireWall-1. The firewall has static routes so we don’t want RIP. DNS is controlled in the
rulebase and we don’t want ICMP.

TIP — If you are using FireWall-1, be sure to check these implied rules! The “first”, next
to the each DNS rule, means that they are checked before the rulebase. Any rule in the
rulebase about DNS won’t even get seen if these are enabled.

Accect Outgoing Packets Originating From Gateway is unchecked because no one should
be using the firewall for any reason axcept managing the firewall. When updates need to
be applied, we can enabled it for that short period of time. Log Implied Rules and the
Install Security Policy are both unchecked as we aren’t using any implied rules and have
only one Check Point FireWall-1 firewall.

Applying rules

Firewall-1 lets you verify the rulebase before installing it. While it won’t tell you if you
have a hole open, it is useful for finding logic errors. Click on Policy/Verify to check the
rulebase and save it. You should always verify the rulebase before installing it. Click on

Policy/Install to have the rulebase installed. The rulebase must be installed before it can
filter traffic.

Assignment 3 — Audit Your Security Architecture (25 Points)

You have been assigned to provide technical support for a comprehensive information
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systems audit for GIAC Enterprises. You are required to audit the Primary Firewall
described in Assignments 1 and 2. Your assignment is to:

1. Plan the assessment. Describe the technical appoach you recommend to assess your
perimeter. Be certain to include considerations such as what shift or day you would
do the assessment. Estimate costs and level of effort. Identify risks and
considerations.

2. Implement the assessment. Validate that the Primary Firewall is actually
implementing the security policy. Be certain to state exactly how you do this,
including the tools and commands used. Include screen shots in your report if
possible.

3. Conduct a perimeter analysis. Based on your assessment (and referring to data from
your assessment), analyze the perimeter defense and make recommendations for
improvements or alternate architectures. Diagrams are strongly recommended for this
part of the assignment.

Note: DO NOT simply submit the output of nmap or a similar tool here. It is fine to use
any assessment tool you choose, but annotate the output.

Planning

Before performing our primary firewall audit we need to know what is expected as far as
access to the firewall and through the firewall (both directions). The first part is easy - no
one should be able to access the firewall remotely and therefore few if any ports should
be listening. The second part is a bit more involved but can be worked out by looking at
the rulebase.

To test these expectations we will use Nessus and nmap. Nessus is a vulnerability
scanner that uses vulnerability plugins. These plugins are updated often and the new ones
can be downloaded from their web site at www.nessus.org. Some of the other benifits of
Nessus include: tests vulnerabilities on known and unknown ports, incorporates nmap,
has good reporting, and can even tell you how to fix some holes. Nmap includes stealth
port scanning and several other nice features and can be found at
WWW.insecure.org/nmap.

We could also use ISS Internet Scanner. It is commercial so we would incur additional
cost, but if this audit is going to be done often, it might be worth it.

Nmap Scans will be performed from every network (VPN/DMZ, screened, corp,
sensitive) to every other network that is on the other side of the firewall being audited. A
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scan will also be performed from the ISP coming in (we will of course have to work with
them on this). Nessus will be used from the VPN/DMZ network against all networks
behind the firewall.

The day and time for the tests is based on historically low traffic times and when we have
the necessary support people. We want as little effect on our customers as possible and
we need support people available incase a server is brought down, etc. We will not post
on the customer web page that we are doing this as we don’t want to give hackers that
information. However, our supplier and partner will be informed as to when this will take
place. Wednesday at 3:00am in the 3™ week of the month will be the start time and the
scans will continue until completed that morning.

All departments will be made aware of the audit and have people on call in case there are
any problems. A network engineer, firewall admin, and server admin will be on site.

Because this is a firewall audit, the firewall administrator will have the most time (besides
myself) invested. Someone from each area will have a couple of hours in the planning
stage and a couple of hours in the analysis stage. Those onsite during the tests will have
about 5 hours in the implementation stage. If a knowledgable outside consultant was to
do this, you’re looking at up to $5,000 depending on the regen.

The major risks involved and the reason adminstrators and engineers are on site is in case
a device is taken down by the tests. We want little or no customer down time.

Implementation

The first tests we will perform are running nmap from the ISP against the whole GIAC
Enterprises class C of x.1.2.0. The following command lines will be used:

nmap —sS —P0 —v x.1.2.0/24 >> sttcpisp.txt - tcp stealth scan no initial ping
nmap —sU —P0 —v x.1.2.0/24 >> updisp.txt - upd scan no initial ping
nmap —sP — PO —v x.1.2.0/24 >> pingisp.txt - ping scan no initial ping

This will create three files containing the data that will be analysed later. The data should
look something like this:

Host testbox.giacenterprises.com (x.1.2.x) appears to be up ... good.
Initiating SYN Stealth Scan against testbox.giacenterprises.com (x.1.2.x)
Adding TCP port 22 (state open).

Adding TCP port 7 (state open).

The SYN Stealth Scan took 33 seconds to scan 65535 ports.

Interesting ports on testbox.giacenterprises.com (X.1.2.x):

(The 65501 ports scanned but not shown below are in state: closed)

Port  State  Service

7/tcp  open echo
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22/tcp  open ssh
The same three commands will then be run from the rest of the networks in front of and
behind the firewall using apropriate network IPs and filenames.

The final test will be done using Nessus from the VPN/DMZ network going in through
the firewall. Below we see the NessusWX Windows client with our networks defined.
The client can be anywhere. It’s the server that the tests run from so it needs to be
temporarily connected to the switch in the VPN/DMZ network.

+# Meszuz Conszole Hi=] B3

File Server “iew Help

O X |2 =5 E

giac-corp . giac-screened  giac-vpndmz |:||:||
Digconnected |EIK o
Analysis

Analysis of the data consists of comparing what we got in our tests to what we expected
to get. If they are not the same, we need to look at the firewall rulebase and configuration
settings to see what needs to be changed. Also, the Nessus data may show us some holes
either in the firewall or on the systems behind the firewall that need to be patched.

Our SAMPLE nmap output from above shows that only two ports are seen as listening
from the network that we did the scan. Moving to another network could change that if
there is a firewall or router ACL between our testing server and the server being tested.
We expected to find 22/tcp (ssh) open but 7/tcp (echo) should not be. Now we know to
look for a service allowing echo. Once found, we disable it if it’s not required for some
other reason. If it is not possible to disable it on the box, we might need to block it
somewhere else, such as at a firewall or router. (The firewall would have blocked this but
it shows how some analysis could be done)

Another example is: lets say that our ping scan showed several systems behind the
firewall when performed from the VPN/DMZ network but not from the ISP. This would
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indicate that the border router was blocking the ICMP packets as it should but the firewall
was not. We would need to check the implied rules on the Firewall-1 firewall and verify
that Accept ICMP was not checked.

If any vulnerabilities were found from Nessus, we need to inform the appropriate people
so they will be fixed quickly. Nessus reports can be very helpful in patching systems.
They can be extracted to Adobe Acrobat (.pdf) format for easy viewing also.

We need to check the IDS, firewall log, and the syslog to make sure that we see the
activity from the tests. If we don’t, we need to make some changes. This is also useful in
showing us some things to look for in the logs that might indicate someone footprinting
our network or even attempting an attack on a system.
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Assignment 4 — Design Under Fire (25 Points)

The purpose of this exercise is to help you think about threats to your network and
therefore develop a more robust design. Keep in mind that the next certification group
will be attacking your architecture!

Select a network design from any previously posted GCFW practicial
(http://www.sans.org/giactc/gcfw.htm) and paste the graphic into your submission. Be
certain to list the URL of the practical you are using. Design the following three attacks
against the architecture:

1. An attack against the firewall itself. Research vulnerabilities that have been found for
the type of firewall chosen for the design. Choose an attack and explain the results of
running that attack against the firewall.

2. A denial of service attack. Subject the design to a theoretical attack from 50
compromised cable modem/DSL systems using TCP SYN, UDP, or ICMP floods.
Describe the coutermeasures that can be put into place to mitigate the attack that you
chose.

3. An attack plan to compromise an internal system through the perimeter system.
Select a target, explain your reasons for choosing that target, and describe the process
to compromise the target.

Note: this is the second time this assignment has been used. The first time, a number of
students came up with magical “hand-waving” attacks. You must supply documentation
(preferably a URL) for any vulnerability you use in your attack, and the exploit code that
you use to accomplish the attack. The purpose of this exercise is for the student to clearly
demonstrate they understand that firewall and perimeter systems are not magic “silver
bullets” immune to all attacks.

For this assignment [ have chosen Sinead Hanley’s design at:
http://www.sans.org/y2k/practical/sinead hanley GCFW.doc

This design uses a Cisco 1600 series border router and a ConCeal PC Firewall as the
perimeter firewall running on a Windows NT box. Not much information is given
concerning the internal systems but only Windows NT is mentioned so we will assume an
NT shop. It also uses static NAT on the firewall for the e-commerce servers. Below is the
diagram from this practical:
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Attack against the firewall

The firewall is a ConSeal PC Firewall. This is a host based packet filtering firewall. It
does not do stateful inspection. It may work okay as a personal firewall but it is not a
good choice to protect an e-commerce site.

A quick trip to http://www.candc1.com/conseal/knownissues.htm and we see that there
are two known issues that might affect this firewall. The first is that if the box goes into
sleep mode, the firewall may shut down. If sleep mode has not been disabled, we can get
through the firewall on just about any night or weekend for sure. There is a BETA patch
for this on the site.
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The second issue involves a conflict with Norton Anti-Virus, which is being used. Any
time the firewall is opened or closed, or if the computer is rebooted, ConSeal will freeze
for up to two minutes. During this time, the OS could still pass packets. If we caused the
box to hang, and hence, require a reboot, we could get through the firewall for a short
time unmolested and unlogged. We can acomplish this with a DoS attack as shown later.

The solution to this problem is setting Norton Anti-Virus to not scan the ConSeal

directories. This solution does not always fix the problem but should at least shorten the
duration of the freeze.

Denial of Service Attack

The router does not appear to block anything but private IP addresses. A smurf attack
could be used to overwelm the firewall and possibly cause it to hang. This would require
a reboot which, as mentioned above, would allow all traffic to go through the firewall
unchecked and unlogged for a time.

Setting no ip directed-broadcast at the border router would prevent this.

Another DoS attack that could work on the web server is a SYN flood. The firewall is not
stateful and can not protect the web server from this. A SYN flood is where you send a
bunch of SYN packets from spoofed IP addresses to the server. The server responds with
a SYN/ACK and waits for the ACK. The time it waits is generally a few minutes. If you
can send enough SYN packets to the server, it will run out of resources and crash. Even if
the server doesn crash, it should get to a point where it ignores new connection requests.

There isn’t much that you can do with this firewall to prevent this. You could reduce the
timeout on the server itself.

The following rules look like they allows pings both ways:

2 Ping others. Allow In Out All
Addresses 0.0.0.0 Ping Reply My Address
255.255.255.255 Ping Send Always 100 F
32 Allow ICMP Echo Reply Allow In
Out All Addresses 0.0.0.0 Ping Send My Address
255.255.255.255 Ping Reply Always 100 L

If this is the case, we have 50 compromised cable/DSL systems that we can use to launch
a ping flood attack using trin00 or Tribe Flood Network. If we don’t bring any systems
down, we will certainly clog up the incoming link so badly that no one will get through.

You could block ICMP at the border router or at the firewall, but with a small incoming
link, this isn’t going to prevent a large DdoS attack.
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Compromise an Internal System

Let’s say that our reconnaissance has shown that IIS is being used for their web server.
There are a couple of things that point to this being a good target (besides it being IIS):
“passwords must be at leasts six characters long” and “a username and password will
protect confidential information on the webserver”. CrackWhore (www.subreality.net) is
a nice little program that will brute force a webpage login. (The screen capture below has
been altered)

5:_, Crack Whore ¥2_2 - Compact Power edition
; | : e b fii
.t Dnt_u:up! =] Caonfig v| =] Passes rl Aftack| -I - Help v-!

Wordlist  Connection |

| ~] g |

Simultanenus connechions
st response |

Farced TimeOut fzec.]

Start at wiord #
—oas —- —Real-timeinio
Tries 0 I}

|gnare rediects.
Send hits to SubBeality.

L

Hits

|Last ST None

NOTE — Windows NT uses a 7 character hash for it’s passwords. Try running
LOphtCrack against an NT SAM file. The eighth character in any eight character long
passwords will be discovered quickly.

CrackWhore has a dictionary that can be used and works through a proxy server of your
choice so it is much harder to track back to the real sorce. You might want to pick a
proxy server in another country that uses a different language and is not on the best of
terms with us. That way they may not be too helpful to anyone investigating the crack
attempt.
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The fix for this is to use stronger passwords and not use just username password to get to
any confidential information. I also wouldn’t store it on the webserver.

A new attack that should work is SMBRelay. SecurityFocus has a write up on their
webpage about it. The following rule shows NetBIOS being allowed through the firewall:

45 TCP/IP Allow In Out
10.90.24.250 255.255.255.255 Temp. Range My Address
255.255.255.255 NetBIOS Always 100 * F

SMBRelay is a “man in the middle” attack that allows someone to hijack a connection. If
the account used on the hijacked connection is admin level, they now have admin rights!
All they have to do is create a few accounts of their own with admin privileges and they
can come back whenever. Another feature of SMBRelay is that it grabs the password
hashes. These can be used later by LOphtCrack (www.securitysoftwaretech.com/Ic3) to
crack the passwords.

The fix for this would be to block NetBIOS at the firewall. I’d also use NTLMv2 which
has 128bit keys and should stop this internally as well.

What if we didn’t know the architecture?

Although not technically required in this assignment, something else that should be talked
about is how an outside hacker would get architecture information on your network.

A good tool for this is Sam Spade (www.samspade.org/ssw):
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You start out running a whois against a domain name. You can then run ping, nslookup,
dig, traceroute, finger, scan address, crawl website. Other things you can do include zone
transfers and SMTP relay checks.

The basic procedure is to do a whois to get the DNS server names and addresses. You
then do an nslookup to get several (hopefully) publicly available server names. You
might try a zone transfer on the DNS servers. If it works, you should get a good list of
several if not all their servers and could even get the OSes on them if they entered that
information. By now you should have the general IP range for their network. Perform an
nmap stealth scan on the network addresses to see what you can find out. You might
even use the OS fingerprinting option.

Another thing that can be done is to telnet to a port. Try “telnet www.giacenterprises.com
80” and see what happens. It may just tell you which OS they are running...
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