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Assignment 1: GIAC Enterprises Security Architecture Overview

Information Requirements

GIAC Enterprises is a rapidly growing Internet startup company and as such has many
concerns and needs. One of the major overall concerns is security. With their business
being Internet based and starting out a small business, the need to get it right the first time
is weighing heavy on everyone’s mind. After all, this is the opportunity of a lifetime. It is
important to design a security plan that protects them now and allows for expansion in
the future. It is realized that initial costs may be high, but worth it in the long run. The
following areas were causes of concern: customer access; suppliers being able to drop off
their “fortunes for the future”; and their overseas partners who translate and then sale
their cookies.

GIAC Infrastructure

Information Gathering

It is very important that the very first thing done when designing anything is information
gathering. You have to understand and know the entire functionality of the system. If
you don’t know and understand this, chances are you will create a design that will not
meet the overall security needs of the company or provide them with a way to expand. In
essence, you will design yourself into a corner. Keep in mind the company hired you as
the security expert. While they may know the basics of what needs to be protected, they
are looking to you to validate this and ensure their company really is protected. The
following are a sample of key questions to ask:
1. What does the organizational chart of the company look like? Who needs to talk
to whom?
2. What is the current network design? What is already in place (servers, cabling,
fiber, routers etc.).
3. What do they expect to look like in the next five years? Expansion is inevitable,
and you need to know this to meet their growing needs.
These are only a few of the questions that need to be answered to provide them with a
secure system, capable of expanding. For the purposes of this exercise, these two
assumptions have been made:
1. Their small Internet business network will not meet the growing needs of the newly
merged Enterprise.
2. Expansion in the future is going to be at an explosive rate.

Overall Design

The following diagram in Figure 1 shows the overall network design with security features
implemented. Each of these features will be discussed later in greater depth. The design
was developed to meet the requirements of GIAC Enterprises and to allow for growth and
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were taken into consideration.

IP Addressing Scheme

The following addressing scheme will be used in this design. The routable IP addresses
are fictious.
Border Router:
External Interface: 153.27.210.10/24
Primary Firewall:
External Interface: 153.27.38.20/24
Internal Interface: 153.27.39.10/24
Suppliers Services Network: 172.16.20.5/24
Customers Services Network: 172.16.21.5/24
Corporate Internal Router:
External Interface: 153.27.39.15/24
U.S. Marketing Firewall:
External Interface: 153.27.39.25/24
Internal Interface: 172.16.22.5/24
International Firewall:
External Interface: 153.27.39.20/24
Internal Interface: 172.16.23.5/24
Server Firewall:
External Interface: 153.27.39.30/24
Internal Interface: 172.16.24.5/24

Components Used

Border Router

In order to assure customers have access to the web site, two different ISPs will be used.
One will be the primary ISP and the second ISP will be the backup. If one ISP goes down
for any reason, connectivity will be maintained through the second ISP. The following
diagram shows the two connections.

SumnitTi

Brand

Extreme Networks was chosen for the border router. In order to meet the growing needs
of GIAC Enterprises, Extreme Networks offers Gigabit throughput and implements layer
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2 and layer 3 capabilities at wire speed.

Version

The Summitli switch was chosen for the border router. It has many security features and
offers full layer 2 and layer 3 capabilities.

Implementation

The Summitli will be implemented using ACLs to help filter out the “bad” traffic and
help control access at a high level. It also utilizes RADIUS and SSH2 for added
management security and/or user authentication.

Primary Firewall

Brand

The Symantec Enterprise Firewall (formally Raptor) was chosen for the primary firewall.
It is a proxy firewall, with great flexibility to perform other functions.

Version

The version to be used is 6.5. This latest version not only provides the same great
protection and diverse functionality of the previous versions, but also improves upon the
GUI interface and makes managing and configuring easier.

Implementation

The firewall will be implemented using rules to control traffic in and out of the corporate
network as well as the services network. The proxy capabilities of the firewall will also be
used. The firewall will have four NICs installed in it: external, internal, suppliers’ services
network and customers’ services network.

Internal Router

Brand

Extreme Networks was chosen again for the internal router. Since Extreme Networks
offers Gigabit throughput and implements layer 2 and layer 3 capabilities at wire speed, it
also makes it the perfect internal router to handle the growing needs of GIAC Enterprises
corporate headquarters.

Version

The Summit7i switch was chosen for the internal router. It has many security features
and offers full layer 2 and layer 3 capabilities.

Implementation

The Summit7i will be implemented using ACLs to help filter out the “bad” traffic and
help control access at a high level. It also utilizes RADIUS and SSH2 for added
management security and/or user authentication. It also allows for easy expansion to

GIAC Enterprises Security Architecture
Page 8 of 56

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



meet the needs of GIAC Enterprises growing company.

U.S. Marketing Firewall

Brand

The Symantec Enterprise Firewall (formally Raptor) was chosen for the U.S. Marketing
firewall.

Version

The version to be used is 6.5. This latest version not only provides the same great
protection and diverse functionality of the previous versions, but also improves upon the
GUI interface and makes managing and configuring easier.

Implementation

The firewall will be implemented using rules to control traffic in and out of the U.S.
Marketing division. The proxy capabilities of the firewall will also be used. The firewall
will have two NICs installed in it an external and an internal interface.

International Firewall

Brand

The Symantec Enterprise Firewall (formally Raptor) was chosen for the primary firewall.
It is a proxy firewall, with great flexibility to perform other functions.

Version

The version to be used is 6.5. This latest version not only provides the same great
protection and diverse functionality of the previous versions, but also improves upon the
GUI interface and makes managing and configuring easier.

Implementation

The firewall will be implemented using rules to control traffic in and out of the
International Marketing Division. The proxy capabilities of the firewall will also be used.
The firewall will have two NICs installed in it an external and an internal interface.

Server Firewall

Brand

The Symantec Enterprise Firewall (formally Raptor) was chosen for the primary firewall.
It is a proxy firewall, with great flexibility to perform other functions.

Version
The version to be used is 6.5. This latest version not only provides the same great
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protection and diverse functionality of the previous versions, but also improves upon the
GUI interface and makes managing and configuring easier.

Implementation

The firewall will be implemented using rules to control traffic in and out of the server
farm. The proxy capabilities of the firewall will also be used. The firewall will have two
NICs installed in it an external and an internal interface.

Storage Area Network (SAN)

Brand

Dell was chosen as the SAN for its ability to provide back up capabilities and eliminate
the need for down time.

Version

The Dell PV660 DPE was chosen for the SAN. There will be two Dell 56F Fibre Channel
switches used and a Dell 136T Tape Library.

Implementation

The SAN will be implemented to provide redundancy security. All servers will have two
interface cards installed for the SAN. Each server will connect to each switch to ensure
the path is always present. The Suppliers Database, iPlanet Application Server and
Microsoft SQL Server will connect to the SAN. Security will be implemented by using
zoning and other features of the SAN.

VPN

Brand

The Symantec Enterprise Firewall also offers VPN capabilities and will be used as the
VPN device for the Suppliers and International partners.

Version

The version used will be 6.5 as mentioned above. This allows for multiple encryption
capabilities.

Implementation

The VPN will be implemented using filters and different encryption algorithms. The
ability for users in one department to safely VPN to another department as permitted and
with encryption provides for greater internal security. Rules will be used to control access
as well. The International Partners and suppliers will be using Raptor Mobile on their
laptops. Our International partners will be using Symantec Enterprise Firewalls as well.

Intrusion Detection System (IDS)

GIAC Enterprises Security Architecture
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Brand
Internet Security Systems (ISS) RealSecure was chosen as the IDS.

Version
The version to be used is 6.0.

Implementation

The IDS will be customized to each location for what it is to detect. The ability to tailor
the IDS makes it more effective for detecting malicious attempts or unauthorized network
usage. It will be implemented on each segment of the network (See Figure 1)

Access Methods

Customers

Customers will have access to only the web server. They will be coming in using HTTPS.
This will be enforced by rules set up on the firewall. They will access the web server and
using iPlanet’s e-commerce suite, will have a secure method of conducting business.

Suppliers

Suppliers will come in and access a secure web server, which will require them to
authenticate before gaining access. User accounts will be created and they will only see
their necessary information.

Partners

Partners will gain access by means of raptor mobile and a nested VPN tunnel to the
International Marketing Subnet. Any other access to other areas in GIAC Enterprises will
require authorization.

GIAC Enterprises Security Architecture
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Assignment 2: GIAC Enterprises Security Policy
Overview

Security Guidelines

The primary rule of thumb is to be secure enough to protect the company, but still allow
them to complete their mission. Only those protocols needed to complete the mission
will be allowed through. Customers will be allowed access only to the Customer services
network. Suppliers will be allowed into both the customer and the supplier services
network. Any access into GIAC Enterprises will be by means of a VPN and then only to
those resources that are required. Within GIAC Enterprises, access will be granted only
to those resources required by the employees. ENSURE NO MODEMS ARE
ALLOWED TO BE USED FROM INSIDE GIAC ENTERPRISES. If modems are
required it is by request and on a stand-alone machine. Modems introduce a backdoor
into a network.

Security Policies

Extreme Networks Switch Overview

The Extreme switches have two different ways of controlling traffic. Traffic can be
controlled with IP access lists and/or Routing Access Policies. QoS can also be
implemented in conjunction with these, but will not be address at this time.

IP Access Lists

IP access lists are created and assigned a name. You can create each list and then apply
the rules to it. Access lists are processed sequentially, however precedence numbers can
be applied which causes the access lists to be processed in order with the highest
precedence being 1. You can have precedence numbers from 1-25,600. The maximum
number of rules with precedence established is 255. Rules can be created that overlap if
using precedence numbers. HOWEVER, rules without precedence numbers that
overlap rules with precedence numbers with be discarded. To add a rule, you simple
have to assign a unique name and a precedence number if you are using them. To modify
an entry, you have to delete it and then retype it or create a new entry and delete the old.
It is important to note that a default rule has to be established for each access list to
govern what to do if it doesn’t match an entry. If there is no default rule and the
packet does not match an access list, the packet will be forwarded. Default rules
should be created last because you will lock your self out of the switch if you do not
have the correct access in first. This can be fixed with a reboot, however you will lose
all of your changes that have not been saved. ICMP packets can have access lists, but
only are effective if used in conjunction with routing access policies.

Routing Access Policies
Routing access policies are used to control what the switch passes. You have the option
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of three types of profile modes: permit, deny and none. Permit allows you to enter any
permit operation. Any operation not found on this list is denied. Deny allows any deny
operation. Any operation no found on this list is permitted. None allows a combination
of both permit and deny. Any operation not found on this list is denied. There is no need
for a default profile due to the nature of the routing access profile. Sequence numbers can
also be used with each profile entry.

Border Router

This device is not the primary source of security and will not be used as such. Its purpose
is to help filter out blatant network traffic, known security vulnerabilities and noise that
should not be there. The border router will be configured using ACLs to determine how
to handle traffic coming into the switch. Only those protocols required will be allowed
through. All private IP addresses will be denied. The only IP address allowed to be
routed to will be that of the Primary Firewall. Any unnecessary network traffic noise will
be filtered out. Any IP address, in the future, determined to be performing questionable
activity will be denied access. All ICMP packets coming into the switch from the ingress
port will be controlled on a needed basis. You can allow or deny what you want based on
an ICMP type and code of 0-255. The switch will also be configured to disable any
access to it except for direct connection. The Extreme Networks line of products
configures the same across the board for all devices running the same version code.

Services and Protocols

The protocols that will be allowed to pass to the GIAC Enterprises primary firewall will be
further defined in the implementation section.

ACL Implementation

The following shows the commands to implement the above security policy. Remember,
do your default rules last and save your configuration. Figure 2 shows the actual
implementation if you were to configure the device. Only a few of the commands are

shown, just to give you an idea of Extreme Network’s EPICenter.
Figure 2
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To create your security configuration for access control, use the following
commands:

Create access-list denyTelnet 23 tcp dest 153.27.38.20/32 ip-port 23 source
any ip-port any deny ports any precedence 100 log
(Denies any telnet session to the firewall’s external interface and logs it)

Create access-list denyFTP 21 tcp dest 153.27.38.20/32 ip-port 21 source any

ip-port any deny ports any precedence 200 log
(Denies any FTP sessions to the firewall’s external interface it and logs it)

Create access-list denyRTR ip dest 153.27.210.10/32 ip-port any source any

ip-port any deny ports any precedence 300 log
(Denies any attempt to connect to the router and logs it)

Create access-list denyPing icmp dest 153.27.210.10/32 source any type 8
code 0 deny
(Denies any attempt to ping the router. You cannot set a precedence on ICMP)

Create access-list denyPrivate 10TF tcp dest any source 10.0.0.0/8 deny
precedence 20
(Denies tcp from private addresses)

Create access-list denyPrivate 10UF udp dest any source 10.0.0.0/8 deny
precedence 21
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(Denies udp from private addresses)

Create access-list denyPrivate 172TF tcp dest any source 172.16.0.0/12 deny
precedence 22
(Denies tcp from private addresses)

Create access-list denyPrivate 172UF udp dest any source 172.16.0.0/12 deny
precedence 22
(Denies udp from private addresses)

Create access-list denyPrivate 192TF tcp dest any source 192.168.0.0/16 deny
precedence 23
(Denies tcp from private addresses)

Create access-list denyPrivate 192UF udp dest any source 192.168.0.0/16
deny precedence 24
(Denies udp from private addresses)

Create access-list denyPrivate 10TT tcp dest 10.0.0.0/8 source any deny
precedence 25
(Denies tcp from private addresses)

Create access-list denyPrivate 10UT udp dest 10.0.0.0/8 source any deny
precedence 26
(Denies udp from private addresses)

Create access-list denyPrivate 172TT tcp dest 172.16.0.0/12 source any deny
precedence 27
(Denies tcp from private addresses)

Create access-list denyPrivate 172UT udp dest 172.16.0.0/12 source any deny
precedence 28
(Denies udp from private addresses)

Create access-list denyPrivate 192TT tcp dest 192.168.0.0/16 source any deny
precedence 29
(Denies tcp from private addresses)

Create access-list denyPrivate 192UT udp dest 192.168.0.0/16 source any deny
precedence 30
(Denies udp from private addresses)

Create access-list allowFW ip dest 153.27.38.20/32 source any permit ports
any precedence 500
(allows all other IP traffic to pass to the firewall)

2. Create the default rule for each of the following: IP, TCP, UDP, and ICMP as
needed:

Create access-list denyFW ip dest 0.0.0.0/0 source 0.0.0.0/0 deny ports any
(Denies traffic, other than to the firewall. Remember this is the default rule, do not

GIAC Enterprises Security Policy
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set the precedence)

Test Procedures

The ability to test and ensure it does what is has configured to do is simple and
straightforward. The access list is not large. You can take a machine outside the primary
firewall, and after receiving permission to test the configuration, make attempts do the
following:

1. Ping the router
Ping the firewall
Telnet into the firewall
Telnet into the router
FTP into the firewall
FTP into the router
Attempt any connection into the router
Plug directly into the router and use Nmap or some other tool that will generate IP
address and generate those private IP address denied by the list and ensure they
are denied
9. Attempt to pass other normal traffic through the router and ensure it is routed

PN RN

Primary Firewall

Services and Protocols

Only those services and protocols that are needed will be used. The major services that
are needed are DNS, Mail, and Internet access. All other functionality will be performed
through a VPN. VPNs will be discussed in a separate section.

Rule Set Implementation

The rule set implemented will be done on a Symantec Enterprise Firewall (formally
Raptor) 6.5. All references to this firewall from here on out will be shortened to Raptor.
The OS (WindowsNT) has been properly secured using several references including NSA,
SANS and DISC4. (Due to restrictions, only references to SANS in the documentation
will exist.) The Raptor system itself has a vulture service running which kills anything not
needed by the Firewall and WindowsNT. Since it is impossible to configure the firewall
to accurately represent the entire organizational needs, only the major areas and security
requirements will be addressed. Raptor has many functionalities imbedded into its
design. To give you and idea of its capabilities, here is a screen shot of its capabilities

(Figure 3).

Figure 3
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The Raptor firewall supports as many NICs as the OS on which it resides. Using NT we
can use five NICs. For our scenario, we will be using all five NICs. Two will be external,
one will be our internal network and two will be services networks. By using two external
NICs will can use two different ISPs and ensure we have connection to the outside world.
For our scenario, we will be showing configuration for one NIC, but all rules will apply to
both.
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[Dore | | We need to create host entities for

each supplier that will be accessing our
network. We also need to create host entities for each firewall external NIC and each
machine to which users, suppliers, and our partners will require access. This includes E-
mail and DNS. To create a host entity, the following steps are needed.

1) Under Base Components, go to the network entities tab and right click. Select new

and then host.
2) Type in the name you wish to give to the entity, a description (this should be explicit
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as it will make identify different hosts easier as you start to have several) and the type
of entity this is.

csladd 1 2fwiNetwork EntityAMr Bob Properties 7| x|
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Flease enter a name and dezcrption and select the Metwark,
Entity type.

M arne:
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3) Click the Address tab and fill in the IP address of the machine you are adding a host
entry for and an optional MAC address for added security. Then press OK.
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4) The next step is to configure your groups. These are important, as it will reduce the
number of rules that you have to write. Instead of configuring a rule for each supplier,
we will create a single group that will allow all suppliers access to the suppliers
services network. You create this the same way as you would for steps 1 and 2 above.
Instead of step 3 above, you would click the members tab and add those entities to it
that will be included in the group.

Rule Set Creation

The creation of rules is simple in Raptor. To create a rule, follow the following steps:

1) Under access controls, select rules and then right click. You want to select new and
rule to create a new rule.

2) You need to fill out the following: Add a very useful and explicit description.
Determine how your connections will be coming in to your network that this rule is
going to control. We are going to configure the suppliers’ rule here. We want the
connection to be from the External NIC (Remember, you will have two external
interfaces to configure rules for access) The From Source box will contain Network
entities that you have created. I already created a group for the suppliers and used it.
Then select what your source is destined for. I have a host created for the suppliers’
web server. And the connections out via are for where you expect to see the
connections returning from. ANY was used here to show one of the options, the
correct configuration would be from the suppliers services network interface.
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czla341 2fwiRulehRule #1 : Suppliers - Suppliersweb : http™ ... |

Alert Threzholdz I tizcellaneous I Advanced Services I
General I Services Time I Authentication

Fleaze enter a dezcription and select the Source,
Dieztination and Access type.

Dezcription:

I.i'-.llcuws suppliers to access the suppliers web servel

For connections coming in via; From source:

|28 Glac_EwemaNic x| [& Suppliers

Destined for; Coming ouk wia:

| & Suppliersweb = wn

Rulez can be written to allow or deny access to services:

% Allow sccess To Services

" Deny Access To Services

OF. I Cancel

Help |

a) Then you click the services tab to determine which services this rule will allow
through. We are going to allow HTTP and then configure the HTTP service.
(NOTE: Raptor has several proxy services that allow easier configuration. Ensure
the HTTP proxy service is enabled in the Raptor in the Access Control proxy

service.
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Alert Thregholds |
General

Mizcellaneous
Services | Time |

I Advanced Services
Authentication

g Please zelect the services far this ruile.

Excluded Services

ﬂ:l:lx Fs
ftp_data _I
ftp2200

ingheﬁ

login
[ogin®

nbdagram
nbdgram®
[glglins
NTP
ping”

o [

MNAWVECE ﬂ
MAVCELDP
J«d

Inzluded Services

czla3412fwiRule\Rule #1 Properties [Mew] |

Cancel

ok |

| Help |

b) Push the configure button to configure the HTTP service. The * at the end of http
denotes it is the raptor built in service. Here you can configure the necessary
options for HTTP. We are also allowing SSL on the service to the standard port
443. After configuring, you will push OK twice to accept the rule. (NOTE: No
changes to the firewall are accepted until after you save and reconfigure the

firewall)
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HTTP Rule Properties H |

Frotocols | Hestrictiunsl Web F'ru:u:-c_l,ll

Fleaze zelect which protocols are supported ower HT TP for this le:

W Allow HTTP over walid 551 on the following ports:
Al Parts
™ Standard Portz [443,563)
&% Ports named in the following list;

Add Port

Femowve Port

¥ Alow DCOM Over HTTP
[ Allow FTP Protocol Conversion

[ Allow Gopher Protocal Conversion

k. I Cancel Help |

Needed Hosts and rules configuration

Because the interface to Raptor is a GUI interface, I have demonstrated how easy it is to
create a host and to add a rule. The following list shows all Entities and rules required by
the firewall. Screen shots will not be used here on out due to space requirements. The
previously defined steps show how to create all hosts and rules. By default, anything not
specifically allowed will be denied. This means you need to watch your firewall closely
for the need few weeks to ensure everything functions as possible. We will discuss how
to do an audit in the next section, however, an audit may not show complete functionality
as a normal user would.

Entities required:
1. Each supplier configured with IP and MAC address (optional, but preferred to
prevent spoofing) defined as a host entity
2. A entity configured as a group with each supplier as a member
3. The suppliers’ web server
4. The customers’ web server
5. The Norton Mail gateway
6. Private address space configured as a subnet
7. Private address space group
8. All internal firewall’s external interface
9. Internal Router IP
10. Group containing 8 and 9 above
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11. Exchange server configured as a host

Rules Required:

1. Rule for suppliers to access web server: Connection in: External NIC; From
Source: suppliers group; Destined for: suppliers’ web server; coming out: any
(Service HTTP and HTTPS)

2. Rule for customers to access the customer web server: Connection in:
External NIC; From Source: universe; Destined for: customers’ web server;
coming out: any (Service HTTP and HTTPS)

3. Rule for employees to access the customer web server: Connection in:
Internal NIC; From Source: universe; Destined for: customers’ web server;
coming out: any (Service HTTP and HTTPS)

4. Rules for E-mail coming in: Raptor has a built in SMTP wizard that will
configure your email access for you. It can be modified after creation. It
creates all necessary hosts and a rule for mail in and one for mail out. Ensure
the mail server is specified as the Norton Mail Gateway IP address. You have
to modify the rule for mail going out and change it to be the host entity of the
exchange server.

5. Rule for employees to use the Internet: Connection in: Internal NIC; From
Source: universe; Destined for: universe; coming out: any (Service HTTP and
HTTPS

6. Rule to deny private IPs in: Connection in: External NIC; From Source:
Private IP group; Destined for: universe; coming out: any (explicit deny
access)

7. Rule to deny private IPs out: Connection in: Internal NIC; From Source:
Private IP group; Destined for: universe; coming out: any (explicit deny
access)

8. Rule to deny Internal IPs coming in from the outside: Connection in: External
NIC; From Source: Internal IPs; Destined for: universe; coming out: any
(explicit deny access)

(NOTE: No Rule for DNS is required as we are allowing the primary firewall to act as the
DNS proxy. All DNS requests go to it and it goes and gets them for the users.)

Additional rules need to be created to determine who has FTP privileges, Telnet privileges,
files that can be downloaded etc. Raptor has a vast ability to tighten security. The
primary focus here was customers, suppliers and internal user’s basic functions. VPNs
will be addressed in a separate function.

Test Procedures

Rules Required:
1. Rule for suppliers to access web server: TEST: Contact a random sampling
of suppliers and have them attempt to connect. Monitor the firewall event log
to ensure what is happening. Have a few non-authorized users attempt to
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attach and see what happens. REASON: This ensures that suppliers have
correct access to their web page and no one else does.

2. Rule for customers to access the customer web server: TEST: Have a few
employees of the network team attempt access from their home machines and
monitor the event log. Also attempt a secure session and ensure encryption
takes place. REASON: This ensures that customers can get to their web
pages. You would want to test both paths from each ISP and also test the
both rules sets for this. Ensure DNS is configured for both IP addresses. Test
the encryption to be sure it is functioning.

3. Rule for employees to access the customer web server: TEST: Have a few
employees of the network team attempt access from their office machines and
monitor the event log. Also attempt a secure session and ensure encryption
takes place. REASON: This ensures that employees can get to their web
pages. You would want to test both paths from each ISP and also test the
both rules sets for this. Ensure DNS is configured for both IP addresses. Test
the encryption to be sure it is functioning.

4. Rules for E-mail coming in/out: TEST: Have a random number of users
from each department attempt to send email and have some suppliers and
international partners attempts to send email. Monitor the firewall log, Norton
Mail Gateway log and Exchange server to verify routes. REASON: This
ensures Email can get to and from everywhere it is suppose to. This is very
important as companies tend to do all work electronically these days.

5. Rule for employees to use the Internet: TEST: Have users from inside each
department attempt to access the Internet. Monitor events in the firewall log.
REASON: This ensures that all users can get out to the Internet. This is
important since traffic is coming from behind multiple firewalls.

6. Rule to deny private IPs in: TEST: Attempt to send spoofed IP packets from
the Border Router to the firewall. The border router should drop them before
they ever arrive. REASON: RFC1918 governs the use of Private Address
Space. These address spaces are not supposed to be forwarded or routed by
any means. It is very important that these are dropped. Also, since private [P
addresses are in use behind the firewall, it helps to ensure spoofing doesn’t
occur.

7. Rule to deny private IPs out: TEST: Attempt to send spoofed IP packets
from the internal router to the firewall. The internal router should drop them
before they ever arrive. REASON: RFC1918 governs the use of Private
Address Space. These address spaces are not supposed to be forwarded or
routed by any means. It also ensures that the firewalls are proxing like they
are supposed to do.

8. Rule to deny Internal IPs coming in from the outside: TEST: Send a spoofed
IP packet to the outside interface of the firewall with the source being the
internal IP addresses. Monitor the firewall logs for actions taken. REASON:
This is key because we only have five routable internal IP addresses and we
want to make sure those don’t appear as sources coming in from the outside
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interface.

Internal Switch Summit7i

This device is not the primary source of security and will not be used as such. The
purpose is to help control network traffic and ensure only the gateways to each of the
subnets are used. The internal router will be configured using ACLs to determine how to
handle traffic coming into the switch. All private IP addresses will be denied to ensure
nothing gets out passed the firewall due to a misconfiguration or other attempts. The only
IP addresses allowed to be routed to will be that going to the external interfaces of the
firewall. All others will be sent out the default gateway, which is the internal interface of
the firewall. Any unnecessary network traffic noise will be filtered out. All ICMP packets
coming into the switch will be controlled on a needed basis.

Services and Protocols

The protocols that will be allowed to be routed will be further defined in the
implementation section.

ACL Implementation
1. To create your security configuration for access control, use the following commands:

Create access-list denyTelnet 23 tcp dest 153.27.39.10/32 ip-port 23 source
any ip-port any deny ports any precedence 100 log
(Denies any telnet session to the primary firewall’s internal interface and logs it)

Create access-list denyTelnet 231 tcp dest 153.27.39.25/32 ip-port 23 source
any ip-port any deny ports any precedence 110 log

(Denies any telnet session to the U.S. marketing firewall’s external interface and
logs it)

Create access-list denyTelnet 232 tcp dest 153.27.39.20/32 ip-port 23 source
any ip-port any deny ports any precedence 120 log

(Denies any telnet session to the International firewall’s external interface and logs
it)

Create access-list denyTelnet 233 tcp dest 153.27.39.30/32 ip-port 23 source

any ip-port any deny ports any precedence 130 log
(Denies any telnet session to the server firewall’s external interface and logs it)

Create access-list denyFTP_21 tcp dest 153.27.39.10/32 ip-port 21 source any
ip-port any deny ports any precedence 200 log
(Denies any FTP sessions to the firewall’s internal interface and logs it)

Create access-list denyFTP 211 tcp dest 153.27.39.25/32 ip-port 21 source
any ip-port any deny ports any precedence 210 log

(Denies any FTP sessions to the U.S. marketing firewall’s external interface and
logs it)
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Create access-list denyFTP 212 tcp dest 153.27.39.20/32 ip-port 21 source
any ip-port any deny ports any precedence 220 log

(Denies any FTP sessions to the International marketing firewall’s external interface
and logs it)

Create access-list denyFTP 213 tcp dest 153.27.39.30/32 ip-port 21 source
any ip-port any deny ports any precedence 230 log
(Denies any FTP sessions to the server firewall’s external interface and logs it)

Create access-list denyRTR ip dest 153.27.39.15/32 ip-port any source any ip-
port any deny ports any precedence 300 log
(Denies any attempt to connect to the router and logs it)

Create access-list denyPrivate 10T tcp dest any source 10.0.0.0/8 deny
precedence 20
(Denies tcp from private addresses)

Create access-list denyPrivate 10U udp dest any source 10.0.0.0/8 deny
precedence 21
(Denies udp from private addresses)

Create access-list denyPrivate 172T tcp dest any source 172.16.0.0/12 deny
precedence 22
(Denies tcp from private addresses)

Create access-list denyPrivate 172U udp dest any source 172.16.0.0/12 deny
precedence 22
(Denies udp from private addresses)

Create access-list denyPrivate 192T tcp dest any source 192.168.0.0/16 deny
precedence 23
(Denies tcp from private addresses)

Create access-list denyPrivate 192U udp dest any source 192.168.0.0/16 deny
precedence 24
(Denies udp from private addresses)

Create access-list allowFW ip dest 153.27.39.10/32 source any permit ports
any precedence 500
(allows all other IP traffic to pass to the primary firewall)

Create access-list allowFWU ip dest 153.27.39.25/32 source any permit ports
any precedence 600
(allows all other IP traffic to pass to the U.S. marketing firewall)

Create access-list allowFWI ip dest 153.27.39.20/32 source any permit ports
any precedence 700
(allows all other IP traffic to pass to the International firewall)

Create access-list allowFWS ip dest 153.27.39.30/32 source 0.0.0.0/0 permit
ports any precedence 800
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(allows all other IP traffic to pass to the Server firewall)

3. Create the default rule for each of the following: IP, TCP, UDP, and ICMP as
needed:

Non is created for this router as all other traffic will be sent to the primary firewall’s
inside interface which is the router’s default gateway.

Test Procedures

The test procedures for the internal router are the same as for the primary router. The
access list is not large. You can take a machine and plug it directly into the router and
after receiving permission to test the configuration, make attempts do the following:

1. Ping the router
Ping the firewall
Telnet into the firewall
Telnet into the router
FTP into the firewall
FTP into the router
Attempt any connection into the router
Plug directly into the router and use Nmap or some other tool that will generate IP
address and generate those private IP address denied by the list and ensure they
are denied
9. Attempt to pass other normal traffic through the router and ensure it is routed

PN RN

U.S. Marketing Firewall

The purpose of this firewall is to protect and segregate the U.S. Marketing side of GIAC
Enterprises from the rest of GIAC Enterprises. To help ensure security, no one should
have access to information they do not have a need to know. The firewall will be
configured similar to the one above. All machines need to be configured with their
gateway on their NICS pointing to their Firewall’s internal NIC.

Services and Protocols
The main services that will be needed are Internet access, E-mail and DNS.

Rule Set Implementation

Because of the amount of space required to screen shot each step, I am going to just list
the entities and the rules required. For exact steps to configure an entity or a rule, please
see the instructions under rule implementation for the primary firewall.

Entities required:
1. The customers’ web server
2. The Norton Mail gateway
3. Private address spaces configured as a subnet
4. Private address space group
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5. All internal firewall’s external interface

6. Group containing 5 above

7. Exchange server as a host

Rules Required:

1. Rule for employees to access the customer web server: Connection in:
Internal NIC; From Source: universe; customers web server; coming out: any
(Service HTTP and HTTPS) (redirection will be set up)

2. Rules for E-mail coming in: Raptor has a built in SMTP wizard that will
configure your email access for you. It can be modified after creation. It
creates all necessary hosts and a rule for mail in and one for mail out. Ensure
the mail server is specified as the Norton Mail Gateway IP address. Modify the
rule in and use the source as the Microsoft exchange server

3. Rule to allow login to the Microsoft exchange server: Connection in: Internal
NIC; From Source: universe; Destined for: Microsoft exchange server; coming
out: any

4. Rule for employees to use the Internet: Connection in: Internal NIC; From
Source: universe; Destined for: universe; coming out: any (Service HTTP and
HTTPS

5. Rule to deny private IPs in: Connection in: External NIC; From Source:
Private IP group; Destined for: universe; coming out: any (explicit deny
access)

6. Rule to deny private IPs out: Connection in: Internal NIC; From Source:

Private IP group; Destined for: universe; coming out: any (explicit deny
access)

Additional rules need to be created to determine who has FTP privileges, Telnet privileges,
files that can be downloaded etc. VPNs will be to access any other portion of GIAC
Enterprises to which a user has the permissions to access. The VPN will be firewall to
firewall. Configuration of this will be handled in the VPN section.

Test Procedures

Rules Required:

L.

Rule for employees to access the customer web server: TEST: Have a few
employees of the network team attempt access from their home machines and
monitor the event log. Also attempt a secure session and ensure encryption
takes place. REASON: This ensures that employees can get to their web
pages. Test the encryption to be sure it is functioning.

Rules for E-mail coming in/out: TEST: Have a random number of users
from in the department attempt to send email and have some suppliers attempt
to email to the Marketing employees and have employees in other
departments attempt to send email. Monitor the firewall log, Norton Mail
Gateway log and Exchange server to verify routes. REASON: This ensures
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Email can get to and from everywhere it is suppose to. This is very important
as companies tend to do all work electronically these days.

3. Rule for employees to use the Internet: TEST: Have users in the U.S.
Marketing department attempt to access the Internet. Monitor events in the
firewall log of both department and primary firewall. REASON: This ensures
that all users can get out to the Internet. This is important since traffic is
coming through multiple firewalls.

4. Rule to deny private IPs in: TEST: Attempt to send spoofed IP packets from
the internally to the firewall and vice versa. The internal router should drop
them before they ever arrive. REASON: RFC1918 governs the use of Private
Address Space. These address spaces are not supposed to be forwarded or
routed by any means. It is very important that these are dropped. Also, since
private IP addresses are in use behind the firewall, it helps to ensure spoofing
doesn’t occur.

5. Rule to deny private IPs out: TEST: Attempt to send spoofed IP packets
from the internal network to the firewall. The firewall should drop them as
they arrive. REASON: RFC1918 governs the use of Private Address Space.
These address spaces are not supposed to be forwarded or routed by any
means. It also ensures that the firewalls are functioning properly.

International Firewall

The purpose of this firewall is to protect and segregate the International Marketing side of
GIAC Enterprises from the rest of GIAC Enterprises. To help ensure security, no one
should have access to information they do not have a need to know. The firewall will be
configured similar to the one above. All machines need to be configured with their
gateway on their NICS pointing to their Firewall’s internal NIC.

Services and Protocols
The main services that will be needed are Internet access, E-mail and DNS.

Rule Set Implementation

Because of the amount of space required to screen shot each step, I am going to just list
the entities and the rules required. For exact steps to configure an entity or a rule, please
see the instructions under rule implementation for the primary firewall.

Entities required:
1. The customers’ web server
The Norton Mail gateway
Private address spaces configured as a subnet
Private address space group
All internal firewall’s external interface
Group containing 5 above
Exchange server as a host

Nk W
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Rules Required:

L.

Rule for employees to access the customer web server: Connection in:
Internal NIC; From Source: universe; customers web server; coming out: any
(Service HTTP and HTTPS) (redirection will be set up)

Rules for E-mail coming in: Raptor has a built in SMTP wizard that will
configure your email access for you. It can be modified after creation. It
creates all necessary hosts and a rule for mail in and one for mail out. Ensure
the mail server is specified as the Norton Mail Gateway IP address. Modify
the rule in and use the source as the Microsoft exchange server

Rule to allow login to the Microsoft exchange server: Connection in: Internal
NIC; From Source: universe; Destined for: Microsoft exchange server; coming
out: any

Rule for employees to use the Internet: Connection in: Internal NIC; From
Source: universe; Destined for: universe; coming out: any (Service HTTP and
HTTPS

Rule to deny private IPs in: Connection in: External NIC; From Source:
Private IP group; Destined for: universe; coming out: any (explicit deny
access)

Rule to deny private IPs out: Connection in: Internal NIC; From Source:
Private IP group; Destined for: universe; coming out: any (explicit deny
access)

Additional rules need to be created to determine who has FTP privileges, Telnet privileges,
files that can be downloaded etc. VPNs will be to access any other portion of GIAC
Enterprises to which a user has the permissions to access. The VPN will be firewall to
firewall. Configuration of this will be handled in the VPN section.

Test Procedures

Rules Required:

L.

3.

Rule for employees to access the customer web server: TEST: Have a few
employees of the network team attempt access from their home machines and
monitor the event log. Also attempt a secure session and ensure encryption
takes place. REASON: This ensures that employees can get to their web
pages. Test the encryption to be sure it is functioning.

Rules for E-mail coming in/out: TEST: Have a random number of users
from in the department attempt to send email and have some suppliers attempt
to email to the Marketing employees and have employees in other
departments attempt to send email. Monitor the firewall log, Norton Mail
Gateway log and Exchange server to verify routes. REASON: This ensures
Email can get to and from everywhere it is suppose to. This is very important
as companies tend to do all work electronically these days.

Rule for employees to use the Internet: TEST: Have users in the U.S.
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Marketing department attempt to access the Internet. Monitor events in the
firewall log of both department and primary firewall. REASON: This ensures
that all users can get out to the Internet. This is important since traffic is
coming through multiple firewalls.

4. Rule to deny private IPs in: TEST: Attempt to send spoofed IP packets from
the internally to the firewall and vice versa. The internal router should drop
them before they ever arrive. REASON: RFC1918 governs the use of Private
Address Space. These address spaces are not supposed to be forwarded or
routed by any means. It is very important that these are dropped. Also, since
private IP addresses are in use behind the firewall, it helps to ensure spoofing
doesn’t occur.

5. Rule to deny private IPs out: TEST: Attempt to send spoofed IP packets
from the internal network to the firewall. The firewall should drop them as
they arrive. REASON: RFC1918 governs the use of Private Address Space.
These address spaces are not supposed to be forwarded or routed by any
means. It also ensures that the firewalls are functioning properly.

Server Firewall
The purpose of this firewall is to protect GIAC Enterprises resources.

Services and Protocols

Access to this firewall is severely restricted. Any thing requiring access into this server
farm will be via VPN.

Rule Set Implementation

Because of the amount of space required to screen shot each step, I am going to just list
the entities and the rules required. For exact steps to configure an entity or a rule, please
see the instructions under rule implementation for the primary firewall.

Entities required:
1. Each RealSecure IDS
The Norton Mail gateway
Private address spaces configured as a subnet
Private address space group
All internal firewall’s external interface
Group for all internal firewall’s external interfaces
Primary firewall’s internal interface
U.S. Marketing and Sales Database server
9. International Marketing and Sales Database Server
10. Management personnel as needed.
11. Server’s as needed

PN RN

Rules Required:
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1. Rules for E-mail coming in: Connection in: External NIC; From Source:
Norton Mail Gateway; Destined for: Exchange Mail Server; coming out: any
(Service SMTP)

2. Rules for E-mail going out: Connection in: Internal NIC; From Source:
Exchange Mail Server; Destined for: Primary Firewall’s Internal Interface;
coming out: any (Service SMTP)

3. Rule to allow user’s to login to the exchange server: Connection in: External
NIC; From Source: Firewall group; Destined for: Exchange server; coming
out: any

4. Rule to deny private IPs in: Connection in: External NIC; From Source:
Private IP group; Destined for: universe; coming out: any (explicit deny
access)

Additional rules need to be created to determine who has FTP privileges, Telnet privileges,
files that can be downloaded etc. The VPN will be firewall to firewall. Configuration of
this will be handled in the VPN section.

Test Procedures

Rules Required:

1. Rule for employee’s to log onto exchange server: TEST: Have user’s
attempt to login to the exchange server. REASON: Ensure the employee’s
accounts and permission’s are established properly.

2. Rules for E-mail coming in/out: TEST: Have a random number of users
from in the department attempt to send email and have some suppliers attempt
to email to the Marketing employees and have employees in other
departments attempt to send email. Monitor the firewall log, Norton Mail
Gateway log and Exchange server to verify routes. REASON: This ensures
Email can get to and from everywhere it is suppose to. This is very important
as companies tend to do all work electronically these days.

3. Rule to deny private IPs in: TEST: Attempt to send spoofed IP packets from
the internally to the firewall and vice versa. The internal router should drop
them before they ever arrive. REASON: RFC1918 governs the use of Private
Address Space. These address spaces are not supposed to be forwarded or
routed by any means. It is very important that these are dropped. Also, since
private IP addresses are in use behind the firewall, it helps to ensure spoofing
doesn’t occur.

4. Rule to deny private IPs out: TEST: Attempt to send spoofed IP packets
from the internal network to the firewall. The firewall should drop them as
they arrive. REASON: RFC1918 governs the use of Private Address Space.
These address spaces are not supposed to be forwarded or routed by any
means. It also ensures that the firewalls are functioning properly.

VPN
The Raptor Firewall offer’s many functions, one of them being a built in VPN capability.
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This offer’s the ability to control traffic as one single point.

Services and Protocols
This will be controlled on an individual basis using filters.

Host/VPN creation

The steps to creating a VPN connection are simple in Raptor. The steps needed will be
outlined here.

To create a VPN you have to have four different entities for each side of the VPN. You
need an entity that will be your source, gateway for that source, destination gateway, and
destination source. The exception to this is using Raptor Mobile where the source and
source gateway are one and the same. Complete the steps in the following order:

1. You have to create a source entity that is a host, group, subnet etc. For this
example we are going to use just a host. Since our local host is already created,
we will create one for the machine we are going to talk to over a VPN. First go to
the Base Components and click on Network Entities. Then right click and choose
host. Ensure it has a meaningful name and description and the type as host.

czla341 2fwiN etwork EntitysMewH ost Properties [Mew] |

General I.-'-‘-.ddressl In Use By I

Pleaze enter a name and description and select the MNetwark:
E nitity tupe.

M arne:

Description; |Eri|: Harriz in Germarny's machine

Type: IHDSt j

2. Then click on the address tab and enter the IP address of the machine you will be
talking to (the MAC address is optional) and then click on enter.
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czla341 2fwiN etwork EntitysMewH ost Properties [Mew] |

General Address | In Use By I

Pleaze enter the IP addreszz or DMS name, and optional MALC
addrezz for thiz Host. Entering a MAC addrezs will azzociate
the |P addrezs with a specific network, card.

Address: |145.15.20.4

MAC Address: |

3. You now have to create the local and remote gateway. To create a gateway in the
Network Entities right click and select Security Gateway. Give it a meaningful
name and description. Ensure the type is Security Gateway.

czla341 2iw\Metwork Entity\NewS ecurityG ateway Properties ... B B3 |

General | Security G ateway I In Uze By

Fleaze enter a name and description and zelect the MNetwork,
E rtity type.

T =

Description; |‘»-"F'N ko Eric Harmis in Germary

Type: I Security G ateway j

4. Click on the Security Gateway tab and select IP of the local external interface of
the firewall. Enable the IKE button and then type in a password or leave blank.
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cela3dl 2iwiMetwork Entity\New5S ecurntyG ateway Properties ..

General Security Gateway | In Usze By

Fleaze enter the address of the Security Gateway and
complete the IKE infarmation.

IP Address: |153.27.38.20 |

¥ Enable IEE [Internet Key Exchange / 1SAKMPE

—IKE Parameters

Phasel ID: |
[Leave Phaszel 1D blank to uze IP Address]

£ Certifizate

% Shared Secret: Fieves| |

k. I Cancel Help |

This creates the local gateway. Ensure you choose the outside interface of your
firewall as the IP address. To create a remote gateway, repeat steps 3 and 4 above
except TYPE IN the IP of the remote gateway, it will not be listed in the drop down
box. Then click on the Shared Secret button. Whatever key is put in here has to be
the same key typed in on the remote in. You can hide it or reveal as necessary.
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czla341 2fwiN etwork EntitpiM ewS ecurityG ateway Properties .

General Security Gateway | In Lge By

Pleaze enter the addrezz of the Security Gateway and
complete the [KE information.

IF Address: 145.2010.10 =]

¥ Enable IKE [Intemet Key Exchange £ 154KMP]

—IKE Parameters

Phase] ID: |
[Leave Phazel ID blank to uze [P Address]

 Certificate

f;" Shared Secret - Ixxxxxxxxxxxxxxxxxxxx

k. Cancel Help |

5. Now you need to create filters as required. To create a filter, go to the Base
Components and select Filters, right click and select new. Give the filter a
meaningful name. Select the ordered sequence button if multiple filters have been
created and you want to use them here in a particular order.

czla341 2iwh\Filter\M ewFilters Properties [Mew]

General I Type I Ertity I F'ru:utu:u:u:ulsl In Use B_I,II

ﬁa Pleaze enter the name af the filker.

M arne: IE H arrizGermany

[ Thiz iz an ordered sequence

6. Click on the type tab and select allow.
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czla341 2iwh\Filter\M ewFilters Properties [Mew]

General Tupe |Entit_l,l I F'ru:utu:u:u:ulsl In Uze B_I,II

% Pleaze specify the filter tpe. Hate that you should generally anly
" wuse a Deny filker to narow the parameters of an Allow filker, By
default, a filter denies all traffic.

Filter Tupe

7. Click on the Entity tab and choose Entity A and Entity B to be used. I selected
the Gateways so if more employees from that site want to come in, I can apply the
filter to them if the same requirements are met. I used GermanyVPN as the name
for my local gateway. Probably not the best here as it is confusing. Remember,
MEANINGFUL Names!

czla341 2iwh\Filter\M ewFilters Properties [Mew]

Generall Type  Entity |F'ru:utu:u:u:uls| InlUsze B_I,II

ﬁa Pleaze specify the entities ta be uzed in the filker.

Entity & I@ Germany'PH

Entity B: EH arriz_WPM_Gateway j

8. Click on the Protocols tab to select what is allowed to pass through the VPN. If
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you only select A->B, Entity B will not be able to pass the same protocol back to
A! It is very important to select which way you want protocols to pass, depending
on what you are doing. Raptor will also let you define your own protocols if what
you are looking for is not specified here. You can define the protocol by the type
and what are the source and destination ports. After you are finished click OK.

czla341 2iwh\Filter\M ewFilters Properties [Mew] |

Generall Type I Ertity ~ Protocals | In Uze B_I,II

% Pleaze zelect the pratacals o include in the filker. Hate that
* for anAllow filter, only designated traffic is allowed. Al ather
braffic iz denied,

Excluded Members Included Memberz
B-x4 rip -
B riE =3 J

B4 snmp

B4 snmp_rev
B-x& znmptrap
B-x& srmptrap_rew
B-xd sl

B-xf surmpc_top
B-»4 surrpc_udp

B-»A sunrpc_udp_rev ﬂ
B-x& zpzlog

B-xf zpglog_rev

B-xt zyztat

B4 1120

B->A tacacs

B-»A telnet

_I
B>4 tp -l
k. | Cancel | Help |

9. Now you need to create a VPN policy to use, which tells us what encryption to
use. . Go to the Virtual Private Networks section on the Raptor Management
Console and select VPN Policies. In the right pane you will see some already
defined policies. You can use these as models and create your own. To do so,
select the policy of your choice, right click and select Clone. You need to give it a
meaningful name, description and then select the type of encapsulation you want
to use. Based on what you select, Raptor grays out options not available with
your selection in the rest of the tabs. This really helps to keep you out of trouble if
you are new to encryption.
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czla341 2fwA\YPN Policyiike _default_crypto_strong2 Properti... |

General | IPSEC/AKE | Timeouts | Options | Advanced | InUse By |

&%} Pleaze enter a name, description, encapsulation pratocal,
ﬁ:@r and if traffic iz to pazs through the prosy zervices for thiz

WPM Paolicy,
i ame: ike_default crypto strong Germary
Deszcription: IStru:ung IE Policy
Encapsulation Protocal; IIF'SEE;’IKE j

[ Pass Traffic from the Secure Tunnel ta the Prosy Services
[Fequired for MAT]

10. Since we selected IPSEC/IKE, we now have a tab for it. Click on it and then
select the data integrity Preference and the Data Privacy Preferences.
Compression is optional. I chose MD5 as the primary data Integrity and 3DES as
the primary Privacy Preference. You have three options that Raptor tries in order
in the event of a failure in one. NONE is also an option in all three of these boxes.

czla341 2fwA\YPN Policyiike _default_crypto_strong2 Properti... |

General IFSECAKE ITimeu:uutsI Dptinnsl .ﬁ.dvancedl In Uze B_I,II

E Pleaze zelect the integrity, encryption, ahd compression
% algorithms for thiz WPH Policy.

[rata Integrity Preference:
1st [I¥fi3 »| nd [sHet 7] 3d [MDs =]

[ata Privacy Preference:

1t [:pes x| 2nd [oEs x| @d|;oes 7]

[rata Compressian; I <MOME > j
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11. Click on the Options tab and here is where you apply the filter you created.

czla341 2fwA\YPN Policyiike _default_crypto_strong_Germany ... |

Generall IPSECAKE | Timeoutz Options |.ﬁ.dvanced| In Uze B_I,II

fr%\! Pleaze zpecify the filter you want applied ta the WP Palicy.

Filter: g0

12. Select the Advanced tab and choose your Encapsulation Mode. I chose the
Tunnel Mode to encapsulate the entire IP packet in the ESP header. Notice the
Data Integrity Protocol is grayed out. This is only an option if you select none on
both options under the IPSEC/IKE tab. Raptor does not tell you this. I also
enabled Perfect Forward Secrecy to allow the administrators to generate keys and
helps to stop hackers by making the keys non successive. Group 2 provides for
stronger encryption as it is 1024 bits long, but requires more CPU power. Group 1
is 768 bits. If group one fails, I definitely want group 2 and then I want to know
why!
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13. We are finally ready to set up the tunnel. To do this, go to Virtual Private

czla341 2fwA\YPN Policyiike_default_crypto_strong_Germany .

Generall IPSECAKE | Timeouts | Options  Advanced | In Uze B_I,II

E Advanced ophionz far canfiguning IPSECAIEE bazed WPM
% Palicies.

-HE|

Encapsulation Mode:
% Tunnel Mode
™ Tranzport Mode

[ ata Integrity Pratocal;
€% fannlin | Rtegrity Al gorithn b [Hata Partbiorm af the Facket [ESE]

£ Al mtegrity Al gorithm to Entire Easket[EH]

¥ Perfect Forward Secrecy

Diffie Hellman Preference:
1zt IGr-:uup1 j 2nd  [{Ei o

k. I Cancel Help |

Networks, right click on secure tunnel and choose new Secure Tunnel. Give the
tunnel a meaningful name and description. Choose the Local Entity as the
machine you want to be able to talk to Eric Harris’ machine. Choose the local
gateway as what you named your local gateway. This is the outside interface of
the firewall. The remote entity is the remote machine you want to talk to, in this
case Eric Harris. Select the Remote Gateway you created. Finally choose the
VPN Policy you created which controls the encryption on the tunnel

GIAC Enterprises Security Policy

© SANS Institute 2000 - 2002

Page 41 of 56
As part of GIAC practical repository.

Author retains full rights.



czla3d1 2fw\Secure TunneliMewS ecure-Tunnel Properties [M... |

Dezcription I Surmmary I

“®  Please complete the name and description of this Secure
# Tunnel and define each end of the tunnel along with the
YPM Policy pou wish to enforce on thiz tunnel,

M ame; IVF‘N_T o_Germany

Dezcription: I to Enc Harnz in Germany [Corporate Manager|

Local Enkity: Local G ateway:

I@ Enterprize j Germaryt'PH j
Fiemote Entity: Femote G ateway:

I@ EHarmiz j EHarriz_YPM_Gateway j
WM Policy:

I@ ke default cropto strong Germnarg j

IKE Puolicy:

Igln:nl:nal_ike_pn:-lic:y

k. I Cancel Help |

Remember what you did on your end, has to be configured on the other end. It is
very important to work with the other end to ensure it is set up correctly to work.

Filter Implementation

The above steps 5-8 walk you through how to create a filter. Filters are very important to
ensure that only the required connections are allowed and the directions they are allowed.
It is very wise to create your own protocols and narrow down the ports used. This will
limit what someone is able to gain access to. Multiple filters can be created for e-mail
access, database access for different systems etc. This filter’s can be combined as you
choose and reduce the need to continually create the same filter.

Multiple firewalls and VPNs

Raptor provides the ability to do nested and cascaded VPN tunnels. Both tunnels require
IPsec and will not allow swIPe. Nested tunnels allow a tunnel to pass through another
tunnel. Cascaded tunnels terminate the tunnel at the remote gateway and then establish a
second tunnel to the final destination. For our International Partners, we will use nested
tunnels. The only difference is ensuring who knows about whom on the host machines
and on the gateways. Raptor documentation provides explicit documentation to
configure either one. Since the configuration is the same, but different entities have to
have certain entities created on them, it will not be explained here. Nested tunnels was
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chosen to ensure the decryption did not take place till it reached its final destination of the
International marketing firewall.

Test Procedures

To test the VPN, ideally you will have a test bed set up that will allow you to test patches,
configurations etc before deploying. You can test the above configuration in the test bed
between two firewalls, if this is not feasible, or currently in place, then use two of the
internal firewalls. Set up the configurations to allow access between two controlled
machines. Once you establish the VPN and ensure that it functions, test the ability to do
things on the network on the remote end. Ensure the VPN only allows you to do what it
is you want. Ifit doesn’t or allows you to do more, check the firewall logs and see what
is being passed. You may have to use TCPdump or Snort to monitor the packets and see
what is missing or in excess.
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Assignment 3: GIAC Enterprises Security Audit Procedures

Overview/Goals

The purpose this requirement is to audit GIAC Enterprises security architecture and
ensure it is functioning as required. We will be looking at the primary firewall in our
architecture and validating it meets the criteria. This is a crucial part of the overall security
design. The old adage holds true here “It looks good on paper, but will it run?” The
request has been made to audit the primary firewall at GIAC Enterprises. The
management at GIAC Enterprises, being a new E-commerce company and knowing their
livelihood depends the ability of the customers to make purchases 24/7, wants to ensure
this will happen. It is very important to them that they can protect their customers and
themselves. With a vested interest in the overseas market, and in light of the attack on the
World Trade Center and the Pentagon, concern has risen over staying secure. All of the
talk of a cyber war being launched as America prepares for action against those accused
of perpetrating the attack, has management worried about attacks on their website.

Assessment Plan

In order to plan an assessment, it is important to understand the mission. The
management has made that clear: stay operational 24/7 and protect the company and
customers against possible attacks or compromise. My task is to audit the primary
firewall and ensure it provides the security it was designed to provide. Here are the steps
that will be taken to ensure the security of the firewall. A non-disclosure agreement will
be signed prior to auditing the firewall.

1. Analyze the firewall security policy. This is by all means the most crucial
step. Regardless of how well the firewall’s initial design was implemented, it will not
stay in its fine tuned state if there is no policy governing it. Most people install a
firewall and then write a security policy. This is completely backwards as to how it
should be done. The security policy dictates the configuration of the firewall, not vice
versa. Having personally worked with the designer of the firewall and network
perimeter security, I know they established a security policy first.

The analysis of the security policy will take two days and will be conducted during
business hours as long as it does not interfere with daily operations, otherwise it will
be conducted after hours. Approximate cost: $2000/day x 2 days = $5,000

2. The next step is to examine the configuration of the OS on which the
firewall resides. Having a great firewall is useless if the OS has not been properly
hardened. This will be tested against guidance from SANS and NSA and a use a tool
that will analyze the system.

The analysis of the OS will take one day and will be conducted after hours to ensure it
does not interfere with daily operations. Approximate cost: $2000/day x 1 day =
$2,000
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3. The final step is to examine the firewall and test it to ensure it does only
what the security policy says it will do. I will use two different tools to ensure it is
properly functioning. I will also examine all the firewall reports for the actual
configuration.

The auditing of the firewall will take one day. The first part of the day will be spent
during business hours monitoring the traffic and observing the firewall. This will be
done mid morning or when the administrators tell me traffic is the heaviest. The rest
of the day will be spent using tools to probe the firewall. Approximate cost:
$2000/day x 1 day = $2000

Assessment Implementation

Firewall Security Policy Audit

The firewall security policy is the very first thing we want to audit. Two days were
scheduled for this because it involves two phases. Phase one will be to read and study the
firewall security policy. This will be to understand the requirements and ensure the policy
is all encompassing, as it should be. There are some very important sections that need to
be in the policy.

Access Control Policy

A section needs to be present that defines the access control policy. This should explain
the organizational structure of GIAC Enterprises and who needs to talk to whom. It
should also examine the different systems with GIAC Enterprises and who has a right to
access these systems. A process should also be present that describes how a user
requests access to resources and who approves the access. It needs to discuss the
international partners. Who they are, what they need access to, and how requests are
processed for them. This should also specify for each group or section, the time period
for which access is allowed. A section needs to discuss special requests, who authorizes
them, for how long etc.

Network Service Access Control Policy

This policy controls the type of services needed. It should list each service and define at
the minimum: the protocol used, ports required, how they will be used, which systems
use them and exceptions to the policy. This policy takes a lot of time and effort, but is
crucial to know what should be present on the network. It is resource intensive to
establish, but will save time, effort, and possible security vulnerabilities in the future.

Phase two will be to compare the policy as to what is actually configured on the firewall.
The firewall should match the firewall security policy. Any thing that does not match
should be annotated and compared to the firewall’s logbook to see when the change took
place and who made the change. If there are any discrepancies not accounted for, they
should be reported as a possible compromise for further investigation. Remember, the
majority of compromises are internal!
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Operating System Security Audit

The operating system audit will take one day. This will be done during the day if time
permits and if not, it will be completed after hours. To audit the OS, which in our case is
Windows NT workstation, we need to examine several things. Raptor will run on NT
workstation or server. In our case, it will be the workstation. We need to ensure the latest
patch for the OS has been installed which is service pack 6a. (Note, it is important to
check the version of Raptor you are using. Raptor 6.02 requires service pack 5, if the
proper Raptor patch has not been installed.) We need to ensure it meets the proper
guidelines for securing Windows NT. SANS institute has a step by step guideline that
tells you how to secure Windows NT (see http://www.sansstore.org/ ). NSA has also
produced guidelines for securing Windows NT. It may be possible to receive a copy by
contacting NSA. The OS will be compared against the recommended policies and
procedures.

There is also a tool I will use called AW Security Port Scanner. This product gives you
the capability of scanning a local hosts as well as a network. It not only scans hosts, but
registry settings etc. The following screen shots will show you its capabilities. The screen
shots were done on a firewall in an isolated test bed. This will give you an idea of the
results you would see.

About AW Security Port Scanner |

A Secunty Port Scanner

T i

= e Merzion: 460 Build: 405

Copyright € 1933, 2000, 2001 José Pédscoa
pzcan@atelienyeb, conm

wany. atelienweb, comdpecans

Evaluation Yersion

Licenze expires on: 10417/01
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The first thing we want to look at on the OS is for open ports. The tools are simple to use
and provides a wealth of information. We want to see what is listening and possible
security vulnerabilities it may reveal.

% AW Securnity Port Scanner 4.60 H=] E3

File Bun  Help

[Poris | Routing | TPTransportProtocols Interfaces | Registry | LAN | Refresh | ™ Auto [ 2]

=
=L
8
ml Connections and Listening Ports: TCP Statistics:
% Froto |LocaIAddress |Remote Address |State . Retransmission time-out algarithm wanj =
= TCP 0.0.0.0:21 0.0.0.0:0 listening Min. retransmisssion time-out (msec) 300
a TCP 0.0.0.0:23 0.0.0.0:0 listening M ax. retransmission time-out (msec) 240000
g TCP 0.0.0.0:25 0.0.0.0:0 listening Max. number of connections dynamic
TCP 0.0.0.0:25 0.0.0.0:0 listening Active Opens 30022
72 TCP 0.0.0.0:99 0.0.0.0:0 listening Fazzive Opens 288E7
-
8 TCFP 0.0.0.0:52 0.0.0.0:0 listening Failed connection attempts 23 LI
= TCP 0.0.0.0:53 0.0.0.0:0 listening -
TCP 0.0.0.0:70 00000 listening UDP Statistics:
i -
TCP 0.0.0.0:80 0.0.0.0:0 listaning BEEEIETE R Call =
TCP 0.00081 00000 listening 0L s4ed |
R i ul
TCP 0.0.0.0:110 0.0.0.00 listening BEEIVE AT =]
h R Matanram= zant AARAF
TCP 0000135 00000 listening o
TCP 0.0.0.0:135 0.0.0.0:0 listening ICMP Statistics:
TCP 0.0.0.0:418 0.0.0.0:0 listening e T
TCP 0.0.0.0:17 0.0.0.0:0 listening ti}seas 3 Z L
TCF 0.0.0.0:418 0.0.00:0 listening SR @ @
Destination unreachable 28 19

TCP 0.0.0.0:420 0.0.0.0:0 listening
e e S B Do e P T Time ewneeded 1f n bl
1| I 4 b ‘i 4

By clicking on any of the ports listed you get a wealth of knowledge about use and
possible vulnerabilities.

AW Security Port Scanner - AWSPS E4 |

Part 23 on 0.0.0.0
Descnption: telnet [Telnet]
TCF Common trojang: Fire HacKer, Ting Telnet Server - TTS, Truwa All

We now want to look at routing. This is important since Raptor requires IP forwarding to
be turned on. We want to know who the OS has routing capabilities for. This can be very
revealing.
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% AW Security Port Scanner 4.60 M=l
File  Run  Help
Poris | | PTransportProtocols | Interfaces | Registry = LAN | Refresh | [~ Auto [ 2] sec.
Active Routes:
Foute 1 |R0ute2 |Route3 |Route4 |R0ute5 =]
IF 0.0.00 127 0.0.0 128.27.100.0 13827 .100.180 138 .27 255 255
Interface index Q00000004 000000001 Ox00000004 Ox00000001 Q00000004
Route metric 1 (primand 1 1 1 1 1
Route metric 2 (altern ate) unuzed unuzed unuzed unuzed unuzed
Route metric 3 (alternate) unused unused unused unused unused
Route metric 4 (altarn ate) unuzed unuzed unuzed unuzed unuzed
Route metric S (alternate) unused unused unused unused unused
Gateway address 138 .27.100.193 1270041 138.27.100.130 1270041 138.27 100,150
Type of route indirect direct direct direct direct
Routing mechanism lozal local local local local
Route age (sec) THE33 79553 TEEE3 FEE33 THE33
IP Route mask o000 255000 2552552550 256 256 255 265 255 255 255 265 e
MIB Route Info oo oo 0.0 oo oo hl
1| | ’
DNS Servers: Persistent Routes:
|l47.71.1|]l.2|]3 ;I Hetruork Address Metmash Gateway Address hdetric
138.27.4.15 =l
| | | | /

The next tab will show us the IP protocols and other important information about what
the system is using. This will help determine what is necessary and running on the

system.

File  Eun Help

-

3

S Nl Statistics/Settings:

o Acting as IP router true -
E Default TTL 54
—  |Padets received S30665
% Received header errars a

= Received address errors u]

= |Datagrams fonwarded 8380
g Unknown protocols received a

E Recaived packets dizcarded a

—  |Received packets deliverad 422286

=l

Addressing Information Table:

Ports | Routing |[IPTronsport Protocols | Interfaces | Registry | LAN |  Refresh | I~ Auto [ 2] see

Installed Protocols:
MISAFD Tepip [TCEIIF]
WSAFD Tepip [UDEAF]
TS BT Mt BIOS MMesdeeibetBT Tandl SEOP&CKET 0

Protocol Details:

Address Family: &F_THET
Protocol: [PEROTO_TCF
Socket Type: SOCK_STREAM
Connectionless: Mo
Guaranteed Delivery: Ves
Guaranteed Order: Ves

Kl

% AW Security Port Scanner 4 60 H=] E3

© SANS Institute 2000 - 2002

As part of GIAC practical repository.

IP Intarface index Sub-net mask |LSB in IP non-unicast address |Largest IP datagram can reassemble ~
h. 127.0.0.1 Q00000001 255000 1 B5525
f / 13827 .100.180 000000004 255.255.255.0 1 65535 -
4] | 3
f| Net to Media Table:
L Interface indesx |Media dependent physical addrezs IF address Type of mapping | ﬂ
r $id Cz00000003 00-06-5B-1E-A3TE 192.68.5.14 dynamic
: 000000003 00-G0-08-C8-24-09 192.68.6.25 dynamiec _I
-
| | /
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We want to pay close information to the registry section. It reveals information about
your system and its vulnerabilities. By clicking on the registry key in question, it shows
information at the bottom for what it does and any risks associated with it. Be very
careful making registry changes. It can be devastating if you are not very familiar and
used to working in it. I recommend strongly all changes be tested on a non-production
system and evaluated.

o Awf Secunty Port Scanner 4.60 HE R

Ports | Routing | IPTransportProtocols | Interfaces |[Registry | LAN |

Tep | ARP | AFD | NetBios Security |

WARMIMG: Editing the Registy can cauze serious problems that may require you to reinstall your operating system. :I
Fleaze refer ta Microzoft zources or other profizzional help before proceeding to any changes in the Registy. LI

on will be of the LAN settings. Ensure everything is configured the way you thought it
was.

=
[e]
=1
-
o . .
4 Regisiry Settings
| Parameter | Reg Key | Type Yalue Default Minimum aximum Recommended
g Backloglncrement HKEY_LO...  Dword Mot present 3 3 20
= DizableRawSecuri HEEY_L Dwvard Mot present 0 1
— DynamicBacklogGrowthDelta MSyR Crvord Mot present 0 0 42944 m under attack]
ﬂ EnableAddrMaskReply HKEY_LO.. Dword Mot present 0 0 1 01, MNT 4, see Q186463)
8 EnableDeadGiwDetect HKEY_LO...  Dwword Mot present 1 0 1 i)
|| EnableDynamicBacklog HKEY_LO..  Dword Mot present 0 0 1 Under heawy attack, 1
EnablelCMPRedirects HEEY_LO... Dward Mot present 1 1] 1 1]
EnablePMTUDiscovery HKEY_LO... Dword Mot present 1 1} 1 ]
EnableSecurityFilters HKEY_LO.. Dword 0 0 0 1 1
KeepAliveTime HKEY_LO.. Dword 1800000 7200000 1 4294967295 300000 T
MaxConnBackLog HKEY_LO...  Dword Mot present 1000 1 40000 h
MaximumDynamicBackl... HKEY_LO..  Dword Mot present 1] 1] 4294967295 Under heawy attack, less tha
MinimumDynamicBacklog HKEY_LO..  Dweord Mot present 1} 1} 4294967295 Linder heawy attack, 20 e
RestrictAnonymous HKEY_LO.. Dword Mot present 0 0 1 1
RestrictMullSessionAcc... HKEY_LO..  Dword Mot present 1 0 1 1 1
TepMaxConnectRespon... HKEY_LO..  Dword Mot present 3 0 2685
a
S
t
Explanation v
Controls the number of free connections to create when additional connections are necessary. Be careful with this value; a large value
could lead to explosive free connection allocations. (Although this parameter still exists, the TCP stack itself has been hardened against a
SYN-ATTACK in Windows 2000, therefore, it should not be necessary to use this feature of AFD ) 1
u
a
t
1
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% AW Security Port Scanner 4.60 =]

atformss

T

“- 3 m ‘. I. . N
| Poris | Routing | IP(Transport Protocols | Interfaces | Registry ||L.-m | Refresh | [ Auto [ =] sec.

LAN Computer: |CSLAZ412FW

=
Q
=
49
o
s
k.
2
5
-
S
=
o
0
3

Gereral | Shares |

DOperating System: Windows MT Server Service Pack 5
Workstation: Domaintwaorkgroup: CSLA Refresh |
Lan roat:
Ma. of logged onusers: 1

MetBlOS Name Information:

[toots | wop | Tcr R

Mame Senice Type | Lana |
CELAZHZF N <0x00 Workstation Service UMIQUEREGISTERED o
CELA <0x00 Diormain Hame GROUP/REGISTERED o

LAN Adapter Information:

Lana 0 rs
b2 Address 00:01:03:1 D0 AD 76 j
Transport Protocol TCR/R
Metbios “Arsion 3.0
Adapter Type Bthemet ;I

W Emors:

Firewall Security Audit

The final audit needs to be done on the Firewall configuration. This will be conducted on
a system not attached to the network. This will ensure we do not interfere with business
activities. It is easy to move the Raptor configuration; just copy the SG directory to the
test system and the same configuration will exist on a non-production system. +We will
run a port scan against the firewall. To ensure we are through, two different scanners will
be used. The one mentioned above and one by G-lock.

Advanced Administrative Tools [At’-\TooIsm]
Werzion: 4.31 [Build 720]

Copyright € 1999-2001 , G-Lock Software, All rights reserved,
hittp: v glock soft com

HOT REGISTERED

Waming: This computer program is protected by copyright law and intemational treatizs. Unauthorized
reproduction or distrbution of thiz program, or any portion of it, may result in sewere civil and
criminal penatties, and will be prosecuted to the maximum extent possible under the law.

Check for Update... |

Both tools are simple and will tell us how open the firewall is. This also needs to be
compared with the Raptor Firewall logs to validate how raptor handles things. G-lock
offers many tools in one. We are interested in the Port Scanner.
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]

Port Scanner

CGI Analyzer

E-mail Yerifier

Whoisz

Metwork Status

Links Analyzer

System Info

Proceszz Info

Rezource Yiewer

Registry Cleaner

al lal lial lial Nel Nl Nel Nel Nel Rel la

Proxy Analyzer —=

!.ﬂ Port Scanner

Port Szanner analyses hosts and different services started
on them. Its comprehenzive scanning engine gathers all
the information about the services, threads etc.

Port Szanner accurately determines the mapping of the
active services on the appropriate host using TCR/UDP
port interrogation. This information iz rather critical for
developing and/or verifying of the security policies

Blank [ Show thiz screen at startup ‘ E wit H Gol |

Scans will be conducted on all the ports using TCP, UDP and ICMP. The results should
be expected and looked at closely to see what was found. We should check the logs to

ensure Raptor is handling events correctly and there were no anomalies. Only the

necessary ports should be listening on the firewall. Remember, that Raptor has several
built in services that require certain ports if enabled. If you don’t use the functionality, it
should be disabled. The following screen shot shows the results of a port scan by G-lock.
Each of the ports found listening need to be verified they are in the Firewall Security

Policy. This shows the TCP results.
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NOT REGISTERE Port Scanner]

) Fle Took ‘Window Help - =]
- oHA PR HE (DAL
[Zload = Scan «Fllear - E]Save - ELRepoit - | F5'Pot Selup 2 Help
Host Hame/IP Port Set Thieads: Connect timeout: Ping tmeout
0 tooiar_| B [+ IE v | [« ENN | [« IR » |
. I~ Use Socks Prosy Port

B Fesolve Host Name| | [Gackssemen 1080

. Ping scan
. Smart sean

Tatal threads
B rcescan i

Haost P Protocol | Data from port/Ping Info Description
FTF - File Transfer Pic

=3183.27.100.200 183.27.100.200 23 TCP n/a TELMET - Telnet

=3183.27.100.200 183.27.100.200 25 TCP n'a SMTP - Simple Mail Transfer Protocol

E5183.27.100.200 183.27.100.200 43 TCP n'a BEN-LOGIN - Lagin Host Protacol [TACACS]
53183.27.100.200 183.27.100.200 63 TCP h'a DOMAIN - Domain Name Server

=3183.27.100.200 183.27.100.200 70 TCP na GOPHER - Gopher

£3183.27.100.200 183.27.100.200 a0 TCP n/a WWHT TP -World Wide Web HTTF [Hpper Text Transter Pr...
=3183.27.100.200 183.27.100.200 a1 TCP n'a HOSTS2-NS - HOSTS2 Mame Server or RomoConChubo [same.
E59183.27.100.200 183.27.100.200 133 TCP n'a NETEIOS-55M - NETBIOS Session Service
E3183.27.100.200 183.27.100.200 416 TCP n'a SILVERPLATTER - Silverplatter

53183.27.100.200 183.27.100.200 417 TCP na OMMUK - Orimus

53183.27.100.200 183.27.100.200 418 TCP na HYPER-G - Hyper G

=3183.27.100.200 183.27.100.200 425 TCP n'a ICADEL - ICAD

=3183.27.100.200 183.27.100.200 443 TCP n'a HTTPS - HTTPS [Hyper Text Transfer Protocol Secure
53183.27.100.200 183.27.100.200 445 TCP n'a MICROSOFT-DS - Microsoft-DS

53183.27.100.200 183.27.100.200 481 TCP h'a FH - Ph sarvice

553 183.27.100.200 183.27.100.200 812 TCP n/a EXEC - Remote Process Execution

=3183.27.100.200 183.27.100.200 513 TCP n/a LOGIN - Remate Login via Telnet; or Grlogin [same port]
=3183.27.100.200 183.27.100.200 614 TCP n'a SHELL - Automatic Remote Process Execution or RPC Backdo...
E5183.27.100.200 183.27.100.200 1090 TCP n'a Hireme
Ready...

The AW Port Scanner was a little more descriptive in its results as it tells you whether or
not it could make a connection. If any connections were established, it should be
immediately investigated. This will be compared to the Raptor logs.

& AW Security Port Scanner 4.60 HE B
File  Run  Help

|| Sit ‘5 183.27.100.200 s Counter: -
7 E‘ Connect Scan
g
— Metwork Connections Report Opened: 0 Closed: 4 Opening: 0 Errors:| 365
3 -1
é@ = JRequired WinSocket Version: 0.0
Descriptiol
g SystemStatus:
=
E Sl 1:20:26 Am Hew scanning.
P g [Connect 1:29:33 AM] Host: 183.27.100.200 IP: 183.27.100.200 Remote Port: 21 Local Port: 3940
( S Local Socket: 148 Standard Service: File Transfer [Control] :: Common trojans for this port: Back Construction, Blade Runner, Doly Trojan, Fore, Invisible FTP,
=] Network Errors Report Ho-connection time-out: (IR acTRN—
- Remote Port_ /[ Senvice Port Error [ Description i‘
; E 7 echo 10061 Connection refused
9 discard 10061 Connection refused
1 tcpmux 10061 Connection refused
3 compressnet/midnightcomman... 10061 Connection refused
5 rje 10061 Connection refused
- 8 not assigned 10061 Connection refused
4 2 compressnet/* 10061 Connection refused
6 not assigned 10061 Connection refused
1 sfssdimidnightcommander 10061 Connection refused
10 nhot assigned 10061 Connection refused
1 systat (users) 10061 Connection refused
13 daytime 10061 Connection refused
15 ex-netstat (unassigned) 10061 Connection refused
| 17 qotd 10061 Connection refused
19 chargen 10061 Connection refused
12 not assigned 10061 Connection refused ﬂ
Bl an ket annca P
b Remote Host
v e server o0 I
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Assessment Results

The results of the actual assessment will be turned over to GIAC Enterprises after a report
has been written up with vulnerabilities and recommendations from each of the three
areas tested. Initial results indicate that GIAC Enterprises has a good security posture,
although there is always room for improvement. The Security policy looked good
although, it was already getting out of date. It is important that the differences noted are
annotated into the security policy as soon as possible. This should be kept in a location
accessible only by designated personnel as it contains in-depth details of GIAC
Enterprises configuration. This would be detrimental in the wrong hands. The OS was
hardened and no glaring deficiencies were noted, although a though analysis of the data
collected has yet to be done. One of the things noted was the design of GIAC Enterprises
contains a single point of failure, at the router and firewall. If one went down, customers
would not be able to get in and that means money lost in E-commerce.

\
qa

rver Summit7i

Customers

The design calls for two ISP, so connectivity to the Internet has redundancy built in. In
order to alleviate the down time if the primary switch died, a spare switch needs to be
preconfigured and on hand at all times. Reminder: Changes to one need to be made on
the backup. This backup could reside in the test bed replicating the network. The firewall
will be covered by a product called iNODE found at www.inodeusa.com . This server
allows for self-healing on a machine simply by rebooting. If the firewall died (unless is
was hardware) or the software became corrupted, simply reboot the machine and it will
restore everything back to the way you configured it. A backup of the SG directory
should be made daily. GIAC Enterprises does need to keep a second box configured for
the firewall in case of hardware failure. Another option would be to have two routers
instead of one for the primary router. This would provide two paths, one to each ISP.
Removing the single point of failure in the primary router. An additional firewall added
out front would also enable two ways for the customer to get to the web server, ensure it
was protected. This new design would allow for greater flexibility for redundancy to
other systems as well. The design would look as follows.
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Assignment 4: Design Under Fire

Overview

The requirement of this exercise is to get you to think and learn. It is a common thought
to believe you’re secure and invincible because you have a firewall or something similar.
This assignment looks at proposed security designs from the eyes of a hacker. How can I
get in or cause a denial of service? If applied to your own network security design, you
should have your eyes open to things left undone. For the this assignment we were to
pick one other student’s design and perpetrate an attack against the firewall, a denial of
service (DOS) attack and attack to compromise an internal system. I picked my design at
random to test my own limited abilities. I have to say, I was amazed at what I found out
on the Internet. The design chosen was by Tim Kidder and can be found at
http://www.sans.org/y2k/practical/Tim Kidder GCFW.zip

Border Router

Syslog DB Time

All databases

Perimeter Security Recon

We have an advantage here to plan our attack. The practical is presented in all of its glory
with extensive details about the design. One has to ask how would you go about finding
out what is out there on a company you know nothing about. I would be negligent if
didn’t address how to find out what is there. There are a few ways to go about this. One
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is to use social engineering. You could call the company and pretend to be from the sales
department of X company requesting to demo some new products their company has to
offer. Most folks are not trained in how to protect their network and how simple
information can hurt them. You could also scan the company very stealthily over a long
period of time and collect data. You could find out who works in the company’s IT
department and watch them, just find out where they like to go. Then, casually meet
them one day and strike up a conversation. You can find out a lot contact information
from www.arin.net and then call them under the pretense one of their boxes has been
sending packets to them and wonder if it were misconfigured etc. The possibilities are
endless, even if the company is far away. It has to be understood by all who work in the
Information Technology arena that the network probes may not come from just the
network.

Firewall Attack

Setting the stage

The firewall attack for this assignment turns out to be rather easy. The router in this
design is a CISCO 3640 running 1OS version 12.1(5)T. There is an exploit released by
CISCO on June 27, 2001 and updated September 13, 2001 called IOS HTTP
Authorization Vulnerability and can be found at
http://www.cisco.com/warp/public/707/10S-httplevel-pub.html . This exploit affects the
version of IOS running on the router. Also, by nature of the business, HTTP traffic has to
be allowed and both of these combinations present vulnerability. By sending a crafted
URL to http://<device addres>/level/xx/exec/ with the level set to 15 (admin rights) and
xx being a number between 16 and 99, it is possible to gain full admin privileges to the
device. Once obtained, the router is mine. Knowing this is possible, a hacker would
probably be very careful about planning the next move. Small changes would go
unnoticed on a router with many ACLs, especially if it is configured and then forgotten.
They could exploit the company over a long period of time or simply reconfigure the
router to pass all traffic and then change the admin password. I am going to be selective
because I don’t want to draw attention to myself. I will change the last entry from deny
to permit. Since Mr. Kidder only denied private addresses, so everything else will now go
through. I am also going to turn off logging for the default rule. This should let me go
undetected for a while, since all traffic will appear as normal, unless they monitor the
configuration regularly. Since the path to the firewall is wide open and the switch in
between is not configured to offer any protection, the attack can begin.

The attack

The firewall is a PIX 6.0 and after some research, I found an exploit against the PIX called
“Cisco Secure PIX Firewall SMTP Filtering Vulnerability.” This was released on
September 26, 2001 and can be found at
http://www.cisco.com/warp/public/707/PIXfirewallSM TPfilter-regression-pub.shtml . By
default, the PIX firewalls that provide access to mail servers are at risk. The command
used is “fixup protocol smtp [portnum]." This will allow us to bypass the firewall to the
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mail server. This will be discussed more in depth as we look at compromising an internal
system. This attack will allow us to pass through the firewall.

DOS Attack

The stage has already been set for our DOS attack against the company. The router is
now wide open to allow all traffic to pass. I would have my 50 compromised systems to
launch a TCP SYN attack against the customer’s web server. All 50 systems would have
full access and render the web server useless. This would be devastating to the company
since their livelihood depends on the customers’ access to the web server. The best way
to defend against this is to upgrade the IOS, which is an interim fix and have multiple
routes to the web server. Right now, this design has two single points of failure, which
are the router and the switch. Also, the web server should be behind a firewall to ensure
attacks like this cannot occur. Even if the router were compromised, the firewall would
stop a simple attack like TCP SYN.

Internal System Compromise

Before I launched a denial of service attack, I would get what I want from the company.
Since we already know how to bypass the router and the firewall we can get to the mail
server and access it (especially if it hasn’t been hardened, after all its behind a firewall).
The mail server has a lot of information on it. There is account information, address lists
(to include the company’s overseas partners), personal information and company
information. Usernames and passwords are there, and as an added bonus, if it is and NT
domain, the accounts probably match the accounts on the PDC. It is possible to run code
on the mail server. A bug could be planted to transmit out corporate email etc. Once
access has been obtained on the web server, the sky is the limit.
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