CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.


http://www.giac.org
http://www.giac.org

G AC Enterprises

G AC Practical Assignment
Version 1.9

George D (Danny) Wal ker 11, CISSP, CISA, SSCP, GCIA CCH
June 22, 2003

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Tabl e of Contents

SECURITY ARCHITECTURE . ... ttttiettteseteeesetesssesesssisesssssssssessassssssesssasssssasesssasesssesesssesesssssesssssesssnns 1
COMPANY OVEN VIBW...eeiiitrieiiitieiettisesteesssteesssseeesstessssessssbessassessassessabssssasssesabesssasesssssesssssesssssesans 1
BUSINESS OPEN ALIONS OVEN VIEW......cvveeeiieiriieeeiieeesseisteessssssesssssbsessssssssssssasssssessssssessssssssnsssans 1

(O 1S (0] 11= £ 1
= L= £ T OO ERRRRPPP 1
U100 1< £ PSSR 2
010U 2
Access Requirements and RESIFICLIONS ......ooccveieiiiiiiciie et snree e 2
(O (0] 1= £ TSRO 2
= 1 5 TR 3
IS0 =PRSS 3
0110 3
Summary of User ACCESS REQUITEMENES. .....ciiiviieeieireie et e s esreee s sbre e e s s ssae e s s sssbaeessssssaeeesns 3
I=e 0T Tor= I AN o T = = 3
T (=0 1= A O] 1=\ (o 4
01 1< R 4
NS L LTz 4
SRS S VL= S = 115 0] £ 5
Vs (00 S = Y= 5
TS S S Y= 6
D212 0T S SRS = VL= (R 6
I BN S = Y OO UEPRRRPPP 6
YL = Y= 6
Y=L (=, Y S 7
IS0 80 S = S 7
AT L= 0T 0T LIS Y= OO 7
LU IS S AT TR 7
BN IS NI S = Y= 8
I Y10 1= 8
S IS Y= SRR 8
System/NetWOork AdMINISIEALION ......eeiiieeeiieieereee e eecreee s e e e s e srr e e s s sbre e e s ssssaeeesssbeeesssssrseeesans 9
REMOIE U S S .ottt e e e e e e st e bbb r e e e e e e e e s e s s bbb b e e e eeaesssaaasbbrenesesesesansnsrens 9
=T [0 =S T [T TSP PRUPTOPPRORPRIN 9
NELWOT K DEVICET SEI VEI Sttt e s ettt e e s e s e e e s s sbbe e e s sasbeesssansbeeassssbeneessanseeessns 11

SECURITY POLICY AND TUTORIAL ..cccteiiiteeeiteeeeteeeestesesssesssssesssssesssesssssesssssesssssesssssesssssesssssesans 13
= o AN AT 1 O RRRR 13
INL= VYo o i W= it AT U 1T o T 14
RUIEBASE ...ttt ettt e et e et e e e be e e et e e s eabeesaabeessabeesabseesabeeesabeeesabenssabesssnseeens 14
BOIrder ROULEN POIICY ....vviiiiiii ittt ettt ettt st st s s et s s aae s sbe e s sabae s sabee s sabeessnbeeeas 14

TR ool 01100 Tir= (o] 14
Router Configuration BreEaKOOWN .........ccveiiiiieiiee ettt ee s e e s s sbae e s s saaee e s ssnareeesns 15
(€1Lelo7= I @Xoln| 1o (U= (o] o O 15
Internal Network Interface ConfigUIatioN.........cuveieiiiiieee e 17
External Network Interface ConfigUration........cccueeeeiiceeie i s 18

i

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Access List for incoming traffic on external iNterfaCte......ooeee oo 18

Access List for outgoing traffic on external interface.........ooovvvviicieiei e 20
NELFILEr FIr@WaAll OVEINVIEW .. .veiiiieeeiee ettt ee e st e e s s ete e e s s eba e e e s s sbae s s ssnrneesssnraeessn 21
External NEfIItEr Fir@Wall ........coooiueiiiiiiiciie ettt sbe e s sabee e 21
Server HOost NEHEEr Fir@WallS......ooi ittt 28
Tutorial — How to set up a policy for a NetFilter firewall with FreeS'\Wan Gateway ...... 32

(@Y= YT 32

REGUITEIMENES. ... ettt ettt st e et e e et e e ste e sa b e e beeease e seesaseeabeeanseeaseesnteenneennns 32

[ (015 O TR 32

LV 0TS = o 32

FrEESWAN INSEAGLION. c..eeciveec ittt et et sba s s be e s sbe e sabe e s snbe e e nes 35

VPN ACCESS POLICY it ietteee ettt s ettt e e s e e s s s b e e e s s abb e e e s eabaeesesnbbaeesssbaesesenbeneas 36

[O0] | 1101 = (o) S 36

GaALEWAY I PSEC.CONT ... ettt e esab e s e s b e e e e ssabbeeesesabaeeesssrreeesans 37

A e N e 1T 0 A S o o] 1 | 39

NSRS T I o LI Y 1= 42

N = S o PSSR 43

FIREWALL POLICY VERIFICATION ..viiiitiiiittieiittisiistessssesssisessssesssssssssssessssssssasssssssesssssesssssesssssees 52
=S A A= 070 R 52

VIV, ..ottt ettt e et e e e s e s e bbb e e e e e e e e s e s s bbb aeeeeaeeeesa s babaeeeeeesesasnsbraaneseeeeesnsnsrens 52

VIMWare PhYSICAl DESION......ciiiiieiiiie it cettee et sttt s st st sbe e s sbee s sabe e s sabe s s sabesssabessanbessanes 52

AV ATV = =X oo [Lor= I L= Lo | R 53

[N L= T < T 53

DL els S VL= S T 53
e 2T 0 L= 10 Lo [ T 54

[O10 1S =110 1 = 0 R 54

= a0 Loz =] 0= o o O 55
[©Fo ] [0 (¥ To1 8 4 1 T=1F= 10 T 55

00 ES3 (= o 0 = o PR 55

LAV LI [0 55

RSN LI (U IL= 072 = 56
Y Z= U= A A AT 10 [ [ R 66

DESIGN UNDER FIRE......uuiiietiiiitiiiiitie s stesssteessstesssseessssesssssesssssessssssssassessasesssasesssesesssasesssssesssssees 68
(LY L= RV T 69

RECONNAISSANCE ...ttt s e e et e e s e e e e e e bt e e e s saabbe e e s e sbaeessaabbeeessasbbeeesasbeeesssanens 69
LTz L= 11T 69

Firewall VUulnerabilitieS FOUNG.........cveiiiiie ettt 69

(DL To [T (I 1= o R 70

EXDIAIN thE FTESUITS ... .ottt e e et e e s st e e e e s e ab e e e s s sabb e e e s sasbaeeesensbenesssanens 70

COUNTEIIMEASUIES......ce e cttreeeeiee e e e s estbbrr e e e e e s s s e s sabbaeeeeeessesaaasbaeeeesaessesasssraresasesssasssraaneeeasseesnns 70
DeNial Of SENVICE ALLACK ...eiicviii ittt st e ssbe e s s be e s sabe e s sabee s sabeeens 70

(DL To [T (I 1= o R 70

EXDIAIN thE TESUITS ... eeeee ittt e s e st e e s s et e e e e s e ab e e e s s sbreeessesbreeesensbeeeessanens 71

COUNTEIIMIEASUIES......coiicuttreeieiee e e e sesbb e e e e e s s e es i bbb e e e e e eeesssaa bbb aeeeeeasssasasb bbb e reeesesssasssbbaneeesasssasnns 71
Internal system compromise through the perimeter SyStEM........oocvveveieiiieee e 71

(DL To [T (I 1= o 71

i

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



EXII@IN TNE TESUIES . ..ot e e et e e e e e e e e e e e e e e e e e e e e e eeeeeeaeeeeeaaeannnes 72

[ L= 72
COUNEEIMNEASUIES......c i e eevteeeeeiee e e et esasbereeesesssassbbaaerseasssssassssbaseeesasssssassbsseresasssssassssbanneesesssasns 72
APPENDIX A — TRAFFIC ANALY SIS . .uttiiiiiitiieiiiitteiesestreesssssseessssssesesassssessssssssssssssssssssssssssssssnnnes 73
APPENDIX B — EXTERNAL FIREWALL CONFIGURATION.....uuuiiiiiiriieiiiieeeeesisreeessssseessessssessssnens 77
APPENDIX C —INTERNAL FIREWALL/VPN GATEWAY CONFIGURATION.....ceeveirirrireeeireeeessnnees 86
APPENDIX C — SERVER FIREWALL CONFIGURATION......ccuvtteeiiurreeeeitreeeeesrseeessssseesssssseeesssssnes 97
REFERENCES ... .ueiiiiitttieeiittetesesteeessssseesssasssesssaasbassssassssessassesesassbsessssasssssssasssenesassbsessssassnnessans 104
iv

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Security Architecture

Company Overview

GIAC Enterprises has been selling fortune cookie sayings for 3 generations. Jack Chan has been
given control with the death of his father, Hu Chan, and with the help of his sons, John and
Adam, he wishes to grow it into the 21st century. Previously Hu Chan focused on the continental
United States to sell his witty sayings. Jack wanted to expand the company’s influence across the
world and planned to use the Internet to help him.

John, the younger of the two brothers, is a graduate of University of Virginiawith a degreein
Management Information Systems and is half way through towards an MBA, and has worked for
amajor financial institution as a junior manager 3 years. Adam was a product of the Internet
growth phenomena. Right out of high school he started working for alocal Internet Service
Provider as ajunior system administrator and has been working for in the industry for 12 years
and currently acting as a Senior Network Security Engineer for a national networking company.
John was brought on as Chief Operating Officer (COO) and Adam became the Chief Information
Officer (CIO) and both became partners.

The trio came up with the idea of fostering a virtual company that enabled Adam to remain in
Boulder, Colorado with his family while John moved back home to Richmond, Virginia with his
father. The idea was to leverage the Internet and technology to enable the company to work from
home offices instead of incurring the cost of a physical location. Since the company was going
to have to start with a small budget Adam decided to use open source software as the initial
solution and then upgrades could be added in the future. John worked with Jack on how GIAC
Enterprises would structure the business and came up with the following operations and business
plan.

Business Operations Overview

As stated above Jack Chan wished to bring GIAC Enterprises into the 21% century and to do this
he and John came up with the following business operations plan.

Customers
Customers are actual fortune cookie companies that buy the fortune in both a bulk format
(sayings that can be directly put on paper dlips) as well asin actual useable form (on required

paper dips).

Partners

Partnerships have been formed with companies in South America, Europe, Middle East, Africa
and Asia. These companies take the fortune cookie sayings and trand ate them into the
appropriate language for their countries. Then they resall the fortunes to those foreign markets.
These companies have exclusive rights in these areas of influence, but GIAC Enterprises earns a
commission on all sales they procure (i.e. through web contacts or North American affiliates).

1
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Suppliers
Suppliers include the two companies that provide GIAC Enterprises with their paper dips and

thelr printing services.

Employees

The Chief Executive Officer (CEO), Chief Operating Officer (COQ) and Chief Information
Officer (CI1O) would each be issued a SOHO VPN/Firewall Router and a high-speed Internet
connection to enable connectivity to the company network.

To support expanding operations GIAC Enterprises would have to add staff. This would include
the following:

Vice President of Sales — This position would be responsible for managing partner relationships
as well as supervising the three-salesperson positions. A laptop with VPN client would be issued
to alow connection to GIAC Enterprise’ s network. Although a company paid high-speed
Internet connection would be provided the laptop would also connect via Internet dialup when in
the field. This position would report to the COO.

Eastern US Salesperson — This position would be responsible for the eastern United States
territory. A laptop with VPN client would be issued to allow connection to GIAC Enterprise’s
network via Internet dialup. This position would be located within the eastern United States and
report to the VP of Sales.

Western US Salesperson — This position would be responsible for the western United States
territory. A laptop with VPN client would be issued to alow connection to GIAC Enterprise’s
network via Internet dialup. This position would be located within the western United States and
report to the VP of Sales.

Canada Salesperson — This position would be responsible for the Canadian territory. A laptop
with VPN client would be issued to allow connection to GIAC Enterprise’s network via Internet
dialup. . This position would be located within Canada and report to the VP of Sales.

Security/ Systems Administrator — This position would be responsible for system administration
and security operations of network. This position would be located in Boulder, Colorado and
would report to the CIO.

Access Requirements and Restrictions

Based on the above business operations plan, Adam and John have designed the network to
support the needs of the new virtual company.

Customers
? Access to customer webserver via SSL using LDAPS for authentication back to LDAP
server.

2
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Partners

? Access to partner webserver via SSL using LDAPS for authentication back to LDAP

Server.

Suppliers

? Jack and John would use the supplier’s extranet to order paper dip supplies and their
printing services. They are negotiating with the various suppliers to develop a plan to
enable automated ordering of their supplies.

Employees

?  All remote employees require the ability to connect to internal servers including LDAP
server, mail server, database server, file server and intranet. They will access the network
using one of following three ways:

0 SOHO IPsec VPN/Firewall router using high speed Internet (cable or DSL).

(0]
(0]

IPsec client using high speed Internet (cable or DSL).
| Psec client using adialup Internet connection.

? System Administrators also need access to SSH from their local workstations.

Summary of User Access Requirements
Group ~ Requirement ~Service  Port

Customers Access to public webserver HTTP 80 tcp
HTTPS 443 tcp
Customers Webserver to Database server MySQL 3306 tcp
Customers Webserver to LDAP server LDAPS 636 tcp
Partners To public webserver HTTP 80 tcp
HTTPS 443 tcp
Partners Webserver to Database Server MySQL 3306 tcp
Partners Webserver to LDAP Server LDAPS 636 tcp
Employees Accessto VPN server (accessto LDAP, | IKE 500 udp
Database, Mail and Intranet) ESP protocol 50
Employees Access to WebMail server HTTPS 443 tcp
Employees Webmail server to Mail server IMAP 143 tcp
Employees Webmail server to LDAP server LDAPS 636 tcp
System Access to al servers from interna SSH 22 tcp
Administrators | workstation or from across VPN
System Access to Internet web servers HTTP 80 tcp
Administrators HTTPS 443 tcp

Technical Architecture

Adam has designed this network using the principals of “Defense in Depth” by layering multiple
security controls. This will enable the design to be resistant to intrusion attempts. We will go

over the various layers of security components that make up this network.

© SANS Institute 2003,

As part of GIAC practical repository.
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GIlAC-enterprises network diagram

Internet Connection

Adam was able to secure a 10x10 office in the building of Boulders largest |SP. He has made
arrangements for a T1 connection and will connect directly to the ISP router via Ethernet. This
connection can be upgraded as the company bandwidth needs increase. The ISP is atier one
Internet provider offering a service level agreement with guaranteed 99.5% uptime. In addition,
the office space has its own physical security system, card access control system, fire detection
and control systems, and security guards.

Router

For our border router we will use a Cisco 2600 router (http://www.CiSC0.com) running version
12.2(17) of the Cisco 10S software. The border router will filter inbound and outbound traffic at
the edge of the network using standard and extended access control lists (ACLS). The Router is
only accessible via a serial connection to the CIO Workstation.

NetFilter Firewalls
We will implement 2 stand-alone firewalls both using the NetFilter firewall v1.2.8 software
(http://www.netfilter.org) on a hardened Red Hat 9 OS machine. The external firewall will sit

4
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between our border router and DMZ switch and will provide an additional layer of traffic
filtering. The internal firewall will sit between the DMZ switch, Security switch, Server switch
and will connect to the second NIC of the public webserver. In addition the internal firewall acts
as a VPN gateway using the FreeS/wan |Psec 2.01 software (http://www.freeswan.org). A strict
“Deny al unless specificaly allowed” policy isimplemented across both firewalls.

In addition we have implemented host-based NetFilter firewalls on the Database server, Mail
server, LDAP server, Intranet/Samba Fileserver, Internal DNS/NTP server, Syslog Server, IDS
server, External DNS/NTP server, Mail Relay server and Workstations.

IDS server/sensors

We will deploy 3 IDS sensors running Snort IDS v.2.0 software (http://www.snort.org) on a
hardened Red Hat 9 OS machine. Sensor placement is addressed below. Each sensor’ s ruleset
will be consistently tuned to limit the number of false-positives.

1. Logicaly located between the Border router and External Firewall using NetOptics
10/100BaseT Network tap (http://www.netoptics.com). The snort sensor will have dual
NICs with one sniffing the TX channel and one sniffing the RX channel of afull duplex
connection.

2. Directly connected to the spanning port of the DMZ switch.

3. Directly connected to the spanning port of the Server switch.

These sensors will all report back to the IDS server across an out-of-band network via the sensor
switch. The IDS server will be run the Analysis Console for Intrusion Databases (ACID)
v.0.9.6b23 (http://www.andrew.cmu.edu/~rdanyliw/snort/snortacid.html) using a Apache
webserver, MySQL database and PHP on a hardened Red Hat 9 OS machine. The IDS server
will have a host-based NetFilter firewall on networked interface alowing only
incoming/outgoing HTTPS (443 tcp), MySQL (3306 tcp), DNS queries (53 udp), NTP (123 udp)
and SSH (22 tcp) traffic.

Syslog server
The Syslog server contains a custom web front-end to a MySQL database application.
Administrators connect to a secure Apache webserver to check the Syslog entries. Using msyslog
v1.09d (http://sourceforge.net/projects/msyslog), a replacement for the standard Syslog daemon,
incoming entries are sent to aMySQL database. The server is dual homed with one NIC
connected to the Security switch to receive direct communication from the Database server, Mail
server, LDAP server, Intranet/Samba Fileserver, Internal DNS/NTP server, Webserver and
Internal Firewall/VPN gateway. The other NIC will be connected to the DMZ switch on a non-
| P-addressed interface. For each server (Webmail server, External DNS/NTP and Mail Relay
server) and External Firewall we have to do the following to ensure they properly send Syslog
data to the Syslog server:
1. In/etc/syslog.conf a selector field of “*.info” and action field of “ @39.2.1.62" should be
added. Note that 39.2.1.62 doesn’t actually exist and will smply be a bogus host.
2. Since we are using a switch we have to tell each server and the firewall where to find this
bogus host. For that we will add a static ARP entry of “arp — 39.2.1.62
00:00:00:00:00:00" where 39.2.1.62 is the bogus host and 00:00:00:00:00:00 is the actual
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MAC address of our non-IP-addressed interface of the Syslog server. This will ensure
that the data gets sent to the proper switch port.

3. Onthe Sydog server we will have a steath-logger using Snort. This logger will
implement the frag2 preprocessor in case the packets come across fragmented. Then the
logger will simply pass the logged data

The Syslog server will have a host-based NetFilter firewall on both interfaces. On the externa
interface it allows only incoming/outgoing HTTPS (443 tcp), DNS queries (53 udp), NTP (123
udp) and SSH (22 tcp) traffic and incoming Syslog (514 udp) traffic. On the internal interface it
allows only incoming Syslog (514 udp) traffic.

Web server

We will be using Apache 2.0 (http://www.apache.com) with mod_php, mod_auth_mysql,
mod_sd and mod_auth _|dap on a hardened RedHat 9 OS machine. The server will be dual
homed with an externa interface connected to the DMZ switch and the internal interface
connected directly to the eth3 interface of the Internal Firewall/VPN gateway. The webserver
usestheinternal interface to access the LDAP server, Database server, send Syslog data to the
Syslog server and allows incoming SSH for management purposes. The Webserver will have a
host-based NetFilter firewall on both interfaces. On the externa interface it allows only
incoming/outgoing HTTP (80 tcp) and HTTPS (443 tcp) traffic. On the internal interface it
allows only incoming/outgoing LDAPS (686 tcp), MySQL (3306 tcp), DNS queries (53 udp),
NTP (123 udp) and SSH (22 tcp) traffic and outgoing Syslog (514 udp) traffic.

Database server

For our database server we will use MySQL 4.0.13 (http://www.mysgl.com) on a hardened
RedHat 9 OS machine. This server will serve as the backend for our webserver. The Database
server will have a host-based NetFilter firewall on its single interfaces where it will allow only
incoming/outgoing MySQL (3306 tcp), DNS queries (53 udp), NTP (123 udp) and SSH (22 tcp)
traffic and outgoing Syslog (514 udp) traffic.

LDAP server

For our LDAP authentication server we are using OpenLDAP v2.1.22 (http://www.openldap.org)
on a hardened RedHat 9 OS machine. This server will allow users to authenticate to a variety of
internal servers aswell as allow customers and partners to access the webserver. The LDAP
server will have a host-based NetFilter firewall on its single interfaces where it will alow only
incoming/outgoing SLDAP (636 tcp), DNS queries (53 udp), NTP (123 udp) and SSH (22 tcp)
traffic and outgoing Syslog (514 udp) traffic.

Mail server

Our mail server uses PostFix v1.1.1 (http://www.postfix.org) for its MTA and Courier IMAP
v1.7.3 (http://inter7.com/courierimap.html) for its IMAP services on a hardened RedHat 9 OS
machine. Authentication for mail is performed at the LDAP server. In addition users can use the
webmail server to access their mail. For users that pass across the VPN to access mail they will
use Opera v7.11 (http://www.opera.com) mail client to access the mail server. The mail server
will only accept incoming and send outgoing SMTP traffic from/to the Mail Relay found in the
DMZ. The Mail server will have a host-based NetFilter firewall on its single interfaces where it
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will alow only incoming/outgoing SMTP (25 tcp), DNS queries (53 udp), IMAP (143 tcp), NTP
(123 udp) and SSH (22 tcp) traffic and outgoing Syslog (514 udp) traffic.

Mail Relay

Our mail relay uses PostFix v.1.1.1 and RAV AntiVirus v8.4.2 (http://www.ravantivirus.com) on
a hardened RedHat 9 OS machine. The relay accepts mail from the world runs it through the
anti-virus scanner and removes certain types of attachments and then forwards it on to the Mail
Server. When a user wants to send mail out the mail relay accepts the mail from the Mail server,
runs it through the anti-virus scanner and then deliversit. The Mail Relay server will have a host-
based NetFilter firewall on its single interfaces where it will allow only incoming/outgoing
SMTP (25 tcp), DNS queries (53 udp), NTP (123 udp) and SSH (22 tcp) traffic and outgoing
Syslog (514 udp) traffic.

Squid server

Our squid server uses Squid Web Proxy Cache v2.5 (http://www.squid-cache.org) with the
Jeanne reverse proxy plugin (http://www.ists.dartmouth.edu/IRIA/projects/d jeanne.htm) on a
hardened Red Hat 9.0 OS. This reverse proxy server provides an additional barrier between the
webserver and the untrusted public network. All traffic coming from the world would be directed
to this server and provides additional filtering and then it would forward on valid requests to the
webserver. A second instance of squid will also be installed to proxy HTTP and HTTPS traffic
for the ClIO and System Administrators machines on port 3128. This proxy will provide no
caching for this purpose and will only be used by the two internal users. This will be one of the
first services moved to another machine as soon as funding permits, but this solution was better
than nothing. This machine will have a host-based NetFilter firewall on its single interfaces
where it will allow only incoming/outgoing HTTP (80/3128/8080 tcp), DNS queries (53 udp),
HTTPS (443 tcp), NTP (123 udp) and SSH (22 tcp) traffic and outgoing Syslog (514 udp) traffic.

Webmail server

Our webmail server uses SquirrelMail v1.40 (http://www.squirrelmail.com), Apache v2.0 and
PHP4 on a hardened RedHat 9 OS machine. This server alows employees to access their mail
remotely via a web browser. The Webmail server will have a host-based NetFilter firewall on its
single interfaces where it will allow only incoming/outgoing IMAP (143 tcp), DNS queries (53
udp), HTTPS (443 tcp), NTP (123 udp) and SSH (22 tcp) traffic and outgoing Syslog (514 udp)
traffic.

Intranet server

Our Intranet server uses Samba v2.2.8a ( http://us2.samba.org/samba/samba.html), Apache v2.0
and on a hardened RedHat 9 OS machine. The server authenticates using LDAPS and
employees can access it after coming through the VPN gateway. This server will have a host-
based NetFilter firewall on its single interfaces where it will allow only incoming/outgoing
HTTP (80 tcp),

DNS queries (53 udp), NTP (123 udp) and SSH (22 tcp) traffic and outgoing Syslog (514 udp)
traffic
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DNS/NTP server

We are running two sets of servers running our Domain Naming System (DNS) and Network
Time Protocol (NTP) services on a hardened RedHat 9 OS machine. We have an external server
sitting on the DM Z switch and an internal server sitting on the Server switch. We are running
BIND 8.4.1 (http://www.isc.org) and NTP 4.1.1 (http://www.ntp.org) on a hardened Red Hat 9.0
OS.

We will run a split DNS which separates the internal name space from the pubic name space.
The external DNS server will only contain information on servers that the Internet requires to
know about. The external DNS server will only be recursive for our service network servers.
Theinternal DNS server will contain information on our internal and external servers and will be
recursive using the external DNS server to forward any requests to the Internet. The internal
DNS server will not support any zone transfers and the external DNS server will support only
zone transfers to the 1ISPs DNS servers. This version of BIND has aso been configured to use a
source port of udp 53 for all communication between the external and internal DNS servers. In
addition both servers have logging enabled that reports activity to the Syslog server.

Our two NTP servers serve different areas of the network. Due to the small budget for the project
Adam made the decision to use one server on the DMZ switch and one on the Server switch
instead of the recommended two redundant servers connecting to two different hosting sites. The
primary purpose of the NTP serversisto synchronize time across al of the company servers and
devices to enable for accurate security log correlation. Since the National Institute of Standards
and Technology Automated Computer Time Service (ACTY) is located in Boulder, Colorado
there is alocal number. Both the internal and external NTP servers were equipped with a modem
that allows only adial out to the ACTS number. This method was chosen to keep from allowing
NTP connections across the internal and external firewalls. Adam plans to upgrade to a set of
TymServe 2100 (http://www.tymserve.com) servers to add redundancy to such an important
service.

On the external DNS/NTP server there will be a host-based NetFilter firewall and it will allow
only incoming/outgoing DNS queries (53 udp), DNS zone transfer (53 tcp) from/to ISPs DNS
servers, NTP (123 udp) and SSH (22 tcp) traffic and outgoing Syslog (514 udp) traffic.

Switches

Both the DMZ and Server switches are Cisco Catalyst 2950X L 24-port switches running Cisco
1OS 12.1(6). Unused ports are shut off and port security has been implemented. The spanning
port is being used for the IDS sensor. The Security and IDS sensor switches are Cisco Catalyst
2950 12-port switches running Cisco 10S 12.1(6). Again unused ports are shut off and port
security has been implemented. All switches are accessible viaa seria connection to the System
Administrators workstation.

SSH Service

The Secure Shell (SSH) service deployed across our environment is a custom compiled version
of OpenSSH v3.61p2 (http://www.openssh.org). In addition only the SSH2 protocol is enabled
due to security issues with SSH1.
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System/Network Administration

Servers will utilize a defined backup policy for data and use Tripwire (http://www.tripwire.com)
to protect the integrity of their system files. Each server will be built with a hardened version of
Red Hat and the administrators will maintain the patches for both the OS and applications.

Remote Users

Home users will use a custom VPN client installed on alaptop. This client will alow the user to
connect only to either the Internet or to the corporate VPN at one time. Thiswill limit the ability
of a Trojan getting installed and tunneling an attacker directly into the network. Each
workstation will be maintained remotely with the latest patches for the OS and applications.

IP addressing

GIAC Enterprises was assigned three subnets by its ISP and its routable address space is broken
down as follows:

? 39.2.1.40/30 — For use between ISP router and border router
0 2 hostsconsisting of 39.2.1.41 and 39.2.1.42
0 Network address of 39.2.1.40
0 Netmask address of 255.255.255.252
0 Broadcast address of 39.2.1.43
? 39.2.1.44/30 — For use between Border router and External Firewall
0 2 hosts consisting of 39.2.1.45 and 39.2.1.46
o0 Network address of 39.2.1.44
0 Netmask address of 255.255.255.252
0 Broadcast address of 39.2.1.47
? 39.2.1.48/28 — For routable service network
0 14 hosts between 39.2.1.49 and 39.2.1.62
0 Network address of 39.2.1.48
0 Netmask address of 255.255.255.240
0 Broadcast address of 39.2.1.63

NOTE: The entire 39.0.0.0/8 net range is actually reserved by the Internet Assigned Numbers
Authority (IANA) but for the purposes of this paper | have assumed that it has actually been
assigned to GIAC Enterprises. Thisinformation can be verified at
http://ws.arin.net/cqi-bin/whois.pl ?queryinput= N%20! %20NET-39-0-0-0-1.
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GIAC Enterprises | P addresses
Device/Server Connection Inter face |P address
Name

Router External FastEthernet0/0 | 39.2.1.42/30

Internal FastEthernet0/1 | 39.2.1.45/30
Externa Firewall External EthO 39.2.1.46/30

Interna Ethl 39.2.1.49/28
Internal Firewal/ VPN GW | DMZ Switch EthO 39.2.1.50/28

Server Switch Ethl 192.168.23.1/24

Security Switch Eth 2 192.168.24.1/24

Web server Eth 3 192.168.25.1/24
Externa DNS/ NTP server | DMZ Switch EthO 39.2.1.54/28
Mail Relay DMZ Switch EthO 39.2.1.53/28
Squid server DMZ Switch EthO 39.2.1.55/28
Webserver DMZ Switch EthO 39.2.1.52/28

Internal Firewall Ethl 192.168.25.2/24
Webmail Access DMZ Switch EthO 39.2.1.51/28
Database server Server Switch EthO 192.168.23.2/24
Mail server Server Switch EthO 192.168.23.3/24
LDAP server Server Switch EthO 192.168.23.4/24
Intranet server Server Switch EthO 192.168.23.5/24
Internal DNS/ NTP server | Server Switch EthO 192.168.23.6/24
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Sysog Server Security Switch EthO 192.168.24.2/24
DMZ Switch Ethl No IP

IDS Database Server Security Switch EthO 192.168.24.3/24
Sensor Switch Ethl 192.168.26.1/24

IDS Sensor A Sensor Switch EthO 192.168.26.2/24
RX channel of Tap | Ethl No IP
TX channel of Tap | Eth2 No IP

IDS Sensor B Sensor Switch EthO 192.168.26.3/24
DMZ Switch Ethl No IP

IDS Sensor C Sensor Switch EthO 192.168.26.4/24
Server Switch Ethl No IP

ClO workstation Security Switch EthO 192.168.24.4/24

System Admin workstation | Security Switch EthO 192.168.24.5/24

Network Devices/Servers

Device/ Hardware
Servers
Router Cisco 2600 Router $879
Externa Déell PowerEdge 1750 (Xeon 3.0 GHz proc [dual capable], 2 | $3,280
Firewall GB DDR RAM, RAID-1 card, 2-10K RPM 36 GB SCSI HD,

100bT NIC, 3 yrs Onsite-4hr parts service)
Internal Dell PowerEdge 1750 ( Dual Xeon 3.0 GHz proc, 2 GB DDR | $3,590
Firewdl/ IPsec | RAM, RAID-1 card, 2-10K RPM 36 GB SCSI HD, 100bT
Gateway NIC, 3 yrs Onsite-4hr parts service)
External DNS | Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $1,685

and NTP server | RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)

Mail Relay Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $1,685
RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)

Squid server Dell PowerEdge 1750 (Xeon 3.0 GHz proc [dual capable], 2 | $3,280
GB DDR RAM, RAID-1 card, 2-10K RPM 36 GB SCSI HD,
100bT NIC, 3 yrs Onsite-4hr parts service)

Webserver Dell PowerEdge 1750 (Xeon 3.0 GHz proc [dual capable], 2 | $3,280
GB DDR RAM, RAID-1 card, 2-10K RPM 36 GB SCSI HD,
100bT NIC, 3 yrs Onsite-4hr parts service)

Webmail Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $1,685
Access RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)
DMZ Switch | Cisco Catalyst 2950X L 24-port switch $695
Database Dell PowerEdge 1750 (Xeon 3.0 GHz proc [dual capable], 2 | $3,585
Server GB DDR RAM, RAID-1 card, 2-10K RPM 146 GB SCS|
HD, 100bT NIC, 3 yrs Onsite-4hr parts service)
Mail server Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $1,685
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RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)

LDAP server Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $1,685
RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)

Intranet Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $1,685

Fileserver RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)

Internal DNS | Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $1,685

and NTP RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)

Server Switch | Cisco Catalyst 2950X L 24-port switch $595

Syslog Server | Dell PowerEdge 1750 (Xeon 3.0 GHz proc [dual capable], 2 | $3,585
GB DDR RAM, RAID-1 card, 2-10K RPM 146 GB SCS|
HD, 100bT NIC, 3 yrs Onsite-4hr parts service)

IDS Database | Dell PowerEdge 1750 (Xeon 3.0 GHz proc [dual capable], 2 | $3,585

Server GB DDR RAM, RAID-1 card, 2-10K RPM 146 GB SCS|
HD, 100bT NIC, 3 yrs Onsite-4hr parts service)

IDS sensors (3) | Dell PowerEdge 650 (P4 2.6 GHz proc, 1GB DDR RAM, $4,500
RAID-1 card, 2-7.2K RPM 20GB IDE HD, 100bT NIC, 3yrs.
Onsite-4hr parts service)

Sensor Switch | Cisco Catalyst 2950 12-port switch $559

Security Cisco Catalyst 2950 12-port switch $559

Switch

Laptops (9) Latitude D800 (1.7 GHz proc, 512 MB DDR RAM, 30 GB $13,500
HD, FD, CD, 3 yrs Onsite-4hr parts service

Miscellaneous | Surge suppressors, catb cable, UPS, 2 Racks, OS, software, $7,000
etc
TOTAL $64,267

GIAC Enterprises, Inc. isusing Red Hat 9.0 OS on its workstations and servers. To this end we
have purchased 2 licenses for Red Hat Enterprise server, 3 licenses for Red Hat Workstation and
has a subscription to the Enterprise level of their Red Hat Network. Although our serversrun a
customized version of Red Hat 9.0 and don’t actually run any of the purchased copies we feel
this way we are supporting Red Hat in addition to getting continued support.

Information on equipment and pricing from following sites:
? PC Connection (http://www.pcconnection.com)
Ddll (http://www.dell.com)

Cisco (http://www.cisco.com)

?

?

? RedHat (http://www.redhat.com)

? Cyberguys (http://www.cyberguys.com)

© SANS Institute 2003,

As part of GIAC practical repository.

12

Author retains full rights.



Security Policy and Tutorial

Since the above access requirements ssimply define what services that the Customers, Partners
and Employees need to it really define the complete set of traffic that a firewall would have to
deal with. Thiswe would requires a traffic analysis to determine what the expected traffic looks
like.

Traffic Analysis

Traffic analysis looks at the traffic that would be seen on a similar configured network. By
looking at the services and servers running on the network we can put together a compl ete table
of expected traffic. This would include the above defined access requirements, server-to-server
communication, and any other expected traffic that would exist on the network. An added benefit
of this process the determination of what servers require what traffic to function which would
allow the firewalls to be locked down to only allow certain traffic to connect to certain servers by
way of their IP addresses. Another benefit of this process would be the knowledge gained on the
network traffic expected to see on the network. For instance, the SSH protocol that is required
between the System Administrators Workstation (192.168.24.5) and the LDAP server
(192.168.23.4) requires a standard TCP three-way handshake.

i !
source IP: 192,168 245 0Nt SRNET L estination IP: 102 16823 4
source port: 1025 destination port: 22

Send SWMN(c) #— SWHNel— ] Feceive 5HN(C

destination IP: 192 168.24.5 source |P: 192 168.23.4
destination port: 1025 source port: 22

Receive STYNISVACKG M—— SYNEVACKG) —— & Send STYNEVACKIE

source [P 192.168.24.5 destination IF: 192.162.23.9
source port: 1025 destination port: 22

Send ACKs) #— A CHs— ] Fecaive ACKIE

' J
TCP three-way handshake diagram [1]

As seen in the diagram above the System Administrators Workstation becomes the client and the
SSH server on the LDAP server becomes the server. When the client makes its initial connection
it sends a packet with a destination port of 22 and a source port of 1025. This source port is
considered an ephemeral port, or a number that is automatically allocated by the TCP/IP stack
from a predefined range. This transient port changes for each connection so we will not be able
to lock traffic down by it. A look at each protocol’s RFC (http://www.ietf.org/rfc/) would be the
easiest way to determine its standard communication methods.
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Network Traffic Tuning

Adam follows the premise that an efficient network is a secure network and vice versa. As found
with the traffic analysis above knowing what traffic should and shouldn’t be traveling across his
network is the first step to securing the network properly. Unfortunately atypical corporate
network is not static. As new services and applications are added this initial rulebase will require
modification. This will be especially obvious when a large amount of logging occurs, recording
denied traffic isin fact is legitimate. When this occurs the master traffic analysis list should be
adjusted to show the necessary changes required across the network.

RuleBase

From the traffic analysis we can build a basic rulebase, the actual traffic our firewall and routers
will alow. Since our traffic analysis covers al traffic on our network, not al traffic will traverse
each of our firewalls and/or router (i.e. SSH traffic from our admin workstation does not need to
traverse our externa firewall, internal firewall or router to access our IDS server since they are
both on the same network, but it will need rules added to both host-based firewalls). In addition,
there will be rules added to deny certain types of traffic (i.e. IANA reserved subnets or manually
blacklisted hosts/networks) and allow other types of traffic needed for network performance (i.e.
|CMP fragmentation-needed packets). Note that as network traffic tuning happens each firewall
and router rulebase might be affected and may require modification.

Border Router Policy

The border router is the first line of defense for our network. It uses access control lists (ACL) to
filter traffic that crosses it, which can provide a basic method for eliminating unwanted traffic.

Aswith our firewalls, the routers follow a“Deny all unless specifically alowed” policy. The
router should apply the rules in the following order:

Anti-spoofing filters and Blocked private addresses
User permit rules

Management permit rules

Noise drops (Router traffic)

Deny and Log suspicious traffic

Deny any traffic left

NN N ) ) )

Also remember that ACLs are order dependent. Each incoming packet is checked by each
access-list in order from top to bottom and when a packet matches the criteriain any one of the
access-lists then that action is performed.

Initial configuration

The router will initially be configured offline using its console port and a TFTP server. Adam
will manage the router and switches using the minicom program on his workstation with each
tied to a unique COM port. Thiswill alow the remote management of these devices if required.
Once the initial configuration is complete then the router may need to have this procedure
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repeated since editing ACL s requires the entire list to be removed and reapplied. To facilitate
this, Adam will maintain the router configuration in text format and when changes are required
he will do the following:

Disconnect the external router connection from Internet.

Connect the interna router interface to the security switch.

Quickly change his workstation IP to one that can communicate to the router (i.e. ifconfig
eth0 39.2.1.60 255.255.255.240).

Log onto router via console and activate enable mode.

Bring down host firewall.

Start TFTP server on workstation.

On router type “copy running- config tftp” and complete necessary information regarding
TFTP server and file to be copied over.

Review running- config by typing in “show running- config”

If correct, then copy running- config to startup-config by typing “copy running- config
startup-config”

10. Disconnect router from security switch and connect to DMZ switch.

11. Reboot router and using console watch boot process and check new configuration.

12. I it looks okay then reconnect external interface to Internet.

13. Then reset workstation by restarting networking to reapply old networking settings (i.e.
service network restart), turn off the TFTP server and reapply the host firewall (i.e.
service netfilter restart).

wpNE

No ok

© ©

Router Confiquration Breakdown

Global Configuration

Set up router name
host name rogue

Storeroutersenable secret password in M D5 encrypted for mat
servi ce password-encryption

Set secret and enable passwor ds which will be stored in encrypted for mat

enabl e secret 5 “enable secret”
enabl e password 7 “enabl e password”

Assign password to console

line console O
l ogin password "Rwnlttwec2t" (Router will not let traffic thru wthout
checking 2 tines)

Disable accessto AUX port by removing any existing access list number 10, setting access
list number 10 to deny all and log and then apply accesslist number 10 to line aux O.

no access-list 10
access-list 10 deny any |og

line aux O
access-class 10 in
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transport input al
ip access-group 10 in

Disable remote administration via Virtual Terminal Lines (Telnet) by removing any
existing access list number 11, setting access list number 11 to deny all and log and then
apply accesslist number 11 to all virtual terminal lines (i.e. linevty 0 4)

no access-list 11
access-list 11 deny any | og

line vty 0 4
access-class 11 in
transport input none
| ogin | oca
exec-timeout 0 1

no exec

Prevent abuse of small services (i.e. echo, discard, chargen, etc)

no service tcp-small-servers
no service udp-small-servers

Prevent abuse of finger service
no service finger

Disable Cisco Discovery Protocol service globally
no cdp run

Prevent abuse of SNM P service by first ensuring that all previous configuration statements
have been removed, then erasing the old community strings, disabling SNMP trap and
system-shutdown features and then disabling the SNM P service.

no snnp-server conmunity public RO
no snnp-server conmmunity adnm n RW
no snnp-server enable traps

no snnp-server system shut down

no snnp-server trap-auth

no snnp-server

Prevent abuse of DNS name r esolution
no i p domai n-1 ookup

Prevent | P sour ce routing options from being used
no i p source-route

Prevent abuse of http server
no ip http server

Disable loading startup configuration from network

no boot network
no service config

Establish standard banner

banner login #

Use of this conputer system authorized or unauthorized, constitutes consent
to the policies and procedures set forth by A AC-Enterprises, Inc. Al

i nformati on placed on or sent to this system may be subject to nonitoring
procedures. Evidence of unauthorized use collected during nonitoring
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may be used for criminal prosecution by staff, |egal counsel and | aw
enf orcenent agenci es.
#

Setup timestamping service for logging pur poses
service tinmestanps |log datetine localtine showtinmezone nsec

Set timezoneto GMT
clock tinmezone GVI 0O

Setup logging component to Syslog server. (NOTE: we are sending traffic to the Bogus | P

for stealth logger)

| oggi ng on

| oggi ng trap debuggi ng
I ogging facility locall
| oggi ng 39.2.1.62

Set up NTP servers
ntp server 39.2.1.54

Restrict the use of subnet zer o addr esses
i p subnet-zero

Limit use of tftp to internal interface
ip tftp source-interface FastEthernet0/0

Configure a gateway of last resort (to | SPs Router)
ip default-gateway 39.2.1.41

Enablesthe use of subnet addr esses
ip classless

Internal Network Interface Configuration
Configure FastEthernet 0/1 interface
interface FastEthernet0/0

Setup | P addressfor interface
i p address 39.2.1.45 255. 255, 255. 252

Prevent use of router as'smurf' amplifier
no i p directed-broadcast

Disable fast switching algorithms
no ip route-cache

Disable multicast route cache
no i p nroute-cache

Auto detect wire speed
speed auto

Defaultsto half-duplex transmission
hal f - dupl ex
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External Network Interface Configuration
Configure FastEthernet 0/1 interface
interface FastEthernet0/1

Setup | P addressfor interface
i p address 39.2.1.42 255. 255. 255. 252

Apply access-group 101 to all inbound traffic
ip access-group 101 in
Apply access-group 102 to all outbound traffic

i p access-group 102 out

Prevent use of router as'smurf' amplifier
no i p directed-broadcast

Disable "Host unreachable’' |CM P messages
no i p unreachabl e

Disable 'Redirect' |CMP messages
no ip redirect

Disable 'Mask Reply' |CM P messages
no mask-reply

Disable Ad-hoc routing
no i p proxy-arp

Disable fast switching algorithms

no i p route-cache

Disable mutlicast route cache
no i p nroute-cache

Auto detect wire speed
speed auto

Defaultsto half-duplex transmission
hal f - dupl ex

Disable NTP service
no ntp enabl e

Access List for incoming traffic on external interface

Reset access-list 101
no access-list 101

Setup Anti-spoofing and Non-routable access list

Deny any traffic coming from IPsof router interface (LAND attack) and log
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access-list 101 deny ip host 39.2.1.42 host 39.2.1.42 |og
access-list 101 deny ip host 39.2.1.45 host 39.2.1.45 | og

Deny any traffic coming from internal 1P routable address range and log

access-list 101 deny ip 39.2.1.48 0.0.0.240 | og
access-list 101 deny ip 39.2.1.44 0.0.0.252 |og

Deny icmp redirect
access-list 101 deny icnmp any any redirect

Deny localhost traffic
access-list 101 deny ip 127.0.0.0 0.255.255. 255 any

Deny multicast traffic
access-list 101 deny 224.0.0.0 7.255.255.255 any

Deny non-routable addr esses

access-list 101 deny ip any 10.0.0.0 0.255.255. 255
access-list 101 deny ip any 172.16.0.0 0.15. 255. 255
access-list 101 deny ip any 192.168.0.0 0.0.255. 255

Setup Accesslist for incoming traffic on external interface

Permit required ICMP traffic

access-list 101 pernmit icnp any any adninistrativel y-prohibited
access-list 101 permit icnp any any packet-too-big

access-list 101 permt icnmp any any tine-exceeded

access-list 101 permit icnp any any unreachabl e

Permit incoming http/https traffic to squid proxy

access-list 101 pernmt tcp any host 39.2.1.55 eq 80
access-list 101 permt tcp any host 39.2.1.55 eq 443

Permit incoming httpstraffic to WebMail server
access-list 101 permit tcp any host 39.2.1.51 eq 443

Permit incoming smtp traffic to Mail Relay
access-list 101 pernmit tcp any host 39.2.1.53 eq 25

Permit | PSec | KE negotiations
access-list 101 pernmit udp any host 39.2.1.50 eq 500

Permit | PSec ESP protocol
access-list 101 permit esp any host 39.2.1.50

Permit incoming DNS zone transfersto External DNS/NTP server
access-list 101 permit tcp host <ISP DNS server> host 39.2.1.54 eq 53

Permit established tcp connections
access-list 101 pernmt tcp any 0.0.0.0 255.255.255.0 established

Deny all remainder tcp traffic
access-list 101 deny tcp any any

Deny all remainder udp traffic
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access-list 101 deny udp any any

Deny any other protocol typesand log
access-list 101 deny ip any any |og

Access List for outgoing traffic on external interface

Reset access-list 102
no access-list 102

Deny outgoing time-exceeded and unreachable |CM P messagesto limit the ability to do
network enumer ation

access-list 102 deny icnmp any any tine-exceeded
access-list 102 deny icnp any any unreachabl e

Minimize malicious insider /worm communication threat by ensuring that external
http/https/smtp/dns traffic can only come from Squid proxy, Web Mail server, Mail Relay
or External DNS/NTP server.

Permit outgoing http/https traffic from Squid proxy and https traffic from Web Mail
server and deny/log all others

access-list 102 pernmit tcp host 39.2.1.55 eq 80 any

access-list 102 permit tcp host 39.2.1.55 eq 443 any

access-list 102 permit tcp host 39.2.1.51 eq 443 any

access-list 102 deny tcp any any eq 80 |og

access-list 102 deny tcp any any eq 443 | og

Permit outgoing smtp traffic from Mail Relay and deny/log all others

access-list 102 permit tcp host 39.2.1.53 eq 80 any
access-list 102 deny tcp any any eq 80 | og

Permit outgoing traffic from External DNS/NTP server and deny/log all others.

access-list 102 permt udp host 39.2.1.53 any eq 53

access-list 102 permt tcp host 39.2.1.53 host <ISP DNS server> eq 53
access-list 102 deny udp any any eq 53 |og

access-list 102 deny tcp any any eq 53 | og

Permit outgoing traffic from VPN gateway server

Permit I PSec | KE negotiations
access-list 102 permt udp host 39.2.1.50 any eq 500

Permit | PSec ESP protocol
access-list 102 permt esp host 39.2.1.50 any

Deny and log all other outgoing traffic
access-list 102 deny ip any any |og
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+++++++

For each rulein all policies, you must include the genera purpose of the rule and why it is
important.

Y ou must also include a discussion of the order of the rules, and why order is (or is not)
important.
+++++++++H

NetFilter Firewall Overview

The firewalls use Netfilter v1.28 (http://www.netfilter.org/). As with the router above it operates
on afirst-match-wins process so the first rule that the packet matches would be what action it

performs.
¢ ™y
ethi ethl
" . . »
ethl " FREROUTING POSTROUTING ath1
— (1) Conntrack FORWARD (17 HAT (515 -—
B 1" . 1" e
=th2 * 21 Mangle B IN-ROUTE ™) Filter F Y ® o) NAT (MaSQUERADE) | P o SN2
- wrnnetd " 3 NAT (Dst) '3 Conntrack - wrnret1 N
OUT-ROUTE
F 3
¥
INFUT QuTFUT
(17 Filter (1) Conntrack
(2% Conntrack (21 Mangle
(3 MAT (Dst)
() Filter
Y
L 4
( FIREWUALL Host )

Flow a Packet Travels

External Netfilter Firewall

The firewall configuration file has been written as a traditional Red Hat init file found in

/etc/init.d. This style would allow for the administrator to run one of the following commands to
modify the firewall

[root @EXTERNAL /]#service netfilter {start|stop|restart| debug| status| panic)

where
?  Start — starts firewall
? Stop — stops firewall and opens up networking
? Redtart —restarts the firewall (Uses Stop and Start above)
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? Debug — sets the Debug flag and then starts firewall. This adds additional logging.
? Status — gives the ruleset for the firewall
? Panic — locks down the firewall by denying all traffic

This firewall should apply the rules in the following order:
?  Anti-spoofing filters and Blocked private addresses
User permit rules
Management permit rules
Deny standard trojan/worm traffic (See http://isc.incidents.org/top10.html)
Deny and Log suspicious traffic (including Blacklist from below)
Deny remainder of traffic

NN ) ) N

Setup global variables. Identify location of iptables command.
| PT=/ usr/ 1 ocal / sbin/iptabl es

Define LOGLEVEL variable and set DEBUG variable

LOGLEVEL=not i ce
DEBUG=0

Define Interfaces — changes between test and production environments

EXTI F=vimet 1
| NTI F=et hO

Ensureiptablescommand isavailable or Error and exit
if [ ! -x $IPT]; then
echo "ERROR Cannot |ocate iptables conmand. ™"
exit O
fi
Ensureipchains command is not running or Error and exit
if [/sbin/lsnmod 2>/dev/null |grep -q ipchains ; then
echo "ERROR: Cannot run both ipchains and iptabl es"
exit O
fi
Set up local variables. Define location of the blacklist.conf file which will setup the
BLACKLIST chain. Define the location of thevpnclient.conf file which will add rulesto
allow authorized usersto accessthe VPN.

BLACKLI ST=/ et ¢/ bl ackl i st. conf
VPNCLI ENT=/ et ¢/ vpncl i ent . conf

Logto screen and syslog the start message

echo "Starting External NetFilter Firewal "
|l ogger -p local3.info NetFilter Firewall Started

# Enable syn cookie support
echo 1 > /proc/sys/net/ipv4/tcp_syncookies

# Enable logging of Martians (oddball addr esses).
echo 1 > /proc/sys/net/ipv4/conf/all/log _martians
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# Enable | P Forward support.
echo 1 > /proc/sys/net/ipvalip_forward

# Disableresponseto ping

echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_al

# Disable responseto Broadcasts (to keep from being SMURF amplifier)

echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_broadcasts

# Enable Dynamic | P Address support.
echo 1 > /proc/sys/net/ipv4/ip_dynaddr

# Enable anti spoofing support.

echo 1 > /proc/sys/net/ipvd/conf/all/rp_filter

# Disable sour ce routing support.
echo 0 > /proc/sys/net/ipva/conf/all/accept_source_route

# Disableicmp redirect support.
echo 0 > /proc/sys/net/ipv4d/conf/all/accept_redirects

# Flush,delete and zer o existing chains
$IPT -t filter -F

$IPT -t nat -F

$IPT -t mangle -F

$I PT -X

$IPT -Z

Set up default policies for nat, mangle and filter tables.
$I PT -t nat -P PREROUTI NG ACCEPT

$I PT -t nat -P POSTROUTI NG ACCEPT

$I PT -t nat -P OUTPUT ACCEPT

$I PT -t mangl e -P PREROUTI NG ACCEPT
$IPT -t mangle -P | NPUT ACCEPT

$IPT -t mangle -P FORWARD ACCEPT
$IPT -t mangle -P OUTPUT ACCEPT

$I PT -t mangl e - P POSTROUTI NG ACCEPT
$IPT -t filter -P FORWARD DROP

$IPT -t filter -P | NPUT DROP

$IPT -t filter -P OUTPUT DROP

NAT table modulerules- Thistableis consulted when a packet that creates a new
connection is encountered. Use PREROUTING to drop unwanted new traffic before
passing on to FORWARD or INPUT Filters.

Block Reserved/Private Addresses coming in the external interface. Data pulled from
http://www.iana.or g/assignments/ipv4-addr ess-space. Dropped 39.0.0.0/8 from Reserved
list since |l have given part of thisaddress spaceto GIAC Enterprises.

Thiscreatesarulefor each of these defined IANA_RESERVED addresses and
IANA_Multicast addresses by looping through each of them.
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| ANA_RESERVED="0 1 2 5 7 23 27 31 36 37 41 42 58 59 70 71 72 73 74 75 76 77
78 79 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100 101 102 103 104
105 106 107 108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123
124 125 126 127 173 174 175 176 177 178 179 180 181 182 183 184 185 186 187
189 190 197 223 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254
255"

for NET in $I ANA RESERVED, do
$IPT -t nat -A PREROUTING -i $EXTIF -s $NET.0.0.0/8 -j DROP
done

I ANA_MULTI CAST="224 225 226 227 228 229 230 231 232 233 234 235 236 237 238
239"

for NET in $I ANA MULTI CAST; do
$IPT -t nat -A PREROUTING -i $EXTIF -s $NET.0.0.0/8 -j DROP
done

IANA PRIVATE |IPv4 address space via RFC 1918.

$IPT -t nat -A PREROUTING -i $EXTIF -s 10.0.0.0/8 -j DROP
$IPT -t nat -A PREROUTING -i S$EXTIF -s 172.16/12 -j DROP
$IPT -t nat -A PREROUTING -i $EXTIF -s 192.168.0.0/16 -j DROP
$IPT -t nat -A PREROUTING -i S$EXTIF -s 192.88.99.0/24 -j DROP

Mangle Module Rules

Rulesto mangle TOS values of packetsrouted through the firewall that isbased on RFC
1060/1349. Thisincludes the following settings:

? Minimize-Delay 16 (0x10)
? Maximize-Throughput 8 (0x08)
? Maximize-Reliability 4 (0x04)
?  Minimize-Cost 2 (0x02)
? Normal-Service 0 (0x00)
Set minimize-delay for SSH, SMTP and DNS traffic and set maximize-throughput for HTTP

traffic.

$IPT -t mangle -A PREROUTING -p tcp --dport 22 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 25 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 53 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p udp --dport 53 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 80 -j TOS --set-tos 8

Filter Module Rules

Setup debugging for tracking traffic flows. Activated if DEBUG variableis 1.
if [ $DEBUG = 1 ]; then

echo "Extra Debug | oggi ng enabl ed”
Log all localhost traffic entering and leaving the LO interface

$IPT -AINPUT -i lo -j LOG --1o0g-1evel $LOGEVEL \
--log-prefix "Local-in: "
$IPT -A QUTPUT -0 lo -j LOG --1o0g-Ievel $LOGLEVEL \
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--log-prefix "Local -out:

Log all Encapsulated Security Payload (ESP) traffic entering and leaving the external
interface.

$IPT -A FORWARD -p 50 -i $EXTIF -j LOG --1o0g-Ilevel $LOGLEVEL \
--log-prefix "ESP-in:

$IPT -A FORWARD -p 50 -i $INTIF -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "ESP-out:

Log all Internet Key Exchange (IKE) traffic entering and leaving the exter nal interface.

$IPT -A FORWARD -p udp -i $EXTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1og-prefix "IKE-in:

$IPT -A FORMARD -p udp -i $INTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IKE-out:

Log all DNS,NTP, SYSLOG, HTTP, HTTPS, SMTP and SSH traffic traversing the
FORWARD chain of the firewall.

$IPT -A FORWARD -p udp --sport 53 --dport 53 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "DNS: "

$IPT -A FORWARD -p udp --sport 123 --dport 123 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "NTP: "

$IPT -A FORWARD -p udp --sport 514 --dport 514 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SYSLOG

$IPT -A FORWARD -p tcp --dport 80 -j LOG\
--log-level $LOGLEVEL --log-prefix "HTTP:

$IPT -A FORMARD -p tcp --dport 443 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "HITPS:

$IPT -A FORWARD -p tcp --dport 25 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SMIP:

$IPT -A FORWARD -p tcp --dport 22 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SSH:

fi

Allow all localhost traffic entering and leaving the L oopback interface.

$IPT -AINPUT -i lo -j ACCEPT

$I PT -A OQUTPUT -0 lo -j ACCEPT

Allow [ Psec into $SEXTIF. Filter accessto IKE Negotiationsto only allow authorized clients

defined in /etc/vpnclient.conf. This vpnclient.conf file can use # to comment thefile for easy
maintenance and will be stripped out when being parsed

if [ "$VPNCLIENT" != "" ]; then
echo "Loadi ng authorized VPN clients from $VPNCLI ENT"
for host in “grep -v "# $VPNCLIENT | awk '{print $1}'" ; do

Setup rulesto allow IKE negotiations with defined hosts

$IPT -A FORWARD -p udp -i $EXTIF -s $host --sport 500 \
--dport 500 -j ACCEPT
$IPT -A FORWARD -p udp -i $INTIF --sport 500 -d $host \
--dport 500 -j ACCEPT
echo "VPN Client: $host
done
fi

Accept ESP encryption and authentication traffic

$IPT -A FORWARD -p 50 -i $EXTIF -d 39.2.1.50 -j ACCEPT
$IPT -A FORWARD -p 50 -i $INTIF -s 39.2.1.50 -j ACCEPT
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Setup new ICMP traffic chain
$I PT -N | CMP_TRAFFI C

Accept needed ICMP traffic from net for EXTERNAL router. Accept all destination-
unreachabletraffic
$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 3 -j ACCEPT

Accept all time-exceeded icmp traffic
$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 11 -j ACCEPT

Log ICMP traffic by type and drop.

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 0 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Echo Reply:

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 8 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Echo Request:

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 4 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Source Quench:

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 5 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Redirect:

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 9 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Router Advertisenment: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 10 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Router Sel ection:

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 30 -j LOG --1o0g-1level $LOGLEVEL \
--log-prefix "I CMP-Traceroute: "

$IPT -A ICMP_TRAFFIC -] DROP

Push all ICMP trafficto ICMP chain

$IPT -A INPUT -p icnp -j | CMP_TRAFFIC
$I PT -A FORWARD -p icnp -j | CMP_TRAFFIC
$I PT -A OUTPUT -p icnp -j | CMP_TRAFFIC

Set up a hot list that uses a file located at /etc/blacklist.conf to par se through when building
theruleset. Thiswould allow the administrator the ability to add | P addresses that have
had malicious activity. This blacklist.conf file can use # to comment thefile for easy
maintenance and will be stripped out when being parsed.

? Known bad guys — From Incidents.org Top Ten list (http://isc.incidents.org/top10.html)
and Dshield.org recommended block list (http://feeds.dshield.org/block.txt).

? Historical problems— Check logs for problem IPs

? Firewall subverting services — (i.e. http://www.gotomypc.com)

? Countries from which possible state run attacks could come from (and no business
relationships within) — Chinaand North Korea

Setup Blacklist chain

$I PT - N BLACKLI ST
$I PT - A BLACKLI ST -j LOG --1o0g-1evel $LOGLEVEL --1o0g-prefix "BLACKLI ST:
$I PT - A BLACKLI ST -j DROP

Populate Blacklist Ruleset using external file.

Use | NPUT/ FORWARD/ OUTPUT chains to ensure ALL traffic is | ooked at
if [ "$BLACKLIST" !'="" 1; then

echo "Loading list of blocked hosts from $BLACKLI ST"

for host in “grep -v ~# $BLACKLI ST | awk '{print $1}'"; do
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$IPT -A I NPUT -s $host -j BLACKLI ST

$IPT -A I NPUT -d $host -j BLACKLI ST

$I PT -A FORWARD -s $host -j BLACKLI ST
$I PT - A FORWARD -d $host -j BLACKLI ST
$I PT -A OUTPUT -s $host -j BLACKLI ST
$I PT -A OUTPUT -d $host -j BLACKLI ST

echo "Bl acklisted: $host
done
f

Allow IDENT Packets and log any packets with header " FW-IDENT:"

$IPT -A INPUT -p tcp -i $EXTIF --dport 113 -j LOG --1o0g-1level $LOGLEVEL --
| og-prefix "FWI DENT:

Reject any IDENT packets with tcp-reset

$IPT -AINPUT -p tcp -i $EXTIF --dport 113 -j REJECT \
--reject-with tcp-reset

Accept DNS traffic between External FW and External DNS/NTP server

$IPT -A INPUT -p udp -i SINTIF -s 39.2.1.49 -d 39.2.1.54 \
--dport 53 -j ACCEPT

$IPT -A QUTPUT -p udp -0 $INTIF -s 39.2.1.54 --sport 53\
-d 39.2.1.49 -j ACCEPT

Accept DNS traffic between External DNS/NTP server and ALL

$IPT -A FORMARD -p udp -i $INTIF -s 39.2.1.54 --sport 53\
--dport 53 -j ACCEPT

$IPT -A FORMARD -p udp -i $EXTIF --sport 53 -d 39.2.1.54 \
--dport 53 -j ACCEPT

Accept HTTP/HTTPS traffic between ALL and Squid server

$IPT -A FORWARD -p tcp -i $EXTIF -d 39.2.1.55 --dport 80 \
-j ACCEPT

$IPT -A FORWARD -p tcp -i $INTIF -s 39.2.1.55 --sport 80 \
-j ACCEPT

$IPT -A FORWARD -p tcp -i $EXTIF -d 39.2.1.55 --dport 443\
-j ACCEPT

$IPT -A FORMARD -p tcp -i $INTIF -s 39.2.1.55 --sport 443\
-j ACCEPT

Accept HTTPS traffic between ALL and WebMail server

$IPT -A FORWARD -p tcp -i $EXTIF -d 39.2.1.51 --dport 443\
-j ACCEPT

$IPT -A FORWARD -p tcp -i $INTIF -s 39.2.1.51 --sport 443 \
-j ACCEPT

Accept SYSLOG traffic between Router and External Syslog server

$I PT -A FORWARD -p udp -i $EXTIF --sport 514 -d 39.2.1.62 \
--dport 514 -j ACCEPT

Accept SMTP traffic between ALL and Mail Relay

$IPT -A FORWARD -p tcp -i $EXTIF -d 39.2.1.53 --dport 25\
-j ACCEPT

$IPT -A FORMARD -p tcp -i $INTIF -s 39.2.1.53 --sport 25\
-j ACCEPT

Accept NTP traffic between Router and Ext DNS/NTP server
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$IPT -A FORWARD -p udp -i $EXTIF -s 39.2.1.45 -d 39.2.1.54 \
--dport 123 -j ACCEPT

$IPT -A FORWARD -p udp -i $INTIF -s 39.2.1.54 --sport 123\
-d 39.2.1.45 -j ACCEPT

Accept NTP traffic between Ext FW and Ext DNS/NTP server

$IPT -A OQUTPUT -p udp -0 $INTIF -s 39.2.1.49 -d 39.2.1.54 \
--dport 123 -j ACCEPT

$IPT -AINPUT -p udp -i $INTIF -s 39.2.1.54 --sport 123 \
-d 39.2.1.49 -j ACCEPT

Accept SSH traffic between CIO/Admin Workstations and External Firewall

$IPT -AINPUT -p tcp -i $INTIF -s 192.168.24.5 -d 39.2.1.49 \
--dport 22 -j ACCEPT

$IPT -AINPUT -p tcp -i $INTIF -s 192.168.24.4 -d 39.2.1.49 \
--dport 22 -j ACCEPT

$IPT -A QUTPUT -p tcp -0 SINTIF -s 39.2.1.49 --sport 22\
-d 192.168.24.5 -j ACCEPT

$IPT -A QUTPUT -p tcp -0 $INTIF -s 39.2.1.49 --sport 22\
-d 192.168.24.4 -j ACCEPT

Accept Zone Transfer between External DNS/NTP server and | SP DNS server

$IPT -A FORWARD -p tcp -i $EXTIF -s 39.0.1.20 --sport 53\
-d 39.2.1.54 --dport 53 -j ACCEPT

$IPT -A FORWARD -p tcp -i $INTIF -s 39.2.1.54 --sport 53\
-d 39.0.1.20 --dport 53 -j ACCEPT

LOG all packetsthat are dropped dueto default FORWARD POLICY

$IPT -A FORMARD -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "FORWARD DROP: "

LOG all packetsthat are dropped due to default INPUT POLICY

$IPT -A INPUT -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "I NPUT DROP: "

LOG all packetsthat are dropped due to default OUTPUT POLICY

$1PT -A OUTPUT -j LOG --10g-1evel $LOGLEVEL \
--1og-prefix "OUTPUT DROP:"

Server Host Netfilter Firewalls

The firewall configuration file has been written as a traditional Red Hat init file found in
/etc/init.d. This style would allow for the administrator to run one of the following commands to
modify the firewall

[root @ERVER /] #service netfilter {start|stop|restart]|debug|status]|panic)

where
?  Start — starts firewall
? Stop — stops firewall and opens up networking
? Restart — restarts the firewall (Uses Stop and Start above)
? Debug — sets the Debug flag and then starts firewall. This adds additional logging.
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? Status — gives the ruleset for the firewall
? Panic —locks down the firewall by denying all traffic

This firewall should apply the rulesin the following order:
? User permit rulesin order of traffic volume

? Management permit rules
? Deny remainder of traffic

Setup global variables. I dentify location of iptables command.
| PT=/ usr/ | ocal / shin/iptabl es

Define LOGLEVEL variable and set DEBUG variable

LOGLEVEL=not i ce
DEBUG=0

Define I nterfaces — changes between test and production environments
EXTI F=et hO

Ensureiptables command isavailable or Error and exit

if [ ! -x $IPT ]; then
echo "ERROR: Cannot | ocate iptables command. "
exit O

f

Ensureipchains command isnot running or Error and exit

if /sbin/lsmd 2>/dev/null |grep -q ipchains ; then
echo "ERROR: Cannot run both ipchains and iptabl es”
exit O

f

L og to screen and syslog the start message

echo "Starting NetFilter Firewal l"
| ogger -p local3.info NetFilter Firewall Started

Enable syn cookie support

echo 1 > /proc/sys/net/ipv4/tcp_syncookies

Enablelogging of Martians (oddball addr esses).
echo 1 > /proc/sys/net/ipv4/conf/all/log _martians

Enable IP Forward support.

echo 1 > /proc/sys/net/ipv4lip_forward
Disableresponseto ping

echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_al

Disableresponseto Broadcasts (to keep from being SMURF amplifier)
echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_broadcasts

Enable Dynamic IP Address support.
echo 1 > /proc/sys/net/ipv4/ip_dynaddr
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Enable anti spoofing support.
echo 1 > /proc/sys/net/ipv4d/conf/all/rp_filter

Disable sour ce routing support.
echo 0 > /proc/sys/net/ipva/conf/all/accept_source_route

Disableicmp redirect support.
echo 0 > /proc/sys/net/ipvad/conf/all/accept_redirects

Flush,delete and zer o existing chains

$IPT -t filter -F
$IPT -t nat -F
$IPT -t mangle -F
$I PT -X

$IPT -Z

Set up default policies for nat, mangle and filter tables.

$IPT -t nat -P PREROUTI NG ACCEPT
$IPT -t nat -P POSTROUTI NG ACCEPT
$IPT -t nat -P OUTPUT ACCEPT

$I PT -t mangl e - P PREROUTI NG ACCEPT
$IPT -t mangle -P | NPUT ACCEPT

$IPT -t mangl e -P FORWARD ACCEPT
$IPT -t mangle -P OUTPUT ACCEPT
$IPT -t mangl e - P POSTROUTI NG ACCEPT
$IPT -t filter -P FORWARD DROP
$IPT -t filter -P I NPUT DROP

$IPT -t filter -P OUTPUT ACCEPT

NAT table modulerules- Thistableis consulted when a packet that creates a new
connection is encounter ed.

Mangle Module Rules

Rulesto mangle TOS values of packets routed through the firewall that is based on RFC
1060/1349. Thisincludes the following settings:
? Minimize-Delay 16 (0x10)
Maximize-Throughput 8 (0x08)
Maximize-Reliability 4 (0x04)
Minimize-Cost 2 (0x02)
Normal-Service 0 (0x00)

Set minimize-delay for SSH and DNS traffic

$IPT -t mangle -A PREROUTING -p tcp --dport 22 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p udp --dport 53 -j TOS --set-tos 16

NN ) N

Filter Module Rules
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Setup debugging for tracking traffic flows. Activated if DEBUG variableis 1.

if [ $DEBUG = 1 ]; then
echo "Extra Debug | oggi ng enabl ed”

Log all localhost traffic entering and leaving the LO interface

$IPT -AINPUT -i lo -j LOG --1o0g-level $LOGLEVEL \
--log-prefix "local-in:

$I PT -A OUTPUT -0 lo -j LOG --1o0g-level $LOGLEVEL \
--log-prefix "local-out: "

Log all DNS, NTP, SYSLOG, LDAPS and SSH traffic traversing the firewall.
$IPT -A INPUT -p udp --sport 53 --dport 53 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "DNS:
$IPT -A INPUT -p udp --sport 123 --dport 123 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "NTP: "
$IPT -A INPUT -p udp --sport 514 --dport 514 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SYSLOG
$IPT -AINPUT -p tcp --dport 636 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "LDAPS:
$IPT -AINPUT -p tcp --dport 22 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SSH
f

Allow all localhost traffic entering and leaving the L oopback interface.

$IPT -AINPUT -i lo -j ACCEPT
$IPT -A QUTPUT -0 lo -j ACCEPT

Allow incoming traffic if is part of an previous connection
$IPT -A INPUT -p TCP -m state --state ESTABLI SHED, RELATED -j ACCEPT

Allow DNS traffic between LDAP server and Internal DNS/NTP server

$I PT -A OQUTPUT -0 $EXTIF -p udp -s 192.168.23.4 -d 192.168.23.6 \
--dport 53 -j ACCEPT

$IPT -A INPUT -i $EXTIF -p udp -s 192.168.23.6 --sport 53\
-d 192.168.23.4 -j ACCEPT

Allow NTP traffic between LDAP server and Internal DNS/NTP server

$IPT -A QUTPUT -0 $EXTIF -p udp -s 192.168.23.4 -d 192.168.23.6 \
--dport 123 -j ACCEPT

$IPT -A INPUT -i $EXTIF -p udp -s 192.168.23.6 --sport 123 \
-d 192.168.23.4 -j ACCEPT

Allow SY SLOG traffic between LDAP server and Syslog server
$I PT -A OUTPUT -0 $EXTIF -p udp -s 192.168.23.4 -d 192.168.24.2 \
--dport 514 -j ACCEPT

Allow LDAPS traffic into LDAP server

$IPT -A INPUT -i $EXTIF -p tcp -d 192.168.23.4 \
--dport 636 -j ACCEPT

$IPT -A OQUTPUT -0 $EXTIF -p tcp -s 192.168.23.4 --sport 636 \
-j ACCEPT

Allow SSH traffic between LDAP server and CIO/Admin workstation
$IPT -A INPUT -i $EXTIF -p tcp -s 192.168.24.4 -d 192.168.23.4 \
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--dport 22 -j ACCEPT
$IPT -A OQUTPUT -0 $EXTIF -p tcp -s 192.168.23.4 --sport 22\
-d 192.168.24.4 -j ACCEPT
$IPT -A INPUT -i $EXTIF -p tcp -s 192.168.24.5 -d 192.168.23.4 \
--dport 22 -j ACCEPT
$I PT -A QUTPUT -0 $EXTIF -p tcp -s 192.168.23.4 --sport 22\
-d 192.168.24.5 —j ACCEPT

LOG all packetsthat are dropped dueto default FORWARD POLICY

$IPT -A FORMARD -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "FORWARD DROP: "

LOG all packetsthat are dropped due to default INPUT POLICY

$IPT -A INPUT -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "I NPUT DROP: "

Log to screen NetFilter stopping message
echo "NetFilter Firewall started successfully”

Tutorial — How to set up a policy for a NetFilter firewall with FreeS/Wan
Gateway

Overview

This tutoria will show how to set up and deploy a NetFilter firewall with a FreeS'Wan VPN
Gateway. Thiswill be deployed on a quad-homed machine similar to the design for GIAC-
Enterprises, but could be used for any multi-homed design as well.

Requirements

RedHat 9.0 Linux with 2.4.20-8 kernel from http://www.redhat.com
Freeswan-module-2.01_2.4.20 8-0.i386.rpm from http://www.freeswan.org
Freeswan-userland-2.01_2.4.20 8-0.i386.rpm from http://www.freeswan.org
iptables-1.2.8.tar.bz2 from http://www.netfilter.org

HostOS
Install a minimal Red Hat OS and Lock down it down. Several resources are available for this
purpose including the following:
? Badtille-Linux (http://www.bastille-linux.org) — a set of hardening scripts availablein
RPM format.
? Hardening Linux Systems (http://www.linux-mag.com/2002-09/guru_01.html) - guidance
in hardening linux systems from Linux Magazine.
? Red Hat Linux Security Guide (http://www.redhat.com/docs/manual §/linux/RHL-9-
M anual/security-guide/) - overview of security best practices from Red Hat.
? Linux Security HOWTO (http://tldp.org/HOWTO/Security-HOWTO/index.html) - a
general overview of security issues that face the administrator of Linux systems.

Firewall Installation
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This process uses the GNU C compiler to compile the code. Typicaly afirewall boxwith a
minimum installation would not have a compiler on it. For this portion, a compiler was installed
viaRPM and removed once the software has been compiled and tested. This process could also
be done on another machine and the appropriate binaries could be moved to the firewall.

Download the latest version of the firewall from http://www.netfilter.org Be sure to check the
gpg signature to verify the file hasn’t been tampered with. Y ou will need to download the file
.gg file aswell as coreteam-gpg-key.txt (gpg public key).

Next import the gpg key to your keyring

[root @ NTERNAL opt]#gpg —i nport coreteam gpg-key. t xt
gpg: /root/.gnupg/trustdb.gpg: trustdb created
gpg: key CA9A8D5B: public key “Netfilter Core Team <coreteam@etfilter.org>"

i mported
gpg: Total number processed: 1
gpg: i nported: 1

Then verify the signature by typing

[root @ NTERNAL opt]#gpg —verify iptables-1.2.8.tar.bz2.sig iptables-
1.2.8.tar.bz2

gpg: Signature made Sun 13 Apr 2003 11:33:42 AM EDT using DSA key | D CA9A8D5B
gpg: Good signature from“Netfilter Core Team <coreteamanetfilter.org>"

gpg: WARNING. This key is not certified with a trusted signature!

apg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: 02AC E2A4 74DD 09D7 FD45 2E2E 35FA 89CC CA9A 8D58

This tells us that based on the gpg key we pulled from netfilter.org that the signature file for
iptables-1.2.8.tar.bz2 is good. The WARNING that also prints out is just areminder that the key
used to verify the signature was not trusted (i.e. when imported the key didn’t identified as a
trusted key). Thisisfine since a user shouldn’t trust a gpg key just because it was downloaded
from a website that seemed correct. We are smply limiting our risk regarding this code by
checking file against the signature and the gpg key since it would take a much larger effort to
modify the iptables source, forge the gpg key, create the file signature and either upload all three
to the netfilter website or spoof it.

Next we need to uncompress and untar the file

[ root @ NTERNAL opt]#bzip2 —d iptables-1.2.8.tar.bz2
[root @ NTERNAL opt]#tar -xvf iptables-1.2.8.tar.bz2

Change into the iptables directory
[root @ NTERNAL opt]#cd iptables-1.2.8
Run make to compile the binary

[ root @EXTERNAL i pt abl es-1. 2. 8] #make
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Run make ingtal to ingtall the files into the appropriate directories

[ root @EXTERNAL i pt abl es- 1. 2. 8] #nake i nst al

These files were placed in the following directories. This will help should you need to move

them from another machine after compilation.

? lusr/local/sbin/
o |Iptables
o iptables-save
o iptables-restore
o ip6tables
? lusr/local / man/ man8/
o iptables.8
0o iptables-restore.8
0 iptables-save.8
o ip6tables.8
? Jusr/local/libl/iptables/
o |ibipt_ah.so
i bi pt_conntrack. so
i bi pt_dscp. so
I'i bi pt_ecn. so
l'i bi pt_esp. so
I'i bi pt _hel per.so
l'ibipt_icnp.so
libipt_iplimt.so
l'ibipt_length.so
l[ibipt limt.so
I'i bi pt_mac. so
['ibipt_mark.so
['ibipt_multiport.so
l'i bi pt_owner. so
i bi pt_physdev. so
i bi pt_pkttype.so
l'ibipt_rpc.so
i bi pt_standard. so
i bipt_state.so
I'ibipt_tcp.so
l'ibipt_tcpmss. so
l'i bi pt_tos.so
l'ibipt_ttl.so
i bi pt_udp.so
I'i bi pt_uncl ean. so
I'i bi pt _DNAT. so
['i bi pt _DSCP. so
l'i bi pt _ECN. so
['i bi pt_LOG. so
['i bi pt _MARK. so
I'i bi pt _MASQUERADE. so
I'ibipt_MRROR so
I'i bi pt _REDI RECT. so
I'i bi pt _REJECT. so
i bi pt _SAME. so
i bi pt _SNAT. so
libipt TARPIT. so
['i bi pt_TCPMSS. so

OCO0OO0O00D0000D000D0D0D0DO0D00D0DO0D0DO0DO0DO0DO0ODO0DO0ODO0ODO0OO0ODO0OODO0OOO0O OO0
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['i bi pt_TOCS. so
['ibipt_TTL.so

['i bi pt_ULOG. so
|'i bi p6t _eui 64. so
l'i bi p6t_hl . so

i bi p6t_icnpv6. so
i bi p6t_I ength. so
libip6t_limt.so

i bi p6t_nmac. so

i bi p6t_mark. so
['ibip6t_multiport.so
[ i bi p6t_owner. so

|'i bi p6t _standard. so
l'ibip6t_tcp.so

i bi p6t_udp. so
l'ibip6t_HL.so
l'ibip6t_LOG so

i bi p6t _MARK. so

OCOO0OO0O0OO0D0O0O0O0O0O0O0OO0OO0OO0OO0OO0O

FreeSWAN Installation
Download proper version of freeswan modules from

ftp://ftp.xsdall.nl/pub/crypto/freeswan/binaries/RedHat-RPM s

Check signatures
While you are there, grab the RPM signing key

freeswanrpmsign.asc

Login as root
Import this key into the RPM database:

[root @ NTERNAL opt]#rpm --inport freeswan-rpnsign.asc
Check the signatures on both RPMs using:

[root @ NTERNAL opt]#rpm --checksig freeswan*.rpm

Y ou should see output like:

freeswan- modul e-2.00_2.4.20_8-0.i386.rpm pgp md5 OK
freeswan-userl and-2.00_2.4.20_8-0.i 386.rpm pgp md5 OK

Install your RPM's with:

[ root @ NTERNAL opt]#rpm -ivh freeswan*.rpm

Then, start FreeS/WAN:

[root @ NTERNAL opt]#service ipsec start

To check that you have a successful install, run:
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[ root @ NTERNAL opt]#i psec verify

Y ou should see at least:

Checki ng your systemto see if |IPsec got installed and started correctly
Ver si on check and i psec on-path

Checki ng for KLIPS support in kernel

Checking for RSA private key (/etc/ipsec.secrets)
Checking that pluto is running

2288

If any of these first four checks fails, see their troubleshooting guide at
http://www.freeswan.org/freeswan trees/freeswan-2.00/doc/trouble.html#install.check

VPN Access Policy

It was decided that only remote users coming from a known static IP would be able to access the
corporate network. This policy was decided upon due to security concerns of unknown remote
connections (i.e. viadialup or hotel high-speed access). All remote users will utilize high-speed
Internet from their home office and the company will pay for each user to have a static IP. All
users will use a custom firewall client that will only alow one connection to the Internet or to the
Corporate VPN at one time. This will assist with keeping the remote users from becoming
backdoor gateways into the internal network. In addition different tunnels, authenticated with
different RSA keys, will be set up for users requiring access to the Server subnet and Security
subnet which will control the users accessing the Security subnet.

Configuration
Next we need to set up the configuration files before we worry about the firewall. Thisisto
ensure we configure it correctly to allow connections. By doing this first we take away the
possibility that the firewall could cause problems with the gateway. | will be giving an overview
of the VPN gateway configuration focusing on how its implementation will affect the firewall
policy. Thisis not intended to be a tutorial on the FreeSWAN VPN configuration. Such tutorials
and information can be found at:
? http://www.freeswan.org- FreeSWAN site which includes information on installation,
configuration, interoperability issues, troubleshooting and much more.
?  http://www.linuxjournal.com/article.php?sid=4772 - Using a bootable Linux distribution
to install and run an 1PSec-based VPN gateway with afirewall.
?  http://www.dd].com/documents/s=8213/dd|0306c/ - Using FreeSWAN to secure wireless
networks.
?  http://www.opentech.at/howtos/freeswan.html - Setting up an 1Psec VPN using
FreeS/'WAN.

We will use the following architecture to connect our remote users to the corporate network.
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The configurations that are being used for the VPN gateway and VPN clients can be found
below.

Gateway IPsec.conf
On the Netfilter Firewall VPN Gateway the following file can be found in /etc/ipsec.conf.

I dentifiesthat thisfile conformsto second version of ipsec.conf specification.
version 2.0

Setsthe basic configuration section
config setup

Defines the interface on which the host will listen for 1Psec connections
i nterfaces="i psecO=et h0"

Debug-logging controls—none for (almost) none and all for everything. Klipsdebug covers
the kernel-interface daemon (KLI1PS) and plutodebug covers|KE keying daemon (Pluto).
kl i psdebug=none
pl ut odebug=none

Causes the gateway to drop an existing connection for a particular ID if another connection
triesto connect with the same ID. This allows clientsto reconnect should their connection
drop and keepsthe server from maintaining dead connections.

uni quei ds=yes
Setsthe default connection section that has settings to use with all individual connections
conn %lef aul t

Defines how many times a connection can try to reestablish itself if lost. Zero indicates
infiniteretries.

keyi ngtri es=0
Defines how the machines must authenticate with each other. This statesthat RSA
signatures will be used.

aut hby=r sasi g

Enables disablearrivalcheck which causes KLIPS to make sure that each packet entering
the host from an |1 Psec tunnel has a correct source and destination | P addressin its header.
di sabl earri val check=no

Setsthe connection up for achan to the server subnet
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conn achan_svr

Definesthe | P address of our gateway. NOTE: the distinction between left and right is
strictly up to theindividual aslong asthe definition isthe same on both the clientsand
gateway (i.e. left = gateway information and right = client information staysthe samein
each ipsec.conf used)

| ef t=39. 2. 1. 50

Definesthe subnet the tunnel will allow accessto. In thiscaseit isour Server subnet.
| ef t subnet =192. 168. 23. 0/ 24

Definesthe next hop from the gateway. In thiscaseit isthe I P of our external firewall.
| ef t next hop=39. 2. 1. 49

Setsthe ID that isused for the gateways machine for this connection.
| efti d=@ecgw_svr.giac-enterprises.com

Identifiesthe RSA public key for the Gateway and was specifically generated for user use
to authenticate to the Server subnet.
# RSA 2192 bits INTERNAL_SVR Sun May 13 19:14:57 2003
| eftrsasi gkey=.........
Definesthe | P address of our client. NOTE: Again note discussion of left and right above.
right=a.a.a.a

Defines the next hop from the client. In this case we will identify the | SPsrouter upstream
from our client host.
ri ght nexthop=b.b.b.b

Setsthe ID that isused for the client machine for this connection.
ri ghti d=@chan. gi ac-enterprises. com

| dentifiesthe RSA public key for Adam Chan’s client which ties back to a secret key on his
client.

# RSA 2192 bits ACHAN  Sun May 13 17:10:44 2003
ri ghtrsasi gkey=.........

Causes the connection definition to be added upon the start of the FreeS/'WAN server.
aut o=add

Setsthe connection up for achan to the security subnet
conn achan_sec

Definesthe | P address of our gateway
| ef t=39. 2. 1. 50

Defines the subnet the tunnel will allow accessto. In thiscaseit isour Security subnet.
| ef t subnet =192. 168. 24. 0/ 24

Definesthe next hop from the gateway. In thiscaseit isthe I P of our external firewall.
| ef t next hop=39. 2. 1. 49

Setsthe ID that isused for the gateways machine for this connection.
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| efti d=@ecgw_sec. gi ac-enterprises.com

I dentifiesthe RSA public key for the Gateway and was specifically generated for user use
to authenticate to the Security subnet.

# RSA 2192 bhits | NTERNAL_SEC  Sun May 13 19: 14: 57 2003
| ef trsasi gkey=.........

Definesthe | P address of our client.
right=a.a.a.a

Defines the next hop from the client. In this case we will identify the | SPs router upstream
from our client host.
ri ght next hop=b. b.b.b

Setsthe D that isused for the client machine for this connection.
ri ghti d=@chan. gi ac-enterprises. com

I dentifiesthe RSA public key for Adam Chan’sclient which ties back to a secret key on his

client.
# RSA 2192 bits ACHAN  Sun May 13 17:10:44 2003
rightrsasigkey=.........

Causes the connection definition to be added upon the start of the FreeS/'WAN server.
aut o=add

Disables Opportunistic Encryption by denying the default connection descriptions from
being added. May be a unique requirement for Red Hat 9.0.

conn bl ock

aut o=i gnor e
conn private

aut o=i gnor e
conn private-or-clear

aut o=i gnore
conn clear-or-private

aut o=i gnor e
conn cl ear

aut o=i gnor e
conn packet def aul t

aut o=i gnor e

VPN client IPsec.conf

I dentifiesthat thisfile confor msto second version of ipsec.conf specification.
versi on 2.0 # conforns to second version of ipsec.conf specification

Setsthe basic configuration section
config setup

Definesthe interface on which the host will listen for | Psec connections
i nterfaces="i psecO=et h0"

Debug-logging controls—none for (almost) none and all for everything. Klipsdebug covers
the kernel-interface daemon (KL IPS) and plutodebug covers IKE keying daemon (Pluto).
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kl i psdebug=none
pl ut odebug=none

Causes the gateway to drop an existing connection for a particular ID if another connection
triesto connect with the same ID. This allows clientsto reconnect should their connection
drop and keepsthe server from maintaining dead connections.

uni quei ds=yes
Setsthe default connection section that has settingsto use with all individual connections
conn %lef aul t

Defines how many times a connection can try to reestablish itself if lost. Zero indicates
infiniteretries.

keyi ngtri es=0
Defines how the machines must authenticate with each other. This statesthat RSA
signatures will be used.

aut hby=r sasi g

Enables disablearrivalcheck which causes KLI1PS to make sure that each packet entering
the host from an I Psec tunndl has a correct source and destination | P addressin its header.
di sabl earri val check=no

Setsthe connection up for achan to the server subnet
conn achan_svr

Definesthe | P address of our client.
right=a.a.a.a

Defines the next hop from the client. I n this case we will identify the | SPsrouter upstream
from our client host.
ri ght nexthop=b.b.b.b

Setsthe ID that isused for the client machine for this connection.
ri ghti d=@chan. gi ac-enterprises. com

| dentifiesthe RSA public key for Adam Chan’s client which ties back to a secret key on his
client.

# RSA 2192 bits ACHAN  Sun May 13 17:10:44 2003
ri ghtrsasi gkey=.........

Definesthe | P address of our gateway
| ef t=39.2. 1. 50

Definesthe next hop from the gateway. In thiscaseit isthe I P of our external firewall.
| ef t next hop=39. 2. 1. 49

Definesthe subnet the tunnd will allow accessto. In thiscaseit isour Server subnet.
| eft subnet =192. 168. 23. 0/ 24

Setsthe D that isused for the gateways machine for this connection.
| efti d=@ecgw_svr.giac-enterprises.com

Identifiesthe RSA public key for the Gateway and was specifically generated for user use
to authenticate to the Server subnet.
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# RSA 2192 bhits | NTERNAL_SVR  Sun May 13 19: 14: 57 2003
| ef trsasi gkey=.........

Causes the connection definition to be added upon the start of the FreeS/'WAN server.
aut o=add

Setsthe connection up for achan to the security subnet
conn achan_sec

Definesthe | P address of our client.
right=a.a.a.a

Defines the next hop from the client. In this case we will identify the | SPs router upstream
from our client host.
ri ght next hop=b. b.b. b

Setsthe ID that isused for the client machinefor this connection.
ri ghti d=@chan. gi ac-enterprises.com

Identifiesthe RSA public key for Adam Chan’s client which ties back to a secret key on his
client.

# RSA 2192 bits ACHAN  Sun May 13 17:10:44 2003
ri ghtrsasi gkey=.........

Definesthe | P address of our gateway
| ef t=39. 2. 1. 50

Defines the next hop from the gateway. In thiscaseit isthe I P of our external firewall.
| ef t next hop=39. 2. 1. 49

Definesthe subnet the tunnel will allow accessto. In thiscaseit isour Security subnet.
| eft subnet =192. 168. 24. 0/ 24

SetstheID that isused for the gateways machine for this connection.
| efti d=@ecgw_sec. gi ac-enterprises.com

I dentifies the RSA public key for the Gateway and was specifically generated for user use
to authenticate to the Security subnet.

# RSA 2192 bits | NTERNAL_SEC  Sun May 13 19: 14: 57 2003
| eftrsasi gkey=.........

Causes the connection definition to be added upon the start of the FreeS/'WAN server.
aut o=add

Disables Opportunistic Encryption by denying the default connection descriptions from
being added. May be a unique requirement for Red Hat 9.0.

conn bl ock
aut o=i gnore
conn private
aut o=i gnor e
conn private-or-clear
aut o=i gnor e
conn clear-or-private
aut o=i gnor e
conn cl ear
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aut o=i gnor e
conn packet def aul t
aut o=i gnor e

Once the /etc/ipsec.conf files have been modified then the ipsec daemon has to be restarted.

[root @ NTERNAL /]#service ipsec restart
Verify that the FreeS/WAN has been set up correctly by doing the foll ow ng:

[root @ NTERNAL /] #i psec auto -
104 "achan_sec" #1: STATE_MNAI
106 " achan_sec" #1. STATE_MAI
108 "achan_sec" #1: STATE_MAI 3:
004 "achan_sec" #1: STATE_MAI 4. | SAKMP SA established
112 "achan_sec" #2: STATE_QUI I1: initiate

004 "achan_sec" #2: STATE QU CK |2: sent Q 2, |IPsec SA established

-up achan_sec
N I1l: initiate
N 12: sent M2, expecting MR
N_I sent M 3, expecting M3
N_I
CK_

The users will have a customfirewall client that will control the activation

of all ipsec comunication.

Netfilter/IPTables Syntax

The netfilter script on this gateway uses the following syntax in determining arule:

[root @ NTERNAL /] #iptables [-t table] [-A chain] [-i interface][-p protocol]
[-s source] [--sport source-port] [-d destination] [--dport destination-port]
[-] target]

[-t table] — Defines the packet matching table that is affected
? filter — Default table if no —t setting defined. Contains 3 built-in chains.
0 [INPUT —for packets coming to machine itself
o FORWARD - for packets being routed through the machine
0 OUTPUT —for packets leaving the machine itself
? nat — Consulted when a packet that new connection is received. Contains 3 built-in
chains.
0 PREROUTING —for altering packets when received
o OUTPUT —for dtering locally-generated packets leaving machine
0 POSTROUTING - for atering packets before sent out
? mangle — Used for packet ateration in special ways. Contains 5 built-in chains
o [INPUT —for atering packets coming to machine itself
o FORWARD - for dtering packets being routed through the machine
o OUTPUT —for altering packets leaving the machine itself
0 PREROUTING —for altering packets when received
0 POSTROUTING - for atering packets before sent out
[-A chain] - Definesthe chain that the rule affects. Could be a custom chain or one of the above
pre-defined ones.
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[-i interface] — Defines the interface the rule should look for matching packets on.

[-p protocol] — Defines the protocol of the packet to check. Can uses the IP protocol number or
specified name from /etc/protocols.

[-s source] — Defines the source I P address the rule should match on.

[--sport source-port] — Defines the source port address the rule should match on. Will only be
used when —p is tcp or udp.

[-d destination] — Defines the destination 1P address the rule should match on.

[--dport destination-port] — Defines the destination port address the rule should match on. Will
only be used when —p is tcp or udp.

[-] target] — Selects the target to send the packet to when it matches the rule.
? ACCEPT — Allow the packet through
? DROP — Drop the packet to the bin bucket
? REJECT — Deny the packet and send an ICMP error message back to the source
? LOG - Log matching packets to kernel log
0 --log-level —use to define level of logging
o --log-prefix — defines a prefix attached to each log record

Netfilter script

The firewall configuration file has been written as a traditional Red Hat init file found in
/etc/init.d. This style would allow for the administrator to run one of the following commands to
modify the firewall

[root @ NTERNAL /]#service netfilter {start|stop|restart| debug| status|panic)

where
?  Start — starts firewall
Stop — stops firewall and opens up networking
Restart — restarts the firewall (Uses Stop and Start above)
Debug — sets the Debug flag and then starts firewall. This adds additional logging.
Status — gives the ruleset for the firewall
Panic — locks down the firewall by denying all traffic

NN ) ) N

This firewall should apply the rules in the following order:
? Anti-spoofing filters and Blocked private addresses
?  User permit rules
? Management permit rules
? Deny and Log suspicious traffic (including Blacklist from below)
? Deny remainder of traffic
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Setup global variables. | dentify location of iptables command.
| PT=/ usr/ 1 ocal / shin/iptabl es

Define LOGLEVEL variable and set DEBUG variable

LOGLEVEL=not i ce
DEBUG=0

Define I nterfaces — changes between test and production environments

EXTI F=et hO

SRVI F=vimet 1
SECI F=vimet 2
VEBI F=vmmet 3

Ensureiptables command isavailable or Error and exit

if [ ! -x $IPT ]; then
echo "ERROR: Cannot | ocate iptables command.”
exit O

f

Ensureipchains command is not running or Error and exit

if [/sbin/lsnmod 2>/dev/null |grep -q ipchains ; then
echo "ERROR: Cannot run both ipchains and iptabl es"
exit O

f

L og to screen and syslog the start message.

echo "Starting NetFilter Firewall"
| ogger -p local3.info NetFilter Firewall Started

Enable syn cookie support.
echo 1 > /proc/sys/net/ipv4/tcp_syncookies

Enable logging of Martians (oddball addr esses).
echo 1 > /proc/sys/net/ipv4/conf/all/log_martians

Enable IP Forward support.
echo 1 > /proc/sys/net/ipvalip_forward

Disableresponseto ping.
echo 1 > /proc/sys/net/ipv4licnp_echo_ignore_al

Disableresponseto Broadcasts (to keep from being SMURF amplifier)
echo 1 > /proc/sys/net/ipv4/icnp_echo_ignore_broadcasts

Enable Dynamic |P Address support.
echo 1 > /proc/sys/net/ipv4/ip_dynaddr

Enable anti spoofing support.
echo 1 > /proc/sys/net/ipvad/conf/all/rp_filter

Disable sour ce routing support.
echo 0 > /proc/sys/net/ipv4/conf/all/accept_source_route

Disableicmp redirect support.

a4
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



echo 0 > /proc/sys/net/ipv4d/conf/all/accept_redirects

Flush,delete and zer o existing chains
$IPT -t filter -F

$IPT -t nat -F

$IPT -t mangle -F

$I PT -X
$IPT -Z

Set up default policies for nat, mangle and filter tables.

$IPT -t nat -P
$IPT -t nat -P
$IPT -t nat -P

$IPT -t mangl e
$IPT -t mangle
$IPT -t mangl e
$IPT -t mangl e
$IPT -t mangl e

$IPT -t filter
$IPT -t filter
$IPT -t filter

PREROUTI NG ACCEPT
POSTROUTI NG ACCEPT
OUTPUT ACCEPT

- P PREROUTI NG ACCEPT
-P I NPUT ACCEPT

- P FORWARD ACCEPT

-P OUTPUT ACCEPT

- P POSTROUTI NG ACCEPT

- P FORWARD DROP
-P I NPUT DROP
-P OUTPUT DROP

NAT table modulerules- Thistableis consulted when a packet that createsa new
connection is encountered. Use PREROUTING to drop unwanted new traffic before
passing on to FORWARD or INPUT Filters.

Mangle Module Rules

Rulesto mangle TOS values of packets routed through the firewall that is based on RFC
1060/1349. Thisincludes the following settings:

? Minimize-Delay 16 (0x10)

NN ) N

Maximize-Throughput 8 (0x08)
Maximize-Reliability 4 (0x04)
Minimize-Cost 2 (0x02)
Normal-Service 0 (0x00)

Set minimize-delay for SSH, SMTP and DNS traffic and set maximize-thr oughput for

HTTP traffic.

$IPT -t mangle
$IPT -t mangle
$IPT -t mangle
$IPT -t mangle
$IPT -t mangle

-A PREROUTING -p tcp --dport
-A PREROUTING -p tcp --dport
-A PREROUTING -p tcp --dport
- A PREROUTI NG -p udp --dport
-A PREROUTING -p tcp --dport

Filter Module Rules

Setup debugging for tracking traffic flows. Activated if DEBUG variableis 1.
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if [ $DEBUG = 1 ]; then
echo "Extra Debug | oggi ng enabl ed”

Log all localhost traffic entering and leaving the LO interface

$IPT -AINPUT -i lo -j LOG --1o0g-1level $LOGEVEL \
--log-prefix "local-in:

$IPT -A QUTPUT -0 lo -j LOG --1o0g-Ievel $LOGLEVEL \
--log-prefix "local-out: "

Log all Encapsulated Security Payload (ESP) traffic entering and leaving the exter nal
interface.

$IPT -AINPUT -p 50 -i $EXTIF -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "ESP-in:

$IPT -A QUTPUT -p 50 -0 $EXTIF -j LOG --10g-1level $LOGLEVEL \
--log-prefix "ESP-out:

Log all Internet Key Exchange (IKE) traffic entering and leaving the external interface.

$IPT -A INPUT -p udp -i $EXTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IKE-in:

$I PT -A OQUTPUT -p udp -0 $EXTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IKE-out:

Log all traffic going to and from any | Psec interface (tunnel)

$I PT —A FORWARD —I| ipsec+ -j LOG -l og-Ilevel $LOGLEVEL \
--log-prefix "IPSec:

Logall DNS,NTP, SYSLOG, HTTP, HTTPS, SMTP, IMAP, MySQL, LDAPS and SSH
traffic traversing the FORWARD chain of thefirewall.

$IPT -A FORWARD -p udp --sport 53 --dport 53 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "DNS: "

$IPT -A FORWARD -p udp --sport 123 --dport 123 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "NTP: "

$IPT -A FORWARD -p udp --sport 514 --dport 514 -j LOG\
--log-level $LOGLEVEL --1og-prefix "SYSLOG

$IPT -A FORWARD -p tcp --dport 80 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "HITP:

$IPT -A FORWARD -p tcp --dport 443 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "HITPS:

$IPT -A FORWARD -p tcp --dport 25 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SMIP:

$IPT -A FORWARD -p tcp --dport 143 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "I MAP:

$IPT -A FORWARD -p tcp --dport 3306 -j LOG\
--log-level $LOGLEVEL --1og-prefix "MSQ:

$I PT -A FORWARD -p tcp --dport 636 -j LOG \
--log-level $LOGLEVEL --1o0g-prefix "LDAPS:

$IPT -A FORWARD -p tcp --dport 22 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SSH:

fi

Allow all localhost traffic entering and leaving the L oopback interface.
$IPT -A INPUT -i lo -j ACCEPT
$I PT -A OUTPUT -0 lo -j ACCEPT

Allow I Psec into external interface. Accept |KE Negotiations with source port and
destination port of 500.
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$IPT -A INPUT -p udp -i $EXTIF --sport 500 --dport 500 -j ACCEPT
$I PT -A QUTPUT -p udp -0 $EXTIF --sport 500 --dport 500 -j ACCEPT

Accept ESP encryption and authentication traffic

$IPT -A INPUT -p 50 -i S$EXTIF -j ACCEPT
$IPT -A QUTPUT -p 50 -0 $EXTIF -j ACCEPT

Accept any forwarded traffic to or from an | PSec interface (tunnel)

$1 PT —A FORWARD —i ipsec+ -j ACCEPT
$1 PT —A FORWARD —0 i psec+ -j ACCEPT

Setup new ICMP traffic chain
$I PT -N | CMP_TRAFFI C

Log ICMP traffic by type and drop.

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 0 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Echo Reply: "

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 8 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Echo Request: "

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 3 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Dest Unreachable: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 4 -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "ICWMP-Source Quench: "

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 5 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Redirect: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 9 -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "I CMP-Router Advertisenment: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 10 -j LOG --1o0g-1level $LOGLEVEL \
--log-prefix "I CMP-Router Selection: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 11 -j LOG --1o0g-1evel $LOGEVEL \
--log-prefix "I CMP-Ti me Exceeded: ™

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 30 -j LOG --10g-1evel $LOGEVEL \
--log-prefix "I CMP-Traceroute: "

$IPT -A |CMP_TRAFFIC -] DROP

Push all ICMP trafficto ICMP chain

$IPT -A INPUT -p icnp -j | CMP_TRAFFIC
$IPT -A FORWARD -p icnp -j | CMP_TRAFFIC
$IPT -A OUTPUT -p icnp -j | CMP_TRAFFIC

Accept DNS traffic between Security subnet and Internal DNS/NTP server

$IPT -A FORWARD -i $SECIF -p udp -s 192.168.24.0/24 -d 192.168.23.6 \
--dport 53 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.6 -d 192. 168.24.0/ 24 \
--dport 53 -j ACCEPT

Accept DNS traffic between Internal DNS/NTP server & External DNS/NTP server
$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.6 --sport 53 \

-d 39.2.1.54 --dport 53 -j ACCEPT
$I PT -A FORWARD -i $EXTIF -p udp -s 39.2.1.54 --sport 53 \

-d 192.168.23.6 --dport 53 -j ACCEPT

Accept NTP traffic between Security subnet and Internal DNS/NTP server

$I PT -A FORWARD -i $SECIF -p udp -s 192.168.24.0/24 -d 192.168.23.6 \
--dport 123 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.6 —sport 123 \
-d 192.168.24.0/24 -j ACCEPT
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Accept NTP traffic between Webserver and Internal DNS/NTP server

$IPT -A FORMARD -i $WEBIF -p udp -s 192.168.25.2 -d 192.168.23.6
--dport 123 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.6 —sport 123 \
-d 192.168.25.2 -j ACCEPT

Accept NTP traffic between Internal FW/VPN GW and Internal DNS/NTP server

$IPT -AINPUT -i $SRVIF -p udp -s 192.168.23.6 —sport 123\
—d 192.168.23.1 -j ACCEPT

$IPT -A OQUTPUT -0 $SRVIF -p udp -s 192.168.23.1 —d 192.168.23.6 \
--dport 123 -j ACCEPT

Accept SY SLOG traffic between syslog server and Server subnet

$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.0/24 --sport 514 \
-d 192.168.24.2 --dport 514 -j ACCEPT

Accept SYSLOG traffic between syslog server and Webser ver

$IPT -A FORWARD -i $WEBIF -p udp -s 192.168.25.2 --sport 514 \
-d 192.168.24.2 --dport 514 -j ACCEPT

Accept SYSLOG traffic between Internal FW/VPN GW and syslog server

$I PT -A QUTPUT -0 $SECIF -p udp --sport 514 -d 192.168.24.2 \
--dport 514 -j ACCEPT

Accept LDAPS traffic between VPN usersand L DAP server

$IPT -AINPUT -i $SRVIF -p tcp -s 192.168.23.4 --sport 636 -j ACCEPT
$IPT -A OQUTPUT -0 $SRVIF -p tcp -d 192.168.23.4 --dport 636 -j ACCEPT

Accept HTTP/HTTPS traffic between VPN usersand Intranet server

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.5 --sport 80 -j ACCEPT

$IPT -A OUTPUT -0 $SRVIF -p tcp -d 192.168.23.5 --dport 80 -j ACCEPT
$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.5 --sport 443 -j ACCEPT
$I PT -A OUTPUT -0 $SRVIF -p tcp -d 192.168.23.5 --dport 443 -j ACCEPT

Accept SMTP/IMAP traffic between VPN usersand Mail server

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.3 --sport 143 -j ACCEPT
$I PT -A OUTPUT -0 $SRVIF -p tcp -d 192.168.23.3 --dport 143 -j ACCEPT
$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.3 --sport 25 -j ACCEPT
$I PT -A OUTPUT -0 $SRVIF -p tcp -d 192.168.23.3 --dport 25 -j ACCEPT

Accept MySQL traffic between VPN users and Database server

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.2 --sport 3306 -j ACCEPT
$IPT -A OQUTPUT -0 $SRVIF -p tcp -d 192.168.23.2 --dport 3306 -j ACCEPT

Accept NTP/DNS traffic between VPN usersand Internal NTP/DNS server

$IPT -A INPUT -i $SRVIF -p udp -s 192.168.23.6 --sport 53 -j ACCEPT

$IPT -A OUTPUT -0 $SRVIF -p udp -d 192.168.23.6 --dport 53 -j ACCEPT
$IPT -A INPUT -i $SRVIF -p udp -s 192.168.23.6 --sport 123 -j ACCEPT
$IPT -A OUTPUT -0 $SRVIF -p udp -d 192.168.23.6 --dport 123 -j ACCEPT

Accept SSH traffic between VPN users and CIO/Admin workstation

$IPT -A INPUT -i $SECIF -p tcp -s 192.168.24.4 —sport 22 -j ACCEPT
$IPT -A OQUTPUT -0 $SECIF -p tcp -d 192.168.24.4 --dport 22 -j ACCEPT
$IPT -AINPUT -i $SECIF -p tcp -s 192.168.24.5 --sport 22 -j ACCEPT
$IPT -A QUTPUT -0 $SECIF -p tcp -d 192.168.24.5 --dport 22 -j ACCEPT
LDAPS traffic between webserver and LDAP server
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$I PT -A FORWARD -i $WEBIF -p tcp -s 192.168.25.2 \
-d 192.168.23.4 --dport 636 -j ACCEPT

$1 PT -A FORWARD -i $SRVIF -p tcp -s 192.168.23.4 --sport 636 \
-d 192.168.25.2 -j ACCEPT

Accept LDAPS traffic between webserver and LDAP server

$I PT -A FORWARD -i $EXTIF -p tcp -s 192.168.25.2 \
-d 192.168.23.4 --dport 636 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.23.4 --sport 636 \
-d 192.168.25.2 -j ACCEPT

Accept MySQL traffic between webserver and database server

$IPT -A FORWARD -i $WEBIF -p tcp -s 192.168.25.2 \
-d 192.168.23.2 --dport 3306 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.23.2 --sport 3306 \
-d 192.168.25.2 -j ACCEPT

Accept SMTP traffic between Mail server and Mail Relay

$I PT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.53 --sport 25 \
-d 192.168.24.3 --dport 25 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.24.3 --sport 25 \
-d 39.2.1.53 --dport 25 -j ACCEPT

Accept LDAPS traffic between WebMail server and LDAP server

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.51 \
-d 192.168.23.4 --dport 636 -j ACCEPT

$IPT -A FORMARD -i $SRVIF -p tcp -s 192.168.23.4 --sport 636 \
-d 39.2.1.51 -j ACCEPT

Accept SMTP/IMAP traffic between WebMail server and Mailserver

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.51 --sport 25\
-d 192.168.24.3 --dport 25 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.24.3 --sport 25\
-d 39.2.1.51 --dport 25 -j ACCEPT

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.51 \
-d 192.168.24.3 --dport 143 -j ACCEPT

$IPT -A FORMRD -i $SRVIF -p tcp -s 192.168.24.3 --sport 143 \
-d 39.2.1.51 -j ACCEPT

Accept SSH traffic between CIO/Admin workstations and Server subnet

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 192.168.23.0/24 --dport 22 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.23.0/24 --sport 22\
-d 192.168.24.4 -j ACCEPT

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 192.168.23.0/24 --dport 22 -j ACCEPT

$IPT -A FORMARD -i $SRVIF -p tcp -s 192.168.23.0/24 --sport 22\
-d 192.168.24.5 -j ACCEPT

Accept SSH traffic between CIO/Admin workstations and webser ver

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 192.168.25.2 --dport 22 -j ACCEPT

$IPT -A FORWARD -i $WEBIF -p tcp -s 192.168.25.2 --sport 22\
-d 192.168.24.4 -j ACCEPT

$IPT -A FORMARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 192.168.25.2 --dport 22 -j ACCEPT

$IPT -A FORMARD -i $WEBIF -p tcp -s 192.168.25.2 --sport 22 \
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-d 192.168.24.5 -j ACCEPT

Accept SSH traffic between CIO/Admin workstations and Internal FW/VPN GW

$IPT -A I NPUT -i

-d 192.168.24.1 --dport 22

$IPT -A QUTPUT -0 $SECIF -p tcp -s 192.168.24.1 --sport

-d 192.168.24.4 -j
$I PT -A I NPUT -i
-d 192.168.24.1 --dport 22

ACCEPT

$SECIF -p tcp -s 192.168.24.4 \

-j ACCEPT

22\

$SECIF -p tcp -s 192.168.24.5 \

-j ACCEPT

$IPT -A OUTPUT -0 $SECIF -p tcp -s 192.168.24.1 --sport 22 \

-d 192.168.24.5 -j ACCEPT

Accept SSH traffic between CIO/Admin workstations and WebMail server

$IPT -A FORWARD -i $SECIF -p tcp
-d 39.2.1.51 --dport 22 -j
$IPT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.4 -j ACCEPT
$IPT -A FORMARD -i $SECIF -p tcp
-d 39.2.1.51 --dport 22 -j
$IPT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.5 -j ACCEPT

-s 192.168.24.4 \
ACCEPT
-5 39.2.1.51 --sport 22\

-5 192.168.24.5 \
ACCEPT
-5 39.2.1.51 --sport 22\

Accept SSH traffic between CIO/Admin workstations and Squid server

$IPT -A FORWARD -i $SECIF -p tcp
-d 39.2.1.55 --dport 22 -j
$IPT -A FORWARD -i S$EXTIF -p tcp
-d 192.168.24.4 -j ACCEPT
$IPT -A FORWARD -i $SECIF -p tcp
-d 39.2.1.55 --dport 22 -j
$IPT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.5 -j ACCEPT

-s 192.168.24.4 \
ACCEPT
-s 39.2.1.55 --sport 22\

-s 192.168.24.5 \
ACCEPT
-s 39.2.1.55 --sport 22\

Accept SSH traffic between CIO/Admin workstations and Mail Relay server

$IPT -A FORWARD -i $SECIF -p tcp
-d 39.2.1.53 --dport 22 -j
$IPT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.4 -j ACCEPT
$IPT -A FORMRD -i $SECIF -p tcp
-d 39.2.1.53 --dport 22 -j
$IPT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.5 -j ACCEPT

-s 192.168.24.4 \
ACCEPT
-5 39.2.1.53 --sport 22\

-s 192.168.24.5 \
ACCEPT

-5 39.2.1.53 --sport 22\

Accept SSH traffic between CIO/Admin workstations & External DNS/NTP server

$IPT -A FORWARD -i $SECIF -p tcp
-d 39.2.1.54 --dport 22 -j
$IPT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.4 -j ACCEPT
$IPT -A FORMARD -i $SECIF -p tcp
-d 39.2.1.54 --dport 22 -j
$IPT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.5 -j ACCEPT

-s 192.168.24.4 \
ACCEPT
-s 39.2.1.54 --sport 22\

-s 192.168.24.5 \
ACCEPT

-5 39.2.1.54 --sport 22\

Accept SSH traffic between CIO/Admin workstations and External FW

$I PT -A FORWARD -i $SECIF -p tcp
-d 39.2.1.49 --dport 22 -j
$I PT -A FORWARD -i $EXTIF -p tcp
-d 192.168.24.4 -j ACCEPT
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$IPT -A FORMARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.49 --dport 22 -j ACCEPT

$IPT -A FORMARD -i $EXTIF -p tcp -s 39.2.1.49 --sport 22\
-d 192.168.24.5 -] ACCEPT

Accept HTTP/HTTPS traffic between CIO/Admin workstations and proxy server

$I PT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.55 --dport 8080 -j ACCEPT

$I PT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.55 —dport 8080 -j ACCEPT

$I PT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.4 -j ACCEPT

$I PT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.5 -j ACCEPT

$I PT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.55 --dport 8080 -j ACCEPT

$I PT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.55 --dport 8080 -j ACCEPT

$I PT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.4 -j ACCEPT

$I PT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.5 -j ACCEPT

LOG all packetsthat are dropped due to default FORWARD POLICY

$IPT -A FORMARD -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "FORWARD DROP: "

LOG all packetsthat are dropped due to default INPUT POLICY

$IPT -A INPUT -j LOG --10g-Ilevel $LOGLEVEL \
--log-prefix "I NPUT DROP: "

LOG all packetsthat are dropped due to default OUTPUT POLICY

$IPT -A QUTPUT -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "OUTPUT DROP:"

L og to screen NetFilter stopping message
echo "NetFilter Firewall started successfully”

Adding this netfilter script finishes up the firewall policy for our Gateway.
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Firewall Policy Verification

The following is a technical audit of GIAC-enterprises primary firewall and will be performed to
verify that the policies defined above have actually been implemented. GIAC Enterprises
Internal Netfilter/VPN Gateway firewall will be audited and both the External and all Host-based
firewalls will be audited in a similar fashion.

Test Network

Using two computers running Red Hat 9.0, VMware 4.0, and a hub Adam will set up atest
network that will simulate our production network. This will be useful when evaluating a change
in server configuration, policy change or software upgrade. Although this configuration does not
mirror the production network, it is of considerable benefit given its expense.

VMware

VMware Workstation (http://www.vmware.com) is virtual machine software that runs multiple
operating systems simultaneously on a single computer. These operating systems are isolated in
secure virtual machines and can co-exist on a single piece of hardware. It uses a virtualization
layer that maps the virtual machine's resources to the physical hardware resources, which means
each virtual machine has its own CPU, memory, disks, 1/O devices, etc. We will use a
combination of virtual hubs, called vmnets, and bridges to connect the servers together. Like a
physical hub, avirtua hub lets you connect other networking components together a separate
network. A bridge lets you connect your virtual machine to the LAN used by your host computer
by mapping the virtual network adapter in your virtual machine to the physical Ethernet adapter
on your host computer.

VMware Physical Design

wminet]
wmnetsd
wmnets

wmnetdfethd wmnetdfethd
20.2 1 .50 m:ml'm:ul'ul;"uml: 207 4.40

Test Hub

wmnet]

L

PHYSICAL INTERHNAL EXTERMAL

Our firewallswill sit on the INTERNAL and EXTERNAL hosts with the other servers divided
up among the many virtua hubs.
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VMware Logical Design
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Network List

Network Simulated ~Name ~Hosts

| nternet EXTERNAL/vmnetl 1

39.2.1.48/28 Test hub and EXTERNAL/vmnetO 6

192.168.23.0/24 INTERNAL/vmnetl 6

192.168.24.0/24 INTERNAL/vmnet2 2

192.168.25.0/24 INTERNAL /vmnet3 1

Device/Server List

Device/Server Simulated Actual Interface I P address
Connection Connection Name
Externa Firewall | External Internal Hub (vmnetl) | vmnetl 192.168.1.1/24
Internal Test Hub vmnetO/ethO | 39.2.1.49/28
External DNS/ DMZ switch Internal Hub (vmnet0) | ethO 39.2.1.54/28
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NTP server

Mail Relay DMZ switch Internal Hub (vmnet0) | ethO 39.2.1.53/28

Squid server DMZ switch Internal Hub (vmnet0) | ethO 39.2.1.55/28

Internal Firewall/ | DMZ Hub Test Hub vmnetO/ethO | 39.2.1.50/28

VPN GW Server switch Internal Hub (vmnetl) | vmnetl 192.168.23.1/24
Security switch | Internal Hub (vmnet2) | vmnet2 192.168.24.1/24
Web server Internal Hub (vmnet3) | vmnet3 192.168.25.1/24

Webserver DMZ switch Test Hub eth0 39.2.1.52/28
Internal Firewall | Interna Hub (vmnet3) | ethl 192.168.25.2/24

Webmail server DMZ switch Internal Hub (vmnet0) | ethO 39.2.1.51/28

Database server Server switch Internal Hub (vmnetl) | ethO 192.168.23.2/24

Mail server Server switch Internal Hub (vmnetl) | ehO 192.168.23.3/24

LDAP server Server switch Internal Hub (vmnetl) | ehO 192.168.23.4/24

Intranet server Server switch Internal Hub (vmnetl) | ehO 192.168.23.5/24

Internal DNS/ Server switch Internal Hub (vmnetl) | ethO 192.168.23.6/24

NTP server

Syslog Server Security switch | Internal Hub (vmnet2) | ehO 192.168.24.2/24
DMZ switch Test Hub ethl No IP

IDS Sensor B DMZ switch Internal Hub (vmnet0) | ethl No IP

IDS Sensor C Server switch Internal Hub (vmnetl) | ethl No IP

ClO workstation | Security switch | Internal Hub (vmnet2) | ethO 192.168.24.4/24

Adam can test any set of serversthat is required without having to bring up the entire network.
For example, if he was testing the interaction across the IPsec VPN then the external test host

and an internal set of hosts would be brought up to test the total configuration.

Plan the audit

Since we will have a complete test network to work on, the production network will require only
minimal downtime. In addition any changes to the production network (i.e. upgrades, patches or
configuration changes) can now be done on the test network and reviewed before applying to the
production network. This will further reduce downtime and other troubleshooting issues. Once
testing has been completed the production network can be adjusted during scheduled
maintenance periods during non-peak hours. For the initial audit we will first perform the tests
on the test network and then perform the same tests on the production network to ensure the
implementations are as identical as possible. In addition a monthly review is scheduled to
review the state of the network including the following:

? Any software changes, upgrades, or patches

? Any firewall ruleset changes

? Any new vulnerabilities or exploits for software/hardware used in our network

Cost and Effort
Since we will be using our test environment to audit the firewall policy and this test environment

isrequired for troubleshooting and upgrading purposes then no additional equipment would be
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necessary. Adams time used during the audit should be considered as well as time spent
mitigating problems.

Description ~Estimated Hours _Cost (USD)
Time spent performing audit 10 @ $200 per hour $2,000
Time spent mitigating problems | 3 @ $200 per hour $600

Total $2,600

Technical approach

For our firewall audit we came up with a set of requirements and then obtained the tools
necessary to test these requirements. Thisis a very important step in the process as an audit’s
success is based on whether these requirements are met or not. A full firewall audit would cover
OS security hardening and Authentication/Encryption issues (i.e. VPNSs, remote management,
etc.), but this section will cover only the verification of the firewall policy.

For this audit our requirements are as follows:

? Firewall Host
0 Physical Access— Review operational plans regarding physical access.
0 OS security — Verify OS security using Nessus vulnerability scanner.
0 Remote management — Review operational plans regarding remote management.

? Firewall Rulebase

0 TCP Filtering — Verify which TCP ports of your firewall are open and match our
initial rulebase from above. This includes ports open to the firewall as well as
through the firewall.

o0 UDP Filtering - Verify which UDP ports of your firewall are open and match our
initial rulebase from above. This includes ports open to the firewall as well as
through the firewall.

Conduct the audit

The audit will utilize the test network. In order to test just the internal firewall, | will configure
the external firewall so it will route all packets. Thiswill alow me to test the internal firewall
from al four interfaces.

Tools required

NMAP 3.30 (nmap-3.30-1.i386.rpm) from http://www.insecure.org/nmap/index.html
NESSUS 2.0.7 from http://www.nessus.org

TCPDump 3.7.2 from http://www.tcpdump.org

Firewall Host
Although this audit was intended to verify the firewall policy, no firewall audit could be
complete without also looking at the following components:
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Physical Access

A simple review of the operational procedures in relation to the physical location of the firewalls
would be a start. Ensure that access to the physical box itself and any consoles is limited to
authorized personnel. As stated above the firewall will be located in an office space that has a
physical security system, card access control system and security guards.

OS security

Nessus, an open-sourced security scanner, will test the operating system security of the firewall.
The firewall will be dropped and a full scan will be performed against the firewall host. This
section will not get into the actual process since Nessus is very simple to operate. Additionally,
for the purposes of this paper, we are focusing on verifying the firewall policy.

Remote management

A review of the operationa procedures relating to remote management will be conducted. Only
limited remote access to the firewalls should be available to authorized personnel. As stated
above only two workstations residing on the security network will have SSH access to the
firewalls. A layered approach has been taken since either the CIO or Administrator could access
their workstations through the VPN gateway and then could access the firewalls. This allows
both individuals to access the firewalls in case of emergency and is considered a necessary risk.

Firewall Rulebase

To properly scan the firewall rulebase we will follow a structured approach attempting to scan
from each subnet as follows.
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Since we have the entire production network simulated in the test environment we could actually
perform the following scans from each host on each subnet, which would validate the entire
ruleset. For the purposes of the process described below we will be using the LDAP server on the
server subnet, the webserver, the Syslog server on the security subnet and the mail relay in the
DMZ. For the purposes of thistest we will disable all server firewalls. In addition, | will walk-
through the audit process from one host giving a step-by-step. This same process will then be
used with al four hosts to obtain the results used in the audit evaluation step below. Also we will
not be evaluating any VPN components during this audit.

TCP Filtering

Using nmap we will attempt the following scans from outside the firewall. In addition we will
run tcpdump on the host we are attempting to scan in order to verify that no traffic can makes it
through the firewalls. Using tcpdump on the host to be scanned also will warn us of any partial
firewall rules that might be in place (i.e. port 22 is allowed to go from the internal to the external
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interface, but not the other way. Typical scan would fail due to no response but tcpdump would
show that a packet got through even though a full connection was not set up)

The firgt scan will use the "-sF" option, which is a Stealth FIN scan that sends a FIN packet as
the probe. Closed ports are required to reply to the probe with a RST and open ports should
ignore the probe.

(1) Steath FIN scan from MailRelay (39.2.1.53) to LDAP server (192.168.23.4)

[root @i | Rel ay root]#nmap —PO0 —sF 192. 168. 23. 4

Where —P0 tells nmap not to attempt to ping the host before scanning. Since we have ping turned
off on the host this keeps us from getting false results stating that the host seems down.

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 11:46 EDT
All 1644 scanned ports on 192.168.23.4 are: filtered

Nmap run conpleted -- 1 I P address (1 host up) scanned in 1904. 404 seconds

Firewal | Log

---snip---

Aug 1 11:48:58 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 1 SRC=39.2.1.53
DST=192. 168. 23. 4 LEN=40 TOS=0x00 PREC=0x00 TTL=42 |D=13628 PROTO=TCP
SPT=35027 DPT=3292 W NDOW£4096 RES=0x00 FI N URGP=0

Aug 1 11:48:58 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 1 SRC=39.2.1.53
DST=192. 168. 23. 4 LEN=40 TOS=0x00 PREC=0x00 TTL=42 |D=20272 PROTO=TCP
SPT=35027 DPT=175 W NDOW-4096 RES=0x00 FI N URGP=0

---snip---

TCPdunp Results
Not hi ng showed up

(2) Steath FIN scan from MailRelay (39.2.1.53) to SY SLOG server (192.168.24.2)
[root @i | Rel ay root]#nmap —PO —sF 192. 168. 24. 2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 12: 34 EDT
Al'l 1644 scanned ports on 192.168.24.2 are: filtered

Nmap run conpleted -- 1 IP address (1 host up) scanned in 1869. 235 seconds

Firewal | Log

---snip---

Aug 1 12:18:38 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmet 2 SRC=39. 2. 1.53
DST=192. 168. 24. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=41 | D=1225 PROTO=TCP SPT=44678
DPT=345 W NDOW4096 RES=0x00 FI N URGP=0

Aug 1 12:18:38 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet2 SRC=39.2.1.53
DST=192. 168. 24. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=41 | D=47859 PROTO=TCP
SPT=44678 DPT=577 W NDOW:4096 RES=0x00 FI N URGP=0
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---snip---

TCPdunmp Resul ts
Not hi ng showed up

(3) Steath FIN scan from MailRelay (39.2.1.53) to Webserver (192.168.25.2)

[root @il Rel ay root] #nmap —PO —sF 192. 168. 25. 2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 12:41 EDT
Al'l 1644 scanned ports on 192.168.25.2 are: filtered

Nmap run conpleted -- 1 I P address (1 host up) scanned in 1712.221 seconds

Firewal | Log

---snip---

Aug 1 12:45:22 |INTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 3 SRC=39. 2. 1.53
DST=192. 168. 25. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=50 | D=25520 PROTO=TCP
SPT=37486 DPT=1024 W NDOW£4096 RES=0x00 FI N URGP=0

Aug 1 12:45:22 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmet 3 SRC=39. 2. 1.53
DST=192. 168. 25. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=51 |D=23796 PROTO=TCP
SPT=37486 DPT=1438 W NDOW:4096 RES=0x00 FI N URGP=0

---snip---

TCPdunp Results
Not hi ng showed up

The second scan will use the "-sA" option, which is designed specifically to test firewall
rulebases. This method works by sending only ACK packets to probe ports. An ACK packet will
always receive a RST packet in response, which does NOT tell you if the port is opened or
closed. However, it will tell you that the packet got through and thus is NOT filtered by the
firewall.

(1) ACK scan from MailRelay (39.2.1.53) to LDAP server (192.168.23.4)
[root @i | Rel ay root]#nmap —PO —sA 192. 168. 23. 4

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 12:59 EDT
All 1644 scanned ports on 192.168.23.4 are: filtered

Nmap run conpleted -- 1 | P address (1 host up) scanned in 1380.290 seconds

Firewal | Log

---snip---

Aug 1 11:48:58 | NTERNAL kernel: FORWARD DROP: | N=et hO OUT=vmmet 1 SRC=39. 2. 1.53
DST=192. 168. 23. 4 LEN=40 TOS=0x00 PREC=0x00 TTL=42 | D=43988 PROTO=TCP
SPT=34903 DPT=11 W NDOW-1024 RES=0x00 ACK URGP=0
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Aug 1 11:48:58 | NTERNAL kernel: FORWARD DROP: | N=et h0O OUT=vmmet 1 SRC=39.2.1.53
DST=192. 168. 23. 4 LEN=40 TOS=0x00 PREC=0x00 TTL=41 |D=18777 PROTO=TCP
SPT=34903 DPT=666 W NDOW4096 RES=0x00 ACK URGP=0

---snip---

TCPdunp Results
Not hi ng showed up

(2) ACK scan from MailRelay (39.2.1.53) to Syslog server (192.168.24.2)
[root @i | Rel ay root]#nmap —PO —sA 192. 168. 24. 2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 13:21 EDT
Al'l 1644 scanned ports on 192.168.24.2 are: filtered

Nmap run conpleted -- 1 I P address (1 host up) scanned in 1361.564 seconds

Firewal | Log

---snip---

Aug 1 13:24:18 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 2 SRC=39. 2. 1. 53
DST=192. 168. 24. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=55 | D=64905 PROTO=TCP
SPT=39641 DPT=314 W NDOW3072 RES=0x00 ACK URGP=0

Aug 1 13:24:18 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmet 2 SRC=39. 2. 1.53
DST=192. 168. 24. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=54 | D=14545 PROTO=TCP
SPT=39641 DPT=1525 W NDOW3072 RES=0x00 ACK URGP=0

---snip---

TCPdunmp Resul ts
Not hi ng showed up

(3) ACK scan from MailRelay (39.2.1.53) to Webserver (192.168.25.2)
[root @i | Rel ay root]#nmap —PO —sA 192. 168. 25. 2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/ nmap/ ) at 2003-08-01 13:43 EDT
All 1644 scanned ports on 192.168.25.2 are: filtered

Nmap run conpleted -- 1 | P address (1 host up) scanned in 1423.029 seconds

Firewal | Log

---snip---

Aug 1 13:47:12 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 3 SRC=39. 2. 1. 53
DST=192. 168. 25. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=50 |D=39961 PROTO=TCP
SPT=52007 DPT=78 W NDOW-2048 RES=0x00 ACK URGP=0

Aug 1 13:47:12 |INTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 3 SRC=39. 2. 1.53
DST=192. 168. 25. 2 LEN=40 TOS=0x00 PREC=0x00 TTL=47 | D=20347 PROTO=TCP
SPT=52007 DPT=676 W NDOW:4096 RES=0x00 ACK URGP=0

---snip---

TCPdunp Results
Not hi ng showed up
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The last scan will use a newer function offered in nmap that is the —ttl option. This allows nmap
another way to determine a firewalls ruleset. This method will depend on your firewall
generating an ICMP TTL expired error message. When a router or firewall routes an |P packet,
the TTL (Timeto Live) is decremented by one. Thisis done to ensure that packets do not end up
in endless routing loops. If the router or firewall has arule in place to alow the packet through
then the device will attempt to forward the packet. The devices then decrementsits TTL to zero,
the packet gets dropped and an ICMP error message gets sent to the remote host (ICMP Type 11,
Code 0). Thiswould lets the remote hosts know if the packet never reached its intended
designation because the TTL expired. If the device doesn’t have a rule allowing the packet then
it issimply dropped.

(1) SYN scan with TTL=1 from MailRelay (39.2.1.53) to LDAP server (192.168.23.4)
[root @i | Rel ay root]#nmap —PO —ttl 1 192.168.23.4

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 14:02 EDT
Al'l 1644 scanned ports on 192.168.23.4 are: filtered

Nmap run conpleted -- 1 IP address (1 host up) scanned in 1344.202 seconds

Firewal | Log

---snip---

Aug 1 14:04:15 | NTERNAL kernel: |CMP-Ti me Exceeded: | N= OUT=et hO
SRC=39. 2. 1. 50 DST=39. 2. 1.53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 | D=23267
PROTO=I CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192.168. 23.4 LEN=40 TOS=0x00
PREC=0x00 TTL=1 | D=32789 PROTO=TCP SPT=56715 DPT=318 W NDOW:2048 RES=0x00 SYN
URGP=0 ]

Aug 1 14:04:15 | NTERNAL kernel: | CMP-Ti ne Exceeded: | N= OUT=ethO
SRC=39. 2. 1.50 DST=39.2.1.53 LEN=68 TOS=0x00 PREC=0xCO0 TTL=64 | D=23268
PROTO=I CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192.168.23.4 LEN=40 TOS=0x00
PREC=0x00 TTL=1 | D=51300 PROTO=TCP SPT=56715 DPT=68 W NDOW-2048 RES=0x00 SYN
URGP=0 ]

---snip---

TCPdunp Results
Not hi ng showed up

(2) SYN scan with TTL=1 from MailRelay (39.2.1.53) to SYSLOG server (192.168.24.2)
[root @i | Rel ay root]#nmap —PO —ttl 1 192. 168.24.2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 14:42 EDT
Al'l 1644 scanned ports on 192.168.24.2 are: filtered

Nmap run conpleted -- 1 I P address (1 host up) scanned in 1414. 322 seconds
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Firewal | Log

---snip---

Aug 1 14:44:55 | NTERNAL kernel: |1 CMP-Ti ne Exceeded: | N= OUT=ethO
SRC=39. 2. 1.50 DST=39. 2. 1. 53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 |D=24707
PROTO=I CVP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192. 168. 24.2 LEN=40 TOS=0x00
PREC=0x00 TTL=1 | D=24789 PROTO=TCP SPT=51313 DPT=2000 W NDOW-2048 RES=0x00
SYN URGP=0 ]

Aug 1 14:44:55 | NTERNAL kernel: |CMP-Ti me Exceeded: | N= OUT=et hO
SRC=39. 2. 1. 50 DST=39. 2. 1. 53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 | D=24708
PROTO=I CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192. 168. 24.2 LEN=40 TOS=0x00
PREC=0x00 TTL=1 | D=22313 PROTO=TCP SPT=51313 DPT=238 W NDOW:2048 RES=0x00 SYN
URGP=0 ]

---snip---

TCPdunp Results
Not hi ng showed up

(3) SYN scan with TTL=1 from MailRelay (39.2.1.53) to Webserver (192.168.25.2)
[root @i | Rel ay root]#nmap —PO —ttl 1 192. 168.25.2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 15:12 EDT
Al'l 1644 scanned ports on 192.168.25.2 are: filtered

Nmap run conpleted -- 1 I P address (1 host up) scanned in 1314.520 seconds

Firewal | Log

---snip---

Aug 1 15:15:43 I NTERNAL kernel: 1CMP-Ti ne Exceeded: | N= OUT=et hO
SRC=39. 2. 1. 50 DST=39. 2. 1. 53 LEN=68 TO0S=0x00 PREC=0xCO TTL=64 |D=26017
PROTO=I CVMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192. 168. 25. 2 LEN=40 TOS=0x00
PREC=0x00 TTL=1 | D=32789 PROTO=TCP SPT=48150 DPT=364 W NDOW-2048 RES=0x00 SYN
URGP=0 ]

Aug 1 15:15:43 | NTERNAL kernel: |CMP-Ti ne Exceeded: | N= OUT=ethO
SRC=39. 2. 1. 50 DST=39. 2. 1. 53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 |D=26018
PROTO=I CVP Type=11 CODE=0 [ SRC=39. 2. 1.53 DST=192. 168. 25. 2 LEN=40 TOS=0x00
PREC=0x00 TTL=1 1 D=51300 PROTO=TCP SPT=48150 DPT=33 W NDOW-2048 RES=0x00 SYN
URGP=0 ]

---snip---

TCPdunp Results
Not hi ng showed up

UDP Filtering

This above first method of scanning may work well for TCP, but not as well for UDP. UDP
scanning works by sending a UDP packet to a UDP port. If the UDP port is not open and is not
listening; an ICMP Port Unreachable error message is generated and sent back to the remote
system. Thiswould tell us that the port is not open. If the port is open then the packet would be
accepted and no return packet would follow. Since our goal is to determine whether or not a
UDP port is open on the firewall the above method gives too many possibilities. If the packet
doesn’'t respond, isit due to the firewall dropping it or letting it pass and the host simply
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accepting it. To solve this problem we would utilize a sniffer on the other side of the firewall to
determine if the packet made it through. As above, this method can also detect firewall rules only
allowing traffic to go in one direction.

(1) UDP scan from MailRelay (39.2.1.53) to LDAP server (192.168.23.4)
[root @i | Rel ay root]#nmap —PO -sU 192. 168. 23. 4

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 15: 30 EDT
Al'l 1471 scanned ports on 192.168.23.4 are: filtered

Nmap run conpleted -- 1 I P address (1 host up) scanned in 1779. 020 seconds

Firewal | Log

---snip---

Aug 1 15:32:25 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmet 1 SRC=39. 2. 1.53
DST=192. 168. 23. 4 LEN=28 TOS=0x00 PREC=0x00 TTL=50 | D=10051 PROTO=UDP
SPT=42578 DPT=769 LEN=8

Aug 1 15:32:25 I NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 1 SRC=39.2.1.53
DST=192. 168. 23. 4 LEN=28 TOS=0x00 PREC=0x00 TTL=44 | D=62801 PROTO=UDP
SPT=42578 DPT=1669 LEN=8

---snip---

TCPdunmp Resul ts
Not hi ng showed up

(2) UDP scan from MailRelay (39.2.1.53) to SY SLOG server (192.168.24.2)
[root @il Rel ay root]#nmap —PO -sU 192. 168. 24. 2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 15:51 EDT
All 1471 scanned ports on 192.168.24.2 are: filtered

Nmap run conpleted -- 1 IP address (1 host up) scanned in 1777.210 seconds

Firewal | Log

---snip---

Aug 1 15:54:55 | NTERNAL kernel: FORWARD DROP: | N=et hO OUT=vimet 2 SRC=39.2.1.53
DST=192. 168. 24. 2 LEN=28 TOS=0x00 PREC=0x00 TTL=56 | D=23557 PROTO=UDP
SPT=51153 DPT=2032 LEN=8

Aug 1 15:54:55 | NTERNAL kernel: FORWARD DROP: | N=et hO OUT=vimmet 2 SRC=39.2.1.53
DST=192. 168. 24. 2 LEN=28 TOS=0x00 PREC=0x00 TTL=45 | D=17982 PROTO=UDP
SPT=51153 DPT=150 LEN=8

---snip---

TCPdunp Results
Not hi ng showed up
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(3) UDP scan from MailRelay (39.2.1.53) to Webserver (192.168.25.2)
[root @il Rel ay root]#nmap —PO -sU 192. 168. 25. 2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 16: 19 EDT
All 1471 scanned ports on 192.168.25.2 are: filtered

Nmap run conpleted -- 1 I P address (1 host up) scanned in 1743.811 seconds

Firewal | Log

---snip---

Aug 1 16:24:33 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 3 SRC=39. 2. 1. 53
DST=192. 168. 25. 2 LEN=28 TOS=0x00 PREC=0x00 TTL=34 | D=43051 PROTO=UDP
SPT=61626 DPT=108 LEN=8

Aug 1 16:24:33 | NTERNAL kernel: FORWARD DROP: | N=et h0 OUT=vmmet 3 SRC=39. 2. 1. 53
DST=192. 168. 25. 2 LEN=28 TOS=0x00 PREC=0x00 TTL=41 | D=23527 PROTO=UDP
SPT=61626 DPT=943 LEN=8

---snip---

TCPdunp Results
Not hi ng showed up

The last scanning method will be similar to the third method used above using the —ttl option
with nmap. This method will depend on your firewall generating an ICMP TTL expired error
message. When a router or firewall routes an IP packet, the TTL (Timeto Live) is decremented
by one which is done to ensure that packets do not end up in endless routing loops. If the router
or firewall has arule in place to alow the packet through then the device will attempt to forward
the packet. The devices then decrementsits TTL to zero, the packet gets dropped and an ICMP
error message gets sent to the remote host (ICMP Type 11, Code 0). This would lets the remote
hosts know if the packet never reached its intended designation because the TTL expired. If the
device doesn't have a rule alowing the packet then it is ssimply dropped.

(1) UDP scan with —ttl=1 from MailRelay (39.2.1.53) to LDAP server (192.168.23.4)
[root @i | Rel ay root]#nmap —PO —sU —ttl 1 192.168.23.4

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 16:41 EDT
Al'l 1471 scanned ports on 192.168.23.4 are: filtered

Nmap run conpleted -- 1 IP address (1 host up) scanned in 1772.112 seconds

Firewal | Log

---snip---

Aug 1 16:45:13 | NTERNAL kernel: | CMP-Ti me Exceeded: | N= OUT=et hO
SRC=39. 2. 1. 50 DST=39. 2. 1. 53 LEN=68 T0S=0x00 PREC=0xCO TTL=64 | D=28547
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PROTO=I CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192. 168. 23. 4 LEN=28 TOS=0x00
PREC=0x00 TTL=1 | D=15117 PROTO=UDP SPT=58943 DPT=306 LEN=8 ]

Aug 1 16:45:13 | NTERNAL kernel: |1 CMP-Ti ne Exceeded: | N= OUT=ethO
SRC=39. 2. 1. 50 DST=39. 2. 1.53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 | D=28548
PROTO=I CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192. 168. 23. 4 LEN=28 T0S=0x00
PREC=0x00 TTL=1 | D=10452 PROTO=UDP SPT=58943 DPT=2043 LEN=8 ]

---snip---

TCPdunp Results
Not hi ng showed up

(2) UDP scan with —ttl=1 from MailRelay (39.2.1.53) to Syslog server (192.168.24.2)
[root @i | Rel ay root]#nmap —PO —sU —ttl 1 192.168.24.2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 17:01 EDT
Al'l 1471 scanned ports on 192.168.24.2 are: filtered

Nmap run conmpleted -- 1 I P address (1 host up) scanned in 1771.913 seconds

Firewal | Log

---snip---

Aug 1 17:03:31 I NTERNAL kernel: |CMP-Ti me Exceeded: | N= OUT=et hO
SRC=39. 2. 1. 50 DST=39.2.1.53 LEN=68 TOS=0x00 PREC=0xCO0 TTL=64 | D=30243
PROTO=I CMP Type=11 CODE=0 [ SRC=39. 2. 1.53 DST=192. 168. 24. 2 LEN=28 TOS=0x00
PREC=0x00 TTL=1 | D=12187 PROTO=UDP SPT=59543 DPT=782 LEN=8 ]

Aug 1 17:03:31 I NTERNAL kernel: | CMP-Ti ne Exceeded: | N= OUT=ethO
SRC=39. 2. 1. 50 DST=39. 2. 1.53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 | D=30244
PROTO=I CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192.168.24.2 LEN=28 T0OS=0x00
PREC=0x00 TTL=1 | D=9354 PROTO=UDP SPT=59543 DPT=678 LEN=8 ]

---snip---

TCPdunp Results
Not hi ng showed up

(3) UDP scan with —ttl=1 from MailRelay (39.2.1.53) to Webserver (192.168.25.2)
[root @i | Rel ay root]#nmap —PO —sU —ttl 1 192. 168.25.2

Nmap Results
Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 17:31 EDT
Al'l 1471 scanned ports on 192.168.25.2 are: filtered

Nmap run conpleted -- 1 IP address (1 host up) scanned in 1781.911 seconds

Firewal | Log

---snip---

Aug 1 17:36:41 | NTERNAL kernel: |CMP-Ti me Exceeded: | N= OUT=et hO
SRC=39. 2. 1. 50 DST=39. 2. 1.53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 | D=33479
PROTO=I CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192. 168. 25. 2 LEN=28 T0OS=0x00
PREC=0x00 TTL=1 |1 D=2108 PROTO=UDP SPT=59322 DPT=5191 LEN=8 ]
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Aug 1 17:36:41 | NTERNAL kernel: | CMP-Ti me Exceeded: | N= OUT=et hO
SRC=39. 2. 1. 50 DST=39. 2.1.53 LEN=68 TOS=0x00 PREC=0xCO TTL=64 | D=33480
PROTO=1 CMP Type=11 CODE=0 [ SRC=39.2.1.53 DST=192.168. 25. 2 LEN=28 TOS=0x00
PREC=0x00 TTL=1 | D=39743 PROTO=UDP SPT=59322 DPT=922 LEN=8 ]

---snip---

TCPdunp Results
Not hi ng showed up

This process would have to be done from each host to truly test the entire ruleset. Thisis because
the firewall rules are tied to source and destination 1Ps as well as source and destination ports.
For example we expect that the internal firewall to allow SLDAP traffic to the LDAP server
from the webserver. To verify this, see the following FIN scan below.

Stealth FIN scan from Webserver (192.168.25.2) to LDAP server (192.168.23.4)
[root @\ébserver root]#nmap —PO0 —sF 192. 168. 23. 4

Nmap Results

Starting nmap 3.30 ( http://ww.insecure.org/nmap/ ) at 2003-08-01 18:21 EDT
Al'l 1643 scanned ports on 192.168.23.4 are: filtered

Interesting ports on 192.168. 23. 4:

Por t State Service

636/ tcp open | dapssl

Nmap run conpleted -- 1 I P address (1 host up) scanned in 193.023 seconds

Firewal | Log

---snip---

Aug 1 18:26:31 | NTERNAL kernel: FORWARD DROP: | N=vmimet 3 OUT=vmmet 1
SRC=192. 168. 25. 2 DST=192. 168. 23. 4 LEN=40 TOS=0x00 PREC=0x00 TTL=57 | D=32723
PROTO=TCP SPT=52409 DPT=48 W NDOWS=2048 RES=0x00 FI N URGP=0

Aug 1 18:26:31 I NTERNAL kernel: | CMP-Ti me Exceeded: | N= OUT=et hO
SRC=192. 168. 25. 2 DST=192. 168. 23. 4 LEN=40 TOS=0x00 PREC=0x00 TTL=64 |D=51787
PROTO=TCP SPT=52409 DPT=3922 W NDOW5=2048 RES=0x00 FI N URGP=0

---snip---

TCPdunp Results
18: 25: 04. 856306 192.168. 25.2.35850 > 192.168.23.4.1daps: F 0:0(0) win 1024
18:25:11.978345 192.168. 23. 4. 35850 > 192.168.23.4.1daps: F 0:0(0) win 3072

Evaluate the audit

Based on the initial scanning results the ruleset appears complete and tight. Only after scanning
the firewall from each host would a complete assessment be available. A change was made to the
estimated time required to complete an audit. This was increased based on the time it took to
scan the different subnets from a single host.
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The firewall successfully limits the amount of information given out based on the scans

performed. Even the scan attempting to determine our ruleset based on the firewall generating an

ICMP TTL expired error message failed since the firewall logs and drops al outbound ICMP
traffic.

67
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Design Under Fire

For this section, | choose to attack the design from James Carlson, GCFW #398. The design can
be found at http://www.giac.org/practical/GCFW/James Carlson GCFW.pdf. This diagram was
reproduced in Visio from page 7 of James Carlson’s practical due to my inability to pull an
actual copy of his network diagram|[2]
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Overview

For this section | will be attempting the following three types of attacks:

? Firewall attack

? Denid of service attack

? Interna system compromise through the perimeter system

Reconnaissance

For the purposes of all three attacks we will assume afile folder was found in the dumpster of a
network consulting firm who had previously done some work on GIAC Enterprises IDS system.
This folder contained a copy of the above network diagram along with information on the
firewal, IDS systems, and other key information about the company.

Firewall attack

From the company folder obtained during reconnaissance we know that as of several weeks ago
that GIAC Enterprises was using a Secure Computing Gauntlet Firewall version 6.0 running on a
hardened version of Solaris 8 OS.

Firewall Vulnerabilities Found
| found several advisories identifying two vulnerabilities for Gauntlet Firewall for Unix.

Advisory Description Link
gauntlet-cyberdaemon- Gauntlet Firewall CyberPatrol http://xforce.iss.net/xforce/xfd
bo (4503) integration buffer overflow b/4503

CVE-2000-0437

Buffer overflow in the CyberPatrol
daemon "cyberdaemon” used in
Gauntlet and WebShield allows
remote attackers to cause a denial of
service or execute arbitrary
commands.

http://cve.mitre.org/cqi-
bin/cvename.cgi 7name=CV E-
2000-0437

Bugtrag ID 1234

Gauntlet Firewall Remote Buffer
Overflow Vulnerability

http://www.securityfocus.com
/bid/1234

The above advisory stated that all Unix versions of Gauntlet were vulnerable to the above. It was
later found that version 5.5 was, but version 6.0 was not.

Advisory Description Link
Vulnerability Note Network Associates CSMAP and http://www.kb.cert.org/vuls/id
VU#206723 smap/smapd vulnerable to buffer 1206723

overflow thereby allowing arbitrary

command execution
CERT® Advisory CA- | Buffer Overflow in Gauntlet http://www.cert.org/advisories
2001-25 Firewall allowsintrudersto execute | /CA-2001-25.html

arbitrary code
L-140 Gauntlet Firewall CSMAP and http://www.ciac.org/ciac/bulle
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smap/smapd Buffer Overflow ting/l-140.shtml

Vulnerability
gauntlet-csmap-bo Gauntlet Firewall smap/smapd and http://xforce.iss.net/xforce/xfd
(7088) CSMAP daemons buffer overflow b/7088

The origina date of the vulnerability was September 6, 2001 and a patch was released to resolve
the issue. Although Secure Computing has acquired Gauntlet their patch site at
http://www.securecomputing.com/index.cfm?sK ey=987 shows that a total of 6 patch levels have
been applied regarding the csmap issue with the latest being issued on April 21, 2003.

Design the attack
Since no proof-of-concept code was found on the Internet, we could attempt to create one by
attempting to reverse engineer the patch to determine the specifications of the vulnerability.

Explain the results

Since the patch to fix the vulnerability is on the mandatory list, designing working exploit code
on the off chance that such a patch was left out seems futile. There are much easier ways to
penetrate the network defenses, as we will see later. This attack would be classified as afailed
attack since effort had evaluated whether it would work.

Countermeasures
Keeping up to date on both the firewall and OS patches are the key to counter attacks to such
defined vulnerabilities.

Denial of service attack

For this attack we will take 50 compromised cable modem/DSL systems running the Windows
OS and attack GIAC Enterprises. This attack is totally feasible, given the large amount of
uneducated users running the Windows operating system with no security controlsin place.

For this portion of the attack we will be using Tribe FloodNet 2K (TFN2K) to generate a
Distributed Denia of Service (DDOS) attack. The TFN2K software consists of a master server
that communicates commands one way to multiple agents via encrypted session. TFN2K can be
found at http://mixter.void.ru/tfn2k.tgz and an advisory can be found as follows.

Advisory Description Link

CERT® Advisory CA- | Denia-of-Service Tools http://www.cert.org/advisories
1999-17 /CA-1999-17.html

CERT® Advisory CA- | Denial-of-Service Developments http://www.cert.org/advisories
2000-01 /CA-2000-01.html

Design the attack
For each of our compromised hosts we will be uploading the TFN2K agent. TFN2K has several

options including the ability to attack targets with the following:
? TCP/ISYN packet flood

? UDP packet flood
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ICMP/PING packet flood

BROADCAST PING (SMURF) packet flood
Randomly alternate between all four types
Targa3 flood (IP stack penetration)

N N ) N

Explain the results
Several things could happen including:
? Causing a DOS on the router due to the load of packets being evaluated, logged and/or
dropped.
? Causing any internet routable host to be flooded so legitimate traffic cannot enter (i.e.
Webserver, SMTP Relay, €etc.)
? Causing the firewall to bog down especially when dealing with traffic being proxied
through the firewall.
? Causing asignificant traffic load on the limited bandwith effectively shutting down the
entire Internet connection

Countermeasures
Several countermeasures can be performed to assist with protecting against such attacks.
? Protect the hosts themselves. For Web servers add a HTTP reverse proxy or web
application proxy.
? Limiting the logging of ACLs that potentially could have alarge amount of traffic.
? Use of load balancing technology and upgrading the routers would assist with the traffic
load.
? Use of inline traffic monitor such as Toplayer’s Attack Mitigator Intrusion Prevention
System (IPS).
? Use of load balancing technology for the firewalls.

Internal system compromise through the perimeter system

This last attack will show why a Defense-in-Depth approach is the only way. We will perform
additional reconnaissance on GIAC Enterprises via the web. Through examination of the
company website and searching the newsgroup archives we obtain the email addresses of several
employees. This tells us the email format they use. While further researching GIAC enterprises,
we find an article on alocal charity that the company assisted with a fund driver, which listed the
names of additional employees. These email addresses will be our initial targets.

Design the attack

We take a cute electronic cartoon found on the net and bundled it with a custom written windows
rootkit and email it to each of our previously found email addresses. Our custom kernel rootkit
has the ability to perform keystroke monitoring, SSL based http tunneling, process hiding, port
scanner, directory hiding, privilege escalation, port redirection and token manipulation. Out of
everyone that it was sent to only two people actually looked at the cartoon, which loaded our
rootkit. The rootkit then tunnels back to a predefined IP via an SSL-enabled http-tunnel. This
predefined IP is a host that was previously compromised by another rootkit and acts as Master
Control for our Agent rootkit. Next our Agent rootkit sets up in the registry to enable auto-load
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upon boot capability. The Agents will automatically start keystroke monitoring upon restart for
the first 30 minutes, sending any compromised passwords back through the http-tunnel. From the
Master we start using a port scanner in stealth mode as to stay under any port-scanning threshold.
Since there is no separation between the user subnet and server subnet we are able to enumerate
al the internal servers. In addition we are waiting for other users to log into our compromised
machines to gain their userids/passwords. We could even cause some problems by changing
account information, which would require a systems administrator to log into fix. Then we would
have an administrator account and password. We would then attempt to log into all of the
Windows servers or workstations on the subnet to upload our rootkit and modify the appropriate
auto-start registry settings. Then upon reboot we would own those machines also. They would
promptly register with the Master Control server and all would be lost.

Explain the results
Effectively the above scenario would yield total control of the internal network.

Detection
The above scenario would bypass traditional virus defense and signature-based IDS systems
since both rely on a signature to detect malicious files and/or traffic.

Countermeasures

Proper Defense-in-Depth includes the use of host-based Intrusion Detection Systems, host-based
firewalls, internal firewalls dividing up server and user subnets, File-integrity protection on
workstations and servers and up-to-date patches on all servers/ workstations. Also the principle
of least privilege would support the denial of direct Internet access for servers unless required.
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Appendix A — Traffic Analysis

Service
DNS
DNS
DNS
DNS
ESP
ESP
HTTP
HTTP
HTTPS
HTTPS
HTTPS
HTTPS
IKE
IKE
NTP
NTP
SMTP
SMTP
SYSLOG
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
HTTP
HTTP
HTTP
HTTP
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udp
tep
udp
tep
50
50
tep
tep
tep
tep
tep
tep
udp
udp
udp
udp
tep
tep
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
tep
tep
tep
tep

Protocol Traffic Source

ALL

Ext DNS/NTP
Ext DNS/NTP
ISP DNS server
ALL

Int FW/VPN GW
ALL

Squid server
ALL

ALL

Squid server
WebMail server
ALL

Int FW/VPN GW
Border Router
Ext DNS/NTP
ALL

Mail Relay
Border Router
Database server
Ext DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
External FW

Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Intranet server
LDAP server
Mail Relay

Mail server
Squid server
VPN tunnel
WebMail server
Webserver
Admin wksn
CIlO wksn
Intranet server
Squid server

Source IP
ALL
39.2.1.54
39.2.1.54
39.0.1.20
ALL
39.2.1.50
ALL
39.2.1.55
ALL

ALL
39.2.1.55
39.2.1.51
ALL
39.2.1.50
39.2.1.45
36.2.1.54
ALL
39.2.1.53
39.2.1.54
192.168.23.2
39.2.1.54
39.2.1.54
39.2.1.54
39.2.1.54
39.2.1.54
39.2.1.54
39.2.1.49
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.5
192.168.23.4
39.2.1.53
192.168.23.3
39.2.1.55
192.168.23.1
39.2.1.51
192.168.25.2
192.168.24.5
192.168.24.4
192.168.23.5
39.2.1.55
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SPort Traffic Destination Destination IP DPort

53
53
E
53

E
80
E
E
443
443
500
500

123

25
514

mmmmmimimmmm

80

Ext DNS/NTP
ISP DNS server
ALL

Ext DNS/NTP
Int FW/VPN GW
ALL

Squid server
ALL

Squid server
WebMail server
ALL

ALL

Int FW/VPN GW
ALL

Ext DNS/NTP
Border Router
Mail Relay

ALL

Syslog server
Int DNS/NTP
External FW

Int DNS/NTP
Mail Relay
Squid server
WebMail server
Webserver

Ext DNS/NTP
Database server
Ext DNS/NTP
Intranet server
LDAP server
Mail server
VPN tunnel

Int DNS/NTP
Int DNS/NTP
Ext DNS/NTP
Int DNS/NTP
Ext DNS/NTP
Int DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
Squid server
Squid server
VPN tunnel

3128 Admin wksn

39.2.1.54
39.0.1.20
ALL
39.2.1.54
39.2.1.50
ALL
39.2.1.55
ALL
39.2.1.55
39.2.1.51
ALL

ALL
39.2.1.50
ALL
36.2.1.54
39.2.1.45
39.2.1.53

E

39.2.1.62
192.168.23.6
39.2.1.49
192.168.23.6
39.2.1.53
39.2.1.55
39.2.1.51
192.168.25.2
39.2.1.54
192.168.23.2
39.2.1.54
192.168.23.5
192.168.23.4
192.168.23.3
192.168.23.1
192.168.23.6
192.168.23.6
39.2.1.54
192.168.23.6
39.2.1.54
192.168.23.6
39.2.1.54
39.2.1.54
39.2.1.55
39.2.1.55
192.168.23.1
192.168.24.5

E
53
53
53

80
E
443
443

500
500
123

25
25
514
53

53

m m

53

53

mmm

53
53
53
53
53
53
53
53
3128
3128

XX XXX XXX XXXXXXXXXXX
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Router

XXXXXXXXXXXXXXXXXXX

X

ExtFW

X X X X

IntFW
Host FW

X X X X

X X X X X

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
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HTTP
HTTP
HTTP
HTTP
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
IMAP
IMAP
IMAP
IMAP
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
MySQL
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
NTP
SLDAP
SLDAP
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tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
tcp
tcp

Squid server
Squid server
VPN tunnel
Webserver
Admin wksn
Admin wksn
ClO wksn
ClO wksn

IDS server
IDS server
Squid server
Squid server
Squid server
Webserver
Mail server
Mail server
VPN tunnel
WebMail server
Database server
Database server
IDS sensor A
IDS sensor B
IDS sensor C
IDS server
IDS server
IDS server
VPN tunnel
Webserver
Database server
Ext DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
Ext DNS/NTP
External FW
IDS Server

Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Int DNS/NTP
Intranet server
LDAP server
Mail Relay
Mail server
Squid server
Syslog server
VPN tunnel
WebMail server
Webserver
Intranet server
LDAP server

39.2.1.55
39.2.1.55
192.168.23.1
39.2.1.52
192.168.24.5
192.168.24.5
192.168.24.4
192.168.24.4
192.168.24.3
192.168.24.3
39.2.1.55
39.2.1.55
39.2.1.55
39.2.1.52
192.168.23.3
192.168.23.3
192.168.23.1
39.2.1.51
192.168.23.2
192.168.23.2
192.168.26.2
192.168.26.3
192.168.26.4
192.168.24.3
192.168.24.3
192.168.24.3
192.168.23.1
192.168.25.2
192.168.23.2
36.2.1.54
36.2.1.54
36.2.1.54
36.2.1.54
39.2.1.54
39.2.1.49
192.168.24.3
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.6
192.168.23.5
192.168.23.4
39.2.1.53
192.168.23.3
39.2.1.55
192.168.24.2
192.168.23.1
39.2.1.51
192.168.25.2
192.168.23.4
192.168.23.4
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3128 CIO wksn
8080 Webserver

E Intranet server
80 Squidserver
E IDS server

E Squidserver
E IDS server

E Squidserver
443 Admin wksn
443 CIO wksn
3128 Admin wksn
3128 CIO wksn
443 Webserver
443 Squid server
143 VPN tunnel
143 WebMail server
E Mail server
143 Mail server
3306 VPN tunnel
3306 Webserver

E IDS server

E IDS server

E IDS server
3306 IDS sensor A
3306 IDS sensor B
3306 IDS sensor C
E Database server
E Database server
E IntDNS/NTP
123 External FW
123 Mail Relay
123 Squidserver
123 WebMail server
123 Webserver

E Ext DNS/NTP
E IntDNS/NTP
123 Database server
123 IDS Server
123 Intranet server
123 LDAP server
123 Mail server
123 Syslogserver
123 VPN tunnel
Int DNS/NTP
Int DNS/NTP
Ext DNS/NTP
Int DNS/NTP
Ext DNS/NTP
Int DNS/NTP
Int DNS/NTP
Ext DNS/NTP
Int DNS/NTP
E LDAP server
689 Intranet server

mmmmmimimmm

192.168.24.4
39.2.1.52

192.168.23.5
39.2.1.55

192.168.24.3
39.2.1.55

192.168.24.3
39.2.1.55

192.168.24.5
192.168.24.4
192.168.24.5
192.168.24.4
39.2.1.52

39.2.1.55

192.168.23.1
39.2.1.51

192.168.23.3
192.168.23.3
192.168.23.1
192.168.25.2
192.168.24.3
192.168.24.3
192.168.24.3
192.168.26.2
192.168.26.3
192.168.26.4
192.168.23.2
192.168.23.2
192.168.23.6
39.2.1.49

39.2.1.53

39.2.1.55

39.2.1.51

192.168.25.2
36.2.1.54

192.168.23.6
192.168.23.2
192.168.24.3
192.168.23.5
192.168.23.4
192.168.23.3
192.168.24.2
192.168.24.1
192.168.23.6
192.168.23.6
36.2.1.54

192.168.23.6
36.2.1.54

192.168.23.6
192.168.23.6
36.2.1.54

192.168.23.6
192.168.23.4
192.168.23.4

X X

X X X X X X

X
XXXXXXXXXXXXXXXXXXHXXXXXHXHXXXEXXHXXXXXHXXXXXXXXXXXXXXXXXXXXX
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SLDAP
SLDAP
SLDAP
SLDAP
SLDAP
SLDAP
SMTP
SMTP
SMTP
SMTP
SMTP
SMTP
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
SSH
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tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

LDAP server
LDAP server
LDAP server
VPN tunnel
WebMail server
Webserver
Mail Relay
Mail Server
Mail server
Mail server
VPN tunnel
WebMail server
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
Admin wksn
ClO wksn
ClO wksn
ClO wksn
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Appendix B — External Firewall Configuration

------------------ start of external firewall configuration -----------------

#!/bin/sh

#

# Startup script for NetFilter firewall on EXTERNAL

# Repl acenent for the default iptables script

# Requires iptables-1.2.8 fromhttp://www. netfilter.org
#

# 030622 - witten by GDW

#

# Setup gl obal variables

| PT=/ usr/ 1 ocal / sbin/iptabl es
LOGLEVEL=not i ce

DEBUG=0

# Define Interfaces

EXTlI F=vmmet 1

I NTI F=et hO

# Ensure iptables command is avail abl e

if [ ! -x $IPT ]; then
echo "ERROR: Cannot | ocate iptables command."”
exit O

f

# Ensure ipchains command is not running

if [/sbin/lsnmod 2>/dev/null |grep -q ipchains ; then
echo "ERROR: Cannot run both ipchains and iptabl es"
exit O

f

start() {
# Set up local variables
BLACKLI ST=/ et c/ bl ackl i st. conf
VPNCLI ENT=/ et ¢/ vpncl i ent. conf
# Log to screen and syslog the start nessage
echo "Starting External NetFilter Firewal "
| ogger -p local3.info NetFilter Firewall Started

# Enabl e syn cooki e support
echo 1 > /proc/sys/net/ipv4/tcp_syncookies

# Enabl e | ogging of Martians (oddball addresses).
echo 1 > /proc/sys/net/ipv4/conf/all/log _martians

# Enable I P Forward support.
echo 1 > /proc/sys/net/ipv4lip_forward

# Di sabl e response to ping
echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_al

# Di sabl e response to Broadcasts (to keep from being SMJURF anplifier)
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echo 1 > /proc/sys/net/ipv4licnp_echo_ignore_broadcasts

# Enabl e Dynam c | P Address support.
echo 1 > /proc/sys/net/ipv4lip_dynaddr

# Enabl e anti spoofing support.
echo 1 > /proc/sys/net/ipvad/conf/all/rp_filter

# Di sabl e source routing support.
echo 0 > /proc/sys/net/ipv4/conf/all/accept_source_route

# Disable icnp redirect support.
echo 0 > /proc/sys/net/ipvd/conf/all/accept_redirects

HEHH R
# Flush, del ete and zero existing chains
HEHH AR H AR H AR HH AR H R H R R

$IPT -t filter -F
$IPT -t nat -F
$IPT -t mangle -F

$IPT -X
$IPT -Z

HEHH PR H AR TR TR TR R R
# Set up default policies
HitH R R R BB R R R R R R R AR A HAHHHHH A

$IPT -t nat -P PREROUTI NG ACCEPT
$IPT -t nat -P POSTROUTI NG ACCEPT
$IPT -t nat -P OUTPUT ACCEPT

$I PT -t mangl e - P PREROUTI NG ACCEPT
$IPT -t mangle -P | NPUT ACCEPT

$IPT -t mangl e -P FORWARD ACCEPT
$IPT -t mangle -P OUTPUT ACCEPT

$IPT -t mangl e -P POSTROUTI NG ACCEPT

$IPT -t filter -P FORWARD DROP
$IPT -t filter -P I NPUT DROP
$IPT -t filter -P OUTPUT DROP

BHHBHERHERHE B HE R HE R HE R R HE R H RS
# nat Modul e Rul es
HHHHHHHHHHHHHH B H B H PR H R R SR

# This table is consulted when a packet which creates a new

# connection is encountered. Use PREROUTING to drop unwanted new

# traffic before passing on to FORWARD or INPUT Filters.

# Bl ock Reserved/Private Addresses coning in the external interface.
# Data pulled fromhttp://ww.iana.org/assi gnnments/ipv4-address-space
# Dropped 39.0.0.0/8 from Reserved |list since | have given part of

# this address space to G AC Enterprises

| ANA_RESERVED="0 1 2 5 7 23 27 31 36 37 41 42 58 59 70 71 72 73 \
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74 75 76 77 78 79 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 \
99 100 101 102 103 104 105 106 107 108 109 110 111 112 113 114 115\
116 117 118 119 120 121 122 123 124 125 126 127 173 174 175 176 177 \
178 179 180 181 182 183 184 185 186 187 189 190 197 223 240 241 242 \
243 244 245 246 247 248 249 250 251 252 253 254 255"

for NET in $I ANA RESERVED; do
$IPT -t nat -A PREROUTING -i $EXTIF -s $NET.0.0.0/8 -j DROP
done

| ANA MULTI CAST="224 225 226 227 228 229 230 231 232 233 234 235 236 \
237 238 239"
for NET in $I ANA MULTI CAST; do

$IPT -t nat -A PREROUTING -i $EXTIF -s $NET.0.0.0/8 -j DROP
done

# | ANA PRI VATE | Pv4 address space

# RFC 1918 Private Network

$IPT -t nat -A PREROUTING -i $EXTIF -s 10.0.0.0/8 -j DROP

# RFC 1918 Private Network

$IPT -t nat -A PREROUTING -i $EXTIF -s 172.16/12 -j DROP

# RFC 1918 Private Network

$IPT -t nat -A PREROUTING -i $EXTIF -s 192.168.0.0/16 -j DROP
# RFC 3068 | ANA Special Use

$IPT -t nat -A PREROUTING -i $EXTIF -s 192.88.99.0/24 -j DROP

HUR R RS HH TR
# Mangl e Modul e Rul es.
HH R

Rul es to mangl e TOS val ues of packets routed through the firewall.
Based on RFC 1060/ 1349

H* H®*

TOS stuff: (type: iptables -mtos -h)
M ni m ze-Del ay 16 (0x10)

Maxi m ze- Thr oughput 8 (0x08)

Maxi m ze-Reliability 4 (0x04)

M ni m ze- Cost 2 (0x02)

Nor mal - Servi ce 0 (0x00)

HHHFHHH

$IPT -t mangle -A PREROUTING -p tcp --dport 22 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 25 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 53 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p udp --dport 53 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 80 -j TOS --set-tos 8

BHHBHHBHHBHBBHBBHEBHEBHEBHEBHEBHERH
# Filter Modul e Rul es
HHHBHERHEBHEBHEBHEBHEBHEBHEBHEBHEBH

# Setup debugging for tracking traffic flows
if [ $DEBUG = 1 ]; then
echo "Extra Debug | oggi ng enabl ed"
$IPT -AINPUT -i lo -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "Local-in: "
$IPT -A QUTPUT -0 lo -j LOG --10g-Ievel $LOGLEVEL \
--log-prefix "Local -out: "
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$I PT -A FORWARD -p 50 -i $EXTIF -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "ESP-in: "

$IPT -A FORWARD -p 50 -i $INTIF -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "ESP-out: "

$IPT -A FORWARD -p udp -i $EXTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IKE-in: "

$IPT -A FORWARD -p udp -i $INTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IKE-out: "

$IPT -A FORWARD -p udp --sport 53 --dport 53 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "DNS: "

$IPT -A FORWARD -p udp --sport 123 --dport 123 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "NTP: "

$IPT -A FORWARD -p udp --sport 514 --dport 514 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SYSLOG "

$IPT -A FORWARD -p tcp --dport 80 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "HITP: "

$IPT -A FORWARD -p tcp --dport 443 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "HITPS: "

$IPT -A FORWARD -p tcp --dport 25 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SMIP: "

$IPT -A FORMARD -p tcp --dport 143 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IMAP: "

$IPT -A FORWARD -p tcp --dport 3306 -j LOG\
--log-level $LOGLEVEL --1og-prefix "MySQ.: "

$IPT -A FORWARD -p tcp --dport 636 -j LOG\
--log-level $LOGLEVEL --|og-prefix "LDAPS: "

$IPT -A FORWARD -p tcp --dport 22 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SSH: "

f

## End additional |ogging

# Allow traffic on | oopback interface
$IPT -A INPUT -i o -j ACCEPT

$IPT -A QUTPUT -0 lo -j ACCEPT

# Allow | Psec into $EXTIF
# Filter access to | KE Negotiations to only allow authorized clients

if [ "$VPNCLIENT" !'= "" ]; then
echo "Loadi ng authorized VPN clients from $VPNCLI ENT"
for host in “grep -v ~# $VPNCLIENT | awk '{print $1}'" ; do

$IPT -A FORWARD -p udp -i $EXTIF -s $host --sport 500 \
--dport 500 -j ACCEPT
$IPT -A FORWARD -p udp -i $INTIF --sport 500 -d $host \
--dport 500 -j ACCEPT
echo "VPN Client: $host "
done
f
# ESP encryption and authentication
$IPT -A FORWARD -p 50 -i S$EXTIF -d 39.2.1.50 -j ACCEPT
$IPT -A FORWARD -p 50 -i $INTIF -s 39.2.1.50 -j ACCEPT

# Setup ICWP traffic chain
$I PT -N | CMP_TRAFFI C

# Accept needed ICWP traffic fromnet for EXTERNAL router
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# Accept destination-unreachable traffic

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 3 -j ACCEPT
# Accept tine-exceeded icnp traffic

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 11 -j ACCEPT

# Log traffic by type and drop
$IPT -AICMP_TRAFFIC -p icnp --icnp-type 0 -j LOG\
--l1og-level $LOGLEVEL \

--log-prefix "I CMP-Echo Reply: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 8 -j LOG\
--log-1level $LOGLEVEL \
--log-prefix "I CVMP-Echo Request: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 4 -j LOG\
--log-1evel $LOGLEVEL \
--log-prefix "I CMP-Source Quench: "

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 5 -j LOG\
--log-level $LOGLEVEL \
--log-prefix "I CMP-Redirect: "

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 9 -j LOG\
--log-1evel $LOGEVEL \
--log-prefix "I CMP-Router Advertisement:

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 10 -j LOG\
--log-1level $LOGLEVEL \
--log-prefix "I CMP-Router Sel ection: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 30 -j LOG\
--log-1evel $LOGEVEL \
--log-prefix "I CMP-Traceroute:

$IPT -A | CMP_TRAFFIC -j DROP

# Push all ICWP traffic to | CMP chain

$IPT -A INPUT -p icnp -j | CMP_TRAFFIC
$I PT -A FORWARD -p icnp -j | CMP_TRAFFIC
$I PT -A OUTPUT -p icnp -j | CMP_TRAFFIC

# Setup Blacklist chain

$I PT - N BLACKLI ST

$I PT - A BLACKLI ST -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "BLACKLI ST: "

$I PT - A BLACKLI ST -j DROP

# Popul ate Bl acklist Rul eset using external file.
# Use | NPUT/ FORWARD/ QUTPUT chains to ensure ALL traffic is | ooked at

if [ "$BLACKLIST" !'="" ]; then

echo "Loading list of blocked hosts from $BLACKLI ST"

for host in “grep -v *# $BLACKLIST | awk '{print $1}'" ; do
$IPT -A I NPUT -s $host -j BLACKLI ST
$IPT -A INPUT -d $host -j BLACKLI ST
$I PT -A FORWARD -s $host -j BLACKLI ST
$I PT -A FORWARD -d $host -j BLACKLI ST
$I PT -A QUTPUT -s $host -j BLACKLI ST
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$I PT -A OUTPUT -d $host -j BLACKLI ST

echo "Bl acklisted: $host "
done
f

# | DENT Packets

# Log any packets with header "FWIDENT:" and |limt to 30/ nminute

$IPT -AINPUT -p tcp -i $EXTIF --dport 113 -mlimt --limt \
30/m-j LOG --log-level $LOGLEVEL --1o0g-prefix "FW]IDENT: "

# Reject any packets with tcp-reset

$IPT -A INPUT -p tcp -i $EXTIF --dport 113 -j REJECT \
--reject-with tcp-reset

# DNS traffic between External FW and External DNS/ NTP server
$IPT -A INPUT -p udp -i $INTIF -s 39.2.1.49 -d 39.2.1.54 \
--dport 53 -j ACCEPT
$IPT -A OQUTPUT -p udp -0 $INTIF -s 39.2.1.54 --sport 53 \
-d 39.2.1.49 -j ACCEPT

# DNS traffic between External DNS/ NTP server and ALL

$IPT -A FORWARD -p udp -i $INTIF -s 39.2.1.54 --sport 53\
--dport 53 -j ACCEPT

$IPT -A FORWARD -p udp -i $EXTIF --sport 53 -d 39.2.1.54 \
--dport 53 -j ACCEPT

# HTTP/ HTTPS traffic between ALL and Squid server

$IPT -A FORMRD -p tcp -i $EXTIF -d 39.2.1.55 --dport 80 \
-j ACCEPT

$IPT -A FORMARD -p tcp -i $INTIF -s 39.2.1.55 --sport 80 \
-] ACCEPT

$IPT -A FORWARD -p tcp -i $EXTIF -d 39.2.1.55 --dport 443 \
-j ACCEPT

$IPT -A FORWARD -p tcp -i $INTIF -s 39.2.1.55 --sport 443 \
-j ACCEPT

# HTTPS traffic between ALL and WebMai |l server

$IPT -A FORWARD -p tcp -i SEXTIF -d 39.2.1.51 --dport 443\
-j ACCEPT

$IPT -A FORWARD -p tcp -i $INTIF -s 39.2.1.51 --sport 443\
-j ACCEPT

# SYSLOG traffic between Router and Ext Sysl og server
$IPT -A FORMARD -p udp -i $EXTIF --sport 514 -d 39.2.1.62 \
--dport 514 -j ACCEPT

# SMIP traffic between ALL and Mail Rel ay

$IPT -A FORMARD -p tcp -i $EXTIF -d 39.2.1.53 --dport 25\
-j ACCEPT

$IPT -A FORWARD -p tcp -i $INTIF -s 39.2.1.53 --sport 25\
-j ACCEPT

# NTP traffic between Router and Ext DNS/ NTP server

$IPT -A FORWARD -p udp -i $EXTIF -s 39.2.1.45 -d 39.2.1.54 \
--dport 123 -j ACCEPT

$IPT -A FORWARD -p udp -i SINTIF -s 39.2.1.54 --sport 123\
-d 39.2.1.45 -j ACCEPT
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# NTP traffic between Ext FWand Ext DNS/ NTP server

$IPT -A QUTPUT -p udp -0 $INTIF -s 39.2.1.49 -d 39.2.1.54 \
--dport 123 -j ACCEPT

$IPT -A INPUT -p udp -i $INTIF -s 39.2.1.54 --sport 123 \
-d 39.2.1.49 -j ACCEPT

# SSH traffic between Cl O Adnmin VWksn and Ext FW

$IPT -AINPUT -p tcp -i $INTIF -s 192.168.24.5 -d 39.2.1.49 \
--dport 22 -j ACCEPT

$IPT -AINPUT -p tcp -i $INTIF -s 192.168.24.4 -d 39.2.1.49 \
--dport 22 -j ACCEPT

$IPT -A OQUTPUT -p tcp -0 $INTIF -s 39.2.1.49 --sport 22\
-d 192.168.24.5 -j ACCEPT

$IPT -A OQUTPUT -p tcp -0 SINTIF -s 39.2.1.49 --sport 22\
-d 192.168.24.4 -j ACCEPT

# Zone Transfer between External DNS/ NTP server and | SP DNS server
$IPT -A FORWARD -p tcp -i $EXTIF -s 39.0.1.20 --sport 53\

-d 39.2.1.54 --dport 53 -j ACCEPT
$IPT -A FORWARD -p tcp -i SINTIF -s 39.2.1.54 --sport 53\

-d 39.0.1.20 --dport 53 -j ACCEPT

# LOG al |l packets that are dropped due to default FORWARD POLI CY
$IPT -A FORMARD -j LOG --1o0g-1evel $LOGEVEL \
--log-prefix "FORWARD DROP: "

# LOG all packets that are dropped due to default | NPUT POLICY
$IPT -A INPUT -j LOG --10g-Ilevel $LOGLEVEL \
--log-prefix "I NPUT DROP: "

# LOG al |l packets that are dropped due to default OUTPUT POLICY
$IPT -A QUTPUT -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "OUTPUT DROP:"

stop() {
DEBUG=0

echo " DEBUG=$DEBUG'

# Send nessage to screen and sysl og
echo "Resetting built-in chains to the default ACCEPT policy"
| ogger -p local 3.info EXTERNAL NetFilter Firewall Stopped

HHHBHEBHERHEBHEBHEBHEBHEBHEBHEBHEBHE
# Filter Mbdul e Rul es
BHHBHERHERHE R HE R HE R HE R H R H R H R R

# Di sabl e syn cooki e support
echo 0 > /proc/sys/net/ipv4/tcp_syncookies

# Di sabl e |1 ogging of Martians (oddball addresses).
echo 0 > /proc/sys/net/ipv4/conf/all/log _martians
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# Enabl e response to ping
echo O > /proc/sys/net/ipv4l/icnp_echo_ignore_al

# Di sabl e Dynam c | P Address support.
echo 0 > /proc/sys/net/ipv4/ip_dynaddr

# Di sabl e anti spoofing support.
echo 0 > /proc/sys/net/ipvad/conf/all/rp_filter

# Enabl e source routing support.
echo 1 > /proc/sys/net/ipv4/conf/all/accept_source_route

# Enable icnp redirect support.
echo 1 > /proc/sys/net/ipvad/conf/all/accept_redirects

# Keep | P forwardi ng enabl ed
echo 1 > /proc/sys/net/ipvalip_forward

HHHBH PR R R R R
# Flush, del ete and zero existing chains
HHHBH P H A TR R R

$IPT -t filter -F
$IPT -t nat -F
$IPT -t mangle -F

$IPT -X
$IPT -Z

HRHH R R
# Set up default policies
HEHH PR R R

$IPT -t nat -P PREROUTI NG ACCEPT
$IPT -t nat -P POSTROUTI NG ACCEPT
$IPT -t nat -P OUTPUT ACCEPT

$I PT -t mangl e - P PREROUTI NG ACCEPT
$IPT -t mangle -P | NPUT ACCEPT

$IPT -t mangl e -P FORWARD ACCEPT
$IPT -t mangle -P OUTPUT ACCEPT
$IPT -t mangl e -P POSTROUTI NG ACCEPT

$IPT -t filter -P FORWARD ACCEPT
$IPT -t filter -P I NPUT ACCEPT
$IPT -t filter -P OUTPUT ACCEPT

# Script stopped nessage
echo "NetFilter Firewall stopped..."

}

debug() {
# Sets Debug Flag to 1 to turn on Debuggi ng
echo "Set Debug Fl ag”
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| ogger -p local3.info Set Debug Fl ag
DEBUG=1

}

case "$1" in
start)
start

st op)
stop

restart)
# Basically performa stop() then start()
stop
start

debug)
# Sets up normal firewall wi th additional debugging
stop
debug
start

st at us)

€Cho M----m e e -
echo "NAT table"

$I PT -t nat -nvxL --1ine-nunber

€Cho M----m e i
echo "Mangl e table"

$IPT -t mangle -vxL --1line-nunber

€Cho "----m e e
echo "Filter table:"

$IPT -t filter -nvxL --1ine-nunber

pani c)

echo "lInitating pani c node"
echo "Changing target policies to DROP "
| ogger -p local3.info EXTERNAL NetFilter Firewall intiated PAN C node

$IPT -t filter -P I NPUT DROP

$IPT -t filter -P FORWARD DROP
$IPT -t filter -P OQUTPUT DROP
$IPT -t nat -P PREROUTI NG DROP
$IPT -t nat -P POSTROUTI NG DROP
$IPT -t nat -P OUTPUT DROP

$I PT -t mangl e -P PREROUTI NG DROP
$IPT -t mangle -P OUTPUT DROP

$I PT -t mangl e -P POSTROUTI NG DROP
$IPT -t mangle -P | NPUT DROP

$I PT -t mangl e -P FORWARD DROP

85
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



echo "Flushing all chains”
$IPT -t filter -F
$IPT -t nat -F
$IPT -t mangle -F

echo "Renovi ng user defined chains"
$IPT -X

# Di sable I P Forward support.
echo 0 > /proc/sys/net/ipvalip_forward

*)
echo " Usage: $0 {start|stop|restart|debug|status|panic} "
exit 1
esac
exit O

------------------ end of external firewall configuration -----------------

Appendix C — Internal Firewall/VPN Gateway Configuration

---------- start of internal firewall/VPN gateway configuration ----------

#!/ bi n/ sh

#

# Startup script for NetFilter firewal

# Repl acenment for the default iptables script

# Requires iptables-1.2.8 fromhttp://www. netfilter.org
#

# 030622 - witten by GDW

#

# Setup gl obal vari abl es

| PT=/ usr/ | ocal / shin/iptabl es

LOGLEVEL=noti ce

DEBUG=0

# Define Interfaces — changes between test and production environnents
EXTI F=et hO

SRVI F=vmet 1

SECI F=vmimet 2

VEEBI F=vmimet 3

# Ensure iptables command is avail abl e

if [ ! -x $IPT ]; then
echo "ERROR: Cannot | ocate iptables command. "
exit O

f

# Ensure ipchains command i s not running

if [/sbin/lsmd 2>/dev/null |grep -q ipchains ; then
echo "ERROR: Cannot run both ipchains and iptabl es”
exit O

f

start () {
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# Log to screen and syslog the start nmessage
echo "Starting NetFilter Firewall"
|l ogger -p local3.info NetFilter Firewall Started

# Enabl e syn cooki e support
echo 1 > /proc/sys/net/ipv4/tcp_syncookies

# Enabl e 1 oggi ng of Martians (oddball addresses).
echo 1 > /proc/sys/net/ipv4/conf/all/log_martians

# Enable I P Forward support.
echo 1 > /proc/sys/net/ipvalip_forward

# Di sabl e response to ping
echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_al

# Di sabl e response to Broadcasts (to keep from being SMJURF anplifier)
echo 1 > /proc/sys/net/ipv4licnp_echo_ignore_broadcasts

# Enabl e Dynam c | P Address support.
echo 1 > /proc/sys/net/ipv4/ip_dynaddr

# Enabl e anti spoofing support.
echo 1 > /proc/sys/net/ipvad/conf/all/rp_filter

# Di sabl e source routing support.
echo 0 > /proc/sys/net/ipv4/conf/all/accept_source_route

# Disable icnp redirect support.
echo 0 > /proc/sys/net/ipvad/conf/all/accept_redirects

HEHH PR H AR H A H AR
# Flush, del ete and zero existing chains
HEHHARHH AR HH AR HH AR HHBRHH B HH R

$IPT -t filter -F
$IPT -t nat -F
$IPT -t mangle -F
$I PT -X

$IPT -Z

HEHH PR H AR TR TR R
# Set up default policies
HitH R R R R R R R R R R R R AR AR B HHHHHHHH

$IPT -t nat -P PREROUTI NG ACCEPT
$IPT -t nat -P POSTROUTI NG ACCEPT
$IPT -t nat -P OUTPUT ACCEPT

$I PT -t mangl e -P PREROUTI NG ACCEPT
$IPT -t mangle -P | NPUT ACCEPT

$IPT -t mangl e -P FORWARD ACCEPT
$IPT -t mangle -P OUTPUT ACCEPT

$I PT -t mangl e -P POSTROUTI NG ACCEPT
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$IPT -t filter -P FORWARD DROP
$IPT -t filter -P I NPUT DROP
$IPT -t filter -P OUTPUT DROP

BHHBHERHEBHEBHEBHEBHEBHEBHEBHEBHEH
# nat Modul e Rul es
HHtHBHERHE R HE R HE R HE R H R H R H R H R

This table is consulted when a packet which creates a new
connection is encountered. Use PREROUTING to drop unwanted new
traffic before passing on to FORWARD or |INPUT Filters.

H HH

Bl ock Reserved/Private Addresses coming in the external interface.
Data pulled fromhttp://ww.iana. org/assignments/ipv4-address-space
Dropped 39.0.0.0/8 from Reserved list since | have given part of
this address space to G AC Enterprises

HH HH

| ANA_RESERVED="0 1 2 5 7 23 27 31 36 37 41 42 58 59 70 71 72 73\

74 75 76 77 78 79 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 \
99 100 101 102 103 104 105 106 107 108 109 110 111 112 113 114 115\
116 117 118 119 120 121 122 123 124 125 126 127 173 174 175 176 177 \
178 179 180 181 182 183 184 185 186 187 189 190 197 223 240 241 242 \
243 244 245 246 247 248 249 250 251 252 253 254 255"

for NET in $I ANA RESERVED; do
$IPT -t nat -A PREROUTING -i $EXTIF -s $NET.0.0.0/8 -j DROP
done

| ANA MULTI CAST="224 225 226 227 228 229 230 231 232 233 234 235 236 \
237 238 239"
for NET in $I ANA MULTI CAST; do

$IPT -t nat -A PREROUTING -i $EXTIF -s $NET.0.0.0/8 -j DROP
done

# | ANA PRI VATE | Pv4 address space

# RFC 1918 Private Network

$IPT -t nat -A PREROUTING -i $EXTIF -s 10.0.0.0/8 -j DROP

# RFC 1918 Private Network

$IPT -t nat -A PREROUTING -i $EXTIF -s 172.16/12 -j DROP

# RFC 1918 Private Network

$IPT -t nat -A PREROUTING -i $EXTIF -s 192.168.0.0/16 -j DROP
# RFC 3068 | ANA Speci al Use

$IPT -t nat -A PREROUTING -i $EXTIF -s 192.88.99.0/24 -j DROP

HURHHHHH AR
# Mangl e Modul e Rul es.
HHRH R

Rules to mangl e TOS val ues of packets routed through the firewall
Based on RFC 1060/ 1349

H

TOS stuff: (type: iptables -mtos -h)
M ni m ze-Del ay 16 (0x10)

Maxi m ze- Thr oughput 8 (0x08)

Maxi m ze-Reliability 4 (0x04)

M ni m ze- Cost 2 (0x02)

Nor mal - Servi ce 0 (0x00)

HHHHHH
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$IPT -t mangle -A PREROUTING -p tcp --dport 22 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 25 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 53 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p udp --dport 53 -j TOS --set-tos 16
$IPT -t mangle -A PREROUTING -p tcp --dport 80 -j TOS --set-tos 8

HHHBHERHERHE R HE R R HE R H R H R H R H
# Filter Mbdul e Rul es
HHHHHHHHHBHHHHHH B HHH B HHH BT BT BT TS HHH

# Setup debugging for tracking traffic flows
if [ $DEBUG = 1 ]; then
echo "Extra Debug | oggi ng enabl ed"”
$IPT -A INPUT -i lo -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "local-in: "
$IPT -A OUTPUT -0 lo -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "local-out: "
$IPT -A INPUT -p 50 -i $EXTIF -j LOG --1o0g-level $LOGLEVEL \
--log-prefix "ESP-in: "
$I PT -A OUTPUT -p 50 -0 $EXTIF -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "ESP-out: "
$IPT -A INPUT -p udp -i $EXTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IKE-in: "
$I PT -A OQUTPUT -p udp -0 $EXTIF --sport 500 --dport 500 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IKE-out: "
$I PT —A FORWARD —I| ipsec+ -j LOG -l og-level $LOGLEVEL \
--log-prefix "I PSec: "
$IPT -A FORWARD -p udp --sport 53 --dport 53 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "DNS: "
$IPT -A FORWARD -p udp --sport 123 --dport 123 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "NTP: "
$IPT -A FORWARD -p udp --sport 514 --dport 514 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SYSLOG "
$IPT -A FORWARD -p tcp --dport 80 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "HTTP: "
$IPT -A FORMARD -p tcp --dport 443 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "HITPS: "
$IPT -A FORWARD -p tcp --dport 25 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SMIP: "
$IPT -A FORWARD -p tcp --dport 143 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "IMAP: "
$IPT -A FORWARD -p tcp --dport 3306 -j LOG\
--log-level $LOGLEVEL --log-prefix "MySQ.: "
$IPT -A FORWARD -p tcp --dport 636 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "LDAPS: "
$IPT -A FORMARD -p tcp --dport 22 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SSH: "
fi

# Allow traffic on | oopback interface
$IPT -AINPUT -i lo -j ACCEPT
$IPT -A QUTPUT -0 lo -j ACCEPT

# Allow I Psec into external interface
# | KE Negoti ati ons
$IPT -A INPUT -p udp -i $EXTIF --sport 500 --dport 500 -j ACCEPT
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$I PT -A OUTPUT -p udp -0 $EXTIF --sport 500 --dport 500 -j ACCEPT

# ESP encryption and authentication
$IPT -A INPUT -p 50 -i $EXTIF -j ACCEPT
$I PT -A QUTPUT -p 50 -0 $EXTIF -j ACCEPT

# Forward traffic on ipsec interfaces
$I PT —A FORWARD —i i psec+ -j ACCEPT
$I PT —A FORWARD -0 i psec+ -j ACCEPT

# Setup ICWP traffic chain
$I PT -N | CMP_TRAFFI C

# Log traffic by type and drop
$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 0 -j LOG\
--log-1evel $LOGLEVEL \

--log-prefix "I CMP-Echo Reply: "

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 8 -j LOG\
--log-level $LOGLEVEL \
--log-prefix "I CMP-Echo Request: "

$IPT -AICMP_TRAFFIC -p icnp --icnp-type 3 -j LOG\
--log-1evel $LOGEVEL \
--log-prefix "I CMP-Dest Unreachabl e:

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 4 -j LOG\
--log-1level $LOGLEVEL \
--log-prefix "I CMP-Source Quench: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 5 -j LOG\
--log-1evel $LOGEVEL \
--log-prefix "I CMP-Redirect: "

$IPT -AICVP_TRAFFIC -p icnmp --icnp-type 9 -j LOG\
--log-level $LOGLEVEL \
--log-prefix "I CMP-Router Advertisenent:

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 10 -j LOG\
--log-1evel $LOGEVEL \
--log-prefix "I CMP-Router Sel ection:

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 11 -j LOG\
--log-level $LOGLEVEL \
--log-prefix "I CMP-Ti me Exceeded: "

$IPT -A ICMP_TRAFFIC -p icnp --icnp-type 30 -j LOG\

--log-1level $LOGEVEL \
--log-prefix "I CMP-Traceroute: "

$IPT -A | CMP_TRAFFI C -] DROP

# Push all ICWP traffic to | CMP chain

$IPT -A INPUT -p icnp -j | CMP_TRAFFIC
$IPT -A FORWARD -p icnp -j | CMP_TRAFFIC
$IPT -A OUTPUT -p icnp -j | CMP_TRAFFIC
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# DNS traffic between Security subnet and Internal DNS/ NTP server

$IPT -A FORWARD -i $SECIF -p udp -s 192.168.24.0/24 -d 192.168.23.6 \
--dport 53 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.6 -d 192. 168.24.0/ 24 \
--dport 53 -j ACCEPT

# DNS traffic betwen Internal DNS/ NTP server & External DNS/ NTP server
$IPT -A FORMARD -i $SRVIF -p udp -s 192.168.23.6 --sport 53 \

-d 39.2.1.54 --dport 53 -j ACCEPT
$IPT -A FORWARD -i $EXTIF -p udp -s 39.2.1.54 --sport 53\

-d 192.168.23.6 --dport 53 -j ACCEPT

# NTP traffic between Security subnet and Internal DNS/ NTP server
$IPT -A FORWARD -i $SECIF -p udp -s 192.168.24.0/24 -d 192.168.23.6 \
--dport 123 -j ACCEPT
$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.6 —sport 123 \
-d 192.168.24.0/24 -j ACCEPT

# NTP traffic between Webserver and | nternal DNS/ NTP server

$IPT -A FORWARD -i $WEBIF -p udp -s 192.168.25.2 -d 192.168.23.6
--dport 123 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.6 —sport 123\
-d 192.168.25.2 -j ACCEPT

# NTP traffic between Internal FWVPN GW and | nternal DNS/ NTP server
$IPT -A INPUT -i $SRVIF -p udp -s 192.168.23.6 —sport 123\
—d 192.168.23.1 -j ACCEPT
$IPT -A QUTPUT -0 $SRVIF -p udp -s 192.168.23.1 —d 192.168.23.6 \
--dport 123 -j ACCEPT

# SYSLOG traffic between syslog server and Server subnet
$IPT -A FORWARD -i $SRVIF -p udp -s 192.168.23.0/24 --sport 514 \
-d 192.168.24.2 --dport 514 -j ACCEPT

# SYSLOG traffic between syslog server and Webserver
$IPT -A FORMARD -i $WEBIF -p udp -s 192.168.25.2 --sport 514 \
-d 192.168.24.2 --dport 514 -j ACCEPT

# SYSLOG traffic between Internal FWVPN GWand sysl og server
$IPT -A QUTPUT -0 $SECIF -p udp --sport 514 -d 192.168.24.2 \
--dport 514 -j ACCEPT

# LDAPS traffic between VPN users and LDAP server

$IPT -AINPUT -i $SRVIF -p tcp -s 192.168.23.4 --sport 636 \
-j ACCEPT

$IPT -A QUTPUT -0 $SRVIF -p tcp -d 192.168.23.4 --dport 636 \
-j ACCEPT

# HTTP/ HTTPS traffic between VPN users and Intranet server

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.5 --sport 80 \
-j ACCEPT

$IPT -A OQUTPUT -0 $SRVIF -p tcp -d 192.168.23.5 --dport 80 \
-j ACCEPT

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.5 --sport 443 \
-j ACCEPT

$IPT -A QUTPUT -0 $SRVIF -p tcp -d 192.168.23.5 --dport 443 \
-j ACCEPT
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# SMIP/ | MAP traffic between VPN users and Mail server

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.3 --sport 143 \
-j ACCEPT

$IPT -A OQUTPUT -0 $SRVIF -p tcp -d 192.168.23.3 --dport 143\
-j ACCEPT

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.3 --sport 25\
-j ACCEPT

$IPT -A QUTPUT -0 $SRVIF -p tcp -d 192.168.23.3 --dport 25\
-j ACCEPT

# MySQL traffic between VPN users and Dat abase server

$IPT -A INPUT -i $SRVIF -p tcp -s 192.168.23.2 --sport 3306 \
-j ACCEPT

$I PT -A QUTPUT -0 $SRVIF -p tcp -d 192.168.23.2 --dport 3306 \
-j ACCEPT

# NTP/DNS traffic between VPN users and | nternal NTP/DNS server
$IPT -A INPUT -i $SRVIF -p udp -s 192.168.23.6 --sport 53\
-j ACCEPT
$IPT -A QUTPUT -0 $SRVIF -p udp -d 192.168.23.6 --dport 53 \
-j ACCEPT
$IPT -A INPUT -i $SRVIF -p udp -s 192.168.23.6 --sport 123 \
-j ACCEPT
$IPT -A QUTPUT -0 $SRVIF -p udp -d 192.168.23.6 --dport 123 \
-j ACCEPT

# SSH traffic between VPN users and Cl O Admi n wor kstation

$IPT -A INPUT -i $SECIF -p tcp -s 192.168.24.4 -—sport 22\
-j ACCEPT

$IPT -A QUTPUT -0 $SECIF -p tcp -d 192.168.24.4 --dport 22\
-j ACCEPT

$IPT -A INPUT -i $SECIF -p tcp -s 192.168.24.5 --sport 22\
-j ACCEPT

$IPT -A OQUTPUT -0 $SECIF -p tcp -d 192.168.24.5 --dport 22\
-j ACCEPT

# LDAPS traffic between webserver and LDAP server

$IPT -A FORWARD -i $WEBIF -p tcp -s 192.168.25.2 \
-d 192.168.23.4 --dport 636 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.23.4 --sport 636 \
-d 192.168.25.2 -j ACCEPT

# MySQ traffic between webserver and dat abase server

$IPT -A FORMARD -i $WEBIF -p tcp -s 192.168.25.2 \
-d 192.168.23.2 --dport 3306 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.23.2 --sport 3306 \
-d 192.168.25.2 -j ACCEPT

# SMIP traffic between Mail server and Mail Rel ay

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.53 --sport 25\
-d 192.168.24.3 --dport 25 -j ACCEPT

$IPT -A FORWARD -i $SRVIF -p tcp -s 192.168.24.3 --sport 25\
-d 39.2.1.53 --dport 25 -j ACCEPT

# LDAPS traffic between WebMail server and LDAP server
$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.51 \

92

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



-d 192.168.23.4 --dport 636 -j

$IPT -A FORWARD -i $SRVIF -p tcp -s
-d 39.2.1.51 -j ACCEPT

# SMIP/ | MAP traffic between WebMi |

$IPT -A FORWARD -i $EXTIF -p tcp -s
-d 192.168.24.3 --dport 25 -j

$IPT -A FORWARD -i $SRVIF -p tcp -s
-d 39.2.1.51 --dport 25 -j

$I PT -A FORWARD -i S$EXTIF -p tcp -s
-d 192.168.24.3 --dport

$IPT -A FORWARD -i $SRVIF -p tcp -s
-d 39.2.1.51 -j ACCEPT

# SSH traffic between Cl O Adni n wor kst ati ons and Server

$IPT -A FORWARD -i $SECIF -p tcp -s
-d 192.168.23.0/24 --dport 22

$IPT -A FORMARD -i $SRVIF -p tcp -s
-d 192.168.24.4 -j ACCEPT

$IPT -A FORWARD -i $SECIF -p tcp -s
-d 192.168.23.0/24 --dport 22

$IPT -A FORWARD -i $SRVIF -p tcp -s
-d 192.168.24.5 -j ACCEPT

143 -j

ACCEPT
192.168.23.4 --sport 636 \

server and Mil server
39.2.1.51 --sport 25\
ACCEPT

192.168.24.3 --sport 25\

ACCEPT

39.2.1.51\

ACCEPT

192.168.24.3 --sport 143 \
subnet

192. 168.24. 4 \
-j ACCEPT
192.168. 23. 0/ 24 --sport 22 \

192.168.24.5 \
-j ACCEPT

192.168. 23.0/ 24 --sport 22\

# SSH traffic between Cl O Admi n wor kst ati ons and webserver

$I PT -A FORWARD -i $SECIF -p tcp -s
-d 192.168.25.2 --dport 22 -]

$IPT -A FORWARD -i $VEBIF -p tcp -s
-d 192.168.24.4 -j ACCEPT

$1PT -A FORWARD -i $SECIF -p tcp -s
-d 192.168.25.2 --dport 22 -]

$IPT -A FORWARD -i $WEBIF -p tcp -s
-d 192.168.24.5 -j ACCEPT

# SSH traffic between Cl O Adnin workstations and | nterna
$SECIF -p tcp -s 192.168.24.4 \

$IPT -A I NPUT -i
-d 192.168.24.1 --dport 22 -j

192.168.24.4 \
ACCEPT
192.168.25.2 --sport 22\

192.168.24.5 \

ACCEPT

192.168.25.2 --sport 22\

FW VPN GW

ACCEPT

$IPT -A QUTPUT -0 $SECIF -p tcp -s 192.168.24.1 --sport 22\
-d 192.168.24.4 -j ACCEPT

$IPT -A INPUT -i $SECIF -p tcp -s 192.168.24.5 \
-d 192.168.24.1 --dport 22 -j ACCEPT

$IPT -A QUTPUT -0 $SECIF -p tcp -s 192.168.24.1 --sport 22\

-d 192.168.24.5 -j ACCEPT
# SSH traffic between Cl O Adnmin wor kstati ons and WebMai |l server
$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \

-d 39.2.1.51 --dport 22 -j ACCEPT
$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.51 --sport 22\

-d 192.168.24.4 -j ACCEPT

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.51 --dport 22 -j ACCEPT

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.51 --sport 22\
-d 192.168.24.5 -j ACCEPT

# SSH traffic between Cl O Admi n workstati ons and Squid server
$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.55 --dport 22 -j ACCEPT
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$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 22\
-d 192.168.24.4 -j ACCEPT

$IPT -A FORMARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.55 --dport 22 -j ACCEPT

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 22 \
-d 192.168.24.5 -j ACCEPT

# SSH traffic between Cl O Admi n workstations and Mail Relay server
$IPT -A FORMARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.53 --dport 22 -j ACCEPT
$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.53 --sport 22\
-d 192.168.24.4 -j ACCEPT
$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.53 --dport 22 -j ACCEPT
$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.53 --sport 22\
-d 192.168.24.5 -j ACCEPT

# SSH traffic between Cl O Adnin workstati ons & External DNS/ NTP server
$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.54 --dport 22 -j ACCEPT
$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.54 --sport 22\
-d 192.168.24.4 -j ACCEPT
$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.54 --dport 22 -j ACCEPT
$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.54 --sport 22\
-d 192.168.24.5 -j ACCEPT

# SSH traffic between Cl O Admi n workstations and External FW
$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.49 --dport 22 -j ACCEPT
$IPT -A FORWARD -i S$EXTIF -p tcp -s 39.2.1.49 --sport 22\
-d 192.168.24.4 -j ACCEPT
$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.49 --dport 22 -j ACCEPT
$IPT -A FORMARD -i $EXTIF -p tcp -s 39.2.1.49 --sport 22\
-d 192.168.24.5 -j ACCEPT

# HTTP/HTTPS traffic between Cl O Admi n wor kstati ons and proxy server

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.55 --dport 8080 -j ACCEPT

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.55 —dport 8080 -j ACCEPT

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.4 -j ACCEPT

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.5 -j ACCEPT

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.4 \
-d 39.2.1.55 --dport 8080 -j ACCEPT

$IPT -A FORWARD -i $SECIF -p tcp -s 192.168.24.5 \
-d 39.2.1.55 --dport 8080 -j ACCEPT

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.4 -j ACCEPT

$IPT -A FORWARD -i $EXTIF -p tcp -s 39.2.1.55 --sport 8080 \
-d 192.168.24.5 -j ACCEPT

# LOG all packets that are dropped due to default FORWARD POLI CY
$IPT -A FORWARD -j LOG --1o0g-level $LOGLEVEL \
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--log-prefix "FORWARD DROP: "

# LOG all packets that are dropped due to default |INPUT POLICY
$IPT -A INPUT -j LOG --10g-|evel $LOGLEVEL \
--log-prefix "I NPUT DROP:"

# LOG al |l packets that are dropped due to default OUTPUT POLICY
$IPT -A QUTPUT -j LOG --1o0g-1level $LOGLEVEL \
--log-prefix "OUTPUT DROP:"

# Log to screen NetFilter stopping nessage
echo "NetFilter Firewall started successfully”

}

stop() {

DEBUG=0

# Send nmessage to screen and sysl og
echo "Resetting built-in chains to the default ACCEPT policy"
|l ogger -p local3.info NetFilter Firewall Stopped

HHtHBHERHERHERHE B HE B HE B HE B HE R R R R R
# Filter Mbdul e Rul es
BHHBHERHERHERHE R HE R R HE R R H R R

# Di sabl e syn cooki e support
echo 0 > /proc/sys/net/ipv4/tcp_syncookies

# Di sabl e |1 oggi ng of Martians (oddball addresses).
echo 0 > /proc/sys/net/ipv4/conf/all/log martians

# Enabl e response to ping
echo 0 > /proc/sys/net/ipvalicnp_echo_ignore_al

# Di sable Dynamic | P Address support.
echo 0 > /proc/sys/net/ipv4/ip_dynaddr

# Di sable anti spoofing support.
echo 0 > /proc/sys/net/ipvad/conf/all/rp_filter

# Enabl e source routing support.
echo 1 > /proc/sys/net/ipva/conf/all/accept_source_route

# Enable icnp redirect support.
echo 1 > /proc/sys/net/ipv4d/conf/all/accept_redirects

# Keep | P forwardi ng enabl ed
echo 1 > /proc/sys/net/ipvalip_forward

HEHH AR H AR H AR HH AR H B H R
# Flush, del ete and zero existing chains
HEHHARHH AR HH AR HH AR HH RS H R HH R

$IPT -t filter -F
$IPT -t nat -F
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$IPT -t mangle -F

$IPT -X
$IPT -Z

HRHH R
# Set up default policies
HEHH PR H AR TR TR R R R

$IPT -t nat -P PREROUTI NG ACCEPT
$IPT -t nat -P POSTROUTI NG ACCEPT
$IPT -t nat -P OUTPUT ACCEPT

$I PT -t mangl e - P PREROUTI NG ACCEPT
$IPT -t mangle -P | NPUT ACCEPT

$IPT -t mangl e -P FORWARD ACCEPT
$IPT -t mangle -P OUTPUT ACCEPT

$IPT -t mangl e -P POSTROUTI NG ACCEPT

$IPT -t filter -P FORWARD ACCEPT
$IPT -t filter -P I NPUT ACCEPT
$IPT -t filter -P OUTPUT ACCEPT

# Script stopped nessage
echo "NetFilter Firewall stopped..."

}
debug() {
# Sets Debug Flag to 1 to turn on Debuggi ng
echo "Enabl e troubl eshooting via Debug Fl ag”
| ogger -p local3.info NetFilter Firewall Started with Debug Fl ag
DEBUG=1
}
case "$1" in
start)
start
st op)

stop

restart)
# Basically performa stop() then start()
stop
start

debug)
# Sets up normal firewall with additional debugging
st op
debug
start
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st at

pani

*)

esac
exit O

us)
echo "-------mmim e "
echo "NAT tabl e"
$IPT -t nat -nvxL --line-nunber
€ChO M- - m i m e "
echo "Mangl e table"
$IPT -t mangle -vxL --1ine-nunber
€ChO M- - m o m e "
echo "Filter table:"
$IPT -t filter -nvxL --1ine-nunber
c)
echo "lInitating pani c node"
echo "Changing target policies to DROP "
$IPT -t filter -P I NPUT DROP
$IPT -t filter -P FORWARD DROP
$IPT -t filter -P OUTPUT DROP
$IPT -t nat -P PREROUTI NG DROP
$IPT -t nat -P POSTROUTI NG DROP
$IPT -t nat -P OUTPUT DROP
$I PT -t mangl e - P PREROUTI NG DROP
$IPT -t mangle -P OUTPUT DROP
$I PT -t mangl e -P POSTROUTI NG DROP
$IPT -t mangle -P | NPUT DROP
$I PT -t mangl e -P FORWARD DROP
echo "Flushing all chains”
$IPT -t filter -F
$IPT -t nat -F
$IPT -t mangle -F

echo "Renovi ng user defined chains"

$IPT -X

# Di sable I P Forward support.
echo O > /proc/sys/net/ipv4lip_forward

echo
exit 1

Usage:

$0 {start|stop|restart|debug|status]|panic}

end of interna

firewal |/ VPN gateway configuration

Appendix C — Server Firewall Configuration

#!/ bi n/ sh
#
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start of Server

firewal |l configuration
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#
# Rep
#
#
#

Startup script for NetFilter firewall for Servers

acenent for the default iptables script

030622 - witten by GDW

# Setup gl obal variabl es
| PT=/ sbi n/i pt abl es
LOGLEVEL=noti ce

DEBUG=0

# Def

ne Interfaces

EXTI F=et hO

# Ensure iptables command is avail abl e

if [ !

f

-x $IPT ]; then
echo "ERROR: Cannot | ocate iptables command. "
exit O

# Ensure ipchains command is not running

if [/sbin/lsmod 2>/dev/null |grep -q ipchains ; then
echo "ERROR: Cannot run both ipchains and iptabl es”
exit O

f

start () {

# Log to screen and syslog the start nessage
echo "Starting NetFilter Firewall"
| ogger -p local3.info NetFilter Firewall Started

# Enabl e syn cooki e support
echo 1 > /proc/sys/net/ipv4/tcp_syncookies

# Enabl e | ogging of Martians (oddball addresses).
echo 1 > /proc/sys/net/ipv4/conf/all/log _martians

# Enable | P Forward support.
echo 1 > /proc/sys/net/ipv4lip_forward

# Di sabl e response to ping
echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_al

# Di sabl e response to Broadcasts (to keep from being SMJURF anplifier)
echo 1 > /proc/sys/net/ipvalicnp_echo_ignore_broadcasts

# Enabl e Dynam c | P Address support.
echo 1 > /proc/sys/net/ipv4/ip_dynaddr

# Enabl e anti spoofing support.
echo 1 > /proc/sys/net/ipvd/conf/all/rp_filter

# Di sabl e source routing support.
echo 0 > /proc/sys/net/ipva/conf/all/accept_source_route

# Disable icnp redirect support.
echo 0 > /proc/sys/net/ipv4d/conf/all/accept_redirects
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BHHBHHBHABHABHEBHABHABHABHABHEBHY

# Fl ush, del ete

and zero existing chains

BHAHBHBEHBHAHHHHHBH AR B HBHBHBH BRI HEH

$IPT -t filter -F

$I PT -t nat

-F

$IPT -t mangle -F

$IPT -X
$IPT -Z

HHHBH S H A R R R R R
# Set up default policies
HHHBH P H B PR H R R R

$IPT -t nat -P PREROUTI NG ACCEPT
$IPT -t nat -P POSTROUTI NG ACCEPT
$IPT -t nat -P OUTPUT ACCEPT

$IPT -t mangl e
$IPT -t mangle
$IPT -t mangle
$IPT -t mangle
$IPT -t mangle

$IPT -t filter
$IPT -t filter
$IPT -t filter

- P PREROUTI NG ACCEPT
- P I NPUT ACCEPT

- P FORWARD ACCEPT

-P OUTPUT ACCEPT

- P POSTROUTI NG ACCEPT

- P FORWARD DROP
-P I NPUT DROP
-P OUTPUT ACCEPT

HHH#HH SR R R R R R R
# nat Modul e Rul es
HHH#HHHH R PR H R R R R R

# This table is consulted when a packet which creates a new
# connection is encountered. Use PREROUTI NG to drop unwanted new

# traffic before passing on to FORWARD or

HHHBH SRR R R R R
# Mangl e Modul e Rul es.
HHHBH P H AR TR R R

H*H H

HHHIFHHEH

$IPT -t mangle
$IPT -t mangle
$IPT -t mangl e
$IPT -t mangl e
$IPT -t mangle
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TOS stuff: (type: iptables -mtos -h)
M ni m ze-Del ay 16 (0x10)

Maxi m ze- Thr oughput 8 (0x08)

Maxi m ze-Reliability 4 (0x04)

M ni m ze- Cost
Nor mal - Service 0 (0x00)

2 (0x02)

-A PREROUTING -p tcp --dport
-A PREROUTING -p tcp --dport
-A PREROUTING -p tcp --dport
- A PREROUTI NG -p udp --dport
-A PREROUTING -p tcp --dport

As part of GIAC practical repository.

22
25
53
53
80

5
K
K
E
-

INPUT Filters.

TOS --set-tos
TOS --set-tos
TOS --set-tos
TOS --set-tos
TOS --set-tos

Rul es to mangl e TOS val ues of packets routed through the firewall.
Based on RFC 1060/ 1349

16
16
16
16
8
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BHHBHHBHBBHBBHBBHEBHEBHEBHEBHBBHEBH
# Filter Modul e Rul es
HHHBHERHEBHEBHEBHEBHEBHEBHEBHEBHERH

# Setup debugging for tracking traffic flows
if [ $DEBUG = 1 ]; then
echo "Extra Debug | oggi ng enabl ed"
$IPT -AINPUT -i lo -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "local-in: "
$IPT -A QUTPUT -0 lo -j LOG --10g-Ievel $LOGLEVEL \
--log-prefix "local-out: "
$IPT -A INPUT -p udp --sport 53 --dport 53 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "DNS: "
$IPT -A INPUT -p udp --sport 123 --dport 123 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "NTP: "
$IPT -A INPUT -p udp --sport 514 --dport 514 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SYSLOG "
$IPT -A INPUT -p tcp --dport 636 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "LDAPS: "
$IPT -A INPUT -p tcp --dport 22 -j LOG\
--log-level $LOGLEVEL --1o0g-prefix "SSH: "
f

## End additional | ogging

# Allow traffic on | oopback interface
$IPT -A INPUT -i lo -j ACCEPT
$IPT -A OQUTPUT -0 lo -j ACCEPT

# Allow inconming traffic if is part of an previous connection
$IPT -A INPUT -p TCP -m state --state ESTABLI SHED, RELATED -j ACCEPT

# DNS traffic between LDAP server and I nternal DNS/ NTP server
$IPT -A OQUTPUT -0 $EXTIF -p udp -s 192.168.23.4 -d 192.168.23.6 \
--dport 53 -j ACCEPT
$IPT -A INPUT -i $EXTIF -p udp -s 192.168.23.6 --sport 53\
-d 192.168.23.4 -j ACCEPT

# NTP traffic between LDAP server and Internal DNS/ NTP server
$IPT -A OQUTPUT -0 $EXTIF -p udp -s 192.168.23.4 -d 192.168.23.6 \
--dport 123 -j ACCEPT
$IPT -A INPUT -i $EXTIF -p udp -s 192.168.23.6 --sport 123\
-d 192.168.23.4 -j ACCEPT

# SYSLOG traffic between LDAP server and Sysl og server
$IPT -A OQUTPUT -0 $EXTIF -p udp -s 192.168.23.4 -d 192.168.24.2 \
--dport 514 -j ACCEPT

# LDAPS traffic for LDAP server

$IPT -A INPUT -i $EXTIF -p tcp -d 192.168.23.4 \
--dport 636 -j ACCEPT

$IPT -A OQUTPUT -0 $EXTIF -p tcp -s 192.168.23.4 --sport 636 \
-j ACCEPT

# SSH traffic between LDAP server and Cl O Adni n workstation
$IPT -A INPUT -i $EXTIF -p tcp -s 192.168.24.4 -d 192.168.23.4 \
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--dport 22 -j ACCEPT

$IPT -A OQUTPUT -0 $EXTIF -p tcp -s 192.168.23.4 --sport 22\
-d 192.168.24.4 -j ACCEPT

$IPT -A INPUT -i $EXTIF -p tcp -s 192.168.24.5 -d 192.168.23.4 \
--dport 22 -j ACCEPT

$I PT -A QUTPUT -0 $EXTIF -p tcp -s 192.168.23.4 --sport 22\

# LOG al |l packets that are dropped due to default FORWARD POLI CY
$IPT -A FORMARD -j LOG --1o0g-1evel $LOGLEVEL \
--log-prefix "FORWARD DROP: "

# LOG all packets that are dropped due to default |INPUT POLICY
$IPT -A INPUT -j LOG --10g-1evel $LOGLEVEL \
--log-prefix "I NPUT DROP: "

# Log to screen NetFilter stopping nessage
echo "NetFilter Firewall started successfully"

}

stop() {
DEBUG=0

# Send nessage to screen and sysl og
echo "Resetting built-in chains to the default ACCEPT policy"
I ogger -p local3.info NetFilter Firewall Stopped

BHHBHHBHHBHBBHBBHBBHEBHEBHEBHEBHEBHY
# Filter Modul e Rul es
HHHBHERHEBHEBHEBHEBHEBHEBHEBHEBHEBHE

# Di sabl e syn cooki e support
echo 0 > /proc/sys/net/ipv4/tcp_syncookies

# Di sabl e | ogging of Martians (oddball addresses).
echo 0 > /proc/sys/net/ipv4/conf/all/log _martians

# Enabl e response to ping
echo 0 > /proc/sys/net/ipvdlicnp_echo_ignore_al

# Di sable Dynam c | P Address support.
echo 0 > /proc/sys/net/ipv4/ip_dynaddr

# Di sable anti spoofing support.
echo 0 > /proc/sys/net/ipvad/conf/all/rp_filter

# Enabl e source routing support.
echo 1 > /proc/sys/net/ipvd/conf/all/accept_source_route

# Enable icnp redirect support.
echo 1 > /proc/sys/net/ipvad/conf/all/accept_redirects

# Keep | P forwardi ng enabl ed
echo 1 > /proc/sys/net/ipvalip_forward
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HitH R R R R R R R R R R R HHHBHHH A
# Flush, del ete and zero existing chains
HEHH R R

$IPT -t filter -F
$IPT -t nat -F
$IPT -t mangle -F

$IPT -X
$IPT -Z

HHHBH S H A R R R R R
# Set up default policies
HHHBH P H B PR H R R R

$IPT -t nat -P PREROUTI NG ACCEPT
$IPT -t nat -P POSTROUTI NG ACCEPT
$IPT -t nat -P OUTPUT ACCEPT

$I PT -t mangl e - P PREROUTI NG ACCEPT
$IPT -t mangle -P | NPUT ACCEPT

$I PT -t mangl e -P FORWARD ACCEPT

$I PT -t mangle -P OUTPUT ACCEPT

$I PT -t mangl e - P POSTROUTI NG ACCEPT

$IPT -t filter -P FORWARD ACCEPT
$IPT -t filter -P | NPUT ACCEPT
$IPT -t filter -P OUTPUT ACCEPT

# Script stopped nessage
echo "NetFilter Firewall stopped..."

}
debug() {
# Sets Debug Flag to 1 to turn on Debugging
echo "Enabl e troubl eshooting via Debug Fl ag”
| ogger -p local3.info NetFilter Firewall Started with Debug Fl ag
DEBUG=1
}

case "$1" in
start)
start

st op)
stop

restart)
# Basically performa stop() then start()

stop
start

debug)
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st at

pani

*)

© SANS Institute 2003,

# Sets up normal firewall with additiona
stop
debug
start

us)

echo
echo "NAT table"

$IPT -t nat -nvxL --Iline-nunber

€Cho M--- - m i e "
echo "Mangl e table"

$IPT -t mangle -vxL --Iline-nunber

echo "----mm "
echo "Filter table:"

$IPT -t filter -nvxL --1ine-nunber

c)

echo "lInitating panic node"
echo "Changing target policies to DROP "

$IPT -t filter -P I NPUT DROP

$IPT -t filter -P FORWARD DROP
$IPT -t filter -P OUTPUT DROP

$IPT -t nat -P PREROUTI NG DROP
$IPT -t nat -P POSTROUTI NG DROP
$IPT -t nat -P OUTPUT DROP

$IPT -t mangl e - P PREROUTI NG DROP
$IPT -t mangle -P OUTPUT DROP

$IPT -t mangl e - P POSTROUTI NG DROP
$IPT -t mangle -P | NPUT DROP

$IPT -t mangle -P FORWARD DROP
echo "Flushing all chains”
$IPT -t filter -F

$IPT -t nat -F

$IPT -t mangle -F

echo "Renovi ng user defined chains"
$IPT -X

# Di sable I P Forward support.
echo 0 > /proc/sys/net/ipvalip_forward

echo
exit 1

---- end of Server firewall configuration

debuggi ng

Usage: $0 {start]|stop|restart]|debug|status]|panic}
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