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GCFW Practical Assignment Ver 1.9

Abstract

This is a practical paper submission for GCFW certification. The version for this
GCFW practical assignment is 1.9. The content of this document has been
written based on an imaginary company called GIAC Enterprises that plans to
setup a secure e-business architecture to sell its fortune cookie saying via the
Internet.

There are 4 related parts within this assignment.
1. Security Architecture
To design a security architecture that suits GIAC Enterprises’s business
needs. The security design should include studies on access
requirements, network diagrams, IP addressing scheme and explanations
on the purpose, security function and placement of all perimeters defense
components.

2. Security Policy and Tutorial
Security policy for the network components ( border router, firewall and
VPN ) are detailed with an inclusion of a separate tutorial for one of the
network components mentioned above.

3. Verify the Firewall Policy
Provide plans and approaches to audit the security policy in the firewall.
Analysis of the audit is presented with recommendations for further
improvements.

4. Design Under Fire
To choose a network design from any GCFW practical posted in the
previous 6 months and perform 3 type of attacks against it.
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Assignment 1 — Security Architecture
Company Background

GIAC Enterprises is a medium size company that has been selling fortune
cookie sayings for many years. The positive growth in GIAC business has
enabled the President to have adequate funds to take an advantage of the
information age to operate his business through the Internet.

The new alignment in his business strategies was also made to provide
conveniences to his partners and suppliers who had recently operated their
businesses securely via the Internet.

We were advised by the President to build the e-business network with the
basic security components. If the business grows positively, then the network
shall be scaled with additional security components.

Business Operation Overview

A thorough study on the day-to-day business operation had enabled the team
to translate the traditional business structure into an e-business architecture.
We had identified 5 different groups of users who will be involved in this new
online retail business.

Customers

Operating business via the Internet can help GIAC to enlarge its business not
only locally but to the other parts of the world. Therefore, it is very important
to built an e-business design that can attract and encourage more individuals
and organizations to purchase fortune cookie sayings from GIAC.

The GIAC website is the first point of business contact with the customers or
potential customers. Itis a MUST to ensure that the website is user friendly,
attractive and secure. Customers can establish their connections to GIAC in
anyway (from a remote LAN or dial-up from home).

Below are the steps for a customer to establish an e-business contact with
GIAC.

1. Firstly, the customer will browse the GIAC’s website for company
information and online catalog via the insecure http (tcp 80) protocol.

2. If the customer wishes to place an order, the backend e-business
application shall then switch the web connectivity from the insecure http
mode to a secure https ( tcp 443).

Page 2 of 99
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I. Customer will first verify the authenticity or genuineness of GIAC
Enterprises’ website by viewing GIAC’s server certificate issued by a
trusted Certificate Authority eg. Verisign

Il. Thereafter, the customer can then feel free to provide their name,
postal address, email address, credit card number and the selected
catalog number in order to place an order.

lll. When payment is confirmed, a customer id and a password for the
customer will be generated and sent to the customer’s email address (
smtp tcp 25)

V. With the customer id and password, the customer can then

e check the status of the order

download the purchased fortune cookie sayings

make changes to their details when the need arise

place future orders

provide valuable feedback about GIAC website

The exchange of information for step I, Il and IV ( except step Ill ) are in
https mode and encrypted with 128-bit ( highest ) or 40-bit ( lowest )
depending on customer’s browser capabilities. Browsers normally
communicate using the least denominator.

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs,
Book 2.4, page 53)

There should be no restriction imposed on the access method. Customer
should feel free to choose their desktop platform. If customers face
difficulties, it will refrain them from revisiting GIAC’s website. This will
definitely cause a negative impact to GIAC’s business growth.

Suppliers

GIAC has been working with a few loyal suppliers for many years. All these
suppliers are well known local writers. As a token of appreciation for the long
—term business partnership, GIAC’s President had decided to provide them
an Internet access account. This is a good plan as it aims to provide access
convenience for the suppliers and the network administrator can restrict
access to the GIAC’s SSH server, private web server and mail relay server
based on the pool of dialup IP that GIAC has reserved with the ISP.

Suppliers can establish connection to GIAC via client to gateway VPN mode.
Secure VPN tunnel is highly recommended as data transmitted between
GIAC and suppliers are strictly confidential and business oriented. We do not
wish to leak business information to the hands of our competitors.

In addition to that, it is vital to make sure that every supplier's desktop is
equipped with a personal firewall. The is because when a supplier's desktop
is connected to GIAC’s network, they are actually forming an extension of
GIAC’s network. If ever an attacker managed to take control of the supplier’s
system, the attacker can then make use of the VPN tunnel and attempt their
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attacks on GIAC’s corporate network. Therefore, we must make sure that the
supplier’s desktop is protected with a personal firewall.
Every supplier will be authenticated by GIAC’s VPN gateway before a VPN
tunnel can be established. They are required to login their username and
password. If the supplier is successfully authenticated, the supplier will then
be permitted to do the following tasks :-
- Upload their newly created fortune cookies into GIAC’s SSH
server ( ssh tcp 22)
- Upload their invoices into GIAC’s SSH server ( ssh tcp 22 )
- Suppliers can view new orders and invoices history or status via
GIAC’s private web server ( http tcp 80 and https tcp 443 )
- Access their webmail account via mail relay server which will
proxy http tcp 80 request to the internal mail server (http tcp 80)
- Domain name resolution ( domain-udp 53 )

Partners

GIAC has many local and overseas partners. For the past few years, it has
been quite inconvenient to deal business with the foreign partners as we had
huge time differences and the high costs involve in exchanging business
information and data. The President is well aware of these hindrances and
therefore has decided to do business online. GIAC’s partners are customers
who will purchase new fortune cookies, translate these fortune cookies into
several foreign languages and re-supply to GIAC with a minimal amount of
charges.

All GIAC’s partners are well-established corporate companies that had their
business operated via the Internet. Having gateway-to-gateway VPN
connection is nothing new to the partners but instead they have been
practicing it as a way to deal business with foreign companies.

Partners can establish connection to GIAC via gateway-to-gateway VPN
mode. Below are some tasks that a partner is permitted to do :-
- Download the new batch of fortune cookies from GIAC’s SSH
server ( ssh tcp 22 )
- Translate the new batch of fortune cookies into different
languages and upload the translated fortune cookies back to the
GIAC’s SSH server ( ssh tcp 22 )
- Upload their invoices into GIAC’s SSH server ( ssh tcp 22 )
- Partners can send orders and view invoices history or status via
GIAC'’s private web server ( http tcp 80 and https tcp 443 )
- Send email to GIAC staff ( smtp tcp 25 ) but using their own
SMTP server

Page 4 of 99
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GIAC Internal Employees

There are system administrators, network administrators, sales administrators
and clerical staffs working in GIAC’s local office. Each group will perform
certain job scopes in the company. The employees’ job scopes will determine
their access rights and services for the different sub-networks

Clerical Staffs
- access internal email server ( smtp tcp 25 and pop3 tcp 110 )
- browsing ( http tcp 80 or https tcp 443 )
- domain name resolution ( domain-udp 53 )

Systems Administrators

- access internal email server ( smtp tcp 25 and pop3 tcp 110 )
browsing ( http tcp 80 or https tcp 443 )
domain name resolution ( domain-udp 53 )
Maintain servers at Service Network and Internal Network ( ssh
tcp 22)
- To perform ping to any hosts for administration purposes (icmp)

Network Administrators

- access internal email server ( smtp tcp 25 and pop3 tcp 110)

- browsing ( http tcp 80 or https tcp 443 )

- domain name resolution ( domain-udp 53 )

- Telnet into the border router for maintenance ( telnet 23 )

- Maintain the firewall server via remote GUI client ( CPMI tcp
18190)

- Maintain the hardware-based network IDS at the Internal and
Service network ( https tcp 443 )

- To perform ping to any hosts for administration purposes (icmp)

Sales Administrators
- access internal email server ( smtp tcp 25 and pop3 tcp 110 )
- browsing (http 80 or https 443)
- domain name resolution ( domain-udp 53 )
- Upload invoices and marketing data into partners’ SSH server
via VPN tunnel (ssh tcp 22)

GIAC Mobile sales force and teleworkers

All mobile sales force and teleworkers will be using the Internet access
account granted by the company. This makes work easier for the network
administrators as they can restrict access to the GIAC’s SSH server, private
web server and mail relay server based on the pool of dialup IP that GIAC
has reserved with the ISP.

Page 5 of 99
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



GCFW Practical Assignment Ver 1.9

Mobile employees can establish connection to GIAC via client to gateway
VPN mode. Secure VPN tunnel is highly recommended as data transmitted
between GIAC and these employees are strictly confidential and business
oriented. We do not wish to leak business information to the hands of our
competitors.
In addition to that, it is vital to make sure that every mobile employee’s
desktop is equipped with a personal firewall. The is because when a mobile
employee’s desktop is connected to GIAC’s network, they are actually
forming an extension of GIAC’s network. If ever an attacker managed to take
control of the mobile employee’s system, the attacker can then make use of
the VPN tunnel and attempt their attacks on GIAC’s corporate network.
Therefore, we must make sure that the mobile employee’s desktop is
protected with a personal firewall.
Every mobile employee will be authenticated by the GIAC’s VPN gateway
before a VPN tunnel can be established. They are required to login their
username and password. If the mobile employee is successfully
authenticated, they will then be permitted to do the following tasks :-
- access GIAC’s private web server to view sales performance
and marketing data ( http tcp 80 and https tcp 443 )
- upload sales, marketing and new customer’s data into GIAC’s
SSH server ( ssh tcp 22)
- Access their webmail account via mail relay server which will
proxy http tcp 80 request to the internal mail server (http tcp 80)
- domain name resolution ( domain-udp 53 )
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Below is the summary of users’ access requirements.
Group Access Requirements Service Ports
Customers - access GIAC Public web http tcp 80
server https tcp 443
- send email to GIAC smtp tcp 25
- domain name resolution domain- | udp 53
udp
Suppliers - access GIAC Private web | http tcp 80
server https tcp 443
- upload data to GIAC SSH | ssh tcp 22
server
- webmail access via mail http tcp 80
relay which proxy http port
80 to internal mail server
- domain name resolution domain- | udp 53
udp
Mobile Sales & - access GIAC Private web | http tcp 80
Teleworkers server https tcp 443
- upload data to GIAC SSH | ssh tcp 22
server
- webmail access via mail http tcp 80
relay which proxy http port
80 to internal mail server
- domain name resolution domain- | udp 53
udp
Partners - access GIAC Private web | http tcp 80
server https tcp 443
- download and upload data | ssh tcp 22
to GIAC SSH server
- send email to GIAC smtp tcp 25
- domain name resolution domain- | udp 53
udp
GIAC Internal
Employees
All Internal - send and retrieve email on | smtp tcp 25
Employees internal mail server pop3 tcp 110
- domain name resolution domain- | udp 53
udp
- browse internet http tcp 80
https tcp 443
- to grab dynamic IP and to | dhcp tcp 135
store files on the Internal udp 67, 68
DHCP & File server ftp tcp 20
tcp 21
Page 7 of 99
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System - Access all servers on ssh tcp 22
Administrators service network and

internal network for system
administration
- to perform ping to any ICMP
hosts for administration
purposes
Network - to manage to the border telnet tcp 23
Administrators router
- to manage the firewall CPMI tcp 18190
- to manage the network https tcp 443
IDS on internal network
- to manage the network https tcp 443
IDS on service network
- to perform ping to any ICMP
hosts for administration
purposes
Sales - to upload invoices and ssh tcp 22
Administrators marketing data into
partner's SSH server
Below are servers and router access requirements.
Servers Access Requirements Service Ports
External DNS - to enable external DNS domain- | udp 53
server to do external udp
domain name queries domain- | tcp 53
tcp
Internal Mail - to enable internal mail smtp tcp 25
Server server to send email out via
Mail Relay
Mail Relay - to enable mail relay to smtp tcp 25
forward incoming email to
internal mail server
Internal DNS - to enable internal DNS to | domain- | udp 53
do queries with the external | udp
DNS domain- | tcp 53
tcp
Backup - to perform periodic sql tcp 1521
Database backup from Database
server at Service Network
Page 8 of 99
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Border Router - to allow the border router | syslog udp 514
to send it’s log file to the
Syslog server that resides
at the Internal Network
All Servers on - to synchronous network ntp udp 123
Internal Network | time from NTP server at
Service Network

- to perform ping to any ICMP
hosts for administration
purposes
All Servers on - to synchronous network ntp udp 123

Service Network | time from NTP server at
Service Network

- to perform ping to any ICMP
hosts for administration
purposes

Description For Figure 1

Figure 1 depicts the network security design for GIAC Enterprises. Network
security MUST not be overlooked or neglected in the design as GIAC’s network
has an external link to the Internet. Having business operated through the
Internet can potentially help GIAC to generate more business opportunities but at
the same time it will also attract uninvited hackers and crackers from the Internet.

A thorough and carefully planned security design can effectively help to deter
hackers and crackers who are intrigued by challenge from gaining ownership to
some confidential data and from compromising GIAC’s valuable resources.

Although business needs is the major concern in every security design, other
factors such as cost, the level of risks and the balance of access and
convenience must be equally evaluated.

The complexity of our network design becomes greater as GIAC has the need to
exchange business data over some non-trusted paths such as the partners’
network and remote VPN connection with suppliers and mobile employees.

To address these issues, we have incorporated 4 different types of perimeter
defense components into our design. These components are the filtering router (
border router ), firewall, VPN and Intrusion Detection System. Description below
explains the specific brand and version of each component, its purposes, security
functions or roles it carries and how the placement of each component on the
network can fulfill its role.

Page 9 of 99
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Border Router

Brand : Cisco Router Model 2610
Version : Cisco |IOS version 12.2

Purpose :
» To connect GIAC network to the Internet and vice versa
» To route inbound packets from the Internet into GIAC’s network (before
the firewall)
» To route outbound packets from GIAC’s network to the Internet (after the
firewall)
> It contains a set of routing table for all accessible network paths. Packets
will be routed based on the best route or path defined. Additional routes
can be manually configured.

Security Function or role :

» Tofilter all outgoing and incoming packets with its static packet filtering
function.

» The border router will examine every packet that reaches to the ingress or
egress port. The packet may be permitted or denied. It is all based on the
access control list ( ACL ) defined at the ingress or egress port.

Both the ingress and egress port can have the same or different set of
access control list. The ACL is a set of permit and deny rules with
matching criteria of source IP, destination IP, protocol, udp or tcp port
number and icmp.

Placement :

» The border router is the first point of connection with the Internet.
Therefore, it should be placed in between the Internet and the external
interface of the firewall.

» With such placement, packet interception at router can help to filter off
some of the unnecessary packets before it reaches to the firewall. Thus
this helps to reserve and offload some of the firewall resources.

Firewall & VPN
( integrated in one server )

Brand : CheckPoint VPN-1/Firewall-1 NG

Version : NG Feature Pack 1 ( installed on a hardened Windows 2000 server
SP3)

Integrated Firewall and VPN

Purpose :

Page 10 of 99
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



GCFwW

Practical Assignment Ver 1.9

This integrated firewall & VPN solution is the second level of defense after
the router. It enforces security rules that static packet filtering in a router
could not perform.

Need not maintain firewall and VPN functions as 2 different perimeter
defense components. This greatly simplifies the implementation.

To protects all private resources on GIAC’s network from malicious attack,
for example the database server.

To forward the allowed packets between the 3 segments. ( internal,
service and external ). Combining the firewall and VPN as an integrated
solution greatly simplifies the routing. Need not maintain different set of
routing tables.

To enable GIAC to enjoy the lower cost of secure connection ( VPN ) with
partners, suppliers and mobile employees via the Internet infrastructure.

Security Function or role :

>

Y WV VYV

Y

All traffic routed between the external, service and internal network will be
examined against a set of security policy configured as rule base.

To drop and log any unauthorized access or entry.

Perform static NAT ( Network Address Translation ) for servers on Service
Network.

Perform hide NAT ( Network Address Translation ) for the internal
network.

Impose strict control on the level of access by partners, suppliers,
customers and employees on the applications in each servers and other
valuable resources.

Provide strong authentication schemes on partners’, suppliers’ and mobile
employees’ login before access can be granted.

Provide data integrity check with SHA-1 and MD5 ( data authentication ).
Provide data privacy by having strong data encryption and decryption (
DES, 3DES, IPSec/IKE standards ) for all GIAC’s data transmitted via the
VPN tunnel.

It can perform split tunneling. All network traffic with partners, suppliers
and mobile employees will be encrypted while normal Internet traffic are
not encrypted. With this method, it delivers better performance than to
encrypt all traffic.

It is able to do policy distribution to all remote dialup VPN users with the
pre-configured desktop security rules. Network administrator can carry out
configuration updates for all remote VPN clients’ firewall ( applicable to
suppliers’ and mobile employees’ desktops only )

Placement :

>

The best location to place the firewall and VPN server is after the border
router but before the Service and Internal network. With such placement,
the firewall and VPN server can intercept every single packet that flows
between the 3 segments — thorough inspection

© SANS Institute 2003,
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Service Network IDS

Internal Network IDS

Brand : Intrusion SecureNet 2245
Version : SecureNet IDS ver 4.4

Purpose :

» The network-based intrusion detection systems (NIDS) can help to
increase the security level of each sub network as the functionality of an
NIDS compliments the role of a firewall. Firewall only helps to block
unauthorized entry while NIDS have the capability to detect and send alert
for any attacks on the network.

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs,
Book 2.3, page 140 )

» The NIDS will constantly monitor network traffic that goes into GIAC’s
Service network and Internal network. Each network traffic has a pattern
that an NIDS able to distinguish if it is an attack or a normal traffic.

Security Function or role :

» To detect and trigger immediate response for any intrusion that occurred.
This is done on a real time basis.

» Each suspected intrusion will be checked and compared against the NIDS
internal database that contains up-to-date attack patterns or signatures.

» When an attack had occurred, the NIDS can initiate various responses
such as sending an alert via email, the administrator’s pager or SNMP
trap.

Placement :
» Should be placed at the service network and internal network as an added
protection from intrusion. It monitors network traffic for potential misuse by
customers, partners, suppliers or even GIAC’s employees themselves

We have segmented GIAC Enterprises’s network into 3 segments. The 3
segments are the External, Service and Internal network. The border router and
the integrated firewall and VPN server are the only devices that are placed on the
external network.

All publicly accessible servers are placed on the service network
Service Network :
» External DNS
We are implementing the split DNS concept. The External DNS will only
accept and replies DNS queries from the Internet and all nodes in the
Service Network. The External DNS will only holds external records that
contain Public IP addresses and there should be no Internal IP addresses
configured in it. Zone transfer is disabled in this server and at the firewall.
» Mail Relay
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The actual email system is located in the Internal Network. The role of the
mail relay is to accept all inbound and outbound mail for the internal mail
server. This help to safeguard the internal mail server from establishing
direct contact with systems from the Internet. The Mail Relay server is also
a proxy server, which is able to proxy http tcp port 80 requests to internal
mail server for webmail access by suppliers and mobile employees.
Public Web Server

The Public Web Server is GIAC’s main web server that accepts http 80 (
clear text ) or secure https 443 ( ssl ) request from the Internet. This web
server will extract some business data from the database server when
processing a customer’s request.

Private Web Server

The Private Web Server is GIAC’s private web server built only to provide
information for suppliers, partners and mobile employees. The information
publish on this web server is highly confidential and each group is required
to provide their valid username and password before they could view the
information that are reserved for them. This web server will extract some
business data from the database server when processing the partners’,
suppliers’ or mobile employees’ requests.

SSH Server

The GIAC’s SSH server is a very crucial and important server. It is a file
system for suppliers, partners and mobile employees. These groups of
people will upload or download data to their own home folder. Each user
will be authenticated by the SSH server before they are granted access
rights to their own home folder. Newly written and translated fortune
cookies are stored on this server and shall be loaded into the Database
Server on a weekly basis. Other business data such as invoices, new
customer records and sales records will be transferred to the Database
Server on a daily basis. The System Administrators will perform all these
tasks.

Network Time Protocol (NTP) Server

The NTP server provides time synchronization for all servers in the
Service and Internal Network. This is to ensure the timestamps on all log
files are consistent.

The time clock for the border router, Internal network IDS and Service
network IDS will be manually configured by the network administrators.
They will try to configure the time clock on these components to be as
accurate and consistent with the rest of the servers on the Service and
Internal network. The network administrators will constantly monitor the
time clock from these components. If they were to discover that the time
is not synchronous, then they will reconfigure these components to fetch
time from the NTP server at the Service network.

Database Server

The Database Server on the Service Network serves to store and provide
business data for the public and private web server. This Database
Server is placed on the same network as the web servers to achieve

© SANS Institute 2003,
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faster data transmission between these servers. Due to security reason,
the Database server is configured with only private IP. There is no public
IP assign for this Database server. The content of the Database Server is
periodically backup to the Backup Database Server at the Internal
Network. The backup is done on a daily basis.

At the internal network, we have the syslog server, backup database server,
internal mail server, internal DNS server, internal DHCP & File server and
internal users’ desktops.

Internal Network :

>

Internal DNS

We are implementing the split DNS concept. The Internal DNS will only
accept and replies DNS queries from nodes in the Internal Network. The
Internal DNS only holds internal records that contain internal IP
addresses.

Syslog server

It acts as a central storage for log files generated by the servers and
perimeter defense components. Exception is made for firewall & VPN
server, Internal Network IDS and Service Network IDS as the network
administrators choose to manually transfer the log files from these devices
to the syslog server.

The syslog server is only use to store log files. No other public services
should be running on it. It only accepts syslog connection on udp port 514.
With a syslog server, these log files are much more protected and in the
event of an attack, we can do cross-references by reviewing all logs
accumulated on this server. Syslog server is one of the most critical
servers in our design and we must maintain it as secure as possible. Due
to budget restriction, we cannot afford to have an internal firewall to create
an isolated network solely for syslog server. Therefore we have decided to
place the syslog server on the internal network, armored it with a personal
firewall and had its operating system hardened.

Backup Database Server

Backup is essential for every business. It is very crucial for GIAC to spend
additional money for replicating data from the production Database server
to the Backup Database Server on a daily basis. A script stored in the
Backup Database Server will initiate the backup process on a daily basis.
Internal Mail Server

The internal mail server stores mail account for GIAC’s internal
employees, mobile employees and suppliers. This Internal mail server has
a web mail function that is enabled for the mobile employees and
suppliers only. The Internal Mail Server is well protected and it does not
make direct contact with the Internet when it sends or receives email. It
relies on the Mail Relay server in the Service Network to perform these
tasks.

Internal DHCP & File System
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This server is allocated to assign dynamic IP for internal users and for
internal file storage.

Security Consideration for GIAC’s Servers & Desktops

A good security design should not omit considerations to enhance the security
level of all GIAC’s nodes that are locally or remotely connected to corporate
network. Vulnerabilities on every Internal server should be minimized.

Below are the armoring steps that we have performed :-

For All Servers :

>
>

VV V VV 'V

Install the most recent hotfixes, service packs and patches

Some operating systems by default had turned on some services that may
not be required by the users. Therefore we have turned off some of the
services that we do not need.

We have set it as a company policy for users to use only strong password
and make them change the password periodically

Restrict users access right

Follow steps recommended by respective vendor to harden the software
for example, remove script mapping on a web server, etc

Perform vulnerabilities test on the e-business applications developed by a
third party

Review permission files

Avoid banner grabbing and strip email headers

For Internal Desktops

>
>

Install the most recent hotfixes, service packs and patches
Install virus protection software

For Mobile Employes’ and suppliers’ Desktops

>
>
>

Install the most recent hotfixes, service packs and patches

Install virus protection software

Install the SecureClient VPN software from Check Point. This software
enabled the remote clients to establish client-to-gateway VPN connection
with GIAC’s firewall. The SecureClient software has a built-in personal
firewall and feature to download desktop policies defined in GIAC’s firewall
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IP Addressing Scheme

The internal IP addresses assigned for GIAC Enterprises are strictly based on
known non-routable addresses listed in RFC 1918. This can be found at
http://www.isi.edu/in-notes/rfc1918.txt

All Public IP addresses use in this practical paper has been sanitized to fulfill
the requirement set in GIAC Certification Administrivia. Therefore, all Public

IP used in this assignment are represented with alphabets eg. xxx.yyy.zzz.0,
bbb.bbb.bbb.0, ppp.ppp.ppp.0 and sss.sss.sss.0.

Below is a list of addresses allocated for GIAC Enterprises.

Mobile Employees

( a pool of dial-up public
IP purchased by GIAC
from the ISP for
suppliers and mobile
employees.
$SS.585.55S.0 —

Group Network Addresses Net Mask
External serial interface | bbb.bbb.bbb.0 255.255.255.252
of the border router

( represent serial IP

address assign by the

ISP )
External network XXX.yyy.zzz.0 255.255.255.0

( represent the public IP

address assign by the

ISP )
Service network 192.168.20.0 255.255.255.0
Internal network 192.168.10.0 255.255.255.0
Partner Network ppp-ppp-ppp.-0 255.255.255.0

( assumption that these

are the known public IP

address of the Partners’

network )
Suppliers & $SS.5858.55S.0 255.255.255.240
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$SS.85S.85S.15 )

Customers Any Any
Server Private IP Public IP Address
Address

External serial interface
of the border router

bbb.bbb.bbb.1

External Ethernet XXX.YYY.zz7.253
interface of the border

router

Firewall external XXX.yYyy.zzz.254

interface

Firewall interface at
Service Network

192.168.20.254

External DNS 192.168.20.1 XXX.yyy.zzz.1 (static NAT )
Mail Relay 192.168.20.2 XXX.yyy.zzz.2 (static NAT)
Public Web Server 192.168.20.3 XXX.yyy.zzz.3 (static NAT)
Private Web Server 192.168.20.4 XXX.yyy.zzz.4 (static NAT)
Database Server 192.168.20.5
GIAC SSH Server 192.168.20.6 XXX.yyy.zzz.5 (static NAT)
NTP Server 192.168.20.7
Service Network IDS 192.168.20.8

Firewall interface at
Internal Network

192.168.10.254

Internal Network 192.168.10.0 XXX.yyy.zzz.254 ( hide NAT )
Internal DNS Server 192.168.10.1

Internal Mail Server 192.168.10.2

Backup Database 192.168.10.3

Server

Syslog Server 192.168.10.4 XXX.yYyy.zzz.6 ( static NAT )
Internal DHCP & File 192.168.10.5

Server

Internal Network IDS 192.168.10.6

System administrator 192.168.10.7 XXX.yyy.zzz.7 ( static NAT )
Network administrator 192.168.10.8 XXX.yyy.zzz.8 ( static NAT )
Sales administrator 192.168.10.9 XXX.yyy.zzz.9 ( static NAT )
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Assignment 2 — Security Policy and Tutorial

In our design, we have chosen to use a Cisco router Model 2610 with 10S
version 12.2 as the border router. The border router is the first line of defense
before the Check Point VPN-1/Firewall-1 NG FP 1 server.

Our methodology is to utilize the border router to do “absolute” filtering with
static packet filtering. This helps greatly as it eliminates all possible “noise”
from entering GIAC network at the very first point. With this first front
inspection, the internal firewall will receive fewer loads and can reserve its
expensive resources to do more advance firewall & VPN tasks efficiently.
Besides filtering inbound packets, the border router will also perform
outbound filtering to ensure that only legitimate packets leave GIAC’s
network.

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs, Book
2.2, page 67 and 83)

This section will explain how we could achieve the aforesaid methodology
and also to define the security policy for the 3 main defense components (
border router, firewall and VPN ).

At the end of this assignment, a tutorial to implement the VPN policy will be
defined.

Border Router Rules

To perform static packet filtering on the border router, we need to generate
the access control lists ( ACL ). The access control list is a set of permit and
deny rules that can be enforced at the border router for either ingress (
inbound ) or egress ( outbound ) filtering.

There are a few type of access control list that we can configure, namely the
standard access list, extended access list and reflexive access list. Standard
access list is simple and it only examines the source IP address of a packet.
Therefore it is faster compare to extended and reflexive. Although Standard
access list is the fastest, but we have decided to use Extended access list for
the ingress and egress filtering as it impose better control than Standard
access list. Extended access list can analyze additional criteria such as the
source IP address, destination IP address, protocol, udp/tcp port & icmp
types. We are not going to use Reflexive access list for stateful packet
filtering, as it will use up a lot of CPU and memory processing power in our
border router. It is more effective and efficient to perform the stateful filtering
at the firewall.

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs, Book
2.3, page 14, 28 and 53)
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Below are the general configuration, interface configuration and access
control lists ( ingress and egress filtering ) that we had configured for GIAC
with references and guides obtained from NSA/SNAC Router Security
Configuration Guide at http://www.nsa.gov/snac/cisco/guides/cis-1.pdf,
http://www.nsa.gov/snac/cisco/quides/cis-2.pdf,
http://pasadena.net/cisco/secure.html ,
http://www.sans.org/infosecFAQ/firewall/egress.htm and
http://www.iana.org/assignments/ipv4-address-space

To explain the general purpose of each rule, we have broken down the
configuration into several portions with annotation.

General Configuration
The general configurations enable us to harden the border router.

It is very important to configure the password in a secure manner. The service
password-encryption command will protect and store the enable secret
password with MD5-based algorithm.

service password-encryption

enable secret <password>

These are small services for echo, discard, chargen and daytime. We must
make sure that these services are disabled.

no service tcp-small-servers

no service udp-small-servers

The attackers can make use of the Simple Network Monitoring Protocol (
SNMP ) to understand GIAC internal network infrastructure and the devices
used. It is advisable to disable it.

no snmp-server

There are no clients in GIAC that require bootp service from the router.
no ip bootp server

The web server may be vulnerable for attack if it is enabled. Should be
disabled unless web-based administration is required. For GIAC, we do not
need it.

no ip http server

Finger daemon can show users who are logged on. Hackers can then use the
login names of the administrator or other users and plan the attack. We must
disable it.

no ip finger
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Disable ip domain-lookup helps to prevent the router from sending DNS
queries.
no ip domain-lookup

If we do not disabled ip source-route, the attacker can perform IP spoofing
and re-route a packet as the IP source route can show paths that a packet
takes to traverse between nodes.

no ip source-route

CDP stands for Cisco Discovery Protocol. For GIAC, we do not need it,
therefore we should disabled it.
no cdp run

Sending the router’s logs to the Internal Syslog server at internal network and
do not write log messages on the console. Our Internal Syslog server IP is
represented by xxx.yyy.zzz.6.

logging on

logging xxx.yyy.zzz.6

no logging console

This banner login is to warn anyone who deliberately or accidentally trying to
logon to GIAC router with no permission.
banner login / WARNING : Authorised GIAC admin only /

Interface Configuration

Beside having the above general configuration, the interface configuration
listed below also helps to harden the border router on the interface level.

Disable ip directed broadcast helps to prevent Layer 3 to Layer 2 broadcast
mapping and smurf amplification.

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs, Book
2.3, page 60 )

no ip directed-broadcast

Disable ip unreachable, proxy-arp and mask reply can prevent network
mapping by attackers.

no ip unreachables

no ip proxy-arp

no ip mask-reply

To ensure that the border router does not send an ICMP redirect.
no ip redirects

To disable interfaces on the router from sending and receiving NTP requests.
ntp disable
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To apply the interface configuration on the serial and Ethernet interfaces.
interface Serial 0/0
ip address bbb.bbb.bbb.1 255.255.255.252
no ip directed-broadcast
no ip unreachables
no ip proxy-arp
no ip mask-reply
no ip redirects
ntp disable

interface Ethernet 0/0

ip address xxx.yyy.zzz.253 255.255.255.0
no ip directed-broadcast

no ip unreachables

no ip proxy-arp

no ip mask-reply

no ip redirects

ntp disable

Only allow specific host to telnet into GIAC router for administration purposes.
Our network administrator’s desktop IP is represented by xxx.yyy.zzz.8.
access-list 10 permit xxx.yyy.zzz.8

line vty 0 4

access-class 10 in
password 7 0822455D0A16
login local

transport input telnet

Access Control List
Ingress Filtering Configuration

Extended access list 101 will be applied at the border router serial interface (
serial 0/0 ) to filter inbound traffic from the Internet.
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Customers, Suppliers, Partners and
Mobile Employess

Incoming

Packets
{ before filfer )

Ingress Filtering
Serial Interface
( interface Serial 0/0 )

with access-list 101

GIAC’s
Check Point
, VPN-1/Firewall-1
) GIAC's |——m—————" o NG
Cisco Router Incoming
2610 Packets
{ after filter }

Block packets with source IP address of GIAC Internal and Service network

address.
access-list 101 deny ip 192.168.0.0 0.0.255.255 any log

Block packets with source IP address of a private network address.
access-list 101 deny ip 10.0.0.0 0.255.255.255 any log
access-list 101 deny ip 172.16.0.0  0.15.255.255 any log

Block packets with source IP address of default DHCP failed address.
access-list 101 deny ip 169.254.0.0 0.0.255.255 any log

Block packets with source IP address of a multicast and reserved address.
access-list 101 deny ip 223.0.0.0 32.255.255.255 any log

Block packets with source IP address of a loopback address.
access-list 101 deny ip 127.0.0.0 0.255.255.255 any log

Block packets with source IP address of GIAC External network.
access-list 101 deny ip xxx.yyy.zzz.0  0.0.0.255 any log

Block packets with source IP address of all unallocated legal IP addresses.
access-list 101 deny ip 0.0.0.0 0.255.255.255 any log
access-list 101 deny ip 1.0.0.0 0.255.255.255 any log
access-list 101 deny ip 2.0.0.0 0.255.255.255 any log
access-list 101 deny ip 5.0.0.0 0.255.255.255 any log
access-list 101 deny ip 7.0.0.0 0.255.255.255 any log
access-list 101 deny ip 23.0.0.0 0.255.255.255 any log
access-list 101 deny ip 27.0.0.0 0.255.255.255 any log
access-list 101 deny ip 31.0.0.0 0.255.255.255 any log
access-list 101 deny ip 36.0.0.0 1.255.255.255 any log
access-list 101 deny ip 39.0.0.0 0.255.255.255 any log
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access-list 101 deny ip 41.0.0.0 1.255.255.255 any log
access-list 101 deny ip 58.0.0.0 1.255.255.255 any log
access-list 101 deny ip 70.0.0.0 9.255.255.255 any log
access-list 101 deny ip 83.0.0.0 6.255.255.255 any log
access-list 101 deny ip 90.0.0.0 9.255.255.255 any log
access-list 101 deny ip 100.0.0.0 9.255.255.255 any log
access-list 101 deny ip 110.0.0.0 9.255.255.255 any log
access-list 101 deny ip 120.0.0.0 6.255.255.255 any log
access-list 101 deny ip 173.0.0.0 6.255.255.255 any log
access-list 101 deny ip 180.0.0.0 7.255.255.255 any log
access-list 101 deny ip 189.0.0.0 1.255.255.255 any log
access-list 101 deny ip 197.0.0.0 0.255.255.255 any log

To prevent Smurf Attack from attackers who will send a lot of ICMP echo
packets to GIAC’s External network and broadcast address.
access-list 101 deny ip any host Xxx.yyy.zzz.255 log
access-list 101 deny ip any host xxx.yyy.zzz.0 log

Block inbound ICMP traffic with echo packets to prevent attacker from
creating a map on GIAC subnets and nodes behind the border router. The
attacker can initiate a denial of service attack by sending a large amount of
echo packets to the border router or internal nodes.

access-list 101 deny icmp  any  any  echo log

To prevent the attacker from making some changes to the routing table in a
host with ICMP redirect packets.
access-list 101 deny icmp ~ any  any  redirect log

To prevent the attacker from sending in a mask-request for internal IP
address mask as a response.
access-list 101 deny icmp  any  any  mask-request log

Permit only GIAC External network to receive icmp reply.
access-list 101 permit icmp any  xxx.yyy.zzz.0 0.0.0.255 log

Block risky protocols — tcpmux
access-list 101 deny tcp any any eq I log
access-list 101 deny udp any any eq 1 log

Block risky protocols — echo
access-list 101 deny tcp any any eq 7 log
access-list 101 deny udp any any eq 7 log

Block risky protocols — discard
access-list 101 deny tcp any any eq 9 log
access-list 101 deny udp any any eq 9 log
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Block risky protocols — systat
access-list 101 deny tcp any any eq 11 log

Block risky protocols — daytime
access-list 101 deny tcp any any eq 13 log
access-list 101 deny udp any any eq 13 log

Block risky protocols - netstat
access-list 101 deny tcp any any eq 15 log

Block risky protocols - chargen
access-list 101 deny tcp any any eq 19 log
access-list 101 deny udp any any eq 19 log

Block risky protocols — ftp, ftp-data
access-list 101 deny tcp any any range 20 21 log

Block risky protocols - time
access-list 101 deny tcp any any eq 37 log
access-list 101 deny udp any any eq 37 log

Block risky protocols - whois
access-list 101 deny tcp any any eq 43 log

Block risky protocols - bootp
access-list 101 deny udp any any eq 67 log

Block risky protocols - tftp
access-list 101 deny udp any any eq 69 log

Block risky protocols - finger
access-list 101 deny tcp any any eq 79 log

Block risky protocols — supdup
access-list 101 deny tcp any any eq 93 log

Block risky protocols — sunrpc
access-list 101 deny tcp any any eq 111 log
access-list 101 deny udp any any eq 111 log

Block risky protocols — loc-srv
access-list 101 deny tcp any any eq 135 log
access-list 101 deny udp any any eq 135 log

Block risky protocols — netbios-ns (137), netbios-dgm (138), netbios-ssn (139)

access-list 101 deny tcp any any range 137 139 log
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access-list 101 deny udp any any range 137 139 log

Block risky protocols - xdmcp
access-list 101 deny udp any any eq 177 log

Block risky protocols — netbios (ds)
access-list 101 deny tcp any any eq 445 log

Block risky protocols — rexec
access-list 101 deny tcp any any eq 512 log

Block risky protocols — rlogin
access-list 101 deny tcp any any eq 513 log

Block risky protocols — who
access-list 101 deny udp any any eq 513 log

Block risky protocols — rsh, rcp, rdist, rdump
access-list 101 deny tcp any any eq 514 log

Block risky protocols — Ipr
access-list 101 deny tcp any any eq 515 log

Block risky protocols — talk
access-list 101 deny udp any any eq 517 log

Block risky protocols — ntalk
access-list 101 deny udp any any eq 518 log

Block risky protocols — uucp
access-list 101 deny tcp any any eq 540 log

Block risky protocols — new who
access-list 101 deny tcp any any eq 550 log
access-list 101 deny udp any any eq 550 log

Block risky protocols — Microsoft UpnP SSDP
access-list 101 deny tcp any any eq 1900 log
access-list 101 deny udp any any eq 1900 log
access-list 101 deny tcp any any eq 5000 log
access-list 101 deny udp any any eq 5000 log

Block risky protocols — nfs
access-list 101 deny udp any any eq 2049 log

Block risky protocols — X Window System
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access-list 101 deny tcp any any range 6000 6063 log

Block risky protocols — IRC
access-list 101 deny tcp any any eq 6667 log

Block risky protocols — NetBus
access-list 101 deny tcp any any range 12345 12346 log

Block risky protocols — Back Orifice
access-list 101 deny tcp any any eq 31337 log
access-list 101 deny udp any any eq 31337 log

Block risky protocols — snmp snmptrap
access-list 101 deny tcp any any range 161 162 log
access-list 101 deny udp any any range 161 162 log

Block risky protocols — syslog
access-list 101 deny udp any any eq 514 log

The following access lists will address GIAC business needs and users
access requirements as identified in Assignment 1.

Only allows TCP traffic connections that have been established from GIAC
External network.
access-list 101 permit tcp  any xxx.yyy.zzz.0  0.0.0.255 established

Allow DNS access to GIAC External DNS server and with no log.
access-list 101 permit udp  any xxx.yyy.zzz.l eq 53

Allow smtp access to GIAC Mail relay server and with no log.
access-list 101 permit tcp any xxx.yyy.zzz.2 eq 25

Allow http access to GIAC Public web server and with no log.
access-list 101 permit tcp  any Xxx.yyy.zzz.3 eq 80

Allow https access to GIAC Public web server and with no log.
access-list 101 permit tcp any xXxx.yyy.zzz.3 eq 443

Allow http access to GIAC Private web server and with no log ( for partners,
suppliers and mobile employees ).
access-list 101 permittcp  ppp.ppp.ppp.0 0.0.0.255 xxx.yyy.zzz.4 eq 80
access-list 101 permit tcp ~ 555.555.555.0 0.0.0.15 xxx.yyy.zzz.4eq 80

Allow https access to GIAC Private web server and with no log ( for partners,
suppliers and mobile employees ).
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access-list 101 permit tcp  ppp.ppp.ppp-0 0.0.0.255 xxx.yyy.zzz.4 eq 443
access-list 101 permit tcp ~ 555.555.555.0 0.0.0.15 xxx.yyy.zzz.4 eq 443

Allow SSH access to GIAC SSH server and with no log ( for partners,
suppliers and mobile employees ).
access-list 101 permittcp  ppp.ppp-ppp-0 0.0.0.255 xxx.yyy.zzz.5 eq 22
access-list 101 permit tcp ~ $55.555.555.0 0.0.0.15 xxx.yyy.zzz.5 eq 22

Allow webmail access to GIAC Internal mail server and with no log ( for
suppliers and mobile employees ).
access-list 101 permit tcp  sss.sss.sss..0  0.0.0.15 xxx.yyy.zzz.2 eq 80

Allow VPN tunnel to be established with partners, suppliers and mobile
employee via GIAC firewall and with log.
access-list 101 permit ip ppp-ppp-ppp-0  0.0.0.255 host xxx.yyy.zzz.254 log
access-list 101 permit ip s5ss.588.58s.0 0 0.0.0.15 host xxx.yyy.zzz.254 log

Final rule to deny and to log packets that are not allow.
access-list 101 deny ip any any log

To enable the access-list 101 on the serial interface of the router.
interface Serial 0/0
ip address bbb.bbb.bbb.1 255.255.255.252

ip access-group 101 in
Egress Filtering Configuration

Extended access list 102 will be applied at the border router Ethernet
interface ( Ethernet 0/0 ) to filter outgoing traffic to the Internet.

Customers, Suppliers, Partners and
Mobile Employess Egress Filtering
i Ethernet Interface

( interface Ethernet 0/0 )

,

Outgoing ,é
Packets

{ after filter ) ‘|

with access-list 102

GIAC’s
Check Point
GIAC's I A ——— VPN-1/Firewall-1
Cisco Router Outgoing NG
2610 Packets

{ before filter )
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Block packets with source IP address of GIAC Internal and Service network
address.

access-list 102 deny ip

192.168.0.0 0.0.255.255

any log

Block packets with source IP address of a private network address.

access-list 102 deny ip
access-list 102 deny ip

10.0.0.0
172.16.0.0

0.255.255.255 any log
0.15.255.255 any log

Block packets with source IP address of default DHCP failed address.

access-list 102 deny ip

Block packets with source IP address of a multicast and reserved address.

access-list 102 deny ip

Block packets with source IP address of a loopback address.

access-list 102 deny ip

Block packets with source IP address of all unallocated legal IP addresses.

access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip
access-list 102 deny ip

169.254.0.0 0.0.255.255 any log

223.0.0.0 32.255.255.255 any log
127.0.0.0 0.255.255.255 any log
0.0.0.0 0.255.255.255 any log
1.0.0.0 0.255.255.255 any log
2.0.0.0 0.255.255.255 any log
5.0.0.0 0.255.255.255 any log
7.0.0.0 0.255.255.255 any log
23.0.0.0 0.255.255.255 any log
27.0.0.0 0.255.255.255 any log
31.0.0.0 0.255.255.255 any log
36.0.0.0 1.255.255.255 any log
39.0.0.0 0.255.255.255 any log
41.0.0.0 1.255.255.255 any log
58.0.0.0 1.255.255.255 any log
70.0.0.0 9.255.255.255 any log
83.0.0.0 6.255.255.255 any log
90.0.0.0 9.255.255.255 any log
100.0.0.0 9.255.255.255 any log
110.0.0.0 9.255.255.255 any log
120.0.0.0 6.255.255.255 any log
173.0.0.0 6.255.255.255 any log
180.0.0.0 7.255.255.255 any log
189.0.0.0 1.255.255.255 any log
197.0.0.0 0.255.255.255 any log

This is to prevent Land Attack on the border router. Land attack can cause

denial of service or to degrade a router’s performance. An attacker can send
a packet with same IP for the source and destination addresses.
host xxx.yyy.zzz.253  host xxx.yyy.zzz.253

access-list 102 deny ip

log
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Permit outbound ICMP traffic with echo packets so that GIAC’s administrator
will be able to ping external hosts and request for information, mask and
timestamp. Parameter problem and source quench can improve connectivity
by informing the opposite nodes to slow down the delivery rate as the
receiving node is facing problem coping with the traffic. Packet too big is for
path MTU discovery.
access-list 102 permit icmp  xxx.yyy.zzz.0 0.0.0.255 any echo
access-list 102 permit icmp  xxx.yyy.zzz.0 0.0.0.255 any parameter-problem
access-list 102 permit icmp  xxx.yyy.zzz.0 0.0.0.255 any packet-too-big
access-list 102 permit icmp  xxx.yyy.zzz.0 0.0.0.255 any source-quench
access-list 102 permit icmp  xxx.yyy.zzz.0 0.0.0.255 any information-request
access-list 102 permit icmp  xxx.yyy.zzz.0 0.0.0.255 any mask-request
access-list 102 permit icmp  xxx.yyy.zzz.0 0.0.0.255 any timestamp-request

Block risky protocols — tcpmux
access-list 102 deny tcp any any eq 1 log
access-list 102 deny udp any any eq I log

Block risky protocols — echo
access-list 102 deny tcp any any eq 7 log
access-list 102 deny udp any any eq 7 log

Block risky protocols — discard
access-list 102 deny tcp any any eq 9 log
access-list 102 deny udp any any eq 9 log

Block risky protocols — systat
access-list 102 deny tcp any any eq 11 log

Block risky protocols — daytime
access-list 102 deny tcp any any eq 13 log
access-list 102 deny udp any any eq 13 log

Block risky protocols - netstat
access-list 102 deny tcp any any eq 15 log

Block risky protocols - chargen
access-list 102 deny tcp any any eq 19 log
access-list 102 deny udp any any eq 19 log

Block risky protocols — ftp, ftp-data
access-list 102 deny tcp any any range 20 21 log

Block risky protocols - time
access-list 102 deny tcp any any eq 37 log
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access-list 102 deny udp any any eq 37 log

Block risky protocols - whois
access-list 102 deny tcp any any eq 43 log

Block risky protocols - bootp
access-list 102 deny udp any any eq 67 log

Block risky protocols - tftp
access-list 102 deny udp any any eq 69 log

Block risky protocols — supdup
access-list 102 deny tcp any any eq 93 log

Block risky protocols — sunrpc
access-list 102 deny tcp any any eq 111 log
access-list 102 deny udp any any eq 111 log

Block risky protocols — loc-srv
access-list 102 deny tcp any any eq 135 log
access-list 102 deny udp any any eq 135 log

Block risky protocols — netbios-ns (137), netbios-dgm (138), netbios-ssn (139)
access-list 102 deny tcp any any range 137 139 log
access-list 102 deny udp any any range 137 139 log

Block risky protocols - xdmcp
access-list 102 deny udp any any eq 177 log

Block risky protocols — netbios (ds)
access-list 102 deny tcp any any eq 445 log

Block risky protocols — rexec
access-list 102 deny tcp any any eq 512 log

Block risky protocols — Ipr
access-list 102 deny tcp any any eq 515 log

Block risky protocols — talk
access-list 102 deny udp any any eq 517 log

Block risky protocols — ntalk
access-list 102 deny udp any any eq 518 log

Block risky protocols — uucp
access-list 102 deny tcp any any eq 540 log
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Block risky protocols — Microsoft UpnP SSDP
access-list 102 deny tcp any any eq 1900 log
access-list 102 deny udp any any eq 1900 log
access-list 102 deny tcp any any eq 5000 log
access-list 102 deny udp any any eq 5000 log

Block risky protocols — nfs
access-list 102 deny udp any any eq 2049 log

Block risky protocols — X Window System
access-list 102 deny tcp any any range 6000 6063 log

Block risky protocols — IRC
access-list 102 deny tcp any any eq 6667 log

Block risky protocols — NetBus
access-list 102 deny tcp any any range 12345 12346 log

Block risky protocols — Back Orifice
access-list 102 deny tcp any any eq 31337 log
access-list 102 deny udp any any eq 31337 log

Block risky protocols — snmp snmptrap
access-list 102 deny tcp any any range 161 162 log
access-list 102 deny udp any any range 161 162 log

Block outgoing ICMP host unreachable to an external hosts, which could be
attackers. This prevents the attacker from knowing that the host is not
available.

access-list 102 deny icmp ~ any  any  host-unreachable

Block outgoing ICMP echo- replies ( type 0 ) to an external hosts which could
be attackers. This prevent the attacker from knowing that the host is
available.

access-list 102 deny icmp ~ any  any  echo-reply

Block outgoing ICMP time-exceeded ( type 11 ) for a packet which its Time

To Live that has expired. If the attacker receive the ICMP time-exceeded, he

or she can get more information about GIAC’s network infrastructure.
access-list 102 deny icmp ~ any  any  time-exceeded

Permit all outgoing traffic that originate from GIAC External network.
access-list 102 permit ip xxx.yyy.zzz.0 0.0.0.255 any

Final rule to deny and to log packets that are not allow.
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access-list 102 deny ip any any log
To enable the access-list 102 on the Ethernet interface of the router.
interface Ethernet 0/0
ip address xxx.yyy.zzz.253 255.255.255.0
ip access-group 102 in

Order of The ACL

The order of the access control lists in the border router plays a very
important role. Packets are match against the access control list in a top
down manner. With the same set of control lists but in a different order can
change the logic of packet inspection. It is primarily important to ensure that
the order of our access control list are correct in order to achieve the correct
filtering and to improve the border router’s performance.
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Firewall Rules

There are a few good points that we should follow in order to build a better set
of rule base in the firewall. Below are some of the tips that | have learned
from Lance Spitzner's white paper “Building Your Firewall Rule base”. The
white paper can be obtained at http://www.spitzner.net/rules.html

1. Default Properties

There are a few services that are open by default in Check Point
Firewall-1. We should turn off these open ports.

Global Properties

- %FN-1

- Diesktop Security

- Wigual Policy Editor

- Manhagement High Ava
- Stateful Inspection

- LDAP Account Manage
- Metwork Address Trang
- ConnectContraol

- Open Security Extensio
[+~ Log and Alert

- Extranet Management |
- Drefault Installation

I o

FireWall-1 Implied Rules

Select the follawing properties and chooze the position of the rules in the Rule Baze:

v iccept WPM-1 & Firswall-1 control connections:
V¥ Accept outgoing packets originating from gatewayw:
[ iccept RIP:

[ Accept Domain Mame over LIDP [Queriss):

[ Accept Domain Mame aver TCP [Zone Transfer):
[ Accept ICMP requests:

[ Accept CPRID connections [Securellpdate):

[~ Accept dynamic address gateways' DHCP braffic:

Track

¥ Logimplied mles

o]

Cancel |

Help |

We should uncheck several implied rules that is enabled by default such

as :-

- accept domain name over UDP ( queries )
- accept domain name over TCP ( zone transfer )
- accept ICMP requests
- accept CPRID connections ( SecureUpdate )
- accept dynamic address gateways’ DHCP traffic
If we need these services, we should add it into our rule base as enabling
these options here will not log any of these activities.
( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs,
Book 2.2, pg 168-169 )
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2. Ban List
We should not allow any Internet advertisers or known attacker sites from
entering and leaving GIAC network. We should drop this connection at the
very beginning to avoid any security flaws and to improve firewall

performance.

Rule 1 - will drop and log any incoming traffic from sites listed in our ban

list.

Rule 2 - will drop and log any outgoing traffic to the sites listed in our ban

list.

-| Ban-List ‘ X Any ‘ * Any ‘@drop ‘ Log ‘ % Policy Targets | & Any Ban Ho

| * Any ‘ Ban-List ‘ * Any ‘@dmp ‘ Log ‘ % Policy Targets | & &ny Firgwa
3. Lockdown Rule

A lockdown rule helps to block any access destine to the firewall.

Rule 3 - is a lockdown rule that helps to protect the firewall from any

unauthorized access or attack.

H‘ * Any ‘ [ ciac-Fa | * Any ‘@drop | Lag ‘ * Policy Targets | & amy | Steath Rul
4. Drop All

All packets that do not match any rules will be dropped by Check Point
Firewall-1 but not log ( by default ). Therefore we should set to log it.
Rule 21 - is the last rule in the rule base that will drop and log all packets
that do not match any rules.

‘ * Aoy ‘ % Any | * Any @dmp ‘ Log | % Policy Targets

% Any Cleanu)

5. Administrator’s Access
We should define in our firewall to allow only the network administrator to
access and manage the firewall via remote GUI client. The network
administrator’s desktop internal IP address is 192.168.10.8.

== Check Point Configuration Tool x|

PECSH11 Token I Key Hit Session | Fingerprint |
Licenses I Administrators GUI Clients

— GUI Clients:

Remaote hostname: 152.168.10.8

I Add > |
<- Remave |

I certain configurations, you must install
Security Palicy befare the GUI Clients
zettings can apply.

See Help for details.

Specify remote clients from which an Adminiztrator can log to this
Management Server.

QK I Cancel Apply Help
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6. Performance Issue
To improve the firewall performance, all common rules should be
positioned at the beginning of the rule base. We will explain our rule base
order at the end of this assignment 3.

Rule #1, 2 and 3 have been explained earlier.

External DNS
Purpose : To allow incoming domain name queries on GIAC’s fully qualified
domain name ( FQDN ) that resides in GIAC’s External DNS

server

Source Destination | Service Action Track

Any External domain-udp | accept Log

(inclusive | DNS 53

of Internal

DNS

server )
n‘ * Aoy ‘ gExTernal-DNS UOP domain-udp @accept ‘ Log | % Policy Targetz | % Any Sl
Customers
Purpose : To allow customers or public to access the Public Web Server

Source Destination | Service Action Track

Any Public http tcp 80 | accept Log

WebServer | https tcp
443

H & Any ‘ gPublic-Web-Server %xzs ‘@accem ‘ Lo % Policy Targets | % &ny Public: Wiek

Mail Relay
Purpose : To enable the Mail Relay server to receive incoming mail
To enable the Internal mail server to send outgoing email ( to the
Internet ) via Mail Relay server
Source Destination | Service Action | Track
Any Mail Relay | smtp tcp 25 | accept Log
(inclusive
of Internal
Mail
Server )

* Any Iail Relay |

H‘ * Any ‘ g hiail-Relay TCP =mip |@ accept ‘ Log ‘ % Policy Targets

External DNS
Purpose : To enable the external DNS server to do external domain name
queries

Page 36 of 99

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



© SANS Institute 2003,

As part of GIAC practical repository.

GCFW Practical Assignment Ver 1.9
Source Destination | Service Action | Track
External Any domain-udp | accept None
DNS 53
domain-tcp
53
gExternal-DNS * Any %ZZ:Z:;:?:; ‘@accept ‘ Log % Policy Targets | % Any B
Mail Relay
Purpose : To enable Mail relay to forward incoming email to Internal mail
server
To enable Mail relay to send internal users’ email out to the
Internet
Source Destination | Service Action | Track
Mail Relay | Any smtp tcp 25 | accept Log
(inclusive
of Internal
Mail Server
)
H‘ gMail-Relay ‘ % Any TCE smtp |$ accept ‘ Log | % Policy Targets | % Any Mail Relery
Internal DNS
Purpose : To enable the internal DNS server to query the External DNS
server for domain name resolution
Source Destination | Service Action | Track
Internal External domain-tcp | accept Log
DNS DNS 53
H‘ g Internal-Diks g External-DNS TCP domain-tcp |@ accept ‘ Log ‘ % Policy Targets | & Any Init NS -—=
Rule #10, 11 and 12 will be explained later as VPN Rule Base
Network-Admin
Purpose : To allow the network administrator ( at Internal network ) to
manage the border router by doing telnet sessions
To allow the network administrator ( at Internal network ) to
manage the Service Network IDS via https
Source Destination | Service Action Track
Network- | Border telnet tcp 23 | accept Log
Admin Router
Service https tcp
Network 443
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[ Border-Router TCP telnet Metyel
E]| [ metwork-Admin p— o accept Lo % Policy Targets | % Any
. = L service-Met-IDS TCP hitps ®

System-Admin
Purpose : To allow the system administrator ( at Internal network ) to manage
all systems on Service Network

Source Destination | Service Action Track

System - Service ssh tep 22 accept Log

Admin Network

Systems
n‘ g System-Admin Service-Net-System | TCP SSH @ accept ‘ Lo ‘ % Policy Targets | & Any | Svsterm
Internal Network
Purpose : To enable internal staff on the internal network to do Internet
browsing

Source Destination | Service Action Track

Internal Any http tcp 80 | accept None

Network https tcp

443

E‘ At Internal-hletwork * Any % xgs ‘@ accept ‘ g || e Bt B |y [

GIAC-System

Purpose : To allow GIAC-System ( comprise of service network servers and
border router ) to send its log file to the syslog server that resides
at the Internal Network

Source Destination | Service Action Track
GIAC- Syslog syslogudp | accept Log
System Server 514
E‘ GlAC-System g SyslogServer UOP =y=log @ accept | Log ‘ % Policy Targets | % Any Syslog

Internal-Network
Purpose : To enable all internal nodes on Internal network to synchronous
network time from the NTP server that resides on the Service

network
Source Destination | Service Action Track
Internal NTP Server | ntp udp 123 | accept Log
Network
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MTP R

‘ 4L Internal-fetwork Q MTP-Server UOP rtg-udp @ accept ‘ Log ‘ % Policy Targets | % Any

Backup Database
Purpose : To perform periodic data backup from Database server at Service
Network to Backup Database server at Internal Network

Source Destination | Service Action Track
Backup Database tep 1521 accept Log
Database
‘ g Backup-Databas g Databaze-Server TCP sginet2-1521 |$ accept | Log ‘ % Policy Targets | & Any | Deckup Dal
Administration
Purpose : To allow administrators and servers to send ICMP requests to
external hosts
Source Destination Service Action | Track
Network Admin Any ICMP accept | Log
System Admin Request
Service-Net-System
Internal-Net System
L metwark-Admin
Q SRR * Any icmp-regquests @ accept Log % Policy Targets | % Any

Service-MNet-System
Internal-Met-System

Administration
Purpose : To allow administrators and servers to receive ICMP replies from
external hosts

Source Destination Service Action | Track
Any Network Admin ICMP Replies | accept | Log
System Admin

Service-Net-System
Internal-Net System

g Metuwork-Ladmin MR dest-unteach
g Sy stem-Admin MR echao-reply
[ Service-Net-System | IKE infa-repl
2018 el B DBy @accep’f Log % Palicy Targets | % Any

nternal-Met-System | P mask-reply
ICHP time-exceeded

ICHP timestamp-reply

Rule #21 has been explained earlier.

VPN Rule Base

On GIAC’s VPN Gateway
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Incoming Traffic

The VPN settings use for suppliers and mobile sales & teleworkers are as
below :-

Encryption schemes - IKE

Key exchange encryption — 3DES

Data integrity — MD5

Authentication method — VPN-1 & Firewall-1 password

Suppliers and Mobile Sales & Teleworkers
Purpose : To allow dialup suppliers and mobile employees
= to browse the Private Web Server
= to upload data to the GIAC SSH server
= to access webmail via Mail Relay ( proxy )

Source Destination | Service Action Track
SC- Private Web | http tcp 80 | Client Log
Group@A | Server https tcp encrypt
ny 443

GIAC SSH | sshtep 22

Server

Mail Relay | webmail tcp

L Private-wish-Server | TCP Hitp Secure
,LT‘u SC-Group@any L[ Giac-s3H-Server | ICE Hitps Client Encrypt Lo % Policy Targets | & Any
L] wail-Relay TCP 55H
Partner

The VPN settings with our partners are as listed below :-

Encryption schemes - IKE

Key exchange encryption — 3DES

Data integrity — MD5
Authentication method — Pre-shared secrets

Purpose : To allow partners
= to browse the Private Web Server
= to upload and download data to the GIAC SSH server
= to send email to GIAC Enterprises

Source Destination | Service Action | Track
Partner Private Web | http tcp 80 | encrypt | Log
Network Server https tcp

443
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GIAC-SSH-
Server

Mail Relay

ssh tcp 22

smtp tcp 25

g Private-Weh-Server
L clac-ssH-server

Ak Partner-Metwork
L mail-Relay

ILE hitp

TCE hitps
TP SsH
ILE =smip

Encrypt

Log

% Policy Targets

& Any

Partner %Pl

Outgoing Traffic

Sales Admin

Purpose : To allow the sales administrator to upload invoices and other
marketing data to the Partner’'s SSH server

Source Destination | Service Action Track
Sales Partner SSH | ssh tcp 22 encrypt | Log
Admin Server
‘ g Sales-Admin g Partner-SSH-Server | TCR S5H | Encrypt ‘ Log | % Policy Targets | & Any Sales Admi

VPN Client’s Desktop Rule at Policy Server

Incoming Traffic
Purpose : To allow the Private Web Server, GIAC SSH server, GIAC
External DNS and Mail Relay to response to remote client’s
request for
= http, https
= ssh

= domain-udp ( without VPN encryption, normal traffic )
= webmail access

Source Destination Service Action | Track
Private SC-Group@Any | http tcp 80 | encrypt | Log
Web https tcp

Server 443

GIAC ssh tcp 22

SSH

Server

Mail webmail tep

Relay 80

External SC-Group@Any | domain-udp | accept Log
DNS 53
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Any SC-Group@Any | Any Block Log

Inbound Rules

SOURCE DESKTOP SERVICE ACTION TRACK COMM

D Private-iWeh-Server TCE http

|:| GIAC-SSH-Server ,2%! SC-GroupiE@any TCE hitps Encrypt Log

I:I Mail-Relay TCP S5H
.| [] External-DNE ,37‘! SC-Groupidny UDP domain-udp ‘@ A ccept | Log |
.| * Any '1:—| SC-GroupiEiny ‘ * Any ‘@ Block | Log |

Rule #1 allow that the remote client to receive responses from the private web
server, GIAC SSH server and the Mail Relay via the client-to-gateway VPN
tunnel

Rule #2 allow the remote client to receive responses from the External DNS
without having to encrypt the domain-udp traffic.

Rule #3 is the protection rule for the remote VPN client. This prevent hackers or
crackers from connecting to remote VPN client’s desktop.

Outgoing Traffic
Purpose : To allow dialup suppliers and mobile employees
= to browse the Private Web Server
= to upload their data to the GIAC SSH server
= to access webmail via Mail Relay ( proxy )
» to resolve hostname using GIAC External DNS server
( without VPN encryption, normal traffic )

Desktop Destination Service Action | Track
SC-Group@Any | Private Web http tcp 80 | encrypt | Log
Server https tcp

443
GIAC SSH ssh tcp 22
Server
Mail Relay webmail tep
80
SC-Group@Any | External DNS domain-udp | accept Log
53
SC-Group@Any | Any Any Block Log
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QOutbound Rules

ﬂ D OF D ATIO SERVICE ACTIC A I

Q Private-iteh-Server TCP hitp

4 | 2% scGroup@any L] clac-ssH-server TCP Hitps Encrypt Log
(I il el 1B S5H

,2%! SC-Groupisny g External-DhS UDP domain-udp @ Accept Log

H ,z% SC-GroupEpany * Any * Any @ Block Log

Rule #4 ensure that the remote VPN client are allow to access the private web
server, GIAC SSH server and the Mail Relay with a client-to-gateway VPN
tunnel.

Rule #5 specifies that the remote client can access the External DNS but without
having to encrypt the domain-udp traffic.

Rule #6 is the restrict rule that disallow the remote VPN client to access other
destinations that are not define within the local encryption domain. This is for
security purposes.

Order of The Firewall Rule Base

It is very important to spend some time evaluating the order of the rule base in
the firewall. Rules are process in an orderly manner. Firewall will inspect a
packet against the very first rule, second rule and so on till it found a rule that
satisfies the condition or it will drop the packet if no match is found. It is not the
best match rule that will be applied but is the first matched rule. Placing the same
set of rule but in different order will produce different security results and
performance.

Placing the rule base in a right order not only helps to improve the firewall
performance but it certainly helps to prevent wrong configurations.

Below is the complete set of our rule base.
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SOURCE DESTINATION SERVICE ACTION TRACK | INSTALLON | TIME -

L)

21

— = = = —_ = =

| Blan-List ‘ % Any | % Any @ drof ‘ . Log ‘ Policy Targets | % Any ‘ Ban Ho
| * Any ‘ Ban-List | % Any ‘@ drop ‘. Log ‘ % Policy Targets | % Any ‘ Firevra
| * Any ‘ [ slac-rn | % Any ‘@ drop ‘ Log ‘ % Policy Targets | % Any ‘ Steatth
| * Aoy ‘ D External-DHE | UOR domain-Licp ‘@ accept ‘ Log ‘ Policy Targets | & Any ‘ ANy -3
TCP Hitp Pubilic v
* A ] Public-web-5 iy L % Policy Target * A4 4
ny L Public-itieh-Server TCP hitps @accept og olicy Targets iy
| % Any ‘ Q ail-Felay | TCE smtp ‘@ accept ‘ Log ‘ % Policy Targets ‘ & Any ‘ Mail Re
UDP domain-udp DNS -
[] External-oNs % AN iy acce| Lo % Policy Targets | % An
- Y TCP domain-tcp @ b £ TR g
ail-Relay iy TCR smtp ACCE o olicy Targets iy i
£ i et * A ICE smi pt L * Folicy Targets | % Any | MalRe
g Irternal-DRS g External-DH= TCP domain-tcp @ accept Log % Policy Targets | % Any Init DR/
g Privateweh-Server | TCR hitp Secure
,17‘! SC-Group@@any g GIAC-S5H-Server TCE hitps Client Encrypt Lag % Policy Targets | % Any
L mai-Relay It ssH
g Privateweh-Server | TCE hitp Partner
[] Glac-ssH-Server | TCE Hitps
Partner-Metwaork — o Ericy Lo % Policy Targets | & An
Bl L maik-Relay TP 55H @ Encryrt & I b
TCE, smtp
‘ Q Sales-Admin ‘ Q Partner-55H-Server | TCR S5H | Encrypt ‘ Log | % Policy Targets ‘ % Ay ‘ Sales £
[ Border-Router TCP, telnet Metwwor
[ hetwwork-adrmin = o accept Log % Policy Targets | % Any
- L =ervice-et-IDS TEP hitps ®
‘ g System-Admin ‘ Service-Net-System | TEE SSH |$ accept ‘ Log | % Policy Targets ‘ % Any ‘ Syster
TEF Hity Internal
L Irtermal-Metwork & Any E hﬂp @ acoept Log & Policy Targets | % Any
e Fp=
GlAC-System g SyslogServer UDP =vyslog @ accept Log % Policy Targets | & Any Syslog
L Irtermal-Metwork g MTP-Server UDP. ritp-uicl @ accept Log % Policy Targets | & Any TP Fu
g Backup-Databaze g Databazse-Server TCP =ginet2-1521 @ accept Log % Policy Targets | & Any Backur
L] metwork-dmin
[] System-LAdmin —_
* Any 28| icmp-requests accept Log % Policy Targets | % Any
Service-Met-System @
Internal-het-Syatem
Q et ork-Admin MR dest-unreach
|:| System-Admin MR echo-reply
==S ice-Met-Syst ICHP info-repl )
* Any A ySIam | < Inin-reply @ accept Log % Policy Targetz | & Any
] Internal-hlet-System | P mask-rephy
ICHP time-exceeded
ICHP timestamp-reply
| & Any & Any % Any @ e ‘ Log ‘ % Policy Targets | % Any ‘ Clean

Rule #1 and #2 are rules created to block known attacker sites and advertiser
from entering and leaving GIAC’s network. There is no valid reason why we
should allow these packets to be processed against any other rules for matches.
Just drop it from the beginning. We should do similarly for the lockdown rule (
rule #3 ). Placing the lockdown rule will deter access and attack to the firewall.
This can safeguard the firewall from being compromise.
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The next consideration is to place the most frequent hit rules and specific rules
before any other general rules. This will speed up the network access and we
can impose strict inspection on every packet. Rule # 4 to rule # 9 are the frequent
hit rules as it serve e-business requirements. The next placement is the VPN
rules ( rule #10 till rule #12 ) for our remote suppliers, mobile employees and
partners. We noticed that these groups of people have made their access quite
often. Therefore, rule #10 to rule #12 should be placed before the internal access
rules ( rule #13 to rule # 20).

Rules #13 till rule #20 are basically the internal administration rule. The number
of hits for these rules is low so therefore it should be placed below. The very last
rule ( rule #21 ) is to drop and log all packets that do not match any of the rule
bases.

Please take note that it is practically important to periodically review and adjust
the order of the rule base. When new rules are added or existing rules are
removed, it can radically affect the firewall’s performance and behavior as the
logic and order of the rule base has changed.
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Tutorial for VPN Policy Implementation

References were made from the Student Edition book of Check Point VPN-
1/Firewall-1 Management | & II NG before compiling this tutorial. The sequence
of steps and some tips were excerpted from the book.

** Please take note that the numbers with circles on the snapshots are added to
enhance the explanation of each steps labeled as a, b, c, etc.

Create network objects
This section will explain ways to create network objects ( host or gateway )
a. From the Policy Editor, click on the Manage menu and select the
Network Objects option from the list.

Select here

" 192.168.10.254 - Policy Editor - Standard
File Edit View \ Manage Rules Policy Topo

=R

I EE8 Setup VPN,

=181

day Search Window Help
B EfSatx| 958 ||
s 20 8[| h o @ @B | % % ||

andard I ?ﬁ Desktop Security - Standard I

Mety Jjecks. ..
Services...
Resources...

OPSEC Applications. ..
Servers...

= Security - Stal

L d Administrators...
prbpgl-b e SERVICE ACTION TRACK | INSTALLON | TIME =
Permissions Profiles...
1 Tirme, .. . - - -
| 1 Bar-  yon commurities * Any @drop | Log | * Policy Targets | & Amy | BNHO
1 -
* Any Q05 » * Any @ drop | Log | % Policy Targets | & Any | rewa
UA Authentication 3
‘ * Any Real Time Monitor 3 | * Any |© drop | Lo | % Policy Targets ‘ * Any Stealth
‘Web Authorization 3
-3
* A - UDP, domain-udp accept L * Policy Targets & Any Y
' i L Publicweb-server @ = Y

b. The network object screen will appear as below. Click on the New
button and select workstation option.

— Metwork objects:
ﬂ More »»

Show: |Al
=
=

x|

[ 1 Database-Server
[ ] External-DNs

External-hetwork
[E2] Ext-Metwiork
MEE] Firewall-wiorld
B ciac-Fw

O) =i

Click here \

F New. | Remove | Ed. |
Metwork. .. l

05E Device...
Embedded Device...
Group

Logical Server ...
Gateway Cluster...
Dynamic Objeck...

Help

» Select here
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**Note: Step ¢ and d describe ways to create a host object
Step ¢1 and d1 describe ways to create a gateway object
Host object

c. The workstation properties screen will appear as below. Key in a name
for the host object, set an internal IP address and click type as host (
example shown below is for the Mail Relay server ).

Tips : Please make sure that the host object is set as host NOT
gateway.

x|

Workstation Properties - Mail-Relay

‘name for the
workstation

- Topology @ Set an Internal IP
e NAT Marme: b4 ail-Felay address
L Ad d

vence P Acddress: [192.168.20.4 Get addlessl ] e ks

Cormment: I

Calar: I I -

Type: " Host " Gateway
@ Check Point Products
Click the host [~ Check Paint products installed:

option
Wersion: ING Feature Pack 1 j Giet 4 ersion |

[CIFiietaall-1 -
1PN ﬂ
=]

. General General

[CFloodGate-1
[C1Folicy Server

Object Management

! W anaged by this anagement Server [Intermal]

€ Kanaged by anothen Management Server (External]

™ Interoperable YPH Device

oK I Cancel | Help |

d. Atthe left pane, select the NAT option. Check on the “Add Automatic
Address Translation rules” to enable NAT for this workstation. Set it as
Static NAT ( one public IP for one workstation ), set a Public IP
address (to translate internal IP of 192.168.20.2 = Public IP of
XXX.yyy.zzz.2) and install on the GIAC-FW.
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The external network IP address for this snapshot has been sanitized to fulfill the

requirement set in GIAC Certification Administrivia
Workstation Properties - Mail-Relay e x|

@ NAT
Select —Walues for Addiess Translation
here (3) Setit for Static NAT

7 v Add Autornatic Address Translation rules
i +]
/ Translation method: Static = @ g:; :e::hllc ]
@ Check £
for NAT Metwaork, valid address: | xxx.yyy.zzz.2 Install on
GIAC-FW
Inztall on: w GlAC-Fuy =

= Office kM ads
& Never offer Dffice fMode

7 [ffer Office Mode to group: I vl

= Always offer Dffice Mode

QK. I Cancel Help

Gateway Object

c1. The workstation properties shall appear as below. Key in a name for
the gateway object, set a Public IP address, give a comment and click
type as gateway ( example shown below is for GIAC Firewall ).
Check the install option for Firewall-1 and VPN-1 ( for integrated
Firewall-1 & VPN-1 function ). The Policy Server option will be
discussed later ( Configuring Policy Server section ).
Tips : Please make sure that the firewall object is set as a gateway
NOT host. The VPN-1 option must be checked as we are integrating
the VPN gateway with the firewall.
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The external network IP address for this snapshot has been sanitized to fulfill the
requirement set in GIAC Certification Administrivia

VWorkstation Properties - GIAC-FW

Provide a name for the

General firewall
Set a Public IP
Marne: GIAC-Fu address
W . 722, 254

Get address | [~ Dynamic Address

IF Address:

Comment:  |GIAC Firewall

- Advanced Gl lﬁ Provide a
el . - comment
Type:  Host ' Gateway
Check Point Products < Clickas
@) Gateway

¥ Check Foint products installed:

“Wersion: ING Feature Pack 1 j Getersion |

Check ———3 [WFirewiall-1 f’
here —— |[WVPN-1

[CFloodGate-1

[w|FPolicy Server j

Object Management
% tanaged by this Management Server [Internal]

= Wanaged by another kM anagement Senver [External]

Secure Internal Communication

Communication... | [ Ic:n=c:p_mgmt,o=GIAE-FW. wzkgqi

I | Interoperatile YPN Device

0K I Cancel | Help |

d1.At the left pane, select the topology option. Set the External network,
Internal network and Service network IP address and network mask

for the firewall.

The external network IP address for this snapshot has been sanitized to fulfill the
requirement set in GIAC Cetrtification Administrivia

Workstation Properties - GIAC-FW

- General @) Topology
- Topology #— Select
HAT here Get Interfaces |
::\gxptrrqanet Hame LiPaddiess . [ Metwork Mask
. Buthentication |- External-Metwork  weewpy.zzz. 204 2652562550 External
Intemnaletwok. 19216810254 255.255.255.0 Thiz Network,
-~ Management Service-Metwork | 192.168.20.254 | 255.286.255.0 This Metwark.

- Advanced

®

Set the External
Network, 4 | | _>|
Internal Network and
Service Network IP Add.. | Edit:.. Femaye

WPN Domain

Al IP Addresses behind G ateway based on Topolagy
infarmation.

& Manually Defined I GIAC-YPM vl Mew...

¥ Exportable for Secufemote/S ecursClisnt

ak. I Cancel Help
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Gateway-to-Gateway VPN
( using IKE Encryption Method )

This section will explain ways to implement gateway-to-gateway VPN between
GIAC’s office and partners’ office.

Before we could proceed with the configuration, it is very important for us to
exchange information with our partners on the encryption schemes, data integrity
and authentication methods. Configurations at both ends must be the same in
order to establish the VPN connection. For our case, our partners and us had
agreed to enable the configurations below in our firewalls.

Encryption schemes - IKE

Key exchange encryption — 3DES

Data integrity - MD5
Authentication method — Pre-shared secrets

1. First, we need to configure the encryption domain for GIAC-Firewall
This is important as we need to define objects or networks to be protected
within the VPN tunnel.

a. From the Policy Editor, click on the Manage menu and select the
Network Objects option from the list.

Select here

~=181x]

% 192.168.10.254 - Policy Editor - Standard

doy  Search ‘Window Help
|
Bl eSSt &8 |
SCRIC R S ORI AR

andard I Eﬁ Desktop Security - Standard I

I ﬂ O | x‘ r'-letl.-'-u:url::_ Chbjects. ..
- Services.. -

I B Setup PN,  Resources... E@' | el 2l

- QPSEC Applications... -
SBrvers,,,

55 Security - Stal

Users and Administrators...
< o Y SERYICE ACTION TRACK INSTALL ON TIME =
Permissions Profiles. ..
GEa J J ! ! 1 e
| 1 | Ban- VPN Commurnities | % Any ‘@ drop | Log % Policy Targets | * Any anho
‘ * Any QoS » ‘ % Any ‘@drnp | Log | % FPolicy Targets| % any |Firews
L& Authentication 3 !
‘ % Any Real Tirma Monitor 3 ‘ % Any ‘@drnp ‘ Log | % Policy Targets | % Any | Steatth
Web Authorization 3 : :
TETTTEEDT Any -z
* An - 0P, domain-udp accept L % Policy Targets | % Any
l X | L Public-web-Server @ ¥ e

b. The Network Objects screen will appear as below. Select GIAC-FW
and click on the Edit button.
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Network Objects E x|

— MNetwark objects:

Shiow: IAII j Mare > |
[ ] Datahase-Server ;I
[ ] External-DNS |

External-Metwork @

Ex‘t-NeiWnrk"’/SEIECt here
L I i

[ ] GlsC-S5H-Server =l
GIAL Firewall
Mew... || Remove I

Cloze I Show |

Click here

c. The GIAC-FW workstation properties will be displayed as below. At
the left pane, select the topology option.

The external network IP address for this snapshot has been sanitized to fulfill the

requirement set in GIAC Certification Administrivia
Workstation Propetties - GIAC-FW ﬂ

- Topology = Select
MAT here Get Interfaces |

Mame | IP Address ... | Metwork Mazk ... | IP Addresses behir
External-Metwork. | wesywyzzz 254 265.255.256.0 External
IntemalMetwork. | 19216810264 265.255.255.0 This Metwark
Service-Metwork | 192168.20.254  265.255.255.0 This Metwark

Extranet

- Authentication
- Management

- Advanced

1 | ©

add.. | Edi. Remave

WPM Damain

&l P Addresses behind Gateway based on Topology
infarmation.

& Manually Defined I GIAC VRN vl Mew...

Click here & /
select GIAC-VPN

¥ Exportable for SecuRemate/S ecureClient

ok I Cancel | Help |

d. Atthe VPN Domain section, make sure that you click on the
“Manually Defined” option.
Tips :Do not click on the option for “All IP Addresses behind
Gateway based on Topology information” as partners could only
access the servers on the Service Network via private IP. This
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would not worked as private |P addresses are not routable through
the Internet and we have filtered private IP addresses at our border
router access control list.

To avoid this, we need to choose the “Manually Defined” option to
ensure that internal servers are accessible by partners via Public
IP. Please take note that whatever objects we set for “Manually
Defined” option will fall within the VPN domain. Any objects that are
defined can be accessible in a gateway-to-gateway VPN session or
a client-to-gateway VPN session and this can be control at the
firewall rule base.

For our case, we had selected the Mail-Relay, GIAC SSH server,
Private web server and sales administrator desktop as the objects
for the VPN domain and we have grouped it as “GIAC-VPN”.

2. The next step is to configure GIAC-Firewall ( VPN gateway ) to use IKE
Encryption

a. Atthe left pane, select the VPN option. Check on the IKE option as the
Encryption Schemes.
Tips : IKE is preferred as it is the industry standard protocol for VPN
key management while FWZ is Check Point proprietary encryption

Workstation Properties - GIAC-FW x|
- General VPN
-~ Topol
N:;F"I'D oo @ Encrption schemes
EEH «—Select
. Extranet here l Set default IKE pmpeltiesl

i Authentication OFe Fevz
- Management @/
LL, Click here
Certificate List

Mickname | o] | Certificate Autharity

defaultCert  CH=GIAC-Fw VPN Certfica..  internal_ca

< | i

Add.. Edi.. | Remove |

ak I Cancel | Help |

b. Edit the IKE Properties settings by clicking on the Edit button. The IKE
Properties screen shall be displayed as below.
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IKE Properties

General I

— Support key exchangs ep:@thion with:

Support data integrity with: —@—

¥ MD5

[~ 5Ha1

/ Check here

X

2/

— Support authentication methods: —Check here

¥ Pra-Shared Secrat / Edit Sacrets. . |
[ Public Key Signatures Specify... |

¥ WPH-1 & FireWWall-1 authentication for SecuRemote/S ecureClient [Hubrid Mode)

Advanced ... |

Ok, I Cancel |

Help |

c. Make sure that 3DES option is checked as the key exchange
encryption and MD5 is checked for data integrity. As for the “Support
authentication methods” section, check on the Pre-Shared Secret

option

Tips : Please take note that the options that we set above must follow
the settings that we had agreed with our partners

3. The third step is to configure the Encryption Domain for our Partners’

gateway.

a. From the Policy Editor, click on the Manage menu and select the
Network Obijects option from the list.

Filz  Edit \ﬂew|Mana
| do| ¥

| BB Setup YPN,,  Resources...

= Security - Stal S a—

I, 192.168.10.254 - Policy Editor - Standard

OPSEC Applications. ..

Select here

pojfdy Search  Window Help

=18 %]

B LESeLx|9saln

e[| e= | 2 8l

| x &)@ @& B 50| W 2| | |

ndard I Eﬁ Desktop Security - Standard I

L d Administrators...
e T R SERVICE ACTION | TRACK | INSTALLON | TIME =
Permissions Profiles...
— T J J J J —
| 1 Ban. VPN Communities * Any @drop | Log | * Policy Targets | % Any anho
I =
* Any QoS » %* Any @) wrop | Log | % Policy Targets | & Any | [reWa
U Authentication 3 !
‘ * Any Real Time Monitor ] ‘ * Any ‘@ drop ‘ Log | % FPalicy Targe{s| * Any Stealth
‘Web Authorization 3 e
-3
* An - UOP, domain-udg accept L * Policy Targets | % Any
I 5 L Public-web-Server @ o it

b. The Nework Objects screen will appear as below. Select Partner-FW
and click on the Edit button
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Metwork Dbjects E x|
— Metwark objects:

Shnw:l.-‘i'l.ll j More = |

¥
[ ] Partrier-cliert @ |

8 partrier-Fin f— Sglect here
Partner-Internal

Fartner-rletwork |
[ Partrer-s5H-Server
[ Partnier-S5H-Web-Private -
|
Mew... | Remove Edit... “l

Close I

Show |

\ @
Help | Click here

c. The Partner-FW workstation properties will be displayed as below. At

the left pane, select the topology option.

The external network IP address for this snapshot has been sanitized to fulfill the
requirement set in GIAC Certification Administrivia

Workstation Properties - Partner-FW il
- General (1) Topology
- Topology <= Select
LMAT here Get Interfaces |
WP T
- Eutranet Mame | IP Addrezs | Metwark Mazk ... | IP Addrezzes behind i... |
Az rane ’ Extenal  PPPPRRPRp.254 2552552550  Extemal
""" Hance Intemal  10.0.0.0 255.0.0.0 Undefined
Add... Edi... Hemove
YPM Daomain
" AllP Addresses behind Gateway based on Topology
infarmation.
@ & Manually Defined L Partrier-Metwork j Mew...
Click here &
select Partner-Network
I | Erportable for, SecuB emate/SecureClient
Ok, I Cancel Help
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d. Atthe VPN Domain section, make sure that you click on the “Manually

Defined” option

Tips : Do not click on the option for “All IP Addresses behind Gateway
based on Topology information”, as servers at partners’ network can
only be accessible via its Private IP. This would not work as private IP
are not routable through the Internet and we have filtered private IP

addresses at our border router access control list.

To avoid this, we need to choose the “Manually Defined” option to
ensure that partners’ servers or network are contactable via Public IP.
For our case, we had selected the partner network as the object for the

VPN domain.

4. The fourth step is to configure Partner-FW ( VPN gateway ) to use IKE
encryption.

a. Atthe left pane, select the VPN option. Check on the IKE option as the

Encryption Schemes.

Workstation Properties - Partner-F¥

« General VPN
i Topology

Enciyption schemes

NAT 0]
.. g Select

- Extranet here

o Advanced @ / Ol Fwiz
Check 4
®
Click here

| [M=IE

o]

Cancel |

Help

b. Edit the IKE Properties settings by clicking the Edit button. The IKE

Properties screen shall be displayed as below.
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General |
— Support key exchange enciyption with: - — Support data integrity with: ————————
LIE oes - ¥ MDS
CAST|
® ICEEES —Cileck [ SHAT
Check here
here — Suppart authentication methods:
I ¥ Pre-Shated Secret I I Edit Seciats. J @
@ [T Public Key Signatures M atching Critena S Click here
Check
here I~ WPNA & Firew/all authentication far Se: /G ecurellient [Hybrd Mode]
Advanced ...

[ ok | cancel | hHep |

c. Select 3DES as the key exchange encryption and MD5 for data
integrity.

d. The next step is to check on the Pre-Shared secret and click on the
Edit Secrets button

Shared Secret x|

— Shared Secrets List:

Peer Mame | Shared Secret |

GIAC-Pw
Click here /

Ly Edit |
Remove |

Ok I Cancel | Help |

e. The shared secret screen shall appear as above. Click on the Edit
button. Key in the shared secret password and confirm your password
by clicking the Set button.

x
— Shared Secrets List: |
Peer Name | Shared Secret |
—— | Edt |
Edit

Entelsecretlg1i2a304 Set | ‘ \

ok | Cancel | Help

Set password
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5. The fifth step is to create a gateway-to-gateway IKE VPN rule with the
following requirements : -

Rule # | Source | Destination | Service Action | Track | Install
On
11 Partner- | Private- http, https, | Encrypt | Log Policy
Network | Web-Server | ssh and Target
GIAC-SSH- | smtp
Server
Mail Relay
12 Sales- Partner- ssh Encrypt | Log Policy
Admin | SSH-Server Target

Ways to add rule

a. To create rule #11, highlight on rule #10. Then click on the Rules
menu and Add Rule with option to place rule #11 below rule #10.

Click here Select here
hig.10 Po dito dard - Iﬂlﬁi
File Edit View Manage [ELE; Palicy ology  Search  Window fHelp
2oy me EEEE Boton. i o e || B & || WP
= Add sut-Rule Top
‘ BB 5etup VPN, . [ DeleteRule  Del :} e B '.sl @ & .F“-| Y, .:l |1:f]| E |
- . Disable Rule Above
= Security - Standard |=E Add 05 Class |:| Security - Standard I

Select All Chrla -
ﬁ SOURCE o i I SERVICE ACTION TRACK | INSTALLON | TIME

Hide
II [ Ban-List | * Ary ‘ % Any ‘@drop |.Log ‘ * Policy Targets | BanHo

* Any |
b. A new rule, rule #11 will be added to the rulebase.
c. Point at the Source column ( 1% column ) and do a right mouse click
and select the Add option.

Add Users Access... l

Add Extranet Groups, ..
Edity ..

Delete Select here
‘ihere Used.. .,
leqate Cell
@ Select Al
Right mouse Cut
click Loy

Paste

Query Colurnn. ..

; Clear Query
11| % Any | & Any & Any @drop @None & Paolicy Targetz | % Any

d. The Add Object menu will appear as below. Select Partner Network
as the source object and click the OK button.
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x|
— Metwork objects: -
Show: |4l =] Mo

L] nTP-Server d
[ ] Partner-Client
& partner-Fov

Partner-internsal @ =

@

Click here

e. Repeat the similar steps like ¢ and d for the Destination ( 2nd
column), Service ( 3" column), Action (4™ column ), Track ( 5™
column ) and Install On ( 6™ column ) with a right mouse click and
select the appropriate action in accordance to the requirements
listed above. Below is an example of the repeating procedure for
Action column.

Tips : By default, a new rule is not set to log. Therefore, make sure
that you choose to log it. By default the Install On ( 6™ column ) is
set to Policy Target.

Edit: propetties. ..
Add Encryption
Edit Emcryption, ..

@ accept
@ drop
° e Select here
) User Auth
@ {E) client Auth
Right mouse 9 Session Auth
click
g Private-Weh-Server | TCP hitp \ Qluery Column...
11 | 4L Partrier-Metwork E ;:;:;:-Server % r;l;zs St * Policy Targets | % Any
TR simip

f. Repeat similar steps like a, b, ¢, d and e when adding Rule # 12
Tips : Please make sure that the correct objects are set for source
and destination and select the right service and action for Rule #12.

Rule # 11 and # 12 are now added to the rule base.

g Privete-Wish-Server | TCE Hitp Partnier %Pl
L] clac-ssH-Server | TP hitps
Ak Partner-Metwork | = o Encrypt Log % Policy Targets | % Any
L mail-Relay TCe s5H ©
ILE =smip
| g Sales-Admin g Partner-S5H-Server | JCR S5H Encrypt ‘ Log ‘ & Policy Targets | & Any Sales £
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a. From the Action column, right mouse click button on the Encrypt icon
and select the Edit properties option. ( Do for both Partner-Network
and Sales-Admin )

Edit propetties. ..
BT,
@ Edit Emcryption, ..
Select here @ scoent
@ drop
° reject
& User futh
@ &) Client Auth
Right mouse click €) Session Auth
Encrypt
Client Encrypt
g Private-Weh-Server | TCP hitp Query Calumn. . I I Partner %Pl
11| Y& Partrier-Metuork E 3:;?:.::_Sewer % ::LS o L, t Palicy Targets | % Any
TCR smip
Edit properties. ..
@ Edit Err:.r-;:-.l’.:' (e P
Select here —_—
D) accept
@ drop
@ reiect
) User Auth
Right mouse click S
) Session Auth
Encrypt

& client Encrypt

Query Colurnn,..
Clear Query

Sales £

—
| 12 | g Salez- Admin g Partnier-S5H-Server | TCP S5H * Any

% Policy Targets

b. The Encryption Properties screen will appear as below. Click IKE as
the Encryption schemes.
Tips : IKE is preferred as it is the industry standard for encryption
scheme while FWZ is Check Point proprietary encryption method.

Encryption Properties

General |

Encryption schemes defined:

@

Click here .

Click here

Ok I Cancel | Help
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Trangform -

I + Encryption + Data Integrity [ESP) I

" Data Integrity Only [4H)

c. Click on the Edit button. The IKE Properties screen shall be displayed
as below. Click on the option for Encryption + Data Integrity (ESP) and
3DES as the encryption algorithm and MD5 for the data integrity. This
shall be applied to all allowed peer gateway
Tips : Do not select the option for “Data Integrity Only (AH)” as AH is
incompatible and breaks with many NAT implementations. Select ESP
as it can function with most NAT implementations.

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs,
Book 2.4, pg 101-107 )

IKE Properties

General I

X

LeJ Lo

£

Encryption Algorithm: @ |3DES
D ata Integrity :®: J D5
Compression method: ’m
Allowed Peer Gateway: J % Any
[ Use Perfect Forward Secrecy
Use DH Group: I aroup 2 (1024 bit) j

[~ Peitarm IP Paol NAT

Ok | Cancel Help

Client-to-Gateway VPN
( using IKE Encryption Method )

This section will explain ways to implement client-to-gateway VPN connection
with suppliers and mobile employees. Similarly, all traffic between the remote
VPN client and GIAC-FW ( VPN Gateway ) will be encrypted using IKE

encryption scheme.

1. First, we need to configure the user properties.

a. From the Policy Editor, click on the Manage menu and select the Users
and Administrators option from the list.
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% 192.168.10.254 - Policy Editor - Standard =]
Filz Edit VYiew | Manage Rules Policy Topology Search ‘Window Help
Metwork Objects, .. = + 4
| o]y ko H| EFF=ix|| 9&&| v
Select here e
J B Setup PN,  Resources... 2 @| g g,-| al g J [ J.| | s
ems . _  OPSEC Applications... —
3 Security - Sta e andard I L1 Deskkop Security - Standard |
Users and Administrators. ..
RIS SERVICE ACTION TRACK | INSTALLON | TIME
Permissions Profiles. ..
1 Ban- sty * An @ driy . Lo % Policy Tar ets * An Ban Ho
= VPN Communities. .. ¥ P g ¥ 1arg Y
H & ANy Qo5 » % Any @drop . Log % Policy Targets | % Any | [rewa
A Authentication »
H * Any Real Time Monitor 4 & Ay @drop Log % Policy Targets | & Any Stealth
‘Web Authorization 3
T AT TTEFOT S Ay --=
* Any — 0P domain-udp accept Log % Policy Targets | % Any
I g Public-ieb-Server @

b. From the list of users, select mobile1 and click on the Edit button ( as
shown on the left ).
Note : In our configuration, we have created mobile1 and mobile2 as
mobile employees’ account and supplier1 and supplier2 as our
suppliers’ account.
c. The User Properties for mobile1 shall appear as below ( as shown on
the right ).
_ ﬂ User Properties - mobilel x|

Location I Time I Certificates | Encrypption I

[ Gened | Pesonal | Grows
Show: |l 0 |
. ; Login Mame:
2, mohile] = Select here ;I
- .
— mobilez X
& Click here
— partner
A, partner2
,LT—\u Partners
,LT—l SC-Group ;I
MNew... | Remove 4 Edi... |

Cloze I Install .. |/ Help | ,TI
@

Click here

Cancel Help

d. Click on the Authentication tab and make sure that the VPN-1 &
Firewall-1 password is selected for user mobile1 as the authentication
method.
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User Properties - mobilel E x|
Location | Time | Certificates | Encryption |
General | Personal I Groups Authentication

Authentication Scheme: | PR -1 & Firehw/all- 1 Password [l I @
[~ Settings: ‘\- Select

Password

I Change Password...

VPN-1 & Firewall-1 Password

Click here

QK I Cancel | Help |

Though the VPN gateway can support several other stronger
authentication schemes ( such as SecurelD, Radius, TACACS, AXENT
Pathways Defender ) but due to budget constraint we had to limit
ourselves to use the VPN-1 & Firewall-1 Password.

Tips : The authentication scheme selected for remote VPN users must
also be enabled at the Authentication tab of GIAC-FW Workstation
Properties. The step to configure this will be discussed later ( Configuring
Policy Server section ).

e. From the settings section, click on the change password button. Type
in the new password and confirm the password. The next step is to
click on the Encryption tab to configure the Encryption settings.

Location I Time I Certificates
General I Personal I Groups Authentication @
Click here

Authentication 5cheme: IVPN-‘I & Firg'w/'all-1 Password ﬂ

B Enter Password i Xl

T | ®
oK Cancel | \ Set the password &

confirm password

QK Cancel Help
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f. At the Client Encryption Methods section, check on the IKE option.

x
Geneidl |  Pesonal | Groups | Authentication |
Locaion || Tme |  Ceriicales Encryption

- Successful Authentication Track:
" None I = Loa I " Alert

2) 7
Click here /’

g. From the Successful Authentication Track, you should choose to log
mobile1 user’s activities at the firewall. This is for auditing purposes.
Tips : We need to repeat step 1 for all suppliers and mobile employees
accounts that we have created.

2. As soon as we have completed step 1, we need to activate the configuration
that we had set for the users by doing a user database installation.

Install Users Database 3 x|

— Inztall Uzers Databasze on:

|_'|;ifI GlIAC-FW
Check here

@

Clear All | Select Al #Click here

-~

| k. ‘I"/E'ancel | Help

To install the user database, check on the GIAC-FW object and click on the OK
button and you will prompted with a screen as shown below.
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Install Users Database ; |

Instaling Databazes Orn: GIAC-Fw
[ atabase installed successfully on GIAC-FwW...

[atabase installation complete

D atabase installation Succeeded for:
GIAC-Fw

Kl _>I;I

3. The next task is to create a group for these client-to-gateway VPN users.
From the user screen, click on New then on Group.

Users: -
Shaw: &1 =]
& mokile1 -

o
- T
3 3
= &4
iz

% Partners
i) SC-Group

©)

Click here

K

New.. Remove ] Edit...

User by Template 3

L Help

XEernal group. ..

Template. .. \ @

Select here
Group Properties - SC-Group @ ll
MName: | ISC-Group ‘-I_ Name the group

Commert: I

Calor: I- vl
Wi All - Wiew expanded group... |

Mot in Group: In Group:
™ Wobile & mobile1
& partner &, mohile2

2, partner2 Add> | 2, supplier!

,L%! Partriers 2, supplier2

,LT‘! Session-Auth < Femaove |
L]

L= Suppliers 4 VPN users’
account added
®v here

QK I Cancel | Help |

Provide a meaningful name for this group. In our setting, we called it as SC-

Group and we had added mobile1, mobile2, supplier1 and supplier2 accounts
into this group.
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Configuring the Policy Server

This section will explain ways to configure the GIAC-FW as the Policy Server.
The Policy Server contains security policy that will be uploaded into the remote
VPN client’s desktop whenever they are successfully connected to GIAC'’s
network.

1. First we need to configure the workstation properties of the GIAC-FW.

a. From the Policy Editor, click on the Manage menu and select the
Network Objects option from the list.

Select here

% 192.168.10.254 - Policy Editor - Standard
File Edit ‘View |_Manage Rules Policy Topo
et cts...
M Services...
Resources...
OPSEC Applications. ..
Servers...

==l x|

gy  Search Window Help
B EFTef=|9&& | W
e[ s 508 2 @@ @ E 3| 2 | |

andard I ?ﬂ Desktop Security - Standard I

_| B Setup VPN,

&= Security - Stal

L d Administrators.., -
prai SERVICE ACTION | TRACK | INSTALLON | TIME
Permissions Profiles...
T = Time. ' T ' Ban Hh
| 1 Ban- WP Communities * Any @drop ‘@ Log % Policy Targetz | % Any an: o
* Any QoS » * Any @) arop ‘ Log | % Policy Targets | % Any |Firewa
UA Authentication 3
H‘ * Any Real Time Maonitor 3 ‘ * Any ‘@drnp ‘ Log ‘ % Policy Targets ‘ * Any Steatth
‘Web Authorization 3
T = Any -
* An — el YO8 domain-udg accept L * Policy Targets | % Any
I % L1 Public-wieb-Server @ og v

b. The Network Objects screen will appear as below. Select GIAC-FW
and click on the Edit button.

Metwork Objects

— Metwork objects:
Show: I-"l"-"

[ ] Database Server
[] External-DNS

j More > |
=

|
External-Metwork @
Exd-Metwvork Select here
| «
L[] Glac-ssH-Server |

GIAC Firewall

Mew...

|| Remove Il Edi...

Cloze I

)

Lo Click here

5 k oA |

© SANS Institute 2003,

Page 65 of 99
As part of GIAC practical repository.

Ver 1.9

Author retains full rights.



GCFW Practical Assignment Ver 1.9

c. The GIAC-FW workstation properties will be displayed as below. At the
left pane, select the General option.

The external network IP address for this snapshot has been sanitized to fulfill the
requirement set in GIAC Certification Administrivia
Workstation Properties - GLAC-FW e 5[

MAT here Mame: IGIAC-FW
PR !
P &ddress: Im-:x.yyy.zzz.254 Getaddrezs | [ Dynamic Address

- Extranet
- Authentication
i Management

-- Advanced Color: I N - I

Type: " Host % Gateway

Comment: |G|AC Firgwall

Check Point Products
¥ Check Paint products installed:

Wersion: ING Feature Pack 1 j et ersion |

(VIFireiw all-1 ﬂ

[w]/PH-1

FloodGate-1
[w]Folicy Server

@ Obiject Management
Check here

% Wanaged by this tanagement Server (Intermal]

! Managed by anather Management Server [Extemal]

Secure [nteral Communication

Communication...l [ |cn=cp_mgmt,o=GIAE-FW..vzkgqi

I Interoperable WEN Device

ok I Cancel | Help |

d. Make verification that the Policy Server option is checked

e. The next step is to select the Topology option from the left pane and
make sure that the option for “Exportable for SecureRemote” is
checked.

Tips : By checking this option, the Policy server’s encryption domain
topology is available to all remote VPN clients. The remote client’s
desktop can then download the desktop security policy set by GIAC’s
administrator.
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f.

The external network IP address for this snapshot has been sanitized to fulfill the

Check here

From the left

that the VPN-

requirement set in GIAC Certification Administrivia
Workstation Properties - GIAC-FW ﬂ
- General l: ) Topology
i Topology = Select
e NAT here Get Interfaces
Mame | IF Address ... | Metwork hask .. | IF Addreszes behir
Enternal-Metwork  wewyypzzz 264 265 266.266.0 Extemnal
InternakMetwork  192.168.10.254 2552552550 This Network,
- Management ServiceMetwark 19216820254 285.255.255.0  This Netwark,
- Advanced
4| | W
add. | Eci Remave

WP Domain

AP Addresses behind Gateway based on Topology
information,

1+ Manually Defined New..
/l ¥ Exportable for S ecuRiemateS ecureClisnt |
oK I Cancel | Help |

pane, select the Authentication option. We need to verify
1 & Firewall-1 Password option is checked for the

Enabled Authentication scheme section.

Tips : This is

very important as all remote VPN clients authentication

scheme are set with VPN-1 & Firewall-1 Password. If the user
authentication scheme define in the user account is RADIUS, then you

should check

the RADIUS option or else the user would not be able to

connect to GIAC-FW ( VPN Gateway ).

Workstation Properties - GIAC-F\W x|

- General
- Topology

Managemenl
I Advanced

Check here

Authentication

@ Enabled Authentication Schemes:

Select [~ SiKey [ RADIUS
here [~ SeculD [~ AXENT Pathways Defender
[ 0S5 Password [ TACACS
I [V WPM-1 & Firew/all-1 Password I
/ Authentication Settings:
User Authentication session imesout: 15 _:I Minutes

I Enable wait made for Client Authertication

Authentication Failure Track: IPopup Alart 'l

HTTF Security Server:

[ Use Nest prosy Host:l F'olt:l

Palicy Server:

Users: I,:Tﬂ SC-Group 'l
Select /
SC-Group

o]

Cancel Help
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g. At the Policy Server section, click on the Users drop-down menu and
select the group ( SC-Group ) that we have created earlier.
Tips : If we missed this step, the remote VPN client would not be able
to make contact with the Policy Server.

After defining the users group, we need to make some verification on
the VPN configuration. At the left pane, select the VPN option.

Workstation Properties - GIAC-FW LI
- General ¥PN
- Topology E " "
NAT SE'EC‘I NCYplion sChemes
- [l €—— here
- Estranet l HGELE Set default IKE propeltiesl
- Authentication [ mEE
- Management Check
E-Advanced  DeTe Ed. |
@ Certificate List
Check if the Nickname | DN [ Certiicate Authority |
internal certificate defaultCert  CM=GIAC-FW WPH Cetifica..  internal_ca
exists
< | |
Add. Edi. | Remave |
ak I Cancel | Help |

i. Please make sure that the Encryption scheme selected is IKE ( as we
have defined IKE as the encryption method for all remote users ) and
the Internal Certificate does exists in the Certificate List section.

2. The second step is to check the settings in Desktop Security Properties.
a. From the Policy Editor, click on the Policy menu and select the
Global Properties option from the list.

ik 192.168.10.254 - Policy Editor - Standard =1 |
File Edit view Manage Rules|PoIicy Topology Search  Window Help

verify, ., L]
j@o|ymm| & * B || WE M| R
| Efisetpyen..  (Hlsetupl  Uninstal... | &l || R O® | & & | | ‘
= 3 — View,.. -
=1 Security - Standard | B9 Addre 5 cece ists, Secunty-Standardl

Install Users Database. . =

SOURCE S ACTION TRACK | INSTALLON | TIME
Policy Installation Targets...
‘ & Ban-List pangement Hioh Avalabity... | ‘@ drap ‘ Log ‘ * Policy Targets | % Any | BanHO
.‘ * Any ‘@ drop ‘ Log ‘ * Paolicy Tsrgets‘ % any Firewa
\ Select here
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Global Properties

[#- Firghw'all-1

[+ %FH-1

- Desktop Security

- Wizual Policy E ditor

- Management High Ava
- Stateful Inspection

- LDAP Account M anage
- Metwork Address Trans
- ConnectControl

- Open Security Extengio
- Log and Alert

- Extranet Management |
- Diefault Installation

[l
)

i E

Desktop Security

SecuRemote/S ecureClient
[~ Respond to unauthenticated topology requests IKE and Fwz)
[ Allow cache static passwords on desktop
[ Encrypt DMS traffic

Yalidation Timeout
% se default values [for mare information refer to online help)
120

IKE Properties for SecuRemotes/SecureClient

" Validation timeout every minutes

Use DH group for IKE phase 1: IGroup 21024 bit)

[

r SecureClient

Desktop Configuration Verfication

¥ Palicy iz installed on all interfaces

v Only TCPAP protocols are used

Configuration Yiolation Motifization

¥ Generate log v Motify deskiop user

E arly Yergions Compatibility

Mote: The following settings apply only to SecureClient prior to NG,
Fram MG, these settings are configured in the Desktop Security policy.

Secure Configuration Verfication

Reguired palicy for all desktops: Allovs Dutgoing Only j
v Desktop i enforcing required policy
Ok I Cancel | Help |

b. At the left pane, select the Desktop Security option. Make sure that
the settings for Desktop Security properties appear as above.

( Explanations below were excerpted from CheckPoint VPN-
1/Firewall-1 NG Help file for Global Properties window — Desktop

Security )

The “use default values” is for validation timeout allow IKE
passwords to expire in 4 hours.
The “Policy is installed on all interfaces” enable the Policy Server to
check that the desktop policy is present on all physical interfaces of
every desktops.
The “Allow Outgoing Only” means to allow only SecureClient to
initiate the connections.

Tips : Please take note that under the SecureClient section, make
sure that the remote VPN clients’ PCs or notebooks are not loaded
with non-TCP/IP protocol. If yes, then you may need to uncheck the
“Only TCP/IP protocol are used” option or else the client would face
some connectivity problems. For our case, our remote VPN clients
desktops are loaded only with TCP/IP protocol.

3. The third step is to create a client-to-gateway IKE VPN rule with the following

requirements :-
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Rule # | Source Destination | Service | Action Track | Install On
10 SC- Private- http, Client Log Policy
Group@Any | Web-Server | https Encrypt Target
GIAC-SSH- | and ssh
Server
Mail Relay

Please refer to page 57 — 58 for guides to add rule.

g Private-ieh-Server | TCE Hitp Secure
,LT—l SC-Group@iny g GlAC-SSH-Server TP Hitps Client Encrypt Log % Policy Targets | & &ny
L] Mail-Relay IEP, 53H
From the Action column, right mouse click button on the Client Encrypt icon
and select the Edit properties option.
@ Edit properties... |
Select here/ ety
@ accept
@ drop
° reject
) User duth
=) Cliertt Auth
Right mouse click €3 Session Auth
Encrypt
& cCliert Encrypt
Query Column, .. 0
g Private-Web-Server | TCP hitp Clear Query SecureClie
10 ,LT‘l SC-Groupi@Aany g GIAC-SSH-Server TCR hitps @ Clie ' Policy Targets | % Any
g Internal-tail-Server | TR SEH

The User Encryption Action screen will appear as below.

User Encryption Action Properties 3 ll

folo

} Set to intersect
Destination: |inle=secl with user database ;I W sar ASloR At

® fl I | Appks e 0k i D'eskitop Conbguration Oiplionss are Veried I
Check here

[ ok ] cowce | Help |

Make sure that you choose to set “intersect with user database” for the
source and destination.
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( Explanation below was excerpted from CheckPoint VPN-1/Firewall-1 NG
Help file for User Encryption Action Properties )

This is to apply the intersection of the access privileges specified in the rule
set above and in the user properties window.

Verify that the “Apply Rule Only if Desktop Configuration Options are Verified”
option is checked.

Tips : This is important as we want to enforce all security rule base loaded on
the remote VPN client’s personal firewall.

4. The fourth step is to create the VPN desktop rule for remote client’s desktop
firewall.

a. From the Policy Editor, click on the Desktop Security tab.

% 192.168.10.254 - Policy Editor - Standard & x|
File Edit ‘iew Manage Rules Policy Topology Search  Window Help C||ck here

@oymm| | aasa | & @,mmmimﬂ/%arlj R |

| ESsetup ven... rEHSetup Extranst. ., || “mfEm| g 30| 4L 8 | & & B 3| % 5| = & |

A= Security - Standard | {57 Address Translation - Standard | f51 Deskbop Security - Standard

m SOURCE DESTINATION SERVICE ACTION TRACK INSTALL DN TIME

I 1 | Ban-List | * Any | * Any ‘@drop |. LUQ | % Policy Targets | % Any Ban Ho
| * Any | & Ban-List ‘ * Any ‘@dmp ‘ Log | %* Policy Targets| % Any |F"°W°

b. We need to create some outbound rules with the following
requirements :-

Rule # | Desktop | Destination Service Action Track
4 SC- Private-Web- | http, https Encrypt | Log
Group@ | Server and ssh
Any GIAC-SSH-
Server
Mail Relay
5 SC- External DNS | domain-udp | Accept Log
Group@
Any
6 SC- Any Any Block Log
Group@
Any
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QOutbound Rules

ﬂ D OF D ATIO SERVICE ACTIC A I

Q Private-Wieb-Server TCP hitp

4 | 2% sc-Group@any TCP htps Encrypt Log
TCR S2H

2% SC-Group@eny 0B domain-udp | €59 Accept Log

H ,z% SC-GroupEpany * Any * Any @ Block Log

Rule #4 ensure that the remote VPN client are allow to access the private
web server, GIAC SSH server and the Mail Relay with a client-to-gateway
VPN tunnel.

Rule #5 specifies that the remote client can access the External DNS but
without having to encrypt the domain-udp traffic.

Rule #6 is the restrict rule that disallow the remote VPN client to access
other destinations that are not define within the local encryption domain.
This is for security purposes.

c. We need to create some inbound rules with the following
requirements :-

Rule # | Source Destination Service Action Track
1 Private- SC- http, https Encrypt | Log
Web- Group@Any and ssh
Server
GIAC-
SSH-
Server
Mail
Relay
2 External | SC- domain-udp | Accept Log
DNS Group@Any
3 Any SC- Any Block Log
Group@Any

Inbound Rules

SOURCE DESKTOP SERVICE ACTION TRACK COMM
g Private-iWeh-Server TCE http
Q GlAC-S5H-Server ,2%! SC-GroupEany TCE https Encrypt Log
L mail-Relay TCP S5H
| g External-DNE ,37‘! SC-GroupEnsny UDP domain-udp ‘@ Accept | Log |
| * Any '1:—| SC-GroupiEiny ‘ * Any ‘@ Block | Log |
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Rule #1 allow that the remote client to receive responses from the private
web server, GIAC SSH server and the Mail Relay via the client-to-gateway
VPN tunnel

Rule #2 allow the remote client to receive responses from the External
DNS without having to encrypt the domain-udp traffic.

Rule #3 is the protection rule for the remote VPN client. This prevent
hackers or crackers from connecting to remote VPN client’s desktop.
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Assignment 3 : Verify the Firewall Policy

Implementing security policy on the firewall is not the only task that we should do
in order to secure our network. We need to audit or make verification on the
security rules that we have set. Human are prone to errors. Therefore it is
essential for us to do the extra mile in making sure that the security rules in our
firewall are correctly specified. Foremost, it must meet the business needs and
access requirements defined in Assignment 1 and 2.

Plan the audit

Technical approach

Our main goal is to verify the firewall policy. We are NOT ask to perform a
vulnerability assessment or to audit other network devices. The focus in this audit
process is to ensure that the primary firewall is implementing GIAC Enterprises’
security policy.

We will apply the audit procedures suggested by Lance Spitzner in his white
paper “Auditing Your Firewall Setup”. This white paper is available at
http://www.spitzner.net/audit.html.

For The Rule base

We will be performing several port scans with several laptops equipped with a
port scanning tool ( NmapWin v1.3.1 ). These laptops are the audit systems. The
scanning will be carried out from one network to every other network. This helps
us to be certain if the firewall is only accepting traffic that is allow in the rule base.

First, we will place the audit systems at the External Network (Internet) and
initiate several ports scans to all servers that reside on the Service Network. The
port scan will also include scanning the firewall external interface.

Performing port scan from the External Network alone is not adequate for a
comprehensive rule base audit. We need to simulate scenario if one of our
servers on the Service Network is compromised. Therefore, it will be a good idea
to substitute the servers on the Service Network with the audit systems. When
we substitute the servers with the audit systems, we need to plan for a right time
to turn off the server and configure the internal IP of the server on the audit
system. Thereafter, we can start to do our port scan from the audit systems to
the targeted servers on the Internal Network.

We should also do the same audit test on the Internal Network. Please
remember that we need to schedule an appropriate downtime before we could
offline the server and switch the internal IP of the server to the audit system.
By positioning the audit systems on the Internal Network, we could perform
several port scans to the servers located on the Service Network.
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For Authentication/Encryption Rule base

In our rule base, we have defined several VPN rules for connection with our
partners, suppliers and mobile employees. To test the VPN rules, we will apply a
different approach. We need to ensure that the remote client can only gain
access when they are authenticated.

Firstly, we need to determine what happen if the remote client ( suppliers and
mobile employees ) failed to login to GIAC VPN gateway? Are they able to join
the VPN domain and gain access to the servers?

Secondly, we need to verify if the data transmitted between GIAC and the remote
VPN clients and partners are encrypted over the wire. We can test this out by
placing a packet sniffer tool eg. Ethereal on the wire and at the same time we
can monitor the log at the firewall.

Consideration

The assessment should be carried out on a Sunday morning 00:01 AM. We had
estimated that the assessment might take 20 hours to complete. The network
connection will resume 1 hour after the assessment had stopped. This is
because we need some time to relocate and turn on some of servers that we had
taken offline and make a few systems and network check for further confirmation.
The whole audit exercise will complete by 21:00 PM and we hope our connection
will resume by 21:01 PM.

Prior to that we need to make an early announcement to our customers,
suppliers, partners, mobile employees and internal employees that our network
will be inaccessible on this particular timeframe. The announcement can be
made via email or through our website. We should also inform our ISP with a
formal letter that we would be conducting a thorough audit on our firewall rule
base. We have selectively invited one of our partners to participate in our audit.
This partner of ours was friendly enough to agree with the time schedule and had
arranged the necessary facilities to perform the audit with us.

We should present our audit plan to our President, the network and system
administrators and our friendly partner. Everyone should be aware of how the
audit plan would work and agreeable with the plan. The audit plan should consist
of steps to perform the audit, expected results and a contingency plan for
disaster recovery. A formal approval from the President and our partner is a
MUST before we could proceed doing it.

The system and network administrators will carry out the audit with close
supervision by the IT Manager. The administrators had mutually agreed to use
NmapWin v1.3.1 and Ethereal as the audit tools. These tools are free and
downloadable from the Internet.
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Estimated costs

Level Effort Hours

Planning 5 hours None
System Backup 8 hours $266
Tools None
Port Scan 20 hours $1600
System and Network 1 hour $80
Check

Vendor standby service $260
Collecting reports and 3 hours None
logs

Report writing and 6 hours None
recommendation

Total $2206

There are no costs incurred for planning, collections of reports and logs and
report writing, as the administrators will be doing it during office hour. Cost will
only incurred for system backup, port scan activities, system and network check,
as we need to buy backup facilities and to pay allowances to all staffs who
worked on non-business hour. We also need to pay our vendor for their standby
service.

Risks and Consideration

There are risks that we need to consider before we could proceed with the audit
plan. The risks include lost of system and valuable business data. To mitigate
these risks, we need to perform system and data backup before the audit.

We may need to spend approximately 8 hours to restore all system and data
files. Therefore, the latest time for the network and systems to resume may fall
on Monday morning 05:00AM.

All vendors are notified about the audit and they had agreed to be on standby.
The other risk that we might face is the risk of being attack during the audit. We
had advised our team members about the possibility and we shall make a close
monitoring on any alerts or messages trigger by the Intrusion Detection System.

Conduct the audit

For The Rulebase :-

There are several type of port scan available in NmapWin tool. We are not able
to initiate all type of scans as we have time limitation and each scan does take a
while to complete. We have quite a number of servers and there are 65535
number of ports to scan for each type of scan. Thus, we had to limit ourselves to
use the :-
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>

Connect Scan

Is use to open a connection to every listening port on the servers. If the
port is listening, then the connect scan will succeed else the port will be
unreachable.

Syn Stealth Scan

Is a “half-open” scan as it does not open a full TCP connection. The SYN
Stealth scan will send a SYN packet and wait for a reply. A SYN|JACK
reply tells that the port is listening while a RST indicates that the port is not
listening.

ACK Scan

Is use to map out the firewall rule base. The ACK scan can help to
determine if the firewall is stateful. If a RST is received, the ports is
considered as “unfiltered”. If an ICMP unreachable messages is returned
or no reply is received, the port shall be considered as “filtered”

UDP Scan

The UDP scan will send 0 byte udp packets to each port on a target
system. If an ICMP port unreachable reply is received, the port will be
considered close else the port is consider open.

( Descriptions above were written with references obtained from NmapWin
Help file - nmapwin.chm at scan folder page )

Assessment from the External Network

First we need to set the IP and gateway address on the audit system. We will use
XXX.yyy.zzz.222 as the |P address with netmask of 255.255.255.0 and default
gateway IP to xxx.yyy.zzz.253 ( border router external interface IP ).

The targeted servers for this round of port scan are :-

XXX.yyy.zzz.254 firewall external interface IP

XXX.yYyy.zzz.1 External DNS
XXX.YYYy.zzz.2 Mail Relay
XXX.yYyy.zzz.3 Public Web Server
XXX.YYYy.zzz.4 Private Web Server
XXX.yYy.zzz.5 GIAC SSH Server

We will perform ping test on every IP listed above.
Ping xxx.yyy.zzz.000

(References obtained from NmapWin Help file - nmapwin.chm at nmap
manual page)

>

For all the commands below :
-sT is for Connect Scan
-sS is for SYN Stealth Scan
-sA is for ACK Scan

-sU is for UDP Scan

-PO is to turn off ping

© SANS Institute 2003,
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-p 1-65535 range of port scan
-V for verbose output
-T3 for Normal Throttle

» Connect Scan command :-
nmap —sT —P0 —p 1-65535 —v —T 3 xxx.yyy.zzz.000

= NMapWin v1.3.1 =
Host Sar | Stop
s, . 222, 254
I Help | Esit
Sgan Igi ssssss I gplinnsl T_\mingl Files | Salz\cel ﬂin32|
b od Scan Dption:
W Port R Use D ™ Bounce Sean
& Connect S i e iw_sssngs ange: i‘ eeeee y I
€ SYM Stealth ¢ Emas T ¢ RCPS
~ - ses e s ™ Device [T SouceAddress [ Souce Port

" FINStealth ¢ [P Scan " ListScan I I I
" BEingSwesp " |die Sean I™ Idle Sean Host
© UDPScan ¢ ACK Scan

— Output

L]

Starting nmap V. 3.00 [ weaw. insecure.orgshmap

i o

|CMD: rinap -sT PO 1-65535 -v T 3wk yyy 222 254 .| 15/03/03 | 161815

» Syn Stealth Scan command :-
nmap —sS —P0 —p 1-65535 —v —T 3 xxx.yyy.zzz.000

» ACK Scan command :-
nmap —sA —P0 —p 1-65535 —v —T 3 xxx.yyy.zzz.000

» UDP Scan command :-
nmap —sU —P0 —p 1-65535 —v —T 3 xxx.yyy.zzz.000

Assessment from the Service Network

The targeted servers for this round of port scan are :-
192.168.10.254 Firewall Internal Network Interface

192.168.10.1 Internal DNS Server
192.168.10.2 Internal Mail Server
192.168.10.3 Backup Database Server
192.168.10.4 Syslog Server

» Connect Scan command :-
nmap —sT —P0 —p 1-65535 —v —T 3 192.168.10.xxx

» Syn Stealth Scan command :-
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nmap —sS —P0 —p 1-65535 —v —T 3 192.168.10.xxx

» ACK Scan command :-

nmap —sA —P0 —p 1-65535 —v —T 3 192.168.10.xxx

» UDP Scan command :-

nmap —sU —P0 —p 1-65535 —v —T 3 192.168.10.xxx

To substitute External DNS

Set the settings below on the audit system.

IP Address : 192.168.20.1
Netmask : 255.255.255.0
Gateway : 192.168.20.254

To substitute Mail Relay

Set the settings below on the audit system.

IP Address : 192.168.20.2
Netmask : 255.255.255.0
Gateway : 192.168.20.254

To substitute Public Web Server

Set the settings below on the audit system.

IP Address : 192.168.20.3
Netmask : 255.255.255.0
Gateway : 192.168.20.254

To substitute Private Web Server

Set the settings below on the audit system.

IP Address : 192.168.20.4
Netmask : 255.255.255.0
Gateway : 192.168.20.254

To substitute Database Server

Set the settings below on the audit system.

IP Address : 192.168.20.5
Netmask : 255.255.255.0
Gateway : 192.168.20.254

To substitute GIAC SSH Server

Set the settings below on the audit system.

As part of GIAC practical repository.
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IP Address : 192.168.20.6
Netmask : 255.255.255.0
Gateway : 192.168.20.254

To substitute NTP Server

Set the settings below on the audit system.
IP Address : 192.168.20.7
Netmask : 255.255.255.0
Gateway : 192.168.20.254

Assessment from the Internal Network

The targeted servers for this round of port scan are :-
192.168.20.254 Firewall Service Network Interface

192.168.20.1 External DNS
192.168.20.2 Mail Relay
192.168.20.3 Public Web Server
192.168.20.4 Private Web Server
192.168.20.5 Database Server
192.168.20.6 GIAC SSH Server
192.168.20.7 NTP Server

» Connect Scan command :-
nmap —sT —P0 —p 1-65535 —v —T 3 192.168.20.xxx

» Syn Stealth Scan command :-
nmap —sS —P0 —p 1-65535 —v —T 3 192.168.20.xxx

» ACK Scan command :-
nmap —sA —P0 —p 1-65535 —v —T 3 192.168.20.xxx

» UDP Scan command :-
nmap —sU —P0 —p 1-65535 —v —T 3 192.168.20.xxx

To substitute Internal DNS

Set the settings below on the audit system.
IP Address : 192.168.10.1
Netmask : 255.255.255.0
Gateway : 192.168.10.254

To substitute Internal Mail Server

Set the settings below on the audit system.
IP Address : 192.168.10.2
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Netmask : 255.255.255.0
Gateway : 192.168.10.254

To substitute Backup Database

Set the settings below on the audit system.
IP Address : 192.168.10.3
Netmask : 255.255.255.0
Gateway : 192.168.10.254

To substitute Syslog Server

Set the settings below on the audit system.
IP Address : 192.168.10.4
Netmask : 255.255.255.0
Gateway : 192.168.10.254

For Authentication/Encryption Rule base :-

There are no commands to show for testing the authentication and encryption
rule base.

To audit on the remote client authentication, we need to install the SecureClient
software and set one of the dialup Public IP that GIAC had reserved with the ISP
for example sss.sss.sss.1 and netmask 255.255.255.240 on the audit system.

i VPN-1 SecureClient

File “iew Sites Passwords Policy Tool: Certificates Help

e [ERS

Site Hame | IP Address | Key D | Key

4| | i
For Help, press F1 MUM i

We will coordinate via phone calls while conducting audit with our partner.

A packet sniffer tool such as Ethereal will help us to validate if the data
transmitted across the VPN tunnel are encrypted over the wire.

Evaluate the audit

For The Rulebase :-

Page 81 of 99
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



GCFW Practical Assignment Ver 1.9

UDP Scan Result

From the various port scans that we have conducted, the output of the UDP scan
has caught our attention and surprise. Although the UDP ports were disallowed
in the rule base, but these UDP ports that were listed as open in the UDP scan.
To analyze further, we referred to the log file in the firewall. We were relieved to
discover that the security policy in the firewall managed to detect and drop the
UDP scan. Below are some of the logs that we had viewed.

Log file extracted from GIAC-FW

The UDP scan for udp port 22 was dropped

|0rigin |Type |Actiun |Sewice |Suurce Destination |Protu. |Flu|e |S_Pon |User |XlatL
GlAC-F log @ drop 22 Aucdit-System GlIAC-55H-Server  udp 21 42630

Log file extracted from GIAC-FW

The UDP scan for udp port 80 was dropped

|0rigin |Type Action |Service Source Destination |Prutu. |Flu|e |S_Puﬂ |User |><Iat|
GlAC - log @ drop a0 Auclit-System PublicWebServe... udp 21 28100

Connect Scan and ACK Scan Result

The Connect scan and ACK scan had so far met our expectations. We are
certain that the firewall is stateful in detecting the ACK scan and the Connect
scan had confirmed that the security policy in our firewall are in good shape.
Below is one of the snapshot taken from an ACK scan on the Firewall External
Interface.

This figure is a snapshot of an ACK Scan on the Firewall External Interface. The Public IP
address has been sanitized to fulfill the requirement set in GIAC Certification Administrivia

There were 65535 ports scanned on the external interface of the firewall and all ports are found to
be filtered by the firewall.

= NMapWin v1.2.1 =10 x|
Host: Scan | Stop
ooy EZE. 254
I Help | Exit
Ggan |Q\scover| thionsl ijingl Files | Selgicel win32|
—Mode Scan Option:
v Port R Usze D ™ Bounce Scan
" Connect © HullScan € Window Scan i1_5550;5 o i— e I
- i -
SYM Stealth #maz Tree BEP Scan [~ Device ™ Source Address ™ Source Part
" FINStealth ¢ [P Scan © List Scan | | |
" PingSweep " |die Sean [ Idie Scan Host

 UDP Scan €+ ACK Scan

Output

Lt

Starting nmap V. 3.00 [ waw. insecure.argsnmap j

Host [ xxxyyy.z==234 1) appears to be up ... good

Initiating ACK Scan against [ zzxyyyz==254 ]

IThe ACK Scan took 33106 s5econds to scan 55535 ports.

1411 65535 scanned ports on [ xxxyyre=z234 1 are: filtered

Mmap run completed — 1 IP address (1 host up) scanned in 33111 seconds

i o

|CMD: nmap -s4 -P0 0 1-65535 v -T 3 sy e 254 [ 70z | 193845
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Ping Test Result
We are able to block all ping requests from the audit system at the External
network.

SYN Stealth Scan Result
The SYN Stealth had similarly met the expected results. Below is one of the
snapshot taken from a SYN Stealth scan on the Firewall External Interface.

This figure is a snapshot of an SYN Stealth Scan on the Firewall External Interface. The Public IP
address has been sanitized to fulfill the requirement set in GIAC Certification Administrivia

There were 65535 ports scanned on the external interface of the firewall and all ports are found to
be filtered by the firewall.

= NMapWin v1 3.1

Host: Scan | Sitop |
I o FVY 225254 Help |

Sgan |Qiscover| thionsl T_imingl Files I Serxicel ﬂinBZI

~ Mode Scan Option
v Part B Use D ™ Bounce Scan
" Connect © HullScan 7 window Scan FEE;;E i i_ = I
& SvH Stealth ¢ Hmas T T RCPS
= = AIELIEE = bl I Device [T Source Address [~ Source Port
C ENSteath  © [PScan " LigtScan | | |
© PingSweep ¢ |de Scan I Idle Scan Host
" UDP Scan " ACK Scan
— Output

Starting mmap ¥. 3.00 [ waw.insecure.org/nmap

Host [ xxxyyypz==254 1 appears to be up ... good.

Initiating S¥W Stealth Scan against [ xaxyyy.e=m=254 0

[The SYN Stealth Scan took 33120 seconds to scan &5535 ports.

411 65535 scanned ports on [ xxxyyre=254 1 are: filtered

Mmap run completed -- 1 IF address (1 host up) scanned in 33135 seconds

i o

|CMD: rmap -s5 PO -p 165635 v T 3 s yyyz==.254 =] 21/03/03 | 185714

For Authentication/Encryption Rule base :-

For Client to VPN Gateway ( Mobile Employees and Suppliers )

Incorrect Password Test :-

We had conducted several session of VPN-1 & Firewall-1 Password
authentication from the audit system. We had deliberately keyed in an incorrect
password just to observe the behavior of the connection. We want to be certain
that the remote client could not gain access to our corporate network when the
authentication had failed.
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Result :-

The firewall policy had rejected the user mobile1 request when an incorrect
password was given. No further access can be attained when the authentication
failed. The reject action is shown in the firewall’s log.

Log file extracted from GIAC-FW

Mobile1 user’s desktop was rejected and denied from access by the firewall.

|0rigin |Ty|:|e |At:1inn |Ser.. |Suurce |Destin.. |P.. |Fl.. |S_.. |User | | | ”Infn. |
L GAC-PW |I| alert e reject Aucdit-System GlAC-F i} mokile reason Client Encryption: &Access denied

Correct Password Test :-
The second audit that we did was to input a correct password for user mobile1
(GIAC’s mobile employee).

Result :-
User mobile 1 was successfully authenticated and this is shown in the log of both
GIAC-FW and user mobile1 system.

Log file extracted from GIAC-FW
Successful Authentication with key installation at the mobile1 user’s desktop

|0rigin |Type |Actiun |Servi.. |Snurce |Destinatiun |F‘.. | |S_P.. |User ”""Infu.
GlAC-PA log DO ke install miokile] IKE: Main Mode comple
GlAC-PA log E:; login Aucit-System GlIAC-PY 1] makile] success reason: User
GlAC-PA log O ke install Aucit-System GlIAC-PY makile] IKE: Guick Mode compl

Log file extracted from the SecureClient Personal Firewall ( at mobile1 user’s desktop )
Desktop policy from the Policy Server was successfully loaded onto mobile1 user’s desktop

i SecureChient Diagnostics - [Secure Client Log Yiewer]

File “iew Help
© = ® & 0O

Fefresh | Views Open  [Cupenf Pauge  Clean

Wiews Log
Mo | D aterTime | Info | Track | Action | Cil
‘\ 39 Fribdar 14 11:45:20 2003 Drefault Logging Policy Loaded Log COMTROL
\ 40 Fritdar 14 11:45:21 2003 Default Desktop Security Policy Loaded Log CONTROL
‘\ 41 Fritdar 14 11:45:21 2003 Uszer Policy SCV: Mot Verified. Uzer not logged on to Policy Server. Log COMTROL
‘\42 Fritdar 14 11:45:21 2003 SCV Policy: machine iz MOT securely configured Log COMTROL
‘\ 43 Fritdar 14 11:45:33 2003 S0 Policy: machine iz NOT running secure configuration verification  Log COMTROL
‘\ 44 Fribdar 14 11:45:33 2003 Desktop Security was dizabled . Log COMTROL
‘\ 45 Fritdar 14 11:45:57 2003 Logging on to Policy Server GIAC-FW at site sus w222 254 Log CONTROL
‘\ 46 Fritdar 14 11:45:58 2003 Uszer Desktop Security Policy Loaded Log COMTROL
‘\ 47 Fritdar 14 11:45:58 2003 SCV Policy: Loading a new policy Log COMTROL
‘\ 48 Fritdar 14 11:45:58 2003 Logging Policy Loaded Log COMTROL
‘\ 49 Fritdar 14 11:45:58 2003 SCY Policy: machine iz securely configured Log COMTROL

We also noticed that the desktop policy defined at the Policy Server GIAC-FW
has been successfully loaded on the mobile1 user’s desktop. This is shown in the
SecureClient log as attached above.

Encryption Test :-

User mobile1 has been granted with all the access defined in the rule but we
need to be certain that these access are encrypted. The data transmitted must
be encrypted at user mobile1 system and decrypted as it reached to the VPN
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gateway. We need to verify this and therefore we refer to the log generated in
GIAC-FW and user mobile1’s system.

Results :-
The log below shows that the data was encrypted and decrypted over the VPN
tunnel.

Encrypted webmail access from user mobile1’s system

g 100 FriMar 14 11:40:44 2003 ule:d | scheme:IKE .. Log ENCRYPT OutBound 80 TCP 1401

Decrypted webmail access at GIAC-FW
Origin |Type |Actiun |Servi.. |Suurce Destination |F'.. | |S_P.. |User ”""Infu.
GlIAC-F log Q decrypt http Audit-System Mail-Felay tcp 10 1251 mokile

Encrypted http access from user mobile1’s system

g 112 Fritar 14 11:42:09 2003 le:d , schemeslKE ... Log EMNCRYPT OutBound 80 TCP 1410

Decrypted http access at GIAC-FW
Origin |Type |Actiun |Servi.. |Suurce Destination |P.. | |S_F‘.. |User ”””Infu.
GAC-FA log Q decrypt [gii] Audit-System Private-Wyeb-Server top 10 1223 mobilet

Encrypted SSH access from user mobile1’s system

| g 104 Fribar 1411:41:11 2003 ilerd , scheme:lKE .. Log EMCRYPT OutBound 22 TCP 1404

Decrypted SSH access at GIAC-FW
Origin |Type |At:1inn |Servi.. |Source |Destinatinn |P.. | |S_P.. |User ”””Info.
GlAC-PA log Q decrypt SSH Audit-Svstem GIAC-S5H-Server top 10 1234 mokiled

To reconfirm on our findings, we had also placed Ethereal software on the
network to sniff the packet. When we try to decode the packet, we found that the
packets were actually encrypted.

For Gateway-to-Gateway VPN ( Partners )

Results :-
These are the logs generated on the GIAC-FW when we perform the VPN audit
with one of our partners.

Log file extracted from GIAC-FW
Successful authentication with pre-shared secret password and key installation at Partner-

FW
|0rigin |Type |Action |Service |Source |Destinatiun |Prnto. |Flu|e |S_Pnrt |User |Xlat
GIAC-FA log Or key install GIAC-FA Partrer-Fiy
GlAC-RA logy O key install GlAC-RA Partner-Fay
GIAC-FAY log O key install Partner-Fw GlAC-F
GlAC-FAY log Q decrypt http Partner-Cliert Private-Web-Sery . . tcp ilil 1104
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Decrypted SSH access at GIAC-FW
|0rigin |Type |Ac1iun |Sewice |Suurce |Destinatinn |Prntu. |Flu|e |S_Pnn |User |Xlatl
GlAC-F |§| log femd clECyRE SEH Partner-Client GlAC-S5H-Server  top 11 kpop

Partner was able to access the permitted services had confirmed that the data
were encrypted at their end.

When we sniffed the packets with Ethereal, we also discovered that the packets
were encrypted over the wire.

Based on the analysis shown above, we are certain that the primary firewall has
correctly enforced and implemented GIAC Enterprises’s security policy as
describe in Assignments 1 and 2.

However, we felt that there are stillrooms for improvements with an alternate
architecture.

Recommendation

We are aware that our President would like to start this e-business project with
the very basic security components. With this reason, we had designed a very
basic security architecture for a start. If the business grows positively, we shall
then propose the design in Figure 2 as the alternate architecture for GIAC
Enterprises.
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Figure 2
Alternative Architecture For GIAC Enterprises
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» ltis vital to have an internal firewall to provide additional protection for
servers on the Internal network and to segregate the GIAC SSH server,
Private Web Server and the Database Server away from the Service
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Network. In the event when the primary firewall is compromised, hackers
or attackers can have direct access to these valuable servers. If we have
another layer of protection, it would be harder for them to do so. They
would need to spend more time and effort to defeat the second firewall.
We should consider other type of firewall technologies when we make a
purchase for a second firewall. It is truly a bad idea to place 2 set of
firewall from the same vendor. The reason is very simple. Hackers or
attackers will normally try their luck to use the same method to penetrate
through the second firewall. If both of these firewalls are from the same
vendor, the hackers or attackers will then be making their way in very
easily.

» The second consideration is to place a virus scan server. The virus scan
server will work hand-in-hand with the firewall to scan all incoming and
outgoing packet eg. smtp attachment with viruses. It helps to block
malicious viruses from spreading to the Internal network and Service
network

> Install host-based IDS on the critical servers, namely the Database server,
Backup Database server, GIAC SSH server and the Syslog server. The
ultimate purpose is to provide additional protection for the data and the
operating system.

» Encourage other form of stronger authentication scheme for eg. SecurelD
for the mobile employees and suppliers.

» Do a periodic review on the firewall and server vulnerabilities. Practice
constant patch and security updates and perform vulnerabilities
assessment when time permit.
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Assignment 4 — Design Under Attack

The practical paper that | have chosen for my attack is from Brian States. His
paper can be found at

http://www.sans.org/practical/ GCFW/Brian_States  GCFW.pdf.

( Analyst number : 0368 )

Figure 1

GIAC Enterprises Network Diagram

Customer Mabile Employee

External /

192.168.250.254

192,168.250.250

Outside network
192.168.1.0
256.255.256.192

Firewall

Supplier !

Partner network
192.168.1.128

2556.255.266.192

Public network
192.168.1.64

255.2.55:255.192

Mail Relay server  Public DNS Server
Internal network
192.168.1.192

Employee Employes Employee

Iail Server Database Syslog server DNS Server  Proxy Server

The actual IP addresses for the GIAC Enterprises network have been represented
with the non-routable address from the private 192,168 .x.x address range.
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Brian States has written a good practical paper and his paper is chosen because
he had configured a Check Point VPN-1/Firewall-1 NG version with FP2 as the
primary firewall on a Solaris 8 platform.

An Attack against the firewall itself

Research and describe a vulnerability

There is information on the Internet that described vulnerability found in Check
Point VPN-1/Firewall-1 NG. The vulnerability is about employing “IKE Aggressive
Mode” with share secret authentication for SecureRemote/ SecureClient is
insecure as username can be sniffed and guessed.

The information is available at
http://www.securitytalks.com/forum/viewtopic.php?p=171&sid=f0f4457dcf0e79c6
944faaced5f

Below are some of the details of the vulnerability that | have excerpted from
http://www.securitytalks.com/forum/viewtopic.php?p=171&sid=f0f4457dcfO0e79c6
944faaced5f ( author : Clement Dupuis )
Securitytalks.com forum gives the following description for Check Point VPN-
1/Firewall-1 NG vulnerability :
Systems Affected :
Systems running Check Point Firewall-1 version 4.0, 4.1, NG, NG FP1
and NG FP2 that use the IKE ( Internet Key Exchange ) [4] encryption
scheme ( known as ISAKMP/Oakley in v4.0) with shared secret
authentication for remote user VPNs with SecuRemote/SecureClient.
Note : in VPN-1/Firewall-1 NG Aggressive Mode is not enabled by default.

Issues detail :

Username Guessing

The username guessing issue involves attempting to authenticate with the
Firewall using IKE ( Internet Key Exchange ) [4] that is a standard protocol
that forms part of the IPSec ( IP Security ) architecture [1]. If a remote
user sends an appropriately constructed IKE packet to the Firewall
containing the username to be tested, the Firewall will indicate whether
the user is valid or not in, its reply packet. It is not necessary to send a
password to obtain the reply from the Firewall.

The correct approach would be to wait until both the username and
password (shared secret ) have been sent and then, if either is incorrect,
to send a generic error message indicating that authentication had failed
without detailing whether the username, password, or both were incorrect.
In this way, an attacker is not able to determine if a given username is
valid without also knowing the associated password. This technique is
standard security practice in many other authentication mechanisms
including UNIX login.
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Username sniffing

If a shared secret authentication is used with IKE aggressive mode, the
identity is passed in the first packet that must be in the clear because the
key exchange has not completed at this point so encryption cannot be
used. SecuRemote uses the username for the identity in this first packet
and therefore the username is passed in the clear. This ID sniffing issue is
to some extent inherent in IKE aggressive mode because the ID must be
passed in the clear. The problem here is that many users will not realize
that potential issue and will therefore have a false sense of security. This
username sniffing issue has the same potential weak password issue as
the username guessing issue mentioned above, with the same possible
result of full access to the company network via the VPN.

Vendor Response :
In the vulnerability claim document, two issues were presented :

a. usernames are passed in cleartext using IKE Aggressive Mode

b. usernames are suscepticle to brute-force guessing when using IKE

Aggressive Mode

The first item is merely an accurate description of the IKE protocol. Check
Point has no bug or vulnerability, but has correctly implemented the IKE
standard for Aggressive Mode. The passing of usernames in cleartext is
common to any vendors of IKE products who support Aggressive Mode.
The claim of a vulnerability is incorrect.
The second item exists only in VPN-1/Firewall-1 v4.1 modules which are
still configured to support SecuRemote/SecureClient connections using
IKE Aggressive Mode, despite the availability of more secure options in
the product. Note, again, that the guessable usernames in this scenario
are, by design of the IKE protocol, sent in cleartext. By default, Aggressive
Mode is not enabled in NG. In 4.1, the recommended configuration is to
disable Aggressive Mode and use Hybrid Mode instead ( which involves
no change to the user experience ).

Design an attack based on the vulnerability

We heard rumors that Brian State might have enabled aggressive mode and
configured shared secret for a few of his SecureRemote users. We are not sure
how valid is the rumors and we are indeed curious to check this out. Therefore
we had planned to perform the username guessing attack to find out the truth.

To perform the username guessing we will use the fw1-ike-userguess program.
The usage of fw1-ike-userguess program is shown in
http://www.securitytalks.com/forum/viewtopic.php?p=171&sid=f0f4457dcf0e79c6
944faaced5f.

We will run this command at our client.
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$ fw1-ike-userguess --file=testusers.txt --sport=0 192.168.1.2
(192.168.1.2 is the external IP address of the targeted firewall )

We had gathered all the information that we need in order to increase the
chances of success for the attack. We had also initiated the social engineering
attempt by calling up the receptionist to enquire names of all GIAC mobile sales
force. This helps us to create a list of potential names in our testuser.txt file.

To avoid detection, we managed to spoof an IP address from another network
before we begin the attack.

Results of the attack

$ fw1-ike-userguess --file=testusers.txt --sport=0 192.168.1.2

testuser Notification code 14
testing123  Notification code 14
guest Notification code 14
brian Notification code 14
amy Notification code 14
robert Notification code 14
$ exit

The attack has failed, as we could not find any users that have valid IKE
configurations with shared secret authentication. Our attack was difficult as the
firewall only responds with notification code 14. With this respond, we knew that
the user is invalid. We could not determine why the user is invalid, as the firewall
did not provide further information. In accordance to RFC 2408 section 3.14.1,
the notification code 14 is defined as “NO-PROPOSAL-CHOSEN".

The attack had run for about 10 minutes but we only received Notification code
14 as the results. We are certain that Brian State knew about this vulnerability
and did not enabled the IKE Aggressive mode in his firewall and did not
configured any of his SecureRemote/SecureClient users to use the shared secret
authentication scheme.

( The document about countermeasures is available at
http://www.securitytalks.com/forum/viewtopic.php?p=171&sid=f0f4457dcf0e79c6
944faaced5f)

Countermeasures for the above attack :-
Below are some countermeasures that will help to mitigate the attack :-
e Use certificates for VPN authentication and avoid using usernames and
passwords. This helps to overcome username guessing and sniffing
problems.
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¢ Implement Hybrid Mode authentication that have strong authentication
scheme like RADIUS. This also helps to overcome username guessing
and username sniffing problem.

A denial of service attack.

50 compromised cable modem/DSL

Our next action plan is to initiate the denial of service attack. The main purpose
for this attack is to flood GIAC public web server with a very large amount of
network traffic. This can prevent GIAC’s customer from reaching the web server
and may eventually force GIAC to bring down the web server temporarily.

To achieve such attack we must first find multiple compromised systems, which
we could install the DDoS tools and use them as our weapon to attack. We had
run a few scans and finally we managed to find a set of 50-compromised cable
modem/DSL systems.

( The document about TFN2K is available at
http://packetstormsecurity.nl/distributed/TEN2k Analysis-1.3.txt ,
http://www.ciac.org/ciac/documents/CIAC-

2319 Distributed Denial_of Service.pdf )

We need to load a program called Tribal Flood Network 2000 (TFN2K) onto
these newly compromised systems. Once the program has been successfully
loaded, the 50 compromised cable modem/DSL systems will then be broken
down as handlers and agents respectively.

The protocol use for communication between us ( the attacker ) and the handlers
can be carried out via TCP, UDP or ICMP. The handlers will then later coordinate
with the agents to trigger the attack.

The method of the attack is to do a SYN flood on the public web server’s tcp port
80.

The command to use is as below :-
[ tfn —f tfn-client —i www.giac.com -p 80 -c 5

It would be hard for GIAC to trace this attack as
e |P addresses are spoofed to facilitate this attack
e Encryption is use for the communication between the handler and agents
e This DDoS tool has stealth capabilities built within

( The documents about countermeasures are available at
http://www.cert.org/incident notes/IN-99-07.html
http://packetstormsecurity.nl/distributed/TEFN2k Analysis-1.3.txt
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http://www.ciac.org/ciac/documents/CIAC-

2319 Distributed Denial_of Service.pdf )

Describe the Countermeasures
Below are some countermeasures that will help to mitigate the attack :-

Enable SYN defender feature in the Check Point VPN-1/Firewall-1 NG
Reduce TCP session time out limits from default 60 minutes (3600 secs )
to about 20 minutes ( 1200 secs ). This helps to efficiently remove old
entries created by DDoS attack before exhausting state tables entries at
the firewall. We must be careful in selecting the time out limits as it may
affect FTP command sessions ( in Brian States’s design it should not be a
problem as there are no access requirement for FTP services ).

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPNs,
Book 2.2, page 92 )

Firewall has limited size state table. Increase the maximum sessions from
default 5,000 connection to about 50,000. This helps to create more
entries in an internal connection table as attacker can easily filled up the
state tables with many non-legitimate entries during the DDoS attack.
Once the state table is filled up, no more new entries can be created and
thus can affect the firewall.

( SANS Institute Track 2 — Firewalls, Perimeter Protection and VPN,
Book 2.2, page 93)

Have IDS install on the network to monitor for denial of service attack. The
IDS system should have the latest attack patterns or signatures.

Disallow spoofed source addresses as the source |IP packet. This can be
control at the border router Access Control List for the ingress and egress
filtering.

Unnecessary ICMP, TCP and UDP traffic should be blocked.

All operating systems and applications software must be frequently
updated with the most current security patches and hot fixes.

All services that are not required on the servers or network devices should
be turned off

Encourage users to use strong password and do a periodic change on
their password

System administrator should practice to use tools that are available to
detect possible handlers and agents in their system. The tools are
available from National Infrastructure Protection Center (NIPC) at
http://www.fbi.gov/nipc/trinoo.htm.

Perform regular systems and network security audit and check all logs
promptly

Compromise An Internal System

Select a Target
Our next target to attack shall be the Public Web Server. There are a few
reasons why we had chosen this system as our attack.

© SANS Institute 2003,
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Reasons :-

- There are many websites on the Internet that are using Microsoft IS
Server as their web server. 1IS web server is very common and many
organizations had deployed their website using 1IS web server as it
comes by default with the Windows operating system.

- Http port 80 is commonly open in any organization’s firewall. We as
an attacker can take this advantage to craft a packet and sent that
packet to the web server via the open port and slowly perform the
attack.

( http://www.pinpt.com/solutions/whitepapers/wp _intrusion.html )

- ltis very easy for us to determine the hostname and IP address of a
publicly accessible web server as these information can be obtained
by querying GIAC external DNS server. It unlike servers that reside in
the internal network where we need to do some advance tracing or
mapping with an exposed SNMP protocol.

Process to Compromise

To begin with the attack, we need to determine the web server hostname or IP
address by doing a simple query to the GIAC external DNS server . The known
public IP address for the webserver is 192.168.1.69 ( as specified in Brian
States’s practical paper ) and hostname is www.giac.com.

Our very next step is to find out what kind of web server is GIAC using. A scan
tool called SuperScan 3.0 can help us to expose the server type.

Below is a scan result that we had detected with SuperScan 3.0.

=g SuperScan 3.00 i m]
ll Hozt Lookup Configuration |
{152.165.1.63 Lookup | et |
ot list setup
Resolved | ke | Interfacesl
IP Timeout Scan type Scan
Start|192.188.1.89 :I Ping F Resalve hosthames Finging |
v Only scan responzive pings 192.168.1.63 i}
I = |4UEI
Stop|192.162.1.63 j ¥ Show host responses Scanning |
Conrect | | ¢ PFing only 192168.1.69 [0
PrevC | MestC| 1..254 = =
_I _I_I I2DUU © Every port in list i ing
¥ lgnore IP zero Al selected ports in list ,T
WV Igrare IF 255 Read || wllist ports rom [1 BE55
i E |4DDD
I Ewactfiomfie _ | C Mlpotsthom [ o555 ‘%
Speed |
Max Active hosts
1
15750, Date: Thu, 2 ufe=reee e
Save |
Collapze aIII
Expand all |
Wi Prune |
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We were truly glad that our guesses are right. The web server use is indeed a
Microsoft 1IS Web server and we are now able to proceed with our attack.

We found a white paper that explains the “.+HTR” vulnerability in IS Web Server.
The white paper is available at
http://www.pinpt.com/solutions/whitepapers/wp _intrusion.html

An attack can be carried out by sending in a normal http request with an append
of a “+” and “.HTR” to request for a filename. This can cause the ISM.DLL to be
called by IIS in order to get the target file open. Part of the target file’s source
code will be displayed to us if the target file opened by ISM.DLL is not an .HTR
file. We only need to send a simple URL ( as shown below ) with our browser and
a source code will be displayed if the attack is successful.

Attack via http request :-
http://www.giac.com/global.asa+.htr

The “global.asa” file name cannot be changed and it is use to define event scripts
and objects.

Our attempt has failed, as we did not get to see the source code in the returned
page. We believed that GIAC must have carried out some countermeasures by
patching the IIS server with the latest patches, hot fixes and had disabled some
extensions in the 1IS web server.
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