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Name: Hussam Hamdy Hanafy Eid Aly  
 
Q-1)  

Blocking spoofed addresses protect the internal network from a lot of Denial of service 
attacks, some DOS utilities are used to make an IP conflict with all machines in your 
network, others are used to flood the network or hosts with ICMP replies. Some spoofed 
packets my pass through the static filters, which is based on the source IP address in its 
filtering criteria. 
 
Also we should be sure that our network doesn’t send spoofed addresses to the outside 
world, some internal users could use DOSs utilities to send spoofed packets to other 
networks. 
 
Applying Egress filters could help in regulating the outbound traffic; only real IP could 
leave your network to the outside world.  

 
 
Blocking source routing protects your network from responding to a spoofed addresses, 
and man in the middle attack.  
 
The best way to block the spoofed addresses from coming into your network is the 
Router configuration itself. All examples shown below are based on the following network 
configuration,  

 
 

 

 
 
                                            Figure 1 illustrates the current setup. 
 
Using Cisco Router 3640  
 
Cisco Internetwork Operating System Software  
IOS (tm) 3600 Software (C3640-IS56I-M), Version 12.0(5)T1, RELEASE 
SOFTWARE (fc1)  
Copyright (c) 1986-1999 by cisco Systems, Inc.  
Compiled Tue 17-Aug-99 21:16 by cmong  
 
Remote_trading#conf t  
Enter configuration commands, one per line. End with CNTL/Z.  
Remote_trading(config)#access-list 11 deny 10.30.0.0  0.255.255.255  
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Remote_trading(config)#access-list 11 deny 128.223.2.0  0.255.255.255  
Remote_trading(config)#access-list 11 permit any  
Remote_trading(config)#int s1/0  
Remote_trading(config-if)#ip access-group 11 in  
Remote_trading(config-if)#int s1/1  
Remote_trading(config-if)#ip access-group 11 in  
Remote_trading(config)#int s2/0  
Remote_trading(config-if)#ip access-group 11 in  
Remote_trading(config-if)#int s2/1  
Remote_trading(config-if)#ip access-group 11 in  
Remote_trading(config)#access-list 12 permit 10.30.0.0  0.255.255.255  
Remote_trading(config)#access-list 12 permit 128.223.2.0  0.255.255.255  
Remote_trading(config)#int fastEthernet 0/0  
Remote_trading(config-if)#ip access-group 12 in  
Remote_trading(config-if)#no ip source-route  
Remote_trading#wr  
 
Q-2)  
 

Telnet is used to establish console user sessions with multi-user computer. 
Telnet could be used to attach to the following services,  
 
1- TCP service Echo, Daytime, Chargen 
2- HTTP & FTP  
3- POP3, SMTP and NNTP 
 
It is also possible to gain root access that you don’t already have via some bugged 
telnetd in some operating system.  

 
SSH is a protocol for secure remote login and other secure network services over an 
insecure network. The user authentication protocol is subject to man-in-the-middle 
attacks if the encryption is disabled. The SSH protocol does not protect against message 
alteration if no MAC is used. 
 
FTP has two modes to work with, PASSIVE Mode where the client connect to port 
TCP/21 for command, then port TCP/20 for data transmission, while ACTIVE mode where 
client connects  to port 21 for commands & any port for data .some old FTP client use 
port tcp/20 to transmit data ( it shouldn’t be allowed ) .Even if someone access the FTP 
server as anonymous user the user can gain access to the critical operating system files 
if the files & directories is not configured properly ( Symbolic links ). 
 
Net BIOS (138,139,137 TCP/UDP) is the protocol used by Microsoft Windows 
networking to connect LAN clients to file & Share servers, it will run over IPX, NetBEUI 
and TCP, it shouldn’t be allowed to pass the firewall in either direction, many exploits are 
available on hacker web site using NetBios protocol. 
 
rlogin , Many UNIX systems provide the rlogin program. rlogin establishes a remote 
login session from its user’s terminal to a remote host computer, rlogin passes the user’s 
current terminal definition as identified by the TERM environment variable to the remote 
host computer. Many implementations of the rlogin program contain a coding defect 
where the value of the TERM environment variable is copied without due care to an 
internal buffer. This means that the buffer holding the copied value of TERM can be 
overflowed which means denial of service attack. 
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Now we are going to implement some rules using Axent Raptor firewall Ver 6.0i running 
over UNIX solaris 5.2, it is an application proxy gateway & stateful inspection packet filter 
in the same time. 
 
By default it has the rule, deny ANY ANY, so that unless you permit a service it will not 
work.  
 
After the firewall installation we used a regular port scanner utility to scan the firewall 
from inside & outside, we found that telnetd, SMTPd, HTTPd, Gopherd & ,NNTPd by 
default are listening unless you disable it . 
 
Figure 2 shows the daemons enabled by default in the log file; it is normal responses for 
port scan the firewall, 
 
 

 
    Figure 2 illustrates the log. 

 
The log file says that  
Smtp [3355]: 334 smtp:Non-transparent call from 179.0.0.148 

 
Which means that, the smtp deamon is up and listening, it replies the packet that has 
been sent by the port scanner software on port 25/TCP, but the smtpd found that the 
source is trying to connect to the firewall directly which is called non-transparent call, so 
it gives a warning about that. 
Another line in the log file says  
 
Kernel: 226 IP packet dropped (179.0.0.148à 172.0.0.215) Protocol=TCP 
[SYN] Port 1779à79): Restricted port. 
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It means that the firewall see a SYN packet goes to a closed port in the firewall which is 
79/TCP,  so it drops it and add an entry in the log file. 
Now we start define some rules in the rule database, to define a rule you need to permit 
or deny specific protocol based on the source or destination .By default there are some 
protocols already defined in the firewall protocol database, so you can use it in the rule 
definition, but if you could not find a protocol you can define it as follow,  

 
 

 
                                                                  Figure 3 
 

In the previous figure, we are trying to add protocol called SSH, type TCP, and define the 
dest & Scr. ports. 
The next step is to create a Generic Services Protocol, Using SSH protocol we have just 
created. 

 

 
                                                            Figure 4. 

Define another GSP for Net Bios, rlogin as follow 



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

2,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.

 

 
 

Figure 5 
 

Finally we can define a rule for question No. (2), which prevent the universe, (All Hosts), 
from sending NetBios , SSH , ftp , rlogin........  inside our internal network . 
 

 

 
Figure 6. 
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You can notice the option (disable application data scanning), if we check this option the 
firewall will work in a packet filter mode. If it is not checked the firewall will work in 
application proxy mode. 
 
You can notice that we don’t define a telnet or FTP as a GSP because they are already 
exits via proxy Daemons ftpd, telnetd, but the others will be running using the gateway 
control.  

 
Q-3)  
 

RPC/UDP, Remote Procedure Call is a protocol that allows two computers to coordinate 
in executing software. A program in one computer can cause RPC to transfer the 
execution of a subroutine to another computer, and have the result returned to the first 
via RPC. So you shouldn’t let the RPC traffic through your firewall.  
 
The portmap daemon converts RPC program numbers into Internet port numbers. A lot 
of hackers are targeting a lot of sites looking for portmapper. 
 
NFS enable LAN clients access to file server storage, it is not recommended to use 
unless you have encrypted tunnel.  
 
The lockd daemon processes lock requests that are either sent locally by the kernel or 
remotely by another lock daemon. The lockd daemon forwards lock requests for remote 
data to the server site lock daemon through the RPC package, it shouldn’t pass through 
the firewall.  
 
all the traffic regarding the 111/TCP, 111/UDP, 2049/TCP, 2049/ UDP, 4045/TCP, 
&4045/UDP will be denied by the firewall by default , since we found these ports are 
closed in the port scan result.  

 
 
Q-4)  
 
 

Windows 2000 ports 445 /TCP, UDP. Common Internet File System (CIFS). CIFS provides 
an open cross-platform mechanism for client systems to request file services from server 
systems over a network. It is based on the standard Server Message Block (SMB) 
protocol widely in use by personal computers and workstations running a wide variety of 
operating systems. When operating CIFS over the NETBIOS transport over TCP, 
connections are established and messages transferred, message transport is done using 
NETBIOS session service. After the server name has been resolved to an IP address, a 
connection to the server needs to be established if one has not already been set up. 
Connection establishment is done using the NETBIOS session service, which requires the 
client to provide a "calling name" and a "called name." The calling name is not significant 
in CIFS, except that an identical name from the same transport address is assumed to 
represent the same client; the called name is always "*SMBSERVER." Connection 
establishment results in a "Session Request " packet to port 139 “   
 
Additional rule should be added in our Firewall, deny any any tcp 139. Which is rule 
(258) shown above in figure 6. 
Don’t allow logging for this rule because you will get a very big log file at the end of the 
day.  
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Q-5)  
 
 

X Windows client may use Server to run a GUI application and receive the application 
output on the client GUI. Display 0 on port 6000 ~ Display 255 on port 6255. Keystrokes 
& screen captures could be obtained through Xwindows protocols. By default port 
6000/TCP, UDP are closed. 
  

 
Q-6-7-8)  
 

the previous setup shown in Fig.1 does not support DNS, mail, and http services; there is 
no Internet traffic in it.  
Using the following setup, which is the Internet firewall we can do some DNS, http, mail 
traffic regulation, the setup is as the following  
 

 
 
Unfortunately the Internet router administration is the responsibility of the ISP, so all the 
configuration could be done in the firewall only. 
 
The policy needed to be configured is as follow,  
 

· DNS 53/UDP is allowed from the screened network (DMZ) & from the Internet 
Network to the secondary DNS which is as shown above is outside the firewall, 
while DNS 53TCP/UDP are allowed from the Secondary DNS to the World. 
 

· HTTP & HTTPS are allowed from the internal networks to the DMZ (Mail & Web, 
intranet) servers and to the universe.  
 

· HTTP & HTTPS are allowed from the universe to the (WWW& Mail) in the DMZ.  
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· POP, POP3, SMTP are Allowed from the universe to the DMZ mail.  
 

· POP, POP3, SMTP are allowed from the internal to the Mail server in the DMZ& 
from the internal to the universe through the application gateway proxy since 
some internal users have personal mail accounts on other internet servers.  
 

· POP, POP3, SMTP are allowed from the MAIL server in the DMZ to the Universe. 
As shown in the following figure 10 which is the firewall rule database.  
 

 
 

 
                             FIG(10)  Axent Raptor firewall ver.6.0 for windows NT, rule base window. 
 

The only outgoing ports available to the internal network is  
 

· 80/TCP  
 

· 53/UDP  
 

· 110,109/TCP  
 

· 1352/TCP  
 
So all Trojans will not work going out, unless it uses the same ports and talking the same 
protocols.  

 
 
 
 
Q-9)  
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As example, testing the finger port going from inside to outside, the log said that IP 
Packet dropped  

 
                                                                  Figure 11.  
 

For incoming & outgoing application proxy daemons, the daemons, which are enabled by 
default when finish the firewall installation is 
 

 
Figure 12. 

 
By editing some files in the firewall & disable some daemons, the enabled daemons will 
be as follow, 

 
 

 
Figure 13. 

 
Q-11)  

ICMP packets are used for network diagnostics. They could be used to perform 
DoS attacks or map the network. From the above figure we can notice that  
 

· ICMP is enabled, we can not disable it right now because some network guys 
uses it as a troubleshooting, but as previous examples showed, we can define a 
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GSP based on ICMP & message type, then apply the GSP to a deny rule for 
specific internet or screened network.  
 

· Specific port 8080/tcp is opened for accessing some http servers on 8080 ports 
for web administration, but it is outgoing only. 


