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7 0 , �#8

Wireless Networking: Security
Implications for GIAC Enterprises
Network
Serious security issues have plagued 802.11 wireless LANs since their introduction
in the late 1990s. Numerous security analyses have pointed out the inherently in-
secure nature of LAN communications through the air and the woefully inadequate
protections provided by Wired Equivalent Privacy (WEP), the protocol defined to pro-
tect WLAN traffic from eavesdropping, spoofing, and connection hijacking in the orig-
inal 802.11 standard. Since the issue of the original standard, the IEEE and industry
groups have made several attempts to improve the security of WLAN communica-
tions, including the 802.11X standard, which defined an improved method for authen-
ticating wireless nodes, WPA (Wi-Fi Protected Access), an interim standard improving
on WEP produced by an industry group, which can be applied to existing hardware
via firmware upgrades, and 802.11i, a new standard recently approved by the IEEE,
which specifies a more robust security architecture for WLAN communications. Under
the original standard, WLANs were considered too insecure for a broad number of
security-sensitive applications. If one or more wireless devices had to be attached to
a private network, it was frequently recommended that that they be isolated from the
wired network by a firewall and forced to use a VPN to make a connection to the wired
network. With the new standard in place, to what extent and in what circumstances
do the security measures recommended for 802.11 networks still make sense? How
could WLANs be implemented securely in the GIAC Enterprises network using the
features added by the 802.11i standard?

To answer these questions, it would be useful to review the security characteristics
of the original 802.11 standard and each of its improvements to establish a basis of
comparison for 802.11i security. Then we can consider the remaining security weak-
nesses of 802.11i and the practicality of exploiting those weaknesses. Finally, we can
consider other practical obstacles to implementing full-strength 802.11i security that
may qualify a decision about whether other security measures are required.

9 : �
; *<,= �?> 7@, �+2A46�
B �DC  �E F+G�HJI 9+9
KMLNK O�PRQRS"T�SUPWVYX[Z]\_^`\badcJe ZfT�SUghSU\i\bjlknm opadqrqtsuPRZ]vxwyV�Z]aMPR\
Wireless communications introduces a new set of complications into the process of
defining and defending the boundaries of trust in a networked environment. Wireless
devices conforming to the 802.11 standard broadcast signals; any other conforming
device within range can pick them up.[1] Range varies depending on the physical
medium used. Infrared signals can carry up to about 20 meters,[2] 802.11b signals
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can carry up to about 500 meters in ideal conditions.[1] In the United States, 802.11b is
in wide use. In urban settings it is trivially easy for anonymous individuals to intercept
wireless LAN communications from nearby offices, buildings or streets.

In the most common wireless LAN configuration, known as an Extended Service
Set, one or more wireless access points broadcast (“beacon frame”) or at least readily
transmit to an inquiring device the “Service Set Identifier” (SSID) needed to connect
to the wireless LAN.[2] In the original 802.11 standard, access points are configured
to accept by default “open system authentication,” which basically means anyone can
connect to the device and anybody can listen in.[3] Most wireless access points have
been set up with the factory default configuration, as the annual Worldwide Wardriving
contest maps have abundantly demonstrated.[4] No sane administrator of a private
network would open up his organization’s network to the public, but ordinary users in
many organizations, possibly unaware of the security risks, have set up “rogue” access
points reachable by devices outside the organization.[5]

KML{z O�PRwM|RSU}~suwMvxZ]SU\YaMc�e �A�
A sane network administrator would want to restrict access to his organization’s wire-
less LAN to authorized devices and prevent unauthorized individuals from being able
to intercept messages transmitted from participating wireless devices. The original
802.11 standard provided for authentication and privacy through “Shared Key” authen-
tication and “Wired Equivalent Privacy” (WEP). The shared key is a code configured
on each authorized wireless device. When a device wants to “associate” with an ac-
cess point, the access point uses the code to generate a challenge and sends it to the
device, which uses the same code to return the challenge in a WEP-encrypted packet.
If the access point can decrypt the packet and the decrypted challenge matches the
challenge originally sent, the device is allowed to associate. WEP is then used to
encrypt all subsequent data traffic between the access point and the device. WEP
employs a 40-bit shared secret key (optionally increased to 104-bit by many vendors’
implementations)[1] and the RC4 encryption algorithm to encrypt and decrypt mes-
sages between wireless devices. The secret key is distributed to each participating
station by a mechanism unspecified by the standard.[2]

Unfortunately, the security provisions in the original 802.11 standard fail to provide
adequate authentication or privacy. Even if an administrator were to implement all
the recommended provisions for maximizing the security of his organization’s wireless
LAN(s) available under the 802.11 standard,[3][1] the inherent weaknesses of WEP
would expose it to numerous vulnerabilities. First, there is no provision in the standard
for a device to authenticate an access point. An attacker with a modicum of knowledge
of the wireless LAN could set up a rogue access point with security features turned
off and attract victim devices to associate with it under the false pretense that traffic is
secured. Second, MAC address spoofing is trivial under 802.11 and most control and
management frames are sent in the clear, making it easy for an attacker to masquer-
ade as an access point and interfere with the associations between devices and le-
gitimate access points. Third, since access points send the authentication challenges
in the clear, an attacker who intercepts them can use offline brute-force methods to
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crack the shared key.[5] Fourth, the WEP IV (initialization vector) field, at 24 bits, is too
small. On a busy network, a constantly-changing IV will eventually roll over, allowing
a persistent attacker monitoring the network to recover the RC4 key stream. From
there, he can use offline methods to crack the WEP key. In addition, there are no
provisions in the standard for changing the IV. A vendor’s implementation could have
all stations changing the IV in a similar manner, leading to identical key streams oc-
curring nearly simultaneously. Even worse, it is possible that a particular station may
use a constant IV. The IV is part of the RC4 encryption key. Knowledge of part of the
encryption key, combined with a known weakness in the RC4 key scheduling algo-
rithm, makes it possible for an attacker to analyze WEP-encrypted traffic and recover
the encryption key.[1] Vendors have reduced the risk associated with this problem by
implementing key management schemes that reduce the lifetime of the WEP key to
around 5-15 minutes. A frequently-changing WEP key greatly reduces the likelihood
that identical key streams will be used over the lifetime of a WEP-encrypted WLAN.[5]
Unfortunately, weaknesses in the way IVs are generated do not rule out the possibility.
Even if an attacker is unable to crack a WEP key on time to mount an active attack
using WEP, he can still decrypt all the traffic using that key. Finally, WEP makes no
provision for cryptographic integrity-checking. The integrity of a packet is determined
under 802.11 by computing a CRC value and comparing that to a CRC value sent
with the packet. There are published methods for altering packets that will result in
the identical CRC value. In addition, it is possible to use partial knowledge of the con-
tents of an encrypted packet to generate packets with altered IP, TCP or UDP headers
using bit-flipping that will be accepted by an access point and then forwarded to a sys-
tem under the attacker’s control! Some of these attacks require modifications to the
firmware of wireless devices, but competent, determined attackers could accomplish
that[6].

There are several ways to mitigate these weaknesses within the framework of the
original 802.11 standard, but many students of the issue recommend employing addi-
tional security measures. These include isolating the wireless network from the rest
of an organization’s network by address segmentation, firewalling the wired network
off from the wireless segments, and requiring all wireless devices to use a VPN based
on IPSec or SSL/TLS to communicate with other devices.[3][5][1] The problem with
these recommendations is that they are not practical in some applications and do not
eliminate all problems. For example, they do not eliminate the problem of communica-
tions between nearby wireless devices. If the wireless devices need to communicate
securely with each other, either each will have to be forced to route its packets through
a VPN concentrator, which could have a serious impact on network performance, or
each device will have to be configured to establish a VPN directly with its wireless
neighbors. Not all wireless devices are capable of this, and for those that are config-
uring VPNs is not a trivial exercise.

KML�� O�PRwM|RSU}~suwMvxZ]SU\YaMc<�M�Wz~LNK"�
The IEEE recognized the security inadequacies of 802.11 early, and started working
groups to address them. The first new standard, 802.1X, published in 2001, addressed
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the problem of authentication.[7] It established a mechanism for authenticating wire-
less devices and their users to another device. The authenticating device could be
a wireless access point, hub, router, or even another wireless device. It adapted the
Extensible Authentication Protocol (EAP) standard published by the IETF[8] to trans-
port over ISO layer 2 (EAP over LAN). As its name suggests, EAP provides a means
for a device communicating with another device over a point-to-point link to authenti-
cate using any conforming method. The 802.1X standard specifies EAP mechanisms
employing an “authentication server” that may or may not be part of the authenticat-
ing device. The authenticating device (“authenticator”) and its peer (“supplicant”) ex-
change authentication messages using EAP. These messages include initialization of
the authentication exchange, negotiation of an authentication mechanism, exchange
of authentication tokens and authorization information, and deauthentication. The au-
thenticator also acts as an intermediary between the supplicant and the authentication
server translating packets from EAP to whatever protocol it uses to communicate with
the authentication server and vice versa. Until authentication completes successfully,
the authenticator will not accept packets from the supplicant except those needed
to complete the authentication exchange. The standard recognizes that in a shared
media environment, such as a wireless LAN, EAP mechanisms must be chosen that
enable the exchange of authentication information between the supplicant and au-
thenticator and between the authenticator and authentication server securely, typically
via encryption. Authentication protocols meeting this requirement include Kerberos,[9]
Diameter,[10] and RADIUS using IPSec.[11][12]

The authentication exchange described above is strictly one-way. The “supplicant”
does not authenticate the “authenticator.” The original standard required that in an
IBSS, in which each wireless device communicates directly with every other wire-
less device in an “ad hoc” network, each wireless device would act both as a “sup-
plicant” and an “authenticator.” In this setting, all devices would mutually authenticate.
In an ESS, however, only the access point acts as an “authenticator.” The “suppli-
cant” device has no way to authenticate access points. Furthermore, at least some
of the management packets exchanged between the “supplicant” and the “authenti-
cator” travel in the clear and unauthenticated. These flaws in the design of 802.1X
led to the elaboration of “man-in-the-middle” and session-hijacking attacks against
802.1X in an ESS context.[13] Subsequent responses generally conceded the authors’
claims against the 802.1X standard, unless enhanced by per-packet encryption using
dynically-negotiated keys and a higher-level protocol that performs mutual authentica-
tion. Responses written by members of the wireless industry tended to claim that their
product’s enhancements to the 802.1X standard would defeat the attacks.[14][15]

KML�� O�PRwM|RSU}~suwMvxZ]SU\YaMc�e �lk
In fact, vendors had been quite busy implementing security enhancements to their
802.11 devices, mostly without standardization. The industry evntually issued an in-
terim standard of its own, Wi-Fi Protected Access, which defined a protocol for dy-
namic key management and data packet authentication and encryption called Tem-
poral Key Integrity Protocol (TKIP). The purpose of the standard was to mitigate the
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weaknesses of the 802.11 standard without requiring the replacement of deployed
hardware. TKIP added an encrypted Message Integrity Code (MIC) to messages to
reduce the effectiveness of attacks that relied on MAC address spoofing or packet
modification. It also increased the size of the Initialization Vector (IV), added a key
mixing function, implemented replay attack prevention measures, defined a rekeying
mechanism, and described a series of counter-measures designed to reduce the im-
pact of attempted exploits against the protocol to Denial of Service. TKIP is included
in the 802.11i standard as an interim security protocol for networks making the transi-
tion from hardware that does not conform to the requirements of 802.11i to hardware
that does. It only enhances the security of ESS networks and still relies on the RC4
encryption algorithm specified for WEP.[16] � The 802.11i standard states that TKIP is
a trade-off between security and compatibility with older hardware. It is still vulnera-
ble to active attacks. As a countermeasure, the protocol specifies that reception of a
packet with an invalid MIC should be treated as an active attack. After receiving two
such packets within 60 seconds, the receiving device will deauthenticate itself and, in
the case of an access point or in an IBSS, all stations it has currently authenticated
and refuse to accept or send any packets except 802.1X authentication messages for
60 seconds.[18]

This trade-off makes it possible to launch an extended Denial of Service attack
against a TKIP-protected WLAN simply by sending 2 invalid TKIP messages to the
access point every 60 seconds.[19] Other researchers have verified TKIP’s suscepti-
bility to DoS attacks based on spoofed deauthentication or disassociation packets.[20]
By itself, thse attacks pose no threat to the privacy of data carried over the WLAN,
but in some situations the DoS itself could lead to serious problems for the victim
organization. In addition, WLANs making use of WPA with pre-shared keys rather
than 802.1X authentication are vulnerable to off-line dictionary attacks against the
pre-shared key. Any system capable of intercepting traffic between the access point
and any other station in the ESS could perform this off-line attack, and once in pos-
session of the key, compromise the security of the entire WLAN. The vulnerability can
be mitigated by using a random pre-shared key of 20 characters or more in length.[21]
The use of DoS could be the first step in such an attack, since it would provoke a
large number of authentication attempts which could be collected and subjected to
analysis. An attack tool based on this vulnerability was subsequently published on the
internet with an accompanying technical discussion.[22] Overall, WPA, when imple-
mented with properly-configured 802.1X authentication and without legacy support for
WEP-only devices, still represents a huge improvement over any combination of prior
non-proprietary security features available for wireless LANs.
�
The Wi-Fi Alliance’s documentation on WPA can be described as marketing literature. It does not

mention the limitations of TKIP detailed in the 802.11i standard. At least one document makes the
undocumented claim, “Cryptographers have reviewed Wi-Fi Protected Access and have verified that
it meets its claims to close all known WEP vulnerabilities and provides an effective deterrent against
known attacks.”[17] The WPA specification is still available on their Website only for a fee of $25.00,
while the full 802.11i standard is now freely available to the public on the IEEE website.
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The complete IEEE 802.11i standard describes an overhauled 802.11 security archi-
tecture called a “Robust Security Network.” This architecture can be implemented in
an IBSS or ESS. It consists of a set of peer-to-peer security associations (analogous to
the security associations established in IPSec) negotiated between wireless devices
based on pre-configured security requirements and collectively labelled a “Robust Se-
curity Network Association” (RSNA). In an IBSS these security associations are estab-
lished between any pair of wireless devices wishing to communicate with each other.
In an ESS, they are established between the access point and any wireless devices
wishing to participate in the wireless network. Each RSNA includes up to 4 specific se-
curity associations consisting of keys and policies. The Pairwise Master Key Security
Association (PMKSA) includes the long-term key to be used for generation of the tran-
sient keys. The Pairwise Transient Key Security Association (PTKSA) includes the key
to be used to encrypt unicast packets exchanged between the two peers. The Group
Transient Key Security Association (GTKSA) includes the key to be used to encrypt
multicast or broadcast packets destined for the members of the wireless network. The
STAKey Security Assoction (STAKeySA) includes the key to be used to encrypt traffic
sent from one non-AP wireless device to another non-AP device participating in the
same ESS.

RSNA-capable devices identify one another by an additional RSN element in bea-
con frames and (re)association messages. This element includes a list of cipher suites
the device is willing to use to communicate securely with other devices. In addition,
in an ESS access points can insist on the use of a specific cipher suite during asso-
ciation. Before establishing any of these security associations, wireless peers must
authenticate each other using either pre-shared keys or an 802.11X authentication
mechanism that implements mutual authentication such as EAP-TLS. Upon authenti-
cation, the peers establish the PMKSA, using either the pre-shared key or keying in-
formation exchanged during 802.11X authentication as the Pairwise Master Key. The
peers then engage in a “4-way handshake” that establishes the PTKSA and GTKSA.
If the non-AP peer wishes to establish direct communications with another non-AP
device on the wireless LAN, it then initiates a “STAKey handshake” with the access
point. Whenever a wireless device (re)(dis)associates, (de)authenticates, or simply
moves out of range of an access point with which it has an active security association,
any existing PTKSA and GTKSA are deleted. Likewise, the access point deletes the
PTKSA for any device that has entered one of these states. The PMKSA, on the other
hand, can remain in force indefinitely. PMKSAs can be cached by a device as they
are established between different peers. Implementations may use whatever means
are available to preserve the cached PMKSAs across system reboots or other inter-
ruptions of communication with the wireless network. The device can be configured
to specify a pre-defined maximum lifetime for its PMKSAs. Once the lifetime expires,
the device must re-authenticate if it is using 802.1X authentication, or the user may
be prompted to re-enter a passphrase to activate a pre-shared key that will supply the
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key material for the PMKSA. Otherwise, the PMKSA may last as long as the Pairwise
Master Key used by the peers does not change.

The 802.11i standard specifies the Counter with CBC-MAC cipher suite[23] using
the AES-128[24] encryption algorithm for data and key management, packet encryp-
tion and authentication. The only other option available in a Robust Security Network
is TKIP, and this must only be used in contexts in which compatibility with non-RSNA-
enabled devices is required. The Counter with CBC-MAC cipher suite (CCM) com-
bines a block cipher with message authentication. In 802.11i it takes 4 inputs, an en-
cryption key, a nonce that must be unique across all encryption operations using the
same encryption key, a plaintext message block, and part of the MAC header including
the source and destination MAC addresses.[18] It computes a message authentica-
tion code using over the combined MAC header and message text. Then it encrypts
the message authentication code and message text by generating key stream blocks
using AES-128 over the nonce and encryption key and XORing blocks of the message
text with the key stream. The encrypted message authentication code is appended to
the encrypted message text to form the cipher text.[23]

z~L{z �AayV�SUPWV�ZhwMgle SUw�^`PRSU\i\iSU\
As of this writing, the 802.11i standard is not even a year old, and because implement-
ing conformant RSNAs requires new hardware, has not been widely deployed. Still,
there is data on potential security weaknesses of the standard, some of it supplied by
the standard itself. In particular, the authors include a list of “Assumptions and Con-
straints” for aspects of a WLAN not part of the standard that must be met in order for
the RSNA to possess the security characteristics outlined in the standard. This list is
intended to help implementors prevent poor design of features outside the scope of
the 802.11i standard from compromising the security of their products and to help con-
sumers assess the real-world security consequences of deploying a particular 802.11i
configuration. Notable items include the need to use an EAP method that ensures
strong mutual authentication for 802.1X authentication, the need to provide a secure
channel between access points and centralized authentication servers to protect keys
and authentication tokens passing along the wired LAN, and the limitations of using
pre-shared keys for the Pairwise Master Key. Regarding the last item, a malicious in-
sider (someone who has control of another device furnished with the same pre-shared
key) can determine the Pairwise Transient Key for any two other stations by examin-
ing the first two exchanges of the 4-way handshake. From there, eavesdropping or
a man-in-the-middle attack is possible.[18] The exploitation of other potential weak-
nesses depends on the specifics of the 802.11i implementation and the configuration
choices of the 802.11 network administrators.

It is heartening to note that the core privacy and authentication protocol chosen
for conforming 802.11i devices, CCMP, has been proven to have robust security prop-
erties. An attacker with access to a stream of packets processed by CCMP is highly
unlikely to be able to collect two identical ciphertexts (which can be used to attempt to
crack the encryption key) or to learn enough about the message authentication code
to forge a valid packet,[25] provided the same encryption key is used for no more than
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2 � � encryption operations.[23]. It is possible for an attacker to mount a precomputa-
tion attack against CCMP with 128-bit encryption keys when the same nonce value is
likely to occur across encryption sessions using different keys and the first 16 bytes
of the plaintext message are known. The attacker generates a table of all keys and
the first of the resulting key stream blocks generated using that nonce. He then cap-
tures packets using that nonce and compares the first encrypted block to those in the
table. After about 2 � � messages the attacker should be able to find a matching block
and identifiy the encryption key. This attack can be defeated by using a larger key or
by combining additional data with a sequentially increasing nonce value to form the
nonce.[23] The 802.11i specification employs 128-bit keys but also requires that the
MAC address of the sending station be included in the nonce value. As a result, the
series of all possible nonce values is unique to each communicating device. The at-
tacker would have to generate a separate table for each device in the target packet
stream and would have to observe 2 � � messages from at least one of the devices be-
fore discovering the encryption key. This additional restriction makes precomputation
attacks against CCMP highly unlikely to succeed.[26]

The wedding of 802.11i privacy using CCMP with 802.1X authentication closes
nearly all the known holes in the 802.11 architecture. The major remaining problem is
Denial of Service. DoS attacks of several types can still succeed against a full-blown
802.11i network. In addition to the TKIP DoS attack mentioned previously1.4, 802.11i
networks are subject to DoS attacks using forged deauthentication or disassociation
frames, sending any of several forged EAPOL messages to the 802.1X supplicant or
authenticator, forging a packet with an incorrect RSN Information Element in message
3 of the 4-way handshake, or sending out numerous forged 4-way handshake mes-
sage 1 packets to a supplicant.He and Mitchell [26] The impact of these attacks is
mitigated somewhat by the requirement that the attacker operate a device on the LAN.
Since the device is in the vicinity of the rest of the network, in most cases it could be
located fairly quickly. Still, many networks cannot function adequately with even brief
interruptions of service to devices on the LAN.

z~L�� O�q���g]S	q�SUPWV�wyV�Z]aMP�O�\�\isRSU\
It appears to this author at least that 802.11i WLANs can provide adequate security
to an organization that must protect data from unauthorized access, provided certain
conditions are met. First, the WLAN must implement the RSNA architecture using
CCMP. Legacy devices only capable of using WEP should not be allowed to use the
WLAN. This eliminates not only the vulnerabilites of WEP but also those of WPA and
TKIP. Second, the WLAN must be configured as an ESS and employ 802.1X au-
thentication using centralized authentication servers running RADIUS, Diameter, or
Kerberos. Third, the WLAN must be restricted to devices participating in a shared
network of trust, such as a Windows Domain or a PKI infrastructure. If all these con-
ditions are met, there is no need in most cases to firewall off the WLAN from the rest
of the organization’s network or force WLAN devices to tunnel traffic through a VPN to
the wired network.
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On the other hand, there are numerous cases in which not all of these conditions
can be met. The most obvious case is that of the road warrior who uses a wireless
device to access the organization’s network from the outside. In many cases the road
warrior’s device will associate with a 3rd-party access point. In these cases, no guar-
antees about the security of the device’s traffic in the air or across intervening wired
networks can be made. In this case it makes sense to firewall off the road warrior’s
device and force it to establish a VPN tunnel. Some organizations have divisions with
different security requirements or have policies which prevent divisions from sharing
certain types of information with each other. In these cases, if the organization wishes
to deploy WLANs shared by members of different divisions, the network will have to
be configured to restrict unauthorized devices higher up the protocol stack, including
the use of internal VPNs and intra-divisional network firewalls.

7 0 , �#8	8

GIAC Enterprises Perimeter Security
Architecture
� Defining the Information Technology Capabilities Re-

quired by GIAC Enterprises in order to Accomplish
its Business Objectives

�
LNK Historical Assumptions
The description of GIAC Enterprises given in the guidelines for Part 1 of this Practical
is too general for determining the precise relationship the company has or intends to
have with its customers, suppliers, partners, and employees. In order to develop a
realistic network design, it is necessary to make further assumptions about the nature
of GIAC Enterprises’ business, as was done by previous analysts.[27] These assump-
tions put flesh to the business needs of the company. The network design will be
shaped by the business needs that arise from these assumptions, and it must be
judged by how well it satisfies those needs.

In the real world, the analyst rarely has such freedom to shape the circumstances
for which he is designing a solution. There is little doubt that if IT Security profes-
sionals really had the power to dictate to organizations what their genuine business
needs were, there would be far fewer security breaches – and far fewer successful
organizations! Likewise, I must not make assumptions about the character of GIAC
Enterprises that end up serving simply to make it easier for me to design a satisfy-
ing network security infrastructure. With this caveat, let’s take a closer look at the
company.

GIAC Enterprises is a small publishing company that specializes in the global distri-
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bution of fortune cookie sayings. While it is based in the United States and maintains
there its corporate headquarters and publishing offices in Brooklyn, NY, it partners
with authors and printers around the world to provide buyers with fortune cookie say-
ings that are in their customers’ native language and appropriate to their customers’
culture.

The company was founded in the 1960s, grew rapidly in the United States and be-
gan expanding overseas, largely by cooperative agreements with foreign businesses,
in the 1970s. Management tended to be cautious about adopting new technologies.
This policy appeared to serve them well until the 1990s.

As the decade wore on, it became clear that companies more quickly adopting in-
ternet technologies were eating their lunch. Fueled by the efficiencies of web-based
ordering, their competitors were dropping prices and luring customers away. Manage-
ment reluctantly decided to establish an English-language web site for product sales
in 1998. They hired a web development company to develop and maintain a website.
The web development company customized a business-to-business shopping-cart so-
lution for them. They contracted with their ISP to host the website.

That decision led to increased sales. Management was sufficiently impressed to
roll out web-based sales worldwide over the following year. By 2001 the company
had a well-established international on-line sales presence. Meanwhile, sales costs
dropped as many older customers converted to web-based ordering. While manage-
ment was happy with these results, they were also feeling pressure to increase the
breadth of their reliance on internet technologies.

They were not able to develop as broad a base of authors in emerging markets
as they desired because of continuing problems with communications. They had also
begun to lose authors to companies that were using the web to maintain relationships
with authors. Management decided to survey all their existing suppliers, partners,
and customers to find out what services they would like the company to provide and
how they would like to receive them. The results indicated that business relationships
should improve if the company supplemented its personal contacts with its suppliers,
partners, and customers with web-based access to more detailed product information,
coming projects, and collaboration tools. This year, the company hired a chief tech-
nology officer and assigned him the task of bringing in these capabilities, overseeing
training of staff, suppliers, partners, and customers in using the new features, and
providing and maintaining the infrastructure necessary to make it happen. He in turn
hired me to help design and implement a network security architecture to support the
new operations.

The new CTO included the following requirements in my assignment. First, the de-
sign must assume that as many functions as possible of the company’s web presence
be located in-house. The CTO was determined to eliminate dependence on third-
parties for the security of the company’s assets. Second, the design should use open-
source tools, unless commercially-available, closed-source tools were significantly su-
perior or open-source tools are not available for a particular function. This decision
was based primarily on budgetary constraints for software acquisition and training
(NOT because open-source software is inherently more likely to be free of security
weaknesses! [28, 29]). As it turns out, the CTO’s former company had used many
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open-source security tools, and he had managed to bring a few of his key staff along
with him to GIAC Enterprises. He wanted to exploit their competencies as quickly and
cheaply as possible.

Third, the design must allow for the use of the existing ecommerce solution, which
includes the following components: A web/application server cluster provides access
for customers to product information via HTTP and secure online ordering and order-
status information via HTTPS secured with SSL v.3 using an RSA server certificate
signed by Verisign’s Certificate Authority and a negotiated encryption algorithm of min-
imum 128-bit key length. Also, an Oracle database backend cluster located in-house
provides access to customer account information to the web/application servers and
detailed reporting information to internal customer support and accounting personnel
using an internal application server via an encrypted channel on TCP ports 1521-1526
using TLS v. 1.0 with 2-way authentication using RSA client and server certificates
signed by Verisign’s Certificate Authority and encryption using the triple DES cipher
algorithm with a 168-bit key and SHA-1 MAC. In addition, the Oracle database server
cluster must be able to make connections to Acme Payment Systems remote payment
processor over the internet (IP address 1.100.100.1) on port 4999 using TLS v. 1.0
with 2-way authentication using RSA client and server certificates signed by Verisign’s
Certificate Authority and encryption using the triple DES cipher algorithm with a 168-
bit key and SHA-1 or MD5 MAC.

In addition to these baseline requirements, I had to make provision for additional
access by suppliers, partners, and employees as follows:

�
L{z Capabilities needed for suppliers of GIAC Enterprises.
GIAC Enterprises’ suppliers can be broken into two broad categories: authors of for-
tune cookie sayings and vendors who provide products needed by the employees of
GIAC Enterprises to conduct the various aspects of her business. Authors need ac-
cess to specifications for new projects, legal and contractual information regarding
copyright, ownership of submissions, review policy, plagiarism, pay scales, and other
contranct terms, a repository in which they can place and retrieve works in process
that are under editorial review, and channels for communication with editors and, in
limited cases, with each other, about their work. The CTO already had an answer to
my question about exactly where in the organization’s network infrastructure authors
would go to get this access; he had contracted with a development firm to build a
web portal into the existing Oracle application server. This portal required authors
to authenticate with a user name and password to gain access to most features of
the site, and granted access to various features of the portal based on policies set
for their identity by the editorial staff. The portal included a collaboration space, in
which authors and editors could brainstorm together, and a restricted-access reposi-
tory for submissions in progress and contracts. Communications with the portal from
the internet were secured with 2-way authentication using RSA certificates signed by
Verisign’s Certificate Authority and a negotiated encryption algorithm of minimum key
length of 128 bits. I had to come up with a secure method for editors and authors to
exchange contracts and other sensitive information over the internet in the event the
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web portal was not available.
Other suppliers required far less access to GIAC Enterprises. They needed to

be able to communicate with GIAC Enterprises employees via email and wanted the
employees to be able to get to their websites for product information, purchasing, and
educational opportunities. Occasionally, they would be exchanging email that required
encryption.

�
L�� Capabilities needed for partners of GIAC Enterprises.
Most of GIAC Enterprises’ partners were printers with long-term contracts for printing
and ensuring delivery of fortune cookie sayings to customers. Many of these firms
were based in other countries. Most of the rest of the the firm’s partners were overseas
as well. Most often, they provided translation services. Frequently, they were also
asked to vet projects destined for an overseas customer for cultural appropriateness.

They needed to be able to exchange email with GIAC Enterprises’ editorial staff,
sometimes in encrypted form. They also needed access to the portal for specifications
of ongoing or upcoming projects and to exchange work in progress. Their access to
the portal was secured in the same way as that for authors.

�
L�� Capabilities needed for GIAC Enterprises’ employees located
in Brooklyn.

The employees based at GIAC Enterprises’ headquarters and publishing offices in-
clude their corporate officers, editorial staff, and several support departments: ac-
counting, legal, human resources, purchasing, sales, and IT. In general, the employ-
ees require access to the web and must be able to send email to various parties on the
internet. In many cases, they will need the ability to engage in secure transactions via
SSL. Individuals or departments that require additional access will be specfied below.

Editorial staff need the ability to send encrypted email to authors as a backup to
secure access to the company’s web portal. There exists the danger of proprietary
information leaking out of the company in undetectable form via secure email. There
does not seem to be a realistic method of preventing this from happening, and even
if there were a way to prevent employees from sending encrypted email, there are
too many other relatively easy ways for them to sneak proprietary information out the
door. For that reason, this kind of access will be allowed and the risk mitigated by
issuing clear policies on proper use and training editorial staff on how to implement
those policies in their communications with authors.

Corporate and accounting staff need access to a variety of reports and finan-
cial data stored in the Oracle database originally used as part of the company’s
ecommerce solution. It was decided, however, to consolidate a number of internal
databases storing financial data onto the same server. The company purchased a
second application server to be used in-house only. This application server would
limit direct access to the database, allow for even more granular access control, and
isolate sensitive data from the publicly-available application server used by partners,
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suppliers, and customers. Of course, it also greatly simplified access to the financial
data.

IT staff need FTP access to various sites on the internet in order to download
needed software packages and updates. While it is entirely possible to do this via
HTTP, FTP is faster, and many of these packages will be quite large. The CTO has
already indicated that only IT staff should be allowed to download software packages
and updates, including Java programs. If employees need access to software avail-
able on the web, it IT’s responsibility to fetch it, check it for problems (licensing issues,
viruses and worms, security vulnerabilities) and make it available to employees on the
company’s intranet. IT staff also require access to the newsgroup server at the com-
pany’s ISP in order to keep up with technical issues discussed in some newsgroups.

�
L{� Capabilities needed for GIAC Enterprises’ employees located
at remote sites.

For the most part, the employees of GIAC Enterprises do not need access to data
stored inside the company’s network except when they are at work. The exceptions
to this rule include corporate officers, some of the editorial staff, remote sales staff,
and IT staff. The first three groups need access to email, the web portal, and the
internal application server. The internal application server gives corporate officers
quick access to confidential financials, performance data and strategy. Editors and
salespeople use the internal application server to maintain confidential information
on customers. The company’s CRM solution, for example, is hosted on the internal
application server. IT staff needs comprehensive access to the network to perform
remote diagnostics and troubleshooting.

Access to email had already been available via Outlook for Web Access, provided
by the company’s Microsoft Exchange server. The company was now to migrate all its
groupware functions to Oracle Collaboration Suite and use the web-interface provided
by Oracle on the web/application server to give remote users access to email and
other groupware functions. Remote access to the email site would be granted to
users via HTTPS secured with SSL v.3 using 2-way authentication with RSA client
and server certificates and a negotiated encryption algorithm of minimum 128-bit key
length. The server certificate will be signed by Verisign’s Certificate Authority and
the client certificates will be signed by GIAC Enterprises’ own certificate authority.
Traveling employees will connect to the portal site in the same way. The internal
application server cannot be accessed directly from the internet. For remote access
to this system, remote users will have to establish an IPSec VPN connection to the
company network from their remote site.

IT staff require by far the most far-ranging remote access to the company’s network
as a consequence of the CTO’s decision not to staff IT on-site 24x7. After a study of
the frequency of problems encountered during the use of the company’s ecommerce
solution and the number of such problems requiring on-site intervention by IT staff,
and several discussions with IT managers who oversaw the use of portal software
similar in design and purpose to what the company was about to put into production,

� �



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

he concluded that the company could provide a sufficient level of service to its site’s
users without incurring the expense of keeping staff on-site 24 hours a day, 365 days
a year.

Instead, he would have IT staff rotate on-call duty from home and have the com-
pany’s security and network-monitoring tools forward alerts to the on-call staff. In order
for this to work, on-call staff would have to have a secure, reliable connection to the
company’s network and sufficient access to its network infrastructure to perform main-
tenance and repair. This will take place via an IPSec VPN between each of the IT
staff’s homes and the company network.

As a backup in case the company’s link to its ISP goes down or the VPN gateway
or internet firewall fail, a Remote Access Server taking dialup connections will also be
provided. The dialup lines are normally only needed on off-hours, and then only when
IT staff are unable to reach target hosts via their VPN connection.

It should be noted in this connection that in no case does a remote employee need
an end-to-end IPSec tunnel. Confidentiality inside the company’s network can be
achieved by other means, such as using HTTPS or SSH. The CTO instructed me that
in the absence of a clear business need end-to-end tunnels will not be allowed. He
preferred to limit the amount of unidentifiable traffic flowing in and out of the company’s
network.

  Netork Security Architecture Providing Capabilities
Needed by GIAC Enterprises

��LNK Overview
The network security architecture recommended for GIAC Enterprises is meant to ac-
complish the following objectives: 1.) Provide all the capabilities required by GIAC En-
terprises; 2.) Prevent anyone from extending or exploiting those capabilities to achieve
unauthorized access to any of GIAC Enterprises IT assets; 3.) Keep implementa-
tion and maintenance costs as low as is consistent with meeting objectives 1) and 2)
quickly. The security architecture will achieve its objectives by employing a number
of complementary security features, including a multi-layered perimeter, network in-
trusion detection and, for mission-critical, exposed, or otherwise sensitive hosts, host-
based intrusion detection, hardening of exposed hosts, segmentation of the company’s
internal network, enterprise-wide anti-virus detection and removal, centralized system
logging and near real-time response to possible security breaches. Costs will be con-
tained by employing free or inexpensive open-source software and recycled hardware
for many key components. Centralized administration tools will simplify maintenance
and monitoring.
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��L{z IP Addressing Scheme
Heretofore, GIAC Enterprises’ internal network was based on RFC 1918 addressing
using class C subnets or smaller in the 192.168/16 address space. I decided to aban-
don this scheme entirely in favor of one based on the 10/8 address space. The obvi-
ous but less important reason for going with the 10/8 address space is that it increases
the total number of available addresses by a factor of 256. The company is currently
nowhere near large enough to use up the 65536 addresses available in the 192.168/16
space; converting to the 10/8 space simply makes it a complete non-issue.

The more important reason is interoperability. Many home networks and busi-
nesses use one or more class C subnets of the 192.168/16 space as their private
addressing. By converting to the 10/8 space, the company more easily avoids colli-
sions with private addresses in the home networks of VPN clients. Each VPN client
will be assigned an IP address in the 10/8 space, and in no case will a VPN client be
permitted to route packets from his/her home network or anywhere else into GIAC En-
terprises’ network, or vice versa. This is not so easily accomplished if the IP address
assigned to a VPN client interface happened to be in a subnet already allocated to a
home network. Routing issues between the client and the company network could be
alleviated by subnetting the part of the home network assigned to the VPN client.

Another problem would remain, however. The firewall will include access rules for
VPN subnets. The brevity and efficiency of these rules depends on being able to
predict the subnetting for entire blocks of addresses assigned to certain classes of
VPN clients. If exceptions have to be made to prevent address clashes with certain
home networks, it will complicate the firewall ruleset. If, in the future the company has
a need to set up a network-network VPN, perhaps with a partner, there is far more
flexibility in the 10/8 space for finding a network number that will allow the two sides to
talk to one another without asking either one to change their current addressing.

��L�� Components
©	ª¬«Uª� Border Router
The purpose of the border router is to supervise the connection between GIAC Enter-
prises and the internet. Not only does it route IP traffic in and out of the company’s
network, but it also blocks IP traffic with invalid source addresses and prevents cer-
tain other kinds of potentially dangerous traffic, including certain kinds of ICMP and
traceroutes, from entering the company’s network. The border router is placed on the
company’s end of the T1 connecting it to its Internet Service Provider. All other de-
vices connected to the internet in GIAC Enterprises forward their traffic through this
router and all network traffic entering GIAC Enterprises network must pass through this
router first. Since this is the first device incoming traffic encounters, it is the ideal de-
vice to block certain kinds of suspicious traffic which its limited access-control facilities
can detect. In particular, it is able to block traffic with unrouteable[30] and otherwise
reserved[31] source IP addresses. It is also ideal for blocking traceroutes, which might
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Description Network Block Comment
Public Networks

Public WAN Network 1.1.1.104/30 Assigned to GIAC En-
terprises by ISP. Border
Router <-> Internet Firewall

VPN Gateway Public Network 1.1.1.240/30 Assigned to GIAC Enter-
prises by ISP. Internet Fire-
wall <-> VPN Gateway

Public Servers 1.1.2.240/28 Assigned to GIAC Enter-
prises by ISP.

Internal Network Device Link Networks
Firewall-Firewall Network 10.1.1.0/30 Internet Firewall <-> Inter-

nal Firewall network
VPN Gateway Private Network 10.1.1.4/30 VPN <-> Internet Firewall

RFC 1918 network
Internal Firewall-Users Network 10.1.1.8/30 Internal Firewall <-> Cisco

3640 Router
Private Networks

Restricted-Access Network 10.1.3/24 Used to isolate
sensitive traffic used
mostly for infrastruc-
ture support from
main subnets

DMZ 10.1.4/24
Internal Server Network 10.1.5/24
Logging Network 10.1.6/24 Mostly dedicated to logging

to lighten load on main sub-
nets.

Corporate User Network 10.10.2/24
Editorial User Network 10.10.3/24
Support User Network 10.10.128/17 Supernet for various sup-

port departments. De-
vices are logically subdi-
vided by department into
natural subnets. Used in
firewall rules and for later
segmentation.

IT Network 10.10.128/24 Used by network security
devices to grant special ac-
cess to IT personnel.

Sales Network 10.10.129/24 Used by network security
devices to limit access by
sales personnel.

Editorial VPN Client Network 10.253.2/24 System running VPN client
software for a remote edi-
torial user gets address in
this subnet.

Sales VPN Client Network 10.253.3/24 System running VPN client
software for a remote sales
user gets address in this
subnet.

IT Staff VPN Client Network 10.253.4/24 System running VPN client
software for a remote IP
staffperson gets address in
this subnet.

IT Staff Dialin Network 10.254.1/24

GIAC Enterprises IP Addressing Scheme
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otherwise be able to discover invaluable information about the structure of the network
defenses protecting the publicly accessible mail gateway and web/application server.
It can also reduce the impact of DOS attacks using rate limiting on certain types of
otherwise permitted traffic. The border router used at GIAC Enterprises is a Cisco
2621 running Cisco IOS Release 12.2(15)T2, with the IP Plus feature set.

©	ª¬«Uª¬® Internet Firewall
The purpose of the internet firewall is to limit the types of IP traffic allowed to pass
between the GIAC Enterprises network and the internet. It sits just inside the border
router and performs “stateful” filtering to prevent forwarding of unallowed traffic that
the router’s access-control mechanisms are too simple to detect. It also translates
unrouteable (RFC 1918) addresses used in the GIAC Enterprises network into public
IP addresses that can be passed along the internet. Since all traffic in and out of
the network passes through this system, including unencrypted traffic from the VPN
gateway, it is able to comprehensively limit the types of traffic flowing in and out. It
is configured to block many types of attacks and evasive scanning techniques based
on malformed IP packets, including fragmentation and unusual combinations of TCP
flags. This system runs Redhat Linux 9.0 with netfilter v. 1.2.7a.

©	ª¬«Uª¬« Network Intrusion Detection System 1
This unit sits just inside the border router. It captures and anaylyzes all inbound and
outbound traffic for signs of suspicious activity, sends alerts when such activity is de-
tected, blocks certain types of activity, and logs a record of the subsequent conversa-
tion between the source and destination hosts. It supplements the internet firewall by
performing protocol analysis and blocking suspicious TCP activity. While it is possible
to have the intrusion detection system modify the firewall rulebase dynamically in re-
sponse to suspicious activity, this function is not implemented in the GIAC Enterprises
network. This system runs Snort, v. 2.0.1 on Redhat Linux 9.0.

©	ª¬«Uª¯© VPN Gateway
The VPN Gateway enables key GIAC Enterprises employees who need more compre-
hensive access to the company network than what is available through the web portal
to establish a secure channel for communications across the internet. While this func-
tion could be performed by the internet firewall itself, it was offloaded to a separate
device to ease the load on the firewall and to allow for the use of network address
translation on packets coming from systems inside GIAC Enterprises network.

The VPN gateway has two interfaces connected to the internet firewall, an internal
and a publicly-addressable interface. Outbound VPN packets pass through the fire-
wall, NAT is performed on them, and they are forwarded to the VPN gateway’s internal
interface for handling. The VPN gateway wraps the packets in AH or ESP headers
and passes them back to the firewall on the publicly-addressable interface. The fire-
wall checks the information in the new packet headers and forwards them if they are
acceptable. Inbound VPN packets are checked by the firewall first and passed to
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the VPN gateway if allowed. The VPN gateway unwraps and unencrypts the packets
and passes them to the firewall through its internal interface. The firewall performs
any needed NAT on the packets, checks them to see if they are allowed, and if so,
forwards them to a system in GIAC Enterprises’ network.

The gateway will be configured to allow for redundant controls on access to the
company network by remote clients. The VPN gateway itself will use the distinguished
name of the client’s X.509 certificate to determine to which areas of the company
network the client is granted access . Each user will also be assigned a static IP
address to be associated with a virtual interface on the client machine. The IP address
will be pulled from a subnet to which all addresses for that access class belong. The
internet firewall will include rules that specify to which areas of the company network
that subnet is granted access. The VPN gateway and firewall access controls will be
coordinated by configuration settings on the gateway that bind a user’s distinguished
name to the subnet belonging to his/her access class.

The VPN gateway system runs FreeS/WAN v. 2.01 with the X.509 patch on a
Redhat Linux 9.0 system, modified kernel version 2.4.20. The X.509 patch allows
the VPN gateway to use PKI for authentication which also enables it to interoperate
with Windows 2000/XP clients. A patch to FreeS/WAN which allows for NAT traversal
was considered unready for production use, but will be studied closely for possible
inclusion in future installations.

©	ª¬«Uª¬° VPN Clients
Since the company already owns a fair number of laptops with Windows 2000 or XP
installed, the IPSec sub-system that comes standard in a Windows 2000 and XP Pro-
fessional workstation installation will be the standard VPN client software used by the
company. The IPSec sub-system will be configured to operate in client-only mode
and use X.509 certificates signed by GIAC Enterprises own certificate authority for
authentication.

©	ª¬«Uª¬± Email Gateway
The email gateway handles email traffic going in and out of GIAC Enterprises. It is
designed to trap SPAM and viruses or trojans embedded in email and strip them out
of the message flow. It also rewrites headers on outbound email to hide sensitive
information about the internal structure of GIAC Enterprises network and blocks 3rd-
party relaying. It also runs a DNS service, both to provide DNS to the mail service for
quick name resolution, and to act as a proxy for internal DNS servers. The company’s
forward and reverse DNS records are maintained by the company’s ISP, so this gate-
way DNS server does not actually serve any DNS records to the internet. All inbound
access to the email gateway’s DNS service is blocked. The gateway DNS server
performs recursive queries on behalf of internal DNS servers and forwards them its
cached information. It also acts as a slave server for the internal DNS domain and
provides direct DNS service to the perimeter hosts that need it. The DNS service on
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¡Ç¢¬£�¥�¦N§ ��¨ DMZ

this host is configured to allow queries only from perimeter hosts and internal name-
servers. The internal DNS master server is configured to allow zone transfers from the
email gateway and other internal DNS servers. The gateway runs MailScanner 4.22-5
to integrate anti-virus and anti-SPAM checks with the mail delivery system, Spamas-
sassin 2.55 for SPAM detection, Sophos Anti-Virus for virus-checking and removal,
Sendmail 12.8 with the latest security patches for mail transport and BIND v.9 for the
DNS service on a Redhat Linux 9.0 system.

©	ª¬«UªÊÉ Network Intrusion Detection System 2
This intrusion detection system sits between the internet firewall and an internal fire-
wall to monitor traffic from the internet and VPN gateway after network address trans-
lation has been performed (See 4.3.4). It also monitors outbound traffic before net-
work address translation is performed. It is meant to perform several functions. First,
it verifies the success of IDS 1 in detecting and blocking suspicious inbound activ-
ity. Second, it traps suspicious traffic passing through the VPN gateway, since it is
unencrypted when it passes through this IDS, unless of course it is encrypted email,
SSL or SSH traffic. Third, it verifies the sucess of the user network IDS and proxy
server at detecting and trapping dangerous HTTP or FTP requests and will stop them
if detected. This system’s software configuration is identical to that of IDS 1.

©	ª¬«Uª¬Ë Internal Firewall
The internal firewall offers a second line of defense against traffic inbound from the
internet. It also protects sensitive areas of GIAC Enterprises’ internal network from
other internal systems and users. All server systems and network devices in the GIAC
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¡Ç¢¤£�¥�¦È§ ��¨ Internal Firewall

Enterprises network log to a remote syslog server. This logging is carried over a
back-channel LAN segment through the internal firewall to the remote syslog server.
Communications between the application servers and the Oracle database server are
also carried over this back-channel segment. The internal firewall allows limited ac-
cess to these servers for crucial maintenance without exposing them unnecessarily.
The company already owns a Cisco 3640 router that was used to forward traffic be-
tween segments of their LAN. An IOS upgrade to include Cisco’s firewall feature set
could have enabled the router to perform the functions of the internal firewall fairly ef-
fectively, but The router’s available ethernet interfaces were already taken up with user
LAN segments. Had the switches in the user portion of the LAN been capable of han-
dling vlan trunking, this problem could have been alleviated. Unfortunately, they were
not. As a result, the addition of a restricted-access segment and a segment dedicated
to internal servers necessitated either the introduction of another device or a costly
hardware upgrade. The internal firewall runs Redhat Linux 9.0 with netfilter v. 1.2.7a.
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©	ª¬«Uª¬Ì Network Intrusion Detection System 3
This system inspects traffic traversing the DMZ (See 4.3.6). It is connected to one
of the Gigabit ethernet ports on the Cisco 2950 switch to which all devices on that
segment connect. Cisco SPAN is configured to copy all traffic to that port; the IDS
monitors all incoming, outgoing, and intra-segment traffic. It is configured to alert
on suspicious requests addressed to any of the servers and any unexpected activity
originating from any of the servers. It runs Snort, v. 2.0.1 on Redhat Linux 9.0.

©	ª¬«Uª�_Í Network Intrusion Detection System 4
This system inspects traffic traversing the internal server LAN segment. It is connected
to one of the Gigabit ethernet ports on the Cisco 2950 switch to which all devices on
that segment connect. Cisco SPAN is configured to copy all traffic to that port; the
IDS monitors all incoming, outgoing, and intra-segment traffic. It is configured to alert
on suspicious requests addressed to any of the servers and any unexpected activity
originating from any of the servers. It runs Snort, v. 2.0.1 on Redhat Linux 9.0.

©	ª¬«Uª�Î Network Intrusion Detection System 5
This system inspects traffic traversing the restricted access LAN segment. It is con-
nected to one of the Gigabit ethernet ports on the Cisco 2950 switch to which all
devices on that segment connect. Cisco SPAN is configured to copy all traffic to that
port; the IDS monitors all incoming, outgoing, and intra-segment traffic. It is configured
to alert on any unencrypted communication with the Oracle service or any communi-
cation not originating from one of the application servers or the network management
workstation, either of which is a sure sign of trouble. It also will alert on attempts to get
unencrypted web traffic from any of the systems in this segment. The syslog server,
backup server, and network management workstation all run web services that allow
remote access to their management and reporting capabilities, but these connections
are all SSL-enabled to protect the network management data from being visible inside
GIAC Enterprises’ network to any but IT staff. This system runs Snort, v. 2.0.1 on
Redhat Linux 9.0.

©	ª¬«Uª�i® Web Proxy Server
The web proxy server takes http, https, and ftp requests and fetches the requested
information on behalf of the connecting client (See 4.3.10). In the process, it offers
access control by requiring users to authenticate and limiting access to internet re-
sources by matching the identity of the user with a list of ACLs based on the IP ad-
dress/DNS hostname, URL, mime-type, request method, and a variety of other crite-
ria. The proxy server is configured to block access to downloads of certain types of
files, such as Windows executables and script files (except from Microsoft’s automatic
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¡Ç¢¬£�¥�¦È§ � ¨ User Subnets

updates site), MP3s, java archives, and all very large files. It will also filter out pornog-
raphy to a limited degree. The server runs Squid 2.5.3 for proxying and caching and
DansGuard 2.6.1-3 for web content filtering on a Redhat 9.0 Linux system.

©	ª¬«Uª�i« Network Intrusion Detection System 6
This system inspects traffic entering and leaving the user LAN segments. Ideally, the
IDS would be monitoring all traffic on each segment, including intra-segment traffic.
Unfortunately, the systems in these segments are attached to Cisco catalyst 2820
switches, which do not allow for SPAN ports. At some point in the future, the company
will invest in a switch upgrade. Until that time, it was decided to attach a hub to the port
leading out of each switch to the Cisco 3640 router and run the monitoring interface
for each segment into the hub to capture traffic entering and leaving the segment.
For the time being, this rather busy IDS will alert on suspicious requests originating
from the user segments and dangerous responses coming back. It will also alert on
suspicious incoming activity. The system runs Snort, v. 2.0.1 on Redhat Linux 9.0
with modifications to the system init scripts and snort rules to allow for independent
configuration and control of Snort for each sensor interface.
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©	ª¬«Uª��© Syslog Server
This system captures logs sent to it from every server and network device on the
GIAC Enterprises network (see 4.3.11). It uses syslog-ng, v. 1.6 to customize logging
sources and destinations so that system logs are automatically deposited in a SQL
database as well as in standard log files. It uses swatch 3.0.8 to analyze logs for
security violations and alert IT staff via pages, emails, and Windows desktop pop-ups
when detected. The Analysis Console for Intrusion Databases, v. 0.9.6b23 and php-
syslog-ng, v. 1.4 are used to provide web-based tools for searching and reporting on
security incidents. IT staff connect to the web-based interfaces using HTTPS with 2-
way authentication using RSA certificates signed by the Verisign Certificate Authority
and a negotiated encryption algorithm of minimum 128-bit key length. The system
runs Redhat Linux 9.0

©	ª¬«Uª�i° Network Management Workstation
This system acts as the management console for configuration of network security.
From this system, updates to router and firewall configurations are permitted

��L�� �APWV�S"T��uT�Z]\iS¸Ï��bZ]|RStÐuSUwyV�suT�SU\
©	ª¯©ª� Ñ�Ò�Ó�ÔÖÕn×ØÒÚÙ	Ò�ÛÎÜ�Ý!Ü�Ù?Ó
To ease the administrative burden of staying up-to-date with security fixes on GIAC
Enterprises’ servers and workstations, all qualified systems will use a vendor’s patch
management distribution system. Systems that are not qualified will be slated for
replacement as soon as possible. In the meantime, non-qualified systems will be
kept up-to-date via scripted software installation with available patches. Both Red-
hat Network[32] and Windows Update[33] make available an automatic update fea-
ture with their patch management solutions. The Windows Update feature in Windows
2000/XP Professional and Windows 2000/2003 Server allows administrators to sched-
ule automatic updates. All Windows 2000/XP workstations and Windows 2000/2003
servers will be scheduled to download and install available updates once per week.
Windows servers and workstations will be scheduled for updating early every Sunday
morning. Redhat Network’s automatic update feature does not yet allow for scheduled
updates. This is easily managed, however with a small shell script run from cron on a
weekly basis. This script will be run once per week early Sunday morning. In addition,
a staggered schedule of reboots will be set up through the Redhat Network so that
any updates are applied to daemons or the kernel as soon as possible after updates
are installed. The schedule will stagger the reboot of web server and database cluster
members so that at least one member of each cluster is available at all times.

To prevent large numbers of systems from attempting to carry out downloads of
updates over the internet, local update distribution will be used. Windows Software
Updates Service[34] will be deployed on the same Windows 2000 server that deploys
Sophos Anti-Virus updates. Redhat Network’s Satellite Server software[35] will be
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installed on the web proxy server. All other systems in the company will be configured
to contact one of these two systems to fetch available updates.

7 0 , �#8	8	8

GIAC Enterprises Perimeter Security
Policy and Implementation
Þ Internet Firewall Security Policy
�~LNK Overview
The internet firewall’s security policy is designed to limit access from the internet to
a small set of TCP/IP hosts and services that have been available to the public or to
selected parties outside GIAC Enterprises network, limit access to the internet from
within GIAC Enterprises network to TCP/IP services approved for use by GIAC En-
terprises employees, frustrate various techniques employed by network enumeration
and exploit tools, perform network address tanslation on the RFC 1918 IP addresses
used by systems in GIAC Enterprises network, limit access to the border router and
the firewall itself, and maintain a detailed log of all network activity supervised by the
firewall. We will examine the firewall settings that accomplish each of these tasks in
detail below. See B on page 69 for the complete configuration.

�~L{z Border Router and Firewall Access Rules
Technical Support personnel may obtain virtual terminal access to the firewall via SSH
from company headquarters or a remote location, as specified in the global policy rule-
set below. As mentioned above, the border router does not run a SSH server. Telnet
access is granted only from the firewall to the ethernet interface facing the firewall.
Access is granted to the firewall via its non-public interfaces implicitly as part of the
GIAC Enterprises private address space. The first rule includes access via SSH or
PCAnywhere. Since nearly every company system runs only one of these, one could
write a separate rule for each type of access. Unfortunately, there is no easy way to
separate out the two cases; each rule would have a long list of specific IP addresses
to which it applies. Technical Support would have the onerous job of maintaining this
long list whenever a particular device is added, removed, or changes its remote ac-
cess configuration. The class C subnet 10.10.128.0/24 does not represent a physical
or virtual network segment; planning for the day when that can be a reality, the IP
addresses of all systems belonging to Technical Support were kept in this range. The
10.253.4/24 and 10.254.1/24 subnets represent Technical Support VPN and dialin ac-
cess networks.
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�~L�� Inbound Access Rules
Generally, responses to outbound requests are allowed into the network. The range
of responses is largely limited by restrictions on outbound requests. Additionally, most
types of inbound ICMP are blocked regardless of whether they come in response to
outbound requests. Only echo replies and unreachables (ICMP type 3) are allowed
in, and only in response to an outbound request. Fragmented packets are blocked,
except for fragmented AH or ESP packets bound for the public IP address of the VPN
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gateway. This exception is granted to allow for oversize packets resulting from IPSec
encapsulation in cases where pMTU discovery fails between the IPSec gateways.
Below are relevant snippets from the firewall configuration script, with extra comments
added to clarify:

ßAàâá�ãâä�õ�ëÖî�î6ä6ò�ô�øÈù�è ò�ëÖîCF�ä)ô�õ�ôâïÖë)ôúë)ó�ä òÖë6ó�ôúé�?ñä�õ¼ô�ë6ê�ã�øâõÀïÖäâ÷Aî6é6ù�ù�äÖî¼ô�øüéüù�õ+ò�ó�äÖî6äâ÷�äßúë�ã�ã<é)ôâï�ä)óAóâá�ãâäÖõ
��� ý�í�ÿ��
	���ð�Àô5÷âó�éüòG�Èÿ;�à
:6ý�ý � ��=��"!9	
:�= ���6ã)é)èE�6ãâä6û�ä�ã-)
���üãâé)èE�Èò�ó�ä�?�ø�@�ANà��
	��<H��G���-H)ÿIA
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í �]ö õ¼ô�ë6ô�ä����âõ¼ô�ë)ô�ä
��ð6í�ÿ��
	 � ð�D���;�* à���	âÿ)í���;9�"!<ÿ�þ�þ��âý�í
��� ý�í�ÿ��
	���ð�Àÿ�:C��íâý���í �]ö õ¼ô�ë6ô�ä����âõ¼ô�ë)ô�ä
��ð6í�ÿ��
	 � ð�D���;�* à���	âÿ)í���;9�"!<ÿ�þ�þ��âý�í
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�;%�]ö õ¼ô�ë6ô�ä����âõ¼ô�ë)ô�ä
��ð6í�ÿ��
	 � ð�D���;�* à���	âÿ)í���;9�"!<ÿ�þ�þ��âý�í
�����ßßßAàâá�ãâäºå�çÆä)ôâï���ìß
ß9;�ó�é6ò ö�é�õ¼ôAô��âòÖäÖõ�é�?pøÈùâêÖé6á�ù�÷ � þ�J�ý4�K��@�î6ä6ò�ô�øüé6ù�õ�ë)ó�ä
á�ù�ó�ä�ëÖîÀï�ë6ê�ãâäÖõlë6ù�÷úäÖîÀï�é<ó�ä6ò�ãÖøüä�õL� í)ïÖäÖõ6äAë)ó�äñî6é6û�ä)ó�äâ÷ ê��
ôâï�ä<è�ä6ùÖä)ó�ø)î�óâá�ãâäAë�ã�ã)é���øÈù�è3��ð)í�ÿ���	 � ð�D���;<ë6ù�÷<à���	âÿ�í���;
ô�ó�ë�?�?�øâî�êÖëÖîCFºøÈù�ô�é<ô)ïÖä<ù�ä)ô��Öé)ó�F4�M �ä5÷�éüù2N�ô
õÀò�äÖî�øC?�ø)î6ë�ã�ã���ö�ä6ù�ô�øüé6ùúäÖîÈïÖé-ó�ä�O)áÖä�õ¼ô�õlêÖä�î6ë6á�õ6ä-��ä5ë6ó�ä
è�éÖøÈù�è<ô�é5ë�ã�ãâé"�úô)ïÖäÀöñô�é<ôâïÖäQP�ý��5è�ë)ô�ä��Öë�� òâá�ê�ãÖøâî
øÈù�ô�ä)ó�?�ë�î6äR*uëüù�÷5ô)ïÖä��Q�Öé6ù�N�ô�ö�ë�F�ä øÀôAôâïÖä6ó�ä øC?5ô)ïÖä��úë)ó�äê�ã)éÖîCF�äâ÷JïÖä)ó�ä��ß
��� ý�í�ÿ��
	���ð���úä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä
����� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä
$���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä
$���å �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä
$���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä
$���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖäå������ �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖäåT�
��� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖäå�$���� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖäå�)���� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä

� �



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

æ���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖäå������ �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä
������� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâï��,�Èò!øâîhö�ò ����øâî]öÖò'�Àô��)òÖä
������� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖä
����� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖä
$���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖä
$���å �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖä
$���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖä
$���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖäå������ �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖäåT�
��� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖäå�$���� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖäå�)���� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖäæ���� �"!5ä)ôâï���. � ùS.6à���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖäå������ �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖä
������� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâï��,�Èò!øâîhöÖò ����øâîhöÖòE�Àô��âòÖä
������� �"!5ä)ôâï
��. � ùS.üà���	���.�å
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï
��. � ùS.üà���	���.�å �]öpãÖø]öiøÀô6���6ãÖø]öiøÀô
)��Nö�øÈù�á�ô�ä�"!9	
:�= ���6ã)é)èE�6ãâä6û�ä�ãU�B���6ã)é)èE�Èò�ó�ä�?�ø�@�AV��ÿ�;
� þ�J�ý6���U;�����WGA
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï
��. � ùS.üà���	���.�å �"!&;�à�:6ý
�����ßßßAàâá�ãâä9��çÆä)ôâïiå)ìß
ßAÿÖã�ãâé"�ºøÈù�ô�ä)ó)ùÖä)ô-ïÖéÖõÀô�õ�ô�é-ò�øÈù�èAôâïÖäQP�ý��5è�ë)ô�ä��Öë��4�X Öä
ë�ãâãâé��Aôâï�ø)õ3?�é)óúô�äÖõ¼ô�øÈù�èQP�ý�� î6é6ùâùÖäÖî¼ô�øÈû�øÀô��úøâõ�õÀáÖä�õL�
à�ë6ô�ä5ãÖø]ö�øÀô�øÈù�èAë6òâò�ãÖøüäÖõ�ô�é<ô)ïÖä<ò�øÈù�è<ó�ä�O6áÖäÖõ¼ô�õY�X Öä
ë�ãâãâé��Aó�ä6òÖãÖøüäÖõ�ô�é<è�é êÖëÖî�F�*uê�á�ôAôâïÖä-ô��âò�äÖõ ë�ã�ãâé���äâ÷Aë)ó�äãÖøfö�øÀô�äâ÷Jê��úô)ïÖäºøNù�ô�ä)óâù�ä)ô&?�øÀó�ä��Öë�ã�ãR�ß
��� ý�í�ÿ��
	���ð���úä)ôâï_åC. � ùS.üà���	���.��

� �



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâïiåQ�Èò!øâîhöÖò �À÷1å#�]å#�hå#�����
�
���âøâîhöÖò'�Èô��âòÖä-����� �fö�õ¼ô�ë)ô�ä����âõÀô�ë)ô�ä3���� �"!ä)ô)ïiåC. � ù�.6à���	��
.��
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC. � ùS.üà���	���.�� �]öpãÖø]öiøÀô6���6ãÖø]öiøÀô
����õ6äÖî6é6ù�÷����6ãÖøfö�øÀôE�Èêâá�ó�õ¼ô3$6�C!<	
:�= ���6ãâé)è>�6ãâä)û�ä�ã-)
���üãâé)èE�Èò�ó�ä�?�ø�@�ANà��
	���6���Jÿ�þ�þ���ý�íBA
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC. � ùS.üà���	���.�� �]öpãÖø]öiøÀô6���6ãÖø]öiøÀô
����õ6äÖî6é6ù�÷����6ãÖøfö�øÀôE�Èêâá�ó�õ¼ô3$6�C!Aÿ�þâþ���ý�í
��� ý�í�ÿ��
	���ð���úä)ôâï_åC.�:üá�ô
.6à���	��
.��
��� ý�í�ÿ��
	���ð�Àÿ�:C��íâý���í �üé5ä)ôâï_å&�Nò!ø)îhöÖò �¼÷på#�hå5�hå#�������
���âøâîhöÖò'�Èô��âòÖä-����� �fö�õ¼ô�ë)ô�ä����âõÀô�ë)ô�ä3���� �"!ä)ô)ïiåC.�:üá�ô�.6à���	���.��
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �¼é5ä6ôâïiåQ�Èò!øâîhöÖò �À÷1å#�]å#�hå#�����
�
���âøâîhöÖò'�Èô��âòÖä-����� �fö�õ¼ô�ë)ô�ä����âõÀô�ë)ô�ä3���� �"!ä)ô)ïiåC.�:üá�ô�.6à���	���.��
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC.�:üá�ô
.6à���	��
.�� �fö1ãÖøfö�øÀô%���6ã�ø]ö�øÀô
����õ6äÖî6é6ù�÷����6ãÖøfö�øÀôE�Èêâá�ó�õ¼ô3$6�C!<	
:�= ���6ãâé)è>�6ãâä)û�ä�ã-)
���üãâé)èE�Èò�ó�ä�?�ø�@�ANà��
	���6���Jÿ�þ�þ���ý�íBA
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC.�:üá�ô
.6à���	��
.�� �fö1ãÖøfö�øÀô%���6ã�ø]ö�øÀô
����õ6äÖî6é6ù�÷����6ãÖøfö�øÀôE�Èêâá�ó�õ¼ô3$6�C!Aÿ�þâþ���ý�í
��� ý�í�ÿ��
	���ð���úä)ôâï_åC. � ùS.üà���	���.��

Here are the rules allowing IPSec packets, possibly fragmented, to and from the VPN
gateway interface and blocking all others:

ßßßAàâá�ãâä9��çÆä)ôâïiå)ìß
ßAÿÖã�ãâé"�ºøÈù�ô�ä)ó)ùÖä)ô-ïÖéÖõÀô�õ�ô�é î6é6ù�ùÖä�î¼ô-ô�é&P�ý��è�ë6ô�ä��Öë���N]õlò�á�êÖãÖøâîAøÈù�ô�ä)ó�?�ëÖîüä-?�é)ó � ý�ðâäÖîL�ß
��� ý�í�ÿ��
	���ð���5þ�ø¼÷�����������)�æ�æ����
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâïiåQ�Èò5á�÷)ò �¼÷på#�hå5�hå#�������
���¼÷�äÖõ¼ô�øÈù�ë)ô�øüé6ùE�ÈòÖé6óâô3$���� �]ö õ¼ô�ë)ô�ä����âõ¼ô�ë)ô�ä3���� �"!þ�øÀ÷��������
��)�æ�æ��0�
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâïiåQ�Èò,$�� �¼÷!å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�����������)âæ�æ����
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâïiåQ�Èò,$�å �¼÷!å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�����������)âæ�æ����
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ���� ��ø ä)ôâï_å �âõ å#�hå#�hå5�����_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ���� ��ø ä)ôâï_å �âõ å#�hå#�hå5�hå���)
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ���� ��ø ä)ôâï_å �âõ å��������0���������
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ���� ��ø ä)ôâï_å �âõ å#�hå#�hå5�����
�
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ���� ��ø ä)ôâï_å �âõ å#�hå#���������
�

� �



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ���� ��ø ä)ôâï_å �âõ å#�hå#���������_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð���úä)ôâï_åC. � ùS.üà���	���.���.��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ���� ��ø ä)ôâï_å �]ö õ¼ô�ë)ô�ä
���)õ¼ô�ë)ô�ä7���� �"!5ä)ôâïiå�. � ùS.6à���	���.���.��
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC. � ùS.üà���	���.���.�� �]ö1ã�ø]ö�øÀô%���üãÖø]ö�øÀô
)��Nö�øÈù�á�ô�ä�"!9	
:�= ���6ã)é)èE�6ãâä6û�ä�ã-)%���6ã)é)èE�Èò�ó�ä�?�ø�@�A � ý�ð���þ
���Jÿ�þ�þ���ý�í5A
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC. � ùS.üà���	���.���.�� �C!Aÿ�þâþ���ý�í
��� ý�í�ÿ��
	���ð���5þ�ø¼÷�����������)�æ�æ��hå
��� ý�í�ÿ��
	���ð�Àÿ�:C��íâý���í �üé5ä)ôâï_å&�Nò5á�÷)ò �¼÷!å#�hå#�hå5�����
�
���¼÷�äÖõ¼ô�øÈù�ë)ô�øüé6ùE�ÈòÖé6óâô3$���� �]ö õ¼ô�ë)ô�ä����âõ¼ô�ë)ô�ä3���� �"!þ�øÀ÷��������
��)�æ�æ��]å
��� ý�í�ÿ��
	���ð�Àÿ�:C��íâý���í �üé5ä)ôâï_å&�Nò,$�� �À÷!å5�hå#�hå#�0���
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�����������)âæ�æ��hå
��� ý�í�ÿ��
	���ð�Àÿ�:C��íâý���í �üé5ä)ôâï_å&�Nò,$�å �À÷!å5�hå#�hå#�0���
� ��?
�]ö1õ¼ô�ë)ô�ä,���âõ¼ô�ë)ô�ä-���� 

�"!Aþ�ø¼÷�����������)�æ�æ��hå
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �¼é5ä6ôâïiåQ�Èò5á�÷)ò �¼÷på#�hå5�hå#�������
���À÷�äÖõ¼ô�øNùÖë)ô�øüéüù'�ÈòÖéüó�ô-$���� �]öõ¼ô�ë)ô�ä����âõÀô�ë)ô�ä3���� �"!5þ�ø¼÷�����������)�æ�æ��hå
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �¼é5ä6ôâïiåQ�Èò,$�� �¼÷!å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�����������)âæ�æ��hå
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �¼é5ä6ôâïiåQ�Èò,$�å �¼÷!å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�����������)âæ�æ��hå
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ��hå/�üé5ä)ôâï_å �âõ å#�hå#�hå5�����_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ��hå/�üé5ä)ôâï_å �âõ å#�hå#�hå5�hå���)
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ��hå/�üé5ä)ôâï_å �âõ å��������0���������
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ��hå/�üé5ä)ôâï_å �âõ å#�hå#�hå5�����
�
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ��hå/�üé5ä)ôâï_å �âõ å#�hå#���������
�
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ��hå/�üé5ä)ôâï_å �âõ å#�hå#���������_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð���úä)ôâï_åC.�:üá�ô
.6à���	��
.���.��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�����������)�æ�æ��hå/�üé5ä)ôâï_å �]ö õ¼ô�ë)ô�ä
���)õ¼ô�ë)ô�ä7���� �"!5ä)ôâïiå�.�:üá�ô�.üà���	���.���.��
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC.�:üá�ô
.6à���	��
.���.�� �]ö!ãÖø]ö�øÈôB���6ãÖø]ö�øÈô
)��Nö�øÈù�á�ô�ä�"!9	
:�= ���6ã)é)èE�6ãâä6û�ä�ã-)%���6ã)é)èE�Èò�ó�ä�?�ø�@�A � ý�ð���þ
���Jÿ�þ�þ���ý�í5A
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC.�:üá�ô
.6à���	��
.���.�� �"!Aÿ�þ�þ���ý�íßßßAàâá�ãâäºå�çÆä)ôâïiå)ìß

� �



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

ßAÿÖã�ãâé"�AôâïÖä-ò�á�ê�ãÖø)îAøÈù�ô�ä)ó�?�ëÖî6ä-é�?Aô)ïÖä9Pâý��Aè�ë)ô�ä���ë��<ô�é
î6éüù�ùÖäÖî¼ô-��øÀôâïñé)ôâï�ä)óºøÈù�ô�ä)ó)ùÖä)ô ïÖé�õ¼ô�õ7?�é)ó � ý�ðâäÖîL�
þ)á�ó�ó�ä6ù�ô�ã���*
ô)ïÖäAè�ë)ô�ä��Öë��<÷�é�äÖõ�ùÖé6ôñë�î¼ôâáÖë�ãâã��<÷�é<ôâï�øâõ#*ä�@�î6ä6ò�ô<ô�é øÈù�øÈô�øüë)ô�ä7F�ä���øÈù�è-ùÖä)è�é)ô�øüë)ô�øüéüù�õL�ß
��� ý�í�ÿ��
	���ð���5þ�ø¼÷�������þ����
�������
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâïiåQ�Èò5á�÷)ò �)õ å5�hå#�hå#�0���
�
���À÷�äÖõ¼ô�øNùÖë)ô�øüéüù'�ÈòÖéüó�ô-$���� �]ö1õ¼ô�ë6ô�ä,���âõ¼ô�ë6ô�ä-���� �C!þ�øÀ÷�������þ����
�����0�
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâïiåQ�Èò,$�� �âõ å#�hå5�hå#�������
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�������þ������������
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í ��ø ä)ôâïiåQ�Èò,$�å �âõ å#�hå5�hå#�������
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�������þ������������
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâïiåQ�Èò5á�÷)ò �âõñå#�hå5�hå#�������
���À÷�äÖõ¼ô�øNùÖë)ô�øüéüù'�ÈòÖéüó�ô-$���� �]ö1õ¼ô�ë6ô�ä,���âõ¼ô�ë6ô�ä-���� �C!þ�øÀ÷�������þ����
�����0�
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâïiåQ�Èò,$�� �âõ å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�������þ������������
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �âø ä6ôâïiåQ�Èò,$�å �âõ å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�������þ������������
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
������� ��ø ä)ôâï_å �¼÷!å#�hå#�hå5�hå���)
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
������� ��ø ä)ôâï_å �¼÷!å#�hå#�hå5�����_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
������� ��ø ä)ôâï_å �¼÷!å#�hå#���������_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
������� ��ø ä)ôâï_å �¼÷!å#�hå#���������
�
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
������� ��ø ä)ôâï_å �¼÷!å#�hå#�hå5�����
�
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
������� ��ø ä)ôâï_å �¼÷!å��������0���������
�"!<à���í���à��
��� ý�í�ÿ��
	���ð���úä)ôâï_åC. � ùS.üà���	���.�åC.��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
������� ��ø ä)ôâï_å �]ö õ¼ô�ë)ô�ä
���)õ¼ô�ë)ô�ä7���� �"!5ä)ôâïiå�. � ùS.6à���	���.�å�.��
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC. � ùS.üà���	���.�åC.�� �]ö1ã�ø]ö�øÀô%���üãÖø]ö�øÀô
)��Nö�øÈù�á�ô�ä�"!9	
:�= ���6ã)é)èE�6ãâä6û�ä�ã-)%���6ã)é)èE�Èò�ó�ä�?�ø�@�A � ý�ð���þ
���Jÿ�þ�þ���ý�íBA
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC. � ùS.üà���	���.�åC.�� �C!Aÿ�þâþ���ý�í
��� ý�í�ÿ��
	���ð���5þ�ø¼÷�������þ����
�����hå
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �¼é5ä6ôâïiåQ�Èò5á�÷)ò �âõñå#�hå5�hå#�������
���À÷�äÖõ¼ô�øNùÖë)ô�øüéüù'�ÈòÖéüó�ô-$���� �]ö1õ¼ô�ë6ô�ä,���âõ¼ô�ë6ô�ä-���� �C!þ�øÀ÷�������þ����
�����]å
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �¼é5ä6ôâïiåQ�Èò,$�� �âõ å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�������þ����������hå
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�; �¼é5ä6ôâïiåQ�Èò,$�å �âõ å#�hå#�hå5�����
�
�C? �]ö1õ¼ô�ë)ô�ä,���)õ¼ô�ë)ô�ä3���� �"!Aþ�ø¼÷�������þ����������hå
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
�����hå/�üé5ä)ôâï_å �¼÷!å#�hå#�hå5�hå���)
�"!<à���í���à��

� �



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
�����hå/�üé5ä)ôâï_å �¼÷!å#�hå#�hå5�����_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
�����hå/�üé5ä)ôâï_å �¼÷!å#�hå#���������_å
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
�����hå/�üé5ä)ôâï_å �¼÷!å#�hå#���������
�
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
�����hå/�üé5ä)ôâï_å �¼÷!å#�hå#�hå5�����
�
�"!<à���í���à��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
�����hå/�üé5ä)ôâï_å �¼÷!å��������0���������
�"!<à���í���à��
��� ý�í�ÿ��
	���ð���úä)ôâï_åC.�:üá�ô
.6à���	��
.�åC.��
��� ý�í�ÿ��
	���ð�Àÿ5þ�ø¼÷�������þ����
�����hå/�üé5ä)ôâï_å �]ö õ¼ô�ë)ô�ä
���)õ¼ô�ë)ô�ä7���� �"!5ä)ôâïiå�.�:üá�ô�.üà���	���.�åC.��
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC.�:üá�ô
.6à���	��
.�åC.�� �]ö!ãÖø]ö�øÈôB���6ãÖø]ö�øÈô
)��Nö�øÈù�á�ô�ä�"!9	
:�= ���6ã)é)èE�6ãâä6û�ä�ã-)%���6ã)é)èE�Èò�ó�ä�?�ø�@�A � ý�ð���þ
���Jÿ�þ�þ���ý�íBA
��� ý�í�ÿ��
	���ð�Àÿúä)ôâï_åC.�:üá�ô
.6à���	��
.�åC.�� �"!Aÿ�þ�þ���ý�í
�����ßßAàâá�ãâä9��ç�èÖãâé6êÖë�ãÖìß
ß<ê�ãâéÖî�F9?âó�ë)èüö�ä6ù�ô�õL�M��ó�ë6èüö�ä6ù�ô�äâ÷�òÖëÖî�F�ä)ô�õ�ô)ïÖë)ôúë)ó�ä-òÖë)ó�ô
é�?úë6ù5ÿ�Dñé)ó<��ð)ý<òÖëÖîCF�ä)ô<ô�é<ôâïÖäQP�ý��Aè�ë)ô�ä��Öë��5ë)ó�ä
ä�@�î6ä6ò�ô�ä)÷2� çÆð�ä�äAä)ôâïiålóâáÖãâäÖõ�ìY� íâïÖä��úë)ó�ä5ë�ã�ãâé��Öä)÷-ôâïÖä)ó�ä
êÖä�î6ë6á�õ6äJôâïÖä5ä�@�ô�ó�ë � ý�ð�äÖî�ïÖä�ë)÷�ä)ó�õ%ö�ë��-ö�ë�F�ä ôâïÖä-òÖëÖî�F�ä)ôô�éâéúã)ë)ó�è�ä&?�é)óúé6á�óAò�øÈòÖäÖõL�ß
��� ý�í�ÿ��
	���ð���Aà���	���.��
��� ý�í�ÿ��
	���ð�Àÿ�:C��íâý���í%�Èò!øÈò �C? �C!Aà��
	���.��
��� ý�í�ÿ��
	���ð�Àÿ � ��ý���í6�Èò1øNò �C? �"!-à���	���.��
��� ý�í�ÿ��
	���ð�Àÿ9��:6à� �ÿ�à�;%�Èò!øÈò �C? �"!Aà���	���.��
��� ý�í�ÿ��
	���ð�ÀÿAà���	���.�� �fö!ã�ø]ö�øÀô6���6ã�ø]ö�øÀô9)��Èö�øÈù�á�ô�ä��"!
	
:�= ���6ãâé)è>�6ãâä)û�ä�ãúå&���6ãâé)è>�Èò�ó�ä�?�ø�@,AV��à�ÿ�=%���U;�����W5A
��� ý�í�ÿ��
	���ð�ÀÿAà���	���.�� �"!&;�à�:üý

A large subset of TCP scanning techniques, including ACK, FIN, null and xmas tree
scans, is blocked. The rules do not try to detect SYN (half-open) scans, since these
cannot easily be differentiated from legitimate connection attempts by Netfilter until the
prober sends a RST packet. By then, it is already too late. We leave it to the IDS1
system to detect and respond to SYN scans. While it is likely that a very stealthy SYN
probe could fly under the IDS, most will get caught. The firewall responds to detected
probes by dropping the offending packets. The decision to react this way is a trade-off.
On the positive side, dropping the scan packets prevents the attacker from receiving
anything from the security devices themselves. Were we to send TCP RSTs or ICMP
unreachables in response to the probes, the attacker could use passive fingerprinting
to guess the OS and possibly the firewalling software we are running on the security
devices. In the case of ICMP unreachables, we would also be giving him the public
IP address of the firewall. Even in the case of a TCP RST, the response packet will
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contain information (TTL and TCP Window size are two examples) that could tip the
attacker to the presence and nature of the firewall. This assumes that the attacker has
packets from the target host with which to make comparisons, but obtaining these is a
trivial exercise. On the negative side, this makes all ports appear open – or filtered –
to the probing system.[36] A savvy attacker would recognize that a security device is
filtering responses to his probes. A newbie may just go ahead and launch his favorite
attacks on the target.

What would the prober learn about the network by attacking this design? First, he
could learn that SYN scans are treated differently from other types of scans. A simple
TCP connect scan – until it is blocked by the IDS – would show that only ports for
which we allow inbound connections are open. The other scans would show all ports
open. A comparison of results would tell the prober that one or more security devices
have intervened. He is likely to figure out that TCP connections are blocked except to
a few ports and that the filtering devices are configured to drop all TCP scan packets
of certain types. The prober would eventually figure this out no matter what kind of
response we designed. At least this way, the prober gets no information that will help
him attack the security devices themselves. Here is the relevant ruleset with additional
comments:
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Inbound connections to the email gateway’s SMTP services and web/portal server’s
web services are allowed generally. VPN clients are also allowed inbound connec-
tions from the VPN gateway’s private interface to a number of services on the internal
server network. Technical Support personnel are also allowed access to all internal
systems via SSH or PCAnywhere, as noted above 5.2 on page 32, and to the tel-
net service on some legacy Cisco switches. Here are the relevant snippets from the
firewall configuration script, with additional comments:
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All the systems on the network perimeter are allowed to send SNMP traps or informs
to a network management station inside GIAC Enterprises network. DMZ hosts are
otherwise forbidden from making any connections to the firewall or internal hosts. The
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border router and firewall are also allowed to send logs to the central syslog server.
Finally, inbound ident connections to the email gateway are specifically rejected with
an ICMP port-unreachable packet so that SMTP connections from gateways that use
ident queries don’t hang. Here are the relevant snippets from the firewall configuration
script with additional comments:
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�~L�� Outbound Access Rules
Outbound ICMP is restricted carefully. Echo requests and unreachables are allowed
out, the latter only in response to an inbound connection request. Echo replies to
pings to the VPN gateway are allowed out as well. These are covered by the generic
rules permiting packets belonging to established connections. All other standard types
are blocked. This protects the network from traceroute probes and other types of
reconnaisance. It also prevents most types of inbound ICMP traffic, because if no
outbound request is allowed, no inbound response will be allowed either. Outbound
fragments and TCP Scans are blocked in the same way as for inbound attempts. Here
are snippets from the firewall configuration script with additional comments:
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The firewall, the email gateway, and the web/portal server also fulfill the role of time
hosts for the rest of the company’s network. They are allowed access to the NTP
ports on nine public NTP servers. Each server synchronizes with three different time
servers. All internal hosts are allowed to use the NTP service on these hosts for time
synchronization. No other access to internet time servers is granted:
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The email gateway is allowed to contact internet mailservers to conduct SMTP trans-
actions. It also runs a caching-only DNS service to improve its mail-handling response
time and serves as a forwarder for our internal nameserver so it doesn’t have to con-
tact internet nameservers directly. The email gateway DNS service is allowed to con-
tact internet DNS servers for name resolution. The internal nameserver is allowed to
contact the email gateway to forward queries it cannot resolve on its own:
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All internal systems are allowed to perform pings, traceroutes, and whois queries to
internet hosts for network troubleshooting, but FTP and web requests must go through
the web proxy. No direct connections to internet hosts are allowed. Requests that the
web proxy can’t cache are simply passed through it:
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The Oracle database cluster is allowed to contact a remote payment processor listen-
ing on TCP port 4999. These communications are encrypted using SSL. The cluster
always initiates this contact:k
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Finally, we allow the network management station to perform SNMP queries to inward-
facing interfaces on the firewall, border router, and DMZ hosts:
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�~L{� Network Address Translation Rules
The firewall performs network address translation on all outbound packets from pri-
vate addresses. It selectively performs NAT on inbound packets also. Since the DMZ
uses RFC 1918 addressing, NAT has to be performed on all packets from or to the
DMZ in order for connections to be sustained. If no NAT is performed on an inbound
connection attempt, the packet(s) will be sent back out the firewall’s public interface
and dropped by the border router’s anti-spoofing rules. If NAT is performed, the rest
of the firewall ruleset will be applied to the packet with its new destination address.
Performing NAT on all packets sent to DMZ hosts improves the accuracy of logging,
because denied packets will be logged by the firewall for the real reason they were
dropped. Inbound syslog packets from the border router are sent to the syslog port
on the firewall’s public interface. The destination IP address of these packets is trans-
lated to that of the central logging server. Outbound NTP queries from the web/portal
server and email gateway and DNS queries and SMTP connections from the email
gateway are translated to their public IP addresses. All other outbound connections
are translated to the firewall’s public IP address:
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�~Lam Logging Rules
By default, all rules get logged with a limit of at most 1 entry for each unique packet
type every 10 seconds at level ’info’ with the prefix ’Rule [rule number] – [Action].’ All
packets that are dropped are logged at level ’warn’ or higher. Explicitly denied ICMP
packets are logged with the custom prefix ’Bad ICMP – Deny.’ Denied fragments are
logged at level ’alert’ with the custom prefix ’FRAG – Deny.’ TCP Scan packets are
logged with the custom prefix ’TCP Scan – Reject.’ IKE, ESP, and AH packets bound
for the VPN gateway are logged with the custom prefix ’IPSEC – Accept.’ The selected
example snippets from the firewall configuration script below display only the logging
rule. See B for the full surrounding context.
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�~Lrq Order of Rules
The firewall configuration script puts the rules accepting packets that are part of or
related to established connections first. This prevents rules that do not use stateful
inspection from creating unwanted conflict with rules that do. Immediately following
are the rules tied to specific interfaces. Since these rules precede all “global” rules,
exceptions to global policies can be placed in an interface-specific ruleset. For exam-
ple, in order to give unfettered access to IP traffic passed back and forth between the
loopback interface and the rest of the local system, we put a stateless rule in the rule-
set for the loopback interface and any other restrictions on traffic to or from the firewall
are ignored in the case of the loopback interface. This also means that fragmented
IKE, AH, and ESP packets heading to the VPN gateway’s public interface will pass,
even though the very first global rule blocks all fragments.

The first two global rules block fragments and TCP scans. These packets are po-
tentially malicious and dangerous; we put the rules forbidding them first to ensure

� �



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

that packets that would otherwise be allowed through, say to an open port on the
web/portal server, are stopped. Next come rules that give access to and from the pub-
licly accessible servers and the Oracle database cluster. We want these packets to be
passed quickly, so we keep the rules near the top. We also put rules granting access
from the DMZ hosts to internal systems higher up in the list, followed by a specific
block rule for any further access from the DMZ to internal hosts. Then come rules for
user access to public services, followed by rules that are not used as frequently, such
as access to internet NTP servers by our time servers or Technical Support access to
perimeter hosts.
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} Internet Firewall Configuration
The Netfilter firewall script below was generated by the fwb_ipt program, part of the
Firewall Builder multi-platform firewall ruleset manager. Comments embedded in the
script were mostly added to comment fields in the fwbuilder GUI; a few, including the
file header, were generated by the iptables ruleset compiler, fwb_ipt. The generated
script is stored in /etc/sysconfig/firewall.fw and called by init script /etc/rc.d/init.d/firewall.
Long lines in the original file have been split to make it easier to read.
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� VPN Gateway Configuration
oYLhK /etc/ipsec.conf

î6éüù
?�øÀè õ6ä6ôâá�ò
ß<á�õ6ä-ôâïÖä<÷�ä�?�ë6á�ã6ô<ó�é6á�ô�ä øÈù�ô�ä)ó�?�ëÖîüä��{øÈù�ô�ä)óâùÖä6ôE�ÈêÖé6áâù�÷��
ßúëÖõ�ôâïÖä � ý�ð�ä�îAøÈù�ô�ä)ó�?�ëÖî6ä-ë�ã�õ6é
øÈù�ô�ä)ó�?�ë�î6äÖõ"y�Hâ÷�ä�?�ëüáÖã6ô�ó�é6á�ô�ä
ß<á�õ6äñõ¼ô�ó�øâî¼ô î¼óÖã�òÖé�ãÖøâîC�4�X Öä3�Öë6ù�ôAô�ä)ó¼ö�øÈùÖë)ô�äâ÷ßúäÀöÖò�ã)é���ä�äÖõlô�é êÖäñã)éÖîCF�äâ÷Aéüá�ôºø]ö�ö�äâ÷�øüë)ô�ä�ã"�
õ¼ôâó�øâî¼ô�îÀóÖãüòÖé�ã�øâîC��y���äÖõ
ßñãâé�ëâ÷5ë�ãâã-ô)ïÖäñî6é6ù�ùÖä�î¼ô�øüé6ù<÷�äÖõ�î¼ó�øÈò�ô�øüéüù�õ ö�ë)ó�F�äâ÷&?�é)ó
ßúë6á�ô�é5ãâéâëâ÷�øÈù�è2�
ò�ã¼á�ô�é�ãâéâëâ÷�y�H�õüä�ë)ó�îÈï
ò�ã¼á�ô�éÖõ¼ô�ë)ó�ô�y�HÖõ6ä�ë6ó�îÈï
á�ù�øCO)áÖä�øÀ÷�õ"y���ä�õ
ßAôâï�øâõ5øâõJôâï�ä5÷�ä�?�ë6á�ã6ô�*
ê�á�ô�ö�ë�F�ä øÈô ä�@)ò�ãÖøâî�øÈô&?�é)ó
ß î)ãâë)ó�øÀô���N]õ õ6ë�F�ä��X Öä<÷�é6ù2N�ôúë�ãâãâé��úë6ù��AòÖëÖî�F�ä)ô-ùÖé)ô
ß�ö�ë)ô�îÈï�øÈù�èAë î6é6ùâùÖäÖî¼ô�ø¼é6ùA÷�äÖõâî¼ó�øÈò�ô�øüé6ù�ô�é<ò�ëÖõ�õJôâï�ó�éüá�èâï
ßAôâïÖä-è�ë)ô�ä��Öë�� tòÖë�îCF�ä)ô�÷�ä�?�ë6á�ãüô�y�÷)ó�éüòî6éüù�ùH�÷�ä�?�ëüá�ã6ô
ß<ùÖé)ô õ¼ô�ó�øâî¼ôÖã���ùÖä�äâ÷�ä)÷�*�ä�@�î6äüò�ô9?�é)ó î)ãâë6ó�øÀô��
ô��)òÖä�yâôâáâù�ùÖä�ã
ß<á�õ6ä-à�ð)ÿ<êÖë�õ6äâ÷5ë6á�ôâï�ä6ù�ô�øâîüë)ô�øüé6ù7��øÀô)ï î6ä)ó�ô�ø�?�øâî6ë)ô�äÖõ
ß<?�é)ó9F�ä��Aè�äüùÖä)ó�ë)ô�øüé6ù ç � ð)ÿ�]�J�ý�ìë6á�ôâï�ê���y)ó�õ6ëÖõ�øÈè
ó�øÈèâï�ô�ó�õüëÖõ�øÀè�F�ä���y�HÖîüä)ó�ô
F�ä���øÈù�è�ôâó�øüäÖõ"y�å��
ß<á�õ6äQ��ð)ý<?�é6ó � ý�ð�äÖî�ë6á�ô)ïÖä6ù�ô�ø)î6ë)ô�øüéüùë6á�ôâï
y�äÖõÈòß�öS�ºõ�ø¼÷�äñøâõ<ãâä�?)ôB�JôâïÖä9?âó�äâäÖõ��Öë6ùñõ6äÖîÀá�ó�øÀô��-è�ë6ô�ä��Öë��
ãâä�?âô�y�å#�]å#�hå#�����
�
ãâä�?âôâùÖä�@âôâïÖé6ò
y�å#�hå5�]å5������å
ãâä�?âô�ø¼÷�y��Öõ6äÖîÀá�ó�ä��Êè�ø¼ëÖî��Àä6ù�ô�ä)ó)ò�ó�øâõüä�õL�Æî6éNö
ãâä�?âô�î6ä)óâô�yâè�ë)ô�ä��Öë��2�¤òÖäÀö
ß îÀïÖäÖî�F õ6é6á�ó�îüä<ëâ÷�÷âó�ä�õ�õ�é�?<á�ùÖä6ù�îÀó��âò�ô�ä)÷JòÖëÖî�F�ä)ô�õJéüù ë)óâó�øÀû�ë�ã
÷�ø)õ6ë6ê�ãâäâë)ó�ó�øÀû�ë�ã�îÈï�ä�îCF�yüùÖéßñãâé�ëâ÷ î6éüù�ùÖäÖî¼ô�øüé6ù<÷�ä�?�øÈù�øÈô�øüé6ù�õ ëüá�ô�éÀö�ë6ô�øâî6ë�ãâã��
ë6á�ô�é�y�ëâ÷â÷

ßAíâïÖä&?�é�ãâãâé���øÈù�è-ôâï�ó�äâä5äüù�ô�ó�øüä�õJë)ó�ä&?)á�ù�î¼ô�øüé6ù�ë�ã�ã��
ßAó�äâ÷)áâù�÷�ë6ù�ô ó�øÀèâï�ô-ù�é��[� � ù5ôâïÖä9?)á�ô)á�ó�äR*�ô)ïÖä)ó�ä�ö�ë��
ß<êÖä<è�ä6ù�á�øNùÖä ÷�øC?�?�ä)ó�ä6ù�î6äÖõ-øNùñôâï�ä<ô��âòÖäAé�?úëÖî�î6äÖõâõ
ßAè�ó�ë6ù�ô�äâ÷-ôâïÖä�õ6ä è�ó�é6áâò�õL�nD�ä6ù�î6ä-ôâïÖäñõ6äüòÖë)ó�ë)ô�ä
ß5÷�ä�?�øNù�øÀô�øüéüù�õL�
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ßAÿÖã�õ6é ùÖé6ô�ä-ôâïÖë)ôñãâë)óâè�ä�ê�ãâéÖî�F�õ�é�?AôâïÖäºå�������$�����å�)
ß<ùÖä)ô���é)ó�F õÀòÖë�î6ä ó�äÀö�ëÖøÈù[�#í)ï�øâõ ë�ã�ãâé"��õ�á�õ�ô�éúë)÷�÷
ß<?�ë)ó�ö�é)ó�ä<ó�äÀö�é)ô�äúî6ãÖøüä6ù�ô�õ�ë6ù�÷<ô�ó�ä�ë6ôñäâëÖîÀïúé6ùÖä
ß5÷�øC?�?�ä)ó�ä6ù�ô�ã���ê��ñëÖõ�õ�øÀèâù�øÈù�èñøÀô5ô�é5ë<òÖë6ó�ô�øâîÀáÖãâë)óß õÀá�ê�ù�ä)ôî6éüù�ùºî6é)óâòÖé6ó�ë)ô�äó�øÈèâï�ô�y�H�ë6ù��ó�øÈèâï�ô�ø¼÷�y���þ�y��ÖðR*o:�y�= � ÿ�þQ�âù�ô�ä)ó)ò�ó�øâõ6ä�õZ*|:C�
y�þ�é)óâò�é)ó�ë)ô�äL*
þ���y x �ó�øÈèâï�ô�õÀáâê�ùÖä)ô���øÀôâï�øNù�y�å��R����$����]å#�1�������
ãâä�?âô�õÀá�êâùÖä)ô�y�å8���hå5�0$����������ãâä�?âôâá�ò�÷�é���ù
y4��õ�î¼ó�øNò�ô-lñë)óâèâá6ö�ä6ù�ô�õlùÖä�ä)÷�äâ÷-ô�éñõ6ä)ôAá�òú÷��âù�ëÀö�øâî7?�øÈó�ä��Öë�ãâãÖøÈù�è3?�é)ó î6é)óâò�é)ó�ë)ô�ä�á�õ6ä)ó�õC�î6éüù�ùñäâ÷�øÀô�é6ó�øüë�ãó�øÈèâï�ô�y�H�ë6ù��
ó�øÈèâï�ô�ø¼÷�y���þ�y��ÖðR*o:�y�= � ÿ�þQ�âù�ô�ä)ó)ò�ó�øâõ6ä�õZ*|:C�
y���÷�øÀô�é)ó�øüë�ãY*
þ���y x �ó�øÈèâï�ô�õÀáâê�ùÖä)ô���øÀôâï�øNù�y�å��R����$����0���1�������ãâä�?âô�õÀá�êâùÖä)ô�y�å8���hå5�0$����������î6éüù�ùºõ6ë�ãâäÖõó�øÈèâï�ô�y�H�ë6ù��
ó�øÈèâï�ô�ø¼÷�y���þ�y��ÖðR*o:�y�= � ÿ�þQ�âù�ô�ä)ó)ò�ó�øâõ6ä�õZ*|:C�
y�ð�ë�ãâä�õZ*uþ���y x �
ó�øÈèâï�ô�õÀáâê�ùÖä)ô���øÀôâï�øNù�y�å��R����$����0���1�������ãâä�?âô�õÀá�êâùÖä)ô�y�å8���hå5�0$����������î6éüù�ù � íó�øÈèâï�ô�y�H�ë6ù��
ó�øÈèâï�ô�ø¼÷�y���þ�y��ÖðR*o:�y�= � ÿ�þQ�âù�ô�ä)ó)ò�ó�øâõ6ä�õZ*|:C�
yâí�äÖîÀïâù�øâî6ë�ã�ð6á�òâòÖé)ó�ô�*Rþ���y x �ó�øÈèâï�ô�õÀáâê�ùÖä)ô���øÀôâï�øNù�y�å��R����$����u�4�1�������
ãâä�?âô�õÀá�êâùÖä)ô�y�å8�������0���������

î6éüù�ù � íE�Àè�ë6ô�ä��Öë��
ó�øÈèâï�ô�y�H�ë6ù��
ó�øÈèâï�ô�õÀáâê�ùÖä)ô���øÀôâï�øNù�y�å��R����$����u�4�1�������
ó�øÈèâï�ô�ø¼÷�y���þ�y��ÖðR*o:�y�= � ÿ�þQ�âù�ô�ä)ó)ò�ó�øâõ6ä�õZ*|:C�
yâí�äÖîÀïâù�øâî6ë�ã�ð6á�òâòÖé)ó�ô�*Rþ���y x �
ãâä�?âô�õÀá�êâùÖä)ô�y�å8���hå5�]å5��)������

î6éüù�ù5ó�äÖõ¼ô�ó�øâî¼ô�äâ÷
ô��)òÖä�yâó�ä�!�äÖî¼ô
ó�øÈèâï�ô�y�H�ë6ù��
ãâä�?âô�õÀá�êâùÖä)ô�y�å8�������0���������

î6éüù�ùpøÈù�ô�ä)ó)ùÖä)ô
ô��)òÖä�y)òÖë�õ�õ¼ôâï�ó�é6á�è)ï
ó�øÈèâï�ô�y�H�ë6ù��
ó�øÈèâï�ô�õÀáâê�ùÖä)ô���øÀôâï�øNù�y�å��R����$����0���1����å8)
ó�øÈèâï�ô�ø¼÷�y���þ�y��ÖðR*o:�y�= � ÿ�þQ�âù�ô�ä)ó)ò�ó�øâõ6ä�õZ*|:C�
y x *Rþ���y x �
ãâä�?âô�õÀá�êâùÖä)ô�y��������0���0�����

î6éüù�ùAò�ó�øÀû�ë6ô�ä
ë6á�ô�é�y�øÀè)ùÖé)ó�ä

î6éüù�ùAê�ãâéÖîCF
ë6á�ô�é�y�øÀè)ùÖé)ó�ä
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î6éüù�ùAò�ó�øÀû�ë6ô�äS�üé)ó>�âî)ãâä�ëüó
ë6á�ô�é�y�øÀè)ùÖé)ó�ä

î6éüù�ùºî)ãâä�ë)ó>�üé)óE�Èò�ó�øÀû�ë)ô�ä
ë6á�ô�é�y�øÀè)ùÖé)ó�ä

î6éüù�ùºî)ãâä�ë)ó
ë6á�ô�é�y�øÀè)ùÖé)ó�ä

î6éüù�ùAòÖëÖîCF�ä6ô�÷�ä�?�ëüá�ã6ô
ë6á�ô�é�y�øÀè)ùÖé)ó�ä

î6éüù�ùpøÈù�ô�ä)ó)ùÖä)ôE�üéüù�ã��
ó�øÈèâï�ô�y�H�ë6ù��
ó�øÈèâï�ô�ø¼÷�y���þ�ð�y"��ðR*o:�y�= � ÿ�þQ�âù�ô�ä6óâò�ó�øâõüäÖõ"�
ó�øÈèâï�ô�õÀáâê�ùÖä)ô���øÀôâï�øhù
y�å��R�����1���0�����ãâä�?âô�õÀá�êâùÖä)ô�y����������R�������

oYLÆz /etc/ipsec.secrets
ßAè�ë)ô�ä"�Öë���N]õ�ò�ó�øÀû�ë6ô�ä-F�ä��?�ø6ã)ä
ßúð)ô�é)ó�äâ÷ á�ù�ãâé�îCF�äâ÷ t ý�ó�é6ô�äÖî¼ô<ôâï�ä9?�ø6ãâäAë6ù�÷
ß5÷�øÀó�ä�î¼ô�é)ó��Q?âó�éÀöñêÖä�øNù�è<ó�ä�ëâ÷-ê��ñë6ù���é6ùÖä�ê�á�ô
ßAó�é�é)ô t ��øÀôâï������-òÖä)ó¼öiõ�é6ùñ÷�øÀóúë6ù�÷<)����-òÖä)ó¼öiõ
ßúé6ùF�ä��<?�ø6ãâä t
juà�ð)ÿ<ò�ó�øÈû�ë)ô�ä��üè�ë)ô�ä���ë��4�1F�ä��

oYL�� /etc/ipsec.d/cacerts
oYL � /etc/ipsec.d/crls
oYLÆ� Crontable entries

ß<á�ò�÷�ë6ô�ä�öS�ºî6ä)ó�ô�*Rþ)ÿpî6ä6ó�ô�õZ*Rþâà�	�õZ*�ë6ù�÷9F�ä���õ
�{øNù�õ6ä)ó�ôúî6éÀö�ö�ëüù�÷-ô�é9?�ä)ô�îÀï9P�ä)ó�øâõ�øÈèâù î¼óÖãAë6ù�÷ õ¼ô�é)ó�ä��
���på�� x<x�x øÈò�õ6äÖî�ëüá�ô�é,���Àó�ä6ó�ä�ëâ÷�ë�ã�ã
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