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1. Preface

This is my submission to fulfill the requirements for the practical assignment part of the GREM /
Reverse Engineering Malware. It consists of a detailed analysis of an unknown, possibly

malicious binary.

Thanks to my wife Jamie and our kids (Neo and Kiki [DOGS]) for loving me like they do.

Sven Olensky
August/September 2004
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2. Introduction

This paper consists of 7 sections plus an appendix.

2.1. Legend

e commands that are getting executed, comments and the output of these commands in
the assignments are typed in Courier New

e words in brackets [WORD] indicates a reference that can be found in the appendix

e ‘$in front of the command means user-level access, ‘# means root-level access

e '/ means comment

Examples

$1s -l
/1 list contents in long form user-Ievel access

#rm-rf *
/1 delete everything, starting in this directory, as root

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



3. Laboratory Setup

Laboratory Setup - 10 points

Describe in detail your laboratory setup. We suggest using the setup described in the
course material, or you may use your own set up as long as it meets the reverse-
engineering needs of this practical assignment. Describe the hardware, networking,
and software resources you used for your analysis. Explain laboratory isolation
precautions that you implemented to protect your production environment from
infection. Make sure to include a detailed description of each resource, its purpose,
how, and where how you used it during the analysis.

3.1. Lab setup

Windows Host system
Windows Guest: Linux Guest:
- Malware analysis tools \\—// - IDS (snort)
- Binary to be analyzed - services that will be needed

Windows Guest Linux Guest
192.168.54.129 192.168.54.128

| |
( LHost-OnIy NetworkJ >

192.168.54.128/25

D

VMNET1 - Adapter

192.168.54.1

Windows host system running VMWare:

- ZoneAlarm to protect itself from attacks from Windows Guest
- no other network connections

The lab is based on a VMware- setup. The host system running VMware is a laptop running
Windows 2000 Professional with all the latest security patches. The guest operating systems that
are installed within the VMware environment are one RedHat Linux system and one Windows
2000 Professional system. The RedHat Linux system will run the Intrusion Detection System
Snort and emulate any services that might be requested by the Guest- Windows 2000 System, on
which the malware analysis will take place and on which the actual malicious application will be
executed.

The network that is shared between the guests and the host system is a VMware host-only
network which is only accessible by those systems. It is closed off to the outside. In addition to
that, the laptop’s real network connection is unplugged to protect the surrounding networks in
case the trojan finds its way out of the protected VMware environment.
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3.2. Tools used

The Windows 2000 guest system has the following tools installed that will aid in the analysis of
the malicious executable:

- IDA Pro disassembler [IDAPRO]

- OllyDbg debugger [OLLYDBG]

- Various Syslnternals tools: RegMon (monitoring of registry), FileMon (monitoring of file
accesses), TDIMon (monitoring of network access), ProcExp to show active processes
[SYSINTERNALS]

- BinText to analyse string contents of files [BINTEXT]

- RegShot to compare registry snapshots [REGSHOT]

- WinZip to unpack any required archives [WINZIP]

- PElInfo to analyse file type and other file details [SANSCLASS]

- file for file type analysis [FILE]

The laptop (the host system that is running VMware) is also running Zonelabs ZoneAlarm to
protect itself from any potential malicious traffic that could be initiated by the binary.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



4. Properties of the Malware Specimen

Properties of the Malware Specimen - 5 points

List the following properties of the malware. Make sure to include a detailed explanation
of your steps, and an interpretation of your findings.

Type of file (e.g. executable, compressed, data, etc.)
Size of the file

MD5 hash of the file

Operating system(s) it runs on

Strings embedded into it

4.1. Type of file

This seems to be an executable, either MS-DOS or Windows.

4.2. Size of file

PEInfo states 41984 Bytes, 41.0 KB.

Pat h: C:.\downl oad\ sanspractical\nsrll.exe
File size: 41984
| mage size: 1179648
File Alignnent: 512
Resources account for 0.00% of the executable
41.0 KB (41, 984 bytes)

4.3. MD5 hashes of the file

C:sdownloadszanspractical >mdSsum mesrll.=zip
696c78651244bl1adB363adBBa2id4Bef *mzrll.zip

C:downloadssanspractical>md5sum msrll.exe
B4acfe?6a?78590813413122¢c12cl1laaa *=merll.exe

4.4. Operating Systems it runs on

The string ‘! This program cannot be run in DOS mode.’ below indicates that this is a
Windows executable. The file tool is more precise:

nProgram FilessGnuWin32sbin>*file c:“download“sanspractical~msrll.exe
ssdownloadssanspracticalsmsrll.exe: MS Windows PE Intel 88386 GUI executabhle no

relocatahle

This seems to be a MS-Windows executable for Intel-386-based systems.
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4.5. Strings embedded in the binary

From PElInfo:

File pos Mem pos
0000004D 0040004D
00000178 00400178
000001A0  004001A0
000001F0  004001FO0
00000218 00400218
00000240 00400240
00000427 00401027
00000572 00401172
000006AA 004012AA
00000702 00401302
000007F0  004013F0
000008FD  004014FD
00000927 00401527
00000D1A 0040191A
00000E94  00401A94
00000F17  00401B17
00000F8F  00401B8F
00000FCC  00401BCC
00000FFF 00401BFF
0000106F  00401C6F
000010CE  00401CCE
00001149 00401D49
000011BC 00401DBC
0000139E  00401F9E
0000152A  0040212A
00001646 00402246
00001678 00402278
000016CD  004022CD
00001729 00402329
000017BC  004023BC
000019BF 004025BF
00001A37 00402637
00001C58 00402858
00001D09 00402909
00001D1A 0040291A
00001D85 00402985
00001E76  00402A76
00001E7E 00402A7E
00001F7A 00402B7A
00002222 00402E22
00002361  00402F61
000023FB  00402FFB
000024B4 004030B4
000026D8 00403208
0000286F  0040346F
00002947 00403547
00002B4C  0040374C
00002B59 00403759
00002BC7  004037C7
00002E2D  00403A2D
00002EB9 00403AB9
00002F5A 00403B5A
00002FBA  00403BBA
00003336  00403F36
000033A2 00403FA2
00003414 00404014
000034C4  004040C4
000034DC  004040DC
000035D4 0040414
00003613 00404213
0000367C  0040427C
000036FB  004042FB
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000038B0
0000397B
00003AB6
00003C96
00003F2A
00004164
00004242
000042E3
0000437C
00004394
000043BA
0000442A
00004494
000044F9
00004544
00004555
00004599
000046C7
00004729
00004767
00004934
0000498B
00004BA7
00004E54
00004E8D
0000515E
00005172
000052D5
000054F8
00005514
00005534
0000560E
0000564E
0000566C
00005729
00005803
00005925
00005A4A
00005C56
00005CF7
00005E65
00005F1E
00005F78
00006253
00006504
00006575
00006683
00006816
00006C1F
00006D47
00006E3A
00006E99
00006ECA
000070D2
00007216
0000723E
000073A4
00007536
00007604
00007664
0000769A
000077D3
00007918
000079BF
00007A2A
00007B41
00007B99
00007D57
00007088
00007D9E
00007E14
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004044B0
0040457B
004046B6
00404896
00404B2A
00404D64
00404E42
00404EE3
00404F7C
00404F94
00404FBA
0040502A
00405094
004050F9
00405144
00405155
00405199
004052C7
00405329
00405367
00405534
0040558B
004057A7
00405A54
00405A8D
00405D5E
00405D72
00405ED5
004060F8
00406114
00406134
0040620E
0040624E
0040626C
00406329
00406403
00406525
0040664A
00406856
004068F7
00406A65
00406B1E
00406B78
00406E53
00407104
00407175
004072B3
00407416
0040781F
00407947
00407A3A
00407A99
00407ACA
00407CD2
00407E16
00407E3E
00407FA4
00408136
00408204
00408264
0040829A
004083D3
00408518
004085BF
0040862A
00408741
00408799
00408957
00408988
0040899E
00408A14
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00007F18  00408B18
00008011  00408C1l1
000081F4  00408DF4
00008440 00413040
00008519 00413119
00008540 00413140
000085CA  004131CA
00008655 00413255
00008A73  0051B073
00008B6F  0051Bl16F
00008E7D  0051B47D
00008EDD  0051B4DD
00008F72  0051B572
00009094  0051B694
000090A3  0051B6A3
000090D1  0051B6D1
00009271  0051D071
0000927E  0051DO7E
00009641  0051D441
0000964E  0051D44E
0000965A  0051D45A
00009665  0051D465
00009671 0051471
0000967B  0051D47B
00009688  0051D488
dynamc link library %
000096D9  0051D4D9
library %

000098E6  0051D6E6
00009A74  0051D874
00009BCO  0051D9CO
00009BCF  0051D9CF
00009BDB  0051D9DB
00009EB5  0051DCB5
0000A16C  0051DF6C
0000A17B  0051DF7B
0000A18C  0051DF8C
0000A19F  0051DF9F
0000A274  0051E074
0000A281  0051E081
0000A28C  0051E08C
0000A297  0051E097
0000A2A3  0051EO0A3
0000A2AE  0051EOQAE
0000A2BA  0051EO0BA
0000A2C6  0051E0C6
0000A313  0051E113
0000A32B  0051E12B
0000A333  0051E133
0000A343  0051E143
0000A353  0051E153
0000A366  0051E166
0000A37C  0051E17C
0000A392  0051E192
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Qvzi d+K

XFt ##

90K. P

5 RBd

[ af =V

' Uazu

\ %Ap2

bl 4x+Za
Zlr A

galYAx
kN2$6| [ x
LYW |

p[ 3bg
Virtual Al'l oc
Virtual Free
kernel 32. dl
Exi t Process
user 32. dI
MessageBoxA
wsprintfA
LOADER ERRCR

The procedure entry point

% could not be located in the

The ordinal % could not be located in the dynamc |ink

(o8@
D4l | M

i F, s

, ; FOs

; F4s

DSV

ker nel 32. dI
Cet ProcAddr ess
CGet Modul eHandl eA
LoadLi braryA
advapi 32. dl
nmsvcert. dl |
nmsvcert. dl |
shel | 32. dl
user 32. dI
versi on. dl
Wi ni net . dl
ws2_32.dl
Adj ust TokenPri vi | eges
_itoa
__getnai nargs
Shel | Execut eA

Di spat chMessageA
Get Fi | eVer si onl nf oA
I nt er net d oseHandl e
WEACet Last Error

Aside from Windows function calls in the last part of the string output, no useful information can
be extracted from the character strings. It appears to be that the file is somehow packed or
encrypted. The first lines indicate the section names.

00000178
000001A0
000001F0
00000218
00000240

. aspack indicates that the file was packed using ASPack [ASPACK]
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5. Behavioural Analysis

Behavioural Analysis - 35 points

Use your laboratory setup to perform a behavioural analysis of the unknown malware
specimen infecting a system in the laboratory, with the malicious program under
controlled conditions. Describe the analysis in detail. Describe your actions and your
use of your the analysis tools in detail. Explain the implications of the behaviour of the
malware specimen.

Example procedures:

Monitoring file system access

Monitoring registry / configuration access
Monitoring / redirecting network connections
Monitoring processes on the system

5.1. Preparations

Before the binary gets executed, all the monitors have to be in place and started:

RegMon (monitoring of registry)

FileMon (monitoring of file accesses)

TDIMon (monitoring of network access)

RegShot: take a snapshot of the registry before the binary gets executed so that the
registry modifications can be seen later on

e  ProcExp to monitor running processes

This section is split into two parts: the behaviour of the binary on the local machine and the
behaviour of the machine on the network.

5.2. Behaviour of the Binary on the local machine

5.2.1. RegShot

Lets look at the comparison of the registry snapshots before and after the execution of msrll.exe,
created by RegShot:

REGSHOT LOG 1. 61e5

Conment s:

Dat eti ne: 2004/ 8/ 16 19:59:09 , 2004/8/16 20: 33:56
Conput er : COMPUTER , COVPUTER

User nane:

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Enum Root \ LEGACY_FI LEMOM 0000\ Cont r ol
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Enum Root \ LEGACY_REGVON\ 0000\ Cont r ol
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ nf m

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Servi ces\ nf m Security

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Enuml Root \ LEGACY_FI LEMON\ 0000\ Cont r ol
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Enum Root \ LEGACY_REGMON\ 0000\ Cont r ol
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ nfm
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HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ nf ml Security

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Enum Root \ LEGACY_FI LEMON\ 0000\ Control \ Acti veSer vi
ce: "FI LEMON'

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Enum Root \ LEGACY_REGMON\ 0000\ Cont rol \ Acti veServi c
e: "REGVON'

HKEY_LOC‘AL_MACHI NE\ SYSTEM Cont r ol Set 001\ Enum Root \ LEGACY_TDI M5YS\ 0000\ Cont r ol \ Acti veSer vi
ce: "TDI MSYS"

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Enum SW { b7eaf dc0- a680- 11d0- 96d8-
00aa0051e51d}\ { 9B365890- 165F- 11D0- A195- 0020AFD156E4}\OontroI\DeV| ceRef erence: 0x811F7B10
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ km xer\ Enum 0: " SW {b7eaf dc0- a680- 11d0-
96d8- 00aa0051e51d}\ { 9B365890- 165F- 11D0- A195- 0020AFD156E4} "

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Servi ces\ nf ml Security\Security: 01 00 14 80 A0 00
00 00 AC 00 00 00 14 00 00 00 30 00 00 00 02 00 1C 00 01 OO0 00 00 02 80 14 00 FF 01 OF 00
01 01 00 00 00O 00 OO 01 OO 00 OO 00 02 00 70 00 04 00 00 OO 00 OO 18 00 FD 01 02 00 01 01
00 00 00 00 00 05 12 00 00 00 49 00 4D 00 00 00 1C 00 FF 01 OF 00 01 02 00 00 OO 00 00 05
20 00 00 00 20 02 00 00 53 00 59 00 00 00 18 00 8D 01 02 00 01 01 00 OO 00 OO 00 05 0B 00
00 00 20 02 00 00 00 00 1C 00 FD 01 02 00 01 02 00 OO 00 OO 00 05 20 00 00 00 23 02 00 00
53 00 59 00 01 01 00 OO 00 00 OO 05 12 00 OO 00 01 01 OO OO 00 OO0 00 05 12 00 00 0O
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ nf Ml Type: 0x00000120

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Servi ces\nfm Start: 0x00000002

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ nf Ml Error Control : 0x00000002
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ nf m | magePat h:

"C \WNNT\systerTBZ\nme;rl | . exe"

HKEY_LOCAL_NMACHI NE\ SYSTEM Cont r ol Set 001\ Servi ces\ nf ml Di spl ayNanme: "Rl enhanced drive"
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ nf ml Cbj ect Name: "Local Syst ent'
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Enumt Root \ LEGACY_FI LEMON\ 0000\ Cont r ol \ Acti veS
ervice: "FI LEMON'

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Enum Root \ LEGACY_REGVON\ 0000\ Cont r ol \ Acti veSe
rvice: " REGVON'

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Enumt Root \ LEGACY_TDI M5YS\ 0000\ Cont r ol \ Acti veS
ervice: "TD M5YS"

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Enum SW { b7eaf dc0- a680- 11d0- 96d8-
00aa0051e51d}\ { 9B365890- 165F- 11D0- A195- 0020AFD156E4}\ Cont r ol \ Devi ceRef erence: 0x811F7B10
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ km xer\ Enum 0: " SW {b7eaf dc0- a680-
11d0- 96d8- 00aa0051e51d}\ { 9B365890- 165F- 11D0- A195- 0020AFD156E4} "

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ nfml Security\Security: 01 00 14 80
A0 00 00 00 AC 00 00 00 14 00 00 0O 30 00 00 00 02 00 1C 00 01 00 OO 00 02 80 14 00 FF 01
OF 00 01 01 00 00 OO 00 OO 01 OO 00 00 00 02 00 70 OO 04 00 00 OO 00 OO 18 00 FD 01 02 00
01 01 00 00 00 00 OO 05 12 00 OO 00 49 00 4D 00 00 00 1C 00 FF 01 OF 00 01 02 00 00 00 00
00 05 20 00 00 00 20 02 00 00 53 00 59 00 00 00 18 00 8D 01 02 00 01 01 00 00 OO 00 OO0 05
0B 00 00 00 20 02 00 00 OO0 00 1C 00 FD 01 02 00 01 02 00 OO 00 OO 00 05 20 00 00 00 23 02
00 00 53 00 59 00 01 01 OO 00 OO 00 OO 05 12 00 00 00 01 01 00 OO 00 OO 00 O5 12 00 00 00
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ nf m Type: 0x00000120
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Contr ol Set\ Servi ces\nfm Start: 0x00000002
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ nf ml Error Control: 0x00000002
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ nf ml | nagePat h:

"C.\WNNT\ systenB2\nf Ml nsrl|.exe"

HKEY_LOC‘AL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ nf ml Di spl ayNane: "R | enhanced
drive"

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ nf ml Cbj ect Nane: "Local Syst ent
HKEY_USERS\ S- 1- 5- 21- 823518204~ 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ Last Vi si tedMRU h: 46 00
69 00 6C 00 65 00 6D 00 6F 00 6E 00 2E 00 65 00 78 00 65 00 00 00 43 00 3A 00 5C 00 44 00
6F 00 63 00 75 00 6D 00 65 00 6E 00 74 00 73 00 20 00 61 00 6E OO0 64 00 20 00 53 00 65 00
74 00 74 00 69 00 6E 00 67 00 73 00 5C 00 41 00 64 00 6D 00 69 00 6E 00 69 00 73 00 74 00
72 00 61 00 74 00 6F 00 72 00 5C 00 44 00 65 00 73 00 6B 00 74 00 6F 00 70 00 00 0O
HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543~

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ OpenSaveMRU | og\ c:

"C:\ Docunents and Settings\Adm ni strator\Desktop\Filenon. LOG'

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer\ Fi | eExt s\ .| og\ OpenW t hLi st\ d:

"Fi | enon. exe"

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ Recent Docs\ .l og\c: 46 00 69 00 6C
00 65 00 6D 00 6F 00 6E 00 2E 00 4C 00 4F 00 47 00 00 00 1F 00 32 00 00 OO 00 OO 00 OO 00
00 00 00 46 69 6C 65 6D 6F 6E 2E 4C 4F 47 2E 6C 6E 6B 00 00 00 00
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HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ User Assi st \ { 75048700- EF1F- 11D0-
9888- 006097DEACF9} \ Count \ HRZR_EHACNGCU: P: \ gbj aybnq\ f naf cenpgvpny\ zfeyy.rkr: 06 00 00 00 06
00 00 00 30 5A 66 C7 CB 83 ¢4 01

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t\ Crypt ogr aphy\ RNG Seed: 1F 3A D2 83 29 AF 2A EB E3
75 B7 Cl F4 67 55 30 DD 34 22 17 61 32 2E 49 5D 1E 7D 05 2A CC EA 96 5F 6A 7A 0C A2 34 5C
B7 84 E2 5C 48 61 4C 2D 9F 85 38 5B F3 DF 1E B8 40 66 87 25 4E 19 C9 83 11 10 46 5E 2B 81
88 67 3F A3 5B DE 09 93 34 EC 14

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t\ Crypt ogr aphy\ RNG Seed: 6C B0 A2 25 AF A8 66 C8 AB
04 C4 8F D7 A7 2A 89 AE 9C 64 05 F6 C7 30 FE C9 EB 24 8E 10 1E 2D OA A4 F4 EF 33 36 6A 69
45 D8 2D 25 9D 28 91 BC 71 80 95 58 AE BF 03 FE BO 84 0 55 89 CB 79 DC 5B 4E 97 AA Q0 EA
90 CD 67 5E 37 4E 14 26 18 38 77

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Settings\ Cache\ Paths\Directory: "C:\Docunents and Settings\Default User\Local

Settings\ Tenporary Internet Files\Content.|E5"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Settings\ Cache\ Paths\Directory: "C:\Docunents and Settings\Adm ni strator\Local

Settings\ Tenporary Internet Files\Content.|E5"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h1\ CachePat h: "C:.\ Docunents and Settings\Default User\Local
Settings\ Tenporary Internet Files\Content.|E5\ Cachel"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h1\ CachePat h: "C:\ Docunents and Settings\Admi ni strator\Local
Settings\ Tenporary Internet Files\Content.|E5\ Cachel"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h2\ CachePat h: "C:\ Docunents and Settings\Default User\Local
Settings\ Tenporary Internet Files\Content.|E5\Cache2"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h2\ CachePat h: "C:\ Docunments and Settings\Adm ni strator\ Local
Settings\ Tenporary Internet Files\Content.|E5\Cache2"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h3\ CachePat h: "C:.\ Docunents and Settings\Default User\Local
Settings\ Tenporary Internet Files\Content.|E5\ Cache3"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h3\ CachePat h: "C:\ Docunents and Settings\Adm ni strator\Local
Settings\ Tenporary Internet Files\Content.|E5\ Cache3"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h4\ CachePat h: "C:\ Docunents and Settings\Default User\Local
Settings\ Tenporary Internet Files\Content.|E5\Cache4"

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ | nt er net

Set ti ngs\ Cache\ Pat hs\ pat h4\ CachePat h: " C:\ Docunments and Settings\Adm ni strator\Local
Settings\ Tenporary Internet Files\Content.|E5\Cache4"

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Dhcp\ Par anet er s\ { 9C57D580- 0CCB- 4A39-
AE24-881CDD481145}: 06 00 00 00 00 00 OO 00 04 00 00 00 00 OO0 00 OO0 77 18 21 41 CO A8 3A
01 OF 00 00 00 00 00 00 OO OB 00 OO 00 OO 00 OO 00 77 18 21 41 6C 6F 63 61 6C 64 6F 6D 61
69 6E 00 01 00 00 00 OO 00 00 OO 04 00 00 OO 00 OO 00 OO0 77 18 21 41 FF FF FF 00 33 00 00
00 00 00 00 OO 04 00 00 OO 00 OO 00 00 77 18 21 41 00 00 O7 08 36 00 00 00 00 OO0 00 OO 04
00 00 00 00 00 00 OO 77 18 21 41 CO A8 3A FE 35 00 00 00 00 00 00O 00 01 0O 00 0O 00 0O 00
00 77 18 21 41 05 00 00 00

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Dhcp\ Par anet er s\ { 9C57D580- 0CCB- 4A39-
AE24-881CDD481145}: 06 00 00 00 00 00 OO 00 04 00 00 00 00 OO0 00 00 7F 1F 21 41 CO A8 3A
01 OF 00 00 00 00 OO 00 OO 0B 00 00 00 00 00 00 00 7F 1F 21 41 6C 6F 63 61 6C 64 6F 6D 61
69 6E 00 01 00 00 00 OO 00 00 OO 04 00 00 OO 00 00 00 00 7F 1F 21 41 FF FF FF 00 33 00 00
00 00 00 00 00 04 00 00 OO0 00 OO 00 OO 7F 1F 21 41 00 00 07 08 36 00 00 OO0 00 OO0 00 OO 04
00 00 00 00 00 00 OO0 7F 1F 21 41 CO A8 3A FE 35 00 00 00 00 00 OO 00 01 00 00 00 00 00 00
00 7F 1F 21 41 05 00 00 0O

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ kmi xer\ Enum Count: 0x00000000
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ kmi xer\ Enum Count: 0x00000001
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ kmi xer\ Enuml Next | nst ance: 0x00000000
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ km xer\ Enum Next | nst ance: 0x00000001
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
0CCB- 4A39- AE24- 881CDD481145}\ LeaseObt ai nedTi ne: 0x4121116F

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
0CCB- 4A39- AE24- 881CDD481145}\ Lease(bt ai nedTi ne: 0x41211877

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
0CCB- 4A39- AE24- 881CDD481145}\ T1: 0x412114F3
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HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
0CCB- 4A39- AE24- 881CDD481145}\ T1: 0x41211BFB

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
OCCB- 4A39- AE24- 881CDD481145}\ T2: 0x41211796

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
0CCB- 4A39- AE24- 881CDD481145}\ T2: 0x41211E9E

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
0CCB- 4A39- AE24- 881CDD481145}\ LeaseTer m nat esTi me: 0x41211877

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D580-
0CCB- 4A39- AE24- 881CDD481145}\ LeaseTer mi nat esTi me: 0x41211F7F

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ TDI M5YS\ Security\ Security: 01 00 14 80
A0 00 00 00 AC 00 00 00 14 00 00 00 30 00 00 00 02 00 1C 00 01 00 00 00 02 80 14 00 FF 01
OF 00 01 01 00 00 OO 00 OO 01 OO OO 00 OO 02 0O 70 OO 04 00 00 00 00 00 18 00 FD 01 02 00
01 01 00 00 00 00 OO 05 12 00 OO 00 OO 00 00 00 00 OO 1C 00 FF 01 OF 00 01 02 00 00 00 00
00 05 20 00 00 00 20 02 00 00 OO 00 OO 00 00 OO 18 00 8D 01 02 00 01 01 00 00 OO 00 OO 05
0B 00 00 00 20 02 00 00 OO0 00 1C 00 FD 01 02 00 01 02 00 OO 00 OO 00 05 20 00 00 00 23 02
00 00 00 00 00 00 01 01 OO 00 OO 00 00 05 12 00 00 OO 01 01 00 OO 00 OO 00 05 12 00 00 00
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ TDI MSYS\ Securi ty\ Security: 01 00 14 80
A0 00 00 00 AC 00 00 00 14 00 00 00 30 00 00 00 02 00 1C 00 01 00 00 00 02 80 14 00 FF 01
OF 00 01 01 00 00 00 00 OO 01 OO 00 OO 00 02 00 70 OO0 04 00 00 OO 00 OO 18 00 FD 01 02 00
01 01 00 00 00 00 OO 05 12 00 OO 00 03 00 00O 00 00 00 1C 00 FF 01 OF 00 01 02 00 00 OO 00
00 05 20 00 00 00 20 02 00 00 80 01 A0 01 00 00 18 00 8D 01 02 00 01 01 00 00 00 00 00 05
0B 00 00 00 20 02 00 00 00 00 1C 00 FD 01 02 00 01 02 00 00 00 OO 00 05 20 00 00 00 23 02
00 00 80 01 A0 01 01 01 00O 00 OO 00 OO0 05 12 00 00O 00 01 01 00 OO OO 00 OO 05 12 00 00 00
HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ LeaseCbt ai nedTi me: 0x4121116F

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ LeaseObt ai nedTi me: 0x41211877

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ T1: 0x412114F3

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ T1: 0x41211BFB

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ T2: 0x41211796

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145} \ Par anet er s\ Tcpi p\ T2: 0x41211E9E

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ LeaseTer mi nat esTi me: 0x41211877

HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ LeaseTer mi nat esTi ne: 0x41211F7F

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Dhcp\ Par anet er s\ { 9C57D580- 0CCB- 4A39-
AE24- 881CDD481145}: 06 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 77 18 21 41 CO A8 3A
01 OF 00 00 00O 00 OO 00 OO OB 00 00O 00 OO0 00 OO 00 77 18 21 41 6C 6F 63 61 6C 64 6F 6D 61
69 6E 00 01 00 00 00 OO 00 00 OO 04 00 00 OO 00 OO 00 00 77 18 21 41 FF FF FF 00 33 00 00
00 00 00 00 OO0 04 00 00 OO 00 OO 00 00 77 18 21 41 00 00 07 08 36 00 00 00 00 OO 00 OO 04
00 00 00 00 00 00 OO 77 18 21 41 CO A8 3A FE 35 00 00 00 00 00 00 00 01 OO 00 OO 00 OO 00
00 77 18 21 41 05 00 00 0O

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Dhcp\ Par anet er s\ { 9C57D580- 0CCB- 4A39-
AE24-881CDD481145}: 06 00 00 00 00 00 00O 00 04 00 00 OO0 00 OO0 00 OO0 7F 1F 21 41 CO A8 3A
01 OF 00 00 00 00 00 00 OO 0B 00 00 00 00 00 00 00 7F 1F 21 41 6C 6F 63 61 6C 64 6F 6D 61
69 6E 00 01 00 00 00 OO OO 00 OO 04 00 00 OO 00 OO 00 00 7F 1F 21 41 FF FF FF 00 33 00 00
00 00 00 00 00 04 00 00 OO 00 OO 00 OO 7F 1F 21 41 00 00 O7 08 36 00 00 OO 00 OO 00 OO 04
00 00 00 00 00 00 00 7F 1F 21 41 CO A8 3A FE 35 00 00 00 00 00 OO 00 01 00 00 OO 00 00 00
00 7F 1F 21 41 05 00 00 00

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ kni xer\ Enum Count: 0x00000000
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ kni xer\ Enum Count: 0x00000001
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ kni xer\ Enum Next | nst ance: 0x00000000
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ kni xer\ Enum Next | nst ance: 0x00000001
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D58
0- 0CCB- 4A39- AE24- 881CDD481145} \ LeaseCbt ai nedTi me: 0x4121116F

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Paranet ers\ I nt erfaces\ {9C57D58
0- OCCB- 4A39- AE24- 881CDD481145}\ LeaseCbt ai nedTi me: 0x41211877

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D58
0- OCCB- 4A39- AE24- 881CDD481145}\ T1: 0x412114F3

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Paranet ers\ I nt erfaces\ {9C57D58
0- OCCB- 4A39- AE24- 881CDD481145}\ T1: 0x41211BFB

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D58
0- OCCB- 4A39- AE24- 881CDD481145}\ T2: 0x41211796

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Paranet ers\ I nt erfaces\ {9C57D58
0- OCCB- 4A39- AE24- 881CDD481145}\ T2: 0x41211E9E
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HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par anet er s\ | nt er f aces\ { 9C57D58
0- OCCB- 4A39- AE24- 881CDD481145}\ LeaseTer m nat esTi me: 0x41211877
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Paranet ers\ I nt erfaces\ {9C57D58
0- OCCB- 4A39- AE24- 881CDD481145}\ LeaseTer m nat esTi me: O0x41211F7F
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ TDI MSYS\ Security\ Security: 01 00 14
00 00

80 A0 00
01 OF 00
00 01 01
00 00 05
05 0B 00
02 00 00

00

00
00
00
00
02
00

14 00 00 00
00 01 00 00
12 00 00 00
00 00 00 00
00 00 1C 00
00 00 00 00

30 00
00 00
00 00
00 00
FD 01
00 05

1C 00
04 00
1C 00
8D 01
00 00
01 01

01 00
00 00
FF 01
02 00
00 00
00 00

00
OF
01
00
00

00
00
01
05
00

02 80 14 00 FF
18 00 FD 01 02
01 02 00 00 00
00 00 00 00 00
20 00 00 00 23
00 05 12 00 00

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ TDI MSYS\ Security\Security: 01 00 14

80 A0 00
01 OF 00
00 01 01
00 00 05
05 0B 00
02 00 00

00

00
00
00
00
02
01

14 00 00 00
00 01 00 00
12 00 00 00
00 00 80 01
00 00 1C 00
00 00 00 00

30 00
00 00
03 00
A0 01
FD 01
00 05

1C 00
04 00
1C 00
8D 01
00 00
01 01

01 00
00 00
FF 01
02 00
00 00
00 00

00 00 02

00
OF
01
00
00

00
00

80 14 00 FF
18 00 FD 01 02
01 02 00 00 00
00 00 00 00 00
20 00 00 00 23
00 05 12 00 00

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-
881CDD481145}\ Par anet er s\ Tcpi p\ LeaseObt ai nedTi me: 0x4121116F
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-
881CDD481145} \ Par anet er s\ Tcpi p\ LeaseObt ai nedTi me: 0x41211877
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145} \ Par anet er s\ Tcpi p\ T1: 0x412114F3

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-
881CDD481145}\ Par anet er s\ Tcpi p\ T1: 0x41211BFB
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-

881CDD481145}\ Par anet er s\ Tcpi p\ T2: 0x41211796

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-
881CDD481145}\ Par anet er s\ Tcpi p\ T2: 0x41211E9E
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-
881CDD481145}\ Par anet er s\ Tcpi p\ LeaseTerm nat esTi me: 0x41211877
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ { 9C57D580- 0CCB- 4A39- AE24-
881CDD481145} \ Par anet er s\ Tcpi p\ LeaseTer mi nat esTi ne: 0x41211F7F

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t\ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ Last Vi si t edMRU MRULI st :

"agef dcb"

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ Last Vi si t edMRU MRULI st :
"cdhagef b"

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ OpenSaveMRU *\ MRULI st :

"f edbcj ahgi "
HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t\ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ OpenSaveMRWU *\ MRULI st :

"ghi f edbcj a"
HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ OpenSaveMRU\ *\ i :
" C:\ downl oad\ Hanuman. exe"

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ OpenSaveMRU\ *\ i :
"C:\ Docunents and Settings\Adm ni strator\ Deskt op\ Fi | emon. LOG'

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ OpenSaveMRWU | og\ MRULI st :

"ba"

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-

500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl or er\ ConDl g32\ OpenSaveMRWU | og\ MRULI st :

" abg"

HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543~
500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer\ Fi | eExt s\.

"cba"

HKEY_USERS\ S-1-5-21-823518204- 1326574676- 725345543-
500\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Expl orer\ Fi | eExt s\.

"abdc"

HKEY_USERS\ S-1-5-21-823518204- 1326574676- 725345543~

500\ Sof t war e\ M cr osof t\ W ndows\ Cur r ent Ver si on\ Expl or er\ Recent Docs\ MRULi st :
" kut cewxbsnr gpj nohal fi {}d| gyv"
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HKEY_USERS\ S- 1- 5- 21- 823518204- 1326574676- 725345543-
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C:\ Docunents and Settings\Adm ni strator\Desktop\Filenon. LOG
C:\ Docunents and Settings\Adm nistrator\Recent\Fil enon. LOG | nk
C.\WNNT\ syst enB82\ nf M j t ram conf

C\WNNT\ systenB2\nfmi nsrl | . exe

C:\ Docunents and Settings\Adm ni strator\ Cooki es\i ndex. dat

C:.\ Docunents and Settings\Adm ni strator\ Deskt op\ Regnon. LOG

C:.\ Docunents and Settings\Adm ni strator\Desktop\ Tdi non. | og

C.\ Docunents and Settings\Adm nistrator\Local Settings\Hi story\History.|E5\index.dat
C:\ Docunents and Settings\Adm ni strator\Local

Settings\ Hi story\History.|E5\ MSH st 012004081620040817\ i ndex. dat

C:\ Docunents and Settings\Adm nistrator\Local Settings\Tenporary I|nternet
Fi | es\ Cont ent . | E5\i ndex. dat

C:\ Docunents and Settings\Adm ni strator\ NTUSER. DAT

C:.\ Docunents and Settings\Adm nistrator\ntuser.dat.LOG

C:.\ Docunents and Settings\Adm ni strator\Recent\Regnon. LOG | nk

C:\ Docunents and Settings\Adm ni strator\Recent\Tdi non. | og. | nk
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C.\ W NNT\ syst enB2\ confi g\ sof t war e

C:\ W NNT\ syst enB2\ confi g\ sof tware. LOG
C.\ W NNT\ syst enB2\ confi g\ system

C:\ W NNT\ syst enB82\ confi g\ SYSTEM ALT

C:\ W NNT\ syst enB2\ nf m
C:\ W NNT\ syst enB2\ nf m .
C.\WNNT\ systenm82\ nfm . .

Total changes: 105

5.2.2. FileMon

Lets look at what FileMon logged during the execution of the binary. Only the interesting parts of
the log file are listed.

These are the files that were read by the binary:

167 4:01:12 PM merl | .exe: 788 READ C:.\ downl oad\ sanspractical\nsrll.exe SUCCESS
O fset: 35328 Length: 2048

294 4:01:12 PM nsrll.exe: 788 READ C.\ W NNT\ Syst enB2\ shel | 32. dl | SUCCESS Of f set :
0 Length: 12

408 4:01:12 PM nmsrll.exe: 1032 READ C\WNNT\ systenB2\nf mi msr | | . exe SUCCESS
O fset: 37376 Length: 4608

736 4:01: 27 PM merl | . exe: 1032 READ C.\ W NNT\ syst enB82\ nsaf d. dl | SUCCESS O f set :
0 Length: 32768

747 4:01: 27 PM merl | . exe: 1032 READ C: \ W NNT\ Syst enB82\ wsht cpi p. dl | SUCCESS
O fset: 0 Length: 20480

854 4:01: 28 PM nsrll.exe: 1032 READ C:\ Docunents and
Settings\ Adm ni strator\Local Settings\H story\H story.|E5\index.dat SUCCESS O fset: 4096
Lengt h: 12288

981 4:01: 28 PM nsrll.exe: 1032 READ C: \ aut oexec. bat SUCCESS Of fset: 0O
Length: O
1993 4:01: 48 PM merl | . exe: 1032 READ C:\ W NNT\ syst enB2\r sabase. dl | SUCCESS O f set :

0 Length: 32768

These are the files that were created by the binary:

168 4:01:12 PM merll.exe: 788 CREATE C:\W NNT\ systenB2\ nf m SUCCESS Opti ons:

Create Directory Access: Al

245 4:01:12 PM nsrll.exe: 788 CREATE C \WNNT\systen82\nfm msrl| . exe SUCCESS
Options: Overwitelf Sequential Access: Al

521 4:01:12 PM merl|.exe: 1032 CREATE C:\ W NNT\ systenB2\nf m NAME COLLI SI ON
Options: Create Directory Access: Al

1984 4:01: 48 PM nsrll.exe: 1032 CREATE C.\ W NNT\systenB82\nfmjtram conf SUCCESS

Options: Overwitelf Access: Al

These are the files that were deleted by the binary:

480 4:01:12 PM nsrl|.exe: 1032 DELETE C:\downl oad\sanspractical\nsrll.exe SUCCESS
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These are the files that were opened by the binary:

118 4:01:11 PM expl orer. exe: 540 OPEN C:\ downl oad\ sanspractical\nsrll.exe
SUCCESS Opti ons: Open Access: All

127 4:01:11 PM expl orer. exe: 540 OPEN C:.\ downl oad\ sanspractical\nsrl|.exe
SUCCESS Opti ons: Open Access: Execute

133 4:01:12 PM expl orer. exe: 540 OPEN C:\ downl oad\ sanspractical\nsrll.exe
SUCCESS Opti ons: Open Access: Execute

141 4:01:12 PM merl | .exe: 788 OPEN C:\ downl oad\ sanspracti cal SUCCESS
Options: Open Directory Access: Traverse

149 4:01:12 PM nsrll.exe: 788 OPEN C:\ W NNT\ systenB2\ws2_32.dl |  SUCCESS
Options: Open Access: Execute

154 4:01:12 PM nsrll.exe: 788 OPEN C: \ W NNT\ syst enB2\ WS2HELP. DLL SUCCESS
Options: Open Access: Execute

171 4:01:12 PM nsrll.exe: 788 OPEN C:\ W NNT\ syst enB2\ nf m SUCCESS Opti ons: Open

Directory Access: Traverse

238 4:01:12 PM merll.exe: 788 OPEN C:.\ downl oad\ sanspractical\nsrll.exe SUCCESS
Options: Open Sequential Access: Al

253 4:01:12 PM nsrll.exe: 788 OPEN C:\ W NNT\ syst enB2\ r pcss. dl | SUCCESS
Options: Open Access: Execute

257 4:01:12 PM merl | .exe: 788 OPEN C\ SUCCESS Opti ons: Open Directory

Access: All

264 4:01:12 PM nsrll.exe: 788 OPEN C\ SUCCESS Opti ons: Open Directory

Access: Al

277 4:01:12 PM nsrll.exe: 788 OPEN C: \ W NNT\ syst enB2\ CLBCATQ DLL SUCCESS
Options: Open Access: Execute

282 4:01:12 PM nsrll.exe: 788 OPEN C:\ W NNT\ syst enB2\ cscui . dl | SUCCESS
Options: Open Access: Execute

287 4:01:12 PM merl | .exe: 788 OPEN C:\ W NNT\ syst en82\ CSCDLL. DLL  SUCCESS
Options: Open Access: Execute

291 4:01:12 PM nsrll.exe: 788 OPEN C.\ W NNT\ Syst enB2\ shel | 32. dI | SUCCESS
Options: Open Access: Al

298 4:01:12 PM merl|.exe: 788 OPEN C: \ W NNT\ SUCCESS Opt i ons:  Open

Directory Access: Al

301 4:01:12 PM nsrll.exe: 788 OPEN C:\ W NNT\ syst enB2\ SUCCESS Opti ons: Qpen

Directory Access: All

305 4:01:12 PM merl | .exe: 788 OPEN C:\ W NNT\ syst en82\ nf Ml SUCCESS Opti ons: Open

Directory Access: Al

309 4:01:12 PM nsrll.exe: 788 OPEN C\ SUCCESS Opti ons: Open Directory

Access: Al

312 4:01:12 PM merl|.exe: 788 OPEN C: \ W NNT\ SUCCESS Opt i ons:  Open

Directory Access: Al

315 4:01:12 PM nsrll.exe: 788 OPEN C:\ W NNT\ syst enB2\ SUCCESS Opti ons: Qpen

Directory Access: Al

318 4:01:12 PM nsrll.exe: 788 OPEN C:\ W NNT\ syst enB2\ nf M SUCCESS Opt i ons: Open

Directory Access: Al

324 4:01:12 PM merl|.exe: 788 OPEN C:\ W NNT\ syst en82\ Ms| . DLL SUCCESS
Options: Open Access: Execute

392 4:01:12 PM nsrll.exe: 788 OPEN C.\WNNT\ systenB2\nf M nsrl | . exe SUCCESS
Options: Open Access: Al

402 4:01:12 PM nmerll.exe: 788 OPEN C\WNNT\ systenB2\nf mi nsrl | . exe SUCCESS
Options: Open Access: Execute

407 4:01:12 PM nsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ nf m SUCCESS Opti ons: Open

Directory Access: Traverse

412 4:01:12 PM merl | . exe: 1032 OPEN C.\WNNT\ systenB82\ws2_32.dl| SUCCESS
Options: Open Access: Execute

417 4:01:12 PM nsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ W2HELP. DLL SUCCESS
Options: Open Access: Execute

431 4:01:12 PM Regnon. exe: 988 OPEN C:.\ downl oad\ sanspractical\nmsrll.exe SUCCESS
Options: Open Access: Al

520 4:01:12 PM nmsrll.exe: 1032 OPEN C:\ downl oad\ sanspractical\nsrll.exe FILE

NOT FOUND Options: Open Access: Al

544 4:01:13 PM procexp. exe: 504 OPEN C\WNNT\ systenB2\nfmi nsrl | . exe
SUCCESS Opti ons: Open Access: Execute

548 4:01: 13 PM procexp. exe: 504 OPEN C.\WNNT\ systenB2\ nf mi nsrl | . exe
SUCCESS Opti ons: Open Access: All

731 4:01: 27 PM merl | . exe: 1032 OPEN C.\WNNT\ syst en82\ nf Ml j t ram conf FI LE

NOT FOUND Options: Open Access: Al

733 4:01: 27 PM nsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ nsafd. dl | SUCCESS
Options: Open Access: Execute
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738 4:01: 27 PM
Options: Open
744 4:01: 27 PM
Options: QOpen
749 4:01: 27 PM
Options: Open
783 4:01: 28 PM
Set ti ngs\ Admi ni
Access: Al
800 4:01: 28 PM
Set ti ngs\ Admi ni
804 4:01: 28 PM
Setti ngs\ Admi ni
Opti ons:
807 4:01: 28 PM
Access: All
812 4:01: 28 PM
Setti ngs\ Admi ni
Options: QOpen
815 4:01: 28 PM
Settings\ Adm ni strator\ Local
SUCCESS Opt i ons:
819 4:01: 28 PM
Set ti ngs\ Admi ni strator\ Local
SUCCESS Opt i ons:
821 4:01: 28 PM
Set ti ngs\ Admi ni strat or\ Cooki es\
824 4:01: 28 PM
Access: All
829 4:01: 28 PM
Set ti ngs\ Admi ni strat or\ Cooki es\
832 4:01: 28 PM

strator\ Local
strator\ Local

strator\ Local
Open Directory Access:

strator\ Local

nmsrll.exe: 1032 OPEN
Access: Execute
nmerll.exe: 1032 OPEN
Access: Execute
nmsrll.exe: 1032 OPEN
Access: Execute
nmerll.exe: 1032 OPEN
nmsrll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN
nmsrll.exe: 1032 OPEN

Access: Al
nmerll.exe: 1032 OPEN

Openl f
nmerll.exe: 1032 OPEN

Openl f
nmsrll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN
nmsrll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN

Set ti ngs\ Admi ni strat or\ Cooki es\i ndex. dat

836

4:01: 28

PM

nmsrll.exe: 1032 OPEN

Set ti ngs\ Admi ni strat or\ Cooki es\i ndex. dat

838

Set ti ngs\ Admi ni strator\ Local
Directory Access:

841 4:01: 28
Access: All
846 4:01: 28
Setti ngs\ Admi ni
Al
849 4:01: 28
Set ti ngs\ Admi ni
Openl f  Access:
853 4:01: 28
Set ti ngs\ Admi ni
Openl f  Access:
856 4:01: 28
Setti ngs\ Admi ni
Opti ons:
861 4:01: 28
Set ti ngs\ Admi ni
Al
875 4:01: 28
Opti ons:
880 4:01: 28
Opti ons:
885 4:01: 28
Opti ons:
890 4:01: 28
Opti ons:
896 4:01: 28
Opti ons:
906 4:01: 28
Opti ons:
913 4:01: 28
Opti ons:
918 4:01: 28
Opti ons:
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4:01: 28

PM

PM

PM

strator\ Local

PM

strator\ Local

All
PM

strator\ Local

All
PM

strator\ Local

Open
PM

strator\ Local

PM
Open
PM
Open
PM
Open
PM
Open
PM
Open
PM
Open
PM
Open
PM
Open

All

nmerll.exe: 1032 OPEN

nmsrll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN

nmsrll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN

Access: All
nmerll.exe: 1032 OPEN

nmsrll.exe: 1032 OPEN
Access: Execute
nmerll.exe: 1032 OPEN
Access: Execute
nmsrll.exe: 1032 OPEN
Access: Execute
nmerll.exe: 1032 OPEN
Access: Execute
nmsrll.exe: 1032 OPEN
Access: Execute
nmerll.exe: 1032 OPEN
Access: Execute
nmsrll.exe: 1032 OPEN
Access: Execute
nmerll.exe: 1032 OPEN
Access: Execute
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Settings\ Tenporary Internet Files

Settings\ H story

All

Settings\ Tenporary Internet Files\Content.|E5\

SUCCESS Opt i ons:

SUCCESS Opt i ons:

Settings\ H story\Hi story.|E5\

Settings\H story\Hi story. | E5\

Settings\ H story\Hi story.|E5\

C:\ W NNT\ syst enB2\ nsafd. dl | SUCCESS
C: \ W NNT\ Syst en82\ wsht cpi p. dl | SUCCESS
C: \ W NNT\ Syst enB2\ wsht cpi p. dl | SUCCESS

C:.\ Docunents and

SUCCESS Opt i ons:  Open
C:\ Docunents and
SUCCESS Opti ons: Open Access: All
C:.\ Docunents and
Settings\ Tenporary Internet Files\Content.|E5\ SUCCESS
C\ SUCCESS Opti ons: Open Directory
C:\ Docunents and
SUCCESS

C:.\ Docunents and

Settings\ Tenporary Internet Files\Content.|E5\index.dat
Access: Al

C:.\ Docunents and

Settings\ Tenporary Internet Files\Content.|E5\index.dat
Access: All

C:\ Docunents and
Open Directory Access: Al
C\ SUCCESS Opti ons: Open Directory

C.\ Docunents and
Open Access: Al
C:\ Docunents and

SUCCESS Opti ons: Openlf Access: All
C.\ Docunents and
SUCCESS Opti ons: Openlf Access: All

C:.\ Docunents and
SUCCESS Opt i ons:  Open

C\ SUCCESS Opti ons: Open Directory
C:.\ Docunents and

SUCCESS Opt i ons: Access:

Open

C:.\ Docunents and

Settings\ H story\Hi story.|E5\index. dat SUCCESS Opti ons:

C.\ Docunents and

Settings\ H story\Hi story.|E5\index. dat SUCCESS Opti ons:

C:.\ Docunents and

Settings\ Tenporary Internet Files\Content.|E5\ SUCCESS
C:.\ Docunents and
SUCCESS Opti ons: Open Access:
C:\ W NNT\ syst enB2\ RASAPI 32. DLL SUCCESS

C:\ W NNT\ syst en82\ RASMAN. DLL  SUCCESS
C:\ W NNT\ syst enB2\ TAPI 32. DLL  SUCCESS
C:\ W NNT\ syst en82\ RTUTI LS. DLL SUCCESS
C:\ W NNT\ syst enB2\ sensapi . dl | SUCCESS
C:\ W NNT\ syst en82\ USERENV. DLL SUCCESS
C:\ W NNT\ syst enB2\ net api 32. dlI | SUCCESS

C.\ W NNT\ syst enB82\ Secur 32. dl | SUCCESS
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923 4:01: 28 PM
Options: Open
928 4:01: 28 PM
Options: QOpen
933 4:01: 28 PM
Options: Open
938 4:01: 28 PM
Options: QOpen
943 4:01: 28 PM
Options: Open
979 4:01: 28 PM
Access: All
984 4:01: 28 PM
Access: Al
987 4:01: 28 PM
Options: QOpen
990 4:01: 28 PM
SUCCESS Opt i ons:
994 4:01: 28 PM
Access: Al
997 4:01: 28 PM
Options: Open
1000 4:01: 28 PM
SUCCESS Opt i ons:
1004 4:01: 28 PM

nmsrll.exe: 1032 OPEN

Access: Execute
nmerll.exe: 1032 OPEN
Access: Execute
nmsrll.exe: 1032 OPEN
Access: Execute
nmerll.exe: 1032 OPEN
Access: Execute
nmsrll.exe: 1032 OPEN
Access: Execute

nmerll.exe: 1032 OPEN
nmsrll.exe: 1032 OPEN
nmerll.exe: 1032 OPEN
Directory Access: A
nmsrll.exe: 1032 OPEN
nmerll.exe: 1032 OPEN
nmsrll.exe: 1032 OPEN
Directory Access: A
nmerll.exe: 1032 OPEN

nmerll.exe: 1032 OPEN

Open Directory Access:

Open Directory Access:

C:\ W NNT\ syst enB2\ NTDSAPI . dl | SUCCESS

C:\ W NNT\ syst enB2\ DNSAPI . DLL  SUCCESS

C:\ W NNT\ syst enB2\ WB0OCK32. DLL SUCCESS

C:\ W NNT\ syst enB2\ NETRAP. dI |  SUCCESS

C:\ W NNT\ syst enB2\ SAMLI B. dl |  SUCCESS

C: \ aut oexec. bat SUCCESS Opt i ons:  Open

C\ SUCCESS Opti ons: Open Directory

C:.\ Docunents and Settings\ SUCCESS
C:.\ Docunents and Settings\Admi ni strator\
Al
C\

SUCCESS Opti ons: Open Directory

C:\ Docunents and Setti ngs\ SUCCESS
C:.\ Docunents and Settings\Adm nistrator\
All

C:\ Docunents and Settings\All

User s\ Appl i cati on Data\ M crosof t\ Net wor k\ Connect i ons\ Pbk\ SUCCESS Opti ons: Open

Directory Access: All

1007 4:01: 28 PM merl | . exe: 1032 OPEN C: \ W NNT\ syst en82\ Ras\ SUCCESS Opti ons: Open

Directory Access: Al

1012 4:01: 28 PM nmsrll.exe: 1032 OPEN C:\ aut oexec. bat SUCCESS Opti ons: Open

Access: Al

1017 4:01: 28 PM merl | . exe: 1032 OPEN C\ SUCCESS Opti ons: Open Directory

Access: All

1020 4:01: 28 PM nsrll.exe: 1032 OPEN C:\ Docunents and Settings\ SUCCESS
Options: Open Directory Access: Al

1023 4:01: 28 PM merl | . exe: 1032 OPEN C:\ Docunents and Settings\Adm nistrator\
SUCCESS Opti ons: Open Directory Access: All

1027 4:01: 28 PM nsrll.exe: 1032 OPEN C\ SUCCESS Opti ons: Open Directory

Access: Al

1030 4:01: 28 PM merl | . exe: 1032 OPEN C:.\ Docunents and Settings\ SUCCESS
Options: Open Directory Access: Al

1033 4:01: 28 PM nmsrll.exe: 1032 OPEN C:.\ Docunents and Settings\Admi nistrator\
SUCCESS Opti ons: Open Directory Access: Al

1037 4:01: 28 PM merll.exe: 1032 OPEN C:.\ Docunents and

Set ti ngs\ Admi ni strator\ Application Data\M crosoft\ Network\ Connecti ons\ Pbk\ PATH NOT FOUND
Options: Open Directory Access: Al

1043 4:01: 28 PM nsrll.exe: 1032 OPEN C:\ W NNT\ Syst enB2\ r nr 20. dl | SUCCESS
Options: Open Access: Execute

1047 4:01: 28 PM merl | . exe: 1032 OPEN C: \ W NNT\ Syst enB82\ rnr 20. dl | SUCCESS
Options: Open Access: Execute

1052 4:01: 28 PM nmsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ i phl papi . dl | SUCCESS
Options: Open Access: Execute

1057 4:01: 28 PM nsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ | CMP. DLL SUCCESS
Options: Open Access: Execute

1062 4:01: 28 PM nsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ MPRAPI . DLL  SUCCESS
Options: Open Access: Execute

1067 4:01: 28 PM nsrll.exe: 1032 OPEN C: \ W NNT\ syst enB2\ ACTI VEDS. DLL SUCCESS
Options: Open Access: Execute

1072 4:01: 28 PM nsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ ADSLDPC. DLL SUCCESS
Options: Open Access: Execute

1077 4:01: 28 PM nsrll.exe: 1032 OPEN C: \ W NNT\ syst enB2\ SETUPAPI . DLL SUCCESS
Options: Open Access: Execute

1082 4:01: 28 PM nsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ DHCPCSVC. DLL SUCCESS
Options: Open Access: Execute

1085 4:01: 28 PM merl | . exe: 1032 OPEN C.\ W NNT\ SystenB82\wi nrnr.dl |  SUCCESS
Options: Open Access: Execute

1089 4:01: 28 PM nsrll.exe: 1032 OPEN C:\ W NNT\ SystenB2\w nrnr.dl |  SUCCESS
Options: Open Access: Execute

1979 4:01: 48 PM merl | . exe: 1032 OPEN C:\ W NNT\ syst enB82\ r asadhl p. dl | SUCCESS
Options: Open Access: Execute
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1983 4:01: 48 PM nsrll.exe: 1032 OPEN C.\WNNT\ systenB2\ nf mij t ram conf FI LE

NOT FOUND Options: Open Access: A

1985 4:01: 48 PM merl | . exe: 1032 OPEN C:\dev\random PATH NOT FOUND Options: Open

Access: Al

1986 4:01: 48 PM nmsrll.exe: 1032 OPEN C:\ W NNT\ syst enB2\ nf ml r sabase. dl | FI LE

NOT FOUND Options: Open Access: A

1991 4:01: 48 PM merl | . exe: 1032 OPEN C.\ W NNT\ syst enB82\ r sabase. dl | SUCCESS
Options: Open Access: A

2104 4:01: 49 PM nmsrll.exe: 1032 OPEN C:\dev\random PATH NOT FOUND Options: Open

Access: Al

These are the files that were written to by the binary:

245 4:01:12 PM merll.exe: 788 CREATE C:\WNNT\systenB2\nfm nsrll|.exe SUCCESS
Options: Overwitelf Sequential Access: A

248 4:01:12 PM nmerll.exe: 788 WRITE C\WNNT\systenB2\nfm nsrll.exe SUCCESS
Ofset: 0 Length: 41984

1984 4:01: 48 PM merl|.exe: 1032 CREATE C:\ W NNT\ systenB2\nfm jtram conf SUCCESS

Options: Overwitelf Access: A

5.2.3. TDIMon

Looking at the TDIMon output, the following ports are being opened on the local machine:

7 47.29260898 nsrll.exe:1032 811E2E88 |RP_MJI_CREATE TCP:0.0.0.0:2200 Address Open

122 68.64820976 nsrll.exe:1032 81316A88 |RP_MI_CREATE TCP:0.0.0.0:113 Address Open

The TCP ports 113 and 2200 are opened and listening for incoming connections.

5.2.4. Summary

The following changes stand out:
0 adirectory gets created, C:\ W NNT\ syst en82\ nf m
o the binary gets copied over into the newly created directory
o the binary is identical with the original EXE file, as md5sum proves:

original file:

C:sdownloadszanspractical >mdSsum mesrll.=zip
696c78651244bl1adB363adBBa2id4Bef *mzrll.zip

C:downloadssanspractical>md5sum msrll.exe
B4acfe?6a?78590813413122¢c12cl1laaa *=merll.exe

created file in C:\ W NNT\ syst enB2\ nf m

MD5 hashes match for the EXE files.
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0 a system service gets added, “RLL enhanced drive”, which loads up the binary
automatically at each system boot, from its new location

0 a configuration file gets created, “jtram.conf” in the directory
C:\ W NNT\ syst en82\ nf m

o the old binary gets deleted
0 2 ports are opened up on the local machine itself, TCP 113 and TCP 2200

Something else stands out when inspecting the FileMon output: msrll.exe queries the file
index.dat [INDEXDAT] in the Temporary Internet Files-Folder of the Administrator:

23381 6:31:16 PM nsrll.exe: 1108 QUERY | NFORVATI ON C:\ Docunents and

Settings\ Adm ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23382 6:31:47 PM nmerll.exe: 1108 QUERY | NFORVATI ON C.\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index.dat
SUCCESS Lengt h: 212992

23383 6:31:47 PM nmerll.exe: 1108 QUERY | NFORVATI ON C:.\ Docunents and

Settings\ Adm ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23384 6:32:18 PM nsrll.exe: 1108 QUERY | NFORVATI ON C:\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23385 6:32:18 PM nsrll.exe: 1108 QUERY | NFORVATI ON C:\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index.dat
SUCCESS Lengt h: 212992

23386 6:32:49 PM nmerll.exe: 1108 QUERY | NFORVATI ON C:.\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index.dat
SUCCESS Lengt h: 212992

23387 6:32:49 PM nmerll.exe: 1108 QUERY | NFORVATI ON C.\ Docunents and

Settings\ Adm ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23388 6:33:20 PM nsrll.exe: 1108 QUERY | NFORVATI ON C:\ Docunents and

Settings\ Adm ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23389 6:33:20 PM nsrll.exe: 1108 QUERY | NFORVMATI ON C:\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index.dat
SUCCESS Lengt h: 212992

23390 6:33:51 PM nmerll.exe: 1108 QUERY | NFORVATI ON C:.\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23391 6:33:51 PM nsrll.exe: 1108 QUERY | NFORVMATI ON C:\ Docunents and

Settings\ Adm ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23392 6:34:22 PM nsrll.exe: 1108 QUERY | NFORVATI ON C:\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index.dat
SUCCESS Lengt h: 212992

[..]

23396 6:35:24 PM nsrll.exe: 1108 QUERY | NFORVATI ON C:\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index.dat
SUCCESS Lengt h: 212992

23397 6:35:24 PM nmerll.exe: 1108 QUERY | NFORVATI ON C:.\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index.dat
SUCCESS Lengt h: 212992

23398 6:35:55 PM nmerll.exe: 1108 QUERY | NFORVATI ON C:.\ Docunents and

Settings\ Admi ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

23399 6:35:55 PM nsrll.exe: 1108 QUERY | NFORVMATI ON C:\ Docunents and

Settings\ Adm ni strator\Local Settings\Tenporary Internet Files\Content.|E5\index. dat
SUCCESS Lengt h: 212992

This seems to happen about every 30 seconds while the binary is running.
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5.2.5. Processes

Whether the binary is executed by itself or within OllyDbg, the process ‘msrll.exe’ shows up in the

process list.

8% Process Explorer - Sysinternals: www.sys

File: “Options ‘Wiew Process. Find Handle Help

==l x|

B0 EERD S X8

Process | FID I CPL | D escription | Compan... -
= H explorer.exe a6 windows Explorer  Microsoft...
@VMwareTra}l. exE 940 WhdwareTray Whdweare, ..
[Fvtwmarelserexe 964 Whdwarell ser Whlware, .
WZOKPICK.EXE 784 WirZip Executable. WinZip C...
notepad.exe e Motepad Microsaft...

*DLLYDBG.EXE 1040 OllyD by, 32-bit ar...

i procesp. exe.: 1100 3 Sysinternals Proc...  Sysintern...

<]

Type & I M ame I -~
Desktop \Drefault

Diirectory WEnownDills

Directory Wadindows

Directory B azeMamedObjects

Event B azeM amedObjects\usereny: Uzer Profile setup event
Event B azeM amedObjects\cypt32LogoffE vent

File WDevice\MamedPipe \ROUTER

File “Device\Top L |
File WDevice\Top

File: “Devicelp

File WDevicedlp

File WDevicedlp

File CAWINMNT hepstem32imim

File WDevice\Tep

File WDevice \AFd\E ndpoint

File \DevicehTep

File \DevicetAfd\AsuncConnectHIp

File \Device\Top

File “Device\KeecDD

File WDevice\KsecDD

File: \Device \afd\E ndpoint

Once it has installed itself as a system service and the system has been rebooted, it shows up in
the list of running services:

= 7| Gystern Idle Process i] 97
T Inberripts 0 Hardware Interrupts
| DPCs i] Deferred Procedu. .
= 7| System g
= 555 EXE 136 Windows NT Ses.. Microsaft..
FJCsResEXE 164 Client Server Run... Microsoft...
= ﬂ WINLOGOM EXE 160 “Windows MT Log.. Microsoft...
=~ ] SERVICES EXE 212 Services and Con.. Microgaft..
[T svohost exs 415 Generic Host Pro.. - Microsoft...
T spoclsvexe 444 Spooler SubSypste. . Microsoft...
[ svchost exe 476 Generic Host Pro... Microsoft...
T msrllexe 508
[T mstask. exe 556 Task Scheduler E... Microsoft...

Bl MwareSeric.. 520
% inamt.exe EEE

Yidware Tools Se.. YWhware, .
Windows Manag... Microsoft...
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The ‘service’ can be killed using the process explorer, but not by using the standard Windows
Taskmanager.

o]

Wiewd: Help

Applications  Processes IPerFormancel

Image MName el cru|_ cruTime| Memsage |4]

WINLOGON.EXE 160 ul] 0:00:04 2340 K
CSRS5.EXE 164 oo 0:00:04 1,468 K
SERYMICES.EXE 212 aa 0:00:03 5,128 K
L5455, EXE 2249 oo 00001 1,352 K
WZQKPICK EXE S00on 4 oA
svchast. exe Unable to Terminate: s x|
spoolsy.exe

svchost exe The operation could nok be completed.
mskask,. exe Q )

WMwareService. e ficcess js denied,

WinMgmt.exe

svchost, exe

VMwareTray.exe

VMwarellser.exe o o T T ' T
Mmc. exe 520 oo o000z 6,965 K
explarer .exe 528 on 0:00:07 3,732
msrll.exe aie 00 0:00:00 4,752
TASKMGR.EXE 976 oz 0:00:00 44k

Snaglt3z exe o84 oo 0:00:00 4,792 K ¥

At any rate, hiding the process would have increased the stealthiness. Maybe the supplied
specimen was less advanced then later versions that actually would hide the process, or it was
desired by the author to show the process as running.

5.2.6. jtram.conf

Lets look at the string contents of jtram.conf, the file that gets created when msrll.exe is executed
for the first time.

File pos Mem pos ID  Text

00000000 00000000 0  YWERACWN LmMI1BGq7Qaf | j zf ht r OxAnl / gk Ykx NEDKmYu6q YA==
eP8RAANMANISN3VIB4KW Quq5u4dy9j MeXf PFmtVa+715NSf dQme==

t PARALAs5s7Zi wj H QMkDr Al wo4yvOL7DazoPVXXgl t gMW2g==

000000A0  000000AO 0  W8RAI WBpQGDE/ ZsHFUPMAVB5AW t W4j S| 8yCi a7CGk4l 1Rf y8A==
gQARAAX Cnui XUXr ef F+26NK1g0i Hzi pKp7s/ bbXNZV5k BZ9ZPA==

qVWRAPZWAZSXt ZQOj vG\bZX1Jb46gall 2NWj2h2j BWiI | TZpz Q==

00000140 00000140 0  VQARADaYGT1f 06/ MAN76Akp23C8bynLNZi Sl h+i WILSf XCSj LQ==
yf 8RALKhz4WjyW Qv 7FqRN53/ ZhGT8NpDPZe 31 Qool Nf 92qG w==

FQBKABuUI sNFPEBKWP/ dLu/ NyH5vx G bk/ 9] VHxCBI aRovHbGvk YOqdF66nf gbh6ggxj nxWICpXwG44XCdZvF/ R+/ RQ
PLaRt FIxazb2l vJl q9f dY6do4Yl OF/ QCCBWBw==

0000022C  0000022C 0 CcAARAE t 4e27m HVY/ @BL6r W1JucDr LdVK®7Ze3xDl MkGVr g==
T/ 8RAAF1GAhwL | eKWCOU7qof j q2r 91TCBGev Mbi s Rhz WHEWAG Q==

M/4RAFSdMB0o004C3DoebJKNDj gZKuz9i y ACC8@BXxwWFPSBdBE6wW==

000002CC  000002CC 0  QERAA80I 6khdJulNs7H5BxG 7JvnlYYbhwOTkQMaznacx/ 5gA==
h/ 4ARAMT7 qZUb6r 31 / s3Nj FAMY t dpk5w+z UnhW 1ksWf aRDnQ==

VQ j AHai yUg7l pGGd41 3VHps DDGVGapc YEOVR/ SVei Mvenc1Jl kKa49+qqi QmUbMB65Rz W4 A==
00000384 00000384 0  ZwWARAKFw9ssrj ZEqr 5zvKCnbZvRVOPCehvdRt EQ Y1 2f Sd3xg==
8P4RABYSi GPl Zy gA+2knt 5ROOQUe AhbC3kaKl KdMry0Us 5WA6 A==

pP8j ALz70l 4nSAWIDIdC2IWCO65p+ykr a6EvhDay FNAMNWe HPVEGUZ 842Dx +V7Sy5HS9FgJ 1t A==

The content looks encrypted. That might explain why msrll.exe made use of the RSABASE.DLL,
the encryption library.
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5.3. Behaviour of the Binary on the network

As mentioned in the lab setup section, the Windows virtual machine that is executing the binary,
the Linux host and the VMWare host system share one host-only private network that is
separated from everything else. The Linux machine is running snort to monitor the network traffic
that is being generated by the infected Windows system.

For clarification:
0 192.168.58.129 is the Windows guest system executing the malicious binary
0 192.168.58.128 is the Linux guest system running snort and other services we
may run
0 192.168.58.1 is the VMWare host system

5.3.1. First network trace

07/ 20-08: 16: 49. 479663 ARP who-has 192.168.58.1 tell 192.168.58.129
07/ 20-08: 16: 49. 479695 ARP reply 192.168.58.1 is-at 0:50:56:C0:0:1

07/ 20-08: 16: 49. 479713 192.168.58.1 -> 192.168. 58. 129

| CVP TTL: 128 TCS: 0x0 1 D: 27166 | pLen: 20 Dgnien: 56

Type: 3 Code: 3 DESTI NATI ON UNREACHABLE: PORT UNREACHABLE

** ORI G NAL DATAGRAM DUNP!

192.168. 58. 129: 1703 -> 192. 168. 58. 1: 53

UDP TTL: 128 TOS: 0x0 1 D: 3999 |pLen: 20 Dgnlen: 66

Len: 38

** END OF DUWP

00 00 00 00 45 00 00 42 OF 9F 00 00 80 11 3539 ....E .B...... 59
CO A8 3A 81 CO AB 3A 01 06 A7 00 35 00 2EB3 A0 ..:...:....5. ..

s Shnl Shnl Sl Sty Sl Sl Sty St Sl Sl Sty St St St Sty Sty Sty Sty Sty Sty St Sty St St St St St St St St St St Sty Sy St S o

07/20-08: 16:49. 479720 192. 168.58.129: 1703 -> 192.168. 58. 1: 53
UDP TTL: 128 TOS: 0x0 1 D: 3999 |pLen: 20 Dgnlien: 66

Len: 38

B7 81 01 00 00 01 00 00 OO OO OO0 00 OB 63 6F 6C ............. co
6C 65 63 74 69 76 65 37 04 7A 78 79 30 03 63 6F |lective7.zxy0.co
6D 00 00 01 00 01 m....

s Sl Sl Sl Sty Sl Sl Sty St Sl Sl Sty St St St Sty Sty Sty Sty Sty Sty St Sty St St St St St St Sty St St St St Sy St S o

07/ 20-08: 16: 49. 479727 192.168.58.1 -> 192.168. 58. 129

| CMP TTL: 128 TOS: 0x0 | D: 27167 | pLen: 20 Dgrlen: 56

Type: 3 Code: 3 DESTI NATI ON UNREACHABLE: PORT UNREACHABLE

** ORI G NAL DATAGRAM DUWP

192. 168. 58.129: 1703 -> 192. 168. 58. 1: 53

UDP TTL: 128 TOS: 0x0 | D: 4000 | pLen: 20 Dgmnien: 66

Len: 38

** END OF DUWP

00 00 00 00 45 00 00 42 OF A0 00 00 80 11 3538 ....E .B...... 58
C0 A8 3A 81 C0O A8 3A 01 06 A7 00 35 00 2EB3 A0 ..:...:....5. ..

=4=+4=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+

07/ 20-08: 16: 49. 479735 192.168.58.129: 1703 -> 192. 168.58. 1: 53
UDP TTL: 128 TOS: 0x0 | D: 4000 | pLen: 20 Dgmnien: 66

Len: 38

B7 81 01 00 00 01 00 00 OO OO OO 00 OB 63 6F 6C ............. co
6C 65 63 74 69 76 65 37 04 7A 78 79 30 03 63 6F |lective7.zxy0.co
6D 00 00 01 00 01 m....

=4=+4=4=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=4+=+

07/ 20-08: 16: 49. 479741 192.168.58.1 -> 192.168. 58. 129
I CVP TTL: 128 TGOS: 0x0 1 D: 27168 | pLen: 20 Dgnlen: 56
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Type: 3 Code: 3 DESTI NATI ON UNREACHABLE: PORT UNREACHABLE

** ORI G NAL DATAGRAM DUMP:

192. 168. 58. 129: 1703 -> 192. 168. 58. 1: 53

UDP TTL: 128 TOS: 0x0O | D: 4001 | pLen: 20 Dgmnien: 66

Len: 38

** END OF DUWP

00 00 00 00 45 00 00 42 OF A1 00 00 80 11 3537 ....E .B...... 57
C0 A8 3A 81 C0O A8 3A 01 06 A7 00 35 00 2EB3 A0 ..:...:....5. ...

The infected Windows machine tries to do a DNS lookup for collective7.zxy0.com, using its
gateway (the VMWare host system) as DNS server. Of course, no DNS service is running on that
machine, so the DNS query fails.

5.3.2. Fixing DNS

In order to see what the infected system does when DNS succeeds, we will need to make sure
that it assumes that collective7.zxy0.com resolves to a reachable, yet secure, host. Hence we will
add a hosts entry on the infected system to point collective7.zxy0.com to 192.168.58.128, the
Linux guest system that resides in the same protected network.

Steps to undertake:

terminate the msrll.exe process
modify the hosts file

restart the msrll.exe process
monitor the network

[elNelNelNe]

5.3.2.1. Modifying the hosts file

The hosts file resides in C:\WINNT\system32\drivers\etc. It will be modified to look like this:

[

# Additionally, comrents (such as these) may be inserted on individual
# lines or follow ng the machi ne name denoted by a '#' synbol.

#

# For exanpl e:

#

# 102. 54. 94. 97 rhi no. acme. com # source server

# 38.25.63. 10 X. acme. com # x client host
127.0.0.1 | ocal host

192.168.58. 128 collective7.zxy0.com

[..]

5.3.2.2. Testing the changes

After restarting the msrll.exe from C:\WINNT\system32\mfm (since the original binary was deleted
when it was first executed), the network traces show the following:

=4=+4=4=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+
07/ 20-14:53:21. 992961 192. 168. 58. 129: 2757 -> 192. 168. 58. 128: 6667

TCP TTL: 128 TOS: 0x0 | D: 8260 | pLen: 20 Dgmien: 48

*rkxxx G Seq: O0x982813AE Ack: Ox0O Wn: 0x4000 TcpLen: 28

TCP Options (4) => M5S: 1460 NOP NOP SackOK

R e e e R it s et Sl St el St Bl Sty o St R St Rl St Sl St Sl S Sl S Sy e St B St
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07/ 20-14:53: 21. 993091 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2757
TCP TTL: 64 TCOS: 0x0 ID: 0 I pLen: 20 Dgnien: 40 DF
*rxAFRF* Seq: OxO  Ack: 0x982813AF Wn: 0Ox0 TcpLen: 20

=4=+4=4=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+4=+=+=4+=+
07/ 20-14:53: 22. 534478 192. 168. 58. 129: 2757 -> 192. 168. 58. 128: 6667

TCP TTL: 128 TCOS: 0x0 | D: 8261 | pLen: 20 Dgmien: 48

*rkxxx G Seq: O0x982813AE Ack: Ox0O Wn: 0x4000 TcpLen: 28

TCP Options (4) => M5S: 1460 NOP NOP SackOK

=4=4=4=+=+=+=+=+=+=4=+4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=4=+=4+=+

(-1

=4=4=4=+=4=+=+=4=+=4=+=+=+=+=+=+=+=+=+=+=t=+=+=+=4=+=+=+=+=+=+=+=+=+=+=4+=+

07/ 20- 14: 53: 53. 159226 192. 168. 58. 129: 2758 -> 192. 168. 58. 128: 9999
TCP TTL: 128 TOS: 0x0 | D: 8263 | pLen: 20 Dgrien: 48

xxx*x*G¢ Seq: Ox9895EDAD Ack: OxO Wn: 0x4000 Tcplen: 28

TCP Options (4) => MSS: 1460 NOP NOP SackOK

=4 =4=+=+=+=+=+=+=+=+=+ =+ =t =t =t =t =t =t =t =+ =+ =+ =+ =t+=+=+=+=+=+=+=+=+=+=+=+=+=+
07/ 20- 14: 53: 53. 159429 192. 168. 58. 128: 9999 -> 192. 168. 58. 129: 2758

TCP TTL: 64 TCS: 0x0 ID: 0 I pLen: 20 Dgnien: 40 DF

*rxARRF* Seq: OxO  Ack: Ox9895EDAE Wn: Ox0 TcpLen: 20
=4=4=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=+=+=4=+=4=+=4=+=+=+=+=+=+=+=+=4+=+

[---1]

=4=+4=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+

07/ 20- 14: 54: 24. 126226 192. 168. 58. 129: 2759 -> 192. 168. 58. 128: 8080

TCP TTL: 128 TOS: 0x0 | D: 8266 |pLen: 20 Dgrien: 48

x*kxx*xGt Seq: 0x9902CF04 Ack: O0xO Wn: 0x4000 TcplLen: 28

TCP Options (4) => MBS: 1460 NOP NOP Sack(K
=4=+4=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4+=+

07/ 20- 14: 54: 24. 126414 192. 168. 58. 128: 8080 -> 192. 168. 58. 129: 2759

TCP TTL: 64 TCOS: 0x0 ID: 0 I pLen: 20 Dgnien: 40 DF

*** AFRF* Seq: 0xO  Ack: 0x9902CFO5 Wn: Ox0 TcplLen: 20

e e s S S e S el el e e e e e e e e E B i e e s i i il il el s ety et ety ety ety ety et

msrll.exe obviously accepts ‘our’ IP for collective7.zxy0.com and tries to connect to the ports
6667, 9999 and 8080 on the machine. No services are running on those ports of course, so we

will start netcat in listen mode to listen on those ports, in order to see what kind of data is
transmitted.
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5.3.2.3. Running Netcat

We will start netcat (nc) as following, each one in a separate console on the Linux system:

Console 2:
nc —| —p 6667

Console 3:
nc —| —p 8080

Console 4:
nc — —p 9999

We now restart msrll.exe and see what data will be transmitted when connected to those ports.

The consoles show the following:

This is a typical IRC server connection attempt. Msrll.exe tries to connect to external IRC servers.

To see whether this assumption is true or not, we will start an IRC daemon on port 6667. At the
same time, the binary will be monitored to see if it still tries to establish connections to the other
ports above, 8080 and 9999. We achieve this by letting nc listen on those ports.

IRC server running on port 6667, netcat listening on ports 8080 and 9999

After msrll.exe was restarted, we see different traffic patterns:

07/ 20- 16: 49: 06. 202784 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
TCP TTL: 128 TOS: 0x0 | D: 8492 |plen: 20 Dgrlen: 48

xxx*x%G¢ Seq: OXF706FF59 Ack: OxO Wn: 0x4000 TcplLen: 28

TCP Options (4) => MSS: 1460 NOP NOP SackOK

=4=4=+=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ ==+t =+ =+ =+ =+ =+ =+=+=+=+=+=+=+=+
07/ 20-16: 49: 06. 202902 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827

TCP TTL: 64 TCOS: 0x0 ID: 0 I pLen: 20 Dgnien: 48 DF

*rx AR*SH Seq: OxC42BB5A4 Ack: OxF706FF5A Wn: 0x16D0 TcplLen: 28

TCP Options (4) => MSS: 1460 NOP NOP SackOK

s Shenl Shnl Sl Sty Sl Sl ity St Sl Sl Sty St St St Sty Sty Sty Sty Sty Sty Sty Sty St St St St St St St St Sty St St Sty St S o
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07/ 20- 16: 49: 06. 206272 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
TCP TTL: 128 TCS: 0x0 | D: 8493 | pLen: 20 Dgmnien: 40
*rx pRFR* Seq: OXF706FF5A  Ack: OxCA2BB5A5 W n: 0x4470 TcplLen: 20

=4=+4=4=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=4+=+

07/ 20- 16: 49: 06. 207006 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
TCP TTL: 64 TCOS: 0x0 | D: 54878 | pLen: 20 Dgmien: 86 DF

*EEAPH** Seq: OxC42BB5A5 Ack: OxF706FF5A Wn: 0x16D0  TcpLen: 20
4E 4F 54 49 43 45 20 41 55 54 48 20 3A 2A 2A 2A NOTI CE AUTH : ***
20 4C 6F 6F 6B 69 6E 67 20 75 70 20 79 6F 75 72 Looki ng up your
20 68 6F 73 74 6E 61 6D 65 2E 2E 2E OD OA host nane. . ...

s Shnl Shnl Sl Sty Sl Sl Sty St Sl Sl Sty St St St Sty Sty Sty Sty Sty Sty Sty Sty St St St St St St Sty St Sty St St Sty Sty S o

07/20-16: 49: 06. 207668 192. 168. 58. 128: 1025 -> 192.168. 58. 1: 53
UDP TTL: 64 TCS: 0xO ID: 0 IpLen: 20 Dgnien: 73 DF

Len: 45

31 20 01 00 00 01 00 OO OO OO OO 00 03 313239 1 ........... 129
02 35 38 03 31 36 38 03 31 39 32 07 69 6E 2D 61 .58.168.192.in-a
64 64 72 04 61 72 70 61 00 00 OC 00 01 ddr.arpa.....

B e S S = R e e e e R e s e e e
07/ 20-16: 49: 06. 207818 ARP reply 192.168.58. 128 is-at 0: C 29: 56: 36: 3F

07/ 20-16: 49: 06. 207859 192.168.58.1 -> 192.168. 58. 128

| CMP TTL: 128 TOS: 0x0 | D: 30021 | pLen: 20 Dgmlen: 56

Type: 3 Code: 3 DESTI NATI ON UNREACHABLE: PORT UNREACHABLE
** ORI G NAL DATAGRAM DUWP

192. 168. 58. 128: 1025 -> 192. 168. 58. 1: 53

UDP TTL: 64 TCOS: 0x0 ID: 0 | pLen: 20 Dgnien: 73 DF

Len: 45

** END OF DUWP

00 00 00 00 45 00 00 49 00 00 40 00 40 11 44 D2 ....E..l..@@D.
CO A8 3A 80 CO A8 3A 01 04 01 00 35 00354B32 ..:...:....5.5K2

=4=+4=+=+=+=+=+=4=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=4=+=+=+=+=+=+=4=+=4+=+

07/20-16:49: 06. 221702 192. 168.58. 128: 1165 -> 192. 168. 58. 129: 113
TCP TTL: 64 TCS: 0x0 | D: 43904 |plLen: 20 Dgnien: 60 DF

*rxkExGH Seq: OXCALFC87C Ack: O0xO Wn: 0x16D0 TcpLen: 40
TCP Options (5) => MSS: 1460 SackOK TS: 14443516 0 NOP W& O

=4=+4=4=+=+=+=+=+=+=4=+4=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=4+=+

07/ 20-16: 49: 06. 231330 192. 168. 58. 129: 113 -> 192. 168. 58. 128: 1165

TCP TTL: 128 TCS: 0x0 | D: 8494 | pLen: 20 Dgmrien: 64

*rx AR*SH Seq: OxF7085004 Ack: OxCA1FC87D Wn: 0x4470 TcplLen: 44
TCP Options (9) => MSS: 1460 NOP W5: O NOP NOP TS: 0 0 NOP NOP SackCOK

=t+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ =+ =+ =+ =+ =+ =+ =+ =+ =+ =+=+=+=+=+=+=+=+=+=+=+=+
=4=+4=4=+=+=+=+=+=+=4=+4=+=+=+=+=+=+=+=+=+=+t=+=4=+=+=+=4=+=+=+=+=+=+=4=+=4+=+

07/ 20-16: 49: 06. 271008 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827

TCP TTL: 64 TOS: 0x0 | D: 54879 | pLen: 20 Dgnien: 73 DF

*EEAPH** Seq: 0xC42BB5D3  Ack: OxF706FF5A Wn: 0x16D0  TcpLen: 20

4E 4F 54 49 43 45 20 41 55 54 48 20 3A 2A 2A 2A NOTI CE AUTH : ***

20 43 68 65 63 6B 69 6E 67 20 49 64 65 6E 74 OD  Checking Ident.

O0A .
=4=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=4+=4+=+=+=+=+=+=4+=+=+=+=+=+=4+=4+=+=+

07/ 20-16: 49: 06. 430678 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
TCP TTL: 128 TCS: 0x0 | D: 8497 | pLen: 20 Dgnien: 40
Rk prxxk o Seq: OxF706FF5A  Ack: OxC42BB5F4 W n: 0x4421 TcpLen: 20

s Shnl bl Sl Sl Sl Sl Sty St Sl Sty St St St Sty Sty Sty Sty St Sty St St St Sty St St St St St St St St St Sply Sy St St 1

07/20-16: 49: 06. 808935 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
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TCP TTL: 128 TOS: 0x0 | D: 8498 | pLen: 20 Dgmien: 129

*EEAPH** Seq: OxF706FF5A  Ack: OxC42BB5F4 W n: 0x4421 TcpLen: 20
55 53 45 52 20 4C 49 6B 6C 69 70 74 63 20 6C 6F USER Llkliptc |lo

63 61 6C 68 6F 73 74 20 30 20 3A 57 52 61 6D 79 cal host 0 :WRany

71 75 53 72 55 58 41 64 4C 72 6A 58 53 68 4F 66 quSrUXAdLrj XShOF

5A 68 53 47 55 7A 4E 5A 53 47 66 61 74 67 73 44 ZhSGUzNZSG at gsD
63 49 52 69 6E 46 OA 4E 49 43 4B 20 78 54 63 5A clRinF. NI CK xTcZ
57 42 6A 4A 53 64 7TA 79 OA WBj JSdzy.

=4=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+

07/ 20- 16: 49: 06. 809043 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
TCP TTL: 64 TOS: 0x0 | D: 54880 | pLen: 20 Dgnien: 40 DF
*Ek Prxkk Seq: OxC42BB5F4  Ack: OxF706FFB3 Wn: 0x16D0  TcpLen: 20

R i e e R e i s H et B St S S Sl S S B St el St Rl Tt Bl Tt Sl St S s St Bl St

07/ 20-16: 49: 06. 810790 192.168.58.129: 113 -> 192. 168. 58. 128: 1165
TCP TTL: 128 TCS: 0x0 | D: 8499 | pLen: 20 Dgmrien: 86

*xx AP*** Seq: OxF7085005 Ack: OxCA1FC88A Wn: 0x4463 TcplLen: 32
TCP Options (3) => NOP NOP TS: 1031949 14443517

32 38 32 37 20 2C 20 36 36 36 37 20 3A 20 55 53 2827 , 6667 : US
45 52 49 44 20 3A 20 55 4E 49 58 20 3A 20 78 64 ERID: UNIX : xd
43 0A C.

=4=4=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=+=+4=4=+=+=+=4=+=+=+=+=+=+=+=+=4+=+

07/ 20-16: 49: 06. 810822 192. 168. 58. 128: 1165 -> 192. 168. 58. 129: 113
TCP TTL: 64 TOS: 0x0 | D: 43907 | pLen: 20 Dgnien: 52 DF

*Ek Qrxxk Seq: OxC41FC88A  Ack: OxF7085027 Wn: 0x16D0 TcplLen: 32
TCP Options (3) => NOP NOP TS: 14443575 1031949

B e S S S R e e e e e e R e e e e e

07/ 20-16: 49: 06. 811633 192. 168. 58. 128: 1165 -> 192. 168. 58. 129: 113
TCP TTL: 64 TCS: 0x0 I D: 43908 | pLen: 20 Dgnien: 52 DF

*rx AR*XE Seq: OXCAL1FC88A  Ack: O0xF7085027 Wn: 0x16D0 TcplLen: 32
TCP Options (3) => NOP NOP TS: 14443575 1031949

s Shenl Sl Sl Sty St Sl Sy St Sl Sl Sty St St St Sty Sty Sty Sty Sty Sty St Sty St St St St St St St St St St St Sty St S o

07/ 20-16: 49: 06. 811717 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
TCP TTL: 64 TCOS: 0x0 | D: 54881 | pLen: 20 Dgmien: 77 DF

*rx AP*** Seq: OxC42BB5F4  Ack: OxF706FFB3  Wn: 0x16D0 TcplLen: 20
4E 4F 54 49 43 45 20 41 55 54 48 20 3A 2A 2A 2A NOTI CE AUTH : ***
20 47 6F 74 20 49 64 65 6E 74 20 72 65 73 70 6F Cot ldent respo
6E 73 65 0D OA nse. .

s Shenl Shnl Sl Sty St Sl Sty St Sl Sl Sty St St St Sty Sty Sty Sty Sty Sty St Sty St St St St St St St St St St St Sty St S o

=4=+4=+=+=+=+=+=+=+=4=+4=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+4=+=+=4+=+

07/ 20-16: 49: 32. 887074 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
TCP TTL: 64 TCOS: 0x0 | D: 54882 | pLen: 20 Dgmien: 89 DF

*EEAPH** Seq: 0xC42BB619 Ack: OxF706FFB3  Wn: 0x16D0 TcpLen: 20
4E 4F 54 49 43 45 20 41 55 54 48 20 3A 2A 2A 2A NOTI CE AUTH : ***
20 43 6F 75 6C 64 6E 27 74 20 6C 6F 6F 6B 20 75 Couldn't |ook u
70 20 79 6F 75 72 20 68 6F 73 74 6E 61 6D 65 OD p your hostnane.
0A .

—t+=+=+=+=+ =+ =+ =+t =t =ttt st st st s st s s s s s s s s s s s s s s s s s s st
07/ 20-16: 49: 33. 023192 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667

TCP TTL: 128 TCS: 0x0 | D: 8503 | pLen: 20 Dgmrien: 40

*rx ARRR* Seq: OXF706FFB3  Ack: OxCA2BB64A Wn: 0x43CB  TcplLen: 20

=4=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4+=+=+=+=+=+=+=+=+=+

07/ 20-16: 49: 33. 519327 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
TCP TTL: 64 TOS: 0x0 | D: 54883 | pLen: 20 Dgmien: 1064 DF
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***AP***

=4=4=4=+=

07/ 20- 16

© SANS Institute 2004,

Seq: OxCA2BB64A Ack:

B e = =t R e e = =t o R e S L =

49: 33. 523499 192. 168

OxF706FFB3 W n:

0x16D0 TcpLen: 20
;1 ocal host. | oca
domai n 001 XxTczZW
Bj JS : Wl cone to

the Internet Re
lay Network xTcZ
WBj JS. . : | ocal hos
t.local domai n 00
2 xTcZWBj JS : You
r host is localh
ost. | ocal domai n[
| ocal host .| ocal d
omai n/ 6667], run
ning version 2.8
/hybrid-6.3.1..N
OTl CE xTcZWBj JS
;*** Your host
s local host.loca
| domai n[ | ocal hos
t.l ocal domai n/ 66
67], running ver
sion 2.8/ hybrid-
6.3.1..:1ocal hos
t.local domai n 00
3 xTcZWBj JS : Th
S server was cre
ated Tue Jun 4 2
002 at 16:59: 45
EDT. . : |l ocal host.
| ocal domai n 004
xTcZWBj JS | ocal h
ost. | ocal domai n
2.8/ hybrid-6.3.1
oQ wszcr kf ydnxb
bi kI mopst ve. .
| ocal host .| ocal d
omai n 005 xTcZWB
j JS WALLCHOPS PR
EFI X=(ov) @ CHAN
TYPES=#& MAXCHAN
NELS=20 MAXBANS=
25 NI CKLEN=9 TOP
| CLEN=120 KI CKLE
N=90 NETWORK=EFn
et CHANMODES=b, k
, I, i mpst MODES=
4 :are supported
by this server.
..l ocal host. | oca
| domai n 251 xTcZ
WBj JS : There are
0 users and 2
nvisible on 1 se
rvers..:local hos
t.l ocal domain 25
5 xTcZWBj JS : | h
ave 2 clients an
d 0 servers..:lo
cal host. | ocal dom
ain 265 xTcZWgj J
S :Current |oca
users: 2 Max:
2..:local host.
ocal domai n 266 x
TcZWBj JS : Curren

58.129: 2827 -> 192. 168. 58. 128: 6667
TCP TTL: 128 TOS: 0x0 | D: 8504 | pLen: 20 Dgnien: 59
*EEAPH** Seq: OxF706FFB3  Ack: OxC4A2BBAAA W n:

Ox3FCB TcpLen: 20

As part of GIAC practical repository.

Author retains full rights.



55 53 45
4A 53 0A

=4=4=4=4=

07/ 20- 16:
TCP TTL: 6
* ok ok N\D* kK

=4 =4 =4=4=

07/ 20-16:
TCP TTL: 1

***A****

=4=4=4=+=

07/ 20- 16:
TCP TTL: 6
***AP***
3A 6C 6F
64 6F 6D
42 6A 4A
2B 78 64
31 32 39

=4=4=4=4=

07/ 20-16:
TCP TTL: 1

***A****

=4=4=4=+=

07/ 20- 16:
TCP TTL: 1
***AP***
4A 4F 49

B L e e e = e e e e R A B A B S e e e e e e e =R A SR S B

07/ 20- 16:
TCP TTL: 6
*ok ok A\D* kK
3A 78 54

© SANS Institute 2004,

52 48 4F 53 54 20 78 54 63 5A 57 42 6A USERHOST xTcZWBj
JS.

e = e e R e e e e e e s

49: 33. 523610 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
4 TOS: 0x0 I D: 54884 | pLen: 20 Dgnien: 443 DF
Seq: OxC42BBA4A Ack: OxF706FFC6 Wn: 0x16D0 TcpLen: 20
6C 6F 62 61 6C 20 75 73 65 72 73 3A 20 t global users
4D 61 78 3A 20 32 OD OA 3A 6C 6F 63 61 2 Max: 2..:loca
73 74 2E 6C 6F 63 61 6C 64 6F 6D 61 69 |host.|ocal doma
35 30 20 78 54 63 5A 57 42 6A 4A 53 20 n 250 XTcZWBj JS
67 68 65 73 74 20 63 6F 6E 6E 65 63 74 : Hi ghest connect
20 63 6F 75 6E 74 3A 20 31 20 28 31 20 ion count: 1 (1
65 6E 74 73 29 20 28 32 20 73 69 6E 63 «clients) (2 sinc
65 72 76 65 72 20 77 61 73 20 28 72 65 e server was (re
61 72 74 65 64 29 OD OA 3A 6C 6F 63 61 )started)..:loca
73 74 2E 6C 6F 63 61 6C 64 6F 6D 61 69 |host.|ocal doma
37 35 20 78 54 63 5A 57 42 6A 4A 53 20 n 375 XxTcZWBj JS
6C 6F 63 61 6C 68 6F 73 74 2E 6C 6F 63 :- |ocal host.loc
6F 6D 61 69 6E 20 4D 65 73 73 61 67 65 al domain Message
20 74 68 65 20 44 61 79 20 2D 20 0D OA of the Day - ..
63 61 6C 68 6F 73 74 2E 6C 6F 63 61 6C :1local host.|oca
61 69 6E 20 33 37 32 20 78 54 63 5A 57 dommin 372 xTcZW
53 20 3A 2D 20 54 68 69 73 20 69 73 20 BjJS :- This is
49 52 43 20 73 65 72 76 65 72 2E 20 41 an |IRC server. A
6F 72 69 7TA 65 64 20 75 73 65 72 73 20 uthorized users
79 2E 0D OA 3A 6C 6F 63 61 6C 68 6F 73 only...:local hos
6F 63 61 6C 64 6F 6D 61 69 6E 20 33 37 t.|ocaldomain 37
54 63 5A 57 42 6A 4A 53 20 3A 45 6E 64 6 xTcZWBjJS : End
20 2F 4D 4F 54 44 20 63 6F 6D 6D 61 6E  of /MOTD comman
OA 3A 78 54 63 5A 57 42 6A 4A 53 20 4D d...:xTcZWBjJS M
20 78 54 63 5A 57 42 6A 4A 53 20 3A 2B ODE xTczZWj JS : +
i..

e e = R R o e e e e e A A A e

49: 33. 679274 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
28 TOS: 0x0 | D: 8505 | pLen: 20 Dgmien: 40
Seq: OxF706FFC6 Ack: 0xC42BBBDD W n: 0x4470 TcpLen: 20

B e = =t R e e e = = e R =

49: 33. 887148 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827

4 TOS: 0x0 I D: 54885 | pLen: 20 Dgnien: 110 DF

Seq: OxC42BBBDD Ack: OxF706FFC6 Wn: 0x16D0 TcplLen: 20
63 61 6C 68 6F 73 74 2E 6C 6F 63 61 6C :local host.|oca
61 69 6E 20 33 30 32 20 78 54 63 5A 57 dommin 302 xTczZW
53 20 3A 78 54 63 5A 57 42 6A 4A 53 3D BjJS :xTczZWBj JS=
43 40 31 39 32 2E 31 36 38 2E 35 38 2E +xdC@92. 168. 58
20 0D OA 129 .

+=t+=t=t=Pt—t=t=t=t+=t+=t+=t+=t+=t=t+=t=t=t+=t+=t+=t=t+=t=t=t+=t+=t=+=+=+=+=+
49: 34. 007289 192. 168.58. 129: 2827 -> 192. 168. 58. 128: 6667

28 TOS: 0x0 | D: 8506 | pLen: 20 Dgmien: 40

Seq: OxF706FFC6 Ack: 0xC42BBC23 W n: O0x442A TcpLen: 20

e = =t R e e e e = e e R e e R =

49: 38. 895750 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667

28 TOS: 0x0 1 D: 8511 | pLen: 20 Dgnien: 53
Seq: OxF706FFC6 Ack: 0xC42BBC23 Wn: O0x442A TcplLen: 20
4E 20 23 6D 69 6C 73 20 3A 0A JON #mls :.

49: 38. 927274 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827

4 TOS: 0x0 I D: 54886 | pLen: 20 Dgnien: 246 DF

Seq: 0xC42BBC23 Ack: OxF706FFD3 Wn: 0x16D0 TcpLen: 20
63 5A 57 42 6A 4A 53 21 78 64 43 40 31 :xTczZWj JS! xdC@
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39 32 2E 31 36 38 2E 35 38 2E 31 32 39 20 4A 4F 92.168.58.129 JO
49 4E 20 3A 23 6D 69 6C 73 0D OA 3A 6C 6F 63 61 IN :#nmls..:loca
6C 68 6F 73 74 2E 6C 6F 63 61 6C 64 6F 6D 61 69 | host. | ocal donai
6E 20 4D 4F 44 45 20 23 6D 69 6C 73 20 2B 6E 74 n MODE #mils +nt
0D OA 3A 6C 6F 63 61 6C 68 6F 73 74 2E 6C 6F 63 ..:local host.loc
61 6C 64 6F 6D 61 69 6E 20 33 35 33 20 78 54 63 al donain 353 xTc
5A 57 42 6A 4A 53 20 3D 20 23 6D 69 6C 73 20 3A ZWBjJS = #mils :
40 78 54 63 5A 57 42 6A 4A 53 20 0D OA 3A 6C 6F @&TczZWBjJS ..:lo
63 61 6C 68 6F 73 74 2E 6C 6F 63 61 6C 64 6F 6D cal host.|ocal dom
61 69 6E 20 33 36 36 20 78 54 63 5A 57 42 6A 4A ain 366 xTcZWgjJ
53 20 23 6D 69 6C 73 20 3A 45 6E 64 20 6F 66 20 S #nils :End of

2F 4E 41 4D 45 53 20 6C 69 73 74 2E 0D OA / NAMES list...

=4=+4=4=+=+=+=+=+=+=4=+4=+=+=+=+=+=+=+=+=+=+t=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+

07/ 20-16: 49: 39. 041875 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
TCP TTL: 128 TCOS: 0x0 | D: 8512 | pLen: 20 Dgmien: 40
Rk prxkk Seq: OxF706FFD3  Ack: OxC42BBCF1 W n: 0x435C TcplLen: 20

R R i e s R e e e e et B St S Sl Sl S S Bl St el St Bl Tt Bl Tt Sl Sl St s St Bl St

07/ 20-16: 49: 41. 911235 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
TCP TTL: 128 TOS: 0x0 | D: 8513 | pLen: 20 Dgnien: 61

*xx AP*** Seq: OxF706FFD3 Ack: OxC42BBCF1 W n: 0x435C TcpLen: 20
4D 4F 44 45 20 23 6D 69 6C 73 OA 57 48 4F 20 23 MODE #mi|ls. WHO #
6D 69 6C 73 0A mils.

s Shenl Shnl Sl Sty St Sl Sty St St Sl Sty St St St Sty Sty Sty Sty Sty Sty Sty Sty St St St St St St St St St St St Sty Sty S o

07/ 20-16: 49: 41. 946159 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
TCP TTL: 64 TOS: 0x0 | D: 54887 | pLen: 20 Dgmien: 40 DF
*rx pRFR* Seq: OxXC42BBCF1  Ack: OxF706FFE8 W n: 0x16D0 TcplLen: 20

=4=4=4=+=4=+=+=+=+=4=+4=+=+=+=+=+=+=+=+=+=+=+ =t =+ =4=+=+=+=+=+=+=+=+=+=+=4+=+

07/ 20-16: 49: 41. 975044 192. 168. 58. 128: 6667 -> 192. 168. 58. 129: 2827
TCP TTL: 64 TOS: 0x0 | D: 54888 | pLen: 20 Dgnien: 352 DF

*EEAPH** Seq: OxC42BBCF1 Ack: OxF706FFE8 Wn: 0x16D0 TcpLen: 20
3A 6C 6F 63 61 6C 68 6F 73 74 2E 6C 6F 63 61 6C :local host.|ocal
64 6F 6D 61 69 6E 20 33 32 34 20 78 54 63 5A 57 donmmin 324 xTcZW
42 6A 4A 53 20 23 6D 69 6C 73 20 2B 74 6E 20 OD BjJS #mils +tn .
OA 3A 6C 6F 63 61 6C 68 6F 73 74 2E 6C 6F 63 61 .:|ocal host.loca
6C 64 6F 6D 61 69 6E 20 33 32 39 20 78 54 63 5A |domain 329 xTcZ
57 42 6A 4A 53 20 23 6D 69 6C 73 20 31 30 39 30 WBjJS #mils 1090
33 35 36 35 37 38 0D OA 3A 6C 6F 63 61 6C 68 6F 356578..:10cal ho
73 74 2E 6C 6F 63 61 6C 64 6F 6D 61 69 6E 20 33 st.local donain 3
35 32 20 78 54 63 5A 57 42 6A 4A 53 20 23 6D 69 52 xTcZWBj JS #mi
6C 73 20 78 64 43 20 31 39 32 2E 31 36 38 2E 35 |I|s xdC 192.168.5
38 2E 31 32 39 20 6C 6F 63 61 6C 68 6F 73 74 2E 8.129 | ocal host.
6C 6F 63 61 6C 64 6F 6D 61 69 6E 20 78 54 63 5A | ocal donmain xTcZ
57 42 6A 4A 53 20 48 40 20 3A 30 20 57 52 61 6D WBjJS H@:0 WRam
79 71 75 53 72 55 58 41 64 4C 72 6A 58 53 68 4F yquSrUXAdLrj XShO
66 5A 68 53 47 55 7A 4E 5A 53 47 66 61 74 67 73 fZhSGUEZzNZSH at gs
44 63 49 52 69 6E 46 0D OA 3A 6C 6F 63 61 6C 68 DclRinF..:localh
6F 73 74 2E 6C 6F 63 61 6C 64 6F 6D 61 69 6E 20 ost.|ocal donain
33 31 35 20 78 54 63 5A 57 42 6A 4A 53 20 23 6D 315 xTcZWBj JS #m
69 6C 73 20 3A 45 6E 64 20 6F 66 20 2F 57 48 4F ils :End of /WHO
20 6C 69 73 74 2E 0D OA list...

=4=4=4=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=4=+=+=+=+=+=+=+=+=+=+
07/ 20-16: 49: 42. 098742 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667

TCP TTL: 128 TOS: 0x0 | D: 8514 | pLen: 20 Dgmien: 40

Rk Prxxk o Seq: OxF706FFE8  Ack: OxC42BBE29 Wn: 0x4224 TcpLen: 20
=t+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+ =+ =+ =+ =+ =+ =+ =+ =+ =+=+=+=+=+=+=+=+=+=+=+=+
07/20-16:52: 20. 146876 192. 168.58. 128: 6667 -> 192. 168. 58. 129: 2827

TCP TTL: 64 TOS: 0x0 | D: 54889 | pLen: 20 Dgnien: 69 DF

*rx AP*** Seq: OxC42BBE29 Ack: OxF706FFE8 Wn: 0x16D0 TcplLen: 20
50 49 4E 47 20 3A 6C 6F 63 61 6C 68 6F 73 74 2E PI NG : | ocal host.
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6C 6F 63 61 6C 64 6F 6D 61 69 6E OD OA | ocal domai n. .

R - = e = e N R e e R e N e s
07/ 20- 16: 52: 20. 148801 ARP who- has 192.168.58.128 tel| 192.168.58. 129

07/ 20- 16: 52: 20. 148855 ARP reply 192.168.58.128 is-at 0:C: 29: 56: 36: 3F

07/20-16:52: 20. 149015 192. 168. 58. 129: 2827 -> 192. 168. 58. 128: 6667
TCP TTL: 128 TOS: 0x0 | D: 8515 | pLen: 20 Dgmien: 68

*rEAP*** Seq: OxF706FFE8 Ack: OxC42BBE46 Wn: 0x4207 TcpLen: 20
50 4F 4E 47 20 3A 6C 6F 63 61 6C 68 6F 73 74 2E PONG : | ocal host.
6C 6F 63 61 6C 64 6F 6D 61 69 6E OA | ocal donai n.

s Shnl Shnl Sl Sty Sl Sl Sty St Sl Sl Sty St St St Sty Sty Sty Sty Sty Sty Sty Sty St St St St St St Sty St Sty St St Sty Sty S o

5.3.3. Conclusions so far

o msrll.exe connected to the IRC server port 6667 on the Linux machine

o msrll.exe provided the ident service on the infected Windows machine on port
113, in order to be able to respond to incoming ident-requests

o it chooses the nick xTczwgj JS to use in IRC. Randomly generated characters, the
chosen nick changes every time the application connects to the server

o it then joins the channel #mils

o also, when the bot gets kicked off the channel, it joins back in automatically

s WGr 5 : lnhﬂthqt lﬂrﬂldﬂmaiﬂlIﬂihihn”-.IDEﬂlﬂﬂmﬁiﬂ/ﬁﬁﬁ?l. PO
vpersion 2. Brhybria-ho3ad

e Your g lnﬁﬂ huqt.lncaldﬁhaiﬁ[ln:alhnst.lnéalﬂﬁméiﬁzhﬁb?l.'rnﬂnihg
HGEPE TGN 2

Tues g 4 2882 alb i6r 59045 EPT
_l; urhfydhxh.-hhahnei modes and iizbhler hiklimnopstue
aviis CHaNTYPES=ME MRXCHARHELY-Zd MARBANS=25 NICKLE
=98 NETWOBH-EFaet CHANMODES:=h, Kk, I, iknps O MEIES=4 arc

1nutq;ble an 1 werver:z

whep h*q ?-' : and i arrvﬁrﬂ eannes ted,
e [l usﬁrs: & Ma
g talial wseesr € Max: .
GOANES ion couit: X 32 ClEenislIF SlIoE SErwEG WAk ﬁne)s;driﬁdi
Focaldomain FHeszage of Ehe Day -
_! server . Aebborized uzers only.
it For prec irvcd by ircd
: i BIZ7:8 6.4 hag joingd-channel dmils
= limils 1899356578 ) .
ircd H B T O R I A3 T T o
KTLIH" ZoHE wdAGRHAI%Z . A6B.5H.42Y
mrzhsaumc‘. taslici Rial)

This screenshot shows the perspective from another IRC client that | used on the Linux machine
itself to connect to the IRC server, join channel #mils and list the users that are in the channel.
Ircd is me, xTczwgj JS is the ‘user’, the msrll.exe application on the infected Windows machine.

5.3.4. Conversation with the IRCBot
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At this point it seems that the binary msrll.exe launches an IRC client to connect to a certain IRC
server. An automated IRC client (i.e. connecting to a server and joining of a channel
automatically, as well as sitting in a channel and waiting for commands) is also called an IRCBot.

Since we could not determine the commands that we can use by simply looking at the string
output of the binary, we will issue some standard commands that may be common in some
IRCBot implementations.

The only command we found working was the CTCP VERSION command that queries a user for
the version information of the IRC client he/she is using:

/ctcp xTcZWBj JS version

Response:

*** CTCP VERSION reply from xTcZWBj JS : ml RC v6. 12 Khal ed Mardam Bey

This means the IRCBot pretends to be a mIRC version 6.12 client. A very common IRC client on
the Windows platform.

The other ports Netcat was listening on (8080 and 9999) do not show any activity. This indicates
that msrll.exe only tries to connect to those ports if the previous port is not available, some kind of
‘fallback’ to ensure irc server connectivity. This was also verified by testing: the IRC server was
configured to listen on 8080 and 9999 subsequently; msrll.exe rotated through the port numbers
until it found a server listening on one of the ports. Then it stopped trying to connect to any other
port.

[rootPlocalhost rootl# nc -1 -p 8888

[rootPlocalhost tmpl# nc -1 -p 9999

No activity on the other ports.
Shells on the infected Windows system?

A netstat —an shows TCP ports 2200 and 2827 listening on the infected Windows system:

Proto Local Address Forei gn Address State
TCP 0.0.0.0: 135 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 445 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 1025 0.0.0.0:0 LI STENI NG
TCP 0.0.0.0: 1026 0.0.0.0:0 LI STENI NG
TCP 0.0.0. 0: 2200 0.0.0.0:0 LI STENI NG
TCP 0.0.0. 0: 2827 0.0.0.0:0 LI STENI NG
TCP 192. 168. 58. 129: 139 0.0.0.0:0 LI STENI NG
TCP 192. 168. 58. 129: 2827 192. 168. 58. 128: 6667 ESTABL| SHED
ubP 0.0.0.0: 445 *ox
UDP 192. 168. 58. 129: 137 *ox
UDP 192. 168. 58. 129: 138 *ox

* - %

UbP 192.168. 58. 129: 500

Connecting to port 2200 from the Linux machine results in a prompt:
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1= ﬁ'r.:‘i;ﬂ‘l‘

Frootilocnllbge bl Pavt I Buined 2102 16058,
Piiyiwg 192 1600SE 1290
connrchad fe 1920168 .53. 129

!ﬂ"-_].‘

Typing in random characters closes the connection after two lines of input (hitting ‘Return’ after

each line):

Whether it is possible or not to access a backdoor shell over these ports cannot be found out this

way. The correct commands to access the shells — as well as the commands available to
converse with the IRCBot — need to be determined through code analysis.

As stated before, msrll installs itself as a system service. An interesting property of it is that once
an infected system was restarted and the ‘service’ has been started, not even the Administrator
can stop it via the Settings - Control Panel — Administrative Tools — Services console: the control

buttons are greyed out:

© SANS Institute 2004,

Rll enhanced drive Properties {Local Ci
General I Log O i Fecoverny i [ependencies
Service hame: il
Display name: iF!II enhanced drive
Description; ||
Fath to executable:
!E:\W’INNT\system32\mfm'\msrll.exe
Startup type: Automatic _:_1

Service status:  Started

Start I Stop | Fatize Resimie I

“Y'ou can specify the start parameters that apply whien wou start the service
framm here.

Start parameters; I

21|

(il l Cancel Apply

As part of GIAC practical repository.
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The only way to disable the service is to change the startup type to Manual or Disabled and
reboot the machine.
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6. Code Analysis

Code Analysis - 35 points

Use your laboratory setup to perform a code analysis of the unknown malware
specimen. Describe the analysis in detail. Describe your steps and your use of your
tools in detail. Explain the implications of the behavior of the malware.

Example procedures:

e Unpacking / Unencrypting
e Program code disassembly
e Debugging

6.1. Unpacking the file

As already stated in the section “Properties of the Malware System”, these are the section
headers in the msrll.exe binary:

00000178 00400178 0 .text
000001A0  004001A0 0 .data
000001F0O  004001F0 0 .idata
00000218 00400218 0 . aspack
00000240 00400240 0 . adat a

. aspack indicates that the file was packed using ASPack [ASPACK]

Enktry Point Alert 1. X

Module ‘'mstll’ has entry point cutside the code (as specified in the PE header). Maybe this file is self-extracting ot
* self-modifving. Please keep it in mind when setting breakpgints!

Ma

Since the binary might be self-modifying, it might be impossible to set correct breakpoints for
debugging.

Compressed code? I 1 =

ci Guick statistical test of module 'msell’ reports that its code section is either compressed, encrypted, or contains large
# amourit of embedded data. Resulbs of code analysis can be wery unreliable or simply wrong. Do you want £o continue
analysisy

es | s} I

Also, the analysis can be unreliable and/or wrong, because of the compressed code. We need to
unpack the binary.
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| found a walkthrough on how to unpack ASP-packed binaries with OllyDbg. [ASPACKUNPACK]

- since the file is packed, we need to find out what the original entry point is of the
unpacked binary

E-mnsrll exe Hachine: 014C

B 1= : Tranzlation——: Intel 80386 Processor

H . HunberOfSections ; aooe

i TineDateStanp 40790135

B Sections Created [GMTH: Sun Apr 11 08:26:29 z004]

& Inports PointerToSymbolTable : aoooooon

‘. Strings HunberOf Synbols: oooooooo
SizeDfOptionalHeader: OoED
Hagic: 010B
SizeQfCodes: oooligon
Size0fInitializedData: 00014600
SizeCfilninitializedData: ooiloscoo
Addres=sOfEntrvPoint : 0011oo01
Bas=elfCode: goooiaan
BaselfData: gooilaoon
InageBase: oo400000
SectionAlignment : goooiooo
Filehlignment ooogozoo

See highlighted above the image base (the base addresse) of the binary. We need this later to
determine the offset of the original entry point.

- open up the file in OllyDbg and press F8 to step to the CALL function
- right-click on the ESP register on the right and select ‘Follow in Dump’

OllyDbg - msril.exe - [CPU - main thread, module msell] 1
IE‘ File Wiew Debug Pluging Options Window  Help
[Elex] wiu] wjsf 1 ] o LjE[M[T[w[H[c[s[[B[R[.s] i=[F?]
GEELDEE] ED PUZHAD Regizters LFPU)
m;& gapo0Ran CELL s L1, @asi000n e
{0867 | ~E9 EBG4ED4E NP ASAEDAF EC: aamieian
gas5) £ Rer £ FEFbrone
e = p— G v 11, BE510614
061 3| vER 5t HE SHERT haet Lo aBena7E E5F. AR
DBLE EBE EDFFFFFF P EEX, -12 Inerement Plus
f| @E00 AOC EE. i
G| S1EE @E0 SUE EE%, 11086 Drectement Mirius.
2| 338D o ErF DR BTe s [EEF+4221, 8 nerll, 8851
5| 2990 22od FOU DWORD. TR S5: [EEF+d221, EBY Zera S
F|vOFSS &50 JHE mer | LLBBS1035R it BIFF
5 Suss 2 LA, Eis, DUORD. PTR 55 [EBP+42E1 Sebltol Zhit BIFF
il
o] o8 IORRR | ol I e i vt
z S 26 561 LEBF+426 i
5 BEFs mu Em Brive Copy to clipboard ChtliC NLULL
il 8050 SE LEH BB DUCRD FTR 55 [EBP-EE] ERROR. IHUA
el &8 i Ml (N0, 1B, .8
Pos 4ooroone | CALL DWOFD PTR S5: (EBP+F451 -
OPSS| 5955 40PSOMED  |FOU DWORD PTR SGi (EBF+E4D],ERX Enlaitiontric
DOSE| SDED o6 LER EER,DWOR PTR 862 [EEF+5E] :
E 3 i
F| E3 PUSH ECT Wigw MMX reqgisters
o| FFSE 490FomEs | COLL DWORD. PTR S5: [EEF+F491 Yiews 3DMow! registers
& 295E SIGEGGGE | MOU DWORD PTR S5:CEBP+SS11, EAX :
C| 8045 77 LER ER,DUORD FTR 55 [EBR-7T1 View debug registers HORM DE28 @
E L EEED z21m
1] 55
narz| 6372 74 7EE1604 IHUL EQI DUORD TR DS CEDK 741, 41806175 Appeatance v R
73l EC Eg: 140 connand #
7| &0 HiE BVIE PTe E2irEnil] L0 command
7E| EF OUTS O, DWORD PTD EQ ’EDI] 140 command

- in the dump window in the lower left of OllyDbg, mark the first four bytes, right-click and
select ‘Breakpoint — Hardware, on access — Dword’

© SANS Institute 2004,
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Aiddiess -Heﬂ it RSCIT
D L T R o =P = 1 R S o l=r=1
AEz2FFE4 @8 Fa FO 7l Backup F Pl A1 AR BE B8 B8
HE2ZFFC4iFE6 1R B8 71 g 5 B8 @8 88 Fa FD
HEZ2FFDC | e 8 Bl Zapy F BB B8 B8 FF FF FF
HAZ2FFE4] 97 EE 57 7 5 L 1 1 = = R
AEZ2FFF4 | B8 B8 Ba & Bmary F bR Ba B&
¥ Mernory, on access
Search for ¥ Temory, on write
Goko 3
= T Biybe
v Hesx 4 Hardware, on write ¥ Word
Text 4 Hardware, on execution
Shork
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- hit F9 to start executing the binary, it will hit the breakpoint soon after

OllyDbg - msrll.exe - [EPU - main thread, module msril]

-Fiie- Wigwe DCebug Pligins Options  Window  Help

HHS102RG
BEE1D3RY
BRS102RY
aas1D2nF

GRS 103ER |~ 7S B3

EBE?
E?BE AZEEEEER

_PUSH mirll EB4BL2
Mo EHH DUORD

FOF _ECH

0OF ECH, ECHE
MOY DWORD PTR 55: [EEP+3AS1, EAX
FOFAD

JHE SHORT meril.085103EH

MO Ef, 1

FETH Gz

4.'3‘

552 [EBP+426]
UER RSl DBRD BT i (EBPs428]
PUSH ECH

BESI0ZEZ| B 010000650
BESIOZET| CZ ACAR
BESIDSER| &2 48124600
CESSEE o2
BESI03CH| SB35 ZEE4EEHE
BESI0ZCE| 2080 3EE40860
gEs102CE] &1
(1) denotes where the breakpoint was hit
(2)

®)

shows the address that will be pushed on the stack and
will then return to that address, 0x00401240

(2)

JJJ _{J S+ ¥L 3| i LIE|M|T|W/H

(1)
%)

- hit F7 to trace into the code that resides at that address. This is the original entry point of

the code

- Right-click on the code, select ‘Analyse — Analyse code’ to see the real code

set_app_tupe

Set_app_tupe

OllyDbg - msril.exe - [CPU - main thread, module msril]
File “iews Debug Flugins Options  Window Help.
B4 x| J - s ¥4 ] o+ ufE[M|T|wlE|c|//K[B[R|.]S5] i
[ FUSH EEF
EEda 1z (] . MOW EEF, ESP
88481“43 H BSEC ag SUB ESP 8
GEdaizds|| o CREd2d m1es PTR S5:[ESFI1,1
aadaia4nl] . FF15 BBBSSIBB CHLL DNDRD FTR DS: [E1BS03] FEVCrt .
Gadaizezl| . ES S8FFFFFF | CALL merll.B@4811E8
aa4aizszl] o 89EC MO ESP, EBP
aEdalZEn|| . 31cA =0R ERi, EAX
984512bﬁ . BD FOF EEBF
aedatsEn b C3 RETH
aa4al 25E 29FG Mow ESILESI
BEdEl2cn i r. B FUSH EEP
aEdaiFel || . B9ES Mol EEF, ESF
aodaizaz|] o S3EC B2 SUB ESF, 2
GE4EiZea] | . CTA4Rd M2EP@EEI MOU DWORD FTR SS:[ESF1,2
Gadalzani] o« FFIS B3BES166| CALL OWORD PTR O0S: [S1BS09E] MEVCET .
aE4alz72(| . ES GBFFFFFF | CALL msrll.B@4811E8
aEdatava|] . (e Mo ESP, EBF
aB4alZ7a( | - 31CA =0R ERi, EAN
aEdalzvi] - 50 FOF EEF
eedetzrol b, C3 RETH
Ba4a127E S9FG row ESI,EST
GE4ETZ5A| r5 55 PUSH EEP
aadalzal(] - 89EE MaL EEF, ESP
apdaizes|| o S3EC @8 SUB ESP
aEdaizas| ]| - B4 B3 Mo EHH DNDRD FTR 55: [EBP+3]
aedalZas|| . gomdzd MOU DWORD PTR SS:[ESFI,ERX
aEdaizac] o FF1S 20BES166| CALL DWORD PTR DS: [513538] aten it
aEdEi ezl | . 89EC MU ESF, EER
aadaiza4|] . 50 PDP EEF
aedaizes L. €3
aa4a1 294G 2076 Ba LEH ESI,OWNORD PTR DS:[ESI]

- The address of the original entry point is 0x00401240. The imagebase of the code is
0x00400000. The offset of the original entry point is 0x00401240 - 0x00400000 = 1240.
- Select Plugins — OllyDump — Dump debugged process
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DllyDbg - msell.exe - [ main thread, module mstll]

@-File- Migw Diebug | Plugins ©ptions  ‘Window  Help

Bedaiz24d1
BEda1z4s

il
G401 250
BE46 1250
BE401250
BEda125E
Hlid 5]

BEdE12E1
BR4E1262
BR4E1266
ea4a1 260
BE4E1273
HER4E127E
BiEda 127

padB1 27

Z

. ES GEFFFFFF
S9EC

. SEEC @3

. E3 ESFFFFFF
S9ELC

. C7E4z24
. FF15 B3BSEi6E

. C7Bd24 B2a088
. FF1S B3BSSiea

Bookmarks r
Command ling ¥
[l Ciump

CALL DWORD FT

MOW ESF,EEF
WOR ERH,ER:
FOF EEF

RETH

Mol ESILESI
FUSH EEF
MOU EBF,ESF
SUE ESF, 2

| 2 vjE[miT|winfc|s|x[B[R]..|s

CALL msyll.HE:

Find EP by Section Hop ¢ Trace inka)

Find DEP by Section Hop (Trace ower)

Options

About

HOU ESF, EEF
®OR ERX, EAX
FOP EEP

oL DWORD FTR S3:[ESFP], 2
CALL DWORD FTR DS:[S1ESEE]
CALL msrll.B84811EQ

et_app_tupe

meEvCrt,  Set_app_type

- Modify the offset to show 1240, OllyDump may have already calculated that. Check ‘Rebuild
Import — Method1’

OllyDump - mstll.exe i

© SANS Institute 2004,

Shait Address:

Entr Faint:

[ID00T > blady: [1240 GetEIP as EP |

X

Cancel I

Baze of Code: |'||:“:“:I Baze of Data: |'|3U':“:I

¥ Fix Fiaw Size & Offset of Dump Image

Gaction | Witual Size | Witual Offeet | Raw Size

| Fawe Dfzet I Eharactaristicsl

v Rebuild Impart

ext | 000 2000 000 00d
.data 00002000 000712000
bzg 001058 70 00m 5000
Jidata 00002000 0o1e000
.azpack 00002000 00110000
adata 000071000 00171F000

00012000
00002000
00105870
00002000
00002000
00001000

0a0otoaa
00012000
00015000
0o 1e00a
00110000
0011Fa00

" Method] : Search JMPIAR] | CALLIEP in mermon image
" Method? ; Search DLL & AP name sting i dumped file

Ca0aao40
Can00040
Cono0o40
Ca0aa040
000040
COa00040

dump the data into a new file, e.g. ‘dumped_msrll.exe’

close out the packed msrll.exe and load the newly created file into OllyDbg, then execute
it. The binary works and the application connects to the IRC server the same way the
packed original file did.

As part of GIAC practical repository.

Author retains full rights.



6.2. Analysing the unpacked file

Now that the file is unpacked, we can run it through Bintext to see if we find any useful
information. Below you can find the interesting parts of the strings found.

Fil e pos Mem pos

0000004D 0040004D
00000178 00400178
000001A0  004001A0
000001F0 004001F0
00000218 00400218
00000240 00400240
00000268 00400268
00001326 00401326
0000132E 0040132E
00001335 00401335
00001399 00401399
000013A8  004013A8
000013BA  004013BA
000013C6 004013C6
000013CF  004013CF
00001308  004013D8
000013EB 004013EB
000013FE 004013FE
00001416 00401416
000015B5  004015B5
000015C5 004015C5
000016AE 004016AE
00001712 00401712
000017A0  004017A0
000017B5 004017B5
000018ES8 004018E8
00001A40  00401A40
00001B32  00401B32
00001B3E 00401B3E
00001B4D 00401B4D
00001B59  00401B59
00001FBC  00401FBC
00002096 00402096
000020A2 004020A2
00002260 00402260
00002356 00402356
0000235E  0040235E
00002567 00402567
000025DE 004025DE
00002753 00402753
00002763 00402763
0000276A  0040276A
00002820 00402820
0000283A  0040283A
0000299D  0040299D
00002B3D 00402B3D
00002BB6 00402BB6
00002BD7  00402BD7
00002BE0  00402BEO
O00002EEA  00402EEA
00002FF8 00402FF8
000032CC  004032CC
000032D2  004032D2
000032D9 004032D9
000032E1 004032E1
000032F0  004032F0
000036B0  004036B0
00003775 00403775
0000377B 0040377B
00003A45 00403A45

© SANS Institute 2004,
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Text

I This program cannot be run in DOS node
. text

.data

.idata

. aspack

.adata

.new I D

?i nsnod

?r mod

?l snod

%: <nod nanme>

%: nmod |ist ful

%: err: %

nmod_i ni t

nmod_free

%: cannot init Y%
%: % | oaded (%)
%: nod allready | oaded
Y%:% err %

%: % not found

%: unl oading %
[W]: % hinst: %
unl oadi ng %

%: invalid_addr: %
%% [port]

finished %

% <ip> <port> <t_time> <del ay>
sockopt: %

sendto err: %
sockraw %

syn: done

% <i p> <duration> <del ay>
sendto: %

jolt2: done

% <ip> <p size> <duration> <del ay>
Err: %

snmurf done

PhV#@

&err: %

?pi ng

?snur f

?jolt

PONG : %

Oh (@

Y%s! Y5 @

%! s

SVh=+@

irc.nick

NI CK %

NETWORK=

irc.pre

Y5

%

_%B___

NI CK %

% %

irc.chan

% Y&

WHO ¥%s

USERHOST %

As part of GIAC practical repository.

Author retains full rights.



00003A52
00003A97
00003ABB
00003B99
00003BA2
00003BAA
00003BB3
00003BBF
00003BC8
00003BEO
00003C20
00003C38
00003DF5
000040BF
00004100
0000446B
00004472
00004615
00004711
00004798
000047B4
000047E7
0000487B
00004924
00004A63
00004AA8
00004ABA
00004AD7
00004B00
00004B28
00004B39
00004B54
00004B5E
00004B6B
00004B74
00004B7C
00004DAA
00004ED5
00004F41
00004FD8
00005052
0000505A
00005078
000050DA
000051A8
000055A3
000055B2
000055B8
000055CA
00005760
00005781
000057AB
000057B3
000057BC
000057DC
000057E4
000058B4
000058C3
000059E1
000059EF
00005A74
00005A81
00005B20
00005B87
00005BA2
00005BB2
00005C2B
00005C3B
00005C45
00005C6F
00005CAD
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00403A52
00403A97
00403ABB
00403B99
00403BA2
00403BAA
00403BB3
00403BBF
00403BC8
00403BEO
00403C20
00403C38
00403DF5
004040BF
00404100
0040446B
00404472
00404615
00404711
00404798
004047B4
004047E7
0040487B
00404924
00404A63
00404AA8
00404ABA
00404AD7
00404B00
00404B28
00404B39
00404B54
00404B5E
00404B6B
00404B74
00404B7C
00404DAA
00404ED5
00404F41
00404FD8
00405052
0040505A
00405078
004050DA
004051A8
004055A3
004055B2
004055B8
004055CA
00405760
00405781
004057AB
004057B3
004057BC
004057DC
004057E4
004058B4
004058C3
004059E1
004059EF
00405A74
00405A81
00405B20
00405B87
00405BA2
00405BB2
00405C2B
00405C3B
00405C45
00405C6F
00405CAD
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| ogged into %(%) as %
<$hE @

PhR @

ni ck. pre

% - %04u

irc.user

irc.usereal

irc.real

irc.pass

tsend(): connection to %: % failed
USER % | ocal host 0 : %

NI CK %

Ph <@

PRI VMSG

trecv(): Disconnected from% err: %
NOTI CE

% % %

Ph} D@

MODE % -o0+b % * @6

C PSWh

sh' G@

MODE % -bo % %

Sh' G@

%. key

Ph' G@

sk#% % is dead!

s_check: % dead? pinging...
PI NG : ok

s_check: send error to % disconnecting

expect the worst
s_check: killing socket %
i rc. knick
jtr.%%.iso

i son %

servers

s_check: trying %
PhoK@

PhkK@

Sht K@

uYVh| K@

% . node

MODE % %
ShRP@

Sh$l @

PShzP@

node % +o %
aki ck

mode % +b % Y%
KICK % %
irc.pre

Set an irc sock to preform % conmand on

Type
%eskli st
to view current sockets, then
%dccsk
<#>
%: dll | oaded
%: %
said % to %
usage: % <target> "text"
% not on %
usage: % <ni ck> <chan>
% | ogged in
sh[@
sys: % bot: %
pref ormance counter not avail
usage: % <cnd>
% free'd
unable to free %
oh+\ @
| ater!

As part of GIAC practical repository.
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00005CB4
00005D40
privs: %
00005E23
00005F8F
00005F96
0000603F
000060D4
00006269
00006292
000062A0
000065CB
00006708
00006754
000067DA
000067E8
000067F2
000067FD
0000680D
00006816
0000682A
0000696F
000069EB
000069F6
000069FF
00006A08
00006A0E
00006A2B
00006A3F
00006A90
00006C2D
00006C82
00006CBC
00006CC3
00006ED7?
00006EDD
00006EE3
00006EF8
00006F40
00006F63
00006F82
00006F96
00006FAD
0000716E
00007360
000073C8
0000748B
000074C9
000074E7
0000751C
00007525
000075BD
0000766A
00007675
000076A0
000076CB
000076E9
00007700
0000770C
00007720
00007798
00007B9D
00007BE4
00007DDB
00007E49
00007E8F
00007EEO
00007F09
0000806B
00008085
000080F8
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00405CB4
00405040

00405E23
00405F8F
00405F96
0040603F
004060D4
00406269
00406292
004062A0
004065CB
00406708
00406754
004067DA
004067E8
004067F2
004067FD
0040680D
00406816
0040682A
0040696F
004069EB
004069F6
004069FF
00406A08
00406A0E
00406A2B
00406A3F
00406A90
00406C2D
00406C82
00406CBC
00406CC3
00406ED7
00406EDD
00406EE3
00406EF8
00406F40
00406F63
00406F82
00406F96
00406FAD
0040716E
00407360
004073C8
0040748B
004074C9
004074E7
0040751C
00407525
004075BD
0040766A
00407675
004076A0
004076CB
004076E9
00407700
0040770C
00407720
00407798
00407B9D
00407BE4
00407DDB
00407E49
00407E8F
00407EEO
00407F09
0040806B
00408085
004080F8

o o
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unable to % errno: %

service: % user: % inet connection: % contype: % reboot

% 5u %

%s: %

%: somefile

PhHY@

host: % ip: %

capGet Dri ver Descri pti onA
cpus: %

WNYSs (u:%)%% nmem (% %) %u%b6 %

%: % (%)

% Y

% bad args

aki ck

%[ ] %

% renoved

couldnt find %

% added

% allready in list
usage: % +/- <host>
7h*h@

jtram conf

% It U

jtr.home

s\ Y&

%: possibly failed: code %
%: possibly failed
%: exec of % failed err: %
u. exf

Ph+j @

Ph?j @

jtr.id

%: <url> <id>

| REG

CLON

| CON

WCON

#% [fd: %] %: % [%%] |ast: %

[\=>[n:% fh:%] (%)
|---[%] (%) %
| |-[%%] [%]
| => (%) (% 8X)
B$PRhco@
% <pass> <sal t>
% <ni ck> <chan>
PI NG %
m RC v6. 12 Khal ed Mar dam Bey
VERSI ON %
dcc. pass
tenmp add %
$hou@
% %- %6
% opened (%)

% bytes from% in % seconds saved to %

(% %): inconplete! % bytes
coul dnt open % err: %

(%) %: %

(%) urlopen failed

(%): inetopen failed

Whj v@

Ph w@

no file name in %

% created

% % to % Ok

3hl ~@

%0. 2u/ 9%0. 2u/ 9%0. 2u  90. 2u: 90. 2u
% (err: %)

ShHY@

err: %

% % :ok

As part of GIAC practical repository.
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00008165
000081C3
000081F5
00008200
00008489
00008595
000085A8
000087E2
000087FD
0000880B
000088D7
000088E1
00008A96
00008B82
00008B89
00008B90
00008BAE
00008BD1
00008BD9
00008BE5
00008BFD
00008C19
0000934E
00009355
0000935D
00009364
0000936C
00009374
0000937C
00009382
00009388
0000938E
00009394
0000939A
000093A9
000093B0
000093B6
000093C6
000093CC
000093D7
000093DF
000093EE
000093FE
00009404
0000940A
00009415
00009423
0000942A
00009436
00009440
00009446
0000944F
0000946E
00009476
0000947D
00009484
00009490
00009499
000094AE
000096BE
000096D4
000096E6
000099EO0
000099EB
000099F5
00009A16
0000A270
0000A2B0
0000A2F0
0000A65C
0000A750
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00408165
004081C3
004081F5
00408200
00408489
00408595
004085A8
004087E2
004087FD
0040880B
004088D7
004088E1
00408A96
00408B82
00408B89
00408B90
00408BAE
00408BD1
00408BD9
00408BE5
00408BFD
00408C19
0040934E
00409355
0040935D
00409364
0040936C
00409374
0040937C
00409382
00409388
0040938E
00409394
0040939A
004093A9
004093B0
004093B6
004093C6
004093CC
004093D7
004093DF
004093EE
004093FE
00409404
0040940A
00409415
00409423
0040942A
00409436
00409440
00409446
0040944F
0040946E
00409476
0040947D
00409484
00409490
00409499
004094AE
004096BE
004096D4
004096E6
004099E0
004099EB
004099F5
00409A16
0040A270
0040A2B0
0040A2F0
0040A65C
0040A750
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unable to % % (err: %)
ShHY@

% 16s %

% 16s (%u. %u. %Y. %)

[9][ %] %

closing % [%: %]

unabl e to cl ose socket %
usi ng sock #% %: % (%)
Inval id sock

usage % <socks #>

| eaves %

0 * 108

joins: Y%

ACCEPT

resune

err: %00008B99  00408B99
dcc_resune: cant find port %
dcc. dir

%\ %8\ U8\ %8

unable to open (%): %
resuming dcc from% to %
DCC RESUME % % %

?cl one

?cl ones

?l ogi n

?uptime

?r eboot

?stat us

?j unp

?ni ck

?echo

?hush

?wget

?join

?aki ck

?part

?dunp

?md5p

?free

?updat e

?host nanme

?fif

?pl ay

?copy

?nove

?suns

?rndir

?nkdir

?exec

ki |

?killal

?crash

?skl i st

?unset

Puattr

?dccsk

?ki I'l sk

VERS| O\

| DENT

Y%ud 9%92uh %92um %92us
%92uh %92um %92us

%um %92us

j tram conf

jtr.*

Di CHFc2i oi Vnb3ch4zZ27z\WZH1oM=
conf _dunp: wote % |ines

get of % inconplete at % bytes
get of % conpleted (% bytes),

error while witing to % (%)
chdir: % -> % (%)

DCC ACCEPT %

% seconds % cps

dcc_wait: get of % from% timed out

As part of GIAC practical repository.
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0000A790  0040A790
0000A9F0  0040A9F0
0000AA30  0040AA30
DOMN: %ucps Tot al : %ucps
0000ACDO  0040ACDO
0000AD10  0040AD10
0000AF50  0040AF50
0000AF70  0040AF70
0000B751  0040B751
0000B757  0040B757
0000B76E  0040B76E
0000B774  0040B774
0000B77B  0040B77B
0000BB40  0040BB40
0000BB49  0040BB49
0000BB52  0040BB52
0000BCC9  0040BCC9
0000BD33  0040BD33
0000BD3B  0040BD3B
0000BD45  0040BD45
0000BD57  0040BD57
0000BD63  0040BD63
0000BD6E  0040BD6E
0000BD80  0040BD80O

col l ective7.zxy0.com col |

[eNeoNe]

O
—

[eNeolololoNoojololoNolooolololoNoloNoloooololoN oo ololololoNoNoNoliNololoolololoNoloNoloNololo oo o N oNoNe)

dcc_wait: closing [#W] %: % (%)
%s #% 2u % %ucps %W [ sk#o] %
% Send(s)

send of % inconplete at % bytes
send of % conpleted (% bytes),
cant open % (err: %) pwd: {%}
DCC SEND % % % %

% Y

% exited with code %

%8\ %8

%:. U

exec: Error:% pwd: % cnd: %
dcc. pass

bot . port

% bad pass from"%" @s

%: connect from %

jtr.bin

nmerll.exe

jtr.home

jtr.id

irc.quit

servers

ive7.zxy0.com 9999!, col | ective7.zxy0. com 8080

irc.chan

#mls

$1$KZLPLKDF $W8k| 8Jr 1X8DOHZsm p9qq0
$1$KZLPLKDF $55i sAll TvanR7bj AdBzi X.
SSL_get _error

SSL_| oad_error_strings
SSL library_init
SSLv3_client _met hod
SSL_set _connect _state
SSL_CTX_new

SSL_new

SSL_set _fd

SSL_connect

SSL wite

SSL_read

SSL_shut down

SSL_free

SSL_CTX free

kernel 32.dl |

Quer yPer f or manceCount er
Quer yPer f or manceFr equency
Regi st er Servi ceProcess
jtram conf

irc.user

% : USERID: UNIX : %
QU T : FUCK %

Killed'? Arrg! [%]
QT : %

SeShut downPri vi | ege

%5\ ¥

s\ ¥s\ U8
R| enhanced drive
sof t war e\ m crosof t\ wi ndows\ currentversion\run
/d "u%s"
< u&

.10123456789ABCDEFCHI JKLMNOPQRSTUWWKYZabcdef ghi j kl mopgr st uvwxyz

0000BDCA  0040BDCA
0000BDD3  0040BDD3
0000BDEO  0040BDEO
0000BE20  0040BE20
0000C02F  00400C02F
0000C03D  00400C03D
0000C054 00400054
0000C065 00400065
0000C079 00400079
0000CO8F  0040C08F
0000C09B  00400C09B
0000COA3  0040C0A3
0000COAE  0040C0AE
0000COBA  0040C0BA
0000COC4  004000C4
0000COCD  004000CD
0000CODA  0040C0ODA
0000COE3  0040C0E3
0000C263  0040C263
0000C270  0040C270
0000C288  0040C288
0000C2A2  0040C2A2
0000C2B9  0040C2B9
0000C5B1  0040C5B1
0000C5BA  0040C5BA
0000C6A4  0040C6A4
0000C742  0040Cr742
0000C756  0040C756
0000C7E8  0040C7E8
0000C888  0040C888
0000CB88E  0040C88E
0000C897  0040C897
0000C8CO  0040C8CO
O00O0CBEE  0040C8EE
0000CE3D  0040CE3D
00000010  0040D010
0O0OOEA60  0040EAG0
0000EB33  0040EB33
OOOOEB3E  0040EB3E
000O0OEB8O  0040EB80O
0O000OEE20  0040EE20
OOOOEE38  0040EE38
OOOOEEE4  O00O40EEE4
0000F140  0040F140
0000F146  0040F146

© SANS Institute 2004,
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usage %s:
%: %
% % % <PARAM>

%: [NETWORK|all] % <"parm'> ...
USER % | ocal host 0 : %

NI CK %

PSvh

md5. ¢

md !'= NULL

server[:port] anount

As part of GIAC practical repository.
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% seconds % cps
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buf !'= NULL

hash != NULL

nmessage di gest

abcdef ghi j kIl mopqr st uvwyz

ABCDEFGHI JKLMNOPQRSTUVWKYZabcdef ghi j kI rmopqr st uvwxyz0123456789

12345678901234567890123456789012345678901234567890123456789012345678901234567890

Sprng

sprng.c

buf !'= NULL
rcé.c

skey !'= NULL
key !'= NULL
ct !'= NULL

pt !'= NULL
desired_keysi ze ! = NULL
ctr.c

ctr !'= NULL
key !'= NULL
count != NULL
ct !'= NULL

pt !'= NULL

ABCDEFGHI JKLMNOPQRSTUWKYZabcdef ghi j kl mopgr st uvwxyz0123456789+/

0000F8F1  0040F8F1 0
0000F99F  0040F99F 0
O00O0OFAC5  0040FAC5 0
O00O0OFAD4  0040FAD4 0
0000FBOO  0040FBOO 0
0000FB40  0040FB40 0
0000OFCEO  0040FCEO 0
0000FD11  0040FD11 0
0000FD19  0040FD19 0
0000OFDBC  0040FDBC 0
0000FDC2  0040FDC2 0
0000FDCF  0040FDCF 0
O000O0FFD1  0040FFD1 0
0000FFDC  0040FFDC 0
000103C3  004103C3 0
00010430 00410430 0
00010436 00410436 0
00010442 00410442 0
0001044E  0041044E 0
00010546 00410546 0
00010551 00410551 0
000106F0  004106FO0 0
0001077F  0041077F 0
000107B7  004107B7 0

2456789: ; <=
UUHSUR () %+, -. /0123

There is a lot more useful information we can now see.

- apparent IRCBot commands

00001326
0000132E
00001335
00002753
00002763
0000276A
0000934E
00009355
0000935D
00009364
0000936C
00009374
0000937C
00009382
00009388
0000938E
00009394
0000939A
000093A9
000093B0
000093B6
000093C6
000093CC
000093D7
000093DF
000093EE
000093FE
00009404
0000940A
00009415
00009423
0000942A
00009436
00009440
00009446
0000944F
0000946E
00009476
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00401326
0040132E
00401335
00402753
00402763
0040276A
0040934E
00409355
0040935D
00409364
0040936C
00409374
0040937C
00409382
00409388
0040938E
00409394
0040939A
004093A9
004093B0
004093B6
004093C6
004093CC
004093D7
004093DF
004093EE
004093FE
00409404
0040940A
00409415
00409423
0040942A
00409436
00409440
00409446
0040944F
0040946E
00409476
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?i nsnod
?r mmod
?l smod
?pi ng
?snur f
?jolt
?cl one
?cl ones
?login
2uptinme
?r eboot
?st at us
?j unp
?ni ck
?echo
?hush
?wget
?join
?aki ck
?part
?dunp
?md5p
?free
?updat e
?host nane
?20fi f
?pl ay
?copy
?nove
?suns
?rdir
?2nkdi r
?exec
?ki Il
?ki Il al
?crash
?skli st
?unset

As part of GIAC practical repository.

Author retains full rights.



0000947D  0040947D 0 uattr
00009484 00409484 0 ?dccsk
00009490 00409490 0 ?killsk

- IRCBot and application messages

00001399 00401399
000013A8  004013A8
000013BA  004013BA
000013C6  004013C6
000013CF  004013CF
000013D8  004013D8
000013EB  004013EB
000013FE  004013FE
00001416 00401416
000015B5  004015B5
000015C5  004015C5
000016AE  004016AE
00001712 00401712
000017A0  004017A0
000017B5  004017B5

%: <nmod nane>

%: nod list ful

%: err: %

nod_i ni t

nod_free

%: cannot init %
%: % |oaded (%)
%: nod allready | oaded
%: % err %

%: % not found

%: unl oading %
[W]: % hinst: %
unl oadi ng %

%: invalid_addr: %
%% [port]

000018E8  004018ES fini shed %
00001A40  00401A40 % <ip> <port> <t_time> <del ay>
00001B59  00401B59 syn: done

00001FBC  00401FBC
00002096 00402096
000020A2 004020A2
00002260 00402260

% <ip> <duration> <del ay>

sendto: %

jolt2: done

% <ip> <p size> <duration> <del ay>

00002356 00402356 Err: %
0000235E 0040235E smurf done
00002820 00402820 PONG : %
00002BD7 00402BD7 irc.nick
00002BEO 00402BEO NI CK %s
00002EEA  00402EEA NETWORK=
00002FF8 00402FF8 irc.pre
000032E1 004032E1 NI CK %
000036B0 004036B0 irc.chan
0000377B 0040377B WHO %
00003A45 00403A45 USERHOST %
00003A52 00403A52 | ogged into %(%) as %
00003B99 00403B99 ni ck. pre
00003BAA 00403BAA irc.user
00003BB3 00403BB3 irc.userea
00003BBF 00403BBF irc.rea
00003BC8 00403BC8 irc.pass

00003BEO 00403BEO
00003C20 00403C20

tsend(): connection to %: % failed
USER % | ocal host 0 : %

00003C38  00403C38 N CK %

000040BF  004040BF PRI VMSG

00004100 00404100 trecv(): Disconnected from% err: %
0000446B  0040446B NOTI CE

00004711 00404711
000047E7  004047E7
00004924 00404924
00004AA8  00404AA8
00004ABA  00404ABA
00004AD7  00404AD7
00004B0O0  00404B00
00004B28  00404B28

MODE % -o0tb % *@6

MODE % -bo % %

%. key

sk#% % is dead

s_check: % dead? pinging..

PI NG : ok

s_check: send error to % di sconnecting
expect the worst

00004B39  00404B39 s_check: killing socket %
00004B54  00404B54 irc.knick

00004B5E 00404B5E jtr.%9%.iso

00004B6B 00404B6B ison %

00004B74  00404B74 servers

00004B7C  00404B7C s_check: trying %
00005052 00405052 %. node

0000505A  0040505A MODE % %

000055A3 004055A3 nmode % +0 %

000055B2  004055B2 aki ck

[eNeololooNoNolooloNololololololoololololoNoloNooNeoolololoNoloNoN o olooloNoJoloNoloNoNeolololololoNoloNolololololoNoNolNoNoNe)

000055B8  004055B8 node % +b % %

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



000055CA
00005760
00005781
000057AB
000057B3
000057BC
000057DC
000058B4
000058C3
000059E1
000059EF
00005A74
00005A81
00005B20
00005BA2
00005BB2
00005C2B
00005C3B
00005C45
00005CAD
00005CB4
00005D40
privs: %
00005F96
000060D4
00006292
000062A0
00006754
000067DA
000067F2
000067FD
0000680D
00006816
0000682A
000069EB
000069FF
00006A0E
00006A2B
00006A3F
00006CBC
00006CC3
00006ED7?
00006EDD
00006EE3
00006EF8
00006F40
00006F63
00006F82
00006F96
00006FAD
00007360
000073C8
0000748B
000074C9
000074E7
0000751C
00007525
000075BD
0000766A
00007675
000076A0
000076CB
000076E9
00007700
0000770C
00007720
00007BE4
00007DDB
00008085
00008165
00008595

© SANS Institute 2004,

004055CA
00405760
00405781
004057AB
004057B3
004057BC
004057DC
004058B4
004058C3
004059E1
004059EF
00405A74
00405A81
00405B20
00405BA2
00405BB2
00405C2B
00405C3B
00405C45
00405CAD
00405CB4
00405040

00405F96
004060D4
00406292
004062A0
00406754
004067DA
004067F2
004067FD
0040680D
00406816
0040682A
004069EB
004069FF
00406A0E
00406A2B
00406A3F
00406CBC
00406CC3
00406ED7
00406EDD
00406EE3
00406EF8
00406F40
00406F63
00406F82
00406F96
00406FAD
00407360
004073C8
0040748B
004074C9
004074E7
0040751C
00407525
004075BD
0040766A
00407675
004076A0
004076CB
004076E9
00407700
0040770C
00407720
00407BE4
00407DDB
00408085
00408165
00408595

[eNeoNolojoNooloololololololoNoNoNeololoNeNe]

[eNeoloNoNolololoNoloolooloNololoNolololoololololoNolooloololoN ol ololoNolooloN ool oNoNoNoNe]

KICK % %

irc.pre

Set an irc sock to preform % conmmand on
Type

%eskl i st

to view current sockets, then

%dccsk

%: dll | oaded

%: %l

said % to %

usage: % <target> "text"

% not on %

usage: % <ni ck> <chan>

% 1 ogged in

sys: % bot: %

pref ormance counter not avai

usage: % <cnd>

% free'd

unable to free %

later!

unable to % errno: %

service: % user: % inet connection: % contype: % reboot

%: somefile
host: % ip: %
cpus: %
WNs (u:%)%% mem (%/ %) %u%b6 % %
% bad args
aki ck
% renoved
couldnt find %
% added
% allready in list
usage: % +/- <host>
jtram conf
jtr.home
%: possibly failed: code %
%: possibly failed
%: exec of % failed err: %
jtr.id
%: <url> <id>
| REG
CLON
| CON
WCON
#% [fd: %] %: % [%%] |ast: %
|[\=>[n:% fh:%] (%)
|---[%] (%) %
| -[%%] [ %]
| => (%) (% 8x)
% <pass> <sal t>
% <ni ck> <chan>
PI NG %
m RC v6. 12 Khal ed Mar dam Bey
VERSI ON %
dcc. pass
tenp add %
$h%@
Y% %u- %8
% opened (%)
% bytes from% in % seconds saved to %
(% 9%): inconplete! % bytes
coul dnt open % err: %
(%) %: %
(%) urlopen failed
(%) : inetopen failed
no file name in %
% created
err: %
unable to % % (err: %)
closing % [%: %]
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000085A8  004085A8 0 unable to close socket %

000087E2  004087E2 0 using sock #%W %: % (%)

000087FD  004087FD 0 Invalid sock

0000880B 0040880B 0 usage % <socks #>

000088D7  004088D7 0 leaves %

00008A96  00408A96 0 joins: %

00008B82  00408B82 0  ACCEPT

00008B89  00408B89 0 resune

00008B90  00408B90 0 err: %

00008B99  00408B99 0 DCC ACCEPT % % Y%

00008BAE  00408BAE 0 dcc_resunme: cant find port %
00008BD1  00408BD1 0 dcc.dir

00008BE5  00408BE5 0 unable to open (%): %

00008BFD  00408BFD 0 resunming dcc from% to %

00008C19  00408C19 0 DCC RESUME % 9% %

00009499 00409499 0  VERSI ON*

000094AE  004094AE 0 I DENT

000099E0  004099EO0 0 jtramconf

000099EB  004099EB 0 jtr.*

00009A16  00409A16 0 conf_dunp: wote % I|ines

0000A270  0040A270 0 get of % inconplete at % bytes
0000A2B0O 0040A2B0 0 get of % conpleted (% bytes), % seconds % cps
0000A2F0 0040A2F0 0 error while witing to % (%)
0000A65C  0040A65C 0 chdir: % -> % (%)

0000A750  0040A750 0 dcc_wait: get of % from% timed out
0000A790  0040A790 0 dcc_wait: closing [#%W] %: % (%)
0000AA30 0040AA30 0 % Send(s) % Get(s) (% transfer(s) total) UP:%ucps

DOMN: %ucps Tot al : %ucps
0000ACDO  0040ACDO
0000AD10  0040AD10
0000AF50  0040AF50
0000AF70  0040AF70
0000B757  0040B757
0000B77B  0040B77B
0000BB40  0040BB40
0000BB49  0040BB49
0000BB52  0040BB52
0000BCC9  0040BCC9

send of % inconplete at % bytes

send of % conpleted (% bytes), % seconds % cps
cant open % (err:%) pwd: {%}

DCC SEND % % % %

% exited with code %

exec: Error: % pwd: % cnd: %

dcc. pass

bot . port

% bad pass from"%" @6

%: connect from %

0000BD33  0040BD33 jtr.bin
0000BD3B  0040BD3B nsrll.exe
0000BD45  0040BD45 jtr.home
0000BD57  0040BD57 jtr.id
0000BD63  0040BD63 irc.quit
0000BDG6E 0040BD6E servers
col l ective7.zxy0.comcol |l ective7.zxy0. com 9999!, col | ecti ve7. zxy0. com 8080
0000BDCA  0040BDCA irc.chan
0000BDD3  0040BDD3 #mls
0000C2B9 0040C2B9 jtram conf
0000C5B1 0040C5B1 irc.user

0000C5BA  0040C5BA
0000C6A4  0040C6A4
0000C742  0040Cr742
0000C756  0040C756
0000C897  0040C897
0000C8CO  0040C8C0
OOOOEA60  0040EAG0
OOOOEB3E  0040EB3E
000O0OEB8O  0040EB80O
O0000OEE20  0040EE20
OOOOEE38  0040EE38

% : USERID : UNIX : %

QUI T : FUCK %

Killed!'? Arrg! [ %]

QT : %

R | enhanced drive

sof t war e\ m crosof t\ w ndows\ currentversi on\run
usage ¥%: server[:port] anount

% % % <PARAM>

%: [NETWORK|all] % <"parnm> ...
USER % | ocal host 0 : %

NI CK %s

[eNeolololoNoojoNoNoNolooloNoNoNolojololoololololoNoNoNoloNeNe]
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6.2.1. jtram.conf

The file jtram.conf contains encrypted content. The file gets read and re-written every time the
binary is executed. If we would be able to prevent the binary from encrypting the contents before
the file gets written, the contents would be saved in clear text.

CreateFileA is a function responsible for creating files. CTRL-M in OllyDbg brings up all the
symbolic names used in a module, so we use this to show the location of the function calls.

It occurs multiple times in the main module, however, the function that gets called at address

0x00409D99 refers to jtram.conf, as can be seen below.

OllyDbg - msrll.exe

File  Wiew

Debug  Plugins

Cptions Window  Help

BE4EI04F
BR4EP052
GE469058
BEdE3058
BR4E90EE
BE4Ea0G]
BE4EI0E4
BR4EI0GA
BE4EI0G0
GR4EP072
BR4EI07
Bad4as07E
BE4E9082
GE4EI024
Ga489029
BE4EI02E
GE4EI020
Sa4E003F
BE4E9094
GBadE3099
BE48903E

BlYx| »n| v

> EBBEE B4

ARARQANOL.

. B3TEB A4 6@
75 F7

3 B4
DSEFFFFFE
a5
D2EFFFFF
{EFEFFFF

EGEFFFFE
E5i31 BREE
s

. BE

. B2 2OABEEEGE

. BA 8z

- EA @@

- EA @&
BIEREEE4E
EE4EER

. CEETREEE

- 52355 DCEFFFFF
QAR

Mg Ty
0000

LI ER:, DWORD FTR OF5: [EER+4]
[CHP OWOROD PTR DS: [EEX+4],8

JHZ SHORT msrll. 88489D4F

MOU DWORD PTR DS:

MOU ED, OWORD PTR SS EEBP 1828]
MOU EDK, DWORD PTR DS: [EDK+2]
MOU DWORD PTR 55: [EEF-18221, EOX
TEST EDX,EDK

JHE merll.B@4E3820

CHP DWORD PTR SS5:[EEP-168261, 8
JE msrll. AB4EIEDS

SUE ESF, 4

FUSH &

FLSH 26

FUSH 2

FUSH &

FUUSH &

FUSH 4G808086

FUSH msrl . B84833EG

CALL MP.&kerne 132, CreateF i LRl

<ol n
MO DWORD PTR 55: [EEP-18241,ERX
ann FSE a

| » LIE/M[T|W]H|C|/|K|B|R|.|5| =|E]?]

hTemplateFite = HULL
Attributes = NURHHL
Mode = CRERTE_ALWAYS
pSecurity = HUOLL
Sharefode = @

FAzcezs = GEMERIC_WRITE
FileHame = ™
CreateFileR

Jtram.conf™

ElNames in msrll i) ) —|{E
Addiess |Section | Tupe Hame: | Comment

BES1BEZ2C| .« idata Import msucrh . abort

GES1BEIC| . idata Import WwiZ 2. accept

BES1EZEC| . idata Import kerne |22, HddAtomA

BES1EB3A4 | . idata Import aduap 22, AdjustTokenPrivileges

GES1BS38| . idata Import MELCCT . BRER it

BES1BE34 | . idata Import mEvcrt. atol

BES1BEAC| . idata Import mewcrt. _beginthread

GES1BEZA| . idata Import wi2 Z2.bind

BES1BE1A| . idata Import mEvcrh. _cenit

BES1BE32| . idata Import msucrt . clock

GEC1E2FE| . idata Import kernel2Z.CloseHandle

GEC1E2A| . idata Import advap 22, CloseServiceHandle

BEE1BAZ24 | . idata Import w2 22.closesocket

BES1BEZE| . idata Import Wil D2, connect

BES1BIF4| . idata Import kernel32.CopyFiled

BES1ESFS| . idata | Import kerne L322, CreateDLrectorgﬂ

BASIBIFC . idara | Impoot  RetnE[S20Cres

BEC1B4Ba| | (data Import kerne 20, Createlutenh

BEE1B4A4 | | idata Import kerne |22, CreateP ipe

BES1E48S) . idata Import kernel32. CreateProcessh h
bE4E20g21] - S @& FUSH @ |rhTemolateFile = MULL
Aa4asnsd ) . 623 SOREEAEE FUSH 28 Attributes = MORMAL
Sa4a203%) . 6A B2 FLUSH 2 Mode = CREATE_ALWAYS
HE4a2nse|] - S B8 FUSH @ poecur ity = HULL
aa4as020f] - &R B8 FUSH @ ShareMode = O
aa4asnsE () o 63 BoEEaa4E FUSH d4a868a608 Acocess = GEMERIC_WRITE
GE4a90%4 ) . 683 EB9946600 PUSH M=l . BE4E29E8 FileMames = "itram.conf™
gadaanosll o ER C287BEaE CALL <JMP.&kernel3z2. CreateFilerk |kCreateFileA

Immediately thereafter, we see a string that seems to be randomly generated, a function call and
a string operation, strcat(), to concatenate strings. A breakpoint was set at the ‘push’ to stop the
program at that point.
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| . FFaa
1 Eg Coi4vean

. 20BES E2EFFFFF
> E2 FE99400E8
. G2 BE1AEEEE

. 2304 Bg
. B2 123A4P68

« BB

. E8 &87as6mE68

. CPEd42d4 BEEEE0)
. 8085 E4EFFFFF
. Ea

« 29FF

. FC

. BB @@

. B9 FFFFFFFF
. F2:RE

. FrD1

. 49

« Bl

. EE
. FFES DCEFFFFF
. EB 90576886

. 83C4-aC

. EA @@

. 2025 E4EFFFFF
. EA

« EH @1

. E5 14904980
FFES LCEFFFFF

- EB 7487P000_

LEA ESI,DWORD FTR S%: [EEP-1812]
FPUSH msrl |, BE4899F5

FLUSH 1@8&8

FUSH ESI

PUSH DWORD PTR DS: [EEX]

CHLL mzrll.o848E2E8"

AOD ESP,. 2

FUSH mer 1. B0409A12

FUSH ESI

CALL <JMP.&msuwcrt. strcat)

MU DWORD PTR 55:LCESF]

LERA ERX,DOWORD PTR SS5: [EBP 181C]
FUSH EA%

mow EOT,ESI

CLD

MOU AL, 8

MO ECX =1

REFME SCAS EBYTE PTR ES:CEDI]
MHOT ECH

CEC ECH

FPUSH ECX

FlISH ESI

FUSH OWORD PTR S5:[EBP-1824]
CALL <uJMP.dkernel32.WriteFilel
ADD ESP,@C

B0D EEX, 4

CHF OWORD PTR O5:CEEX]. @

LME SHORT msrl l.@E4683000
SIEe ESP,BC

FUSH &

LEA ER¥.OWORD PTR SS:CEEP-181C1
FUSH ERX

PUSH 1

FPUSH msrll.B884a89014

FUSH OWORD FTR 55: [EEF-18241
CALL <JMP.&kernel3z,biritelfiler

| ASCII "DiCHFc2ioiUmb3cbdzE7zWEH1oM=""

=}

[4rq2
merl L. BB4EEZEA

—
[d?at
strcat

pButes

“itten

=Tallr it

hFile
WriteFile

-MrLtEFlle t&

MULL

The function call at 0x00409DE6 XORs the random string and the string that should be

‘encrypted’. Putting NOPs where the function call is prevents this from taking place.

KL FLIL S

BE4E0F 4|

+ BUES ESEFFFRE
» 68 FE994@88
« 65 Ba1088EE

. BE
FFz2

. B3C4 @2

« B8 129AR4888
S

E2 87226065

LEH E=l, IWURL FIK ool LEBF-1W15]
PUSH mzrll.@848339F5
PLISH 1@@8a
PLIEH ESI
EUSH DWORD PTR DS:LCEBX]

ADD

PUSH mirll BE4E9A1Z

PLISH ESI

CALL £dHP.&msucrt. strcat

[

sre
dest
iTkztreat

ASCIT "DiCHFc2 ioilmb3cbdzZF2WEZHLat=""

Continuing the program, the file jtram.conf gets rewritten, with the content in cleartext.

WINNT  system3

CasUWINNTSsystemdZ2smfm>more jtram.conf

collective7.zxyB.com collective?.zxyB.com
collective?.zxyB.com
collective?.zxyB.com

collective?

m

collective?

xyd.com

collective?
ive?.z

.z2xyB_.com

.z2xyB_.com

-Z2xyf_com
xyB_com

collective?.zxyd.com

collective?

collective?

CosWINNTssystem32smfm>_

collective7.zxyB.com

czxyB_com

collective?.

.z2xyB_.com

zxyB.com

collective?.zxyB.com
collective?.zxyB.com
collective7.zaxyB.com

collective?.zxyd.co

collective?.z

collect

It is unclear why the file gets rewritten every time the binary gets executed. The content

(collective7.zxy0.com) gets read out and written back every time the program is run.

© SANS Institute 2004,

As part of GIAC practical repository.

Author retains full rights.



6.2.2. Control of the IRCBot

To see how the IRCBot is controlled, we will check for the occurrence where string comparison
functions are being used in the module, as it will be there where the input of the IRC channel will

be processed.

strcmpi() compares two strings, regardless of case.

Occurrences of strcmpi():

RAddress

Disassenbily Corment

BE4E]1 452
BE4E1G1E
BE4EZ2E7E
BR4E22AA
Ba4a2924
BE4aZAES
BE482A03
BE402B3F
Ba402czh
BE4E2C21
BE4E2CF2
BE4E20ES
BH4EZFES
BE4E3E42
BE4E3421
BE4E34ES
BE4E3E4E
BE4E36E3
BE4E3TET
BR4a3742
BE4837AD
Ba403350
Bo404233
BE404 7R
BE404 722
BE4842CE
BEH4E42ES
BE4E4A2E
BE4E4EZD
BE4ES1FE
BE4EE2EE
BE4Ea08E
BE4EECET
BE4a3CC4
BE483015
Ba4830%7
BE4B83EES
BE4EI530
BE4E3FED
BE4E9224
BH4E83EE4
BE4E2B0E
BE4E9F 35
BE4ECIC]
BE4BETCE
BE4BESYE
BR4EECEE
Ba48ECLD
BE4BECSE
BE40ECET
BE40EDES
BE4BEDS ]
BE4BEDSE
AR 1 2RER

CALL <JHP. &mswvort._strompl >

CALL <JHF. &mswort.
CALL <JHP. &msuwcrt.
CALL <JMP.&msuwcrt.
CALL <JMP.&msuwcret.
CALL <JMP.&msuwcret .
CALL <uJMP.&mswcrt.
CALL <JMP.&mswcrt.
CALL <JMP. &mswcrt.
CALL <JHMP. &mswcrt.
CALL <JMP.&msuwcrct.
CALL <JMP.&msuwcrt.
CALL <JMP.&msucrt.
CALL <dJHP. &mswcrt .
CALL <JHP. &mswcrt.
CALL <JHF. &mswort.
CALL <JHP. &mswort.
CHLL <JMP. &msuwcret.
CALL <JMP. &msuwcret.
CALL <JMP.&msuwcrt.
CALL <JHMP.&mswcrt.
CALL <JdMP.&msuwcret .
CALL <uJMP.&msuvcret.
CALL <JMP. &mswort.
CALL <JMP. &msuwcrt.
CALL <JHMP. &msuwcrt.
CALL <JMP.&msucrt.
CALL <JHF.&mswcrt.
CALL <JHP. &mswcrt.
CALL <JdHP. &mswcrt .
CALL <JHP. &mswcrt.
CHLL <JMP.&msuwcrt.
CALL <JMP.&msuwcret.
CALL <JMP. &msuwcrt.
CALL <JMP.&mswcrt.
CALL <JMP.&mswcrt.
CALL <JMP.&msuvcrt.
CALL <JMP.&msuwcrt .
CALL <JMP.&msuwcret.
CALL <JMP.&msuwcrt.
CALL <JMP.&msucrt.
CALL <JHF. &mswort.
CALL <JHF. &msuwcrt.
CALL <JHP. &mswort.
CALL <JHP. &mswort.
CAHLL <dMP.&msuwcret.
CALL <uJMP.&msuwcret.
CALL <JMP.&msuwcrt.
CALL <JHMP.&mswcrt.
CALL <JMP. &mswcret.
CALL <JMP.&msvcrt. _strcmplil
CALL <JMP.&msvcrt. _strompil
CALL <JMP.&msuvcrt, strcmpil
JEBR NWARMEPTR AS: Fobmsunrt o Cshrmmni =1 EETR T et o e R

strcrpl
strcrp iy
strorplr
sStrorpls
strocrnplr
strompis
strorplr
strorplr
strorpis
strocrpls
strorpir
strcrpix
strompl
strcrpl
strcrp i
strcrp iy
strorplr
sStrocrplr
strorplr
strorplr
strorplr
strorplx
strorpls
strorplis
strorpis
strocrpls
strompll
strcrpl
strorp iy
strcrpi
stromplr
strocrpls
strorpls
strompls
strorplr
strocrplr
strorpls
strocrpis
strorpls
strocrpis
strompl
strcrp iy
strcrp i
strcrpl
stromplr
strornpls
strocrnplr
strompir
strorpir

strcmp() compares two strings, however, it is case-sensitive.

Occurrences of stremp():

] References in msrll-.text to msycrt.stremp ] j
Addrezs |Dlsaea§mbty }Eummént
1

BB4ED655EEHLL “dMP . Emsucrt . stromp
Ba418B02| CALL <JMP. &msvcrt.stromp >

ga41acz9
Ba418C33)

CHAHLL <JMF.&msvcrt.strcmpl
CALL <JHMP.&mswcrt.stocmpl

BB41228@|JHP OWORD PTR D5: [<&msucrt.strompi] imiucrt.strcmp

We will work our way through all these function calls, starting with the strcmpi calls.
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This is done on a ‘clean’ — unpatched, yet unpacked, version of the msrll.exe.

The string comparison commands are narrowed down to the ones that get executed whenever
something is input on the IRC channel.

6.2.2.1. IRCBot commands

There is a function call at 0x00403263 that has 2 arguments as parameters: the input from the
IRC channel and whatever commands are allowed.

BE4EZEES|] . BBET £] MOU EAX, DWORD PTR DS: [EDI+4841 T
oanzzer|| L FFae || PUSH DMDRD FTR DS: [EG(] Aras | &k vosranse
EE33. || PUSH: FTR: 05t [EBK] Fral = BESFANEE RECIL TS ESF Haoantog

| I L R T nar 1 L. DAECERS EBP BOZZCOES

4BERE ; S Feara ASCII
fpdazeen| | 74 16| | JE SHORT merl . BRdaseaE e S P
coinea | 1o Ba e[ JECIHORT nort 1 mbdaaeae R

1EEEYE B msr - ™ @ AR 22R i F
ma40527El ] o B8 FUSH ESI L ESEmRiasnit
aa4a7el| I FFES [| PUSH DWORD PTR S5: [EEP-13081 S
pe4ezzrc|| o FFTS §| PUSH DWORD PTR SS:[EEP+4CI S8 Doomees EECH
Ga4az27F(| o FFEF 4] FUSH DWORD FTR DS:[EOI+4&41 @ FS BESE ZTbit
Zosgiocnl| L FFSS € CALL DWORD PTR DS: CEBK+4] T A GBS BeeE UL
Poaceocei| b BEm ¢| HDU e BUORD PTR DS: CEENsCI ne

403 + SotER .
BB4meoE|| - BS0B || TEST EBW,EGY Bl asiRRlERHOR
BadEzzon | 1478 04| LNz SHORT merll.sm4mzese EFL @EBEBE16 (MO, HE
apdgzzoz(| 3 23EC ¢ SUB ESP, B0 576 enpty 5.2
4255 | 1 FFBS { PUSH DWORD PTR S5: [EBP-1341 black Erp i el
HE4E229E ES 46E CALL <JHMP.&msucrt.free’ free ) Qgpty q'g
so4aszhel| o 8068 FLEA ESP,DUORD PTR 5S¢ [EBP-C] = Bl
padpsEag|| o BB | POP EBM 4 A
TS LHbiSF S055 1=AHEF 3060 STE enpty B.0

STE empty H.8
ST7 emard ~ONORY OF

‘Address | Hed dump |pscin | E U BGEFERE | RSEIT TBkah™
B5913099 21 0 0 00|05 26 oF 00|00 PE 0O 2260 07 £E BR[O, . BTy, QuZCCrE| Goed145

=S

AEZZCCPE

HEZ414E58

The push at 0x00403261 points to a memory address, 0x003F3D60 (containing ASCII “?si”).

Looking at the memory region 0x003F0000 via the Memory Map —

“Dump in CPU”, we can see

the commands. | saved the dump into a file and parsed it with a Perl script [PERLSCRIPT] | wrote
for all occurrences of “?<command>" with the following results, sorted by alphabet:

20fif
?aki ck
?aop
?cd
?cl one
?cl ones
?con
?copy
?crash
?dcc
?dccsk
?del
?di e
2dir
?2dunp
?echo

?exec
?fif
?free
?get
?host nane
?hush
?i nsnod
?join
?jolt

?j unp
?kb
?ki |
?ki |l al
?ki Il sk
?l ogin
?ls

?l snod
?md5p
?2nkdi r
?nmove
?nmsg
?ni ck
?0p
?part
?pi ng
?pl ay
?ps
?pwd
?raw
?r eboot
2rdir
?r mrod

?run
?say
?set

?si
?skl i st
?snur f
?ssl
?st at us
?suns
?syn
?uattr
?udp
?unset
?updat e
2uptinme
?wget

This looks like a relative complete list of probably valid commands to control the IRCBot.
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6.2.2.2. Finding an authentication section

Looking through the code sections, one stands out: it talks about ‘PASS’ and ‘logged in’. The
section starts at address 0x00415B1B.

an46se1B]
E@42582&|
aa4a5EE0)
AR4ESEZE
BR4asEZE
AR465E21
aRdasEzz
aEdasBIs
AR4E5E28
BE4A5E3E
BE4A5E41
AR4ESEDS
HR4E5E4S
AR4E5E4C
AR4EEE4E
a?i?EEbﬂ
AR405E5E
rﬂ%dabwﬂ
aa4a5E50
AR4ESECEE
BR4ESECS
AR4E5RES
aa4a5EcA

BR4ASREC
SR4E5
BE4EH
é@laaBKG
AR4E5ETE
AR4E5ESS
AR4a5E27
AR4E5E22
aadasEsn
AR4a5E2E
aEda5E21
BR4a5ERS2
AR4E5E2S
aR4asEoE
AR4A5E9E
AR4E5ESF
BE4ASEAG
29485ER1

. 58441 53 53-@
&L

-1

3 14
. 8BoS SCZEE0aa
. R3 BZoQEnEg

7S 53

. B2VA 64 Ba
g 4l

« A% 106008860
rd 46

. B3EC 83

- 68 1BSB40BEE
« FFF2 B4

. E2 BOFDFFFF
. 3304 18

. BECH

wrd 2F

. 2B22 FLenEaan
. A2 Booaalen
- 22

. BD BEaEalBEa
. 8383 FEBBBBBB
. B3EC

« 538

. B2 ZBSB4BE0
- 56

. FE¥E 1@

. BR B2

« E2 ESEZFFFF

23c4 26

} gDes Fa

ASCII '"PASS™, 8

ASCII "Hs logged in™, @

FUSH EEBF

How EBF, ESP

FUSH ESI

FPUSH EBX

Mo EC, OWORD FTR S5: [EEBP+21]
Moy ESI,OWORD PTR SS: [EBP+C]
MOU EBEX, OWORD FTR S5S5:[EBF+141
HMOU ERH, OWORD PTR DS: [ESI+2B5C]
TEST ERX,.2

JHE SHORT msrll.H0485E9E

CHF DWORD PTR DS:LCEDX+41,8
JE SHORT msrll.B0485E9E

TEST EAX, 1@

JE SHORT msrll.B0485E9E

SUE ESP, 8

PUSH mzrll.BR485E1B

PUSH DWORD PTR DS: [EDH+4]
CALL mgrll.@@485872

AOD _ESF, 18

TEST EHX ERX

JE SHORT msrll.B0485E9E

MOL ERS, OWORD FTR DS: [EBX+FC]
TEST EARH, 10088

JHZ SHDHT msrll BE4E5E9E

| OR. EAX,

BEEE
Mo DMDHD PTR DS: CEEX+FC], ERX
SUB ESP, EC
FUSH EB
FUSH mzrll. BE485E28
FUSH ESI
FUSH OWORD FTR S5:[EEF+1G1]
FUSH 2

CALL rmzrll.@@484421

AOD ESF, 268
LER ESP DWORD PTR 55: [EEP-21

I_ni--'u

fro? = BE4BSEIE ASCII "PASST
wet L L. BE4EEE72

=l
Hrg4 = BE4EEE26G ASCII "Hs logaed in™
1.. -D
- '\:.’_
Aeal = BEEEEEEZ
merll.B84E44581

| am not sure when the program jumps to this section. Checking the call trace (CTRL-K in
OllyDbg) for every reasonable command in this section does not reveal anything. | am guessing
that the command that jumps to this section gets its jump address dynamically, by pointing at
register content rather than fixed addresses. If the program can be tricked to jump to this section,
we may be able to gain control over the bot.

The place where the authentication has been successfully verified might be at around
0x00405B87. That is the location in the code where arguments are getting supplied to the
function call at 0x00405B93 that then jumps over to 0x00404481.

| am lacking the assembler knowledge to accomplish the jump to this authentication section or to
00x00404481 without crashing the program (I tried modifying calls to point to that location
instead, but got access violations), so this is where | stop the code analysis section of this paper.
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7. Analysis Wrap-Up

Analysis Wrap-Up - 15 points

Based on your analysis, what is the malware specimen's capabilities? What does it do?
Who would use the program? What defensive measures can you derive from your
analysis to prevent future attacks by this specimen and eliminate current infections?
What other information can be deduced about the program?

7.1. Capabilities of the Specimen

- installs itself as system service under fake name (‘RLL System Drive’) that starts
automatically on system start-up
- features an integrated IRCBot that connects to an external IRC server, joins a predefined
channel and waits for orders
- cycles through different ports on the IRC server in case a port is not reachable
- when kicked off channel, joins back in automatically
- opens a shell on the infected machine on port 2200
- vast list of commands enable in-depth control of the IRCBot
0 IRC-typical commands such as DCC support, commands for maintaining channel
control
o Remote control of the infected system: show contents of directories, remote
download files, crash/reboot the system, modify filesystem (mkdir etc), execute
commands on system (run)

o Clone
0 ability to launch syn-, smurf- and jolt-based Denial-Of-Service attacks [SMURF],
[JOLTZ]

Note: regarding the comments about the list of commands above: since | was not able to gain
control over the IRCBot in the previous section, | assume that the commands that were found
in memory are valid commands. | interpreted the functionality of those commands by the
names of those (i.e. ?jolt launching a jolt attack, ?mkdir creating a directory on the infected
host etc).
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7.2. Behaviour

Summary of behaviour: upon execution, the binary

- creates a directory in Winnt\System32 called mfm

- copies itself over

- executes itself from the new location

- tries to read in a configuration file, jtram.conf in that directory and re-writes that file. If the
file does not exist, it uses its default configuration (the IRC server it connects to is set to
collective7.zxy0.com)

- deletes the original file

- installs itself as a system-service, using a description of ‘RLL enhanced drive’, set to start
automatically at system start-up

- opens listening ports on the infected machine, TCP 113 for Ident service to supply
information to querying IRC server/s, TCP2200 for a backdoor shell

- connects to an IRC server, trying pre-set ports until successful. Uses randomly created
nick name and user identification string

- logs into channel #mils and waits for input

7.3. Audience that would use this Malware

The target audience that would use this malware would be people desiring to gain control over
Windows-based host systems. The program can be used to control and modify an infected
system, provide support in controlling IRC channels, host files for (illegal) distribution (files would
be accessible on the infected system per IRC DCC sessions) and to launch Denial-Of-Service-
based attacks on other systems.

7.4. Defensive Measures

The following measures should always be implemented:

- users must be educated about the risks involved with accessing (local and remote) sites
in the Intranet and the Internet; the dangers of visiting untrusted sites; the use of
untrusted applications; the risks involved with e-mail (opening attachments for example)

- systems must always be patched up to the latest revisions to make sure that the
operating system or installed applications do not facilitate a local or remote compromise

- hosts need to be locked down according to strict security standards, locally as well as on
the network-level. Defense-in-Depth should always be employed: the securing of devices,
systems, applications, networks, access on multiple levels to enable a maximum level of
protection

- local protective and defensive measures should include the use of anti-virus scanners,
host-based firewalls, strict security policies that are applied locally and on the network as
a whole

- network-based defensive measures should include intrusion detection and —prevention
systems, firewalls, router/switch-based access lists

- applications that can be used by users and that access untrusted destinations should be
restricted to an absolute minimum (e.g. only use internal instant messaging if at all,
prohibit the use of other instant messengers, chat applications like IRC etc, restrict
website access to a limited number of sites — at least communicate what kind of websites
are not approved to be accessed)

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



7.5. Other information

Using the name of the configuration file, jtram.conf, as keyword with Google, | found out that
“Troj/Tometa-A - BKDR_TOMETA.A” is the real name of the program. It is classified as a Trojan.

Excerpts from the information page [TRENDMICRO]:

[..]
Details:

Installation and Autostart

Upon execution, this nenory-resident backdoor programcreates the folder nfmin the
Wndows systemdirectory. It then drops the following files in the said fol der:

MSRLL. EXE - nain mal ware executabl e

JTRAM CONF - non-malicious data file used by the malware

It creates the following autostart entry on Wndows 95, 98, and ME to ensure its
execution at every system startup:

HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t\

W ndows\ Curr ent Ver si on\ Run

R | enhanced drive = "¥systenfAnfm nsrl | . exe"

(Note: %Bystentbis the Wndows system fol der, which is usually C \Wndows\System on
Wndows 95, 98 and Mg, C. \WNNT\ SystenB82 on Wndows NT and 2000, and C: \ W ndows\ Syst enB2
on Wndows XP.)

On Wndows NT, 2000, and XP systens, it attenpts to add itself as a service using the
nane R | enhanced drive by adding the follow ng registry key:

HKEY_LOCAL_MACHI NE\ Syst em Cur rent Cont r ol Set\ Servi ces\ nfm

Backdoor Capability

Thi s backdoor program attenpts to connect to the Internet Relay Chat (IRC) server of
col l ective7.zxy0.com |t cycles through renote ports 6667 (default |IRC port), 9999, and

8080 when attenpting to connect to the server.

Once connected, it then joins a channel, where it awaits for comands froma renote user.
It also listens for comands fromthe TCP port 2200.

O her Details

I't arrives Aspack-conpressed.
[..]

Since | am running Windows 2000, as mentioned in the first section of this paper, the trojan did
not create a key under HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Curr ent Ver si on\ Run, it
only installed itself as a service.
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8. Appendix
8.1. References

[DOGS]
http://www.campsitstay.com/Kiki_Neo.jpg
- my kids, Kiki and Neo (left to right)

[IDAPRO]
http://www.datarescue.com/

[OLLYDBG]
http://home.t-online.de/home/Ollydbg/

[SYSINTERNALS]
http://www.sysinternals.com/ntw2Kk/utilities.shtml

[BINTEXT]
http://www.foundstone.com/

[REGSHOT]
http://www.snapfiles.com/get/regshot.html

[WINZIP]
http://www.winzip.com/

[SANSCLASS]
This file was obtained through the SANS GREM course

[FILE]
http://gnuwin32.sourceforge.net/packages/file.htm

[ASPACK]
http://www.aspack.com/

[INDEXDAT]
http://www.exits.ro/index-dat-files.html

[ASPACKUNPACK]
http://biw.rult.at/tuts/mupaspack.rar

[JOLT2]
http://downloads.securityfocus.com/vulnerabilities/exploits/jolt2.c

[SMURF]
http://www.sans.org/resources/idfag/smurf.doc

[TRENDMICRO]
http://www.trendmicro.com/vinfo/virusencyclo/default5.asp?VName=BKDR_TOMETA.A
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8.2. Perl script to extract commands

[PERLSCRIPT]

#! [ usr/ bi n/ perl

$MEMFI LE=$ARGV] 0] ;

chomp ($MEMFI LE);

print ("MEMFILE i s $ARGV[0]\n");

open( | NPUT, "$MEMFI LE") | | di e("cant open $MEMFILE. \n");
@rent i | e=<| NPUT>;

cl ose( | NPUT) ;

foreach $line (0..$#menfile)

chonp ($nenfile[$line]);
if($menfile[$line]l=~/(\2\wt+)/)

$cnd=$1;
print("$cnd\n");

}
elsif ($menfile[$line]l=~/(\2\1\w+)/)
{

$cnd=$1;
print("$cnd\n");
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