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Introduction 
At the Malware Domain List web site (Malware Domain List, 2009) simply input 

listed. This reflects how popular malicious PDF files are as a malware carrier currently. It 

is difficult for end users to realize that popular sites and PDF files sent by friends may 

actually be infected with shellcode and exploits. Besides PDF malware, fake anti-virus 

software is also popular as a payload downloaded to victim machines luring end users to 

voluntary click to scan their computers, installing a malicious executable payload. 

As the chosen sample contributes to a blended malware threat, once end users 

click on the malicious links that could be stored in forums, advertisements, adult content, 

free software, Internet auction and social networking portals or sent via email and instant 

infected, to maximize the chance of success, the attacker packages the malicious 

executable payload as free anti-virus software, prompting end users that the software has 

detected that their machines are infected with several high-risk viruses and worms, 

suggesting end users that a free scan may eliminate the threat.  Falling for a social 

the download of other malicious software. This social engineering attack can result in a 

user giving their personal information to attackers and putting themselves at greater risk. 

Also, once the application is installed on their computer, it is typically very hard to 

remove the unwanted software. The application pop-ups (anti-virus, firewall or security) 

that take place is typically the last part of the chain of events. In this paper, infection path 

and behavioral analysis, unpacking and code reverse engineering against the malicious 

executable will be collaborated. 

The second vector analyzed is a PDF malware. We have seen many Zero-Day 

exploits being carried by documents. As keylogger, sniffer, Trojan downloader and 

backdoor are increasingly detected and quarantined by current security products attackers 

have adapted. They have changed their threat carrier to be stealthy and undetectable by 

end users and PDF have become the target of preference. The reason attackers prefer 
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PDFs as the exploit carrier is because it is easy to thwart PDF parsing PDFs can have 

various types of metamorphism including embedding a PDF file into another PDF file; 

PDF file can be split into many files referring to each other; PDF objects can be 

embedded into a compressed stream object; Strings in the PDF file could be encoded in 

different ways including ASCII, octal, hexadecimal and in different charsets; Streams can 

be compressed with many cascaded algorithms, objects can appear in the file in any 

order. The most challenging part is that malicious code and script could be easily hidden 

in the PDF file and cannot be detected easily by various anti-virus and malware sandbox 

websites (Raynal & Delugre, 2008). More often than not, PDF malware will include 

multiple payloads and exploits to maximize the chance of success. This evasion 

technique presents significant challenges to malware analyst. 

To improve the art of malware analysis, more collaboration between researchers 

would be required. Our intention is starting from the basic and behavioral analysis once a 

chosen malicious site is visited, carry out code reverse engineering over the executable 

payload, extract and analyze the PDF payload from the behavioral and static code 

analysis perspectives, which will help facilitate a thorough understanding how the entire 

chained threat, malicious executable payload and PDF malware work.  

This paper is written with the expectation that the readers have a basic 

understanding of the usage and purpose of the tools utilized, programming logic and the 

basic configuration of a virtual environment. For PDF malware analysis, readers are 

expected to understand the header and section structures of PDF file (Adobe Systems Inc, 

2000, 2001)(Stevens, 2008). 
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1. Lab Setup 
1.1. Controlled Test Environment Setup 

The analysis was conducted with the following environment set up for the host 

system and guest system in a virtual environment. 

Host System 

! Operating System: MacOS 10.6 

! Network: Internet connectivity in NAT mode 

! Hardware 
 Processor Name: Intel Core 2 Duo 
 Processor Speed: 2.66 GHz 
 Number Of Processors: 1 
 Total Number Of Cores: 2 
 L2 Cache: 3 MB 
 Memory: 4 GB 
 Bus Speed: 1.07 GHz 

! Virtual Machine Software: VMWare Fusion (Version: 2.0.6) 

Virtual Guest System 

! Operating System: Windows XP SP2 English 

! Network: Internet connectivity in NAT mode 

 

Controlled Environment and Principle 

To establish a strict cause and effect in the absence of certainties, we will set up a 

controlled environment. A clean virtual environment image snapshot is taken 

before malware execution to capture relevant and reliable findings.  Furthermore, 

before and after malware analysis, all the payloads and samples should be 

archived and protected with a password to prevent accidental escape or accidental 

triggering.  As other payloads will be downloaded from the Internet, it is required 

to safeguard both incoming and outgoing network connection to prevent possible 

mass infection. 
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1.2. Required Tools 
1.2.1. Registry, Process and Network Monitoring 

To perform a comprehensive study on the infection path, tools for monitoring and 

recording any changes in registry, network traffic, processes and file system are crucial to 

malware analysis.  

 Regshot (TianWei, 2008)is a small registry compare utility that allows you to 

quickly take a snapshot of your registry and then compare it with a second one. 

 Process Explorer (@"??;)%>;=$+(E33OV(finds out what files, registry keys and 

other objects processes have open, which DLLs they have loaded, and more. This 

powerful utility will even show you who own each process. 

 Capture B A T (/$-(W%)-*)-#(I&%X-=#(Y-L(Z-686)5(,$6B#-&+(E33[V( is a 

behavioral analysis tool for applications in the Win32 operating system family. 

Capture BAT is able to monitor any state changes of a system during the 

execution of applications,  

 Network Miner (WX-8:>;.+(E33OV(is a Network Forensic Analysis Tool (NFAT) 

for Windows that can detect the OS, hostname and open ports of network hosts 

through packet sniffing or by parsing a PCAP file. Network Miner can also 

extract transmitted files from network traffic. 

1.2.2. Packer Detection, Disassembler and Debugger 
The following tools were used for binary code analysis and reverse engineering: 

 DU MPBIN (Microsoft, 2009) provides information about the format and symbols 

provided in the executable, library, and DLL files. 

 PE iD (Jibz, Qwerton, snaker & xineohP, 2009) detects most common packers, 

cryptors and compilers in the PE file. The Portable Executable (PE) format is a 

file format for executables, object code, and DLLs, used in 32-bit and 64-bit 

versions of Windows operating systems. The term "portable" refers to the format's 

versatility in numerous environments of operating system software architecture. 
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The PE format is a data structure that encapsulates the information necessary for 

the Windows OS loader to manage the wrapped executable code. 

 ID A Pro Disassembler (Hex-Rays, 2009), a disassembler commonly used for 

reverse engineering. It supports a variety of executable formats for different 

processors and operating systems. It also can be used as a debugger for Windows 

PE, Mac OS X Mach-O, and Linux ELF executables.  

 OllyDbg (Yuschuk, 2009) is a debugger that simplifies binary code analysis, 

which is useful when source code is not available. It traces registers, recognizes 

procedures, API calls, switches, tables, constants and strings, as well as locates 

routines from object files and libraries. 

1.2.3. PDF Analysis Specific 
The following tools are specifically for PDF analysis. The functions of those tools 

cover analysis of PDF file header, extraction and identification of PDF components, 

decoding and decompression. 

 PD F Parser \]#->-)?+( E33O6V( extracts key elements of the PDF file without 

rendering it and it could decompress the data streams. 

 PD FiD \]#->-)?+( E33ODV( identifies PDFs that contain strings associated with 

scripts and actions. 

 O rigami (J-8"0&-+( E33FV( is a Ruby framework for parsing, analyzing, 

modifying, and creating PDF files. 

 W epawet (R,]^(,%:B"#-&(]-="&;#*(16D+(E33OV(can automatically analyze some 

aspects of malicious PDF files. 

 

1.2.4. Script Debugger and Deobfuscation 
 Malzilla (]B6?;=+( E33OV<(  can extract and decompress zlib streams from PDFs, 

and can help deobfuscate JavaScript. 

 Microsoft Script Debugger (Microsoft, 2005) could support character-based 

debugger so as to overcome the anti-debugging capability of malicious script 

function. 
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1.2.5. Automatic Malware Scanner 
 VirusTotal (W;?B6?-=, 2009) can scan files with multiple anti-virus tools to 

identify malicious files. 

 ThreatExpert (ThreatExpert, 2009) can provide automatic malware and virus 

scan. 

 

!
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2.  Analysis 
2.1. Methodology 

To begin with, we have picked a recently reported malicious site from the Malware 

Domain List 

malware that was reported on 13 Dec 2009 and hosted at http://izediotia.info/cgi-bin/ae. 

This site was taken down on 21 Dec 2009. The reason of choosing this malicious site is 

because it exhibits a comprehensive infection path and contributes popular malicious 

payloads including fake anti-virus and PDF files to our analysis.  

For our approach, we not only analyze malicious PDF document but also dissect the 

entire infection path and executable payload after clicking into the malicious site. We will 

break down our analysis into two major phases: 

1. Infection Path and Executable Payload Analysis  After visiting the site, any 

changes, additions and deletions of registry entries, processes, files and network 

traffic will be recorded. Deobfuscation of script will be conducted to understand 

how the code functions. As the executable payload is downloaded from the 

malicious site, we will unpack the executable and reverse the code to uncover 

any artifacts and dormant logic that do not show up in behavioral analysis. 

2. PD F Malware Analysis - This phase focuses on analyzing the malicious PDF 

file. We open the malicious PDF file with Adobe PDF reader and let it do its 

dirty job. The behavior is recorded and analyzed postmortem. Rendered with a 

PDF reader and its behavior will be recorded and analyzed. Afterwards, we 

carry out intensive analysis and multiple rounds of code deobfuscation and 

debugging activities, uncovering the purpose of the script embedded in the PDF 

file. 

2.2. Preparation 
! If you don't go into the cave of the tiger, how are you going to get its cub? "

#,$;)-?-K/%%8?<=%:+(E33FV""
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Before visiting our targeted malicious site, we started off with a clean slate 

including snapshot a clean Windows XP SP2 image in a VMWare environment, start 

Process Monitor, Process Explorer and Capture BAT to monitor any modification in 

processes and files, taking a registry snapshot with Regshot and finally execute a 

Network traffic monitoring tool called Network Miner which could monitor the 

established sessions and extract any suspicious payloads. 

(

2.3. Infection Path Analysis 
2.3.1. Walkthrough the infection path 

Once the site is loaded, in Process Explorer, a clspackxq.exe process immediately 

started as a parent process and there is a child process called wscsvc32.exe initiated under 

it. After a minute, a box suggesting user to download Anti-Malware pops up. Without 

clicking into it, it alerts and warns user within regular time interval that the workstation 

has been infected with different types of worms and Trojans. If the user chooses to reject 

the installation request and pop-up, it will start the installation without user authorization. 

(Figures 1 and 2) 

 

Figure 1: A pop-up box to download a FREE anti-malware scanner 
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Figure 2: The Anti-Malware is automatically executed without user interaction 

2.3.2. Registry 
Comparing the pre-infection state with the output of Regshot (Figure 3), a registry 

entry has been added for clspackxq.exe (Figure 4). In addition, clspackxq.exe, 

dhdhtrdhdrtr5y and wscsvc32.exe are added under C:\Documents and 

Settings\malware\Local Settings\Temp.   

 

Figure 3: Regshot Output 

For more detailed analysis on changes of process, registry and file, we could refer 

to the findings from Capture BAT (Figure 4). With reference to the figure shown below, 



!

© 2010 The SANS Institute   Author retains full rights.!

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

"#$!%&'(#)*)&'+!,!-./0!.-12!1.03!0045!.567!5895!.467!:;83!-/;0!383;!

Comprehensive Blended Malware Threat Dissection!  

(

!)#$%)*+(,$-".(/")0+(1!2+(3456&.78%*590:6;8<=%:( ( (GE(

eabe.exe is the process that creates the clspackxq.exe file under Temp folder. eabe.exe 

also set the value of registry of Anti-Virus notification of Microsoft Security Center in 

victim machine and assign clsapckxq.exe  

 

Figure 4: Capture BAT Output 

2.3.3. Process 
Once the malicious payloads are planted into the system and registry entries are 

added, processes clspackxq.exe and wscsvc32.exe are executed. We find that 

wscsvc32.exe is a child process of clspackxq.exe (Figure 5). 

 

Figure 5: Two suspicious processes are created. 

2.3.4. Network Traffic and File System 
For more in-depth network analysis, we have used Network Miner, which helps 

dissect the protocol, showing the session establishment sequence (Figures 6) and 

permitting the extract of files from network traffic in a user-friendly fashion (Figure 7). 

Furthermore, using Network Miner, we can obtain the malicious host information (Figure 

8). 
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Figure 6: The session establishment sequence once clicking into malicious site 

 

Figure 7: Payloads download sequence and file extraction 

 

 

Figure 8: Information about the host that contributes to malware outbreak 
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From the Network Miner output in Figure 7, we extract Setup.exe and 

Setup1.exe.that were being transmitted over the wire. Here are the characteristics of the 

samples: 

Payload Characteristics 

Setup.exe 
 

File size: 671,744 bytes  
File MD5: 0xE702759DC1073A591B05458F5D754077  
File SHA-1: 0x898BBB58AE24EEE0615B85452F5FD269F6957024  

Setup01.exe 
 

File size: 70,144 bytes  
File MD5: b682e6059a767dc8f929d8fbee53d0ba  
File SHA1: 471149f821c33a7f0819b27c6a3d248af162e212 

 
We have submitted Setup.exe and Setup01.exe to ThreatExpert and VirusTotal. 

for automatic malware scanning. It shows that Setup.exe is a fake Anti-virus payload and 

Setup01.exe is a Trojan Dropper which is a trojan dropper is usually a standalone 

program that drops different type of standalone malware. It would be beneficial to 

incident response team to learn the characteristics and behavior immediately from 

automatic malware sandbox so as to response to the threat including virus definition 

update and vulnerability patching. The executables are identified to be fake anti-virus 

malware and Trojan Downloader respectively.   

 Analysis of Setup.exe 

! VirusTotal Analysis: 

 http://www.virustotal.com/analisis/eb7aa34b8cc4ff65f2c87e85d0cc32

5658e5af33b4675d123b0f5e1e6186a5b7-1262187931 

! Threat Expert Analysis: 

 http://www.threatexpert.com/report.aspx?md5=e702759dc1073a591b0

5458f5d754077  

 Analysis of Setup01.exe 

! VirusTotal Analysis: 
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 http://www.virustotal.com/analisis/04b9e89898ed5a7b415c1725e9b1f

4bcc1e124ba9afa805ba359cea0bd417471-1262196400 

! Threat Expert Analysis:  

 http://www.threatexpert.com/report.aspx?md5=b682e6059a767dc8f92

9d8fbee53d0ba  

Once Setup.exe is executed automatically without user interaction, from the trace 

output of Capture BAT, we found that four different files are created under 

C:\Documents and Settings\malware\Local Settings\Temp, which match the scanning 

report from ThreatExpert.The created files are shown in Figure 9. In fact, dhdhtrdhdrtr5y 

is the backup file of clspackxq.exe. 

 

Figure 9: Downloaded payload in file system 

We would like to summarize the payload characteristics with the following table: 

Payload F ilename Characteristics 

Clspackxq.exe 

and dhdhtrdhdrtr5y 

File size: 671744 bytes 

MD5: 70f6b2522ecf2e51b98e737fdb3cf81e 

Wscsvc32.exe File size: 524800 bytes 

MD5: e5d537b5a8d02539a1b75e2197ea15df 

Installer.exe 

 

File size: 94720 bytes 

MD5: 38c5da007e2394c965c8ebc4b7056836 

 

wscsvc32.exe and installer.exe are identified as Trojan and fake anti-virus 

software by various brands of anti-virus vendor through VirusTotal sandbox. (Figure 10) 

C%&(=8?B6=.4S<-4-+(;#(;?(?"D:;##-5(#%(/$&-6#N4B-&#(7%&(6"#%:6#-5(?=6));)0<(2#(
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&->-68?(that the value of AntiVirusNotifyDisable of 

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Security Center] is set to empty. 

In addition, it creates registries under [HKEY_CURRENT_USER\Software\Mozilla]. 

These results cannot be found from using Regshot and Capture BAT. The detailed 

automated scan analysis can be found from this URL: 

$##B'__LLL<#$&-6#-4B-&#<=%:_&-B%&#<6?B4`:5Ta[37UDETEE-=7E-TGDOF-[Q[75DQ=7

FG-((
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.

 

Figure 10: Automatic Sandbox Scan Result on wscsvc32.exe 

2.3.5. Summary 
From the above behavioral analysis, it gives an overview how the infection works 

and analysis are covered in registry, process, network and file system with manual and 
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automated approaches. After, the payload is executed, it download Trojan downloader 

and install fake anti-  

 

2.4. Code Analysis and Deobfuscation 
2.4.1. Static Code Analysis on clspackxq.exe 

In this section, apart from the behavioral and automatic sandbox analysis, it would 

be worthwhile to discover some hidden artifacts from the executable payload called 

clspackxq.exe with IDA Pro disassembler. 

Unpacking and Obtain O riginal Entry Point (O EP) 

No packer is found in clspackxq.exe in PEiD (Figure 1), however, once we click 

the  button the entropy value (Lyda & Hamrock, 2007) indicates that is likely 

packed (Figure 2). For more detailed analysis including inspecting file dependencies, 

DUMPBIN can parse a suspect binary to provide information about the file format and 

structure, embedded symbolic information, as well as the library files required by the 

program (Aquilina, Casey & Malin, 2008). 
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Figure 1: PEiD  Nothing is found on packer information 

 

 

When clspackxq.exe is loaded into IDA Pro disassembler, it displays that it is 

packed and most of the functions could not be disassembled (Figure 3).  
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Figure 3: Code is packed 

To unpack the executable, Original Entry Point (OEP), which is a point where the 

program has been decoded and unpacked successfully, should be obtained. In our 

analysis, we located OEP with ESP Rule/Trick (or called Stack Pointer Rule) 

(H=@-*)%85?+(E33F). The principle of ESP Rule/Trick is defined as to ensure the original 

executable executes correctly, most packers will restore the stack level (referred to as 

ESP for Intel IA32 processors) to the original value when the packer codes start to 

execute. 

Firstly, loading the sample into OllyDbg, we press F8 (Step Over) twice. 

Afterwards, once first two pushes are stepped over, a hardware breakpoint is set on ESP 

register (Figure 4). That means the program will be interrupted upon any changes in ESP 

register.  
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C;0"&-(P'(]-##;)0(W6&5L6&-(^&-6.B%;)#(

After clicking the F9 button (Run) twenty times in OllyDbg, scrolling the screen 

downward, a CALL to the function at 00401E90 is found at address 00407479, we set a 

breakpoint there and press F9 until stop at 00407479. Next, the breakpoint is removed 

and we press F7 to step into the function at 00401E90 (Figure 5).  The reason to examine 

this function is because there is a long jump in stack from high memory address at 

00407479 to lower memory address at 00401E90, it would be possible that unpacking 

operation has completed, hitting the Original Entry Point (OEP) of the program.  
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C;0"&-(T'(!(8%)0(X":B(;?(5;?=%>-&-5(

(
Finally, we have reached an address 00401E90 but it does not show any assembly code. 

In the page, we 

shown below figure.((
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C;0"&-(U'(!)68*b-(,%5-(

A disassembled code page is displayed and 00401E90 is probably an Original Entry 

Point. We simply dump the debugged process from OllyDbg as unpacked executable and 

load it in IDA Pro Disassembler. (Figure 7) 
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!
Hidden A rtifacts from Unpacked Payload 
 

Once it is loaded into IDA Pro Disassembler, a program flow is presented in a 

Control Flow Graph (CFG) facilitating more straightforward reverse engineering (Figure 

9). It is nice for readers to be familiar with this software when working on executable 

N608-+(E33FV. Most of the 

functions match the findings in behavioral analysis. Meanwhile, we have attempted to 

reverse major routines and rename them for ease of follow up later (Figure 8). Here is the 

description of the reverse-engineered functions: 

(
Function Name Function Description 
"#$%&'%(#)*$+,-,!./0$)1
2$3#44
!

Read in the temporary path name with malicious 
payload. 

5#)"#67#89!&'),*$+:$;#44 Create registry entries and disguise as a legitimate 
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! Anti-Malware software 
5+##<2=<#'>5?5@?AB44
!

Sleep for 15000 milliseconds and then create 
Wscsvc32.exe process. 

C$-D.<*$+,-,!./E,+#44
!

Simply backup clspackxq.exe as dhdhtrdhdrtr5y 

F,/$G+#?.;;#')0;!-#//&'
%"#<+$-#>,)1*$+,-,!./0;
!-#//444
!

Disable the original system files and DLLs and 
 

5#)"#67#8E!;?+/<$-DHI44
4
!

Set up registry entries for Clspackxq.exe. 

?;#$)#*$+,-,!./0;!-#//44
!

Create and open Wscsvc32.exe process 

!

(
C;0"&-(F'(I&%0&6:(C8%L(%7(R)B6=.-5(,8?B6=.4S<-4-(



!

© 2010 The SANS Institute   Author retains full rights.!

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

"#$!%&'(#)*)&'+!,!-./0!.-12!1.03!0045!.567!5895!.467!:;83!-/;0!383;!

Comprehensive Blended Malware Threat Dissection!  

(

!)#$%)*+(,$-".(/")0+(1!2+(3456&.78%*590:6;8<=%:( ( (EU(

!
"#$#%&#'!(%)*%+,!-.)/0!
(
(
,688("#+'12'3#45+.676)8&(+49:+,#d(
(
JK4L*$+,-,!./4K,+#4-+/<$-DHIM#H#4,/4K!.'%4K;!34)1#4)$;6#)4K,+#4<$)14$'%4444
K!+%#;N491#'4
4444?$++4"#$$%&'%$()"*"+*,-O4
P+/#4
4444JK4L5#)"#67#89!&'),*$+:$;#4,/4/.--#//K.+N491#'4
4444444?$++4=<#'&'),*$+:$;#"#6,/);8Q.#;8R,-#'/#O4

4JK4L=<#'&'),*$+:$;#"#6,/);8Q.#;8R,-#'/#4,/4/.--#//K.+N4
44444?$++4./012%3/#40456784#$O4
4P+/#4
44444?$++4947/:#$*6;;$(<=;50$77>(?@$%#/0$)4<A3/#404567=;50$77B4
44444?$++4"$<@$CD$E85;*#7%/01FGB4
44444?$++4*;$/<$3/#404567=;50$77O4
44444?$++4./016%3/#40456784#$O4
4P'%JK4

4444P'%JK4
P'%JK4

(
C;0"&-(O'(I&%0&6:(C8%L(%7(,8?B6=.4S<-4-(

(
Meanwhile, it is worthwhile to highlight two hidden artifacts that IDA Pro disassembler 
has revealed: 

 

;6''#2!1%46<+74!=>0!Take ownership over the wscsvc service  

When calling function DisableCurrentProcessAndReplaceWithMaliciousProcess, 

it disables anti-virus notification flag of the Microsoft security center in the victim 

machine, stop the current legitimate wscsvc32.exe service and try to take owner of the 

legitimate system files for wscsvc services and replace it with malicious files. (Figures 10 

and 11) 
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Figure 10: Stop current wscsvc32 service and disable wscsvc to start 
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Figure 11:  Take ownership of and rename the system files 

 

(
Figure 11:  Take ownership of and rename the system files - Details 
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Hidden A rtifact #2: A ttempt to download Installer2.exe 

The URL shown below attempts to download Installer2.exe from a Ukraine site. 

However, it is not referred and used by any functions. (Figure 12) 

(
Figure 12:  Download installer2.exe 

 

2.4.2. Script Obfuscation in HTML 
Apart from studying the infection path and executable payload, we would like to 

study obfuscated code in malicious HTML page seen after clicking into 

http://izediotia.info/cgi-bin/ae. This is the HTML page which is first loaded in the victim 

browser and the source code is likely obfuscated for stealthy purposes. Prevented from 

interacting with the malicious HTML page directly, we simply load the malicious page 

source code under the Download tab in Malzilla (Spasic, 2009). It is found that the script 

is obfuscated and cannot be read and understood. Our objective is to deobfuscate and 

analyze pJXv4b4_J5__x function. 

Firstly, we create another HTML file containing the extracted Javascript code and 

load it into Internet Explorer with the Microsoft Script Debugger installed. As 

argument.callee is found in the script function, it is possible that self-defense and 

integrity checking of the script may be performed so as to prevent debugging by others. 

However, it is fortunate that it is not. There is no check on the function length or its size. 

In Figure 1, we have reformatted the code and put eval()  in a single line of code. For 

debugging and showing the deobfuscated result in eval(), a debugging keyword 

eval() . Finally,  We load 

this reformatted HTML page in the browser and Microsoft Script Debugger is fired up. 

Afterwards, the deobfuscated eval() value could be displayed immediately when we input 

P27_13h8oe2K2 in the Command Window in the debugger (Figure 2) . Finally, We 

could find the payload download URL shown in Figure 3.  
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However, portion of URL after http://izediotia.info/cgi-bin/ae does not match to 

the loaded URLs in Network Miner, We could attribute the difference to the randomly 

rewriting portion of URL. 

 

 

 

Figure 2: Command Window: Code in eval() is deobfuscated with inputting 

function name 

 

Figure 3: Payload URL is shown 
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2.4.3. Summary 
From the above static code analysis, detailed code logic dissection is presented via 

unpacking and reverse engineering. From script deobfuscation, attacker has attempted to 

hide the payload download path from the malware analyst and facilitate stealthy 

approach.   
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2.5. PDF Malware Analysis 
From the above analysis, we have figured out the infection path and there are several  

payloads downloaded to the testing victim machine. One of the payloads found is a 

malicious PDF file. In this section, we focus on the analysis of the malicious PDF file.  

As the suspicious PDF file is extracted from Network Miner that disassembles the 

network traffic and put any files classified by various source IP addresses under 

AssembledF iles folder. Let me present its characteristics as below. 

4
E,+#4/,S#T4UVVA4G8)#/4
*FW4T4UXY%%XZ-W#UA%WKZ%UUU#B[[#XZK\YGW!
5]&\T4%W$$#[GVK-GKX#[YW\-UKVKVUWWAXBK%XU[BG%GX!
4

The suspicious PDF file has been submitted to Wepawet (UCSB Computer Security Lab, 

2009),which is a service for detecting and analyzing web-based malware. It currently 

handles Flash and JavaScript files, but there is no finding shown (Figure 1). Do you think 

this PDF file is not malicious? 
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C;0"&-(G'(]=6)(&-?"8#(7&%:(A-B6L-#(

(

2.5.1. Behavioral Analysis 
In behavioral analysis, again, we need to make pre-analysis preparation as in Part 

2, once opening the malicious PDF file, it is found that it also tries to download setup.exe 

and setup01.exe (Figures 2 and 3). The findings from behavioral analysis are the same as 

those in Part 2. Let me proceed on code analysis against downloaded malicious PDF 

sample and understand its function in the next section, whether it matches our finding in 

behavioral analysis. 
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Figure 2: Sessions created after suspicious PDF is executed 

 

Figure 3: Downloaded files extracted by Network Miner 

 

2.5.2. Static Code Analysis 
Firstly, We examine the file header of the target PDF file with a python program 

called PDFiD (file name is pdfid.py) (Figure 4) and detailed structure and object layout 

with pdfscan.py (Figure 5) from the Origami PDF analysis package which is a Ruby 

framework designed to parse, analyze, and forge PDF documents (Delugre, 2008). It is 

found that there exists stream and Javascript objects as well as OpenAction event. Stream 

object is an object with association of a dictionary and raw data to be processed in a PDF 

file (Raynal & Delugre, 2008). PDF could contain Javascript object, when the victim 

opens a PDF file, OpenAction event is triggered and malicious Javascript code is 
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executed. It is popular that malicious and obfuscated Javascript(s) are embedded within 

stream object.  

 

Figure 4: View PDF file header and objects with pdfid.py 
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Figure 5: View detailed PDF header and structure with pdfscan.py in Origami 
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Once we have simply shown the malicious PDF file in command windows. The 

data in stream section is encoded with F lateDecode scheme and unreadable characters are 

displayed  in the following figure (Figure 6). 

F lateDecode decompresses data encoded using the zlib/deflate compression method, 

reproducing the original text or binary data (Adobe Systems Inc., 2008).  

 

Figure 6: Encoded with FlateDecoder 

Secondly, We can decode and uncompressed the suspicious PDF file with a 

python program called pdf-parser with the following command as it supports 

FlateDecode: 

<%K^<$;/#;M<84^K4-T_#`,+M<%K4a4-T_#`,+M)H)44

From the following figure, the data in the stream object has been successfully decoded. 



!

© 2010 The SANS Institute   Author retains full rights.!

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

"#$!%&'(#)*)&'+!,!-./0!.-12!1.03!0045!.567!5895!.467!:;83!-/;0!383;!

Comprehensive Blended Malware Threat Dissection!  

(

!)#$%)*+(,$-".(/")0+(1!2+(3456&.78%*590:6;8<=%:( ( (QF(

 

 Figure 7: Successful data stream decoding and decompression with pdf-parser.py4
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Figur  

Fourthly, after decoding the data in the stream object using hexadecimal 
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Figure 9: Decoding data in hexadecimal characters in Malzilla 
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Figure 10: Decoding data in hexadecimal characters in Malzilla 

Next, the deobfuscated code is copied to the window under the Decoder tab. If we 

ntation. Even though 

we have the deobfuscated script, we still could not figure out what its function is. An 

attempt to run the script is to take another round of deobfuscation. However, after it is 

displayed and it is found that 

app is not defined in the script even the compilation completed, showing that it failed in 

this deobfuscation. (Figures 11 and 12)  
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Figure 11: Fail to deobfuscate 
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Figure 12: Fail to deobfuscate because app object in the Javascript is not defined 
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Afterwards, our approach is to change the code and enable successful compilation 

and we have commented out lines with app and run script again, it is successful to 

complete the second round of code Deobfuscation. (Figure 13) 

The next step is to extract the portion of code from unescape function and paste it 

into the window under Shellcode Analyzer tab in Malzilla as below figure. Apart from 

verifying the content in hexadecimal and ASCII format easily, ShellCode Analyzer 

possible outcomes. 
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Figure 14: Shellcode Analyzer 

Finally, we copy the ASCII text from the Shellcoder Analyzer and pasted it into 

another text file titled with pdf_in_evil2.txt. As the code stream is encoded in Unicode 

format, writing a PERL script to parse and decode the Unicode stream enables a 

conversion from Unicode to ASCII characters. The malicious URL could be clearly seen 

in the following figure. Once it is executed, the request will be redirected to other sites 

download malicious setup.exe and setup01.exe payloads from operatedout.cn and 

ruledout.cn respectively to the victim machine. (Figure 15) 
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Figure 15: Malicious URL has been successfully decoded. 

2.5.3. Summary 
From the above analysis, we have found that our static code analysis matches the 

finding from the behavioral analysis after opening the malicious PDF file. It is discovered 

that data in the stream object could take several rounds of decoding and deobfuscation, 

undeniably presenting challenges to malware analyst.  
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3. Conclusion 
From various analysis perspectives, readers should understand how a blended 

malware threat propagates and the behavior of the malicious executable and PDF 

document. In the real world, a chained infection and blended threat are very popular and 

the attacker may not just deploy a single payload to the victim but several, to enhance the 

chances of success of their exploits.  

We recommend end users be aware of the social engineering attack and think 

carefully before clicking any suspicious links on forums, advertisements, social 

networking portals, blogs and emails. End users are suggested to install anti-virus and 

firewall software packages from a major security software vendor.  In addition, keeping 

the operating system up to date with the latest security vulnerability patches should be  

mandatory. Moreover, end users should keep third party applications up to date because 

popular readers and plug-ins like Adobe Reader and Flash Player and Active-X control 

are common programs that are easily targeted by attackers. In corporate environments, 

software installation should be restricted to the administrative user and it is more secure 

to verify software integrity by generating the MD5 hash signature of the executable or 

software and check against the one provided by the vendor. Installing content filtering 

and malicious site blocking network software could help to reduce the risk exposure. For 

further information about fake anti-virus Trojan software detection, protection and 

removal, readers could reference the suggestions from Microsoft (Microsoft, 2009) and 

Shanmuga (Shanmuga, 2009). 
 

For the solutions of defending against PDF malware, apart from disabling running 

Javascript in the Adobe Reader and keeping the anti-virus software updated, Adobe has 

suggested Javascript Blacklist Framework for both Reader and Acrobat (Adobe Systems 

Inc., 2009).  From  there are several suggestions on enhancing 

PDF security. It includes that integrity and access rights should be strengthened in order 

to forbid the modification of AcroRd32.dll and RdLang32.xxx configuration files (Adobe 

s level); PDF file must not be open while logged as root or as a privileged 
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user and Windows operating system should be enabled with hardware-enforced or 

software-enforced Data Execution Prevention (DEP). DEP lets the operating system (OS) 

mark memory locations that should contain only data as No eXecute (NX). When an 

application attempts to execute code from NX-marked memory locations, the operating 

system DEP logic will block the application from doing so (H;=&%?%7#(,%&B%&6#;%)+(

E33UV; Monitor any suspect or unusual aspect/behavior of PDF management 

applications; Preferably use PDF with no (too much) active/critical content, unless 

strictly necessary; Systematically use digital signatures to exchange PDF document. 

 

In summary, the trend of disguising to be genuine PDF and other document files 

continue in the future, it undeniably poses 

challenges to the malware analyst and corporations.
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Appendix A: Source Code of Malicious HTML Page 
b1)3+a4

b1#$%a4

b/-;,<)a4

K.'-),!'4<cd`XGXecWeeHLHYeXYe7?WF%Xe>f4dcVcEVe>Ng`$;4

$eJG#ee0.X*!74h4$;6.3#')/M-$++##O$eJG#ee0.X*!74h4

$eJG#ee0.X*!7M)!5);,'6LNO`$;4!e)eR<4h4[O`$;4>)eW,Be\e!QFi4h4

j$j4k4jKjO`$;4J+eGRi0e#7(94h4

%!-.3#')M6#)P+#3#')C8J%L>)eW,Be\e!QFiNO,K4LJ+eGRi0e#7(9N4

g,K4LldcVcEVe>N4gdcVcEVe>4h4

J+eGRi0e#7(9M`$+.#Omm!e)eR<kkO!e)eR<kkO`$;4)e1e[eeE4h4'#:4

&;;$8LNO,K4LHYeXYe7?WF%Xe>N4g4)e1e[eeE4h4HYeXYe7?WF%Xe>Om4

#+/#4g`$;4Rd,Ae\BBWWee&F4h4[O`$;4n]ee;)eee@eA/XQ4h4[O`$;4

3Qc`ee,eeeeE&AD4h4W\BO`$;4:P`e-7#e@\YP-4h4XUO:P`e-7#e@\YP-^

^O:1,+#Ln]ee;)eee@eA/XQ4b4$eJG#ee0.X*!7M+#'6)1N4g`$;4

(R@e<e14h4\O`$;4`\>\eXWG3e<V'4h4

$eJG#ee0.X*!7M-1$;?!%#&)Ln]ee;)eee@eA/XQNO,K4L`\>\eXWG3e<V'4

ah4:P`e-7#e@\YP-4oo4`\>\eXWG3e<V'4bh4L:P`e-7#e@\YP-4k4UNN4

g,K4LRd,Ae\BBWWee&F4hh4XN4g4Rd,Ae\BBWWee&F4h4[O4m,K4

L,/2$2L)e1e[eeEpRd,Ae\BBWWee&FqNN4g4

)e1e[eeEpRd,Ae\BBWWee&Fq4h4[O4m)e1e[eeEpRd,Ae\BBWWee&Fq4kh4

`\>\eXWG3e<V'O,K4L)e1e[eeEpRd,Ae\BBWWee&Fq4a4

3Qc`ee,eeeeE&ADN4g)e1e[eeEpRd,Ae\BBWWee&Fq4^h4

3Qc`ee,eeeeE&ADOmRd,Ae\BBWWee&FkkOmn]ee;)eee@eA/XQkkOmmRd,A

e\BBWWee&F4h4XO:1,+#4LRd,Ae\BBWWee&F4a4[N4g,K4

L)e1e[eeEpRd,Ae\BBWWee&F4^4\q4a4BWYN4

g)e1e[eeEpRd,Ae\BBWWee&F4^4\q4^h4BWYOmRd,Ae\BBWWee&F^^Om`$;4

nVBWZe<<=.4h4[O`$;40BVe\A1Z!#B7B4h4jjO`$;4:2XIXCe)-We*3W4h4

[O`$;4/;A;V!eeA[4h4[O`$;4)e)nBBe)@/4h4[O`$;4]n.]eeWe9%`O`$;4

&%reecAY4h4[O:1,+#L/;A;V!eeA[4b4dcVcEVe>M+#'6)1N4g`$;4

-e$;eV34h4dcVcEVe>M/.G/);L/;A;V!eeA[f4\N4k4jcjO`$;4H\A3eWVV4

h4<$;/#J')L-e$;eV3f4\YNO,K4L)e)nBBe)@/N4g]n.]eeWe9%`4kh4

H\A3eWVVO,K4LnVBWZe<<=.4hh4XN4gnVBWZe<<=.4^h4XOm`$;4
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iee8+`C>e\4h4]n.]eeWe9%`Oiee8+`C>e\4h4iee8+`C>e\4^4

L&%reecAY4k4BN4s4)e1e[eeEpnVBWZe<<=.qO,K4Liee8+`C>e\4b4[N4

g`$;4CBdZA0.4h4*$)1MK+!!;Liee8+`C>e\4t4BWYNOiee8+`C>e\4h4

iee8+`C>e\4^4CBdZA0.4s4BWYOmiee8+`C>e\4h4

5);,'6MK;!3?1$;?!%#Liee8+`C>e\NO,K4L!e)eR<4hh4\N4

g0BVe\A1Z!#B7B4kh4H\A3eWVVOm4#+/#4,K4L!e)eR<4hh4BN4

g0BVe\A1Z!#B7B4kh4iee8+`C>e\Om4#+/#4g0BVe\A1Z!#B7B4kh4

/;A;V!eeA[OmnVBWZe<<=.kkO&%reecAYkkO)e)nBBe)@/4h4[Om4#+/#4

g]n.]eeWe9%`4h4H\A3eWVV4s4\YO)e)nBBe)@/4h4\Om/;A;V!eeA[kkOm4

%#G.66#;4

#`$+L0BVe\A1Z!#B7BNO4
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`$+.#hjWXECZY\BFCV\Z\X?UVPUUC&\ZUBBZFZ&EC&CUE[ZPCYXUZ\[&&?U

PCBVAA\Z?[XVFPV?PXYAU?[FAPCC&ZY&BWE\Y\BFYYP\[FCBW?BYFCB&VVY

WXYYVX?U[XA\Z&UC\EEZP?APXZZEAFZ[&YAVAP&A\XXFZEWW?[\YA\AZ[ZW

PUB[&AVBXEEXZ&[A?\AUC?CEAUWA\\C\VBXWE&AEAUZCYFBZVUZE&B?Y[PC

W?&ZUUFZYPAWX[PF\\&E\ZZ&ZP?UUPFPX\XXYABPUVUBEC?EF&\E\Y\XVZ&

VUU&\WCCAA\B\UEVPYUVAF[C&BWFUYYCC[V&&FU\AP[VC[CUBX&UZPE[UBE

EU[EAUF&UPEXZB\\\\[WBE&UCBXZ\?FF[BACBVEZ?\WPY[BFAXVEA?ZXCWC

B\C\EUA[\WBPBFXFXFAAFZWZYBEEXUU[UV&&?\?PPUA[XZUXPEEVVB&&[CU

ZEAEBYYU\&\EWWCBXF&[\VB??YB[&U?&\[EWZ\WZVXBYUA[EP?BZFW\FPXV

U[VU?XPUYPC[ABAEZFZ&E[&?ZYCCP[WYFV\UZCUC?B[BAE[B?BA&E\V?PEU

VPYXWBFV&UEC[E?&&YCB\AXFE\YUUVBA\U?B[AZAVYAX&XPWW[X?CUY&PEF

VUUU&AU[CB&WC&AZA&C[PX[FPVE?WFEA\&[FVZY&U&A\UUX&\EAX?\A[?\\

BEZUP\VA\FBW?ZYB&[AX?BPVCY\EVVAYYX&&CF&YYZBWEWXUAFEWB\FF\?B

[CZZ&[EBFVEUFZBVZBV\\YVU[ZEZF?VE?EBBEBUEV[&AA&EYYUW\AFPCE?Z

&XU[B&X\BWYB?VUCE&[&WWEEBC\?[FYVBFWP\CYEVFZ[UU?UUCYX[[&PEFW

\&?ZY[?PXCCZ[Y\E&UYAXC[&UB\VCB[&?&?FB?AVBCCZ&BAZX[VBWUZAWVE

C&ZWZWC?A[&YPUBVAZXZUP?V[AEFW\FEW?EE\X[UYEBEBYYU\&\EWWCBXF&
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[\ZE?&WX[Z&CZZ?&\B?ZXBYCYEAUXU\[XCW\\BY&V?ZC?PPU&VV[VCV[CX?

EXY?U?&C&&?XXFFBY&C?CEEXVBBBW[\VZBB?A\ZUAPPAVP&ZYWYV&[W&B\A

EE\[FVFEYAW&AY?U\\WFBCW?X&YUXB[XFBVZY?FUU[CWPXV&[BUFPEVEVCF

CE&[AE[C[BV&P\?FYAXY&UFFZU[Y&XUBC&VEAUZ\C[[FEX?\X\P&BCZYVB&

B?[FZZAF\C&ZW[WBZEPBC[C&U[U\&ZC[BU\YZ?FE?BU[P\X[?V[\EWYYZUZ

XFYZFXEEFA[&VEEXPA\FZCWPEXWEUYE\CB\F&X\FAVB[B&&[AXZVY&Y?[UA

ZBA[\WCXV&EAY&?&PAPZBCFV[C&B&UEY[[WEBWEFY?EBZC\&ZUFV[ABV&EX

VXAEXPFXAEZ[Z?BCVABYZB&CZP\Y[B[W\YYXXXEP&P[UUC[PEW\&FFYC\FX

ZPP?V[XUPCBW\E?XFXACPXA\\\YAUU&VFUWA[PAWA[C&\[U\BZC[&U\Y[?F

EXBU[Y\X[XV[\VWYY[UZXWYZYCVEZ&ACVVAYUCW&WXCEVP\ECE[\B&[BY&P

F[PCABAZBW[?AAFPFWB[U&P[A\\ZU[VUCYE?CE\BBPWZ\[[FZ&A&\WFYP[Z

CYEZZUF&[UX[&FBY?Y&?EX&VF&FF[EAF&C&Z?VZC\EX[&?VPXXUEAYUP?AB

ZVUBF&W?X\W[ACFXP&FZX\E?UPA?WAEPZXC&X[AE\Y[VA?ABPFYBUBZUC&[

X&?Z&ZEWBUXU&WB\BFB[\EBWZ?AAYZ?[YEUY[Z\ZY\[WWEYP?\CZPF?Y&[Z

?EVU&W[FCBZWYZWUB?PYCPWC\UFB\&VEW[VAZEZ[ZUB?EBZWV&BBCB?BP\?

BEZCA\YW?UFP?AAW?EW[VWP[CYCB[X&?X[\[?UXZYWBAUUC[Z[YWVPF[&V?

YWA[CU&&X\B[AVAWZFVZP&U&Z?ZUCFA&ZX?\ZZUVUWFYWW[?UXPPF&ZXC\W

[PXEE?PA&VVUY[EZEWF[BPXVFPVWBE&&&ZZPWYB\[WVWXAZ[EABEUVUY\PB

ABWAWVVYFPZCVUYBA&&EC[[A&EC[PUC?BFEWA\&PFAEZXVB&WZ[PAEE[UBE

UZYFUAVAV&BYXCYX\E[WUAYWZ?&P&W&AY[BUAFBUAV[UXWEWPW&BVEYUE&E

[FYBVXUFUVCBZ&?&XYB?CVAEXBCVPWWAEEWUF?XACZUBPAVVBY[?\ZZXPBZ

F[[[[P?[EBYP&VE&YYVAEYW\BWVVEBZ&A&BX&FXPCUUC\ZUU\CV&E\?\EFZ

?BFEXBPXAU?\[E[\WVZZZYFYVFXZPE\FCYEVXVA??ECCFEWB[YAB\XYC\FA

ZFAV?WY&X[CWCV[YE&EUAU\WUA\VFU[BCCYZ&EWFVAYC\\P&B&?PFAXWEBY

EFBB?ZUPBWUB?V?XP?Y&X[ZPAUP&XP?\WBEC[?YCYEBW?XPCZ[WPA[BAWEV

ZEC?VUVUUPWXUZ\UZCV?PZPEFYAXPCWBYBP?XE\A?PCAP[\B&WXCWBBZF\[

PYPXVX\B&YX?P&&[FU\C[CU?ZVYXAAXF[PVFWA?ZVCUYZ[?WCUUE&UVCBEC

BFAA?&U?WEVCUW??[EA&VF[CPXAYZXY[XY[PPZCPXYBP[[BEPZ&YYV&\BFX

BBEVBAFCP\Y&AUAWUCPBX&XPZ&WCU[WV\Z[Y&BV??[A&VEUB?&?VCF[AZVY

UCXEAX[&C?CXPEFWF\UVE&EP[B?YZYZWUA[FCE[?AW[E&PAXZWZEW&BCCVX

AP\PA[XFWV\\&\ZEZU&AE[CUCPWAYFja4
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Appendix B: Malicious Executable and PDF Payloads !
As number of pages is limited, please reach the author at 

0xdarkfloyd@gmail.com to obtain the malware samples covered in this paper. The  

following files and executables could be provided: 

 clspackxq.exe 

 Malicious PDF file 

 HTML file with obfuscated Javascript 

 Network traffic .pcap files captured after visiting malicious site   

 Network traffic .pcap files captured after opening malicious PDF file   

 

 

 

 

 

 

 

 


