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Abstract

This practical assignment was for the GREM certification
process. The paper was written by me while analyzing the
Malware specimen to prove that my knowledge of reverse
engineering is certifiable by SANS. Throughout this paper I
have documented steps taken to reach my conclusions so
that my thought process is mapped out. I have used my
years of experience in the field to follow hints that might not
be documented because of its intangible nature. I have
carefully read all requirements and I believe my paper has
met all the requirements and/or exceeded them. I believe
this process is a very good certification process as it proves
beyond a doubt the knowledge of the person applying for
certification.
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Laboratory Setup
The laboratory setup used for analyzing the Malcode specimen was modeled
after the example used in the Reverse Engineering Malcode class. Some slight
modifications were made where needed. The laboratory has been designed and
tested to ensure isolation. The laboratory setup has been divided into 3
categories. The first is hardware setup which includes and describes the
hardware used in the laboratory. The second is VMware setup which describes
the VMware setup used for each of the VM’s and description of their purpose.
The third is software setup which describes the tools that were installed and
setup on each VM and their purpose.

Hardware Setup
The hardware used for this laboratory was a laptop. The laptop was used
because of its convenience and because of its hardware specs. The specs are
as follows:

CPU Intel Pentium M
1.5GHz

Memory 2 Gigs
Hard drive 40 Gigs
Optical Disc DVD/CD-RW
External Drive 300 Gig Firewire

External HD
Since VMware was going to be used the most important spec on this machine is
the ram size. The ram on this laptop should be adequate to run multiple VM’s at
the same time. The CD-RW will allow the export of files to CD media which is
very helpful for moving large files physically off the machine for backup. Another
piece of hardware that is unique is the 300 Gig firewire external HD. This HD is
not connected to any of the VM’s. It is only accessible to the host operating
system for saving data too. Logs and other data are exported to the host OS and
then saved to the HD for backup.

VMware Images
To create a laboratory for analyzing malware several operating systems and
VMware images needed to be created. These separate systems were all serving
different purposes. The host OS for VMware was Microsoft Windows XP sp 2
fully patched. The host operating was XP because the corporate laptop being
used is standardized to XP. The preference would have been 2k pro because of
the smaller memory footprint which would have allowed more memory to be
allocated to the VM’s.

List of Images and purpose:
Malware host –This Virtual Machine (VM) is Windows 2000 Pro sp4. This VM
will be used for analysis of malware behavior, code analysis, and malware
properties.
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Network Sniffer –This VM is Windows XP sp2. This VM will be used for network
analysis.
Network Services –This VM is Linux. This VM was pre-setup for us by Lenny
Zeltser for Reverse Engineering Malware course. This VM already has several
tools that are helpful in starting network services.

Diagram of the Physical/Logical layout of the laboratory:

The VMware images that were setup had special precautions taken when being
created. One of the precautions was that both windows operating systems were
installed from scratch while the VM’s networking card was set to “Host Only”.
This only allowed the VM access to the host operating system which would allow
a safe environment while the machine was unpatched and vulnerable.

To safely patch the VM’s the latest service pack was downloaded on the host
operating system then shared through VMware to each separate VM. The
service pack setup was run in the VM’s and the OS’s were rebooted. Then from
that point forward the VM settings were changed to allow the VM’s “Bridged
Mode”access so that they could install the rest of the patches needed. It would
be too cumbersome to apply every patch via sharing through VMware. The host
operating system was behind a firewall so the VM’s were not exposed to very
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much threat of contamination. Each VM was connected to Windows Update site
and downloaded and installed every patched that was detected and giving
priority to critical security patches first.

Once the Windows VM’s were fully patched the network settings were switched
back to Host Only. Once the VM’s were back in Host Only mode the proper IP
addresses were configured for them. The IP’s used were the same IP’s
described in the diagram above. Once the IP’s were configured on the VM’s the
host operating system had its VMware virtual network adapter configured to the
proper settings. Then each VM’s settings were modified to turn off Drag n Drop
file sharing capability this furthers the isolation of the machine from the host
operating system. Once the Host’s adapter was configured the VM’s were tested
for proper connectivity and isolation. The tests that were run are as follows.

1. All VM’s can ping host OS on virtual adapter
2. All VM’s can ping each other
3. None of the VM’s can ping any IP other then each other
4. XP sniffer machine can sniff ping packets from 2K machine to the linux

machine
5. Dragging and dropping of files from Host to each VM was attempted
6. Dragging and dropping of files from each VM to the Host was attempted

All of the above tests passed therefore ensuring proper network configuration
and isolation. On the XP machines with sp2 a firewall configuration change had
to be made to allow ICMP echo requests to have an exception in the firewall. In
test 4 Ethereal network sniffer and Winpcap were installed to allow network
sniffing for the test.

Software Setup
Once all the network configurations settings were confirmed the appropriate
software was installed on each of the laboratory test machines. When installing
the software in many cases the procedure was to install the software from the
Reverse Engineering Malware Course CD that was given with the class because
it already had tools on the CD. In other cases the software might have been
downloaded from a website onto the host operating system then shared through
VMware and installed onto the VM’s. After installation of each tool shortcuts were
placed on the desktop for convenience while testing.

Summary of Tools on Malware Host VM
IDA Pro –Dissassembler used for disassembling many file formats on several
architectures but used in the lab to dissassmble PE Executables to reverse
engineer them. This was used in the code analysis section to determine what the
specimen was going to do and to help determine where to set breakpoints in
Ollydbg.
Filemon –Used for analyzing File System access and by which process this was
used to determine which files the specimen creates and/or modifies when run.
This tool was used in the behavioral analysis section.
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ProcessExplorer –Allows the viewing of what resources a process is using i.e.
registry keys and files. This tool was also used in killing the Msrll process
throughout the analysis.
Regmon –Monitors access to the windows registry; it logs the registry keys,
actions, and which programs did the actions. This utility was used to determine
which registry keys the specimen interacts with while it is running during the
behavioral analysis process.
Regshot –Tool that takes a snap shot before and after a process runs and
compares the differences of the system after the process ran. This was used as
a first glance look at what the specimen changed on the computer after it ran.
This tool was used in the behavioral analysis.
TCPView –Monitors TCP Port activity and by which process also reports on
destination address. This was used to determine what outgoing and incoming
ports were being used by the specimen. This was used in the behavioral analysis
section.

Summary of Tools on XP Sniffer Host VM
Ethereal –Open source tool used for packet capture and analysis. This was used
in the behavioral analysis section.
mIRC –This tool is a widely used windows IRC client. It was used to log into the
spoofed IRC server the specimen was connected to and attempt interaction. This
was used in the behavioral analysis as well as code analysis.
John the Ripper –Unix password cracking utility. Used in attempt to crack the
password found in the jtram.conf file in the code analysis section.

Summary of Tools on Red Hat Linux
IRC Daemon –This is an IRC server and was used to spoof an IRC server the
specimen was trying to connect to. This was used in the behavioral analysis as
well as the code analysis sections.

Backing up VMware Images
Once all the software is installed and tested a snap shot of each VM is taken.
This snapshot is tested by creating a file on each of the VM’s then reverting to
the snapshot and verifying the system went back to the previous state without the
file. After verification that the snapshots work properly the VM’s are backed up by
zipping their whole VM directories respectively. The process for doing this is
shutting down all the VM’s and then closing VMware. Then each directory that
contains the VMware images is zipped up in its entirety and saved somewhere
safely. This will ensure that if the VMware image and snapshot go corrupt
recovery will only take a few seconds of unzipping to reach the snapshot state.

Properties of the Malware Specimen
The Malware specimen was downloaded from the SANS website onto the host
operating system. The file was a zip file and was password protected to protect
against accidental execution. The file was copied to the malware host VM by
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sharing a folder via VMware with the 2k machine. Once the file was transferred
the sharing was turned off to prevent the possibility of the malware spreading via
windows network shares.

Opening the zipped file and extracting prompts for the password. The password
for the zipped file was “malware”. The specimen was extracted to the desktop for
easy access. The filename of the specimen was “msrll.exe”.

Before any further analysis took place the file needed to be hashed. The
specimen was MD5 hashed to determine the hash of the file. This was done so
that the hash can be used in comparisons later if needed. The MD5 for the
specimen file is “84acfe96a98590813413122c12c11aaa”. The tool that was used
to determine the MD5 hash was MD5Sum. This tool was included in the Reverse
Engineering Malware CD from SANS.

Since the filename ended with an .exe extension it was assumed that this file is a
PE (Portable Executable). Since the file was assumed to be an executable
PEinfo was used to analyze the properties of the executable to verify that it truly
is an executable.

Output from PEinfo
Path: msrll.exe

File size: 41984
Image size: 1179648

File Alignment: 512
Resources account for 0.00% of the executable

Issues:
=======
String: GetProcAddress (1)
String: LoadLibrary (1)

Looking at the header output from PEinfo it is obvious that the file truly is an
executable because it contains Entry Point address as well as PEinfo identifying
it as an executable file “Executable file”3rd line from the bottom of the output
below. The file was created on Apr 11 08:26:29 2004 which means it’s a fairly
recent piece of Malware. One very suspicious piece of information was
determined when analyzing the header information. The discrepancy between file
size and image size was too great to go unnoticed. This is usually a big hint that
the file was packed using a 3rd party too.

Header Output from PEinfo
Machine: 014C

Translation--> Intel 80386 Processor
NumberOfSections : 0006
TimeDateStamp : 40790135

Created (GMT): Sun Apr 11 08:26:29 2004
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PointerToSymbolTable: 00000000
NumberOfSymbols: 00000000
SizeOfOptionalHeader: 00E0
Magic: 010B
SizeOfCode: 00011800
SizeOfInitializedData: 00014600
SizeOfUninitializedData: 00105C00
AddressOfEntryPoint: 0011D001
BaseOfCode: 00001000
BaseOfData: 00013000
ImageBase: 00400000
SectionAlignment: 00001000
FileAlignment : 00000200
LinkerVersion: 2.56
OperatingSystemVersion: 4.00
ImageVersion: 1.00
SubsystemVersion: 4.00
Win32VersionValue: 00000000
SizeOfImage 00120000
SizeOfHeaders: 00000400
CheckSum: 00017803
Subsystem: 0002

Translation--> Windows GUI
DllCharacteristics: 0000
SizeOfStackReserve: 00200000
SizeOfStackCommit: 00001000
SizeOfHeapReserve: 00100000
SizeOfHeapCommit: 00001000
LoaderFlags: 00000000
NumberOfRvaAndSizes: 00000010
Characteristics: 020F

(non-32-bit-word machine)
Bytes of machine word are not reversed
Relocation info stripped
Line numbers stripped
Local symbols stripped
Debugging info stripped into .dbg file
Need not copy to swapfile if run from removable

media
Need not copy to swapfile if run from network
Runs on MP or UP machine
Working set trimmed normaly
Executable file
Not a system file
Not a DLL



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

Further analyzing the specimen with PEinfo reveals that one of the sections of
the executable is named .aspack. This section name is a suspicious name
because it is not a standard PE section name
(http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/dndebug/html/msdn_peeringpe.asp ). The name also contains the word “pack”
as to hint to the fact the executable might have been packed with a 3rd party tool.
Researching further into the .aspack section it was determined that the specimen
was packed with “ASPACK”which is a commercial tool that can be found at
www.aspack.com. The determining reference was at
http://www.woodmann.com/crackz/Packers.htm where it stated when describing
ASPACK “…(common sections include .adata / .udata / .aspack).”Packers are
used to compress and protect executables from reverse engineering.

Since the specimen file has been packed with ASPACK the text found in the
binary is not the actual text of the running binary. The text that is seen using a
tool named PEinfo is just the encrypted text of the running executable and some
of the system text.

Excerpts from Strings PEinfo output
Y8EoM,
gPtL7S
YQ(W;n
oukd••
3#b5pHo
A^[jK<
w3i5Y-
[u)aH=
/0mo0^

Summary of Specimen
File Name Msrll.exe
File Size 41,984 Bytes
Image Size 1,179,648 Bytes
Date Time Stamp Sunday April 11 08:26:29 2004
MD5 Hash 84acfe96a98590813413122c12c11aaa
Entry Point Address 0011D001
OS it runs on Windows 95 and above
File Type PE Executable

For further analysis this specimen must be unpacked which will be done in the
code analysis section of this paper.

Behavioral Analysis
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Behavioral analysis was conducted in several steps. The steps taken to analyze
the behavior of the specimen are as follows.

1. Whole system compare
2. File monitoring
3. Registry monitoring
4. Network monitoring
5. Network Manipulations

Whole System Compare
The tool used for whole system compare analysis was Regshot. This tool was
introduced in the Reverse Engineering Malware course. The process which was
used is as follows.

1. Revert VM image to a clean image without the malware installed
2. Copy the password protected zip to the VM
3. Extract the specimen
4. Open Regshot and take the first shot
5. Open task manager
6. Run the specimen taking note which new process it creates
7. Kill the new process created by the malware (msrll.exe)
8. Take the second shot with Regshot
9. Click the compare button

When analyzing this output from Regshot it is apparent that the executable does
the following not necessarily in chronological order:

1. Creates a directory inside of “c:\winnt\system32”named “mfm”
(Regshot log excerpts) Creates Mfm directory
----------------------------------
Folders added:9
----------------------------------
…
C:\WINNT\system32\mfm
C:\WINNT\system32\mfm\.
C:\WINNT\system32\mfm\..

2. Creates a copy of itself in this directory (verified by MD5 hashes)
(Regshot log excerpts) Creates Copy of itself in mfm directory
----------------------------------
Files added:6
----------------------------------
…
C:\WINNT\system32\mfm\msrll.exe

3. Creates a file named “jtram.conf inside the mfm directory
(Regshot log excerpts) Creates jtram.conf in mfm directory
----------------------------------
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Files added:6
----------------------------------
…
C:\WINNT\system32\mfm\jtram.conf

4. Creates a service named “Rll Enhanced Drive”that is set to start
automatically at system startup

(Regshot log excerpts) Creates service named Rll Enhanced Drive (only a
few entries shown)
…
----------------------------------
Keys added:8
…
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\Security
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Secu
rity
…
----------------------------------
Values added:29
----------------------------------
…
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\ImagePa
th: "C:\WINNT\system32\mfm\msrll.exe"
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\DisplayN
ame: "Rll enhanced drive"
…

The file jtram.conf is 2kb according to Windows Explorer. When using the type
command “type jtram.conf”it displays what seems to be encrypted text. The
pattern seems to be 50 characters then a “==”seems to be delimiting them. One
string was 126 characters long. Two strings were 74 characters long. This file
seems to contain information that the author wanted to keep secret. When
viewing the contents of the file with the type command on each subsequent start
of the specimen it recreates this file and the contents are always different. This
would hint to one of two things a) The algorithm that is used is static and the
contents are always changing or b) the algorithm is dynamic and the contents are
static this will be discussed in detail in the code analysis section.

Output of type command on jtram.conf
4gIRAP+RPsu7Lvx3DZdNbnVWWipCTBhsaphFsvjLOUj28ZZJGQ==
5gERAEJ2yG6Vr8Ix+fwbvXoTOzFyMtPJH5r+/uUclXxrXmPX4A==
+v0RAIBpkyzjGPXQ1AQP+bgv3DfCfs+CqU+uC+CA84V9FX2Z5Q==
J/8RAPqE44yfkuFBM+lybpowhE32fwug15MtG0zEDAg1KKBN/w==
wwERAIV8RmUS8HuuGd5KEYL2Q/XQd83xkhA93B7UBz10bKDycQ==
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lv8RAHcpIj1uiFPKgrg6pe/k9b+OZ+1tvQbMVRW6nqMXcvjfMA==
9P4RAA9zgw7r3kYcPR6nkp6PnIhHqmsyT04kmefxf7TIg17DYQ==
C/8RALViQ97oH1wLVSuwY/U0ImTAZJ2/plyWuJE+jbWLqOjbOw==
RgJKAE0BJ9AzZXK2scpUAowaQmUKYoaNCvzZcy5CFPXpRetGC4WzRWG
WJcFeYpSJ+QiM/FX3sRi2dg/kHUEAPLm+rWtKx/7eh2qDel8zpjnY9Z8tc3Gyp
DjTUNF3Rg==
1v4RAG+/fSWACdj5tQwHFI3CBZPwrw/CxUIqnp7dYUHWJXUT+Q==
av4RAO2TTKKVpHZQcZrRj+qpQD6Nwi903CWfUE7gUDXgh7vm0w==
LwERAAJwR9JW9sEG4URij8ApIGFw0tsk3nEknL1aKsP/fcLgjg==
F/8RALjtkEwRnrotTaB3LlojlEG4EiVJ1tU4vL1jxu5U5eO+hg==
2PwRAICRs9b7cMBKko6Qrvo4N5Qf9yRpfsPQkb+xuStx2f7qkg==
UP4jADTPmknEXdiRsfnuPQvJ3a0Iw5bb29u4SD0DDw9lMZfT7FN9MvK9waN
iyVtMv12kCNHECg==
qP0RAM1aqCa1oUjEEvIqjVT8gv+oFX0Z+/a0wc235NnesYxZRg==
Uf8RAOm2RaqaKSsew99mUn7BuvLRNP3Ii6/sUIQa0B945J5LTw==
e/4jAKzAgvrOZ8zH3rk+Gg1T7C5Tz2GNR4QmzrlisWQ6a/Kb+9GQ76LG5t3L
U4zgDAFjJtkpdg==

File System Analysis
Analyzing the file system in greater depth than performed in the Whole system
compare analysis reveals more details about how this specimen operates. The
tool used was Filemon from Sysinternals. The following is the steps taken to
analyze File System behavior of the specimen.

1. Revert to a clean state
2. Copy the Malware specimen to the machine
3. Unzip the specimen
4. Turn Filemon on and change the filter to exclude Vmwareservice
5. Execute the specimen and allow to run for several minutes
6. Terminate the malware process (msrll.exe)
7. Stop monitoring with Filemon and save the log

Upon analyzing the log files created by Filemon it is clear the actions the
specimen takes once executed. A summary of the actions that the specimen
takes are as follows.

1. Modify the registry file (ntuser.dat)
(Filemon excerpts) showing registry modification
566 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\ntuser.dat.LOG SUCCESS Length: 4096

2. Create the mfm folder in system32 directory
(Filemon excerpts) showing creation of mfm directory
42 3:37:09 PM msrll.exe:700CREATE C:\WINNT\system32\mfm

SUCCESS Options: Create Directory Access: All
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3. Create the copy of itself inside the mfm directory
(Filemon excerpts) Output showing copying itself to mfm directory
90 3:37:09 PM msrll.exe:700CREATE

C:\WINNT\system32\mfm\msrll.exe SUCCESS Options: OverwriteIf
Sequential Access: All

4. Query the attributes and read many of the system dll’s (probably because
it requires them to function)

(Filemon excerpts) Output showing only some of the system dll’s read
244 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\System32\docprop2.dll SUCCESS Attributes: A
245 3:37:10 PM explorer.exe:848 OPEN

C:\WINNT\System32\docprop2.dll SUCCESS Options: Open
Access: Execute
246 3:37:10 PM explorer.exe:848 CLOSE

C:\WINNT\System32\docprop2.dll SUCCESS
247 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\System32\MSVFW32.DLL SUCCESS Attributes: A
248 3:37:10 PM explorer.exe:848 OPEN

C:\WINNT\System32\MSVFW32.DLL SUCCESS Options: Open
Access: Execute
249 3:37:10 PM explorer.exe:848 CLOSE

C:\WINNT\System32\MSVFW32.DLL SUCCESS

5. Delete the original copy of itself that was executed
(Filemon excerpts) Output showing the deletion of the original specimen
executed
195 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Options: Open
Access: All
196 3:37:10 PM msrll.exe:112DELETE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS
197 3:37:10 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS

6. Read the RSAbase.dll
(Filemon excerpts) Output showing the reading of rsabase.dll
642 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Length: 132368
643 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 0 Length: 296

7. Write the jtram.conf file to the mfm directory
(Filemon excerpts) Output showing the writing of jtram.conf
745 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 0 Length: 53
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Registry Monitoring
Analyzing the file system in greater depth than performed in the Whole system
compare analysis reveals more details about how this specimen operates. The
tool used was Filemon from Sysinternals. The following is the steps taken to
analyze File System behavior of the specimen.

1. Revert to a clean state
2. Copy the Malware specimen to the machine
3. Unzip the specimen
4. Turn Regmon on and change the filter to exclude Vmwareservice and

regmon
5. Execute the specimen and allow to run for several minutes
6. Terminate the malware process (msrll.exe)
7. Stop monitoring with Regmon and save the log

Upon analyzing the log file created by Regmon it is clear the actions the
specimen takes once executed. A summary of the actions that the specimen
takes are as follows.

1. Queries several System Registry keys
Regmon Output showing the query of some of the System keys
998 3.42365664 msrll.exe:748QueryValue

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name\ComputerName SUCCESS "AMESDAQ-2KP"

2. Services.exe creates the service for the malware by setting the
appropriate keys and values in the registry the logs capture this

Regmon Output showing services.exe creating the service for the malware
1002 3.42515487 SERVICES.EXE:212 CreateKey

HKLM\System\CurrentControlSet\Services\mfm SUCCESS Key:
0xE137D380
…
1007 3.42530992 SERVICES.EXE:212 SetValue

HKLM\System\CurrentControlSet\Services\mfm\ImagePath SUCCESS
"C:\WINNT\system32\mfm\msrll.exe"

1008 3.42535909 SERVICES.EXE:212 SetValue
HKLM\System\CurrentControlSet\Services\mfm\DisplayName
SUCCESS "Rll enhanced drive"

The creation and modification of these registry keys and values has an end result
of a service being created that starts automatically at system start up. The
service name is “Rll enhanced drive”. This service launches the copy of the
specimen that was created in the “c:\winnt\system32\mfm”directory. The fact that
the specimen launches as a service makes it difficult for normal users to detect.
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Another advantage for the malware author for creating this malware as a service
is that if the machine is restarted but no user logs into the machine the service
will still start in the background. However the disadvantage is that Windows 9x
does not support services so this specimen will probably not function properly on
Windows 9x unless it has another mechanism for starting up automatically.

Network monitoring
By monitoring/sniffing the network when the specimen was run helped to reveal
great detail about how it behaves. Ethereal was the tool of choice for sniffing.
The following is the steps taken to analyze Network behavior of the specimen.

1. Revert to a clean state
2. Copy the Malware specimen to the machine
3. Unzip the specimen
4. Start Ethereal capturing packets on the Sniffing machine
5. Execute the specimen and allow to run for several minutes
6. Terminate the malware process (msrll.exe)
7. Stop capturing with Ethereal and save the logs

Upon analyzing the log files created by Ethereal it is clear the actions the
specimen takes once executed. The specimen attempts to resolve the domain
name collective7.zxy0.com. Since this domain can not be reached from within
the laboratory network manipulation was needed so that the specimen could
continue its network operations.

Ethereal Log Output that shows DNS name resolution packet (single packet)
No. Time Source Destination Protocol Info

3 0.001075 192.168.2.3 192.168.2.2 DNS Standard query
A collective7.zxy0.com

Frame 3 (80 bytes on wire, 80 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1033 (1033), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 42 00 50 00 00 80 11 b5 05 c0 a8 02 03 c0 a8 .B.P............
0020 02 02 04 09 00 35 00 2e bd e2 20 5b 01 00 00 01 .....5.... [....
0030 00 00 00 00 00 00 0b 63 6f 6c 6c 65 63 74 69 76 .......collectiv
0040 65 37 04 7a 78 79 30 03 63 6f 6d 00 00 01 00 01 e7.zxy0.com.....

When using TCPview on the system with the specimen running it can be seen
that the specimen is listening on port 2200.
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Output from TCPview
LSASS.EXE:224 UDP amesdaq-2kp:isakmp *:*
msrll.exe:852TCP amesdaq-2kp:auth amesdaq-2kp:0 LISTENING
msrll.exe:852TCP amesdaq-2kp:2200 amesdaq-2kp:0 LISTENING
mstask.exe:544 TCP amesdaq-2kp:1025 amesdaq-2kp:0 LISTENING
SERVICES.EXE:212 UDP amesdaq-2kp:1045 *:*
svchost.exe:408 TCP amesdaq-2kp:epmap amesdaq-2kp:0

LISTENING
System:8 TCP amesdaq-2kp:microsoft-ds amesdaq-2kp:0 LISTENING
System:8 TCP amesdaq-2kp:1026 amesdaq-2kp:0 LISTENING
System:8 TCP 192.168.2.3:netbios-ssn amesdaq-2kp:0 LISTENING
System:8 UDP amesdaq-2kp:microsoft-ds *:*
System:8 UDP amesdaq-2kp:netbios-ns *:*
System:8 UDP amesdaq-2kp:netbios-dgm *:*

Network Manipulation
At this point it is known the malware attempts to contact the domain
collective7.zxy0.com. To do further analysis of what network actions are taken
the domain name needs to be resolved to allow the malware to continue network
actions. The malware host was reverted back to a clean image. Once the clean
image is back up the host file (c:\winnt\system32\drivers\etc\) is modified to
resolve the domain name to IP 192.168.2.2(XP sniff machine). The entry added
to the host file is “192.168.2.2 collective7.zxy0.com”which will resolve
collective7.zxy0.com to 192.168.2.2. Ethereal was once again used to sniff the
network traffic. The specimen was run again and now that it could resolve the
name to an IP it attempted to connect to port 6667, 9999, and 8080 on
192.168.2.2.
Ethereal Excerpts showing connection attempts to 6667,9999, and 8080
No. Time Source Destination Protocol Info

8 12.359275 192.168.2.3 192.168.2.2 TCP 1034 > 6667
[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460
…
No. Time Source Destination Protocol Info

14 43.350021 192.168.2.3 192.168.2.2 TCP 1036 > 9999
[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460
…
No. Time Source Destination Protocol Info

17 74.302234 192.168.2.3 192.168.2.2 TCP 1037 > 8080
[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Port 6667 is common for IRC servers. However since the sniffing machine was
not listening on port 6667, 9999, or 8080 a RST packet was sent back to the
malware host machine. To see if the specimen truly is attempting to connect to
an IRC server the malware host machine was reverted then the host file was
changed to point to the linux machine. The entry that was added to the host file
was “192.168.2.4 collective7.zxy0.com”. Since IRC was already installed on
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the Linux image given to us in class no installation was needed. The IRC server
just needed to be started with the command “su ircd”this is to switch users to
ircd account then “/usr/local/ircd/ircd”this launches the IRC server. Then the ps
command was run “ps –u ircd”this shows the running processes associated with
the user ircd.

Now that an IRC server is running the process is started all over again.
1. The malware host is reverted
2. Specimen is copied to the VM
3. Host file is modified
4. Ethereal is starting the capture
5. The specimen is executed.

When analyzing the packet capture after the IRC server was started a lot more
information is available for analysis. Several things take place and they are as
follows.

1. TCP Three way handshake is completed on IRC port 6667
Ethereal Summary output of TCP handshake on port 6667
No. Time Source Destination Protocol Info

3 0.001338 192.168.2.3 192.168.2.4 TCP 1033 > 6667
[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

4 0.020041 192.168.2.4 192.168.2.3 TCP 6667 > 1033
[SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460

5 0.022007 192.168.2.3 192.168.2.4 TCP 1033 > 6667
[ACK] Seq=1 Ack=1 Win=64240 Len=0

2. Malware requests a Nick
Ethereal Summary output of Malware host requesting Nick and user in IRC
No. Time Source Destination Protocol Info

11 0.109284 192.168.2.3 192.168.2.4 IRC Request

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 6e 00 53 40 00 80 06 74 df c0 a8 02 03 c0 a8 .n.S@...t.......
0020 02 04 04 09 1a 0b 66 0d 76 4d 78 42 78 65 50 18 ......f.vMxBxeP.
0030 fa c2 23 b6 00 00 55 53 45 52 20 4e 64 46 73 75 ..#...USER NdFsu
0040 72 20 6c 6f 63 61 6c 68 6f 73 74 20 30 20 3a 75 r localhost 0 :u
0050 52 62 76 77 52 64 77 41 54 6a 43 61 65 7a 56 77 RbvwRdwATjCaezVw
0060 61 63 46 74 6a 57 71 59 64 50 0a 4e 49 43 4b 20 acFtjWqYdP.NICK
0070 48 4c 6d 43 62 47 64 4f 5a 74 4e 0a HLmCbGdOZtN.
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3. Specimen joins room #mils
Ethereal Summary output showing IRC channel request for #mils
No. Time Source Destination Protocol Info

31 31.427098 192.168.2.3 192.168.2.4 IRC Request

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 35 00 5d 40 00 80 06 75 0e c0 a8 02 03 c0 a8 .5.]@...u.......
0020 02 04 04 09 1a 0b 66 0d 76 a6 78 42 7e ee 50 18 ......f.v.xB~.P.
0030 fa aa 85 ec 00 00 4a 4f 49 4e 20 23 6d 69 6c 73 ......JOIN #mils
0040 20 3a 0a :.

4. Specimen runs the IRC commands “Mode #mils”and “Who #mils”
Ethereal Summary output showing request for Mode and Who command in IRC
No. Time Source Destination Protocol Info

34 34.410345 192.168.2.3 192.168.2.4 IRC Request

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 3d 00 5f 40 00 80 06 75 04 c0 a8 02 03 c0 a8 .=._@...u.......
0020 02 04 04 09 1a 0b 66 0d 76 b3 78 42 7f 9a 50 18 ......f.v.xB..P.
0030 f9 fe 5b 74 00 00 4d 4f 44 45 20 23 6d 69 6c 73 ..[t..MODE #mils
0040 0a 57 48 4f 20 23 6d 69 6c 73 0a .WHO #mils.

Now that the name of the IRC channel the specimen connects to is known it is
possible to join the channel and attempt to interact with the specimen. Another
way to interact with the specimen is to connect with netcat from the XP sniffer
machine onto port 2200 with the following command “nc 192.168.2.3 2200”then
the cmd dialog will display a prompt like this “#:”

Now that it is proven the malware connects to port 6667 for IRC reasons what
was the malware trying to connect to port 9999 and port 8080 for? On the Linux
machine the IRC server was shut down but running the kill command. Then
netcat was launched listening on both port 9999 and 8080. The command used
was “nc –l –p 9999”and “nc –l –p 8080”. When the malware was launched again
the netcat listener on port 9999 received this:
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However no data was sent to port 8080. So now the listener on port 9999 was
turned off and only the listener on port 8080 was left on. The same process was
repeated and the data received on port 8080 was:

These are both the same nick request protocol used in IRC whoever the
username and nick are being randomly generated. The IRC server on linux was
modified to listen on port 9999 instead of port 6667. This was done by modifying
“ircd.conf”file located in “/usr/local/ircd/”. The entry added was “P::::9999”and
the entry commented out were “P::::6667”and “P::::6666”. The way the entries
were commented out was by placing a “#”in front of the line. The IRC server was
killed and restarted. The malware was launched and the connection was made to
port 9999 and the exact same IRC process that was done on port 6667 was done
on port 9999. This same process was repeated for port 8080. It is concluded that
the malware attempts to connect to port 6667 first if that fails it attempts to
connect on port 9999 if that fails it attempts to connect on port 8080 all of these
are IRC connections.

Another important behavioral analysis is that the first time the malware is run on
the system the process can be killed with Task Manager. If the machine is
restarted when the malware runs as a service the process can not be killed from
task manager and must be killed using Process Explorer. Another important
behavior is that when executing a copy of the specimen only one will stay
running. This point will be discussed in the Code analysis.

Code Analysis
In code analysis of this executable the first thing that needs to be understood is
that the executable is packed. Since the executable is packed reverse
engineering it based on code analysis is not feasible. Since this executable is
Aspack packed and there are many different versions of Aspack it is was very
difficult to unpack this binary. One unpacker did seem to work and that can be
found here http://www.exetools.com/unpackers.htm the name of the unpacker
was “AspackDie 1.1”and the direct download link is
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http://www.exetools.com/files/unpackers/win/aspackdie11.zip . When this zip file
is unzipped on the malware host machine and the specimen is unpacked using
this tool it seems that the process was successful. The strings are viewable in the
file using PEinfo and other tools. However when the file is executed it will not run
but a error message will appear stating “The application failed to initialize
properly (0xc0000005). Click on OK to terminate the application.”

The error was caused because the import table was not properly handled. The
wrong address was set for the import table. This is probably because the version
of AspackDie was not fully working with the version of Aspack that was used to
pack the file. Another method was needed…

It was learned that Ollydbg is very successful in unpacking Aspack files with the
correct plugins install for Ollydbg. A tutorial was found at
http://biw.rult.at/index.php?page=tuts and the specific link is at
http://biw.rult.at/tuts/mupaspack.rar . This tutorial described that with a plugin
named Ollydump Aspacked executables can be read into memory unencrypted
then dumped into a proper executable without the Aspacking. To do this the
Original Entry Point (OEP) must be found. This is the original applications entry
point meaning that is the point where the original application starts to execute
and Aspack is finished obfuscating. The plugin will also automatically subtract the
image base value when dumping the executable to properly align the new
executable. Here is the strings contained in the new unpacked executable.

Excerpts of PEinfo output of the strings found in the
unpacked version of the specimen
Strings:
--------
…
?insmod
?rmmod
?lsmod
…

Now that the application is unpacked the first step that is taken is the Md5 is
recalculated on the new executable. The Md5 for the new executable is
“3824ac6af183e8ee5e9bfce3e71a2368”. Now that the Md5 sum has been
determined the unpacked executable is opened in IDA pro. The check box for
“Make imports segment”was unchecked. Once the executable was loaded and
IDA was done importing it into its database the executable was scanned for
interesting hints. The first area scanned was the Strings window of IDA pro.
Scrolling through the strings several interesting hints were seen. One of the hints
was that the string “LibTomCrypt 0.83”was seen. LibTomCrypt is a open source
library that gives great cryptographic functionality. The documentation and
download can be found at http://libtomcrypt.org/ . This further suggests that the
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file jtram.conf is encrypted using one of the algorithms that are in the
LibTomCrypt.

Another suscpicious string was “DiCHFc2ioiVmb3cb4zZ7zWZH1oM=”. This
string seems suspicious and seems like it is encrypted. Double clicking the string
takes you to the address where the string is located in memory “004099F5”. The
specimen was run from the desktop and once it copied itself to the mfm directory
the specimen was killed using process explorer. Ollydbg was opened and the
specimen was opened in Ollydbg. Searching for the string in Ollydbg displays the
string in Ollydbg:

Since a break point should not be set on ASCII memory addresses selecting the
address and pressing Ctrl+r will show a window that displays the other locations
the address is referenced. Selecting the first address which was “00409DD9”
takes us to a location in memory that seems interesting enough to set a
breakpoint on. Setting this breakpoint the program is was unpaused and after a
few seconds the breakpoint is hit and the program is paused. Pressing F7 the
debugger Steps into this point in the code. Pressing F7 twice takes us to the
address “00409DE3”where there is Arg2 as seen in the screenshot:
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As can be seen from the screenshot the Arg2 value is “collective7.zxy0.com”.
Pressing F7 again the value for Arg1 is shown which is “set”. F9 is pressed to
allow the program to continue and the breakpoint is hit again. Pressing F7 twice
takes us to Arg2 which is a long string ending with “== “. This hint strongly
suggests that the value is used in the jtram.conf file because the file has values
that are delimited by “== “as previously discussed. The value for Arg1 is
“bot.port”. Running Filemon while continuing this process it is confirmed that the
values are written to jtram.conf because the same long strings are written to the
jtram.conf file. So the format is Arg1 is the clear text value and Arg2 is the
encrypted value. Continuing this process the format of jtram.conf can be
concluded to be:
Format of jtram.conf
Bot.port
2200
Set
Irc.quit
003F5xxx
Set
Servers
Collective7.zxy0.com,collective7.zxy0.com:9999,collective7.zxy0.com:8080
Set
Irc.chan
#mils
Set
Pass
$1$KZLPLKDf$W8kl8Jr1X8DOHZsmIp9qq0
Set
dcc.pass
$1$KZLPLKDf$55isA1ITvamR7bjAdBziX.
The two strings starting with $1$KZ look very much like shadowed passwords in
linux machines. John the ripper was used to attempt to crack this password.
However cracking the password was futile even after compiling a word dictionary
of more than 30mb and allowing John the ripper to run for several days the
password was not cracked. Instead of cracking the password patching was a
better option in this situation. To patch the specimen a patchable location needed
to be found. To find this location there was a string that might be close in the
vicinity of the authentication functions of the specimen. That string was (“%s bad
pass from "%s"@%s”). This string strongly suggests that some type of
authentication took place and did not pass. The location in memory of this string
is “0040BB52”. Ollydbg was opened and the specimen was opened and
analyzed in Ollydbg. Scrolling up a few lines there was a section that seemed
more interesting to authentication because it had two arg statements and one of
the values was “dcc.pass”the location in memory of this section was
“0040BBD9”a break point was set here.
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When the process was unpaused and a attempt was made to connect to the
malware host machine to port 2200 using telnet a prompt was displayed “#:”.
Typing something in the prompt would not return any value nor would the
program hit the breakpoint. However if text was copy and pasted into the prompt
the breakpoint would immediately be hit. Stepping into the code at this point
shows the first string that was pasted as Arg1. Arg2 is “dcc.pass”and if you keep
stepping through the code eventually you will hit the “0040BC6F”location where
the ASCII text is viewable and states (“%s bad pass from "%s"@%s”). Soon after
hitting that place in memory the connection is closed and the prompt goes away.

It was determined that “0040BBDF’location in memory would be a good location
to insert a NOP instruction to patch the malware specimen. Ollydbg was used to
insert the NOP instruction. The modified binary was then saved and the image
was reverted. The new binary was run from the desktop. Then from the XP
machine a telnet session was opened to port 2200. To test if the patch worked a
command was needed to be used to see if it was accepted. Searching through
the strings some possible commands were found.

Excerpts of strings in the specimen
?ping
?smurf
?jolt
?insmod
?rmmod
?lsmod
?clone
?clones
?login
?uptime
?reboot

?md5p
?free
?update
?hostname
?!fif
?play
?copy
?move
?sums
?rmdir
?status

?mkdir
?exec
?kill
?killall
?crash
?jump
?wget
?join
?akick
?part

?sklist
?unset
?uattr
?dccsk
?killsk
?nick
?echo
?hush
?dump

The “?uptime”command was chosen because it had the safest connotation to its
name. So to test the “?uptime”notepad was opened and “?uptime”was typed on
two separate lines then copied. Then in the command prompt where telnet was
open it was pasted:

This demonstrates successful interaction with the malcode once it has been
patched.

Another analysis was that the malcode only allows one copy of itself to run at any
given time. Most malicious software has this functionality as to not reinfect the
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same machine. Most malicious software use Mutexes to accomplish this. The
mutex that this specimen creates is named “run5”. This can be seen if a
breakpoint is set at “0040BEEA”. The break point was set here because of the
“Mutex Name”label for the value in memory:

Another interesting area of the code is “0040C8C0”in IDA pro a string can be
seen here at is “software\microsoft\windows\currentversion\run”. This is
interesting because this key is where values can be entered for applications to be
launched at startup. However since this specimen is installed as a service why
would it need to be launched in another way? Well it was verified that no entries
were in the registry under that key. However since this specimen could run on
Windows 9x it is possible that this key is used to automatically startup itself in
windows 9x. However windows 9x was not tested with this specimen so this is
purely speculation.

Analysis Wrap Up
The malware specimen after being analyzed is clearly a Trojan application. The
specimen communicates on IRC as a covert form of connecting to its “home”
awaiting more commands. The specimen even has failover functionality so that if
IRC port 6667 is not available it attempts to connect on ports 9999 and 8080
respectively. The specimen also Deletes itself from its original executing location
and copies itself to a location less likely to be seen or suspected. The malware
also opens a port to 2200 and listens on this port for connections. Connecting to
this port seems to give some functionality but not full command line functionality.
By analyzing the commands and testing them it is also obvious this specimen
can be used for DDos attacks because it contains ICMP commands with
variables for delay and size of packets which is very common for attacks. The
main command for this is “?smurf”if the parameters are given correctly the attack
will take place right away:

The user of this program would usually be someone who has malicious intent
and with today’s profile these are usually teenagers out for notoriety.

To protect against Trojan applications like this the first line of defense would be
Awareness. This application spreads by social engineering and not by exploits on
an operating system. People should be made aware not to execute applications
that are not trusted from trusted sources. Secondly AV program should be
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installed on the mail gateway. It is important to have AV presence at the mail
gateway because many social engineering tactics start with cleverly crafted
emails to entice the end user into opening the attachment. If this attack vector
can be minimized it could greatly reduce the chance of receiving this Trojan in
the first place. Desktop AV is probably the most important aspect of AV
protection in this scenario. Having protection at every level except the desktop
could have disastrous affects on security in this case. Even with protection at the
mail server a user could download malicious code from the internet or from
removabal media. Desktop AV would be able to catch these instances if this
specimen were in the signature file. Third personal firewalls should be installed
on the desktop to catch the network connection this Trojan makes which will
notify the user that some application is attempting to listen on a port as well as
make an outbound connection. Fourth line of defense would be to install an suite
of applications like the ones Websense offers. One of the applications prevents
users from going to sites which might contain malicious Trojan applications.
Another application prevents unwanted network traffic i.e. IRC. Another
application prevents unwanted executables from launching as well as network
access. With these layers of defense a corporate user should be very well
protected against this specific specimen and if someone was infected with it
notification of that infection would be very fast.

Removing this Trojan from an infected machine is a multi step process. Once it is
determined that a machine is infected with this Trojan the machine should be
unplugged from all network connectivity. Then the machine should be rebooted
and windows should be started in safe mode. Once Windows is in safe mode
regedit should be launched. The following keys should be deleted:
“HKEY_Local_Machine\System\CurrentControlSet\Services\mfm”
“HKEY_Local_Machine\System\ControlSet001\Services\mfm”
It is possible the Malware might be in ControlSet00x where x is a single digit
number. The registry should be searched for any remaining trainings under the
“HKEY_Local_Machine\System\”key. Once these keys are deleted the directory
“c:\winnt\system32\mfm”should be deleted. The directory location might be
different depending on where your windows installation is located. Now it is safe
to reboot the computer and the infection should be cleaned.



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

Appendix
Complete listing of strings from PEinfo
!This program cannot be run in DOS mode.
.idata
.aspack
.adata
?insmod
?rmmod
?lsmod
%s: <mod name>
%s: mod list full
%s: err: %u
mod_init
mod_free
%s: cannot init %s
%s: %s loaded (%u)
%s: mod allready loaded
%s:%s err %u
%s:%s not found
%s: unloading %s
[%u]: %s hinst:%x
unloading %s
%s: invalid_addr: %s
%s%s [port]
finished %s
%s <ip> <port> <t_time> <delay>
sockopt: %u
sendto err: %u
sockraw: %u
syn: done
%s <ip> <duration> <delay>
sendto: %u
jolt2: done
%s <ip> <p size> <duration> <delay>
Err: %u
smurf done
&err: %u
?smurf
PONG :%s
%s!%s@%s
SVh=+@
irc.nick
NICK %s
NETWORK=
irc.pre
__%s__
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__%s___
NICK %s
irc.chan
WHO %s
PPhV,@
USERHOST %s
logged into %s(%s) as %s
<$hE:@
nick.pre
%s-%04u
irc.user
irc.usereal
irc.real
irc.pass
tsend(): connection to %s:%u failed
USER %s localhost 0 :%s
NICK %s
PRIVMSG
trecv(): Disconnected from %s err:%u
NOTICE
%s %s :%s
MODE %s -o+b %s *@%s
C'PSWh
MODE %s -bo %s %s
%s.key
sk#%u %s is dead!
s_check: %s dead? pinging...
PING :ok
s_check: send error to %s disconnecting
expect the worst
s_check: killing socket %s
irc.knick
jtr.%u%s.iso
ison %s
servers
s_check: trying %s
uYVh|K@
%s.mode
MODE %s %s
PShZP@
mode %s +o %s
mode %s +b %s %s
KICK %s %s
irc.pre
Set an irc sock to preform %s command on

Type
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%csklist
to view current sockets, then

%cdccsk
%s: dll loaded
%s: %d
said %s to %s
usage: %s <target> "text"
%s not on %s
usage: %s <nick> <chan>
%s logged in
sys: %s bot: %s
preformance counter not avail
usage: %s <cmd>
%s free'd
unable to free %s
later!
unable to %s errno:%u
service:%c user:%s inet connection:%c contype:%s reboot privs:%c
%-5u %s

%s: %s
%s: somefile
host: %s ip: %s
capGetDriverDescriptionA
cpus:%u
WIN%s (u:%s)%s%s mem:(%u/%u) %u%% %s %s
%s: %s (%u)
%s bad args
%s[%u] %s
%s removed
couldnt find %s
%s added
%s allready in list
usage: %s +/- <host>
jtram.conf
%s /t %s
jtr.home
%s: possibly failed: code %u
%s: possibly failed
%s: exec of %s failed err: %u
jtr.id
%s: <url> <id>

#%u [fd:%u] %s:%u [%s%s] last:%u
|\=> [n:%s fh:%s] (%s)
|---[%s] (%u) %s
| |-[%s%s] [%s]
|=> (%s) (%.8x)
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B$PRhco@
%s <pass> <salt>
%s <nick> <chan>
PING %s
mIRC v6.12 Khaled Mardam-Bey
VERSION %s
dcc.pass
temp add %s
%s%u-%s
%s opened (%u)
%u bytes from %s in %u seconds saved to %s
(%s %s): incomplete! %u bytes
couldnt open %s err:%u
(%s) %s: %s
(%s) urlopen failed
(%s): inetopen failed
no file name in %s
%s created
%s %s to %s Ok
%0.2u/%0.2u/%0.2u %0.2u:%0.2u %15s %s
%s (err: %u)
err: %u
%s %s :ok
unable to %s %s (err: %u)
%-16s %s
%-16s (%u.%u.%u.%u)
[%s][%s] %s
closing %u [%s:%u]
unable to close socket %u
using sock #%u %s:%u (%s)
Invalid sock
usage %s <socks #>
leaves %s
:0 * * :%s
joins: %s
ACCEPT
resume
err: %u
DCC ACCEPT %s %s %s
dcc_resume: cant find port %s
dcc.dir
%s\%s\%s\%s
unable to open (%s): %u
resuming dcc from %s to %s
DCC RESUME %s %s %u
?clone
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?clones
?login
?uptime
?reboot
?status
?akick
?update
?hostname
?rmdir
?mkdir
?killall
?crash
?sklist
?unset
?uattr
?dccsk
?killsk
VERSION*
%ud %02uh %02um %02us
%02uh %02um %02us
%um %02us
jtram.conf
DiCHFc2ioiVmb3cb4zZ7zWZH1oM=
conf_dump: wrote %u lines
get of %s incomplete at %u bytes
get of %s completed (%u bytes), %u seconds %u cps
error while writing to %s (%u)
chdir: %s -> %s (%u)
dcc_wait: get of %s from %s timed out
dcc_wait: closing [#%u] %s:%u (%s)
%4s #%.2u %s %ucps %u%% [sk#%u] %s
%u Send(s) %u Get(s) (%u transfer(s) total) UP:%ucps DOWN:%ucps
Total:%ucps
send of %s incomplete at %u bytes
send of %s completed (%u bytes), %u seconds %u cps
cant open %s (err:%u) pwd:{%s}
DCC SEND %s %u %u %u
%s exited with code %u
%s: %s
exec: Error:%u pwd:%s cmd:%s
dcc.pass
bot.port
%s bad pass from "%s"@%s
%s: connect from %s
jtr.bin
msrll.exe
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jtr.home
jtr.id
irc.quit
servers
collective7.zxy0.com,collective7.zxy0.com:9999!,collective7.zxy0.com:8080
irc.chan
$1$KZLPLKDf$W8kl8Jr1X8DOHZsmIp9qq0
$1$KZLPLKDf$55isA1ITvamR7bjAdBziX.
SSL_get_error
SSL_load_error_strings
SSL_library_init
SSLv3_client_method
SSL_set_connect_state
SSL_CTX_new
SSL_new
SSL_set_fd
SSL_connect
SSL_write
SSL_read
SSL_shutdown
SSL_free
SSL_CTX_free
kernel32.dll
QueryPerformanceCounter
QueryPerformanceFrequency
RegisterServiceProcess
jtram.conf
irc.user
%s : USERID : UNIX : %s
QUIT :FUCK %u
Killed!? Arrg! [%u]
QUIT :%s
SeShutdownPrivilege
%s\%s\%s
Rll enhanced drive
software\microsoft\windows\currentversion\run
/d "%s"
./0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxy
z
usage %s: server[:port] amount
%s: %s
%s %s %s <PARAM>
%s: [NETWORK|all] %s <"parm"> ...
USER %s localhost 0 :%s
NICK %s
md != NULL
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buf != NULL
hash != NULL
message digest
abcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789
1234567890123456789012345678901234567890123456789012345678901234
5678901234567890
sprng.c
buf != NULL
skey != NULL
key != NULL
ct != NULL
pt != NULL
#4EVgx
$5FWhy
#4EVgx
$5FWhy
#4EVgx
$5FWhy
desired_keysize != NULL
ctr != NULL
key != NULL
count != NULL
ct != NULL
pt != NULL
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789
+/
?456789:;<=
!"#$%&'()*+,-./0123

base64.c
outlen != NULL
out != NULL
in != NULL
_ARGCHK '%s' failure on line %d of file %s
crypt.c
name != NULL
cipher != NULL
hash != NULL
prng != NULL
LibTomCrypt 0.83
Endianess: little (32-bit words)
Clean stack: disabled
Ciphers built-in:

Blowfish
RC2
RC5
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RC6
Serpent
Safer+
Safer
Rijndael
XTEA
Twofish
CAST5
Noekeon

Hashes built-in:
SHA-512
SHA-384
SHA-256
TIGER
SHA1
MD5
MD4
MD2

Block Chaining Modes:
CFB
OFB
CTR
Yarrow
SPRNG
RC4

PK Algs:
RSA
ECC

Compiler:
WIN32 platform detected.
GCC compiler detected.

Various others: BASE64 MPI HMAC
/dev/random
Microsoft Base Cryptographic Provider v1.0
bits.c
buf != NULL
prng != NULL
<"tx< tf<
-LIBGCCW32-EH-SJLJ-GTHR-MINGW32
<ip> <total secs> <p size> <delay>
modem
Proxy
none

m220 1.0 #2730 Mar 16 11:47:38 2004
unable to %s %s (err: %u)
unable to kill %s (%u)
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%s killed (pid:%u)
AVICAP32.dll
unable to kill %u (%u)
pid %u killed
error!
ran ok
MODE %s +o %s
set %s %s
Mozilla/4.0
Accept: */*
<DIR>
Could not copy %s to %s
%s copied to %s
0123456789abcdef
%s unset
unable to unset %s
(%s) %s
libssl32.dll
libeay32.dll
<die|join|part|raw|msg>
-|v{-|
.-|$0-|
X|m~W|
X|rXX|
Y|7jY|
kY|k+Y|
Y|e}Y|
EY|haX|S
W|BeX|
W|PcX|
AdjustTokenPrivileges
CloseServiceHandle
CreateServiceA
CryptAcquireContextA
CryptGenRandom
CryptReleaseContext
GetUserNameA
LookupPrivilegeValueA
OpenProcessToken
OpenSCManagerA
RegCloseKey
RegCreateKeyExA
RegSetValueExA
RegisterServiceCtrlHandlerA
SetServiceStatus
StartServiceCtrlDispatcherA
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AddAtomA
CloseHandle
CopyFileA
CreateDirectoryA
CreateFileA
CreateMutexA
CreatePipe
CreateProcessA
CreateToolhelp32Snapshot
DeleteFileA
DuplicateHandle
EnterCriticalSection
ExitProcess
ExitThread
FileTimeToSystemTime
FindAtomA
FindClose
FindFirstFileA
FindNextFileA
FreeLibrary
GetAtomNameA
GetCommandLineA
GetCurrentDirectoryA
GetCurrentProcess
GetCurrentThreadId
GetExitCodeProcess
GetFileSize
GetFullPathNameA
GetLastError
GetModuleFileNameA
GetModuleHandleA
GetProcAddress
GetStartupInfoA
GetSystemDirectoryA
GetSystemInfo
GetTempPathA
GetTickCount
GetVersionExA
GlobalMemoryStatus
InitializeCriticalSection
IsBadReadPtr
LeaveCriticalSection
LoadLibraryA
MoveFileA
OpenProcess
PeekNamedPipe
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Process32First
Process32Next
QueryPerformanceFrequency
ReadFile
ReleaseMutex
RemoveDirectoryA
SetConsoleCtrlHandler
SetCurrentDirectoryA
SetFilePointer
SetUnhandledExceptionFilter
TerminateProcess
WaitForSingleObject
WriteFile
_strdup
_stricmp
__getmainargs
__p__environ
__p__fmode
__set_app_type
_beginthread
_cexit
_errno
_fileno
_onexit
_setmode
_vsnprintf
atexit
fclose
fflush
fprintf
fwrite
malloc
memcpy
memset
printf
realloc
setvbuf
signal
sprintf
strcat
strchr
strcmp
strcpy
strerror
strncat
strncmp
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strncpy
strstr
toupper
ShellExecuteA
DispatchMessageA
ExitWindowsEx
GetMessageA
PeekMessageA
GetFileVersionInfoA
VerQueryValueA
InternetCloseHandle
InternetGetConnectedState
InternetOpenA
InternetOpenUrlA
InternetReadFile
WSAGetLastError
WSASocketA
WSAStartup
__WSAFDIsSet
accept
closesocket
connect
gethostbyaddr
gethostbyname
gethostname
getsockname
inet_addr
inet_ntoa
ioctlsocket
listen
select
sendto
setsockopt
shutdown
socket
ADVAPI32.DLL
KERNEL32.dll
msvcrt.dll
msvcrt.dll
SHELL32.DLL
USER32.dll
VERSION.dll
WININET.DLL
WS2_32.DLL
VirtualAlloc
VirtualFree
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kernel32.dll
ExitProcess
user32.dll
MessageBoxA
wsprintfA
LOADER ERROR
The procedure entry point %s could not be located in the dynamic link library %s
The ordinal %u could not be located in the dynamic link library %s
(08@P`p

kernel32.dll
GetProcAddress
GetModuleHandleA
LoadLibraryA
advapi32.dll
msvcrt.dll
msvcrt.dll
shell32.dll
user32.dll
version.dll
wininet.dll
ws2_32.dll
AdjustTokenPrivileges
__getmainargs
ShellExecuteA
DispatchMessageA
GetFileVersionInfoA
InternetCloseHandle
WSAGetLastError

Complete Regshot log
REGSHOT LOG 1.61e5
Comments:
Datetime:2005/1/15 02:38:16 , 2005/1/15 02:44:45
Computer:AMESDAQ-2KP , AMESDAQ-2KP
Username: ,

----------------------------------
Keys deleted:1
----------------------------------
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012004121220041213

----------------------------------
Keys added:8
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----------------------------------
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\Security
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Security
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\OpenSave
MRU\hiv
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.hiv
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.hiv\OpenWith
List
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005011420050115

----------------------------------
Values deleted:5
----------------------------------
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012004121220041213\CachePath:
"%USERPROFILE%\Local
Settings\History\History.IE5\MSHist012004121220041213\"

HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012004121220041213\CachePrefix: ":2004121220041213: "
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012004121220041213\CacheLimit:
0x00002000
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012004121220041213\CacheOptions: 0x0000000B
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012004121220041213\CacheRepair: 0x00000000

----------------------------------
Values added:29
----------------------------------
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HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\Security\Secur
ity: 01 00 14 80 A0 00 00 00 AC 00 00 00 14 00 00 00 30 00 00 00 02 00 1C 00
01 00 00 00 02 80 14 00 FF 01 0F 00 01 01 00 00 00 00 00 01 00 00 00 00 02
00 70 00 04 00 00 00 00 00 18 00 FD 01 02 00 01 01 00 00 00 00 00 05 12 00
00 00 00 00 00 00 00 00 1C 00 FF 01 0F 00 01 02 00 00 00 00 00 05 20 00 00
00 20 02 00 00 00 00 00 00 00 00 18 00 8D 01 02 00 01 01 00 00 00 00 00 05
0B 00 00 00 20 02 00 00 00 00 1C 00 FD 01 02 00 01 02 00 00 00 00 00 05 20
00 00 00 23 02 00 00 00 00 00 00 01 01 00 00 00 00 00 05 12 00 00 00 01 01 00
00 00 00 00 05 12 00 00 00
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\Type:
0x00000120
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\Start:
0x00000002
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\ErrorControl:
0x00000002
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\ImagePath:
"C:\WINNT\system32\mfm\msrll.exe"
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\DisplayName:
"Rll enhanced drive"
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\mfm\ObjectName:
"LocalSystem"
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Security\S
ecurity: 01 00 14 80 A0 00 00 00 AC 00 00 00 14 00 00 00 30 00 00 00 02 00 1C
00 01 00 00 00 02 80 14 00 FF 01 0F 00 01 01 00 00 00 00 00 01 00 00 00 00
02 00 70 00 04 00 00 00 00 00 18 00 FD 01 02 00 01 01 00 00 00 00 00 05 12
00 00 00 00 00 00 00 00 00 1C 00 FF 01 0F 00 01 02 00 00 00 00 00 05 20 00
00 00 20 02 00 00 00 00 00 00 00 00 18 00 8D 01 02 00 01 01 00 00 00 00 00
05 0B 00 00 00 20 02 00 00 00 00 1C 00 FD 01 02 00 01 02 00 00 00 00 00 05
20 00 00 00 23 02 00 00 00 00 00 00 01 01 00 00 00 00 00 05 12 00 00 00 01 01
00 00 00 00 00 05 12 00 00 00
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Type:
0x00000120
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\Start:
0x00000002
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\ErrorContr
ol: 0x00000002
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\ImagePath
: "C:\WINNT\system32\mfm\msrll.exe"
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\DisplayNa
me: "Rll enhanced drive"
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\mfm\ObjectNa
me: "LocalSystem"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\LastVisited
MRU\d: 72 00 65 00 67 00 73 00 68 00 6F 00 74 00 2E 00 65 00 78 00 65 00 00
00 43 00 3A 00 5C 00 44 00 6F 00 63 00 75 00 6D 00 65 00 6E 00 74 00 73 00
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20 00 61 00 6E 00 64 00 20 00 53 00 65 00 74 00 74 00 69 00 6E 00 67 00 73
00 5C 00 41 00 64 00 6D 00 69 00 6E 00 69 00 73 00 74 00 72 00 61 00 74 00
6F 00 72 00 5C 00 44 00 65 00 73 00 6B 00 74 00 6F 00 70 00 00 00
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\OpenSave
MRU\*\d: "C:\Documents and Settings\Administrator\Desktop\1st.hiv"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\OpenSave
MRU\hiv\a: "C:\Documents and Settings\Administrator\Desktop\1st.hiv"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\OpenSave
MRU\hiv\MRUList: "a"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.hiv\OpenWith
List\a: "regshot.exe"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.hiv\OpenWith
List\MRUList: "a"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\t: 6D 00
73 00 72 00 6C 00 6C 00 2E 00 7A 00 69 00 70 00 00 00 1D 00 32 00 00 00 00
00 00 00 00 00 00 00 6D 73 72 6C 6C 2E 7A 69 70 2E 6C 6E 6B 00 00 00 00
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700
-EF1F-11D0-9888-006097DEACF9}\Count\HRZR_EHACNGU:P:\Qbphzragf naq
Frggvatf\Nqzvavfgengbe\Qrfxgbc\zfeyy.rkr: 07 00 00 00 06 00 00 00 80 97 5F 62
AB FA C4 01
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005011420050115\CachePath:
"%USERPROFILE%\Local
Settings\History\History.IE5\MSHist012005011420050115\"

HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012005011420050115\CachePrefix: ":2005011420050115: "
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005011420050115\CacheLimit:
0x00002000
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012005011420050115\CacheOptions: 0x0000000B
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
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500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012005011420050115\CacheRepair: 0x00000000
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\extract\extract7: "C:\Documents and
Settings\Administrator\Desktop"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\WinZip\PasswordMask: "1"

----------------------------------
Values modified:32
----------------------------------
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\RNG\Seed: 9E
80 7E B8 B5 C5 3F 10 A6 59 17 93 E1 84 E5 85 86 D5 6F E0 24 FA 64 B5 16
D8 1E A6 F4 E2 ED 72 05 09 52 07 9C B1 59 23 64 B5 BD 72 99 7C AF CE 1B
5C 53 21 57 15 DE A5 BC 90 F0 F7 79 33 72 8E 83 32 4C 59 FC 76 68 AF 54
EA EA 10 32 13 4A D6
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\RNG\Seed: 40
95 CE 3D 06 A0 B5 D6 C4 19 8B 0F 8A 51 D2 3D 22 03 48 77 D0 91 88 5A C8
60 0E 03 B7 1A 67 C8 25 57 E2 07 75 77 B6 E5 C9 2A 63 E7 29 B4 07 63 D3
C9 4E 24 EF 02 89 55 99 86 28 DE AA 0F 6E 18 43 8F 2A F2 A1 8B EE 33 BD
18 A9 99 CA 81 2B 91
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Rpc\UuidSequenceNumber:
0x00514C37
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Rpc\UuidSequenceNumber:
0x00514C38
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Wind
owsUpdate\Auto Update\LastWaitTimeout: "2005.01.15 02:40:46"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Wind
owsUpdate\Auto Update\LastWaitTimeout: "2005.01.16 02:41:35"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\LastVisited
MRU\MRUList: "cba"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\LastVisited
MRU\MRUList: "dcba"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\OpenSave
MRU\*\MRUList: "cba"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\OpenSave
MRU\*\MRUList: "dcba"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\MRUList:
"ehfsrdbkqponmljigca"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
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500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\MRUList:
"tehfsrdbkqponmligca"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.zip\MRU
List: "dcbajihgfe"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.zip\MRU
List: "edcbajihgf"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.zip\e: 44
00 65 00 62 00 75 00 67 00 56 00 69 00 65 00 77 00 2E 00 7A 00 69 00 70 00
00 00 21 00 32 00 00 00 00 00 00 00 00 00 00 00 44 65 62 75 67 56 69 65 77 2E
7A 69 70 2E 6C 6E 6B 00 00 00 00
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.zip\e: 6D
00 73 00 72 00 6C 00 6C 00 2E 00 7A 00 69 00 70 00 00 00 1D 00 32 00 00 00
00 00 00 00 00 00 00 00 6D 73 72 6C 6C 2E 7A 69 70 2E 6C 6E 6B 00 00 00 00
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700
-EF1F-11D0-9888-006097DEACF9}\Count\HRZR_EHACNGU: 07 00 00 00 59
00 00 00 00 7A EE 2A AB FA C4 01
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700
-EF1F-11D0-9888-006097DEACF9}\Count\HRZR_EHACNGU: 07 00 00 00 5B
00 00 00 80 97 5F 62 AB FA C4 01
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700
-EF1F-11D0-9888-006097DEACF9}\Count\HRZR_HVFPHG: 07 00 00 00 0B 00
00 00 50 0F CD 2A AB FA C4 01
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700
-EF1F-11D0-9888-006097DEACF9}\Count\HRZR_HVFPHG: 07 00 00 00 0D 00
00 00 90 89 53 62 AB FA C4 01
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700
-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_EHACNGU:P:\CEBTEN~1\JVAMVC\jvamvc32.rk
r: 05 00 00 00 13 00 00 00 E0 EC 9E 39 FF A8 C4 01
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{75048700
-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_EHACNGU:P:\CEBTEN~1\JVAMVC\jvamvc32.rk
r: 07 00 00 00 14 00 00 00 10 BB 35 56 AB FA C4 01
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Connections\SavedLegacySettings: 3C 00 00 00 19 00 00 00 01 00 00
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00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Connections\SavedLegacySettings: 3C 00 00 00 1A 00 00 00 01 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\directories\DefDir: "D:\OllyDbg"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\directories\DefDir: "C:\Documents
and Settings\Administrator\Desktop"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\directories\ExtractTo: "C:\Program
Files\ollydbg\"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\directories\ExtractTo: "C:\Documents
and Settings\Administrator\Desktop\"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu1:
"D:\BinText\bintext.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu1:
"D:\LordPE\LordPE.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu2:
"D:\LordPE\LordPE.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu2:
"D:\NetCat\nc11nt.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu3:
"D:\NetCat\nc11nt.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu3: "D:\UPX\upx.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu4: "D:\UPX\upx.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu4:
"D:\Sysinternals\DebugView.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu5:
"D:\Sysinternals\DebugView.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu5:
"D:\Sysinternals\FileMon-NT.zip"
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HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu6:
"D:\Sysinternals\FileMon-NT.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu6:
"D:\Sysinternals\handle.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu7:
"D:\Sysinternals\handle.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu7:
"D:\Sysinternals\ProcExp-NT.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu8:
"D:\Sysinternals\ProcExp-NT.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu8:
"D:\Sysinternals\RegMon-NT.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu9:
"D:\Sysinternals\RegMon-NT.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu9:
"D:\Sysinternals\TCPView.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu10:
"D:\Sysinternals\TCPView.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu10:
"D:\Sysinternals\TDIMon-NT.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu11:
"D:\Sysinternals\TDIMon-NT.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu11:
"D:\RegShot\RegShot.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu12:
"D:\RegShot\RegShot.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu12:
"D:\OllyDbg\OllyDbg.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu13:
"D:\OllyDbg\OllyDbg.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
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500\Software\Nico Mak Computing\WinZip\filemenu\filemenu13:
"D:\OllyDbg\Plugin-OllyDump.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu14:
"D:\OllyDbg\Plugin-OllyDump.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu14: "C:\Documents
and Settings\Administrator\Local Settings\Temp\src220.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu15: "C:\Documents
and Settings\Administrator\Local Settings\Temp\src220.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\filemenu\filemenu15: "C:\Documents
and Settings\Administrator\Desktop\msrll.zip"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\rrs\Days: "1"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\rrs\Days: "2"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\rrs\Date: "10/02/04"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\rrs\Date: "01/14/05"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\rrs\Opened: "15"
HKEY_USERS\S-1-5-21-1645522239-725345543-1017062266-
500\Software\Nico Mak Computing\WinZip\rrs\Opened: "16"

----------------------------------
Files added:6
----------------------------------
C:\Documents and Settings\Administrator\Desktop\1st.hiv
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012005011420050115\index.dat
C:\Documents and Settings\Administrator\Recent\msrll.zip.lnk
C:\Program Files\WindowsUpdate\V4\urllog.dat
C:\WINNT\system32\mfm\jtram.conf
C:\WINNT\system32\mfm\msrll.exe

----------------------------------
Files deleted:3
----------------------------------
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012004121220041213\index.dat
C:\Documents and Settings\Administrator\Recent\DebugView.zip.lnk
C:\WINNT\security\tmp.edb
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----------------------------------
Files[attr]modified:13
----------------------------------
C:\Documents and Settings\Administrator\Cookies\index.dat
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\index.dat
C:\Documents and Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat
C:\Documents and Settings\Administrator\NTUSER.DAT
C:\Documents and Settings\Administrator\ntuser.dat.LOG
C:\WINNT\security\edb.chk
C:\WINNT\security\edb.log
C:\WINNT\system32\config\SECURITY
C:\WINNT\system32\config\SECURITY.LOG
C:\WINNT\system32\config\software
C:\WINNT\system32\config\software.LOG
C:\WINNT\system32\config\system
C:\WINNT\system32\config\SYSTEM.ALT

----------------------------------
Folders added:9
----------------------------------
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012005011420050115
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012005011420050115\.
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012005011420050115\..
C:\Program Files\WindowsUpdate\wuaudnld.tmp
C:\Program Files\WindowsUpdate\wuaudnld.tmp\.
C:\Program Files\WindowsUpdate\wuaudnld.tmp\..
C:\WINNT\system32\mfm
C:\WINNT\system32\mfm\.
C:\WINNT\system32\mfm\..

----------------------------------
Folders deleted:3
----------------------------------
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012004121220041213
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012004121220041213\.
C:\Documents and Settings\Administrator\Local
Settings\History\History.IE5\MSHist012004121220041213\..

----------------------------------
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Total changes:109
----------------------------------

Complete Regmon log
1 2.74914046 explorer.exe:848 OpenKey

HKCU\AppEvents\Schemes\Apps\.Default\CCSelect\.current NOTFOUND

2 2.96837140 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1C64440

3 2.96841470 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1CDF360

4 2.96845353 explorer.exe:848 QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\Application NOTFOUND
5 2.96848985 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
6 2.96852198 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

7 2.96857310 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1C38CE0

8 2.96859405 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

9 2.96866613 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

10 2.96868708 explorer.exe:848 QueryValue HKCR\.exe\(Default)
SUCCESS "exefile"

11 2.96870971 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
12 2.96873178 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
13 2.96876363 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1C853A0
14 2.96878374 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
15 2.96882285 explorer.exe:848 OpenKey HKCU\exefile\CurVer

NOTFOUND
16 2.96885889 explorer.exe:848 OpenKey HKCR\exefile\CurVer

NOTFOUND
17 2.96889186 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
18 2.96892789 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
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19 2.96901338 explorer.exe:848 OpenKey HKCR\exefile
SUCCESS Key: 0xE1BF5920

20 2.96907065 explorer.exe:848 CloseKey HKCR\exefile
SUCCESS Key: 0xE1C853A0

21 2.96910641 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1C64440

22 2.96913630 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1CDF360

23 2.96916200 explorer.exe:848 CloseKey HKCR\.exe SUCCESS
Key: 0xE1C38CE0

24 2.96918547 explorer.exe:848 QueryKey HKCR\exefile
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
25 2.96922793 explorer.exe:848 OpenKey

HKCU\exefile\ShellEx\{00021500-0000-0000-C000-000000000046}
NOTFOUND

26 2.96925112 explorer.exe:848 OpenKey
HKCR\exefile\ShellEx\{00021500-0000-0000-C000-000000000046}
NOTFOUND

27 2.96927542 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
28 2.96929666 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

29 2.96932431 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1C38CE0

30 2.96934247 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

31 2.96938186 explorer.exe:848 OpenKey
HKCU\.exe\ShellEx\{00021500-0000-0000-C000-000000000046}
NOTFOUND

32 2.96940617 explorer.exe:848 OpenKey
HKCR\.exe\ShellEx\{00021500-0000-0000-C000-000000000046}
NOTFOUND

33 2.96943299 explorer.exe:848 CloseKey HKCR\exefile
SUCCESS Key: 0xE1BF5920

34 2.96946902 explorer.exe:848 CloseKey HKCR\.exe SUCCESS
Key: 0xE1C38CE0

35 2.96952043 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BF5920

36 2.96955060 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1CDF360

37 2.96956960 explorer.exe:848 QueryValue
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HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
\Application NOTFOUND
38 2.96959139 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
39 2.96961290 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

40 2.96969140 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1C64440

41 2.96971040 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

42 2.96974671 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

43 2.96976375 explorer.exe:848 QueryValue HKCR\.exe\(Default)
SUCCESS "exefile"

44 2.96978499 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
45 2.96980734 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
46 2.96983499 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1C853A0
47 2.96985427 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
48 2.96988975 explorer.exe:848 OpenKey HKCU\exefile\CurVer

NOTFOUND
49 2.96990875 explorer.exe:848 OpenKey HKCR\exefile\CurVer

NOTFOUND
50 2.96992914 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
51 2.96996350 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
52 2.96999116 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1C38CE0
53 2.97006882 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
54 2.97010598 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
55 2.97012246 explorer.exe:848 QueryValue HKCR\exefile\InfoTip

NOTFOUND
56 2.97015878 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1C38CE0
57 2.97023002 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1C38CE0



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

58 2.97024901 explorer.exe:848 QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\InfoTip NOTFOUND
59 2.97027890 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1C38CE0

60 2.97029902 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

61 2.97033478 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

62 2.97036299 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1C38CE0

63 2.97038115 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

64 2.97041523 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

65 2.97043172 explorer.exe:848 QueryValue HKCR\.exe\InfoTip
NOTFOUND

66 2.97045742 explorer.exe:848 CloseKey HKCR\.exe SUCCESS
Key: 0xE1C38CE0

67 2.97048927 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

68 2.97052391 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

69 2.97054067 explorer.exe:848 QueryValue HKCR\.exe\(Default)
SUCCESS "exefile"

70 2.97056190 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
71 2.97058341 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
72 2.97061163 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1C38CE0
73 2.97063174 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
74 2.97066722 explorer.exe:848 OpenKey HKCU\exefile\CurVer

NOTFOUND
75 2.97068622 explorer.exe:848 OpenKey HKCR\exefile\CurVer

NOTFOUND
76 2.97071360 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1C853A0
77 2.97073343 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
78 2.97076807 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
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79 2.97078316 explorer.exe:848 QueryValue HKCR\exefile\BaseClass
NOTFOUND

80 2.97080551 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
81 2.97082814 explorer.exe:848 OpenKey HKCU\* NOTFOUND

82 2.97085607 explorer.exe:848 OpenKey HKCR\* SUCCESS
Key: 0xE1C853A0

83 2.97087395 explorer.exe:848 QueryKey HKCR\* SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*

84 2.97094603 explorer.exe:848 OpenKey HKCU\*\CurVer
NOTFOUND

85 2.97096754 explorer.exe:848 OpenKey HKCR\*\CurVer
NOTFOUND

86 2.97098654 explorer.exe:848 QueryKey HKCR\* SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*

87 2.97102118 explorer.exe:848 OpenKey HKCU\* NOTFOUND

88 2.97104828 explorer.exe:848 OpenKey HKCR\* SUCCESS
Key: 0xE1278020

89 2.97108152 explorer.exe:848 QueryKey HKCR\* SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*

90 2.97111616 explorer.exe:848 OpenKey HKCU\* NOTFOUND

91 2.97113488 explorer.exe:848 QueryValue HKCR\*\InfoTip
SUCCESS "prop:Type;Author;Title;Subject;Comment;Size"

92 2.97116198 explorer.exe:848 CloseKey HKCR\* SUCCESS
Key: 0xE1278020

93 2.97124048 explorer.exe:848 CloseKey HKCR\exefile
SUCCESS Key: 0xE1C38CE0

94 2.97127065 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BF5920

95 2.97129942 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1CDF360

96 2.97132429 explorer.exe:848 CloseKey HKCR\.exe SUCCESS
Key: 0xE1C64440

97 2.97134943 explorer.exe:848 CloseKey HKCR\* SUCCESS
Key: 0xE1C853A0

98 2.97154946 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
99 2.97157544 explorer.exe:848 OpenKey

HKCU\Folder\shellex\ColumnHandlers NOTFOUND
100 2.97160868 explorer.exe:848 OpenKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Key: 0xE1BF5920
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101 2.97164975 explorer.exe:848 QueryKey
HKCR\Folder\shellex\ColumnHandlers SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\Folder\shellex\ColumnHandlers
102 2.97168970 explorer.exe:848 OpenKey

HKCU\Folder\shellex\ColumnHandlers NOTFOUND
103 2.97178021 explorer.exe:848 EnumerateKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Name: {0D2E74C4-
3C34-11d2-A27E-00C04FC30871}
104 2.97200007 explorer.exe:848 EnumerateKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Name: {24F14F01-
7B1C-11d1-838f-0000F80461CF}
105 2.97217635 explorer.exe:848 EnumerateKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Name: {24F14F02-
7B1C-11d1-838f-0000F80461CF}
106 2.97221211 explorer.exe:848 EnumerateKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Name: {66742402-
F9B9-11D1-A202-0000F81FEDEE}
107 2.97243309 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1278020
108 2.97246661 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\COM3\REGDBVersion SUCCESS CC 00
00 00 00 00 00 00
109 2.97249874 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1278020
110 2.97280548 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
111 2.97283537 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} NOTFOUND
112 2.97287309 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1278020
113 2.97289656 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
114 2.97293818 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\TreatAs NOTFOUND
115 2.97296109 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\TreatAs NOTFOUND
116 2.97299349 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
117 2.97302395 explorer.exe:848 OpenKey HKCU SUCCESS Key:
0xE1C737E0
118 2.97305384 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1278020
119 2.97309407 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
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120 2.97312005 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} NOTFOUND
121 2.97319073 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1278020
122 2.97321475 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
123 2.97326364 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 NOTFOUND
124 2.97330219 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
125 2.97332762 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}\InProcServer32
126 2.97336812 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InProcServer32 NOTFOUND
127 2.97340304 explorer.exe:848 QueryValue HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32\InprocServer32NOTFOUND

128 2.97343405 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
129 2.97345864 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
130 2.97349998 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServerX86 NOTFOUND
131 2.97352401 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServerX86 NOTFOUND
132 2.97354692 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
133 2.97358631 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 NOTFOUND
134 2.97362095 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
135 2.97364553 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}\InProcServer32
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136 2.97368492 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InProcServer32 NOTFOUND
137 2.97370560 explorer.exe:848 QueryValue HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32\(Default)SUCCESS

"C:\WINNT\System32\docprop2.dll"
138 2.97373493 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
139 2.97376398 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1278020
140 2.97391177 explorer.exe:848 CloseKey HKCU SUCCESS Key:
0xE1C7F080
141 2.97396150 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1C7F080
142 2.97398692 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\COM3\REGDBVersion SUCCESS CC 00
00 00 00 00 00 00
143 2.97401430 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1C7F080
144 2.97405648 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
145 2.97408330 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} NOTFOUND
146 2.97411570 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C7F080
147 2.97413861 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
148 2.97417940 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\TreatAs NOTFOUND
149 2.97420203 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\TreatAs NOTFOUND
150 2.97422382 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
151 2.97429338 explorer.exe:848 OpenKey HKCU SUCCESS Key:
0xE1278020
152 2.97432271 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C7F080
153 2.97436210 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
154 2.97438781 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} NOTFOUND
155 2.97441965 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C7F080
156 2.97444228 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
157 2.97451017 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 NOTFOUND
158 2.97454481 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
159 2.97456995 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}\InProcServer32
160 2.97461046 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InProcServer32 NOTFOUND
161 2.97462918 explorer.exe:848 QueryValue HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32\InprocServer32NOTFOUND

162 2.97465879 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
163 2.97468282 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
164 2.97472304 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServerX86 NOTFOUND
165 2.97474679 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServerX86 NOTFOUND
166 2.97476942 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
167 2.97480853 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 NOTFOUND
168 2.97484261 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
169 2.97486720 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}\InProcServer32
170 2.97490659 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InProcServer32 NOTFOUND
171 2.97492698 explorer.exe:848 QueryValue HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32\(Default)SUCCESS

"C:\WINNT\System32\docprop2.dll"
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172 2.97495603 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
173 2.97498481 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C7F080
174 2.97501805 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
175 2.97504431 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} NOTFOUND
176 2.97507616 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C7F080
177 2.97509879 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
178 2.97513930 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 NOTFOUND
179 2.97517282 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
180 2.97523009 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}\InProcServer32
181 2.97527172 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InProcServer32 NOTFOUND
182 2.97529602 explorer.exe:848 QueryValue HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32\ThreadingModel

SUCCESS "Apartment"
183 2.97532536 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\InprocServer32 SUCCESS Key:
0xE1C853A0
184 2.97535441 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C7F080
185 2.97546476 explorer.exe:848 OpenKey HKCU SUCCESS Key:
0xE1C7F080
186 2.97548823 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
187 2.97551365 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} NOTFOUND
188 2.97554438 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C853A0
189 2.97557036 explorer.exe:848 CloseKey HKCU SUCCESS Key:
0xE1C7F080
190 2.97559494 explorer.exe:848 QueryKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Name:
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\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{66742402-F9B9-11D1-
A202-0000F81FEDEE}
191 2.97563489 explorer.exe:848 OpenKey HKCU\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\TreatAs NOTFOUND
192 2.97565780 explorer.exe:848 OpenKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE}\TreatAs NOTFOUND
193 2.97568602 explorer.exe:848 CloseKey HKCR\CLSID\{66742402-
F9B9-11D1-A202-0000F81FEDEE} SUCCESS Key: 0xE1C853A0
194 2.98198123 explorer.exe:848 EnumerateKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Name: {7f9609be-
af9a-11d1-83e0-00c04fb6e984}
195 2.98210136 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1C853A0
196 2.98213432 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\COM3\REGDBVersion SUCCESS CC 00
00 00 00 00 00 00
197 2.98218042 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1C853A0
198 2.98224746 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
199 2.98229691 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} NOTFOUND
200 2.98233407 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C853A0
201 2.98235837 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}
202 2.98240614 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\TreatAs NOTFOUND
203 2.98243296 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\TreatAs NOTFOUND
204 2.98245727 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
205 2.98248800 explorer.exe:848 OpenKey HKCU SUCCESS Key:
0xE1C7F080
206 2.98251817 explorer.exe:848 CloseKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C853A0
207 2.98254303 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
208 2.98256873 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} NOTFOUND
209 2.98260058 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C853A0
210 2.98262349 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Name:
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\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}
211 2.98266707 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 NOTFOUND
212 2.98275088 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Key:
0xE1C64440
213 2.98277686 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}\InProcServer32
214 2.98281821 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InProcServer32 NOTFOUND
215 2.98283804 explorer.exe:848 QueryValue HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32\InprocServer32NOTFOUND

216 2.98286765 explorer.exe:848 CloseKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Key:
0xE1C64440
217 2.98289224 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}
218 2.98293303 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServerX86 NOTFOUND
219 2.98295733 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServerX86 NOTFOUND
220 2.98297996 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}
221 2.98301963 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 NOTFOUND
222 2.98305371 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Key:
0xE1C64440
223 2.98307830 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}\InProcServer32
224 2.98311797 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InProcServer32 NOTFOUND
225 2.98312188 explorer.exe:848 QueryValue HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32\(Default)SUCCESS

"%SystemRoot%\system32\faxshell.dll"
226 2.98332972 explorer.exe:848 CloseKey HKCR\CLSID\{7F9609BE-
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AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Key:
0xE1C64440
227 2.98336660 explorer.exe:848 CloseKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C853A0
228 2.98340096 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
229 2.98342750 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} NOTFOUND
230 2.98346103 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C853A0
231 2.98348393 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}
232 2.98352528 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 NOTFOUND
233 2.98355936 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Key:
0xE1C64440
234 2.98358423 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
83E0-00C04FB6E984}\InProcServer32
235 2.98362390 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InProcServer32 NOTFOUND
236 2.98364513 explorer.exe:848 QueryValue HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32\ThreadingModel

SUCCESS "Apartment"
237 2.98367446 explorer.exe:848 CloseKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\InprocServer32 SUCCESS Key:
0xE1C64440
238 2.98370324 explorer.exe:848 CloseKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C853A0
239 2.98376190 explorer.exe:848 OpenKey HKCU SUCCESS Key:
0xE1C853A0
240 2.98378509 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
241 2.98385046 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} NOTFOUND
242 2.98388203 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C64440
243 2.98390857 explorer.exe:848 CloseKey HKCU SUCCESS Key:
0xE1C853A0
244 2.98393287 explorer.exe:848 QueryKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{7F9609BE-AF9A-11D1-
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83E0-00C04FB6E984}
245 2.98397282 explorer.exe:848 OpenKey HKCU\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\TreatAs NOTFOUND
246 2.98399601 explorer.exe:848 OpenKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984}\TreatAs NOTFOUND
247 2.98402395 explorer.exe:848 CloseKey HKCR\CLSID\{7F9609BE-
AF9A-11D1-83E0-00C04FB6E984} SUCCESS Key: 0xE1C64440
248 2.98504028 explorer.exe:848 EnumerateKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Name: {884EA37B-
37C0-11d2-BE3F-00A0C9A83DA1}
249 2.98515482 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1C64440
250 2.98518219 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\COM3\REGDBVersion SUCCESS CC 00
00 00 00 00 00 00
251 2.98521767 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1C64440
252 2.98527439 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
253 2.98530428 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} NOTFOUND
254 2.98533920 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1C64440
255 2.98536239 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}
256 2.98540597 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\TreatAs NOTFOUND
257 2.98542915 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\TreatAs NOTFOUND
258 2.98545234 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
259 2.98548139 explorer.exe:848 OpenKey HKCU SUCCESS Key:
0xE1C853A0
260 2.98551157 explorer.exe:848 CloseKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1C64440
261 2.98553503 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
262 2.98556046 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} NOTFOUND
263 2.98559202 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1C64440
264 2.98561437 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
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BE3F-00A0C9A83DA1}
265 2.98573701 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 NOTFOUND
266 2.98577361 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Key:
0xE1CDF360
267 2.98579903 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}\InProcServer32
268 2.98583926 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InProcServer32 NOTFOUND
269 2.98585938 explorer.exe:848 QueryValue HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32\InprocServer32

NOTFOUND
270 2.98588927 explorer.exe:848 CloseKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Key:
0xE1CDF360
271 2.98591329 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}
272 2.98599738 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServerX86 NOTFOUND
273 2.98602253 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServerX86 NOTFOUND
274 2.98604543 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}
275 2.98608482 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 NOTFOUND
276 2.98611946 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Key:
0xE1CDF360
277 2.98614377 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}\InProcServer32
278 2.98618316 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InProcServer32 NOTFOUND
279 2.98620551 explorer.exe:848 QueryValue HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32\(Default) SUCCESS

"C:\WINNT\System32\docprop2.dll"
280 2.98623512 explorer.exe:848 CloseKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Key:
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0xE1CDF360
281 2.98626446 explorer.exe:848 CloseKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1C64440
282 2.98629491 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
283 2.98632089 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} NOTFOUND
284 2.98635329 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1C64440
285 2.98637564 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}
286 2.98641587 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 NOTFOUND
287 2.98644967 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Key:
0xE1CDF360
288 2.98647454 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}\InProcServer32
289 2.98651393 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InProcServer32 NOTFOUND
290 2.98653488 explorer.exe:848 QueryValue HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32\ThreadingModel

SUCCESS "Apartment"
291 2.98656393 explorer.exe:848 CloseKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\InprocServer32 SUCCESS Key:
0xE1CDF360
292 2.98659215 explorer.exe:848 CloseKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1C64440
293 2.98664635 explorer.exe:848 OpenKey HKCU SUCCESS Key:
0xE1C64440
294 2.98666953 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
295 2.98669468 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} NOTFOUND
296 2.98672569 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1CDF360
297 2.98675111 explorer.exe:848 CloseKey HKCU SUCCESS Key:
0xE1C64440
298 2.98677513 explorer.exe:848 QueryKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{884EA37B-37C0-11D2-
BE3F-00A0C9A83DA1}
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299 2.98681480 explorer.exe:848 OpenKey HKCU\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\TreatAs NOTFOUND
300 2.98683743 explorer.exe:848 OpenKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1}\TreatAs NOTFOUND
301 2.98686509 explorer.exe:848 CloseKey HKCR\CLSID\{884EA37B-
37C0-11D2-BE3F-00A0C9A83DA1} SUCCESS Key: 0xE1CDF360
302 2.98714501 explorer.exe:848 EnumerateKey

HKCR\Folder\shellex\ColumnHandlers NOMORE
303 2.98717658 explorer.exe:848 CloseKey

HKCR\Folder\shellex\ColumnHandlers SUCCESS Key: 0xE1BF5920
304 3.11344654 explorer.exe:848 QueryValue

HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
r\UserAssist\{75048700-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_HVFPHG SUCCESS 07 00 00 00 0D 00
00 00 ...
305 3.11378625 explorer.exe:848 SetValue

HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
r\UserAssist\{75048700-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_HVFPHG SUCCESS 07 00 00 00 0E 00
00 00 ...
306 3.11781078 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BF5920

307 3.11785017 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1E3FBC0

308 3.11787280 explorer.exe:848 QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\Application NOTFOUND
309 3.11790381 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
310 3.11793817 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

311 3.12337881 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1CEC940

312 3.13507890 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

313 3.13522640 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

314 3.13525043 explorer.exe:848 QueryValue HKCR\.exe\(Default)
SUCCESS "exefile"

315 3.13527893 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
316 3.13530267 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
317 3.13534234 explorer.exe:848 OpenKey HKCR\exefile
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SUCCESS Key: 0xE127D260
318 3.13701658 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
319 3.13707552 explorer.exe:848 OpenKey HKCU\exefile\CurVer

NOTFOUND
320 3.13709647 explorer.exe:848 OpenKey HKCR\exefile\CurVer

NOTFOUND
321 3.13712916 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
322 3.13716576 explorer.exe:848 OpenKey HKCU\exefile\shell

NOTFOUND
323 3.13719900 explorer.exe:848 OpenKey HKCR\exefile\shell

SUCCESS Key: 0xE1BF5B80
324 3.13936240 explorer.exe:848 QueryKey HKCR\exefile\shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
325 3.13936911 explorer.exe:848 OpenKey HKCU\exefile\shell

NOTFOUND
326 3.13947136 explorer.exe:848 QueryValue

HKCR\exefile\shell\(Default) NOTFOUND
327 3.13952472 explorer.exe:848 CloseKey HKCR\exefile\shell

SUCCESS Key: 0xE1BF5B80
328 3.13958059 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
329 3.13962333 explorer.exe:848 OpenKey HKCU\exefile\shell

NOTFOUND
330 3.14100563 explorer.exe:848 OpenKey HKCR\exefile\shell

SUCCESS Key: 0xE1BF5B80
331 3.14103245 explorer.exe:848 QueryKey HKCR\exefile\shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
332 3.14107603 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
333 3.14111067 explorer.exe:848 OpenKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1D5CF60
334 3.14114643 explorer.exe:848 CloseKey HKCR\exefile\shell

SUCCESS Key: 0xE1BF5B80
335 3.14321513 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
336 3.14326318 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
337 3.14329587 explorer.exe:848 OpenKey HKCR\exefile
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SUCCESS Key: 0xE1BF5B80
338 3.14332324 explorer.exe:848 QueryKey HKCR\.exe SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
339 3.14335984 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

340 3.14337940 explorer.exe:848 QueryValue HKCR\.exe\(Default)
SUCCESS "exefile"

341 3.14471253 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
342 3.14474661 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
343 3.14478069 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1375FC0
344 3.14480444 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
345 3.14484271 explorer.exe:848 OpenKey HKCU\exefile\CurVer

NOTFOUND
346 3.14486199 explorer.exe:848 OpenKey HKCR\exefile\CurVer

NOTFOUND
347 3.14490054 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE127D260
348 3.14701114 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
349 3.14705528 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
350 3.14707260 explorer.exe:848 QueryValue HKCR\exefile\BaseClass

NOTFOUND
351 3.14709886 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
352 3.14712289 explorer.exe:848 OpenKey HKCU\* NOTFOUND

353 3.14715390 explorer.exe:848 OpenKey HKCR\* SUCCESS
Key: 0xE127D260

354 3.14903654 explorer.exe:848 QueryKey HKCR\* SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*

355 3.14910750 explorer.exe:848 OpenKey HKCU\*\CurVer
NOTFOUND

356 3.14913041 explorer.exe:848 OpenKey HKCR\*\CurVer
NOTFOUND

357 3.14925333 explorer.exe:848 QueryKey HKCR\* SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*

358 3.14929104 explorer.exe:848 OpenKey HKCU\* NOTFOUND

359 3.14932568 explorer.exe:848 OpenKey HKCR\* SUCCESS
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Key: 0xE1AD4620
360 3.14935166 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
361 3.15086051 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects NOTFOUND
362 3.15090521 explorer.exe:848 OpenKey

HKCR\AllFilesystemObjects SUCCESS Key: 0xE1BD97C0
363 3.15094991 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1375FC0
364 3.15098036 explorer.exe:848 CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1D5CF60
365 3.15101025 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BF5920

366 3.15124269 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1E3FBC0

367 3.15127565 explorer.exe:848 CloseKey HKCR\.exe SUCCESS
Key: 0xE1CEC940

368 3.15130219 explorer.exe:848 CloseKey HKCR\* SUCCESS
Key: 0xE127D260

369 3.15137064 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BF5920

370 3.15140192 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1D5CF60

371 3.15142344 explorer.exe:848 QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\Application NOTFOUND
372 3.15144662 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
373 3.15147121 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

374 3.15149914 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1DB3EE0

375 3.15151814 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

376 3.15155753 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

377 3.15157597 explorer.exe:848 QueryValue HKCR\.exe\(Default)
SUCCESS "exefile"

378 3.15159748 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
379 3.15169805 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
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380 3.15172822 explorer.exe:848 OpenKey HKCR\exefile
SUCCESS Key: 0xE1375FC0

381 3.15174834 explorer.exe:848 QueryKey HKCR\exefile
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
382 3.15178577 explorer.exe:848 OpenKey HKCU\exefile\CurVer

NOTFOUND
383 3.15180505 explorer.exe:848 OpenKey HKCR\exefile\CurVer

NOTFOUND
384 3.15182600 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
385 3.15186036 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
386 3.15188802 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE127D260
387 3.15191735 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1375FC0
388 3.15194724 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BF5920

389 3.15197630 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1D5CF60

390 3.15200144 explorer.exe:848 CloseKey HKCR\.exe SUCCESS
Key: 0xE1DB3EE0

391 3.15202239 explorer.exe:848 QueryKey HKCR\exefile
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
392 3.15206095 explorer.exe:848 OpenKey

HKCU\exefile\shellex\DataHandler NOTFOUND
393 3.15208274 explorer.exe:848 OpenKey

HKCR\exefile\shellex\DataHandler NOTFOUND
394 3.15210676 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
395 3.15212771 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

396 3.15215481 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1DB3EE0

397 3.15217269 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe

398 3.15227298 explorer.exe:848 OpenKey
HKCU\.exe\shellex\DataHandler NOTFOUND

399 3.15229366 explorer.exe:848 OpenKey
HKCR\.exe\shellex\DataHandler NOTFOUND

400 3.15232159 explorer.exe:848 CloseKey HKCR\exefile
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SUCCESS Key: 0xE127D260
401 3.15234785 explorer.exe:848 CloseKey HKCR\.exe SUCCESS

Key: 0xE1DB3EE0
402 3.15240624 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
403 3.15244256 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
404 3.15247105 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE127D260
405 3.15248865 explorer.exe:848 QueryKey HKCR\* SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*
406 3.15252274 explorer.exe:848 OpenKey HKCU\* NOTFOUND

407 3.15254928 explorer.exe:848 OpenKey HKCR\* SUCCESS
Key: 0xE1D5CF60

408 3.15256939 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects
409 3.15260599 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects NOTFOUND
410 3.15263532 explorer.exe:848 OpenKey

HKCR\AllFilesystemObjects SUCCESS Key: 0xE1BF5920
411 3.15266354 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1BF5B80
412 3.15268924 explorer.exe:848 CloseKey HKCR\* SUCCESS

Key: 0xE1AD4620
413 3.15271522 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects SUCCESS Key: 0xE1BD97C0
414 3.15310158 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BD97C0

415 3.15313259 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1C8AE60

416 3.15315187 explorer.exe:848 QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\Application NOTFOUND
417 3.15317394 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
418 3.15319601 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

419 3.15322366 explorer.exe:848 OpenKey HKCR\.exe SUCCESS
Key: 0xE1AD4620

420 3.15324238 explorer.exe:848 QueryKey HKCR\.exe SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
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421 3.15327814 explorer.exe:848 OpenKey HKCU\.exe NOTFOUND

422 3.15329490 explorer.exe:848 QueryValue HKCR\.exe\(Default)
SUCCESS "exefile"

423 3.15331613 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
424 3.15334044 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
425 3.15336865 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1BF5B80
426 3.15338793 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
427 3.15342425 explorer.exe:848 OpenKey HKCU\exefile\CurVer

NOTFOUND
428 3.15344297 explorer.exe:848 OpenKey HKCR\exefile\CurVer

NOTFOUND
429 3.15346280 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
430 3.15349688 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
431 3.15352426 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1DB3EE0
432 3.15355387 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1BF5B80
433 3.15358404 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1BD97C0

434 3.15361282 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1C8AE60

435 3.15363796 explorer.exe:848 CloseKey HKCR\.exe SUCCESS
Key: 0xE1AD4620

436 3.15365891 explorer.exe:848 QueryKey HKCR\exefile
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
437 3.15369663 explorer.exe:848 OpenKey

HKCU\exefile\shellex\DropHandler NOTFOUND
438 3.15372708 explorer.exe:848 OpenKey

HKCR\exefile\shellex\DropHandler SUCCESS Key: 0xE1AD4620
439 3.15374859 explorer.exe:848 QueryKey

HKCR\exefile\shellex\DropHandler SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shellex\DropHandler
440 3.15382486 explorer.exe:848 OpenKey

HKCU\exefile\shellex\DropHandler NOTFOUND
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441 3.15384469 explorer.exe:848 QueryValue
HKCR\exefile\shellex\DropHandler\(Default) SUCCESS "{86C86720-

42A0-1069-A2E8-08002B30309D}"
442 3.15387319 explorer.exe:848 CloseKey

HKCR\exefile\shellex\DropHandler SUCCESS Key: 0xE1AD4620
443 3.15390420 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
444 3.15393800 explorer.exe:848 OpenKey HKCU\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32 NOTFOUND
445 3.15397264 explorer.exe:848 OpenKey HKCR\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32 SUCCESS Key:
0xE1AD4620
446 3.15399778 explorer.exe:848 QueryKey HKCR\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{86C86720-42A0-1069-
A2E8-08002B30309D}\InProcServer32
447 3.15403913 explorer.exe:848 OpenKey HKCU\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32 NOTFOUND
448 3.15405980 explorer.exe:848 QueryValue HKCR\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
449 3.15408858 explorer.exe:848 QueryKey HKCR\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{86C86720-42A0-1069-
A2E8-08002B30309D}\InProcServer32
450 3.15412853 explorer.exe:848 OpenKey HKCU\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32 NOTFOUND
451 3.15414697 explorer.exe:848 QueryValue HKCR\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32\LoadWithoutCOM

NOTFOUND
452 3.15417630 explorer.exe:848 CloseKey HKCR\CLSID\{86C86720-
42A0-1069-A2E8-08002B30309D}\InProcServer32 SUCCESS Key:
0xE1AD4620
453 3.15425592 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1DB3EE0
454 3.15455400 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
455 3.15460038 explorer.exe:848 OpenKey

HKCU\exefile\shellex\ContextMenuHandlers NOTFOUND
456 3.15462328 explorer.exe:848 OpenKey

HKCR\exefile\shellex\ContextMenuHandlers NOTFOUND
457 3.15464312 explorer.exe:848 QueryKey HKCR\* SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*
458 3.15468027 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers NOTFOUND
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459 3.15471184 explorer.exe:848 OpenKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Key: 0xE1AD4620

460 3.15473363 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
461 3.15476967 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers NOTFOUND
462 3.15478643 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\(Default) NOTFOUND
463 3.15480990 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
464 3.15484622 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers NOTFOUND
465 3.15487359 explorer.exe:848 EnumerateKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name: Offline Files
466 3.15489566 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
467 3.15493338 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
468 3.15496578 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:
0xE1BD97C0
469 3.15500015 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Offline Files
470 3.15510547 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
471 3.15512363 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Offline Files\LegacyDisable
NOTFOUND

472 3.15519179 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:

0xE1BD97C0
473 3.15522029 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
474 3.15525968 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
475 3.15529180 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:
0xE1BD97C0
476 3.15531527 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Name:
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\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Offline Files
477 3.15535271 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
478 3.15537031 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Offline Files\SuppressionPolicy
NOTFOUND

479 3.15539936 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:

0xE1BD97C0
480 3.15542115 explorer.exe:848 EnumerateKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name: Open With
481 3.15544350 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
482 3.15548149 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
483 3.15551306 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:
0xE1BD97C0
484 3.15553597 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With
485 3.15557285 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
486 3.15559072 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Open With\LegacyDisable
NOTFOUND

487 3.15561866 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:

0xE1BD97C0
488 3.15564157 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
489 3.15567900 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
490 3.15570973 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:
0xE1BD97C0
491 3.15573236 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With
492 3.15576924 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

493 3.15578656 explorer.exe:848 QueryValue
HKCR\*\shellex\ContextMenuHandlers\Open With\SuppressionPolicy
NOTFOUND

494 3.15581422 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:

0xE1BD97C0
495 3.15583517 explorer.exe:848 EnumerateKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name: Open With
EncryptionMenu
496 3.15585696 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
497 3.15589635 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

498 3.15593043 explorer.exe:848 OpenKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

499 3.15595502 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With EncryptionMenu
500 3.15599301 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

501 3.15601145 explorer.exe:848 QueryValue
HKCR\*\shellex\ContextMenuHandlers\Open With

EncryptionMenu\LegacyDisable NOTFOUND
502 3.15603994 explorer.exe:848 CloseKey

HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

503 3.15609582 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
504 3.15613577 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

505 3.15616901 explorer.exe:848 OpenKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

506 3.15619359 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With EncryptionMenu
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507 3.15623187 explorer.exe:848 OpenKey
HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

508 3.15625003 explorer.exe:848 QueryValue
HKCR\*\shellex\ContextMenuHandlers\Open With

EncryptionMenu\SuppressionPolicy NOTFOUND
509 3.15627908 explorer.exe:848 CloseKey

HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

510 3.15629919 explorer.exe:848 EnumerateKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Name: WinZip

511 3.15632126 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
512 3.15635870 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
513 3.15639055 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:
0xE1BD97C0
514 3.15641262 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
WinZip
515 3.15644921 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
516 3.15646653 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\WinZip\LegacyDisable
NOTFOUND

517 3.15649419 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:

0xE1BD97C0
518 3.15651710 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
519 3.15655398 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
520 3.15658443 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:
0xE1BD97C0
521 3.15660678 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
WinZip
522 3.15664337 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
523 3.15666041 explorer.exe:848 QueryValue
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HKCR\*\shellex\ContextMenuHandlers\WinZip\SuppressionPolicy
NOTFOUND

524 3.15668779 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:

0xE1BD97C0
525 3.15670483 explorer.exe:848 EnumerateKey

HKCR\*\shellex\ContextMenuHandlers NOMORE
526 3.15672886 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
527 3.15676685 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
528 3.15679870 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:
0xE1BD97C0
529 3.15682189 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Offline Files
530 3.15685876 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
531 3.15687916 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Offline Files\(Default) SUCCESS
"{750fdf0e-2a26-11d1-a3ea-080036587f03}"

532 3.15690737 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:

0xE1BD97C0
533 3.15693252 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
534 3.15699956 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
535 3.15703420 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:
0xE1BD97C0
536 3.15705795 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Offline Files
537 3.15709594 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
538 3.15711354 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Offline Files\LegacyDisable
NOTFOUND

539 3.15714204 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:
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0xE1BD97C0
540 3.15716495 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
541 3.15720294 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
542 3.15723423 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:
0xE1BD97C0
543 3.15863133 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Offline Files
544 3.15869754 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Offline Files NOTFOUND
545 3.15871933 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Offline Files\SuppressionPolicy
NOTFOUND

546 3.15876822 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Offline Files SUCCESS Key:

0xE1BD97C0
547 3.15879951 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
548 3.15883890 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
549 3.15887410 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:
0xE1BD97C0
550 3.15889701 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With
551 3.15893417 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
552 3.15895568 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Open With\(Default) SUCCESS
"{09799AFB-AD67-11d1-ABCD-00C04FC30936}"

553 3.15898473 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:

0xE1BD97C0
554 3.15901043 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
555 3.15904871 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
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556 3.15908027 explorer.exe:848 OpenKey
HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:

0xE1BD97C0
557 3.15910318 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With
558 3.15914006 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
559 3.15915738 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Open With\LegacyDisable
NOTFOUND

560 3.15918504 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:

0xE1BD97C0
561 3.15920822 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
562 3.15924594 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
563 3.15927695 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:
0xE1BD97C0
564 3.15929958 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With
565 3.15933645 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With NOTFOUND
566 3.15941467 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\Open With\SuppressionPolicy
NOTFOUND

567 3.15944345 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\Open With SUCCESS Key:

0xE1BD97C0
568 3.15946831 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
569 3.15950854 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

570 3.15954318 explorer.exe:848 OpenKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

571 3.15956749 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
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SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With EncryptionMenu
572 3.15960576 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

573 3.15962671 explorer.exe:848 QueryValue
HKCR\*\shellex\ContextMenuHandlers\Open With

EncryptionMenu\(Default) SUCCESS "{A470F8CF-A1E8-4f65-8335-
227475AA5C46}"
574 3.15965549 explorer.exe:848 CloseKey

HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

575 3.15968063 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
576 3.15971974 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

577 3.15975243 explorer.exe:848 OpenKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

578 3.15977701 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With EncryptionMenu
579 3.15981528 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

580 3.15983316 explorer.exe:848 QueryValue
HKCR\*\shellex\ContextMenuHandlers\Open With

EncryptionMenu\LegacyDisable NOTFOUND
581 3.15986194 explorer.exe:848 CloseKey

HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

582 3.15988513 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
583 3.15992368 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

584 3.15995636 explorer.exe:848 OpenKey
HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

585 3.15998067 explorer.exe:848 QueryKey
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HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
Open With EncryptionMenu
586 3.16001894 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
NOTFOUND

587 3.16003682 explorer.exe:848 QueryValue
HKCR\*\shellex\ContextMenuHandlers\Open With

EncryptionMenu\SuppressionPolicy NOTFOUND
588 3.16006559 explorer.exe:848 CloseKey

HKCR\*\shellex\ContextMenuHandlers\Open With EncryptionMenu
SUCCESS Key: 0xE1BD97C0

589 3.16008990 explorer.exe:848 QueryKey
HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
590 3.16012761 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
591 3.16015890 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:
0xE1BD97C0
592 3.16018097 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
WinZip
593 3.16021729 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
594 3.16023740 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\WinZip\(Default) SUCCESS
"{E0D79304-84BE-11CE-9641-444553540000}"

595 3.16036116 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:

0xE1BD97C0
596 3.16038714 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
597 3.16042598 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
598 3.16045754 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:
0xE1BD97C0
599 3.16048017 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
WinZip
600 3.16051677 explorer.exe:848 OpenKey
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HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
601 3.16053409 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\WinZip\LegacyDisable
NOTFOUND

602 3.16056231 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:

0xE1BD97C0
603 3.16058521 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers
604 3.16062209 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
605 3.16065310 explorer.exe:848 OpenKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:
0xE1BD97C0
606 3.16067517 explorer.exe:848 QueryKey

HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*\shellex\ContextMenuHandlers\
WinZip
607 3.16071121 explorer.exe:848 OpenKey

HKCU\*\shellex\ContextMenuHandlers\WinZip NOTFOUND
608 3.16072853 explorer.exe:848 QueryValue

HKCR\*\shellex\ContextMenuHandlers\WinZip\SuppressionPolicy
NOTFOUND

609 3.16075591 explorer.exe:848 CloseKey
HKCR\*\shellex\ContextMenuHandlers\WinZip SUCCESS Key:

0xE1BD97C0
610 3.16081150 explorer.exe:848 CloseKey

HKCR\*\shellex\ContextMenuHandlers SUCCESS Key: 0xE1AD4620
611 3.16083860 explorer.exe:848 QueryKey

HKCR\AllFilesystemObjects SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects
612 3.16087939 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers NOTFOUND

613 3.16091319 explorer.exe:848 OpenKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Key: 0xE1C8AE60

614 3.16093693 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers
615 3.16097465 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers NOTFOUND
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616 3.16099225 explorer.exe:848 QueryValue
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\(Default)
NOTFOUND

617 3.16101823 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers
618 3.16105678 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers NOTFOUND

619 3.16107829 explorer.exe:848 EnumerateKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name: Send To

620 3.16110204 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers
621 3.16114702 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

622 3.16118166 explorer.exe:848 OpenKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

623 3.16120652 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers\Send To
624 3.16124647 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

625 3.16126491 explorer.exe:848 QueryValue
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send

To\LegacyDisable NOTFOUND
626 3.16133028 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

627 3.16135626 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers
628 3.16139733 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
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NOTFOUND
629 3.16143085 explorer.exe:848 OpenKey

HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

630 3.16145627 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers\Send To
631 3.16149511 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

632 3.16151354 explorer.exe:848 QueryValue
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send

To\SuppressionPolicy NOTFOUND
633 3.16154232 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

634 3.16156160 explorer.exe:848 EnumerateKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers NOMORE

635 3.16158730 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers
636 3.16162725 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

637 3.16166049 explorer.exe:848 OpenKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

638 3.16168535 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers\Send To
639 3.16172446 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

640 3.16174542 explorer.exe:848 QueryValue
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send

To\(Default) SUCCESS "{7BA4C740-9E81-11CF-99D3-00AA004AE837}"
641 3.16177419 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0
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642 3.16180157 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers
643 3.16184152 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

644 3.16187448 explorer.exe:848 OpenKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

645 3.16189907 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers\Send To
646 3.16193818 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

647 3.16195634 explorer.exe:848 QueryValue
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send

To\LegacyDisable NOTFOUND
648 3.16198511 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

649 3.16201053 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers
650 3.16204993 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

651 3.16208289 explorer.exe:848 OpenKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

652 3.16210747 explorer.exe:848 QueryKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects\shellex\Co
ntextMenuHandlers\Send To
653 3.16218039 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
NOTFOUND

654 3.16219939 explorer.exe:848 QueryValue
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send
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To\SuppressionPolicy NOTFOUND
655 3.16222872 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers\Send To
SUCCESS Key: 0xE1BD97C0

656 3.16225833 explorer.exe:848 CloseKey
HKCR\AllFilesystemObjects\shellex\ContextMenuHandlers SUCCESS
Key: 0xE1C8AE60

657 3.16228767 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
658 3.16231923 explorer.exe:848 OpenKey HKCU\CLSID\{7BA4C740-
9E81-11CF-99D3-00AA004AE837}\shellex\MayChangeDefaultMenu

NOTFOUND
659 3.16234466 explorer.exe:848 OpenKey HKCR\CLSID\{7BA4C740-
9E81-11CF-99D3-00AA004AE837}\shellex\MayChangeDefaultMenu

NOTFOUND
660 3.16236784 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
661 3.16239606 explorer.exe:848 OpenKey HKCU\CLSID\{E0D79304-
84BE-11CE-9641-444553540000}\shellex\MayChangeDefaultMenuNOTFOUND

662 3.16242064 explorer.exe:848 OpenKey HKCR\CLSID\{E0D79304-
84BE-11CE-9641-444553540000}\shellex\MayChangeDefaultMenuNOTFOUND

663 3.16244299 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
664 3.16247121 explorer.exe:848 OpenKey HKCU\CLSID\{A470F8CF-
A1E8-4F65-8335-227475AA5C46}\shellex\MayChangeDefaultMenu

NOTFOUND
665 3.16249551 explorer.exe:848 OpenKey HKCR\CLSID\{A470F8CF-
A1E8-4F65-8335-227475AA5C46}\shellex\MayChangeDefaultMenu

NOTFOUND
666 3.16251730 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
667 3.16254524 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\shellex\MayChangeDefaultMenu

NOTFOUND
668 3.16258100 explorer.exe:848 OpenKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\shellex\MayChangeDefaultMenu

SUCCESS Key: 0xE1C8AE60
669 3.16260726 explorer.exe:848 QueryKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\shellex\MayChangeDefaultMenu

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{09799AFB-AD67-11D1-
ABCD-00C04FC30936}\shellex\MayChangeDefaultMenu
670 3.16264972 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\shellex\MayChangeDefaultMenu
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NOTFOUND
671 3.16266984 explorer.exe:848 QueryValue HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\shellex\MayChangeDefaultMenu\(Default)

SUCCESS ""
672 3.16269917 explorer.exe:848 CloseKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\shellex\MayChangeDefaultMenu

SUCCESS Key: 0xE1C8AE60
673 3.16277041 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{09799AFB-AD67-11D1-ABCD-00C04FC30936} NOTFOUND
674 3.16279583 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
675 3.16282405 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32 NOTFOUND
676 3.16285841 explorer.exe:848 OpenKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32 SUCCESS Key:
0xE1C8AE60
677 3.16288327 explorer.exe:848 QueryKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{09799AFB-AD67-11D1-
ABCD-00C04FC30936}\InProcServer32
678 3.16292490 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32 NOTFOUND
679 3.16294613 explorer.exe:848 QueryValue HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
680 3.16297490 explorer.exe:848 QueryKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{09799AFB-AD67-11D1-
ABCD-00C04FC30936}\InProcServer32
681 3.16305592 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32 NOTFOUND
682 3.16307547 explorer.exe:848 QueryValue HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32\LoadWithoutCOM

NOTFOUND
683 3.16310509 explorer.exe:848 CloseKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\InProcServer32 SUCCESS Key:
0xE1C8AE60
684 3.16316822 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
685 3.16319504 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} NOTFOUND
686 3.16322633 explorer.exe:848 OpenKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Key: 0xE1C8AE60
687 3.16324896 explorer.exe:848 QueryKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Name:
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\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{09799AFB-AD67-11D1-
ABCD-00C04FC30936}
688 3.16328751 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} NOTFOUND
689 3.16330455 explorer.exe:848 QueryValue HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\flags NOTFOUND
690 3.16333249 explorer.exe:848 CloseKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Key: 0xE1C8AE60
691 3.16346798 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{09799AFB-AD67-11D1-ABCD-00C04FC30936} NOTFOUND
692 3.16349173 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
693 3.16351743 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} NOTFOUND
694 3.16354844 explorer.exe:848 OpenKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Key: 0xE1C8AE60
695 3.16357079 explorer.exe:848 QueryKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{09799AFB-AD67-11D1-
ABCD-00C04FC30936}
696 3.16360934 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} NOTFOUND
697 3.16362610 explorer.exe:848 QueryValue HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\flags NOTFOUND
698 3.16365488 explorer.exe:848 CloseKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Key: 0xE1C8AE60
699 3.16369511 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{09799AFB-AD67-11D1-ABCD-00C04FC30936} NOTFOUND
700 3.16371829 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
701 3.16374316 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} NOTFOUND
702 3.16377361 explorer.exe:848 OpenKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Key: 0xE1C8AE60
703 3.16379596 explorer.exe:848 QueryKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{09799AFB-AD67-11D1-
ABCD-00C04FC30936}
704 3.16383451 explorer.exe:848 OpenKey HKCU\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} NOTFOUND
705 3.16385127 explorer.exe:848 QueryValue HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936}\flags NOTFOUND
706 3.16387921 explorer.exe:848 CloseKey HKCR\CLSID\{09799AFB-
AD67-11D1-ABCD-00C04FC30936} SUCCESS Key: 0xE1C8AE60
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707 3.16390966 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
708 3.16393871 explorer.exe:848 OpenKey HKCU\CLSID\{750FDF0E-
2A26-11D1-A3EA-080036587F03}\shellex\MayChangeDefaultMenu

NOTFOUND
709 3.16396386 explorer.exe:848 OpenKey HKCR\CLSID\{750FDF0E-
2A26-11D1-A3EA-080036587F03}\shellex\MayChangeDefaultMenu

NOTFOUND
710 3.16399682 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{21B22460-3AEA-1069-A2DC-08002B30309D} NOTFOUND
711 3.16405325 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
712 3.16408650 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 NOTFOUND
713 3.16412142 explorer.exe:848 OpenKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Key:
0xE1C8AE60
714 3.16414628 explorer.exe:848 QueryKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{21B22460-3AEA-1069-
A2DC-08002B30309D}\InProcServer32
715 3.16418735 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 NOTFOUND
716 3.16420886 explorer.exe:848 QueryValue HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
717 3.16423540 explorer.exe:848 QueryKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{21B22460-3AEA-1069-
A2DC-08002B30309D}\InProcServer32
718 3.16427507 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 NOTFOUND
719 3.16429379 explorer.exe:848 QueryValue HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32\LoadWithoutCOM

NOTFOUND
720 3.16432396 explorer.exe:848 CloseKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Key:
0xE1C8AE60
721 3.16435832 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
722 3.16439743 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
723 3.16442732 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1C8AE60
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724 3.16445191 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
725 3.16447705 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} NOTFOUND
726 3.16450722 explorer.exe:848 OpenKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Key: 0xE1BD97C0
727 3.16452957 explorer.exe:848 QueryKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{21B22460-3AEA-1069-
A2DC-08002B30309D}
728 3.16456756 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} NOTFOUND
729 3.16458516 explorer.exe:848 QueryValue HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\flags NOTFOUND
730 3.16461310 explorer.exe:848 CloseKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Key: 0xE1BD97C0
731 3.16465249 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
732 3.16468937 explorer.exe:848 OpenKey HKCU\exefile\Shell

NOTFOUND
733 3.16471786 explorer.exe:848 OpenKey HKCR\exefile\Shell

SUCCESS Key: 0xE1BD97C0
734 3.16473714 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
735 3.16477178 explorer.exe:848 OpenKey HKCU\exefile\shell

NOTFOUND
736 3.16478714 explorer.exe:848 QueryValue

HKCR\exefile\Shell\(Default) NOTFOUND
737 3.16481676 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
738 3.16485503 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
739 3.16488408 explorer.exe:848 OpenKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1DB3EE0
740 3.16490476 explorer.exe:848 QueryKey HKCR\exefile\shell\open

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
741 3.16494052 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
742 3.16495700 explorer.exe:848 QueryValue

HKCR\exefile\shell\open\LegacyDisable NOTFOUND
743 3.16497627 explorer.exe:848 QueryKey HKCR\exefile\shell\open

SUCCESS Name:
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\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
744 3.16504695 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
745 3.16506595 explorer.exe:848 QueryValue

HKCR\exefile\shell\open\SuppressionPolicy NOTFOUND
746 3.16509528 explorer.exe:848 CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1DB3EE0
747 3.16511791 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
748 3.16515451 explorer.exe:848 OpenKey HKCU\exefile\shell

NOTFOUND
749 3.16517211 explorer.exe:848 EnumerateKey HKCR\exefile\Shell

SUCCESS Name: open
750 3.16520452 explorer.exe:848 EnumerateKey HKCR\exefile\Shell

SUCCESS Name: runas
751 3.16522519 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
752 3.16526151 explorer.exe:848 OpenKey HKCU\exefile\shell\runas

NOTFOUND
753 3.16529112 explorer.exe:848 OpenKey HKCR\exefile\shell\runas

SUCCESS Key: 0xE1DB3EE0
754 3.16531095 explorer.exe:848 QueryKey HKCR\exefile\shell\runas

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\runas
755 3.16534643 explorer.exe:848 OpenKey HKCU\exefile\shell\runas

NOTFOUND
756 3.16536292 explorer.exe:848 QueryValue

HKCR\exefile\shell\runas\LegacyDisableNOTFOUND
757 3.16539057 explorer.exe:848 CloseKey HKCR\exefile\shell\runas

SUCCESS Key: 0xE1DB3EE0
758 3.16541153 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
759 3.16544756 explorer.exe:848 OpenKey HKCU\exefile\shell\runas

NOTFOUND
760 3.16547550 explorer.exe:848 OpenKey HKCR\exefile\shell\runas

SUCCESS Key: 0xE1DB3EE0
761 3.16549561 explorer.exe:848 QueryKey HKCR\exefile\shell\runas

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\runas
762 3.16553054 explorer.exe:848 OpenKey HKCU\exefile\shell\runas

NOTFOUND
763 3.16554674 explorer.exe:848 QueryValue

HKCR\exefile\shell\runas\SuppressionPolicy NOTFOUND
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764 3.16557328 explorer.exe:848 CloseKey HKCR\exefile\shell\runas
SUCCESS Key: 0xE1DB3EE0

765 3.16559004 explorer.exe:848 EnumerateKey HKCR\exefile\Shell
NOMORE

766 3.16562021 explorer.exe:848 QueryKey HKCR\exefile\Shell
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
767 3.16565681 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
768 3.16568502 explorer.exe:848 OpenKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1DB3EE0
769 3.16570514 explorer.exe:848 QueryKey HKCR\exefile\shell\open

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
770 3.16573978 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
771 3.16575570 explorer.exe:848 QueryValue

HKCR\exefile\shell\open\Extended NOTFOUND
772 3.16578252 explorer.exe:848 CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1DB3EE0
773 3.16580320 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
774 3.16583840 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
775 3.16586633 explorer.exe:848 OpenKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1DB3EE0
776 3.16588617 explorer.exe:848 QueryKey HKCR\exefile\shell\open

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
777 3.16592109 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
778 3.16593673 explorer.exe:848 QueryValue

HKCR\exefile\shell\open\(Default)NOTFOUND
779 3.16596271 explorer.exe:848 CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1DB3EE0
780 3.16600685 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
781 3.16604317 explorer.exe:848 OpenKey HKCU\exefile\shell\runas

NOTFOUND
782 3.16607167 explorer.exe:848 OpenKey HKCR\exefile\shell\runas

SUCCESS Key: 0xE1DB3EE0
783 3.16609178 explorer.exe:848 QueryKey HKCR\exefile\shell\runas

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\runas
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784 3.16612670 explorer.exe:848 OpenKey HKCU\exefile\shell\runas
NOTFOUND

785 3.16617754 explorer.exe:848 QueryValue
HKCR\exefile\shell\runas\Extended SUCCESS ""

786 3.16620492 explorer.exe:848 CloseKey HKCR\exefile\shell\runas
SUCCESS Key: 0xE1DB3EE0

787 3.16622588 explorer.exe:848 QueryKey HKCR\exefile
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
788 3.16626219 explorer.exe:848 OpenKey HKCU\exefile\Shell

NOTFOUND
789 3.16629013 explorer.exe:848 OpenKey HKCR\exefile\Shell

SUCCESS Key: 0xE1DB3EE0
790 3.16630941 explorer.exe:848 QueryKey HKCR\exefile\Shell

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell
791 3.16634377 explorer.exe:848 OpenKey HKCU\exefile\shell

NOTFOUND
792 3.16635913 explorer.exe:848 QueryValue

HKCR\exefile\Shell\(Default) NOTFOUND
793 3.16638539 explorer.exe:848 CloseKey HKCR\exefile\Shell

SUCCESS Key: 0xE1DB3EE0
794 3.16640579 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
795 3.16644266 explorer.exe:848 OpenKey

HKCU\exefile\shell\open\command NOTFOUND
796 3.16647255 explorer.exe:848 OpenKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1DB3EE0
797 3.16649351 explorer.exe:848 QueryKey

HKCR\exefile\shell\open\command SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open\command
798 3.16652927 explorer.exe:848 OpenKey

HKCU\exefile\shell\open\command NOTFOUND
799 3.16656391 explorer.exe:848 QueryValue

HKCR\exefile\shell\open\command\(Default) SUCCESS ""%1" %*"
800 3.16659240 explorer.exe:848 CloseKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1DB3EE0
801 3.16664744 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{21B22460-3AEA-1069-A2DC-08002B30309D} NOTFOUND
802 3.16667118 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
803 3.16669940 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 NOTFOUND
804 3.16673320 explorer.exe:848 OpenKey HKCR\CLSID\{21B22460-
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3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Key:
0xE1DB3EE0
805 3.16675807 explorer.exe:848 QueryKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{21B22460-3AEA-1069-
A2DC-08002B30309D}\InProcServer32
806 3.16679913 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 NOTFOUND
807 3.16681981 explorer.exe:848 QueryValue HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
808 3.16684634 explorer.exe:848 QueryKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{21B22460-3AEA-1069-
A2DC-08002B30309D}\InProcServer32
809 3.16688601 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 NOTFOUND
810 3.16690389 explorer.exe:848 QueryValue HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32\LoadWithoutCOM

NOTFOUND
811 3.16693351 explorer.exe:848 CloseKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\InProcServer32 SUCCESS Key:
0xE1DB3EE0
812 3.16695558 explorer.exe:848 QueryKey HKCR\* SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*
813 3.16699022 explorer.exe:848 OpenKey HKCU\* NOTFOUND

814 3.16701815 explorer.exe:848 OpenKey HKCR\* SUCCESS
Key: 0xE1DB3EE0

815 3.16704218 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
816 3.16706732 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} NOTFOUND
817 3.16709721 explorer.exe:848 OpenKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Key: 0xE1AD4620
818 3.16711956 explorer.exe:848 QueryKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{21B22460-3AEA-1069-
A2DC-08002B30309D}
819 3.16719136 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} NOTFOUND
820 3.16720868 explorer.exe:848 QueryValue HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\flags NOTFOUND
821 3.16723718 explorer.exe:848 CloseKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Key: 0xE1AD4620
822 3.16796185 explorer.exe:848 QueryKey HKCR\* SUCCESS
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Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\*
823 3.16802080 explorer.exe:848 OpenKey HKCU\*\Shell

NOTFOUND
824 3.16804035 explorer.exe:848 OpenKey HKCR\*\Shell

NOTFOUND
825 3.16808114 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{21B22460-3AEA-1069-A2DC-08002B30309D} NOTFOUND
826 3.16812304 explorer.exe:848 CloseKey HKCR\* SUCCESS

Key: 0xE1DB3EE0
827 3.16814875 explorer.exe:848 QueryKey

HKCR\AllFilesystemObjects SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects
828 3.16818674 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects NOTFOUND
829 3.16822166 explorer.exe:848 OpenKey

HKCR\AllFilesystemObjects SUCCESS Key: 0xE1DB3EE0
830 3.16824764 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
831 3.16827362 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} NOTFOUND
832 3.16837503 explorer.exe:848 OpenKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Key: 0xE1CEC940
833 3.16839850 explorer.exe:848 QueryKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{21B22460-3AEA-1069-
A2DC-08002B30309D}
834 3.16843761 explorer.exe:848 OpenKey HKCU\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} NOTFOUND
835 3.16845605 explorer.exe:848 QueryValue HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D}\flags NOTFOUND
836 3.16848594 explorer.exe:848 CloseKey HKCR\CLSID\{21B22460-
3AEA-1069-A2DC-08002B30309D} SUCCESS Key: 0xE1CEC940
837 3.16851695 explorer.exe:848 QueryKey

HKCR\AllFilesystemObjects SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\AllFilesystemObjects
838 3.16855466 explorer.exe:848 OpenKey

HKCU\AllFilesystemObjects\ShellNOTFOUND
839 3.16857589 explorer.exe:848 OpenKey

HKCR\AllFilesystemObjects\ShellNOTFOUND
840 3.16860383 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects SUCCESS Key: 0xE1DB3EE0
841 3.18255896 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute
Hooks SUCCESS Key: 0xE1DB3EE0
842 3.18262768 explorer.exe:848 EnumerateValue



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute
Hooks\{AEB6717E-7E19-11d0-97EE-00C04FD91972} SUCCESS ""
843 3.18273412 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
844 3.18278636 explorer.exe:848 OpenKey HKCU\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32 NOTFOUND
845 3.18282352 explorer.exe:848 OpenKey HKCR\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Key:
0xE1AD4620
846 3.18285816 explorer.exe:848 QueryKey HKCR\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{AEB6717E-7E19-11D0-
97EE-00C04FD91972}\InProcServer32
847 3.18293219 explorer.exe:848 OpenKey HKCU\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32 NOTFOUND
848 3.18295593 explorer.exe:848 QueryValue HKCR\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32\(Default)SUCCESS

"shell32.dll"
849 3.18298080 explorer.exe:848 QueryKey HKCR\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{AEB6717E-7E19-11D0-
97EE-00C04FD91972}\InProcServer32
850 3.18302466 explorer.exe:848 OpenKey HKCU\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32 NOTFOUND
851 3.18314059 explorer.exe:848 QueryValue HKCR\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32\LoadWithoutCOM

NOTFOUND
852 3.18319423 explorer.exe:848 CloseKey HKCR\CLSID\{AEB6717E-
7E19-11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Key:
0xE1AD4620
853 3.18344175 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes
SUCCESS Key: 0xE1AD4620

854 3.18346354 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\ftp
SUCCESS "ftp://"

855 3.18349679 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\ftp
SUCCESS "ftp://"

856 3.18353618 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\gopher
SUCCESS "gopher://"

857 3.18355489 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\gopher
SUCCESS "gopher://"

858 3.18357473 explorer.exe:848 EnumerateValue
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HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\home
SUCCESS "http://"

859 3.18359261 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\home
SUCCESS "http://"

860 3.18361188 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\mosaic
SUCCESS "http://"

861 3.18362948 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\mosaic
SUCCESS "http://"

862 3.18364876 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\www
SUCCESS "http://"

863 3.18366608 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\www
SUCCESS "http://"

864 3.18368256 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes
NOMORE

865 3.18371273 explorer.exe:848 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes
SUCCESS Key: 0xE1AD4620

866 3.18373592 explorer.exe:848 EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute

Hooks NOMORE
867 3.18376498 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute
Hooks SUCCESS Key: 0xE1DB3EE0
868 3.18382979 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
869 3.18388231 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
870 3.18391388 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1DB3EE0
871 3.18394405 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
872 3.18397981 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
873 3.18400830 explorer.exe:848 OpenKey HKCR\exefile

SUCCESS Key: 0xE1AD4620
874 3.18402814 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
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875 3.18406418 explorer.exe:848 OpenKey HKCU\exefile\shell\open
NOTFOUND

876 3.18409407 explorer.exe:848 OpenKey HKCR\exefile\shell\open
SUCCESS Key: 0xE1CEC940

877 3.18411502 explorer.exe:848 QueryKey HKCR\exefile\shell\open
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
878 3.18415050 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
879 3.18416726 explorer.exe:848 QueryValue

HKCR\exefile\shell\open\CLSID NOTFOUND
880 3.18419520 explorer.exe:848 CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1CEC940
881 3.18422202 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1AD4620
882 3.18425359 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
883 3.18429046 explorer.exe:848 OpenKey HKCU\exefile\shell\open

NOTFOUND
884 3.18432035 explorer.exe:848 OpenKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1AD4620
885 3.18434131 explorer.exe:848 QueryKey HKCR\exefile\shell\open

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
886 3.18438768 explorer.exe:848 OpenKey

HKCU\exefile\shell\open\ddeexecNOTFOUND
887 3.18444886 explorer.exe:848 OpenKey

HKCR\exefile\shell\open\ddeexecNOTFOUND
888 3.18450725 explorer.exe:848 QueryKey HKCR\exefile

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
889 3.18454357 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
890 3.18456033 explorer.exe:848 QueryValue HKCR\exefile\BaseClass

NOTFOUND
891 3.18459441 explorer.exe:848 QueryKey HKCR\exefile\shell\open

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
892 3.18463129 explorer.exe:848 OpenKey

HKCU\exefile\shell\open\command NOTFOUND
893 3.18466230 explorer.exe:848 OpenKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1E3FBC0
894 3.18468325 explorer.exe:848 QueryKey

HKCR\exefile\shell\open\command SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open\command
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895 3.18471929 explorer.exe:848 OpenKey
HKCU\exefile\shell\open\command NOTFOUND

896 3.18473605 explorer.exe:848 QueryValue
HKCR\exefile\shell\open\command\command NOTFOUND

897 3.18476454 explorer.exe:848 CloseKey
HKCR\exefile\shell\open\command SUCCESS Key: 0xE1E3FBC0

898 3.18478550 explorer.exe:848 QueryKey HKCR\exefile
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
899 3.18482014 explorer.exe:848 OpenKey HKCU\exefile

NOTFOUND
900 3.18483578 explorer.exe:848 QueryValue

HKCR\exefile\QueryClassStore NOTFOUND
901 3.18485618 explorer.exe:848 QueryKey HKCR\exefile\shell\open

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
902 3.18489193 explorer.exe:848 OpenKey

HKCU\exefile\shell\open\command NOTFOUND
903 3.18492155 explorer.exe:848 OpenKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1E3FBC0
904 3.18494222 explorer.exe:848 QueryKey

HKCR\exefile\shell\open\command SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open\command
905 3.18506207 explorer.exe:848 OpenKey

HKCU\exefile\shell\open\command NOTFOUND
906 3.18508106 explorer.exe:848 QueryValue

HKCR\exefile\shell\open\command\(Default) SUCCESS ""%1" %*"
907 3.18510956 explorer.exe:848 CloseKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1E3FBC0
908 3.18529534 explorer.exe:848 OpenKey

HKLM\System\CurrentControlSet\Control\Session
Manager\AppCompatibility\msrll.exe NOTFOUND
909 3.18563644 explorer.exe:848 OpenKey

HKLM\System\CurrentControlSet\Control\Session
Manager\CheckBadApps400 NOTFOUND
910 3.18572360 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\App Paths\msrll.exe
NOTFOUND

911 3.18576355 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\App Paths\msrll.exe
NOTFOUND

912 3.23896221 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File

Execution Options\msrll.exe NOTFOUND
913 3.24392933 explorer.exe:848 QueryValue

HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
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r\UserAssist\{75048700-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_EHACNGU SUCCESS 07 00 00 00 5D 00
00 00 ...
914 3.24415198 explorer.exe:848 SetValue

HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
r\UserAssist\{75048700-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_EHACNGU SUCCESS 07 00 00 00 5E 00
00 00 ...
915 3.24428021 explorer.exe:848 QueryValue

HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
r\UserAssist\{75048700-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_EHACNGU:P:\Qbphzragf naq
Frggvatf\Nqzvavfgengbe\Qrfxgbc\zfeyy.rkr NOTFOUND
916 3.24465428 explorer.exe:848 SetValue

HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
r\UserAssist\{75048700-EF1F-11D0-9888-
006097DEACF9}\Count\HRZR_EHACNGU:P:\Qbphzragf naq
Frggvatf\Nqzvavfgengbe\Qrfxgbc\zfeyy.rkr SUCCESS 07 00 00 00 06 00
00 00 ...
917 3.24911462 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
918 3.24914368 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
919 3.24961720 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
920 3.24963173 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1DB3EE0
921 3.24967140 explorer.exe:848 CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1AD4620
922 3.25161885 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE1C8AE60
923 3.25171048 explorer.exe:848 CloseKey HKCR\exefile\Shell

SUCCESS Key: 0xE1BD97C0
924 3.25185128 explorer.exe:848 CloseKey

HKCR\AllFilesystemObjects SUCCESS Key: 0xE1BF5920
925 3.25187810 explorer.exe:848 CloseKey HKCR\* SUCCESS

Key: 0xE1D5CF60
926 3.25190464 explorer.exe:848 CloseKey HKCR\exefile

SUCCESS Key: 0xE127D260
927 3.36130402 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
928 3.36289836 msrll.exe:748OpenKey
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HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1344C60

929 3.36292853 msrll.exe:748QueryValue
HKLM\System\CurrentControlSet\Control\Session

Manager\SafeDllSearchMode NOTFOUND
930 3.36297518 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1344C60

931 3.36316543 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
SUCCESS Key: 0xE1344C60

932 3.36318918 msrll.exe:748QueryValue
HKLM\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\Winlogon\LeakTrack NOTFOUND
933 3.36322019 msrll.exe:748CloseKey

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
SUCCESS Key: 0xE1344C60

934 3.36329506 msrll.exe:748OpenKey HKLM SUCCESS Key:
0xE1344C60
935 3.36332048 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Diagnostics
NOTFOUND

936 3.37450011 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\Error Message Instrument\
NOTFOUND

937 3.37496134 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility32
SUCCESS Key: 0xE1E3FBC0

938 3.37499347 msrll.exe:748QueryValue
HKLM\Software\Microsoft\Windows

NT\CurrentVersion\Compatibility32\msrll NOTFOUND
939 3.37503398 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility32
SUCCESS Key: 0xE1E3FBC0

940 3.37509516 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility2
SUCCESS Key: 0xE1E3FBC0

941 3.37513203 msrll.exe:748QueryValue
HKLM\Software\Microsoft\Windows

NT\CurrentVersion\Compatibility2\msrll1.0 NOTFOUND
942 3.37516277 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility2
SUCCESS Key: 0xE1E3FBC0

943 3.37521193 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\IME Compatibility
SUCCESS Key: 0xE1E3FBC0
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944 3.37523372 msrll.exe:748QueryValue
HKLM\Software\Microsoft\Windows NT\CurrentVersion\IME

Compatibility\msrll NOTFOUND
945 3.37526445 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\IME Compatibility
SUCCESS Key: 0xE1E3FBC0

946 3.37572233 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\Session

Manager\AppCompatibility\msrll.exe NOTFOUND
947 3.37575949 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows
SUCCESS Key: 0xE1E3FBC0

948 3.37578016 msrll.exe:748QueryValue
HKLM\Software\Microsoft\Windows

NT\CurrentVersion\Windows\AppInit_DLLs SUCCESS ""
949 3.37582207 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows
SUCCESS Key: 0xE1E3FBC0

950 3.37620452 WINLOGON.EXE:92 OpenKey HKCU SUCCESS
Key: 0xE1E3FBC0

951 3.37624251 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current SUCCESS
Key: 0xE1DF1BE0

952 3.37626402 WINLOGON.EXE:92 QueryValue
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current\(Default)
SUCCESS ""

953 3.37629894 WINLOGON.EXE:92 CloseKey
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current SUCCESS
Key: 0xE1DF1BE0

954 3.37636292 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE1E3FBC0

955 3.37640762 WINLOGON.EXE:92 OpenKey HKCU SUCCESS
Key: 0xE1E3FBC0

956 3.37643080 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current\Active
NOTFOUND

957 3.37644421 WINLOGON.EXE:92 QueryValue HKCU\(Default)
NOTFOUND

958 3.37646824 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE1E3FBC0

959 3.37651797 WINLOGON.EXE:92 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1E3FBC0
960 3.37654087 WINLOGON.EXE:92 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Software\Microsoft\Wi
ndows\CurrentVersion NOTFOUND
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961 3.37656210 WINLOGON.EXE:92 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\MediaPath
SUCCESS "C:\WINNT\Media"

962 3.37658892 WINLOGON.EXE:92 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1E3FBC0
963 3.37675207 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Performance
NOTFOUND

964 3.37698367 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1E3FBC0
965 3.37701300 msrll.exe:748OpenKey HKCU\Control Panel\Desktop

SUCCESS Key: 0xE1DF1BE0
966 3.37703786 msrll.exe:748QueryValue HKCU\Control
Panel\Desktop\SmoothScroll NOTFOUND
967 3.37706692 msrll.exe:748CloseKey HKCU\Control Panel\Desktop

SUCCESS Key: 0xE1DF1BE0
968 3.37815030 msrll.exe:748OpenKey

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\msasn1
NOTFOUND

969 3.37894481 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1CB7A60

970 3.37896995 msrll.exe:748QueryValue
HKLM\System\CurrentControlSet\Control\Session

Manager\AdditionalBaseNamedObjectsProtectionMode NOTFOUND
971 3.39130895 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1CB7A60

972 3.39142684 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1CB7A60

973 3.39145785 msrll.exe:748QueryValue
HKLM\SOFTWARE\Microsoft\OLE\PageAllocatorUseSystemHeap
NOTFOUND

974 3.39148551 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1CB7A60

975 3.39151484 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1CB7A60

976 3.39153244 msrll.exe:748QueryValue
HKLM\SOFTWARE\Microsoft\OLE\PageAllocatorSystemHeapIsPrivate
NOTFOUND

977 3.39155842 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1CB7A60

978 3.39186461 msrll.exe:748CreateKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CB7A60
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979 3.39191238 msrll.exe:748QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
9D 8A 03 D0 BF A4 F5 5F ...

980 3.39194227 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CB7A60
981 3.39227081 msrll.exe:748CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CB7A60
982 3.39259543 msrll.exe:748SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
31 E5 AF C4 02 1D 71 C6 ...

983 3.39263677 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CB7A60
984 3.39281221 msrll.exe:748OpenKey

HKLM\SYSTEM\CurrentControlSet\Control\Session Manager
SUCCESS Key: 0xE1CB7A60

985 3.39283903 msrll.exe:748QueryValue
HKLM\SYSTEM\CurrentControlSet\Control\Session

Manager\CriticalSectionTimeout SUCCESS 0x278D00
986 3.39287228 msrll.exe:748CloseKey

HKLM\SYSTEM\CurrentControlSet\Control\Session Manager
SUCCESS Key: 0xE1CB7A60

987 3.39388609 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\OLEAUT NOTFOUND

988 3.39393359 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\OLEAUT\UserEra NOTFOUND

989 3.39405315 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\OLEAUT NOTFOUND

990 3.39436828 msrll.exe:748CreateKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1CB7A60

991 3.42321831 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Rpc\RobustMode NOTFOUND

992 3.42330603 msrll.exe:748OpenKey HKLM\Software\Microsoft\Rpc
SUCCESS Key: 0xE1DF1BE0

993 3.42332894 msrll.exe:748QueryValue
HKLM\Software\Microsoft\Rpc\MaxRpcSize NOTFOUND

994 3.42336833 msrll.exe:748CloseKey HKLM\Software\Microsoft\Rpc
SUCCESS Key: 0xE1DF1BE0

995 3.42340214 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File

Execution Options\msrll.exe\RpcThreadPoolThrottle NOTFOUND
996 3.42360160 msrll.exe:748OpenKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
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Key: 0xE1DF1BE0
997 3.42363373 msrll.exe:748OpenKey

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name SUCCESS Key: 0xE137D380
998 3.42365664 msrll.exe:748QueryValue

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name\ComputerName SUCCESS "AMESDAQ-2KP"
999 3.42368904 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name SUCCESS Key: 0xE137D380
1000 3.42371894 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1DF1BE0

1001 3.42504508 SERVICES.EXE:212 OpenKey
HKLM\System\CurrentControlSet\Services SUCCESS Key:

0xE12728E0
1002 3.42515487 SERVICES.EXE:212 CreateKey

HKLM\System\CurrentControlSet\Services\mfm SUCCESS Key:
0xE137D380
1003 3.42519035 SERVICES.EXE:212 CloseKey

HKLM\System\CurrentControlSet\Services SUCCESS Key:
0xE12728E0
1004 3.42523058 SERVICES.EXE:212 SetValue

HKLM\System\CurrentControlSet\Services\mfm\Type SUCCESS 0x120
1005 3.42525544 SERVICES.EXE:212 SetValue

HKLM\System\CurrentControlSet\Services\mfm\Start SUCCESS 0x2
1006 3.42527863 SERVICES.EXE:212 SetValue

HKLM\System\CurrentControlSet\Services\mfm\ErrorControl SUCCESS
0x2

1007 3.42530992 SERVICES.EXE:212 SetValue
HKLM\System\CurrentControlSet\Services\mfm\ImagePath SUCCESS
"C:\WINNT\system32\mfm\msrll.exe"

1008 3.42535909 SERVICES.EXE:212 SetValue
HKLM\System\CurrentControlSet\Services\mfm\DisplayName
SUCCESS "Rll enhanced drive"

1009 3.43636663 SERVICES.EXE:212 CreateKey
HKLM\System\CurrentControlSet\Services\mfm\Security SUCCESS
Key: 0xE12728E0

1010 3.43640630 SERVICES.EXE:212 SetValue
HKLM\System\CurrentControlSet\Services\mfm\Security\Security
SUCCESS 01 00 14 80 A0 00 00 00 ...

1011 3.43643983 SERVICES.EXE:212 CloseKey
HKLM\System\CurrentControlSet\Services\mfm\Security SUCCESS
Key: 0xE12728E0

1012 3.43648089 SERVICES.EXE:212 SetValue
HKLM\System\CurrentControlSet\Services\mfm\ObjectNameSUCCESS
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"LocalSystem"
1013 3.75203692 SERVICES.EXE:212 FlushKey

HKLM\System\CurrentControlSet\Services\mfm SUCCESS Key:
0xE137D380
1014 3.75212548 SERVICES.EXE:212 CloseKey

HKLM\System\CurrentControlSet\Services\mfm SUCCESS Key:
0xE137D380
1015 3.76708269 msrll.exe:748OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Applications\msrll.exe NOTFOUND
1016 3.78037265 msrll.exe:748CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1C62D00
1017 3.79912726 msrll.exe:748SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
F7 18 AB 21 8E D3 C4 2E ...

1018 3.79933511 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C62D00
1019 3.81383612 msrll.exe:748CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1C62D00
1020 3.81526088 msrll.exe:748SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
76 00 DB D9 56 E7 0A F9 ...

1021 3.82737136 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C62D00
1022 3.82927718 msrll.exe:748CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1C62D00
1023 3.82934339 msrll.exe:748SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
7F E3 9B 10 9B 75 41 7D ...

1024 3.83143165 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C62D00
1025 3.83411244 msrll.exe:748CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1C62D00
1026 3.83543774 msrll.exe:748SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
CB 1D E4 60 FF 2E 0A 7D ...

1027 3.83547937 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C62D00



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

1028 3.83731340 msrll.exe:748CreateKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C62D00
1029 3.83742543 msrll.exe:748SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
17 63 CE B7 62 13 8A 22 ...

1030 3.83750868 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C62D00
1031 3.83837639 msrll.exe:748CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1C62D00
1032 3.83843394 msrll.exe:748SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
B3 89 F1 02 DB 1B 7B 43 ...

1033 3.83863647 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C62D00
1034 3.83934522 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute
Hooks SUCCESS Key: 0xE1C62D00
1035 3.83940110 msrll.exe:748EnumerateValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute
Hooks\{AEB6717E-7E19-11d0-97EE-00C04FD91972} SUCCESS ""
1036 3.83959609 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1DF1BE0
1037 3.83965029 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1038 3.83974276 msrll.exe:748OpenKey HKCU\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32 NOTFOUND
1039 3.83981288 msrll.exe:748OpenKey HKCR\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Key: 0xE1CCC020
1040 3.84096889 msrll.exe:748QueryKey HKCR\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{AEB6717E-7E19-11D0-
97EE-00C04FD91972}\InProcServer32
1041 3.84102812 msrll.exe:748OpenKey HKCU\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32 NOTFOUND
1042 3.84112701 msrll.exe:748QueryValue HKCR\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32\(Default) SUCCESS

"shell32.dll"
1043 3.84116585 msrll.exe:748QueryKey HKCR\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{AEB6717E-7E19-11D0-
97EE-00C04FD91972}\InProcServer32
1044 3.84123038 msrll.exe:748OpenKey HKCU\CLSID\{AEB6717E-7E19-
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11D0-97EE-00C04FD91972}\InProcServer32 NOTFOUND
1045 3.84286858 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1BF4600
1046 3.84290126 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1CE8700
1047 3.84292082 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW
1048 3.84295881 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1CE8700
1049 3.84298703 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1CE8700
1050 3.84300379 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE
1051 3.84303061 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1CE8700
1052 3.84360331 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1BF4600
1053 3.84385921 msrll.exe:748QueryValue HKCR\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32\LoadWithoutCOM NOTFOUND

1054 3.84615838 msrll.exe:748CloseKey HKCR\CLSID\{AEB6717E-7E19-
11D0-97EE-00C04FD91972}\InProcServer32 SUCCESS Key: 0xE1CCC020
1055 3.84788653 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes
SUCCESS Key: 0xE1BF4600

1056 3.84792062 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\ftp
SUCCESS "ftp://"

1057 3.84993596 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\ftp
SUCCESS "ftp://"

1058 3.84997199 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\gopher
SUCCESS "gopher://"

1059 3.85026365 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\gopher
SUCCESS "gopher://"

1060 3.85029159 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\home
SUCCESS "http://"

1061 3.85031003 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\home
SUCCESS "http://"

1062 3.85032986 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\mosaic
SUCCESS "http://"
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1063 3.85034774 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\mosaic
SUCCESS "http://"

1064 3.85036702 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\www
SUCCESS "http://"

1065 3.85038462 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes\www
SUCCESS "http://"

1066 3.85040138 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes
NOMORE

1067 3.85044384 msrll.exe:748CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion\URL\Prefixes
SUCCESS Key: 0xE1BF4600

1068 3.85046982 msrll.exe:748EnumerateValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute

Hooks NOMORE
1069 3.85049888 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellExecute
Hooks SUCCESS Key: 0xE1C62D00
1070 3.85107716 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1071 3.85110230 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_UBBUFOVRFLOW
1072 3.85112801 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_UBSUCCESS 00 00 00 00 00 00 00 00 ...
1073 3.85116069 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1074 3.85122355 msrll.exe:748CreateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1075 3.85125177 msrll.exe:748SetValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\BaseClass SUCCESS "Drive"
1076 3.85128138 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1077 3.85131965 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1078 3.85135038 msrll.exe:748OpenKey
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HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1B2FB60
1079 3.85137944 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1080 3.85140542 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL\Version SUCCESS 0x41
1081 3.85143419 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1B2FB60
1082 3.85147079 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1083 3.85150012 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1BF4600
1084 3.85157583 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1085 3.85159957 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL\LastUpdate SUCCESS 0x1E068
1086 3.85162835 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1BF4600
1087 3.85166550 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1088 3.85169456 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1B2FB60
1089 3.85172305 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1090 3.85176105 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL\Cache SUCCESS 00 00 00 00 00 00 00 00
1091 3.85179038 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1B2FB60
1092 3.85182698 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1093 3.85185603 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
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C\_DIL SUCCESS Key: 0xE1BF4600
1094 3.85188453 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1095 3.85190660 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL\Version SUCCESS 0x41
1096 3.85193509 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1BF4600
1097 3.85197141 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1098 3.85199152 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1099 3.85202002 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1100 3.85220747 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1101 3.85222815 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1102 3.85225860 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1103 3.85229603 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1104 3.85232676 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1B2FB60
1105 3.85235526 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1106 3.85237817 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI\Version SUCCESS 0x1
1107 3.85240638 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1B2FB60
1108 3.85244270 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
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1109 3.85247147 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\

C\_GVI SUCCESS Key: 0xE1BF4600
1110 3.85249997 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1111 3.85252232 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI\LastUpdate SUCCESS 0x1E0A6
1112 3.85255081 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1BF4600
1113 3.85260110 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1114 3.85263015 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1B2FB60
1115 3.85265893 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1116 3.85268044 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI\Cache BUFOVRFLOW
1117 3.85270502 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI\Cache SUCCESS 00 00 00 00 00 00 00 00 ...
1118 3.85273380 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1B2FB60
1119 3.85277011 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1120 3.85279917 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1BF4600
1121 3.85282738 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1122 3.85284945 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI\Version SUCCESS 0x1
1123 3.85287767 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1BF4600
1124 3.85291427 msrll.exe:748OpenKey
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HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1125 3.85294388 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1B2FB60
1126 3.85297210 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1127 3.85299472 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA\Version SUCCESS 0x1
1128 3.85302294 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1B2FB60
1129 3.85305898 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1130 3.85370738 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1BF4600
1131 3.85374929 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1132 3.85377499 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA\LastUpdate SUCCESS 0x1E0A6
1133 3.85380377 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1BF4600
1134 3.85384176 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1135 3.85387137 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1B2FB60
1136 3.85390015 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1137 3.85392445 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA\Cache SUCCESS 36 00 00 00
1138 3.85395295 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1B2FB60
1139 3.85398926 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

C SUCCESS Key: 0xE1B2FB60
1140 3.85401832 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1BF4600
1141 3.85404653 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1142 3.85411638 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA\Version SUCCESS 0x1
1143 3.85414599 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GFA SUCCESS Key: 0xE1BF4600
1144 3.85449966 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1145 3.85453514 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1146 3.85456504 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoN

etHood NOTFOUND
1147 3.85459632 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1148 3.85463013 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1149 3.85466142 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1150 3.85468013 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoP

ropertiesMyComputer NOTFOUND
1151 3.85470919 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1152 3.85474020 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1153 3.85477093 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1154 3.85478992 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoIn

ternetIcon NOTFOUND



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

1155 3.85481814 msrll.exe:748CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1156 3.85494777 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1157 3.85497961 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1158 3.85499833 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoC

ommonGroups NOTFOUND
1159 3.85502766 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1160 3.85516902 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{20D04FE0-3AEA-1069-A2D8-08002B30309D} NOTFOUND
1161 3.85519668 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1162 3.85523467 msrll.exe:748OpenKey HKCU\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 NOTFOUND
1163 3.85527183 msrll.exe:748OpenKey HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 SUCCESS Key: 0xE1BF4600
1164 3.85529781 msrll.exe:748QueryKey HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{20D04FE0-3AEA-1069-
A2D8-08002B30309D}\InProcServer32
1165 3.85534698 msrll.exe:748OpenKey HKCU\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 NOTFOUND
1166 3.85536877 msrll.exe:748QueryValue HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
1167 3.85540062 msrll.exe:748QueryKey HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{20D04FE0-3AEA-1069-
A2D8-08002B30309D}\InProcServer32
1168 3.85544057 msrll.exe:748OpenKey HKCU\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 NOTFOUND
1169 3.85545928 msrll.exe:748QueryValue HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32\LoadWithoutCOM NOTFOUND

1170 3.85548945 msrll.exe:748CloseKey HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 SUCCESS Key: 0xE1BF4600
1171 3.85557410 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
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NOTFOUND
1172 3.85561014 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1173 3.85562914 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoC

ontrolPanel NOTFOUND
1174 3.85565875 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1175 3.85569060 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1176 3.85572217 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1177 3.85574060 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoS

etFolders NOTFOUND
1178 3.85576910 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1BF4600

1179 3.85596074 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1180 3.85599008 msrll.exe:748OpenKey HKCU\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 NOTFOUND
1181 3.85602472 msrll.exe:748OpenKey HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 SUCCESS Key: 0xE1BF4600
1182 3.85604986 msrll.exe:748QueryKey HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{20D04FE0-3AEA-1069-
A2D8-08002B30309D}\InProcServer32
1183 3.85609177 msrll.exe:748OpenKey HKCU\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 NOTFOUND
1184 3.85611244 msrll.exe:748QueryValue HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
1185 3.85619597 msrll.exe:748CloseKey HKCR\CLSID\{20D04FE0-3AEA-
1069-A2D8-08002B30309D}\InProcServer32 SUCCESS Key: 0xE1BF4600
1186 3.85624318 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1187 3.85626441 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1188 3.85629347 msrll.exe:748CloseKey
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HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1189 3.85633314 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1190 3.85635325 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1191 3.85638203 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1192 3.85642253 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1193 3.85644265 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1194 3.85647142 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1195 3.85650551 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1BF4600

1196 3.85652450 msrll.exe:748QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShowDriveLe

ttersFirst NOTFOUND
1197 3.85655216 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1BF4600

1198 3.85658932 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\

C SUCCESS Key: 0xE1BF4600
1199 3.85661949 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1B2FB60
1200 3.85664826 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1201 3.85670693 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI\Version SUCCESS 0x1
1202 3.85673794 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_GVI SUCCESS Key: 0xE1B2FB60
1203 3.85677593 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
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C SUCCESS Key: 0xE1B2FB60
1204 3.85687818 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1BF4600
1205 3.85690835 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1B2FB60
1206 3.85693098 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL\Version SUCCESS 0x41
1207 3.85695919 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DIL SUCCESS Key: 0xE1BF4600
1208 3.85710698 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1BF4600
1209 3.85714832 msrll.exe:748OpenKey

HKLM\System\CurrentControlSet\Control\Nls\MUILanguages
NOTFOUND

1210 3.85721202 msrll.exe:748OpenKey HKCU\Control Panel\Desktop
SUCCESS Key: 0xE1B2FB60

1211 3.85724024 msrll.exe:748QueryValue HKCU\Control
Panel\Desktop\MultiUILanguageId NOTFOUND
1212 3.85727544 msrll.exe:748CloseKey HKCU\Control Panel\Desktop

SUCCESS Key: 0xE1B2FB60
1213 3.85729667 msrll.exe:748CloseKey HKCU SUCCESS Key:
0xE1BF4600
1214 3.85747993 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1215 3.85750368 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1216 3.85753385 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1BF4600
1217 3.85773751 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1218 3.85776377 msrll.exe:748OpenKey HKCU\Directory NOTFOUND

1219 3.85779813 msrll.exe:748OpenKey HKCR\Directory SUCCESS
Key: 0xE1BF4600

1220 3.85781824 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1221 3.85790345 msrll.exe:748OpenKey HKCU\Directory\CurVer
NOTFOUND

1222 3.85792412 msrll.exe:748OpenKey HKCR\Directory\CurVer
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NOTFOUND
1223 3.85794675 msrll.exe:748QueryKey HKCR\Directory SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory
1224 3.85798279 msrll.exe:748OpenKey HKCU\Directory NOTFOUND

1225 3.85801184 msrll.exe:748OpenKey HKCR\Directory SUCCESS
Key: 0xE1B2FB60

1226 3.85804145 msrll.exe:748CloseKey HKCR\Directory SUCCESS
Key: 0xE1BF4600

1227 3.85806325 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1228 3.85810180 msrll.exe:748OpenKey
HKCU\Directory\shellex\IconHandler NOTFOUND

1229 3.85812331 msrll.exe:748OpenKey
HKCR\Directory\shellex\IconHandler NOTFOUND

1230 3.85812443 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1231 3.85844849 msrll.exe:748OpenKey HKCU\Directory\DocObject
NOTFOUND

1232 3.85846888 msrll.exe:748OpenKey HKCR\Directory\DocObject
NOTFOUND

1233 3.85848872 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1234 3.85852559 msrll.exe:748OpenKey HKCU\Directory\BrowseInPlace
NOTFOUND

1235 3.85854571 msrll.exe:748OpenKey HKCR\Directory\BrowseInPlace
NOTFOUND

1236 3.85856471 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1237 3.85859935 msrll.exe:748OpenKey HKCU\Directory\CLSID
NOTFOUND

1238 3.85861779 msrll.exe:748OpenKey HKCR\Directory\CLSID
NOTFOUND

1239 3.85863678 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1240 3.85871500 msrll.exe:748OpenKey HKCU\Directory NOTFOUND

1241 3.85873288 msrll.exe:748QueryValue HKCR\Directory\IsShortcut
NOTFOUND

1242 3.85875160 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1243 3.85878596 msrll.exe:748OpenKey HKCU\Directory NOTFOUND

1244 3.85880328 msrll.exe:748QueryValue HKCR\Directory\AlwaysShowExt
SUCCESS ""

1245 3.85882172 msrll.exe:748QueryKey HKCR\Directory SUCCESS
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Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory
1246 3.85885552 msrll.exe:748OpenKey HKCU\Directory NOTFOUND

1247 3.85887089 msrll.exe:748QueryValue HKCR\Directory\NeverShowExt
NOTFOUND

1248 3.85888905 msrll.exe:748QueryKey HKCR\Directory SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory

1249 3.85892453 msrll.exe:748OpenKey HKCU\Directory\DefaultIcon
NOTFOUND

1250 3.85895498 msrll.exe:748OpenKey HKCR\Directory\DefaultIcon
SUCCESS Key: 0xE1BF4600

1251 3.85897509 msrll.exe:748QueryKey HKCR\Directory\DefaultIcon
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\Directory\DefaultIcon
1252 3.85901057 msrll.exe:748OpenKey HKCU\Directory\DefaultIcon

NOTFOUND
1253 3.85902985 msrll.exe:748QueryValue

HKCR\Directory\DefaultIcon\(Default) SUCCESS
"%SystemRoot%\System32\shell32.dll,3"

1254 3.85906281 msrll.exe:748CloseKey HKCR\Directory\DefaultIcon
SUCCESS Key: 0xE1BF4600

1255 3.85910667 msrll.exe:748CreateKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1BF4600

1256 3.85912623 msrll.exe:748QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Max Cached

Icons NOTFOUND
1257 3.85915892 msrll.exe:748OpenKey HKCU\Control
Panel\Desktop\WindowMetrics SUCCESS Key: 0xE1CE8700
1258 3.85918182 msrll.exe:748QueryValue HKCU\Control
Panel\Desktop\WindowMetrics\Shell Icon Size NOTFOUND
1259 3.85919998 msrll.exe:748QueryValue HKCU\Control
Panel\Desktop\WindowMetrics\Shell Small Icon Size NOTFOUND
1260 3.85921898 msrll.exe:748QueryValue HKCU\Control
Panel\Desktop\WindowMetrics\Shell Icon Bpp SUCCESS "16"
1261 3.85924692 msrll.exe:748CloseKey HKCU\Control
Panel\Desktop\WindowMetrics SUCCESS Key: 0xE1CE8700
1262 3.85937151 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1CE8700
1263 3.85940336 msrll.exe:748OpenKey

HKLM\System\CurrentControlSet\Control\Nls\MUILanguages
NOTFOUND

1264 3.85945141 msrll.exe:748OpenKey HKCU\Control Panel\Desktop
SUCCESS Key: 0xE1C1F680

1265 3.85947404 msrll.exe:748QueryValue HKCU\Control
Panel\Desktop\MultiUILanguageId NOTFOUND
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1266 3.85950170 msrll.exe:748CloseKey HKCU\Control Panel\Desktop
SUCCESS Key: 0xE1C1F680

1267 3.85952041 msrll.exe:748CloseKey HKCU SUCCESS Key:
0xE1CE8700
1268 3.86013502 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1269 3.86017106 msrll.exe:748OpenKey HKCU\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32 NOTFOUND
1270 3.86020933 msrll.exe:748OpenKey HKCR\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32 SUCCESS Key: 0xE1CE8700
1271 3.86023503 msrll.exe:748QueryKey HKCR\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{63B51F81-C868-11D0-
999C-00C04FD655E1}\InProcServer32
1272 3.86028001 msrll.exe:748OpenKey HKCU\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32 NOTFOUND
1273 3.86030180 msrll.exe:748QueryValue HKCR\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
1274 3.86032918 msrll.exe:748QueryKey HKCR\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{63B51F81-C868-11D0-
999C-00C04FD655E1}\InProcServer32
1275 3.86036968 msrll.exe:748OpenKey HKCU\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32 NOTFOUND
1276 3.86039036 msrll.exe:748QueryValue HKCR\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32\LoadWithoutCOM SUCCESS

""
1277 3.86045433 msrll.exe:748CloseKey HKCR\CLSID\{63B51F81-C868-
11D0-999C-00C04FD655E1}\InProcServer32 SUCCESS Key: 0xE1CE8700
1278 3.86050154 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Icons
NOTFOUND

1279 3.86383102 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve

rlayIdentifiersSUCCESS Key: 0xE1CE8700
1280 3.86385532 msrll.exe:748QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\(Default) NOTFOUND
1281 3.86388605 msrll.exe:748EnumerateKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiersSUCCESS Name: Offline Files
1282 3.86391986 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1283 3.86394165 msrll.exe:748QueryValue



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files\LegacyDisable NOTFOUND
1284 3.86398467 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1285 3.86401819 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1286 3.86403859 msrll.exe:748QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files\SuppressionPolicy NOTFOUND
1287 3.86406904 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1288 3.86408999 msrll.exe:748EnumerateKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiersNOMORE
1289 3.86412407 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1290 3.86414726 msrll.exe:748QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files\(Default) SUCCESS "{750fdf0e-2a26-11d1-
a3ea-080036587f03}"
1291 3.86417771 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1292 3.86421235 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1293 3.86423191 msrll.exe:748QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files\LegacyDisable NOTFOUND
1294 3.86426180 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1295 3.86429393 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1296 3.86431404 msrll.exe:748QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files\SuppressionPolicy NOTFOUND
1297 3.86434365 msrll.exe:748CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiers\Offline Files SUCCESS Key: 0xE1C1F680
1298 3.86437466 msrll.exe:748CloseKey
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HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ShellIconOve
rlayIdentifiersSUCCESS Key: 0xE1CE8700
1299 3.86440148 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1300 3.86443501 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1301 3.86446993 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 SUCCESS Key: 0xE1CE8700
1302 3.86449535 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}\InProcServer32
1303 3.86459760 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1304 3.86462050 msrll.exe:748QueryValue HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32\(Default) SUCCESS

"cscui.dll"
1305 3.86464537 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}\InProcServer32
1306 3.86468587 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1307 3.86470459 msrll.exe:748QueryValue HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32\LoadWithoutCOM NOTFOUND

1308 3.86473476 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 SUCCESS Key: 0xE1CE8700
1309 3.86583295 msrll.exe:748OpenKey

HKLM\Software\Microsoft\COM3\Debug NOTFOUND
1310 3.86585362 msrll.exe:748OpenKey

HKLM\Software\Microsoft\COM3\Debug NOTFOUND
1311 3.86602320 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1CE8700
1312 3.86607404 msrll.exe:748OpenKey HKLM\SOFTWARE\Microsoft\Ole

SUCCESS Key: 0xE1C1F680
1313 3.86609304 msrll.exe:748QueryValue

HKLM\SOFTWARE\Microsoft\Ole\EnableCatalogCaching NOTFOUND

1314 3.86612572 msrll.exe:748CloseKey HKLM\SOFTWARE\Microsoft\Ole
SUCCESS Key: 0xE1C1F680

1315 3.86617517 msrll.exe:748OpenKey HKLM\Software\Classes
SUCCESS Key: 0xE1C1F680

1316 3.86622965 msrll.exe:748OpenKey HKLM\Software\Microsoft\COM3
SUCCESS Key: 0xE1CAD660

1317 3.86627909 msrll.exe:748OpenKey HKU SUCCESS Key:
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0xE1BA4BA0
1318 3.86632044 msrll.exe:748OpenKey HKLM\Software\Classes

SUCCESS Key: 0xE1B40B00
1319 3.86635843 msrll.exe:748OpenKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE136D660
1320 3.86639140 msrll.exe:748OpenKey HKU SUCCESS Key:
0xE1271500
1321 3.86642995 msrll.exe:748OpenKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1E330A0
1322 3.86646850 msrll.exe:748OpenKey HKLM\Software\Classes\CLSID

SUCCESS Key: 0xE12D2200
1323 3.86650594 msrll.exe:748OpenKey HKLM\Software\Classes

SUCCESS Key: 0xE1DA8760
1324 3.86654281 msrll.exe:748OpenKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE12C9960
1325 3.86657578 msrll.exe:748OpenKey HKU SUCCESS Key:
0xE1E35360
1326 3.86661405 msrll.exe:748OpenKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1DCDB80
1327 3.86672440 msrll.exe:748OpenKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1B36120
1328 3.86676240 msrll.exe:748OpenKey HKLM\Software\Classes\CLSID

SUCCESS Key: 0xE1362CE0
1329 3.86684174 msrll.exe:748OpenKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1286260
1330 3.86686855 msrll.exe:748QueryValue

HKLM\Software\Microsoft\COM3\REGDBVersion SUCCESS CC 00
00 00 00 00 00 00
1331 3.86689789 msrll.exe:748CloseKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1286260
1332 3.86739292 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1333 3.86742393 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} NOTFOUND
1334 3.86745829 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Key: 0xE1286260
1335 3.86748148 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}
1336 3.86752506 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\TreatAs NOTFOUND
1337 3.86754825 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\TreatAs NOTFOUND
1338 3.86758010 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
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1339 3.86763848 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1C31160
1340 3.86770497 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Key: 0xE1286260
1341 3.86774464 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1342 3.86777118 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} NOTFOUND
1343 3.86780331 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Key: 0xE1286260
1344 3.86782650 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}
1345 3.86787399 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 NOTFOUND
1346 3.86791031 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Key: 0xE12A1AA0
1347 3.86793545 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}\InProcServer32
1348 3.86797568 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1349 3.86799942 msrll.exe:748QueryValue HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32\InprocServer32NOTFOUND
1350 3.86802960 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Key: 0xE12A1AA0
1351 3.86805418 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}
1352 3.86809469 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServerX86 NOTFOUND
1353 3.86811899 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServerX86 NOTFOUND
1354 3.86814162 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}
1355 3.86818101 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 NOTFOUND
1356 3.86821509 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Key: 0xE12A1AA0
1357 3.86823968 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Name:
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\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}\InProcServer32
1358 3.86827935 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1359 3.86829946 msrll.exe:748QueryValue HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32\(Default)SUCCESS "cscui.dll"
1360 3.86832824 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Key: 0xE12A1AA0
1361 3.86835757 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Key: 0xE1286260
1362 3.86842713 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1363 3.86845311 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} NOTFOUND
1364 3.86848580 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Key: 0xE1286260
1365 3.86850815 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}
1366 3.86854894 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 NOTFOUND
1367 3.86858302 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Key: 0xE12A1AA0
1368 3.86860732 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}\InProcServer32
1369 3.86868219 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1370 3.86870370 msrll.exe:748QueryValue HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32\ThreadingModel SUCCESS

"Apartment"
1371 3.86873332 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InprocServer32 SUCCESS Key: 0xE12A1AA0
1372 3.86876209 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Key: 0xE1286260
1373 3.86980524 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1286260
1374 3.86983513 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1375 3.86986167 msrll.exe:748OpenKey HKCU\AppID\msrll.exe

NOTFOUND
1376 3.86989464 msrll.exe:748OpenKey HKCR\AppID\msrll.exe

NOTFOUND
1377 3.86992956 msrll.exe:748CloseKey HKCU SUCCESS Key:
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0xE1286260
1378 3.86996196 msrll.exe:748OpenKey

HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE12801E0
1379 3.86998180 msrll.exe:748QueryValue

HKLM\SOFTWARE\Microsoft\OLE\DefaultAccessPermissionNOTFOUND

1380 3.87002259 msrll.exe:748CloseKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE12801E0

1381 3.87058718 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy
SUCCESS Key: 0xE1364440

1382 3.87061428 LSASS.EXE:224 OpenKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE12A1AA0

1383 3.87063244 LSASS.EXE:224 QueryValue
HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW

1384 3.87066317 LSASS.EXE:224 CloseKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE12A1AA0

1385 3.87069055 LSASS.EXE:224 OpenKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE12A1AA0

1386 3.87070703 LSASS.EXE:224 QueryValue
HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE

1387 3.87073329 LSASS.EXE:224 CloseKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE12A1AA0

1388 3.87106127 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy
SUCCESS Key: 0xE1364440

1389 3.87132247 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1364440

1390 3.87135600 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer

Name SUCCESS Key: 0xE1257F60
1391 3.87137835 msrll.exe:748QueryValue

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name\ComputerName SUCCESS "AMESDAQ-2KP"
1392 3.87140852 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name SUCCESS Key: 0xE1257F60
1393 3.87143757 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1364440

1394 3.87284306 msrll.exe:748OpenKey HKCU SUCCESS Key:
0xE1364440
1395 3.87295760 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1396 3.87298805 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} NOTFOUND
1397 3.87302409 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
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11D1-A3EA-080036587F03} SUCCESS Key: 0xE1257F60
1398 3.87305705 msrll.exe:748CloseKey HKCU SUCCESS Key:
0xE1364440
1399 3.87308247 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}
1400 3.87431559 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\TreatAs NOTFOUND
1401 3.87434269 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\TreatAs NOTFOUND
1402 3.87438068 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03} SUCCESS Key: 0xE1257F60
1403 3.87579874 msrll.exe:748OpenKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1257F60

1404 3.87583366 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer

Name SUCCESS Key: 0xE1364440
1405 3.87585880 msrll.exe:748QueryValue

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name\ComputerName SUCCESS "AMESDAQ-2KP"
1406 3.87593982 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name SUCCESS Key: 0xE1364440
1407 3.87596943 msrll.exe:748CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1257F60

1408 3.87608816 msrll.exe:748OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{750FDF0E-2A26-11D1-A3EA-080036587F03} NOTFOUND
1409 3.87611554 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1410 3.87614683 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1411 3.87618287 msrll.exe:748OpenKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 SUCCESS Key: 0xE1257F60
1412 3.87620997 msrll.exe:748QueryKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{750FDF0E-2A26-11D1-
A3EA-080036587F03}\InProcServer32
1413 3.87625718 msrll.exe:748OpenKey HKCU\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 NOTFOUND
1414 3.87627785 msrll.exe:748QueryValue HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32\(Default) SUCCESS

"cscui.dll"
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1415 3.87633819 msrll.exe:748CloseKey HKCR\CLSID\{750FDF0E-2A26-
11D1-A3EA-080036587F03}\InProcServer32 SUCCESS Key: 0xE1257F60
1416 3.87642787 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Icons
NOTFOUND

1417 3.87648682 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\

C SUCCESS Key: 0xE1257F60
1418 3.87651224 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1419 3.87654269 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1257F60
1420 3.87658320 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1257F60
1421 3.87662175 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1364440
1422 3.87665136 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1257F60
1423 3.87667511 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags\Version SUCCESS 0x1
1424 3.87670388 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1364440
1425 3.87674048 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1364440
1426 3.87677065 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1257F60
1427 3.87679943 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1364440
1428 3.87682261 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags\LastUpdate SUCCESS 0x21459
1429 3.87685111 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1257F60
1430 3.87688771 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
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C SUCCESS Key: 0xE1257F60
1431 3.87691732 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1364440
1432 3.87694581 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1257F60
1433 3.87697124 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags\Cache SUCCESS 00 04 00 00
1434 3.87700001 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1364440
1435 3.87705141 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1364440
1436 3.87708158 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1257F60
1437 3.87711064 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE1364440
1438 3.87713299 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags\Version SUCCESS 0x1
1439 3.87716176 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\_DriveFlags SUCCESS Key: 0xE1257F60
1440 3.87860524 msrll.exe:748CloseKey HKCR\Directory SUCCESS

Key: 0xE1B2FB60
1441 3.87954978 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1442 3.87958889 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1D682C0

1443 3.87961068 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Allo

wFileCLSIDJunctions NOTFOUND
1444 3.87964476 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1D682C0

1445 3.87969505 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1D682C0

1446 3.87972578 msrll.exe:748OpenKey
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HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1364440

1447 3.87974477 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\Application NOTFOUND
1448 3.87976740 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1449 3.87979338 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1450 3.87982244 msrll.exe:748OpenKey HKCR\.exe SUCCESS Key:
0xE12A1AA0
1451 3.87984143 msrll.exe:748QueryKey HKCR\.exe SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
1452 3.87988306 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1453 3.87990094 msrll.exe:748QueryValue HKCR\.exe\(Default)

SUCCESS "exefile"
1454 3.87991993 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1455 3.87994172 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1456 3.87997022 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1286260

1457 3.87998978 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1458 3.88002609 msrll.exe:748OpenKey HKCU\exefile\CurVer
NOTFOUND

1459 3.88004537 msrll.exe:748OpenKey HKCR\exefile\CurVer
NOTFOUND

1460 3.88006632 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1461 3.88010180 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1462 3.88013030 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1B2FB60

1463 3.88015879 msrll.exe:748CloseKey HKCR\exefile SUCCESS
Key: 0xE1286260

1464 3.88018868 msrll.exe:748CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1D682C0

1465 3.88021746 msrll.exe:748CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1364440

1466 3.88024232 msrll.exe:748CloseKey HKCR\.exe SUCCESS Key:
0xE12A1AA0
1467 3.88026327 msrll.exe:748QueryKey HKCR\exefile SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1468 3.88030155 msrll.exe:748OpenKey
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HKCU\exefile\shellex\IconHandler NOTFOUND
1469 3.88032306 msrll.exe:748OpenKey

HKCR\exefile\shellex\IconHandler NOTFOUND
1470 3.88034122 msrll.exe:748QueryKey HKCR\exefile SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1471 3.88037614 msrll.exe:748OpenKey HKCU\exefile\DocObject

NOTFOUND
1472 3.88039513 msrll.exe:748OpenKey HKCR\exefile\DocObject

NOTFOUND
1473 3.88046246 msrll.exe:748QueryKey HKCR\exefile SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1474 3.88050018 msrll.exe:748OpenKey HKCU\exefile\BrowseInPlace

NOTFOUND
1475 3.88051973 msrll.exe:748OpenKey HKCR\exefile\BrowseInPlace

NOTFOUND
1476 3.88053817 msrll.exe:748QueryKey HKCR\exefile SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1477 3.88057281 msrll.exe:748OpenKey HKCU\exefile\CLSID

NOTFOUND
1478 3.88059181 msrll.exe:748OpenKey HKCR\exefile\CLSID

NOTFOUND
1479 3.88060997 msrll.exe:748QueryKey HKCR\exefile SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1480 3.88064377 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1481 3.88065969 msrll.exe:748QueryValue HKCR\exefile\IsShortcut
NOTFOUND

1482 3.88067701 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1483 3.88071026 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1484 3.88072562 msrll.exe:748QueryValue HKCR\exefile\AlwaysShowExt
NOTFOUND

1485 3.88074322 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1486 3.88077619 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1487 3.88079127 msrll.exe:748QueryValue HKCR\exefile\NeverShowExt
NOTFOUND

1488 3.88080887 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1489 3.88084352 msrll.exe:748OpenKey HKCU\exefile\DefaultIcon
NOTFOUND

1490 3.88087229 msrll.exe:748OpenKey HKCR\exefile\DefaultIcon
SUCCESS Key: 0xE12A1AA0

1491 3.88089212 msrll.exe:748QueryKey HKCR\exefile\DefaultIcon
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SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\DefaultIcon
1492 3.88092677 msrll.exe:748OpenKey HKCU\exefile\DefaultIcon

NOTFOUND
1493 3.88094409 msrll.exe:748QueryValue

HKCR\exefile\DefaultIcon\(Default) SUCCESS "%1"
1494 3.88097230 msrll.exe:748CloseKey HKCR\exefile\DefaultIcon

SUCCESS Key: 0xE12A1AA0
1495 3.88099940 msrll.exe:748CloseKey HKCR\exefile SUCCESS

Key: 0xE1B2FB60
1496 3.88111478 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE12A1AA0
1497 3.88113657 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C\Version SUCCESS 0x0
1498 3.88116674 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints\
C SUCCESS Key: 0xE12A1AA0
1499 3.88151371 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE12A1AA0

1500 3.88154472 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1364440

1501 3.88156372 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\Application NOTFOUND
1502 3.88158355 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1503 3.88160646 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1504 3.88163412 msrll.exe:748OpenKey HKCR\.exe SUCCESS Key:
0xE1D682C0
1505 3.88165200 msrll.exe:748QueryKey HKCR\.exe SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
1506 3.88168804 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1507 3.88170452 msrll.exe:748QueryValue HKCR\.exe\(Default)

SUCCESS "exefile"
1508 3.88172324 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1509 3.88174391 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1510 3.88177157 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1286260

1511 3.88179028 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
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1512 3.88182576 msrll.exe:748OpenKey HKCU\exefile\CurVer
NOTFOUND

1513 3.88184476 msrll.exe:748OpenKey HKCR\exefile\CurVer
NOTFOUND

1514 3.88186515 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1515 3.88194086 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1516 3.88196880 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1B2FB60

1517 3.88199841 msrll.exe:748CloseKey HKCR\exefile SUCCESS
Key: 0xE1286260

1518 3.88202858 msrll.exe:748CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE12A1AA0

1519 3.88205736 msrll.exe:748CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1364440

1520 3.88208222 msrll.exe:748CloseKey HKCR\.exe SUCCESS Key:
0xE1D682C0
1521 3.88210401 msrll.exe:748QueryKey HKCR\exefile SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1522 3.88214480 msrll.exe:748OpenKey

HKCU\exefile\ShellEx\{C46CA590-3C3F-11D2-BEE6-0000F805CA57}
NOTFOUND

1523 3.88216771 msrll.exe:748OpenKey
HKCR\exefile\ShellEx\{C46CA590-3C3F-11D2-BEE6-0000F805CA57}
NOTFOUND

1524 3.88218782 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1525 3.88220849 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1526 3.88223531 msrll.exe:748OpenKey HKCR\.exe SUCCESS Key:
0xE1D682C0
1527 3.88225319 msrll.exe:748QueryKey HKCR\.exe SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
1528 3.88233085 msrll.exe:748OpenKey HKCU\.exe\ShellEx\{C46CA590-
3C3F-11D2-BEE6-0000F805CA57} NOTFOUND
1529 3.88235265 msrll.exe:748OpenKey HKCR\.exe\ShellEx\{C46CA590-
3C3F-11D2-BEE6-0000F805CA57} NOTFOUND
1530 3.88237974 msrll.exe:748CloseKey HKCR\exefile SUCCESS

Key: 0xE1B2FB60
1531 3.88240545 msrll.exe:748CloseKey HKCR\.exe SUCCESS Key:
0xE1D682C0
1532 3.88244512 msrll.exe:748OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1B2FB60
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1533 3.88247473 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1364440

1534 3.88249345 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe

\Application NOTFOUND
1535 3.88251244 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1536 3.88253339 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1537 3.88255993 msrll.exe:748OpenKey HKCR\.exe SUCCESS Key:
0xE12A1AA0
1538 3.88257781 msrll.exe:748QueryKey HKCR\.exe SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
1539 3.88261245 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1540 3.88262894 msrll.exe:748QueryValue HKCR\.exe\(Default)

SUCCESS "exefile"
1541 3.88264738 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1542 3.88266833 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1543 3.88269571 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1286260

1544 3.88271442 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1545 3.88274962 msrll.exe:748OpenKey HKCU\exefile\CurVer
NOTFOUND

1546 3.88276862 msrll.exe:748OpenKey HKCR\exefile\CurVer
NOTFOUND

1547 3.88279125 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1548 3.88282645 msrll.exe:748OpenKey HKCU\exefile\shell\open
NOTFOUND

1549 3.88285578 msrll.exe:748OpenKey HKCR\exefile\shell\open
SUCCESS Key: 0xE1D682C0

1550 3.88287757 msrll.exe:748QueryKey HKCR\exefile\shell\open
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
1551 3.88291389 msrll.exe:748OpenKey

HKCU\exefile\shell\open\command NOTFOUND
1552 3.88294350 msrll.exe:748OpenKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1BEF800
1553 3.88296445 msrll.exe:748QueryKey

HKCR\exefile\shell\open\command SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open\command
1554 3.88300021 msrll.exe:748OpenKey

HKCU\exefile\shell\open\command NOTFOUND
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1555 3.88305860 msrll.exe:748QueryValue
HKCR\exefile\shell\open\command\(Default) SUCCESS ""%1" %*"

1556 3.88308849 msrll.exe:748CloseKey
HKCR\exefile\shell\open\command SUCCESS Key: 0xE1BEF800

1557 3.88373578 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1558 3.88379221 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1559 3.88382462 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1BEF800

1560 3.88384557 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1561 3.88388161 msrll.exe:748OpenKey HKCU\exefile\shell\open
NOTFOUND

1562 3.88391122 msrll.exe:748OpenKey HKCR\exefile\shell\open
SUCCESS Key: 0xE1C8EFC0

1563 3.88393218 msrll.exe:748QueryKey HKCR\exefile\shell\open
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
1564 3.88396738 msrll.exe:748OpenKey HKCU\exefile\shell\open

NOTFOUND
1565 3.88398470 msrll.exe:748QueryValue HKCR\exefile\shell\open\CLSID

NOTFOUND
1566 3.88401822 msrll.exe:748CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1C8EFC0
1567 3.88404448 msrll.exe:748CloseKey HKCR\exefile SUCCESS

Key: 0xE1BEF800
1568 3.88406795 msrll.exe:748QueryKey HKCR\exefile\shell\open

SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
1569 3.88410482 msrll.exe:748OpenKey HKCU\exefile\shell\open\ddeexec

NOTFOUND
1570 3.88412522 msrll.exe:748OpenKey HKCR\exefile\shell\open\ddeexec

NOTFOUND
1571 3.88416964 msrll.exe:748QueryKey HKCR\.exe SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
1572 3.88420428 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1573 3.88422132 msrll.exe:748QueryValue HKCR\.exe\(Default)

SUCCESS "exefile"
1574 3.88424115 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1575 3.88426211 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1576 3.88429004 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1BEF800

1577 3.88430960 msrll.exe:748QueryKey HKCR\exefile SUCCESS
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Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1578 3.88434452 msrll.exe:748OpenKey HKCU\exefile\CurVer

NOTFOUND
1579 3.88436352 msrll.exe:748OpenKey HKCR\exefile\CurVer

NOTFOUND
1580 3.88439061 msrll.exe:748CloseKey HKCR\exefile SUCCESS

Key: 0xE1286260
1581 3.88441045 msrll.exe:748QueryKey HKCR\exefile SUCCESS

Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile
1582 3.88444509 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1583 3.88446073 msrll.exe:748QueryValue HKCR\exefile\BaseClass
NOTFOUND

1584 3.88448057 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1585 3.88450068 msrll.exe:748OpenKey HKCU\* NOTFOUND
1586 3.88452862 msrll.exe:748OpenKey HKCR\* SUCCESS Key:
0xE1286260
1587 3.88454650 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1588 3.88458142 msrll.exe:748OpenKey HKCU\*\CurVer NOTFOUND

1589 3.88459902 msrll.exe:748OpenKey HKCR\*\CurVer NOTFOUND

1590 3.88461774 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1591 3.88465238 msrll.exe:748OpenKey HKCU\*\shell\open NOTFOUND

1592 3.88467110 msrll.exe:748OpenKey HKCR\*\shell\open NOTFOUND

1593 3.88469009 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1594 3.88470993 msrll.exe:748OpenKey HKCU\* NOTFOUND
1595 3.88473591 msrll.exe:748OpenKey HKCR\* SUCCESS Key:
0xE1C8EFC0
1596 3.88475323 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1597 3.88478759 msrll.exe:748OpenKey HKCU\*\CurVer NOTFOUND

1598 3.88480519 msrll.exe:748OpenKey HKCR\*\CurVer NOTFOUND

1599 3.88483145 msrll.exe:748CloseKey HKCR\* SUCCESS Key:
0xE1286260
1600 3.88485073 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1601 3.88492951 msrll.exe:748OpenKey HKCU\*\shell\open NOTFOUND
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1602 3.88494823 msrll.exe:748OpenKey HKCR\*\shell\open NOTFOUND

1603 3.88498734 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1604 3.88502226 msrll.exe:748OpenKey HKCU\* NOTFOUND
1605 3.88503846 msrll.exe:748QueryValue HKCR\*\BaseClass NOTFOUND

1606 3.88509769 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Rest

rictRun NOTFOUND
1607 3.89873266 msrll.exe:748QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
\Application NOTFOUND
1608 3.89876311 msrll.exe:748QueryKey HKCR\.exe SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\.exe
1609 3.89883267 msrll.exe:748OpenKey HKCU\.exe NOTFOUND
1610 3.89885223 msrll.exe:748QueryValue HKCR\.exe\(Default)

SUCCESS "exefile"
1611 3.89887402 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1612 3.89889665 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1613 3.89893296 msrll.exe:748OpenKey HKCR\exefile SUCCESS
Key: 0xE1D43180

1614 3.89895587 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1615 3.89904387 msrll.exe:748OpenKey HKCU\exefile\CurVer
NOTFOUND

1616 3.89906343 msrll.exe:748OpenKey HKCR\exefile\CurVer
NOTFOUND

1617 3.89911427 msrll.exe:748CloseKey HKCR\exefile SUCCESS
Key: 0xE1BEF800

1618 3.89913914 msrll.exe:748QueryKey HKCR\exefile\shell\open
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open
1619 3.89917713 msrll.exe:748OpenKey

HKCU\exefile\shell\open\command NOTFOUND
1620 3.89920842 msrll.exe:748OpenKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1BEF800
1621 3.89922993 msrll.exe:748QueryKey

HKCR\exefile\shell\open\command SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile\shell\open\command
1622 3.89926541 msrll.exe:748OpenKey

HKCU\exefile\shell\open\command NOTFOUND
1623 3.89928217 msrll.exe:748QueryValue
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HKCR\exefile\shell\open\command\command NOTFOUND
1624 3.89931011 msrll.exe:748CloseKey

HKCR\exefile\shell\open\command SUCCESS Key: 0xE1BEF800
1625 3.89933218 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1626 3.89935341 msrll.exe:748OpenKey HKCU\* NOTFOUND
1627 3.89938190 msrll.exe:748OpenKey HKCR\* SUCCESS Key:
0xE1BEF800
1628 3.89940006 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1629 3.89943610 msrll.exe:748OpenKey HKCU\*\CurVer NOTFOUND

1630 3.89945398 msrll.exe:748OpenKey HKCR\*\CurVer NOTFOUND

1631 3.89948024 msrll.exe:748CloseKey HKCR\* SUCCESS Key:
0xE1C8EFC0
1632 3.89950091 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1633 3.89953639 msrll.exe:748OpenKey HKCU\*\shell\open NOTFOUND

1634 3.89955539 msrll.exe:748OpenKey HKCR\*\shell\open NOTFOUND

1635 3.89957550 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1636 3.89959534 msrll.exe:748OpenKey HKCU\* NOTFOUND
1637 3.89962244 msrll.exe:748OpenKey HKCR\* SUCCESS Key:
0xE1C8EFC0
1638 3.89964004 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1639 3.89967440 msrll.exe:748OpenKey HKCU\*\CurVer NOTFOUND

1640 3.89969228 msrll.exe:748OpenKey HKCR\*\CurVer NOTFOUND

1641 3.89971854 msrll.exe:748CloseKey HKCR\* SUCCESS Key:
0xE1BEF800
1642 3.89973782 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1643 3.89977274 msrll.exe:748OpenKey HKCU\*\shell\open NOTFOUND

1644 3.89979062 msrll.exe:748OpenKey HKCR\*\shell\open NOTFOUND

1645 3.89981045 msrll.exe:748QueryKey HKCR\exefile SUCCESS
Name: \REGISTRY\MACHINE\SOFTWARE\CLASSES\exefile

1646 3.89989286 msrll.exe:748OpenKey HKCU\exefile NOTFOUND

1647 3.89991214 msrll.exe:748QueryValue HKCR\exefile\QueryClassStore
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NOTFOUND
1648 3.89993197 msrll.exe:748QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1649 3.89995265 msrll.exe:748OpenKey HKCU\* NOTFOUND
1650 3.89998030 msrll.exe:748OpenKey HKCR\* SUCCESS Key:
0xE1BEF800
1651 3.89999790 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1652 3.90003338 msrll.exe:748OpenKey HKCU\*\CurVer NOTFOUND

1653 3.90005126 msrll.exe:748OpenKey HKCR\*\CurVer NOTFOUND

1654 3.90007864 msrll.exe:748CloseKey HKCR\* SUCCESS Key:
0xE1C8EFC0
1655 3.90009764 msrll.exe:748QueryKey HKCR\* SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\*
1656 3.90013256 msrll.exe:748OpenKey HKCU\* NOTFOUND
1657 3.90014848 msrll.exe:748QueryValue HKCR\*\QueryClassStore

NOTFOUND
1658 3.90023676 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1659 3.90027252 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1660 3.90029180 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Inhe

ritConsoleHandles NOTFOUND
1661 3.90032169 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1662 3.90035326 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1663 3.90038455 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1664 3.90040298 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Rest

rictRun NOTFOUND
1665 3.90043120 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1666 3.90046249 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND
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1667 3.90049350 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1668 3.90051138 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Disal

lowRun NOTFOUND
1669 3.90053959 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1670 3.90058066 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\Session

Manager\AppCompatibility\msrll.exe NOTFOUND
1671 3.90087176 msrll.exe:748OpenKey

HKLM\System\CurrentControlSet\Control\Session
Manager\CheckBadApps400 NOTFOUND
1672 3.90090612 msrll.exe:748OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\App Paths\msrll.exe
NOTFOUND

1673 3.90094104 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NOTFOUND

1674 3.90097373 msrll.exe:748OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1675 3.90099328 msrll.exe:748QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoR

unasInstallPrompt NOTFOUND
1676 3.90102541 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
SUCCESS Key: 0xE1C8EFC0

1677 3.90105335 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\App Paths\msrll.exe
NOTFOUND

1678 3.99897054 msrll.exe:748OpenKey
HKLM\System\CurrentControlSet\Control\Session Manager\AppCertDlls
NOTFOUND

1679 3.99901133 msrll.exe:748OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File

Execution Options\msrll.exe NOTFOUND
1680 4.00099929 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
1681 4.00103030 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
1682 4.00138397 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
1683 4.00139738 msrll.exe:748CloseKey HKCR\exefile SUCCESS

Key: 0xE1D43180
1684 4.00181587 msrll.exe:748CloseKey HKCR\exefile\shell\open

SUCCESS Key: 0xE1D682C0
1685 4.00186169 msrll.exe:748CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1B2FB60

1686 4.00195053 msrll.exe:748CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SUCCESS Key: 0xE1364440

1687 4.00198014 msrll.exe:748CloseKey HKCR\.exe SUCCESS Key:
0xE12A1AA0
1688 4.00200752 msrll.exe:748CloseKey HKCR\* SUCCESS Key:
0xE1BEF800
1689 4.00250730 msrll.exe:748CloseKey HKCU SUCCESS Key:
0xE1C31160
1690 4.00255535 msrll.exe:748CloseKey HKU SUCCESS Key:
0xE1BA4BA0
1691 4.00260201 msrll.exe:748CloseKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1CAD660
1692 4.00265928 msrll.exe:748CloseKey HKLM\Software\Classes

SUCCESS Key: 0xE1C1F680
1693 4.00269224 msrll.exe:748CloseKey HKU SUCCESS Key:
0xE1271500
1694 4.00273191 msrll.exe:748CloseKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE136D660
1695 4.00277270 msrll.exe:748CloseKey HKLM\Software\Classes

SUCCESS Key: 0xE1B40B00
1696 4.00281516 msrll.exe:748CloseKey HKLM\Software\Classes\CLSID

SUCCESS Key: 0xE12D2200
1697 4.00285623 msrll.exe:748CloseKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1E330A0
1698 4.00288919 msrll.exe:748CloseKey HKU SUCCESS Key:
0xE1E35360
1699 4.00292998 msrll.exe:748CloseKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE12C9960
1700 4.01443480 msrll.exe:748CloseKey HKLM\Software\Classes

SUCCESS Key: 0xE1DA8760
1701 4.01450073 msrll.exe:748CloseKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1DCDB80
1702 4.01925133 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe NOTFOUND
1703 4.03097740 msrll.exe:748CloseKey HKLM\Software\Classes\CLSID
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SUCCESS Key: 0xE1362CE0
1704 4.03127884 msrll.exe:748CloseKey HKLM\Software\Microsoft\COM3

SUCCESS Key: 0xE1B36120
1705 4.03129755 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1D682C0

1706 4.03137298 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Control\Session

Manager\SafeDllSearchMode NOTFOUND
1707 4.03138444 msrll.exe:748CloseKey HKCU SUCCESS Key:
0xE1CE8700
1708 4.03194764 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1D682C0

1709 4.03217364 msrll.exe:748CloseKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1CB7A60

1710 4.03273237 msrll.exe:748CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1BF4600

1711 4.03274634 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
SUCCESS Key: 0xE135A080

1712 4.03367076 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\Winlogon\LeakTrack NOTFOUND
1713 4.03369032 msrll.exe:748CloseKey HKLM SUCCESS Key:
0xE1344C60
1714 4.03395795 WINLOGON.EXE:92 OpenKey HKCU SUCCESS

Key: 0xE1CB7A60
1715 4.03396996 msrll.exe:748CloseKey HKCU SUCCESS Key:
0xE1E3FBC0
1716 4.03405908 msrll.exe:748CloseKey HKCU SUCCESS Key:
0xE1DF1BE0
1717 4.04731998 WINLOGON.EXE:92 OpenKey

HKCU\AppEvents\Schemes\Apps\.Default\Close\.Current SUCCESS
Key: 0xE1344C60

1718 4.04734317 WINLOGON.EXE:92 QueryValue
HKCU\AppEvents\Schemes\Apps\.Default\Close\.Current\(Default)
SUCCESS ""

1719 4.04738507 WINLOGON.EXE:92 CloseKey
HKCU\AppEvents\Schemes\Apps\.Default\Close\.Current SUCCESS
Key: 0xE1344C60

1720 4.04741133 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE1CB7A60

1721 4.04746274 WINLOGON.EXE:92 OpenKey HKCU SUCCESS
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Key: 0xE1344C60
1722 4.04748620 WINLOGON.EXE:92 OpenKey

HKCU\AppEvents\Schemes\Apps\.Default\Close\.Current\Active
NOTFOUND

1723 4.04752448 WINLOGON.EXE:92 QueryValue HKCU\(Default)
NOTFOUND

1724 4.04754906 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE1344C60

1725 4.04760326 WINLOGON.EXE:92 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1344C60
1726 4.04762616 WINLOGON.EXE:92 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Software\Microsoft\Wi
ndows\CurrentVersion NOTFOUND
1727 4.04764740 WINLOGON.EXE:92 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\MediaPath
SUCCESS "C:\WINNT\Media"

1728 4.04767449 WINLOGON.EXE:92 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1344C60
1729 4.04789212 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
SUCCESS Key: 0xE135A080

1730 4.04801476 msrll.exe:700OpenKey HKLM SUCCESS Key:
0xE1344C60
1731 4.04804493 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Diagnostics
NOTFOUND

1732 4.04880117 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\Error Message Instrument\
NOTFOUND

1733 4.04927330 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility32
SUCCESS Key: 0xE1D43180

1734 4.04930543 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Windows

NT\CurrentVersion\Compatibility32\msrll NOTFOUND
1735 4.04934482 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility32
SUCCESS Key: 0xE1D43180

1736 4.04940181 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility2
SUCCESS Key: 0xE1D43180

1737 4.04943729 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Windows

NT\CurrentVersion\Compatibility2\msrll1.0 NOTFOUND
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1738 4.04946774 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\Compatibility2
SUCCESS Key: 0xE1D43180

1739 4.04951607 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Windows NT\CurrentVersion\IME Compatibility
SUCCESS Key: 0xE1D43180

1740 4.04953786 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Windows NT\CurrentVersion\IME

Compatibility\msrll NOTFOUND
1741 4.04956803 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\IME Compatibility
SUCCESS Key: 0xE1D43180

1742 4.04998149 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\Session

Manager\AppCompatibility\msrll.exe NOTFOUND
1743 4.05001809 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows
SUCCESS Key: 0xE1D43180

1744 4.05003876 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Windows

NT\CurrentVersion\Windows\AppInit_DLLs SUCCESS ""
1745 4.05007480 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Windows
SUCCESS Key: 0xE1D43180

1746 4.05034606 WINLOGON.EXE:92 OpenKey HKCU SUCCESS
Key: 0xE1D43180

1747 4.05038154 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current SUCCESS
Key: 0xE1C8EFC0

1748 4.05040166 WINLOGON.EXE:92 QueryValue
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current\(Default)
SUCCESS ""

1749 4.05043155 WINLOGON.EXE:92 CloseKey
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current SUCCESS
Key: 0xE1C8EFC0

1750 4.05045641 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE1D43180

1751 4.05049971 WINLOGON.EXE:92 OpenKey HKCU SUCCESS
Key: 0xE1D43180

1752 4.05052262 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\Open\.Current\Active
NOTFOUND

1753 4.05053603 WINLOGON.EXE:92 QueryValue HKCU\(Default)
NOTFOUND

1754 4.05055978 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE1D43180
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1755 4.05060727 WINLOGON.EXE:92 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1D43180
1756 4.05062934 WINLOGON.EXE:92 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Software\Microsoft\Wi
ndows\CurrentVersion NOTFOUND
1757 4.05064945 WINLOGON.EXE:92 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\MediaPath
SUCCESS "C:\WINNT\Media"

1758 4.05067655 WINLOGON.EXE:92 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1D43180
1759 4.05082853 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Performance
NOTFOUND

1760 4.10886998 msrll.exe:700OpenKey HKCU SUCCESS Key:
0xE1D43180
1761 4.13961300 msrll.exe:700OpenKey HKCU\Control Panel\Desktop

SUCCESS Key: 0xE1C8EFC0
1762 4.17087283 msrll.exe:700QueryValue HKCU\Control
Panel\Desktop\SmoothScroll NOTFOUND
1763 4.17095134 msrll.exe:700CloseKey HKCU\Control Panel\Desktop

SUCCESS Key: 0xE1C8EFC0
1764 4.17225038 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\msasn1
NOTFOUND

1765 4.20255647 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1C8EFC0

1766 4.20451510 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Control\Session

Manager\AdditionalBaseNamedObjectsProtectionMode NOTFOUND
1767 4.23358695 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Control\Session Manager SUCCESS
Key: 0xE1C8EFC0

1768 4.23935780 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1C8EFC0

1769 4.24199975 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\OLE\PageAllocatorUseSystemHeap
NOTFOUND

1770 4.24206792 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1C8EFC0

1771 4.24351000 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1C8EFC0

1772 4.24499762 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\OLE\PageAllocatorSystemHeapIsPrivate
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NOTFOUND
1773 4.24505489 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\OLE SUCCESS Key: 0xE1C8EFC0
1774 4.24545522 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1C8EFC0
1775 4.24552981 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
B3 89 F1 02 DB 1B 7B 43 ...

1776 4.24609441 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1C8EFC0
1777 4.24818490 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CC5280
1778 4.24836285 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
F8 C1 70 1B 54 7F E2 F2 ...

1779 4.24986891 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CC5280
1780 4.24988455 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1BEF800
1781 4.24991500 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1364440
1782 4.24993651 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW
1783 4.24997535 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1364440
1784 4.25000328 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1364440
1785 4.25002088 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE
1786 4.25004798 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1364440
1787 4.25025834 msrll.exe:700OpenKey

HKLM\SYSTEM\CurrentControlSet\Control\Session Manager
SUCCESS Key: 0xE1CC5280

1788 4.25056034 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy
SUCCESS Key: 0xE1BEF800

1789 4.25123584 msrll.exe:700QueryValue
HKLM\SYSTEM\CurrentControlSet\Control\Session

Manager\CriticalSectionTimeout SUCCESS 0x278D00
1790 4.25301484 msrll.exe:700CloseKey

HKLM\SYSTEM\CurrentControlSet\Control\Session Manager
SUCCESS Key: 0xE1CC5280
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1791 4.25411805 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\OLEAUT NOTFOUND

1792 4.25547521 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\OLEAUT\UserEra NOTFOUND

1793 4.25563445 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\OLEAUT NOTFOUND

1794 4.25833339 msrll.exe:700CreateKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1BEF800

1795 4.27137220 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\ServiceCurrent SUCCESS
Key: 0xE12A1AA0

1796 4.27140237 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Control\ServiceCurrent\(Default)
SUCCESS 0xA

1797 4.27144847 msrll.exe:700CloseKey
HKLM\System\CurrentControlSet\Control\ServiceCurrent SUCCESS
Key: 0xE12A1AA0

1798 6.27469357 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore

r\MountPoints\C\Version SUCCESS 0x0
1799 6.27499333 explorer.exe:848 QueryValue

HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
r\MountPoints\C\Version SUCCESS 0x0
1800 6.27611750 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1C64440

1801 6.27614487 explorer.exe:848 QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\ResetIconsO

nNewEnum NOTFOUND
1802 6.27618454 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1CDF360

1803 6.27620410 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\ResetIconsO

nNewEnum NOTFOUND
1804 6.27626724 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1CDF360

1805 6.27629936 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer SUCCESS
Key: 0xE1C64440

1806 6.27642508 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore

r\MountPoints\C\Version SUCCESS 0x0
1807 6.27671953 explorer.exe:848 QueryValue
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HKCU\SOFTWARE\MICROSOFT\Windows\CURRENTVERSION\Explore
r\MountPoints\C\Version SUCCESS 0x0
1808 6.27689078 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace SUCCESS Key: 0xE1C64440
1809 6.27692207 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\(Default) NOTFOUND
1810 6.27696816 explorer.exe:848 EnumerateKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace SUCCESS Name: {1f4de370-d627-11d1-ba4f-00a0c91eedba}
1811 6.27700504 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1812 6.27703633 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba}\LegacyDisable

NOTFOUND
1813 6.27707069 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1814 6.27710673 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1815 6.27712796 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba}\SuppressionPolicy

NOTFOUND
1816 6.27715897 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1817 6.27718355 explorer.exe:848 EnumerateKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace SUCCESS Name: {450D8FBA-AD25-11D0-98A8-
0800361B1103}
1818 6.27721708 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1819 6.27723803 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103}\LegacyDisable
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NOTFOUND
1820 6.27726876 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1821 6.27730284 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1822 6.27732351 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103}\SuppressionPolicy

NOTFOUND
1823 6.27735341 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1824 6.27742269 explorer.exe:848 EnumerateKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace SUCCESS Name: {645FF040-5081-101B-9F08-00AA002F954E}
1825 6.27745761 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
1826 6.27747856 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E}\LegacyDisable

NOTFOUND
1827 6.27750957 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
1828 6.27754365 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
1829 6.27756433 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E}\SuppressionPolicy

NOTFOUND
1830 6.27759450 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
1831 6.27761741 explorer.exe:848 EnumerateKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
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meSpace SUCCESS Name: {e17d4fc0-5564-11d1-83f2-00a0c90dc849}
1832 6.27765177 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1833 6.27767300 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849}\LegacyDisable

NOTFOUND
1834 6.27770345 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1835 6.27773809 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1836 6.27775904 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849}\SuppressionPolicy

NOTFOUND
1837 6.27778894 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1838 6.27780765 explorer.exe:848 EnumerateKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace NOMORE
1839 6.27784369 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1840 6.27786437 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba}\LegacyDisable

NOTFOUND
1841 6.27789482 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1842 6.27792946 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1843 6.27795041 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
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meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba}\SuppressionPolicy
NOTFOUND

1844 6.27798058 explorer.exe:848 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na

meSpace\{1f4de370-d627-11d1-ba4f-00a0c91eedba} SUCCESS Key:
0xE1CDF360
1845 6.27801662 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1846 6.27806970 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103}\LegacyDisable

NOTFOUND
1847 6.27810071 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1848 6.27813535 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1849 6.27815630 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103}\SuppressionPolicy

NOTFOUND
1850 6.27818619 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1CDF360
1851 6.27825436 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
1852 6.27827503 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E}\LegacyDisable

NOTFOUND
1853 6.27830632 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
1854 6.27834040 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
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1855 6.27836108 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na

meSpace\{645FF040-5081-101B-9F08-00AA002F954E}\SuppressionPolicy
NOTFOUND

1856 6.27839125 explorer.exe:848 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na

meSpace\{645FF040-5081-101B-9F08-00AA002F954E} SUCCESS Key:
0xE1CDF360
1857 6.27842840 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1858 6.27844908 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849}\LegacyDisable

NOTFOUND
1859 6.27847925 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1860 6.27851361 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1861 6.27853428 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849}\SuppressionPolicy

NOTFOUND
1862 6.27856445 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{e17d4fc0-5564-11d1-83f2-00a0c90dc849} SUCCESS Key:
0xE1CDF360
1863 6.27859463 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace SUCCESS Key: 0xE1C64440
1864 6.27862647 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace NOTFOUND
1865 6.27866419 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1866 6.27870106 explorer.exe:848 OpenKey HKCU\CLSID\{20D04FE0-
3AEA-1069-A2D8-08002B30309D}\ShellFolderNOTFOUND
1867 6.27872621 explorer.exe:848 OpenKey HKCR\CLSID\{20D04FE0-
3AEA-1069-A2D8-08002B30309D}\ShellFolderNOTFOUND
1868 6.27875722 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
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NOTFOUND
1869 6.27879325 explorer.exe:848 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1870 6.27884689 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{20

D04FE0-3AEA-1069-A2D8-08002B30309D} NOTFOUND
1871 6.27887762 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1872 6.27892651 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{20D04FE0-3AEA-1069-A2D8-08002B30309D} NOTFOUND
1873 6.27895892 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{20D0
4FE0-3AEA-1069-A2D8-08002B30309D}\ShellFolder NOTFOUND
1874 6.27898434 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1875 6.27901228 explorer.exe:848 OpenKey HKCU\CLSID\{208D2C60-
3AEA-1069-A2D7-08002B30309D}\ShellFolderNOTFOUND
1876 6.27903574 explorer.exe:848 OpenKey HKCR\CLSID\{208D2C60-
3AEA-1069-A2D7-08002B30309D}\ShellFolderNOTFOUND
1877 6.27906340 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

1878 6.27909776 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1879 6.27911816 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{20

8D2C60-3AEA-1069-A2D7-08002B30309D} NOTFOUND
1880 6.27914833 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1881 6.27918325 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{208D2C60-3AEA-1069-A2D7-08002B30309D} NOTFOUND
1882 6.27921398 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{208D
2C60-3AEA-1069-A2D7-08002B30309D}\ShellFolder NOTFOUND
1883 6.27923772 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1884 6.27926538 explorer.exe:848 OpenKey HKCU\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder NOTFOUND
1885 6.27930086 explorer.exe:848 OpenKey HKCR\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder SUCCESS Key: 0xE1C64440
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1886 6.27932572 explorer.exe:848 QueryKey HKCR\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{871C5380-42A0-1069-
A2EA-08002B30309D}\ShellFolder
1887 6.27937880 explorer.exe:848 OpenKey HKCU\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder NOTFOUND
1888 6.27939892 explorer.exe:848 QueryValue HKCR\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder\Attributes SUCCESS 0x24
1889 6.27942266 explorer.exe:848 QueryKey HKCR\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{871C5380-42A0-1069-
A2EA-08002B30309D}\ShellFolder
1890 6.27946205 explorer.exe:848 OpenKey HKCU\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder NOTFOUND
1891 6.27948077 explorer.exe:848 QueryValue HKCR\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder\CallForAttributes NOTFOUND

1892 6.27951038 explorer.exe:848 CloseKey HKCR\CLSID\{871C5380-
42A0-1069-A2EA-08002B30309D}\ShellFolder SUCCESS Key: 0xE1C64440
1893 6.27954056 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

1894 6.27957548 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1895 6.27959559 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{87

1C5380-42A0-1069-A2EA-08002B30309D} NOTFOUND
1896 6.27962465 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1897 6.27965957 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{871C5380-42A0-1069-A2EA-08002B30309D} NOTFOUND
1898 6.27973471 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{871C
5380-42A0-1069-A2EA-08002B30309D}\ShellFolder SUCCESS Key:
0xE1C64440
1899 6.27975790 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{871C
5380-42A0-1069-A2EA-08002B30309D}\ShellFolder\Attributes SUCCESS

0x0
1900 6.27978891 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{871C
5380-42A0-1069-A2EA-08002B30309D}\ShellFolder SUCCESS Key:
0xE1C64440
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1901 6.27982551 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1902 6.27985289 explorer.exe:848 OpenKey HKCU\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA} NOTFOUND
1903 6.27988613 explorer.exe:848 OpenKey HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA} SUCCESS Key: 0xE1C64440
1904 6.27991044 explorer.exe:848 QueryKey HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{1f4de370-d627-11d1-
ba4f-00a0c91eedba}
1905 6.27996016 explorer.exe:848 OpenKey HKCU\CLSID\{1f4de370-
d627-11d1-ba4f-00a0c91eedba} NOTFOUND
1906 6.27997860 explorer.exe:848 QueryValue HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA}\SortOrderIndex NOTFOUND
1907 6.27998950 explorer.exe:848 CloseKey HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA} SUCCESS Key: 0xE1C64440
1908 6.28016633 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1909 6.28019567 explorer.exe:848 OpenKey HKCU\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA}\ShellFolder NOTFOUND
1910 6.28023143 explorer.exe:848 OpenKey HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA}\ShellFolder SUCCESS Key:
0xE1C64440
1911 6.28025629 explorer.exe:848 QueryKey HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{1f4de370-d627-11d1-
ba4f-00a0c91eedba}\ShellFolder
1912 6.28029819 explorer.exe:848 OpenKey HKCU\CLSID\{1f4de370-
d627-11d1-ba4f-00a0c91eedba}\ShellFolder NOTFOUND
1913 6.28031915 explorer.exe:848 QueryValue HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA}\ShellFolder\Attributes SUCCESS

0x20180000
1914 6.28034960 explorer.exe:848 CloseKey HKCR\CLSID\{1F4DE370-
D627-11D1-BA4F-00A0C91EEDBA}\ShellFolder SUCCESS Key:
0xE1C64440
1915 6.28038061 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

1916 6.28041581 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1917 6.28043620 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{1F

4DE370-D627-11D1-BA4F-00A0C91EEDBA} NOTFOUND
1918 6.28046581 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
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SUCCESS Key: 0xE1C64440
1919 6.28050073 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{1F4DE370-D627-11D1-BA4F-00A0C91EEDBA} NOTFOUND
1920 6.28053174 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{1F4
DE370-D627-11D1-BA4F-00A0C91EEDBA}\ShellFolder NOTFOUND
1921 6.28055549 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1922 6.28058119 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
1923 6.28061360 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1C64440
1924 6.28063651 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
1925 6.28067534 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
1926 6.28069573 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\SortOrderIndex SUCCESS 0x48
1927 6.28075887 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1C64440
1928 6.28078457 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1929 6.28081223 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
1930 6.28084659 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1C64440
1931 6.28087117 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
1932 6.28091168 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
1933 6.28093291 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
1934 6.28095610 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
1935 6.28099521 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
1936 6.28101560 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder\CallForAttributes SUCCESS
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0x20040
1937 6.28104410 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1C64440
1938 6.28107455 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

1939 6.28110975 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1940 6.28113042 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{45

0D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
1941 6.28115920 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1942 6.28119440 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
1943 6.28123630 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1C64440
1944 6.28126033 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
1945 6.28129078 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1C64440
1946 6.28133101 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1947 6.28135727 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
1948 6.28138995 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1C64440
1949 6.28141286 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}
1950 6.28145169 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
1951 6.28147237 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\SortOrderIndex SUCCESS 0x60
1952 6.28150086 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1C64440
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1953 6.28152572 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1954 6.28155282 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
1955 6.28162099 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1C64440
1956 6.28164557 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}\ShellFolder
1957 6.28168664 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
1958 6.28170955 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder\Attributes SUCCESS 40 01
00 20
1959 6.28173273 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}\ShellFolder
1960 6.28177185 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
1961 6.28178945 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder\CallForAttributes NOTFOUND

1962 6.28181878 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1C64440
1963 6.28184923 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

1964 6.28188415 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1965 6.28190482 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{64

5FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
1966 6.28193388 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1967 6.28196936 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{645FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
1968 6.28200120 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
1969 6.28202523 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

1970 6.28205093 explorer.exe:848 OpenKey HKCU\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849} NOTFOUND
1971 6.28208334 explorer.exe:848 OpenKey HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849} SUCCESS Key: 0xE1C64440
1972 6.28210597 explorer.exe:848 QueryKey HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{e17d4fc0-5564-11d1-
83f2-00a0c90dc849}
1973 6.28214564 explorer.exe:848 OpenKey HKCU\CLSID\{e17d4fc0-
5564-11d1-83f2-00a0c90dc849} NOTFOUND
1974 6.28216352 explorer.exe:848 QueryValue HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849}\SortOrderIndex NOTFOUND
1975 6.28219173 explorer.exe:848 CloseKey HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849} SUCCESS Key: 0xE1C64440
1976 6.28221687 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1977 6.28224397 explorer.exe:848 OpenKey HKCU\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849}\ShellFolder NOTFOUND
1978 6.28227805 explorer.exe:848 OpenKey HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849}\ShellFolder SUCCESS Key: 0xE1C64440
1979 6.28230236 explorer.exe:848 QueryKey HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{e17d4fc0-5564-11d1-
83f2-00a0c90dc849}\ShellFolder
1980 6.28234315 explorer.exe:848 OpenKey HKCU\CLSID\{e17d4fc0-
5564-11d1-83f2-00a0c90dc849}\ShellFolder NOTFOUND
1981 6.28236410 explorer.exe:848 QueryValue HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849}\ShellFolder\Attributes SUCCESS

0x20180000
1982 6.28239259 explorer.exe:848 CloseKey HKCR\CLSID\{E17D4FC0-
5564-11D1-83F2-00A0C90DC849}\ShellFolder SUCCESS Key: 0xE1C64440
1983 6.28242221 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

1984 6.28249009 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1985 6.28251105 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{E1

7D4FC0-5564-11D1-83F2-00A0C90DC849} NOTFOUND
1986 6.28254066 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

1987 6.28257586 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{E17D4FC0-5564-11D1-83F2-00A0C90DC849} NOTFOUND
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1988 6.28260687 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{E17

D4FC0-5564-11D1-83F2-00A0C90DC849}\ShellFolder NOTFOUND
1989 6.28304603 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1C64440
1990 6.28306810 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\(Default) NOTFOUND
1991 6.28310051 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1C64440
1992 6.28316029 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
1993 6.28319046 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
1994 6.28322538 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1C64440
1995 6.28325025 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
1996 6.28329215 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
1997 6.28331338 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
1998 6.28334299 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1C64440
1999 6.28337372 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

2000 6.28340892 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

2001 6.28342904 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{45

0D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
2002 6.28345809 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

2003 6.28349329 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
2004 6.28353520 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
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8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1C64440
2005 6.28379836 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
2006 6.28383552 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1C64440
2007 6.28387351 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2008 6.28390200 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
2009 6.28393776 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1C64440
2010 6.28396263 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
2011 6.28404532 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
2012 6.28406487 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder\HideFolderVerbs NOTFOUND

2013 6.28409421 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1C64440
2014 6.28415176 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1C64440

2015 6.28417522 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\CLS

ID\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
2016 6.28420623 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2017 6.28423221 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2018 6.28426406 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1CDF360
2019 6.28428809 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
2020 6.28432776 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2021 6.28435960 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
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AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1E35240
2022 6.28438475 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
2023 6.28442274 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2024 6.28445431 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1364440
2025 6.28448364 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1E35240
2026 6.28451353 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1C64440

2027 6.28454063 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1CDF360
2028 6.28456578 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
2029 6.28460489 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2030 6.28462696 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\LocalizedString SUCCESS

"@C:\WINNT\system32\shell32.dll,-9227@1033,My Documents"
2031 6.28466439 explorer.exe:848 OpenKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2032 6.28468730 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache\@C

:\WINNT\system32\shell32.dll,-9227 SUCCESS "My Documents"
2033 6.28471552 explorer.exe:848 CloseKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2034 6.28474345 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1364440
2035 6.28478619 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1364440
2036 6.28480631 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E}\(Default) NOTFOUND
2037 6.28483620 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1364440
2038 6.28486302 explorer.exe:848 QueryKey HKCU SUCCESS Name:
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\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2039 6.28492476 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2040 6.28496192 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1364440
2041 6.28498678 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}\ShellFolder
2042 6.28502813 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2043 6.28505103 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder\Attributes SUCCESS 40 01
00 20
2044 6.28508065 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1364440
2045 6.28511193 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

2046 6.28514769 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1364440

2047 6.28516837 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{64

5FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
2048 6.28519742 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1364440

2049 6.28523290 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{645FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
2050 6.28526419 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2051 6.28528682 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2052 6.28531364 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2053 6.28534744 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1364440
2054 6.28537174 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}\ShellFolder
2055 6.28541197 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
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2056 6.28542985 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder\HideFolderVerbs NOTFOUND

2057 6.28545835 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1364440
2058 6.28549718 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1364440

2059 6.28552037 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\CLS

ID\{645FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
2060 6.28554216 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2061 6.28556730 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
2062 6.28559887 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1CDF360
2063 6.28562150 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}
2064 6.28566033 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
2065 6.28569134 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1C64440
2066 6.28571453 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}
2067 6.28575224 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
2068 6.28581649 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1E35240
2069 6.28584583 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1C64440
2070 6.28587544 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1364440

2071 6.28590282 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1CDF360
2072 6.28592740 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}
2073 6.28596651 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
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2074 6.28598886 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\LocalizedString SUCCESS

"@C:\WINNT\system32\shell32.dll,-8964@1033,Recycle Bin"
2075 6.28602239 explorer.exe:848 OpenKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2076 6.28604613 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache\@C

:\WINNT\system32\shell32.dll,-8964 SUCCESS "Recycle Bin"
2077 6.28607435 explorer.exe:848 CloseKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2078 6.28610228 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1E35240
2079 6.28624895 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1E35240
2080 6.28626962 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\(Default) NOTFOUND
2081 6.28630063 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1E35240
2082 6.28632745 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2083 6.28635483 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
2084 6.28638891 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1E35240
2085 6.28641378 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
2086 6.28645428 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
2087 6.28647496 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
2088 6.28650401 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1E35240
2089 6.28653418 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

2090 6.28656994 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1E35240
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2091 6.28659006 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{45

0D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
2092 6.28661939 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1E35240

2093 6.28665403 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
2094 6.28669538 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1E35240
2095 6.28671912 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
2096 6.28678449 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1E35240
2097 6.28680992 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2098 6.28683757 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
2099 6.28687110 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1E35240
2100 6.28689568 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
2101 6.28693647 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder NOTFOUND
2102 6.28695519 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder\HideFolderVerbs NOTFOUND

2103 6.28698396 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key: 0xE1E35240
2104 6.28702251 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1E35240

2105 6.28704570 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\CLS

ID\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
2106 6.28706777 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
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2107 6.28709263 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2108 6.28712392 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1CDF360
2109 6.28714683 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
2110 6.28718538 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2111 6.28721667 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1364440
2112 6.28723986 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
2113 6.28727785 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2114 6.28730886 explorer.exe:848 OpenKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1C64440
2115 6.28733820 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1364440
2116 6.28736753 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1E35240

2117 6.28739491 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1CDF360
2118 6.28741921 explorer.exe:848 QueryKey HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
2119 6.28745804 explorer.exe:848 OpenKey HKCU\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103} NOTFOUND
2120 6.28747955 explorer.exe:848 QueryValue HKCR\CLSID\{450D8FBA-
AD25-11D0-98A8-0800361B1103}\LocalizedString SUCCESS

"@C:\WINNT\system32\shell32.dll,-9227@1033,My Documents"
2121 6.28751252 explorer.exe:848 OpenKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2122 6.28753459 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache\@C

:\WINNT\system32\shell32.dll,-9227 SUCCESS "My Documents"
2123 6.28756253 explorer.exe:848 CloseKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2124 6.28759074 explorer.exe:848 CloseKey HKCR\CLSID\{450D8FBA-
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AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1C64440
2125 6.28767846 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1C64440
2126 6.28769913 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E}\(Default) NOTFOUND
2127 6.28772987 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1C64440
2128 6.28775668 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2129 6.28778434 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2130 6.28781814 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1C64440
2131 6.28784245 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}\ShellFolder
2132 6.28788324 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2133 6.28790587 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder\Attributes SUCCESS 40 01
00 20
2134 6.28793436 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1C64440
2135 6.28796453 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

2136 6.28799945 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

2137 6.28801985 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{64

5FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
2138 6.28804890 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1C64440

2139 6.28808382 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{645FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
2140 6.28811511 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645F
F040-5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2141 6.28820618 explorer.exe:848 QueryKey HKCU SUCCESS Name:
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\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2142 6.28823356 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2143 6.28826736 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1C64440
2144 6.28829195 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}\ShellFolder
2145 6.28833246 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder NOTFOUND
2146 6.28835061 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder\HideFolderVerbs NOTFOUND

2147 6.28837939 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\ShellFolder SUCCESS Key: 0xE1C64440
2148 6.28841850 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1C64440

2149 6.28844169 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\CLS

ID\{645FF040-5081-101B-9F08-00AA002F954E} NOTFOUND
2150 6.28846348 explorer.exe:848 QueryKey HKCU SUCCESS Name:
\REGISTRY\USER\S-1-5-21-1645522239-725345543-1017062266-500_Classes
2151 6.28848862 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
2152 6.28851991 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1CDF360
2153 6.28857718 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}
2154 6.28861964 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
2155 6.28865205 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1E35240
2156 6.28867607 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}
2157 6.28871407 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
2158 6.28874536 explorer.exe:848 OpenKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1364440
2159 6.28877441 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1E35240
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2160 6.28880430 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1C64440

2161 6.28883168 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1CDF360
2162 6.28885627 explorer.exe:848 QueryKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{645FF040-5081-101B-
9F08-00AA002F954E}
2163 6.28889510 explorer.exe:848 OpenKey HKCU\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} NOTFOUND
2164 6.28891745 explorer.exe:848 QueryValue HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E}\LocalizedString SUCCESS

"@C:\WINNT\system32\shell32.dll,-8964@1033,Recycle Bin"
2165 6.28895069 explorer.exe:848 OpenKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2166 6.28897416 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache\@C

:\WINNT\system32\shell32.dll,-8964 SUCCESS "Recycle Bin"
2167 6.28900209 explorer.exe:848 CloseKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE1CDF360

2168 6.28903003 explorer.exe:848 CloseKey HKCR\CLSID\{645FF040-
5081-101B-9F08-00AA002F954E} SUCCESS Key: 0xE1364440
2169 19.27218850 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Rpc\RobustMode NOTFOUND
2170 19.27224689 msrll.exe:700OpenKey HKLM\Software\Microsoft\Rpc

SUCCESS Key: 0xE1364440
2171 19.27227148 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Rpc\MaxRpcSize NOTFOUND
2172 19.27232120 msrll.exe:700CloseKey HKLM\Software\Microsoft\Rpc

SUCCESS Key: 0xE1364440
2173 19.27235920 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\msrll.exe\RpcThreadPoolThrottle NOTFOUND
2174 19.27250530 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1364440

2175 19.27253743 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer

Name SUCCESS Key: 0xE1C64440
2176 19.27256034 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name\ComputerName SUCCESS "AMESDAQ-2KP"
2177 19.27259135 msrll.exe:700CloseKey
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HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name SUCCESS Key: 0xE1C64440
2178 19.27262068 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1364440

2179 19.27331295 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy
SUCCESS Key: 0xE1C64440

2180 19.27334144 LSASS.EXE:224 OpenKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B2FB60

2181 19.27336184 LSASS.EXE:224 QueryValue
HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW

2182 19.27339620 LSASS.EXE:224 CloseKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B2FB60

2183 19.27342525 LSASS.EXE:224 OpenKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B2FB60

2184 19.27344174 LSASS.EXE:224 QueryValue
HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE

2185 19.27346883 LSASS.EXE:224 CloseKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B2FB60

2186 19.27380268 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy
SUCCESS Key: 0xE1C64440

2187 19.27426754 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters
SUCCESS Key: 0xE1C64440

2188 19.27429240 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\WinSoc

k_Registry_Version SUCCESS "2.0"
2189 19.27431252 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\WinSoc
k_Registry_Version SUCCESS "2.0"
2190 19.27435442 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9 SUCCESS Key: 0xE1E35240
2191 19.27437929 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Serial_Access_Num SUCCESS 0x4
2192 19.27444857 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Serial_Access_Num SUCCESS 0x4
2193 19.27449494 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\00000004 NOTFOUND
2194 19.27457317 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries SUCCESS Key: 0xE1CDF360
2195 19.27459691 msrll.exe:700QueryValue
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HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Next_Catalog_Entry_ID SUCCESS 0x3F4
2196 19.27461730 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Num_Catalog_Entries SUCCESS 0xB
2197 19.27467430 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000001 SUCCESS Key: 0xE1CC5280
2198 19.27470530 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000001\PackedCatalogItem

BUFOVRFLOW
2199 19.27472821 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000001\PackedCatalogItem

BUFOVRFLOW
2200 19.27476090 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000001\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2201 19.27486203 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000001 SUCCESS Key: 0xE1CC5280
2202 19.27490701 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000002 SUCCESS Key: 0xE1298360
2203 19.27493215 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000002\PackedCatalogItem

BUFOVRFLOW
2204 19.27495394 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000002\PackedCatalogItem

BUFOVRFLOW
2205 19.27498216 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000002\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2206 19.27501484 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000002 SUCCESS Key: 0xE1298360
2207 19.27505703 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000003 SUCCESS Key: 0xE12B0BC0
2208 19.27508245 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
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l_Catalog9\Catalog_Entries\000000000003\PackedCatalogItem
BUFOVRFLOW

2209 19.27510396 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco

l_Catalog9\Catalog_Entries\000000000003\PackedCatalogItem
BUFOVRFLOW

2210 19.27516877 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco

l_Catalog9\Catalog_Entries\000000000003\PackedCatalogItem SUCCESS
25 53 79 73 74 65 6D 52 ...

2211 19.27520230 msrll.exe:700CloseKey
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco

l_Catalog9\Catalog_Entries\000000000003 SUCCESS Key: 0xE12B0BC0
2212 19.27524504 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000004 SUCCESS Key: 0xE125ACC0
2213 19.27526990 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000004\PackedCatalogItem

BUFOVRFLOW
2214 19.27529141 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000004\PackedCatalogItem

BUFOVRFLOW
2215 19.27531935 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000004\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2216 19.27535120 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000004 SUCCESS Key: 0xE125ACC0
2217 19.27546266 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000005 SUCCESS Key: 0xE12CF360
2218 19.27548809 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000005\PackedCatalogItem

BUFOVRFLOW
2219 19.27550960 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000005\PackedCatalogItem

BUFOVRFLOW
2220 19.27553753 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000005\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

2221 19.27557022 msrll.exe:700CloseKey
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco

l_Catalog9\Catalog_Entries\000000000005 SUCCESS Key: 0xE12CF360
2222 19.27561157 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000006 SUCCESS Key: 0xE12CE540
2223 19.27565431 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000006\PackedCatalogItem

BUFOVRFLOW
2224 19.27567610 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000006\PackedCatalogItem

BUFOVRFLOW
2225 19.27570404 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000006\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2226 19.27573588 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000006 SUCCESS Key: 0xE12CE540
2227 19.27577751 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000007 SUCCESS Key: 0xE1257E20
2228 19.27582053 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000007\PackedCatalogItem

BUFOVRFLOW
2229 19.27584344 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000007\PackedCatalogItem

BUFOVRFLOW
2230 19.27590127 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000007\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2231 19.27593423 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000007 SUCCESS Key: 0xE1257E20
2232 19.27597642 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000008 SUCCESS Key: 0xE1B7CA00
2233 19.27600212 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000008\PackedCatalogItem

BUFOVRFLOW
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2234 19.27602335 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco

l_Catalog9\Catalog_Entries\000000000008\PackedCatalogItem
BUFOVRFLOW

2235 19.27605157 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco

l_Catalog9\Catalog_Entries\000000000008\PackedCatalogItem SUCCESS
25 53 79 73 74 65 6D 52 ...

2236 19.27608341 msrll.exe:700CloseKey
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco

l_Catalog9\Catalog_Entries\000000000008 SUCCESS Key: 0xE1B7CA00
2237 19.27612308 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000009 SUCCESS Key: 0xE1271E00
2238 19.27614823 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000009\PackedCatalogItem

BUFOVRFLOW
2239 19.27616946 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000009\PackedCatalogItem

BUFOVRFLOW
2240 19.27619739 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000009\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2241 19.27622896 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000009 SUCCESS Key: 0xE1271E00
2242 19.27628791 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000010 SUCCESS Key: 0xE1B5CA20
2243 19.27631333 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000010\PackedCatalogItem

BUFOVRFLOW
2244 19.27633484 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000010\PackedCatalogItem

BUFOVRFLOW
2245 19.27638764 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000010\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2246 19.27642033 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
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l_Catalog9\Catalog_Entries\000000000010 SUCCESS Key: 0xE1B5CA20
2247 19.27646195 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000011 SUCCESS Key: 0xE1364F20
2248 19.27650442 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000011\PackedCatalogItem

BUFOVRFLOW
2249 19.27652704 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000011\PackedCatalogItem

BUFOVRFLOW
2250 19.27655526 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000011\PackedCatalogItem SUCCESS

25 53 79 73 74 65 6D 52 ...
2251 19.27658767 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries\000000000011 SUCCESS Key: 0xE1364F20
2252 19.27662175 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\Protoco
l_Catalog9\Catalog_Entries SUCCESS Key: 0xE1CDF360
2253 19.27669857 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5 SUCCESS Key: 0xE1CD4B80
2254 19.27672120 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Serial_Access_Num SUCCESS 0x3
2255 19.27675165 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Serial_Access_Num SUCCESS 0x3
2256 19.27677484 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\00000003 NOTFOUND
2257 19.27681954 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries SUCCESS Key: 0xE1C8EFC0
2258 19.27684189 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Num_Catalog_Entries SUCCESS 0x2
2259 19.27690894 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000001 SUCCESS Key:
0xE1CDF360
2260 19.27693520 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
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pace_Catalog5\Catalog_Entries\000000000001\LibraryPath SUCCESS
"%SystemRoot%\System32\rnr20.dll"

2261 19.27695866 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\LibraryPath SUCCESS
"%SystemRoot%\System32\rnr20.dll"

2262 19.27698548 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\DisplayString SUCCESS
"Tcpip"

2263 19.27700699 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\DisplayString SUCCESS
"Tcpip"

2264 19.27702851 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\DisplayString SUCCESS
"Tcpip"

2265 19.27704974 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\DisplayString SUCCESS
"Tcpip"

2266 19.27707879 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\ProviderId SUCCESS 40 9D
05 22 9E 7E CF 11 ...
2267 19.27710058 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000001\AddressFamily NOTFOUND

2268 19.27714193 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\SupportedNameSpace
SUCCESS 0xC

2269 19.27717433 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000001\Enabled SUCCESS 0x1
2270 19.27719557 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000001\Version SUCCESS 0x0
2271 19.27721819 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000001\StoresServiceClassInfo

SUCCESS 0x0
2272 19.27725004 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

pace_Catalog5\Catalog_Entries\000000000001 SUCCESS Key:
0xE1CDF360
2273 19.27729530 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002 SUCCESS Key:
0xE1CDF360
2274 19.27732072 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\LibraryPath SUCCESS

"%SystemRoot%\System32\winrnr.dll"
2275 19.27734335 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\LibraryPath SUCCESS

"%SystemRoot%\System32\winrnr.dll"
2276 19.27736654 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\DisplayString SUCCESS

"NTDS"
2277 19.27738749 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\DisplayString SUCCESS

"NTDS"
2278 19.27740872 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\DisplayString SUCCESS

"NTDS"
2279 19.27742939 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\DisplayString SUCCESS

"NTDS"
2280 19.27745845 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\ProviderId SUCCESS EE 37
26 3B 80 E5 CF 11 ...
2281 19.27747996 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\AddressFamily NOTFOUND

2282 19.27750231 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000002\SupportedNameSpace
SUCCESS 0x20

2283 19.27752298 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS

pace_Catalog5\Catalog_Entries\000000000002\Enabled SUCCESS 0x1
2284 19.27754365 msrll.exe:700QueryValue
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HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\Version SUCCESS 0x0
2285 19.27756572 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002\StoresServiceClassInfo

SUCCESS 0x0
2286 19.27759729 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries\000000000002 SUCCESS Key:
0xE1CDF360
2287 19.27763110 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters\NameS
pace_Catalog5\Catalog_Entries SUCCESS Key: 0xE1C8EFC0
2288 19.27766238 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\WinSock2\Parameters
SUCCESS Key: 0xE1C64440

2289 19.27771016 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Services\Winsock2\Parameters
SUCCESS Key: 0xE1B60EE0

2290 19.27772971 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\Winsock2\Parameters\Ws2_32

NumHandleBuckets NOTFOUND
2291 19.27775765 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\Winsock2\Parameters
SUCCESS Key: 0xE1B60EE0

2292 19.28577934 msrll.exe:700OpenKey
HKLM\SYSTEM\CurrentControlSet\Services\Winsock\Parameters
SUCCESS Key: 0xE1B60EE0

2293 19.28581258 msrll.exe:700QueryValue
HKLM\SYSTEM\CurrentControlSet\Services\Winsock\Parameters\Transp

orts SUCCESS "Tcpip"
2294 19.28583214 msrll.exe:700QueryValue

HKLM\SYSTEM\CurrentControlSet\Services\Winsock\Parameters\Transp
orts SUCCESS "Tcpip"
2295 19.28588298 msrll.exe:700CloseKey

HKLM\SYSTEM\CurrentControlSet\Services\Winsock\Parameters
SUCCESS Key: 0xE1B60EE0

2296 19.28594584 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock
SUCCESS Key: 0xE12701A0

2297 19.28597070 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock\Ma

pping BUFOVRFLOW
2298 19.28599026 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock\Ma
pping BUFOVRFLOW
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2299 19.28601540 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock\Ma

pping SUCCESS 0B 00 00 00 03 00 00 00 ...
2300 19.28604557 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock
SUCCESS Key: 0xE12701A0

2301 19.28609334 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock
SUCCESS Key: 0xE1C89620

2302 19.28611513 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock\Min

SockaddrLength SUCCESS 0x10
2303 19.28613497 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock\Ma
xSockaddrLength SUCCESS 0x10
2304 19.28615425 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock\Us
eDelayedAcceptance SUCCESS 0x0
2305 19.28617604 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock\Hel
perDllName SUCCESS "%SystemRoot%\System32\wshtcpip.dll"
2306 19.28669202 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Services\Tcpip\Parameters\Winsock
SUCCESS Key: 0xE1C89620

2307 20.28755861 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\FromCacheTimeout NOTFOUND
2308 20.28758208 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\SecureProtocols NOTFOUND
2309 20.28760080 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\Fortezza NOTFOUND
2310 20.28761952 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\CertificateRevocation NOTFOUND
2311 20.28763823 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\DisableKeepAlive NOTFOUND
2312 20.28765639 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\DisablePassport NOTFOUND
2313 20.28767455 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\CacheMode NOTFOUND
2314 20.28769662 msrll.exe:700QueryValue
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HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\EnableHttp1_1 SUCCESS 0x1
2315 20.28771618 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\ProxyHttp1.1 NOTFOUND
2316 20.28773489 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\EnableNegotiate NOTFOUND
2317 20.28903674 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\SyncMode5 NOTFOUND
2318 20.28910546 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache SUCCESS Key: 0xE1D94560
2319 20.28913088 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\FixupKey NOTFOUND
2320 20.28918033 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache SUCCESS Key: 0xE1D94560
2321 20.28929850 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1D94560
2322 20.28933901 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\SessionStartTimeDefaultDeltaSecs NOTFOUND
2323 20.28937086 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1D94560
2324 20.28944936 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1C2C540
2325 20.28947813 msrll.exe:700OpenKey HKLM\System\Setup

SUCCESS Key: 0xE1256FA0
2326 20.28949797 msrll.exe:700QueryValue

HKLM\System\Setup\SystemSetupInProgress SUCCESS 0x0
2327 20.28952451 msrll.exe:700CloseKey HKLM\System\Setup

SUCCESS Key: 0xE1256FA0
2328 20.28956613 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SUCCESS Key: 0xE1256FA0

2329 20.28960021 msrll.exe:700OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\5.0\Cache SUCCESS Key: 0xE1D57420
2330 20.28963290 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
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Folders SUCCESS Key: 0xE13697C0
2331 20.28966503 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1D94560
2332 20.28969157 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Signature SUCCESS "Client UrlCache MMF Ver 5.2"
2333 20.28971308 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Signature SUCCESS "Client UrlCache MMF Ver 5.2"
2334 20.28974297 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1D94560
2335 20.28977845 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1D94560
2336 20.28980667 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Cache SUCCESS "%USERPROFILE%\Local Settings\Temporary
Internet Files"
2337 20.28989327 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Cache SUCCESS "%USERPROFILE%\Local Settings\Temporary
Internet Files"
2338 20.28991757 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Cookies SUCCESS "%USERPROFILE%\Cookies"
2339 20.28993853 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Cookies SUCCESS "%USERPROFILE%\Cookies"
2340 20.28996171 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\History SUCCESS "%USERPROFILE%\Local Settings\History"
2341 20.28998322 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\History SUCCESS "%USERPROFILE%\Local Settings\History"
2342 20.29001312 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1D94560
2343 20.29004971 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Content SUCCESS Key: 0xE13837C0
2344 20.29008659 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Content\PerUserItem SUCCESS 0x1
2345 20.29011648 msrll.exe:700CloseKey
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HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Content SUCCESS Key: 0xE13837C0
2346 20.29014833 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Content SUCCESS Key: 0xE13837C0
2347 20.29039417 msrll.exe:700CreateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1D954E0
2348 20.29041987 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Cache SUCCESS "%USERPROFILE%\Local Settings\Temporary
Internet Files"
2349 20.29045619 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1D954E0
2350 20.29056319 msrll.exe:700CreateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SUCCESS Key: 0xE1D954E0

2351 20.29059978 msrll.exe:700SetValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell

Folders\Cache SUCCESS "C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files"
2352 20.29062968 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SUCCESS Key: 0xE1D954E0

2353 20.29089870 msrll.exe:700QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\5.0\Cache\Content\CachePrefixSUCCESS ""
2354 20.29091966 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Content\CachePrefixSUCCESS ""
2355 20.29094201 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Content\CacheLimit SUCCESS 0x1FEDA
2356 20.29099620 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache SUCCESS Key: 0xE1D94560
2357 20.29105627 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths SUCCESS Key: 0xE1C533A0
2358 20.29109063 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path1 SUCCESS Key: 0xE1363D60
2359 20.29112331 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path2 SUCCESS Key: 0xE12CE540
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2360 20.29115488 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\Cache\Paths\Path3 SUCCESS Key: 0xE1D94E20
2361 20.29120433 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path4 SUCCESS Key: 0xE12CF360
2362 20.29124148 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Special Paths SUCCESS Key: 0xE125ACC0
2363 20.29130741 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Directory SUCCESS "C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5"
2364 20.29132809 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Paths SUCCESS 0x4
2365 20.29135491 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path1\CachePath SUCCESS "C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\Cache1"
2366 20.29138005 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path2\CachePath SUCCESS "C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\Cache2"
2367 20.29140491 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path3\CachePath SUCCESS "C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\Cache3"
2368 20.29142978 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path4\CachePath SUCCESS "C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\Cache4"
2369 20.29145017 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path1\CacheLimit SUCCESS 0x7FB6
2370 20.29147001 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path2\CacheLimit SUCCESS 0x7FB6
2371 20.29148984 msrll.exe:700SetValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path3\CacheLimit SUCCESS 0x7FB6
2372 20.29150968 msrll.exe:700SetValue
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HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path4\CacheLimit SUCCESS 0x7FB6
2373 20.29154152 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path4 SUCCESS Key: 0xE12CF360
2374 20.29157225 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path3 SUCCESS Key: 0xE1D94E20
2375 20.29160159 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path2 SUCCESS Key: 0xE12CE540
2376 20.29163092 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths\Path1 SUCCESS Key: 0xE1363D60
2377 20.29165941 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Paths SUCCESS Key: 0xE1C533A0
2378 20.29168847 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache\Special Paths SUCCESS Key: 0xE125ACC0
2379 20.29172171 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Cache SUCCESS Key: 0xE1D94560
2380 20.29175775 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Cookies SUCCESS Key: 0xE1363D60
2381 20.29178010 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Cookies\PerUserItem SUCCESS 0x1
2382 20.29180888 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Cookies SUCCESS Key: 0xE1363D60
2383 20.29184268 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Content SUCCESS Key: 0xE13837C0
2384 20.29187788 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Cookies SUCCESS Key: 0xE1D587E0
2385 20.29192341 msrll.exe:700CreateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE12E4800
2386 20.29194632 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Cookies SUCCESS "%USERPROFILE%\Cookies"
2387 20.29201114 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
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Folders SUCCESS Key: 0xE12E4800
2388 20.29207707 msrll.exe:700CreateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SUCCESS Key: 0xE12E4800

2389 20.29210109 msrll.exe:700SetValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell

Folders\Cookies SUCCESS "C:\Documents and
Settings\Administrator\Cookies"
2390 20.29213042 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SUCCESS Key: 0xE12E4800

2391 20.29218043 msrll.exe:700QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\5.0\Cache\Cookies\CachePrefix SUCCESS "Cookie:"
2392 20.29220110 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Cookies\CachePrefix SUCCESS "Cookie:"
2393 20.29222289 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Cookies\CacheLimit SUCCESS 0x2000
2394 20.29227458 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\History SUCCESS Key: 0xE1D94E20
2395 20.29229609 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\History\PerUserItem SUCCESS 0x1
2396 20.29232654 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\History SUCCESS Key: 0xE1D94E20
2397 20.29235671 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Cookies SUCCESS Key: 0xE1D587E0
2398 20.29239219 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\History SUCCESS Key: 0xE1392660
2399 20.29243493 msrll.exe:700CreateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1BF3880
2400 20.29245868 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\History SUCCESS "%USERPROFILE%\Local Settings\History"
2401 20.29249025 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1BF3880
2402 20.29255310 msrll.exe:700CreateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
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SUCCESS Key: 0xE1BF3880
2403 20.29257936 msrll.exe:700SetValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders\History SUCCESS "C:\Documents and
Settings\Administrator\Local Settings\History"
2404 20.29260870 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SUCCESS Key: 0xE1BF3880

2405 20.29277324 msrll.exe:700QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\5.0\Cache\History\CachePrefix SUCCESS "Visited:"
2406 20.29279448 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\History\CachePrefix SUCCESS "Visited:"
2407 20.29281655 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\History\CacheLimit SUCCESS 0x2000
2408 20.29285035 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\History SUCCESS Key: 0xE1392660
2409 20.29288052 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE13697C0
2410 20.29291181 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SUCCESS Key: 0xE1256FA0

2411 20.29294589 msrll.exe:700CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\5.0\Cache SUCCESS Key: 0xE1D57420
2412 20.29297522 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1C2C540
2413 20.29768756 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE12D9020
2414 20.29778254 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache SUCCESS Key: 0xE1392660
2415 20.29781886 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE12D9020
2416 20.29785769 msrll.exe:700EnumerateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache SUCCESS Name:
MSHist012005012020050121
2417 20.29789345 msrll.exe:700OpenKey
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HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121

SUCCESS Key: 0xE12D9020
2418 20.29792166 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012005012020050121\CacheRepair SUCCESS 0x0
2419 20.29794401 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121\CachePath

BUFOVRFLOW
2420 20.29796860 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121\CachePath

SUCCESS "%USERPROFILE%\Local
Settings\History\History.IE5\MSHist012005012020050121\"
2421 20.29798983 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121\CachePath

BUFOVRFLOW
2422 20.29801302 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121\CachePath

SUCCESS "%USERPROFILE%\Local
Settings\History\History.IE5\MSHist012005012020050121\"
2423 20.29804095 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121\CachePrefix

SUCCESS ":2005012020050121: "
2424 20.29806302 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121\CachePrefix

SUCCESS ":2005012020050121: "
2425 20.29808565 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121\CacheLimit

SUCCESS 0x2000
2426 20.29810772 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible
Cache\MSHist012005012020050121\CacheOptions SUCCESS 0xB
2427 20.29818427 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\MSHist012005012020050121

SUCCESS Key: 0xE12D9020
2428 20.29820662 msrll.exe:700EnumerateKey
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HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache SUCCESS Name: UserData
2429 20.29823930 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData SUCCESS Key:
0xE12D9020
2430 20.29826333 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData\CacheRepair SUCCESS

0x0
2431 20.29828316 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData\CachePath BUFOVRFLOW

2432 20.29830607 msrll.exe:700QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\5.0\Cache\Extensible Cache\UserData\CachePath SUCCESS
"%USERPROFILE%\Application Data\Microsoft\Internet

Explorer\UserData"
2433 20.29832618 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData\CachePath BUFOVRFLOW

2434 20.29834881 msrll.exe:700QueryValue
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet

Settings\5.0\Cache\Extensible Cache\UserData\CachePath SUCCESS
"%USERPROFILE%\Application Data\Microsoft\Internet

Explorer\UserData"
2435 20.29840608 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData\CachePrefix SUCCESS

"UserData"
2436 20.29842787 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData\CachePrefix SUCCESS

"UserData"
2437 20.29844994 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData\CacheLimit SUCCESS 0x3E8
2438 20.29847117 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData\CacheOptions SUCCESS

0x8
2439 20.29851084 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache\UserData SUCCESS Key:
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0xE12D9020
2440 20.29852984 msrll.exe:700EnumerateKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache NOMORE
2441 20.29856085 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\Extensible Cache SUCCESS Key: 0xE1392660
2442 20.29864690 msrll.exe:700OpenKey

HKCU\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings NOTFOUND
2443 20.29866952 msrll.exe:700OpenKey

HKCU\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings NOTFOUND
2444 20.29869076 msrll.exe:700OpenKey

HKCU\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings NOTFOUND
2445 20.29871199 msrll.exe:700OpenKey

HKCU\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings NOTFOUND
2446 20.29875082 msrll.exe:700OpenKey

HKLM\Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl
NOTFOUND

2447 20.29877289 msrll.exe:700OpenKey
HKCU\Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl
NOTFOUND

2448 20.29885111 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Internet Explorer\Main\FeatureControl
NOTFOUND

2449 20.29887597 msrll.exe:700OpenKey
HKCU\Software\Microsoft\Internet Explorer\Main\FeatureControl
NOTFOUND

2450 20.29890922 msrll.exe:700OpenKey
HKCU\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet

Settings NOTFOUND
2451 20.29894302 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2452 20.29896844 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\DisableWorkerThreadHibernation NOTFOUND
2453 20.29899862 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2454 20.29902292 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\DisableWorkerThreadHibernation NOTFOUND
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2455 20.29904192 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\DisableReadRange NOTFOUND
2456 20.29906036 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\SocketSendBufferLength NOTFOUND
2457 20.29907907 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\SocketReceiveBufferLength NOTFOUND
2458 20.29909723 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\KeepAliveTimeout NOTFOUND
2459 20.29911539 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\MaxHttpRedirects NOTFOUND
2460 20.29913439 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\MaxConnectionsPerServer NOTFOUND
2461 20.29915310 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\MaxConnectionsPer1_0Server NOTFOUND
2462 20.29917126 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\ServerInfoTimeout NOTFOUND
2463 20.29918942 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\ReceiveTimeOut NOTFOUND
2464 20.29924027 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\DisableNTLMPreAuth NOTFOUND
2465 20.29925926 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\ScavengeCacheLowerBound NOTFOUND
2466 20.29927770 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\CertCacheNoValidate NOTFOUND
2467 20.29931178 msrll.exe:700OpenKey

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1392660
2468 20.29933162 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\ScavengeCacheFileLifeTime NOTFOUND
2469 20.29936095 msrll.exe:700CloseKey

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1392660
2470 20.29940062 msrll.exe:700OpenKey
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HKLM\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings NOTFOUND
2471 20.29943526 msrll.exe:700OpenKey

HKLM\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache NOTFOUND
2472 20.29945845 msrll.exe:700OpenKey

HKCU\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache NOTFOUND
2473 20.29949142 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1392660
2474 20.29952382 msrll.exe:700OpenKey

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1D57420
2475 20.29954310 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\ScavengeCacheFileLimit NOTFOUND
2476 20.29956182 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache\ScavengeCacheFileLimit NOTFOUND
2477 20.29959115 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1392660
2478 20.29962048 msrll.exe:700CloseKey

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\5.0\Cache SUCCESS Key: 0xE1D57420
2479 20.29964227 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\HttpDefaultExpiryTimeSecs NOTFOUND
2480 20.29966127 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\FtpDefaultExpiryTimeSecs NOTFOUND
2481 20.29968027 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\GopherDefaultExpiryTimeSecs NOTFOUND
2482 20.29969898 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\DisableCachingOfSSLPages NOTFOUND
2483 20.29971742 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\PerUserCookies NOTFOUND
2484 20.29973558 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\LeashLegacyCookies NOTFOUND
2485 20.29975374 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
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Settings\DisableNT4RasCheck NOTFOUND
2486 20.29978754 msrll.exe:700OpenKey

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2487 20.29980877 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\DialupUseLanSettings NOTFOUND
2488 20.29983978 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2489 20.29985878 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\DialupUseLanSettings NOTFOUND
2490 20.29988700 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2491 20.29991577 msrll.exe:700CloseKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2492 20.29993756 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\SendExtraCRLF NOTFOUND
2493 20.29998785 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\BypassFtpTimeCheck NOTFOUND
2494 20.30000712 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\EnableGopher NOTFOUND
2495 20.30002584 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\ReleaseSocketDuringAuth NOTFOUND
2496 20.30005909 msrll.exe:700OpenKey

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2497 20.30007948 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\ReleaseSocketDuring401Auth NOTFOUND
2498 20.30011049 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2499 20.30012977 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\ReleaseSocketDuring401Auth NOTFOUND
2500 20.30015882 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660
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2501 20.30018787 msrll.exe:700CloseKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2502 20.30022251 msrll.exe:700OpenKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2503 20.30024263 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\BypassHTTPNoCacheCheck NOTFOUND
2504 20.30027364 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2505 20.30029263 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\BypassHTTPNoCacheCheck NOTFOUND
2506 20.30032057 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2507 20.30034935 msrll.exe:700CloseKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2508 20.30038371 msrll.exe:700OpenKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2509 20.30040410 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\BypassSSLNoCacheCheck NOTFOUND
2510 20.30043511 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2511 20.30045383 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\BypassSSLNoCacheCheck NOTFOUND
2512 20.30048177 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2513 20.30051054 msrll.exe:700CloseKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2514 20.30054490 msrll.exe:700OpenKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2515 20.30056557 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\NoCheckAutodialOverRide NOTFOUND
2516 20.30059630 msrll.exe:700OpenKey
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HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2517 20.30061530 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\NoCheckAutodialOverRide NOTFOUND
2518 20.30064324 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1392660

2519 20.30067173 msrll.exe:700CloseKey
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2520 20.30070554 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2521 20.30072453 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\DontUseDNSLoadBalancing NOTFOUND
2522 20.30075219 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2523 20.30080248 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\DontUseDNSLoadBalancing NOTFOUND
2524 20.30082203 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\NonBlockingClient32 NOTFOUND
2525 20.30084606 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\MimeExclusionListForCache SUCCESS "multipart/mixed
multipart/x-mixed-replace multipart/x-byteranges "
2526 20.30086952 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\MimeExclusionListForCache SUCCESS "multipart/mixed
multipart/x-mixed-replace multipart/x-byteranges "
2527 20.30089495 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\MimeExclusionListForCache SUCCESS "multipart/mixed
multipart/x-mixed-replace multipart/x-byteranges "
2528 20.30091785 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\MimeExclusionListForCache SUCCESS "multipart/mixed
multipart/x-mixed-replace multipart/x-byteranges "
2529 20.30094495 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\HeaderExclusionListForCache NOTFOUND
2530 20.30096367 msrll.exe:700QueryValue
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HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\DnsCacheEnabled NOTFOUND
2531 20.30098155 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\DnsCacheEntries NOTFOUND
2532 20.30099971 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\DnsCacheTimeout NOTFOUND
2533 20.30102345 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WarnOnPost SUCCESS 01 00 00 00
2534 20.30104273 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WarnAlwaysOnPost NOTFOUND
2535 20.30106145 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WarnOnZoneCrossing NOTFOUND
2536 20.30108044 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WarnOnBadCertSendingNOTFOUND
2537 20.30109916 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WarnOnBadCertRecvingNOTFOUND
2538 20.30111816 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WarnOnPostRedirect NOTFOUND
2539 20.30113688 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\AlwaysDrainOnRedirect NOTFOUND
2540 20.30117403 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\GlobalUserOffline SUCCESS 0x0
2541 20.30126706 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\EnableAutodial SUCCESS 00 00 00 00
2542 20.30131511 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SUCCESS Key: 0xE1D57420

2543 20.30134053 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\UrlEncoding SUCCESS "0x00000000"
2544 20.30135981 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\UrlEncoding SUCCESS "0x00000000"
2545 20.30139082 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

SUCCESS Key: 0xE1D57420
2546 20.30141205 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\TruncateFileName NOTFOUND
2547 20.30146932 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\BadProxyExpiresTime NOTFOUND
2548 20.30393891 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Telephony
SUCCESS Key: 0xE1D57420

2549 20.30396433 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Telephony\Tapi32Max

NumRequestRetries NOTFOUND
2550 20.30402914 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Telephony\Tapi32Req
uestRetryTimeout NOTFOUND
2551 20.30406574 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Telephony
SUCCESS Key: 0xE1D57420

2552 20.30476890 msrll.exe:700CreateKey HKLM\Software\Microsoft\Tracing
SUCCESS Key: 0xE1D57420

2553 20.30479600 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Tracing\EnableConsoleTracing SUCCESS
0x0

2554 20.30482952 msrll.exe:700CloseKey HKLM\Software\Microsoft\Tracing
SUCCESS Key: 0xE1D57420

2555 20.30533015 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Tracing\RASAPI32 SUCCESS Key:

0xE1D57420
2556 20.30535417 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Tracing\RASAPI32\EnableFileTracing
SUCCESS 0x0

2557 20.30537512 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Tracing\RASAPI32\FileTracingMask
SUCCESS 0xFFFF0000

2558 20.30539356 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Tracing\RASAPI32\EnableConsoleTracing
SUCCESS 0x0

2559 20.30541312 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Tracing\RASAPI32\ConsoleTracingMask
SUCCESS 0xFFFF0000

2560 20.30543128 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Tracing\RASAPI32\MaxFileSize SUCCESS
0x100000

2561 20.30545055 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Tracing\RASAPI32\FileDirectory SUCCESS
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"%windir%\tracing"
2562 20.30546983 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Tracing\RASAPI32\FileDirectory SUCCESS
"%windir%\tracing"

2563 20.30769637 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1CEE9C0

2564 20.30773269 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer

Name SUCCESS Key: 0xE1D3BE00
2565 20.30775559 msrll.exe:700QueryValue

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name\ComputerName SUCCESS "AMESDAQ-2KP"
2566 20.30779638 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name SUCCESS Key: 0xE1D3BE00
2567 20.30782683 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE1CEE9C0

2568 20.31049198 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\EnableAutodial SUCCESS 00 00 00 00
2569 20.31307443 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1CBBAE0
2570 20.31310655 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D3BE40
2571 20.31312946 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW
2572 20.31317193 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D3BE40
2573 20.31320042 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D3BE40
2574 20.31321690 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE
2575 20.31324400 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D3BE40
2576 20.31358511 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1CBBAE0
2577 20.31401058 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1CEEA00
2578 20.31403656 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D589A0
2579 20.31405388 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW
2580 20.31408266 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D589A0
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2581 20.31411003 LSASS.EXE:224 OpenKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D589A0

2582 20.31412624 LSASS.EXE:224 QueryValue
HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE

2583 20.31415222 LSASS.EXE:224 CloseKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1D589A0

2584 20.31441175 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy
SUCCESS Key: 0xE1CEEA00

2585 20.31494617 msrll.exe:700CreateKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2586 20.31523001 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
6F CD C5 AE C3 68 7E A9 ...

2587 20.31531382 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2588 20.31551440 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CEEA00
2589 20.31554960 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
EE AF 30 EB 46 35 41 EF ...

2590 20.31557977 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2591 20.31574711 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CEEA00
2592 20.31578008 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
84 80 10 53 F7 B8 9F E0 ...

2593 20.31580941 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2594 20.31597033 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CEEA00
2595 20.31600329 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
15 3E 67 41 1E C4 58 AF ...

2596 20.31603234 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2597 20.31619494 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
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0xE1CEEA00
2598 20.31622762 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
C1 CA 78 BC C8 C0 80 CA ...

2599 20.31625723 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2600 20.31641675 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CEEA00
2601 20.31644944 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
18 95 83 CC 55 C2 55 8A ...

2602 20.31647905 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2603 20.31694224 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1D3BE40
2604 20.31696961 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1AD2520
2605 20.31699029 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW
2606 20.31702633 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1AD2520
2607 20.31705370 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1AD2520
2608 20.31707019 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE
2609 20.31709701 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1AD2520
2610 20.31766523 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1D3BE40
2611 20.32002308 svchost.exe:472 QueryValue

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

2612 20.32005353 svchost.exe:472 QueryValue
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

2613 20.32179118 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
2614 20.32180710 svchost.exe:472 CloseKey HKCR SUCCESS Key:
0xE1DC5860
2615 20.32187303 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
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2616 20.32192807 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2617 20.32194008 svchost.exe:472 CloseKey HKCR SUCCESS Key:
0xE1C38D20
2618 20.32199819 svchost.exe:472 CloseKey HKCR SUCCESS Key:
0xE1DCA120
2619 20.32201383 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2620 20.32211468 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2621 20.32215128 svchost.exe:472 OpenKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1DCA120
2622 20.32222475 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2623 20.32278879 msrll.exe:700OpenKey HKCU SUCCESS Key:
0xE1CEEA00
2624 20.32280332 svchost.exe:472 QueryValue

HKLM\Software\Microsoft\COM3\REGDBVersion SUCCESS CC 00
00 00 00 00 00 00
2625 20.32288405 svchost.exe:472 CloseKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1DCA120
2626 20.32289774 msrll.exe:700OpenKey

HKLM\System\CurrentControlSet\Control\Nls\MUILanguages
NOTFOUND

2627 20.32309414 svchost.exe:472 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1DCA120
2628 20.32310643 msrll.exe:700OpenKey HKCU\Control Panel\Desktop

SUCCESS Key: 0xE1C38D20
2629 20.32313660 msrll.exe:700QueryValue HKCU\Control
Panel\Desktop\MultiUILanguageId NOTFOUND
2630 20.32318409 svchost.exe:472 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\TreatAs NOTFOUND
2631 20.32325142 msrll.exe:700CloseKey HKCU\Control Panel\Desktop

SUCCESS Key: 0xE1C38D20
2632 20.32328746 msrll.exe:700CloseKey HKCU SUCCESS Key:
0xE1CEEA00
2633 20.32329835 svchost.exe:472 OpenKey HKCR SUCCESS Key:
0xE13697C0
2634 20.32785731 svchost.exe:472 CloseKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1DCA120
2635 20.32795369 svchost.exe:472 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
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2636 20.32802130 msrll.exe:700OpenKey
HKLM\System\CurrentControlSet\Control\ProductOptions SUCCESS
Key: 0xE1CBBAE0

2637 20.32807075 msrll.exe:700QueryValue
HKLM\System\CurrentControlSet\Control\ProductOptions\ProductType
SUCCESS "WinNT"

2638 20.32808388 svchost.exe:472 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalServer32 NOTFOUND
2639 20.32810511 svchost.exe:472 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalServer32 NOTFOUND
2640 20.32816741 msrll.exe:700CloseKey

HKLM\System\CurrentControlSet\Control\ProductOptions SUCCESS
Key: 0xE1CBBAE0

2641 20.32841325 svchost.exe:472 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalServer NOTFOUND
2642 20.32847722 svchost.exe:472 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1C38D20
2643 20.32848812 msrll.exe:700OpenKey HKCU SUCCESS Key:
0xE1CBBAE0
2644 20.32855544 svchost.exe:472 QueryValue HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\AppID SUCCESS "{1BE1F766-5536-
11D1-B726-00C04FB926AF}"
2645 20.32859595 msrll.exe:700OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1269E00
2646 20.32863283 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Personal SUCCESS "%USERPROFILE%\My Documents"
2647 20.32865797 svchost.exe:472 CloseKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1C38D20
2648 20.32873061 svchost.exe:472 OpenKey HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1C38D20
2649 20.32874597 msrll.exe:700QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders\Local Settings SUCCESS "%USERPROFILE%\Local Settings"
2650 20.32883788 msrll.exe:700CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell
Folders SUCCESS Key: 0xE1269E00
2651 20.32885101 svchost.exe:472 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\DllSurrogate NOTFOUND
2652 20.32890465 svchost.exe:472 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalService SUCCESS

"EventSystem"
2653 20.32891583 msrll.exe:700CloseKey HKCU SUCCESS Key:
0xE1CBBAE0
2654 20.32904098 svchost.exe:472 CloseKey HKCR\AppID\{1BE1F766-



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1C38D20
2655 20.32908289 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\winlogon
SUCCESS Key: 0xE1CBBAE0

2656 20.32917843 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Windows

NT\CurrentVersion\winlogon\UserEnvDebugLevel NOTFOUND
2657 20.32919324 svchost.exe:472 CloseKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
2658 20.32941868 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Windows NT\CurrentVersion\winlogon
SUCCESS Key: 0xE1CBBAE0

2659 20.32969889 msrll.exe:700OpenKey
HKLM\Software\Policies\Microsoft\Windows\System NOTFOUND

2660 20.32971230 svchost.exe:408 OpenKey
HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1CEEA00

2661 20.33792256 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1DCA120

2662 20.33793680 svchost.exe:408 QueryValue
HKLM\Software\Microsoft\COM3\REGDBVersion SUCCESS CC 00

00 00 00 00 00 00
2663 20.33801391 svchost.exe:408 CloseKey

HKLM\Software\Microsoft\COM3 SUCCESS Key: 0xE1CEEA00
2664 20.33802816 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2665 20.33817007 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2666 20.33818348 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
2667 20.33822623 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2668 20.33826674 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2669 20.33827959 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\TreatAs NOTFOUND
2670 20.33835557 svchost.exe:408 OpenKey HKCR SUCCESS Key:
0xE1C38D20
2671 20.33836814 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1DCA120
2672 20.33843659 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
2673 20.33844944 svchost.exe:408 CloseKey HKCR\CLSID\{1BE1F766-
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5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
2674 20.33857320 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CEEA00
2675 20.33858633 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1D587E0
2676 20.33864136 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\InprocServer32 NOTFOUND
2677 20.33865505 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
18 95 83 CC 55 C2 55 8A ...

2678 20.33871009 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2679 20.33872322 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\InprocServerX86 NOTFOUND
2680 20.33910539 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalServer32 NOTFOUND
2681 20.33914282 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\InprocServer32 NOTFOUND
2682 20.33917635 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\InprocServerX86 NOTFOUND
2683 20.33918920 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CEEA00
2684 20.33925066 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
FB 83 D0 79 49 FE 00 55 ...

2685 20.33929843 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalServer32 NOTFOUND
2686 20.33935682 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalServer NOTFOUND
2687 20.33936967 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CEEA00
2688 20.33950684 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
2689 20.33968535 svchost.exe:408 OpenKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
2690 20.33972167 svchost.exe:408 QueryValue HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\AppID SUCCESS "{1BE1F766-5536-
11D1-B726-00C04FB926AF}"
2691 20.33980855 svchost.exe:408 CloseKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
2692 20.33982140 msrll.exe:700CreateKey
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HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1D589A0
2693 20.33985912 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
8C 4F F9 80 04 4D 13 79 ...

2694 20.33995829 svchost.exe:408 OpenKey HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
2695 20.33997170 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1D589A0
2696 20.34009825 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\DllSurrogate NOTFOUND
2697 20.34020804 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalService SUCCESS

"EventSystem"
2698 20.34022145 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1D589A0
2699 20.34029129 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
31 BD 1E B8 6D DC BD 36 ...

2700 20.34030442 svchost.exe:408 CloseKey HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1CEEA00
2701 20.34037454 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1D589A0
2702 20.34048685 svchost.exe:408 CloseKey HKCR\CLSID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1D587E0
2703 20.34063547 svchost.exe:408 OpenKey HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1D589A0
2704 20.34067402 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CBBAE0
2705 20.34068688 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\(Default) NOTFOUND
2706 20.34074610 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LocalService SUCCESS

"EventSystem"
2707 20.34075923 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
05 6C 7D C2 AE B7 BD 88 ...

2708 20.34082293 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CBBAE0
2709 20.34083634 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\ServiceParameters NOTFOUND



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

2710 20.34103692 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\RunAs NOTFOUND
2711 20.34106961 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\ActivateAtStorage NOTFOUND
2712 20.34110117 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\LaunchPermissionNOTFOUND
2713 20.34111402 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CBBAE0
2714 20.34114755 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
B5 47 8E D1 70 FA 79 8A ...

2715 20.34118778 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\AccessPermissionNOTFOUND
2716 20.34126460 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE1CBBAE0
2717 20.34137858 svchost.exe:408 OpenKey

HKLM\Software\Microsoft\OLE SUCCESS Key: 0xE13837C0
2718 20.34148614 svchost.exe:408 QueryValue

HKLM\Software\Microsoft\OLE\DefaultLaunchPermission
BUFOVRFLOW

2719 20.34149983 msrll.exe:700CreateKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2720 20.34155933 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
9B 5D 43 4E E0 7B 4D 55 ...

2721 20.34157246 svchost.exe:408 QueryValue
HKLM\Software\Microsoft\OLE\DefaultLaunchPermission
BUFOVRFLOW

2722 20.34164174 svchost.exe:408 QueryValue
HKLM\Software\Microsoft\OLE\DefaultLaunchPermission SUCCESS
01 00 04 80 64 00 00 00 ...

2723 20.34165460 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2724 20.34177137 svchost.exe:408 QueryValue

HKLM\Software\Microsoft\OLE\DefaultAccessPermission NOTFOUND

2725 20.34193759 svchost.exe:408 QueryValue
HKLM\Software\Microsoft\OLE\LegacyAuthenticationLevel NOTFOUND

2726 20.34197391 msrll.exe:700CreateKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
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2727 20.34198676 svchost.exe:408 QueryValue
HKLM\Software\Microsoft\OLE\LegacyImpersonationLevel NOTFOUND

2728 20.34205632 svchost.exe:408 CloseKey
HKLM\Software\Microsoft\OLE SUCCESS Key: 0xE13837C0

2729 20.34206945 msrll.exe:700SetValue
HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
F4 05 13 A1 6B 9C 16 A4 ...

2730 20.34213399 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE1CEEA00
2731 20.34214740 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\AuthenticationLevel NOTFOUND
2732 20.34234379 svchost.exe:408 QueryValue HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF}\RemoteServerName NOTFOUND
2733 20.34238849 svchost.exe:408 CloseKey HKCR\AppID\{1BE1F766-
5536-11D1-B726-00C04FB926AF} SUCCESS Key: 0xE1D589A0
2734 20.34258237 msrll.exe:700CreateKey

HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:
0xE13837C0
2735 20.34262064 msrll.exe:700SetValue

HKLM\SOFTWARE\Microsoft\Cryptography\RNG\Seed SUCCESS
4D 75 8B 76 7D 6B 9D FE ...

2736 20.34372693 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\RNG SUCCESS Key:

0xE13837C0
2737 20.34445747 svchost.exe:408 CloseKey HKCR SUCCESS Key:
0xE1C38D20
2738 20.34447339 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2739 20.34450468 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2740 20.34481114 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2741 20.34484858 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2742 20.34492429 svchost.exe:472 OpenKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E} SUCCESS Key: 0xE1C38D20
2743 20.34501340 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
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b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\EventClassID SUCCESS "{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}"
2744 20.34502905 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2745 20.34505223 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2746 20.34513102 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\EventClassName SUCCESS "SENS Network Events"
2747 20.34519136 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\OwnerSID SUCCESS "S-1-5-18"
2748 20.34520421 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D589A0
2749 20.34525198 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2750 20.34526930 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\FiringInterfaceIID SUCCESS "{D597BAB1-5B9F-11D1-
8DD2-00AA004ABD5E}"
2751 20.34531679 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\CustomConfigCLSID NOTFOUND
2752 20.34537322 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2753 20.34542100 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2754 20.34543664 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\Description NOTFOUND
2755 20.34548218 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\TypeLib NOTFOUND
2756 20.34549615 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2757 20.34556487 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\PublisherID NOTFOUND
2758 20.34560147 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\MultiInterfacePublisherFilterCLSID NOTFOUND
2759 20.34561376 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D589A0
2760 20.34564505 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
2761 20.34573249 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\AllowInprocActivation SUCCESS 0xFFFFFFFF
2762 20.34577719 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\FireInParallel SUCCESS 0x0
2763 20.34579199 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2764 20.34594201 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}\ParallelFiringTimeout NOTFOUND
2765 20.34598392 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2766 20.34601884 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2767 20.34604175 svchost.exe:472 CloseKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\EventClasses\{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E} SUCCESS Key: 0xE1C38D20
2768 20.34613673 svchost.exe:472 OpenKey

HKCR\Interface\{D597BAB1-5B9F-11D1-8DD2-00AA004ABD5E}\TypeLib
SUCCESS Key: 0xE1C38D20

2769 20.34615265 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2770 20.34617528 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2771 20.34621886 svchost.exe:472 QueryValue

HKCR\Interface\{D597BAB1-5B9F-11D1-8DD2-
00AA004ABD5E}\TypeLib\(Default) SUCCESS "{D597DEED-5B9F-11D1-
8DD2-00AA004ABD5E}"
2772 20.34626133 svchost.exe:472 QueryValue

HKCR\Interface\{D597BAB1-5B9F-11D1-8DD2-
00AA004ABD5E}\TypeLib\Version SUCCESS "1.0"
2773 20.34627669 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2774 20.34629904 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2775 20.34640241 svchost.exe:472 OpenKey HKCR\TypeLib

SUCCESS Key: 0xE1D589A0
2776 20.34641498 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0
2777 20.34654740 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2778 20.34656248 svchost.exe:472 OpenKey
HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}
SUCCESS Key: 0xE13837C0

2779 20.34660522 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2780 20.34665719 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2781 20.34667032 svchost.exe:472 OpenKey
HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}\1.0
SUCCESS Key: 0xE1CEEA00

2782 20.34672675 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2783 20.34677955 svchost.exe:472 OpenKey
HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}\1.0\0
SUCCESS Key: 0xE13A6780

2784 20.34681698 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0

2785 20.34685749 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

2786 20.34690945 svchost.exe:472 OpenKey
HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-
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00AA004ABD5E}\1.0\0\win32 SUCCESS Key: 0xE1CEBC80
2787 20.34696924 svchost.exe:472 CloseKey

HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-
00AA004ABD5E}\1.0\0\win32 SUCCESS Key: 0xE1CEBC80
2788 20.34698432 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2789 20.34710696 svchost.exe:472 CloseKey

HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}\1.0\0
SUCCESS Key: 0xE13A6780

2790 20.34731202 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2791 20.34735113 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2792 20.34738270 svchost.exe:472 OpenKey

HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}\1.0\0
SUCCESS Key: 0xE13A6780

2793 20.34742963 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2794 20.34746371 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2795 20.34748467 svchost.exe:472 OpenKey

HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-
00AA004ABD5E}\1.0\0\win32 SUCCESS Key: 0xE1CEBC80
2796 20.34753551 svchost.exe:472 QueryValue

HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-
00AA004ABD5E}\1.0\0\win32\(Default) SUCCESS

"C:\WINNT\System32\SENS.DLL"
2797 20.34757602 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2798 20.34761010 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2799 20.34766597 svchost.exe:472 CloseKey

HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-
00AA004ABD5E}\1.0\0\win32 SUCCESS Key: 0xE1CEBC80
2800 20.34805485 svchost.exe:472 CloseKey

HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}\1.0\0
SUCCESS Key: 0xE13A6780

2801 20.34806798 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0
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2802 20.34812665 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2803 20.34813978 svchost.exe:472 CloseKey
HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}\1.0
SUCCESS Key: 0xE1CEEA00

2804 20.34819090 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2805 20.34823113 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2806 20.34835852 svchost.exe:472 CloseKey
HKCR\TypeLib\{D597DEED-5B9F-11D1-8DD2-00AA004ABD5E}
SUCCESS Key: 0xE13837C0

2807 20.34845183 svchost.exe:472 CloseKey HKCR\TypeLib
SUCCESS Key: 0xE1D589A0

2808 20.34847194 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2809 20.34855352 svchost.exe:472 CloseKey
HKCR\Interface\{D597BAB1-5B9F-11D1-8DD2-00AA004ABD5E}\TypeLib
SUCCESS Key: 0xE1C38D20

2810 20.34870242 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0

2811 20.34874544 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

2812 20.34884015 svchost.exe:472 OpenKey HKCR\TypeLib
SUCCESS Key: 0xE13837C0

2813 20.34894267 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2814 20.34906950 svchost.exe:472 OpenKey

HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}SUCCESS
Key: 0xE13A6780

2815 20.34911644 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2816 20.34915248 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2817 20.34917287 svchost.exe:472 OpenKey

HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0
SUCCESS Key: 0xE1273B20

2818 20.34923880 svchost.exe:472 OpenKey
HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0
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SUCCESS Key: 0xE1CBBAE0
2819 20.34925444 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2820 20.34927735 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2821 20.34935138 svchost.exe:472 OpenKey

HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0\win32
SUCCESS Key: 0xE1C38D20

2822 20.34936731 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2823 20.34938994 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2824 20.34946201 svchost.exe:472 CloseKey

HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0\win32
SUCCESS Key: 0xE1C38D20

2825 20.34952627 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1C38D20

2826 20.34956230 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2827 20.34957516 svchost.exe:472 CloseKey
HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0
SUCCESS Key: 0xE1CBBAE0

2828 20.34963215 svchost.exe:472 OpenKey
HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0
SUCCESS Key: 0xE1CBBAE0

2829 20.34964639 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2830 20.34970059 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2831 20.34973691 svchost.exe:472 OpenKey
HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0\win32
SUCCESS Key: 0xE1D589A0

2832 20.34975116 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2833 20.34981597 svchost.exe:472 QueryValue
HKCR\TypeLib\{00020430-0000-0000-C000-

000000000046}\2.0\0\win32\(Default) SUCCESS
"C:\WINNT\System32\stdole2.tlb"



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

2834 20.34985955 svchost.exe:472 CloseKey
HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0\win32
SUCCESS Key: 0xE1D589A0

2835 20.34987212 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1C38D20

2836 20.34989978 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

2837 20.35024563 svchost.exe:472 CloseKey
HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0\0
SUCCESS Key: 0xE1CBBAE0

2838 20.35029592 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D587E0
2839 20.35041213 svchost.exe:472 CloseKey

HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}\2.0
SUCCESS Key: 0xE1273B20

2840 20.35045711 svchost.exe:472 CloseKey
HKCR\TypeLib\{00020430-0000-0000-C000-000000000046}SUCCESS
Key: 0xE13A6780

2841 20.35047220 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
2842 20.35049594 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2843 20.35054427 svchost.exe:472 CloseKey HKCR\TypeLib

SUCCESS Key: 0xE13837C0
2844 20.35076777 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2845 20.35080297 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2846 20.35085018 svchost.exe:472 EnumerateKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions SUCCESS Name: {6295DF30-35EE-
11D1-8707-00C04FD93327}
2847 20.35092784 svchost.exe:472 OpenKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327} SUCCESS Key: 0xE1273B20
2848 20.35094377 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2849 20.35096695 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2850 20.35103679 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\SubscriberCLSID SUCCESS "{6295DF2D-35EE-11D1-
8707-00C04FD93327}"
2851 20.35109770 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\Active SUCCESS 0x1
2852 20.35111055 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1C38D20
2853 20.35115776 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2854 20.35117508 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\EventClassID SUCCESS "{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}"
2855 20.35122732 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\MethodName SUCCESS "ConnectionMade"
2856 20.35124129 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2857 20.35128822 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2858 20.35130554 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\EventClassID SUCCESS "{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}"
2859 20.35135471 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\MethodName SUCCESS "ConnectionMade"
2860 20.35136868 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2861 20.35148126 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\PublisherID SUCCESS "{5FEE1BD6-5B9B-11D1-8DD2-
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00AA004ABD5E}"
2862 20.35152121 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\PublisherID SUCCESS "{5FEE1BD6-5B9B-11D1-8DD2-
00AA004ABD5E}"
2863 20.35153378 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1C38D20
2864 20.35156312 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
2865 20.35164190 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\EventClassID SUCCESS "{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}"
2866 20.35168827 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\MethodName SUCCESS "ConnectionMade"
2867 20.35170336 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
2868 20.35182851 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\EventClassID SUCCESS "{D5978620-5B9F-11D1-8DD2-
00AA004ABD5E}"
2869 20.35186902 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327}\MethodName SUCCESS "ConnectionMade"
2870 20.35188383 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
2871 20.35190702 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2872 20.35196233 svchost.exe:472 CloseKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{6295DF30-35EE-11D1-8707-
00C04FD93327} SUCCESS Key: 0xE1273B20
2873 20.35199697 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2874 20.35203050 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2875 20.35206709 svchost.exe:472 EnumerateKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions SUCCESS Name: {D789AB02-5B9F-
11D1-8DD2-00AA004ABD5E}
2876 20.35214112 svchost.exe:472 OpenKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E} SUCCESS Key: 0xE1273B20
2877 20.35215677 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2878 20.35217996 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2879 20.35224589 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\SubscriberCLSID SUCCESS "{D3938AB0-5B9D-11D1-
8DD2-00AA004ABD5E}"
2880 20.35230288 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\Active SUCCESS 0x1
2881 20.35231545 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1C38D20
2882 20.35236154 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2883 20.35242217 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\EventClassID SUCCESS "{D0565000-9DF4-11D1-A281-
00C04FCA0AA7}"
2884 20.35247524 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\EventClassID SUCCESS "{D0565000-9DF4-11D1-A281-
00C04FCA0AA7}"
2885 20.35248949 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2886 20.35253782 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2887 20.35255486 svchost.exe:472 QueryValue
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HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\PublisherID SUCCESS "{5FEE1BD6-5B9B-11D1-8DD2-
00AA004ABD5E}"
2888 20.35260431 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\PublisherID SUCCESS "{5FEE1BD6-5B9B-11D1-8DD2-
00AA004ABD5E}"
2889 20.35261856 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2890 20.35268617 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\EventClassID SUCCESS "{D0565000-9DF4-11D1-A281-
00C04FCA0AA7}"
2891 20.35272695 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E}\EventClassID SUCCESS "{D0565000-9DF4-11D1-A281-
00C04FCA0AA7}"
2892 20.35273952 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1C38D20
2893 20.35276718 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
2894 20.35285183 svchost.exe:472 CloseKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{D789AB02-5B9F-11D1-8DD2-
00AA004ABD5E} SUCCESS Key: 0xE1273B20
2895 20.35289485 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
2896 20.35299850 svchost.exe:472 EnumerateKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions SUCCESS Name: {2F519218-754D-
4CFE-8DAA-5215CD0DE0EB}
2897 20.35306638 svchost.exe:472 OpenKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB} SUCCESS Key: 0xE1C38D20
2898 20.35308119 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1273B20
2899 20.35310493 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2900 20.35315103 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\SubscriberCLSID NOTFOUND
2901 20.35319433 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\SubscriberMoniker NOTFOUND
2902 20.35320998 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2903 20.35323260 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2904 20.35327786 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\Active SUCCESS 0x1
2905 20.35336698 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2906 20.35338318 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2907 20.35340581 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2908 20.35347118 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2909 20.35352873 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\PublisherID NOTFOUND
2910 20.35354130 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1363D60
2911 20.35358796 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2912 20.35360528 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
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b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2913 20.35365249 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\PublisherID NOTFOUND
2914 20.35366674 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2915 20.35371283 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2916 20.35372987 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2917 20.35377932 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2918 20.35379357 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2919 20.35386257 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2920 20.35389973 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1363D60
2921 20.35393996 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
2922 20.35399555 svchost.exe:472 CloseKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{2F519218-754D-4CFE-8DAA-
5215CD0DE0EB} SUCCESS Key: 0xE1C38D20
2923 20.35403997 svchost.exe:472 EnumerateKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions SUCCESS Name: {5F4F5E8D-4599-
4BA0-B53D-1DE5440B8770}
2924 20.35407936 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1273B20
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2925 20.35420535 svchost.exe:472 OpenKey
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770} SUCCESS Key: 0xE1363D60
2926 20.35426514 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\SubscriberCLSID NOTFOUND
2927 20.35428022 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1C38D20
2928 20.35434531 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2929 20.35439113 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\SubscriberMoniker NOTFOUND
2930 20.35443639 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\Active SUCCESS 0x1
2931 20.35445203 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2932 20.35447438 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2933 20.35452215 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2934 20.35456937 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2935 20.35458501 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2936 20.35460764 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2937 20.35467050 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
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b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\PublisherID NOTFOUND
2938 20.35472805 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2939 20.35474090 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
2940 20.35478811 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2941 20.35480403 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\PublisherID NOTFOUND
2942 20.35485264 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2943 20.35486689 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2944 20.35491410 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2945 20.35493142 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2946 20.35498143 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2947 20.35499568 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2948 20.35507166 svchost.exe:472 CloseKey
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{5F4F5E8D-4599-4BA0-B53D-
1DE5440B8770} SUCCESS Key: 0xE1363D60
2949 20.35513257 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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2950 20.35517279 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

2951 20.35523900 svchost.exe:472 EnumerateKey
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions SUCCESS Name: {C69C8F03-B25C-
45D1-96FA-6DFB1F292B26}
2952 20.35531304 svchost.exe:472 OpenKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26} SUCCESS Key: 0xE1D94560
2953 20.35532840 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1C38D20
2954 20.35544657 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\SubscriberCLSID NOTFOUND
2955 20.35548373 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\SubscriberMoniker NOTFOUND
2956 20.35549881 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1C38D20
2957 20.35552144 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2958 20.35556586 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\Active SUCCESS 0x1
2959 20.35561307 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2960 20.35562872 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2961 20.35565107 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2962 20.35569912 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
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00AA004ABD5E}"
2963 20.35574382 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\PublisherID NOTFOUND
2964 20.35575946 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2965 20.35578209 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2966 20.35584467 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2967 20.35590054 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\PublisherID NOTFOUND
2968 20.35591311 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1363D60
2969 20.35595977 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2970 20.35597709 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2971 20.35602653 svchost.exe:472 QueryValue

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
2972 20.35607989 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2973 20.35613102 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2974 20.35614834 svchost.exe:472 QueryValue
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26}\EventClassID SUCCESS "{D5978630-5B9F-11D1-8DD2-
00AA004ABD5E}"
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2975 20.35620896 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2976 20.35625003 svchost.exe:472 CloseKey
HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-

b616-00805fc79216}\Subscriptions\{C69C8F03-B25C-45D1-96FA-
6DFB1F292B26} SUCCESS Key: 0xE1D94560
2977 20.35628998 svchost.exe:472 EnumerateKey

HKLM\SOFTWARE\MICROSOFT\EventSystem\{26c409cc-ae86-11d1-
b616-00805fc79216}\Subscriptions NOMORE
2978 20.35658275 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1363D60
2979 20.35661516 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
2980 20.35667382 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1C38D20
2981 20.35676573 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
2982 20.35678892 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2983 20.35681127 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2984 20.35683194 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2985 20.35685318 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2986 20.35687357 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2987 20.35692302 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0
2988 20.35694313 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2989 20.35696129 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2990 20.35698029 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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2991 20.35699817 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

2992 20.35703141 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0

2993 20.35705655 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

2994 20.35710488 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
2995 20.35769937 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
2996 20.35772787 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
2997 20.35775022 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2998 20.35783933 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
2999 20.35786224 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3000 20.35788292 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3001 20.35793851 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0
3002 20.35795890 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3003 20.35797762 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3004 20.35799690 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3005 20.35801478 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3006 20.35805333 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0

3007 20.35808126 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
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3008 20.35810333 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
3009 20.35835365 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
3010 20.35837627 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3011 20.35839779 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3012 20.35841846 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3013 20.35843941 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3014 20.35845980 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3015 20.35850813 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0
3016 20.35852769 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3017 20.35854641 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3018 20.35856540 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3019 20.35858356 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3020 20.35861681 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0

3021 20.35864279 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3022 20.35869168 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
3023 20.35876934 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
3024 20.35879169 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3025 20.35881292 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3026 20.35887271 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3027 20.35889450 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3028 20.35891517 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3029 20.35896378 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0
3030 20.35898333 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3031 20.35900177 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3032 20.35902077 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3033 20.35903893 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3034 20.35907106 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0

3035 20.35909620 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3036 20.35914509 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
3037 20.35922331 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
3038 20.35924566 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3039 20.35926689 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3040 20.35928756 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3041 20.35930852 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3042 20.35932891 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3043 20.35937528 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0
3044 20.35939512 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3045 20.35941356 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3046 20.35943255 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3047 20.35945071 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3048 20.35948228 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1CBBAE0

3049 20.35950714 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3050 20.35955492 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1D589A0
3051 20.35981864 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3052 20.35984154 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3053 20.35986306 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3054 20.35991977 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3055 20.35994156 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3056 20.35996223 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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3057 20.36001140 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3058 20.36003235 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3059 20.36005079 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3060 20.36006979 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3061 20.36008794 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3062 20.36012063 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3063 20.36014605 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3064 20.36019578 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3065 20.36027400 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3066 20.36029607 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3067 20.36031758 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3068 20.36033826 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3069 20.36035921 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3070 20.36037960 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3071 20.36042626 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3072 20.36044581 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3073 20.36046425 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
3074 20.36048325 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3075 20.36050140 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3076 20.36053297 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3077 20.36055784 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3078 20.36060561 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3079 20.36074920 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3080 20.36077155 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3081 20.36084027 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3082 20.36086206 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3083 20.36088358 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3084 20.36090425 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3085 20.36095230 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3086 20.36097213 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3087 20.36099057 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3088 20.36100957 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3089 20.36102773 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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3090 20.36106013 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3091 20.36108556 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3092 20.36113696 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3093 20.36121546 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3094 20.36123753 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3095 20.36125904 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3096 20.36128000 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3097 20.36130095 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3098 20.36132134 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3099 20.36136772 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3100 20.36138755 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3101 20.36140571 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3102 20.36142499 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3103 20.36144314 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3104 20.36147471 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3105 20.36149958 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3106 20.36154763 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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3107 20.36162445 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3108 20.36164652 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3109 20.36170603 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3110 20.36172726 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3111 20.36174877 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3112 20.36176916 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3113 20.36181693 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3114 20.36183649 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3115 20.36185493 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3116 20.36187365 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3117 20.36189180 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3118 20.36192365 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3119 20.36194880 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3120 20.36199713 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3121 20.36207423 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3122 20.36209630 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3123 20.36211753 msrll.exe:700QueryValue



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3124 20.36213820 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3125 20.36215916 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3126 20.36217983 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3127 20.36222593 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3128 20.36224576 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3129 20.36226420 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3130 20.36228320 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3131 20.36230135 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3132 20.36233292 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3133 20.36235779 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3134 20.36240584 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3135 20.36248210 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3136 20.36253798 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3137 20.36256005 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3138 20.36258100 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3139 20.36260223 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3140 20.36262290 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3141 20.36267012 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3142 20.36268967 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3143 20.36270811 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3144 20.36272711 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3145 20.36274499 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3146 20.36277683 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3147 20.36280198 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3148 20.36284975 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3149 20.36292713 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3150 20.36294948 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3151 20.36297071 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3152 20.36299139 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3153 20.36301234 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3154 20.36303273 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3155 20.36307911 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3156 20.36309894 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3157 20.36311738 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3158 20.36313610 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3159 20.36315426 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3160 20.36318582 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3161 20.36321097 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3162 20.36325902 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3163 20.36333556 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3164 20.36339227 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3165 20.36341434 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3166 20.36343530 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3167 20.36345653 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3168 20.36347692 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3169 20.36352414 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3170 20.36354397 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3171 20.36356213 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3172 20.36358113 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
3173 20.36359928 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3174 20.36363085 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3175 20.36365600 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3176 20.36370405 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3177 20.36378115 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3178 20.36380350 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3179 20.36382473 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3180 20.36384540 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3181 20.36386636 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3182 20.36388703 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3183 20.36393313 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3184 20.36395296 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3185 20.36397140 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3186 20.36399012 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3187 20.36400827 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3188 20.36403984 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3189 20.36406499 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
3190 20.36411276 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3191 20.36428177 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3192 20.36430720 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3193 20.36432927 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3194 20.36434994 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3195 20.36437117 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3196 20.36439184 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3197 20.36443989 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3198 20.36446001 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3199 20.36447845 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3200 20.36449744 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3201 20.36451532 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3202 20.36454829 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3203 20.36457427 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3204 20.36462288 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3205 20.36470138 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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3206 20.36472345 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3207 20.36474496 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3208 20.36476535 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3209 20.36478631 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3210 20.36480670 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3211 20.36485307 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3212 20.36487291 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3213 20.36489107 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3214 20.36491007 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3215 20.36492822 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3216 20.36495979 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3217 20.36498494 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3218 20.36503271 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3219 20.36514976 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3220 20.36517267 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3221 20.36519418 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3222 20.36521485 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3223 20.36523581 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3224 20.36525648 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3225 20.36530341 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3226 20.36532325 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3227 20.36534168 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3228 20.36536068 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3229 20.36537884 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3230 20.36541069 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3231 20.36543583 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3232 20.36548416 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3233 20.36556071 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3234 20.36558278 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3235 20.36560429 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3236 20.36562496 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3237 20.36564591 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3238 20.36566631 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3239 20.36571240 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3240 20.36573196 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3241 20.36575040 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3242 20.36576911 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3243 20.36578727 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3244 20.36581884 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3245 20.36584370 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3246 20.36589148 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3247 20.36600182 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3248 20.36602417 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3249 20.36604568 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3250 20.36606636 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3251 20.36608759 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3252 20.36610798 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3253 20.36615464 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3254 20.36617447 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3255 20.36619291 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3256 20.36621191 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3257 20.36623007 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3258 20.36626191 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3259 20.36628706 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3260 20.36633483 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3261 20.36641165 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3262 20.36643372 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3263 20.36645495 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3264 20.36647563 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3265 20.36649658 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3266 20.36651697 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3267 20.36656307 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3268 20.36658290 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3269 20.36660106 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3270 20.36662006 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3271 20.36663794 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
3272 20.36666951 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3273 20.36669465 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
3274 20.36677539 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3275 20.36685361 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3276 20.36687596 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3277 20.36689747 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3278 20.36691814 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3279 20.36693909 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3280 20.36695949 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3281 20.36700614 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3282 20.36702598 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3283 20.36704414 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3284 20.36706313 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3285 20.36708129 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3286 20.36711286 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3287 20.36713772 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3288 20.36881056 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3289 20.36896784 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3290 20.36899410 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3291 20.36901645 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3292 20.36903713 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3293 20.36905836 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3294 20.36907903 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3295 20.36913267 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3296 20.36915278 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3297 20.36917150 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3298 20.36919050 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3299 20.36920866 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3300 20.36925782 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3301 20.36935169 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3302 20.36941008 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3303 20.36949221 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3304 20.36951484 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
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3305 20.36953663 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3306 20.36955730 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3307 20.36957854 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3308 20.36959893 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3309 20.36964670 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3310 20.36966654 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3311 20.36968497 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3312 20.36970369 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3313 20.36972185 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3314 20.36975426 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3315 20.36977996 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3316 20.36982857 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3317 20.36990567 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3318 20.36992774 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3319 20.36994925 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3320 20.36996965 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3321 20.36999088 msrll.exe:700QueryValue



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3322 20.37001127 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3323 20.37005765 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3324 20.37007748 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3325 20.37009564 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3326 20.37011436 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3327 20.37013252 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3328 20.37016409 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3329 20.37022666 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3330 20.37027751 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3331 20.37035629 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3332 20.37037864 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3333 20.37040043 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3334 20.37042110 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3335 20.37044177 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3336 20.37046217 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3337 20.37050910 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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3338 20.37052866 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3339 20.37054682 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3340 20.37056581 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3341 20.37058369 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3342 20.37061582 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3343 20.37064096 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3344 20.37068901 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3345 20.37076528 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3346 20.37078735 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3347 20.37080886 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3348 20.37082953 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3349 20.37085049 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3350 20.37087088 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3351 20.37091669 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3352 20.37093653 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3353 20.37095469 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3354 20.37097341 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3355 20.37099156 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3356 20.37105722 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3357 20.37108292 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3358 20.37113153 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3359 20.37120919 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3360 20.37123154 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3361 20.37125333 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3362 20.37127372 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3363 20.37129496 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3364 20.37131535 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3365 20.37136228 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3366 20.37138184 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3367 20.37140028 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3368 20.37141899 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3369 20.37143715 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3370 20.37146872 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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3371 20.37149358 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3372 20.37154163 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3373 20.37161790 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3374 20.37163997 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3375 20.37166148 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3376 20.37168188 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3377 20.37170283 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3378 20.37172322 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3379 20.37176960 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3380 20.37178915 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3381 20.37180759 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3382 20.37182631 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3383 20.37184419 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3384 20.37190788 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3385 20.37193330 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3386 20.37198219 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3387 20.37214255 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3388 20.37216518 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3389 20.37218669 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3390 20.37220736 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3391 20.37222859 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3392 20.37224899 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3393 20.37229676 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3394 20.37231631 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3395 20.37233475 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3396 20.37235375 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3397 20.37237191 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3398 20.37240431 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3399 20.37242974 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3400 20.37247835 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3401 20.37255545 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3402 20.37257780 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3403 20.37259903 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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3404 20.37261970 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3405 20.37264066 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3406 20.37266105 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3407 20.37270715 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3408 20.37272698 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3409 20.37274514 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3410 20.37276414 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3411 20.37282224 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3412 20.37285437 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3413 20.37287951 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3414 20.37292868 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3415 20.37300746 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3416 20.37302981 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3417 20.37305132 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3418 20.37307200 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3419 20.37309323 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3420 20.37311362 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3421 20.37316083 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3422 20.37318039 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3423 20.37319883 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3424 20.37321783 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3425 20.37323598 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3426 20.37326783 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3427 20.37329270 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3428 20.37334075 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3429 20.37341701 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3430 20.37343908 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3431 20.37346031 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3432 20.37348099 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3433 20.37350194 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3434 20.37352233 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3435 20.37356871 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3436 20.37358826 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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3437 20.37360670 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3438 20.37362542 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3439 20.37367822 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3440 20.37371063 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3441 20.37373605 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3442 20.37381706 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3443 20.37389612 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3444 20.37391847 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3445 20.37394026 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3446 20.37396066 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3447 20.37398189 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3448 20.37400228 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3449 20.37404950 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3450 20.37406933 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3451 20.37408749 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3452 20.37410676 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3453 20.37412464 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3454 20.37415705 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3455 20.37418191 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3456 20.37423024 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3457 20.37430651 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3458 20.37432830 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3459 20.37434981 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3460 20.37437021 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3461 20.37439144 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3462 20.37441183 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3463 20.37445793 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3464 20.37447748 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3465 20.37449592 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3466 20.37451492 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3467 20.37456856 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3468 20.37460124 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3469 20.37462638 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3470 20.37467499 msrll.exe:700CloseKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3471 20.37475294 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3472 20.37477501 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3473 20.37479680 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3474 20.37481719 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3475 20.37483842 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3476 20.37485882 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3477 20.37490547 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3478 20.37492530 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3479 20.37494346 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3480 20.37496246 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3481 20.37498034 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3482 20.37501247 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3483 20.37503733 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3484 20.37508510 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3485 20.37516137 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3486 20.37518316 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3487 20.37520495 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3488 20.37522534 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3489 20.37524685 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3490 20.37526697 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3491 20.37531334 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3492 20.37533318 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3493 20.37535134 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3494 20.37538598 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3495 20.37540442 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3496 20.37543570 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3497 20.37546057 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3498 20.37550862 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3499 20.37558600 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3500 20.37560779 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3501 20.37562930 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3502 20.37564970 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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3503 20.37567093 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3504 20.37569132 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3505 20.37573770 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3506 20.37575753 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3507 20.37577597 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3508 20.37579497 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3509 20.37581285 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3510 20.37584470 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3511 20.37586928 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3512 20.37591705 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3513 20.37599332 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3514 20.37601511 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3515 20.37603662 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3516 20.37605701 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3517 20.37607824 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3518 20.37609864 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3519 20.37614473 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3520 20.37616457 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3521 20.37618273 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3522 20.37623748 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3523 20.37625620 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3524 20.37628777 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3525 20.37631319 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3526 20.37636152 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3527 20.37643918 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3528 20.37646125 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3529 20.37648304 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3530 20.37650344 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3531 20.37652467 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3532 20.37654506 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3533 20.37659144 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3534 20.37661155 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3535 20.37662971 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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3536 20.37664899 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3537 20.37666687 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3538 20.37669871 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3539 20.37672358 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3540 20.37677135 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3541 20.37684734 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3542 20.37686913 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3543 20.37689092 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3544 20.37691131 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3545 20.37693254 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3546 20.37695294 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3547 20.37699875 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3548 20.37701859 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3549 20.37707195 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3550 20.37709206 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3551 20.37711022 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3552 20.37714179 msrll.exe:700CloseKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3553 20.37716693 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
3554 20.37752591 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3555 20.37762118 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3556 20.37764381 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3557 20.37766560 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3558 20.37768627 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3559 20.37770750 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3560 20.37772762 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3561 20.37777678 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3562 20.37779662 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3563 20.37781506 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3564 20.37783405 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3565 20.37785193 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3566 20.37788490 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3567 20.37791060 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3568 20.37795977 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3569 20.37803743 msrll.exe:700OpenKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3570 20.37805922 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3571 20.37808101 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3572 20.37810141 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3573 20.37812264 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3574 20.37814275 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3575 20.37818885 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3576 20.37820868 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3577 20.37824779 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3578 20.37826735 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3579 20.37828551 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3580 20.37831708 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3581 20.37834194 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3582 20.37839055 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3583 20.37846849 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3584 20.37849028 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3585 20.37851179 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3586 20.37853219 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3587 20.37855314 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3588 20.37857353 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3589 20.37862019 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3590 20.37864002 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3591 20.37865846 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3592 20.37867746 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3593 20.37869534 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3594 20.37872718 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3595 20.37875205 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3596 20.37879982 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3597 20.37893755 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3598 20.37895962 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3599 20.37898113 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3600 20.37900180 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3601 20.37902303 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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3602 20.37904315 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3603 20.37909008 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3604 20.37912696 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3605 20.37914567 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3606 20.37916495 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3607 20.37918283 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3608 20.37921468 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3609 20.37924010 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3610 20.37928899 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3611 20.37937140 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3612 20.37939319 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3613 20.37941470 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3614 20.37943510 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3615 20.37945633 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3616 20.37947644 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3617 20.37952310 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3618 20.37954265 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
3619 20.37956109 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3620 20.37958009 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3621 20.37959797 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3622 20.37963009 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3623 20.37965496 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3624 20.37970301 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3625 20.37977955 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3626 20.37980134 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3627 20.37982285 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3628 20.37984325 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3629 20.37986448 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3630 20.37988459 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3631 20.37995583 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3632 20.37997762 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3633 20.37999634 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3634 20.38001534 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

3635 20.38003322 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3636 20.38006478 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3637 20.38008965 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3638 20.38013798 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3639 20.38021480 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3640 20.38023687 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3641 20.38025838 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3642 20.38027850 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3643 20.38029973 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3644 20.38032012 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3645 20.38036650 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3646 20.38038633 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3647 20.38040449 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3648 20.38042349 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3649 20.38044165 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3650 20.38047350 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3651 20.38049836 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

3652 20.38054613 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3653 20.38062240 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3654 20.38064419 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3655 20.38066570 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3656 20.38068609 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3657 20.38070732 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3658 20.38072744 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3659 20.38078806 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3660 20.38080818 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3661 20.38082633 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3662 20.38084533 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3663 20.38086321 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3664 20.38089506 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3665 20.38091992 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3666 20.38096797 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3667 20.38104452 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3668 20.38106659 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3669 20.38108782 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3670 20.38110849 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3671 20.38112972 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3672 20.38114984 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3673 20.38119621 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3674 20.38121605 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3675 20.38123421 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3676 20.38125348 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3677 20.38127136 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3678 20.38130321 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3679 20.38132779 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3680 20.38137585 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3681 20.38145211 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3682 20.38147390 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3683 20.38149541 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3684 20.38151581 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3685 20.38153704 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3686 20.38155743 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3687 20.38161750 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3688 20.38163761 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3689 20.38165577 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3690 20.38167449 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3691 20.38169237 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3692 20.38172421 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3693 20.38174908 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3694 20.38179685 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3695 20.38187339 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3696 20.38189519 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3697 20.38191670 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3698 20.38193709 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3699 20.38195832 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3700 20.38197872 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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3701 20.38202481 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3702 20.38204492 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3703 20.38206308 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3704 20.38208208 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3705 20.38209996 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3706 20.38213181 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3707 20.38215639 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3708 20.38220416 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3709 20.38228043 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3710 20.38230222 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3711 20.38232401 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3712 20.38234440 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3713 20.38236564 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3714 20.38243212 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3715 20.38248101 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3716 20.38250085 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3717 20.38251901 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
3718 20.38253800 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3719 20.38255588 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3720 20.38258829 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3721 20.38261343 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3722 20.38266148 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3723 20.38274026 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3724 20.38276233 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3725 20.38278385 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3726 20.38280424 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3727 20.38282547 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3728 20.38284559 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3729 20.38289196 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3730 20.38291207 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3731 20.38293023 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3732 20.38294923 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3733 20.38296711 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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3734 20.38299924 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3735 20.38302382 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3736 20.38307159 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3737 20.38318865 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3738 20.38321072 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3739 20.38323223 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3740 20.38325262 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3741 20.38327357 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3742 20.38333364 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3743 20.38338252 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3744 20.38340264 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3745 20.38342080 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3746 20.38343979 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3747 20.38345767 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3748 20.38349064 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3749 20.38351606 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3750 20.38356523 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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3751 20.38364401 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3752 20.38366608 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3753 20.38368731 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3754 20.38370771 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3755 20.38372894 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3756 20.38374905 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3757 20.38379515 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3758 20.38381526 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3759 20.38383342 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3760 20.38385242 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3761 20.38387058 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3762 20.38390242 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3763 20.38392701 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3764 20.38397478 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3765 20.38405105 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3766 20.38407284 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3767 20.38409435 msrll.exe:700QueryValue



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3768 20.38411502 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3769 20.38413597 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3770 20.38419185 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3771 20.38424101 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3772 20.38426113 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3773 20.38427957 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3774 20.38429856 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3775 20.38431644 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3776 20.38434857 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3777 20.38437371 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3778 20.38442260 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3779 20.38450138 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3780 20.38452345 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3781 20.38454496 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3782 20.38456536 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3783 20.38458659 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3784 20.38460670 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3785 20.38465308 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3786 20.38467291 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3787 20.38469107 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3788 20.38471007 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3789 20.38472823 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3790 20.38476007 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3791 20.38478494 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3792 20.38483299 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3793 20.38490981 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3794 20.38493160 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3795 20.38495312 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3796 20.38497351 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3797 20.38502938 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3798 20.38505033 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3799 20.38509783 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3800 20.38511766 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3801 20.38513582 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3802 20.38515482 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3803 20.38517270 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3804 20.38520482 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3805 20.38522997 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3806 20.38527858 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3807 20.38535624 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3808 20.38537831 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3809 20.38539982 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3810 20.38542021 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3811 20.38544117 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3812 20.38546128 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3813 20.38550766 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3814 20.38552749 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3815 20.38554565 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3816 20.38556493 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
3817 20.38558280 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3818 20.38561437 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3819 20.38563924 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3820 20.38568673 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3821 20.38576300 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3822 20.38578506 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3823 20.38580658 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3824 20.38582697 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3825 20.38588228 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3826 20.38590352 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3827 20.38595101 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3828 20.38597112 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3829 20.38598928 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3830 20.38600800 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3831 20.38602588 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3832 20.38605773 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3833 20.38608287 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
3834 20.38613120 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3835 20.38620886 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3836 20.38623065 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3837 20.38625216 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3838 20.38627256 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3839 20.38629379 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3840 20.38631418 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3841 20.38636028 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3842 20.38638011 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3843 20.38639827 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3844 20.38641727 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3845 20.38643515 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3846 20.38646700 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3847 20.38649158 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3848 20.38653963 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3849 20.38661618 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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3850 20.38663797 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3851 20.38665948 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3852 20.38671200 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3853 20.38673714 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3854 20.38675809 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3855 20.38680559 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3856 20.38682570 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3857 20.38684386 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3858 20.38686286 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3859 20.38688073 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3860 20.38691286 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3861 20.38693773 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3862 20.38698633 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3863 20.38706372 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3864 20.38708579 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3865 20.38710730 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3866 20.38712769 msrll.exe:700QueryValue



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3867 20.38714893 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3868 20.38716932 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3869 20.38733023 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3870 20.38735174 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3871 20.38737018 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3872 20.38738918 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3873 20.38740706 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3874 20.38744114 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3875 20.38746684 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3876 20.38751657 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3877 20.38759703 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3878 20.38761910 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3879 20.38764089 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3880 20.38770123 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3881 20.38772330 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3882 20.38774369 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3883 20.38779202 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3884 20.38781214 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3885 20.38783030 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3886 20.38784957 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3887 20.38786745 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3888 20.38789986 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3889 20.38792500 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3890 20.38797361 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3891 20.38805100 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3892 20.38807307 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3893 20.38809458 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3894 20.38811469 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3895 20.38813592 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3896 20.38815604 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3897 20.38820241 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3898 20.38822225 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3899 20.38824040 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3900 20.38825968 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3901 20.38827728 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3902 20.38830913 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3903 20.38833399 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3904 20.38838204 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3905 20.38845803 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3906 20.38847982 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3907 20.38850133 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3908 20.38855832 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3909 20.38858011 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3910 20.38860079 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3911 20.38864800 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3912 20.38866783 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3913 20.38868627 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3914 20.38870527 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3915 20.38872315 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
3916 20.38875500 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3917 20.38877986 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
3918 20.38882847 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3919 20.38890529 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3920 20.38892736 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3921 20.38894887 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3922 20.38896927 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3923 20.38899050 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3924 20.38901061 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3925 20.38905671 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3926 20.38907654 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3927 20.38909470 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3928 20.38911370 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3929 20.38913158 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3930 20.38916343 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3931 20.38918829 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3932 20.38923606 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3933 20.38931205 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3934 20.38933384 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3935 20.38937127 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3936 20.38937323 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3937 20.38959058 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3938 20.38961209 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3939 20.38966237 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3940 20.38968249 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3941 20.38970065 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3942 20.38971964 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3943 20.38973780 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3944 20.38977161 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3945 20.38979759 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3946 20.38984815 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3947 20.38992973 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3948 20.38995180 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
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3949 20.38997303 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3950 20.38999370 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3951 20.39001465 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3952 20.39003505 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3953 20.39008142 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3954 20.39010126 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3955 20.39011941 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3956 20.39013841 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3957 20.39015629 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3958 20.39018786 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3959 20.39021300 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3960 20.39026105 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3961 20.39033760 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3962 20.39035939 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3963 20.39040744 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3964 20.39042839 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3965 20.39044962 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3966 20.39047002 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3967 20.39051723 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3968 20.39053679 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3969 20.39055494 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3970 20.39057394 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3971 20.39059182 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3972 20.39062339 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3973 20.39064853 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3974 20.39069658 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3975 20.39083375 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3976 20.39085610 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3977 20.39087761 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3978 20.39089801 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3979 20.39091924 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3980 20.39093963 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3981 20.39098601 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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3982 20.39100584 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3983 20.39102400 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3984 20.39104300 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3985 20.39106088 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3986 20.39109384 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

3987 20.39111898 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

3988 20.39116759 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3989 20.39124442 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
3990 20.39126621 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
3991 20.39133326 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3992 20.39135449 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3993 20.39137572 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3994 20.39139611 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
3995 20.39144333 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
3996 20.39146316 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3997 20.39148160 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3998 20.39150060 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

3999 20.39151820 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4000 20.39155032 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4001 20.39157547 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4002 20.39162380 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4003 20.39170174 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4004 20.39172381 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4005 20.39174504 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4006 20.39176543 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4007 20.39178667 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4008 20.39180678 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4009 20.39185315 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4010 20.39187299 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4011 20.39189115 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4012 20.39191015 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4013 20.39192802 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4014 20.39195959 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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4015 20.39198446 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4016 20.39203223 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4017 20.39210821 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4018 20.39214705 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4019 20.39216884 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4020 20.39218923 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4021 20.39221018 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4022 20.39223030 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4023 20.39227723 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4024 20.39229707 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4025 20.39231522 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4026 20.39233422 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4027 20.39235210 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4028 20.39238367 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4029 20.39240881 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4030 20.39245686 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4031 20.39253397 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4032 20.39255604 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4033 20.39257727 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4034 20.39259766 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4035 20.39261861 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4036 20.39263901 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4037 20.39268510 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4038 20.39270494 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4039 20.39272310 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4040 20.39274209 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4041 20.39275997 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4042 20.39279154 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4043 20.39281641 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4044 20.39286418 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4045 20.39294016 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4046 20.39297620 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4047 20.39299771 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4048 20.39301839 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4049 20.39303962 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4050 20.39305973 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4051 20.39310639 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4052 20.39312622 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4053 20.39314438 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4054 20.39316338 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4055 20.39318126 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4056 20.39321282 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4057 20.39323769 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4058 20.39328546 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4059 20.39336201 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4060 20.39338380 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4061 20.39340531 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4062 20.39342570 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4063 20.39344693 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4064 20.39346733 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4065 20.39351342 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4066 20.39353326 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4067 20.39355142 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4068 20.39357041 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4069 20.39358829 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4070 20.39361986 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4071 20.39364472 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4072 20.39371401 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4073 20.39379307 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4074 20.39381514 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4075 20.39383665 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4076 20.39385704 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4077 20.39387827 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4078 20.39389867 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4079 20.39394476 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4080 20.39396460 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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4081 20.39403975 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4082 20.39405902 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4083 20.39407690 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4084 20.39410987 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4085 20.39413529 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4086 20.39418362 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4087 20.39426128 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4088 20.39428335 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4089 20.39430458 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4090 20.39432498 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4091 20.39434593 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4092 20.39436632 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4093 20.39441270 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4094 20.39443253 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4095 20.39445069 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4096 20.39446969 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4097 20.39448757 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4098 20.39451969 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4099 20.39454484 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4100 20.39460602 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4101 20.39468312 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4102 20.39470519 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4103 20.39472670 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4104 20.39474710 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4105 20.39476833 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4106 20.39478872 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4107 20.39483482 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4108 20.39485493 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4109 20.39487309 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4110 20.39489209 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4111 20.39490997 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4112 20.39494182 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4113 20.39496668 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4114 20.39501417 msrll.exe:700CloseKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4115 20.39509044 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4116 20.39511251 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4117 20.39513374 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4118 20.39515441 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4119 20.39517536 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4120 20.39519576 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4121 20.39524185 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4122 20.39526141 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4123 20.39527957 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4124 20.39529884 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4125 20.39531672 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4126 20.39534829 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4127 20.39538629 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4128 20.39543434 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4129 20.39551060 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4130 20.39553267 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4131 20.39555418 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4132 20.39557458 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4133 20.39559581 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4134 20.39561620 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4135 20.39566202 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4136 20.39568157 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4137 20.39569973 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4138 20.39571873 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4139 20.39573661 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4140 20.39576790 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4141 20.39579276 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4142 20.39584025 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4143 20.39591680 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4144 20.39593859 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4145 20.39596010 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4146 20.39598077 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4147 20.39600173 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4148 20.39602212 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4149 20.39606822 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4150 20.39608777 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4151 20.39610593 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4152 20.39612493 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4153 20.39614281 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4154 20.39620902 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4155 20.39623723 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4156 20.39628612 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4157 20.39636378 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4158 20.39638585 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4159 20.39640736 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4160 20.39642804 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4161 20.39644899 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4162 20.39646938 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4163 20.39651576 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4164 20.39653559 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4165 20.39655375 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4166 20.39657275 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4167 20.39659063 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4168 20.39662220 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4169 20.39664706 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4170 20.39669455 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4171 20.39677082 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4172 20.39679261 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4173 20.39681412 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4174 20.39683451 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4175 20.39685547 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4176 20.39687586 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4177 20.39692196 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4178 20.39694179 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4179 20.39695995 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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4180 20.39697895 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4181 20.39699683 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4182 20.39704180 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4183 20.39706695 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4184 20.39711472 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4185 20.39733290 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4186 20.39735637 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4187 20.39737816 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4188 20.39739883 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4189 20.39741978 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4190 20.39744018 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4191 20.39748879 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4192 20.39750862 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4193 20.39752706 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4194 20.39754606 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4195 20.39756394 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4196 20.39759858 msrll.exe:700CloseKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4197 20.39762428 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
4198 20.39767345 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4199 20.39775251 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4200 20.39777458 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4201 20.39779609 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4202 20.39781648 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4203 20.39783743 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4204 20.39785783 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4205 20.39790392 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4206 20.39792348 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4207 20.39794192 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4208 20.39796063 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4209 20.39797851 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4210 20.39805059 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4211 20.39807629 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4212 20.39812602 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4213 20.39820396 msrll.exe:700OpenKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4214 20.39822631 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4215 20.39824782 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4216 20.39826850 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4217 20.39828945 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4218 20.39830984 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4219 20.39835622 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4220 20.39837605 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4221 20.39839449 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4222 20.39841349 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4223 20.39843136 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4224 20.39846321 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4225 20.39848808 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4226 20.39853557 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4227 20.39861183 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4228 20.39863390 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4229 20.39865514 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4230 20.39867581 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4231 20.39869676 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4232 20.39871716 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4233 20.39876325 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4234 20.39878309 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4235 20.39880124 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4236 20.39882024 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4237 20.39887360 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4238 20.39890573 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4239 20.39893115 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4240 20.39897976 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4241 20.39905770 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4242 20.39907977 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4243 20.39910128 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4244 20.39912168 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4245 20.39914291 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4246 20.39916302 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4247 20.39920940 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4248 20.39922923 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4249 20.39924767 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4250 20.39926667 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4251 20.39928455 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4252 20.39931611 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4253 20.39934098 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4254 20.39938847 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4255 20.39946474 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4256 20.39948653 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4257 20.39950804 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4258 20.39952843 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4259 20.39954938 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4260 20.39956978 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4261 20.39961587 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4262 20.39963571 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
4263 20.39965387 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4264 20.39967286 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4265 20.39972538 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4266 20.39975751 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4267 20.39978265 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4268 20.39983098 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4269 20.39990837 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4270 20.39993072 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4271 20.39995195 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4272 20.39997262 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4273 20.39999357 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4274 20.40001397 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4275 20.40006034 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4276 20.40007990 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4277 20.40009834 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4278 20.40011733 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

4279 20.40013521 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4280 20.40016678 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4281 20.40019164 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4282 20.40023914 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4283 20.40031512 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4284 20.40033719 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4285 20.40035843 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4286 20.40037910 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4287 20.40040005 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4288 20.40042044 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4289 20.40046654 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4290 20.40048637 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4291 20.40050453 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4292 20.40055817 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4293 20.40057661 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4294 20.40060846 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4295 20.40063388 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
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4296 20.40068277 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4297 20.40076071 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4298 20.40078278 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4299 20.40080429 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4300 20.40082469 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4301 20.40084564 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4302 20.40086603 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4303 20.40091241 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4304 20.40093224 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4305 20.40095040 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4306 20.40096940 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4307 20.40098728 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4308 20.40101884 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4309 20.40104399 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4310 20.40109148 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4311 20.40116747 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4312 20.40118954 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4313 20.40121077 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4314 20.40123144 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4315 20.40125239 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4316 20.40127279 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4317 20.40131888 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4318 20.40133872 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4319 20.40135688 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4320 20.40140940 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4321 20.40142811 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4322 20.40145968 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4323 20.40148510 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4324 20.40153344 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4325 20.40161110 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4326 20.40163345 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4327 20.40165468 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4328 20.40167507 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4329 20.40169630 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4330 20.40171642 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4331 20.40176279 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4332 20.40178263 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4333 20.40180079 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4334 20.40182006 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4335 20.40183794 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4336 20.40186923 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4337 20.40189437 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4338 20.40194243 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4339 20.40206395 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4340 20.40208602 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4341 20.40210753 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4342 20.40212820 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4343 20.40214916 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4344 20.40216927 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4345 20.40221592 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4346 20.40223604 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4347 20.40229498 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4348 20.40231510 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4349 20.40233326 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4350 20.40236566 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4351 20.40239164 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4352 20.40244053 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4353 20.40251848 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4354 20.40254055 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4355 20.40256206 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4356 20.40258245 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4357 20.40260368 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4358 20.40262380 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4359 20.40267017 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4360 20.40269001 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4361 20.40270844 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
4362 20.40272744 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4363 20.40274532 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4364 20.40277717 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4365 20.40280203 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4366 20.40284952 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4367 20.40301826 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4368 20.40304061 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4369 20.40306240 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4370 20.40308307 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4371 20.40310403 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4372 20.40312442 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4373 20.40317163 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4374 20.40319147 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4375 20.40324566 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4376 20.40326550 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4377 20.40328338 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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4378 20.40331634 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4379 20.40334204 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4380 20.40339177 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4381 20.40347027 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4382 20.40349234 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4383 20.40351358 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4384 20.40353425 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4385 20.40355520 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4386 20.40357559 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4387 20.40362225 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4388 20.40364236 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4389 20.40366052 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4390 20.40367952 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4391 20.40369740 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4392 20.40372897 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4393 20.40375383 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4394 20.40380188 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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4395 20.40387843 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4396 20.40390022 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4397 20.40392173 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4398 20.40394212 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4399 20.40396335 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4400 20.40398375 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4401 20.40402984 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4402 20.40408069 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4403 20.40410276 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4404 20.40412259 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4405 20.40414075 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4406 20.40417232 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4407 20.40419746 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4408 20.40424551 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4409 20.40432290 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4410 20.40434497 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4411 20.40436620 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4412 20.40438687 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4413 20.40440782 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4414 20.40442822 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4415 20.40447459 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4416 20.40449443 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4417 20.40451258 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4418 20.40453158 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4419 20.40454974 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4420 20.40458131 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4421 20.40460617 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4422 20.40465394 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4423 20.40473021 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4424 20.40475228 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4425 20.40477379 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4426 20.40479418 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4427 20.40481514 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4428 20.40483553 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4429 20.40488163 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4430 20.40493387 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4431 20.40495286 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4432 20.40497214 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4433 20.40499002 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4434 20.40506377 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4435 20.40508919 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4436 20.40513892 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4437 20.40521770 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4438 20.40523949 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4439 20.40526100 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4440 20.40528168 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4441 20.40530291 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4442 20.40532330 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4443 20.40537024 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4444 20.40538979 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4445 20.40540823 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4446 20.40542723 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4447 20.40544511 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4448 20.40547695 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4449 20.40550182 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4450 20.40554959 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4451 20.40562613 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4452 20.40564792 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4453 20.40566944 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4454 20.40568983 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4455 20.40571106 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4456 20.40573118 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4457 20.40581191 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4458 20.40583231 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4459 20.40585046 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4460 20.40586918 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
4461 20.40588734 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4462 20.40591891 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4463 20.40594377 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4464 20.40599210 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4465 20.40606949 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4466 20.40609156 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4467 20.40611279 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4468 20.40613318 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4469 20.40615441 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4470 20.40617453 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4471 20.40622062 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4472 20.40624046 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4473 20.40625862 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4474 20.40627761 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4475 20.40629577 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4476 20.40632706 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4477 20.40635220 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
4478 20.40639998 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4479 20.40647596 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4480 20.40649803 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4481 20.40651954 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4482 20.40653994 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4483 20.40656089 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4484 20.40658128 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4485 20.40666090 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4486 20.40668102 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4487 20.40669945 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4488 20.40671817 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4489 20.40673633 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4490 20.40676790 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4491 20.40679276 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4492 20.40684081 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4493 20.40691820 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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4494 20.40694027 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4495 20.40696150 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4496 20.40698217 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4497 20.40700312 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4498 20.40702352 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4499 20.40706961 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4500 20.40708945 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4501 20.40710789 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4502 20.40712660 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4503 20.40714476 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4504 20.40717633 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4505 20.40720119 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4506 20.40750933 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4507 20.40760320 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4508 20.40762611 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4509 20.40764790 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4510 20.40766857 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4511 20.40768980 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4512 20.40776244 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4513 20.40781524 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4514 20.40783591 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4515 20.40785435 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4516 20.40787335 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4517 20.40789151 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4518 20.40792419 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4519 20.40794989 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4520 20.40799934 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4521 20.40807868 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4522 20.40810103 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4523 20.40812226 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4524 20.40814293 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4525 20.40816389 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4526 20.40818400 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4527 20.40823038 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4528 20.40824993 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4529 20.40826837 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4530 20.40828737 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4531 20.40830525 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4532 20.40833709 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4533 20.40836196 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4534 20.40840973 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4535 20.40848627 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4536 20.40850834 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4537 20.40852986 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4538 20.40855025 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4539 20.40857148 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4540 20.40862931 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4541 20.40867736 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4542 20.40869747 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4543 20.40871563 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4544 20.40873463 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4545 20.40875251 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4546 20.40878492 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4547 20.40881006 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4548 20.40885867 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4549 20.40893689 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4550 20.40895896 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4551 20.40898047 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4552 20.40900114 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4553 20.40902210 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4554 20.40904249 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4555 20.40908886 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4556 20.40910870 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4557 20.40912714 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4558 20.40914586 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4559 20.40916401 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
4560 20.40919530 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4561 20.40922017 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
4562 20.40926794 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4563 20.40934420 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4564 20.40936599 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4565 20.40938751 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4566 20.40940818 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4567 20.40942913 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4568 20.40948500 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4569 20.40953306 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4570 20.40955289 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4571 20.40957133 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4572 20.40959033 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4573 20.40960820 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4574 20.40964033 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4575 20.40966519 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4576 20.40971325 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4577 20.40984902 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4578 20.40987137 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4579 20.40989288 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4580 20.40991327 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4581 20.40993450 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4582 20.40995490 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4583 20.41000155 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4584 20.41002139 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4585 20.41003954 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4586 20.41005854 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4587 20.41007670 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4588 20.41010911 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4589 20.41013425 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4590 20.41018230 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4591 20.41025913 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4592 20.41028119 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
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4593 20.41030271 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4594 20.41032310 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4595 20.41038177 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4596 20.41040300 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4597 20.41045021 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4598 20.41047005 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4599 20.41048848 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4600 20.41050720 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4601 20.41052536 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4602 20.41055721 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4603 20.41058235 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4604 20.41063096 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4605 20.41077623 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4606 20.41079858 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4607 20.41082009 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4608 20.41084076 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4609 20.41086172 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4610 20.41088183 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4611 20.41092876 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4612 20.41094860 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4613 20.41096676 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4614 20.41098575 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4615 20.41100391 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4616 20.41103604 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4617 20.41106090 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4618 20.41110923 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4619 20.41118550 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4620 20.41120757 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4621 20.41122908 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4622 20.41124975 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4623 20.41130842 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4624 20.41132965 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4625 20.41137770 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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4626 20.41139754 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4627 20.41141570 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4628 20.41143469 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4629 20.41145285 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4630 20.41148526 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4631 20.41151040 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4632 20.41155873 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4633 20.41163695 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4634 20.41165902 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4635 20.41168053 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4636 20.41170121 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4637 20.41172216 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4638 20.41174255 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4639 20.41178865 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4640 20.41180848 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4641 20.41182692 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4642 20.41184592 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4643 20.41186380 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4644 20.41189565 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4645 20.41192051 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4646 20.41196828 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4647 20.41204483 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4648 20.41206690 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4649 20.41208841 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4650 20.41210908 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4651 20.41216467 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4652 20.41218619 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4653 20.41223480 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4654 20.41225463 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4655 20.41227307 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4656 20.41229207 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4657 20.41231022 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4658 20.41234207 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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4659 20.41236693 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4660 20.41241554 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4661 20.41249293 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4662 20.41251528 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4663 20.41253651 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4664 20.41255718 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4665 20.41257813 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4666 20.41259825 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4667 20.41264434 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4668 20.41266418 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4669 20.41268262 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4670 20.41270161 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4671 20.41271949 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4672 20.41275134 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4673 20.41277620 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4674 20.41282370 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4675 20.41289996 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4676 20.41292203 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4677 20.41294354 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4678 20.41299886 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4679 20.41302065 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4680 20.41304132 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4681 20.41308881 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4682 20.41310837 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4683 20.41312681 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4684 20.41314580 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4685 20.41316368 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4686 20.41319553 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4687 20.41322067 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4688 20.41326873 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4689 20.41334583 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4690 20.41336790 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4691 20.41338941 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4692 20.41340980 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4693 20.41343076 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4694 20.41345115 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4695 20.41349697 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4696 20.41351680 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4697 20.41353524 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4698 20.41355424 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4699 20.41357212 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4700 20.41360368 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4701 20.41362855 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4702 20.41367632 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4703 20.41375231 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4704 20.41377438 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4705 20.41379589 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4706 20.41385036 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4707 20.41387243 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4708 20.41389311 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4709 20.41394032 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4710 20.41395987 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4711 20.41397831 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4712 20.41399703 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4713 20.41401519 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4714 20.41404704 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4715 20.41407190 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4716 20.41411995 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4717 20.41480440 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4718 20.41482758 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4719 20.41484965 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4720 20.41487033 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4721 20.41489156 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4722 20.41491223 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4723 20.41496196 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4724 20.41498207 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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4725 20.41500023 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4726 20.41501951 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4727 20.41503767 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4728 20.41507342 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4729 20.41509996 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4730 20.41515081 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4731 20.41522959 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4732 20.41525194 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4733 20.41532066 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4734 20.41534525 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4735 20.41536732 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4736 20.41538799 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4737 20.41543604 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4738 20.41545615 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4739 20.41547459 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4740 20.41549331 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4741 20.41551147 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4742 20.41554415 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4743 20.41556986 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4744 20.41561847 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4745 20.41569781 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4746 20.41571988 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4747 20.41574139 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4748 20.41576206 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4749 20.41578301 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4750 20.41580341 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4751 20.41584978 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4752 20.41586961 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4753 20.41588805 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4754 20.41590677 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4755 20.41592493 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4756 20.41595678 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4757 20.41598192 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4758 20.41602997 msrll.exe:700CloseKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4759 20.41610652 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4760 20.41612859 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4761 20.41618641 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4762 20.41620765 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4763 20.41622916 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4764 20.41624955 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4765 20.41629732 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4766 20.41631716 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4767 20.41633560 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4768 20.41635431 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4769 20.41637247 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4770 20.41640460 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4771 20.41643002 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4772 20.41647835 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4773 20.41655657 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4774 20.41657836 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4775 20.41659988 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4776 20.41662055 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4777 20.41664150 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4778 20.41666189 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4779 20.41670855 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4780 20.41672810 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4781 20.41674654 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4782 20.41676554 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4783 20.41678342 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4784 20.41681610 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4785 20.41684125 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4786 20.41688874 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4787 20.41696528 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4788 20.41698735 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4789 20.41704379 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4790 20.41706530 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4791 20.41708653 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4792 20.41710720 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4793 20.41715497 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4794 20.41717481 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4795 20.41719297 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4796 20.41721196 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4797 20.41723012 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4798 20.41777572 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4799 20.41781064 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4800 20.41787490 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4801 20.41798217 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4802 20.41800536 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4803 20.41802715 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4804 20.41804782 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4805 20.41806878 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4806 20.41808917 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4807 20.41813946 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4808 20.41815957 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4809 20.41817773 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4810 20.41819701 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4811 20.41821488 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4812 20.41824869 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4813 20.41827383 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4814 20.41832244 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4815 20.41840010 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4816 20.41847721 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4817 20.41849956 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4818 20.41852023 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4819 20.41854118 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4820 20.41856186 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4821 20.41860991 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4822 20.41863002 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4823 20.41864818 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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4824 20.41866718 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4825 20.41868534 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4826 20.41871802 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4827 20.41874316 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4828 20.41879177 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4829 20.41886944 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4830 20.41889179 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4831 20.41891330 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4832 20.41893369 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4833 20.41895464 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4834 20.41897504 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4835 20.41902141 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4836 20.41904125 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4837 20.41905941 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4838 20.41907840 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4839 20.41909656 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4840 20.41912813 msrll.exe:700CloseKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4841 20.41915327 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
4842 20.41920132 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4843 20.41927815 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4844 20.41933570 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4845 20.41935777 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4846 20.41937844 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4847 20.41939967 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4848 20.41942007 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4849 20.41946784 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4850 20.41948739 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4851 20.41950583 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4852 20.41952483 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4853 20.41954271 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4854 20.41957455 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4855 20.41959970 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4856 20.41964831 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4857 20.41972569 msrll.exe:700OpenKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4858 20.41974776 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4859 20.41976927 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4860 20.41978995 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4861 20.41981090 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4862 20.41983129 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4863 20.41987739 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4864 20.41989694 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4865 20.41991538 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4866 20.41993438 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4867 20.41995226 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4868 20.41998382 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4869 20.42000897 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4870 20.42005646 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4871 20.42013301 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4872 20.42018804 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4873 20.42021011 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4874 20.42023078 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4875 20.42025202 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4876 20.42027241 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4877 20.42031990 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4878 20.42033974 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4879 20.42035789 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4880 20.42037661 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4881 20.42039477 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4882 20.42042662 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4883 20.42045176 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4884 20.42050037 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4885 20.42057775 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4886 20.42059982 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4887 20.42062134 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4888 20.42062329 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4889 20.42080432 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4890 20.42082862 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4891 20.42090210 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4892 20.42092333 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4893 20.42094149 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4894 20.42096049 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4895 20.42097809 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4896 20.42101189 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4897 20.42103759 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4898 20.42108676 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4899 20.42134238 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4900 20.42136612 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4901 20.42138763 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4902 20.42140803 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4903 20.42142926 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4904 20.42144965 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4905 20.42149826 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4906 20.42151838 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
4907 20.42153654 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4908 20.42155553 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4909 20.42157341 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4910 20.42160777 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4911 20.42163348 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4912 20.42168264 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4913 20.42175975 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4914 20.42178154 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4915 20.42180305 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4916 20.42182344 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4917 20.42184468 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4918 20.42186507 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4919 20.42191144 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4920 20.42193128 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4921 20.42194944 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4922 20.42196843 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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4923 20.42198631 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4924 20.42201816 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4925 20.42204275 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4926 20.42209080 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4927 20.42220422 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4928 20.42222657 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4929 20.42224836 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4930 20.42226875 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4931 20.42228998 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4932 20.42231038 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4933 20.42235703 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4934 20.42237715 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4935 20.42239530 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4936 20.42241430 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4937 20.42243218 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4938 20.42246459 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4939 20.42248945 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
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4940 20.42253778 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4941 20.42261433 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4942 20.42263612 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4943 20.42265763 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4944 20.42267802 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4945 20.42269925 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4946 20.42271937 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4947 20.42276574 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4948 20.42278558 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4949 20.42280374 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4950 20.42282273 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4951 20.42284033 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4952 20.42287190 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4953 20.42293867 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4954 20.42299007 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4955 20.42306857 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4956 20.42309092 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4957 20.42311243 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4958 20.42313283 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4959 20.42315406 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4960 20.42317417 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4961 20.42322139 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4962 20.42324122 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4963 20.42325938 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4964 20.42327838 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4965 20.42329626 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4966 20.42332810 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4967 20.42335297 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4968 20.42340074 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4969 20.42347756 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4970 20.42349936 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4971 20.42352087 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4972 20.42354126 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4973 20.42356249 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4974 20.42358261 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4975 20.42362898 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
4976 20.42364854 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4977 20.42366670 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4978 20.42368597 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4979 20.42370385 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4980 20.42373542 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4981 20.42379297 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4982 20.42384214 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4983 20.42392008 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4984 20.42394187 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4985 20.42396366 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4986 20.42398405 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4987 20.42400501 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
4988 20.42402540 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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4989 20.42407177 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4990 20.42409189 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4991 20.42411005 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4992 20.42412932 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4993 20.42414720 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

4994 20.42417905 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

4995 20.42420391 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

4996 20.42425169 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4997 20.42432823 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
4998 20.42435030 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
4999 20.42437181 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5000 20.42439221 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5001 20.42441316 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5002 20.42443355 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5003 20.42447965 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5004 20.42449948 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5005 20.42451764 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
5006 20.42453692 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5007 20.42455480 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5008 20.42461849 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5009 20.42464419 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5010 20.42469252 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5011 20.42477019 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5012 20.42479254 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5013 20.42481433 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5014 20.42483472 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5015 20.42485567 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5016 20.42487607 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5017 20.42492272 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5018 20.42494256 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5019 20.42496099 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5020 20.42497971 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5021 20.42499787 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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5022 20.42502944 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5023 20.42505458 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5024 20.42510207 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5025 20.42517862 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5026 20.42520041 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5027 20.42522192 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5028 20.42524231 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5029 20.42526327 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5030 20.42528366 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5031 20.42532976 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5032 20.42534931 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5033 20.42536747 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5034 20.42538675 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5035 20.42540435 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5036 20.42547056 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5037 20.42549598 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5038 20.42554459 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

5039 20.42562225 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5040 20.42564432 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5041 20.42566611 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5042 20.42568650 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5043 20.42570774 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5044 20.42572785 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5045 20.42577450 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5046 20.42579434 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5047 20.42581250 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5048 20.42583150 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5049 20.42584965 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5050 20.42588122 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5051 20.42590609 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5052 20.42595470 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5053 20.42603096 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5054 20.42605275 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5055 20.42607426 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5056 20.42609466 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5057 20.42611589 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5058 20.42613600 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5059 20.42618238 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5060 20.42620221 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5061 20.42622037 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5062 20.42623937 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5063 20.42629049 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5064 20.42632290 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5065 20.42634832 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5066 20.42639665 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5067 20.42647404 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5068 20.42649610 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5069 20.42651762 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5070 20.42653829 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5071 20.42655924 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5072 20.42657964 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5073 20.42662629 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5074 20.42664612 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5075 20.42666428 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5076 20.42668328 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5077 20.42670116 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5078 20.42673273 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5079 20.42675759 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5080 20.42680536 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5081 20.42688163 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5082 20.42690370 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5083 20.42692521 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5084 20.42694532 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5085 20.42696656 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5086 20.42698695 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5087 20.42703277 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5088 20.42705260 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5089 20.42707076 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5090 20.42708976 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5091 20.42714228 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5092 20.42717468 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5093 20.42719983 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5094 20.42724927 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5095 20.42777727 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5096 20.42780074 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5097 20.42782253 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5098 20.42784292 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5099 20.42786444 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5100 20.42788483 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5101 20.42793456 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5102 20.42795467 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5103 20.42797311 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5104 20.42799211 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
5105 20.42800998 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5106 20.42804658 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5107 20.42807200 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5108 20.42812257 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5109 20.42822901 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5110 20.42825108 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5111 20.42827259 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5112 20.42829298 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5113 20.42831421 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5114 20.42833461 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5115 20.42838154 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5116 20.42840138 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5117 20.42841953 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5118 20.42847904 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5119 20.42850111 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5120 20.42853407 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5121 20.42855950 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
5122 20.42860894 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5123 20.42868772 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5124 20.42870979 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5125 20.42873131 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5126 20.42875170 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5127 20.42877293 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5128 20.42879304 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5129 20.42883998 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5130 20.42885981 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5131 20.42887825 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5132 20.42889725 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5133 20.42891513 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5134 20.42894698 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5135 20.42897156 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5136 20.42901961 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5137 20.42909616 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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5138 20.42911795 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5139 20.42913946 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5140 20.42915985 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5141 20.42918108 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5142 20.42920120 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5143 20.42924757 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5144 20.42926713 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5145 20.42928557 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5146 20.42933920 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5147 20.42935792 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5148 20.42939005 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5149 20.42941547 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5150 20.42946436 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5151 20.42954286 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5152 20.42956493 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5153 20.42958644 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5154 20.42960684 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5155 20.42962807 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5156 20.42964846 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5157 20.42969484 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5158 20.42971467 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5159 20.42973311 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5160 20.42975211 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5161 20.42976998 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5162 20.42980155 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5163 20.42982642 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5164 20.42987419 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5165 20.42995045 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5166 20.42997225 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5167 20.42999376 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5168 20.43001415 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5169 20.43003538 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5170 20.43005578 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5171 20.43010187 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5172 20.43012171 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5173 20.43013986 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5174 20.43019769 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5175 20.43021613 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5176 20.43024826 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5177 20.43027368 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5178 20.43032285 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5179 20.43040135 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5180 20.43042314 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5181 20.43044465 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5182 20.43046532 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5183 20.43048628 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5184 20.43050667 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5185 20.43055332 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5186 20.43057316 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5187 20.43059132 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5188 20.43061031 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5189 20.43062819 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5190 20.43066004 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5191 20.43068491 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5192 20.43073268 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5193 20.43080922 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5194 20.43083101 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5195 20.43085252 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5196 20.43087292 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5197 20.43089415 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5198 20.43091426 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5199 20.43096064 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5200 20.43098047 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5201 20.43103272 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5202 20.43105283 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5203 20.43107071 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
5204 20.43110228 msrll.exe:700CloseKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5205 20.43112742 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
5206 20.43117631 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5207 20.43125425 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5208 20.43127604 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5209 20.43129755 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5210 20.43131795 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5211 20.43133918 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5212 20.43135929 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5213 20.43140595 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5214 20.43142578 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5215 20.43144422 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5216 20.43146322 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5217 20.43148138 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5218 20.43151322 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5219 20.43153809 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5220 20.43158586 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5221 20.43166268 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5222 20.43168447 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5223 20.43170598 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5224 20.43172610 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5225 20.43174733 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5226 20.43176772 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5227 20.43181382 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5228 20.43183365 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5229 20.43188562 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5230 20.43190573 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5231 20.43192361 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5232 20.43195518 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5233 20.43198032 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5234 20.43202893 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5235 20.43210687 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5236 20.43212866 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
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5237 20.43215018 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5238 20.43217057 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5239 20.43219180 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5240 20.43221192 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5241 20.43225857 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5242 20.43227840 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5243 20.43229684 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5244 20.43231584 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5245 20.43233372 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5246 20.43236557 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5247 20.43239043 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5248 20.43243820 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5249 20.43251475 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5250 20.43253654 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5251 20.43255805 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5252 20.43257844 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5253 20.43259967 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5254 20.43261979 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5255 20.43266616 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5256 20.43271896 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5257 20.43273768 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5258 20.43275696 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5259 20.43277484 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5260 20.43280640 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5261 20.43283127 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5262 20.43288016 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5263 20.43295726 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5264 20.43297905 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5265 20.43300056 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5266 20.43302096 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5267 20.43304219 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5268 20.43306258 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5269 20.43310924 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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5270 20.43312879 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5271 20.43314723 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5272 20.43316651 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5273 20.43318439 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5274 20.43321595 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5275 20.43324082 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5276 20.43328859 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5277 20.43336513 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5278 20.43338692 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5279 20.43340844 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5280 20.43342883 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5281 20.43345006 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5282 20.43347018 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5283 20.43354728 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5284 20.43357047 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5285 20.43358891 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5286 20.43360818 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5287 20.43362606 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5288 20.43365763 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5289 20.43368249 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5290 20.43373110 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5291 20.43380849 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5292 20.43383028 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5293 20.43385207 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5294 20.43387246 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5295 20.43389369 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5296 20.43391409 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5297 20.43396074 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5298 20.43398058 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5299 20.43399873 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5300 20.43401801 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5301 20.43403589 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5302 20.43406746 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
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5303 20.43409232 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5304 20.43414009 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5305 20.43423843 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5306 20.43426022 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5307 20.43426581 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5308 20.43430855 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5309 20.43433006 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5310 20.43435046 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5311 20.43443259 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5312 20.43445298 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5313 20.43447114 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5314 20.43449014 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5315 20.43450802 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5316 20.43454014 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5317 20.43456529 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5318 20.43461362 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5319 20.43469128 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5320 20.43471307 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5321 20.43473458 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5322 20.43475498 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5323 20.43477593 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5324 20.43479632 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5325 20.43484242 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5326 20.43486225 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5327 20.43488069 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5328 20.43489941 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5329 20.43491757 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5330 20.43494886 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5331 20.43497372 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5332 20.43502149 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5333 20.43512234 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5334 20.43514441 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5335 20.43516620 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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5336 20.43518659 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5337 20.43520755 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5338 20.43522794 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5339 20.43530784 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5340 20.43532795 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5341 20.43534611 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5342 20.43536511 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5343 20.43538299 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5344 20.43541484 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5345 20.43543998 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5346 20.43548831 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5347 20.43556597 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5348 20.43558776 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5349 20.43560927 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5350 20.43562967 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5351 20.43565090 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5352 20.43567101 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5353 20.43571711 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5354 20.43573694 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5355 20.43575510 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5356 20.43577410 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5357 20.43579226 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5358 20.43582355 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5359 20.43584841 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5360 20.43589618 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5361 20.43597273 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5362 20.43599452 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5363 20.43601603 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5364 20.43603642 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5365 20.43605766 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5366 20.43611101 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5367 20.43615851 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5368 20.43617862 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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5369 20.43619678 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5370 20.43621578 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5371 20.43623366 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5372 20.43624204 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5373 20.43631579 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5374 20.43636468 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5375 20.43644234 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5376 20.43646441 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5377 20.43648592 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5378 20.43650632 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5379 20.43652727 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5380 20.43654766 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5381 20.43659404 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5382 20.43661359 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5383 20.43663203 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5384 20.43665103 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5385 20.43666919 msrll.exe:700QueryValue
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HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5386 20.43670075 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5387 20.43672562 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5388 20.43677311 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5389 20.43684938 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5390 20.43687145 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5391 20.43689296 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5392 20.43691335 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5393 20.43697453 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5394 20.43699912 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5395 20.43704689 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5396 20.43706700 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5397 20.43708516 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5398 20.43710416 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5399 20.43712232 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5400 20.43715416 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5401 20.43717931 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5402 20.43722792 msrll.exe:700CloseKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5403 20.43754416 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5404 20.43756790 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5405 20.43758969 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5406 20.43761037 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5407 20.43763160 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5408 20.43765227 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5409 20.43770060 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5410 20.43772044 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5411 20.43773887 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5412 20.43775787 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5413 20.43777603 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5414 20.43780983 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5415 20.43783498 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5416 20.43788554 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5417 20.43796851 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5418 20.43799086 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5419 20.43801237 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5420 20.43803277 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5421 20.43809674 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5422 20.43811797 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5423 20.43816574 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5424 20.43818558 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5425 20.43820402 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5426 20.43822301 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5427 20.43824117 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5428 20.43827302 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5429 20.43829844 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5430 20.43834677 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5431 20.43842527 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5432 20.43844762 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5433 20.43846886 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5434 20.43848925 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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5435 20.43851020 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5436 20.43853060 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5437 20.43857697 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5438 20.43859680 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5439 20.43861524 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5440 20.43863424 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5441 20.43865212 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5442 20.43868397 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5443 20.43870911 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5444 20.43875660 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5445 20.43883287 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5446 20.43885466 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5447 20.43887617 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5448 20.43889684 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5449 20.43895300 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5450 20.43897423 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5451 20.43902144 msrll.exe:700OpenKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5452 20.43904127 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5453 20.43905971 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5454 20.43907871 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5455 20.43909659 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5456 20.43912816 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5457 20.43915330 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5458 20.43920163 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5459 20.43927957 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5460 20.43930164 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5461 20.43932315 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5462 20.43934355 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5463 20.43936450 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5464 20.43938461 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5465 20.43943127 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5466 20.43945082 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5467 20.43946926 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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5468 20.43948826 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5469 20.43950642 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5470 20.43953827 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5471 20.43956313 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5472 20.43961062 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5473 20.43968689 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5474 20.43970868 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5475 20.43973019 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5476 20.43978690 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5477 20.43980897 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5478 20.43982964 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5479 20.43987714 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5480 20.43989697 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5481 20.43991513 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5482 20.43993413 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5483 20.43995228 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5484 20.43998385 msrll.exe:700CloseKey
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HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5485 20.44000900 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
5486 20.44005788 msrll.exe:700CloseKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5487 20.44013555 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5488 20.44015762 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5489 20.44017913 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5490 20.44019952 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5491 20.44022047 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5492 20.44024087 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5493 20.44028724 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5494 20.44030680 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5495 20.44032524 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5496 20.44034423 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5497 20.44036239 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5498 20.44039396 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5499 20.44041882 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5500 20.44046632 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5501 20.44054258 msrll.exe:700OpenKey
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5502 20.44056437 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5503 20.44058588 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5504 20.44063952 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5505 20.44066159 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5506 20.44068227 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5507 20.44072976 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5508 20.44074931 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5509 20.44076775 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5510 20.44078675 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5511 20.44080491 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5512 20.44083675 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5513 20.44086190 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5514 20.44091051 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5515 20.44098873 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5516 20.44101080 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5517 20.44103231 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5518 20.44105270 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5519 20.44107366 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5520 20.44109405 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5521 20.44114014 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5522 20.44115998 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5523 20.44117842 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5524 20.44119741 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5525 20.44121557 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5526 20.44124714 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5527 20.44127201 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5528 20.44131978 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5529 20.44139604 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5530 20.44141811 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5531 20.44143962 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5532 20.44149438 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5533 20.44151645 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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5534 20.44153712 msrll.exe:700QueryValue
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5535 20.44158545 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5536 20.44160501 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5537 20.44162373 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5538 20.44164272 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5539 20.44166088 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5540 20.44169245 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5541 20.44171759 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5542 20.44176620 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5543 20.44187152 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5544 20.44189387 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5545 20.44191538 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5546 20.44193578 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5547 20.44195673 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5548 20.44197712 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5549 20.44202322 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5550 20.44204305 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
5551 20.44206149 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5552 20.44208049 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5553 20.44209865 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5554 20.44213077 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5555 20.44215592 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5556 20.44220341 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5557 20.44227995 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5558 20.44230202 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5559 20.44235762 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5560 20.44237913 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5561 20.44240036 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5562 20.44242075 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5563 20.44246825 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5564 20.44248780 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5565 20.44250624 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5566 20.44252524 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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5567 20.44254312 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5568 20.44257468 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5569 20.44259983 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5570 20.44264844 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5571 20.44272582 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5572 20.44274789 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5573 20.44276912 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5574 20.44278980 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5575 20.44281075 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5576 20.44283114 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5577 20.44287724 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5578 20.44289707 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5579 20.44291551 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5580 20.44293451 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5581 20.44295267 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5582 20.44298423 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5583 20.44300910 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND
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5584 20.44305659 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5585 20.44313258 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5586 20.44315465 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5587 20.44321052 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5588 20.44323175 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5589 20.44325326 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5590 20.44327366 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5591 20.44332087 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5592 20.44334070 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5593 20.44335886 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5594 20.44337758 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5595 20.44339574 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5596 20.44342731 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5597 20.44345245 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5598 20.44350106 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5599 20.44357844 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5600 20.44360051 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5601 20.44362202 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5602 20.44364270 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5603 20.44366365 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5604 20.44368404 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5605 20.44373042 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5606 20.44374997 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5607 20.44376841 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5608 20.44378741 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5609 20.44380529 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5610 20.44383742 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5611 20.44386256 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5612 20.44391033 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5613 20.44404554 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5614 20.44410253 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5615 20.44412460 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5616 20.44414555 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
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Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5617 20.44416651 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5618 20.44418718 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5619 20.44423523 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5620 20.44425535 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5621 20.44427378 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5622 20.44429278 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5623 20.44431066 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5624 20.44434362 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5625 20.44436877 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5626 20.44441766 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5627 20.44449588 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5628 20.44451795 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5629 20.44453946 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5630 20.44456013 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5631 20.44458109 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5632 20.44460148 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
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5633 20.44464757 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5634 20.44466741 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5635 20.44468585 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5636 20.44470456 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5637 20.44472272 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5638 20.44475429 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5639 20.44477915 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5640 20.44482665 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5641 20.44490291 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5642 20.44495907 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5643 20.44498114 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5644 20.44500181 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5645 20.44502304 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5646 20.44504371 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5647 20.44509065 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5648 20.44511076 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5649 20.44512892 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
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"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
5650 20.44514792 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5651 20.44516608 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5652 20.44519792 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5653 20.44522307 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5654 20.44527168 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5655 20.44534906 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5656 20.44537085 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5657 20.44539236 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5658 20.44541303 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5659 20.44543399 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5660 20.44545438 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5661 20.44550048 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5662 20.44552031 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5663 20.44553875 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5664 20.44555775 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5665 20.44557562 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"
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5666 20.44560747 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5667 20.44563262 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5668 20.44568039 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5669 20.44575637 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5670 20.44581113 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5671 20.44583348 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5672 20.44585415 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5673 20.44587538 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5674 20.44589578 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5675 20.44594299 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5676 20.44596282 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5677 20.44598098 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5678 20.44599998 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5679 20.44601814 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5680 20.44604971 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5681 20.44607457 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5682 20.44612318 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
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5683 20.44622180 msrll.exe:700OpenKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5684 20.44624387 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5685 20.44626510 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5686 20.44628577 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5687 20.44630672 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5688 20.44632684 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5689 20.44637321 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5690 20.44639305 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5691 20.44641121 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5692 20.44643020 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5693 20.44644836 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5694 20.44648021 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5695 20.44650563 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5696 20.44655340 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5697 20.44666375 msrll.exe:700OpenKey

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5698 20.44668582 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Type SUCCESS 0x1
5699 20.44670761 msrll.exe:700QueryValue
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HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5700 20.44672801 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5701 20.44674896 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5702 20.44676963 msrll.exe:700QueryValue

HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft
Base Cryptographic Provider v1.0\Image Path SUCCESS "rsabase.dll"
5703 20.44681601 msrll.exe:700OpenKey

HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560
5704 20.44683584 msrll.exe:700QueryValue

HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5705 20.44685428 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5706 20.44687300 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5707 20.44689116 msrll.exe:700QueryValue
HKLM\Software\Microsoft\Cryptography\MachineGuid SUCCESS
"5b350087-8d70-437c-b4ae-dc6a9cf7ea28"

5708 20.44692300 msrll.exe:700CloseKey
HKLM\Software\Microsoft\Cryptography SUCCESS Key: 0xE1D94560

5709 20.44694787 msrll.exe:700OpenKey
HKLM\Software\Microsoft\Cryptography\Offload NOTFOUND

5710 20.44699620 msrll.exe:700CloseKey
HKLM\SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft

Base Cryptographic Provider v1.0SUCCESS Key: 0xE1CBBAE0
5711 51.43890187 msrll.exe:700QueryValue

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\EnableAutodial SUCCESS 00 00 00 00
5712 51.44071858 svchost.exe:472 QueryValue

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5713 51.44074540 svchost.exe:472 QueryValue
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5714 51.57532452 LSASS.EXE:224 OpenKey HKLM\SECURITY\Policy
SUCCESS Key: 0xE1D94560

5715 51.57535637 LSASS.EXE:224 OpenKey
HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1C38D20

5716 51.57537816 LSASS.EXE:224 QueryValue
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HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW
5717 51.57542313 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1C38D20
5718 51.57545135 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1C38D20
5719 51.57546811 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE
5720 51.57549521 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1C38D20
5721 51.57585280 LSASS.EXE:224 CloseKey HKLM\SECURITY\Policy

SUCCESS Key: 0xE1D94560
5722 78.89546995 WINLOGON.EXE:92 OpenKey HKCU SUCCESS

Key: 0xE13837C0
5723 78.89553924 WINLOGON.EXE:92 OpenKey

HKCU\AppEvents\Schemes\Apps\.Default\Maximize\.Current
SUCCESS Key: 0xE13A6780

5724 78.89556913 WINLOGON.EXE:92 QueryValue
HKCU\AppEvents\Schemes\Apps\.Default\Maximize\.Current\(Default)
SUCCESS ""

5725 78.89562556 WINLOGON.EXE:92 CloseKey
HKCU\AppEvents\Schemes\Apps\.Default\Maximize\.Current
SUCCESS Key: 0xE13A6780

5726 78.89566160 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE13837C0

5727 78.89570769 WINLOGON.EXE:92 OpenKey HKCU SUCCESS
Key: 0xE13A6780

5728 78.89573284 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\Maximize\.Current\Active
NOTFOUND

5729 78.89574625 WINLOGON.EXE:92 QueryValue HKCU\(Default)
NOTFOUND

5730 78.89577083 WINLOGON.EXE:92 CloseKey HKCU SUCCESS
Key: 0xE13A6780

5731 78.89584207 WINLOGON.EXE:92 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE13A6780
5732 78.89588034 WINLOGON.EXE:92 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Software\Microsoft\Wi
ndows\CurrentVersion NOTFOUND
5733 78.89590604 WINLOGON.EXE:92 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\MediaPath
SUCCESS "C:\WINNT\Media"

5734 78.89593398 WINLOGON.EXE:92 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE13A6780
5735 82.44538761 msrll.exe:700QueryValue
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HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\EnableAutodial SUCCESS 00 00 00 00
5736 82.44729959 svchost.exe:472 QueryValue

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5737 82.44732613 svchost.exe:472 QueryValue
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5738 113.45289220 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\EnableAutodial SUCCESS 00 00 00 00
5739 113.45642700 svchost.exe:472 QueryValue

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5740 113.45650271 svchost.exe:472 QueryValue
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5741 144.45316570 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\EnableAutodial SUCCESS 00 00 00 00
5742 144.45560595 svchost.exe:472 QueryValue

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5743 144.45563445 svchost.exe:472 QueryValue
HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5744 154.16794397 SERVICES.EXE:212 OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE12D1860

5745 154.16798336 SERVICES.EXE:212 OpenKey
HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer

Name SUCCESS Key: 0xE1D5B320
5746 154.16801102 SERVICES.EXE:212 QueryValue

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name\ComputerName SUCCESS "AMESDAQ-2KP"
5747 154.16806801 SERVICES.EXE:212 CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName\ActiveComputer
Name SUCCESS Key: 0xE1D5B320
5748 154.16810041 SERVICES.EXE:212 CloseKey

HKLM\System\CurrentControlSet\Control\ComputerName SUCCESS
Key: 0xE12D1860

5749 175.45674073 msrll.exe:700QueryValue
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet

Settings\EnableAutodial SUCCESS 00 00 00 00
5750 175.45871668 svchost.exe:472 QueryValue

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
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"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"
5751 175.45874378 svchost.exe:472 QueryValue

HKLM\SYSTEM\ControlSet001\Services\Tcpip\Linkage\Bind SUCCESS
"\Device\{F41D06F2-FAC3-49BF-86A0-B705D6CBBFF5}"

5752 179.86853636 WINLOGON.EXE:92 OpenKey HKCU
SUCCESS Key: 0xE1C533A0

5753 179.86861654 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\MenuPopup\.Current
SUCCESS Key: 0xE12B0BC0

5754 179.86865118 WINLOGON.EXE:92 QueryValue
HKCU\AppEvents\Schemes\Apps\.Default\MenuPopup\.Current\(Default)
SUCCESS ""

5755 179.86870734 WINLOGON.EXE:92 CloseKey
HKCU\AppEvents\Schemes\Apps\.Default\MenuPopup\.Current
SUCCESS Key: 0xE12B0BC0

5756 179.86874365 WINLOGON.EXE:92 CloseKey HKCU
SUCCESS Key: 0xE1C533A0

5757 179.86878891 WINLOGON.EXE:92 OpenKey HKCU
SUCCESS Key: 0xE1C533A0

5758 179.86881405 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\MenuPopup\.Current\Active
NOTFOUND

5759 179.86882746 WINLOGON.EXE:92 QueryValue
HKCU\(Default) NOTFOUND

5760 179.86885177 WINLOGON.EXE:92 CloseKey HKCU
SUCCESS Key: 0xE1C533A0

5761 179.86890792 WINLOGON.EXE:92 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1C533A0
5762 179.86893111 WINLOGON.EXE:92 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Software\Microsoft\Wi
ndows\CurrentVersion NOTFOUND
5763 179.86895541 WINLOGON.EXE:92 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\MediaPath
SUCCESS "C:\WINNT\Media"

5764 179.86898251 WINLOGON.EXE:92 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1C533A0
5765 180.68814305 WINLOGON.EXE:92 OpenKey HKCU

SUCCESS Key: 0xE1D5B320
5766 180.68819585 WINLOGON.EXE:92 OpenKey

HKCU\AppEvents\Schemes\Apps\.Default\MenuCommand\.Current
SUCCESS Key: 0xE13860C0

5767 180.68822378 WINLOGON.EXE:92 QueryValue
HKCU\AppEvents\Schemes\Apps\.Default\MenuCommand\.Current\(Defa

ult) SUCCESS ""
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5768 180.68827547 WINLOGON.EXE:92 CloseKey
HKCU\AppEvents\Schemes\Apps\.Default\MenuCommand\.Current
SUCCESS Key: 0xE13860C0

5769 180.68830675 WINLOGON.EXE:92 CloseKey HKCU
SUCCESS Key: 0xE1D5B320

5770 180.68835145 WINLOGON.EXE:92 OpenKey HKCU
SUCCESS Key: 0xE1D5B320

5771 180.68837660 WINLOGON.EXE:92 OpenKey
HKCU\AppEvents\Schemes\Apps\.Default\MenuCommand\.Current\Active
NOTFOUND

5772 180.68839000 WINLOGON.EXE:92 QueryValue
HKCU\(Default) NOTFOUND

5773 180.68841403 WINLOGON.EXE:92 CloseKey HKCU
SUCCESS Key: 0xE1D5B320

5774 180.68846767 WINLOGON.EXE:92 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1D5B320
5775 180.68849058 WINLOGON.EXE:92 OpenKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Software\Microsoft\Wi
ndows\CurrentVersion NOTFOUND
5776 180.68851265 WINLOGON.EXE:92 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\MediaPath
SUCCESS "C:\WINNT\Media"

5777 180.68853974 WINLOGON.EXE:92 CloseKey
HKLM\Software\Microsoft\Windows\CurrentVersion SUCCESS Key:

0xE1D5B320
5778 180.95741107 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy SUCCESS Key: 0xE126B860
5779 180.95744152 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B65020
5780 180.95745968 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) BUFOVRFLOW
5781 180.95749236 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B65020
5782 180.95752002 LSASS.EXE:224 OpenKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B65020
5783 180.95753678 LSASS.EXE:224 QueryValue

HKLM\SECURITY\Policy\SecDesc\(Default) SUCCESS NONE
5784 180.95756332 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy\SecDesc SUCCESS Key: 0xE1B65020
5785 180.95787202 LSASS.EXE:224 CloseKey

HKLM\SECURITY\Policy SUCCESS Key: 0xE126B860
5786 181.02914672 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5787 181.02919058 explorer.exe:848 OpenKey
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HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5788 181.02923416 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1AE8F20

5789 181.02928389 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
5790 181.02934060 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5791 181.02936574 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\ShellFolder\WantsFORPARSING SUCCESS ""
5792 181.02940849 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1AE8F20

5793 181.02945039 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5794 181.02947470 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5795 181.02950291 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 NOTFOUND
5796 181.02953811 explorer.exe:848 OpenKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 SUCCESS Key: 0xE1AE8F20
5797 181.02956325 explorer.exe:848 QueryKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\InProcServer32
5798 181.02960600 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 NOTFOUND
5799 181.02963002 explorer.exe:848 QueryValue

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32\(Default) SUCCESS "mydocs.dll"
5800 181.02970294 explorer.exe:848 QueryKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
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98A8-0800361B1103}\InProcServer32
5801 181.02974512 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 NOTFOUND
5802 181.02976607 explorer.exe:848 QueryValue

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32\LoadWithoutCOM SUCCESS ""
5803 181.02979708 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 SUCCESS Key: 0xE1AE8F20
5804 181.02998817 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5805 181.02999348 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5806 181.03008678 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5807 181.03012115 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1AE8F20

5808 181.03014517 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5809 181.03019825 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5810 181.03022172 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\SortOrderIndex SUCCESS 0x48
5811 181.03025161 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1AE8F20

5812 181.03030665 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na

meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1AE8F20
5813 181.03032927 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103}\(Default) SUCCESS

""
5814 181.03036112 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
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meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1AE8F20
5815 181.03041141 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1AE8F20
5816 181.03043180 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\(Default) NOTFOUND
5817 181.03046281 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1AE8F20
5818 181.03049270 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5819 181.03052148 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5820 181.03055556 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1AE8F20

5821 181.03058042 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
5822 181.03062205 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5823 181.03064384 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\ShellFolder\Attributes SUCCESS 0xF0400174
5824 181.03067317 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1AE8F20

5825 181.03070642 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

5826 181.03074218 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1AE8F20

5827 181.03079972 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{45

0D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5828 181.03083101 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1AE8F20
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5829 181.03086677 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5830 181.03090952 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1AE8F20
5831 181.03093354 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
5832 181.03096483 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1AE8F20
5833 181.03098941 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5834 181.03101763 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5835 181.03105171 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1AE8F20

5836 181.03107630 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
5837 181.03111736 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5838 181.03113636 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\ShellFolder\HideFolderVerbs NOTFOUND
5839 181.03116513 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1AE8F20

5840 181.03120620 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1AE8F20

5841 181.03122995 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\CLS

ID\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5842 181.03125258 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
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1017062266-500_Classes
5843 181.03127772 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5844 181.03130957 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE12D0C00

5845 181.03133359 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5846 181.03137270 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5847 181.03140455 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1E330A0

5848 181.03142885 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5849 181.03146685 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5850 181.03149953 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1B7C2C0

5851 181.03152887 explorer.exe:848 CloseKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1E330A0

5852 181.03155876 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1AE8F20

5853 181.03158642 explorer.exe:848 CloseKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE12D0C00

5854 181.03161212 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5855 181.03168531 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND
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5856 181.03170738 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\LocalizedString SUCCESS
"@C:\WINNT\system32\shell32.dll,-9227@1033,My Documents"

5857 181.03174510 explorer.exe:848 OpenKey
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE12D0C00

5858 181.03177080 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache\@C

:\WINNT\system32\shell32.dll,-9227 SUCCESS "My Documents"
5859 181.03180013 explorer.exe:848 CloseKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE12D0C00

5860 181.03182863 explorer.exe:848 CloseKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1B7C2C0

5861 181.03185684 explorer.exe:848 QueryKey HKCU SUCCESS
Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-

1017062266-500_Classes
5862 181.03188590 explorer.exe:848 OpenKey

HKCU\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 NOTFOUND
5863 181.03192054 explorer.exe:848 OpenKey

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 SUCCESS Key: 0xE1B7C2C0
5864 181.03194568 explorer.exe:848 QueryKey

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{F3364BA0-65B9-11CE-
A9BA-00AA004AE837}\InProcServer32
5865 181.03198675 explorer.exe:848 OpenKey

HKCU\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 NOTFOUND
5866 181.03200798 explorer.exe:848 QueryValue

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
5867 181.03205212 explorer.exe:848 QueryKey

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{F3364BA0-65B9-11CE-
A9BA-00AA004AE837}\InProcServer32
5868 181.03209346 explorer.exe:848 OpenKey

HKCU\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 NOTFOUND
5869 181.03211190 explorer.exe:848 QueryValue
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HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32\LoadWithoutCOM NOTFOUND
5870 181.03214152 explorer.exe:848 CloseKey

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 SUCCESS Key: 0xE1B7C2C0
5871 181.03220772 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5872 181.03223594 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5873 181.03227058 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1B7C2C0

5874 181.03229517 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
5875 181.03233595 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5876 181.03235719 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\ShellFolder\Attributes SUCCESS 0xF0400174
5877 181.03238708 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1B7C2C0

5878 181.03241753 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
NOTFOUND

5879 181.03245273 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1B7C2C0

5880 181.03247340 explorer.exe:848 QueryValue
HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum\{45

0D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5881 181.03250273 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
SUCCESS Key: 0xE1B7C2C0

5882 181.03253793 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5883 181.03257984 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
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0xE1B7C2C0
5884 181.03263683 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder\Attributes SUCCESS

0xF0400174
5885 181.03266868 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder SUCCESS Key:
0xE1B7C2C0
5886 181.03284328 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5887 181.03287485 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5888 181.03291089 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1B7C2C0

5889 181.03294469 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
5890 181.03298743 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5891 181.03300755 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\ShellFolder\WantsFORPARSING SUCCESS ""
5892 181.03304079 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1B7C2C0

5893 181.03307711 explorer.exe:848 OpenKey
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\

Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5894 181.03310058 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5895 181.03312823 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 NOTFOUND
5896 181.03316204 explorer.exe:848 OpenKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 SUCCESS Key: 0xE1B7C2C0
5897 181.03318746 explorer.exe:848 QueryKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
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0800361B1103}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\InProcServer32
5898 181.03322908 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 NOTFOUND
5899 181.03325143 explorer.exe:848 QueryValue

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32\(Default) SUCCESS "mydocs.dll"
5900 181.03327574 explorer.exe:848 QueryKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\InProcServer32
5901 181.03331569 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 NOTFOUND
5902 181.03333608 explorer.exe:848 QueryValue

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32\LoadWithoutCOM SUCCESS ""
5903 181.03336569 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-
0800361B1103}\InProcServer32 SUCCESS Key: 0xE1B7C2C0
5904 181.03342296 explorer.exe:848 OpenKey

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\
Objects\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5905 181.03345313 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5906 181.03347856 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5907 181.03351124 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1B7C2C0

5908 181.03353415 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5909 181.03360818 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5910 181.03363109 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\SortOrderIndex SUCCESS 0x48
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5911 181.03369143 explorer.exe:848 CloseKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1B7C2C0

5912 181.03374256 explorer.exe:848 OpenKey
HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na

meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1B7C2C0
5913 181.03376491 explorer.exe:848 QueryValue

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103}\(Default) SUCCESS

""
5914 181.03379647 explorer.exe:848 CloseKey

HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\Na
meSpace\{450D8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key:
0xE1B7C2C0
5915 181.03453316 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1B7C2C0
5916 181.03455746 explorer.exe:848 QueryValue

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103}\(Default) NOTFOUND
5917 181.03459713 explorer.exe:848 CloseKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D
8FBA-AD25-11D0-98A8-0800361B1103} SUCCESS Key: 0xE1B7C2C0
5918 181.03462842 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5919 181.03466083 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5920 181.03469687 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Key: 0xE1B7C2C0

5921 181.03472201 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}\ShellFolder
5922 181.03476699 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
NOTFOUND

5923 181.03478738 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\ShellFolder\HideFolderVerbs NOTFOUND
5924 181.03481672 explorer.exe:848 CloseKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
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SUCCESS Key: 0xE1B7C2C0
5925 181.03485750 explorer.exe:848 OpenKey

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1B7C2C0

5926 181.03488181 explorer.exe:848 OpenKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\CLS

ID\{450D8FBA-AD25-11D0-98A8-0800361B1103} NOTFOUND
5927 181.03490444 explorer.exe:848 QueryKey HKCU SUCCESS

Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-
1017062266-500_Classes
5928 181.03492986 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5929 181.03496171 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE12D0C00

5930 181.03498601 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5931 181.03502540 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5932 181.03505781 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1AE8F20

5933 181.03508155 explorer.exe:848 QueryKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5934 181.03512011 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5935 181.03515139 explorer.exe:848 OpenKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1E330A0

5936 181.03518101 explorer.exe:848 CloseKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1AE8F20

5937 181.03521090 explorer.exe:848 CloseKey
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SUCCESS Key: 0xE1B7C2C0

5938 181.03523856 explorer.exe:848 CloseKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
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SUCCESS Key: 0xE12D0C00
5939 181.03531454 explorer.exe:848 QueryKey

HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Name:

\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{450D8FBA-AD25-11D0-
98A8-0800361B1103}
5940 181.03535561 explorer.exe:848 OpenKey

HKCU\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
NOTFOUND

5941 181.03537796 explorer.exe:848 QueryValue
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-

0800361B1103}\LocalizedString SUCCESS
"@C:\WINNT\system32\shell32.dll,-9227@1033,My Documents"

5942 181.03541428 explorer.exe:848 OpenKey
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE12D0C00

5943 181.03543774 explorer.exe:848 QueryValue
HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache\@C

:\WINNT\system32\shell32.dll,-9227 SUCCESS "My Documents"
5944 181.03546708 explorer.exe:848 CloseKey

HKCU\SOFTWARE\MICROSOFT\Windows\ShellNoRoam\MUICache
SUCCESS Key: 0xE12D0C00

5945 181.03549557 explorer.exe:848 CloseKey
HKCR\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
SUCCESS Key: 0xE1E330A0

5946 181.03552742 explorer.exe:848 QueryKey HKCU SUCCESS
Name: \REGISTRY\USER\S-1-5-21-1645522239-725345543-

1017062266-500_Classes
5947 181.03555647 explorer.exe:848 OpenKey

HKCU\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 NOTFOUND
5948 181.03559112 explorer.exe:848 OpenKey

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 SUCCESS Key: 0xE1E330A0
5949 181.03561626 explorer.exe:848 QueryKey

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{F3364BA0-65B9-11CE-
A9BA-00AA004AE837}\InProcServer32
5950 181.03565733 explorer.exe:848 OpenKey

HKCU\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 NOTFOUND
5951 181.03567856 explorer.exe:848 QueryValue

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32\(Default) SUCCESS

"%SystemRoot%\system32\shell32.dll"
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5952 181.03570705 explorer.exe:848 QueryKey
HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-

00AA004AE837}\InProcServer32 SUCCESS Name:
\REGISTRY\MACHINE\SOFTWARE\CLASSES\CLSID\{F3364BA0-65B9-11CE-
A9BA-00AA004AE837}\InProcServer32
5953 181.03574700 explorer.exe:848 OpenKey

HKCU\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 NOTFOUND
5954 181.03576516 explorer.exe:848 QueryValue

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32\LoadWithoutCOM NOTFOUND
5955 181.03579477 explorer.exe:848 CloseKey

HKCR\CLSID\{F3364BA0-65B9-11CE-A9BA-
00AA004AE837}\InProcServer32 SUCCESS Key: 0xE1E330A0

Complete Filemon log
1 3:37:09 PM explorer.exe:848 SET INFORMATION

C:\Documents and Settings\Administrator\ntuser.dat.LOG SUCCESS
Length: 4096

2 3:37:09 PM explorer.exe:848 SET INFORMATION
C:\Documents and Settings\Administrator\ntuser.dat.LOG SUCCESS
Length: 4096

3 3:37:09 PM explorer.exe:848 SET INFORMATION
C:\Documents and Settings\Administrator\ntuser.dat.LOG SUCCESS
Length: 4096

4 3:37:09 PM explorer.exe:848 QUERY INFORMATION
C:\Documents and Settings\Administrator\Desktop SUCCESS
Attributes: D

5 3:37:09 PM explorer.exe:848 OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Options: Open
Access: All
6 3:37:09 PM explorer.exe:848 QUERY INFORMATION

C:\Documents and Settings\Administrator\Desktop\msrll.exe SUCCESS
Attributes: A

7 3:37:09 PM explorer.exe:848 SET INFORMATION
C:\Documents and Settings\Administrator\Desktop\msrll.exe SUCCESS
FileBasicInformation

8 3:37:09 PM explorer.exe:848 READ C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Offset: 0 Length: 64
9 3:37:09 PM explorer.exe:848 READ C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Offset: 128 Length:
64
10 3:37:09 PM explorer.exe:848 READ C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Offset: 200 Length:
4
11 3:37:09 PM explorer.exe:848 READ C:\Documents and
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Settings\Administrator\Desktop\msrll.exe SUCCESS Offset: 220 Length:
4
12 3:37:09 PM explorer.exe:848 CLOSE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS
13 3:37:09 PM explorer.exe:848 OPEN

C:\WINNT\AppPatch\LayerStorage.dat FILE NOT FOUND Options:
Open Access: All
14 3:37:09 PM explorer.exe:848 OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Options: Open
Access: Execute
15 3:37:09 PM explorer.exe:848 QUERY INFORMATION

C:\Documents and Settings\Administrator\Desktop\msrll.exe SUCCESS
Length: 41984

16 3:37:09 PM explorer.exe:848 CLOSE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS
17 3:37:09 PM explorer.exe:848 QUERY INFORMATION

C:\Documents and Settings\Administrator\Desktop\msrll.exe SUCCESS
Attributes: A

18 3:37:09 PM explorer.exe:848 QUERY INFORMATION
C:\Documents and Settings\Administrator\Desktop\msrll.exe SUCCESS
Attributes: A

19 3:37:09 PM explorer.exe:848 OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Options: Open
Access: Execute
20 3:37:09 PM explorer.exe:848 CLOSE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS
21 3:37:09 PM explorer.exe:848 QUERY INFORMATION

C:\Documents and Settings\Administrator\Desktop SUCCESS
Attributes: D

22 3:37:09 PM explorer.exe:848 SET INFORMATION
C:\Documents and Settings\Administrator\ntuser.dat.LOG SUCCESS
Length: 4096

23 3:37:09 PM explorer.exe:848 SET INFORMATION
C:\Documents and Settings\Administrator\ntuser.dat.LOG SUCCESS
Length: 8192

24 3:37:09 PM explorer.exe:848 SET INFORMATION
C:\Documents and Settings\Administrator\ntuser.dat.LOG SUCCESS
Length: 8192

25 3:37:09 PM explorer.exe:848 SET INFORMATION
C:\Documents and Settings\Administrator\ntuser.dat.LOG SUCCESS
Length: 8192

26 3:37:09 PM msrll.exe:700OPEN C:\Documents and
Settings\Administrator\Desktop SUCCESS Options: Open Directory Access:
Traverse
27 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\ws2_32.dll FILE NOT FOUND Attributes:
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Error
28 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\ws2_32.dll FILE NOT FOUND Attributes:
Error
29 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\ws2_32.dll SUCCESS Attributes: A
30 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\ws2_32.dll

SUCCESS Options: Open Access: Execute
31 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\ws2_32.dll

SUCCESS
32 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\WS2HELP.DLLFILE NOT FOUND Attributes:
Error
33 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\WS2HELP.DLLFILE NOT FOUND Attributes:
Error
34 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\WS2HELP.DLL SUCCESS Attributes: A
35 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\WS2HELP.DLL

SUCCESS Options: Open Access: Execute
36 3:37:09 PM msrll.exe:700CLOSE

C:\WINNT\system32\WS2HELP.DLL SUCCESS
37 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\msrll.exe.Local FILE NOT FOUND Attributes:
Error
38 3:37:09 PM msrll.exe:700SET INFORMATION

C:\WINNT\system32\config\software.LOG SUCCESS Length: 4096
39 3:37:09 PM msrll.exe:700SET INFORMATION

C:\WINNT\system32\config\software.LOG SUCCESS Length: 4096
40 3:37:09 PM msrll.exe:700SET INFORMATION

C:\WINNT\system32\config\software.LOG SUCCESS Length: 4096
41 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\ole32.dll SUCCESS Attributes: A
42 3:37:09 PM msrll.exe:700CREATE C:\WINNT\system32\mfm

SUCCESS Options: Create Directory Access: All
43 3:37:09 PM WINLOGON.EXE:92 DIRECTORY

C:\WINNT\system32 SUCCESS Change Notify
44 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\mfm

SUCCESS
45 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\mfm SUCCESS

Options: Open Directory Access: Traverse
46 3:37:09 PM msrll.exe:700CLOSE C:\Documents and
Settings\Administrator\Desktop SUCCESS
47 3:37:09 PM SERVICES.EXE:212 SET INFORMATION

C:\WINNT\system32\config\system SUCCESS Length: 2342912
48 3:37:09 PM SERVICES.EXE:212 SET INFORMATION
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C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Length:
2342912
49 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\system SUCCESS
50 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 0 Length:
512
51 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\system SUCCESS
52 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 4096
Length: 512
53 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 4608
Length: 512
54 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 634368
Length: 512
55 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 795136
Length: 2560
56 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 1739264
Length: 512
57 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 1822208
Length: 512
58 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 1905152
Length: 512
59 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 2001408
Length: 1024
60 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 2322944
Length: 1024
61 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 2330624
Length: 512
62 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 2335232
Length: 1024
63 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 2338816
Length: 4096
64 3:37:09 PM WINLOGON.EXE:92 DIRECTORYC:\WINNT
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Change Notify
65 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\system SUCCESS
66 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\system SUCCESS Offset: 0 Length:
512
67 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\system SUCCESS
68 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS
69 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset: 0
Length: 512
70 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS
71 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset: 4096
Length: 512
72 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset: 4608
Length: 512
73 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
634368 Length: 512
74 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
795136 Length: 2560
75 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
1739264 Length: 512
76 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
1822208 Length: 512
77 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
1905152 Length: 512
78 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
2001408 Length: 1024
79 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
2322944 Length: 1024
80 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
2330624 Length: 512
81 3:37:09 PM SERVICES.EXE:212 WRITE
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C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
2335232 Length: 1024
82 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset:
2338816 Length: 4096
83 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS
84 3:37:09 PM SERVICES.EXE:212 WRITE

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS Offset: 0
Length: 512
85 3:37:09 PM SERVICES.EXE:212 FLUSH

C:\WINNT\system32\config\SYSTEM.ALT SUCCESS
86 3:37:09 PM msrll.exe:700OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Options: Open
Sequential Access: All
87 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Length: 41984
88 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Attributes: A
89 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Attributes: A
90 3:37:09 PM msrll.exe:700CREATE

C:\WINNT\system32\mfm\msrll.exe SUCCESS Options: OverwriteIf
Sequential Access: All
91 3:37:09 PM msrll.exe:700SET INFORMATION

C:\WINNT\system32\mfm\msrll.exe SUCCESS Length: 41984
92 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Length: 41984
93 3:37:09 PM msrll.exe:700WRITE

C:\WINNT\system32\mfm\msrll.exe SUCCESS Offset: 0 Length:
41984
94 3:37:09 PM msrll.exe:700SET INFORMATION

C:\WINNT\system32\mfm\msrll.exe SUCCESS
FileBasicInformation

95 3:37:09 PM msrll.exe:700CLOSE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS
96 3:37:09 PM msrll.exe:700CLOSE

C:\WINNT\system32\mfm\msrll.exe SUCCESS
97 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\rpcss.dll SUCCESS Attributes: A
98 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\rpcss.dll

SUCCESS Options: Open Access: Execute
99 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\rpcss.dll SUCCESS Length: 211728
100 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\rpcss.dll

SUCCESS
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101 3:37:09 PM msrll.exe:700QUERY INFORMATION
C:\WINNT\system32\mfm SUCCESS Attributes: D

102 3:37:09 PM msrll.exe:700OPEN C:\ SUCCESS Options: Open
Directory Access: All
103 3:37:09 PM msrll.exe:700CLOSE C:\ SUCCESS
104 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\mfm\msrll.exe SUCCESS Attributes: A
105 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\shell32.dll SUCCESS Attributes: A
106 3:37:09 PM msrll.exe:700OPEN C:\ SUCCESS Options: Open
Directory Access: All
107 3:37:09 PM msrll.exe:700DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: WINNT
108 3:37:09 PM msrll.exe:700CLOSE C:\ SUCCESS
109 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\SHELL32.dllSUCCESS Attributes: A
110 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\SHELL32.dllSUCCESS Attributes: A
111 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\SHELL32.dllSUCCESS Attributes: A
112 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\SHELL32.dllSUCCESS Attributes: A
113 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\SHELL32.dllSUCCESS Attributes: A
114 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\SHELL32.dllSUCCESS Attributes: A
115 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\System32\~CLBCATQ.DLL FILE NOT FOUND Attributes:
Error
116 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\CLBCATQ.DLL FILE NOT FOUND Attributes:
Error
117 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\mfm\CLBCATQ.DLL FILE NOT FOUND
Attributes: Error

118 3:37:09 PM msrll.exe:700QUERY INFORMATION
C:\WINNT\system32\CLBCATQ.DLL SUCCESS Attributes: A

119 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\CLBCATQ.DLL
SUCCESS Options: Open Access: Execute

120 3:37:09 PM msrll.exe:700CLOSE
C:\WINNT\system32\CLBCATQ.DLL SUCCESS

121 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\cscui.dll FILE NOT FOUND Attributes: Error
122 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\mfm\cscui.dll FILE NOT FOUND Attributes:
Error



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

123 3:37:09 PM msrll.exe:700QUERY INFORMATION
C:\WINNT\system32\cscui.dll SUCCESS Attributes: A

124 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\cscui.dll
SUCCESS Options: Open Access: Execute

125 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\cscui.dll
SUCCESS

126 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\CSCDLL.DLL FILE NOT FOUND Attributes:
Error
127 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\mfm\CSCDLL.DLL FILE NOT FOUND Attributes:
Error
128 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\CSCDLL.DLL SUCCESS Attributes: A
129 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\CSCDLL.DLL

SUCCESS Options: Open Access: Execute
130 3:37:09 PM msrll.exe:700CLOSE

C:\WINNT\system32\CSCDLL.DLL SUCCESS
131 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\System32\shell32.dll SUCCESS Attributes: A
132 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\System32\shell32.dll SUCCESS Attributes: A
133 3:37:09 PM msrll.exe:700OPEN C:\WINNT\System32\shell32.dll

SUCCESS Options: Open Access: All
134 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\System32\shell32.dll SUCCESS Attributes: A
135 3:37:09 PM msrll.exe:700SET INFORMATION

C:\WINNT\System32\shell32.dll SUCCESS FileBasicInformation
136 3:37:09 PM msrll.exe:700READ C:\WINNT\System32\shell32.dll

SUCCESS Offset: 0 Length: 12
137 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\System32\shell32.dll SUCCESS Length: 2358544
138 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\System32\shell32.dll SUCCESS Length: 2358544
139 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\System32\shell32.dll

SUCCESS
140 3:37:09 PM msrll.exe:700OPEN C:\WINNT\ SUCCESS Options:
Open Directory Access: All
141 3:37:09 PM msrll.exe:700DIRECTORYC:\WINNT\ SUCCESS

FileBothDirectoryInformation: system32
142 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\ SUCCESS
143 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\ SUCCESS

Options: Open Directory Access: All
144 3:37:09 PM msrll.exe:700DIRECTORYC:\WINNT\system32\

SUCCESS FileBothDirectoryInformation: mfm
145 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

SUCCESS
146 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\mfm\ SUCCESS

Options: Open Directory Access: All
147 3:37:09 PM msrll.exe:700DIRECTORYC:\WINNT\system32\mfm\

SUCCESS FileBothDirectoryInformation: msrll.exe
148 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\mfm\

SUCCESS
149 3:37:09 PM WINLOGON.EXE:92 DIRECTORY

C:\WINNT\system32 Change Notify
150 3:37:09 PM msrll.exe:700OPEN C:\ SUCCESS Options: Open
Directory Access: All
151 3:37:09 PM msrll.exe:700DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: WINNT
152 3:37:09 PM msrll.exe:700CLOSE C:\ SUCCESS
153 3:37:09 PM msrll.exe:700OPEN C:\WINNT\ SUCCESS Options:
Open Directory Access: All
154 3:37:09 PM msrll.exe:700DIRECTORYC:\WINNT\ SUCCESS

FileBothDirectoryInformation: system32
155 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\ SUCCESS
156 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\ SUCCESS

Options: Open Directory Access: All
157 3:37:09 PM msrll.exe:700DIRECTORYC:\WINNT\system32\

SUCCESS FileBothDirectoryInformation: mfm
158 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\

SUCCESS
159 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\mfm\ SUCCESS

Options: Open Directory Access: All
160 3:37:09 PM msrll.exe:700DIRECTORYC:\WINNT\system32\mfm\

SUCCESS FileBothDirectoryInformation: msrll.exe
161 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\mfm\

SUCCESS
162 3:37:09 PM msrll.exe:700QUERY INFORMATION C:\Documents and
Settings\Administrator\Desktop\MSI.DLLFILE NOT FOUND Attributes: Error
163 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\mfm\MSI.DLL FILE NOT FOUND Attributes:
Error
164 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\MSI.DLL SUCCESS Attributes: A
165 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\MSI.DLL

SUCCESS Options: Open Access: Execute
166 3:37:09 PM msrll.exe:700CLOSE C:\WINNT\system32\MSI.DLL

SUCCESS
167 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\mfm\msrll.exe

SUCCESS Options: Open Access: All
168 3:37:09 PM msrll.exe:700QUERY INFORMATION

C:\WINNT\system32\mfm\msrll.exe SUCCESS Attributes: A
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169 3:37:09 PM msrll.exe:700SET INFORMATION
C:\WINNT\system32\mfm\msrll.exe SUCCESS
FileBasicInformation

170 3:37:09 PM msrll.exe:700READ
C:\WINNT\system32\mfm\msrll.exe SUCCESS Offset: 0 Length: 64

171 3:37:09 PM msrll.exe:700READ C:\WINNT\system32\mfm\msrll.exe
SUCCESS Offset: 128 Length: 64

172 3:37:09 PM msrll.exe:700READ C:\WINNT\system32\mfm\msrll.exe
SUCCESS Offset: 200 Length: 4

173 3:37:09 PM msrll.exe:700READ C:\WINNT\system32\mfm\msrll.exe
SUCCESS Offset: 220 Length: 4

174 3:37:09 PM msrll.exe:700CLOSE
C:\WINNT\system32\mfm\msrll.exe SUCCESS

175 3:37:09 PM msrll.exe:700QUERY INFORMATION
C:\WINNT\system32\mfm\msrll.exe SUCCESS Attributes: A

176 3:37:09 PM msrll.exe:700QUERY INFORMATION
C:\WINNT\system32\mfm\msrll.exe SUCCESS Attributes: A

177 3:37:09 PM msrll.exe:700OPEN C:\WINNT\system32\mfm\msrll.exe
SUCCESS Options: Open Access: Execute

178 3:37:10 PM msrll.exe:700QUERY INFORMATION
C:\WINNT\system32\mfm\msrll.exe SUCCESS Length: 41984

179 3:37:10 PM msrll.exe:700CLOSE
C:\WINNT\system32\mfm\msrll.exe SUCCESS

180 3:37:10 PM msrll.exe:700QUERY INFORMATION
C:\WINNT\system32\mfm SUCCESS Attributes: D

181 3:37:10 PM msrll.exe:112OPEN C:\WINNT\system32\mfm SUCCESS
Options: Open Directory Access: Traverse

182 3:37:10 PM msrll.exe:700CLOSE C:\WINNT\system32\mfm
SUCCESS

183 3:37:10 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\ws2_32.dll FILE NOT FOUND Attributes:

Error
184 3:37:10 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\ws2_32.dll FILE NOT FOUND Attributes:
Error
185 3:37:10 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\ws2_32.dll SUCCESS Attributes: A
186 3:37:10 PM msrll.exe:112OPEN C:\WINNT\system32\ws2_32.dll

SUCCESS Options: Open Access: Execute
187 3:37:10 PM msrll.exe:112CLOSE C:\WINNT\system32\ws2_32.dll

SUCCESS
188 3:37:10 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\WS2HELP.DLL FILE NOT FOUND
Attributes: Error

189 3:37:10 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\WS2HELP.DLL FILE NOT FOUND
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Attributes: Error
190 3:37:10 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\WS2HELP.DLL SUCCESS Attributes: A
191 3:37:10 PM msrll.exe:112OPEN C:\WINNT\system32\WS2HELP.DLL

SUCCESS Options: Open Access: Execute
192 3:37:10 PM msrll.exe:112CLOSE

C:\WINNT\system32\WS2HELP.DLL SUCCESS
193 3:37:10 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\msrll.exe.Local FILE NOT FOUND
Attributes: Error

194 3:37:10 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\ole32.dll SUCCESS Attributes: A

195 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS Options: Open
Access: All
196 3:37:10 PM msrll.exe:112DELETE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS
197 3:37:10 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Desktop\msrll.exe SUCCESS
198 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
199 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
200 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
201 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
202 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
203 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
204 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
205 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
206 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
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207 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
208 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
209 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
210 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
211 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
212 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
213 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
214 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
215 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
216 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
217 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
218 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
219 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
220 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
221 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
222 3:37:10 PM msrll.exe:112OPEN C:\Documents and
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Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
223 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
224 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
225 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
226 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
227 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
228 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
229 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
230 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
231 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
232 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
233 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
234 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
235 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
236 3:37:10 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Desktop\msrll.exe FILE NOT FOUND Options:
Open Access: All
237 3:37:10 PM msrll.exe:112CREATE C:\WINNT\system32\mfm NAME
COLLISION Options: Create Directory Access: All
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238 3:37:10 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\Administrator\Desktop Change Notify
239 3:37:10 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\Administrator\Desktop Change Notify
240 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\System32\docprop2.dll SUCCESS Attributes: A
241 3:37:10 PM explorer.exe:848 OPEN

C:\WINNT\System32\docprop2.dll SUCCESS Options: Open
Access: Execute
242 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\System32\docprop2.dll SUCCESS Length: 304912
243 3:37:10 PM explorer.exe:848 CLOSE

C:\WINNT\System32\docprop2.dll SUCCESS
244 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\System32\docprop2.dll SUCCESS Attributes: A
245 3:37:10 PM explorer.exe:848 OPEN

C:\WINNT\System32\docprop2.dll SUCCESS Options: Open
Access: Execute
246 3:37:10 PM explorer.exe:848 CLOSE

C:\WINNT\System32\docprop2.dll SUCCESS
247 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\System32\MSVFW32.DLL SUCCESS Attributes: A
248 3:37:10 PM explorer.exe:848 OPEN

C:\WINNT\System32\MSVFW32.DLL SUCCESS Options: Open
Access: Execute
249 3:37:10 PM explorer.exe:848 CLOSE

C:\WINNT\System32\MSVFW32.DLL SUCCESS
250 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\System32\AVIFIL32.DLL SUCCESS Attributes: A
251 3:37:10 PM explorer.exe:848 OPEN

C:\WINNT\System32\AVIFIL32.DLL SUCCESS Options: Open
Access: Execute
252 3:37:10 PM explorer.exe:848 CLOSE

C:\WINNT\System32\AVIFIL32.DLL SUCCESS
253 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\system32\faxshell.dll SUCCESS Attributes: A
254 3:37:10 PM explorer.exe:848 OPEN C:\WINNT\system32\faxshell.dll

SUCCESS Options: Open Access: Execute
255 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\system32\faxshell.dll SUCCESS Length: 8464
256 3:37:10 PM explorer.exe:848 CLOSE

C:\WINNT\system32\faxshell.dll SUCCESS
257 3:37:10 PM explorer.exe:848 QUERY INFORMATION

C:\WINNT\system32\faxshell.dll SUCCESS Attributes: A
258 3:37:10 PM explorer.exe:848 OPEN C:\WINNT\system32\faxshell.dll

SUCCESS Options: Open Access: Execute
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259 3:37:10 PM explorer.exe:848 CLOSE
C:\WINNT\system32\faxshell.dll SUCCESS

260 3:37:10 PM explorer.exe:848 QUERY INFORMATION
C:\Documents and Settings\Administrator\Desktop\msrll.exe FILE NOT

FOUND Attributes: Error
261 3:37:10 PM explorer.exe:848 OPEN C:\Documents and
Settings\Administrator\Desktop\ SUCCESS Options: Open Directory Access:
All
262 3:37:10 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\Administrator\Desktop\ NO SUCH FILE

FileBothDirectoryInformation: msrll.exe
263 3:37:10 PM explorer.exe:848 CLOSE C:\Documents and
Settings\Administrator\Desktop\ SUCCESS
264 3:37:12 PM explorer.exe:848 OPEN C:\Documents and
Settings\Administrator\Desktop\ SUCCESS Options: Open Directory Access:
All
265 3:37:12 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\Administrator\Desktop\ SUCCESS FileBothDirectoryInformation: *
266 3:37:12 PM explorer.exe:848 OPEN C:\Documents and Settings\All
Users\Desktop\ SUCCESS Options: Open Directory Access: All
267 3:37:12 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\All Users\Desktop\ SUCCESS FileBothDirectoryInformation: *
268 3:37:12 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\Administrator\Desktop\ SUCCESS FileBothDirectoryInformation
269 3:37:12 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\Administrator\Desktop\ NO MORE FILES

FileBothDirectoryInformation
270 3:37:12 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\All Users\Desktop\ SUCCESS FileBothDirectoryInformation
271 3:37:12 PM explorer.exe:848 DIRECTORYC:\Documents and
Settings\All Users\Desktop\ NO MORE FILES

FileBothDirectoryInformation
272 3:37:12 PM explorer.exe:848 CLOSE C:\Documents and
Settings\Administrator\Desktop\ SUCCESS
273 3:37:12 PM explorer.exe:848 CLOSE C:\Documents and
Settings\All Users\Desktop\ SUCCESS
274 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\libssl32.dll FILE NOT FOUND Attributes:
Error
275 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\libssl32.dll FILE NOT FOUND Attributes:
Error
276 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\libssl32.dll FILE NOT FOUND Attributes: Error
277 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system\libssl32.dll FILE NOT FOUND Attributes: Error
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278 3:37:25 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\libssl32.dll FILE NOT FOUND Attributes: Error

279 3:37:25 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\libssl32.dll FILE NOT FOUND Attributes: Error

280 3:37:25 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\libssl32.dll FILE NOT FOUND Attributes: Error

281 3:37:25 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\System32\Wbem\libssl32.dll FILE NOT FOUND Attributes:

Error
282 3:37:25 PM msrll.exe:112OPEN C:\WINNT\system32\mfm\jtram.conf

FILE NOT FOUND Options: Open Access: All
283 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\msafd.dll SUCCESS Attributes: A
284 3:37:25 PM msrll.exe:112OPEN C:\WINNT\system32\msafd.dll

SUCCESS Options: Open Access: Execute
285 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\msafd.dll SUCCESS Length: 108816
286 3:37:25 PM msrll.exe:112CLOSE C:\WINNT\system32\msafd.dll

SUCCESS
287 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\msafd.dll SUCCESS Attributes: A
288 3:37:25 PM msrll.exe:112OPEN C:\WINNT\system32\msafd.dll

SUCCESS Options: Open Access: Execute
289 3:37:25 PM msrll.exe:112CLOSE C:\WINNT\system32\msafd.dll

SUCCESS
290 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\msafd.dll SUCCESS Attributes: A
291 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\wshtcpip.dll SUCCESS Attributes: A
292 3:37:25 PM msrll.exe:112OPEN C:\WINNT\System32\wshtcpip.dll

SUCCESS Options: Open Access: Execute
293 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\wshtcpip.dll SUCCESS Length: 17680
294 3:37:25 PM msrll.exe:112CLOSE C:\WINNT\System32\wshtcpip.dll

SUCCESS
295 3:37:25 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\wshtcpip.dll SUCCESS Attributes: A
296 3:37:25 PM msrll.exe:112OPEN C:\WINNT\System32\wshtcpip.dll

SUCCESS Options: Open Access: Execute
297 3:37:25 PM msrll.exe:112CLOSE C:\WINNT\System32\wshtcpip.dll

SUCCESS
298 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files SUCCESS

Attributes: DS
299 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files SUCCESS
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Attributes: DS
300 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files SUCCESS

Attributes: DS
301 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files SUCCESS

Options: Open Access: All
302 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files SUCCESS

FileBasicInformation
303 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files SUCCESS

304 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\desktop.ini

SUCCESS Attributes: HS
305 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Cookies SUCCESS Attributes: DS
306 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Cookies SUCCESS Attributes: DS
307 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History SUCCESS Attributes: DS
308 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History SUCCESS Attributes: DS
309 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History SUCCESS Attributes: DS
310 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\History SUCCESS Options: Open
Access: All
311 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History SUCCESS

FileBasicInformation
312 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\History SUCCESS
313 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\desktop.ini SUCCESS

Attributes: HS
314 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS Options: Open Directory Access: All
315 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS
316 3:37:26 PM msrll.exe:112OPEN C:\ SUCCESS Options: Open
Directory Access: All
317 3:37:26 PM msrll.exe:112CLOSE C:\ SUCCESS
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318 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS Attributes: DS
319 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS Options: Open Access: All
320 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS FileBasicInformation
321 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS
322 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Options: OpenIf Access: All
323 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS FileBasicInformation
324 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Length: 98304
325 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS
326 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Options: OpenIf Access: All
327 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Cookies\ SUCCESS Options: Open Directory Access:
All
328 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Cookies\ SUCCESS
329 3:37:26 PM msrll.exe:112OPEN C:\ SUCCESS Options: Open
Directory Access: All
330 3:37:26 PM msrll.exe:112CLOSE C:\ SUCCESS
331 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Cookies\ SUCCESS Attributes: DS
332 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Cookies\ SUCCESS Options: Open Access: All
333 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Cookies\ SUCCESS FileBasicInformation
334 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Cookies\ SUCCESS
335 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Cookies\index.dat SUCCESS Options: OpenIf
Access: All
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336 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Cookies\index.dat SUCCESS

FileBasicInformation
337 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Cookies\index.dat SUCCESS Length: 32768
338 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Cookies\index.dat SUCCESS
339 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Cookies\index.dat SUCCESS Options: OpenIf
Access: All
340 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS

Options: Open Directory Access: All
341 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS
342 3:37:26 PM msrll.exe:112OPEN C:\ SUCCESS Options: Open
Directory Access: All
343 3:37:26 PM msrll.exe:112CLOSE C:\ SUCCESS
344 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS

Attributes: DS
345 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS

Options: Open Access: All
346 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS

FileBasicInformation
347 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS
348 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\index.dat SUCCESS

Options: OpenIf Access: All
349 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\index.dat SUCCESS

FileBasicInformation
350 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\index.dat SUCCESS

Length: 49152
351 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\index.dat SUCCESS

352 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\index.dat SUCCESS

Options: OpenIf Access: All
353 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\
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SUCCESS Attributes: DS
354 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS Options: Open Access: All
355 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS FileBasicInformation
356 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet Files\Content.IE5\

SUCCESS
357 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\desktop.ini SUCCESS Attributes: HS
358 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS

Attributes: DS
359 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS

Options: Open Access: All
360 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS

FileBasicInformation
361 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\ SUCCESS
362 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\History\History.IE5\desktop.iniSUCCESS

Attributes: HS
363 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Length: 98304
364 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Length: 98304
365 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Length: 98304
366 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Length: 98304
367 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\RASAPI32.DLL FILE NOT FOUND
Attributes: Error

368 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\RASAPI32.DLL FILE NOT FOUND
Attributes: Error

369 3:37:26 PM msrll.exe:112QUERY INFORMATION
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C:\WINNT\system32\RASAPI32.DLL SUCCESS Attributes: A
370 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\RASAPI32.DLL

SUCCESS Options: Open Access: Execute
371 3:37:26 PM msrll.exe:112CLOSE

C:\WINNT\system32\RASAPI32.DLL SUCCESS
372 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\RASMAN.DLL FILE NOT FOUND
Attributes: Error

373 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\RASMAN.DLL FILE NOT FOUND
Attributes: Error

374 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\RASMAN.DLL SUCCESS Attributes: A

375 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\RASMAN.DLL
SUCCESS Options: Open Access: Execute

376 3:37:26 PM msrll.exe:112CLOSE
C:\WINNT\system32\RASMAN.DLL SUCCESS

377 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\TAPI32.DLL FILE NOT FOUND Attributes:

Error
378 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\TAPI32.DLL FILE NOT FOUND Attributes:
Error
379 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\TAPI32.DLL SUCCESS Attributes: A
380 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\TAPI32.DLL

SUCCESS Options: Open Access: Execute
381 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\TAPI32.DLL

SUCCESS
382 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\RTUTILS.DLLFILE NOT FOUND Attributes:
Error
383 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\RTUTILS.DLLFILE NOT FOUND Attributes:
Error
384 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\RTUTILS.DLL SUCCESS Attributes: A
385 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\RTUTILS.DLL

SUCCESS Options: Open Access: Execute
386 3:37:26 PM msrll.exe:112CLOSE

C:\WINNT\system32\RTUTILS.DLL SUCCESS
387 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\RTUTILS.DLL SUCCESS Attributes: A
388 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\sensapi.dll FILE NOT FOUND Attributes:
Error
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389 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\sensapi.dll FILE NOT FOUND Attributes:

Error
390 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\sensapi.dll SUCCESS Attributes: A
391 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\sensapi.dll

SUCCESS Options: Open Access: Execute
392 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\sensapi.dll

SUCCESS
393 3:37:26 PM msrll.exe:112SET INFORMATION

C:\WINNT\system32\config\software.LOG SUCCESS Length: 4096
394 3:37:26 PM msrll.exe:112SET INFORMATION

C:\WINNT\system32\config\software.LOG SUCCESS Length: 4096
395 3:37:26 PM msrll.exe:112SET INFORMATION

C:\WINNT\system32\config\software.LOG SUCCESS Length: 4096
396 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Length: 98304
397 3:37:26 PM svchost.exe:472 OPEN C:\WINNT\System32\SENS.DLL

SUCCESS Options: Open Access: All
398 3:37:26 PM svchost.exe:472 READ

C:\WINNT\System32\SENS.DLL SUCCESS Offset: 0 Length: 64
399 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 208 Length: 4
400 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 212 Length: 20
401 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 456 Length: 40
402 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 496 Length: 40
403 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 536 Length: 40
404 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30720 Length: 16
405 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30736 Length: 8
406 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30880 Length: 2
407 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30882 Length: 14
408 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30752 Length: 16
409 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30768 Length: 8
410 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30800 Length: 16
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411 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL
SUCCESS Offset: 30816 Length: 8

412 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\SENS.DLL
SUCCESS Offset: 30848 Length: 16

413 3:37:26 PM svchost.exe:472 QUERY INFORMATION
C:\WINNT\System32\SENS.DLL SUCCESS Length: 38160

414 3:37:26 PM svchost.exe:472 QUERY INFORMATION
C:\WINNT\System32\SENS.DLL SUCCESS Length: 38160

415 3:37:26 PM svchost.exe:472 OPEN C:\WINNT\System32\stdole2.tlb
SUCCESS Options: Open Access: All

416 3:37:26 PM svchost.exe:472 READ
C:\WINNT\System32\stdole2.tlb SUCCESS Offset: 0 Length: 64

417 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 176 Length: 4

418 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 180 Length: 20

419 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 424 Length: 40

420 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 512 Length: 16

421 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 528 Length: 8

422 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 672 Length: 2

423 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 674 Length: 14

424 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 544 Length: 16

425 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 560 Length: 8

426 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 592 Length: 16

427 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 608 Length: 8

428 3:37:26 PM svchost.exe:472 READ C:\WINNT\System32\stdole2.tlb
SUCCESS Offset: 640 Length: 16

429 3:37:26 PM svchost.exe:472 QUERY INFORMATION
C:\WINNT\System32\stdole2.tlb SUCCESS Length: 16896

430 3:37:26 PM svchost.exe:472 QUERY INFORMATION
C:\WINNT\System32\stdole2.tlb SUCCESS Length: 16896

431 3:37:26 PM svchost.exe:408 QUERY INFORMATION
C:\WINNT\TEMP SUCCESS Attributes: DA

432 3:37:26 PM svchost.exe:408 QUERY INFORMATION
C:\WINNT\TEMP SUCCESS Attributes: DA

433 3:37:26 PM svchost.exe:408 OPEN C:\autoexec.bat SUCCESS
Options: Open Access: All
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434 3:37:26 PM svchost.exe:408 QUERY INFORMATION
C:\autoexec.bat SUCCESS Length: 0

435 3:37:26 PM svchost.exe:408 READ C:\autoexec.bat
SUCCESS Offset: 0 Length: 0

436 3:37:26 PM svchost.exe:408 CLOSE C:\autoexec.bat
SUCCESS

437 3:37:26 PM svchost.exe:408 QUERY INFORMATION
C:\Documents and Settings\Administrator\Local Settings\Temp
SUCCESS Attributes: D

438 3:37:26 PM svchost.exe:408 OPEN C:\ SUCCESS Options:
Open Directory Access: All
439 3:37:26 PM svchost.exe:408 DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: Documents and Settings
440 3:37:26 PM svchost.exe:408 CLOSE C:\ SUCCESS
441 3:37:26 PM svchost.exe:408 OPEN C:\Documents and Settings\

SUCCESS Options: Open Directory Access: All
442 3:37:26 PM svchost.exe:408 DIRECTORYC:\Documents and
Settings\ SUCCESS FileBothDirectoryInformation: Administrator
443 3:37:26 PM svchost.exe:408 CLOSE C:\Documents and
Settings\ SUCCESS
444 3:37:26 PM svchost.exe:408 OPEN C:\Documents and
Settings\Administrator\ SUCCESS Options: Open Directory Access: All
445 3:37:26 PM svchost.exe:408 DIRECTORYC:\Documents and
Settings\Administrator\ SUCCESS FileBothDirectoryInformation: Local
Settings
446 3:37:26 PM svchost.exe:408 CLOSE C:\Documents and
Settings\Administrator\ SUCCESS
447 3:37:26 PM svchost.exe:408 QUERY INFORMATION

C:\Documents and Settings\Administrator\Local Settings\Temp
SUCCESS Attributes: D

448 3:37:26 PM svchost.exe:408 OPEN C:\ SUCCESS Options:
Open Directory Access: All
449 3:37:26 PM svchost.exe:408 DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: Documents and Settings
450 3:37:26 PM svchost.exe:408 CLOSE C:\ SUCCESS
451 3:37:26 PM svchost.exe:408 OPEN C:\Documents and Settings\

SUCCESS Options: Open Directory Access: All
452 3:37:26 PM svchost.exe:408 DIRECTORYC:\Documents and
Settings\ SUCCESS FileBothDirectoryInformation: Administrator
453 3:37:26 PM svchost.exe:408 CLOSE C:\Documents and
Settings\ SUCCESS
454 3:37:26 PM svchost.exe:408 OPEN C:\Documents and
Settings\Administrator\ SUCCESS Options: Open Directory Access: All
455 3:37:26 PM svchost.exe:408 DIRECTORYC:\Documents and
Settings\Administrator\ SUCCESS FileBothDirectoryInformation: Local
Settings
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456 3:37:26 PM svchost.exe:408 CLOSE C:\Documents and
Settings\Administrator\ SUCCESS
457 3:37:26 PM svchost.exe:408 QUERY INFORMATION

C:\WINNT\system32\mobsync.exe SUCCESS Attributes: A
458 3:37:26 PM svchost.exe:408 QUERY INFORMATION

C:\WINNT\system32\mobsync.exe SUCCESS Attributes: A
459 3:37:26 PM svchost.exe:408 OPEN

C:\WINNT\system32\mobsync.exe SUCCESS Options: Open
Access: Execute
460 3:37:26 PM svchost.exe:408 CLOSE

C:\WINNT\system32\mobsync.exe SUCCESS
461 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\USERENV.DLL FILE NOT FOUND
Attributes: Error

462 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\USERENV.DLL FILE NOT FOUND
Attributes: Error

463 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\USERENV.DLL SUCCESS Attributes: A

464 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\USERENV.DLL
SUCCESS Options: Open Access: Execute

465 3:37:26 PM msrll.exe:112CLOSE
C:\WINNT\system32\USERENV.DLL SUCCESS

466 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\WINNT\TEMP
SUCCESS Attributes: DA

467 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\WINNT\TEMP
SUCCESS Attributes: DA

468 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\netapi32.dll FILE NOT FOUND Attributes:

Error
469 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\netapi32.dll FILE NOT FOUND Attributes:
Error
470 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\netapi32.dll SUCCESS Attributes: A
471 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\netapi32.dll

SUCCESS Options: Open Access: Execute
472 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\netapi32.dll

SUCCESS
473 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\Secur32.dll FILE NOT FOUND Attributes:
Error
474 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\Secur32.dll FILE NOT FOUND Attributes:
Error
475 3:37:26 PM msrll.exe:112QUERY INFORMATION
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C:\WINNT\system32\Secur32.dll SUCCESS Attributes: A
476 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\Secur32.dll

SUCCESS Options: Open Access: Execute
477 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\Secur32.dll

SUCCESS
478 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\NTDSAPI.dll FILE NOT FOUND Attributes:
Error
479 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\NTDSAPI.dll FILE NOT FOUND Attributes:
Error
480 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\NTDSAPI.dll SUCCESS Attributes: A
481 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\NTDSAPI.dll

SUCCESS Options: Open Access: Execute
482 3:37:26 PM msrll.exe:112CLOSE

C:\WINNT\system32\NTDSAPI.dll SUCCESS
483 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\DNSAPI.DLL FILE NOT FOUND Attributes:
Error
484 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\DNSAPI.DLL FILE NOT FOUND Attributes:
Error
485 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\DNSAPI.DLL SUCCESS Attributes: A
486 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\DNSAPI.DLL

SUCCESS Options: Open Access: Execute
487 3:37:26 PM msrll.exe:112CLOSE

C:\WINNT\system32\DNSAPI.DLL SUCCESS
488 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\WSOCK32.DLL FILE NOT FOUND
Attributes: Error

489 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\WSOCK32.DLL FILE NOT FOUND
Attributes: Error

490 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\WSOCK32.DLL SUCCESS Attributes: A

491 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\WSOCK32.DLL
SUCCESS Options: Open Access: Execute

492 3:37:26 PM msrll.exe:112CLOSE
C:\WINNT\system32\WSOCK32.DLL SUCCESS

493 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\NETRAP.dll FILE NOT FOUND Attributes:

Error
494 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\NETRAP.dll FILE NOT FOUND Attributes:
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Error
495 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\NETRAP.dll SUCCESS Attributes: A
496 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\NETRAP.dll

SUCCESS Options: Open Access: Execute
497 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\NETRAP.dll

SUCCESS
498 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\SAMLIB.dll FILE NOT FOUND Attributes:
Error
499 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\SAMLIB.dll FILE NOT FOUND Attributes:
Error
500 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\SAMLIB.dll SUCCESS Attributes: A
501 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\SAMLIB.dll

SUCCESS Options: Open Access: Execute
502 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\SAMLIB.dll

SUCCESS
503 3:37:26 PM msrll.exe:112OPEN C:\autoexec.bat SUCCESS

Options: Open Access: All
504 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\autoexec.bat

SUCCESS Length: 0
505 3:37:26 PM msrll.exe:112READ C:\autoexec.bat SUCCESS

Offset: 0 Length: 0
506 3:37:26 PM msrll.exe:112CLOSE C:\autoexec.bat SUCCESS

507 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temp SUCCESS Attributes: D
508 3:37:26 PM msrll.exe:112OPEN C:\ SUCCESS Options: Open
Directory Access: All
509 3:37:26 PM msrll.exe:112DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: Documents and Settings
510 3:37:26 PM msrll.exe:112CLOSE C:\ SUCCESS
511 3:37:26 PM msrll.exe:112OPEN C:\Documents and Settings\

SUCCESS Options: Open Directory Access: All
512 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and Settings\

SUCCESS FileBothDirectoryInformation: Administrator
513 3:37:26 PM msrll.exe:112CLOSE C:\Documents and Settings\

SUCCESS
514 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\ SUCCESS Options: Open Directory Access: All
515 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and
Settings\Administrator\ SUCCESS FileBothDirectoryInformation: Local
Settings
516 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
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Settings\Administrator\ SUCCESS
517 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temp SUCCESS Attributes: D
518 3:37:26 PM msrll.exe:112OPEN C:\ SUCCESS Options: Open
Directory Access: All
519 3:37:26 PM msrll.exe:112DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: Documents and Settings
520 3:37:26 PM msrll.exe:112CLOSE C:\ SUCCESS
521 3:37:26 PM msrll.exe:112OPEN C:\Documents and Settings\

SUCCESS Options: Open Directory Access: All
522 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and Settings\

SUCCESS FileBothDirectoryInformation: Administrator
523 3:37:26 PM msrll.exe:112CLOSE C:\Documents and Settings\

SUCCESS
524 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\ SUCCESS Options: Open Directory Access: All
525 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and
Settings\Administrator\ SUCCESS FileBothDirectoryInformation: Local
Settings
526 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\ SUCCESS
527 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\All Users\Application Data SUCCESS Attributes: DHA
528 3:37:26 PM msrll.exe:112OPEN C:\Documents and Settings\All
Users\Application Data\Microsoft\Network\Connections\Pbk\ SUCCESS

Options: Open Directory Access: All
529 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and Settings\All
Users\Application Data\Microsoft\Network\Connections\Pbk\ NO SUCH FILE

FileBothDirectoryInformation: *.pbk
530 3:37:26 PM msrll.exe:112CLOSE C:\Documents and Settings\All
Users\Application Data\Microsoft\Network\Connections\Pbk\ SUCCESS
531 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\Ras\ SUCCESS

Options: Open Directory Access: All
532 3:37:26 PM msrll.exe:112DIRECTORYC:\WINNT\system32\Ras\ NO
SUCH FILE FileBothDirectoryInformation: *.pbk
533 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\Ras\

SUCCESS
534 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\WINNT\TEMP

SUCCESS Attributes: DA
535 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\WINNT\TEMP

SUCCESS Attributes: DA
536 3:37:26 PM msrll.exe:112OPEN C:\autoexec.bat SUCCESS

Options: Open Access: All
537 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\autoexec.bat

SUCCESS Length: 0
538 3:37:26 PM msrll.exe:112READ C:\autoexec.bat SUCCESS
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Offset: 0 Length: 0
539 3:37:26 PM msrll.exe:112CLOSE C:\autoexec.bat SUCCESS

540 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temp SUCCESS Attributes: D
541 3:37:26 PM msrll.exe:112OPEN C:\ SUCCESS Options: Open
Directory Access: All
542 3:37:26 PM msrll.exe:112DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: Documents and Settings
543 3:37:26 PM msrll.exe:112CLOSE C:\ SUCCESS
544 3:37:26 PM msrll.exe:112OPEN C:\Documents and Settings\

SUCCESS Options: Open Directory Access: All
545 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and Settings\

SUCCESS FileBothDirectoryInformation: Administrator
546 3:37:26 PM msrll.exe:112CLOSE C:\Documents and Settings\

SUCCESS
547 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\ SUCCESS Options: Open Directory Access: All
548 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and
Settings\Administrator\ SUCCESS FileBothDirectoryInformation: Local
Settings
549 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\ SUCCESS
550 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temp SUCCESS Attributes: D
551 3:37:26 PM msrll.exe:112OPEN C:\ SUCCESS Options: Open
Directory Access: All
552 3:37:26 PM msrll.exe:112DIRECTORYC:\ SUCCESS

FileBothDirectoryInformation: Documents and Settings
553 3:37:26 PM msrll.exe:112CLOSE C:\ SUCCESS
554 3:37:26 PM msrll.exe:112OPEN C:\Documents and Settings\

SUCCESS Options: Open Directory Access: All
555 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and Settings\

SUCCESS FileBothDirectoryInformation: Administrator
556 3:37:26 PM msrll.exe:112CLOSE C:\Documents and Settings\

SUCCESS
557 3:37:26 PM msrll.exe:112OPEN C:\Documents and
Settings\Administrator\ SUCCESS Options: Open Directory Access: All
558 3:37:26 PM msrll.exe:112DIRECTORYC:\Documents and
Settings\Administrator\ SUCCESS FileBothDirectoryInformation: Local
Settings
559 3:37:26 PM msrll.exe:112CLOSE C:\Documents and
Settings\Administrator\ SUCCESS
560 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Application Data SUCCESS Attributes: DH
561 3:37:26 PM msrll.exe:112OPEN C:\Documents and
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Settings\Administrator\Application Data\Microsoft\Network\Connections\Pbk\
PATH NOT FOUNDOptions: Open Directory Access: All

562 3:37:26 PM mobsync.exe:852 OPEN C:\WINNT\system32\
SUCCESS Options: Open Directory Access: Traverse

563 3:37:26 PM mobsync.exe:852 QUERY INFORMATION
C:\WINNT\system32\mobsync.dll SUCCESS Attributes: A

564 3:37:26 PM mobsync.exe:852 OPEN C:\WINNT\system32\mobsync.dll
SUCCESS Options: Open Access: Execute

565 3:37:26 PM mobsync.exe:852 CLOSE
C:\WINNT\system32\mobsync.dll SUCCESS

566 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\ntuser.dat.LOG SUCCESS Length: 4096
567 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\ntuser.dat.LOG SUCCESS Length: 4096
568 3:37:26 PM msrll.exe:112SET INFORMATION C:\Documents and
Settings\Administrator\ntuser.dat.LOG SUCCESS Length: 4096
569 3:37:26 PM msrll.exe:112QUERY INFORMATION C:\Documents and
Settings\Administrator\Local Settings\Temporary Internet
Files\Content.IE5\index.dat SUCCESS Length: 98304
570 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\rnr20.dll SUCCESS Attributes: A
571 3:37:26 PM msrll.exe:112OPEN C:\WINNT\System32\rnr20.dll

SUCCESS Options: Open Access: Execute
572 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\rnr20.dll SUCCESS Length: 36624
573 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\System32\rnr20.dll

SUCCESS
574 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\rnr20.dll SUCCESS Attributes: A
575 3:37:26 PM msrll.exe:112OPEN C:\WINNT\System32\rnr20.dll

SUCCESS Options: Open Access: Execute
576 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\System32\rnr20.dll

SUCCESS
577 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\iphlpapi.dll FILE NOT FOUND Attributes:
Error
578 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\iphlpapi.dll FILE NOT FOUND Attributes:
Error
579 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\iphlpapi.dll SUCCESS Attributes: A
580 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\iphlpapi.dll

SUCCESS Options: Open Access: Execute
581 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\iphlpapi.dll

SUCCESS
582 3:37:26 PM msrll.exe:112QUERY INFORMATION
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C:\WINNT\system32\mfm\ICMP.DLL FILE NOT FOUND Attributes:
Error
583 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\ICMP.DLL FILE NOT FOUND Attributes:
Error
584 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\ICMP.DLL SUCCESS Attributes: A
585 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\ICMP.DLL

SUCCESS Options: Open Access: Execute
586 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\ICMP.DLL

SUCCESS
587 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\MPRAPI.DLL FILE NOT FOUND Attributes:
Error
588 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\MPRAPI.DLL FILE NOT FOUND Attributes:
Error
589 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\MPRAPI.DLL SUCCESS Attributes: A
590 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\MPRAPI.DLL

SUCCESS Options: Open Access: Execute
591 3:37:26 PM msrll.exe:112CLOSE

C:\WINNT\system32\MPRAPI.DLL SUCCESS
592 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\ACTIVEDS.DLL FILE NOT FOUND
Attributes: Error

593 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\ACTIVEDS.DLL FILE NOT FOUND
Attributes: Error

594 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\ACTIVEDS.DLL SUCCESS Attributes: A

595 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\ACTIVEDS.DLL
SUCCESS Options: Open Access: Execute

596 3:37:26 PM msrll.exe:112CLOSE
C:\WINNT\system32\ACTIVEDS.DLL SUCCESS

597 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\ADSLDPC.DLL FILE NOT FOUND
Attributes: Error

598 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\ADSLDPC.DLL FILE NOT FOUND
Attributes: Error

599 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\ADSLDPC.DLL SUCCESS Attributes: A

600 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\ADSLDPC.DLL
SUCCESS Options: Open Access: Execute

601 3:37:26 PM msrll.exe:112CLOSE
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C:\WINNT\system32\ADSLDPC.DLL SUCCESS
602 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\SETUPAPI.DLL FILE NOT FOUND
Attributes: Error

603 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\SETUPAPI.DLL FILE NOT FOUND
Attributes: Error

604 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\SETUPAPI.DLL SUCCESS Attributes: A

605 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\SETUPAPI.DLL
SUCCESS Options: Open Access: Execute

606 3:37:26 PM msrll.exe:112CLOSE
C:\WINNT\system32\SETUPAPI.DLL SUCCESS

607 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\DHCPCSVC.DLL FILE NOT FOUND
Attributes: Error

608 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\DHCPCSVC.DLL FILE NOT FOUND
Attributes: Error

609 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\DHCPCSVC.DLL SUCCESS Attributes: A

610 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\DHCPCSVC.DLL
SUCCESS Options: Open Access: Execute

611 3:37:26 PM msrll.exe:112CLOSE
C:\WINNT\system32\DHCPCSVC.DLL SUCCESS

612 3:37:26 PM mobsync.exe:852 QUERY INFORMATION
C:\WINNT\system32\mobsync.exe.LocalFILE NOT FOUND Attributes:

Error
613 3:37:26 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\USERENV.DLL SUCCESS Attributes: A
614 3:37:26 PM mobsync.exe:852 OPEN

C:\WINNT\system32\USERENV.DLL SUCCESS Options: Open
Access: Execute
615 3:37:26 PM mobsync.exe:852 CLOSE

C:\WINNT\system32\USERENV.DLL SUCCESS
616 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\winrnr.dll SUCCESS Attributes: A
617 3:37:26 PM msrll.exe:112OPEN C:\WINNT\System32\winrnr.dll

SUCCESS Options: Open Access: Execute
618 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\winrnr.dll SUCCESS Length: 19216
619 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\System32\winrnr.dll

SUCCESS
620 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\System32\winrnr.dll SUCCESS Attributes: A
621 3:37:26 PM msrll.exe:112OPEN C:\WINNT\System32\winrnr.dll
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SUCCESS Options: Open Access: Execute
622 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\System32\winrnr.dll

SUCCESS
623 3:37:26 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\rpcss.dll SUCCESS Attributes: A
624 3:37:26 PM mobsync.exe:852 OPEN C:\WINNT\system32\rpcss.dll

SUCCESS Options: Open Access: Execute
625 3:37:26 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\rpcss.dll SUCCESS Length: 211728
626 3:37:26 PM mobsync.exe:852 CLOSE

C:\WINNT\system32\rpcss.dll SUCCESS
627 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rasadhlp.dll FILE NOT FOUND Attributes:
Error
628 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rasadhlp.dll FILE NOT FOUND Attributes:
Error
629 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rasadhlp.dll SUCCESS Attributes: A
630 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\rasadhlp.dll

SUCCESS Options: Open Access: Execute
631 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\rasadhlp.dll

SUCCESS
632 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\msafd.dll SUCCESS Attributes: A
633 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\mfm\jtram.conf

FILE NOT FOUND Options: Open Access: All
634 3:37:26 PM msrll.exe:112CREATE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Options: OverwriteIf
Access: All
635 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
636 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\mfm\rsabase.dll

FILE NOT FOUND Options: Open Access: All
637 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:
Error
638 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:
Error
639 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Attributes: A
640 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Attributes: A
641 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\rsabase.dll

SUCCESS Options: Open Access: All
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642 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\rsabase.dll SUCCESS Length: 132368

643 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 0 Length: 296

644 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 300 Length: 4096

645 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 4396 Length: 4096

646 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 8492 Length: 4096

647 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 12588 Length: 4096

648 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 16684 Length: 4096

649 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 20780 Length: 4096

650 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 24876 Length: 4096

651 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 28972 Length: 4096

652 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 33068 Length: 4096

653 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 37164 Length: 4096

654 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 41260 Length: 4096

655 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 45356 Length: 4096

656 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 49452 Length: 4096

657 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 53548 Length: 4096

658 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 57644 Length: 4096

659 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 61740 Length: 4096

660 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 65836 Length: 4096

661 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 69932 Length: 4096

662 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 74028 Length: 4096

663 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 78124 Length: 4096

664 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 82220 Length: 4096
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665 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 86316 Length: 4096

666 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 90412 Length: 4096

667 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 94508 Length: 4096

668 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 98604 Length: 4096

669 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 102700 Length: 4096

670 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 106796 Length: 4096

671 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 110892 Length: 4096

672 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 114988 Length: 4096

673 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 119084 Length: 4096

674 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 123180 Length: 2468

675 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 125792 Length: 4096

676 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 129888 Length: 2480

677 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\rsabase.dll
SUCCESS

678 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:

Error
679 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:
Error
680 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Attributes: A
681 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\rsabase.dll

SUCCESS Options: Open Access: Execute
682 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\rsabase.dll

SUCCESS
683 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:
Error
684 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:
Error
685 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Attributes: A
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686 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\rsabase.dll
SUCCESS Options: Open Access: All

687 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\rsabase.dll SUCCESS Attributes: A

688 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\rsabase.dll SUCCESS Length: 132368

689 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\rsabase.dll
SUCCESS

690 3:37:26 PM msrll.exe:112QUERY INFORMATION
C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:

Error
691 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\mfm\rsabase.dll FILE NOT FOUND Attributes:
Error
692 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Attributes: A
693 3:37:26 PM msrll.exe:112OPEN C:\WINNT\system32\rsabase.dll

SUCCESS Options: Open Access: All
694 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Attributes: A
695 3:37:26 PM msrll.exe:112QUERY INFORMATION

C:\WINNT\system32\rsabase.dll SUCCESS Length: 132368
696 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 0 Length: 296
697 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 300 Length: 4096
698 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 4396 Length: 4096
699 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 8492 Length: 4096
700 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 12588 Length: 4096
701 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 16684 Length: 4096
702 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 20780 Length: 4096
703 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 24876 Length: 4096
704 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 28972 Length: 4096
705 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 33068 Length: 4096
706 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 37164 Length: 4096
707 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll

SUCCESS Offset: 41260 Length: 4096
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708 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 45356 Length: 4096

709 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 49452 Length: 4096

710 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 53548 Length: 4096

711 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 57644 Length: 4096

712 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 61740 Length: 4096

713 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 65836 Length: 4096

714 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 69932 Length: 4096

715 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 74028 Length: 4096

716 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 78124 Length: 4096

717 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 82220 Length: 4096

718 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 86316 Length: 4096

719 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 90412 Length: 4096

720 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 94508 Length: 4096

721 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 98604 Length: 4096

722 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 102700 Length: 4096

723 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 106796 Length: 4096

724 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 110892 Length: 4096

725 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 114988 Length: 4096

726 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 119084 Length: 4096

727 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 123180 Length: 2468

728 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 125808 Length: 4096

729 3:37:26 PM msrll.exe:112READ C:\WINNT\system32\rsabase.dll
SUCCESS Offset: 129904 Length: 2464

730 3:37:26 PM msrll.exe:112CLOSE C:\WINNT\system32\rsabase.dll
SUCCESS
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731 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

732 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

733 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

734 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

735 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

736 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

737 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

738 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

739 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

740 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

741 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

742 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

743 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

744 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

745 3:37:26 PM msrll.exe:112WRITE
C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 0 Length: 53

746 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

747 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

748 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

749 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

750 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

751 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

752 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

753 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All
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754 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

755 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

756 3:37:26 PM msrll.exe:112WRITE
C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 53 Length:

53
757 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
758 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
759 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
760 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
761 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
762 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
763 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
764 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
765 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
766 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
767 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
768 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
769 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
770 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
771 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 106 Length:
53
772 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 159 Length:
1
773 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
774 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
775 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
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Options: Open Access: All
776 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
777 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
778 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
779 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
780 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
781 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
782 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
783 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
784 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
785 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
786 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
787 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
788 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 160 Length:
53
789 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
790 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
791 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
792 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
793 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
794 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
795 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
796 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
797 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
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798 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

799 3:37:26 PM msrll.exe:112WRITE
C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 213 Length:

53
800 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
801 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
802 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
803 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
804 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
805 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
806 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
807 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
808 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
809 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
810 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
811 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
812 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
813 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
814 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
815 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
816 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
817 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 266 Length:
53
818 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 319 Length:
1
819 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
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Options: Open Access: All
820 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
821 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
822 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
823 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
824 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
825 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
826 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
827 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
828 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
829 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
830 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
831 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
832 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
833 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
834 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 320 Length:
53
835 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
836 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
837 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
838 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
839 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
840 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
841 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
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842 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

843 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

844 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

845 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

846 3:37:26 PM msrll.exe:112WRITE
C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 373 Length:

53
847 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
848 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
849 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 426 Length:
129
850 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 555 Length:
1
851 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
852 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
853 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
854 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
855 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
856 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
857 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
858 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
859 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
860 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
861 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
862 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
863 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
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Options: Open Access: All
864 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
865 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
866 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 556 Length:
53
867 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
868 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
869 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
870 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
871 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
872 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
873 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
874 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
875 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
876 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
877 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 609 Length:
53
878 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
879 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
880 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
881 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
882 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
883 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
884 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
885 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
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Options: Open Access: All
886 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
887 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
888 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
889 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
890 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
891 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 662 Length:
53
892 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 715 Length:
1
893 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
894 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
895 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
896 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
897 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
898 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
899 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
900 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
901 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
902 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
903 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
904 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
905 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
906 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
907 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
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Options: Open Access: All
908 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 716 Length:
53
909 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
910 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
911 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
912 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
913 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
914 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
915 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
916 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
917 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
918 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
919 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
920 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
921 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
922 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
923 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 769 Length:
53
924 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
925 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
926 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 822 Length:
77
927 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 899 Length:
1
928 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
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Options: Open Access: All
929 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
930 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
931 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
932 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
933 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
934 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
935 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
936 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
937 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
938 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
939 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
940 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
941 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
942 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
943 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 900 Length:
53
944 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
945 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
946 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
947 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
948 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
949 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
950 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
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951 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

952 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

953 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND
Options: Open Access: All

954 3:37:26 PM msrll.exe:112WRITE
C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 953 Length:

53
955 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
956 3:37:26 PM msrll.exe:112OPEN C:\dev\random PATH NOT FOUND

Options: Open Access: All
957 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 1006
Length: 77
958 3:37:26 PM msrll.exe:112WRITE

C:\WINNT\system32\mfm\jtram.conf SUCCESS Offset: 1083
Length: 1
959 3:37:26 PM msrll.exe:112CLOSE

C:\WINNT\system32\mfm\jtram.conf SUCCESS
960 3:37:26 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\System32\~CLBCATQ.DLL FILE NOT FOUND Attributes:
Error
961 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\CLBCATQ.DLL SUCCESS Attributes: A
962 3:37:27 PM mobsync.exe:852 OPEN

C:\WINNT\system32\CLBCATQ.DLL SUCCESS Options: Open
Access: Execute
963 3:37:27 PM mobsync.exe:852 CLOSE

C:\WINNT\system32\CLBCATQ.DLL SUCCESS
964 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\ole32.dll SUCCESS Attributes: A
965 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\msi.dll SUCCESS Attributes: A
966 3:37:27 PM mobsync.exe:852 OPEN C:\WINNT\system32\msi.dll

SUCCESS Options: Open Access: Execute
967 3:37:27 PM mobsync.exe:852 CLOSE

C:\WINNT\system32\msi.dll SUCCESS
968 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\rpcrt4.dll SUCCESS Attributes: A
969 3:37:27 PM mobsync.exe:852 OPEN C:\WINNT\System32\SENS.DLL

SUCCESS Options: Open Access: All
970 3:37:27 PM mobsync.exe:852 READ

C:\WINNT\System32\SENS.DLL SUCCESS Offset: 0 Length: 64
971 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL
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SUCCESS Offset: 208 Length: 4
972 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 212 Length: 20
973 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 456 Length: 40
974 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 496 Length: 40
975 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 536 Length: 40
976 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30720 Length: 16
977 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30736 Length: 8
978 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30880 Length: 2
979 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30882 Length: 14
980 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30752 Length: 16
981 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30768 Length: 8
982 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30800 Length: 16
983 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30816 Length: 8
984 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\SENS.DLL

SUCCESS Offset: 30848 Length: 16
985 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\System32\SENS.DLL SUCCESS Length: 38160
986 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\System32\SENS.DLL SUCCESS Length: 38160
987 3:37:27 PM mobsync.exe:852 OPEN C:\WINNT\System32\stdole2.tlb

SUCCESS Options: Open Access: All
988 3:37:27 PM mobsync.exe:852 READ

C:\WINNT\System32\stdole2.tlb SUCCESS Offset: 0 Length: 64
989 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 176 Length: 4
990 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 180 Length: 20
991 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 424 Length: 40
992 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 512 Length: 16
993 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 528 Length: 8
994 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb
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SUCCESS Offset: 672 Length: 2
995 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 674 Length: 14
996 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 544 Length: 16
997 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 560 Length: 8
998 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 592 Length: 16
999 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 608 Length: 8
1000 3:37:27 PM mobsync.exe:852 READ C:\WINNT\System32\stdole2.tlb

SUCCESS Offset: 640 Length: 16
1001 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\System32\stdole2.tlb SUCCESS Length: 16896
1002 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\System32\stdole2.tlb SUCCESS Length: 16896
1003 3:37:27 PM mobsync.exe:852 CLOSE

C:\WINNT\System32\stdole2.tlb SUCCESS
1004 3:37:27 PM mobsync.exe:852 CLOSE

C:\WINNT\System32\SENS.DLL SUCCESS
1005 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\SECUR32.DLL SUCCESS Attributes: A
1006 3:37:27 PM mobsync.exe:852 OPEN

C:\WINNT\system32\SECUR32.DLL SUCCESS Options: Open
Access: Execute
1007 3:37:27 PM mobsync.exe:852 CLOSE

C:\WINNT\system32\SECUR32.DLL SUCCESS
1008 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\cscui.dll SUCCESS Attributes: A
1009 3:37:27 PM mobsync.exe:852 OPEN C:\WINNT\system32\cscui.dll

SUCCESS Options: Open Access: Execute
1010 3:37:27 PM mobsync.exe:852 CLOSE

C:\WINNT\system32\cscui.dll SUCCESS
1011 3:37:27 PM mobsync.exe:852 QUERY INFORMATION

C:\WINNT\system32\CSCDLL.DLL SUCCESS Attributes: A
1012 3:37:27 PM mobsync.exe:852 OPEN

C:\WINNT\system32\CSCDLL.DLL SUCCESS Options: Open
Access: Execute
1013 3:37:27 PM mobsync.exe:852 CLOSE

C:\WINNT\system32\CSCDLL.DLL SUCCESS
1014 3:37:27 PM mobsync.exe:852 READ C:\WINNT\CSC\00000001

SUCCESS Offset: 0 Length: 64
1015 3:37:27 PM explorer.exe:848 READ C:\WINNT\CSC\00000001

SUCCESS Offset: 0 Length: 64
1016 3:37:27 PM explorer.exe:848 READ C:\WINNT\CSC\00000001
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SUCCESS Offset: 0 Length: 64
1017 3:37:27 PM svchost.exe:472 CLOSE

C:\WINNT\System32\stdole2.tlb SUCCESS
1018 3:37:27 PM svchost.exe:472 CLOSE

C:\WINNT\System32\SENS.DLL SUCCESS
1019 3:37:28 PM mobsync.exe:852 CLOSE C:\WINNT\system32\

SUCCESS

Complete Ethereal initial capture
No. Time Source Destination Protocol Info

1 0.000000 192.168.2.3 192.168.2.255 BROWSER
Domain/Workgroup Announcement WORKGROUP, NT Workstation, Domain
Enum

Frame 1 (254 bytes on wire, 254 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm
(138)
NetBIOS Datagram Service
SMB (Server Message Block Protocol)
SMB MailSlot Protocol
Microsoft Windows Browser Protocol

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 f0 00 6e 00 00 80 11 b3 3c c0 a8 02 03 c0 a8 ...n.....<......
0020 02 ff 00 8a 00 8a 00 dc 90 b5 11 02 80 40 c0 a8 .............@..
0030 02 03 00 8a 00 c6 00 00 20 45 42 45 4e 45 46 46 ........ EBENEFF
0040 44 45 45 45 42 46 42 43 4e 44 43 45 4c 46 41 43
DEEEBFBCNDCELFAC
0050 41 43 41 43 41 43 41 41 41 00 20 41 42 41 43 46 ACACACAAA. ABACF
0060 50 46 50 45 4e 46 44 45 43 46 43 45 50 46 48 46
PFPENFDECFCEPFHF
0070 44 45 46 46 50 46 50 41 43 41 42 00 ff 53 4d 42 DEFFPFPACAB..SMB
0080 25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 %...............
0090 00 00 00 00 00 00 00 00 00 00 00 00 11 00 00 2c ...............,
00a0 00 00 00 00 00 00 00 00 00 e8 03 00 00 00 00 00 ................
00b0 00 00 00 2c 00 56 00 03 00 01 00 01 00 02 00 3d ...,.V.........=
00c0 00 5c 4d 41 49 4c 53 4c 4f 54 5c 42 52 4f 57 53 .\MAILSLOT\BROWS
00d0 45 00 0c 00 e0 93 04 00 57 4f 52 4b 47 52 4f 55 E.......WORKGROU
00e0 50 00 00 e0 f8 7f 00 e0 03 0a 00 10 00 80 08 df P...............
00f0 4c 7c 41 4d 45 53 44 41 51 2d 32 4b 50 00 L|AMESDAQ-2KP.

No. Time Source Destination Protocol Info
2 2.143934 192.168.2.3 Broadcast ARP Who has
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192.168.2.4? Tell 192.168.2.3

Frame 2 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 06 00 01 ........).^.....
0010 08 00 06 04 00 01 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 00 00 00 00 00 c0 a8 02 04 37 8d 6e 5f 50 04 ..........7.n_P.
0030 00 00 c0 a3 00 00 20 46 48 45 50 46 ...... FHEPF

No. Time Source Destination Protocol Info
3 2.144291 192.168.2.4 192.168.2.3 ARP 192.168.2.4 is at

00:0c:29:77:ff:87

Frame 3 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (reply)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 02 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 0c 29 19 5e 14 c0 a8 02 03 00 00 00 00 00 00 ..).^...........
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
4 2.144766 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 4 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 6f 40 00 80 06 75 01 c0 a8 02 03 c0 a8 .0.o@...u.......
0020 02 04 04 0b 1a 0b 68 ae 09 72 00 00 00 00 70 02 ......h..r....p.
0030 fa f0 72 a0 00 00 02 04 05 b4 01 01 04 02 ..r...........

No. Time Source Destination Protocol Info
5 2.199360 192.168.2.4 192.168.2.3 TCP 6667 > 1035

[SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460

Frame 5 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
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Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 30 00 00 40 00 40 06 b5 70 c0 a8 02 04 c0 a8 .0..@.@..p......
0020 02 03 1a 0b 04 0b 17 a3 d0 d5 68 ae 09 73 70 12 ..........h..sp.
0030 16 d0 6e 37 00 00 02 04 05 b4 01 01 04 02 ..n7..........

No. Time Source Destination Protocol Info
6 2.201374 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[ACK] Seq=1 Ack=1 Win=64240 Len=0

Frame 6 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 1, Ack: 1, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 70 40 00 80 06 75 08 c0 a8 02 03 c0 a8 .(.p@...u.......
0020 02 04 04 0b 1a 0b 68 ae 09 73 17 a3 d0 d6 50 10 ......h..s....P.
0030 fa f0 b6 da 00 00 20 45 42 45 4e 45 ...... EBENE

No. Time Source Destination Protocol Info
7 2.201394 192.168.2.4 192.168.2.3 IRC Response

Frame 7 (100 bytes on wire, 100 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 1, Ack: 1, Len: 46
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 56 6e e0 40 00 40 06 46 6a c0 a8 02 04 c0 a8 .Vn.@.@.Fj......
0020 02 03 1a 0b 04 0b 17 a3 d0 d6 68 ae 09 73 50 18 ..........h..sP.
0030 16 d0 a3 bb 00 00 4e 4f 54 49 43 45 20 41 55 54 ......NOTICE AUT
0040 48 20 3a 2a 2a 2a 20 4c 6f 6f 6b 69 6e 67 20 75 H :*** Looking u
0050 70 20 79 6f 75 72 20 68 6f 73 74 6e 61 6d 65 2e p your hostname.
0060 2e 2e 0d 0a ....

No. Time Source Destination Protocol Info
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8 2.201397 192.168.2.4 192.168.2.3 TCP 1030 > auth
[SYN] Seq=0 Ack=0 Win=5840 Len=0 MSS=1460 TSV=966198 TSER=0 WS=0

Frame 8 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1030 (1030), Dst Port: auth (113), Seq:
0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 3c 8f ac 40 00 40 06 25 b8 c0 a8 02 04 c0 a8 .<..@.@.%.......
0020 02 03 04 06 00 71 18 28 31 9a 00 00 00 00 a0 02 .....q.(1.......
0030 16 d0 9f 61 00 00 02 04 05 b4 04 02 08 0a 00 0e ...a............
0040 be 36 00 00 00 00 01 03 03 00 .6........

No. Time Source Destination Protocol Info
9 2.202662 192.168.2.3 192.168.2.4 TCP auth > 1030

[SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460 WS=0 TSV=0 TSER=0

Frame 9 (78 bytes on wire, 78 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: auth (113), Dst Port: 1030 (1030), Seq:
0, Ack: 1, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 40 00 71 40 00 80 06 74 ef c0 a8 02 03 c0 a8 .@.q@...t.......
0020 02 04 00 71 04 06 68 af 48 cc 18 28 31 9b b0 12 ...q..h.H..(1...
0030 fa f0 b5 f2 00 00 02 04 05 b4 01 03 03 00 01 01 ................
0040 08 0a 00 00 00 00 00 00 00 00 01 01 04 02 ..............

No. Time Source Destination Protocol Info
10 2.202695 192.168.2.4 192.168.2.3 TCP 1030 > auth

[ACK] Seq=1 Ack=1 Win=5840 Len=0 TSV=966198 TSER=0

Frame 10 (66 bytes on wire, 66 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1030 (1030), Dst Port: auth (113), Seq:
1, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 34 8f ad 40 00 40 06 25 bf c0 a8 02 04 c0 a8 .4..@.@.%.......
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0020 02 03 04 06 00 71 18 28 31 9b 68 af 48 cd 80 10 .....q.(1.h.H...
0030 16 d0 1c 9a 00 00 01 01 08 0a 00 0e be 36 00 00 .............6..
0040 00 00 ..

No. Time Source Destination Protocol Info
11 2.250628 192.168.2.3 192.168.2.4 IRC Request

Frame 11 (116 bytes on wire, 116 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 1, Ack: 47, Len: 62
Internet Relay Chat

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 66 00 72 40 00 80 06 74 c8 c0 a8 02 03 c0 a8 .f.r@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 73 17 a3 d1 04 50 18 ......h..s....P.
0030 fa c2 bd 27 00 00 55 53 45 52 20 56 4f 50 6e 45 ...'..USER VOPnE
0040 20 6c 6f 63 61 6c 68 6f 73 74 20 30 20 3a 45 68 localhost 0 :Eh
0050 62 6a 6e 7a 59 53 4c 78 6c 4b 49 4d 75 47 67 51 bjnzYSLxlKIMuGgQ
0060 42 6f 0a 4e 49 43 4b 20 69 69 56 54 74 44 4a 75 Bo.NICK iiVTtDJu
0070 77 64 4e 0a wdN.

No. Time Source Destination Protocol Info
12 2.250638 192.168.2.4 192.168.2.3 IRC Response

Frame 12 (87 bytes on wire, 87 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 47, Ack: 63, Len: 33
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 49 6e e1 40 00 40 06 46 76 c0 a8 02 04 c0 a8 .In.@.@.Fv......
0020 02 03 1a 0b 04 0b 17 a3 d1 04 68 ae 09 b1 50 18 ..........h...P.
0030 16 d0 a8 fb 00 00 4e 4f 54 49 43 45 20 41 55 54 ......NOTICE AUT
0040 48 20 3a 2a 2a 2a 20 43 68 65 63 6b 69 6e 67 20 H :*** Checking
0050 49 64 65 6e 74 0d 0a Ident..

No. Time Source Destination Protocol Info
13 2.333800 192.168.2.4 192.168.2.3 TCP 1030 > auth

[PSH, ACK] Seq=1 Ack=1 Win=5840 Len=13 TSV=966209 TSER=0
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Frame 13 (79 bytes on wire, 79 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1030 (1030), Dst Port: auth (113), Seq:
1, Ack: 1, Len: 13
Data (13 bytes)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 41 8f ae 40 00 40 06 25 b1 c0 a8 02 04 c0 a8 .A..@.@.%.......
0020 02 03 04 06 00 71 18 28 31 9b 68 af 48 cd 80 18 .....q.(1.h.H...
0030 16 d0 00 6f 00 00 01 01 08 0a 00 0e be 41 00 00 ...o.........A..
0040 00 00 31 30 33 35 20 2c 20 36 36 36 37 0d 0a ..1035 , 6667..

No. Time Source Destination Protocol Info
14 2.333810 192.168.2.3 192.168.2.4 TCP auth > 1030

[PSH, ACK] Seq=1 Ack=14 Win=64227 Len=41 TSV=4875 TSER=966209

Frame 14 (107 bytes on wire, 107 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: auth (113), Dst Port: 1030 (1030), Seq:
1, Ack: 14, Len: 41
Data (41 bytes)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 5d 00 73 40 00 80 06 74 d0 c0 a8 02 03 c0 a8 .].s@...t.......
0020 02 04 00 71 04 06 68 af 48 cd 18 28 31 a8 80 18 ...q..h.H..(1...
0030 fa e3 b8 2f 00 00 01 01 08 0a 00 00 13 0b 00 0e .../............
0040 be 41 31 30 33 35 20 2c 20 36 36 36 37 20 3a 20 .A1035 , 6667 :
0050 55 53 45 52 49 44 20 3a 20 55 4e 49 58 20 3a 20 USERID : UNIX :
0060 66 4b 65 7a 6c 71 6f 46 6a 43 0a fKezlqoFjC.

No. Time Source Destination Protocol Info
15 2.333813 192.168.2.3 192.168.2.4 TCP auth > 1030

[FIN, ACK] Seq=42 Ack=14 Win=64227 Len=0 TSV=4875 TSER=966209

Frame 15 (66 bytes on wire, 66 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: auth (113), Dst Port: 1030 (1030), Seq:
42, Ack: 14, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
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0010 00 34 00 74 40 00 80 06 74 f8 c0 a8 02 03 c0 a8 .4.t@...t.......
0020 02 04 00 71 04 06 68 af 48 f6 18 28 31 a8 80 11 ...q..h.H..(1...
0030 fa e3 25 39 00 00 01 01 08 0a 00 00 13 0b 00 0e ..%9............
0040 be 41 .A

No. Time Source Destination Protocol Info
16 2.334376 192.168.2.4 192.168.2.3 TCP 1030 > auth

[ACK] Seq=14 Ack=42 Win=5840 Len=0 TSV=966209 TSER=4875

Frame 16 (66 bytes on wire, 66 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1030 (1030), Dst Port: auth (113), Seq:
14, Ack: 42, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 34 8f af 40 00 40 06 25 bd c0 a8 02 04 c0 a8 .4..@.@.%.......
0020 02 03 04 06 00 71 18 28 31 a8 68 af 48 f6 80 10 .....q.(1.h.H...
0030 16 d0 09 4e 00 00 01 01 08 0a 00 0e be 41 00 00 ...N.........A..
0040 13 0b ..

No. Time Source Destination Protocol Info
17 2.335676 192.168.2.4 192.168.2.3 TCP 1030 > auth

[FIN, ACK] Seq=14 Ack=43 Win=5840 Len=0 TSV=966209 TSER=4875

Frame 17 (66 bytes on wire, 66 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1030 (1030), Dst Port: auth (113), Seq:
14, Ack: 43, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 34 8f b0 40 00 40 06 25 bc c0 a8 02 04 c0 a8 .4..@.@.%.......
0020 02 03 04 06 00 71 18 28 31 a8 68 af 48 f7 80 11 .....q.(1.h.H...
0030 16 d0 09 4c 00 00 01 01 08 0a 00 0e be 41 00 00 ...L.........A..
0040 13 0b ..

No. Time Source Destination Protocol Info
18 2.335681 192.168.2.3 192.168.2.4 TCP auth > 1030

[ACK] Seq=43 Ack=15 Win=64227 Len=0 TSV=4875 TSER=966209

Frame 18 (66 bytes on wire, 66 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
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(192.168.2.4)
Transmission Control Protocol, Src Port: auth (113), Dst Port: 1030 (1030), Seq:
43, Ack: 15, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 34 00 75 40 00 80 06 74 f7 c0 a8 02 03 c0 a8 .4.u@...t.......
0020 02 04 00 71 04 06 68 af 48 f7 18 28 31 a9 80 10 ...q..h.H..(1...
0030 fa e3 25 38 00 00 01 01 08 0a 00 00 13 0b 00 0e ..%8............
0040 be 41 .A

No. Time Source Destination Protocol Info
19 2.438866 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[ACK] Seq=63 Ack=80 Win=64161 Len=0

Frame 19 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 63, Ack: 80, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 76 40 00 80 06 75 02 c0 a8 02 03 c0 a8 .(.v@...u.......
0020 02 04 04 0b 1a 0b 68 ae 09 b1 17 a3 d1 25 50 10 ......h......%P.
0030 fa a1 b6 9c 00 00 00 00 00 55 ff 53 .........U.S

No. Time Source Destination Protocol Info
20 2.438877 192.168.2.4 192.168.2.3 IRC Response

Frame 20 (91 bytes on wire, 91 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 80, Ack: 63, Len: 37
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 4d 6e e2 40 00 40 06 46 71 c0 a8 02 04 c0 a8 .Mn.@.@.Fq......
0020 02 03 1a 0b 04 0b 17 a3 d1 25 68 ae 09 b1 50 18 .........%h...P.
0030 16 d0 3b a5 00 00 4e 4f 54 49 43 45 20 41 55 54 ..;...NOTICE AUT
0040 48 20 3a 2a 2a 2a 20 47 6f 74 20 49 64 65 6e 74 H :*** Got Ident
0050 20 72 65 73 70 6f 6e 73 65 0d 0a response..

No. Time Source Destination Protocol Info
21 2.658417 192.168.2.3 192.168.2.4 TCP 1035 > 6667
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[ACK] Seq=63 Ack=117 Win=64124 Len=0

Frame 21 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 63, Ack: 117, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 77 40 00 80 06 75 01 c0 a8 02 03 c0 a8 .(.w@...u.......
0020 02 04 04 0b 1a 0b 68 ae 09 b1 17 a3 d1 4a 50 10 ......h......JP.
0030 fa 7c b6 9c 00 00 00 00 01 2f ff 53 .|......./.S

No. Time Source Destination Protocol Info
22 28.935453 192.168.2.4 192.168.2.3 IRC Response

Frame 22 (103 bytes on wire, 103 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 117, Ack: 63, Len: 49
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 59 6e e3 40 00 40 06 46 64 c0 a8 02 04 c0 a8 .Yn.@.@.Fd......
0020 02 03 1a 0b 04 0b 17 a3 d1 4a 68 ae 09 b1 50 18 .........Jh...P.
0030 16 d0 83 ac 00 00 4e 4f 54 49 43 45 20 41 55 54 ......NOTICE AUT
0040 48 20 3a 2a 2a 2a 20 43 6f 75 6c 64 6e 27 74 20 H :*** Couldn't
0050 6c 6f 6f 6b 20 75 70 20 79 6f 75 72 20 68 6f 73 look up your hos
0060 74 6e 61 6d 65 0d 0a tname..

No. Time Source Destination Protocol Info
23 29.087306 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[ACK] Seq=63 Ack=166 Win=64075 Len=0

Frame 23 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 63, Ack: 166, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 78 40 00 80 06 75 00 c0 a8 02 03 c0 a8 .(.x@...u.......
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0020 02 04 04 0b 1a 0b 68 ae 09 b1 17 a3 d1 7b 50 10 ......h......{P.
0030 fa 4b b6 9c 00 00 00 00 00 75 ff 53 .K.......u.S

No. Time Source Destination Protocol Info
24 29.565611 192.168.2.4 192.168.2.3 IRC Response

Frame 24 (1078 bytes on wire, 1078 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 166, Ack: 63, Len: 1024
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 04 28 6e e4 40 00 40 06 42 94 c0 a8 02 04 c0 a8 .(n.@.@.B.......
0020 02 03 1a 0b 04 0b 17 a3 d1 7b 68 ae 09 b1 50 18 .........{h...P.
0030 16 d0 1c d5 00 00 3a 6c 6f 63 61 6c 68 6f 73 74 ......:localhost
0040 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 30 30 31 .localdomain 001
0050 20 69 69 56 54 74 44 4a 75 77 20 3a 57 65 6c 63 iiVTtDJuw :Welc
0060 6f 6d 65 20 74 6f 20 74 68 65 20 49 6e 74 65 72 ome to the Inter
0070 6e 65 74 20 52 65 6c 61 79 20 4e 65 74 77 6f 72 net Relay Networ
0080 6b 20 69 69 56 54 74 44 4a 75 77 0d 0a 3a 6c 6f k iiVTtDJuw..:lo
0090 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d calhost.localdom
00a0 61 69 6e 20 30 30 32 20 69 69 56 54 74 44 4a 75 ain 002 iiVTtDJu
00b0 77 20 3a 59 6f 75 72 20 68 6f 73 74 20 69 73 20 w :Your host is
00c0 6c 6f 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 localhost.locald
00d0 6f 6d 61 69 6e 5b 6c 6f 63 61 6c 68 6f 73 74 2e omain[localhost.
00e0 6c 6f 63 61 6c 64 6f 6d 61 69 6e 2f 36 36 36 37 localdomain/6667
00f0 5d 2c 20 72 75 6e 6e 69 6e 67 20 76 65 72 73 69 ], running versi
0100 6f 6e 20 32 2e 38 2f 68 79 62 72 69 64 2d 36 2e on 2.8/hybrid-6.
0110 33 2e 31 0d 0a 4e 4f 54 49 43 45 20 69 69 56 54 3.1..NOTICE iiVT
0120 74 44 4a 75 77 20 3a 2a 2a 2a 20 59 6f 75 72 20 tDJuw :*** Your
0130 68 6f 73 74 20 69 73 20 6c 6f 63 61 6c 68 6f 73 host is localhos
0140 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 5b 6c 6f t.localdomain[lo
0150 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d calhost.localdom
0160 61 69 6e 2f 36 36 36 37 5d 2c 20 72 75 6e 6e 69 ain/6667], runni
0170 6e 67 20 76 65 72 73 69 6f 6e 20 32 2e 38 2f 68 ng version 2.8/h
0180 79 62 72 69 64 2d 36 2e 33 2e 31 0d 0a 3a 6c 6f ybrid-6.3.1..:lo
0190 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d calhost.localdom
01a0 61 69 6e 20 30 30 33 20 69 69 56 54 74 44 4a 75 ain 003 iiVTtDJu
01b0 77 20 3a 54 68 69 73 20 73 65 72 76 65 72 20 77 w :This server w
01c0 61 73 20 63 72 65 61 74 65 64 20 54 75 65 20 4a as created Tue J
01d0 75 6e 20 34 20 32 30 30 32 20 61 74 20 31 36 3a un 4 2002 at 16:
01e0 35 39 3a 34 35 20 45 44 54 0d 0a 3a 6c 6f 63 61 59:45 EDT..:loca
01f0 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 lhost.localdomai
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0200 6e 20 30 30 34 20 69 69 56 54 74 44 4a 75 77 20 n 004 iiVTtDJuw
0210 6c 6f 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 localhost.locald
0220 6f 6d 61 69 6e 20 32 2e 38 2f 68 79 62 72 69 64 omain 2.8/hybrid
0230 2d 36 2e 33 2e 31 20 6f 4f 69 77 73 7a 63 72 6b -6.3.1 oOiwszcrk
0240 66 79 64 6e 78 62 20 62 69 6b 6c 6d 6e 6f 70 73 fydnxb biklmnops
0250 74 76 65 0d 0a 3a 6c 6f 63 61 6c 68 6f 73 74 2e tve..:localhost.
0260 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 30 30 35 20 localdomain 005
0270 69 69 56 54 74 44 4a 75 77 20 57 41 4c 4c 43 48 iiVTtDJuw WALLCH
0280 4f 50 53 20 50 52 45 46 49 58 3d 28 6f 76 29 40 OPS PREFIX=(ov)@
0290 2b 20 43 48 41 4e 54 59 50 45 53 3d 23 26 20 4d + CHANTYPES=#& M
02a0 41 58 43 48 41 4e 4e 45 4c 53 3d 32 30 20 4d 41 AXCHANNELS=20 MA
02b0 58 42 41 4e 53 3d 32 35 20 4e 49 43 4b 4c 45 4e XBANS=25 NICKLEN
02c0 3d 39 20 54 4f 50 49 43 4c 45 4e 3d 31 32 30 20 =9 TOPICLEN=120
02d0 4b 49 43 4b 4c 45 4e 3d 39 30 20 4e 45 54 57 4f KICKLEN=90 NETWO
02e0 52 4b 3d 45 46 6e 65 74 20 43 48 41 4e 4d 4f 44 RK=EFnet CHANMOD
02f0 45 53 3d 62 2c 6b 2c 6c 2c 69 6d 6e 70 73 74 20 ES=b,k,l,imnpst
0300 4d 4f 44 45 53 3d 34 20 3a 61 72 65 20 73 75 70 MODES=4 :are sup
0310 70 6f 72 74 65 64 20 62 79 20 74 68 69 73 20 73 ported by this s
0320 65 72 76 65 72 0d 0a 3a 6c 6f 63 61 6c 68 6f 73 erver..:localhos
0330 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 32 35 t.localdomain 25
0340 31 20 69 69 56 54 74 44 4a 75 77 20 3a 54 68 65 1 iiVTtDJuw :The
0350 72 65 20 61 72 65 20 30 20 75 73 65 72 73 20 61 re are 0 users a
0360 6e 64 20 33 20 69 6e 76 69 73 69 62 6c 65 20 6f nd 3 invisible o
0370 6e 20 31 20 73 65 72 76 65 72 73 0d 0a 3a 6c 6f n 1 servers..:lo
0380 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d calhost.localdom
0390 61 69 6e 20 32 35 34 20 69 69 56 54 74 44 4a 75 ain 254 iiVTtDJu
03a0 77 20 31 20 3a 63 68 61 6e 6e 65 6c 73 20 66 6f w 1 :channels fo
03b0 72 6d 65 64 0d 0a 3a 6c 6f 63 61 6c 68 6f 73 74 rmed..:localhost
03c0 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 32 35 35 .localdomain 255
03d0 20 69 69 56 54 74 44 4a 75 77 20 3a 49 20 68 61 iiVTtDJuw :I ha
03e0 76 65 20 33 20 63 6c 69 65 6e 74 73 20 61 6e 64 ve 3 clients and
03f0 20 30 20 73 65 72 76 65 72 73 0d 0a 3a 6c 6f 63 0 servers..:loc
0400 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 alhost.localdoma
0410 69 6e 20 32 36 35 20 69 69 56 54 74 44 4a 75 77 in 265 iiVTtDJuw
0420 20 3a 43 75 72 72 65 6e 74 20 6c 6f 63 61 6c 20 :Current local
0430 20 75 73 65 72 73 users

No. Time Source Destination Protocol Info
25 29.568413 192.168.2.3 192.168.2.4 IRC Request

Frame 25 (73 bytes on wire, 73 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 63, Ack: 1190, Len: 19
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Internet Relay Chat

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 3b 00 79 40 00 80 06 74 ec c0 a8 02 03 c0 a8 .;.y@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 b1 17 a3 d5 7b 50 18 ......h......{P.
0030 f6 4b de 42 00 00 55 53 45 52 48 4f 53 54 20 69 .K.B..USERHOST i
0040 69 56 54 74 44 4a 75 77 0a iVTtDJuw.

No. Time Source Destination Protocol Info
26 29.570282 192.168.2.4 192.168.2.3 IRC Response

Frame 26 (514 bytes on wire, 514 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 1190, Ack: 82, Len: 460
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 01 f4 6e e5 40 00 40 06 44 c7 c0 a8 02 04 c0 a8 ..n.@.@.D.......
0020 02 03 1a 0b 04 0b 17 a3 d5 7b 68 ae 09 c4 50 18 .........{h...P.
0030 16 d0 74 ac 00 00 3a 20 33 20 20 4d 61 78 3a 20 ..t...: 3 Max:
0040 33 0d 0a 3a 6c 6f 63 61 6c 68 6f 73 74 2e 6c 6f 3..:localhost.lo
0050 63 61 6c 64 6f 6d 61 69 6e 20 32 36 36 20 69 69 caldomain 266 ii
0060 56 54 74 44 4a 75 77 20 3a 43 75 72 72 65 6e 74 VTtDJuw :Current
0070 20 67 6c 6f 62 61 6c 20 75 73 65 72 73 3a 20 33 global users: 3
0080 20 20 4d 61 78 3a 20 33 0d 0a 3a 6c 6f 63 61 6c Max: 3..:local
0090 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e host.localdomain
00a0 20 32 35 30 20 69 69 56 54 74 44 4a 75 77 20 3a 250 iiVTtDJuw :
00b0 48 69 67 68 65 73 74 20 63 6f 6e 6e 65 63 74 69 Highest connecti
00c0 6f 6e 20 63 6f 75 6e 74 3a 20 32 20 28 32 20 63 on count: 2 (2 c
00d0 6c 69 65 6e 74 73 29 20 28 34 20 73 69 6e 63 65 lients) (4 since
00e0 20 73 65 72 76 65 72 20 77 61 73 20 28 72 65 29 server was (re)
00f0 73 74 61 72 74 65 64 29 0d 0a 3a 6c 6f 63 61 6c started)..:local
0100 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e host.localdomain
0110 20 33 37 35 20 69 69 56 54 74 44 4a 75 77 20 3a 375 iiVTtDJuw :
0120 2d 20 6c 6f 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 - localhost.loca
0130 6c 64 6f 6d 61 69 6e 20 4d 65 73 73 61 67 65 20 ldomain Message
0140 6f 66 20 74 68 65 20 44 61 79 20 2d 20 0d 0a 3a of the Day - ..:
0150 6c 6f 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 localhost.locald
0160 6f 6d 61 69 6e 20 33 37 32 20 69 69 56 54 74 44 omain 372 iiVTtD
0170 4a 75 77 20 3a 2d 20 54 68 69 73 20 69 73 20 61 Juw :- This is a
0180 6e 20 49 52 43 20 73 65 72 76 65 72 2e 20 41 75 n IRC server. Au
0190 74 68 6f 72 69 7a 65 64 20 75 73 65 72 73 20 6f thorized users o
01a0 6e 6c 79 2e 0d 0a 3a 6c 6f 63 61 6c 68 6f 73 74 nly...:localhost
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01b0 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 33 37 36 .localdomain 376
01c0 20 69 69 56 54 74 44 4a 75 77 20 3a 45 6e 64 20 iiVTtDJuw :End
01d0 6f 66 20 2f 4d 4f 54 44 20 63 6f 6d 6d 61 6e 64 of /MOTD command
01e0 2e 0d 0a 3a 69 69 56 54 74 44 4a 75 77 20 4d 4f ...:iiVTtDJuw MO
01f0 44 45 20 69 69 56 54 74 44 4a 75 77 20 3a 2b 69 DE iiVTtDJuw :+i
0200 0d 0a ..

No. Time Source Destination Protocol Info
27 29.744371 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[ACK] Seq=82 Ack=1650 Win=64240 Len=0

Frame 27 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 82, Ack: 1650, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 7a 40 00 80 06 74 fe c0 a8 02 03 c0 a8 .(.z@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 c4 17 a3 d7 47 50 10 ......h......GP.
0030 fa f0 b0 18 00 00 00 00 00 40 ff 53 .........@.S

No. Time Source Destination Protocol Info
28 29.934811 192.168.2.4 192.168.2.3 IRC Response

Frame 28 (128 bytes on wire, 128 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 1650, Ack: 82, Len: 74
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 72 6e e6 40 00 40 06 46 48 c0 a8 02 04 c0 a8 .rn.@.@.FH......
0020 02 03 1a 0b 04 0b 17 a3 d7 47 68 ae 09 c4 50 18 .........Gh...P.
0030 16 d0 48 8c 00 00 3a 6c 6f 63 61 6c 68 6f 73 74 ..H...:localhost
0040 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 33 30 32 .localdomain 302
0050 20 69 69 56 54 74 44 4a 75 77 20 3a 69 69 56 54 iiVTtDJuw :iiVT
0060 74 44 4a 75 77 3d 2b 66 4b 65 7a 6c 71 6f 46 6a tDJuw=+fKezlqoFj
0070 43 40 31 39 32 2e 31 36 38 2e 32 2e 33 20 0d 0a C@192.168.2.3 ..

No. Time Source Destination Protocol Info
29 30.073523 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[ACK] Seq=82 Ack=1724 Win=64166 Len=0
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Frame 29 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 82, Ack: 1724, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 7b 40 00 80 06 74 fd c0 a8 02 03 c0 a8 .(.{@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 c4 17 a3 d7 91 50 10 ......h.......P.
0030 fa a6 b0 18 00 00 00 00 00 27 ff 53 .........'.S

No. Time Source Destination Protocol Info
30 33.931825 192.168.2.3 192.168.2.4 IRC Request

Frame 30 (67 bytes on wire, 67 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 82, Ack: 1724, Len: 13
Internet Relay Chat

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 35 00 7c 40 00 80 06 74 ef c0 a8 02 03 c0 a8 .5.|@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 c4 17 a3 d7 91 50 18 ......h.......P.
0030 fa a6 f8 2b 00 00 4a 4f 49 4e 20 23 6d 69 6c 73 ...+..JOIN #mils
0040 20 3a 0a :.

No. Time Source Destination Protocol Info
31 33.931870 192.168.2.4 192.168.2.2 IRC Response

Frame 31 (101 bytes on wire, 101 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1032 (1032),
Seq: 0, Ack: 0, Len: 47
Internet Relay Chat

0000 00 0c 29 fc 75 df 00 0c 29 77 ff 87 08 00 45 00 ..).u...)w....E.
0010 00 57 45 26 40 00 40 06 70 24 c0 a8 02 04 c0 a8 .WE&@.@.p$......
0020 02 02 1a 0b 04 08 12 90 e0 87 5e 4d e8 60 50 18 ..........^M.`P.
0030 16 d0 37 7d 00 00 3a 69 69 56 54 74 44 4a 75 77 ..7}..:iiVTtDJuw
0040 21 66 4b 65 7a 6c 71 6f 46 6a 43 40 31 39 32 2e !fKezlqoFjC@192.
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0050 31 36 38 2e 32 2e 33 20 4a 4f 49 4e 20 3a 23 6d 168.2.3 JOIN :#m
0060 69 6c 73 0d 0a ils..

No. Time Source Destination Protocol Info
32 33.931960 192.168.2.4 192.168.2.3 IRC Response

Frame 32 (234 bytes on wire, 234 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 1724, Ack: 95, Len: 180
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 dc 6e e7 40 00 40 06 45 dd c0 a8 02 04 c0 a8 ..n.@.@.E.......
0020 02 03 1a 0b 04 0b 17 a3 d7 91 68 ae 09 d1 50 18 ..........h...P.
0030 16 d0 45 6c 00 00 3a 69 69 56 54 74 44 4a 75 77 ..El..:iiVTtDJuw
0040 21 66 4b 65 7a 6c 71 6f 46 6a 43 40 31 39 32 2e !fKezlqoFjC@192.
0050 31 36 38 2e 32 2e 33 20 4a 4f 49 4e 20 3a 23 6d 168.2.3 JOIN :#m
0060 69 6c 73 0d 0a 3a 6c 6f 63 61 6c 68 6f 73 74 2e ils..:localhost.
0070 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 33 35 33 20 localdomain 353
0080 69 69 56 54 74 44 4a 75 77 20 3d 20 23 6d 69 6c iiVTtDJuw = #mil
0090 73 20 3a 69 69 56 54 74 44 4a 75 77 20 6d 69 72 s :iiVTtDJuw mir
00a0 63 20 72 6f 6f 74 20 0d 0a 3a 6c 6f 63 61 6c 68 c root ..:localh
00b0 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 ost.localdomain
00c0 33 36 36 20 69 69 56 54 74 44 4a 75 77 20 23 6d 366 iiVTtDJuw #m
00d0 69 6c 73 20 3a 45 6e 64 20 6f 66 20 2f 4e 41 4d ils :End of /NAM
00e0 45 53 20 6c 69 73 74 2e 0d 0a ES list...

No. Time Source Destination Protocol Info
33 34.042735 192.168.2.2 192.168.2.4 TCP 1032 > 6667

[ACK] Seq=0 Ack=47 Win=63892 Len=0

Frame 33 (54 bytes on wire, 54 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1032 (1032), Dst Port: 6667 (6667),
Seq: 0, Ack: 47, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 fc 75 df 08 00 45 00 ..)w....).u...E.
0010 00 28 01 62 40 00 80 06 74 17 c0 a8 02 02 c0 a8 .(.b@...t.......
0020 02 04 04 08 1a 0b 5e 4d e8 60 12 90 e0 b6 50 10 ......^M.`....P.
0030 f9 94 d8 e0 00 00 ......
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No. Time Source Destination Protocol Info
34 34.176497 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[ACK] Seq=95 Ack=1904 Win=63986 Len=0

Frame 34 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 95, Ack: 1904, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 7d 40 00 80 06 74 fb c0 a8 02 03 c0 a8 .(.}@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 d1 17 a3 d8 45 50 10 ......h......EP.
0030 f9 f2 b0 0b 00 00 01 31 01 30 01 30 .......1.0.0

No. Time Source Destination Protocol Info
35 36.934005 192.168.2.3 192.168.2.4 IRC Request

Frame 35 (75 bytes on wire, 75 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 95, Ack: 1904, Len: 21
Internet Relay Chat

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 3d 00 7e 40 00 80 06 74 e5 c0 a8 02 03 c0 a8 .=.~@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 d1 17 a3 d8 45 50 18 ......h......EP.
0030 f9 f2 cd b3 00 00 4d 4f 44 45 20 23 6d 69 6c 73 ......MODE #mils
0040 0a 57 48 4f 20 23 6d 69 6c 73 0a .WHO #mils.

No. Time Source Destination Protocol Info
36 36.973894 192.168.2.4 192.168.2.3 TCP 6667 > 1035

[ACK] Seq=1904 Ack=116 Win=5840 Len=0

Frame 36 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 1904, Ack: 116, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 6e e8 40 00 40 06 46 90 c0 a8 02 04 c0 a8 .(n.@.@.F.......
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0020 02 03 1a 0b 04 0b 17 a3 d8 45 68 ae 09 e6 50 10 .........Eh...P.
0030 16 d0 93 19 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
37 37.035775 192.168.2.4 192.168.2.3 IRC Response

Frame 37 (541 bytes on wire, 541 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1035 (1035),
Seq: 1904, Ack: 116, Len: 487
Internet Relay Chat

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 02 0f 6e e9 40 00 40 06 44 a8 c0 a8 02 04 c0 a8 ..n.@.@.D.......
0020 02 03 1a 0b 04 0b 17 a3 d8 45 68 ae 09 e6 50 18 .........Eh...P.
0030 16 d0 07 72 00 00 3a 6c 6f 63 61 6c 68 6f 73 74 ...r..:localhost
0040 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 33 32 34 .localdomain 324
0050 20 69 69 56 54 74 44 4a 75 77 20 23 6d 69 6c 73 iiVTtDJuw #mils
0060 20 2b 74 6e 20 0d 0a 3a 6c 6f 63 61 6c 68 6f 73 +tn ..:localhos
0070 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 33 32 t.localdomain 32
0080 39 20 69 69 56 54 74 44 4a 75 77 20 23 6d 69 6c 9 iiVTtDJuw #mil
0090 73 20 31 31 30 36 31 33 30 38 34 34 0d 0a 3a 6c s 1106130844..:l
00a0 6f 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f ocalhost.localdo
00b0 6d 61 69 6e 20 33 35 32 20 69 69 56 54 74 44 4a main 352 iiVTtDJ
00c0 75 77 20 23 6d 69 6c 73 20 66 4b 65 7a 6c 71 6f uw #mils fKezlqo
00d0 46 6a 43 20 31 39 32 2e 31 36 38 2e 32 2e 33 20 FjC 192.168.2.3
00e0 6c 6f 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 localhost.locald
00f0 6f 6d 61 69 6e 20 69 69 56 54 74 44 4a 75 77 20 omain iiVTtDJuw
0100 48 20 3a 30 20 45 68 62 6a 6e 7a 59 53 4c 78 6c H :0 EhbjnzYSLxl
0110 4b 49 4d 75 47 67 51 42 6f 0d 0a 3a 6c 6f 63 61 KIMuGgQBo..:loca
0120 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 lhost.localdomai
0130 6e 20 33 35 32 20 69 69 56 54 74 44 4a 75 77 20 n 352 iiVTtDJuw
0140 23 6d 69 6c 73 20 6d 69 72 63 20 31 39 32 2e 31 #mils mirc 192.1
0150 36 38 2e 32 2e 32 20 6c 6f 63 61 6c 68 6f 73 74 68.2.2 localhost
0160 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 6d 69 72 .localdomain mir
0170 63 20 48 20 3a 30 20 62 6c 61 68 0d 0a 3a 6c 6f c H :0 blah..:lo
0180 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d calhost.localdom
0190 61 69 6e 20 33 35 32 20 69 69 56 54 74 44 4a 75 ain 352 iiVTtDJu
01a0 77 20 23 6d 69 6c 73 20 7e 72 6f 6f 74 20 31 32 w #mils ~root 12
01b0 37 2e 30 2e 30 2e 31 20 6c 6f 63 61 6c 68 6f 73 7.0.0.1 localhos
01c0 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 6e 20 72 6f t.localdomain ro
01d0 6f 74 20 48 20 3a 30 20 72 6f 6f 74 0d 0a 3a 6c ot H :0 root..:l
01e0 6f 63 61 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f ocalhost.localdo
01f0 6d 61 69 6e 20 33 31 35 20 69 69 56 54 74 44 4a main 315 iiVTtDJ
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0200 75 77 20 23 6d 69 6c 73 20 3a 45 6e 64 20 6f 66 uw #mils :End of
0210 20 2f 57 48 4f 20 6c 69 73 74 2e 0d 0a /WHO list...

No. Time Source Destination Protocol Info
38 37.183557 192.168.2.3 192.168.2.4 TCP 1035 > 6667

[ACK] Seq=116 Ack=2391 Win=63499 Len=0

Frame 38 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 6667 (6667),
Seq: 116, Ack: 2391, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 7f 40 00 80 06 74 f9 c0 a8 02 03 c0 a8 .(..@...t.......
0020 02 04 04 0b 1a 0b 68 ae 09 e6 17 a3 da 2c 50 10 ......h......,P.
0030 f8 0b af f6 00 00 20 46 48 46 41 45 ...... FHFAE

No. Time Source Destination Protocol Info
39 93.097878 192.168.2.4 192.168.2.2 IRC Response

Frame 39 (83 bytes on wire, 83 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1032 (1032),
Seq: 47, Ack: 0, Len: 29
Internet Relay Chat

0000 00 0c 29 fc 75 df 00 0c 29 77 ff 87 08 00 45 00 ..).u...)w....E.
0010 00 45 45 27 40 00 40 06 70 35 c0 a8 02 04 c0 a8 .EE'@.@.p5......
0020 02 02 1a 0b 04 08 12 90 e0 b6 5e 4d e8 60 50 18 ..........^M.`P.
0030 16 d0 57 c1 00 00 50 49 4e 47 20 3a 6c 6f 63 61 ..W...PING :loca
0040 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 lhost.localdomai
0050 6e 0d 0a n..

No. Time Source Destination Protocol Info
40 93.098592 192.168.2.2 192.168.2.4 IRC Request

Frame 40 (82 bytes on wire, 82 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1032 (1032), Dst Port: 6667 (6667),
Seq: 0, Ack: 76, Len: 28
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Internet Relay Chat

0000 00 0c 29 77 ff 87 00 0c 29 fc 75 df 08 00 45 00 ..)w....).u...E.
0010 00 44 01 63 40 00 80 06 73 fa c0 a8 02 02 c0 a8 .D.c@...s.......
0020 02 04 04 08 1a 0b 5e 4d e8 60 12 90 e0 d3 50 18 ......^M.`....P.
0030 f9 77 7e fa 00 00 50 4f 4e 47 20 3a 6c 6f 63 61 .w~...PONG :loca
0040 6c 68 6f 73 74 2e 6c 6f 63 61 6c 64 6f 6d 61 69 lhost.localdomai
0050 6e 0a n.

No. Time Source Destination Protocol Info
41 93.102125 192.168.2.4 192.168.2.2 TCP 6667 > 1032

[ACK] Seq=76 Ack=28 Win=5840 Len=0

Frame 41 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1032 (1032),
Seq: 76, Ack: 28, Len: 0

0000 00 0c 29 fc 75 df 00 0c 29 77 ff 87 08 00 45 00 ..).u...)w....E.
0010 00 28 45 28 40 00 40 06 70 51 c0 a8 02 04 c0 a8 .(E(@.@.pQ......
0020 02 02 1a 0b 04 08 12 90 e0 d3 5e 4d e8 7c 50 10 ..........^M.|P.
0030 16 d0 bb 6c 00 00 00 00 00 00 00 00 ...l........

Ethereal Log connect on port 9999
No. Time Source Destination Protocol Info

1 0.000000 192.168.2.3 Broadcast ARP Who has
192.168.2.4? Tell 192.168.2.3

Frame 1 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 06 00 01 ........).^.....
0010 08 00 06 04 00 01 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 00 00 00 00 00 c0 a8 02 04 11 02 80 27 c0 a8 .............'..
0030 02 03 00 8a 00 bb 00 00 20 45 42 45 ........ EBE

No. Time Source Destination Protocol Info
2 0.000352 192.168.2.4 192.168.2.3 ARP 192.168.2.4 is at

00:0c:29:77:ff:87

Frame 2 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (reply)
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0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 02 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 0c 29 19 5e 14 c0 a8 02 03 00 00 00 00 00 00 ..).^...........
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
3 0.001004 192.168.2.3 192.168.2.4 TCP 1033 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 3 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 51 40 00 80 06 75 1f c0 a8 02 03 c0 a8 .0.Q@...u.......
0020 02 04 04 09 1a 0b 67 3d df fc 00 00 00 00 70 02 ......g=......p.
0030 fa f0 9d 88 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
4 0.001009 192.168.2.4 192.168.2.3 TCP 6667 > 1033

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 4 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1033 (1033),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 09 00 00 00 00 67 3d df fd 50 14 ..........g=..P.
0030 00 00 c5 29 00 00 00 00 00 00 00 00 ...)........

No. Time Source Destination Protocol Info
5 0.568615 192.168.2.3 192.168.2.4 TCP 1033 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 5 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
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Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 52 40 00 80 06 75 1e c0 a8 02 03 c0 a8 .0.R@...u.......
0020 02 04 04 09 1a 0b 67 3d df fc 00 00 00 00 70 02 ......g=......p.
0030 fa f0 9d 88 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
6 0.568627 192.168.2.4 192.168.2.3 TCP 6667 > 1033

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 6 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1033 (1033),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 09 00 00 00 00 67 3d df fd 50 14 ..........g=..P.
0030 00 00 c5 29 00 00 00 00 00 00 00 00 ...)........

No. Time Source Destination Protocol Info
7 1.114973 192.168.2.3 192.168.2.4 TCP 1033 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 7 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 53 40 00 80 06 75 1d c0 a8 02 03 c0 a8 .0.S@...u.......
0020 02 04 04 09 1a 0b 67 3d df fc 00 00 00 00 70 02 ......g=......p.
0030 fa f0 9d 88 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
8 1.114983 192.168.2.4 192.168.2.3 TCP 6667 > 1033

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 8 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
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Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1033 (1033),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 09 00 00 00 00 67 3d df fd 50 14 ..........g=..P.
0030 00 00 c5 29 00 00 00 00 00 00 00 00 ...)........

No. Time Source Destination Protocol Info
9 5.017258 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 9 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
10 5.017270 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is at

00:0c:29:19:5e:14

Frame 10 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 80 2b 29 10 00 01 ..)w.......+)...
0030 00 00 00 00 00 01 20 45 42 45 45 45 ...... EBEEE

No. Time Source Destination Protocol Info
11 26.157532 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 11 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service
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0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 54 00 00 80 11 b3 f8 c0 a8 02 03 c0 a8 .N.T............
0020 02 ff 00 89 00 89 00 3a b6 6c 80 3a 01 10 00 01 .......:.l.:....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
12 26.905875 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 12 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 55 00 00 80 11 b3 f7 c0 a8 02 03 c0 a8 .N.U............
0020 02 ff 00 89 00 89 00 3a b6 6c 80 3a 01 10 00 01 .......:.l.:....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
13 27.662255 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 13 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 56 00 00 80 11 b3 f6 c0 a8 02 03 c0 a8 .N.V............
0020 02 ff 00 89 00 89 00 3a b6 6c 80 3a 01 10 00 01 .......:.l.:....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..
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No. Time Source Destination Protocol Info
14 28.381013 192.168.2.3 Broadcast ARP Who has

192.168.2.2? Tell 192.168.2.3

Frame 14 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 06 00 01 ........).^.....
0010 08 00 06 04 00 01 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 00 00 00 00 00 c0 a8 02 02 87 59 01 00 00 01 ...........Y....
0030 00 00 00 00 00 00 01 33 01 32 03 31 .......3.2.1

No. Time Source Destination Protocol Info
15 28.381307 192.168.2.2 192.168.2.3 ARP 192.168.2.2 is

at 00:0c:29:fc:75:df

Frame 15 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (reply)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 06 00 01 ..).^...).u.....
0010 08 00 06 04 00 02 00 0c 29 fc 75 df c0 a8 02 02 ........).u.....
0020 00 0c 29 19 5e 14 c0 a8 02 03 ..).^.....

No. Time Source Destination Protocol Info
16 28.381829 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 16 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1034 (1034), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 57 00 00 80 11 b4 fd c0 a8 02 03 c0 a8 .C.W............
0020 02 02 04 0a 00 35 00 2f 0f df d4 5c 01 00 00 01 .....5./...\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
17 29.367608 192.168.2.3 192.168.2.2 DNS Standard query



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

A www.windowsupdate.com

Frame 17 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1034 (1034), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 58 00 00 80 11 b4 fc c0 a8 02 03 c0 a8 .C.X............
0020 02 02 04 0a 00 35 00 2f 0f df d4 5c 01 00 00 01 .....5./...\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
18 31.279361 192.168.2.3 192.168.2.4 TCP 1035 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 18 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 59 40 00 80 06 75 17 c0 a8 02 03 c0 a8 .0.Y@...u.......
0020 02 04 04 0b 27 0f 67 ab 66 82 00 00 00 00 70 02 ....'.g.f.....p.
0030 fa f0 09 8f 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
19 31.282142 192.168.2.4 192.168.2.3 TCP 9999 > 1035

[SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460

Frame 19 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1035 (1035),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 30 00 00 40 00 40 06 b5 70 c0 a8 02 04 c0 a8 .0..@.@..p......
0020 02 03 27 0f 04 0b 3d b9 a0 b5 67 ab 66 83 70 12 ..'...=...g.f.p.
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0030 16 d0 0f 30 00 00 02 04 05 b4 01 01 04 02 ...0..........

No. Time Source Destination Protocol Info
20 31.282149 192.168.2.3 192.168.2.4 TCP 1035 > 9999

[ACK] Seq=1 Ack=1 Win=64240 Len=0

Frame 20 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 9999 (9999),
Seq: 1, Ack: 1, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 5a 40 00 80 06 75 1e c0 a8 02 03 c0 a8 .(.Z@...u.......
0020 02 04 04 0b 27 0f 67 ab 66 83 3d b9 a0 b6 50 10 ....'.g.f.=...P.
0030 fa f0 57 d3 00 00 01 33 01 32 03 31 ..W....3.2.1

No. Time Source Destination Protocol Info
21 31.282152 192.168.2.3 192.168.2.4 TCP 1035 > 9999

[PSH, ACK] Seq=1 Ack=1 Win=64240 Len=58

Frame 21 (112 bytes on wire, 112 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 9999 (9999),
Seq: 1, Ack: 1, Len: 58
Data (58 bytes)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 62 00 5b 40 00 80 06 74 e3 c0 a8 02 03 c0 a8 .b.[@...t.......
0020 02 04 04 0b 27 0f 67 ab 66 83 3d b9 a0 b6 50 18 ....'.g.f.=...P.
0030 fa f0 ec a6 00 00 55 53 45 52 20 46 56 42 59 7a ......USER FVBYz
0040 41 20 6c 6f 63 61 6c 68 6f 73 74 20 30 20 3a 5a A localhost 0 :Z
0050 7a 4c 49 4a 58 49 66 6d 4f 45 72 46 6b 67 57 72 zLIJXIfmOErFkgWr
0060 0a 4e 49 43 4b 20 53 79 49 62 58 4a 59 45 41 0a .NICK SyIbXJYEA.

No. Time Source Destination Protocol Info
22 31.282853 192.168.2.4 192.168.2.3 TCP 9999 > 1035

[ACK] Seq=1 Ack=59 Win=5840 Len=0

Frame 22 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
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Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1035 (1035),
Seq: 1, Ack: 59, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 0a 71 40 00 40 06 ab 07 c0 a8 02 04 c0 a8 .(.q@.@.........
0020 02 03 27 0f 04 0b 3d b9 a0 b6 67 ab 66 bd 50 10 ..'...=...g.f.P.
0030 16 d0 3b ba 00 00 00 00 00 00 00 00 ..;.........

No. Time Source Destination Protocol Info
23 31.474335 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 23 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1034 (1034), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 5c 00 00 80 11 b4 f8 c0 a8 02 03 c0 a8 .C.\............
0020 02 02 04 0a 00 35 00 2f 0f df d4 5c 01 00 00 01 .....5./...\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
24 33.474179 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 24 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1034 (1034), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 5d 00 00 80 11 b4 f7 c0 a8 02 03 c0 a8 .C.]............
0020 02 02 04 0a 00 35 00 2f 0f df d4 5c 01 00 00 01 .....5./...\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
25 37.475506 192.168.2.3 192.168.2.2 DNS Standard query
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A www.windowsupdate.com

Frame 25 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1034 (1034), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 5e 00 00 80 11 b4 f6 c0 a8 02 03 c0 a8 .C.^............
0020 02 02 04 0a 00 35 00 2f 0f df d4 5c 01 00 00 01 .....5./...\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
26 45.414080 192.168.2.3 192.168.2.2 DNS Standard query

PTR 1.0.0.127.in-addr.arpa

Frame 26 (82 bytes on wire, 82 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 44 00 5f 00 00 80 11 b4 f4 c0 a8 02 03 c0 a8 .D._............
0020 02 02 04 0c 00 35 00 30 ba 53 6f 5d 00 00 00 01 .....5.0.So]....
0030 00 00 00 00 00 00 01 31 01 30 01 30 03 31 32 37 .......1.0.0.127
0040 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00 00 0c .in-addr.arpa...
0050 00 01 ..

No. Time Source Destination Protocol Info
27 46.414225 192.168.2.3 192.168.2.2 DNS Standard query

PTR 1.0.0.127.in-addr.arpa

Frame 27 (82 bytes on wire, 82 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
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0010 00 44 00 60 00 00 80 11 b4 f3 c0 a8 02 03 c0 a8 .D.`............
0020 02 02 04 0c 00 35 00 30 ba 53 6f 5d 00 00 00 01 .....5.0.So]....
0030 00 00 00 00 00 00 01 31 01 30 01 30 03 31 32 37 .......1.0.0.127
0040 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00 00 0c .in-addr.arpa...
0050 00 01 ..

No. Time Source Destination Protocol Info
28 47.413960 192.168.2.3 192.168.2.2 DNS Standard query

PTR 1.0.0.127.in-addr.arpa

Frame 28 (82 bytes on wire, 82 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 44 00 61 00 00 80 11 b4 f2 c0 a8 02 03 c0 a8 .D.a............
0020 02 02 04 0c 00 35 00 30 ba 53 6f 5d 00 00 00 01 .....5.0.So]....
0030 00 00 00 00 00 00 01 31 01 30 01 30 03 31 32 37 .......1.0.0.127
0040 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00 00 0c .in-addr.arpa...
0050 00 01 ..

No. Time Source Destination Protocol Info
29 48.462198 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 29 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 62 00 00 80 11 b3 ea c0 a8 02 03 c0 a8 .N.b............
0020 02 ff 00 89 00 89 00 3a b6 6a 80 3c 01 10 00 01 .......:.j.<....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
30 49.211426 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>
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Frame 30 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 63 00 00 80 11 b3 e9 c0 a8 02 03 c0 a8 .N.c............
0020 02 ff 00 89 00 89 00 3a b6 6a 80 3c 01 10 00 01 .......:.j.<....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
31 49.962300 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 31 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 64 00 00 80 11 b3 e8 c0 a8 02 03 c0 a8 .N.d............
0020 02 ff 00 89 00 89 00 3a b6 6a 80 3c 01 10 00 01 .......:.j.<....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
32 62.253961 192.168.2.3 192.168.2.4 TCP 1035 > 9999

[FIN, ACK] Seq=59 Ack=1 Win=64240 Len=0

Frame 32 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 9999 (9999),
Seq: 59, Ack: 1, Len: 0
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0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 65 40 00 80 06 75 13 c0 a8 02 03 c0 a8 .(.e@...u.......
0020 02 04 04 0b 27 0f 67 ab 66 bd 3d b9 a0 b6 50 11 ....'.g.f.=...P.
0030 fa f0 57 98 00 00 20 43 4f 45 49 45 ..W... COEIE

No. Time Source Destination Protocol Info
33 62.254355 192.168.2.4 192.168.2.3 TCP 9999 > 1035

[FIN, ACK] Seq=1 Ack=60 Win=5840 Len=0

Frame 33 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1035 (1035),
Seq: 1, Ack: 60, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 0a 72 40 00 40 06 ab 06 c0 a8 02 04 c0 a8 .(.r@.@.........
0020 02 03 27 0f 04 0b 3d b9 a0 b6 67 ab 66 be 50 11 ..'...=...g.f.P.
0030 16 d0 3b b8 00 00 00 00 00 00 00 00 ..;.........

No. Time Source Destination Protocol Info
34 62.257736 192.168.2.3 192.168.2.4 TCP 1035 > 9999

[ACK] Seq=60 Ack=2 Win=64240 Len=0

Frame 34 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 9999 (9999),
Seq: 60, Ack: 2, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 66 40 00 80 06 75 12 c0 a8 02 03 c0 a8 .(.f@...u.......
0020 02 04 04 0b 27 0f 67 ab 66 be 3d b9 a0 b7 50 10 ....'.g.f.=...P.
0030 fa f0 57 97 00 00 20 43 4f 45 49 45 ..W... COEIE

No. Time Source Destination Protocol Info
35 93.249336 192.168.2.3 192.168.2.4 TCP 1037 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 35 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1037 (1037), Dst Port: 8080 (8080),
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Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 67 40 00 80 06 75 09 c0 a8 02 03 c0 a8 .0.g@...u.......
0020 02 04 04 0d 1f 90 68 84 8f 4c 00 00 00 00 70 02 ......h..L....p.
0030 fa f0 e7 68 00 00 02 04 05 b4 01 01 04 02 ...h..........

No. Time Source Destination Protocol Info
36 93.249351 192.168.2.4 192.168.2.3 TCP 8080 > 1037

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 36 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1037 (1037),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 0d 00 00 00 00 68 84 8f 4d 50 14 ..........h..MP.
0030 00 00 0f 0a 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
37 93.788704 192.168.2.3 192.168.2.4 TCP 1037 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 37 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1037 (1037), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 68 40 00 80 06 75 08 c0 a8 02 03 c0 a8 .0.h@...u.......
0020 02 04 04 0d 1f 90 68 84 8f 4c 00 00 00 00 70 02 ......h..L....p.
0030 fa f0 e7 68 00 00 02 04 05 b4 01 01 04 02 ...h..........

No. Time Source Destination Protocol Info
38 93.789475 192.168.2.4 192.168.2.3 TCP 8080 > 1037

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 38 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
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(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1037 (1037),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 0d 00 00 00 00 68 84 8f 4d 50 14 ..........h..MP.
0030 00 00 0f 0a 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
39 94.267620 192.168.2.3 192.168.2.4 TCP 1037 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 39 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1037 (1037), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 69 40 00 80 06 75 07 c0 a8 02 03 c0 a8 .0.i@...u.......
0020 02 04 04 0d 1f 90 68 84 8f 4c 00 00 00 00 70 02 ......h..L....p.
0030 fa f0 e7 68 00 00 02 04 05 b4 01 01 04 02 ...h..........

No. Time Source Destination Protocol Info
40 94.267631 192.168.2.4 192.168.2.3 TCP 8080 > 1037

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 40 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1037 (1037),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 0d 00 00 00 00 68 84 8f 4d 50 14 ..........h..MP.
0030 00 00 0f 0a 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
41 103.241353 192.168.2.3 192.168.2.255 BROWSER

Domain/Workgroup Announcement WORKGROUP, NT Workstation, Domain
Enum
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Frame 41 (254 bytes on wire, 254 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm
(138)
NetBIOS Datagram Service
SMB (Server Message Block Protocol)
SMB MailSlot Protocol
Microsoft Windows Browser Protocol

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 f0 00 6a 00 00 80 11 b3 40 c0 a8 02 03 c0 a8 ...j.....@......
0020 02 ff 00 8a 00 8a 00 dc 90 b8 11 02 80 3d c0 a8 .............=..
0030 02 03 00 8a 00 c6 00 00 20 45 42 45 4e 45 46 46 ........ EBENEFF
0040 44 45 45 45 42 46 42 43 4e 44 43 45 4c 46 41 43
DEEEBFBCNDCELFAC
0050 41 43 41 43 41 43 41 41 41 00 20 41 42 41 43 46 ACACACAAA. ABACF
0060 50 46 50 45 4e 46 44 45 43 46 43 45 50 46 48 46
PFPENFDECFCEPFHF
0070 44 45 46 46 50 46 50 41 43 41 42 00 ff 53 4d 42 DEFFPFPACAB..SMB
0080 25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 %...............
0090 00 00 00 00 00 00 00 00 00 00 00 00 11 00 00 2c ...............,
00a0 00 00 00 00 00 00 00 00 00 e8 03 00 00 00 00 00 ................
00b0 00 00 00 2c 00 56 00 03 00 01 00 01 00 02 00 3d ...,.V.........=
00c0 00 5c 4d 41 49 4c 53 4c 4f 54 5c 42 52 4f 57 53 .\MAILSLOT\BROWS
00d0 45 00 0c 00 e0 93 04 00 57 4f 52 4b 47 52 4f 55 E.......WORKGROU
00e0 50 00 00 e0 f8 7f 00 e0 03 0a 00 10 00 80 08 df P...............
00f0 4c 7c 41 4d 45 53 44 41 51 2d 32 4b 50 00 L|AMESDAQ-2KP.
Ethereal log for connect on port 8080
No. Time Source Destination Protocol Info

1 0.000000 192.168.2.3 Broadcast ARP Who has
192.168.2.4? Tell 192.168.2.3

Frame 1 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 06 00 01 ........).^.....
0010 08 00 06 04 00 01 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 00 00 00 00 00 c0 a8 02 04 80 25 01 10 00 01 ...........%....
0030 00 00 00 00 00 00 20 46 48 45 50 46 ...... FHEPF

No. Time Source Destination Protocol Info
2 0.000341 192.168.2.4 192.168.2.3 ARP 192.168.2.4 is at

00:0c:29:77:ff:87
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Frame 2 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (reply)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 02 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 0c 29 19 5e 14 c0 a8 02 03 00 00 00 00 00 00 ..).^...........
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
3 0.002145 192.168.2.3 192.168.2.4 TCP 1033 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 3 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 50 40 00 80 06 75 20 c0 a8 02 03 c0 a8 .0.P@...u ......
0020 02 04 04 09 1a 0b 66 2a 74 2c 00 00 00 00 70 02 ......f*t,....p.
0030 fa f0 0a 6c 00 00 02 04 05 b4 01 01 04 02 ...l..........

No. Time Source Destination Protocol Info
4 0.055177 192.168.2.4 192.168.2.3 TCP 6667 > 1033

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 4 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1033 (1033),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 09 00 00 00 00 66 2a 74 2d 50 14 ..........f*t-P.
0030 00 00 32 0d 00 00 00 00 00 00 00 00 ..2.........

No. Time Source Destination Protocol Info
5 0.696346 192.168.2.3 192.168.2.4 TCP 1033 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460
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Frame 5 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 51 40 00 80 06 75 1f c0 a8 02 03 c0 a8 .0.Q@...u.......
0020 02 04 04 09 1a 0b 66 2a 74 2c 00 00 00 00 70 02 ......f*t,....p.
0030 fa f0 0a 6c 00 00 02 04 05 b4 01 01 04 02 ...l..........

No. Time Source Destination Protocol Info
6 0.696359 192.168.2.4 192.168.2.3 TCP 6667 > 1033

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 6 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1033 (1033),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 09 00 00 00 00 66 2a 74 2d 50 14 ..........f*t-P.
0030 00 00 32 0d 00 00 00 00 00 00 00 00 ..2.........

No. Time Source Destination Protocol Info
7 1.202498 192.168.2.3 192.168.2.4 TCP 1033 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 7 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 52 40 00 80 06 75 1e c0 a8 02 03 c0 a8 .0.R@...u.......
0020 02 04 04 09 1a 0b 66 2a 74 2c 00 00 00 00 70 02 ......f*t,....p.
0030 fa f0 0a 6c 00 00 02 04 05 b4 01 01 04 02 ...l..........

No. Time Source Destination Protocol Info
8 1.202510 192.168.2.4 192.168.2.3 TCP 6667 > 1033
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[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 8 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1033 (1033),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 09 00 00 00 00 66 2a 74 2d 50 14 ..........f*t-P.
0030 00 00 32 0d 00 00 00 00 00 00 00 00 ..2.........

No. Time Source Destination Protocol Info
9 5.022996 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 9 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
10 5.023010 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is at

00:0c:29:19:5e:14

Frame 10 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 80 2b 29 10 00 01 ..)w.......+)...
0030 00 00 00 00 00 01 20 45 42 45 45 45 ...... EBEEE

No. Time Source Destination Protocol Info
11 31.236416 192.168.2.3 192.168.2.4 TCP 1034 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 11 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
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Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1034 (1034), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 53 40 00 80 06 75 1d c0 a8 02 03 c0 a8 .0.S@...u.......
0020 02 04 04 0a 27 0f 66 97 fa b2 00 00 00 00 70 02 ....'.f.......p.
0030 fa f0 76 73 00 00 02 04 05 b4 01 01 04 02 ..vs..........

No. Time Source Destination Protocol Info
12 31.236429 192.168.2.4 192.168.2.3 TCP 9999 > 1034

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 12 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1034 (1034),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 0a 00 00 00 00 66 97 fa b3 50 14 ..'.......f...P.
0030 00 00 9e 14 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
13 31.750778 192.168.2.3 192.168.2.4 TCP 1034 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 13 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1034 (1034), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 54 40 00 80 06 75 1c c0 a8 02 03 c0 a8 .0.T@...u.......
0020 02 04 04 0a 27 0f 66 97 fa b2 00 00 00 00 70 02 ....'.f.......p.
0030 fa f0 76 73 00 00 02 04 05 b4 01 01 04 02 ..vs..........

No. Time Source Destination Protocol Info
14 31.750788 192.168.2.4 192.168.2.3 TCP 9999 > 1034

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0
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Frame 14 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1034 (1034),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 0a 00 00 00 00 66 97 fa b3 50 14 ..'.......f...P.
0030 00 00 9e 14 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
15 32.295377 192.168.2.3 192.168.2.4 TCP 1034 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 15 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1034 (1034), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 55 40 00 80 06 75 1b c0 a8 02 03 c0 a8 .0.U@...u.......
0020 02 04 04 0a 27 0f 66 97 fa b2 00 00 00 00 70 02 ....'.f.......p.
0030 fa f0 76 73 00 00 02 04 05 b4 01 01 04 02 ..vs..........

No. Time Source Destination Protocol Info
16 32.295389 192.168.2.4 192.168.2.3 TCP 9999 > 1034

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 16 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1034 (1034),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 0a 00 00 00 00 66 97 fa b3 50 14 ..'.......f...P.
0030 00 00 9e 14 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
17 62.256662 192.168.2.3 192.168.2.4 TCP 1035 > 8080
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[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 17 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 56 40 00 80 06 75 1a c0 a8 02 03 c0 a8 .0.V@...u.......
0020 02 04 04 0b 1f 90 67 05 2e c4 00 00 00 00 70 02 ......g.......p.
0030 fa f0 49 72 00 00 02 04 05 b4 01 01 04 02 ..Ir..........

No. Time Source Destination Protocol Info
18 62.256676 192.168.2.4 192.168.2.3 TCP 8080 > 1035

[SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460

Frame 18 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1035 (1035),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 30 00 00 40 00 40 06 b5 70 c0 a8 02 04 c0 a8 .0..@.@..p......
0020 02 03 1f 90 04 0b 6f db b3 de 67 05 2e c5 70 12 ......o...g...p.
0030 16 d0 09 c8 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
19 62.256679 192.168.2.3 192.168.2.4 TCP 1035 > 8080

[ACK] Seq=1 Ack=1 Win=64240 Len=0

Frame 19 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 8080 (8080),
Seq: 1, Ack: 1, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 57 40 00 80 06 75 21 c0 a8 02 03 c0 a8 .(.W@...u!......
0020 02 04 04 0b 1f 90 67 05 2e c5 6f db b3 df 50 10 ......g...o...P.
0030 fa f0 52 6b 00 00 00 00 20 45 42 45 ..Rk.... EBE
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No. Time Source Destination Protocol Info
20 62.257741 192.168.2.3 192.168.2.4 HTTP Continuation

Frame 20 (128 bytes on wire, 128 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 8080 (8080),
Seq: 1, Ack: 1, Len: 74
Hypertext Transfer Protocol

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 72 00 58 40 00 80 06 74 d6 c0 a8 02 03 c0 a8 .r.X@...t.......
0020 02 04 04 0b 1f 90 67 05 2e c5 6f db b3 df 50 18 ......g...o...P.
0030 fa f0 0b 88 00 00 55 53 45 52 20 49 47 56 4f 4b ......USER IGVOK
0040 6f 78 79 55 20 6c 6f 63 61 6c 68 6f 73 74 20 30 oxyU localhost 0
0050 20 3a 63 6d 6a 52 6a 79 48 41 74 44 48 46 57 56 :cmjRjyHAtDHFWV
0060 41 70 42 66 74 6a 69 4d 76 52 43 6f 4f 5a 4d 6b ApBftjiMvRCoOZMk
0070 0a 4e 49 43 4b 20 52 42 6a 58 78 76 76 6a 68 0a .NICK RBjXxvvjh.

No. Time Source Destination Protocol Info
21 62.257745 192.168.2.4 192.168.2.3 TCP 8080 > 1035

[ACK] Seq=1 Ack=75 Win=5840 Len=0

Frame 21 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1035 (1035),
Seq: 1, Ack: 75, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 53 e0 40 00 40 06 61 98 c0 a8 02 04 c0 a8 .(S.@.@.a.......
0020 02 03 1f 90 04 0b 6f db b3 df 67 05 2f 0f 50 10 ......o...g./.P.
0030 16 d0 36 42 00 00 00 00 00 00 00 00 ..6B........

No. Time Source Destination Protocol Info
22 93.247104 192.168.2.3 192.168.2.4 TCP 1035 > 8080

[FIN, ACK] Seq=75 Ack=1 Win=64240 Len=0

Frame 22 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 8080 (8080),
Seq: 75, Ack: 1, Len: 0
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0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 59 40 00 80 06 75 1f c0 a8 02 03 c0 a8 .(.Y@...u.......
0020 02 04 04 0b 1f 90 67 05 2f 0f 6f db b3 df 50 11 ......g./.o...P.
0030 fa f0 52 20 00 00 01 33 01 32 03 31 ..R ...3.2.1

No. Time Source Destination Protocol Info
23 93.247119 192.168.2.4 192.168.2.3 TCP 8080 > 1035

[FIN, ACK] Seq=1 Ack=76 Win=5840 Len=0

Frame 23 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1035 (1035),
Seq: 1, Ack: 76, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 53 e1 40 00 40 06 61 97 c0 a8 02 04 c0 a8 .(S.@.@.a.......
0020 02 03 1f 90 04 0b 6f db b3 df 67 05 2f 10 50 11 ......o...g./.P.
0030 16 d0 36 40 00 00 00 00 00 00 00 00 ..6@........

No. Time Source Destination Protocol Info
24 93.247123 192.168.2.3 192.168.2.4 TCP 1035 > 8080

[ACK] Seq=76 Ack=2 Win=64240 Len=0

Frame 24 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1035 (1035), Dst Port: 8080 (8080),
Seq: 76, Ack: 2, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 28 00 5a 40 00 80 06 75 1e c0 a8 02 03 c0 a8 .(.Z@...u.......
0020 02 04 04 0b 1f 90 67 05 2f 10 6f db b3 e0 50 10 ......g./.o...P.
0030 fa f0 52 1f 00 00 01 33 01 32 03 31 ..R....3.2.1

No. Time Source Destination Protocol Info
25 105.050127 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 25 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
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User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 5b 00 00 80 11 b3 f1 c0 a8 02 03 c0 a8 .N.[............
0020 02 ff 00 89 00 89 00 3a b6 6c 80 3a 01 10 00 01 .......:.l.:....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
26 105.799149 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 26 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 5c 00 00 80 11 b3 f0 c0 a8 02 03 c0 a8 .N.\............
0020 02 ff 00 89 00 89 00 3a b6 6c 80 3a 01 10 00 01 .......:.l.:....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
27 106.550882 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 27 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 5d 00 00 80 11 b3 ef c0 a8 02 03 c0 a8 .N.]............
0020 02 ff 00 89 00 89 00 3a b6 6c 80 3a 01 10 00 01 .......:.l.:....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
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ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
28 107.398025 192.168.2.3 Broadcast ARP Who has

192.168.2.2? Tell 192.168.2.3

Frame 28 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 06 00 01 ........).^.....
0010 08 00 06 04 00 01 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 00 00 00 00 00 c0 a8 02 02 4d 5a 00 00 00 01 ..........MZ....
0030 00 00 00 00 00 00 01 31 01 30 01 30 .......1.0.0

No. Time Source Destination Protocol Info
29 107.398069 192.168.2.2 192.168.2.3 ARP 192.168.2.2 is

at 00:0c:29:fc:75:df

Frame 29 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (reply)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 06 00 01 ..).^...).u.....
0010 08 00 06 04 00 02 00 0c 29 fc 75 df c0 a8 02 02 ........).u.....
0020 00 0c 29 19 5e 14 c0 a8 02 03 ..).^.....

No. Time Source Destination Protocol Info
30 107.398520 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 30 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 5e 00 00 80 11 b4 f6 c0 a8 02 03 c0 a8 .C.^............
0020 02 02 04 0c 00 35 00 2f 28 dd bb 5c 01 00 00 01 .....5./(..\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .
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No. Time Source Destination Protocol Info
31 108.395496 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 31 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 5f 00 00 80 11 b4 f5 c0 a8 02 03 c0 a8 .C._............
0020 02 02 04 0c 00 35 00 2f 28 dd bb 5c 01 00 00 01 .....5./(..\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
32 110.356088 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 32 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 60 00 00 80 11 b4 f4 c0 a8 02 03 c0 a8 .C.`............
0020 02 02 04 0c 00 35 00 2f 28 dd bb 5c 01 00 00 01 .....5./(..\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
33 112.355405 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 33 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)
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0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 61 00 00 80 11 b4 f3 c0 a8 02 03 c0 a8 .C.a............
0020 02 02 04 0c 00 35 00 2f 28 dd bb 5c 01 00 00 01 .....5./(..\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
34 116.368757 192.168.2.3 192.168.2.2 DNS Standard query

A www.windowsupdate.com

Frame 34 (81 bytes on wire, 81 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1036 (1036), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 43 00 62 00 00 80 11 b4 f2 c0 a8 02 03 c0 a8 .C.b............
0020 02 02 04 0c 00 35 00 2f 28 dd bb 5c 01 00 00 01 .....5./(..\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 69 6e 64 6f .......www.windo
0040 77 73 75 70 64 61 74 65 03 63 6f 6d 00 00 01 00 wsupdate.com....
0050 01 .

No. Time Source Destination Protocol Info
35 124.348044 192.168.2.3 192.168.2.2 DNS Standard query

PTR 1.0.0.127.in-addr.arpa

Frame 35 (82 bytes on wire, 82 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1037 (1037), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 44 00 63 00 00 80 11 b4 f0 c0 a8 02 03 c0 a8 .D.c............
0020 02 02 04 0d 00 35 00 30 0d 53 1c 5d 00 00 00 01 .....5.0.S.]....
0030 00 00 00 00 00 00 01 31 01 30 01 30 03 31 32 37 .......1.0.0.127
0040 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00 00 0c .in-addr.arpa...
0050 00 01 ..

No. Time Source Destination Protocol Info
36 125.349865 192.168.2.3 192.168.2.2 DNS Standard query
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PTR 1.0.0.127.in-addr.arpa

Frame 36 (82 bytes on wire, 82 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1037 (1037), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 44 00 64 00 00 80 11 b4 ef c0 a8 02 03 c0 a8 .D.d............
0020 02 02 04 0d 00 35 00 30 0d 53 1c 5d 00 00 00 01 .....5.0.S.]....
0030 00 00 00 00 00 00 01 31 01 30 01 30 03 31 32 37 .......1.0.0.127
0040 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00 00 0c .in-addr.arpa...
0050 00 01 ..

No. Time Source Destination Protocol Info
37 126.347648 192.168.2.3 192.168.2.2 DNS Standard query

PTR 1.0.0.127.in-addr.arpa

Frame 37 (82 bytes on wire, 82 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: 1037 (1037), Dst Port: domain (53)
Domain Name System (query)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 44 00 65 00 00 80 11 b4 ee c0 a8 02 03 c0 a8 .D.e............
0020 02 02 04 0d 00 35 00 30 0d 53 1c 5d 00 00 00 01 .....5.0.S.]....
0030 00 00 00 00 00 00 01 31 01 30 01 30 03 31 32 37 .......1.0.0.127
0040 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00 00 0c .in-addr.arpa...
0050 00 01 ..

No. Time Source Destination Protocol Info
38 127.447337 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 38 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
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0010 00 4e 00 66 00 00 80 11 b3 e6 c0 a8 02 03 c0 a8 .N.f............
0020 02 ff 00 89 00 89 00 3a b6 6a 80 3c 01 10 00 01 .......:.j.<....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
39 128.193655 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 39 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 67 00 00 80 11 b3 e5 c0 a8 02 03 c0 a8 .N.g............
0020 02 ff 00 89 00 89 00 3a b6 6a 80 3c 01 10 00 01 .......:.j.<....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
40 128.890691 192.168.2.3 192.168.2.255 NBNS Name query

NB WPAD<00>

Frame 40 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 68 00 00 80 11 b3 e4 c0 a8 02 03 c0 a8 .N.h............
0020 02 ff 00 89 00 89 00 3a b6 6a 80 3c 01 10 00 01 .......:.j.<....
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... FHFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43
ACACACACACACACAC
0050 41 43 41 43 41 41 41 00 00 20 00 01 ACACAAA.. ..

No. Time Source Destination Protocol Info
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41 155.300610 192.168.2.3 192.168.2.4 TCP 1038 > 6667
[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 41 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1038 (1038), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 69 40 00 80 06 75 07 c0 a8 02 03 c0 a8 .0.i@...u.......
0020 02 04 04 0e 1a 0b 68 4a 69 45 00 00 00 00 70 02 ......hJiE....p.
0030 fa f0 13 2e 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
42 155.300625 192.168.2.4 192.168.2.3 TCP 6667 > 1038

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 42 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1038 (1038),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 0e 00 00 00 00 68 4a 69 46 50 14 ..........hJiFP.
0030 00 00 3a cf 00 00 00 00 00 00 00 00 ..:.........

No. Time Source Destination Protocol Info
43 155.782979 192.168.2.3 192.168.2.4 TCP 1038 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 43 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1038 (1038), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 6a 40 00 80 06 75 06 c0 a8 02 03 c0 a8 .0.j@...u.......
0020 02 04 04 0e 1a 0b 68 4a 69 45 00 00 00 00 70 02 ......hJiE....p.
0030 fa f0 13 2e 00 00 02 04 05 b4 01 01 04 02 ..............
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No. Time Source Destination Protocol Info
44 155.783151 192.168.2.4 192.168.2.3 TCP 6667 > 1038

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 44 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1038 (1038),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 0e 00 00 00 00 68 4a 69 46 50 14 ..........hJiFP.
0030 00 00 3a cf 00 00 00 00 00 00 00 00 ..:.........

No. Time Source Destination Protocol Info
45 156.331837 192.168.2.3 192.168.2.4 TCP 1038 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 45 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1038 (1038), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 6b 40 00 80 06 75 05 c0 a8 02 03 c0 a8 .0.k@...u.......
0020 02 04 04 0e 1a 0b 68 4a 69 45 00 00 00 00 70 02 ......hJiE....p.
0030 fa f0 13 2e 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
46 156.332008 192.168.2.4 192.168.2.3 TCP 6667 > 1038

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 46 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1038 (1038),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
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0020 02 03 1a 0b 04 0e 00 00 00 00 68 4a 69 46 50 14 ..........hJiFP.
0030 00 00 3a cf 00 00 00 00 00 00 00 00 ..:.........

No. Time Source Destination Protocol Info
47 160.291965 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 47 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
48 160.291976 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is

at 00:0c:29:19:5e:14

Frame 48 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 80 38 01 10 00 01 ..)w.......8....
0030 00 00 00 00 00 00 20 46 48 45 50 46 ...... FHEPF

No. Time Source Destination Protocol Info
49 182.094009 192.168.2.3 192.168.2.255 BROWSER

Domain/Workgroup Announcement WORKGROUP, NT Workstation, Domain
Enum

Frame 49 (254 bytes on wire, 254 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm
(138)
NetBIOS Datagram Service
SMB (Server Message Block Protocol)
SMB MailSlot Protocol
Microsoft Windows Browser Protocol

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
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0010 00 f0 00 6c 00 00 80 11 b3 3e c0 a8 02 03 c0 a8 ...l.....>......
0020 02 ff 00 8a 00 8a 00 dc 90 b8 11 02 80 3d c0 a8 .............=..
0030 02 03 00 8a 00 c6 00 00 20 45 42 45 4e 45 46 46 ........ EBENEFF
0040 44 45 45 45 42 46 42 43 4e 44 43 45 4c 46 41 43
DEEEBFBCNDCELFAC
0050 41 43 41 43 41 43 41 41 41 00 20 41 42 41 43 46 ACACACAAA. ABACF
0060 50 46 50 45 4e 46 44 45 43 46 43 45 50 46 48 46
PFPENFDECFCEPFHF
0070 44 45 46 46 50 46 50 41 43 41 42 00 ff 53 4d 42 DEFFPFPACAB..SMB
0080 25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 %...............
0090 00 00 00 00 00 00 00 00 00 00 00 00 11 00 00 2c ...............,
00a0 00 00 00 00 00 00 00 00 00 e8 03 00 00 00 00 00 ................
00b0 00 00 00 2c 00 56 00 03 00 01 00 01 00 02 00 3d ...,.V.........=
00c0 00 5c 4d 41 49 4c 53 4c 4f 54 5c 42 52 4f 57 53 .\MAILSLOT\BROWS
00d0 45 00 0c 00 e0 93 04 00 57 4f 52 4b 47 52 4f 55 E.......WORKGROU
00e0 50 00 00 e0 f8 7f 00 e0 03 0a 00 10 00 80 08 df P...............
00f0 4c 7c 41 4d 45 53 44 41 51 2d 32 4b 50 00 L|AMESDAQ-2KP.

No. Time Source Destination Protocol Info
50 186.260069 192.168.2.3 192.168.2.4 TCP 1039 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 50 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1039 (1039), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 6d 40 00 80 06 75 03 c0 a8 02 03 c0 a8 .0.m@...u.......
0020 02 04 04 0f 27 0f 68 b7 84 47 00 00 00 00 70 02 ....'.h..G....p.
0030 fa f0 ea b9 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
51 186.260084 192.168.2.4 192.168.2.3 TCP 9999 > 1039

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 51 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1039 (1039),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
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0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 0f 00 00 00 00 68 b7 84 48 50 14 ..'.......h..HP.
0030 00 00 12 5b 00 00 00 00 00 00 00 00 ...[........

No. Time Source Destination Protocol Info
52 186.775788 192.168.2.3 192.168.2.4 TCP 1039 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 52 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1039 (1039), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 6e 40 00 80 06 75 02 c0 a8 02 03 c0 a8 .0.n@...u.......
0020 02 04 04 0f 27 0f 68 b7 84 47 00 00 00 00 70 02 ....'.h..G....p.
0030 fa f0 ea b9 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
53 186.775798 192.168.2.4 192.168.2.3 TCP 9999 > 1039

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 53 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1039 (1039),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 0f 00 00 00 00 68 b7 84 48 50 14 ..'.......h..HP.
0030 00 00 12 5b 00 00 00 00 00 00 00 00 ...[........

No. Time Source Destination Protocol Info
54 187.322220 192.168.2.3 192.168.2.4 TCP 1039 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 54 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1039 (1039), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0
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0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 6f 40 00 80 06 75 01 c0 a8 02 03 c0 a8 .0.o@...u.......
0020 02 04 04 0f 27 0f 68 b7 84 47 00 00 00 00 70 02 ....'.h..G....p.
0030 fa f0 ea b9 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
55 187.322232 192.168.2.4 192.168.2.3 TCP 9999 > 1039

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 55 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1039 (1039),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 0f 00 00 00 00 68 b7 84 48 50 14 ..'.......h..HP.
0030 00 00 12 5b 00 00 00 00 00 00 00 00 ...[........

No. Time Source Destination Protocol Info
56 217.396974 192.168.2.3 192.168.2.4 TCP 1040 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 56 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1040 (1040), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 70 40 00 80 06 75 00 c0 a8 02 03 c0 a8 .0.p@...u.......
0020 02 04 04 10 1f 90 69 24 8a 4f 00 00 00 00 70 02 ......i$.O....p.
0030 fa f0 eb c2 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
57 217.396988 192.168.2.4 192.168.2.3 TCP 8080 > 1040

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 57 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
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Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1040 (1040),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 10 00 00 00 00 69 24 8a 50 50 14 ..........i$.PP.
0030 00 00 13 64 00 00 00 00 00 00 00 00 ...d........

No. Time Source Destination Protocol Info
58 217.910712 192.168.2.3 192.168.2.4 TCP 1040 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 58 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1040 (1040), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 71 40 00 80 06 74 ff c0 a8 02 03 c0 a8 .0.q@...t.......
0020 02 04 04 10 1f 90 69 24 8a 4f 00 00 00 00 70 02 ......i$.O....p.
0030 fa f0 eb c2 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
59 217.910722 192.168.2.4 192.168.2.3 TCP 8080 > 1040

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 59 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1040 (1040),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 10 00 00 00 00 69 24 8a 50 50 14 ..........i$.PP.
0030 00 00 13 64 00 00 00 00 00 00 00 00 ...d........

No. Time Source Destination Protocol Info
60 218.456491 192.168.2.3 192.168.2.4 TCP 1040 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 60 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
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Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1040 (1040), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 72 40 00 80 06 74 fe c0 a8 02 03 c0 a8 .0.r@...t.......
0020 02 04 04 10 1f 90 69 24 8a 4f 00 00 00 00 70 02 ......i$.O....p.
0030 fa f0 eb c2 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
61 218.456672 192.168.2.4 192.168.2.3 TCP 8080 > 1040

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 61 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1040 (1040),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 10 00 00 00 00 69 24 8a 50 50 14 ..........i$.PP.
0030 00 00 13 64 00 00 00 00 00 00 00 00 ...d........

No. Time Source Destination Protocol Info
62 222.340017 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 62 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
63 222.340029 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is

at 00:0c:29:19:5e:14

Frame 63 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)
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0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 00 00 00 00 70 02 ..)w..........p.
0030 fa f0 76 73 00 00 02 04 05 b4 01 01 ..vs........

No. Time Source Destination Protocol Info
64 279.472399 192.168.2.3 192.168.2.4 TCP 1041 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 64 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1041 (1041), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 73 40 00 80 06 74 fd c0 a8 02 03 c0 a8 .0.s@...t.......
0020 02 04 04 11 1a 0b 69 fd 77 ba 00 00 00 00 70 02 ......i.w.....p.
0030 fa f0 03 03 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
65 279.472413 192.168.2.4 192.168.2.3 TCP 6667 > 1041

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 65 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1041 (1041),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 11 00 00 00 00 69 fd 77 bb 50 14 ..........i.w.P.
0030 00 00 2a a4 00 00 00 00 00 00 00 00 ..*.........

No. Time Source Destination Protocol Info
66 279.881097 192.168.2.3 192.168.2.4 TCP 1041 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 66 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
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Transmission Control Protocol, Src Port: 1041 (1041), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 74 40 00 80 06 74 fc c0 a8 02 03 c0 a8 .0.t@...t.......
0020 02 04 04 11 1a 0b 69 fd 77 ba 00 00 00 00 70 02 ......i.w.....p.
0030 fa f0 03 03 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
67 279.881107 192.168.2.4 192.168.2.3 TCP 6667 > 1041

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 67 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1041 (1041),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 11 00 00 00 00 69 fd 77 bb 50 14 ..........i.w.P.
0030 00 00 2a a4 00 00 00 00 00 00 00 00 ..*.........

No. Time Source Destination Protocol Info
68 280.429309 192.168.2.3 192.168.2.4 TCP 1041 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 68 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1041 (1041), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 75 40 00 80 06 74 fb c0 a8 02 03 c0 a8 .0.u@...t.......
0020 02 04 04 11 1a 0b 69 fd 77 ba 00 00 00 00 70 02 ......i.w.....p.
0030 fa f0 03 03 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
69 280.429322 192.168.2.4 192.168.2.3 TCP 6667 > 1041

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 69 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
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Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1041 (1041),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 11 00 00 00 00 69 fd 77 bb 50 14 ..........i.w.P.
0030 00 00 2a a4 00 00 00 00 00 00 00 00 ..*.........

No. Time Source Destination Protocol Info
70 284.466332 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 70 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
71 284.466345 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is

at 00:0c:29:19:5e:14

Frame 71 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 6f db b3 df 50 11 ..)w......o...P.
0030 fa f0 52 20 00 00 01 33 01 32 03 31 ..R ...3.2.1

No. Time Source Destination Protocol Info
72 310.447344 192.168.2.3 192.168.2.4 TCP 1042 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 72 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1042 (1042), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0
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0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 76 40 00 80 06 74 fa c0 a8 02 03 c0 a8 .0.v@...t.......
0020 02 04 04 12 27 0f 6a 6a 87 8c 00 00 00 00 70 02 ....'.jj......p.
0030 fa f0 e5 be 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
73 310.447358 192.168.2.4 192.168.2.3 TCP 9999 > 1042

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 73 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1042 (1042),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 12 00 00 00 00 6a 6a 87 8d 50 14 ..'.......jj..P.
0030 00 00 0d 60 00 00 00 00 00 00 00 00 ...`........

No. Time Source Destination Protocol Info
74 310.958716 192.168.2.3 192.168.2.4 TCP 1042 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 74 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1042 (1042), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 77 40 00 80 06 74 f9 c0 a8 02 03 c0 a8 .0.w@...t.......
0020 02 04 04 12 27 0f 6a 6a 87 8c 00 00 00 00 70 02 ....'.jj......p.
0030 fa f0 e5 be 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
75 310.959217 192.168.2.4 192.168.2.3 TCP 9999 > 1042

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 75 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
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Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1042 (1042),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 12 00 00 00 00 6a 6a 87 8d 50 14 ..'.......jj..P.
0030 00 00 0d 60 00 00 00 00 00 00 00 00 ...`........

No. Time Source Destination Protocol Info
76 311.500648 192.168.2.3 192.168.2.4 TCP 1042 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 76 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1042 (1042), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 78 40 00 80 06 74 f8 c0 a8 02 03 c0 a8 .0.x@...t.......
0020 02 04 04 12 27 0f 6a 6a 87 8c 00 00 00 00 70 02 ....'.jj......p.
0030 fa f0 e5 be 00 00 02 04 05 b4 01 01 04 02 ..............

No. Time Source Destination Protocol Info
77 311.500911 192.168.2.4 192.168.2.3 TCP 9999 > 1042

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 77 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1042 (1042),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 12 00 00 00 00 6a 6a 87 8d 50 14 ..'.......jj..P.
0030 00 00 0d 60 00 00 00 00 00 00 00 00 ...`........

No. Time Source Destination Protocol Info
78 341.544279 192.168.2.3 192.168.2.4 TCP 1044 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 78 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
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Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1044 (1044), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 90 40 00 80 06 74 e0 c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 14 1f 90 6a d8 cb df 00 00 00 00 70 02 ......j.......p.
0030 fa f0 a8 7a 00 00 02 04 05 b4 01 01 04 02 ...z..........

No. Time Source Destination Protocol Info
79 341.544845 192.168.2.4 192.168.2.3 TCP 8080 > 1044

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 79 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1044 (1044),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 14 00 00 00 00 6a d8 cb e0 50 14 ..........j...P.
0030 00 00 d0 1b 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
80 342.059112 192.168.2.3 192.168.2.4 TCP 1044 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 80 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1044 (1044), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 91 40 00 80 06 74 df c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 14 1f 90 6a d8 cb df 00 00 00 00 70 02 ......j.......p.
0030 fa f0 a8 7a 00 00 02 04 05 b4 01 01 04 02 ...z..........

No. Time Source Destination Protocol Info
81 342.059123 192.168.2.4 192.168.2.3 TCP 8080 > 1044

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0
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Frame 81 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1044 (1044),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 14 00 00 00 00 6a d8 cb e0 50 14 ..........j...P.
0030 00 00 d0 1b 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
82 342.553764 192.168.2.3 192.168.2.4 TCP 1044 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 82 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1044 (1044), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 92 40 00 80 06 74 de c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 14 1f 90 6a d8 cb df 00 00 00 00 70 02 ......j.......p.
0030 fa f0 a8 7a 00 00 02 04 05 b4 01 01 04 02 ...z..........

No. Time Source Destination Protocol Info
83 342.553776 192.168.2.4 192.168.2.3 TCP 8080 > 1044

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 83 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1044 (1044),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 14 00 00 00 00 6a d8 cb e0 50 14 ..........j...P.
0030 00 00 d0 1b 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
84 346.555178 192.168.2.4 192.168.2.3 ARP Who has



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

192.168.2.3? Tell 192.168.2.4

Frame 84 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
85 346.555190 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is

at 00:0c:29:19:5e:14

Frame 85 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 bb 5c 01 00 00 01 ..)w.......\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 .......www.w

No. Time Source Destination Protocol Info
86 360.871704 192.168.2.1 192.168.2.255 BROWSER Host

Announcement LT-AMESDAQ, Workstation, Server, NT Workstation

Frame 86 (243 bytes on wire, 243 bytes captured)
Ethernet II, Src: 00:50:56:c0:00:01, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.1 (192.168.2.1), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm
(138)
NetBIOS Datagram Service
SMB (Server Message Block Protocol)
SMB MailSlot Protocol
Microsoft Windows Browser Protocol

0000 ff ff ff ff ff ff 00 50 56 c0 00 01 08 00 45 00 .......PV.....E.
0010 00 e5 17 7a 00 00 80 11 9c 3d c0 a8 02 01 c0 a8 ...z.....=......
0020 02 ff 00 8a 00 8a 00 d1 b3 5f 11 06 85 7b c0 a8 ........._...{..
0030 02 01 00 8a 00 bb 00 00 20 45 4d 46 45 43 4e 45 ........ EMFECNE
0040 42 45 4e 45 46 46 44 45 45 45 42 46 42 43 41 43
BENEFFDEEEBFBCAC
0050 41 43 41 43 41 43 41 43 41 00 20 45 4f 45 4a 46 ACACACACA. EOEJF
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0060 44 44 42 43 41 43 41 43 41 43 41 43 41 43 41 43
DDBCACACACACACAC
0070 41 43 41 43 41 43 41 43 41 42 4e 00 ff 53 4d 42 ACACACACABN..SMB
0080 25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 %...............
0090 00 00 00 00 00 00 00 00 00 00 00 00 11 00 00 21 ...............!
00a0 00 00 00 00 00 00 00 00 00 e8 03 00 00 00 00 00 ................
00b0 00 00 00 21 00 56 00 03 00 01 00 00 00 02 00 32 ...!.V.........2
00c0 00 5c 4d 41 49 4c 53 4c 4f 54 5c 42 52 4f 57 53 .\MAILSLOT\BROWS
00d0 45 00 01 00 80 fc 0a 00 4c 54 2d 41 4d 45 53 44 E.......LT-AMESD
00e0 41 51 00 a8 3d 03 02 00 05 01 03 10 00 00 0f 01 AQ..=...........
00f0 55 aa 00 U..

No. Time Source Destination Protocol Info
87 403.563140 192.168.2.3 192.168.2.4 TCP 1045 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 87 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1045 (1045), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 9e 40 00 80 06 74 d2 c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 15 1a 0b 6b b1 d1 9d 00 00 00 00 70 02 ......k.......p.
0030 fa f0 a7 67 00 00 02 04 05 b4 01 01 04 02 ...g..........

No. Time Source Destination Protocol Info
88 403.563345 192.168.2.4 192.168.2.3 TCP 6667 > 1045

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 88 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1045 (1045),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 15 00 00 00 00 6b b1 d1 9e 50 14 ..........k...P.
0030 00 00 cf 08 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
89 404.030225 192.168.2.3 192.168.2.4 TCP 1045 > 6667
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[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 89 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1045 (1045), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 9f 40 00 80 06 74 d1 c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 15 1a 0b 6b b1 d1 9d 00 00 00 00 70 02 ......k.......p.
0030 fa f0 a7 67 00 00 02 04 05 b4 01 01 04 02 ...g..........

No. Time Source Destination Protocol Info
90 404.030376 192.168.2.4 192.168.2.3 TCP 6667 > 1045

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 90 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1045 (1045),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 15 00 00 00 00 6b b1 d1 9e 50 14 ..........k...P.
0030 00 00 cf 08 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
91 404.628840 192.168.2.3 192.168.2.4 TCP 1045 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 91 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1045 (1045), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 a0 40 00 80 06 74 d0 c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 15 1a 0b 6b b1 d1 9d 00 00 00 00 70 02 ......k.......p.
0030 fa f0 a7 67 00 00 02 04 05 b4 01 01 04 02 ...g..........
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No. Time Source Destination Protocol Info
92 404.628852 192.168.2.4 192.168.2.3 TCP 6667 > 1045

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 92 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1045 (1045),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 15 00 00 00 00 6b b1 d1 9e 50 14 ..........k...P.
0030 00 00 cf 08 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
93 408.569140 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 93 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
94 408.569369 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is

at 00:0c:29:19:5e:14

Frame 94 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 1c 5d 00 00 00 01 ..)w.......]....
0030 00 00 00 00 00 00 01 31 01 30 01 30 .......1.0.0

No. Time Source Destination Protocol Info
95 434.563286 192.168.2.3 192.168.2.4 TCP 1046 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460
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Frame 95 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1046 (1046), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 a1 40 00 80 06 74 cf c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 16 27 0f 6c 1f 0c d0 00 00 00 00 70 02 ....'.l.......p.
0030 fa f0 5e c2 00 00 02 04 05 b4 01 01 04 02 ..^...........

No. Time Source Destination Protocol Info
96 434.563299 192.168.2.4 192.168.2.3 TCP 9999 > 1046

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 96 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1046 (1046),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 16 00 00 00 00 6c 1f 0c d1 50 14 ..'.......l...P.
0030 00 00 86 63 00 00 00 00 00 00 00 00 ...c........

No. Time Source Destination Protocol Info
97 435.059588 192.168.2.3 192.168.2.4 TCP 1046 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 97 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1046 (1046), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 a2 40 00 80 06 74 ce c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 16 27 0f 6c 1f 0c d0 00 00 00 00 70 02 ....'.l.......p.
0030 fa f0 5e c2 00 00 02 04 05 b4 01 01 04 02 ..^...........

No. Time Source Destination Protocol Info
98 435.059599 192.168.2.4 192.168.2.3 TCP 9999 > 1046
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[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 98 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1046 (1046),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 16 00 00 00 00 6c 1f 0c d1 50 14 ..'.......l...P.
0030 00 00 86 63 00 00 00 00 00 00 00 00 ...c........

No. Time Source Destination Protocol Info
99 435.606623 192.168.2.3 192.168.2.4 TCP 1046 > 9999

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 99 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1046 (1046), Dst Port: 9999 (9999),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 a3 40 00 80 06 74 cd c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 16 27 0f 6c 1f 0c d0 00 00 00 00 70 02 ....'.l.......p.
0030 fa f0 5e c2 00 00 02 04 05 b4 01 01 04 02 ..^...........

No. Time Source Destination Protocol Info
100 435.606635 192.168.2.4 192.168.2.3 TCP 9999 > 1046

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 100 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 9999 (9999), Dst Port: 1046 (1046),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 27 0f 04 16 00 00 00 00 6c 1f 0c d1 50 14 ..'.......l...P.
0030 00 00 86 63 00 00 00 00 00 00 00 00 ...c........
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No. Time Source Destination Protocol Info
101 465.669830 192.168.2.3 192.168.2.4 TCP 1047 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 101 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1047 (1047), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 a4 40 00 80 06 74 cc c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 17 1f 90 6c 8c 26 8e 00 00 00 00 70 02 ......l.&.....p.
0030 fa f0 4c 15 00 00 02 04 05 b4 01 01 04 02 ..L...........

No. Time Source Destination Protocol Info
102 465.669876 192.168.2.4 192.168.2.3 TCP 8080 > 1047

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 102 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1047 (1047),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 17 00 00 00 00 6c 8c 26 8f 50 14 ..........l.&.P.
0030 00 00 73 b6 00 00 00 00 00 00 00 00 ..s.........

No. Time Source Destination Protocol Info
103 466.189007 192.168.2.3 192.168.2.4 TCP 1047 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 103 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1047 (1047), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 a5 40 00 80 06 74 cb c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 17 1f 90 6c 8c 26 8e 00 00 00 00 70 02 ......l.&.....p.
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0030 fa f0 4c 15 00 00 02 04 05 b4 01 01 04 02 ..L...........

No. Time Source Destination Protocol Info
104 466.189018 192.168.2.4 192.168.2.3 TCP 8080 > 1047

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 104 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1047 (1047),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 17 00 00 00 00 6c 8c 26 8f 50 14 ..........l.&.P.
0030 00 00 73 b6 00 00 00 00 00 00 00 00 ..s.........

No. Time Source Destination Protocol Info
105 466.733628 192.168.2.3 192.168.2.4 TCP 1047 > 8080

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 105 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1047 (1047), Dst Port: 8080 (8080),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 a6 40 00 80 06 74 ca c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 17 1f 90 6c 8c 26 8e 00 00 00 00 70 02 ......l.&.....p.
0030 fa f0 4c 15 00 00 02 04 05 b4 01 01 04 02 ..L...........

No. Time Source Destination Protocol Info
106 466.733638 192.168.2.4 192.168.2.3 TCP 8080 > 1047

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 106 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 8080 (8080), Dst Port: 1047 (1047),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
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0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1f 90 04 17 00 00 00 00 6c 8c 26 8f 50 14 ..........l.&.P.
0030 00 00 73 b6 00 00 00 00 00 00 00 00 ..s.........

No. Time Source Destination Protocol Info
107 470.654368 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 107 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
108 470.654381 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is

at 00:0c:29:19:5e:14

Frame 108 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 00 00 00 00 70 02 ..)w..........p.
0030 fa f0 13 2e 00 00 02 04 05 b4 01 01 ............

No. Time Source Destination Protocol Info
109 475.679872 192.168.2.2 192.168.2.255 NBNS Name query

NB AMESDAQ-2KP<20>

Frame 109 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 fc 75 df 08 00 45 00 ........).u...E.
0010 00 4e 01 8b 00 00 80 11 b2 c2 c0 a8 02 02 c0 a8 .N..............
0020 02 ff 00 89 00 89 00 3a 8b cb 80 ce 01 10 00 01 .......:........
0030 00 00 00 00 00 00 20 45 42 45 4e 45 46 46 44 45 ...... EBENEFFDE
0040 45 45 42 46 42 43 4e 44 43 45 4c 46 41 43 41 43
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EEBFBCNDCELFACAC
0050 41 43 41 43 41 43 41 00 00 20 00 01 ACACACA.. ..

No. Time Source Destination Protocol Info
110 475.681533 192.168.2.3 Broadcast ARP Who has

192.168.2.2? Tell 192.168.2.3

Frame 110 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Address Resolution Protocol (request)

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 06 00 01 ........).^.....
0010 08 00 06 04 00 01 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 00 00 00 00 00 c0 a8 02 02 00 00 00 00 70 02 ..............p.
0030 fa f0 13 2e 00 00 02 04 05 b4 01 01 ............

No. Time Source Destination Protocol Info
111 475.681592 192.168.2.2 192.168.2.3 ARP 192.168.2.2 is

at 00:0c:29:fc:75:df

Frame 111 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (reply)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 06 00 01 ..).^...).u.....
0010 08 00 06 04 00 02 00 0c 29 fc 75 df c0 a8 02 02 ........).u.....
0020 00 0c 29 19 5e 14 c0 a8 02 03 ..).^.....

No. Time Source Destination Protocol Info
112 475.681811 192.168.2.3 192.168.2.2 NBNS Name query

response NB 192.168.2.3

Frame 112 (104 bytes on wire, 104 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 5a 00 a7 00 00 80 11 b4 96 c0 a8 02 03 c0 a8 .Z..............
0020 02 02 00 89 00 89 00 46 b2 28 80 ce 85 00 00 00 .......F.(......
0030 00 01 00 00 00 00 20 45 42 45 4e 45 46 46 44 45 ...... EBENEFFDE
0040 45 45 42 46 42 43 4e 44 43 45 4c 46 41 43 41 43
EEBFBCNDCELFACAC
0050 41 43 41 43 41 43 41 00 00 20 00 01 00 04 93 e0 ACACACA.. ......
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0060 00 06 00 00 c0 a8 02 03 ........

No. Time Source Destination Protocol Info
113 475.686489 192.168.2.2 192.168.2.3 TCP 1033 >

netbios-ssn [SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 113 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 30 01 8c 40 00 80 06 73 e6 c0 a8 02 02 c0 a8 .0..@...s.......
0020 02 03 04 09 00 8b f2 00 b4 12 00 00 00 00 70 02 ..............p.
0030 fa f0 58 31 00 00 02 04 05 b4 01 01 04 02 ..X1..........

No. Time Source Destination Protocol Info
114 475.687074 192.168.2.3 192.168.2.2 TCP netbios-ssn >

1033 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460

Frame 114 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 30 00 a8 40 00 80 06 74 ca c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 02 00 8b 04 09 6c af ef f9 f2 00 b4 13 70 12 ......l.......p.
0030 fa f0 fb 76 00 00 02 04 05 b4 01 01 04 02 ...v..........

No. Time Source Destination Protocol Info
115 475.687640 192.168.2.2 192.168.2.3 NBSS Session

request, to AMESDAQ-2KP<20> from AMESDAQ-XP<00>

Frame 115 (126 bytes on wire, 126 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 1, Ack: 1, Len: 72
NetBIOS Session Service
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0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 70 01 8d 40 00 80 06 73 a5 c0 a8 02 02 c0 a8 .p..@...s.......
0020 02 03 04 09 00 8b f2 00 b4 13 6c af ef fa 50 18 ..........l...P.
0030 fa f0 d7 13 00 00 81 00 00 44 20 45 42 45 4e 45 .........D EBENE
0040 46 46 44 45 45 45 42 46 42 43 4e 44 43 45 4c 46
FFDEEEBFBCNDCELF
0050 41 43 41 43 41 43 41 43 41 43 41 00 20 45 42 45 ACACACACACA. EBE
0060 4e 45 46 46 44 45 45 45 42 46 42 43 4e 46 49 46 NEFFDEEEBFBCNFIF
0070 41 43 41 43 41 43 41 43 41 43 41 41 41 00 ACACACACACAAA.

No. Time Source Destination Protocol Info
116 475.688958 192.168.2.3 192.168.2.2 NBSS Positive

session response

Frame 116 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 1, Ack: 73, Len: 4
NetBIOS Session Service

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 2c 00 a9 40 00 80 06 74 cd c0 a8 02 03 c0 a8 .,..@...t.......
0020 02 02 00 8b 04 09 6c af ef fa f2 00 b4 5b 50 18 ......l......[P.
0030 fa a8 a6 2e 00 00 82 00 00 00 01 01 ............

No. Time Source Destination Protocol Info
117 475.696355 192.168.2.2 192.168.2.3 SMB Negotiate

Protocol Request

Frame 117 (191 bytes on wire, 191 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 73, Ack: 5, Len: 137
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 b1 01 8e 40 00 80 06 73 63 c0 a8 02 02 c0 a8 ....@...sc......
0020 02 03 04 09 00 8b f2 00 b4 5b 6c af ef fe 50 18 .........[l...P.
0030 fa ec 5f 2b 00 00 00 00 00 85 ff 53 4d 42 72 00 .._+.......SMBr.
0040 00 00 00 18 53 c8 00 00 00 00 00 00 00 00 00 00 ....S...........
0050 00 00 00 00 ff fe 00 00 00 00 00 62 00 02 50 43 ...........b..PC
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0060 20 4e 45 54 57 4f 52 4b 20 50 52 4f 47 52 41 4d NETWORK PROGRAM
0070 20 31 2e 30 00 02 4c 41 4e 4d 41 4e 31 2e 30 00 1.0..LANMAN1.0.
0080 02 57 69 6e 64 6f 77 73 20 66 6f 72 20 57 6f 72 .Windows for Wor
0090 6b 67 72 6f 75 70 73 20 33 2e 31 61 00 02 4c 4d kgroups 3.1a..LM
00a0 31 2e 32 58 30 30 32 00 02 4c 41 4e 4d 41 4e 32 1.2X002..LANMAN2
00b0 2e 31 00 02 4e 54 20 4c 4d 20 30 2e 31 32 00 .1..NT LM 0.12.

No. Time Source Destination Protocol Info
118 475.697600 192.168.2.3 192.168.2.2 SMB Negotiate

Protocol Response

Frame 118 (143 bytes on wire, 143 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 5, Ack: 210, Len: 89
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 81 00 aa 40 00 80 06 74 77 c0 a8 02 03 c0 a8 ....@...tw......
0020 02 02 00 8b 04 09 6c af ef fe f2 00 b4 e4 50 18 ......l.......P.
0030 fa 1f 46 2f 00 00 00 00 00 55 ff 53 4d 42 72 00 ..F/.....U.SMBr.
0040 00 00 00 98 53 c8 00 00 00 00 00 00 00 00 00 00 ....S...........
0050 00 00 00 00 ff fe 00 00 00 00 11 05 00 03 0a 00 ................
0060 01 00 04 11 00 00 00 00 01 00 00 00 00 00 fd e3 ................
0070 00 80 bc cc e2 bc a8 fe c4 01 e0 01 00 10 00 81 ................
0080 88 ba eb 07 2a d3 40 81 6b 5a 80 9e eb b1 0b ....*.@.kZ.....

No. Time Source Destination Protocol Info
119 475.706252 192.168.2.2 192.168.2.3 SMB Session Setup

AndX Request, NTLMSSP_NEGOTIATE

Frame 119 (260 bytes on wire, 260 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 210, Ack: 94, Len: 206
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 f6 01 8f 40 00 80 06 73 1d c0 a8 02 02 c0 a8 ....@...s.......
0020 02 03 04 09 00 8b f2 00 b4 e4 6c af f0 57 50 18 ..........l..WP.
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0030 fa 93 fd d6 00 00 00 00 00 ca ff 53 4d 42 73 00 ...........SMBs.
0040 00 00 00 18 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 00 ff fe 00 00 10 00 0c ff 00 ca 00 04 ................
0060 11 0a 00 00 00 00 00 00 00 28 00 00 00 00 00 d4 .........(......
0070 00 00 a0 8f 00 4e 54 4c 4d 53 53 50 00 01 00 00 .....NTLMSSP....
0080 00 97 82 08 e2 00 00 00 00 00 00 00 00 00 00 00 ................
0090 00 00 00 00 00 05 01 28 0a 00 00 00 0f 00 57 00 .......(......W.
00a0 69 00 6e 00 64 00 6f 00 77 00 73 00 20 00 32 00 i.n.d.o.w.s. .2.
00b0 30 00 30 00 32 00 20 00 53 00 65 00 72 00 76 00 0.0.2. .S.e.r.v.
00c0 69 00 63 00 65 00 20 00 50 00 61 00 63 00 6b 00 i.c.e. .P.a.c.k.
00d0 20 00 32 00 20 00 32 00 36 00 30 00 30 00 00 00 .2. .2.6.0.0...
00e0 57 00 69 00 6e 00 64 00 6f 00 77 00 73 00 20 00 W.i.n.d.o.w.s. .
00f0 32 00 30 00 30 00 32 00 20 00 35 00 2e 00 31 00 2.0.0.2. .5...1.
0100 00 00 00 00 ....

No. Time Source Destination Protocol Info
120 475.707574 192.168.2.3 192.168.2.2 SMB Session Setup

AndX Response, NTLMSSP_CHALLENGE, Error:
STATUS_MORE_PROCESSING_REQUIRED

Frame 120 (361 bytes on wire, 361 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 94, Ack: 416, Len: 307
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 01 5b 00 ab 40 00 80 06 73 9c c0 a8 02 03 c0 a8 .[..@...s.......
0020 02 02 00 8b 04 09 6c af f0 57 f2 00 b5 b2 50 18 ......l..W....P.
0030 f9 51 d7 01 00 00 00 00 01 2f ff 53 4d 42 73 16 .Q......./.SMBs.
0040 00 00 c0 98 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 00 ff fe 00 08 10 00 04 ff 00 2f 01 00 ............./..
0060 00 ba 00 04 01 4e 54 4c 4d 53 53 50 00 02 00 00 .....NTLMSSP....
0070 00 16 00 16 00 38 00 00 00 15 82 8a e2 65 c7 c9 .....8.......e..
0080 97 dc f4 e7 94 00 00 00 00 00 00 00 00 6c 00 6c .............l.l
0090 00 4e 00 00 00 05 00 93 08 00 00 00 0f 41 00 4d .N...........A.M
00a0 00 45 00 53 00 44 00 41 00 51 00 2d 00 32 00 4b .E.S.D.A.Q.-.2.K
00b0 00 50 00 02 00 16 00 41 00 4d 00 45 00 53 00 44 .P.....A.M.E.S.D
00c0 00 41 00 51 00 2d 00 32 00 4b 00 50 00 01 00 16 .A.Q.-.2.K.P....
00d0 00 41 00 4d 00 45 00 53 00 44 00 41 00 51 00 2d .A.M.E.S.D.A.Q.-
00e0 00 32 00 4b 00 50 00 04 00 16 00 61 00 6d 00 65 .2.K.P.....a.m.e
00f0 00 73 00 64 00 61 00 71 00 2d 00 32 00 6b 00 70 .s.d.a.q.-.2.k.p
0100 00 03 00 16 00 61 00 6d 00 65 00 73 00 64 00 61 .....a.m.e.s.d.a
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0110 00 71 00 2d 00 32 00 6b 00 70 00 00 00 00 00 00 .q.-.2.k.p......
0120 57 00 69 00 6e 00 64 00 6f 00 77 00 73 00 20 00 W.i.n.d.o.w.s. .
0130 35 00 2e 00 30 00 00 00 57 00 69 00 6e 00 64 00 5...0...W.i.n.d.
0140 6f 00 77 00 73 00 20 00 32 00 30 00 30 00 30 00 o.w.s. .2.0.0.0.
0150 20 00 4c 00 41 00 4e 00 20 00 4d 00 61 00 6e 00 .L.A.N. .M.a.n.
0160 61 00 67 00 65 00 72 00 00 a.g.e.r..

No. Time Source Destination Protocol Info
121 475.711773 192.168.2.2 192.168.2.3 SMB Session Setup

AndX Request, NTLMSSP_AUTH

Frame 121 (328 bytes on wire, 328 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 416, Ack: 401, Len: 274
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 01 3a 01 90 40 00 80 06 72 d8 c0 a8 02 02 c0 a8 .:..@...r.......
0020 02 03 04 09 00 8b f2 00 b5 b2 6c af f1 8a 50 18 ..........l...P.
0030 f9 60 03 3c 00 00 00 00 01 0e ff 53 4d 42 73 00 .`.<.......SMBs.
0040 00 00 00 18 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 00 ff fe 00 08 20 00 0c ff 00 0e 01 04 ........ .......
0060 11 0a 00 00 00 00 00 00 00 6d 00 00 00 00 00 d4 .........m......
0070 00 00 a0 d3 00 4e 54 4c 4d 53 53 50 00 03 00 00 .....NTLMSSP....
0080 00 01 00 01 00 5c 00 00 00 00 00 00 00 5d 00 00 .....\.......]..
0090 00 00 00 00 00 48 00 00 00 00 00 00 00 48 00 00 .....H.......H..
00a0 00 14 00 14 00 48 00 00 00 10 00 10 00 5d 00 00 .....H.......]..
00b0 00 15 8a 88 e2 05 01 28 0a 00 00 00 0f 41 00 4d .......(.....A.M
00c0 00 45 00 53 00 44 00 41 00 51 00 2d 00 58 00 50 .E.S.D.A.Q.-.X.P
00d0 00 00 84 17 f4 4a 12 27 e9 7f 10 bc fb e7 cb 07 .....J.'........
00e0 8f b1 57 00 69 00 6e 00 64 00 6f 00 77 00 73 00 ..W.i.n.d.o.w.s.
00f0 20 00 32 00 30 00 30 00 32 00 20 00 53 00 65 00 .2.0.0.2. .S.e.
0100 72 00 76 00 69 00 63 00 65 00 20 00 50 00 61 00 r.v.i.c.e. .P.a.
0110 63 00 6b 00 20 00 32 00 20 00 32 00 36 00 30 00 c.k. .2. .2.6.0.
0120 30 00 00 00 57 00 69 00 6e 00 64 00 6f 00 77 00 0...W.i.n.d.o.w.
0130 73 00 20 00 32 00 30 00 30 00 32 00 20 00 35 00 s. .2.0.0.2. .5.
0140 2e 00 31 00 00 00 00 00 ..1.....

No. Time Source Destination Protocol Info
122 475.715540 192.168.2.3 192.168.2.2 SMB Session Setup

AndX Response
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Frame 122 (175 bytes on wire, 175 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 401, Ack: 690, Len: 121
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 a1 00 ac 40 00 80 06 74 55 c0 a8 02 03 c0 a8 ....@...tU......
0020 02 02 00 8b 04 09 6c af f1 8a f2 00 b6 c4 50 18 ......l.......P.
0030 f8 3f f6 9f 00 00 00 00 00 75 ff 53 4d 42 73 00 .?.......u.SMBs.
0040 00 00 00 98 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 00 ff fe 00 08 20 00 04 ff 00 75 00 00 ........ ....u..
0060 00 00 00 4a 00 4e 57 00 69 00 6e 00 64 00 6f 00 ...J.NW.i.n.d.o.
0070 77 00 73 00 20 00 35 00 2e 00 30 00 00 00 57 00 w.s. .5...0...W.
0080 69 00 6e 00 64 00 6f 00 77 00 73 00 20 00 32 00 i.n.d.o.w.s. .2.
0090 30 00 30 00 30 00 20 00 4c 00 41 00 4e 00 20 00 0.0.0. .L.A.N. .
00a0 4d 00 61 00 6e 00 61 00 67 00 65 00 72 00 00 M.a.n.a.g.e.r..

No. Time Source Destination Protocol Info
123 475.717538 192.168.2.2 192.168.2.3 SMB Tree Connect

AndX Request, Path: \\AMESDAQ-2KP\IPC$

Frame 123 (146 bytes on wire, 146 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 690, Ack: 522, Len: 92
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 84 01 91 40 00 80 06 73 8d c0 a8 02 02 c0 a8 ....@...s.......
0020 02 03 04 09 00 8b f2 00 b6 c4 6c af f2 03 50 18 ..........l...P.
0030 f8 e7 5e 3f 00 00 00 00 00 58 ff 53 4d 42 75 00 ..^?.....X.SMBu.
0040 00 00 00 18 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 00 ff fe 00 08 30 00 04 ff 00 58 00 08 ........0....X..
0060 00 01 00 2d 00 00 5c 00 5c 00 41 00 4d 00 45 00 ...-..\.\.A.M.E.
0070 53 00 44 00 41 00 51 00 2d 00 32 00 4b 00 50 00 S.D.A.Q.-.2.K.P.
0080 5c 00 49 00 50 00 43 00 24 00 00 00 3f 3f 3f 3f \.I.P.C.$...????
0090 3f 00 ?.

No. Time Source Destination Protocol Info
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124 475.718071 192.168.2.3 192.168.2.2 SMB Tree Connect
AndX Response

Frame 124 (114 bytes on wire, 114 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 522, Ack: 782, Len: 60
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 64 00 ad 40 00 80 06 74 91 c0 a8 02 03 c0 a8 .d..@...t.......
0020 02 02 00 8b 04 09 6c af f2 03 f2 00 b7 20 50 18 ......l...... P.
0030 f7 e3 ce e6 00 00 00 00 00 38 ff 53 4d 42 75 00 .........8.SMBu.
0040 00 00 00 98 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 08 ff fe 00 08 30 00 07 ff 00 38 00 01 ........0....8..
0060 00 ff 01 00 00 ff 01 00 00 07 00 49 50 43 00 00 ...........IPC..
0070 00 00 ..

No. Time Source Destination Protocol Info
125 475.722490 192.168.2.2 192.168.2.3 LANMAN

NetServerEnum2 Request, Print Queue Server

Frame 125 (176 bytes on wire, 176 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 782, Ack: 582, Len: 122
NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Pipe Protocol
Microsoft Windows Lanman Remote API Protocol

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 a2 01 92 40 00 80 06 73 6e c0 a8 02 02 c0 a8 ....@...sn......
0020 02 03 04 09 00 8b f2 00 b7 20 6c af f2 3f 50 18 ......... l..?P.
0030 f8 ab 31 ef 00 00 00 00 00 76 ff 53 4d 42 25 00 ..1......v.SMB%.
0040 00 00 00 18 07 d8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 08 08 06 00 08 40 00 0e 1a 00 00 00 08 ........@.......
0060 00 68 10 00 00 00 00 88 13 00 00 00 00 1a 00 5c .h.............\
0070 00 00 00 00 00 00 00 37 00 00 5c 00 50 00 49 00 .......7..\.P.I.
0080 50 00 45 00 5c 00 4c 00 41 00 4e 00 4d 00 41 00 P.E.\.L.A.N.M.A.
0090 4e 00 00 00 00 00 68 00 57 72 4c 65 68 44 4f 00 N.....h.WrLehDO.



© SANS In
sti

tu
te 

20
05

, A
uth

or
 re

tai
ns f

ull r
igh

ts.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, Author retains full rights.

00a0 42 31 36 42 42 44 7a 00 01 00 68 10 00 02 00 00 B16BBDz...h.....

No. Time Source Destination Protocol Info
126 475.783968 192.168.2.3 192.168.2.2 LANMAN

NetServerEnum2 Response

Frame 126 (122 bytes on wire, 122 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 582, Ack: 904, Len: 68
NetBIOS Session Service
SMB (Server Message Block Protocol)
SMB Pipe Protocol
Microsoft Windows Lanman Remote API Protocol

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 6c 00 ae 40 00 80 06 74 88 c0 a8 02 03 c0 a8 .l..@...t.......
0020 02 02 00 8b 04 09 6c af f2 3f f2 00 b7 9a 50 18 ......l..?....P.
0030 f7 69 58 bc 00 00 00 00 00 40 ff 53 4d 42 25 00 .iX......@.SMB%.
0040 00 00 00 98 07 d8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 08 08 06 00 08 40 00 0a 08 00 00 00 00 ........@.......
0060 00 08 00 38 00 00 00 00 00 40 00 00 00 00 00 09 ...8.....@......
0070 00 00 00 00 00 00 00 00 00 00 ..........

No. Time Source Destination Protocol Info
127 475.786672 192.168.2.2 192.168.2.3 SMB Logoff AndX

Request

Frame 127 (97 bytes on wire, 97 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 904, Ack: 650, Len: 43
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 53 01 93 40 00 80 06 73 bc c0 a8 02 02 c0 a8 .S..@...s.......
0020 02 03 04 09 00 8b f2 00 b7 9a 6c af f2 83 50 18 ..........l...P.
0030 f8 67 08 dd 00 00 00 00 00 27 ff 53 4d 42 74 00 .g.......'.SMBt.
0040 00 00 00 18 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 00 ff fe 00 08 50 00 02 ff 00 00 00 00 ........P.......
0060 00 .
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No. Time Source Destination Protocol Info
128 475.790687 192.168.2.3 192.168.2.2 SMB Logoff AndX

Response

Frame 128 (97 bytes on wire, 97 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 650, Ack: 947, Len: 43
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 53 00 af 40 00 80 06 74 a0 c0 a8 02 03 c0 a8 .S..@...t.......
0020 02 02 00 8b 04 09 6c af f2 83 f2 00 b7 c5 50 18 ......l.......P.
0030 f7 3e 09 34 00 00 00 00 00 27 ff 53 4d 42 74 00 .>.4.....'.SMBt.
0040 00 00 00 98 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 00 ff fe 00 08 50 00 02 ff 00 27 00 00 ........P....'..
0060 00 .

No. Time Source Destination Protocol Info
129 475.791277 192.168.2.2 192.168.2.3 SMB Tree

Disconnect Request

Frame 129 (93 bytes on wire, 93 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 947, Ack: 693, Len: 39
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 4f 01 94 40 00 80 06 73 bf c0 a8 02 02 c0 a8 .O..@...s.......
0020 02 03 04 09 00 8b f2 00 b7 c5 6c af f2 ae 50 18 ..........l...P.
0030 f8 3c fe b0 00 00 00 00 00 23 ff 53 4d 42 71 00 .<.......#.SMBq.
0040 00 00 00 18 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 08 ff fe 00 08 60 00 00 00 00 ........`....

No. Time Source Destination Protocol Info
130 475.792115 192.168.2.3 192.168.2.2 SMB Tree

Disconnect Response
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Frame 130 (93 bytes on wire, 93 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 693, Ack: 986, Len: 39
NetBIOS Session Service
SMB (Server Message Block Protocol)

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 4f 00 b0 40 00 80 06 74 a3 c0 a8 02 03 c0 a8 .O..@...t.......
0020 02 02 00 8b 04 09 6c af f2 ae f2 00 b7 ec 50 18 ......l.......P.
0030 f7 17 ff 2e 00 00 00 00 00 23 ff 53 4d 42 71 00 .........#.SMBq.
0040 00 00 00 98 07 c8 00 00 00 00 00 00 00 00 00 00 ................
0050 00 00 00 08 ff fe 00 08 60 00 00 00 00 ........`....

No. Time Source Destination Protocol Info
131 475.795432 192.168.2.2 192.168.2.3 TCP 1033 >

netbios-ssn [FIN, ACK] Seq=986 Ack=732 Win=63509 Len=0

Frame 131 (54 bytes on wire, 54 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 986, Ack: 732, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 28 01 95 40 00 80 06 73 e5 c0 a8 02 02 c0 a8 .(..@...s.......
0020 02 03 04 09 00 8b f2 00 b7 ec 6c af f2 d5 50 11 ..........l...P.
0030 f8 15 24 61 00 00 ..$a..

No. Time Source Destination Protocol Info
132 475.796347 192.168.2.3 192.168.2.2 TCP netbios-ssn >

1033 [FIN, ACK] Seq=732 Ack=987 Win=63255 Len=0

Frame 132 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:fc:75:df
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2
(192.168.2.2)
Transmission Control Protocol, Src Port: netbios-ssn (139), Dst Port: 1033
(1033), Seq: 732, Ack: 987, Len: 0

0000 00 0c 29 fc 75 df 00 0c 29 19 5e 14 08 00 45 00 ..).u...).^...E.
0010 00 28 00 b1 40 00 80 06 74 c9 c0 a8 02 03 c0 a8 .(..@...t.......
0020 02 02 00 8b 04 09 6c af f2 d5 f2 00 b7 ed 50 11 ......l.......P.
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0030 f7 17 25 5e 00 00 02 04 05 b4 01 01 ..%^........

No. Time Source Destination Protocol Info
133 475.796516 192.168.2.2 192.168.2.3 TCP 1033 >

netbios-ssn [ACK] Seq=987 Ack=733 Win=63509 Len=0

Frame 133 (54 bytes on wire, 54 bytes captured)
Ethernet II, Src: 00:0c:29:fc:75:df, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 1033 (1033), Dst Port: netbios-ssn
(139), Seq: 987, Ack: 733, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 fc 75 df 08 00 45 00 ..).^...).u...E.
0010 00 28 01 96 40 00 80 06 73 e4 c0 a8 02 02 c0 a8 .(..@...s.......
0020 02 03 04 09 00 8b f2 00 b7 ed 6c af f2 d6 50 10 ..........l...P.
0030 f8 15 24 60 00 00 ..$`..

No. Time Source Destination Protocol Info
134 482.120761 192.168.2.3 192.168.2.255 BROWSER

Domain/Workgroup Announcement WORKGROUP, NT Workstation, Domain
Enum

Frame 134 (254 bytes on wire, 254 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm
(138)
NetBIOS Datagram Service
SMB (Server Message Block Protocol)
SMB MailSlot Protocol
Microsoft Windows Browser Protocol

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 f0 00 b2 00 00 80 11 b2 f8 c0 a8 02 03 c0 a8 ................
0020 02 ff 00 8a 00 8a 00 dc ac e3 11 02 80 3e c0 a8 .............>..
0030 02 03 00 8a 00 c6 00 00 20 45 42 45 4e 45 46 46 ........ EBENEFF
0040 44 45 45 45 42 46 42 43 4e 44 43 45 4c 46 41 43
DEEEBFBCNDCELFAC
0050 41 43 41 43 41 43 41 41 41 00 20 41 42 41 43 46 ACACACAAA. ABACF
0060 50 46 50 45 4e 46 44 45 43 46 43 45 50 46 48 46
PFPENFDECFCEPFHF
0070 44 45 46 46 50 46 50 41 43 41 42 00 ff 53 4d 42 DEFFPFPACAB..SMB
0080 25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 %...............
0090 00 00 00 00 00 00 00 00 00 00 00 00 11 00 00 2c ...............,
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00a0 00 00 00 00 00 00 00 00 00 e8 03 00 00 00 00 00 ................
00b0 00 00 00 2c 00 56 00 03 00 01 00 01 00 02 00 3d ...,.V.........=
00c0 00 5c 4d 41 49 4c 53 4c 4f 54 5c 42 52 4f 57 53 .\MAILSLOT\BROWS
00d0 45 00 0c 00 c0 27 09 00 57 4f 52 4b 47 52 4f 55 E....'..WORKGROU
00e0 50 00 00 00 f9 7f 00 00 03 0a 00 10 00 80 08 df P...............
00f0 4c 7c 41 4d 45 53 44 41 51 2d 32 4b 50 00 L|AMESDAQ-2KP.

No. Time Source Destination Protocol Info
135 486.725334 192.168.2.3 192.168.2.255 NBNS Name query

NB WORKGROUP<1b>

Frame 135 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 b3 00 00 80 11 b3 99 c0 a8 02 03 c0 a8 .N..............
0020 02 ff 00 89 00 89 00 3a 77 57 80 41 01 10 00 01 .......:wW.A....
0030 00 00 00 00 00 00 20 46 48 45 50 46 43 45 4c 45 ...... FHEPFCELE
0040 48 46 43 45 50 46 46 46 41 43 41 43 41 43 41 43
HFCEPFFFACACACAC
0050 41 43 41 43 41 42 4c 00 00 20 00 01 ACACABL.. ..

No. Time Source Destination Protocol Info
136 487.459856 192.168.2.3 192.168.2.255 NBNS Name query

NB WORKGROUP<1b>

Frame 136 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 b4 00 00 80 11 b3 98 c0 a8 02 03 c0 a8 .N..............
0020 02 ff 00 89 00 89 00 3a 77 57 80 41 01 10 00 01 .......:wW.A....
0030 00 00 00 00 00 00 20 46 48 45 50 46 43 45 4c 45 ...... FHEPFCELE
0040 48 46 43 45 50 46 46 46 41 43 41 43 41 43 41 43
HFCEPFFFACACACAC
0050 41 43 41 43 41 42 4c 00 00 20 00 01 ACACABL.. ..

No. Time Source Destination Protocol Info
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137 488.154346 192.168.2.3 192.168.2.255 NBNS Name query
NB WORKGROUP<1b>

Frame 137 (92 bytes on wire, 92 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-ns (137), Dst Port: netbios-ns (137)
NetBIOS Name Service

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 4e 00 b5 00 00 80 11 b3 97 c0 a8 02 03 c0 a8 .N..............
0020 02 ff 00 89 00 89 00 3a 77 57 80 41 01 10 00 01 .......:wW.A....
0030 00 00 00 00 00 00 20 46 48 45 50 46 43 45 4c 45 ...... FHEPFCELE
0040 48 46 43 45 50 46 46 46 41 43 41 43 41 43 41 43
HFCEPFFFACACACAC
0050 41 43 41 43 41 42 4c 00 00 20 00 01 ACACABL.. ..

No. Time Source Destination Protocol Info
138 503.295234 192.168.2.3 192.168.2.255 BROWSER Local

Master Announcement AMESDAQ-2KP, Workstation, Server, NT Workstation,
Potential Browser, Master Browser

Frame 138 (243 bytes on wire, 243 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: ff:ff:ff:ff:ff:ff
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.255
(192.168.2.255)
User Datagram Protocol, Src Port: netbios-dgm (138), Dst Port: netbios-dgm
(138)
NetBIOS Datagram Service
SMB (Server Message Block Protocol)
SMB MailSlot Protocol
Microsoft Windows Browser Protocol

0000 ff ff ff ff ff ff 00 0c 29 19 5e 14 08 00 45 00 ........).^...E.
0010 00 e5 00 b6 00 00 80 11 b2 ff c0 a8 02 03 c0 a8 ................
0020 02 ff 00 8a 00 8a 00 d1 7f 49 11 02 80 43 c0 a8 .........I...C..
0030 02 03 00 8a 00 bb 00 00 20 45 42 45 4e 45 46 46 ........ EBENEFF
0040 44 45 45 45 42 46 42 43 4e 44 43 45 4c 46 41 43
DEEEBFBCNDCELFAC
0050 41 43 41 43 41 43 41 43 41 00 20 46 48 45 50 46 ACACACACA. FHEPF
0060 43 45 4c 45 48 46 43 45 50 46 46 46 41 43 41 43
CELEHFCEPFFFACAC
0070 41 43 41 43 41 43 41 43 41 42 4f 00 ff 53 4d 42 ACACACACABO..SMB
0080 25 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 %...............
0090 00 00 00 00 00 00 00 00 00 00 00 00 11 00 00 21 ...............!
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00a0 00 00 00 00 00 00 00 00 00 e8 03 00 00 00 00 00 ................
00b0 00 00 00 21 00 56 00 03 00 01 00 00 00 02 00 32 ...!.V.........2
00c0 00 5c 4d 41 49 4c 53 4c 4f 54 5c 42 52 4f 57 53 .\MAILSLOT\BROWS
00d0 45 00 0f 00 80 fc 0a 00 41 4d 45 53 44 41 51 2d E.......AMESDAQ-
00e0 32 4b 50 00 00 00 00 00 05 00 03 10 05 00 0f 01 2KP.............
00f0 55 aa 00 U..

No. Time Source Destination Protocol Info
139 526.685072 192.168.2.3 192.168.2.4 TCP 1048 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 139 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1048 (1048), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 b7 40 00 80 06 74 b9 c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 18 1a 0b 6d 62 ac 2d 00 00 00 00 70 02 ......mb.-....p.
0030 fa f0 cb 23 00 00 02 04 05 b4 01 01 04 02 ...#..........

No. Time Source Destination Protocol Info
140 526.685354 192.168.2.4 192.168.2.3 TCP 6667 > 1048

[RST, ACK] Seq=0 Ack=0 Win=0 Len=0

Frame 140 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1048 (1048),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 18 00 00 00 00 6d 62 ac 2e 50 14 ..........mb..P.
0030 00 00 f2 c4 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
141 527.167972 192.168.2.3 192.168.2.4 TCP 1048 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 141 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
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(192.168.2.4)
Transmission Control Protocol, Src Port: 1048 (1048), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 b8 40 00 80 06 74 b8 c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 18 1a 0b 6d 62 ac 2d 00 00 00 00 70 02 ......mb.-....p.
0030 fa f0 cb 23 00 00 02 04 05 b4 01 01 04 02 ...#..........

No. Time Source Destination Protocol Info
142 527.167982 192.168.2.4 192.168.2.3 TCP 6667 > 1048

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 142 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1048 (1048),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 18 00 00 00 00 6d 62 ac 2e 50 14 ..........mb..P.
0030 00 00 f2 c4 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
143 527.716458 192.168.2.3 192.168.2.4 TCP 1048 > 6667

[SYN] Seq=0 Ack=0 Win=64240 Len=0 MSS=1460

Frame 143 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.4
(192.168.2.4)
Transmission Control Protocol, Src Port: 1048 (1048), Dst Port: 6667 (6667),
Seq: 0, Ack: 0, Len: 0

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 00 45 00 ..)w....).^...E.
0010 00 30 00 b9 40 00 80 06 74 b7 c0 a8 02 03 c0 a8 .0..@...t.......
0020 02 04 04 18 1a 0b 6d 62 ac 2d 00 00 00 00 70 02 ......mb.-....p.
0030 fa f0 cb 23 00 00 02 04 05 b4 01 01 04 02 ...#..........

No. Time Source Destination Protocol Info
144 527.716598 192.168.2.4 192.168.2.3 TCP 6667 > 1048

[RST, ACK] Seq=0 Ack=1 Win=0 Len=0

Frame 144 (60 bytes on wire, 60 bytes captured)
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Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Internet Protocol, Src Addr: 192.168.2.4 (192.168.2.4), Dst Addr: 192.168.2.3
(192.168.2.3)
Transmission Control Protocol, Src Port: 6667 (6667), Dst Port: 1048 (1048),
Seq: 0, Ack: 1, Len: 0

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 00 45 00 ..).^...)w....E.
0010 00 28 00 00 40 00 40 06 b5 78 c0 a8 02 04 c0 a8 .(..@.@..x......
0020 02 03 1a 0b 04 18 00 00 00 00 6d 62 ac 2e 50 14 ..........mb..P.
0030 00 00 f2 c4 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
145 531.760601 192.168.2.4 192.168.2.3 ARP Who has

192.168.2.3? Tell 192.168.2.4

Frame 145 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:77:ff:87, Dst: 00:0c:29:19:5e:14
Address Resolution Protocol (request)

0000 00 0c 29 19 5e 14 00 0c 29 77 ff 87 08 06 00 01 ..).^...)w......
0010 08 00 06 04 00 01 00 0c 29 77 ff 87 c0 a8 02 04 ........)w......
0020 00 00 00 00 00 00 c0 a8 02 03 00 00 00 00 00 00 ................
0030 00 00 00 00 00 00 00 00 00 00 00 00 ............

No. Time Source Destination Protocol Info
146 531.760814 192.168.2.3 192.168.2.4 ARP 192.168.2.3 is

at 00:0c:29:19:5e:14

Frame 146 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:0c:29:19:5e:14, Dst: 00:0c:29:77:ff:87
Address Resolution Protocol (reply)

0000 00 0c 29 77 ff 87 00 0c 29 19 5e 14 08 06 00 01 ..)w....).^.....
0010 08 00 06 04 00 02 00 0c 29 19 5e 14 c0 a8 02 03 ........).^.....
0020 00 0c 29 77 ff 87 c0 a8 02 04 bb 5c 01 00 00 01 ..)w.......\....
0030 00 00 00 00 00 00 03 77 77 77 0d 77 .......www.w


