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Abstract
The SANS course “FOR610 - Reverse Engineering of Malware” is designed around
the use of Windows XP as a malware analysis environment. Mainstream support for
this operating system ended over 4 years ago and for those with extended support
contracts, these are due to end April 2014. This will prompt both enterprises and
home users to consider the transition to a newer version of Windows which has
ongoing support and regular updates. As users transition, the malware and
therefore analyst will need to follow. In order to be ahead of the game and ready for
the coming changes we will look at how each of many of the main tools used by
malware analysis perform under Windows 7 x64 detailing any issues encountered
and giving consideration to possible solutions.
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1. Introduction

The SANS course “FOR610: Reverse Engineering of Malware” is designed using
Windows XP as the malware analysis environment (SANS Institute, 2013). According to
the Microsoft support lifecycle, their mainstream support for Windows XP ended over
four years ago and for those with extended support contracts, they are due to end in April
2014 (Microsoft, 2013). In order to have access to software updates and maintain
security, enterprises and consumers alike will be required to update to a newer version.
As users upgrade to a new operating system, malware authors and therefore the malware
analyst will need to follow. The cautious corporate administrator has the option of
upgrading to either the latest version “Windows 8” or the more mature “Windows 7.
The online publication techrepublic.com has run a survey every 6 months since 2009 to
try and identify the trend in operating system migration away from Windows XP and
what people are choosing to move to. The indication in March 2013 was that companies
had progressively been moving to “Windows 7" and 85% either had no plans or had

decided against moving to “Windows 8 (Tech Republic, 2013).

In this review, the tools and techniques taught in FOR610 will be tested under
Windows 7 x64 to establish on a tool by tool basis whether they are fully functional, can
be made to work with modifications to the system or whether they will not work at all

and in which case what alternatives are available.
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2. Test environment

2.1 Design of tool testing program

A benign program called “Harmless Malware.exe” was written and compiled in C++ to
emulate the Windows system API calls and functions found in common malware. Access
to the source code allows anyone conducting the tests to verify what the results should be
(available as Appendix A).

This program has the following functionality:

1. The process will identify the path it was executed from and add itself to the “Run” key
in the registry in order that it be automatically started when the system loads.

2. The process will attempt to write the EICAR standard antivirus test string (EICAR,
2003) to a file (“avtest.txt”). This will emulate the functionality of a “dropper”.

3. The process will attempt to open an internet connection to www.sans.org and retrieve
the homepage.

These three tasks will cover persistence, file system modification and network
communication which are three tasks common to malware functionality.

The test program was created with the support of the MSDN online Windows API

support pages and is available freely for anyone wishing to conduct similar testing
(MSDN, 2013).
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Consideration was given to the architecture in which to compile this code to. It was

ent 4

decided that as x86 programs can be run on both x86 and x64 platforms that this would
be the favored choice of the malware author as their product would work on a higher

proportion of systems. A x86 program run on x64 Windows uses the WoW64 syste

m

which supports the backwards compatibility of architecture execution (Microsoft - Dev

Center (A), 2013).

Following the compilation of the code into “Harmless Malware.exe” UPX packer

(UPX, 2013) was used to create a packed version of the program which was named

“Harmless Malware (packed).exe”. This would become useful when testing tools and

techniques which work on packed executables.

e

BN C:\Windows\system32\crmd.exe

C:sUserstusersDesktopXupx Harmless_Maluware .exe

PP N
File si=e i Format
81922 > 68 .5 win3d2 - pe Harmless_Malware.exe
Packed 1 file.

C:sUserssusersDesktop

The resultant executables were then ready for the testing process to begin.

Harmless_... Harmless_...
(packed]
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2.2 Setup of the Windows 7 x64 environment

At this point the setup of the Windows 7 x64 environment was started. Initially VMware
was used to install the operating system to as this was the technique used in the FOR610
course and would allow quick roll back and the ability to save system states to aid with
testing.

Unfortunately, very quickly an issue arose with the installation of a x64 operating system
on VMware.

A dialog box appeared as soon as the operating system installer was launched with the
following message:

“This virtual machine is configured for 64-bit guest operating systems. However, 64-bit
operation is not possible. This host does not support VT. For more detailed information,
see http://vmware.com/info?id=152. Continue without 64-bit support?

VMware Workstation <] < 4) 19:40 R user 1%
6 File EQIit View VM Tabs Help B
=
Library * | & Home « |= MyComputer o & windows 7 x «1 [ shared VMs &

[@ypeheretosearch | v

~ B My Computer
ﬁ windows XP Pro...
& REMnux
{8 windows 7 x64
=i Shared VMs

O Question

g This virtual machine is configured for 64-
@) Dbit guest operating systems. However,
64-bit operationis not possible.
This host does not support VT.
For more detailed information, see
http://vmware.com/info?id=152.
Continue without 64-bit supporkt?

,VesH_o-No

AN e iD DD 4 W

D
E
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On proceeding a message was presented which was part of the Windows 7 x64
installation process and gave the error message shown in the screenshot below.

As follows:

“Info: Attempting to load a 64-bit application, however this CPU is not compatible with
64-bit mode”

VMware Workstation [><] < 4) 19:42 R user U
® - o Windows 7 x64 - VMware Workstation
File Edit View VM Tabs Help

= 00 |2 @ Snapshot =

E = Eunity ‘E‘

i ;
L|F>rary7 * | 4% Home o |2 My Computer « @ Windows 7 x64 # | [E Shared VMs o
|Q Type here to search | v

- B My Computer windows Boot Manager
ﬁ Windows XP Pro...
ERFMWX windows failed to start. A recent hardware ofgsoftware change might be the
@ wWindows 7 x64

& Shared VMs cause. To fix the problem:

1. Insert your windows installation _dise, and restart your computer.
2. Choose your language settings, €@nd then click "Next."
3. Click "Repair your computer.j

If you do not have this disggieontact your system administrator or computer
manufacturer for assistancé,

File: \windows\system32\boot\winload.exe

Status: Oxc000035a

Info: Attempting to load a 64-bit application, however this CPU 1is not
compatible with 64-bit mode.

y
L
%
(o)}
B
1 ]

D
)

FNTFR=Crntinia FQr=Fyit

It appears that the hardware of the machine which was being used to do this testing was
causing issues while loading the “winload.exe” program which formed part of the
installation process. The advice provided by VMware was reviewed but it was not
possible to get it working. At this point there was a choice of changing to a different
machine or installing the operating system directly rather than using a virtual
environment.

At this point a partition was created and Windows 7 was installed directly to the machine
to prevent any further VM related issues.
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3. Individual tool testing

A selection of the core tools from the malware analysts toolkit as taught in FOR610 were
tested using the benign sample and their compatibility with “Windows 7" is summarized

below and detailed in the following pages.

Tool Functionality Identified issues
BinText None
Process Monitor None
Process Hacker None
Autoruns None
PEiD None
Capture BAT Network traffic only
Regshot None
Lord PE Appears functional * Possible issue with
automated header repair
CHimpREC Testing failed Loading & functionality
issues - see report
Ollydbg v2 Appears functional * None
IDA Pro Appears functional * None

Please note:

Where a tool is marked Appears functional * this is a recognition of the complex nature
of code analysis, including the unreliable “trial and error” nature of process dumping &
header repair in the analysis of a packed executable.

The individual report pages detail the testing that was completed and results achieved.
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3.1 BinText — Fully functional

(BinText, 2013)

This tool was run against the unpacked executable and as can be seen in the screenshot

below was able to identify various strings from static variables that we would expect to

see including:

- SOFTWARE\WMicrosoft\Windows\CurrentVersion\Run

- Bad_Entry
- avtest.txt
- Suspect File

- WWW.Sans.org

8

{  C\Users\user\Desktop\Harmless_Malware.exe

Search | Fiter | Help |

E=N(Eol =5

File to zzan |E:'xLIsers'xuser'xD ezktoptHarml=zz_Malware exe

Browse |

Go

v Advanced view

Time taken : 0.016 secs

Text zize: 1558 bytes [1.52K]

00000000101 C

File posg | fem poz |0 | Text

A 000000001CES 0000004050E 3 0 4:5METH

A 000000001007 Qoo000405101 0 B+7 37 @O avITIv?
A 000000001021 000000405121 0 Tro<EhwEN

A 000000001035 000000405135 ] 9,949 90=5F 3L 9R 549
A 000000001047 000000405147 0 34994

A 000000001 05F - 00000040515F 0 oz

A 000000001 0EY 000000405167 0 2L3P3AEp3

U 000000000F2F 0000004021 2F 0 @ES0FTWARE \Microsaft\\WindowshCurenterzsionh B un
14 000000000FSC 0000004021 8C 0 Bad_Entry

L4 OO0000000FES 0000004021 ER 0 avhest bst

L7 000000007000 000000402200 0 Suzpect File

WAL 2S0E. ONg

{11

a7 ||LIN:5

||Hs:n ||

-

Find | Save |

Adam Kramer, adamkramer@hotmail.com

© 2014 The SANS Institute

Author retains full rights.




Review of Windows 7 as a malware analysis environment |

Further results from the same executable reveal API calls which were used in the
program. We can see the calls made, in fact everything listed in the screenshot below
would have been called or linked in to the program somehow. If we were using this tool
in the primary stages of an analysis we would be able to identify some of the
functionality of the program without much work.

i

{  C\Users\user\Desktop\Harmless_Malware.exe

Search | Fiter | Help |

v Advanced wiew

File to zzan |E:hLI sershuzersDeskloptHarmless_Malware. exe

Time taker : 0.016 zecs

-

E=N(Ecl

Go

Browse

Test zize: 1553 bytes [1.52K]

s

Ak

a7 LM: &

File pos | Mem pos | I | Text
A 0000000071 2C6 000000402408 1] GettModuleFieM ameis
A 0000000071 20C  Q0000040240C 0 CreateFilsis
A 000000007 2EA Q000004024E A, 1] WriteFile
A 0000000071 2F6  0000004024F6 1] ClozeHandle
A 000000007304 000000402504 1] Sleep
A 0000000071304 000000402504 1] KERMEL32.dI
A 0000000071314 00000040251 A 1] Feglpent. ey
A 0000000071328 000000402528 1] Fegsetkaw alusiy
A 000000007334 000000402524 1] FegClozek.ey
A 0000000071346 000000402546 1] AlbaPEz dl
A 0000000071356 000000402556 1] Internet0perisy
A 0000000071366 000000402565 1] InternetCaonnects
A 000000001374 000000402574 1] HitpOperRequeste’
A 0000000071388 00000040258E 1] Hitp5 endR equestia’
¥l 00000007 240 00402540 1] WIHIMET . dll
I I

RS: 0

Find Save
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Now we can move on to the packed executable and as we can see from the two
screenshots below there are some indications of the functionality of the packed program
(in fact there are more clear text API calls than would typically be expected to seen from
a packed executable).

Either way the tool was performing as expected and outputting correctly.

T

"C\Users\user\DesktopiHarmless_Malware (packed).exe”

Search | Filter ] Help ]

1
File to zcan |C:\Users'\user\Desktop\HarmIess_Malwale [packed]exe  Browse [ Go
¥V Advanced view Time taken : 0.000 zecs  Test size: 849 bytes [0.83K]
File: pos | tdem pog | 1D | Text - D 9 -
A 000000001481 Q00000408281 a ADVAPIZ2 I
A 0N0000000T48E Q0000040828E a MSYCRT10.4I
A 000000001498 000000408298 a WAINIMET dll
A 000000001448 000000408248 a LoadLibrarpd,
A 0000000014B6  Q000Q04082E6 a GetProctddress
A 00000000T4CE Q00000408206 a irtualProtect
A 000000001406 00000040820E 0 Wirtualtllos
A 0000000014E4  0Q000Q04082E4 a inualFree
A 0000000014F2  Q000004082F2 a ExitFrocess
A 000000001500 Q00000408300 a Feglpenkeyty
A 000000001514 0 InternetD perisd K
o &
€| 1 | b
Ready AN B2 K: 0 RS: 0 Find Save

T "C\Usersh\user' Desktop\Harmless_Malware (packed).exe"

fo @ /=)

Search | Fiter | Help |

File: tar scan |C:\Usels\user\Desktop\HarmIess_Malware [packed].exe  Browse Go

W Advanced view Time taken : 0.000 sece  Text size; 849 bytes [0.83K)
File pos | Mem pos | D | Text -
N 000000000532 0 32 W) |_|
A 000000000862 Q00000407262 a OEFPAL I
A 000000000BSE Q00000407238 a ciand

A 000000000747 000000407347 a uMwdhl

A 0000000008 A 000000407414 O _3nk2l

A 0000000008C1 000000407401 a Ll

A 000000000953 Q00000407559 a FEH<P

A 00000000097F Q000004075 7F a Ly}

A 000000000458 Q00000407698 a ad_UXly

A 000000000448 000000407642 O Pziad PIANFE

A 000000000&AC4  0000004076C4 O CaR-5TaMD

A 000000000401 000000407601 a TMIRUS-TE

A lnnnnnnnnru.\ED Q000004076ED 0 FILE!$H+H* | S
[ n k
Feady AM: B2 UM: 0 RS: 0 Find Save
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3.2 Process Monitor — Fully functional
(Process Monitor, 2013)
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1

Process monitor is designed to capture all the Windows API functions that have been

called and log them in an interface that can be filtered and saved.

The screenshot below shows a small segment of the output which resulted from filtering
to only show the CreateFile operations from our process.

As ever, there are vast numbers of Windows API calls which are being done in the
background, but of note a CreateFile operation was highlighted which is linking in with
the avtest.txt file.

As well as correctly capturing this call, Process Monitor managed to capture all the
relevant calls made during the program including the full details and results.

¢ Process Monitor - Sysinternals: www.sysinternals.com E\@
File Edit Event Filter Tools Options
led | RBE | TAG | Cén | By m
Time ... Process Name FID Operation Path Result Detail &
12:29:... 5 Hamless_Malw... 2644 BhCreateFile C:\Windows\Prefetch"\HARMLESS_MALWAR. .NAME NOT FOUND Desired Access: Gener
12:2%:... ®'Hammless_Malw... 2644 _LELCreateFile CAaWindows SUCCESS Desired Access: BExecu
12:2%:.... ®'Harmless_Mahw... 2644 ﬁ\Createﬂle CAWindows"System 32 wowe4d dil SUCCESS Desired Access: Read | =
12:29: . B Hamless_Malw... 2644 ZhCreatefile CaWindows"System 32 wowb4d dil SUCCESS Desired Access: Read
12:2%:... ' Hamless_Malw... 2544 }Createﬂle CAWindows'System 32 wowtdwin dl SUCCESS Desired Access: Read
12:2%:... %' Harmless_Mahw... 2644 BCI'EEtEF"E CaWindows"System 32 wowtdwin dl SUCCESS Desired Access: Read
12:29: . % Hamless_Mahv.. 2644 BhCreatefile C A Windows'System 32 wowbdcpu dil SUCCESS Degired Access: Fead .
12:29.... B Hamless_Malw... 2644 E\Createﬂle CaWindows\System 32 wowtdcpu dil SUCCESS Desired Access: Read
12:2%:... ®'Harmless_Malw... 2644 BCI'EEtEF"E CAWindows'System 32 wowedlog dil NAME NOT FOUND Desired Access: Read .
12:29. . % Hamless_Malw... 2644 BhCreatefile CAWindows SUCCESS Desired Access: Fead .
12:29:... ® Hamless_Malw... 2644 BhCreateFile C:hUsers‘wserDesktop SUCCESS Desired Access: Execu
12:29:... ®'Harmless_Malw... 2644 LﬁuCﬁaa’ceFllva CAWindows'\SysWOWed \sechost dl SUCCESS Desired Access: Read .
12:25% . &' Hamless_Malw... 2644 E_;inﬁ'eateﬂle CAWindows'SysWOWEd \sechast dl SUCCESS Desired Access: Read
12:29: . % ' Hamless_Malw... 2644 BhCreatefile CaillsershusertDesktop MSVCR110.dll MAME NOT FOUND Desired Access: Read .
12:2%:... ™' Harmless_Malw... 2644 B.Createﬂle CAaWindows \SysWOWed \msver110.dl SUCCESS Desired Access: Read .
12:2%... ®'Harmless_Mahw... 2644 B\Createﬂle CAWindows SysWOWEed \msver110.dl SUCCESS Desired Access: Read
12:29: . B Hamless_Malw... 2644 BhCreatefile CilsershusertDesktoptwersion DLL WAME MOT FOUND Desired Access: Read .
12:2%:... ®'Harmless_Malw... 2644 B\Createﬂle CaWindows \SysWOWed wersion dil SUCCESS Desired Access: Read .
12:2%:... %' Harmless_Malw... 2644 BCI'EEtEF"E CAWindowsSysWOWed wersion dil SUCCESS Desired Access: Read
12:29. . ® ' Hamless_Malw... 2644 BhCreatefile CAWindowsSys\WOWEimm 32 dil SUCCESS Degired Access: Fead .
12:29.... B Hammless_Malw... 2644 E\Createﬂle CAaWindows \SysWOWedimm 32 dil SUCCESS Desired Access: Read
12:2%:... ®'Hammless_Mahw... 2644 LﬁuCﬁaa’ceFllva CAaWindows"\SysWOWed\imm 32 dll SUCCESS Desired Access: Read .
1229 % 'Harmless_Malw... 2644 E_;inﬁ'eateﬂle CAWindows'Sys\WOWEimm 32 dil SUCCESS Desired Access: Read
12:29:... 5 Hamless_Malw... 2644 ShCreateFile C:vWindows \SysWOWE4\imm 32 dll SUCCESS Desired Access: Read .
: B Hamless_Malw... 2644 LﬁuCﬁaa’ceFllva CaWindows"\SysWOWed \imm 32 dll SUCCESS Desired Access: Read
129 Cilzers‘userDesktoptavtest bd SUCCESS i z
: Hammless_Malw_ .. 2644 ZhCreateFile CilsershusertDesktop* Securd2 dil MAME NOT FOUND Desired Access: Read .
12:29:.... ®'Hamless_Malw... 2644 B.Createﬂle CaWindows \SysWOWed \secur3d2 di SUCCESS Desired Access: Read .
i | 11 | 3
Showing 132 of 117,452 events (0.11%) Backed by virtual memaory
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3.3 Process Hacker — Fully functional

(Process Hacker, 2013)

2

Process Hacker is a significantly more powerful task manager than the one built into
Windows. It is able to correctly identify and detail both x86 and x64 bit processes and the
tests into the functionality and detailing came back showing that it was operating as

would be expected.

As shown in the screenshot below, our process is listed in the background. The properties

window has been opened for process hacker itself and as we can see it is able to

successfully show the overview details about the process.

The powerful functionality such as the ability to terminate a process directly was tested

and was also a success.

P
58 -
1% Process Hacker [user-PCluser] e Ty EIIE\ ]@
Hacker View Tools Users Help Memory | Environment I Handles | Comment
“Z Refresh - Options | #8 Find H General | Statistics I Performance | Threads | Token | Modules
Processes | Senvices | Metworlc File
Marme [. Process Hacker o
[==7 sppsvC.exe = w32 ect
@ TEEREL DT Version: 2.28.0.5073 -
("7 mscorsvw.exe Image File Name: ko
[=7] taskhost.exe C:\Program Files\Process Hacker 2\ProcessHacker.exe s
[m7 svchost.exe s
(57 svchost.exe Process ps
@ sychost.exe Command Line: "C:\Program Files\Process Hacker 2\ProcessHacker.exe™ his
(=1 svchost.exe Current Directory:  C:\Program Files\Process Hacker 2) S
(5] |sass.exe Pr
® Ism.exe Started: 4 minutes and 50 seconds ago (12:34:07 08/09,/2013) ben
[ LogenULexe PEB Address:  Ox7fffffdfo00 er
4 csrss,
Bl esrssexe Parent: explorer,exe (1932) foc
BEX conhost.exe
| [ winlogon.exe DEF: Enabled, Permanent Ltic
|| 4 = explorer.exe Protection: Mot Protected 1

2 mspaint.exe
1% pProcessHacker.exe

CPU Usage: 38.23% Physical Memaory:

Process Type:  64-bit

Permissions ] [ Terminate J
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3

Below is a screenshot of the network tab which show that it was able to successfully
identify and display the connection that our program has made to www.sans.org and

details the ports and current state.

% Process Hacker [user-PC\user]

Hacker View Tools Users Help

Processes | Services | Network

“Z Refresh -} Options | #8 Find Handles or DLLs =% Systern Information | O & %

=5 =

Search Network (Ctri=K) |

-

Mame Local Address Local... Remote Address

@Harmless_MaIware(packed).ex... user-PC.Home 49806 www.sans.org

State
Establish...

Rem... Prot..

80 TCP

Owner ol

Again, further functionality has been tested showing that it is able to successfully access

the memory and extract strings on request.

F

= Harmless_Malware (packed).exe (2216) Properties

(===
[ Modes
"

Commeant

r_Eefresh

I Threads I Token
Handles I

| General | Statistics I Performance

Memary |

Environment I

-

[==]=]

Search Processes (Cti+K) |

B Results - Harmless_Malware (packed).exe (2216) E\@
937 results.
| Results - Harmless_Malware (packed).exe (2216) = ==
20 results,
Address Length Result
Ox3eel34 214 C:\Users\user\AppDataiLocal\Micro. ..
Ox3eehdd 107 C:\Wsers'user\AppData'Local \Micro. ..
Ox6a0c4d 20 http: ffwww.sans.org/
OxBalces 20 http:/fwww.sans.orgf
Ox6a0c33 13 Host: www.sans.org
Oxeb24d0 40 http:/fwww.sans.orgf
Ox6b2508 40 http: ffwww.sans.org/
Oxeb2870 12 WWW,Sans.org
Ox6b2888 12 WWW.5ans.org
Oxeb28a0 12 WWW,Sans.org
| Ox6bfadd 24 WWW.5ans.org
| Oxebf758 24 WWW,Sans.org
Ox6d3300 24 WWW.5ans.org
| Ox5d3350 24 WWW.Sans.org
L] Ox6d337c 24 WWW,Sans.org
Ox6db31a 107 C:\Users\user\AppDataiLocal\Micro. ..
OxBedcta 18 tp:ffwww.sans. org/
0x23d4bc0 20 W.5&NS.0rg
Ox23d4c30 24 WWW,Sans.org
Ox2a72d04 24 WWW.5ans.org
Ccry - f ]
Filter Save... ] [ Copy ] L Close ,|

Adam Kramer, adamkramer@hotmail.com
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Description

Host Process for Windows Ser...
Adobe Acrobat Update Service
SQL Server VS5 Writer - 64 Bit
Microsoft Windows Search In...
Microsoft Software Protection...
MET Runtirme QOptimization 5...
MET Runtime Optimization 5...
Host Process for Windows Tas...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Host Process for Windows Ser...
Local Security Authority Proce...
Local Session Manager Service
Windows Legon User Interfac...
Client Server Runtime Process
Console Window Host
Windows Legon Application
Windows Explorer

Paint

Process Hacker

-
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4

3.4 Autoruns — Fully functional
(Autoruns, 2013)

We can see below that 'Autoruns' has been able to successfully identify and list the auto
run entry that we added into the registry. This has been highlighted below, and we are
able to use this software to modify the auto-run functionality.

As this entry has been created by a x86 program, the registry key enter was added under
the Wow6432Node. This software is able to successfully identify and list that fact.

& Autoruns - Sysinternals: www.sysinternals.com EI@

File Entry Options Help

2 RAIXE

@ Codecs | E Boot Execute | E Image Hiiagl;.&'\_| |%] applrit | %] KnownDLLs | n Winlogon
& winsock Froviders iz Frint Monitors I _%_LS!—'« Providers | L Wetwork Providers | B/ Sidebar Gadgets
& Evenything | é Logon *-4 E wplorer | ;:; JnternetE:-:plurel | [,j Scheduled T azks | % Semices | Diivers
Autorun Extry D egcription Publisher Image Path Il

ﬁ HELMYSOF TWARE Y owEd 32M odehbicrosofthhy/indows \Cumentyersion R un —
Adobe ARM Adobe Reader and Acrobat... Adobe Spstems [ncorporated  chprogram files [xB6]Ncommon fileghadobehamtl. Dhado...

© v

ﬂ' HELMYSOFTwWARESMicrozofthdctive Setuptinstalled Companents

wharm 1= e [p

\ml Microsoft Wind. . Windows fail Microzoft Corporation c:hprogram fileshwindows mailwinmail exe
ﬁ HELMYSOFTWARE YW owbd 22Modehicrozafthctive Setuphlnstalled Components
\ml Microsoft Wind. . Windows Mail Microzoft Corporation c:\program files (286 windows mailhwinmail exe
ﬁ HELM4S oftwarehClazzes\DiractonB ack ground\ShelE »\Contexttd enuH andlers
(%] Gadgets Sidebar droptarget Microzaft Corporation hprogram fileswindows sidebarssbdrop.dll
ﬁ HELMYS oftweare'y/owbd I2NodehClaszes \DirectonsB ackgroundsShelE xtContextt enuH andlers -

harmless_malware [packed) exe Size: AK
@ Tirve: 0E/09/2013 18:53

C:AJsershuzertDesktlophHamless_Malware [packed] exe

Fieady. Windows Entries Hidden.
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3.5 PEID - Fully functional
(PEiD, 2013)

The packed executable was loaded into PEiD to see whether it would be able to identify

the packer.

As can be seen, it has been able to identify the packer we have used as UPX and gives

details about the sections within the file.

& PeiD v0.95 = = =]

File: | C:\Users\user\Desktop\Harmless_Malware (packed).exe E
Entrypeint: |D0007E40 EP Section: [UPX1
| File Offset: [0000OF40 First Bytes: | 50,BE,00,70
Linker Info: |11.0 Subsystem: |Win32 console

|UPx - www.upx.snurcef&rge.net i
Multi Scan I rféskﬁew?l | Options I | About I | Exit I
v Stay on top

Section Viewer =]
:-Narﬂ? | v.Offsst | V.Size | R Offsst | R.Size | Flags [
\uPX0 00001000 00006000 00000400 00000000  EO00OOS0
|uPx1 00007000 00001000 00000400 O0OOOEOD  EO000040

rsrc 00008000 00001000 00001200 00000400  COO00040
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Furthermore, digging into the functionality which details PE information including the

import table and other headers.

& reiD v0.05 (== ][=]

File: \ C:\Usersuser\Desktop\Harmless_Malware.exe E

Entrypoint: | 0000138C EP Section: |.text
File Offset: [0000075C FirstBytes: [E5,E0,02,00
Linker Info: [11.0 Subsystem: |Win32 console

|Microsoft Visual C++2.7 =

| Multi Scan I |TaskV'|ewer| | Options I | About || Exit I

PE Details

=
~Basic Information Imports Viewer El
EntryPaint; |0000138C SubSystem: |0003 —
: 7 T T — T DillMame ‘ OriginalFirstThunk | TimeDateStamp | ForwarderChain Name FirstThunk
mageoase: lumber! ecuons:
= " KERNEL32.dI 00002408 00000000 00000000 00002504 00002010
SizeOflmage: | 00006000 TimeDateStamp: | 52241690 ADVAPI3Z.dIl 00002378 00000000 00000000 00002546 00002000
_—_—_ AR
BaseOfCode: |00001000 P WININET.dll 0000; 00000000 00000000 00002540 00002088
asebitode: |7 eetineaders MSVCR110.dl 00002440 00000000 00000000 000026EE 00002048
BaseOfData: |00002000 Characteristics: 0102
SectionAlignment: |00001000 Chedksum: | 00000000
FileAlignment: | 00000200 SizeOfOptionalHeader: |00ED
Magic: |0108 . [oooooo10 —
BB = rmunk RVA | Thunk Offset | Thunk Value | Hint/Ordinal | API Name

00002088 00000EBS 00002578 0073 HttpOpenRiequestil/
~ Directory Information 000020BC 00000ERC 00002564 0096 InternetConnectiy
RVA SIZE 000020C0 0000DECD 00002554 0oco InternetOpeniy
00002004 0000DEC4 0000258C 0o7Cc HttpSendRequestiv
EsportTable: |00000000 00000000
ImportTable: (00002394 00000064 ] =]
Resource: 00004000 000001E0 L =1
TL5Table: 00000000 00000000
Debug: |000020FD ‘D000003E =]

Close

In the TAT view, APIs that have been used in the test executable can be easily recognized,

in this screenshot the APIs used in the internet connection are seen.

Adam Kramer, adamkramer@hotmail.com
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3.6 Capture BAT -
(Capture BAT, 2013)
CaptureBAT is designed to monitor the system and attempts to identify suspicious
activity. It has the functionality to monitor processes, files, registry and network traffic.
By running CaptureBAT with the -h argument, the help screen is displayed. This
provides a detailed explanation of the full functionality of the program.

ER Administrator: C\Windows\System32\cmd.exe |5E|ﬁ] ]

C:>FProgram Files (x86>-Capturercapturehat.exep<h

Capture client is a high interaction client “honeypot which using event monitorin
g can monitor the state of the system it @s3being run on. Capture can monitor pp
ocesses, files. and the registry at theQmoment and classifies an event as being
malicious by checking exclusion lis€s®

These exclusion lists are regular exppe=s€ions which can either allow or deny a p
articular event from a process in the system. Because of the fact that it uses »
eqular expressions, creating these 1list can be very simple but can also provide
very fine grained exclusion if Aeedéd.

The client can also copy all modified and deleted files to a temporary directory
a? well as capture all incomingdand outgoing packets on the network adapters on
the system.

The client can be run i EheWfollowing two modes:

Client{->Server

The client conneéet® to a central Capture server where the client can be sent url
= to visit. TheseQu®ls can contain other information which tell the client which
program to gse, for example wuww.google.com could he visited with either Interne
t Explorer_ opgMozilla Firefox and how long to visit the url. While the url is he
ing visitedWthegdstate of the system iz monitored and if anything malicious occup
z duringCthe vwizitation period the event iz passed back to the server. In this m|
ode the client iz r»un dinside of a virtuwal machine zo that when a malicious event
occurs thedzserver can revert the virtual machine to a clean state

Unfortunately although the program will execute and display what it was designed to do,

it doesn't work fully under Windows 7 x64.
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If we execute the program without any parameters we get the following output:

BX Administrator: C\Windows\System32\cmd.exe - capturebat.exe |q_':L|_[ 1 wie

=
=
=

= =
= =
= =

As can be seen the user is presented with error 0x4FB which according to the Microsoft

'System Error Codes' (Microsoft — Dev Center (B), 2013)

ERROR_DRIVER_BLOCKED
1275 (0x4FB)

This driver has been blocked from loading.

Windows 7 is not happy with the driver and has not allowed it to load. The kernel driver
provides the core functionality of the program and accordingly without it, the execution

fails.

However, there is limited functionality that does work under Windows 7. If the program

is run with the -n argument, according to the help screen (-h) it will do the following:

Adam Kramer, adamkramer@hotmail.com
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-n Capture all incoming and outgoing network packets from the
network adapters on the system and store them in .pcap files in
the log directory
This element of the functionality appears to work correctly and loads after the errors
thrown from the kernel driver load failure.
ER Administrator: C\Windows\System32\cmd.exe - capturebat.exe -n |E‘E|J_hj ]

= =
= =
= =

=
=
=

The PCAP files are successfully created and if loaded into Wireshark show what appears

to be a successful packet capture.
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3.7 Regshot — Fully functional
(Regshot, 2013)

Regshot is designed to let the user take a snapshot of the file system and registry, execute
a program, take a second snapshot and then compare the two.

* Plain XT  HML document

C | :
ompare logs save as 15t shot
|
{

Iv Scan dir 1f;dir2;. .. ;dir nnl:

|C:'|,

Output path:
| Ci\Usersiuser\Deskiop

Add comment into the log:

When tested by executing 'Harmless Malware.exe' between the two snapshots the
expected file system and registry changes are successfully captured and this program
appears to be fully functional under the Windows 7 x64 environment.

Adam Kramer, adamkramer@hotmail.com
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3.8 LordPE — Appears functional

(LordPE, 2013)

2
1

LordPE is designed to dump running processes from memory and edit the PE headers.

As can be seen below LordPE correctly identifies the process and associated DLLs.

l

burn process

Fath FID ImageB aze ImageSize N
&%, [system)] 00000BFD 00000000 00000000
= malware [packed).exe 0001 dump full
O% [swstem] a0 d rtial
0°o [zpstem] oooi ump parua
@ c:hprogram files [#36)4 ordpetlordpe. exe oooi dump region
Path ImageBase pricrity
=] chuzershuzendesktopiharmless_malware [pa.. 00180000 )
%] cwindowshsyswowEdsntdlldi 77360000 correct ImageSize
) cowindowsepswowBdikemel 32, dI 75240000 . . .
)] o windows\syswowEdkemelbase. 7EE10000 S EIEr S
%] ervmindowshapswowEdt advapia2 di 7E070000 load into PE editor (read only)

PE Editor
Break & Enter
Rebuild PE
|Irzplit
Durnper Server

Options

About
E «it

o R

The process can be 'dumped' from memory into a file and when the resultant executable
file is run through BinText to view embedded strings a similar result to the unpacked

executable is seen.

Unsurprisingly the dumped executable will not run, likely due to incorrect headers. We
can view and edit the headers but unless you are able to manually repair the file we may
not be able to fix it. There are possible limitations in LordPE's ability to repair PE
headers in Windows 7.

g
&3

0

-
0K

EntryPaint; 00007E40 Subsystem: 0003 J 5
ImageB ase: 00400000 Wurnberd FS ectione: 0003 ﬁ
Size0fmage: 00003000 TimeD ate5tamp: 32241630 SeeTans
BaseliCode: 00007000 SizelfHeaders: 00001000 | + | Directorias
BazediData: =] Characteristics: D‘IDEJ =
Sectiondlignment; | 00001000 Checksum 00000000 7 | —
Filetlignment; 00001000 Size0f0ptionalHeader: 0oen

Cormpare

PE Editar
Break & Enter
Rebuild PE
dnzplit
Diurnper Server

Ophiong

About

R

Exit
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3.9 CHimpREC - Testing failed
(CHimpREC, 2013)

CHimpREC is an alternative to LordPE with the functionality to dump a process from
memory to a file and then attempt to fix the headers so the process can be executed.

It comes in two flavors, CHimpREC and CHimpREC 64. During tests of CHimpREC on
Windows 7 x64 the test process was identified and able to be selected however when the
'Dump' button was selected the error message “VirtualProtectEx failed!” arose. This
occurred whether the process was executed as administrator or not.

Attach to an Active Process

Harmless_Malware {packed).exe (D0000CA4) N ZI

Imported Functions Found

Dump
IAT AutoSearch

Get Imports

[ CHimpREC 3 |

— Show Invalid

l . VirtualProtectEx failed!
b, -

el R

N -
Loading library: C:\Windows\system: - Clear Imports
Loading library: C:\Windows'\system
Loading library: C:\Windows\System| Clear Log
Loading library: C: '\\“findo'n's'\\“a’inSxSJ 541 44ccf1df_
Loading library: C:\Windows\zystem: Options
Loading library: C:\Windows\SyswWowe4\beryptprimitives. dil
Getting associated modules done. sbaut
Image Base: 00400000 Size: 00009000
4 1 v Exit
IAT Infos needed New Import Infos
OEF RVA: IAT RVA; IAT Size: Section Size:
[ nooo7B40 00000000 00000000 00000000

Accordingly as this was being executed on a 64 bit operating system attempts were made
to run the 'CHimpREC 64' version, however unfortunately the following error occurred
prior to any window appearing:

“The application has failed to start because its side-by-side configuration is incorrect.
Please see the application event log or use the command-line sxstrace.exe tool for more
detail.”

This is likely due to the installed version of the required runtime libraries however after
several attempts at at various runtime library versions there was no successful execution.

Adam Kramer, adamkramer@hotmail.com



Review of Windows 7 as a malware analysis environment | 2

3

As the side-by-side configuration issue was likely due to the run time libraries installed
on that particular machine, the program was run on another system running Windows 7

x64.

In this case, the program ran and loaded, however when a 32 bit process was selected an
error message appeared stating “This is a 32-bit process! Use CHimpREC instead.”” This
is shown in the screenshot below.

@ CHIimpREC-64 - ReCon Edition - (C) 2008 TiGa

Attach to an Active Process

|iexplore.exe (00001608) =

Imported Functions Found

CHimpREC 64

i This is a 32-bit process!
Use CHimpREC instead.

4
4

"

P L

Analysing process...

* Mo export for module: C:\Winda)
Getting associated modules done.
Image Base: 0000000140000000
Analysing process... —
Loading library: C:\Wmdows\SYSTm
Loading library: C:\Windows\SYSTEM32\wow64.dll
Loading library: C:\Windows\SYSTEM32\wowa4win.dll
Loading library: C:\Windows\SYSTEM32\wowse4cpu.dil
Getting associated modules done.

IAT Infos needed New Import Infos

OEF RVA: IAT Size: Section

[ooooiEss

IAT RVA:

00000000 00000000 00000000

Clear Imports
Clear Log
Options

About

On the same system, the 32 bit version of CHimpREC was run and the same program

selected.

Unfortunately again in this case the same issue arose and the “VirtualProtectEx failed!”
error appeared when a dump was attempted.

Accordingly during the testing this program did not function correctly.
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3.10 Ollydbg — Appears functional
(Ollydbg, 2013)

In the analysis of executable files there are an unlimited number of issues that could be
encountered depending on code sequences, hardware and debug settings. Accordingly a
number of focused tests were completed to identify whether the core functionality is
present.

These tests are based on Ollydbg v2 as v1 causes a number of errors on launch.

Ollydbg v2 was launched and the test program was loaded in — Successful

The intermodular call list was loaded and all expected APIs were identified — Successful

i N
* CllyDbg - Harmless_Malware.exe - [Search - Intermodular calls in Harmless_Malware] =SAREN X
| File View Debug Trace Plugins Options Windows Help = & =
B x| =] vi*s1: W U] || w|T]c|»| k] B|M B

Callz Harmless_Malware l

Address | Cormmand Dest _]I:Iest narne Comment s "
@21 15E2| CALL @1105BRE @1 10SERE| @1 10SERE

@E21128%2| CALL &821330% &82132D8 | &3213308

@E21120A| CALL 2C193EDE SC192EDE| 3C193EDE

@E21189E| CALL DWORD PTR DS:C212@8141 TEZEZEFC| kerne 32, CreateF i Lel

@E21164E| CALL FFIDSC1A | FF1DSC1A| FF1DEC1A

@AEz11605( CALL DWORD PTR D5:C212A25] TE2ZE24A9| kerne 122, GetBustenT imeAsF i leTime
EEZ115ED( CALL DWORD PTR DS5:[C2126824] FEE18FES| KERHELEHSE. GetTickCountad
EEZ11112( CALL DWORD PTR DS5:[21268B5] FEE02957 | WIMIMET .. HEtpOpenRequesthl
EEZ11EFH| CALL DWORD PTR DS5:[212H8BC] FESOEFSY | WIMIMET. InternetConnectl
EEZ11EEZ | CHLL DOWORD PTR DOS5:[212ACH] FEEIIRA0| WIMIMET. Internet Openll

BE21183A| CALL DWORD PTR DS:C212064] FEEZ2309 ADVAFIZZ. RegOpenKeull

@E2111A%) CALL DWORD PTR DS:[212@3C] rreA1lEFE| ntdll.Rt IEncodePointer

@E21175A| CALL DWORD PTR DS:[212@3C] FrER1E7E| ntdll.Rt |IEncodePointer

@E21112C) CALL DWORD PTR DS:C212@121 FEZE1EFF | kernel32.5leep

@21 1@cs| CALL DWORD PTR DS:C21z@i@] YEZELZ282| kerne 532 WriteFile

EE2112560) CALL __amsg_eHit GEEZE4E]1 [ MESUCEL1G. _amsg_eH it

AEZ115522| CALL __contralfp_s &E00E207 | MEUCRL1A. _contralfp_s

@E211206) CALL __crt_debugger_hook SEESEECE | MEUCEL16. _crt_debugger_hook
@E2112FE) CALL __crt_debugger_hook SEESEECF | MSUCEL16. _crt_debugger_hook
@E211295) CALL DWORD PTR DS:[z21z2@5@] EEEZE4BC| MEUCEL1G. _exit

HEZ117HA| CALL __ lock GE0OBECTY1 | MSUCR11E. _ lock

EEZ11218[ CALL __un lack GEOBECYS | MSLCRL 1. _un lock

ARZ1130E| CALL crtUnhandledEXcept ion GEE4E2CE| MSLUCREL18. __ertlUnhandledExcept ion
EEEZ1170E | CHLL dllonex it GEOC2711 | MSUCRL1E.__dllonexr it

EEZ111EE| CALL DWORD PTR O5:[C212A5C] GEE25138| MSUCRL11E. __setusermatherr
@E21123C) CALL DWORD PTR DS:[212@&41 SED0FLFC| MSUCREL1E. _ wgetmainargs

Found 26 intermodular calls

M odule T indowsarswowBA\MSCTE.dI' - loading .udd data |F'aused
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A breakpoint was added in the part of code that interacts with the registry and on break
the screenshot shows in clear text the registry key to be added — Successful

* OllyDbg - Harmless_Malware.exe - [CPU - main thread, module Harmless_Malware] l = | = ﬁ]
@ Eile View Debug Trace Plugins Options Windows Help - |5

Bl x| »[>0] si*s4 Hu] L[Ee/mwT|c[R[[K| B[MH E

BE1ZIGEE| +  DEL5 WOF ER, EEF Reaicters (FFUD

GE1Z1616 « 2945 FC MOU OWORD PTR 55:[EBF-41,EAX | S

galzlalsl T S PUSH ESI | || Ec¥ 7eEz1i9éD KERMELEASE. PeEZ1mEC
BE1Z1A14| « E7 PUSH EDI N Er% AepmERml

BEIZIAIE| ¥ &5 @4mieepA | FUSH iad ERY ARRRGAAG

BE1Z1G1A| - 5035 ACFOFFFILEA EAX, [EBP-2541 Eor ARqAFroe

BE1Z16Z8| . E@ FUSH ER% EoP oe4ArEEd

BE1Z16E1| 7 BA @@ PUSH B Eol SoouEEDd

BE1Z1E23| 7 FF1S 202812l CALL DWORD PTR_OS:[ 1226281 ELl oooaooas =
BE1Z1673| 7 BDEE A4FOFFFILER EAX, [EBP-ZECT 3
AH1Z1E2F| ¢ EA FUSH ERX EIF B012183R Harmless_HMalware. B
BE1Z1638) « &3 JBELlEe@ |PUSH B8122136 N -

GG121035) 7 68 B20AEESE | PUSH SORRREEZ E 0 gRRN0 P Schit BLFFFEFFEF]

+ FF1E 6420136i CALL DWORD FTR DS: (1226641 P ktos Sonit BIFFEFFEER]
aElzlngd . 63 BIAZ9A08 | PUSH £ 1 DS BBZE 32hit BIFFFFFFFF)
polzio4s| F EDSS ACFDFFF %EEHEEEXEEBP 2541 S0 F5 8B5S 32bir TEFODOEELFFFI—
SR B B | Joianie: 35 oceeen ccooosce Exver, 5.
op1ziodEl o 88 BC Fush o 0 8 LastErr BEOREBEE ERROR_SLCO
BE1Z1GEE| ¥ FFES A4FOFFFIPUSH DWORD PTR 55:[EBP-2ECI EFL B@BRE24& (MO, ME,E,EE, NS, PE,
BE1Z1GA5E| »  FF15 AA2A1=A| CALL DWORD PTR OS: [ 1ZF@@E61 1510 enpry 8.0
To0122004 I=T 6052009 | ADUAF 152, Regbpenkey il | 5Tt enptn Gl

ST2 empty @.8

5T2 empty 8.8

ET4 emptw B.8
harmless_malware.cpp: 17 Realpenkey (HKEY_ LDCHL_HHCh ME, TERTL™Z ™ | STS empty B.0 il

BE4AFCEE| BE1Z2136| 6t Sybkey = ™SOFT HMicrosoftlindows~Currentlers ion~Fun"™
BE4AFCEC| BE4AFCYE| 97 J |kpResult = BE4AFCIS - QUEB8EFF
HE4AFCIE| DEaE0088
H84AFC34| DO9080061
GE4AFCIS| OOQE00TF
AE4AFCIC| BE4AFCCC
HE4AFCAA| DE3IADE43
HE4AFCA4| BDBSSHEEC
HE4AFCAS| DBESHEFS
HE4AFCAC| DET30E72
H84AFCES| DB7SEOSC
GE4AFCE4| OBEEOOTS
AE4AFCES| GRSCHEETZ2
HE4AFCEC| DB&FDEdd
HE4AFCCA| DAFEDDES
| HE4AFCCY| DB&SHEE0
HE4AFCCE| DET4086E

CHEBEEEZ 8 & lhKEH = HKEY_ LD&HL_HHEHIHE

P

ME D SM S m T

UHICOCE "s~Mizual Studio 2812“Projects~Harmless_Malware~Re lease~Harmless_

FOo0Osm SH SOSEEE

|

Breakpoint at Harmleszs M alware. 00121034, | |F'aused

.

The basic tests have passed, the user is able to load, step through, set breakpoints and
analyze various areas of code with access to the memory dump, registers and stack.

There are a number of plugins available that are compatible with Ollydbg v2 including
one designed to dump running processes from memory with the ability to set various
elements as was available with a similar version 1 plugin.
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3.11 IDA Pro — Appears functional

(IDA Pro, 2013)

6

The test executable was successfully loaded into IDA Pro and as can be seen from the
screenshot below, a successful disassemble results in the registry key, test file output and
expected API calls being available for visual inspection.

File Edit Jump Search View Debugger

Options ~ Windows  Help

BEie-=- %5 ¥ ) DO ool F-F e X p [0 O|dodebugoer BRCIEIHEN S

| . 1 | L __E
Library function Data [l Regular function Unexplored [l Instruction External symbaol

|E| Functions window O &8 x IDA view-a [ ‘ |§| Hex View-A | @ Structures | L:j Enums | E Imports @ Expaorts
posm e y LY & |

Function name i lea eax, [ebp+Filename]

F _main push eax ; 1pFilename

[F] _security_check_cookie(x] push 8 .5 hHodule

E _pre_c_init = call ds:GetHoduleFileHameW

E TREmD lea eax, [ebp+hKey]

= . push eax ; phkResult

\; —tmainCRTStartup push offset SubKey  ; "SOFTWAREAAMicrosoftyiMindowsi\CurrentUe'. ..

[f] sLha1 N push $0000002h ; hKey

g __raise_securityfailure call ds:RegOpenKeyW

[ 7] __report_gsfailure push 2088h

7] _CxUnhandledExceptionFil lea eax, [ebp+Filename]

7] _cptFilter Pus:_l" :ax

= - pus

é ‘_a;:gig;tim p:;p IIJ]FFSEt aBad_entry : “bBad _Cntry™

Z _ IsMonwritableInCurrentlmi Bush [ebp+hKey]

7] _ValidatelmageBase call ds:RegSetieyUalue

|| __security_init_cookie push [ebp+hKey] ; hKey

[F1 sub 401738 22 call ds:RegClosekey

< r push a ; hTemplateFile

Linel of 38 moy ecx, 1ih
mov esi, offset aXSoPEap4PzxSAP ; “XSOTPZEAP[MANPZRSL(P T }7CC) 73 SEICAR-STAN". ..

A, Graph overview O &8 x lea edi, [ebp+Buffer]
push aah ; dwFlagsAndAttributes
rep mousd

: push 1 ; duCreationDisposition
push L} ; 1pSecurityAttributes
= push a ; dwlharehode
e h BARARMAAARR = duhnrivnddcrnee
l 100.00% (-42,913) (7,161) 00000400 00401000: main

AU: idle Down Disk: 22GB

As with Ollydbg, there is a vast amount of functionality available in IDA Pro and
accordingly a significant amount of further testing on various programs would be

required to establish full compatibility.
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4. Conclusion

[t appears from the tests conducted that the majority of programs are able to run
successfully on Windows 7 (x64) when the malicious executable being run has been
compiled on x86 architecture as might be expected with an author intending for the
widest possible distribution.

The programs which are used for behavioral analysis are the most successful, likely
because they are independent of the malicious program being analyzed and are
linking directly with the Windows API.

Code analysis being the more complex side of reverse engineering is, by it's very
nature, more likely to cause unpredictable results, especially in the area of PE
header repair such that it can be successfully run on the analysis system.

However having reviewed Ollydbg v2 as a debugger and IDA Pro as a disassembler
there is nothing to suggest that a successful code analysis could not take place.

There may be other tools which can be used to dump processes from memory
although LordPE appears to have been able to do this successfully, and there are
plugins available for Ollydbg v2 to assist with this.

The author believes that there is sufficient functionality available in the tested tools

for a thorough analysis to take place in the Windows 7 x64 environment and for the
analyst to build a complete tool set and be able to operate successfully.
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Appendix A — Source code of Harmless_Malware.exe
COPYRIGHT NOTICE

This program is free software: you can redistribute it and/or modify

it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. Ifnot, see  <http://www.gnu.org/licenses/>.

PROGRAM SOURCE - Harmless Malware.cpp
#include "stdafx.h"

int _tmain(int arge, TCHAR* argv[])
{

/* Test Sequence: REGISTRY WRITE

sk ok s sk s sk sk s ok s sk sk st sk sk st s sk s sk sk sk s sk sk sk sk sk sk sk skosk sk sk

1. Identify the path to the executable
2. Add a registry key for an autorun

***************************************/

TCHAR current_filepathfMAX PATH];
HKEY registry key;

GetModuleFileName(NULL, current filepath, MAX PATH);

RegOpenKey(HKEY LOCAL MACHINE,
TEXT("SOFTWARE\\Microsoft\Windows\\CurrentVersion\\Run"),

&registry key);

RegSetKeyValue(registry key, 0, TEXT("Bad _Entry"), REG_SZ,
current_filepath, sizeof(current_filepath));

RegCloseKey(registry key);
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/* Test Sequence: FILE WRITE

sk sk sk st sk sk sk sk sk st sk sk sk sk st sk sk sk sk sk st sk ske sk skeoskeoske sk sk skeskeske sk sk skeskeskesk sk

1. Set a variable to the EICAR test string

2. Open & write to the file (avtest.txt)
***************************************/

HANDLE output _file;

DWORD bytes written = 0;

char data to_dumpl[] = "X50!P%@AP[4\\PZX54(P")7CC)7} $SEICAR-
STANDARD-ANTIVIRUS-TEST-FILE!SH+H*";

output_file = CreateFile(TEXT("avtest.txt"), GENERIC_WRITE, 0, NULL,
CREATE_NEW, FILE ATTRIBUTE NORMAL, NULL);

WriteFile(output_file, data to dump, strlen(data to dump),
&bytes written, NULL);

CloseHandle(output _file);

/* Test Sequence: INTERNET CONNECTION
sk sk sk st sk sk sk sk sk st sk sk sk sk st sk sk sk sk sk st sk ske sk skeosteosie sk sk skesteoske s sle skeskeskeske sk
1. Open internet connection to www.sans.org

2. Request the main page

Note: We are not interpreting the response
***************************************/

HINTERNET internet session = InternetOpen(TEXT("Suspect File"),
INTERNET OPEN TYPE PRECONFIG, NULL, NULL, 0);

HINTERNET internet_connection = InternetConnect(internet session,
TEXT("www.sans.org"), INTERNET DEFAULT HTTP_ PORT, NULL, NULL,
INTERNET SERVICE HTTP, 0, 1);

HINTERNET internet_request = HttpOpenRequest(internet connection, NULL,
TEXT("/"), NULL, NULL, NULL, 0, 0);

HttpSendRequest(internet request, NULL, 0, NULL, 0);

/* Test Sequence: 10 MINUTE SLEEP

sk ok sfe sk sk sk sk sk ok s sk sk sk sk sk sk s sk sk sk sk sk sk s sk sk sk sk sk s sk sk skeosk ko sk

1. Sleep for 10 mins allowing time to attach
***************************************/

Sleep(600000);

return O;
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