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Title: Fortify Security through Quality Assurance Practices

Successful companies have found a way to offer something that people want, at a price they are
willing pay, in a way that will make money in the transaction. Highly successful companies offer
quality products and services in this exchange, and keep the quality high, so that the customer
will return the next time he/she wants to purchase.

Quality has been defined as: “The totality of features and characteristics of a product or service
that bear on its ability to satisfy stated or implied needs. Not to be mistaken for "degree of
excellence" or "fitness for use" which meet only part of the definition.”

By this definition, security is a component of quality.

The American Society for Quality has made the following statements about quality*:
Quality is not a program; it is an approach to business.

Quality is a collection of powerful tools and concepts that is proven to work.
Quality tools and techniques are applicable in every aspect of the business.

Quality increases customer satisfaction, reduces cycle time and costs, and eliminates
errors and rework.

Results (performance and financial) are the natural consequence of effective quality
management.

Security is defined by the American Heritage Dictionary in their on-line database as: 1) Freedom
from risk or danger; safety; 2) Freedom from doubt, anxiety, or fear; confidence; 3) Something that gives or assures
safety, as: a) A group or department of private guards; b) Measures adopted by a government to prevent espionage,
sabotage, or attack; c) Measures adopted, as by a business or homeowner, to prevent a crime such as burglary or

assault. 3

These definitions, taken together, can demonstrate that 1) quality is the responsibility of the
whole organization; and 2) security is a part of the totality of quality of a system, implicit in
customers’ expectations. Quality should be a part of how business gets done. This includes
software quality, but also encompasses everything the organization does, including protecting its
assets, physical and virtual. Security, as a component of quality, must be addressed throughout
an organization; in the definition of strategy, the development of policy, and the implementation
and monitoring of both.

In general, “there is a high correlation between business success and disciplined quality
management fundamentals.”” Fortifying security surely can enhance this success. Applying the
tools, concepts and techniques proven to work in the quality assurance field to security should
result in increased customer satisfaction, reduced rework and increased results.
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Ms. Evelyn Labbate has addressed one aspect of improving product quality, in her SANS
Certification Practical. She argues well that “increasing the quality of software will in turn reduce
the risk of introducing vulnerabilities into a system.” She touches on how not only individual
developers can address security issues in software, but how teams can work together to address it
as well, through code reviews, coding in pairs, and using independent test teams.

Yet the need for quality plays in an organization is larger than just the software development
process. Security is not limited to application software. Both quality and security must be
pervasive in an organization for true depth of impact to be obtained. Security and quality both
should be built in from a projects inception. Just as companies attempt to ‘test quality in’, so do
companies view “...security [as] the last thing we cobble together and bolt on. And as a result,
it's usually the messiest, ugliest, most user-unfriendly part of our systems...The best solution -
the one we can't afford, of course - would be to rebuild everything, our entire IT infrastructure,
applications, the works, with security designed and built into it down to the core.”® Note that Mr.
Hayes includes “the works”. This can includes strategies, policies, organizational structure,
training, etc.

Using the American Society for Quality’ as a reference point, we can see some examples of ways
that quality tools and techniques can assist the security professional in improving security
through people, process and technology.

People

Security awareness in an organization can be a critical success factor in building its security
defenses. People subvert security mechanisms because of human nature, not typically because
they are trying to be malicious. A user receives an email that says “ILOVEYOU”, and naturally
they want to open it. They receive an executable that lets them watch “dancing gophers”, and of
course they want to see it. They see someone at the door, with their hands full of pizza and soda,
and can’t get in, they want to help, and open the door for them — and let them right in. This is
especially true when they are being asked to do something that doesn’t maybe seem quite right
by someone in authority (or appearing to be in authority), or someone angry with them. The help
desk worker may be tempted to give out a password over the phone if they believe it is the “big
boss” at the other end (and boy is she mad!).

These are examples of people following natural curiosity, common courtesy and a sense of self-
preservation. A good security awareness program, in combination with a strong policy, will give
them the tools to appropriately deal with each of these situations. The security professional can
provide the content required to train users. The quality professional can link that content overall
with the needs of the organization and determine the appropriate methods for getting the word
out. They can also assist in evaluating the effectiveness of the training — allowing the technical
security professional to spend their time where they are most needed.

In order to get security work done, people need to work together. No one person can secure a
business. Quality assurance professionals, along with other groups in a company, like human
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resources, have training in defining effective structures within which work can be done —
including reporting relationships, responsibilities, and authority. For example, QA could assist in
defining security organizational structures that put responsibility for all forms of security beneath
one high level executive, with multiple branches of security under him or her (physical, internal
network, external network, access control, etc). Alternatively, for a particular organization with
specific cultural needs, there needs to be separation of duties for checks and balances within
security. Using input from security staff, the culture, and strategic direction of the company, a
structure can be implemented that meets each group’s goals.

Process

Quality assurance and quality management includes strategic planning and deployment of quality
policies in an organization.® This should incorporate security policy in support of the security

staff. QA can advocate that security be an integral part of the business strategy at the highest level
of the organization. With the business strategy understood, sound security policy can be written.

Examining and articulating security policies at an organizational level forces executives in the
enterprise to work through the difficult task of determining what risks are acceptable, and what
are not. This includes defining those things that only the “enterprise” can accept, and those that a
particular business unit or department may be able to accept on behalf of the enterprise.
Understanding that the enterprise can’t have both 100% security and 100% functionality, the risk
versus the reward to be had can be factored into decisions about particular connectivity.
Acceptable risk also then requires conversation on risk mitigation practices and options. The
security professional should be able to discuss at an appropriate level with business managers
what type of threats exist when networks are connected to ‘unknown’ networks, including the
Internet. These factors will help define what the risk, and how it can be alleviated. How the risk
can be reduced leads to discussion of what processes should be in place.

Security is a process, not a product.” A process may be defined as a set of interrelated or
interacting activities that transforms inputs into outputs.” Processes define what needs to be
done, by whom, and when. They take specific activities, possibly using technology, and together
begin to form the barriers that serve as security for an organization. Well-documented security
policies, processes and procedures allow people to take necessary actions without fear of
reprisal.'!  Even without well-documented policy (although having it is always preferable),
processes can be designed to improve security.

Many quality professionals can also assist in documenting the specific procedures needed to
design, implement, support and monitor security measures. Working closely with security
experts, they can help to document and define the actions that need to be taken by systems staff,
users, and business people to support those polices and processes on a day-to-day basis. Like
policies, procedures may be subject to change when technologies change, when the business
reorganizes or a new system in implemented, but it allows the policy to serve as the macro
document to provide direction. Policy can remain broader, and at a higher level, while
procedures are used to address who does what, when. Well-documented and closely followed
procedures should identify responsibility and provide an audit trail at a time of a potential breach.
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Because security technology’s and vulnerabilities change so fast, procedures must be built with
some flexibility to allow a job to get done quickly, in response to a threat facing the company.
For example, notifications of emergency changes shouldn’t be set so rigidly that an appropriate
protective or responsive measure is not taken because the “one right” person couldn’t’ be
contacted. In cases like this, the combination of procedures and policy should allow the person
with the expertise to do the right thing without fear. Executives everyday are required to make
decisions with limited information and high potential risk. Security professionals must do the
same, and be trusted to make the right choice, based on company policy.

Technology

In a cooperative effort to strengthen security in an organization, the technical focus clearly
belongs with the security professional. The creation of processes and policy with a clear
technical base from security will help meet the goal of increased security. However, in the use of
technology by people, there are opportunities for QA to support their consistent, repeatable
handling. The following are examples of technical security best practices that can be supported
through QA techniques.

To preserve network integrity, and that of the systems and information on the network, measures
must be taken that both prevent entry from attacks and detect attacks as they occur. Network
and security engineers use multiple tools to watch, log and analyze traffic that flows across the
network. One method for interpreting the results is to compare what they are seeing with normal
IP behavior. In many cases, network and security engineers will also create tools or scripts to use
to understand the data. There are tools, such as tcpdump and nmap that can provide substantial
data about what is happening on the network and on systems.

However the use of these tools may not be consistent from one engineer to the next. The
interpretation of the tools may also vary from person to person. The custom tools that are used
may not actually give the results expected, because of simple logic errors, bugs or
misconfiguration. The results are interpreted based in many cases on what the engineer thinks
he or she is seeing, as opposed to being assessed against a baseline.

Baseline understanding of what “normal” network traffic is for a particular organization should
be documented to allow for these comparisons. These baselines should exist not just for what is
normal [P traffic, but also should exist for systems on the network. Packet traffic may continue
to look normal on the “wire” but there is a malicious payload that those packets carry, and may
be set off when it hits a server or system. This may modify a systems registry file, add new files
(as with Trojans) or give the hacker access to the system. He/She could then come into the
network via expected network traffic, and gain root access to a system, making modifications at
will. Knowing how a system looks in a known “safe” state provides a necessary point of
reference for doing system forensics following a breach.

These are some of the places that QA has experience with testing and measure techniques.
Specific ways in which QA can assist are:
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Use solid testing techniques to test the analysis tools to ensure the validity of the data.
Support a walk through of the network and their systems to validate they are “clean.”
QA can document what is inspected, what is found, and what needs to be reexamined in
the future, using what tools. This will help to lay the groundwork for comparison if a
break-in does occur. One of QAI’s four critical processes for their strategic process is to
“manage by fact.'”” If the facts don’t support that there actually has been a change, the
case is that much harder to make when going to the police, or FBI, or even management.
Help define the process, not the tools, used to do the analysis; including who does it,
when it is done (how often), what is reported, and how it is reported.
Play the role of auditor of the process. This helps to ensure accountability.
Set up processes to support a test lab where intrusions and hacking techniques can be
tested. These processes should help reduce the risk that no “attack’ will escape into the
production environment.
Create processes for obtaining approvals prior to scanning or testing assaults on the
network.
Implement processes and procedures, automated where possible, to do consistent
scanning and mapping for common vulnerabilities and new exposures.

It is important to note that individual performing quality assurance activities and security
activities can be the same person. Throughout this paper, it is assumed that the techniques that
each discipline uses can be complimentary to the other. Possibly training security professionals
in quality assurance tools and techniques would be a valuable way to begin the process. It
certainly should be important that quality assurance professionals understand security essentials
in order to bring that into all they do.

Much of what goes into security is not difficult, but does require discipline and vigilance.
Maintaining quality of any type requires the same discipline. Putting procedures into place to
support the quality and security of technology implementations builds this vigilance into the
overall work structure.

Conclusions

As the Internet continues to grow, as companies have greater electronic connectivity to one
another®, as government works to establish privacy protection for Internet users'* and consumers
define for themselves more clearly what they want from on-line activity'®, the quality and security
of overall systems needs to respond to meet those needs.

As a closing example, Visa shows how businesses are beginning to define requirements for
security at their partners’ sites as well as for themselves. Visa is attempting to manage from end
to end the security of customer data. Part of their ‘10 Commandments’ is the requirement that
merchants “regularly test security systems.” '* Having solid methods and tools to do this testing,
and having overall quality assurance will put companies ahead of the pack when it comes to best
practices, as well as government regulation, peer requirements, and customer expectation.

Quality assurance and security engineers can form a cooperative alliance to support business
strategy. With security and quality as part of the way a company does business, a core attention
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can be spent on profitably meeting the customers needs and expectations.
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