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Introduction:

Installing a test firewall environment is challenging and time consuming. It is
also necessary for gaining a practical understanding of firewall concepts and
practices. The purpose of this discussion is to mitigate some of these
challenges by describing the process for setting up a simple, scalable and
affordable firewall lab. Since Microsoft offers free trial versions of the software,
the lab will use their products.

Additionally, | will briefly review resources that discuss security issues,
resources for obtaining patches, and news/support groups for ISAS.

What is ISAS?

A Microsoft product new on the market, ISAS is one of the products included in
the .NET family. In the interest of brevity, | won't list all the services. That being
said, among its offerings are the following services:

VPN

Intrusion Detection
NAT

Bandwidth Allocation
Email Content screen
Firewall services

A complete discussion of ISAS’ capabilities is well beyond the scope of this
paper. The references listed at the end provide a detailed discussion of ISAS
features.

Test Environment Hardware.
Figure 1 shows our basic lab.

Windows firewall client — any windows compatible PC. The firewall client is not
compatible with other OS’es

Firewall - Pentium 300 MHz or higher. 256 RAM, at least 1GB and 20mb+ for
SIAS installation, 2 Ethernet cards.

External Client — any PC running any OS

Network Cables or hubs — either two hubs and four standard (straight through)
cables or two crossover cables. Appendix A shows the configuration for
crossover cables
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Test Environment Software

Windows 200 Server Evaluation Edition - available through TechNet, many
Microsoft based conferences or through the mail. If nothing else, it may be
obtained at

http://www.microsoft.com/windows2000/edk/default.asp

for the price of shipping and handling.

Internet Security and Acceleration Server — is available for download at

http://support.microsoft.com/directory/content.asp?|D=FH;EN-US:ISAS&SD=gn&FR=0&LN=EN-US

Installing ISAS

As mentioned previously, ISAS runs on a multi-homed Windows 2000 server (or
better). You must have routing between the external and internal (protected)
networks. If you're unfamiliar with setting up routing on a Windows 2000 server,
Appendix B will guide you through installing RIP v2 on the firewall.

Once routing is enabled, we are ready to install ISAS. Inset the disk in the CD

and let autorun take over. After reading any release notes/ readme files, we’ll
choose Install ISA Server.
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The install routine eventually challenges you for a CD Key. The evaluation key is
880-2897414" . During the installation process, you may choose from a number
of installation options. Any of them will serve since we’re focusing on the firewall
services. As shown below, since our installation is on a standalone server we
must install a stand-alone ISA server.

! This is an evaluation key available at http://www.microsoft.com/ISASERVER/downloads/evalDL.asp
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1 Microsoft Internet Security and Acceleration Server Enterprise Edition Setup

Microsoft I5A Server Setup

& This computer cannot join an armay unti itis part of a Windows 2000 domain, and

an updated |54 Server schema is installed in Active Directony, |f you continue with
Setup now, this computer will be: installed as a stand-alone server.

D you want to continue?

i Microsoft 154 Ser... | (55| tnstall - Wordpad | P Micrasaft IHtEmEtm”Mltrusuﬂ IS4 Serv... ‘@ 810 AM

Astart| | 1] & 5 H [Devert vewer | Gjasec

Choosing server mode gives us three options; firewall only, cache only or
integrated. I'll choose Integrated Mode because | may want to play with the

caching features later.
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The ISA install routine will stop the WWW service. We are alerted to the fact
that, should we choose to run IIS on this machine, we must reconfigure the IIS
listening port. ISA server uses port 80 on the external interface.
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Setup has stopped your 115 publishing serviee (W3SWC). After Setup is
complete, uninstall |15 of recanfigure all 15 sites not to use ports B0 and
8080

iastartm e @ H Event Viewer | @GSEC

| B Microsaft IS Ser... | InstaH-WordPad | @M\crusoﬂ Intemetm”Micrnsuﬂ Internet ... ‘@ 8:30 &M

The next screen is for configuring the web cache settings. I'll choose the default
and move on to more interesting things.

The Local Address Table (LAT) contains the IP ranges of you trusted network.
You may choose to let ISAS construct the LAT for you but check it carefully as it
will interpolate ranges for you. [l'll elect to enter the ranges manually. The
ranges include the network number and the broadcast address.
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Microsoft Internet Security and Acceleration Server Setup

Enter the |P address ranges that span the intemal network address space.
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0k | Cancel | Help |
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The installation routine continues to install files the gives us the opportunity to
launch the getting started wizard. Let’s forgo the wizard and let the installer
finish up. We'll look at the ISAS MMC a little later. Let’s install the firewall client
next.

Installing the Firewall Client

The Firewall client is a WinSock proxy client that runs on the protected
Windows (only) PC’s. Basically the firewall intercepts WinSock calls from each
client and redirects those requests to the client chosen internet host.

The client install is installed on a share in the path
“\ISAServerName\mspcint\”

In our case, the ISAS is named Watcher2K.
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For our introduction, the client installs as easily as that. There are several
relatively painless ways to deploy it, including web-based installs and policy
based installs. Those topics are well beyond this paper’s purview.

Configuring ISAS

IP Packet Filters - Block ICMP

By default we can use ICMP to ping hosts outside the firewall. By allowing
outbound ICMP we run the risk of participating in an internally launched DDOS
smurf attack against an external host. We can block all outgoing ICMP and
prevent our internal clients from launching an echo reply to the victim.

Launching the ISA Management Monitor, expand Access Policy, the click IP
Packet Filters. As we see below, ICMP outbound is set to allow.
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A test on our firewall client shows that ICMP outbound is allowed:

C:\>ping 159.105.165.17

Pinging 159.105.165.17 with 32 bytes of data:

Reply from 159.105.165.17: bytes=32 time<10ms TTL=127
Reply from 159.105.165.17: bytes=32 time<10ms TTL=127
Reply from 159.105.165.17: bytes=32 time<10ms TTL=127
Reply from 159.105.165.17: bytes=32 time<10ms TTL=127

Ping statistics for 159.105.165.17:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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Let's delete the allow ICMP outbound filter by selecting it and clicking Delete a
Packet Filter. Next we Create a Packet Filter using the wizard’s prompts:

1) Name the filter ICMP Outbound is fine.

2) Click Block

3) On the dropdown box choose ICMP all Outbound

4) Leave the Default IP addresses for each external interface... selected
5) Leave the All remote Computers selected

6) Click Finish

Your screen should look like this.
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Now back to our test we see that our pings are timing out.

C:\>ping 159.105.165.17
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Pinging 159.105.165.17 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 159.105.165.17:

Packets: Sent = 4, Received = 0, Lost =4 (100% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = 0Oms

Protocol Rule — Allow Web Services
A protocol rule determines which which TCP/UDP protocols the firewall clients
may access. Launching the ISA Management Monitor, expand Access Policy,

then click Configure Protocol Rules. As we see below, no rules exist to allow
Internet services hence services are denied.
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To confirm this we’ll try to request http services from our external network
host(159.105.165.17). As seen below, services are rejected.
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; The page cannot be displayed - Microsoft Internet Explorer
J File Edit “iew Favorites Toaols  Help | !

J = Eack = ° ol | @Search (3] Favarites @Histury |@v =h

| Address [&] http:j159.105.165. 17/ 155amples/Defaulfwelcome htm | @an | [tinks »

|| The page cannot be displayed

There is a prablem with the page vou are trying to reach and it
cannot be displayed.

Please try the following: -

» Click the Refresh button, or try again later.
I » Openthe 159.105.165.17 home page, and then look for links
| to the information vou want,

» If you typed the page address in the Address bar, make sure
that it is spelled correctly.
« Yerify that the Internet access policy an your netwark allaws
you to view this this page.
& If vou believe you should be able to view this directory ar
page, please contact the Web site administrator by using the LI

.|@ Daone ’_|_|ﬂ Internet ] s

Let's create a Protocol rule to allow for web services”

1) Click Create a Protocol Rule for Internet Access

2) Name the rule, in my case, Allow Web then click Next

3) Choose Selected Protocols. HTTP, FTP, and etc. should be selected.
4) You may choose a schedule, I'll select Always

5) The Client Type is Any Request

6) You are shown a summary screen, select Finish once you are satisfied

Now back to our browser on the internal client, we see that we are able to
connect.
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Site and Content Rule — Block Lurid Site

Site and Content Rules allows us a measure of control over which sites our
users may visit at any given time. Perhaps a site, a Lurid Site, has become
popular. By surfing over to this site we have become convinced this site is not
work related.
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In order to block our site we must first define it as a destination. Launching the
ISA Management Monitor, expand Destination Set, then click Create a
Destination Set. As we see below, you may name a destination and provide a
brief descriptor (top left). Once you click on Add, a screen pops up allowing us
to enter a domain name or, in our case, an IP to be blocked. The domain name
would be preferable in a production environment, | have not set up DNS or a
host file to resolve in our test environment. Enter the IP and click OK.
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Right click Site and Content Rules from the Access Policy window. Clicking
Create a Site and Content Rule will launch the wizard. I'll name this rule Block
Lurid Site.
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On the next screen we choose deny. | could also choose to redirect the request

to a warning page on another server.
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The wizard asks to which destination set the rule will apply. We want our
Specified destination set from the dropdown box. Choose the destination we just
created, Lurid Site.
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The next screen lets us apply the rule to a schedule. Lastly, we can choose to
specify a user name, a group, an IP address or any request to which the rule will
be applied. I'll let it apply to everyone.
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Now to test our rule, | launch the browser and try to request our blocked site.
The results are shown below. Had we redirected to a page that said, “This site
not allowed” we would’'ve given more information to our users.
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There is a problem with the page you are trying to reach and it
cannot be displayed.

Flease try the following:

& Click the Refresh button, or try again later.
& Openthe 159.105,165.17 home page, and then lool for links
to the information you want.,
& [f you typed the page address in the Address bar, make sure
that it is spelled correctly.
s Werify that the Internet access policy on your netwaork allows
vou to view this this page,
& If vou believe vou should be able to view this directary ar
page, please contact the Web site administrator by using the
g-mail address or phone number listed on the ;l

|&] Done I_I_lﬂ Internat

Discussion

Resources for ISA Users

The newsgroup - Comp.security.firewalls
Microsoft ISA Home - http://www.microsoft.com/isaserver/default.asp

ISA server organization — http://www.isaserver.org

Bug reports:

As of September 20, 2001 there are only a handful of reported bugs and patches
including:

a potential memory leak in the H323 ASN DLL.

scripting can be executed in the error return pages from the ISA server.
many open sockets when the client reaches a high open-and-close
connection rate (600/sec.)
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ISA was returning incorrect checksums to Ethernet adapters using
hardware checksum

ISA does not filter and flow traffic routed by a 2000 server using the QOS
Packet Scheduler Service.

a registry patch to block and log all outbound ICMP traffic that is sent
from the internal network to the external network

the logging module prevents the logging of the "Rule#1" and "Rule#2"
fields for certain UDP traffic

These reports and their corresponding patches may be found at Microsoft as
well as htip://www.isaserver.org/pages/bugs/patches.htm .

Summary

This paper presented a procedure for establishing a test environment in which to
prove ISA firewall rules. For a minimal investment, a student/professional can
develop policies in vitro before deploying to the production environment. The
sample rules are not presented as exhaustive.

Future topics of research into the use of Microsoft’s ISA server might include:

writing the rules for sans.org’s top twenty

exploring the caching functions

testing and evaluating the Secure Nat functions of ISA
testing and evaluating the intrusion detection functions
reviewing 3" party add-ons to ISA
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Appendix A

Cable Cable
RJ-45 RJ-45 RJ-45 RJ-45
PIN PIN PIN PIN
1Rx+ 3 Tx+ 1 Tx+ 1 Rec+
2 Re- 6 Tx- 2 Tx- 2 Re-
3Tx+ 1Rc+ 3 Rc+ 3 Tx+
6 Tx- 2 Re- 6 Rc- 6 Tx-

ATET Z38A - EIN TIA SeEE
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Appendix B — Routing and Remote Access (RRAS)

Enabling routing on a multi-homed Windows 2000 system is straightforward.

Start RRAS from

Start => programs => Administrative tools => Routing and Remote Access.
A right-click on the server (Watcher2K here) will display the screen below:

% Serwer Status

Routing and Remote Access

parerre—————————
|2 Routing and Remote Access

-
@ Welcome to Routing and Remote Access

Configure and Enable Routing and Rerms
Disable Routing and Remote Access provides integrated multiprotocol routing,

All Tasks

, fvate network (WPM) capabilities,

Delete
Refresh

e Access server, on the Action menu, click

Properties

setting up & Routing and Rermote Access

Help

ling and configuring the router" and
figuring the remote access server” in

online Help.

Routing and Remote Access Configuration Wizard

54 Server
orise
zation

| 15A Server

About
ting to [S4
s

© 2000 Microsoft Corporation. Al rights reserved.

il start |J E @ H #B Microsoft 154 Server Setup IERouting and Remote A...

© SANS Institute 2000 - 2005
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We are setting up a Network router

Routing and Remote Access

Action
= Routing and Remote Access Server Setup Wizard

Common Configurations
“Y'ou can select from several common configurations.

" Internet connection server
Enable all of the computers on thiz netwark to connect to the Internet.

" Remole access server
Enable remate computers ta dial in ta this netwark.

" ¥irtual private network [¥PN) server
Enable remate computers to connect to this netwark. thraugh the Internet.

+ Metwork router
Enable this network to communicate with ather networks.

A Server
rise
Manually configured server zation
Start the server with default settings.

| 154 Server

< Back I Mext > I Cancel | About

ting to 154
r

100pdi

@ 2000 Microsoft Corporation. All rights reserved.

& <3 |J 8 Micrasaft IS4 Server Setup ”ERouting and Remote A... SEC - WordPad | e masam
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Routing only IP

GSEC - WordPad o =] ]

File Edit Wew Insert Formak Help

O I T S B T o P | -
2 Routing and Remote Access 100 =l
: T e T
[Auriail i
J ction Routing and Remote Access Server Setup Yizard 5'
Tres I

. Routed Protocols .
|2 Rauting The protocols required for routing must be available on this server. %
Sery

LG

Yerify that the protocols required on this server for remaote clients are listed below.
Protocols: g,
TCRAP it Corporatior

click

=
' Ves, all of the available protocols are on this list

" No, | need to add protocols

< Back I Mext » I Cancel |

:
) — .-

For Help, press F1

@ 2000 Microsoft Corporation. All rights reserved.

;astart”J & X |J B Micrasaft 154 Server Setup |[Z Routing and Remote a... (2] G5EC - Wardead |
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No dial out for us

GSEC - WordPad

=1o1x]

File Edit Wew Insert Formak Help

lmj Action 10 e e

Tree I . R
o = D Dlal. Ci i .
[E Routing [emand-dial connections allow you to route data to & remate netwark. -I

Sery
L[y WA

Do you want to use demand-dial connections o access remaote networks?

it Corporatior

ing.
" Yes
You can set up demand-dial connections after this wizard finishes.
& No click
=

< Back I Mext » I Cancel |

:
) — .-

For Help, press F1

@ 2000 Microsoft Corporation. All rights reserved.

;astart”J @ &3 |J {8 Microsoft ISA Server Setup ”Enouting and Remote A... GSEC - WordPad |
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The service starts up and you are presented with a screen much like this. You'll
notice that I've named my interfaces internal net and external net. | renamed my
interfaces at the Network and Dial Up Connections page (Right-click My
Network Places).

You'll notice that the interfaces are enabled. You may also see that you’ve had
Ethernet traffic (not shown here) in the Incoming/Outgoing Bytes column. The
process is complete!

5 Routing and Remote Access

| ation wiew || & 5 [Am 2 EAB|2

Tree I Routing Interfaces

(=) Routing and Remate Access LaM and Demand Dial Interf,.,  © | Tvpe | Skakus | Conneckion ... | Dy
Server Status E&Loopback Loopback. Enabled Connecked
E% WATCHERZE {local) et Irternial Mek Dedicated & Connected
[ E Routing Interfaces EﬂExternal et Dedicated Enabled Connected

[~ 2 P Rauting Eglnternal Internal Enabled Connected
% Remote Access Policie
D Remote Access Loagir

iﬁStart”J (] ﬁ @ |J IERouting and Remote A... GSEC - WaordPad | 8] Metwark and Dial-up Con. .. 4]; 548 AM
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Since this is our private network, let’'s use the RIP protocol. Right-clicking on
General, we add a new routing protocol.

GSEC1 - WordPad

File Edit Wew Insert Formak Help

D@ SR s &mm | B

[#ial ~| [0
— é Routing and Remote Access

J Action  Yiew H s o= |

= | Fwestem ~ mllulsl = =

Tree I General
W Interface © | Tvpe | 1F address | administr... | operati
-5 Server Status E&Loopback Loopback, 127.0.0.1 Up Operati |
- [fa) WATCHERZK flacal) IEglnternal Met Dedicated 192,168.1.2 Up Operati
E Routing Interfaces Internal Internal Mat available Unkniown Mor-op B
&2 IP Routing B2 External Net Dedicated 159.105.165....  Up Operati |

Mew Interface. .,

Mew Raouting Protacal...

Show TCPYIP Information. ..
Show Multicast Forwarding Table. ..
Show Multicast Statiskics...

View 3

Refresh
Export List...

Properties

Help

| B

|Type: Rich Text Document Size: &.09 MB

e @ |J IERouting and Remote...

[z.00mB |4 tnternet

| =Zcf on '159.105.165.17' | {Documents and Settings

;astart”J r

GIECI - WordPad

G 11meam
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GSEC1 - WordPad

=1o1x]

File Edit Wew Insert Formak Help

D@ SR al b5slo] B

IAria\ | [0 =l hwestem
—E Routing and Remote Access

|~ mlgl

-

=101

— J Ackion  Wiew
Tres I New Routing Protocol x|
_g_ Routing and Remote & Click the rauting protocal that you want to add, then click OK. Operati
e Server Status 2 . Up Operati
: Routing pratacals |
[ [fa) WATCHERZK {local Up Operati
B Routing Interfz W DHCP Hel‘.ay Agent Uniknowr Man-op
1P Routing T IGMP Version 2, Router and Prosy . Up Operati
E [ — - Metwork Address Translation [NAT) j @Go
E Static Raut %~ Open Shortest Path First [DSFF)

£ Remake Access 3|P *ersion 2 for Internet Prol

-] Remate Access
e DMy Dealer

'3

()3 I Cancel |
|

|Type: Rich Text Document Size: &.09 MB

iastart”J H & 3 |J IERouting and Remote... GSEC1 - WordPad

[z.00mB |4 tnternet

| =Zcf on '159.105.165.17' | {Documents and Settings

G 1ETam
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Cycle through choosing both interfaces.

GSEC1 - WordPad o =] ]

File Edit Wew Insert Formak Help

D@ SR al b5slo] B

[#ial ~l [0
— é Routing and Remote Access

- | Fwestem

J Ackion  Wiew
Tree I

[ Rauting and Remate & This routing protocol iuns o the interface that you select below. bonses re... |

= Server Status )

: Interfaces:
- WATCHERZK, (local
E Routing Interfz M et
E-E IP Routing 22 Intenal Net
: B General ] —

B Static Rout
o B RIP

% Remote Access
-] Remote Access

| Intem

uments and Sel

o]

Cancel |

|Type: Rich Text Document Size: &.09 MB

iﬁStart”J L @ @ |J IERDuting and Remote...

[z.00mB |4 tnternet

G 1ETam

GSECT - WordPad | =D c$ on '159.105. 165.17' | {Documents and Settings
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RIP is enabled when both interfaces appear as shown.

GSEC1 - WordPad o =] ]

File Edit Wew Insert Formak Help

D@ SR al b5slo] B

~| ho

- | Fwestem ~|

[E) Routing and Remote s This rauting protocol uns on the interface that you select below. DONSES Fe. .. |

= Server Status X

: Interfaces:

[ [fa) WATCHERZK {local
~ b Routing Interfe =l
E-E IP Routing 22 Intemal Net
2 General ] e

- Bl Static Rout
o B RIP

+ % Remote Access
D Remate Access

3

| Intem

uments and Sel

o]

Cancel |

[Type: Rich Text Document Size: 8,09 MB [z.00mB |4 tnternet

iﬁStart”J L @ @ |J IERDuting and Remote...

GIECI - WordPad

G 1ETam

| =Zcf on '159.105.165.17' | {Documents and Settings
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