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Windows 2000 Streaming Virus
Ruth Parish
November 20, 2000

A new virus is taking advantage of a currently little-used programming technology and could provide major headaches
to security and system administrators. In addition, future use of the technology may possibly embarrass some anti-
virus software vendors who discount the ingenuity of virus authors.

The new virus is variously referred to as: W2K.Stream by Kaspersky Lab and also by Symantec Corporation, (Norton
anti-virus software) W2K/Streams by John Leyden of www.vnunet.com, WNT/Stream by Network Associates, Inc,
(McAfee anti-virus software) and PE_STREAM.A by Trend Micro, Inc (PC-Cillin and Office Scan anti-virus software).
The virus takes advantage of a programming technology and methodology called the Stream Companion. This
technology allows more than one stream to be assigned to files and folders. Unfortunately, most and possibly all anti-
virus software examine only the main program stream for viruses.

This type of virus has not been seen thus far on personal computers running Microsoft operating systems because
the technology hasn’t been available until it was introduced in later editions of Microsoft Windows NT including
Microsoft Windows 2000. The Stream Companion technology is only available on NTFS disks.

The first virus to take advantage of this technology is the W2K.Stream virus. It appears to have been written by two
people working under the names of Benny and Ratter. Symantec Corporation indicates that these two are from the
"29A" virus group. A search of Symantec Corporation Antivirus Research Center web site virus articles lists a number
of viruses written by the "29A" group. This virus was discovered by Kaspersky Lab, the largest Russian developer of
anti-virus provider programs, and was announced by them on September 4, 2000. Eugene Kaspersky, director of anti-
virus research said in his article, "Certainly, this virus begins a new era in computer virus creation."

Stream Technology

As indicated above, Microsoft introduced the Stream Companion technology into their operating systems with the
advent of NTFS and Windows NT 3.1. This type of technology, which is also referred to as Alternative Data Streams
(ADS), is unavailable on FAT disks and cannot run on earlier versions of Microsoft Windows operating systems. Since
anti-virus software checks only the main programming stream, viruses can be written to run in the additional
alternative streams. In this way the virus can perform its dirty work out of site of the user and the anti-virus software.

Files and directories can have associated multiple streams, which can be a service stream or autonomous program.
All but the main stream is normally invisible to the user. When files with associated streams are copied to a FAT
device, such as a floppy or FAT disk, everything but the main stream is lost. Additionally it is important what type of
application is used to transfer or run stream-based files. If the software can’t handle streams, only the main stream is
transferred or used.

Oddly enough, Symantec Corporation indicates that a client with a non-NT operating system "can access streams on
an NTFS share, independent of their file system" as long as they are using a "stream aware client."

The Virus

The W2K.Stream virus is the first virus to take advantage of the Stream Companion method of programming.
Kaspersky Lab indicates in their article, "A new Generation of Windows 2000 Viruses is Streaming" that the authors
are from the Czech Republic and assembled the virus sometime in late August of 2000.

According to Kaspersky Lab, "… the virus creates an alternative data stream name "STR" and moves the original
content of the host program there. Then, it replaces the main data stream with the virus code. As a result, when the
infected program is run, the virus takes control, completes the replicating procedure and then passes control to the
host program."

The virus is only activated on personal computers running Microsoft Windows 2000. This is due to a misconception
by the W2K.Stream virus authors, in that they believed that streaming wasn’t available on PCs running Microsoft
Windows NT. One of the virus’ initial tasks is to check the operating system, if it isn’t Windows 2000 it displays:
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  Screen capture provided by Symantec Corporation.

Once it has confirmed a Windows 2000 operating system it infects any file in the host directory. The virus infects
other files (only executables, via the extension type) by replacing the host application with itself, which is 3628 bytes
in length. Because of this, all infected files become 3628 bytes in size. It hides the fact that it is using additional disk
space by adding the compression flag to each infected file. The virus ignores any read-only attribute. According to
Symantec, "the virus uses temporary files to copy the data streams." The authors used the Portable Executable file
compressor called Petite to reduce the size of the virus.

It hides its actions from the user, by writing the host program to a secondary stream, called

"host-application-name.exe.STR." If the STR stream is not available it will also display the message window, shown
above. As an example, Microsoft WordPad would be written to WORDPAD.EXE.STR. This process allows the host
application to continuing running in the secondary stream and the virus in the main stream. Neither Microsoft
Windows NT nor Microsoft Windows 2000 standard commands or applications display alternative data streams
assigned to files, making it difficult for the user to identify these types of files.

W2K.Stream is a "proof of concept" virus and has not been seen "in-the-wild" (in circulation) as yet (9/7/00) per
Symantec AntiVirus Research Center.

The Virus Controversy

At present there is a quite a controversy about whether a virus using the Stream Companion process to hide its
actions presents any kind of real danger to the users protected by anti-virus software. Eugene Kaspersky states, "By
default, anti-virus programs check only the main data stream. There will be no problems protecting users from this
particular virus," Continuing he says, "However, the viruses can move to the additional data streams. In this case,
many anti-virus products will become obsolete, and their vendors will be forced to urgently redesign their anti-virus
engines."

The Bob Sullivan article on the www.msnbc.com web site indicates "The SANS Institute, a group of security
researchers, issued an "alert" criticizing antivirus companies for not updating their products to scan the contents of
any file stream earlier."

In McAfee’s web site article on the virus, Network Associates, Inc states "The detection issue raised by SANS can
become a problem IF a virus writer was able to hide the virus in the alternative data stream completely. This is not
possible, as there will need to be some function of the virus in the main body of the file, it has infected, that calls the
virus to infect. Because of this Antivirus scanners will be able to detect these types of viruses now and in the future."

The WWW.ISP-Planet.com article on the virus quotes Eric Chen, chief researcher at Symantec’s Antivirus
Research Centre, as saying "Antivirus packages offer protection from this kind of infection. But if virus writers make
more use of stream technologies we will have to develop new parsing engines to specifically look in alternative data
streams."

The article further quotes Jack Clark, European anti-virus product manager at Network Associates (makers of
McAfee) as saying "Virus writers are not standing still. This is another example of them using the methods made
available by modern operating systems."

Graham Cluley of Sophos reiterates McAfee’s theory "To execute code in an ADS you have to call the code from a
non-ADS stream. So far we have not seen evidence that the code can be executed directly."

Conclusion

Fortunately, the W2K.Stream virus itself is easily preventable. All one has to do is load any reputable anti-virus
software on their computer(s). What about future viruses using the same methodology, do we need worry about
them?
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Some well-respected groups say files using the Stream Companion methodology may cause serious problems in the
future and others, as respected, say not to worry, that the current anti-virus software can handle any virus hidden in
files using Streams. It all boils down to the ingenuity of our ever-present virus authors. Will they figure out a way to
hide the virus in alternative streams without ever making a suspicious call in the main stream? Regrettably, to use
that well-worn phrase only "time will tell."
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