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1. Abstract

The value that Information Security brings to an organiratica has
traditionally been difficult to measure. For this reason some organizations forgo
implementing security controls that could bring a positivs rcturn on investment to
their organization. The goal of this paper is to familia. ize the reader with risk
management terminology, discuss how it can be applied to risk management and
budgeting situations and present a quantitative risk management valuation process
to show the benefit of a security control to tle nusiness. Using the methodology
outlined in this paper the reader will be a.le to better describe to a business

what the impact of security controls arc on the bottom line of the organization.
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2. Introduction

Does a company’ s investment in information security increase ile value of a
company? If so, how do you measure and articulate this value? Is a company better
off investing in industry standard information security practices or striking out
on its own and investing based on internally developed pri.ciples? How does this
investment principle change if the company is unregulat-? or lightly regulated? To
answer these questions this paper will discuss topics such as asset valuation,
types of losses and risk management terminology. 11~ reader will be presented with
a quantitative project assessment model that arpiies the topics discussed in this
paper to demonstrate how information security can be used to decrease the risk and
cost of business operations. A Bruce Schi~izr quote that eloquently states several
of the benefits of a quantitative, forma.ized project valuation process is as
follows;  “You can’ t corpletely reiove emotion from risk management decisions, but
the best way to keep risk managcment focused on the data is to formalize the
methodology. That’s what comparies that manage risk for a living —— insurance
companies, financial tradirg firms and arbitrageurs —— try to do. They try to
replace intuition with models, and hunches with mathematics.” (Schneier, 2009) The

quantitative project ac~scssment process presented in this paper is designed to do

just that - formalize the methodology and focus on the data.
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8. Overview of the quantitative risk management process

The purpose of a quantitative risk analysis is to show in a st<ndardized,
repeatable and comparable way how a security control adds value ‘o a business. The
process begins with the selection of a risk to be mitigated ana 2 mitigating
security control. The security control can be a process or a technology. The
implementation and ongoing operating costs are listed. Tho types of losses that
could occur as a result of the business operation are 17sted and the estimated loss
to the business before and after a mitigating secur:ty control has been introduced
are calculated. By determining the estimated rick of loss before and after the
security control has been implemented, the vclue added to the business (minus
implementation and ongoing costs) is reveclel. Based on this information the
Information Security department is bette. able to quantify the business value of

c

the work they do, compare the valuc ¢ vrospective projects and determine what work

should be focused on to deliver mecxinum value to the business.
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4. Determining Asset Value

The value of many systems is not fully realized until a failure occurs. Take
email for instance, most of us take for granted the ability to ewa:l colleagues
when collaborating on projects, scheduling meetings, etc. Only when email is not
available do we realize the impact it has on the way we work. This leads us to one
method of determining the value of an asset - by taking it away and estimating the
impact to the business if the asset were to disappear, go offline or stop
functioning without notice. In some cases a less ccst effective workaround could
be used in place of the usual system. Other times, an additional business cost or

loss occurs until the functionality of the twiled system or asset is restored.

In this example we will estimate *the Lourly value to the business of an
eCommerce system for an online sporting goods store. The eCommerce site for this
business is the primary interface tucoagh which customers can order products from
the company. There is an 800 rumcer that customers can call to place orders,
request assistance with the site, etc but the eCommerce site is the only way they
can view products (there i¢ no catalog). Ninety-nine percent of the company’ s
sales are done through *he site. In the grid below are the company’ s revenue
statistics for the p:.~=v.ous year, along with the percentage of sales that were done

through their eCoruw.erce site.

Scire simple calculations based on the Annual Revenue and Percentage of sales

through eCommerce tells us that the hourly value of the eCommerce site to the
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business is $678.08. This was found by multiplying the percentage of <aios through
eCommerce by the annual revenue (.99 * $6,000,000.00), which results 1. che
‘Revenue generated through eCommerce site’ figure of $5,940, 00u. bQ. The revenue
generated through eCommerce is then divided by the number of touis in a year (8760)
to arrive at the hourly revenue of the site. The resulting nuaber (hourly revenue

- $678.08) can be used as a SLE for an hour of system downiime.

With the SLE determined in this exercise, the vclce of a high availability
solution for the eCommerce system becomes clearer. Based on this information
(along with ARO) a business is able to determire wuich security control is right

for their needs.
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b. Types of loss.

There are several types of loss that companies can experienc2 as a result of
a security incident. Four of these loss types will be defined below and applied
later in this paper when the template for quantifying businecs value of a project

is discussed.

e Productivity - productivity lost due to a secu.ity incident can be seen in
several ways; downtime for an end user while the application they need to
work in is down or time spent by an empl-oyce surfing the internet instead of
working. This type of loss is easy in zuantify. Productivity lost due to an
hour of system downtime can be ca'c..ated by taking the average salary of a
user of that application and multiplying it by the number of hours the system
was down multiplied by the nurber of users affected. Annual Rate of
Occurrence (ARO) for this tyoje of event could be calculated by reviewing past

help desk tickets.

e Rework - security events can cause data corruption or data loss. For
instance, in the cvent of a virus infecting a file server housing important
company infornsiion. Investing in a high availability or backup solution for
the data stored on these servers could mitigate the rework costs of
recove~iy from a virus. This loss would require work to quantify but would
not Lo cifficult. While the rework costs to produce specific data should be
eavily quantified, the amount of data that could be damaged by malicious code

could range from one file to several servers.

e Legal - Legal fees and potential additional liability costs from lawsuits.
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An example of this type of loss can be seen in the recent data bi~ach at TJ
Maxx. In this case the company is facing a lawsuit from several banking
groups; “In a lawsuit pending in US District Court in Bosto». the
Massachusetts Bankers Association and trade groups from otinor states seek
unspecified recovery for damages they describe as beirs “in the tens of
millions” of dollars for the costs related to repla~ing compromised

cards.” (Kerber, 2007) Even if TJ Maxx wins the ~ourt case, they will have
had to invest significant funds in their legal Jefense team as well as
suffering additional reputational impact from the data breach story having
spent additional time in the newspaper ucaulines. This type of loss is
difficult to quantify. The number o1 lawsuits, hours invested in each and
potential judgments against the business are all highly variable depending on
the specifics of the event. Iven sources such as the Data Theft Loss
calculator (Darwin Professionwl Underwriters, 2007) decline to estimate the
cost of civil damages resulting from a data breach, due to limited data.
Clearly legal costs of a uata breach are difficult to predict and are subject

to high variability.

e Business loss du~ o reputational impact -An example of this type of loss
would be a cuc.cmer who no longer shops at TJ Maxx due to their highly
publicizea data breach. This loss is difficult to quantify. Business impact
of cus‘ruers reacting to a security event (data breach in this case) is
difircuit to predict. Several factors such as publicity, severity of the
avet and resulting detrimental impact to customers are all highly variable
and difficult to predict. Due to the lack of information and variability of

impact this type of loss could be considered more qualitative than
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quantitative.
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6. Quantifying the value of a project

In this section a spreadsheet applying the risk manasement formulas
discussed throughout this paper will be presented to help quat:fy the value of a
security control. By using a standardized, repeatable process to judge project
proposals based on the same criteria, it is possible to e.iminate emotion and
misconceptions from the project valuation and selection pnase. It is important to
keep in mind throughout this process that “the point ts to provide a set of guiding
principles from which (the business) can make gord decisions about what’s
acceptable. In other words, the CEO doesn’t (o1 <houldn’t) care if a return is
precisely $3.13 for every $1 spent or $2.97. He cares that it’s accurate to suggest
about a 3-to—-1 return, and not a l1-to—1 r~turn or, worse, a 1-to—3 return.”
(Berinato, 2002) SLE and ARO estimates are often times overanalyzed when there is
no perfect answer. The goal here Is to make a reasonable estimate based on the
data available. Even if the estimates of SLE or ARO are imperfect, all proposed
projects are still judged by the same standard which should produce an accurate

comparison of relative velu Letween the projects.

This project vel_.aition spreadsheet will use the example of an anti-virus
project for workstations and servers in an enterprise. The cost and benefit
sections of the spreadsheet are shown at the end of this section, along with a
brief discussion of how the risk assessment formulas discussed in this paper are

applied.

The cost section of a project valuation spreadsheet lists implementation and

ongoing costs of the project including:

e Server hardware and software costs - these specifications can
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usually be obtained from vendor documentation.

e Implementation labor - the hours of employee labor needed to
complete a company-wide implementation of the cnii-virus
solution. Consulting hours if needed can be included in this
section as well. The hours of labor needed 1s then multiplied by
the average hourly rate of employees cn the project to determine
the labor cost of implementation. 'n this example $50 per hour

has been used as the hourly rate Ior employee labor.

e Ongoing labor - the hours of lanor of employees needed to
maintain the functionalit: ¢f the anti-virus solution on an
annual basis. The honrs ~i labor needed is then multiplied by
the average hourly rate of a systems administrator that would be

meintaining the <07 2m.

v

The benefit section of the s»oreadsheet calculates the cost savings from the
decrease in various business lo<ses as a result of the project. For example, the
Decreased Employee Productiicy Loss section shows calculations that demonstrate
how the ARO of anti-viru- Incidents decreases as a result of the anti-virus system,
resulting in a produc:iivity increase for the business. The acronyms used in this

section are definca in Appendix I.

e /ARO — the number of virus infections resulting in user downtime each
voar.,  This number could be estimated based on historical data found in

help desk tickets from previous years.

e SLE — the SLE is the estimated cost to the company for each instance of

this incident. Here we are estimating that the end user will
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experience 30 minutes of downtime on average and that the '.~1p desk
will also spend 30 minutes between troubleshooting or reimcging the

workstation.

e ALE - the ALE is calculated by multiplying ARO and CU.E. This

determines the annual loss due to this type of event.

e mARO - this is an estimation of ARO once the -2ocurity control has been

implemented.

e mALE - this is an estimation of ALE after the security control has been

implemented.

e Productivity cost savings per ycar - mALE minus the ALE. This is the

value of the security contrcl 1n decreasing productivity loss.

The cost savings calculation i< repeated for each type of business loss the
project is expected to address. The mALE estimates are then added together to
determine the total cost savings as a result of the security control, this result

is shown in the ‘Total Cost Savings’ field of the spreadsheet.

Once the costs and prnefits of the project have been calculated, RoSI can be
determined by subtra-ting the costs of the project ($22,500 for the first year,
including implemer*ation costs) from the mALE (Total Cost Savings of $410, 000)
which results in ¢387,500.00. It is much easier to present a project proposal to
the business when you can show that the project has significant RoSI for the
business. Mdditionally, presenting this in spreadsheet form allows changes to be
made on tre fly and the impact of these changes to be seen quickly. For instance
there may be other projects or outside factors brought up by management that would

impact the ARO or SLE of the risk addressed by the project. Changes made to these
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estimates can be made easily and their effect on the value of the proje-u is

immediately seen.
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