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Web Bugs are tiny one pixel graphic images that are hidden on a website, in E-
mail messages, Microsoft Word documents, Excel spreadsheets and Powerpoint
documents or any other HTML based word processing application. Web Bugs can also
be hidden in newsgroup postings. Web Bugs are used by advertising companies to track
and monitor website visitors identifiable by their IP addresses. They can be used in
conjunction with "cookies” to profile Internet surfers and their viewing habits. Web Bugs
are use by marketing companies in E-mail campaigns. Authors and / or corporations to
monitor proprietary documentation can also use web Bugs.

Web Bugs have many uses, both beneficial and malicious, and are potentially
harmful to online privacy.

According to Richard M. Smith, an advocate of online privacy, “A Web Bug” is a
graphics on a Web page or in an E-mail message that is designed to monitor who is
reading the Web page or E-mail message...They are represented as HTML IMG tags.”
Web Bugs differ from invisible alignment GIFs by the simple fact that a “Web Bug will be
typically loaded from a different Web server than the rest of the page....” Web Bugs are
the size of a period or dot on a page.

When visiting a Web site that has a hidden Web Bug, information such as the IP
address of the computer, the URL of the visited Web site, the time, any corresponding
cookie values, and the type of browser and operating system in use is transmitted to the
host server. The Web Bug sends a message to the server notifying it of its location and
identity. In order to communicate with each other, Web Bugs and cookies have to
originate from the same source, i.e., the same advertising agency server. According to
Helen Bradley, “Over time, an advertising agency with a significant presence on the Web
(a network of client sites) can build up a detailed profile of your browsing habits. The
result will be that you are likely to see that the advertising served up on the Web sites you
visit is closely aligned to your personal preferences because the advertising agency knows
a lot about the sites you visit and what you view based on the information it has stored on
you.” Most people are aware of cookies and the fact they are being tracked; however,
people are not aware of these hidden Web Bugs and have no idea they are still being
monitored.

If this much information about Internet users can be collected and stored on a
server located on the Internet, the day is not far away when this information can be tied
together with a name, address, phone and possibly credit card information. It won’t be
long until another hacker figures out how to access this valuable information and use it to
his advantage. Online privacy and vendor responsibilities are currently hot topics in
congressional debates. Privacy advocates are demanding that advertising and marketing
companies disclose the fact that this information is being collected and for what purpose,
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and more importantly how this information is being safeguarded. Also, surfers should
have the right to deny information from being collected. It is in an Internet surfer’s best
interest to read the privacy policies of the sites visited.

Web Bugs hidden in E-mail and newsgroup postings can indicate who received it,
who read it and if the E-mail was forwarded. Marketing companies can send out mass E-
mailings and track the interest generated. Richard Smith, in his Web Bug FAQ, states that
Web Bugs are used in this way ““ 1. To measure how many people have viewed the same
E-mail message in a marketing campaign. 2. To detect if someone has viewed a ...E-mail
message or not. People who do not view a message are removed from the list for future E-
mailings. 3. To synchronize a Web Browser cookie to a particular E-mail address. This
trick allows a Web site to know the identity of people who come to the site at a later
date.” In order for a Web Bug to work in a newsgroup posting, they have to be accessed
by Outlook Express or Netscape Messenger. Richard Smith again states that “a Web Bug
can be used to log people who are reading messages in a particular group. Such bugs
might be used for example by investigators to track illegal activity.... Web Bugs might
also be used to monitor people in extreme political groups.”

Word allows the embedding of an image location instead of the actual image as a
space-saving technique. Web Bugs embedded in Word documentation do not need the
use of stored cookies in order to access a remote server via the Web. The embedded code
reaches out to the server to retrieve the graphic image, thus initiating the logging that
allows the author to track the IP address and hostname of the person accessing the
document, how often it is opened, and if any portion of it is copied into another file.
Cutting and pasting will also transfer the bugs. Anyone who opened one of these
documents would not know that the Web bug was embedded in the document.
According to Mr. Smith, “Web Bugs in Word documents could be used to detect and
track leaks of confidential documents from a company, uncover possible copyright
infringement of newsletters and reports, monitor press release distribution, and track the
quoting of text when it is copied from one Word document to another;” thus allowing the
author of a document to bug and monitor his work.

To uncover a Web Bug on a website, wait for the page to load then view the
source code. In Netscape click on View, then page source; in Internet Explorer, click on
View then Source; search the resulting page for an IMG tag with the attributes WIDTH=1
HEIGHT=1 BORDER=0 and SRC= http://.... This is the embedded code indicative of a
Web Bug especially if it includes a source pointer to a server in a different location than
where the page source loaded from. The code is similar in E-mail and documents,
however, the users IP address will be included as well as the URL to where the hidden
Image is actually located.

There are several methods to prevent Web Bugs from transmitting information
about a user over the Internet. One source is www . junkbusters.com which provides a
free software program the user can install and configure to block unwanted advertising
media from accessing their computer. Most ad blocking software will deter cookies.

© SANS Institute 2000 - 2005 Author retains full rights.



Another way is to configure the browser to notify the user when a cookie is being placed
on the computer, therefore allowing the user to decline or accept the cookie. Or set the
browser security at the highest level to not accept cookies at all. However, adblocking
software will not detect the presence of Web Bugs, and most users access sites where
they need to be identified to the server by some method, so turning off cookies is not the
best solution. Installing a personal firewall wall that blocks malicious code from accessing
the users computer from the Internet is one of the best options. Zone Labs, Zone Alarm
personal firewall notifies users when applications attempt to access the Internet, also
allowing the user to decline or accept the connection. Educating users

Of the potential dangers of privacy data violations existing on the Internet is probably the
best deterrent. The more aware people are of what transpires behind the scenes, the less
likely Online companies will take advantage of them and misuse the information.
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SANS Security East 2017
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