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Abstract

This paper will describe how to create a Virtual Private Network using a SonicWALL
Security appliance. The paper will begin by introducing the concept of a VPN, uses of a
VPN, and which SonicWALL appliances support VPN connections. I will then discuss
some of the issues that need to be considered before establishing a VPN connection such
as which authentication method is best suited for the VPN. Next I will explain the steps
required to create a VPN connection between the client and the remote LAN and finish
by discussing some of the tools available to test the VPN connection.

What is a Virtual Private Network?

Today, more and more companies have employees who need access to their corporate
LAN for access to email, files, etc. To this end, a Virtual Private Network (VPN) is a must
and can be thought of as a way to use a public telecommunication infrastructure, such as
the Internet, to provide remote offices or individual users with secure access to their
organization's network. With this secure remote connection comes seamless access to
network resources without the need for expensive dial-up remote access connections or
toll-free phone numbers. If a user is away from work and needs access to the corporate
network he or she can choose a nationwide Internet Service Provider, dial the ISP’s local
number to get connected to the Internet, and then connect securely to the remote local
area network (LAN). If the user is telecommunicating from home or working from a
remote branch office and are lucky enough to have a broadband (cable or DSL)
connection through their ISP he/she can easily access the corporate network from their
home or home office. The user’s authentication to the corporate LAN and data access is
now securely handled through the VPN’s encrypted tunnel.

There are several types of VPN connections that can be configured using a VPN-enabled
device. The connections types are as follows:

1. Client to LAN. Used by mobile workers using dial-up Internet connections. A
single VPN tunnel is used for each VPN client.

2. LAN-to-LAN. VPN’s link two LANs together using a single tunnel that handles
all the secure data traffic between two locations.

3. Intranets. VPN’s allow remote offices and users to securely access internal
TCP/IP applications running on the corporate Intranet.

4. Extranets. VPN’s enable secure access to the corporate Extranet for vendors,
partners, and customers.

Which SonicWALL Appliances offer a VPN?

© SANS Institute 2000 - 2005 Author retains full rights.



The following table lists the SonicWALL appliances that support VPN connections, the
number of security associations, and the throughput of the VPN.

Tele3 Tele3 Tele3 SOHO3 Pro Pro | Pro | GX250 | GX650
TZ SP 100 200 | 300
VPN Yes Yes Yes No Yes Yes | Yes Yes Yes
Included (Upgrade)

# of 5 5 10 10 50 500 | 1000 [ 5000 10000
SA’s

VPN 20mbp | 20mbp | 20mbp | 20mbps | 20mbp | 25 45 190 285
Speed S ] ] ] mbp | mbp [ mbps | mbps

S S
Table 1
VPN Preinstallation

Before installing a VPN an organization’s security administrator should do some planning
to determine who will need access to the VPN. Is the VPN going to be providing another
branch office access to the corporate LAN? Will the user’s accessing the VPN connect via
a dial-up or a broadband connection? Will the VPN user be responsible for maintaining
personal firewall and anti-virus software? If most VPN users will be using a dial-up
Internet connection, the security administrator will need to meet with management to
determine the best way to secure the remote user’s personal computer such as installing
and configuring a personal firewall and anti-virus software.

Also, user’s wishing to access the network through the VPN can be authenticated in a
couple of ways. One way is by encrypting the authentication through a shared secret key
that is known to both parties. A shared-secret key is nothing more than a strong password
that is configured at the VPN gateway and the client VPN software and is exchanged
during the authentication stage. Not only is a weak shared-secret key a risk but also, while
establishing the VPN connection both parties must exchange some “unsecured” data
related to the establishment of the shared secret key before establishing the secure tunnel.
There is no way for both parties to simultaneously “know” the secret key without some
sort of non-encrypted initial exchange. Normally, that “non-encrypted initial exchange”
takes place when the individual configures the shared key on both the VPN gateway and
the VPN client.

The second and most secure method of authentication is through the use of digital
certificates. A digital certificate is much like a drivers license and is used to verify the
identity of a user. These certificates can be obtained from a third-party Certificate
Authority such as Verisign (www.Verisign.com) or Entrust (www.Entrust.com) or they
can be created through a local certificate request using the SonicWALL authentication
service. The certificate method is referred to as PKI or Public Key Infrastructure where
both parties use a public key for encrypting data and a private key used to decrypt the
data. This solution is more secure than the shared secret key method because public keys
are exchanged between both sending and receiving parties. Anyone wishing to see the
data would need the private key to decrypt the data that was encrypted with the public
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Creating a SonicWALL VPN requires the administrator to configure each client machine
that wishes to access the corporate network through the VPN as well as configuration of
the SonicWALL firewall appliance to accept or reject remote VPN connections.

As mentioned, clients wishing to access the VPN will connect to the Internet either
through a dial-up ISP or through a broadband connection to an ISP. Both connection
types require securing each client machine prior to installation of the VPN client software.
A personal firewall or a hardware firewall is needed depending on the type of user’s
Internet connection. If a user connects by a dial-up modem a personal firewall is
appropriate. A personal firewall is a piece of software that resides on the client machine
and blocks unwanted traffic from entering or exiting their machine. Some popular host-
based firewalls include Zone Alarm from www.Zonelabs.com and Black Ice from
www.Iss.net. My personal favorite is Zone Alarm due to the ease of setup and various
options such as blocking Internet servers, local servers, etc. If the user accesses the
Internet from a cable modem or a DSL device a hardware firewall is recommended and a
firewall such as the SonicWALL Tele3 TZ is recommended. It is crucial to the security of
the VPN that the client maintain always on firewall protection of some sort to prevent
rogue traffic from entering the corporate network via the internet connection.

VPN Architectures

There are 3 main types of VPN architectures. The first is a Mesh VPN where each VPN
participant has a security association with all other VPN participants. For example,
Chicago, Dallas, and St. Louis all have security associations defined for each other so
each location can securely access the corporate LAN of each other site. The second VPN
architecture is the hub and spoke VPN where each participant in the VPN has a security
association with a central router that has a security association with every VPN device.
The final architecture is the hybrid, which is a mixture of a mesh and a hub and spoke.

A SonicWALL VPN can be created to handle all of the above-mentioned VPN
architectures and the design should be based on issues such as who needs access and to
what resources and when do they need access, as well as total throughput desired, and the
total number of VPN connections desired. The SonicWALL family of firewall appliances
all support VPN connections to one degree or another. Refer to table 1 which describes
each SonicWALL appliance and their VPN options.

VPN Firewall Installation

During installation of the VPN, the first decision the security administrator needs to make
is how to organize the security associations. A security association is a group of settings
related to the security requirements of a given VPN tunnel. The association can apply to a
branch office or a group of users such as Sales Personnel, Field Engineers etc. These
associations give the administrator the ability to create logical groupings of remote
connections for users through several different VPN tunnels.
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After determining the desired security associations etc. the next step is to configure the
firewall for VPN connectivity. The administrator must log in to the firewall using the
administrator account and password and select the VPN button and Configure. (See
figure 1) Here the administrator is presented with the following screen that allows the
administrator to create a new security association for the VPN clients. The administrator
can select either IKE using Pre-shared Secrets or IKE using Certificates as well as name
the association something descriptive such as “St. Louis Field Engineers” etc. The
administrator can also disable the security association for troubleshooting purposes or if
the corporate network situation changes the administrator may want to disable the VPN
connection.

|e-+ - DR d0E3 B S - B

SONICWALL®
BT Summary Configure
Log Add/Modify IPSec Security Associations
Filter
Tools Security Association |GroupvFH x
T TPSec Keying Mode [IKE using Preshared Secret =l
Advanced W I
oror Disable This SA ™
= IPSec Gateway Address
_ patidis | Security policy
High Availability
Phaze 1 DH G’I‘OuplGruup1 'I
SA Life time (secs) [26500
Phase 1 Encryption/Authentication [DES & MD5  ~
Phase 2 Encryption/Authentication | Encrypt and Authenticate (ESP DES HMAC MD5) =l
Shared Secret |
Destination Networks -
_twl | grATUS: Ready
Figure 1

Under Security policy/Phase 1 DH Group the administrator can select between Group 1,
2, or 5 to determine the number of bits used for encryption. Group 1 uses 768 bits, Group
2 uses 1024 bits, and Group 5 uses 1536 bits. The bit length has a positive impact on
security and a negative impact on speed and the option to set a bit-length is only available
if “Enable Perfect Forward Secrecy” is selected in the advanced settings of the VPN
configuration. (See figure 2) Perfect forward secrecy, in cryptography, of a key-
establishment protocol, is the condition in which the compromise of a session key or
long-term private key after a given session does not cause the compromise of any earlier
session. Phase 1 of the VPN session deals with authentication between the client and the
VPN gateway and Phase 2 handles the key exchange between the VPN client and VPN
gateway. You also need to add the shared secret if not using certificates. After entering the
information the administrator selects Update to save the security association settings.
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After configuring the group VPN settings such as Pre-shared Secret or Certificate and
Phase 1 Diffie-Hellman settings select Advanced to configure additional settings

including:

Require authentication of VPN clients via Xauth- Authentication using
a RADIUS Server. (A RADIUS server is a server maintaining a
centralized database of users)
Enable Packet Forward Secrecy- Adds an added layer of security to
prevent compromise of prior session keys when long-term private key

value is determined.

Phase 2 DH Group- Generates an additional key exchange between

client and VPN gateway for increased security

Apply NAT and firewall rules- Apply rules created at the firewall.
Forward packets to remote VPN’s- Only used in hub and spoke

configurations and sends IPSec packets to all VPN devices.

Default LAN Gateway- enables specification of the default LAN to
forward inbound IPSec traffic.

VPN Authentication and Encryption

There are some questions to consider when determining which VPN encryption method
to use. Should data be encrypted and nothing else? Should there be assurances that the

data has not been altered? Several methods exist to provide security of the
Authentication Header of an IPSec packet and the actual data payload. Below is a table
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explaining the options available and the benefits of each.

DES 3DES MD5 SHA-1
Uses Used to encrypt [ Used to encrypt | Used to ensure | Used to ensure
and and data has not data has not
authenticate authenticate been altered been altered
data data
Key Length 56-bit key 168-bit key 128-bit value 160-bit value
length length
Strengths Resistant to Has not been Faster than Maximum
most cracked SHA-1 Security
cryptanalysis
attacks
Weaknesses Subject to Slower than Minimum Slower than
brute-force DES Security MD5
attacks
Table 2

Note: Additional authentication and encryption options are available to connect other
VPN devices such as a Checkpoint VPN Gateway, etc. to the SonicWALL VPN.

After completing the required settings for the security association and selecting Update
the administrator can view the current security association settings, edit the current group
VPN, and configure VPN bandwidth management. (See figure 3 and 4) VPN Bandwidth
Management gives the administrator the ability to determine how much VPN guaranteed
bandwidth and VPN maximum bandwidth to allocate to outbound VPN traffic.

-2 0B d 0aB B SE-EHD

SONICWALL
o Summary Configure Authentication Service | Local Gerlificates CA Certfficates
Log Global IPSec Settings
Filter Unique Firewall Identifier [01234567630C0
Tools v Enable VPN
T I~ Disable all VPN Windows Networking (NetBIOS) broadcast L
RTved I Enable Fragmented Packet Handling
DHCP VPN Bandwidth Management
i Settings below will not take effect until enabled on Advanced Fthernet page.
Anti-Virus ™ Enable VPN Bandwidth Management
High Availablty VPN guaranteed bandwidth [ooo0 " Kbps
VPN maximum bandwidth [oo00 " Kbps
VPN bandwidth priority

Cuwrrent IPSec Security Associations

T‘\ianhlpd Name T.nral R emnta P_hase i | Jﬂ
! [

_ bt | T ATUS: Ready

Figure 3
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Filter
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Advanced
DHCP
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Anti-Virus
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Logout

Cwrrent IPSec Security Associations
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GroupVPN

Admin

Secondary

0.0.0.0 -
255.255.255.255

Networkopia

Advanced

4l

Phaze 2

Encryption/Authentication
0.0.0.1 - ESP DES HMAC MD5
255.255.255.254 (IKE)

192.168.168.1 -

192.168.168.254 HM
192.254.254.254 ESP DES & MD3

(IKE)

Remote

169.254.254.254

192.168.168.2 -
192.168.168.2

192.168.168.2 -
192.168.168.2
(0.0.0.0)

192.168.168.1 - 5
192.168.168.254 ESP DES Lx

192.168.168.22 ESP DES HMAC MDS

192.168.168.22 )
192.168.168.225

ESP DES HMAC MDS5 4

STATUS: Ready

Figure 3

VPN Client Installation

The administrator is now ready to configure the client machine to access the newly
created VPN. System requirements for the SonicWALL VPN client are as follows:
IBM compatible computer with an Intel Pentium (or equivalent) processor
Microsoft Windows 95, 98, Me, NT 4.0, 2000, XP
32 MB hard disk space
16 MB RAM for Windows 95, 98, Me, 32 MB RAM for Windows NT and
64 MB RAM for Windows 2000, XP
Ethernet network interface card with NDIS compliant driver and/or dialup
adapter (internal or external modem, ISDN adapter) or Wireless LAN.

After the VPN client is installed a new program group is created which includes several
programs related to the SonicWALL VPN client.

S
S
Si
Sy
K|

Log viewer

Certificate Manager

Connection Monitar

Security Policy Editor
SonictaLL YRR Client Help

These programs assist in the VPN tunnel establishment, monitoring, etc. and include:

1. Security Policy Editor- To create, import, or manage connections and their

© SANS Institute 2000 - 2005

Author retains full rights.



S.

associated proposals that make up a user's security policy.

Certificate Manager- Where users request, import, and store the
certificates they receive from certificate authorities (CAs)

SonicWALL VPN client help- The help file for the SonicWALL VPN
client.

Log Viewer- Contains the communications log, which lists the IKE
negotiations that occur during Phase 1 Authentication

Connection Monitor- Shows statistical and diagnostic information for
each active connection in the security policy

To configure the client PC for access to the SonicWALL VPN simply open the Security
Policy Editor as seen below in Table 3. Here you can add a new VPN connection and
specify settings from the VPN gateway configuration. The clients settings determine how
you will connect to the remote VPN and whether you will connect via an IP address, IP
Subnet, or IP range. You also need to select the Connect Using box to specify connecting
to the VPN using a Secure Gateway Tunnel.

Si Security Policy Editor - SonicWALL ¥PN Client P ] 4|

File Edit Options Help
1{._ Bl

BB x| = #[4]

Metwark. 5ecurity Policy

=1 My Connections r— Connection Security
El@ Chicago YPN {* Secure

{3 My |d?nt't-'f' ) = Nor-secure %
g Security Policy  Block

By Pinckneyvile JHS

@ Pinckneyville Grade 5 chool

@ Slater — Remate Party |dentity and Addressing

@ Wwarzaw South Elemertary D Type 1P 2dd -

(-8 ‘warsaw North Elementary &2 et

-y warsaw HS ID.D. 0.0

----- Other Connections
Fat |l || Frotocal [4l =]
¥ Connect using ISecure Gatewway Tunnel j
1D Type I IP Address vl
ID.D.D.D

Click here to find out about pragram add-ons.

Table 3

Next, you need to provide details of your identity by selecting My Identity under the
newly created VPN connection (See Table 4) Items such as certificate type, (i.e.
Administrator EFS Certificate if using SonicWALL’s Authentication Services, Select

automatically during IKE negotiation, or None if using a Pre-Shared Secret Key) can be

configured here. If, during the firewall VPN installation, you selected Pre-Shared key you
can enter the 8-character Pre-Shared Key information in the space provided. (See Table
5) As mentioned earlier, a Pre-Shared Key is nothing more than a password and should
meet certain conditions to be considered secure. These conditions include
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Uppercase/Lowercase letters, letters and numbers, and special characters. For example,
53AsrTi&%. You can also indicate which network interface in which to establish the

VPN.

: Si Security Policy Editor - SonicWALL ¥PN Client
. File Edit Options Help

2| x || #]4] Al
Metwork Security Policy
E|ﬁ‘_l My Connections

SONEWALLE®

SonicWALL VPN Clisnt

by Identity
.@--gnchﬁ:ﬁ:::tfs Select Certificate Pre-Shared Key |
@ Security Policy M one -
% Finckneyville Grade School 1D Type Port
Bl Slater l_
@ “Warzaw South Elementary IlP Address J IA" J
@ warzaw Morth Elementary IAn}'
B WWarsaw HS
Other C ti
(& St Lanneciens Wirtual Adapter IDisabIed 'l
~ Internet Interface
Mame IAn_l,l j
IP Addr IAn_l,l
Table 4

8] security Policy Editor - SonicWALL PN Client []
Fle Edc Ophions Help

Bles| x| +[$

Bletwark Secueiby Faolicy

-2 My Conreclions + M ettty -
- @ o T lheshasie |
M
= E -1 £ ]
a5 _Erke
o % “Eriter Pre-Shated Eey |4 least B charactess] 'I I
Thes keypis used dunng Authenticslion Phase if the
By Pzl Aushentication Method Propozal is "Fre-Shared key™,
[ gy Pinch ﬁ
B Slater fl l
141 gy Wars:
By Warse
[ gy wan oK | Canced I
& Dbt Con
: -
1P bt [y
Table S

Next select Security Policy under the VPN connection and configure the Phase 1
Negotiation Mode, which is the VPN authentication mode. (See Table 6) Available
options include:
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1. Main Mode- Ensures the highest level of security when the communicating parties
are negotiating authentication (Phase 1).

2. Aggressive Mode- Quicker than Main Mode because it eliminates several steps
when the communicating parties are negotiating authentication (Phase 1). Should
be used when the SonicWALL VPN device is located behind a Network Address
Translation device.

3. Use Manual Keys- Requires no negotiations; available for troubleshooting only.

You can also specify Enable Perfect Forward Secrecy, Perfect Forward Secrecy Key
Group, and Enable Replay Detection. Enable Replay Detection sets a counter that
determines whether or not a packet is unique to prevent data from being falsified.

S security Policy Editor - SonickALL YPN Client [ = ] S |

Fle Edi  Optiors  Help

B[] [x[a] #[¢] :
Fletwark Secushy Policy
=122 My Conpecliors: [~ Secuiy Folicy
I=+ gl Chiceaa VR | Select Phass 1 Negeliation Mode
5 by ldenlip e
= Securhy Folics
== Ausheriticzlion [Phaze 1) " fpyestive Mods
D Piopozal 1 ~
=5 Koy Evchange [Phase 2| | e
[A Propozalt
By Prickngyilie JHS
1#) g Pincknewvilis Grade Schaol

¥ Enaole Perfect Fonsand Secieoy (FFS]

By Slater EFS Ken & -

141 By Wearsaw South Elementary o zroup | Diffie-Helman Gioup 1 -
gy waian Moih Elementaty

151y Waraw HS

% Citker Cornectians % Enabis Replay Dalection

Table 6

Next configure the Authentication phase (Phase 1) to specify the authentication method,
encrypting algorithm, and hashing algorithm along with the SA Life and Key Group.
Again, these settings must match the VPN gateway settings of the SonicWALL security
appliance. Encryption refers to taking a plaintext message, apply a mathematical
algorithm to that text, which results in scrambled-text known as cipher text. A hashing
algorithm is a function that takes a variable-length string, a message, and compresses and
transforms it into a fixed-length value referred to as a hash-vale. SA Life is used to
determine how often IKE encryption and authentication keys will be renegotiated and
Key Group relates to the authentication settings the security administrator entered in the
security policy configuration of the SonicWALL VPN device. As mentioned earlier,
Group 1 provides a pre-shared key length of 768. Group 2 provides a pre-shared key
length of 1024 and Group 5 provides a pre-shared key length of 1536.
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Table 7

You then need to configure the Key Exchange Phase (See Table 8) to specify the IPSec
portion of the VPN. Parameters such as length of SA Life and compression are
configured here. Compression is highly recommended to increase the throughput rates of
the VPN. You need to configure the encapsulation mode, which is either transport-mode
or tunnel-mode. Transport mode acts the same as regular IP but with authenticated
headers and encrypted contents whereas tunnel mode encrypts the entire packet, header
and all. Transport mode is typically used for client to VPN gateway communications and
Tunnel mode is used for router-to-router or other endpoint communication links.

S security Policy Editor - SonicWALL YPN Client
Pl Ede Optiors  Help

=[00|

Seconds F-Eytes
[Unspeciied =] I
Cormplesson |Nm= j

o] =3 = e A
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[=1-20 My Canpections
(= gly ChicagaWPH

5 My Idenliyy SALf=

B E Secunty Folicy

=] Miheritication [Phze 1)
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=-¢5 Key Excharge [Fhaee 2)
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gy Slater
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Table 8
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Once you have completed the above parameters and saved the policy you are ready to

test the VPN connection.

Testing the VPN

The first step in testing the VPN connection is to determine if your VPN session is
actually active. You can check the status of your VPN connection by looking at the

SonicWALL VPN Client system tray icon.

Several variations of the icon may appear and table 9 describes the various appearances of

L4 2AEENAD  20im

the SonicWALL VPN Client icon.

SV

IREIKE service did not start or the security policy is deactivated. Reload the
security policy or you may need to restart your PC or reinstall the

SonicWALL VPN client software

PC is ready to establish and transmit data over the VPN.

PC has established no secure connections and is transmitting unsecured

data.

PC has established a secure connection but is not transmitting any data

PC has established a secured connection but is transmitting unsecured data

PC has established a secured connection and is transmitting secured data

M | i F2)| ) G4 | Co

PC has established a secured connection and is transmitting both secured

and unsecured data

Whether your connection is active or not, you can use the Connection Monitor to view
statistical and diagnostic information for any active connection you have created using the
Security Policy Editor. Here you can view secured and non-secured packets, packets

dropped, etc.

N1 Connection Monitor - Sonic®ALL WA Clienk
[Hkobwd Slafstic

Table 9

Man-5 s ad Packels [3&6 Becired Packels [G Claze I
Fe I, EerasTray Fesal

Diapped Pachess [*—?5 St and [y B M) ['3
Conmachion Blams | L oc gl sk ez I Loeal Subed | Remcta -h:]ﬂ'u:1| Farmis M oadier | B e | Brelocol I Loesl el
=y Connpcton neag Boan Pk B S HOME ALL ALL
My Doraedion Leno Ban SNNEE LS HOME L ALL
S My Connechon, noan 500 R s ] NONE WL ALL
05 My Connecion 0o 10a0 it W s ] HOME \LE ALl
=z My Connecton npag poano 265 255 265, 765 HOME AL ALL
%My Copnecion noag poan 255 255 255.055 HOMNE ALE ALL
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Another tool to use when testing the VPN connection is the Log Viewer. Here you can
view the IKE negotiations occurring during authentication (Phase 1) along with ongoing
negotiations based on the Security Association Life configured on the SonicWALL
security appliance.

f SiLq.ll:'l’lem;-Suﬂk.WﬁLi VPN Chenk =100 %]
Clear | efFieeze | Save Log Frind Ll
1150005975 Enos s=nding bo set kep mac: 10065 j

11:50006. 975 Losded MAHUAL OUTEDUMD kep sath SF1: 100 44355
11:50006. 97 Loaded MAHUAL INBOUHD key with SPE 10144355
11: 500597 Enoe s=nading bo set ke mac: 10065

11:58106. 97 Loaded MAMUAL OUTEDUMD key seth SP: 100 30200
11:58 05, 976 Loaded MAMUGL INBOUKD bew wity SPE 101208CE
141122 830 bt gz added 25 20 X5 N on MODEM LT wWin Maodem”
1252 Interlace last

14244142 Enoe werding b 5ot ke mas: 10065

T4 4414 Logwdeed MAMLUAL DUTECUMD kg weth 551 100 2250108
T4 14 Logdeed MANLLAL IMELILRD ke weatbs SF TIN4530H
T4 44,16 Enige? eradng o 262 Koy nas 1T0ED

T80 44162 Losded] MAKHLLAL DLITEDUMD kg wdh 551 100 85637
14020 44,1682 Losded MAHUAL INBOUMD bay vath 5P 10145308

T4 2044172 Enet 22rafing 10 set ke nac 106G

14: 2044172 Losded MAHUAL OUTEDURD key wth 571 100130 5E
14:20044.172 Losded MAKHUAL INBOUND ke vith SPE 10103052
14: 20044, 192 Enoe sarding to set kep msc: 10065

14:20044.132 Losded MANUAL QUTEIUMD ke seth S5 100 44443
14:20044.192 Losded MAHUAL INBOUHD ke vith 5P 10144443
14: 21044, 222 Enos sending bo set kep mac: 10065

14:20044. 222 Loaded MAMUAL QUTEDURD kep with SP: 100 44355
14: 20044, 222 Loaded MAHUAL IMBOUKND key with 5P 10144355
14: 21044, 242 Enee 2ending bo set kep mac: 10065

1420044, 242 Loaded MAHUAL OUTEDUND kep seth SF: 100 30202
14044, 242 Loaded MAMUAL INBOUMD ke with SPE 10N20ECE

Table 11

Conclusion

In conclusion, the SonicWALL family of firewall appliances provides networks of any
size the ability to create secure remote connections in a quick and easy manner. Many
administrators fear the task of creating a VPN connection due to the many configuration
options available from a multitude of vendors but I hope you are now able to see just how
easy a VPN can be installed using the SonicWALL firewall appliance.

With this ease of installation comes secured remote connections to the corporate network
established using the strongest encryption level (3DES) as well as offering the
administrator the ability to balance security with speed.

Once the VPN is established, several tools are available to allow users of the VPN the
ability to troubleshoot and view any VPN connection.
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